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Technical Support
Symantec Technical Support maintains support centers globally. Technical Support’s
primary role is to respond to specific queries about product features and functionality.
The Technical Support group also creates content for our online Knowledge Base.
The Technical Support group works collaboratively with the other functional areas
within Symantec to answer your questions in a timely fashion. For example, the
Technical Support group works with Product Engineering and Symantec Security
Response to provide alerting services and virus definition updates.

Symantec’s support offerings include the following:

■ A range of support options that give you the flexibility to select the right amount
of service for any size organization

■ Telephone and/or Web-based support that provides rapid response and
up-to-the-minute information

■ Upgrade assurance that delivers software upgrades

■ Global support purchased on a regional business hours or 24 hours a day, 7
days a week basis

■ Premium service offerings that include Account Management Services

For information about Symantec’s support offerings, you can visit our website at
the following URL:

support.symantec.com

All support services will be delivered in accordance with your support agreement
and the then-current enterprise technical support policy.

Contacting Technical Support
Customers with a current support agreement may access Technical Support
information at the following URL:

www.symantec.com/business/support/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be at
the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

■ Product release level

■ Hardware information

https://support.symantec.com
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■ Available memory, disk space, and NIC information

■ Operating system

■ Version and patch level

■ Network topology

■ Router, gateway, and IP address information

■ Problem description:

■ Error messages and log files

■ Troubleshooting that was performed before contacting Symantec

■ Recent software configuration changes and network changes

Licensing and registration
If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/business/support/

Customer service
Customer service information is available at the following URL:

www.symantec.com/business/support/

Customer Service is available to assist with non-technical questions, such as the
following types of issues:

■ Questions regarding product licensing or serialization

■ Product registration updates, such as address or name changes

■ General product information (features, language availability, local dealers)

■ Latest information about product updates and upgrades

■ Information about upgrade assurance and support contracts

■ Information about the Symantec Buying Programs

■ Advice about Symantec's technical support options

■ Nontechnical presales questions

■ Issues that are related to CD-ROMs, DVDs, or manuals

http://www.symantec.com/business/support/
http://www.symantec.com/business/support/


Support agreement resources
If you want to contact Symantec regarding an existing support agreement, please
contact the support agreement administration team for your region as follows:

customercare_apac@symantec.comAsia-Pacific and Japan

semea@symantec.comEurope, Middle-East, and Africa

supportsolutions@symantec.comNorth America and Latin America
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Introducing IT Management
Suite installation

This chapter includes the following topics:

■ About IT Management Suite

■ About installing the IT Management Suite

■ About the Symantec Installation Manager

■ Best practices for installing the IT Management Suite

■ Where to get more information

About IT Management Suite
IT Management Suite (ITMS) combines client and server configuration management
with IT asset and service management. It promotes effective service delivery and
helps reduce the cost and complexity of managing corporate IT assets. These
assets may include desktops, laptops, thin clients, and servers in heterogeneous
environments running Windows, Linux, UNIX, or Mac operating systems. You can
manage all of the features of the suite through a central console on a common
platform: the Symantec Management Platform. This common platform integrates
management functions to accelerate automation for better service, value, and IT
efficiency.

IT Management Suite comprises of the following management capabilities:

■ Server management
The server management incorporates a variety of wizards and other features
that let you automate configuration, stage tasks, and create policies to manage
your servers. The server management capabilities support Windows, UNIX, and
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Linux operating systems. In addition, the same management disciplines are
applied to both physical systems and virtual systems, including both Microsoft
Hyper-V and VMware.

■ Client management
The client management helps you discover the resources in your network, and
lets you check their state. The reporting tools help you identify problems and
take immediate action to fix them. The client management capabilities support
Windows, Linux, UNIX, and Mac operating systems.

■ IT asset management
IT asset management builds upon solid inventory foundations for configuration
management. It helps you accurately value both your discoverable and
non-discoverable assets, and tracks your assets and your asset-related
information. You can manage contracts, software license compliance, and
procurement processes as well as the configuration items that are associated
with your assets.

About installing the IT Management Suite
An installation is when you install the IT Management Suite (ITMS) 8.0 solutions
on a computer for the first time. You do not have any previous versions of these
installations on the computer.

This topic consists of the following information:

■ Suites and solutions to be installed

■ Types of installation of the IT Management Suite 8.0

■ IT Management Suite 8.0 installation scenarios

Suites and solutions to be installed
You can install the entire ITMS, or the SMP, individual suites, and solutions in
different combinations on a computer as per your requirement.

During installation of the entire ITMS, the SMP, individual suites and solutions, and
any other additional component get installed on the computer. After the ITMS
installation on a computer, that computer can be assigned as a Notification Server.

A Notification Server is the management server computer in your ITMS environment.
Notification Server installs and manages the Symantec Management Agent, passes
data to and from the CMDB, interacts with the Symantec Management Platform
and other components, and displays information through the Symantec Management
Console.
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You can perform fresh installation of any of the following suites or their individual
solutions using the Symantec Installation Manager (SIM):

■ IT Management Suite

■ Client Management Suite

■ Server Management Suite

■ Asset Management Suite

To see the complete list of suites and solutions that are available for installation,

Note: Symantec recommends that you install and test the latest version of ITMS in
a test environment before you install it in a production environment.

Types of installation of the IT Management Suite 8.0
On a computer, you can perform the following types of installations of the ITMS
solutions using the Symantec Installation Manager:
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Table 1-1 Types of installation of the IT Management Suite

DescriptionType of installation

A fresh installation is when you install the IT Management
Suite solutions on a computer for the first time. You do not
have any previous versions of these installations on the
computer.

The configuration of SQL server and the associated
hardware influences overall performance of the ITMS
solutions and SMP in your environment. Based on the
installation of the SQL Server, the installation can be any
of the following types:

■ On-box installation
An on-box installation is when you install the SQL
Server locally on the Notification Server computer.
Installing the SQL database locally does not result in
maximum performance, but it can deliver acceptable
performance.

■ Off-box installation
An off-box installation is when you install the SQL
Server on a separate server from the Notification Server
computer. In such case, the SQL Server performs much
better, because the SQL Server offloads the work of
data processing and frees resources for Notification
Server processing.

See “Installing the IT Management Suite” on page 30.

First-time installation

An on-box upgrade is when you upgrade from ITMS 7.5
SP1 HF5 or 7.6 HF7 to the latest version of ITMS using
same hardware, server operating system, or database.

The Cloud-enabled Management communication with
cloud-enabled client computers is preserved after the
on-box upgrade from ITMS 7.5 SP1 HF5 or 7.6 HF7 to the
latest version of ITMS.

See “About upgrade paths of IT Management Suite 8.0”
on page 94.

On-box upgrade from 7.5 SP1 HF5 or 7.6 HF7
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Table 1-1 Types of installation of the IT Management Suite (continued)

DescriptionType of installation

An off-box upgrade is when you upgrade from ITMS 7.5
SP1 HF5 or 7.6 HF7 to the latest version of ITMS using
the different hardware, server operating system, and
database.

After you perform an off-box upgrade of the IT
Management Suite 7.5 SP1 HF5 or 7.6 HF7 to the latest
version, you may need to restore the communication with
cloud-enabled client computers.

See “Restoring Cloud-enabled Management
communication after an off-box upgrade” on page 108.

See “About upgrade paths of IT Management Suite 8.0”
on page 94.

Off-box upgrade from 7.5 SP1 HF5 or 7.6 HF7

An off-box migration is when you install the latest version
of the IT Management Suite solutions on a new computer,
and then migrate the data from the earlier ITMS solutions
to the latest version of the application. You can migrate
Notification Server 6.x or 7.0 data to either Notification
Server 7.1 SP2 MP1.1 or Notification Server 7.5. After
migrating the data, you must upgrade to Notification Server
7.5 SP1 or Notification Server 7.6. Then you must apply
the latest hot fix and upgrade to Notification Server 8.0.
The way you migrate the data and which data is migrated
depends on whether you use Notification Server 6.x or
Symantec Management Platform 7.0.

If your current Notification Server is installed on a 64-bit
server, you can install the latest version of the ITMS
solutions on that computer. However, before you install
the Windows 2008 R2 or Windows 2012 R2 operating
system, you must complete all of the required migration
steps. Because the risk is high that a few of these migration
steps might not complete successfully, Symantec
discourages the reuse of the current server.

For more information about migration to ITMS, see any of
the following documents:

■ Altiris IT Management Suite from Symantec Migration
Guide version 7.0 to 7.5.

■ Altiris IT Management Suite from Symantec Migration
Guide version 6.x to 7.5.

Off-box migration from SMP 7.0 or from Notification Server
6.x
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Table 1-1 Types of installation of the IT Management Suite (continued)

DescriptionType of installation

An offline installation installs the IT Management Suite
solutions on a computer that does not have an Internet
connection. An offline installation can be a first-time
installation or a migration. To perform an offline installation,
you must first create an installation package.

To create the installation package, you use the Symantec
Installation Manager on a computer that has an Internet
connection. You then copy and run the installation package
on the computer that does not have an Internet connection.

See “Creating and installing an installation package for
offline installation” on page 79.

Offline installation

Hot fixes for shipping IT Management Suite solutions are
released periodically to address security or other
high-priority fixes.

The current ITMS or SMP hot fixes are available through
the SIM and are applied to the existing installed solutions.
The hot fix count starts after the last time you downloaded
or updated the product listing file. All other hot fixes are
rolled out by the Symantec Support team.

See “Installing hot fixes” on page 62.

Hot fix installation

Occasionally, Symantec releases critical updates to your
currently-installed product listing file. The critical update
of the product listing file forces you to resolve the critical
update on the computer.

See “Installing critical product listing updates” on page 57.

Critical update installation

IT Management Suite 8.0 installation scenarios
You can install the ITMS solutions in any of the following methods:

■ Install ITMS 8.0 in an online mode
If Internet connection is established on a computer, you download and install
the Symantec Installation Manager installer file. The Symantec Installation
Manager is packaged with a default product listing file symantec_v2.pl.xml.zip.
The product listing file displays a list of products that you can install. You select
the suites or solutions for first-time installation using the default product listing
file. On confirmation, the .msi files of individual solutions get downloaded and
the installation process and configuration process is initiated.
See “Installing the Symantec Installation Manager” on page 33.
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See “Installing Symantec Management Platform and IT Management Suite ”
on page 35.

■ Install ITMS 8.0 in an offline mode
To install ITMS 8.0 on the computers that do not have an Internet connection,
you must create an installation package. You create an installation package
using a computer that has ITMS 8.0 previously installed on it and has Internet
connectivity. You then download or copy the entire installation package on a
computer that does not have an Internet connection, and then execute the
installation in an offline mode using the Symantec Installation Manager.
See “Creating and installing an installation package for offline installation”
on page 79.

About developing an installation plan
You use the Symantec Installation Manager to install the IT Management Suite
solutions. Before you install and run the Symantec Installation Manager, you must
develop an installation plan.

As you develop an installation plan, you must answer the following questions:

■ What type of installation must you perform?
You must determine if the installation is a first-time installation, an on-box
upgrade, or a migration from a previous version of the product. For either a
first-time installation or a migration, you must also determine whether the
computer can have an Internet connection. Although the overall process for
each of these types of installations is very similar, the type of installation affects
how you install the product.

■ How many computers do you plan to manage with the IT Management Suite
solutions?
You configure the installation differently depending on the size of your
environment. For example, in a large environment you would not install SQL
Server on the same computer where you install the IT Management Suite
solutions.

■ Does the computer meet the system requirements?
During the installation process, Symantec Installation Manager performs a
readiness check to determine if the computer is ready for the installation.
However, this check only verifies that the computer meets the minimum
requirements. Before you begin the installation, you must make sure that the
computer meets the system requirements that are appropriate for your
environment.
See “SQL Server recommendations and third-party software requirements”
on page 28.
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■ Is the installation for a production environment or for evaluation purposes?
If you are an evaluator, you can quickly install and begin testing the products.
Symantec recommends that you install the products in a test environment before
you install them in a production environment. Use the test environment to
evaluate and validate the functionalities of the latest version of the IT
Management Suite solutions. Throughout the process, keep the test server
available to test, troubleshoot, and validate hot fixes and updates.

About the Symantec Installation Manager
The Symantec Installation Manager is used to install the Symantec Management
Platform and IT Management Suite solutions. The Symantec Installation Manager
uses an installation wizard that walks you through the installation process. During
the installation process, the Symantec Installation Manager verifies hardware and
software prerequisites and lets you install additional components such as Microsoft
.NET. The installation wizard also helps you perform the initial configuration of
Notification Server and the database.

Use the Symantec Installation Manager to perform any of the following tasks:

■ Install new products

■ Upgrade products to more recent versions

■ Install hot fixes

■ Install optional components

■ Back up Notification Server cryptographic keys for disaster recovery

■ Apply purchased licenses

■ Create an installation package to install the products on a computer that does
not have an Internet connection

■ Create a support package that you can send to Symantec support

■ Repair or uninstall installed products

■ Reconfigure a product that did not configure successfully during installation

■ Access the Symantec Notification Server Migration Wizard to migrate data from
Notification Server 6.x or Symantec Management Platform 7.0

■ View Symantec Installation Manager logs

For more information about Symantec Installation Manager, see the Symantec
Installation Manager Getting Started Guide at the following URL:

http://www.symantec.com/docs/DOC9177
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What's new in Symantec Installation Manager
The latest release of Symantec Installation Manager (SIM) introduces the following
new features:

Table 1-2 List of new features in the Symantec Installation Manager

DescriptionFeature

Following Installation readiness checks are added:

■ Symantec Installation Manager checks the installation for Microsoft Visual C++
2008 Service Pack 1 Redistributable Package (build 9.0.30729.6161)

■ While upgrading to 8.0, Symantec Installation Manager checks if hierarchy is
present.
Symantec Installation Manager displays informative message to turn off hierarchy
replication so that replication of incompatible items is eliminated.

Installation readiness checks
added for upgrade to 8.0.

Following Installation readiness checks are added:

■ Java 8 (32 bit) version (required for UHS)
■ Open XML SDK 2.0 (Added for IT Analytics Solutions)
■ Blocking check for non supported upgrade paths on IRC.

If you upgrade to ITMS 8.0 from a non-supported upgrade path, then the IRC
blocks the user from proceeding.
Upgrade to SMP 8.0 is supported from SMP 7.5 SP1 HF5 or SMP 7.6 HF7

Installation readiness checks
added.

Symantec Installation Manager lets you install the ITMS 8.0 suites and solutions in
FIPS enabled mode.

See “Installing and Upgrading IT Management Suite 8.0 in FIPS mode” on page 48.

Support for installing products
in FIPS enabled mode.

From ITMS 8.0 onwards, you can select a blank database while installating the IT
Management Solution.

Support for empty database.

You can now use the KMS import utility to restore the cryptographic keys by selecting
any of the following:

■ The cryptographic keys backup .zip file.
■ The .adb file that is exported using the 8.0 migration wizard.

KMS import utility
improvement.

Best practices for installing the ITManagement Suite
Following are the best practices for installing the IT Management Suite (ITMS) 8.0
solutions on a computer:

■ Install the latest version of Java before installation so that the Software Library
and other Package settings work directly after install.
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See Table 2-3 on page 29.

■ Enable the plug-in rollouts for Inventory and Software Management directly after
the installation. Alternatively, you can plan to roll out the plug-ins after the
installation.

■ Ensure that you have the user logged in as the application identity when you
install any ITMS solution.
The application identity of Notification Server is the account under which
Notification Server runs. You specify the appropriate user name and password
when you install Notification Server, and you only need to update it when
necessary. For example, if your organization has a password change policy,
the CMDB access credentials may be forced to change. The application identity
no longer has permission to log on to the SQL Server.
To verify that the user account is an application identity account:

■ In the Symantec Management Console, in the Settings menu, click All
Settings.

■ In the left pane, under Settings folder, expand Notification Server, and
then click Notification Server Settings.

■ On the Notification Server Settings page, in the Processing tab, ensure
that the user account is an application identity account in the Application
identity area.

■ In a hierarchy, all solutions that are to be installed on child Notification Servers
must be installed on the parent Notification Server.

Note: IT Management Suite installation includes the installation of a few solutions
or architectural components that must be used only on the parent Notification
Server. Do not use the functionality of the CMDB and Asset Management
Solutions on child Notification Servers.

■ Specify HTTPS communication only or both HTTP and HTTPS communications
to access the Symantec Management Platform and to communicate with the
client computers. You must perform this task when you have logged on to the
Notification Server computer as an administrator.
HTTP is unsecured and is subject to man-in-the-middle and eavesdropping
attacks, which can let attackers gain access to website accounts and sensitive
information. HTTPS is designed to withstand such attacks and is considered
secure against such attacks. HTTPS mode of communication creates a secured
channel for a communication that is more reliable and improves communication
with client computers. To set up cloud-enabled management, you must configure
the Notification Server computer to use only HTTPS communication.
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You can specify HTTPS communication on the Notification Server computer
using any of the following methods:

■ Specify to use HTTPS communication when you install the IT Management
Suite solutions.
During the IT Management Suite installation on a computer, you can select
to use HTTPS communication using the Symantec Installation Manager.
You can select the HTTPS communication while specifying Notification
Server settings on the Notification Server Configuration page in the
installation wizard of the Symantec Installation Manager.
See “To configure Notification Server settings and SQL database settings”
on page 39.

■ Set up HTTPS communication after the installation of IT Management Suite
solutions is completed.
After the ITMS solutions installation is completed and the Notification Server
computer is set up, you can create an SSL certificate and import the
newly-created SSL certificate. You must then configure the Notification Server
computer to use the newly-created SSL certificate to set up HTTPS
communication.
See “Configuring Notification Server to use HTTPS after ITMS installation
is completed” on page 64.

■ Before you start a fresh installation of ITMS solutions or an upgrade to ITMS
8.0, you must check the SSL configuration for the SMP website. If the Require
SSL option is selected for the SMP website in the IIS Manager, ensure that the
Client Certificates: Require option is not selected.
After the Symantec Management Platform (SMP) website is configured to
Require SSL option with Client Certificates: Require option in the Internet
Information Services (IIS) Manager, the configuration does not start and the
installation process or the upgrade process fails. Additionally, a forbidden (403)
error is displayed and an associated warning is reported in the Altiris Log Viewer.

■ Before you start installing ITMS 8.0, ensure that you use same database collation
on all the servers that might participate in Notification Server hierarchy.
Hierarchy is not supported on the servers that have different database collation
on parent Notification Server and child Notification Server.

Where to get more information
Use the following documentation resources to learn about and use this product.
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Table 1-3 Documentation resources

LocationDescriptionDocument

The Supported Products A-Z page, which is available at the following
URL:

https://www.symantec.com/products/products-az

Open your product's support page, and then under Common Topics,
click Release Notes.

Information about new
features and important
issues.

Release Notes

■ The Documentation Library, which is available in the Symantec
Management Console on the Help menu.

■ The Supported Products A-Z page, which is available at the
following URL:
https://www.symantec.com/products/products-az
Open your product's support page, and then underCommon Topics,
click Documentation.

Information about how to
use this product,
including detailed
technical information and
instructions for
performing common
tasks.

User Guide

The Documentation Library, which is available in the Symantec
Management Console on the Help menu.

Context-sensitive help is available for most screens in the Symantec
Management Console.

You can open context-sensitive help in the following ways:

■ Click the page and then press the F1 key.
■ Use the Context command, which is available in the Symantec

Management Console on the Help menu.

Information about how to
use this product,
including detailed
technical information and
instructions for
performing common
tasks.

Help is available at the
solution level and at the
suite level.

This information is
available in HTML help
format.

Help

In addition to the product documentation, you can use the following resources to
learn about Symantec products.

Table 1-4 Symantec product information resources

LocationDescriptionResource

http://www.symantec.com/business/theme.jsp?themeid=support-knowledgebaseArticles, incidents, and
issues about Symantec
products.

SymWISE
Support
Knowledgebase
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Table 1-4 Symantec product information resources (continued)

LocationDescriptionResource

http://help.symantec.com/Welcome?context=ITMS8.0All available IT
Management Suite and
solution guides are
accessible from this
Symantec Unified Help
System that is launched
on cloud.

Cloud Unified
Help System

The links to various groups on Connect are as follows:

■ Deployment and Imaging
http://www.symantec.com/connect/groups/deployment-and-imaging

■ Discovery and Inventory
http://www.symantec.com/connect/groups/discovery-and-inventory

■ ITMS Administrator
http://www.symantec.com/connect/groups/itms-administrator

■ Mac Management
http://www.symantec.com/connect/groups/mac-management

■ Monitor Solution and Server Health
http://www.symantec.com/connect/groups/monitor-solution-and-server-health

■ Patch Management
http://www.symantec.com/connect/groups/patch-management

■ Reporting
http://www.symantec.com/connect/groups/reporting

■ ServiceDesk and Workflow
http://www.symantec.com/connect/workflow-servicedesk

■ Software Management
http://www.symantec.com/connect/groups/software-management

■ Server Management
http://www.symantec.com/connect/groups/server-management

■ Workspace Virtualization and Streaming
http://www.symantec.com/connect/groups/workspace-virtualization-and-streaming

An online resource that
contains forums, articles,
blogs, downloads,
events, videos, groups,
and ideas for users of
Symantec products.

Symantec
Connect
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Installing the IT
Management Suite
solutions

This chapter includes the following topics:

■ Prerequisites for installing IT Management Suite

■ Installing the IT Management Suite

Prerequisites for installing IT Management Suite
Before you begin installation, ensure that the computer on which you plan to install
IT Management Suite (ITMS) meets the minimum requirements.

The minimum requirements for installing IT Management Suite on a computer are
as follows:

2Chapter



Table 2-1 Installation checklist

DescriptionChecklist itemItem

Ensure that sufficient space is available on the computer's OS drive:

C:\ drive.

The additional space that is required on the OS drive is as follows:

■ Hard disk drive of 80 GB capacity is required on a physical computer or
a virtual computer for installing the ITMS solutions on that computer.

■ 12.5 GB of free space is required for first-time installation of the ITMS
solutions and the Symantec Management Platform (SMP).
The ITMS and SMP folders and data would consume around 7 GB of
space, the ITMS log files would consume around 1 GB of space,
Symantec Management Platform environment with SQL installed locally
would consume around 2.5 GB of space, and in hierarchy setups the
replication data would consume around 2 GB of space.

■ 1 GB of space is required for standalone Notification Server.
■ 9 GB of space is required for child Notification Server.
■ 1 GB + 2 MB per solution on all child Notification Servers of space is

required for parent Notification Server.

You can install the Symantec Management Platform (SMP) on an alternate
drive of the computer.

However, a few SMP operations write files to the OS drive’s hidden folder
ProgramData, typically the C:\ProgramData\Symantec\SMP folder.

By default, the data that gets written to the OS drive’s hidden ProgramData
folder is as follows:

■ Log files that Notification Server generates
The log files contain the data that Notification Server generates. By
default, up to 2000 MB of data can be stored, and up to 200 log files can
be stored.

■ Data that another Notification Server generates for replication
No limit is set for the size of data that another Notification Server
generates for replication in a hierarchy.

Space availability on OS
drive (C:\ drive).

1

Configure the computer name and add the computer to the Active Directory
before installing the IT Management Suite. Ensure that the account that you
use for ITMS installation has local administrator's rights on the computer.
Additionally, ensure that the computer name does not include underscores.

System settings such as
the computer name, and
the domain name.

2
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Table 2-1 Installation checklist (continued)

DescriptionChecklist itemItem

Ensure that the computer on which you plan to install the IT Management
Suite is configured with the following software:

■ Windows Server
■ SQL Server

Because ITMS functionality creates a heavy workload on the SQL Server,
Symantec recommends that you install Microsoft SQL Server on a more
powerful computer which is not affected by any other activities of the
ITMS processes.

Note: During install readiness check, Symantec Installation Manager
checks whether SQL Server is installed on the computer. If no database
is found on the computer, then Symantec recommends that you install
SQL Server, and then continue with the ITMS installation using Symantec
Installation Manager.

■ .NET Framework 4.5.1

Note: Sometimes it is required to restart the computer after installing the
.NET Framework 4.5.1.

■ Internet Explorer

See “SQL Server recommendations and third-party software requirements”
on page 28.

Minimum software
requirements.

3

Install SQL Server on the computer where you plan to install the IT
Management Suite or on a different computer.

The latest version of the IT Management Suite requires SQL Server to be
installed either on the same computer or on a different computer. The version
of SQL Server that you need depends on the number of endpoints that you
manage.

See “SQL Server recommendations and third-party software requirements”
on page 28.

SQL Server database.4
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Table 2-1 Installation checklist (continued)

DescriptionChecklist itemItem

On the computer where you plan to install IT Management Suite, you must
install the following server roles and server role services:

■ Application server
■ Web server (IIS)
■ File Services
■ .NET Framework 4.5.1
■ Windows Process Activation Service
■ Message Queuing Activation
■ WCF (Windows Communication Foundation) Activation

Note: If the required role services are not previously installed, you are
prompted to install the roles during the Install Readiness Check in the
Symantec Installation Manager installation wizard.

Server roles and role
services.

5

Install the additional third-party software that the IT Management Suite
solutions require. For example, Ajax, Microsoft Silverlight, and Java JRE.

See “SQL Server recommendations and third-party software requirements”
on page 28.

Third-party software.6

Verify and configure the additional network ports for executing specific
communication tasks in your environment.

Notification Server and endpoints communicate with each other using the
standard web ports. By default, the standard web ports, such as port 80 for
HTTP communication, and port 443 for HTTPS communication are configured
on the computers.

Apart from the standard web ports that are configured on computers, you
may also need to configure additional network ports to perform specific
communication tasks. For example, the following tasks require configuration
of additional network ports on the computer:

■ Enabling the hierarchy and replication on the Notification Server computer.
■ Downloading packages from Notification Server or package server on

the client computer.
■ Downloading the agent for UNIX, Linux, or Mac operating systems from

Notification Server on the client computer.
■ Enabling the Unified Help System (UHS).

See “Installing Symantec Management Platform and IT Management
Suite ” on page 35.

Additional network ports
to be configured for
performing different
communication tasks.

7
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Table 2-1 Installation checklist (continued)

DescriptionChecklist itemItem

Verify and configure the ITMS user credentials and security best practices
for executing different tasks in your environment.

Apart from the standard ITMS user credentials that are configured on the
computers, you must configure additional user credentials for performing
different tasks. Configuration of the additional user credentials is mandatory
and is a part of the configuration tasks. For example, you must additionally
configure the following user credentials to perform the associated tasks:

■ Database Access Credential to access and modify the database.
■ App Identity Credential to execute the core Symantec Management

Platform services and several other ITMS processes.

Additionally, the user account with App Identity Credential must be a local
administrator on the computer where you install the ITMS solutions. You are
required to execute this step so that you can perform additional tasks in your
ITMS environment, such as, upgrading to the latest version of ITMS solutions.

The following knowledge base article provides information about various
user accounts and their roles and privileges for performing specific tasks in
your ITMS environment:

www.symantec.com/docs/HOWTO75157

Additional user
credentials to be
configured for
performing different
tasks.

8

Identify your site distribution requirements and plan the site server
requirements.

The topology and usage of solutions in your environment lets you determine
whether to combine site services onto a single computer or use dedicated
computers.

Task service, package service, and network boot service are all site server
roles. These site services can be deployed in multiple combinations to meet
the endpoint requirements in your environment.

For example, a remote site may only need a package server. A task server
may be needed only at the datacenter.

Site distribution
requirements.

9

Identify the requirements for installing solutions in a Notification Server
hierarchy.

In a hierarchy, all solutions that are to be installed on child Notification Servers
must be installed on the parent Notification Server.

Note: IT Management Suite installation includes the installation of a few
solutions or architectural components that must be used only on the parent
Notification Server. Do not use the functionality of the CMDB and Asset
Management Solutions on child Notification Servers.

Requirements for
installing solutions in a
hierarchy.

10
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Table 2-1 Installation checklist (continued)

DescriptionChecklist itemItem

Check whether there are any pending restarts on the computer from other
installations or updates and restart the computer if required before
proceeding.

The Symantec Installation Manager checks for any pending restart tasks
when you launch the Symantec Installation Manager and during the install
readiness check. You must restart Notification Server if Symantec Installation
Manager detects any pending reboots before installing or upgrading any
solution.

Check for pending
restarts and restart the
computer, if required.

11

SQL Server recommendations and third-party software requirements
The IT Management Suite 8.0 requires an x64 version of SQL Server either installed
on-box or off-box. The version of SQL Server that you need depends on the number
of endpoints that you manage.

Table 2-2 IT Management Suite 8.0 SQL Server recommendations

20,000-35,000
endpoints

10,000-20,000
endpoints

5,000-10,000
endpoints

1,000 to 5,000
endpoints

1-1,000 endpoints

Microsoft SQL Server
2012 Enterprise SP2
or Microsoft SQL
Server 2014
Enterprise.

Symantec
recommends that you
host SQL server off
box.

Microsoft SQL Server
2008 SP2 or higher, or
2012 Enterprise.

Symantec
recommends that you
host SQL server off
box.

Microsoft SQL Server
2008 SP2 or higher,
or 2012 Standard or
Enterprise.

Symantec
recommends that you
host SQL server off
box.

Microsoft SQL Server
2008 SP2 or higher, or
2012 Standard or
Enterprise.

Although you can host
SQL Server on box,
Symantec
recommends that you
host SQL Server off
box.

Microsoft SQL Server
2008 SP2 or higher, or
2012 Standard or
Enterprise.

Although you can host
SQL Server on box,
Symantec
recommends that you
host SQL Server off
box.

For more information, see the following knowledge base articles:

http://support.symantec.com/en_US/article.HOWTO9965.html

http://www.symantec.com/docs/HOWTO10723

The IT Management Suite 8.0 solutions also require the following additional
third-party software:
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Table 2-3 IT Management Suite 8.0 required third-party software

PurposeSoftware

The Adobe Flash Player plug-in for Internet Explorer is required for the
Resource Association Diagram in the Asset Management Suite.

Adobe Flash Player 10 or 11

Adobe Reader is required to open the documentation that is available in PDF
format for ITMS solutions.

Adobe Reader

Ajax is used to enable asynchronous calls to allow for a dynamic user
interface. For example, loading menus on demand and rendering on the fly.
Ajax is fundamental to many of the user interface control behaviors — menus,
grids, trees, lists, component art controls, etc.

AJAX 1.0

Data Connector requires this driver to be able to communicate with Access
(.mdb) and Excel (.xls) files. Install the 64-bit version of the driver.

Microsoft Access 2010 OLEDB driver

The Microsoft Report Viewer 2008 Redistributable Package or later includes
controls for viewing reports designed using Microsoft reporting technology.

Microsoft Report Viewer 2008
Redistributable Package or later

Microsoft Network Monitor 3.4 is a protocol analyzer. It allows you to capture
network traffic and view and analyze it.

Microsoft Network Monitor 3.4

All components of ITMS depend on the Microsoft .NET Framework.Microsoft .NET Framework 4.5.1 or
above

Silverlight is required for the First Time Setup page in the Symantec
Management Console.

Microsoft Silverlight 5

Application Server role and IIS 6 Management Compatibility, ASP, and web
server role services.

Note: If the required IIS Role Services are not installed, you are prompted
to install them on the Install Readiness Check page.

See “IIS role services installed by the Symantec Installation Manager”
on page 30.

Server Manager roles and role services

Java JRE is required for LiveState and Altiris Package Conversion. Java
JRE is also required on any computer that remotely accesses the Symantec
Management Console when the Software Library is used as the package
source.

You must have the latest 32-bit Java version installed on the computer to
carry out all Deployment Solution tasks.

Sun Java Runtime 32-bit version 8 or
above

For more information about the platforms that are supported for the installation of
Symantec Management Platform, the Client Management Suite, and the Server
Management Suite components, refer to the following article:
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http://support.symantec.com/en_US/article.HOWTO9965.html

IIS role services installed by the Symantec Installation Manager
Before you begin the installation of the IT Management Suite, you must install the
Web server (IIS) role on the computer. If the required IIS role services are not
installed, you are prompted to install them on the Install Readiness Check page
from the Symantec Installation Manager (SIM). When you confirm the installation,
the SIM can automatically install and configure these IIS role services on the server.

Note: Apart from the IIS role services that are installed with the Web server, you
may also require to install a few additional IIS role services. These roles services
are required to install the IT Management Suite. The SIM identifies such IIS roles
services and prompts you to install them automatically through the Install Readiness
Check page of the SIM installation wizard.

Installing the IT Management Suite
The Symantec Installation Manager lets you install the IT Management Suite
solutions, and the Symantec Management Platform on a computer. The Symantec
Installation Manager manages the entire installation process that includes licensing,
installation, configuration, data migration, and updates.

A fresh installation is when you install the IT Management Suite solutions and
Symantec Management Platform on a computer for the first time, and you do not
have any previous versions of these installations on the computer.

Note: Symantec recommends that you install and test the latest version of IT
Management Suite in a test environment before you install it in a production
environment.

The following end-to-end use case guides you to complete the installation of
Symantec Installation Manager, Symantec Management Platform 8.0, IT
Management Suite 8.0, and the solutions. You must first complete the installation
prerequisites and then install the Symantec Installation Manager on the computer.
After the Symantec Installation Manager is installed, you must then install the latest
version of the IT Management Suite from the Symantec Installation Manager by
launching the installation wizard.

After the IT Management Suite 8.0 installation is completed, you can then perform
any of the following tasks:

■ Perform additional post-installation and configuration tasks.
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See “About performing post-installation tasks” on page 52.

■ Perform migration of Notification Server 6.x or Notification Server 7.0 to the
latest version of Notification Server.

You must perform the following steps to install the latest version of IT Management
Suite 8.0 on a computer:

Table 2-4 Installing the latest version of IT Management Suite 8.0 on a
computer

DescriptionActionStep

Ensure that your computer meets the prerequisites to install the
IT Management Suite 8.0 solutions.

See “Prerequisites for installing IT Management Suite” on page 23.

Meet the installation prerequisites.Step 1

When you install IT Management Suite 8.0 solutions, the Symantec
Installation Manager checks for the minimum system requirements.
If the minimum system requirements are not met, the installation
does not proceed.

However, the minimum system requirements may not be sufficient
for your environment. Before you install the IT Management Suite
solutions, you must determine what the recommended system
requirements are for your environment and configure the computer
accordingly. The recommended system requirements primarily
depend on the number of managed endpoints.

Meet the recommended system
requirements.

Step 2
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Table 2-4 Installing the latest version of IT Management Suite 8.0 on a
computer (continued)

DescriptionActionStep

Download and install the Symantec Installation Manager from
Symantec downloads website.

If you have an Internet connection that is established on the
computer, you can download and install the
SymantecInstallationManagerSetup.exe file from the
www.symantec.com/products/downloads website. After the
download completes, you must install the Symantec Installation
Manager installer file.

See “Installing the Symantec Installation Manager” on page 33.

You install the Symantec Installation Manager on the computer
where you plan to install the Symantec Management Platform 8.0
and IT Management Suite 8.0 solutions.

For an offline installation, you first install the Symantec Installation
Manager and then use the application to create an installation
package. You then use the installation package to install the IT
Management Suite 8.0 and the solutions on a computer that is not
connected to the Internet.

See “Creating and installing an installation package for offline
installation” on page 79.

Download and install the Symantec
Installation Manager.

Step 3

Launch the Symantec Installation Manager and start the installation
wizard to install the IT Management Suite 8.0 solutions. During
the installation process, you perform the following installation tasks:

■ Configure the initial installation settings.
■ Check installation readiness.
■ Configure Notification Server installation settings.
■ Configure the SQL database installation settings.
■ Back up Notification Server cryptographic keys for disaster

recovery.
■ Apply the product licenses during initial installation.

See “Installing Symantec Management Platform and IT
Management Suite ” on page 35.

Install Symantec Management
Platform 8.0 and IT Management
Suite 8.0 solutions using the
Symantec Installation Manager.

Step 4
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Table 2-4 Installing the latest version of IT Management Suite 8.0 on a
computer (continued)

DescriptionActionStep

After the installation is complete, launch the Symantec
Management Console to perform additional post-installation tasks
or migration tasks on the computer.

On the Installation Complete page, select the Launch Symantec
Management Console check box to launch the Symantec
Management Console on the computer. The Internet Information
Services (IIS) Manager redirects the console request to the
appropriate link with https://<IP address>/altiris/. You
can manually launch the Web console either from the Start menu
of the computer. Alternatively, you can manually launch the Web
console if you know the IP address of the Notification Server
computer. For example: https://<IP
address>/altiris/console.

The Welcome page of the Symantec Management Console is
displayed, which contains links to the major first-time setup
configuration steps:

■ Discover computers.
■ Roll out the agent.
■ Gather inventory.
■ Schedule patch management.

Launch the Symantec
Management Console.

Step 5

Installing the Symantec Installation Manager
The Symantec Installation Manager lets you install the Symantec Management
Platform and IT Management Suite (ITMS) solutions. The Symantec Installation
Manager manages the entire installation process that includes installation,
configuration, licensing, data migration, and updates.

Except for offline installations, you install Symantec Installation Manager on the
computer where you plan to install the IT Management Suite solutions.

Note:The Symantec Installation Manager is a standalone application whose release
version is separate from the IT Management Suite, which is a suite of solutions.
For example, the Symantec Installation Manager of release version 7.5 SP1 can
be used to install IT Management Suite of release version 7.1 SP2 MP1.

If you migrate from Symantec Management Platform 7.0, use the same installation
path for Symantec Installation Manager that you used for IT Management Suite 7.0
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installation. For example, if the installation path is C:\Program Files that was
used for ITMS 7.0 installation, then use C:\Program Files for ITMS 7.5 installation.
If the installation path is D:\Program Files for ITMS 7.0 installation, then use
D:\Program Files for ITMS 8.0 installation.

For more information about Symantec Installation Manager, see the Symantec
Installation Manager Getting Started Guide at the following URL:

http://www.symantec.com/docs/DOC9177

To download and install Symantec Installation Manager

1 To download the SIM EXE file, do one of the following:

Note that you can find your serial number on the License
Certificate that you receive with your initial purchase or on
your Version Upgrade notification.

1 Go to the following URL:

https://fileconnect.symantec.com

2 On the Serial Number Registration page, enter the
serial number and then clickSUBMIT SERIALNUMBER.

3 On the Product Information page, on the Product
Versions tab, click the version that you want to install.

4 On the Product Download page, check the SIM EXE
file, and then click DOWNLOAD SELECTED FILES.

5 In theDownloadManagerwindow, specify the download
folder, and then click OK.

If you have a serial
number.

1 Go to the following URL:

https://www4.symantec.com/Vrt/offer?a_id=92775

2 On the Symantec IT Management Suite powered by
Altiris technology page, click DOWNLOAD NOW.

3 On the Terms and Conditions page, click I AGREE.

4 On the SymAccount Login page, enter your
SymAccount credentials, and then click LOGIN.

5 On the SOFTWARE DOWNLOAD page, click
DOWNLOAD NOW.

If you want to download
a trial version.

You can copy and execute the SIM EXE file from an installation package. You
can use this method in case there is no Internet connectivity.
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Note that you cannot install Symantec Installation Manager if the computer
does not have a Temp folder.

2 If Microsoft SQL Server is not installed on the computer, in the dialog box that
is displayed, a URL is provided to download and install Microsoft SQL Server
Express edition.

Note: You can install SQL Server on another computer (off-box installation) or
on this computer (on-box installation) before or after SIM installation.

3 If Microsoft .NET Framework 4.5.1 is not installed, the Symantec Installation
Manager Setup displays dialog box to read the license agreement for .NET
Framework 4.5.1. click Accept. The Symantec Installation Manager Setup
automatically installs .NET Framework 4.5.1 (x86 and x64). After you install
.NET Framework, Symantec recommends that you restart the computer.

4 To install SIM, double-click the downloaded SIM EXE file, and then, in the
Symantec Installation Manager installation wizard, do the following:

■ On the Welcome page, click Next.

■ On the End-User License Agreement page, check I accept the terms in
the License Agreement, and then click Next.

■ On the Destination Folder page, specify the installation folder, click Next,
and then click Install.

Installing Symantec Management Platform and IT Management Suite
Launch and use the Symantec Installation Manager to install Symantec Management
Platform and IT Management Suite solutions.

Note: Symantec recommends that you install and test IT Management Suite in a
test environment before you install it in a production environment.

The following procedure addresses how you must launch the installation wizard
from Symantec Installation Manager and select the Symantec Management Platform
and IT Management Suite solutions to be installed. You must then configure the
required settings for setting up the IT Management Suite on a computer.

After the installation is completed, the Symantec Management Console launches
on the computer where you installed the IT Management Suite solutions. The
Welcome page of the Symantec Management Console is displayed, which contains
links to the major first-time setup configuration steps. Additionally, you can perform
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the post-installation tasks or run the migration wizard to migrate Notification Server
6.x/7.0 to the Notification Server 8.0.

The installation of IT Management Suite solutions using the Symantec Installation
Manager includes the following steps:

1. Configuring initial settings and checking the installation readiness

See “To configure initial installation settings and check the installation readiness”
on page 36.

2. Configuring Notification Server settings and SQL database settings

See “To configure Notification Server settings and SQL database settings”
on page 39.

3. Configuring IT Analytics settings

See “To configure IT Analytics settings” on page 47.

4. Reviewing and starting the installation, backing up Notification Server
cryptographic keys, and applying licenses to solutions

See “To review and start the installation, back up Notification Server
cryptographic keys, and apply licenses to solutions” on page 47.

To configure initial installation settings and check the installation readiness

1 Start the Symantec Installation Manager on the computer.

After you complete the installation of Symantec Installation Manager on the
computer, the application automatically launches. To launch the application
manually, click Start > All Programs > Symantec > Symantec Installation
Manager > Symantec Installation Manager.

See “Installing the Symantec Installation Manager” on page 33.

2 (Optional) If required, change the product listing file.

The product listing file is a platform-neutral XML file that the Symantec
Installation Manager uses to install the IT Management Suite solutions. The
Symantec Installation Manager is packaged with a default product listing file
symantec_v2.pl.xml.zip. You use the default product listing file for first-time
installation of IT Management Suite solutions. The product listing file displays
a list of products that you can install. The latest product listing file is stored at
http://www.solutionsam.com/solutions/pl/symantec_v2.pl.xml.zip website.

You may be required to change the product listing file manually in any of the
following situations:

■ When you install the ITMS solutions on a computer without Internet
connectivity.

36Installing the IT Management Suite solutions
Installing the IT Management Suite

http://www.solutionsam.com/solutions/pl/symantec_v2.pl.xml.zip


In such case, you download the latest product listing file from
http://www.solutionsam.com/solutions/pl/symantec_v2.pl.xml.zip and copy
the file to the computer that has no Internet connectivity.

■ When you purchase a product that has its own product listing file.
For example, the third-party products that have their own product listing
files.

You can also update the product listing file after the installation is completed,
to get the list of updated product versions. On detecting an updated product
listing file, the Symantec Installation Manager prompts you to update the file.

See “Updating the product listing file” on page 56.

3 On the Installed Products page that is displayed after you launch the Symantec
Installation Manager, select the Participate in the Symantec Product
Improvement Program check box to allow Symantec to collect information
about the success or failure of installation and upgrade processes, and the
usage information about the telemetry solution anonymously

For more information on the Symantec Product Improvement Program, see
www.symantec.com/docs/HOWTO77301.

4 On the Install New Products page, select the IT Management Suite solutions
to install and then click Next.

Note:Click the Show all available versions check box to see all the versions
of ITMS solutions that are available for installation or upgrade. You can then
select the solution that you want to install from the list of available solutions.

5 (Optional) On theOptional Installations page, select the optional components
for installation and then click Next.

You can also install the optional components, such as documentation, language
packs, or the migration wizard after the IT Management Suite installation is
completed.

See “Installing language packs, documentation, or the migration wizard”
on page 60.

When migrating to the latest version of IT Management Suite, ensure that you
install the migration wizard by selecting the Migration Wizard optional
component.
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6 On the Install Location page, select the drive on which you want to install the
IT Management Suite solutions, and then click Next.

These products can be installed on a drive different from where Symantec
Installation Manager is installed.

7 On the End User License Agreement page, verify that the correct solutions
are selected for installation, select the I accept the terms in the license
agreements check box, and then click Next.

If you need to change the product selection, click Back twice.

8 On the Contact Information page, enter the requested information, and then
click Next.

After you configure the initial installation settings, the Symantec Installation
Manager checks for installation readiness.

9 On the Install Readiness Check page, verify that the installation prerequisites
are met.

By default, the installation readiness check begins automatically. On the Install
Readiness Check page, the Symantec Installation Manager checks whether
the computer meets the minimum requirements for the installation. If any system
requirement is not found, the Symantec Installation Manager prompts you to
confirm the installation of the required role services automatically.

In a few cases, the Symantec Installation Manager provides information and
download link for the missing software. In addition, you must ensure that your
system scales to meet your organization's infrastructure requirements.

The Install Readiness Check checks for the following information:

■ Whether the server meets the minimum hardware specifications.

■ Whether the server meets the minimum software requirements.

■ Whether the server is currently in a hierarchy. Certain solutions can only
be installed in certain locations within the hierarchy.
The Symantec Installation Manager determines the location within the
hierarchy and blocks the installation or upgrades of products where
necessary. It also validates whether replication is enabled. Replication
cannot be enabled during an upgrade.

■ Whether the server configuration is compatible with the latest version of IT
Management Suite. For example, Symantec Installation Manager checks
whether IIS is configured correctly or, in an upgrade scenario, whether the
server is in a hierarchy.

■ Whether a restart needs to take place. There may have been a recent
installation that required a restart, but the restart was postponed.
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■ Whether any bad Notification Server Events (NSEs) are present. SIM
automatically scans for and clears bad NSEs and logs any action taken.

■ Whether the collation of the database server matches the collation of the
database.

The Install Readiness Check page also provides the recommended
requirements for the installation.

For more information about checking the installation readiness of a computer,
see the following video in Symantec Connect:

Checking Installation Readiness for IT Management Suite

The following symbols denote each installation requirement:

DescriptionIcon

The requirement and any recommendations are met.

The requirement is met and you can continue with the installation,
but there are a few recommendations to consider.

The requirement is not met. You cannot continue with the installation
until you meet the requirement.

The requirement is met, and there is additional useful information
that you can read.

Note: In a few cases, you are prompted to install ADOMD.NET from the
Microsoft Downloads website. Ensure that version ADOMD.NET 9.0 file,
SQL_Server2005_ADOMD_x64.msi file is compatible with Microsoft SQL Server
2008/2012/2014. Download and execute the ADOMD.NET file to install
ADOMD.NET.

10 On the Install Readiness Check page, click Check install readiness again
to check the installation readiness once again after you have installed the
minimum requirements.

11 On the Install Readiness Check page, after the installation readiness check
confirms that the minimum requirements are met, click Next.

To configure Notification Server settings and SQL database settings

1 On the Notification Server Configuration page, specify the following
information:
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DescriptionOption

Provide the user name to access Notification Server.

Include the domain name or use .\username or
computername/username. The user name must be a
Windows user with local administrator rights to the
Notification Server computer.

User name

Provide a password for the account.Password

Specify the website for Notification Server. You can
leave the default site or establish your own.

After you configure a website, the Refresh option lets
you see the website in the drop-down list.

After you configure a website, a Service Unavailable
message may occur when you clickNext, if one or more
of the following conditions is true:

■ The Network Service account does not have Local
Activation permissions to the Internet Information
Services Admin service.

■ The ASP.NET worker process account on
Notification Server does not have the correct file
permissions.

■ Microsoft Windows SharePoint Services 3.0 is
installed on the same website as Notification Server.

For more information about how to resolve these same
issues for a different product, see the following Microsoft
knowledge base article:

http://support.microsoft.com/kb/930461

Website

Enter the Fully Qualified Domain Name. The Fully
Qualified Domain Name must resolve to the same
computer where Notification Server is installed.

Fully Qualified Domain
Name
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DescriptionOption

Select either of the following options for specifying the
SSL certificate:

■ Create self-signed
Select this option to create a self-signed SSL
certificate on a computer and use the newly-created
certificate to set up an HTTPS communication on
that computer. When you click Next on this page, a
dialog box appears that informs you that Symantec
Installation Manager automatically creates a
self-signed certificate.

■ Import
Select this option to import an already-created SSL
certificate and then set up an HTTPS communication
on the computer. While importing an SSL certificate,
the file must be of .pfx extension, must be
password protected. Additionally, the SSL certificate
must be a trusted certificate. To enable trust, install
this certificate in the Trusted Root Certification
Authorities store.

■ <Certificate available on this computer>
Select this option to browse and specify an SSL
certificate from the existing certificates that are
available on the Notification Server computer. The
available certificates are populated in the “certificate”
control and you can browse and select the certificate
you want to. When you select this option, a Select
Certificate list appears that displays the certificates
that already exist on the computer. Select the
certificate you want to use from the list.

You can click the Certificate Requirements link to see
the minimum requirements for the certificates that the
IT Management Suite supports.

Certificate
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DescriptionOption

Select theRequire HTTPS to access theManagement
Platform check box to use HTTPS communication to
access the Symantec Management Console. If you
check this option, the default SSL port 443 is enabled
and port 80 access is disabled.

During the installation of the IT Management Suite
(ITMS) on a computer, by default the HTTPS
communication gets configured on that computer. As
an administrator, you can specify HTTPS communication
only or both HTTP and HTTPS communications to
access the Symantec Management Platform and to
communicate with the client computers

HTTP is unsecured and is subject to man-in-the-middle
and eavesdropping attacks, which can let attackers gain
access to website accounts and sensitive information.
HTTPS is designed to withstand such attacks and is
considered secure against such attacks.

By default, the Notification Server computer is
configured with HTTPS to communicate with the client
computers. HTTPS mode of communication creates a
secured channel for a communication that is more
reliable and improves communication with client
computers.

Note: You must configure Notification Server to use
HTTPS communication only if you want to set up
Cloud-enabled Management.

For more information on how to configure Cloud-enabled
Management, see the IT Management Suite
Administration Guide, or the Cloud-enabled
Management Whitepaper.

See “Configuring Notification Server to use HTTPS after
ITMS installation is completed” on page 64.

Require HTTPS to access
the Management Platform

42Installing the IT Management Suite solutions
Installing the IT Management Suite



DescriptionOption

During the installation of ITMS, you must specify an
open and unused port number forUnified Help System.

For example, UHS Port: 8080.

UHS port should not be the same as the default HTTP
or default SSL port on NS configuration page or any
other port in use.

Ensure to configure the firewall and other security
software you may use, to allow communication via
specified port.

Unified Help System (UHS) unifies search results from
ITMS documentation, Symantec Connect, and Symantec
Support. UHS comes inbuilt with ITMS and also has the
capability to connect to the online version of the help
system.

UHS Port

Select the port for the HTTPS communication that you
set up.

The default SSL port for HTTPS communication is 443.
If the SSL port is not configured for the selected website,
then the Symantec Installation Manager sets the SSL
port to 443. If the port 443 is already configured for a
few other website or service, then the Symantec
Installation Manager prompts you to reconfigure the
SSL port for the selected website.

SSL Port

(Optional) Lets you configure how Notification Server
events are emailed. You must enter the DNS name or
IP address of your SMTP server. If the server requires
authentication, you must enter a valid user name and
password. The Send Test Email option lets you verify
that Notification Server sends the email to the correct
address.

You can also configure the email in the Symantec
Management Console after you install the product.

Configure my email
information now

The Notification Server Configuration page lets you configure Notification
Server credentials and the website settings and email settings.

For more information about configuring Notification Server settings on a
computer, see the following video in Symantec Connect:
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Configuring Notification Server settings through SIM - Part 1

2 On being prompted to set the application pool for the selected website to
Classic .NET AppPool, click OK.

3 On the Notification Server Configuration page, click Next.
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4 On the Database Configuration page, specify the following information:

DescriptionOption

Enter the name of the server that runs Microsoft SQL
Server. You can install the Configuration Management

SQL Server name

Database to a specific SQL Server instance by entering the
server name and SQL instance. For example, <SQL
Server name>\<SQL instance>. For the logon, you
can use Windows authentication or SQL Server
authentication.

The Browse for SQL on the Network button starts a
search for a database. If you do not click this button, the
Symantec Installation Manager does not search for
databases (either local or on the network.) If you installed
a SQL Express database through Symantec Installation
Manager, this database automatically populates the SQL
Server name field.

Specify whether to use SQL Admin credentials or Windows
credentials to log in to the SQL Server.

Use Windows
authentication or Use
SQL Server login
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DescriptionOption

Specify to create a new SQL database or use an existing
SQL database.

TheCreate new option lets you create a new SQL database
whose default name is Symantec_CMDB. You can change
this name to one that better fits your environment.

The Use existing option lets you reinstall the Symantec
Management Platform products on a different computer
and access the existing database. When you migrate from
Symantec Management Platform 7.0, it also lets you access
a restored 7.0 database. If you use SQL credentials, the
Refresh option lets you view an existing database.

If you use an existing database that is restored from a
backup, the SQL collation for server collation and database
collation must be similar. If there is any discrepancy, the
Symantec Installation Manager displays a validation error
message on the Database Configuration page.

If you perform the off-box upgrade, you need to restore the
cryptographic (KMS) keys during upgrade to 8.0. To restore
the cryptographic keys, enter the cryptographic keys
back-up .zip file path or the .adb file path that you
exported using the 8.0 migration wizard, and then enter the
password.

For more information, see topics on restoring the
Configuration Management Database in the Altiris IT
Management Suite from Symantec Migration Guide version
7.0 to 7.5.

Database name

Specify the number of seconds before the database times
out. You can increase this value if you generate reports
with large amounts of data.

Database timeout

For more information about configuring SQL database settings on a computer,
see the following video in Symantec Connect:

Configuring database while installing NS

For more information on how to set up and configure the SQL database
environment, see the IT Management Suite 8.0 Planning for Implementation
Guide at the following URL:

http://www.symantec.com/docs/DOC8631
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Note: When migrating from IT Management Suite 7.0, connect to the restored
7.0 SQL database.

5 On the Database Configuration page, click Next.

To configure IT Analytics settings

1 On theAnalysis Server configuration page, enter theAnalysis server name
and verify the connection to the server.

2 Select an existing database or create a new database for Analysis server.

3 Click Next.

4 In theReporting Server Configuring page, specify theReport server virtual
directory URL.

For example, http://servername/ReportServer$InstanceName/

5 Create a Report folder or use an existing Report folder.

6 Specify the Authentication type for the Report Server. You can either use
the Windows integration authentication or Stored credentials.

7 (Optional) Select if you want to localize the report parameters.

8 Click Next

To review and start the installation, back upNotification Server cryptographic keys,
and apply licenses to solutions

1 On the Review Installation Details page, click Begin install to start the
installation immediately.

2 (Optional) After the installation is completed, on the Back up Notification
Server Cryptographic Keys page, browse and select the location where you
want the key backups to be stored, specify the password to encrypt the
individual cryptographic keys, and then click Next.

The option to back up Notification Server cryptographic keys is displayed only
after the installation is completed. You can take a backup of Notification Server
cryptographic keys after the installation is completed. To take a backup after
the installation is completed, click Close on the Back up Notification Server
Cryptographic Keys page.

See “Backing up Notification Server cryptographic keys” on page 76.
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3 (Optional) On the Product Licensing page, click Install Licenses, select the
product license file, and then click Next.

You can install the product licenses after the installation is completed. To
specify the product licenses after the installation is completed, click Close on
the Product Licensing page.

See “Applying licenses to a product” on page 58.

4 On the Installation Complete page, select either one or all of the following
options, and then click Finish.

■ Select the Run Notification Server Migration Wizard check box to run
the migration wizard. A dialog box appears that displays the instructions
for migrating Notification Server 6.x or Symantec Management Platform
7.0 data.
If you have installed the migration wizard, the Run Notification Server
Migration Wizard check box is selected by default on the Installation
Complete page.
To proceed with 6.x migration, see the chapter Migrating from Notification
Server 6.x in the Altiris IT Management Suite from Symantec Migration
Guide version 6.x to 7.5.
To proceed with 7.0 migration, see the chapter Migrating from Symantec
Management Platform 7.0 in the Altiris IT Management Suite from Symantec
Migration Guide version 7.0 to 7.5.

■ Select the Launch Symantec Management Console check box to launch
the Symantec Management Console on the Notification Server computer.
The Internet Information Services (IIS) Manager redirects the console
request to the appropriate link with https://<IP address>/altiris/. You
can manually launch the Web console either from the Start menu of the
computer. Alternatively, you can manually launch the Web console if you
know the IP address of the Notification Server computer. For example:
https://<IP address>/altiris/console.

5 On the Symantec Installation Manager page, click Close.

Installing and Upgrading IT Management Suite 8.0 in FIPS mode
Federal Information Processing Standards (FIPS) are developed by the National
Institute of Standards and Technology (NIST) for Federal computer systems.

IT Management Suite components use FIPS compliant algorithms.

Using IT Management Suite on a server that has FIPS mode enabled does not
impact the overall system performance. Also, FIPS mode does not affect the way
IT Management Suite functions.
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You can install IT Management Suite 8.0 in FIPS enabled mode.

To install IT Management Suite 8.0 in FIPS enabled mode

1 Before installing IT Management Suite, enable the following security setting
on Notification Server computer:

System cryptography: Use FIPS complaint algorithms for encryption,
hashing, and signing.

For more information, refer to the following knowledge base article:

https://support.microsoft.com/en-us/kb/811833

2 Launch the Symantec Installation Manager.

3 Install the IT Management Suite 8.0 suits and solutions.

Note: You cannot install products or solutions of earlier versions.

You cannot use a database instance that belongs to a previous version of
ITMS.

See “Installing the IT Management Suite” on page 30.

Upgrading from the previous version of ITMS that has FIPS
mode enabled
You can upgrade from ITMS 7.5 SP1 HF5 or 7.6 HF7.

See “About upgrade paths of IT Management Suite 8.0” on page 94.

You cannot upgrade from previous version of ITMS to IT Management Suite 8.0 in
FIPS enabled mode. You must disable FIPS mode before the upgrade. After you
upgrade IT Management Suite to version 8.0, you can enable FIPS mode or keep
it disabled in your environment.

Note: You must finish all upgrade steps before enabling FIPS on your Notification
Server. Otherwise, IT Management Suite will not function properly.

All upgrades require the re-encryption of data using the FIPS compliant algorithms.
Re-encryption is only possible when the FIPS mode is disabled. The Migration
Wizard re-encrypts the data automatically.
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To upgrade from the previous version of ITMS that has FIPS mode enabled

1 While upgrading to IT Management Suite 8.0, disable the following security
setting:

System cryptography: Use FIPS complaint algorithms for encryption,
hashing, and signing

For more information, refer to the following knowledge base article:

https://support.microsoft.com/en-us/kb/811833

2 Upgrade the selected ITMS suites or solutions.

See “Upgrading to IT Management Suite 8.0” on page 97.

3 During the off-box upgrade, the Symantec Installation Manager prompts you
to import the cryptographic keys. To restore the cryptographic keys, enter the
cryptographic keys back-up .zip file path or the .adb file path that you exported
using the 8.0 migration wizard, and then enter the password.

During the on-box upgrade, the cryptographic keys are saved automatically.

4 Enable the FIPS mode.

For more information about FIPS in IT Management Suite 8.0, see the following
knowledge base article: http://www.symantec.com/docs/DOC9182
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Performing the
post-installation tasks

This chapter includes the following topics:

■ About performing post-installation tasks

■ Launching the Symantec Installation Manager

■ Adding a product listing file

■ Updating the product listing file

■ Installing critical product listing updates

■ Applying licenses to a product

■ Installing language packs, documentation, or the migration wizard

■ Installing hot fixes

■ Configuring Notification Server to use HTTPS after ITMS installation is completed

■ Viewing an SSL certificate

■ Backing up Notification Server cryptographic keys

■ Reconfiguring an installed product

■ Repairing the installation of an installed solution

■ Creating and installing an installation package for offline installation

■ Updating an installation package for offline installation

■ Creating a support package
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■ Delaying an update of the Symantec Installation Manager

■ Uninstalling or repairing the optional components

■ Uninstalling the IT Management Suite solutions

■ Viewing the Symantec Installation Manager logs

■ Disabling the creation of verbose Symantec Installation Manager logs

About performing post-installation tasks
After you have installed the IT Management Suite solutions, you can manually
execute additional post-installation tasks on the Notification Server computer. For
example, you can perform post-installation tasks such as licensing, data migration,
updates, and repair or uninstallation of products on the Notification Server computer.
Alternatively, you can perform a few post-installation tasks, such as apply licenses,
and take a backup of Notification Server cryptographic keys during the first-time
installation of the IT Management Suite solutions.

You can execute the following post-installation tasks after the installation of the IT
Management Suite solutions is completed:

■ Launch the Symantec Installation Manager.
See “Launching the Symantec Installation Manager” on page 53.

■ Add a product listing file.
See “Adding a product listing file” on page 54.

■ Update the product listing file.
See “Updating the product listing file” on page 56.

■ Install critical product listing updates.
See “Installing critical product listing updates” on page 57.

■ Apply licenses to a product.
See “Applying licenses to a product” on page 58.

■ Install language packs, documentation, or the migration wizard.
See “Installing language packs, documentation, or the migration wizard”
on page 60.

■ Install hot fixes.
See “Installing hot fixes” on page 62.

■ Configure Notification Server to use HTTPS after ITMS installation is completed.
See “Configuring Notification Server to use HTTPS after ITMS installation is
completed” on page 64.
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■ View an SSL certificate.
See “Viewing an SSL certificate” on page 76.

■ Back up Notification Server cryptographic keys.
See “Backing up Notification Server cryptographic keys” on page 76.

■ Reconfigure an installed solution if the solution failed to configure automatically.
See “Reconfiguring an installed product” on page 78.

■ Repair the installation of an installed solution.
See “Repairing the installation of an installed solution” on page 79.

■ Create and install an installation package for offline installation.
See “Creating and installing an installation package for offline installation”
on page 79.

■ Update an installation package for offline installation.
See “Updating an installation package for offline installation” on page 83.

■ Create a support package.
See “Creating a support package” on page 85.

■ Delay an update of the Symantec Installation Manager.
See “Delaying an update of the Symantec Installation Manager” on page 87.

■ Uninstall or repair the optional components.
See “Uninstalling or repairing the optional components” on page 89.

■ Uninstall the IT Management Suite solutions.
See “Uninstalling the IT Management Suite solutions” on page 90.

■ View the Symantec Installation Manager logs.
See “Viewing the Symantec Installation Manager logs” on page 91.

■ Disable the creation of verbose Symantec Installation Manager logs.
See “Disabling the creation of verbose Symantec Installation Manager logs”
on page 93.

Launching the Symantec Installation Manager
After you have installed the IT Management Suite solutions, you use Symantec
Installation Manager to perform additional post-installation tasks and configuration
tasks. To perform these tasks, you must first start the Symantec Installation Manager
on the Notification Server computer.

If a new version of the Symantec Installation Manager is available, you are prompted
to update to the latest version when you start the Symantec Installation Manager.
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You can either update the Symantec Installation Manager at that time or delay the
update of the Symantec Installation Manager to a later time.

Sometimes, the Symantec Installation Manager may detect pending restarts when
you launch the Symantec Installation Manager. If this situation occurs, the following
message is displayed:

Pending reboots detected on computer. Please restart your computer

first and run the Symantec Installation Manager again.

You can then restart the Notification Server computer and relaunch the Symantec
Installation Manager to perform the post-installation tasks. Alternatively, you can
restart Notification Server at a later time.

Note:You must restart Notification Server if Symantec Installation Manager detects
any pending reboots before installing or upgrading any solution.

To start the Symantec Installation Manager

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the Start menu, click All Programs > Symantec > Symantec Installation
Manager > Symantec Installation Manager.

By default, the Symantec Installation Manager displays the Installed Products
page after the IT Management Suite solutions are installed on the Notification
Server computer.

See “Installing the Symantec Installation Manager” on page 33.

See “About performing post-installation tasks” on page 52.

See “Delaying an update of the Symantec Installation Manager” on page 87.

Adding a product listing file
The product listing file is a platform-neutral XML file that the Symantec Installation
Manager uses to install the IT Management Suite solutions. The product listing file
displays the IT Management Suite solutions that are installed on the computer and
the products that are available for installation.

The default product listing file is symantec_v2.pl.xml.zip file. The product listing
file can also be an uncompressed file.

You may be required to add a different product listing file manually in any of the
following situations:

■ When you install the ITMS solutions on a computer without Internet connectivity.
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In such case, you download the latest product listing file from
http://www.solutionsam.com/solutions/pl/symantec_v2.pl.xml.zip and copy the
file to the computer that has no Internet connectivity.

■ When you purchase a product that has its own product listing file.
For example, the third-party products that have their own product listing files.

The Symantec Installation Manager accesses a product listing file that lists the
products you can install and update. By default, the Symantec Installation Manager
updates the product listing file once a day. Alternatively, you can set the time interval
of updating the file, or manually update the product listing file at any time. You can
also edit how frequently the Symantec Installation Manager gets the latest product
listing file.

See “About performing post-installation tasks” on page 52.

See “Updating the product listing file” on page 56.

See “Installing critical product listing updates” on page 57.

To add a product listing file

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 If the Install New Products page appears, click Cancel, and then click Yes
to confirm the cancellation.

4 On the Installed Products page, click Settings.

5 In the Settings dialog box, click Change product listing.

6 In the Manage Product Listings dialog box, click Add.

7 In the Add New Product Listing dialog box, specify the following information,
and then click OK:

■ In the Path field, browse and specify the path to the new product listing file.

■ In the Refresh Interval list, specify the time interval of when the product
listing file must be refreshed.
By default, the product listing file is refreshed daily.

■ (Optional) In the User name field and Password field, specify the login
credentials for the path of the product listing file.
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8 In the Manage Product Listings dialog box, click OK.

By default, the product listing file that you specified is displayed as selected in
the Product Listings list.

9 In the Settings dialog box, click OK.

The Install New Products page displays the IT Management Suite solutions
that are available in the newly-added product listing file.

Updating the product listing file
The Symantec Installation Manager accesses a product listing file that lists the
products you can install and update. By default, the Symantec Installation Manager
updates the product listing file once a day. Alternatively, you can manually update
the product listing file at any time. You can also edit how frequently the Symantec
Installation Manager gets the latest product listing file.

An updated product listing contains the latest IT Management Suite solutions that
are available for upgrade. During the latest product version release, the latest
product version is updated in the product listing file that is located at
http://www.solutionsam.com/solutions/pl/symantec_v2.pl.xml.zip. On detecting an
updated product listing file, the Symantec Installation Manager prompts you to
update the file. On confirming, the Symantec Installation Manager downloads the
updated product listing file, and checks whether there are any new solutions,
upgrades, hot fixes, or critical product listing updates available to the
currently-installed solutions.

You can also change the default product listing file to a new product listing file, and
use the new file for installation or upgrade.

See “About performing post-installation tasks” on page 52.

See “Adding a product listing file” on page 54.

See “Installing critical product listing updates” on page 57.

To update the product listing file manually

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 If the Install New Products page appears, click Cancel, and then click Yes
to confirm the cancellation.
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4 On the Installed Products page, click Settings.

5 In the Settings dialog box, click Update now.

The product listing file gets updated and the updated list of IT Management
Suite solutions are displayed on the Install New Products page.

To change how frequently an existing product listing file is updated

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 If the Install New Products page appears, click Cancel, and then click Yes
to confirm the cancellation.

4 On the Installed Products page, click Settings.

5 In the Settings dialog box, click Change product listing.

6 In the Manage Product Listings dialog box, select the product listing file, and
then click Edit.

7 In the Edit Product Listing dialog box, in the Refresh interval list, select the
time interval of when the product listing file must be updated, and then click
OK.

8 In the Manage Product Listings dialog box, click OK.

9 In the Settings dialog box, click OK.

The product listing file gets updated per the refresh interval that you specified.

For more information about updating the product-listing file, see the following video
in Symantec Connect:

Updating PL file and configuring proxy server settings

Installing critical product listing updates
Sometimes, the Symantec Installation Manager displays a critical update message
for the product listing file. The critical update of the product listing file forces you to
resolve the critical update on the Notification Server computer. The critical update
lets you identify the computer, thereby moving the computer from an unsupported
state to a known state. The critical update contains a fix to the product listing file
that you used to install the IT Management Suite solutions.

When a critical update is required, the Symantec Installation Manager displays the
following message:
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A critical update is required for the following installed products.

The critical update is mandatory, and you can postpone the critical update but you
cannot bypass the update. The Symantec Installation Manager does not let you
install, uninstall, or repair any IT Management Suite solution until the update is
completed.

To install the critical update on the Notification Server computer

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 On the critical update screen of the Symantec Installation Manager, click OK.

4 Follow the installation wizard to complete the remaining steps.

See “About performing post-installation tasks” on page 52.

See “Adding a product listing file” on page 54.

See “Updating the product listing file” on page 56.

Applying licenses to a product
When you purchase any IT Management Suite solution, you receive license files
for every purchased product. You must use the Symantec Installation Manager to
apply licenses to the IT Management Suite solutions that you purchased. You can
apply the licenses when you install the IT Management Suite solution, or at a later
time after the installation is completed.

When you apply licenses for any of the IT Management Suite solutions, you can
add new licenses or update the existing licenses. If you do not apply the licenses
for the solutions, the Symantec Installation Manager applies trial licenses for the
solutions. If the computer is connected to the Internet, the Symantec Installation
Manager applies a trial license that is valid for at least 30 days. If the computer is
not connected to the Internet, the Symantec Installation Manager applies a trial
license that is valid for seven days.

When you migrate to the latest version of the IT Management Suite, you must first
copy your solution licenses to a specific location. This location must be accessible
from the computer where you installed the latest version of the IT Management
Suite. You can then use the Symantec Installation Manager to reapply the licenses.

For more information, see the Altiris IT Management Suite from Symantec Migration
Guide version 6x to 7.5 or the Altiris IT Management Suite from Symantec Migration
Guide version 7.0 to 7.5.
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After a license is applied for the installed solutions, the license information appears
on the Product Licensing page of the Symantec Installation Manager. If a product
license has expired, the license still appears on the Product Licensing page. If an
IT Management Suite 7.x product has an expired license, the solution then uses a
trial license.

Note: Because a few Notification Server 6.x solutions bundle with solutions on IT
Management Suite 7.x, their licenses cannot be reused.

See “About performing post-installation tasks” on page 52.

To apply licenses at any time after you install an IT Management Suite solution

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 On the Installed Products page, click Add/Update licenses.

4 On the Product Licensing page, click Install licenses.

5 In the Select License Files dialog box, browse and select the license files to
apply, and then click Open.

To select multiple licenses, press Ctrl and then select the license files.

6 Read the message that explains how the licenses affect the applicable products,
and then click Yes to proceed.

7 On the Product Licensing page, click Close.

8 On the dialog box that appears, click Restart services to restart Notification
Server services or Apply without restart to continue without restarting the
services.

If you restart Notification Server services, the licenses are applied immediately.
If you do not restart Notification Server services, the licenses might not be
applied for 30 minutes or more.

To save the task preference, select the Always perform this action when
installing licenses check box. The preference of whether to restart services
or apply licenses without restarting services gets saved. The dialog box does
not appear when you apply additional licenses to any solution.

The license is applied to the specific solution, and the license details are
displayed on the Installed Products page in the Symantec Installation
Manager.
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Installing language packs, documentation, or the
migration wizard

After you have installed the IT Management Suite solutions, you can install optional
components, such as documentation, language packs, or the migration wizard at
a later time using the Symantec Installation Manager. You can also install the
optional solutions during the first-time installation of IT Management Suite solutions.

The Optional Installations page in the Symantec Installation Manager lets you
choose whether to install the optional components. These components are optional
because you may not need them. If you do not need them, you can choose not to
install them.

You can install any of the following optional components using the Symantec
Installation Manager:

■ Install Documentation
This option installs the documentation for the solutions that you selected, and
for any installed solutions that do not have installed documentation. You can
install this optional component only when you have any of the IT Management
Suite solutions installed on the computer.

■ Install Language Support
This option installs the language packs for any solutions that you selected, and
for any installed solutions that do not have installed language packs. You can
install this optional component only when you have any of the IT Management
Suite solutions installed on the computer.

■ Install MigrationWizard Components for migrating Notification Server data
This option installs the migration wizard components that you use to migrate
Notification Server 6.x or 7.0 data to the latest version of the IT Management
Suite using an off-box upgrade only. In case of on-box upgrade, the migration
wizard is not required.
See the section called “Types of installation of the IT Management Suite 8.0”
on page 12.
You can install the migration wizard components without installing any of the IT
Management Suite solutions.
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Note: If you install the latest version of the IT Management Suite solutions on
your current Notification Server, you must migrate any Notification Server data
before you upgrade the operating system during an off-box upgrade only.
Migration wizard is not required if you perform an on-box upgrade. You can
install the Symantec Installation Manager on another computer and install only
the migration wizard components on that computer. You can then copy the
migration wizard installation package to your current Notification Server and
migrate Notification Server data.

For more information, see the following knowledge base article:

http://www.symantec.com/docs/HOWTO9729

To install optional components after the installation of IT Management Suite
solutions is completed

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 On the Installed Products page, click Install optional components.

4 On the Optional Installations page, select the optional components that you
want to install and then click Next.

If an optional component is already installed, the option to install that component
is disabled. If all optional components are installed and no optional components
are available for installation, the Optional Installations page is not displayed.

5 On the End User License Agreement page, select the I accept the terms in
the license agreements check box, and then click Next.

6 On the Contact Information page, fill in the details and click Next.

If you have provided your contact information during the first-time installation
of the IT Management Suite solutions, the Contact Information page is not
displayed.

7 On the Review Installation Details page, verify the installation details, and
click Begin install.

The Symantec Installation Manager starts installing the selected optional
components.
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8 (Optional) On the Product Licensing page, apply licenses for the solutions,
and then click Next.

This page is displayed only when you add new IT Management Suite solutions
for installation on the computer.

If you do not apply licenses, trial licenses are applied. You can use the
Symantec Installation Manager to apply licenses to the installed solutions at
any time.

See “Applying licenses to a product” on page 58.

Note: If you install the migration wizard, click Run Notification Server
Migration Wizard to execute the migration wizard.

For more information on migration from 7.0 environments, see the Altiris IT
Management Suite from Symantec Migration Guide version 7.0 to 7.5.

9 On the Installation Complete page, click Finish.

After you install an optional component, you can access the component on the
Installed Products page to uninstall or repair the optional component.

See “About performing post-installation tasks” on page 52.

See “Uninstalling or repairing the optional components” on page 89.

Installing hot fixes
Hot fixes of the IT Management Suite solutions are small patches, which are
designed to address specific issues with the shipping solution, such as software
bug fixes. The hot fix is a small package release as opposed to a service pack,
which is a separate release.

The current IT Management Suite or Symantec Management Platform hot fixes are
available through the Symantec Management Platform and are applied to the
currently-installed solutions. The hot fix count starts after the last time you
downloaded or updated the product listing file. All other hot fixes are rolled out by
the Symantec Support team.

Following are the key UI elements that drive the hot fix installation based on your
current environment:
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Table 3-1 Key UI elements on the Install Hot Fixes page

DescriptionUI element

On clicking, all the latest available hot fixes
of all the Symantec products that can be
installed using SIM, are selected for
installation. For example, ITMS and Mobile
products.

If you do not want to install all the latest
applicable hot fixes, clear the Select All
latest hot fix versions check box. You can
then manually select the latest ITMS-specific
hot fixes for installation.

Select All latest hot fix versions check box

On clicking, all the hot fix versions of all
Symantec products that can be installed using
SIM, are displayed. You can then select the
individual hot fix that you want to apply on
your computer.

If you want to see only the latest hot fix
versions that are available for installation,
clear the Show all hot fix versions check
box.

Show all hot fix versions check box

To install hot fixes of IT Management Suite solutions

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 On the Installed Products page, click Install hot fixes.

The Install hot fixes option displays the available hot fixes for currently installed
solutions in green text.

4 On the Install Hot Fixes page, select the Show all hot fix versions check
box to see all the multiple versions of hot fixes that are available for download.

By default, only the latest versions of hot fixes are displayed on the Install Hot
Fixes page.

To see all the hot fix versions that are available for installation, select the Show
all hot fix versions check box.

To select all the latest available hot fixes for installation, select the Select All
latest hot fix versions check box.
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5 On the Install Hot Fixes page, select any from the following types of hot fixes
that you want to install and then click Next:

■ Recommended hot fix
This type of hot fix contains the important fixes but are not critical to your
system.

■ Critical hot fix
This type of hot fix contains the essential fixes that may affect the security
of the computer and must be installed.

6 On the End User License Agreement page, select the I accept the terms in
the license agreements check box, and then click Next.

Note: In case of user change or after the Symantec Installation Manager
upgrade, the Contact Information page might appear after the End User
LicenseAgreement page. On theContact Information page, type the answers
for the requested information, and then click Next.

7 On the Review Installation Details page, verify the installation details, and
then click Begin install.

The Symantec Installation Manager starts installing the available hot fixes for
the currently-installed solution.

See “About performing post-installation tasks” on page 52.

Configuring Notification Server to use HTTPS after
ITMS installation is completed

After the ITMS installation is completed, you can configure the Notification Server
and other components in your ITMS environment to use HTTPS mode.

Notification Server is automatically configured to use HTTPS if you select the
Require HTTPS to access the Management Platform on theNotification Server
Configuration page, in Symantec Installation Manager, during the installation of
IT Management Suite. When you roll out Symantec Management Agents from a
Notification Server that uses HTTPS, the Symantec Management Agents are also
automatically configured to use HTTPS.

If you install Notification Server without HTTPS support, you can manually configure
it later. You also have to redirect the Symantec Management Agents to use HTTPS
for communicating with Notification Server.

Following are the advantages of configuring your environment to use HTTPS mode:
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■ Increased secure and reliable communication
HTTP is unsecured and is subject to man-in-the-middle and eavesdropping
attacks, which can let attackers gain access to website accounts and sensitive
information. HTTPS is designed to withstand such attacks and is considered
secure against such attacks. HTTPS mode of communication creates a secured
channel for a communication that is more reliable and improves communication
with client computers.

■ Ability to set up Cloud-enabled Management
After you configure your environment to use HTTPS mode, you can start setting
up Cloud-enabled Management. Cloud-enabled Management lets you manage
endpoints over the Internet even if the client computers are outside of the
corporate environment and cannot access the management servers directly.
For more information about setting up Cloud-enabled Management, see the
Setting up Cloud-enabled Management chapter in the IT Management Suite
8.0 Administration Guide

For more information about setting up HTTPS communication in your ITMS
environment, see the How to run ITMS on HTTPS feature card.

The process of setting up HTTPS communication in your ITMS environment involves
the following steps:

Table 3-2 Process of setting up HTTPS communication in your ITMS
environment

DescriptionActionStep

You must obtain an SSL certificate that
is used to encrypt and decrypt the
information that is transferred over the
network.

See “Creating or importing an SSL
certificate” on page 68.

Create or import an appropriate SSL
certificate.

Step 1

You must create an HTTPS binding
for a website by using the
newly-created SSL certificate.

See “Creating an HTTPS binding”
on page 71.

Create an HTTPS binding.Step 2
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Table 3-2 Process of setting up HTTPS communication in your ITMS
environment (continued)

DescriptionActionStep

After you have created an HTTPS
binding, you must verify that the
selected website uses the HTTPS
binding that you specified.

See “Verifying the HTTPS binding”
on page 72.

Verify the HTTPS binding by making
a request to the website.

Step 3

Ensure that your Notification Servers
are configured for HTTPS access and
that your Symantec Management
Agents use HTTPS.

Configure your Notification Server and
Symantec Management Agents to use
HTTPS.

Step 4

Add the root certification authority
(CA), which issued the SSL certificate,
to the list of trusted CA on all the
managed computers. This task
involves manually exporting the root
certificate from NS, and then applying
the exported root certificate to all
managed computers.

Apply a root certificate authority
certificate to a managed computer.

Step 5

Before you can bring a Symantec
Management Agent under
Cloud-enabled Management, you need
to ensure that the agent uses HTTPS
for communicating with Notification
Server.

Redirect the Symantec Management
Agent to communicate to the HTTPS
port of ITMS.

Step 6

You can configure HTTPS on your
package servers by using the
Package Service Settings page. This
page specifies the global package
service settings that are applied to all
package servers that serve your
Symantec Management Platform.

Configure a package server to publish
HTTPS package codebases.

Step 7
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Table 3-2 Process of setting up HTTPS communication in your ITMS
environment (continued)

DescriptionActionStep

To serve CEM agents, site servers
have to be configured to use HTTPS.
This process is automated by
Cloud-enabled Management Site
Server Settings policy. When a new
site server is assigned to an Internet
site, an SSL certificate is distributed
and HTTPS binding is created on the
4726 (changeable) port. By default,
Global Site Server Settings policy or
Custom Certificate rollout settings do
not affect the functionality of site
servers that already use HTTPS. For
example, if you assign a site server
with an existing HTTPS binding to an
Internet site, the binding is not
overwritten.

Configure site servers to use HTTPS.Step 8

(Only required for setting up
Cloud-enabled Management)

The Cloud-enabled agents that are
behind the Internet gateway use
Internet sites for determining site
services. In the Symantec
Management Console, you must add
your site servers to a predefined
Default Internet Site or other Internet
sites that you want to use. You must
also assign the Cloud-enabled
computers to the sites that are based
on resource targets. This manual
assignment ensures that each
computer remains a member of the
appropriate site regardless of where it
is physically located.

See “Configuring sites and site servers
to serve Cloud-enabled agents”
on page 73.

Configure sites and site servers to
serve Cloud-enabled agents.

Step 9

(Only required for setting up
Cloud-enabled Management)

See “About performing post-installation tasks” on page 52.
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Creating or importing an SSL certificate
The SSL certificate is used to encrypt and decrypt the information that is transferred
over the network, between Notification Server and the client computers. You can
import a commercial certificate or you can create a self-signed certificate.

Types of SSL certificates in ITMS environment
In the ITMS environment, you can use self-signed SSL certificate, or import and
use an existing commercial SSL certificate. A SSL certificate is issued by a
certification authority, or certificate authority (CA). Following are a few types of
certification authorities:

■ Commercial certificate authorities, who charge for their services.

■ Certificate authorities owned by institutions and governments for their own use.

■ Self-signed and community-driven certificate authorities, which are free of charge.

During HTTPS configuration, you are required to specify whether you want to use
a self-signed certificate or a commercial certificate. Therefore, you must make a
judicious decision about the type of SSL certificate that you use depending upon
your requirements. To help you choose the suitable certificate, the following table
compares and contrasts between commercial certificate, and SSL certificate.

Table 3-3 Differences between commercial SSL certificate and self-signed
SSL certificate

Self-signed SSL certificateCommercial SSL certificate

Provided by creating locally self-signed
certificates, and is community driven and
obtained for free of charge.

Provided by third-party certification authorities
who charge a fee for their services.

Certificate is signed with its own private key.Certificate is obtained by creating a private
key on a secure computer, generating a
certificate signing request, and then sending
the certificate to the certification authority
(CA). After receiving your certificate signing
request, the CA verifies the identity, and then
generates the public key and makes the key
available to you.

If the parties know each other, trust each
other to protect their private keys, and can
confirm transfer public keys then self-signed
certificates may decrease overall risk.

Require both parties to trust the certification
authorities.
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Table 3-3 Differences between commercial SSL certificate and self-signed
SSL certificate (continued)

Self-signed SSL certificateCommercial SSL certificate

A compromised certificate cannot be revoked
which may allow an attacker who has already
gained access to monitor and inject data into
a connection to hack an identity if a private
key has been compromised.

A compromised certificate can be revoked,
which prevents its further use.

SSL certificate requirements
You can use commercial SSL that is authenticated through a certification authority.
To use a commercial certificate, it has to fulfill the following requirements:

Table 3-4 Symantec Management Platform requirements for SSL certificates

The certificate has a valid digital signature.Digital signature

The certificate is issued by Certification Authority that is
trusted by the Notification Server computer.

Trust

The certificate is valid at least for 30 days from the import
date.

Validity

The Enhanced Key Usage value of the certificate is Server
Authentication OID (1.3.6.1.5.5.7.3.1).

Enhanced Key Usage

Subject or subject alternate name matches the Notification
Server computer Fully Qualified Domain Name (FQDN).

You can specify multiple FQDN names separated by a ;.

Subject name or subject
alternate name

The certificate uses one of the following hashing algorithms:

■ SHA1
■ SHA256
■ SHA384
■ SHA512

Hashing algorithm

The certificate uses the RSA asymmetric algorithm.Asymmetric algorithm

.pfxFile format

Creating a self-signed SSL certificate
Self-signed certificate is not authenticated by a certification authority. Use this option
for server testing purposes or for troubleshooting third-party SSL certificates.
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To create a self-signed SSL certificate on the Notification Server computer

1 Log on to the Notification Server computer as an administrator.

2 On the Start menu, click Administrative Tools > Internet Information
Services (IIS) Manager.

3 From the Connections pane on the left, select the required connection type.

4 Under the IIS area, double-click Server Certificates.

5 From theActions pane, clickCreate Self-Signed Certificate, and then specify
the name for the certificate.

6 Click OK to save the changes.

A self-signed SSL certificate is created on the Notification Server computer.

The next step is to create an HTTPS binding by for a website by using the
newly-created SSL certificate.

See “Creating an HTTPS binding” on page 71.

For a detailed end-to-end process on setting up HTTPS communication in your
ITMS environment, See “Configuring Notification Server to use HTTPS after ITMS
installation is completed” on page 64.

Importing a commercial certificate
Use this option when you have SSL certificate that is authenticated by a third-party
certification authority (CA).

To import a commercial SSL certificate on the Notification Server computer

1 Log on to the Notification Server computer as an administrator.

2 On the Start menu, click Administrative Tools > Internet Information
Services (IIS) Manager.

3 From the Connections pane on the left, select the required connection type.

4 Under the IIS area, double-click Server Certificates.

5 On theActions pane, click Import, and then, in the Import Certificatewindow,
enter the path to the certificate file and the certificate password.

6 Click OK.

The next step is to create an HTTPS binding by for a website by using the
newly-created SSL certificate.

See “Creating an HTTPS binding” on page 71.

For a detailed end-to-end process on setting up HTTPS communication in your
ITMS environment, See “Configuring Notification Server to use HTTPS after
ITMS installation is completed” on page 64.
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For server testing purposes or for troubleshooting third-party SSL certificates, you
can create and use a self-signed certificate. A self-signed certificate is not
authenticated through a certification authority. For a self-signed certificate, you
need to specify the certificate name.

The site server certificate generator tool AeXGenSiteServerCert.exe lets you
create a site server certificate. This tool is available in the base directory where you
installed the ITMS solutions, for example, in the C:\Program

Files\Altiris\Notification Server\Bin\Tools folder. The certificate name
must match the name of the site server. Also, this certificate is signed by the special
Notification Server certificate authority (CA) certificate for Cloud-enabled clients. If
you do not have your own corporate certificate authority, this tool lets you easily
set up HTTPS on your site servers.

For more information about setting up HTTPS communication in your ITMS
environment, see the How to run ITMS on HTTPS feature card.

Creating an HTTPS binding
Before you perform this step, ensure that you have created or imported an
appropriate SSL certificate.

See “Creating or importing an SSL certificate” on page 68.

After you create an SSL certificate, you must add bindings to a website for
establishing an HTTPS binding. This action lets you access the website by using
HTTPS communication protocol. For a website, you must set up HTTPS binding
on port 443 to use the newly-created SSL certificate and HTTP binding on port 80.

To create an HTTPS binding to use SSL certificate

1 Log on to the Notification Server computer as an administrator.

2 On the Start menu, click Administrative Tools > Internet Information
Services (IIS) Manager.

3 From the list of different server sites in the left pane, select the required website.

4 Under the Edit Site area, click Bindings.

5 Under the IIS area, double-click Server Certificates.

6 In the Add Site Binding dialog box, specify the following details, and then
click OK:

■ In the Type list, select https to specify the HTTPS communication protocol.

■ In the IP address list, select an existing IP address or type an IP address
that users can use to access this site.
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■ In the Port field, type the port on which HTTP.sys must listen for the requests
that are made to this site.
The default port for HTTPS binding is 443. If you specify a different port
than port 443, then the client computers must specify the port number in
requests to the server or they cannot connect to the site.

■ In the SSL Certificate list, select the self-signed certificate that you want
the website to use for SSL.
The SSL certificate list appears only when you select HTTPS from the Type
list.

7 Click Close to save the changes.

The next step is to verify the HTTPS binding by making a request to the website.

See “Verifying the HTTPS binding” on page 72.

For a detailed end-to-end process on setting up HTTPS communication in your
ITMS environment, See “Configuring Notification Server to use HTTPS after ITMS
installation is completed” on page 64.

For more information about setting up HTTPS communication in your ITMS
environment, see the How to run ITMS on HTTPS feature card.

Verifying the HTTPS binding
Before you perform this step, ensure that you have added bindings to a website for
establishing an HTTPS binding.

See “Creating an HTTPS binding” on page 71.

After you have created an HTTPS binding, you must verify that the selected website
uses the HTTPS binding that you specified. You can open the website’s default
page in a Web browser using the selected HTTPS binding.

To verify the HTTPS binding for a website

1 Log on to the Notification Server computer as an administrator.

2 On the Start menu, click Administrative Tools > Internet Information
Services (IIS) Manager.

3 From the list of different server sites in the left pane, select the required website.

4 Under the Browse Web site area, click Browse *:443 (https).
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5 In the Internet Explorer page for the selected website, select Continue to
this website (not recommended).

Note: Internet Explorer shows an error page because the self-signed certificate
was issued from the computer where you installed the IT Management Suite
solutions and not from a trusted certification authority. The Internet Explorer
trusts the SSL certificate if you add the certificate to the list of Trusted Root
Certification Authorities. The SSL certificate can be added as a trusted certificate
in the certificates store on the local computer, or in Group Policy for the domain.

6 Verify that the IP address of the website which appears in the Internet Explorer
starts with https://.

The next step is to configure your Notification Server and Symantec Management
Agents to use HTTPS.

For a detailed end-to-end process on setting up HTTPS communication in your
ITMS environment, See “Configuring Notification Server to use HTTPS after ITMS
installation is completed” on page 64.

For more information about setting up HTTPS communication in your ITMS
environment, see the How to run ITMS on HTTPS feature card.

Configuring sites and site servers to serve Cloud-enabled agents
Before you perform this step, ensure that you have configured package servers to
publish HTTPS codebases.

The computers that you want to manage over the Internet should be organized into
one or more sites. These sites should be dedicated to Cloud-enabled agents and
must not contain any directly managed agents. Note that the Symantec Management
Platform provides you with a predefined Default Internet Site with the All
Computers where the Cloud-enabled management feature is enabled target.
You should then assign the appropriate site servers to the predefined site or to the
sites that you create.

Note: Each internet site must have at least one site server assigned to it.

Cloud-enabled Management supports Internet package servers and Internet task
servers, which the Symantec Management Agent accesses through an Internet
gateway. Cloud-enabled Management also supports Cloud-enabled package
servers, which are the package servers located in the same site as the
Cloud-enabled agents. Only the local agents can access a Cloud-enabled package
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server, and they use a direct connection. However, Cloud-enabled task servers are
not supported.

Cloud-enabled computers must be manually assigned to sites that are based on
resource targets. Cloud-enabled agents do not recognize site assignments based
on IP addresses and subnets. Manual assignment ensures that each computer
remains a member of the appropriate site regardless of where the computer is
physically located.

You can manually assign a Cloud-enabled agent to multiple sites or site servers.
The site servers that are available to the agent are a union of all the site servers in
the assigned sites.

You can configure your site server settings for Cloud-enabled agents in the following
ways:

You can create and configure as many sites as required to suit
your environment setup. A Cloud-enabled agent or package server
that is assigned to multiple sites receives the union of all the site
servers in the assigned sites.

Create and configure
new sites.

You can assign a resource target directly to the site server to
ensure that the target members are given access to that particular
site server only. The assignment by site method makes all of the
site servers that are members of the assigned site available to the
targeted Cloud-enabled agents.

Assign the
Cloud-enabled agents
directly to the site
servers.

To configure an Internet site to serve the Cloud-enabled agents

1 (Optional) In the Symantec Management Console, create a new site and assign
the appropriate resource target to the site.

This resource target contains the Cloud-enabled agents and package servers.
You can reuse the same resource target that is applied to the Cloud-enabled
Management Settings policy.

2 Assign the appropriate site servers to the site in one of the following ways:
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1 In the Symantec Management Console, on the
Settings menu, click Notification Server > Site
Server Settings.

2 In the left pane, expand Site Management > Site
Servers > your_site_server_name, and then click
Internet Sites.

3 In the right pane, under Detailed Information,
click New.

4 In the Select a Internet site dialog box, click the
Internet site to which you want to assign the site
server, and then click OK.

To manually assign the site
server to the site

1 In the Symantec Management Console, on the
Settings menu, click Notification Server > Site
Server Settings.

2 In the left pane, click Site Management >
Subnets.

3 In the right pane, select the appropriate subnet.

4 On the toolbar, click Assign to site.

5 In the Select a sitewindow, select the site to which
you want to assign the subnet.

Note: A local site server is the one that exists in the
same disconnected site as the Cloud-enabled agents
that it serves.

This type of assignment requires the disconnected site
to have a unique subnet that does not overlap with
subnets of internal client computers, if any. This
configuration is not common, so this approach is not
generally recommended.

To assign the subnet(s) of the
local site servers to the site

To directly assign Cloud-enabled agents to a site server

1 In the Symantec Management Console, on the Settings menu, click
Notification Server > Site Server Settings.

2 In the left pane, expand the site server that you want to modify, and then click
Manually Assigned Agents.

3 In the right pane, click New, specify the resource target that contains the
appropriate Cloud-enabled agents, and then click OK.
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For a detailed end-to-end process on setting up HTTPS communication in your
ITMS environment, See “Configuring Notification Server to use HTTPS after ITMS
installation is completed” on page 64.

Viewing an SSL certificate
You can view the SSL certificates that are associated with a server in IIS. You can
view the names of certificates and the fully qualified domain names (FQDNs) of
hosts to which certificates have been issued. You can also view the FQDNs of the
servers that issued the certificates.

See “Configuring Notification Server to use HTTPS after ITMS installation is
completed” on page 64.

See “Creating or importing an SSL certificate” on page 68.

See “About performing post-installation tasks” on page 52.

To view associated SSL certificates of the Notification Server computer

1 On the Notification Server computer, open the Server Manager.

2 In the Server Manager, navigate to Roles > Web Server (IIS).

3 In the Connections pane, select the server node for which you want to view
the associated SSL certificates.

4 In the IIS area, double-click Server Certificates.

The Server Certificates page appears which displays the list of SSL certificates
that are associated with the selected server.

5 Right-click any certificate and select View.

The Certificate dialog box appears that displays the SSL certificate details.
For example, the certificate name, certification path, certificate subject name,
signature used, expiry date and key algorithm, and so on.

Backing up Notification Server cryptographic keys
A backup of Notification Server cryptographic keys is required for disaster recovery.
You can restore the database to a new server hardware using the backed up
Notification Server cryptographic keys. These keys are used to secure data inside
Notification Server database. The cryptographic keys are used to encrypt the
authentication credentials that are stored in the CMDB. Examples of authentication
credentials that are stored in the CMDB include the following:

■ Credentials that are used when you add a child Notification Server into a
hierarchy
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■ Credentials that are used when you execute a run as operation during software
delivery

You can take a backup of Notification Server cryptographic keys after the installation
is completed. Alternatively, you can take a backup during the first-time installation
of the IT Management Suite solutions. This task is an optional step during the
first-time installation.

Authentication credentials cannot be used without these keys. If your server
hardware crashes, these credentials are lost unless you have taken a backup of
the keys in Symantec Installation Manager. A backup of your hard disk alone does
not save these keys.

The backup of the cryptographic keys is stored in a .kms file that includes the
cryptographic keys which are encrypted and cannot be transferred. There may be
multiple keys in one .kms file.

The following registry keys are created when you back up the keys:

■ KMSBackupPath

Tracks the location where the keys are backed up.

■ KMSBackupDate

Keeps a track of the date when the keys were backed up. If any keys have a
newer date, a new .zip file gets created.

To back Notification Server cryptographic keys

1 Log on to the Notification Server computer as an administrator.

2 On the Install Products page, click Back up Notification Server
Cryptographic Keys.

3 On the Back up Notification Server Cryptographic Keys page, browse and
select the location where you want the key backups to be stored, or keep the
default path.

Alternatively, you can take a backup of Notification Server cryptographic keys
during the first-time installation of the IT Management Suite products. The
Back up Notification Server Cryptographic Keys page appears after the
installation is completed.

The key backups must be stored on a different server, in case the current
server hardware crashes.

4 Provide a password for the backup cryptographic keys file.

You need this password for unencrypting the keys during the restore process.
Make a note of the password and store it in a safe location.

5 Click Create Backup.
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A confirmation message appears that states that the backup of Notification Server
cryptographic keys is complete.

See “About performing post-installation tasks” on page 52.

Reconfiguring an installed product
The Symantec Installation Manager installs and automatically configures the IT
Management Suite solutions that you selected for installation. Generally, the
Symantec Installation Manager configures the installed products without any
problems. However, sometimes the Symantec Installation Manager can install a
product but cannot configure the installed product.

The failure to configure an installed product can be because of many different
issues. For example, a Web communication problem can cause the configuration
to fail. If the Symantec Installation Manager cannot configure an installed product,
a list of installed but unconfigured solutions appears at the end of the installation.
You can then access the unconfigured solutions on the Installed Products page
and attempt to reconfigure them.

If you reconfigure a solution and it is still not properly configured, you can uninstall
and reinstall the solution to resolve the configuration error. If reinstalling a solution
does not resolve the problem, create a support package and send the package to
Symantec Support team for verification.

See “Creating a support package” on page 85.

To reconfigure an installed solution

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 On the Installed Products page, in the Installed products list, check if there
is any solution available with the Reconfigure option.

If the Reconfigure option does not appear for any of the installed solutions,
then all the installed solutions are configured. The option to reconfigure a
solution appears only if a solution is installed but not configured.

4 If there are any solutions available for reconfiguration, click Reconfigure and
then click Yes on the dialog box that appears.

5 When the configuration is complete, click Finish on the Configuration
complete page.

See “About performing post-installation tasks” on page 52.
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Repairing the installation of an installed solution
You can repair the installation of IT Management Suite solutions using the Symantec
Installation Manager. All installation files are .msi format files. Therefore, the
Symantec Installation Manager starts the Windows Installer to repair a solution
installation. You can repair the installation errors of the IT Management Suite
solutions and the optional components that are installed on the computer.

To repair the installation of an installed solution

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 On the Installed Products page, in the Installed Products list, select the
solution that you want to repair.

4 Click Repair that appears after you select the solution to be repaired.

5 On the dialog box that appears, click Yes to confirm the repair operation.

The Repairing Software page is displayed and the Windows Installer starts
repairing the installation of the selected solution.

6 On the Repair Complete page, click Finish.

See “About performing post-installation tasks” on page 52.

Creating and installing an installation package for
offline installation

To install the IT Management Suite (ITMS) solutions on a computer that does not
have an Internet connection, you must create an installation package. You create
an installation package using a computer that has IT Management Suite solutions
already installed on it. You then download or copy the entire installation package
on a computer that does not have an Internet connection, and then execute the
installation. The Symantec Installation Manager lets you create the installation
package in the form of a compressed executable file.

The installation package that can be used for offline installation contains the following
types of files:

■ Solution installer files
The .msi files are all the installation files that are required to install the solutions
and optional components that you selected when you created the package.
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■ License files
The installation package includes any licenses that you purchased for the
solutions that are currently installed on the computer.

■ Product listing file
The product listing file, .pl.xml file is a platform-neutral XML file that the
Symantec Installation Manager uses to install the IT Management Suite solutions.

■ Symantec Installation Manager installer file
The Symantec Installation Manager installer file,
SymantecInstallationManagerSetup.exe file, lets you install the Symantec
Management Platform and IT Management Suite solutions.

You can use the Symantec Installation Manager to create an installation package
for 64-bit operating system. The Symantec Management Platform 7.0 is a 32-bit
platform, whereas the Symantec Management Platform 8.0 is a 64-bit platform.
You can use the same installation package to install Symantec Management Platform
7.0 or Symantec Management Platform 8.0.You can also update the installation
package that you had previously created.

See “Updating an installation package for offline installation” on page 83.

You can create an installation package even on a computer having an operating
system which does not support the installation of Notification Server, which is the
central component of the IT Management Suite. Only Microsoft Windows Server
2008/2012 platform supports the installation of Notification Server. Microsoft
Windows 7 does not support the installation of Notification Server, but it does support
the installation of the Symantec Installation Manager. However, only the Create
Installation Package feature is available on Windows 7 (x64).

The following table describes the features of Symantec Installation Manager that
different Windows operating systems support.

Table 3-5 Available Symantec Installation Manager features on different
Windows operating systems

AvailableSymantec InstallationManager
features

Operating system on which the
Symantec Installation Manager can be
installed

All Symantec Installation Manager featuresMicrosoft Windows Server 2008

All Symantec Installation Manager featuresMicrosoft Windows Server 2012

Only theCreate Installation Package featureMicrosoft Windows 7
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The procedure for creating an installation package and installing the IT Management
Suite solutions on a computer with no Internet connectivity involves the following
steps:

1. Creating an installation package for offline installation.

You create an installation package using a computer that has IT Management
Suite solutions already installed on it.

See “To create an installation package for offline installation” on page 81.

2. Installing the installation package on a computer with no Internet connectivity.

You download or copy the entire installation package to a computer that does
not have an Internet connection, and then execute the installation.

See “To install the installation package on a computer with no Internet
connectivity” on page 82.

To create an installation package for offline installation

1 Install the IT Management Suite solutions on a computer that has Internet
connectivity.

See “Installing Symantec Management Platform and IT Management Suite ”
on page 35.

2 Start the Symantec Installation Manager on the computer.

See “Launching the Symantec Installation Manager” on page 53.

3 If the Install New Products page appears, click Cancel, and click Yes to
confirm the cancellation.

4 On the Installed Products page, click Create installation package.

5 On the Products page, specify the following details, and then click Next:

■ In the Available Products list, select the solutions to be included in the
installation package.

■ In theOutput location field, browse and select the path where the package
file must be created.

6 On the Optional Installations page, select the optional components that you
want to include in the package, and then click Next.

7 On the End User License Agreement page, select the I accept the terms in
the license agreements check box, and then click Next.

If you need to change the product selection, click Back twice.

8 On the Contact Information page, enter your contact information details, and
then click Next.
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9 (Optional) On the Product Licensing page, apply licenses for the solutions
that you have selected, and then click Next.

If you do not apply licenses, then by default the trial licenses are applied when
the solutions are installed. You can use the Symantec Installation Manager to
apply licenses at any time after the installation is completed.

See “Applying licenses to a product” on page 58.

10 On the Review Package Details page, review the information about the
installation package, and click Begin build.

The package is created and is saved at the location that you specified. The
installation package follows the following naming convention:

Symantec_Install_Package_<date>_<timestamp in 24-hour format>.exe

11 On the Installation Package Complete page, click Finish.

You can store the installation package .exe file on a portable device or on a
shared folder of the computer. You can then copy the installation package to
a computer with no Internet connectivity where you want to install the ITMS
solutions.

To install the installation package on a computer with no Internet connectivity

1 Log on as an administrator on the computer without Internet connectivity where
you want to install the IT Management Suite solutions.

2 Copy the installation package .exe file to the computer where you want to
install the ITMS solutions.

3 Run the compressed executable file to extract the installation package files.

4 After the installation files are extracted, you are prompted to launch the
Symantec Installation Manager setup. Click OK to confirm the action.

The installation files are extracted at the Altiris\Components folder to the
location where you stored the .exe file.

5 On being prompted, confirm to select and start the installation of the Symantec
Installation Manager.

See “Installing the Symantec Installation Manager” on page 33.

6 Upon completion of the Symantec Installation Manager installation, restart the
computer when prompted.
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7 After you have restarted the computer, launch the Symantec Installation
Manager.

See “Launching the Symantec Installation Manager” on page 53.

8 Install the required IT Management Suite solutions on the computer.

See “Installing Symantec Management Platform and IT Management Suite ”
on page 35.

See “About performing post-installation tasks” on page 52.

Updating an installation package for offline
installation

An installation package lets you install the IT Management Suite solutions on the
computers that do not have Internet connectivity.

See “Creating and installing an installation package for offline installation”
on page 79.

On the servers that are connected to the Internet, the Symantec Installation Manager
automatically identifies product updates. This functionality is not available if the
computer is not connected to the Internet, and therefore the product listing file does
not get updated. On the computers that do not have Internet connection, the product
listing file and the installation package must be updated manually. The latest versions
of the IT Management Suite or Symantec Management Platform are available
through the product listing file. This product listing file and other installation files
must be updated by updating the installation package. The count starts after the
last time you downloaded the product listing file and used that file to create the
installation package.

The procedure for updating the installation package involves the following steps:

1. Exporting the product history of a computer that does not have Internet access.

On the computer that has no Internet access, the Symantec Installation Manager
lets you export your product history as an .xml file.

See “To export the product history of the computer that does not have Internet
access” on page 84.

2. Importing the product history on a computer that has Internet access and then
updating the installation package.

You must then import the .xml file to a computer that has IT Management
Suite solutions previously installed on it and which has Internet access. This
import lets you create an installation package with only those products that
need to get updated.
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See “To import the product history on a computer that has Internet access and
then update the installation package” on page 84.

To export the product history of the computer that does not have Internet access

1 Log on to the computer without Internet connectivity where IT Management
Suite is installed using administrator credentials.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 If the Install New Products page appears, click Cancel, and then click Yes
to confirm the cancellation.

4 On the Installed Products page, click Settings.

5 On the Settings page, click Export Product History.

6 On the Save product install history file dialog box, browse and select the
location to save the .xml file, and then click Save.

You can save the .xml file on a portable device or shared driver of the
computer.

To import the product history on a computer that has Internet access and then
update the installation package

1 Log on as an administrator on the computer with Internet connectivity where
you installed the IT Management Suite solutions and which was used to create
the installation package previously.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 If the Install New Products page appears, click Cancel, and click Yes to
confirm the cancellation.

4 On the Installed New Products page, click Create installation package.

5 On the Products page, click Import Installed History to import the other
server's history.

6 Browse to the location of the history file.

7 Click Open.

8 Mark all the solutions you want to update and click Next.

9 Select the optional components and click Next.

10 Accept the license agreements.

11 Enter your contact information.
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12 Click Begin build. The Symantec Installation Manager now starts building the
installation package.

13 Click Finish.

14 Copy the installation package to the Notification Server computer without
Internet connectivity.

15 Install Symantec Installation Manager and the IT Management Suite solutions.

See “About performing post-installation tasks” on page 52.

Creating a support package
The Symantec Installation Manager (SIM) lets you create a support package that
you can send to the Symantec Support team for the team's intervention. You can
create the support package when you encounter problems with the installation,
configuration, or execution of the IT Management Suite solutions. The name of the
support package is Support, with the date and the time that is appended to the
package folder. By default, the support package is created in the C:\Program

Files\Altiris\Symantec Installation Manager\Support directory on the
server.

The support package is a compressed .zip file that includes the following data:

■ Notification Server logs.

■ Symantec Installation Manager logs that contain data about SIM activities, such
as reading or parsing the package data file, downloading packages, and
accessing the licensing server.

■ Symantec Installation Manager performance logs that contain summary report
about details such as services are restarted, when packages are downloaded,
installed or configured.

■ Copy of current and all the earlier product listing files.

■ Installation history information that contains information about all the installed
solutions, their version number, and the installation date.

■ SIM Registry key information of the computer.
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Note: The option Enable Windows Installer logging in the Symantec Installation
Manager's Settings dialog enables the creation of verbose logs. Verbose logs are
more detailed compared to the Symantec Installation Manager logs.

The verbose logs are valuable for troubleshooting and are enabled by default.
Before the IT Management Suite solutions are installed, the Symantec Installation
Manager logs are generated in the
C:\Users\<username>\AppData\Local\temp\SIM Logs directory. After the
installation of the IT Management Suite solutions, the logs are generated by default
in the C:\ProgramData\Symantec\SMP\Logs directory.

See “Viewing the Symantec Installation Manager logs” on page 91.

Symantec recommends that you send the following information to the Support team:

■ Operating system version that is installed on the host server and the virtual
machine.

■ Virtual machine version, if any.

■ Memory that is allocated to the server or the virtual machine.

■ Screen capture of the error or the error message that was displayed after an
error was encountered.

■ Support package that is created using the Symantec Installation Manager.

To create a support package

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 On the Installed Products page, click Settings.

4 In the Settings dialog box, click Create support package.

5 To access the support package, in the dialog box that appears, select theOpen
containing folder check box, and then click OK.

Alternatively, you can navigate to the following location on the computer to
view the support package files:

C:\Program Files\Altiris\Symantec Installation Manager\Support

See “About performing post-installation tasks” on page 52.
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Delaying an update of the Symantec Installation
Manager

The Symantec Installation Manager prompts you to update to the latest version of
the Symantec Installation Manager, as and when the latest version is available.
You can choose to update the Symantec Installation Manager immediately or you
can choose to delay the update. For example, the latest version of Symantec
Installation Manager must pass change control before you can use the Symantec
Installation Manager. In such cases, you can choose to delay the update of the
Symantec Installation Manager. You can delay the update until the new version of
Symantec Installation Manager is approved.

If you delay the update of the Symantec Installation Manager, you do not lose any
of the current functionality. However, the Symantec Installation Manager cannot
update the product listing file, which contains the latest products and updates. When
you do not update the Symantec Installation Manager, any features in the updated
product versions are not available on the computer where you have installed the
IT Management Suite solutions.

Note: Symantec recommends that you update the Symantec Installation Manager
when an updated version is available.

See “To delay the update of Symantec Installation Manager” on page 88.

When you delay updating the Symantec Installation Manager, you can specify when
the Symantec Installation Manager must remind you to perform the update. If you
then start the Symantec Installation Manager after the specified time has elapsed,
you are again prompted to perform the update. Each time the prompt appears, you
can update the Symantec Installation Manager or delay the update. If the specified
time to delay the update has not elapsed, you can update the product listing file to
begin the update process.

See “Updating the product listing file” on page 56.

You can update the Symantec Installation Manager installer to the latest available
version even after you have specified to delay the update. In such case, you can
modify the Symantec Installation Manager settings such that the application ignores
the previously-selected option to delay the update, and prompts you to install the
latest available version.
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To delay the update of Symantec Installation Manager

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 When theUpdate Symantec InstallationManager dialog box appears, select
when you want to be reminded to perform the update.

This dialog box appears only when an updated version of the Symantec
Installation Manager is available. If you previously selected to delay the update,
the dialog box does not appear until the delayed time expires.

You can select to be reminded about the Symantec Installation Manager update
in one day, three days, one week, or one month.

4 Click OK.

The update of the Symantec Installation Manager is postponed until the delayed
time has expired.

To update the Symantec Installation Manager after you have delayed the update
of the application

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, click Start, in the Search field, type regedit.

3 On theRegistry Editor page, clickHKEY_LOCAL_MACHINE > SOFTWARE
> Altiris > AIM > Configuration > ProductListings.

4 In the right pane, note the value of the Current registry value.

By default, the value of the Current registry value is 0 which means that the
0 product listing file is in use. If you are using a different product listing file
other than the default one, you may have the Current registry value as 1, and
so on.

5 Under the ProductListings folder, click the folder per the value of the Current
registry.

For example, if the Current registry value is 0, then you must click the 0 folder
under the ProductListings folder. If the Current registry value is 1, then you
must click the 1 folder under the ProductListings folder, and so on.

6 In the right pane, right-click the NextPlUpdateTime registry value, and then
click Modify.
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7 In the Edit String dialog box, in the Value data field, change the value of
registry key to the current date, and then click OK.

8 Restart the Symantec Installation Manager. If there are any available updates,
you will be prompted to update the Symantec Installation Manager.

See “About performing post-installation tasks” on page 52.

Uninstalling or repairing the optional components
The Symantec Installation Manager lets you uninstall or repair the optional
components, such as documentation packs, language packs, and migration wizard.
The Symantec Installation Manager has an Optional Installations page that lets
you choose which optional components to install. If you have installed any optional
components, you can use the Symantec Installation Manager to uninstall or repair
them.

See “Uninstalling the IT Management Suite solutions” on page 90.

To uninstall or repair the optional components

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 To display the optional components that are installed, on the Installed Products
page, press Ctrl+Shift+O.

If you press Ctrl+Shift+O again, the optional components are removed from
the Installed Products page.

4 In the list of installed products, select the optional component that you want to
uninstall or repair.

An optional component has (Optional component) displayed below the
component's name. When you select an optional component, the Repair and
Uninstall options appear.

5 To uninstall an optional component, complete the following steps:

■ Click Uninstall, and click Yes to confirm the removal of the product.

■ On the Uninstallation Complete page, click Finish.

6 To repair an optional component, complete the following steps:

■ Click Repair.
Windows Installer performs a repair of the installation.
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■ On the Repair Complete page, click Finish.

See “About performing post-installation tasks” on page 52.

Uninstalling the IT Management Suite solutions
You can uninstall the IT Management Suite solutions and the Symantec Installation
Manager from the computer where these applications are currently installed. The
Symantec Installation Manager lets you uninstall a specific IT Management Suite
solutions or a suite. When you uninstall the IT Management Suite using the
Symantec Installation Manager, all the dependent suites or solutions are uninstalled
except the following applications:

■ Symantec Management Platform

■ Symantec Installation Manager

■ Altiris Event Console

■ Altiris IT Analytics

■ Altiris Monitor Solution for Servers

■ ITMS Management Views

To uninstall the remaining components, you must manually select and uninstall the
component from the Symantec Installation Manager.

You can also use the Windows Add/Remove Programs feature to uninstall the IT
Management Suite solutions. The Add/Remove Programs feature uninstalls the
Symantec Management Platform, all the installed IT Management Suite solutions,
and the Symantec Installation Manager. If you used the Symantec Installation
Manager to uninstall the IT Management Suite solutions, you can use the Windows
Add/Remove Programs feature to uninstall the Symantec Installation Manager.
In such case, you cannot install any IT Management Suite solutions at a later time.

You can also uninstall only the optional components.

See “Uninstalling or repairing the optional components” on page 89.

Touninstall ITManagementSuite solutionsusing theSymantec InstallationManager

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 On the Installed Products page, select the product to uninstall.

When you select a product, the Uninstall option appears.
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4 Click Uninstall, and click Yes to confirm the removal of the product.

The product is uninstalled from the Symantec Management Platform. The
solution no longer appears in the console and all entries in the database are
deleted.

5 On the Uninstallation Complete page, click Finish.

To uninstall IT Management Suite solutions using the Windows Add/Remove
Programs feature

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 Click Start > Control Panel > Programs > Uninstall a program.

3 From the list of applications that are installed on the computer, click Symantec
Platform and Solutions, and click Remove.

4 Click Uninstall.

This action uninstalls the IT Management Suite solutions, the Symantec
Management Platform, and the Symantec Installation Manager.

See “About performing post-installation tasks” on page 52.

Viewing the Symantec Installation Manager logs
The Symantec Installation Manager creates logs during installation, repair, and
uninstallation of any IT Management Suite solutions. The log entries help to view
the record of the tasks that were executed on the computer.

Following are the types of log files that the Symantec Installation Manager creates:

■ Verbose logs
Verbose logs contain detailed information about events and are more useful for
troubleshooting purposes. But the verbose logs can affect the computer's
performance by creating large log files.

■ Non-verbose logs
Non-verbose logs contain less information such as the event's timing and a
minimal description. The non-verbose logs contain less information as compared
to the verbose logs.
By default, the verbose logging is enabled. When you create a support package,
the log files are included in the package to facilitate troubleshooting.

See “Disabling the creation of verbose Symantec Installation Manager logs”
on page 93.

Following are the types of log entries that are included in the log files:
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■ Install logs
These log entries contain detailed information about what happens during the
installation of all installed solution .msi files.

■ Uninstall logs
These log entries list the uninstall behavior of all solution .msi files that were
uninstalled.

■ Repair logs
These log entries lists what happened when a solution .msi file was repaired.

The logs are stored at any of the following locations on the computer where the IT
Management Suite solutions are installed:

■ Before the IT Management Suite solutions are installed, the Symantec Installation
Manager logs are generated in the
C:\Users\<username>\AppData\Local\temp\SIM Logs directory.
The user name refers to the user credentials through which the Symantec
Installation Manager was installed. The Symantec Installation Manager logs are
stored in this location even after the IT Management Suite solutions are installed.

■ After the installation of the IT Management Suite solutions, the logs are generated
by default in the C:\ProgramData\Symantec\SMP\Logs directory.

To view logs before the installation of the IT Management Suite solutions

1 On the computer, navigate to the
C:\Users\<username>\AppData\Local\temp\SIM Logs directory.

Note:The user name refers to the user credentials through which the Symantec
Installation Manager was installed.

2 View the Symantec Installation Manager logs that were generated.

To view logs after the installation of the IT Management Suite solutions

1 On the computer, navigate to the C:\ProgramData\Symantec\SMP\Logs

directory.

2 View the log files pertaining to the IT Management Suite solutions that you
installed.

See “About performing post-installation tasks” on page 52.
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Disabling the creation of verbose Symantec
Installation Manager logs

Verbose logging is turned on by default in Symantec Installation Manager. Verbose
logging contains detailed information and is useful for troubleshooting purposes.
However, the verbose logging can create large log files which can effectively slow
down the computer's performance.

See “Viewing the Symantec Installation Manager logs” on page 91.

To disable the creation of verbose logs on the computer where the IT Management
Suite solutions are installed

1 Log on to the computer where you installed the IT Management Suite solutions
as an administrator.

2 On the computer, start the Symantec Installation Manager.

See “Launching the Symantec Installation Manager” on page 53.

3 On the Installed Products page, click Settings.

4 Clear the Enable Windows Installer logging check box.

See “About performing post-installation tasks” on page 52.
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Upgrading to IT
Management Suite

This chapter includes the following topics:

■ About upgrade paths of IT Management Suite 8.0

■ Best practices for upgrading to IT Management Suite 8.0

■ Upgrading to IT Management Suite 8.0

■ Upgrading Notification Server to the latest version

■ Upgrading Symantec Management Agent

■ Upgrading site servers

■ Post-upgrade versions of Symantec Management Agent and solution plug-ins

About upgrade paths of IT Management Suite 8.0
This topic includes the following information:

■ Introduction to upgrade

■ Supported upgrade paths of IT Management Suite 8.0

■ Notification Server upgrade setups

Introduction to upgrade
An upgrade is when you replace the previous versions of the IT Management Suite
(ITMS) with the latest version of ITMS using the same hardware, server operating
system, and database
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You can perform an upgrade from previous versions of IT Management Suite to
the latest version under any of the following situations:

■ When you perform an upgrade on the same hardware of the server

■ When you plan to continue using the same server operating system

■ When both the IT Management Suite environments use the same IT Management
Suite Configuration Management Database (CMDB)

Supported upgrade paths of IT Management Suite 8.0
The supported upgrade paths of the IT Management Suite solutions and Symantec
Management Platform from the earlier release versions to the latest release version
are as follows:

■ ITMS 7.5 SP1 HF5
This includes the SMP version 7.5.3300

■ ITMS 7.6 HF7
This includes the SMP version 7.6.1655

For more information about the supported upgrade paths for ITMS 8.0, see the
following knowledge base article:

http://www.symantec.com/docs/DOC9160

Notification Server upgrade setups
The following table describes different upgrade and migration scenarios for IT
Management Suite 8.0 and the type of setups to be prepared:

Table 4-1 Different upgrade and migration scenarios supported for IT
Management Suite 8.0

Operating
system

Upgrade typeITMS version
after upgrade

ITMS
version
before
upgrade

Notification Server
type

Upgrade
component

Windows Server
2008 R2 >
WindowsServer
2008 R2

on-box8.07.5 SP1 HF5
or 7.6 HF7

SingleSingle Notification
Server

Windows Server
2008 R2 >
WindowsServer
2008 R2

on-box8.07.5 SP1 HF5
or 7.6 HF7

SingleSingle Notification
Server
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Table 4-1 Different upgrade and migration scenarios supported for IT
Management Suite 8.0 (continued)

Operating
system

Upgrade typeITMS version
after upgrade

ITMS
version
before
upgrade

Notification Server
type

Upgrade
component

Windows Server
2008 R2 >
WindowsServer
2012 R2

off-box8.07.5 SP1 HF5
or 7.6 HF7

SingleSingle Notification
Server

Windows Server
2008 R2 >
WindowsServer
2008 R2

on-box8.07.5 SP1 HF5
or 7.6 HF7

Parent and Child
Notification Server

Multiple
Notification
Servers in
hierarchy

Windows Server
2008 R2 >
WindowsServer
2008 R2

on-box8.07.5 SP1 HF5
or 7.6 HF7

Parent and Child
Notification Server

Multiple
Notification
Servers in
hierarchy

Windows Server
2008 R2 >
WindowsServer
2012 R2

off-box8.07.5 SP1 HF5
or 7.6 HF7

Parent and Child
Notification Server

Multiple
Notification
Servers in
hierarchy

Best practices for upgrading to ITManagement Suite
8.0

Following are the best practices for upgrading to the IT Management Suite (ITMS)
8.0 solutions:

■ In a hierarchy, Symantec recommends that you upgrade the child Notification
Servers first, and then upgrade the parent Notification Server. For information
about upgrading Notification Servers in a hierarchy, see the knowledge base
article Upgrading Notification Servers in a hierarchy.

■ Before you start a fresh installation of ITMS solutions or an upgrade to ITMS
8.0, you must check the SSL configuration for the SMP website. For the SMP
website in the IIS Manager, ensure that you do not select theClient Certificates:
Require option when the Require SSL option is selected.
For the SMP website, if the Client Certificates: Require option is selected in
Internet Information Services (IIS) Manager when the Require SSL option is
used, the configuration does not start and the installation process or upgrade
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process fails. Additionally, a forbidden (403) error is displayed and an associated
warning is reported in the Altiris Log Viewer.

■ Before you start an upgrade from the previous version of ITMS that has FIPS
mode enabled, you must disable FIPS mode. You cannot upgrade from previous
version of ITMS to IT Management Suite 8.0 in FIPS enabled mode. After you
upgrade IT Management Suite to version 8.0, you can enable FIPS mode or
keep it disabled in your environment.
See “Installing and Upgrading IT Management Suite 8.0 in FIPS mode”
on page 48.

■ When you configure the IIS settings for the Default Web Site, disable the HTTP
Redirect feature that redirects incoming HTTP requests to your Notification
Server hostname.

■ After upgrade to SMP 8.0, you can upgrade the Symantec Management Agent
(SMA) on the client computers to SMA 8.0. Additionally, you must also upgrade
the solution plug-ins to the latest version. The legacy agents (Symantec
Management Agents version 7.1 SP2 or lower) can only get an upgrade policy
from the latest version of SMP using the Legacy Agent Communication (LAC)
mode. Symantec recommends that you upgrade the SMA and the solution
plug-ins to the latest version.
For more information about LAC in different versions of IT Management Suite,
see the knowledge base article at the following URL:
http://www.symantec.com/docs/DOC9185
See “Upgrading Symantec Management Agent” on page 111.
For more information about the Legacy Agent Communication feature in different
versions of IT Management Suite, see the IT Management Suite Administration
Guide.

■ When you perform an off-box upgrade, the FQDN of the old server and the new
server differs. To maintain the connectivity of the agents after the upgrade,
Notification Server automatically updates the default communication profile of
the old server with the FQDN of the new server. After this change, the
communication profile of the old server will remain available, but all references
to it are switched to the communication profile of the new server.
The agent settings that point to the custom communication profile are not
changed during the upgrade process.

Upgrading to IT Management Suite 8.0
You can perform an upgrade if you move from earlier versions of IT Management
Suite to the latest version of IT Management Suite on same server hardware and
with the same configuration database.
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See “About upgrade paths of IT Management Suite 8.0” on page 94.

To ensure that your upgrade runs without problems, you must first ensure that your
computer meets the minimum requirements for the upgrade.

See “Upgrade checklist for IT Management Suite 8.0” on page 99.

Table 4-2 Process for upgrading to IT Management Suite 8.0

DescriptionActionStep

You must first upgrade Notification Server to the latest
version, and then proceed to upgrade other components
in your ITMS environment.

See “Upgrading Notification Server to the latest version”
on page 98.

Upgrade the
Notification Server
computer.

Step 1

You must enable the Symantec Management Agent
upgrade rollout policy to upgrade the Symantec
Management Agent on a package server and task
server.

See “Upgrading Symantec Management Agent”
on page 111.

Upgrade the
Symantec
Management Agent
on site servers.

Step 2

You must then enable the Task Service and Package
Service upgrade rollout policy.

See “Upgrading site servers” on page 113.

Upgrade site servers.Step 3

After upgrading your site servers and their Symantec
Management Agents, you must enable the Symantec
Management Agent upgrade rollout policy for other
client computers in your ITMS environment.

See “Upgrading Symantec Management Agent”
on page 111.

Upgrade the
Symantec
Management Agent
on other client
computers.

Step 4

If you have upgraded to the ITMS solutions which have
plug-ins, ensure that you upgrade the individual solution
plug-ins.

Upgrade solution
plug-ins.

Step 5

Upgrading Notification Server to the latest version
Following is the process for upgrading from earlier versions of Notification Server
to the latest version of Notification Server on the same server hardware and with
the same configuration database.
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Table 4-3 Process for upgrading to Notification Server 8.0

DescriptionActionStep

Before you upgrade, you must prepare your ITMS
environment for the upgrade.

See “Upgrade checklist for IT Management Suite 8.0”
on page 99.

Prepare to upgrade.Step 1

After you prepare your environment, you can perform
the actual upgrade.

See “Performing upgrade of Notification Server to the
latest version” on page 104.

Perform the upgrade.Step 2

Verify that the upgrade has been successful and
perform additional post-upgrade tasks.

See “Performing post-upgrade tasks” on page 107.

Perform
post-upgrade tasks.

Step 3

The process of setting up Cloud-enabled Management
after an upgrade or a migration is similar to the process
of setting up Cloud-enabled Management after a fresh
installation.

Set up cloud-enabled
management

(Optional)
Step 4

For more information about upgrade, see the following videos in Symantec Connect:

■ Upgrading SMP or its products through SIM

Upgrade checklist for IT Management Suite 8.0
Before you begin the upgrade, ensure that the computer on which you plan to
upgrade to the latest version of the IT Management Suite (ITMS) meets the minimum
requirements.

The minimum requirements for upgrading to the latest version of the IT Management
Suite are as follows:
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Table 4-4 Upgrade checklist

DescriptionChecklistItem

Before you start the upgrade, ensure that either of the
supported upgrade release version is installed on your SMP
Server.

If you have ITMS 7.5 SP1 installed on your computer, then
you must install the latest hot fix available in ITMS 7.5 SP1
HF5, and then upgrade to ITMS 8.0.

If you have ITMS 7.6 installed on your computer, then you
must install the latest hot fix available in ITMS 7.6 HF7, and
then upgrade to ITMS 8.0.

Note: To select all the latest available hot fixes for
installation, select the Select All latest hot fix versions
check box on the Install Hot Fixes page. See “Installing
hot fixes” on page 62.

If you do not want to install all the latest ITMS and non-ITMS
hot fixes, do not select the Select All latest hot fix versions
check box. You can then manually select the latest
ITMS-specific hot fixes for installation.

For more information about the supported upgrade paths
and the recommended upgrade installation, see the following
knowledge base article:

http://www.symantec.com/docs/DOC9160

Supported upgrade paths.1

Before you start the upgrade, ensure that you configure the
IIS settings for the Default Web Site and disable the HTTP
Redirect feature that redirects incoming HTTP requests to
your Notification Server hostname.

IIS settings for the Default Web Site2
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Table 4-4 Upgrade checklist (continued)

DescriptionChecklistItem

If required, perform a backup of the ITMS server and the
CMDB database.

On the computer that has ITMS 7.1 installed on it, click Start
> All Programs > Microsoft SQL Server > SQL Server
Management Studio. In the left pane, expand the
Databases folder, right-click the name of your database,
and then click Tasks > Back Up. In the Back up Database
dialog box, specify the following information, and then click
OK:

■ In the Backup type list, click Full.
■ In theBackup set area, in theName field, enter a name

for your backup.
■ In the Destination area, add the location where you

want your backup file to be stored. This location must
be a secure storage location, and must not be on the
local computer.

For more information about how to back up the CMDB
database, see the following knowledge base article:

http://www.symantec.com/docs/HOWTO65643

CMDB and ITMS server backup.3
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Table 4-4 Upgrade checklist (continued)

DescriptionChecklistItem

Verify the setting of Legacy Agent Communication before
starting the upgrade process.

After upgrade to SMP 8.0, you can upgrade the Symantec
Management Agent (SMA) on the client computers to SMA
8.0. Additionally, you must also upgrade the solution plug-ins
to the latest version. The legacy agents (Symantec
Management Agents version 7.1 SP2 or lower) can only get
an upgrade policy from the latest version of SMP using the
Legacy Agent Communication (LAC) mode. Symantec
recommends that you upgrade the SMA and the solution
plug-ins to the latest version.

To configure the Legacy Agent Communication mode
setting, run theNSConfigurator Tool. TheNSConfigurator
Tool is located at Program
Files\Altiris\Notification
Server\Bin\Tools.To start theNSConfigurator, run the
NSConfigurator application. To enable the Legacy Agent
Communication mode, in the NSConfigurator dialog,
navigate to Core Settings > Security Settings
>LegacyAgentCommunicationMode. By default, the
Legacy Agent Communication mode is disabled.

For more information about LAC in different versions of IT
Management Suite, see the knowledge base article at the
following URL:

http://www.symantec.com/docs/DOC9185

Legacy Agent Communication.4

Ensure that you record the ITMS configuration settings, so
that you can implement similar settings after the upgrade
in cases where the configuration options may change.

In the Symantec Management Console, click Settings >
All Settings , and record the following configuration settings:

■ Task server settings under Task Settings.
■ Agent communication settings under Agents/Plug-ins.
■ Policies refresh settings and membership update settings

underNotification Server > Resource and Data Class
Settings > Resource Membership Update.

ITMS configuration settings.5
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Table 4-4 Upgrade checklist (continued)

DescriptionChecklistItem

Ensure that the hierarchy replication is disabled on
Notification Servers before the upgrade.

The Installation Readiness Check in the Symantec
Installation Manager detects whether replication is enabled.
If the replication is enabled, you must to disable the
replication before you can proceed with the upgrade.

For more information on upgrading Notification Servers in
a hierarchy, see the following knowledge base articles:

www.symantec.com/docs/HOWTO44016

www.symantec.com/docs/HOWTO21657

Hierarchy replication in an ITMS
environment.

6

Ensure that all the replication jobs are completed in your
ITMS environment before the upgrade.

In the Symantec Management Console, on the Reports
menu, click All Reports > Notification Server
Management > Server > Replication > Current
Replication Activity.

Verify that the Current Replication Activity report is blank.
If the report returns any results, you must wait until all
replications jobs have been completed before performing
the upgrade. You can also cancel all current replication jobs.
Replication data is sent during the next replication job.

Completion of the replication jobs in the
ITMS environment.

7

Review Notification Server logs for errors or for warnings
that may cause instability with the product.

To open the Log Viewer, click Start > All Programs >
Symantec > Diagnostics > Altiris Log Viewer.

Check Symantec logs for existing errors or warnings. If any
errors or warnings are found, take note and try to resolve
them before the upgrade.

See “Viewing the Symantec Installation Manager logs”
on page 91.

Review logs before installing new ITMS
components.

8

Run the scheduled task "NS.packagerefresh".

Click Start > All Programs > Accessories > System Tools
> Task Scheduler > Microsoft.

Select the NS package refresh task and click Run.

Run "NS.packagerefresh" task.9

(Optional)
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Table 4-4 Upgrade checklist (continued)

DescriptionChecklistItem

Ensure that all critical tasks are completed in your ITMS
environment.

During an upgrade, all services are stopped and any
outstanding tasks may fail, report up incorrectly, or be
terminated.

For more information about how to find the tasks that are
currently running in your environment, see the following
knowledge base article:

www.symantec.com/docs/HOWTO54534

Completion of critical tasks in the ITMS
environment.

10

Identify the agent plug-ins in your ITMS environment.

You need to be aware of all of your agent plug-ins. For
example, which plug-ins are enabled, which plug-ins are
you upgrading, and what are their dependencies.

All plug-in policies are disabled during upgrade, so you need
to turn them on.

Any plug-ins that are not upgraded may cause conflicts with
newer software. A best practice is to upgrade all components
at the same time to ensure full compatibility.

Agent plug-in status.11

Check whether there are any pending restarts on the
computer from other installations or updates and restart the
computer if required before proceeding.

You must restart the computer to complete pending
operations before starting the upgrade process. The
Symantec Installation Manager checks for any pending
restart tasks when you launch theSymantec Installation
Manager and during the install readiness check.

Check for pending restarts and restart
the computer, if required.

12

Performing upgrade of Notification Server to the latest version
This topic includes the procedural information about upgrading to Notification Server
8.0.

You must first upgrade Notification Server to the latest version, and then proceed
to upgrade other components in your ITMS environment.
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To upgrade to Notification Server 8.0

1 Click Start > All Programs > Symantec > Symantec Installation Manager,
right-click the Symantec Installation Manager icon, and then click Run as
administrator.

2 On the Installed Products page, ensure that you have the latest updated
product listing file, and that upgrades to the currently-installed solutions are
available.

An updated product listing contains the latest IT Management Suite solutions
that are available for upgrade. During the latest product version release, the
latest product version is updated in the product listing file that is located at
http://www.solutionsam.com/solutions/pl/symantec_v2.pl.xml.zip. On detecting
an updated product listing file, the Symantec Installation Manager prompts you
to update the file. On confirming, the Symantec Installation Manager downloads
the updated product listing file, and checks whether there are any upgrades
available to the currently-installed solutions. If upgrades to currently-installed
solutions are available, they are displayed in green text next to Upgrade
installed products. For example, the text might read: 2 product upgrades
available.

You can also manually update the product listing file to check whether there
are any upgrades available for the currently-installed solutions.

See “Updating the product listing file” on page 56.

3 To upgrade the installed solutions to the latest version of the IT Management
Suite, click Upgrade installed products.

4 On theUpgrade Installed Products page, in theUpgrade to product version
list, click the latest version of the Symantec Management Platform that you
want to upgrade to, and then click Next.

The latest version is the default version. However, you can select an earlier
version if, for example, your change control process dictates it.

The Symantec Management Platform version determines which compatible
products can be upgraded.

■ The Products to be upgraded list displays the solution or the platform
version for which compatible upgrades are available.
The list is populated based on the version of the platform that you select.

■ The Products to be uninstalled list displays the products that are
uninstalled because they are no longer compatible with the selected product
version.
If there are no incompatible products, this list is not displayed.

105Upgrading to IT Management Suite
Upgrading Notification Server to the latest version

http://www.solutionsam.com/solutions/pl/symantec_v2.pl.xml.zip


During off-box upgrade, the End-of-life (EOL) products or incompatible
products are not uninstalled or unconfigured.

Note: A few of the check boxes in the Products to be uninstalled list may be
grayed out and cannot be deselected. The remaining check boxes can be
deselected. The grayed-out check boxes denote the solutions for which either
no compatible upgrade is available, or a product has been deprecated or been
merged with another solution. For example, the Symantec Administrator SDK
has been merged with Symantec Management Platform. A check box that can
be deselected might be found next to a third-party solution. You can choose
to deselect the check box to prevent the solution from being uninstalled, but
the solution may not work with the product version that you upgrade to.

5 On being prompted to confirm to remove the incompatible solutions and proceed
with the upgrade to ITMS 8.0, click Yes.

6 On the End User License Agreement page, select the I accept the terms in
the license agreements check box, and then click Next.

7 On the Contact Information page, verify or modify your contact information,
and then click Next.

8 On the Install Readiness Check page, resolve the requirements that are
marked with a red icon, and then click Next.

You cannot proceed with the upgrade unless you resolve these requirements
first. Then click Check install readiness again to ensure that they are fixed.

See 9 on page 38.

9 On the Review Installation Details page, review the installation summary,
and then click Begin install.

10 (Optional) After the installation is completed, on the Back up Notification
Server Cryptographic Keys page, browse and select the location where you
want the key backups to be stored, specify the password to encrypt the
individual cryptographic keys, and then click Next.

The option to back up Notification Server cryptographic keys is displayed only
after the installation is completed. You can take a backup of Notification Server
cryptographic keys after the installation is completed. To take a backup after
the installation is completed, click Close on the Back up Notification Server
Cryptographic Keys page.

See “Backing up Notification Server cryptographic keys” on page 76.
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11 (Optional) On the Product Licensing page, click Install Licenses, select the
product license file, and then click Next.

You can install the product licenses after the installation is completed. To
specify the product licenses after the installation is completed, click Close on
the Product Licensing page.

See “Applying licenses to a product” on page 58.

12 On the Installation Complete page, check Launch Symantec Management
Console to launch the Symantec Management Console on the Notification
Server computer, and then click Finish.

The Internet Information Services (IIS) Manager redirects the console request
to the appropriate link with https://<IP address>/altiris/. You can
manually launch the Web console either from the Start menu of the computer.
Alternatively, you can manually launch the Web console if you know the IP
address of the Notification Server computer. For example: https://<IP
address>/altiris/console.

13 On the Symantec Installation Manager page, click Close.

Performing post-upgrade tasks
After the upgrade, you must perform additional tasks to ensure that your ITMS 8.0
environment functions correctly. The tasks also let you revert to the ITMS
environment configurations that you had set up before the upgrade. You use the
Symantec Management Console of Notification Server to execute these tasks.

To ensure a successful upgrade to IT Management Suite 8.0

1 In the Symantec Management Console, click Settings, and compare the
configuration settings to the ones you recorded when you prepared to upgrade.

Revert to the settings that you recorded while preparing to upgrade to ITMS
8.0 to keep your system running as it did before the upgrade.

2 If you had hierarchy implemented in your environment previously and had
disabled the hierarchy during an upgrade, you must upgrade all the servers in
the hierarchy.

The recommended practice is to upgrade Notification Servers starting from the
lowest level to the highest level in the hierarchy. This means that you upgrade
the lowest-level child Notification Servers and gradually upgrade the servers
in the hierarchy till you reach the parent Notification Server. Ensure that each
child Notification Server is upgraded to a higher version before its parent. You
do not need to break any hierarchy relationships in the process.

For more information, see www.symantec.com/docs/HOWTO21657.
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3 Review Notification Server logs after the upgrade for errors or for warnings
that may cause instability with the product.

To open the Log Viewer, clickStart > All Programs > Symantec > Diagnostics
> Altiris Log Viewer, to open the Log Viewer.

Check Symantec logs for existing errors or warnings. If any errors or warnings
are found, take note and try to resolve them after the upgrade.

4 Perform a database defragmentation of the Symantec CMDB database to
compact the database and increase the disk performance.

For more information on performing a database defragmentation , see the
www.symantec.com/docs/HOWTO8589 or the Microsoft TechNet site.

For further information on configuring your environment, refer to the IT Management
Suite Administration Guide.

Restoring Cloud-enabled Management communication after an
off-box upgrade

After you perform an off-box upgrade of the IT Management Suite 7.5 SP1 HF5 or
7.6 HF7 to the latest version, you may need to restore the communication with
cloud-enabled client computers.

In most cases, when you upgrade the IT Management Suite onto a new server, the
server has a different IP address and FQDN than the previous one. This means
that the new server has a new set of SSL certificates that are used for Cloud-enabled
Management (CEM) communication, and you need to set up CEM on the new
Notification Server.

The following procedures describe the possible ways to redirect cloud-enabled
clients after an off-box upgrade.

To restore CEM communication on Windows computers after an off-box upgrade
of the IT Management Suite 7.5 SP1 HF5

1 After you install the latest version of IT Management Suite on the new server,
configure CEM environment the same way, as for a new installation.

For more information on how to configure Cloud-enabled Management, see
the IT Management Suite Administration Guide, or the Cloud-enabled
Management Whitepaper.

2 On the new Notification Server, generate an offline installation package for
CEM, and then place the package in a location accessible from old Notification
Server.
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3 On the old Notification Server, import the package into Software Catalog, and
then set up the following command line options for the package:

"packagename.exe" /pass:yourpassword /s

This command line enables automated upgrade and switching to a new
Notification Server.

4 From the old Notification Server, deploy the offline installation package to
cloud-enabled clients with a Managed Software Delivery or a Software
Delivery task.

5 When the clients are upgraded, on the new Notification Server, make sure that
the newly upgraded clients are members of all needed filters and organizational
groups.

For a different approach to redirect the 7.5 SP1 HF5 cloud-enabled Windows clients,
see the following article: HOWTO98812

To restore Cloud-enabled Management communication on Mac OS X computers
after an off-box upgrade of the IT Management Suite 7.6 HF7

1 Ensure that the 7.6 HF7 clients are able to communicate with the 8.0 Notification
Server without using CEM.

2 On the 7.6 HF7 Notification Server, disable the CEM policy to remove the old
CEM settings from the clients.

3 In the Symantec Management Console, click Settings > Agents/Plug-in
Settings > Targeted Agents Settings.

4 On the Targeted Agents Settings page, on the Advanced tab, redirect the
clients to the 8.0 Notification Server.

5 On the 8.0 Notification Server, enable the CEM policy.

After the 7.6 HF7 clients register on the 8.0 Notification Server and receive the
CEM policy, they receive the new CEM settings.
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To restore CEM communication on Mac OS X computers that have no direct
connectionwithNotification Server after an off-box upgrade of the ITManagement
Suite 7.6 HF7

1 After you install the latest version of IT Management Suite on the new server,
configure CEM environment the same way, as for a new installation.

For more information on how to configure Cloud-enabled Management, see
the IT Management Suite Administration Guide, or the Cloud-enabled
Management Whitepaper.

2 On the new Notification Server, generate an offline installation package for
CEM, extract cem_package.sh from the generated zip archive, and then place
the package in a location accessible from old Notification Server.

3 On the old Notification Server, import the package into Software Catalog, and
then set up the following Install command line option for the package:

sh cem_package.sh -reinstall -pwd 'yourpassword' -bg

This command line enables automated upgrade and switching to a new
Notification Server.

4 From the old Notification Server, deploy the offline installation package to
cloud-enabled clients with a Managed Software Delivery or a Software
Delivery task.

5 When the clients are upgraded, on the new Notification Server, make sure that
the newly upgraded clients are members of all needed filters and organizational
groups.

To restore CEM communication on Windows computers after an off-box upgrade
of the IT Management Suite 7.6 HF7

1 After you install the latest version of IT Management Suite on the new server,
configure CEM environment the same way, as for a new installation.

2 On the new Notification Server, export the default connection profile that
includes CEM settings.

3 On the old Notification Server, import the connection profile.

4 In the Symantec Management Console, click Settings > Agents/Plug-in
Settings > Targeted Agents Settings.

5 On the Targeted Agents Settings page, on theAdvanced tab, checkSpecify
an alternate URL for the Symantec Management Agent to use to access
the NS, and then select and configure the imported connection profile.

6 Apply Targeted Agent Settings policy to the cloud-enabled clients that you
want to upgrade, and then enable the policy.
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7 Ensure that the targeted cloud-enabled clients receive the policy and use the
imported connection profile to access Notification Server.

8 On the new Notification Server, enable the upgrade policy.

9 Ensure that the targeted cloud-enabled clients receive the policy and upgrade
successfully.

Upgrading Symantec Management Agent
After upgrade to Notification Server 8.0, you can upgrade the Symantec Management
Agent (SMA) on the client computers to SMA 8.0. Additionally, you must also
upgrade the solution plug-ins to the latest version. The legacy agents (Symantec
Management Agents version 7.1 SP2 or lower) can only get an upgrade policy from
the latest version of SMP using the Legacy Agent Communication (LAC) mode.

The LAC mode lets you control whether you can send out the upgrade policy to the
legacy agents that were previously not managed by the upgraded Notification
Server. The LAC mode does not affect the legacy agents that where previously
managed by the upgraded Notification Server. Regardless of the LAC mode, you
can only send out the agent upgrade policy to such legacy agents.

Symantec recommends that you upgrade the SMA and the solution plug-ins to the
latest version.

Note: You must verify the setting of LAC before starting the upgrade process.

To configure the Legacy Agent Communication mode setting, run the NS
Configurator Tool. The NSConfigurator Tool is located at Program
Files\Altiris\Notification Server\Bin\Tools.To start the NSConfigurator,
run the NSConfigurator application. To enable the Legacy Agent Communication
mode, in theNSConfigurator dialog, navigate toCore Settings > Security Settings
>LegacyAgentCommunicationMode. By default, the Legacy Agent Communication
mode is disabled.

For more information about the Legacy Agent Communication feature in different
versions of IT Management Suite, see the IT Management Suite Administration
Guide.

To upgrade to Symantec Management Agent 8.0

1 Open the Symantec Management Console on Notification Server 8.0.

2 Execute any of the following tasks:

■ To access the 64-bit Symantec Management Agent upgrade policy, click
Settings > All Settings. You then navigate toAgent/Plug-ins > Symantec
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Management Agent >Windows > Site Server > SymantecManagement
Agent for Windows x64 (Site Server Only) - Upgrade.

■ To access the 32-bit Symantec Management Agent upgrade policy, click
Settings > All Settings. You then navigate toAgent/Plug-ins > Symantec
Management Agent >Windows > Site Server > SymantecManagement
Agent for Windows x86 (Site Server Only).

3 Specify your preferences, the target computer, and then clickOn on the top-right
corner of the right pane.

After the Symantec Management Agent on a site server is upgraded, the agent
sends out registration request to Notification Server to establish the communication.
You can view and manage the registration status in theAgent Registration Status
report.

For more information, See “About agent registration after an upgrade” on page 112.

About agent registration after an upgrade
The agent registration feature requires a client computer to be allowed to
communicate with Notification Server before this Notification Server can manage
the client computer. The agent registration feature works only for the agent version
7.5 and above.

You can check and manage the registration requests in the Symantec Management
Console, on the Agent Registration Status page, under Reports > Notification
Server Management > Registration.

In addition to manually managing the registration requests, you can configure agent
registration policies that automatically allow or block the requests. By default, an
agent registration policy that allows all incoming requests is enabled on Notification
Server. During the upgrade process, Symantec recommends that you use only the
default agent registration policy. In this case, the client computers that you are
currently managing are automatically allowed to communicate with the upgraded
Notification Server. After most of the computers have been approved, you can
create more restrictive agent registration policies.

You can create an Agent Registration Policy in the Symantec Management
Console, under Settings > Agents/Plug-ins > Symantec Management Agent >
Settings > Registration Policies.

For more information, see the topics about creating an agent registration policy and
viewing the Agent Registration Status report in the IT Management Suite
Administration Guide.
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Viewing the Legacy Agent Registration Requests report
The Legacy Agent Registration Requests report displays information about the
legacy agents that send the registration requests to Notification Server after an
off-box upgrade. You can use the data from the report to schedule push installation
to the client computers that have legacy agent installed.

When push installation is executed, the data in the Legacy Agent Registration
Requests report is removed. You can see the registration status in the Agent
Registration Status report.

Note: Legacy agent is a computer with Symantec Management Agent's version
lower or equal to 7.1 SP2.

Upgrading site servers
You need to upgrade your site servers in a site before you redirect your managed
computers in the site to Notification Server 8.0. To upgrade a site server, redirect
it to the Notification Server 8.0 and upgrade its Symantec Management Agent.
Ensure the policies that upgrade the services are enabled to upgrade the site
servers. The Windows Package Server Agent Upgrade policy upgrades the
package servers. The Task Service Upgrade policy upgrades the task servers.

Step 1: Enable the Task Service Upgrade policy
After the Symantec Management Agent is upgraded to 8.0 version, you must enable
the Task Service upgrade rollout policy

To enable the policy

1 Open the Symantec Management Console on the 8.0 Notification Server.

2 Execute any of the following tasks:

■ To access the 64-bit task server agent upgrade policy, on the Settings
menu of the Symantec Management Console, click All Settings. You then
navigate to Notification Server > Site Server Settings > Task Service >
Advanced > Task Service Upgrade (x64).

■ To access the 32-bit task server agent upgrade policy, on the Settings
menu of the Symantec Management Console, click All Settings. You then
navigate to Notification Server > Site Server Settings > Task Service >
Advanced > Task Service Upgrade (x86).

3 Specify your preferences, the target computer, and then clickOn on the top-right
corner of the right pane.
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Step 2: Enable the Package Service Upgrade policy
You can then enable the Package Service upgrade rollout policy. After a package
server establishes communication with Notification Server, it downloads any new
8.0 system-based packages that Notification Server 8.0 hosts. These packages
include all solution plug-ins. Any package that has not changed is not re-downloaded.

To enable the policy

1 Open the Symantec Management Console on Notification Server 8.0.

2 On the Settings menu, click All Settings. You then navigate to Settings >
Notification Server > Site Server Settings > Package Service > Advanced
> Windows > Windows Package Server Agent Upgrade.

3 Specify your preferences, the target computer, and then clickOn on the top-right
corner of the right pane.

The site servers are not upgraded until you enable the Symantec Management
Agent upgrade policy, Task Service upgrade policy, and Package Service upgrade
policy. If you do not want to upgrade the site servers but still want them to
communicate with the upgraded Notification Server, enable the Legacy Account
Communication. To configure the Legacy Agent Communication mode setting, run
the NS Configurator Tool. The NSConfigurator Tool is located at Program
Files\Altiris\Notification Server\Bin\Tools.To start the NSConfigurator,
run the NSConfigurator application. To enable the Legacy Agent Communication
mode, in theNSConfigurator dialog, navigate toCore Settings > Security Settings
>LegacyAgentCommunicationMode. By default, the Legacy Agent Communication
mode is disabled

Symantec recommends you to keep the Legacy Agent Communication mode
enabled until all site servers are upgraded.

Post-upgrade versions of Symantec Management
Agent and solution plug-ins

The Symantec Management Agent and its plug-in versions after you upgrade to
ITMS 8.0 are as follows:

Table 4-5 Symantec Management Agent and plug-in versions after upgrading
to IT Management Suite 8.0

UNIX/Linux/MacWindowsAgent or plug-in

8.0.22168.0.2298Symantec Management Agent

8.0.22168.0.2298Altiris Client Task Agent
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Table 4-5 Symantec Management Agent and plug-in versions after upgrading
to IT Management Suite 8.0 (continued)

UNIX/Linux/MacWindowsAgent or plug-in

N/A8.0.2228Altiris Client Task Server Agent

8.0.22168.0.2298Altiris Base Task Handlers

N/A8.0.2230Altiris Pluggable Protocols Architecture Agent

8.0.22598.0.2259Inventory Agent

N/A8.0.2259Application Metering Agent

8.0.22218.0.2221Server Inventory Agent

8.0.22168.0.2298Inventory Rule Agent

8.0.22158.0.2215Monitor Plug-in

8.0.22168.0.2298Package Server

8.0.22298.0.2229Software Update Plug-in

8.0.22168.0.2298Software Management Framework Agent

8.0.22168.0.2225Software Management Solution Agent

N/A8.0.2206Virtual Machine Management Task Handler

N/A8.0.2246Deployment Task Server Handler

N/A8.0.2246Deployment Package Server

N/A8.0.2246Deployment Plug-in for Windows (x64/x86)

8.0.2246N/ADeployment Plug-in for Linux (x64)

8.0.2246N/ADeployment Plug-in for Linux (x86)

8.0.2246N/ADeployment Plug-in for Mac

N/A8.0.2246Deployment NBS plug-in

N/A7.6.160Symantec Workspace Streaming Agent

N/A7.6.160Symantec Workspace Virtualization Agent

N/A7.6.0.160Symantec Virtual Composer

12.0.0.724812.0.0.7248Ghost tool
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Reference topics

This appendix includes the following topics:

■ Symantec Installation Manager shortcut keys

■ IT Management solutions and their dependent solutions

Symantec Installation Manager shortcut keys
Symantec Installation Manager provides the following hotkeys or keyboard shortcuts
to execute a few tasks during the installation of the IT Management Suite solutions.

Table A-1 Symantec Installation Manager shortcut keys

User Interface of the Symantec
Installation Manager

Task descriptionHotkey

Installed Products pageShows a list of all partial solution
installations.

Press the same hotkey combination
to revert to the previous view.

Ctrl + Shift + P

Install New Products pageShows the product listing file as
interpreted by the SIM

Ctrl + Shift + X

Install New Products page,Upgrade
installed products page, and Create
installation package page.

Shows verbose reason as to why a
greyed out item is unavailable.

Ctrl + Shift + V

Installation Summary pageShows the MSI files to be installed,
switching between the product and the
package view.

Ctrl + Shift + P

Installation Summary pageSwitches between the installation
order and the alphabetical order view.

Ctrl + Shift + S
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Table A-1 Symantec Installation Manager shortcut keys (continued)

User Interface of the Symantec
Installation Manager

Task descriptionHotkey

Installed Products pageShows the optional components
(documentation, language packs, and
migration) that are installed along with
other installed solutions, and lets you
repair or uninstall the solutions.

Press the same hotkey combination
to revert to the previous view.

Ctrl + Shift + O

IT Management solutions and their dependent
solutions

When you select a suite or a solution for installation, the mandatory dependent
solutions are automatically installed together with this suite or solution. By default,
the mandatory dependent solutions are displayed as selected and are greyed out
in the Symantec Installation Manager.

The optional dependent solutions are displayed as selected but not greyed out.
You can choose not to install these optional solutions.

Table A-2 IT Management solutions and their dependent solutions

Optional dependent solutionsMandatory dependent solutions
that are installed based on the
selected Suite/ Solution

Solution

Altiris CMDB Solution 8.0NAAltiris Asset Management Solution 8.0

Altiris IT Analytics 8.0■ Altiris Asset Management Solution
8.0

■ Altiris CMDB Solution 8.0
■ Altiris IT Analytics Client Server

Management Pack 8.0

Altiris Asset Management Suite 8.0
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Table A-2 IT Management solutions and their dependent solutions (continued)

Optional dependent solutionsMandatory dependent solutions
that are installed based on the
selected Suite/ Solution

Solution

■ Altiris IT Analytics 8.0
■ ITMS Management Views 8.0

■ Altiris Client Management Suite
Portal Page

■ Altiris Deployment Solution 8.0
■ Altiris Event Console 8.0
■ Altiris Inventory Solution 8.0
■ Altiris IT Analytics Client Server

Management Pack 8.0
■ Altiris Patch Management Solution

8.0
■ Altiris Power Scheme Task 7.6

HF1
■ Altiris Real-Time Console

Infrastructure 8.0
■ Altiris Real-Time System Manager

8.0
■ Altiris Software Management

Solution 8.0
■ Symantec Remote Access

Connector 8.0

Altiris Client Management Suite 8.0

ITMS Management Views 8.0NAAltiris Deployment Solution 8.0

Altiris IT Analytics 8.0NAAltiris IT Analytics ServiceDesk Pack
7.6
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Table A-2 IT Management solutions and their dependent solutions (continued)

Optional dependent solutionsMandatory dependent solutions
that are installed based on the
selected Suite/ Solution

Solution

■ Altiris IT Analytics 8.0
■ ITMS Management Views 8.0

■ Altiris Asset Management Solution
8.0

■ Altiris Asset Management Suite 8.0
■ Altiris Client Management Suite 8.0
■ Altiris Client Management Suite

Portal Page
■ Altiris CMDB Solution 8.0
■ Altiris Deployment Solution 8.0
■ Altiris Event Console 8.0
■ Altiris Event Pack for Servers 8.0
■ Altiris Inventory Solution 8.0
■ Altiris IT Analytics Client Server

Management Pack 8.0
■ Altiris IT Analytics ServiceDesk

Pack 8.0
■ Altiris IT Analytics Symantec

Endpoint Protection Pack 12.1.5
■ Altiris Monitor Pack for Servers 8.0
■ Altiris Monitor Solution for Servers

8.0
■ Altiris OOB Solution Remover 7.6
■ Altiris Patch Management Solution

8.0
■ Altiris Power Scheme Task 7.6

HF1
■ Altiris Real-Time Control

Infrastructure 8.0
■ Altiris Virtual Machine Management

8.0
■ Altiris Server Management Suite

8.0
■ Altiris Server Management Suite

Portal Page
■ Altiris Real-Time System Manager

8.0
■ Altiris Software Management

Solution 8.0

Altiris IT Management Suite
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Table A-2 IT Management solutions and their dependent solutions (continued)

Optional dependent solutionsMandatory dependent solutions
that are installed based on the
selected Suite/ Solution

Solution

■ Altiris IT Analytics 8.0
■ Altiris Power Scheme Task 7.6

■ Altiris Deployment Solution 8.0
■ Altiris Event Console 8.0
■ Altiris Inventory Pack for Servers

8.0
■ Altiris Inventory Solution 8.0
■ Altiris IT Analytics Client Server

Management Pack 8.0
■ Altiris Monitor Pack for Servers 8.0
■ Altiris Monitor Solution for Servers

8.0
■ Altiris Patch Management Solution

8.0
■ Altiris Server Management Suite

Portal Page 8.0
■ Altiris Software Management

Solution 8.0
■ Altiris Virtual Machine Management

8.0

Altiris Server Management Suite 8.0

Altiris CMDB Solution 8.0NASymantec ServiceDesk Solution 8.0
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Active Directory Import A feature of the Symantec Management Platform that lets the user import Active
Directory objects such as users, computers, sites, and subnets, into the CMDB
(Configuration Management Database).

AeXGenClientCert.exe A command-line tool that generates the client certificates that Cloud-enabled
Management requires.

AeXGenSiteServerCert.exe A command-line tool that generates the site server certificates.

AeXRevokeCertificate.exe A tool that revokes certificates.

agent registrationpolicy A policy that lets the user automate the agent registration process. Agent registration
policy is a set of rules that determine how the incoming registration requests are
processed.

alert A notification about issues, failures, and particular states of the system. The user
can customize which alerts are sent, logged, and where the alerts are sent.

Alert Manager A feature that generates a ticket when an event occurs, and sends notification
messages to the designated users.

applicability rule A rule that determines whether a computer has the correct environment for an
installation of a specific software package.

application identity of

Notification Server

An account under which Notification Server runs.

automated action An action that runs in response to an event. Automated actions can generate alerts,
execute tasks, create reports, and send emails.

automation policy A rule in XML format that defines the attributes of a resource such as its groups,
relationships, and wanted states. Automation policy initiates automated actions to
update the resource and bring its attributes into compliance.

Basic filter A type of filter that filters the computers according to the static parameters.

blockout period The time when all communication between the agent and the Notification Server
computer is disabled.

CEM (Cloud-enabled

Management)

A feature that lets the user manage the client computers outside the corporate
network without a VPN (virtual private network).

client certificate A certificate that allows a client computer or a site server to identify itself to
Notification Server.
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client computer A computer that has Symantec Management Agent installed on it and can be
managed from the Notification Server computer through Symantec Management
Console.

client task A task that is executed on a client computer.

Client Task Agent A sub-agent that runs on client computers. Client Task Agent accepts tickles from
a task server and receives job and task information. It then passes this information
to a handler and sends status information back to the task server. This sub-agent
is installed automatically with the Symantec Management Agent.

Cloud-enabled agent An agent that is allowed to communicate with Notification Server through an Internet
gateway.

CMDB (Configuration

ManagementDatabase)

The central database that stores all the data that Symantec Management Platform
uses and generates.

Command-Line Builder A tool that is used to create a syntactically correct command.

complete hierarchy

replication

A process that replicates all objects and data in the hierarchy.

Complete Update

schedule

A schedule that completely recreates the membership of all filters, organizational
groups, and targets, regardless of inventory status or any changes to policies.

connection profile A group of settings that defines which network protocols are used to communicate
with the network devices.

Credential Manager A secure store for the credentials that Notification Server and installed solutions
use.

Data Connector A component of the Symantec Management Platform that lets the user transfer
data between external data sources and the CMDB (Configuration Management
Database).

delta update schedule A schedule that updates the membership of the filters that have had membership
changes, all dynamic organizational groups, and invalid targets.

detection rule A rule that determines if specific software is installed on a computer.

differential hierarchy

replication

A process that replicates the objects and the data that have changed since the last
replication.

discovery The process of searching for computers or other resources on the network that
meet specific requirements.

Documentation Library A collection of help content that is installed with each IT Management Suite
component.

event Any action that Notification Server can monitor.

filter A query that identifies a dynamic group of resources that share common criteria.
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Full Windows Installer

Repair

A policy or task that runs on client computers and verifies that all of the component
resources of the Windows Installer applications are installed correctly. If any element
of a component is not installed correctly, Full Windows Installer Repair initiates the
repair of that component.

global exclude entry A way to exclude application data from being saved in any application layer. Global
exclude entry is used to prevent the loss of data when an application layer is reset.

hierarchy An organizational structure of multiple Notification Servers that identifies a parent
Notification Server. It then replicates the relevant data to any number of child servers,
which can be located on different structural levels.

Internet gateway A computer that tunnels communication between client computers outside the
corporate network and the Symantec Management Platform infrastructure. Setting
up an Internet gateway is required to use Cloud-enabled Management.

Inventory Rule

Management

The software feature that lets the user create, edit, and delete rules and the
expressions that make up rules.

item Any object that belongs to CMDB (Configuration Management Database), such as
a policy, a folder, or a computer that can be managed. Each item has a name,
description, GUID, and attributes, and can be cloned, imported, exported, presented,
and secured. Items can be linked with references or named relations between them.

job A sequence of tasks that are executed on a target. Jobs can include the conditions
that specify when the task runs.

Jobs and Tasks Portal A page in the Symantec Management Platform that lets the user create and schedule
tasks to run on the managed resources.

layer exclude entry A way to exclude application data from being saved in a specific application layer.
Layer exclude entry is used to prevent the loss of application data when an
application layer is reset.

legacy agent Symantec Management Agent that has the version that is previous to the Notification
Server version. For example, in IT Management Suite 7.5 a legacy agent is
Symantec Management Agent 7.1.

LAC (Legacy agent

Communication )

A feature of IT Management Suite that lets the user control whether it is possible
to send out the upgrade policy to the legacy agents that were previously not
managed by the upgraded Notification Server.

Legacy Software

Delivery

A policy that delivers software to a client computer and is created from an earlier
version of a software delivery policy.

Log Viewer A tool that lets the user monitor several locations of logs for different components.

maintenance window A scheduled period of time when maintenance operations may be performed on a
client computer.
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managed computer A computer on which the Symantec Management Agent is installed. Another term
for a client computer.

Managed Delivery A policy that can perform complex software delivery tasks. Managed Delivery can
perform recurring software deliveries, check for compliance, perform remediation,
and install dependency software. It can also deliver multiple software resources
and uninstall superseded software.

migration A process of moving Symantec Management Platform data from an older platform
version to a newer one. Migration is performed when the Configuration Management
Database (CMDB) is not compatible with the newer version of the platform.

migration wizard A tool that is used to perform a migration. Migration wizard is shipped with Symantec
Installation Manager.

My Portal page The default page that opens when a new user runs the Symantec Management
Console.

Network Discovery A process of discovering all IP devices that are connected to a network.

Network Discovery task A scheduled task that discovers either a single device or multiple devices on a
network.

Network Discovery

wizard

A tool that is used to create a Network Discovery task.

Notification Server The main component of Symantec Management Platform communicates with
Symantec Management Agent and the CMDB (Configuration Management
Database), and provides the user interface and the background that the solutions
that are part of the IT Management Suite require. Notification Server processes
events, facilitates communications with managed computers, and coordinates the
work of the other Symantec Management Platform services.

NS Configurator A tool that lets you change most core Notification Server configuration settings.
These settings include many that are not accessible from the Symantec Management
Console.

NSE (NotificationServer

Event)

An XML file that is transferred between Notification Server and Symantec
Management Agent. NSE can contain the following information: event processing,
basic or full inventory, success or failure of a package download.

offline installation

package

A file that is used to install Symantec Management Agent on computers outside
the corporate network. It contains an executable installation file that is generated
on the Notification Server computer, and a Cloud-enabled Management policy.

organizational group A set of resources that are grouped by common properties or similar features for
management and security purposes.

organizational view A hierarchical grouping of resources that reflects a real-world structure of an
organization.
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package A file that is intended for installation on client computers.

Package Delivery task A task that delivers and installs the software on client computers.

package server A type of site server that is used to distribute packages from Notification Server to
client computers.

permission An ability of a particular user or group to perform specific actions on a resource and
access particular items.

policy A set of rules that are applied to a resource or a set or resources that control the
execution of automated actions. Policies can be scheduled or based on the incoming
data that triggers an immediate action. Policies determine when an action should
start and how the results of the action are processed.

Policy Update schedule A schedule that updates the membership of filters that a policy uses if the policy
has changed since the last update.

portal page A customizable Symantec Management Console page.

privilege A setting that determines the actions in the Symantec Management Console that
a user or a group of users can perform.

Purge Maintenance A script that deletes old and obsolete data from CMDB (Configuration Management
Database).

Query Builder A tool that lets the user configure the query SQL to build the filter query.

Query filter A type of filter to which the user can add the criteria from a default filter criteria list.
When the user creates a new filter, it is automatically created as a Query filter.

Quick Delivery A task that lets the user deliver the software without the need to know which package
to select or how to create the command line.

replication A one-way transfer of data between Notification Server and a client computer or
another Notification Server.

replication rules The regulations that define the data that needs to be replicated to other Notification
Servers.

report drilldown An action that is performed when the user clicks on an item in the report results.

resource Any item that Notification Server can track or manage, such as a user, site, installed
application, computer, switch, router, or handheld device.

resource import rule A regulation that lets the user specify the resources that should be imported from
Active Directory.

Resource Manager A feature that displays information about a resource, such as its properties and
current state. Resource Manager also lets the user troubleshoot and perform actions
on managed resources.
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resource report A report that lets the user drill down on a particular resource to view full details in
the Resource Manager.

resource scoping A security and resource management feature that limits the data that a user can
access based on the security role membership. Resource scoping is implemented
by assigning permissions to organizational groups.

resource target A framework that lets the user apply tasks and policies to a dynamic collection of
resources.

rule expression A combination of symbols (identifiers, values, and operators) that yields a result
upon evaluation. These symbols form the instructions that define the items that a
rule should check the client computer for.

schedule A set time and date when an action, for example, a task, is executed. Actions can
be scheduled to execute only once or with a set interval.

security role An organizational group that contains Symantec Management Platform users. A
security role is characterized by name, permissions, and the privileges that are
assigned to the role.

Security Role Manager A console that lets administrators set permissions for security roles.

server task A task that is executed on the Notification Server computer.

shared schedule A schedule that a number of items, such as policies or tasks, use.

site A group of client computers that is usually based on one or more subnets.

site server A computer that hosts a site service. A site service is a middleware component that
is used to provide packages, tasks, and PXE configuration to Symantec Management
Agents. A site server can host one or more from the following site services: Package
Service, Task Service, Monitor Service (RMS), and Network Boot Service (DS).
Site servers are used to reduce the load on the Notification Server computer.

smart rule A rule that determines whether a package is installed on a client computer.

Software Catalog A catalog that contains a list of known applications and predefined software products.
Software Catalog is regularly updated to include the new inventory data.

Software Library The physical location of the software packages that are defined in the Software
Catalog. The Software Library is the source of the definitive, authorized versions
of the software packages.

Software Management

Framework

An interface that lets the user create and manage the software resources that are
in the Software Catalog, and the packages in the Software Library.

Software Portal A web-based portal that lets the user request and install software with little or no
outside intervention.
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Software Virtualization

Agent

An agent that contains the SVS (Software Virtualization Solution) File System Filter
Driver that manages virtual software layers. A licensed version of the agent is
required to install software into a virtual layer.

solution A product that leverages the services of the Symantec Management Platform and
adds specific functionality to the platform.

solution plug-in A piece of software that is installed on a client computer and adds functionality to
the Symantec Management Agent. A plug-in provides specific functions for the
solution with which it is associated.

Source Patch Update A policy or task that updates Windows Installer applications with resilient source
paths.

SQL filter A type of filter for which the user can edit the query SQL.

standard rule A rule that determines whether a specific software application is installed on a client
computer. Standard rule expressions are static.

Symantec Management

Agent

The software that is installed on the computers that you want to manage. It facilitates
interactions between Notification Server and a managed computer. The agent
receives requests for information from Notification Server, sends data to Notification
Server, and downloads files. The Symantec Management Agent also lets you install
and manage solution plug-ins that add functionality to the agent.

Symantec Management

Console

A web-based user interface that lets the user manage the Symantec Management
Platform and any other installed solutions.

Symantec Management

Platform

The platform that provides a set of services for IT-related solutions. These services
include security, scheduling, client communications and management, task
execution, file deployment, reporting, centralized management, and CMDB
(Configuration Management Database) services.

target A framework that lets the user perform actions on dynamic sets of resources. A
target consists of at least one organizational view and a number of filters.

task An action that is performed on a client computer or a group of client computers.
Server tasks are run on Notification Server. Client tasks are run on managed
computers.

task server A site server that distributes task information from Notification Server to client
computers.

upgrade A process of patching the IT Management Suite to the newest version. This process
is performed with Symantec Installation Manager. In contrast to migration, the
upgrade can use the same CMDB (Configuration Management Database).

user-based policy A policy that is executed based on the user that is logged in on a given computer.

Unified Help System

(UHS)

The help system that unifies search results from ITMS documentation, Symantec
Connect, and Symantec Support and is thereby termed as Unified Help System
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(UHS). UHS comes inbuilt with ITMS and also has the capability to connect to the
online version of the help system.

virtual data class A data class that lets the user integrate third-party system data with the Symantec
Management Platform CMDB (Configuration Management Database) without the
need to import data to CMDB.

virtual software archive

file

A portable format of a virtual software layer. Its installation requires a licensed
version of the Software Virtualization Agent.

virtual software layer A collection of files and registry settings that are placed in SVS (Software
Virtualization Solution) redirection areas. A virtual software layer can contain one
or more applications or a set of data.

Windows Installer

Repair

A policy or task that runs on client computers and verifies that all of the component
resources of the Windows Installer applications are installed correctly. If any element
of a component is not installed correctly, the policy or task initiates the repair of that
component.
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