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Backing up your system and
performing disaster
recovery

This document includes the following topics:

■ Introduction

■ Items to back up

■ Performing the backup

■ Performing disaster recovery

Introduction
This document is written for IT Management Suite (ITMS) administrators, who want to be able
to recover their ITMS infrastructure in case of a disaster. With a good backup plan in place
the recovery process can be fairly smooth and require little more work than a regular install.
Otherwise, it may be extremely difficult or even impossible to recover some parts of the ITMS
infrastructure.

Note: Information provided in this document is valid starting from IT Management Suite version
8.5 RU2.

This document educates the ITMS administrators on the important steps that are necessary
to prevent data loss and to provide the guidance that should streamline the recovery process
minimizing the service interruption.



This document provides the key elements that are critical to a good backup plan. Each element
is further examined as critical vs. recommended and provides information about the specific
features or functions, which could be impacted.

Much of this information is applicable to cases of migrating server hardware. However, in the
interest of staying focused this document will only cover the disaster recovery scenario.

It is also important to mention that the focus of this document is on Symantec delivered
technologies and not Microsoft products. However it is recognized that the Symantec
Management Platform depends on several Microsoft products, namely theWindows operating
system including the IIS web server and SQL server. Symantec defers to Microsoft for the
best practice on backing up their technologies and this document does not try to reproduce
those steps in great detail.

Items to back up
If you have read the section above, you already know, that some of the elements, listed in this
section are optional, but highly recommended. Such items will be marked accordingly. The
following table lists the items that you can back up.

See “Performing the backup” on page 8.

Table 1-1 Items to back up

DescriptionItem

The database contains the majority of data, relevant to your ITMS
infrastructure.

See the section called “Configuration Management Database (CMDB)”
on page 8.

Database
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Table 1-1 Items to back up (continued)

DescriptionItem

In the Symantec Installation Manager or in the Symantec Management
Console, you can back up the following Notification Server configuration
items:

■ Notification Server core settings
■ Settings stored in Notification Server registry
■ Ports and certificates of Web configuration
■ Notification Server root certificate and Site Server root certificate

Certificates ensure secure communication between the Notification
Server and the agents.

■ Notification Server KMS encryption keys
Certain elements typed into the console are encrypted before being
saved to the database. For example, hierarchy credentials or Software
Management policies that use RUNAS user names and passwords.
There is no way to read encrypted data from the database without a
corresponding key. The absence of KMS encryption keys leads to
unrecoverable data.

■ Software Library content
You can back up Software Library content in the Symantec Installation
Manager or in the SymantecManagement Console only if the Software
Library is set up on the Notification Server computer.
See the section called “Notification Server configuration” on page 8.

Notification Server
configuration

Although not having this information can be worked around, using the
exact same path and share name saves time and effort.

See the section called “The Software Library path and share name (highly
recommended)” on page 10.

Note: If the Software Library is set up on the Notification Server computer,
you can back up Software Library content in the Symantec Installation
Manager or in the Symantec Management Console.

The Software Library path
and share name (highly
recommended)

You should back up the installation files for the software resources, unless
you have an easy way to replace them with new ones. If that is not the
case, once these files are lost, you will not be able to restore them.

See the section called “Software Packages (highly recommended)”
on page 10.

Software Packages (highly
recommended)
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Table 1-1 Items to back up (continued)

DescriptionItem

The SIM Installation Package is something that many administrators do
not take advantage of, even though they should. It is optionally generated
before the actual installation of the product takes place in SIM. If you have
a backup of this package, it will allow you to recover the Notification Server
to the exact same version, as the one, which your database is operating
under.

See the section called “SIM Installation Package (optional)” on page 10.

SIM Installation Package
(optional)

You can recreate the patch packages, but it may take days to complete.

See the section called “Patch Packages (optional)” on page 10.

Patch Packages (optional)

Performing the backup
Symantec recommends you to have all backup data stored in a secure central location, which
is local to the Notification Server operating system and is included into your regular backup
plan. For example, create a separate folder in the Altiris folder.

Additionally, you should have another copy of this data in a different file system with meaningful
names for all exported items.

Configuration Management Database (CMDB)
Follow the recommendations for the database backup from Microsoft.

Notification Server configuration
In the Symantec Installation Manager, you can manually back up Notification Server
configuration items. In the Symantec Management Console, on the Notification Server Settings
page, you can also configure a schedule for creating backups at regular interval.

Note: If the Software Library is set up on the Notification Server computer, you can also back
up Software Library content in the Symantec Installation Manager or in the Symantec
Management Console.

To back up Notification Server configuration in the Symantec Installation Manager

1 In the Symantec Installation Manager, on the Installed Products page, click Repair
installed products.

2 On theRepair Product page, clickBack up or restore Notification Server configuration,
and then click Next.
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3 On the Back up or Restore Notification Server Configuration page, do the following:

■ Select Back up NS configuration.

■ Browse and select the location where you want the backup file to be stored.
Symantec recommends storing the backups on a different server.

■ Provide a password for the backup file.
You need this password for decrypting the backup file during the restore process.

■ Under Select data to back up or restore, select the items that you want to back up,
and then click Next.

4 On the Review Backup Details page, review the data that you want to back up, and then
click Back Up.

To back up Notification Server configuration in the Symantec Management Console

1 In the Symantec Management Console, on the Settings menu, click All Settings.

2 In the left pane, under Settings folder, expand Notification Server, and then click
Notification Server Settings.

3 On the Notification Server Settings page, on the Critical Data Backup tab, configure
the following settings:

Lets you configure location of the backups and schedule for deleting
the outdated backups.

Note: The schedule for deleting outdated backups does not delete
the backups that you create in the Symantec Installation Manager.

Repository Settings

Lets you create backupmanually or configure a schedule for creating
backups at regular interval.

Notification Server configuration backup contains its Web
configuration, root certificate, core settings, registry, KMS encryption
keys, and site server root certificate.

Note that you must turn on the backup schedule if you want it to run
automatically. At the upper right of the backup section, click the
colored circle, and then click On.

Notification Server
Configuration Backup

You can back up Software Library content such as software
packages and software files data.

Note: This option lets you back up Software Library content only if
Software Library is set up on Notification Server. You cannot back
up Software Library that is set up on a remote server.

Software Library Backup
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4 (Optional) If you want to manually refresh a backup, click Run now on the toolbar of the
appropriate backup section.

5 Click Save changes.

The Software Library path and share name (highly recommended)
Back up the UNC path to a shared directory, which is configured in the SymantecManagement
Console, at Settings > Software > Software Library Configuration.

Note: If the Software Library is set up on Notification Server, you can back up Software Library
content in the Symantec Installation Manager or in the Symantec Management Console.

See the section called “Notification Server configuration” on page 8.

Software Packages (highly recommended)
Back up the contents of the software library as well as any other share, which contains software
packages.

SIM Installation Package (optional)
Create the Installation Package in Symantec Installation Manager Installed Products dialog
box. Symantec recommends performing this activity this activity after any installation or upgrade.
From the list of available products, select the products that are installed in your environment.
You can match that with the list of installed products in the Symantec Management Console
home page.

Patch Packages (optional)
Keep a copy of the software updates, which is set up in the SymantecManagement Console,
at Settings > Software > Patch Management > Core Services.

Performing disaster recovery
If you have backed everything up according to the recommendations above, you will be able
to successfully recover your environment. The steps below outline the order of this activity.

STEP 1. Restore the Configuration Management Database (CMDB)
To restore backed up database

1 In SQL rename the newly created database from the clean NS install.

2 Restore backed up database preserving the same database name used at the time of
this NS install.
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To cancel all tasks in the restored database

1 Truncate the tables ServerTaskInstanceRequests, ServerTaskInstanceStates and
ClientTaskInstanceRequests.

2 Run the command: UPDATE TaskInstanceStatus SET InstanceStatus=3 WHERE

InstanceStatus<=1.

STEP 2. Re-install Notification Server
To re-install Notification Server

1 Build a new server within the same domain and using the same server name.

2 Install IT Management Suite using the same installation path and application identity. Only
if you use the installation package, you can guarantee that the new installation perfectly
matches the existing database. Alternatively, you have to select the exact set of solutions,
which were installed previously. You will likely need to show all versions of each component
in Symantec Installation Manager to select the matching one.

3 Reconfigure the Cloud-enabled Management.

STEP 3. Restore Notification Server configuration
When the installation of IT Management Suite finishes, you can restore Notification Server
configuration and Software Library content in the Symantec Installation Manager.

To restore Notification Server configuration in the Symantec Installation Manager

1 In the Symantec Installation Manager, on the Installed Products page, click Repair
installed products.

2 On theRepair Product page, clickBack up or restore Notification Server configuration,
and then click Next.

3 On the Back up or Restore Notification Server Configuration page, do the following:

■ Select Restore NS configuration.

■ Browse and select the backup file.

■ Enter the password to decrypt the backup file, and then clickOK.

■ Under Data available for backup or recovery, select the items that you want to
restore, and then click Next.

4 On the Review Restore Details page, review the data that you want to restore, and then
click Restore.
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