
Using the enhanced
computer management
capabilities provided by
Symantec™ Endpoint
Protection integration with
Symantec™ IT Management
Suite 8.5 Whitepaper



Using the enhanced computer management
capabilities provided by Symantec™ Endpoint
Protection integration with Symantec™ IT
Management Suite 8.5 Whitepaper

Legal Notice
Copyright © 2018 Symantec Corporation. All rights reserved.

Symantec, the Symantec Logo, the Checkmark Logo and Altiris are trademarks or registered trademarks
of Symantec Corporation or its affiliates in the U.S. and other countries. Other names may be trademarks
of their respective owners.

This Symantec product may contain third party software for which Symantec is required to provide attribution
to the third party (“Third Party Programs”). Some of the Third Party Programs are available under open
source or free software licenses. The License Agreement accompanying the Software does not alter any
rights or obligations you may have under those open source or free software licenses. Please see the
Third Party Legal Notice Appendix to this Documentation or TPIP ReadMe File accompanying this Symantec
product for more information on the Third Party Programs.

The product described in this document is distributed under licenses restricting its use, copying, distribution,
and decompilation/reverse engineering. No part of this document may be reproduced in any form by any
means without prior written authorization of Symantec Corporation and its licensors, if any.

THE DOCUMENTATION IS PROVIDED "AS IS" AND ALL EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE
DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID. SYMANTECCORPORATIONSHALLNOTBELIABLEFOR INCIDENTALORCONSEQUENTIAL
DAMAGES IN CONNECTION WITH THE FURNISHING, PERFORMANCE, OR USE OF THIS
DOCUMENTATION. THE INFORMATION CONTAINED IN THIS DOCUMENTATION IS SUBJECT TO
CHANGE WITHOUT NOTICE.

The Licensed Software and Documentation are deemed to be commercial computer software as defined
in FAR 12.212 and subject to restricted rights as defined in FAR Section 52.227-19 "Commercial Computer
Software - Restricted Rights" and DFARS 227.7202, et seq. "Commercial Computer Software and
Commercial Computer Software Documentation," as applicable, and any successor regulations, whether
delivered by Symantec as on premises or hosted services. Any use, modification, reproduction release,
performance, display or disclosure of the Licensed Software and Documentation by the U.S. Government
shall be solely in accordance with the terms of this Agreement.



Symantec Corporation
350 Ellis Street
Mountain View, CA 94043

https://www.symantec.com

https://www.symantec.com


Symantec Support
All support services will be delivered in accordance with your support agreement and the
then-current Enterprise Technical Support policy.

Knowledge Base Articles and Symantec Connect
Before you contact Technical Support, you can find free content in our online Knowledge Base,
which includes troubleshooting articles, how-to articles, alerts, and product manuals. In the
search box of the following URL, type the name of your product:

https://support.symantec.com

Access our blogs and online forums to engage with other customers, partners, and Symantec
employees on a wide range of topics at the following URL:

https://www.symantec.com/connect

Technical Support and Enterprise Customer Support
Symantec Support maintains support centers globally 24 hours a day, 7 days a week. Technical
Support’s primary role is to respond to specific queries about product features and functionality.
Enterprise Customer Support assists with non-technical questions, such as license activation,
software version upgrades, product access, and renewals.

For Symantec Support terms, conditions, policies, and other support information, see:

https://entced.symantec.com/default/ent/supportref

To contact Symantec Support, see:

https://support.symantec.com/en_US/contact-support.html

https://support.symantec.com
https://www.symantec.com/connect/
https://entced.symantec.com/default/ent/supportref
https://support.symantec.com/en_US/contact-support.html


Symantec Support .............................................................................................. 4

Chapter 1 Introduction ........................................................................... 6

About enhancing the computer management capabilities by integrating
Symantec Endpoint Protection with IT Management Suite ................ 6

About setting up IT Management Suite infrastructure ............................. 7

Chapter 2 Delivering Symantec Endpoint Protection ...................... 8

Delivering Symantec Endpoint Protection agent to client
computers .............................................................................. 8

Chapter 3 Monitoring Symantec Endpoint Protection
health ............................................................................... 14

Monitoring Symantec Endpoint Protection agent health on client
computers ............................................................................. 14

Things to know about monitoring SEP health status ............................. 19
Starting SEP service on client computers where it is not running ............ 20

Chapter 4 Checking patch compliance on client
computers ....................................................................... 21

Checking patch compliance and taking quarantine action on
endpoints ............................................................................. 21

Contents



Introduction

This chapter includes the following topics:

■ About enhancing the computer management capabilities by integrating Symantec Endpoint
Protection with IT Management Suite

■ About setting up IT Management Suite infrastructure

About enhancing the computer management
capabilities by integrating Symantec Endpoint
Protection with IT Management Suite

IT Management Suite (ITMS) lets you securely and efficiently manage the entire lifecycle of
desktops, laptops, and servers across Windows, Mac, Linux, UNIX, and virtual environments.

ITMS infrastructure is highly scalable and distributed. An ITMS Notification Server can manage
over 200,000 devices. You can deploy new devices, gather inventory data, deliver applications,
and remediate vulnerabilities.

With the help of filters and targets, you can apply tasks and policies to a dynamic collection
of resources. The schedules let you perform both once-off and repeating operations on the
client computers at appropriate times, without requiring manual intervention. Peer-to-peer
downloading minimizes the software delivery time and significantly reduces the load on the
network. Cloud-enabledManagement (CEM) feature lets you securely manage client computers
that are outside of the corporate environment and cannot access the management servers
directly.

By integrating Symantec Endpoint Protection (SEP) with ITMS, you canmanage the computers
as follows:

■ Install and upgrade SEP agent
With a Symantec Endpoint Protection Delivery policy, you can install required SEP agent
version to appropriate client computers and ensure that it remains installed. The filtering
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and targeting feature lets you install one version of SEP agent on one group of devices
and another version of SEP agent on other group of devices.
The software compliance and delivery reports let you check the details on attempts to install
or upgrade the SEP agent.
See “Delivering Symantec Endpoint Protection agent to client computers” on page 8.

■ Monitor SEP agent health
You can gather information about SEP key health indicators which help you monitor the
security posture of all SEP agents that are installed on the client computers in your
environment. You can then easily get the overview of the SEP agents that need attention
and perform required remediation tasks.
See “Monitoring Symantec Endpoint Protection agent health on client computers”
on page 14.

■ Start SEP agent service
The monitoring data lets you identify devices on which the SEP agent is installed but the
SEP agent service is not running. You can then start the SEP agent services on such
devices immediately to ensure that the devices remain secured and the SEP agent continues
to run.
See “Starting SEP service on client computers where it is not running” on page 20.

■ Check patch compliance and take quarantine action on client computers
You can check if the computer is compliant with respect to the software updates that need
to be installed on it. Integration with Symantec Endpoint Protection (SEP) Manager server
lets you quarantine the computers that are non-compliant.
See “Checking patch compliance and taking quarantine action on endpoints” on page 21.

About setting up ITManagement Suite infrastructure
As a prerequisite for using the enhanced computer management capabilities that the Symantec
Endpoint Protection (SEP) integration with IT Management Suite (ITMS) provides, you must
install and set up your ITMS infrastructure. This task includes (but is not limited to) discovering
or importing the resources in your environment, installing Symantec Management Agent on
client computers, configuring security, site servers, cloud-enabled management (CEM), etc.

For more information about setting up IT Management Suite infrastructure, see one of the
following resources:

■ IT Management Suite Administration Guide (PDF)

■ Setting up IT Management Suite infrastructure (Mind Map)
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Delivering Symantec
Endpoint Protection

This chapter includes the following topics:

■ Delivering Symantec Endpoint Protection agent to client computers

Delivering Symantec Endpoint Protection agent to
client computers

IT Management Suite (ITMS) lets you install or upgrade required Symantec Endpoint Protection
(SEP) agent version to appropriate client computers and ensure that it remains installed. The
software compliance and delivery reports let you view the details on attempts to install or
upgrade the SEP agent.

Note that as a prerequisite for delivering SEP agent to client computers with ITMS, you must
set up your ITMS infrastructure.

See “About setting up IT Management Suite infrastructure” on page 7.
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Table 2-1 Process for delivering SEP agent to client computers

DescriptionActionStep

The Software Library is a secure directory that is the centralized
repository of the definitive, authorized versions of the software in
your environment.

Youmust set up the Software Library before you deliver SEP agent
to target computers. During the SEP agent delivery process, you
import SEP installation packages from any location into the
Software Library. The Software Library stores the packages for
further delivery.

To set up the Software Library, perform the following tasks:

1 Create the Software Library directory.

The directory must be accessible from the current Symantec
Management Platform installation.

2 Configure the directory's security settings.

In Windows Explorer, in the directory's Properties dialog
box, share the directory and give full control to the application
identity of Notification Server. The application identity of
Notification Server is the account that is used to access
Notification Server.

3 Configure the Software Library.

To let the Symantec Management Platform products access
the Software Library, point to the location of the library.

Step 1. Configure the Software Library

Set up the Software Library to
securely store the SEP installation
packages that you want to deliver.

Step 1

SEP agent delivery requires a licensed version of the Software
Management Solution to be installed on target computers. If a
target computer does not consume the license or the license
expires, the computer cannot receive the Symantec Endpoint
Protection Delivery policy.

Target computers must have the Software Management Solution
plug-in installed.

Step 2. Install Software Management Solution plug-in

Prepare managed computers for
SEP agent delivery.

Step 2

You need to create and enable Symantec Endpoint Protection
Delivery policy to install or upgrade SEP agent.

Step 3. Create a Symantec Endpoint Protection Delivery policy

Create a Symantec Endpoint
Protection Agent Delivery policy.

Step 3
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Table 2-1 Process for delivering SEP agent to client computers (continued)

DescriptionActionStep

You can view the results of the SEP delivery process along with
other software delivery information in the compliance reports and
the delivery reports.

The Conflicting SEP Delivery Policies report presents enabled
SEP agent delivery policies that are targeted to the same
computers. Running such policies may result in double installation
of SEP agent on the computers. The report lets you detect
conflicting policies and resolve them to ensure that only one
instance of SEP agent is installed on the computers. You can view
the this report in the Symantec Management Console, on the
Reports menu, at All Reports > Software > Delivery.

View SEP agent delivery results.Step 4

(Mac 10.13 and later only)

SEP agent delivery policies can successfully deliver SEP agent
on Mac 10.13 and later computers. The compliance and delivery
reports display SEP agent as installed on such computers.
However, SEP agent is not functional on the computers because
the OS blocks loading the extensions that are required for SEP
functionality.

To unblock SEP functionality, the computer users need to do the
following:

1 Restart the computer.

2 In the SEP agent UI, next to the notification message Kernel
extensions need authorization, click Fix.

3 On the Security & Privacy system preferences page, click
Allow.

For more information, see the following knowledge base article:

https://www.symantec.com/docs/HOWTO127190

Unblock SEP agent on Mac 10.13
and later computers.

Step 5

Step 1. Configure the Software Library
To configure the Software Library

1 In the Symantec Management Console, on the Settings menu, click All Settings.

2 In the left pane, under Settings, click Software > Software Catalog and Software Library
Settings > Software Library Configuration.
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3 On the Software Library Configuration page, type the full UNC path to the shared
directory that represents the Software Library.

For example, \\computer_name\swlibrary

Note: Ensure that you configure the directory’s security settings to give full control to the
application identity of Notification Server.

When you specify custom ACC or DPC settings, both UNC share and NTFS directory
security settings must allow read access to ACC and DPC accounts.

4 Click Validate to verify that the path is valid.

5 (Optional) Change the timeout value.

The timeout value is the number of seconds to wait before a server timeout occurs when
you manage a package in the Software Library. If you encounter problems when you
manage a package that contains large files, increase this value.

6 Click Save changes.

Step 2. Install Software Management Solution plug-in
To install or upgrade the Software Management Solution plug-in

1 In the Symantec Management Console, on the Settings menu, click Agents/Plug-ins >
All Agents/Plug-ins.

2 In the left pane, under Agents/Plug-ins, expand Software > Software Management,
and then click Software Management Solution Plug-in Install.

3 In the right pane, check or uncheck Enable Verbose Reporting of Status Events
according to your needs.

This option records the detailed events that are related to the installation and posts them
to the Notification Server computer.

4 Under Applied to, on the toolbar, click Apply to, and then choose where to install the
agent.

5 Under Schedule, on the toolbar, click Schedule, and then configure the schedule for the
policy.

Note that if you turn off and then turn on the policy, it cannot run on the same computer
again. To run a policy on the same computer again, you must configure it to run on a
schedule.

6 Turn on the policy.

At the upper right of the page, click the colored circle and then click On.

7 Click Save changes.
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Step 3. Create a Symantec Endpoint Protection Delivery policy
To create a Symantec Endpoint Protection Delivery policy

1 In the Symantec Management Console, on the Home menu, click Symantec Endpoint
Protection.

2 In the left pane, click Symantec Endpoint Protection Agent Delivery.

3 In the right pane, click Import installation package.

4 In the Import installation package dialog box, click Browse to select the SEP package
that you want to import.

You can import only the following SEP installation package files:

■ Non-DMG based ZIP files for Mac

■ EXE files for Windows

■ ZIP self-extracting (SFX) archive files for Windows

The SEP packages can be local files or UNC-sourced files.

Note: To import a SEP package, you need to configure the Software Library.

5 Click Import.

6 (Optional) On the Symantec Endpoint Protection Agent Delivery page, make the
appropriate configuration changes:

In the upper left of the page, click policy name or description and
type over the existing text. Make the name descriptive enough for
others to easily identify this policy and the software that it delivers
or manages.

Policy name and description

Under SEP Delivery, you can edit package details.

The default package name is the imported SEP installation package
file name. You may want to rename the package if the file name is
not clear. You can also add a distinctive name to the package, for
example, if you have SEP packages for server and desktop
computers that have the same name because they are released for
the same version.

SEP Delivery

Under Applied to, define the set of managed computers to which
you want to apply the policy.

You can apply the policy to selected resource targets, computers,
users, and resources. You can use any combination of these options
to define the computers to which the policy applies.

Applied to
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7 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

8 Click Save changes.

13Delivering Symantec Endpoint Protection
Delivering Symantec Endpoint Protection agent to client computers



Monitoring Symantec
Endpoint Protection health

This chapter includes the following topics:

■ Monitoring Symantec Endpoint Protection agent health on client computers

■ Things to know about monitoring SEP health status

■ Starting SEP service on client computers where it is not running

Monitoring Symantec Endpoint Protection agent
health on client computers

With IT Management Suite (ITMS), you can monitor the health of all Symantec Endpoint
Protection (SEP) agents that are installed on the client computers in your environment.

The steps that are described in this topic are available starting from ITMS version 8.1 RU6.

Note that as a prerequisite for monitoring SEP agent health with ITMS, you must set up your
ITMS infrastructure.

See “About setting up IT Management Suite infrastructure” on page 7.

Table 3-1 Process of monitoring SEP agent health on client computers

DescriptionActionStep

If the Inventory Plug-in is installed on the client computers, you
can use default inventory policies or tasks to gather SEP agent
data.

Step 1. Install Inventory plug-in

Prepare managed computers for
gathering SEP agent health
information.

Step 1
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Table 3-1 Process of monitoring SEP agent health on client computers (continued)

DescriptionActionStep

The (Default Settings) applies to all Windows and Mac client
computers. If you want to apply different settings to groups of
computers, you can create custom settings and target them
accordingly.

Step 2. (Optional) Configure the evaluation of SEP agent health

(Optional) Configure the evaluation
of SEP agent health according to
your requirements.

Step 2

On the computers with Inventory Plug-in installed, you can use
default inventory policies or tasks to gather data.

Step 3. Gather hardware inventory

Note: In the Advanced Options, on the Data Classes tab, make
sure that SEP Agent data class is checked.

Gather hardware inventory.Step 3

On the SEP Agent Health summary page, you can check the
overall status of the SEP agent health on the client computers in
your environment.

To see more details, you can open the SEP Agent Health page
for a single computer.

Step 4. View the SEP agent health status

View the SEP agent health status.Step 4

In theComputers list, you can create a custom report that includes
SEP agent health details for client computers. You can also export
the report as CSV file.

Step 5. (Optional) Create a report about SEP agent health details

(Optional) Create a report about
SEP agent health details.

Step 5

Step 1. Install Inventory plug-in
To install the Inventory plug-in

1 In the Symantec Management Console, on the Actions menu, click Agents/Plug-ins
> Rollout Agents/Plug-ins.

2 In the left pane, under Agents/Plug-ins, expand Discovery and Inventory >
Windows/UNIX/Linux/Mac, and then click Inventory Plug-in Install.

3 In the right pane, on the toolbar, click Apply to to choose the computers on which you
want to install the plug-in.

4 Under Schedule, on the toolbar, click Add schedule, and then schedule the policy to run
on managed computers.
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5 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

6 Click Save changes.

Step 2. (Optional) Configure the evaluation of SEP agent health
To configure new SEP agent health evaluation settings

1 Do one of the following:

■ In the Symantec Management Console, on the Settings menu, click All Settings.
Expand Integrations > Symantec Endpoint Protection > Settings > SEP Agent
Health Evaluation Settings.

■ In the Summary View flipbook, on the SEP Agent Health summary page, in the top
right corner, click the Open SEP Agent Health Evaluation Settings icon.

2 On the SEP Agent Health Evaluation Settings page, in the left pane, click Create new.

To set or change the settings name, click the settings, and then click Rename. In the
Rename Item dialog box, type the new name, and then click OK.

3 In the right pane, turn on the settings. In the upper right of the page, click the colored
circle, and then click On.

If you turn off the health evaluation settings, the SEP agent health status is Untracked
for client computers that are targeted by these settings.

4 In the right pane, configure the settings according to your needs:

The SEP Antivirus protection may be enabled or disabled on
client computers with SEP agent installed.

When you enable this option, the SEP Antivirus is evaluated
as healthy even when the Antivirus protection is disabled on
the client computers with SEP agent installed.

Antivirus

If the last antivirus scan does not run within the time period
that you specify, the Last Antivirus Scan is changed toNeeds
attention.

Antivirus Scan

The SEP Firewall may be enabled or disabled on client
computers with SEP agent installed.

When you enable this option, the SEP Firewall is evaluated
as healthy even when it is disabled on the client computers
with SEP agent installed.

SEP Firewall

If the last Virus Definitions revision date is older than the
number of days that you specified, the Virus Definitions
Status is changed to Needs attention.

Virus Definitions
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5 Under Applies To, on the toolbar, click Apply to, choose the computers that you want
to add to the new evaluation settings.

Note:Ensure that one client computer with SEP agent installed, is not targeted by multiple
health evaluation settings. If multiple settings are applied to one computer, the health
evaluation is performed based on only one of the settings, even if the settings are disabled.

6 (Optional) To restore the policy to its default settings, click Restore Defaults.

7 Click Save changes.

Step 3. Gather hardware inventory
To create and configure inventory policies

1 In the Symantec Management Console, on the Home menu, click Discovery and
Inventory > Inventory.

2 In the Inventory Policy statusWeb Part, click New.

3 On the inventory policy page, configure the policy options according to your needs.

For more information about the options, click the page, and then press the F1 key.

4 (Optional) Click Advanced to configure the data classes, the policy run options, or the
software inventory rules, and then click OK.

For more information about the options in the Advanced Options dialog box, click the
dialog box, and then press the F1 key.

5 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

6 Click Save changes.

To create and configure inventory tasks

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, expand Jobs and Tasks > System Jobs and Tasks > Discovery and
Inventory, right-click Inventory, and then click New > Task.

3 In the Create New Task dialog box, in the left pane, under Discovery and Inventory,
click Gather Inventory.

4 In the right pane, give the task a descriptive name and select the types of inventory to
gather.
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5 (Optional) Click Advanced to configure the data classes, the task run options, or the
software inventory rules, and then click OK.

For more information about the options in the Advanced Options dialog box, click the
dialog box, and then press the F1 key.

6 Click OK to save the task.

7 On the task page, schedule the task to run on managed computers.

8 Click Save changes.

Step 4. View the SEP agent health status
To view SEP agent health on a group of specified client computers

1 in the Symantec Management Console, on the Manage menu, click Computers.

2 In the top left corner of the computers list, click the double arrows (>>), and then navigate
to the SEP Agent Health page.

SEP Agent Health summary page in the summary view flipbook

To view SEP agent health information about a single client computer

1 In the Symantec Management Console, on the Manage menu, click Computers.

2 In the Computers view, in the computers list, click the computer that you want to see the
SEP agent health status for.

3 In the right pane, in the computer details flipbook, navigate to the SEP Agent Health
page.

SEP Agent Health page in the Computer Details flipbook

Step 5. (Optional) Create a report about SEP agent health details
To create a report about SEP agent health details for client computers

1 In the Symantec Management Console, on the Manage menu, click Computers.

2 Right-click a computer filter, and then click View Results Report icon.

3 To select SEP-related data into the report, in the Filter Results Report dialog box, under
Select Columns for report, in the search field, type SEP, and then select required data
classes under Installed SEPAgent Details,SEPAgent, andSEPAgent Service Details.

4 Click Save as Report.

5 In the Save as Report dialog box, give the report a name, specify its location in the reports
tree, and then click OK.
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Things to know about monitoring SEP health status
The following are the things to know about monitoring SEP health status.

Table 3-2 Things to know about monitoring SEP health status

DescriptionItem

SEP Agent Health Evaluation Settings work as follows:

■ If the SEP agent is targeted by more than one SEP Agent Health
Evaluation Settings, theOpen SEPAgent Health Evaluation Settings
icon has an exclamation mark on it. If you hover over the icon, you can
see which settings are applied. Ensure that one client computer with SEP
agent installed, is not targeted by multiple health evaluation settings. If
multiple settings are applied to one computer, the health evaluation is
performed based on only one of the settings, even if the settings are
disabled.

■ If you turn off the health evaluation settings, the SEP agent health status
is Untracked for client computers that are targeted by these settings.

■ When you create new SEP agent health evaluation settings and add a
group of computers as a target, those computers are no longer evaluated
by the (Default Settings). However, if you turn off the new settings, the
target computers, that are added to new settings, are not evaluated by
(Default Settings).

Information about SEP Agent Health
Evaluation Settings.

The SEP Agent Health page in the Computer Details flipbook is not visible
in the following situations:

■ The SEP agent is not installed on the client computer.
■ Inventory data may not be gathered because the inventory policy or task

did not run on this client computer yet or the inventory policy or task, that
ran on this client computer, is not configured to gather SEP Agent
inventory.

■ The client computer has a Linux or UNIX operating system.

The SEP Agent Health page in the
Computer Details flipbook is sometimes
not visible.

The Untracked status can appear in the following situations:

■ SEP agent inventory was gathered before the extended health information
for the SEP agents feature was introduced in IT Management Suite 8.1
RU6. The status remains Untracked until inventory policy runs on the
client computer after the RU6 installation.

■ No SEP agent health evaluation settings are applied for this client
computer.

Information about Untracked status.

Inventory data for Firewall Status is not gathered on Mac client computers.Some inventory data is not gathered on
Mac computers.

19Monitoring Symantec Endpoint Protection health
Things to know about monitoring SEP health status



Table 3-2 Things to know about monitoring SEP health status (continued)

DescriptionItem

If the data is not gathered for a specific status, a No data available icon (a
gray circle with a slash) appears next to the status.

Also, if the SEP agent does not contain the Firewall component, then the
Firewall Status shows No data available.

Information about a No data available
icon.

Starting SEP service on client computers where it is
not running

The monitoring data lets you identify devices on which the SEP agent is installed but the SEP
agent service is not running.

See “Monitoring Symantec Endpoint Protection agent health on client computers” on page 14.

You can start SEP service on computers where it is not running on the following pages in the
Symantec Management Console:

■ For a group of computers on the SEP Agent Health summary page in the summary view
flipbook.
If there are client computers where the SEP service is not running, a Start SEP service
on computers where it is not running icon appears next to the status bar. Click the icon
to start SEP service on all client computers where it is stopped. Note that this task runs
immediately on all computers where the SEP agent is installed, but the SEP service is not
running.

■ For a single computer on the SEP Agent Health page in the Computer Details flipbook.
If the SEP service is not running, a Start SEP Service icon appears next to the status.
Click the icon to start SEP service on the client computer.

■ For specific computers.
On the Jobs/Tasks page, you can create a Control SEP Service State task and manually
configure its target.

These options are available starting from ITMS version 8.1 RU6.

20Monitoring Symantec Endpoint Protection health
Starting SEP service on client computers where it is not running



Checking patch compliance
on client computers

This chapter includes the following topics:

■ Checking patch compliance and taking quarantine action on endpoints

Checking patch compliance and taking quarantine
action on endpoints

(Windows only)

IT Management Suite (ITMS) lets you check if the computer is compliant with respect to the
software updates that need to be installed on it. Integration with Symantec Endpoint Protection
(SEP) Manager server lets you quarantine the computers that are non-compliant.

As a prerequisite for checking the patch compliance with ITMS, you must set up your ITMS
infrastructure.

See “About setting up IT Management Suite infrastructure” on page 7.

Note: If you use the Windows Update patching method, this feature is not supported. For more
information about Windows Update patching, see the following knowledge base article:

http://www.symantec.com/docs/DOC11127
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Table 4-1 Process of checking patch compliance and taking quarantine action on endpoints

DescriptionActionStep

In Symantec Endpoint Protection Manager (SEPM), perform the
following steps:

1 Create a Host Integrity policy.

2 Create a Quarantine Firewall policy under Quarantine
Policies when Host Integrity Fails.

Quarantine Firewall policy enforces network restrictions
after the endpoint is quarantined.

Warning:Youmust configure theQuarantine Firewall policy
rules to allow Notification Server (site servers, Internet
gateway) to communicate with the quarantined endpoints.
Otherwise the Quarantine Firewall policy cuts off the
communication between Notification Server (site servers,
Internet gateway) and quarantined devices.

3 Apply the policies to the required endpoints.

Step 1: Create Host Integrity and Quarantine Firewall policies

For more detailed information about setting upHost Integrity and
Quarantine policies, see Setting up Host Integrity

Set up SEP Host Integrity and
Quarantine Firewall policies.

Step 1
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Table 4-1 Process of checking patch compliance and taking quarantine action on endpoints
(continued)

DescriptionActionStep

The endpoints must meet the following requirements:

1 Inventory plug-in is installed.

Inventory plug-in is required to collect and send to Notification
Server the information about the SEP Manager server that
manages a particular device and the ID that the SEPManager
uses to identify that device.

2 Software Update plug-in is installed.

Software Update plug-in is required for performing system
assessment scan on endpoints and applying required
software updates.

Step 2: Prepare endpoints for checking the compliance and
applying patches

3 End user Notification Agent is installed.

This agent sends pre-quarantine and active quarantine
messages to the endpoints. Note that this agent is installed
on endpoints automatically as part of Software Update plug-in
installation.

4 Windows Update service is enabled and configured to start
manually to make available the installation of software
updates.

Prepare endpoints for checking the
compliance and applying software
updates.

Step 2
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Table 4-1 Process of checking patch compliance and taking quarantine action on endpoints
(continued)

DescriptionActionStep

ITMS requires the information for connection to the SEPManager
server to do the following:

■ Send information to the SEP Manager to quarantine the
computers that are not compliant with the Symantec Endpoint
Protection Quarantine policy

■ Exclude the quarantined computers from quarantine
■ Check on the quarantine status of computers

Note that you can add multiple SEP Managers servers starting
from 14.0 (i.e. 14.0, 14.0 MP, 14.0 MP1, 14.0 MP2, 14.0 RU1,
14.0 RU1 MP1, 14.0 RU1 MP2, 14.2, 14.2 MP1) to quarantine the
endpoints.

Step 3: Add the SEP Manager server information

Note: The endpoints with the following SEP agent versions
installed are supported: 14.0, 14.0 MP, 14.0 MP1, 14.0 MP2, 14.0
RU1, 14.0 RU1 MP1, 14.0 RU1 MP2, 14.2 MP1. The endpoints
with SEP agent 14.2 installed are not supported.

Add the SEP Manager server
information.

Step 3

System assessment scan inventories the managed computers for
the software updates that they require.

Assessment scan is enabled by default and runs automatically on
all computers with Software Update plug-in installed in the following
cases:

■ When the endpoint receives a new or changed assessment
scan policy

■ When the endpoint receives a new or changed Software Update
policies

■ During the maintenance window
■ Before an update is deployed
■ After an update is deployed
■ When Symantec Management Agent starts after a restart that

was initiated by an update deployment

Perform system assessment scan.Step 4

Patch management metadata contains the CVE Identifiers of the
software updates that can be installed on the endpoints.

Step 5: Import patch management metadata

Import patch management
metadata.

Step 5
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Table 4-1 Process of checking patch compliance and taking quarantine action on endpoints
(continued)

DescriptionActionStep

The Symantec Endpoint Protection Quarantine policy lets you
define compliance settings for the endpoints. When the policy
runs, it checks the compliance of the target computers and sends
information about non-compliant computers to SEPManager. SEP
Manager quarantines the non-compliant computers.

Note: You must enable SEP Host Integrity in SEP Manager for
API call to quarantine the endpoints.

Step 6: Configure Symantec Endpoint Protection Quarantine policy

Configure Symantec Endpoint
Protection Quarantine policy.

Step 6

You can view the quarantined computers in the Computer
Quarantine Status report atReports > Integrations > Symantec
Endpoint Protection > Symantec Endpoint Protection
Quarantine.

When endpoints are evaluated to be quarantined, ITMS performs
the following actions simultaneously:

■ Instructs the SEP Manager to quarantine the computers.
■ Sends quarantine messages to the computer users.

Note: The users receive the quarantine messages only if the
persistent connection is used for communication between
Notification Server and endpoints.

About the Symantec Management Agent communication using
persistent connection

If users receive the messages before their computers get
quarantined, the users can save their work as they may be
unable to access resources and services on their organization’s
network during the quarantine period.

Note: Depending on SEP Manager configuration, the computers
may get quarantined in real time or with some delay. The speed
of the quarantine action defines the data recency in theComputer
Quarantine Status report and whether users receive the
quarantine messages before or after their computers get
quarantined.

For more information, see the following knowledge base article:

https://www.symantec.com/docs/HOWTO80912

View quarantined computers.Step 7
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Table 4-1 Process of checking patch compliance and taking quarantine action on endpoints
(continued)

DescriptionActionStep

If it is critical for you to remove some quarantined computer from
quarantine without deploying the required software updates to the
computer, you can reverse the quarantine action.

The computers that you remove from quarantine using this method
are excluded from the target of the relevant quarantine policy and
listed on the policy page under Add computers for exclusion.

Step 8: Remove a computer from quarantine

Remove critical computers from
quarantine.

Step 8

To make the computers compliant and remove them from
quarantine, you need to deploy to the quarantined computers the
required software updates that are listed on the Symantec
Endpoint Protection Quarantine policy page.

Step 9: Apply required software updates

Apply required software updates.Step 9

To ensure that the updates have been successfully installed, view
theWindows Software Update Delivery Summary report at
Reports > Software > Patch Management > Remediation
Status.

You can also check theComputer Quarantine Status report once
again to ensure that the compliant computers are automatically
removed from quarantine.

Verify patch delivery results and
the state of the compliant
computers.

Step 10

Step 1: Create Host Integrity and Quarantine Firewall policies
To create the Host Integrity policy

1 In the SEPM console, click Clients, select the appropriate computer group, and then click
the Policies tab.

2 On the Policies tab, next to Location-specific Policies, click Add a policy.

3 In the Add Policy dialog box, select Host Integrity policy, and then click Next.

4 Select Create a new policy, and then click Next.

5 In the Host Integrity Policy dialog box, configure the policy:

■ Under Overview, make sure that Enable this policy option is checked.

■ Under Requirements, select Never do Host Integrity checking.
You don't need to configure the Requirements for the Host Integrity policy, because
the checks are performed on the ITMS side.

6 Click OK.
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To create the Quarantine Firewall policy

1 In the SEPM console, click Clients, select the appropriate computer group, and then click
the Policies tab.

2 On the Policies tab, next to Quarantine Policies when Host Integrity Fails, click Add
a policy.

3 In the Add Quarantine Policy dialog box, select Quarantine Firewall policy, and then
click Next.

4 Select Create a new policy, and then click Next.

5 In the Firewall Policy dialog box, configure the policy:

■ Under Overview, make sure that Enable this policy option is checked.

■ UnderRules, clickAddRule to add a rule that blocks network traffic when the computer
gets quarantined. In the Add Firewall Rule Wizard, configure the rule as follows:

■ Give the rule a name, and then click Next.

■ On the Select the Action for the Rule page, select Block connections, and then
click Next.

■ On the Select the Rule Applications page, selectAll applications, and then click
Next.

■ On the Select the Host page, select Any computer or site, and then click Next.

■ On the Select the Network Services page, select All types of communication
(all protocols and ports, local and remote), and then click Next.

■ On the Select a Log Action page, select the option that you prefer, and then click
Finish.

■ Under Rules, click Add Rule to add a rule that allows communication between
Notification Server (site servers, Internet gateway) and the quarantined computer. In
the Add Firewall Rule Wizard, configure the rule as follows:

■ Give the rule a name, and then click Next.

■ On the Select the Action for the Rule page, select Allow connections, and then
click Next.

■ On the Select the Rule Applications page, selectAll applications, and then click
Next.

■ On the Select the Host page, selectOnly the computers and sites listed below,
and then click Add to add IP address or DNS host of Notification Server (site
servers, Internet gateway) to which you want to allow traffic.

■ On the Select the Network Services page, select All types of communication
(all protocols and ports, local and remote), and then click Next.
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■ On the Select a Log Action page, select the option that you prefer, and then click
Finish.

■ Perform further configuration according to your requirements.

6 Click OK.

Step 2: Prepare endpoints for checking the compliance and applying
patches
To install the Inventory plug-in

1 In the Symantec Management Console, on the Actions menu, click Agents/Plug-ins
> Rollout Agents/Plug-ins.

2 In the left pane, under Agents/Plug-ins, expand Discovery and Inventory >
Windows/UNIX/Linux/Mac, and then click Inventory Plug-in Install.

3 In the right pane, on the toolbar, click Apply to to choose the computers on which you
want to install the plug-in.

4 Under Schedule, on the toolbar, click Add schedule, and then schedule the policy to run
on managed computers.

5 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

6 Click Save changes.

To install the Software Update plug-in

1 In the Symantec Management Console, on the Actions menu, click Agents/Plug-ins >
Rollout Agents/Plug-ins.

2 In the left pane, under Agents/Plug-ins, expand Software > Patch Management, and
then click Software Update Plug-in Install.

3 In the right pane, check or uncheck Enable Verbose Reporting of Status Events
according to your needs.

This option records the detailed events that are related to the installation and posts them
to the Notification Server computer.

4 Under Applied to, on the toolbar, click Apply to, and then choose where to install the
agent.

5 Under Schedule, configure the schedule for the policy.

6 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

7 Click Save changes.
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Step 3: Add the SEP Manager server information
To add the SEP Manager server information

1 In the Symantec Management Console, on the Settings menu, click All Settings.

2 In the left pane, expand Integrations > Symantec Endpoint Protection > Settings, and
then click Symantec Endpoint Protection Manager Configuration.

3 On the Symantec Endpoint Protection Manager Configuration page, on the toolbar,
click Add.

4 In the Add Symantec Endpoint Protection Manager Server dialog box, add the
information of the SEP Manager server that you want to integrate with IT Management
Suite, and then click OK.

Note: Ensure that the Collect Full Inventory policy has already collected and sent to
Notification Server the information about the SEP Manager server. By default, the policy
is enabled and runs as soon as possible for the first time, and then every Monday at 6:00
P.M. on all computers with Inventory plug-in installed.

5 (Optional) On the Symantec Endpoint Protection Manager Configuration page, under
Quarantine messages, click Quarantine messages, and then in the Edit Quarantine
Messages dialog box, edit the messages for the users of quarantined endpoints.

Note that the edited message is not localized and the same message is displayed to all
users.

6 Click Save changes.

Step 5: Import patch management metadata
To import patch management metadata

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, expand Jobs and Tasks > System Jobs and Tasks > Software > Patch
Management > Import Patch Data for Windows.

3 In the right pane, under Vendors and Software, click Update.

4 When the available products list import is complete, under Vendors and Software, check
the software for which you want to download the patch management metadata, and then
click Save changes.

5 Under Task Status, click New Schedule.

6 In the New Schedule dialog box, click Now, and then click Schedule.
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Step 6: Configure Symantec Endpoint Protection Quarantine policy
To configure the Symantec Endpoint Protection Quarantine policy

1 In the Symantec Management Console, on the Manage menu, click Policies.

2 In the left pane, expand Integrations > Symantec Endpoint Protection, right-click the
Symantec Endpoint Protection Quarantine folder, and then click New > Symantec
Endpoint Protection Quarantine Policy.

3 On the policy page, configure the following settings:

Add the CVE Identifiers of the software updates that need to be
installed on the endpoints.

Add CVE Identifier(s) for
compliance check

Configure the target of the policy.Add Windows computers
or Windows computer
groups with Software
Update plug-in installed

Specify the endpoints that you want to exclude from the target of
the policy.

Some computers may be already listed at this location if you edit
the existing policy that contains computers for which you have
reversed the quarantine action from the Computer Quarantine
Status report.

Add computers for
exclusion

Specify the length of the grace period.

After the end of the grace period, IT Management Suite (ITMS) sends
instructions to SEP Manager to quarantine non-compliant devices.

If the grace period is not defined, the ITMS sends instructions to
SEP Manager to quarantine the devices as soon as the evaluation
of the policy is completed.

Grace Period

4 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

5 Click Save changes.

6 Click OK.

Step 8: Remove a computer from quarantine
To remove a computer from quarantine

1 In the Symantec Management Console, on the Reports menu, click All Reports.

2 In the left pane, expand Reports > Integrations > Symantec Endpoint Protection >
Symantec Endpoint Protection Quarantine > Computer Quarantine Status.

30Checking patch compliance on client computers
Checking patch compliance and taking quarantine action on endpoints



3 In the right pane, right-click the computer that you want to remove from quarantine, and
then click Exclude Device from Quarantine policy.

4 In the Exclude from Quarantine Policy dialog box, select the policy or policies from
which you want to remove the computer, and then click OK.

Step 9: Apply required software updates
To apply required software updates

1 In the Symantec Management Console, on the Actions menu, click Software > Patch
Remediation Center.

2 On the Patch Remediation Center page, in the right pane, in the Show drop-downmenu,
clickWindows Compliance by Bulletin, and then click the Refresh symbol to see which
updates the endpoints require.

3 Right-click the bulletin with the software updates that you want to download to the
Notification Server computer, and then click Download Packages.

If you want to download many bulletins at once, select multiple items while holding down
the Shift or Ctrl key, right-click one of them, and then click Download Packages.

You can close the status dialog box or leave it open in a new window; the download
continues in the background.

4 After the download task succeeds, on the Patch Remediation Center page, in the right
pane, right-click the bulletin that you want to distribute to endpoints, and then click
Distribute Packages.

5 In the Distribute Software Updates wizard, click Step 1, ensure that the settings are
configured as needed, and then click Next.

6 On the second page of the wizard, check the updates that you want to distribute.

7 Turn on the policy.

At the upper right of the second wizard page, click the colored circle, and then click On.

8 Click Distribute software updates.

9 In the status dialog box, click Close.
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