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Technical Support
Symantec Technical Support maintains support centers globally. Technical Support’s primary
role is to respond to specific queries about product features and functionality. The Technical
Support group also creates content for our online Knowledge Base. The Technical Support
group works collaboratively with the other functional areas within Symantec to answer your
questions in a timely fashion. For example, the Technical Support group works with Product
Engineering and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s support offerings include the following:

■ A range of support options that give you the flexibility to select the right amount of service
for any size organization

■ Telephone and/or Web-based support that provides rapid response and up-to-the-minute
information

■ Upgrade assurance that delivers software upgrades

■ Global support purchased on a regional business hours or 24 hours a day, 7 days a week
basis

■ Premium service offerings that include Account Management Services
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support.symantec.com
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https://support.symantec.com
http://www.symantec.com/business/support/


■ Operating system

■ Version and patch level

■ Network topology

■ Router, gateway, and IP address information

■ Problem description:

■ Error messages and log files

■ Troubleshooting that was performed before contacting Symantec

■ Recent software configuration changes and network changes

Licensing and registration
If your Symantec product requires registration or a license key, access our technical support
Web page at the following URL:

www.symantec.com/business/support/

Customer service
Customer service information is available at the following URL:

www.symantec.com/business/support/

Customer Service is available to assist with non-technical questions, such as the following
types of issues:

■ Questions regarding product licensing or serialization

■ Product registration updates, such as address or name changes

■ General product information (features, language availability, local dealers)

■ Latest information about product updates and upgrades

■ Information about upgrade assurance and support contracts

■ Information about the Symantec Buying Programs

■ Advice about Symantec's technical support options

■ Nontechnical presales questions

■ Issues that are related to CD-ROMs, DVDs, or manuals
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Support agreement resources
If you want to contact Symantec regarding an existing support agreement, please contact the
support agreement administration team for your region as follows:

customercare_apac@symantec.comAsia-Pacific and Japan

semea@symantec.comEurope, Middle-East, and Africa

supportsolutions@symantec.comNorth America and Latin America

mailto:customercare_apac@symantec.com
mailto:semea@symantec.com
mailto:supportsolutions@symantec.com


Technical Support ............................................................................................... 4

Chapter 1 Introducing Virtual Machine Management .................... 10

About Virtual Machine Management ................................................. 10
About server virtualization .............................................................. 11
What you can do with Virtual Machine Management ............................ 12
Where to get more information ........................................................ 14

Chapter 2 Working with Virtual Machine Management ................. 16

Adding and managing vCenters or host servers .................................. 16
Discovering and adding a single vCenter or host ................................. 20
Discovering and adding multiple vCenter or hosts .............................. 21
About Virtual Machine Management Task Server Plug-in ...................... 22
Installing the Virtual Machine Management Task Server Plug-in ............. 23
Gathering inventory on the host ....................................................... 24

Chapter 3 Inventorying and reporting Virtual Machine
Management information ........................................... 27

About Virtual Machine Management home page ................................. 27
Viewing Virtual Machine Management reports .................................... 28

Chapter 4 Managing tasks and jobs ................................................... 31

About Virtual Machine Management tasks and job .............................. 31
Scheduling a Virtual Machine Management task ................................. 32
Combining Virtual Machine Management tasks into a job ...................... 33

Chapter 5 Managing virtual machines .............................................. 35

About virtual machines .................................................................. 35
Creating a virtual machine on a host ................................................. 35
Deleting a virtual machine from a host .............................................. 41

Contents



Chapter 6 Managing templates ........................................................... 43

About templates .......................................................................... 43
Deploying a virtual machine using a template ..................................... 44

Chapter 7 Managing virtual disks ....................................................... 48

About virtual disks ........................................................................ 48
Creating a virtual disk on a host ....................................................... 48
Deleting a virtual disk from a host .................................................... 50

Chapter 8 Managing virtual networks ............................................... 52

About virtual networks ................................................................... 52
Creating a virtual network on a host ................................................. 52
Deleting a virtual network from a host ............................................... 53

Chapter 9 Managing power states of virtual machines ................. 55

About power management ............................................................. 55
Starting or stopping a virtual machine .............................................. 56
Suspending or resuming a virtual machine ......................................... 57
Shutting down or restarting a virtual machine ..................................... 59
About supported guest operating systems ........................................ 60

Chapter 10 Managing snapshots of virtual machines ...................... 62

About snapshots .......................................................................... 62
Creating a snapshot ..................................................................... 63
Reverting a snapshot .................................................................... 64
Deleting a snapshot ...................................................................... 65

Chapter 11 Setting up Virtual Machine Management on a
remote task server ........................................................ 67

Installing and setting up Virtual Machine Management on a remote
task server ............................................................................ 67

Installing the Virtual Machine Management Task Server Plug-in on the
remote task server .................................................................. 69

Installing the credential manager on the remote task server .................. 70
Installing the Pluggable Protocols Agents Package on the remote task

server .................................................................................. 71
Assigning ESX servers or hypervisors to the remote task server ............ 71
Assigning virtual machines to the remote task server ........................... 72

8Contents



Appendix A Best practices, troubleshooting tips, and other
things to know ............................................................... 74

Best practices to prevent protocol replacement ................................... 74
Best practices to prevent data loss ................................................... 75
Deployment of ESX or ESXi servers ................................................. 75
Tables populated during the Network Discovery and Run Inventory

tasks .................................................................................... 76
Connection profile information ........................................................ 77
Permissions that Virtual Machine Management requires ....................... 78
About Altiris Log Viewer ................................................................ 81
About Altiris Log Viewer messages .................................................. 83
Troubleshooting Tips ..................................................................... 83

Glossary ............................................................................................................... 86

Index .................................................................................................................... 87

9Contents



Introducing Virtual Machine
Management

This chapter includes the following topics:

■ About Virtual Machine Management

■ About server virtualization

■ What you can do with Virtual Machine Management

■ Where to get more information

About Virtual Machine Management
Virtual Machine Management is a component of the Server Management Suite, which is built
on the Symantec Management Platform (SMP). It helps you to view virtual resource information
in your network and perform management tasks on those virtual resources. Virtualization is a
technology that lets you make optimum use of the hardware resources of your organization.
You can create various virtual machine environments on a single physical server. Each virtual
environment is isolated and functions independently from the physical server and from the
other virtual environments.

Nowadays several virtualization solutions are available in the market to manage a virtual
infrastructure. An enterprise can use multiple virtualization solutions provided by different
vendors depending on their cost, architecture, features, etc. In this situation, you will require
a solution through which you can manage entire virtual infrastructure without switching between
different virtualization solutions.

Virtual Machine Management lets you gain better support and performance by managing virtual
environment built on VMware ESX and Microsoft Hyper-V Hypervisors. Virtual Machine
Management lets you control ESX and Hyper-V Hypervisor environments from one common
console. It helps you to easily understand the entire virtual environment and reduce
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administration costs. You can perform common set of host and guest level tasks on multiple
Hypervisor environment and ensure consistency while executing different tasks.

All the virtual machine data is stored in CMDB through which you can generate various report.
These reports help you plan performance enhancements and understand changes to the virtual
environment.

See “About server virtualization” on page 11.

Virtualization enhances the efficiency and productivity of the hardware resources and helps
to reduce administrative costs.

The features of the Virtual Machine Management component let you create following virtual
resources:

■ Virtual machines

■ Virtual disks

■ Virtual networks

See “Adding and managing vCenters or host servers” on page 16.

About server virtualization
Server virtualization lets you divide a single physical server into multiple virtual environments.
The virtual machines share the hardware resources of the physical server. The physical server
is called the host and the virtual machine is called the guest.

The virtual machines behave like physical computers. Virtual machine shares the hardware
resources of the host server. Each virtual machine also is independent and unaware of the
other virtual machines that run on the same physical server.

In Virtual Machine Management, Hypervisor serves as a platform for the operating system of
the virtual server. Currently, Virtual Machine Management supports the following Hypervisors:

■ Hyper-V

■ VMware

These platforms support the virtualization features, which are provided in the Virtual Machine
Management component.

Virtual Machine Management component currently supports the following Hyper-V Hypervisors:

■ Hyper-V (Win 2K8 R2 enterprise)

■ Hyper-V (Win 2K8 R2 SP1)

■ Hyper-V (Windows Server 2012)

■ Hyper-V (Windows Server 2012 R2)
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Virtual Machine Management component also supports VMware vCenter to centrally administer
multiple ESX or ESXi hosts and virtual machines in a complex virtual environment. vCenter
lets you manage virtual machines on ESX servers, which are discovered using vCenter
credentials or managed by vCenter. vCenter lets you streamline all the virtual machine
management tasks to have a better control over the virtual environment.

If ESX servers are managed and discovered through a vCenter then you can perform all the
virtual machine management tasks except the Create Virtual Disk and Delete Virtual Disk.
In case of the Create Virtual Disk and Delete Virtual Disk tasks, the credentials (user name
and password) for vCenter and ESX server must be same for the successful execution of the
task.

Virtual Machine Management component currently supports the following vCenter versions:

■ vCenter 5.0

■ vCenter 5.1

■ vCenter 5.5

■ vCenter 6.0

■ vCenter 6.5

See “About Virtual Machine Management” on page 10.

See “Adding and managing vCenters or host servers” on page 16.

What you can do with Virtual Machine Management
The Virtual Machine Management component lets you manage the virtual resources of your
network.

See “About Virtual Machine Management” on page 10.

See “About Virtual Machine Management tasks and job” on page 31.

See “About Virtual Machine Management home page” on page 27.

See “Adding and managing vCenters or host servers” on page 16.

Table 1-1 What you can do with the Virtual Machine Management component

DescriptionOption

You can create new virtual machines.

See “Creating a virtual machine on a host” on page 35.

Create virtual machine

You can delete existing virtual machines.

See “Deleting a virtual machine from a host” on page 41.

Delete virtual machine
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Table 1-1 What you can do with the Virtual Machine Management component (continued)

DescriptionOption

You can deploy a virtual machine from a predefined template.

See “Deploying a virtual machine using a template” on page 44.

Deploy virtual machine

You can create virtual disks for the virtual machines that you create.

See “Creating a virtual disk on a host” on page 48.

Create virtual disk

You can delete existing virtual disks.

See “Deleting a virtual disk from a host” on page 50.

Delete virtual disk

You can create virtual network for the virtual machine. Each virtual
machine requires a virtual network to connect to the host.

See “Creating a virtual network on a host” on page 52.

Create virtual network

You can delete existing virtual networks.

See “Deleting a virtual network from a host” on page 53.

Delete virtual network

You can change the power state of your virtual machines.

See “Starting or stopping a virtual machine ” on page 56.

See “Suspending or resuming a virtual machine” on page 57.

See “Shutting down or restarting a virtual machine” on page 59.

Run power management
tasks on virtual machines

You can create snapshots to preserve certain states of your virtual
machines.

See “Creating a snapshot ” on page 63.

Create snapshot of a virtual
machine

You can use the revert snapshot option to restore a previously saved
state of a virtual machine.

See “Reverting a snapshot” on page 64.

Revert snapshot of a virtual
machine

You can use the delete snapshot option to delete a snapshot.

See “Deleting a snapshot” on page 65.

Delete snapshot of a virtual
machine

You can collect the inventory data of the hosts and their virtual
environment.

See “Gathering inventory on the host” on page 24.

Collect inventory of the virtual
environment

You can view the details of the host and its virtual environment.

See “Viewing Virtual Machine Management reports” on page 28.

View Virtual Machine
Management reports
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Where to get more information
Use the following documentation resources to learn about and use this product.

Table 1-2 Documentation resources

LocationDescriptionDocument

The Supported Products A-Z page, which is available at
the following URL:

https://www.symantec.com/products/products-az

Open your product's support page, and then underCommon
Topics, click Release Notes.

Information about new
features and important
issues.

Release Notes

■ The Documentation Library, which is available in the
Symantec Management Console on the Help menu.

■ The Supported Products A-Z page, which is available
at the following URL:
https://www.symantec.com/products/products-az
Open your product's support page, and then under
Common Topics, click Documentation.

Information about how to
use this product,
including detailed
technical information and
instructions for
performing common
tasks.

User Guide

The Documentation Library, which is available in the
Symantec Management Console on the Help menu.

Context-sensitive help is available for most screens in the
Symantec Management Console.

You can open context-sensitive help in the following ways:

■ Click the page and then press the F1 key.
■ Use the Context command, which is available in the

Symantec Management Console on the Help menu.

Information about how to
use this product,
including detailed
technical information and
instructions for
performing common
tasks.

Help is available at the
solution level and at the
suite level.

This information is
available in HTML help
format.

Help

In addition to the product documentation, you can use the following resources to learn about
Symantec products.
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Table 1-3 Symantec product information resources

LocationDescriptionResource

Knowledge BaseArticles, incidents, and
issues about Symantec
products.

SymWISE Support
Knowledgebase

Unified Help SystemAll available IT
Management Suite and
solution guides are
accessible from this
Symantec Unified Help
System that is launched
on cloud.

Cloud Unified Help System

The links to various groups on Connect are as follows:

■ Deployment and Imaging
■ Discovery and Inventory
■ ITMS Administrator
■ Mac Management
■ Monitor Solution and Server Health
■ Patch Management
■ Reporting
■ ServiceDesk and Workflow
■ Software Management
■ Server Management
■ Workspace Virtualization and Streaming

An online resource that
contains forums, articles,
blogs, downloads,
events, videos, groups,
and ideas for users of
Symantec products.

Symantec Connect
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Working with Virtual
Machine Management

This chapter includes the following topics:

■ Adding and managing vCenters or host servers

■ Discovering and adding a single vCenter or host

■ Discovering and adding multiple vCenter or hosts

■ About Virtual Machine Management Task Server Plug-in

■ Installing the Virtual Machine Management Task Server Plug-in

■ Gathering inventory on the host

Adding and managing vCenters or host servers
In a large enterprise, Virtual Machine Management lets you gain better efficiency and
productivity of the hardware resources by managing a virtual environment that is built on
multiple hypervisors. It consumes the features available in VMware and HyperV hypervisors
and provides a common interface to the user to use the features in the context of the broader
systems management landscape.

See “About Virtual Machine Management” on page 10.

See “About server virtualization” on page 11.

To add and manage vCenters or host servers to Virtual Machine Management, you must
perform the following tasks:
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Table 2-1 Process for adding and managing vCenters or host servers

DescriptionActionStep

Do one of the following depending
on the way you want to add the
vCenter or host server:

■ You can specify IP address of
a single vCenter or host and
quickly discover and add it to
the network.
See “Discovering and adding
a single vCenter or host”
on page 20.

■ You can discover multiple
hosts and their virtual
machines that are available in
the network. The discovery
data is added into the
Configuration Management
Database (CMDB).
See “Discovering and adding
multiple vCenter or hosts ”
on page 21.

Discover and add a single or
multiple vCenter or host servers.

Step 1

The Virtual Machine Management
Task Server Plug-in lets you run
the management tasks on your
hosts and their virtual machines.

The Virtual Machine Management
Task Server Plug-in install policy
is enabled by default. It installs
the Virtual Machine Management
Task Server Plug-in on the task
server.

You must install the Credential
Manager (CM) and Pluggable
Protocols Agents (PPA) Package
on the remote task server to work
with Virtual Machine
Management.

See “Installing the Virtual Machine
Management Task Server Plug-in”
on page 23.

Install the Virtual Machine
Management Task Server Plug-in
on the task server.

Step 2
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Table 2-1 Process for adding and managing vCenters or host servers (continued)

DescriptionActionStep

After you discover the Hyper-V
and VMware host servers on your
network, you can gather inventory
of these servers and their virtual
environments.

See “Gathering inventory on the
host” on page 24.

Collect the inventory on each
hosts.

Step 3

After you gather the inventory on
the Hyper-V and VMware host
servers on your network, you can
perform all the host level tasks.

Virtual Machine Management
facilitates you to perform following
host level tasks:

■ Create Virtual Machine
See “Creating a virtual
machine on a host”
on page 35.

■ Create Virtual Disk
See “Creating a virtual disk on
a host” on page 48.

■ Create Virtual Network
See “Creating a virtual
network on a host”
on page 52.

■ Run Inventory
See “Gathering inventory on
the host” on page 24.

Execute the host level tasks on
host servers.

Step 4
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Table 2-1 Process for adding and managing vCenters or host servers (continued)

DescriptionActionStep

If you want to create a new virtual
machine using the existing
template files, which are created
on a host then perform the
template level task.

The new virtual machine is
created based on the virtual
hardware, installed software, and
other properties that are
configured for the template.

See “Deploying a virtual machine
using a template” on page 44.

Execute the template level task
on the existing template files,
which are created on a host.

Step 5 (optional)

Once your guest machines are up
and running, you can perform all
the guest level tasks.

Virtual Machine Management
facilitates you to perform following
guest level tasks:

■ Start or Stop a Virtual Machine
See “Starting or stopping a
virtual machine ” on page 56.

■ Suspend or Resume a Virtual
Machine
See “Suspending or resuming
a virtual machine” on page 57.

■ Shutdown or Restart a Virtual
Machine
See “Shutting down or
restarting a virtual machine”
on page 59.

■ Create a Snapshot
See “Creating a snapshot ”
on page 63.

■ Revert a Snapshot
See “Reverting a snapshot”
on page 64.

■ Delete a Snapshot
See “Deleting a snapshot”
on page 65.

Execute the guest level tasks on
the guest machines that are
created on the host servers

Step 6
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See “About Altiris Log Viewer ” on page 81.

See “Best practices to prevent protocol replacement” on page 74.

See “Best practices to prevent data loss” on page 75.

See “Permissions that Virtual Machine Management requires” on page 78.

See “Connection profile information ” on page 77.

See “Deployment of ESX or ESXi servers” on page 75.

See “Tables populated during the Network Discovery and Run Inventory tasks” on page 76.

Discovering and adding a single vCenter or host
The Add Host feature lets you find and add a specific host or vCenter to your network by only
specifying its IP address. In this case, the network discovery task is run internally.

For better network discovery results, it is recommended to assign unique name and IP address
to the virtual machines and templates, which are associated with the same Host.

The discovery task uses the default connection profile to discover the host or vCenter. So,
before you discover and add a host or vCenter, ensure that the vCenter or Host credential is
present and enabled for the respective protocol (WMI protocol for Hyper-V servers, and VMware
protocol for ESX servers) in the default connection profile. When the host or vCenter is found,
its data is added to the Configuration Management Database (CMDB). Discovery ensures the
right protocol and credential associations are made for future inventory operations.

See “About Virtual Machine Management” on page 10.

See “Adding and managing vCenters or host servers” on page 16.

See “Best practices to prevent protocol replacement” on page 74.

After a host or vCenter is added, you can view its data on the Virtual Machine Management
home page. You can also run the Virtual Machine Management tasks on the host.

See “What you can do with Virtual Machine Management” on page 12.

See “About Virtual Machine Management home page” on page 27.

To discover and add a single host

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, click Actions > Add Host.

3 In the dialog box, type the IP address of the host or vCenter and click OK.

See “Permissions that Virtual Machine Management requires” on page 78.
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Discovering and adding multiple vCenter or hosts
Before you can perform the Virtual Machine Management operations, you must discover the
hosts or vCenters and associated virtual machines, and then gather inventory on each of the
hosts.

For better network discovery results, it is recommended to assign unique names and IP
addresses to the virtual machines and templates, which are associated with the same Host.

You can discover the virtual machines separately with the Network Discovery wizard on Home
> Discovery and Inventory > Network Discovery or from Manage > Jobs and Tasks >
Discovery and Inventory, but for VMM to work properly you must discover VMs using a host
or vCenter credentials. Discovery ensures the right protocol and credential associations are
made for future inventory operations.

See “About Virtual Machine Management” on page 10.

After the hosts and their virtual machines are discovered, accordingly corresponding resources
are created in the Configuration Management Database (CMDB). The Virtual Machine
Management home page displays the hosts and their virtual machines that are available on
your network.

See “About Virtual Machine Management home page” on page 27.

Each time you add a host, vCenter or a virtual machine, you must launch the network discovery
wizard to update the discovery data. You can also set up a recurring Network Discovery task
by using a custom connection profile. You can choose Discover Virtual managers VMware
and HyperV to target the new hosts, vCenters, and virtual machines in your environment.

For more information, see the topics about network discovery, connection profiles, and
scheduling tasks in the Symantec Management Platform User Guide.

For more information, see the topics about discovering network devices in the IT Management
Suite Administration Guide.

To discover the hosts

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, click Actions > Getting Started.

3 In the Getting Started dialog box, click Launch Network Discovery Wizard.

4 In the network discovery wizard, on the Choose method of device discovery page,
specify a discovery method and then click Next.

For more information, see the topic about methods for discovering network devices in the
Symantec Management Platform User Guide.

For more information, see the topics about discovering network devices in the IT
Management Suite Administration Guide.
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5 On the Enter network IP Ranges page, specify the portions of the network to discover
and then click Next.

For more information, see the topic about selecting network ranges to discover in the
Symantec Management Platform User Guide.

For more information, see the topics about discovering network devices in the IT
Management Suite Administration Guide.

6 On the Select device communication profile page, select a connection profile.

7 To specify the VMware or WMI credentials, click the Edit symbol.

The credentials that you specify, are automatically used for all other tasks that require
credentials.

Make sure that the VMware protocol is always turned on for vCenter and ESX servers,
and WMI protocol is turned on for Hyper-V servers.

8 In the Define Group Settings dialog box, click OK.

9 Click Next.

10 On the Enter task name page, name the task and then click Next.

11 On theChoosewhen to run the discovery page, schedule the task and then click Finish.

See “Adding and managing vCenters or host servers” on page 16.

See “Best practices to prevent protocol replacement” on page 74.

See “Permissions that Virtual Machine Management requires” on page 78.

About Virtual Machine Management Task Server
Plug-in

For the Virtual Machine Management actions that you want to perform, you first need to create
tasks on the host. The Virtual Machine Management Task Server Plug-in lets you manage
your hosts and associated virtual machines. The plug-in runs the Virtual Machine Management
tasks that you create.

See “About Virtual Machine Management” on page 10.

The Virtual Machine Management Task Server Plug-in install policy installs the Virtual Machine
Management Task Server Plug-in on the task server. You can configure the task server on
the Notification Server computer or on a separate remote task server. Virtual Machine
Management can function out of the box with a single NS server and the Task Server that
co-resides there. No additional configuration is needed for most of the small and medium
environments.

See “Installing the Virtual Machine Management Task Server Plug-in” on page 23.
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In a large enterprise, you can scale Virtual Machine Management by distributing VMM
capabilities on additional remote task servers. You must install the Credential Manager (CM)
and Pluggable Protocols Agents (PPA) Package on the remote task server to work with Virtual
Machine Management. You can execute multiple tasks simultaneously on a task server. Tasks
executed on the same resource are executed synchronously.

See “Installing and setting up Virtual Machine Management on a remote task server”
on page 67.

For more information, see the topics about deploying a task server in the Symantec
Management Platform User Guide.

For more information, see the topics about deploying a task server in the IT Management Suite
Administration Guide.

By default, the Virtual Machine Management Task Server Plug-in install policy is roll-out only
on the Notification Server computer on which the task service is installed; the plug-in policy
does not automatically roll-out on all the task servers. If you want to roll-out the VMM Plug-in
install policy on a remote task server then you need to select the respective targets in the
install policy and run that. The policy installs the Virtual Machine Management Task Server
Plug-in on your task server.

The Virtual Machine Management Task Server Plug-in uses different components to
communicate with the hosts. The VMware platform uses the web service and Hyper-V uses
the Windows Management Instrumentation (WMI). The Virtual Machine Management Task
Server Plug-in remotely connects to the host and runs the tasks that are applied to it.

The Virtual Machine Management Task Server Plug-in acts as a communication channel
between the Notification Server computer, task server, and the host. The tasks are created in
the Virtual Machine Management and sent to the task server for the Virtual Machine
Management Task Server Plug-in. The Virtual Machine Management Task Server Plug-in
selects the host where the task is specified to run. After the task runs, the host sends the result
to the Virtual Machine Management Task Server Plug-in. The Virtual Machine Management
Task Server Plug-in then creates a Notification Server Event (NSE) and sends it to the
Notification Server computer. The Notification Server computer stores the event in the
Configuration Management Database (CMDB).

Installing the Virtual Machine Management Task
Server Plug-in

To perform any Virtual Machine Management tasks, you must install the Virtual Machine
Management Task Server Plug-in on your task server.

The Virtual Machine Management Task Server Plug-in install policy is enabled by default. The
Virtual Machine Management Task Server Plug-in install policy is roll out automatically only
on the Notification Server computer on which the task service installed; the plug-in policy does
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not automatically roll-out on all the task servers. If you want to roll out the VMM plug-in install
policy on a remote task server then you need to select respective targets in install policy and
run that. The policy installs the Virtual Machine Management Task Server Plug-in on your task
server.

See “About Virtual Machine Management Task Server Plug-in” on page 22.

To install the Virtual Machine Management Task Server Plug-in

1 In the Symantec Management Console, on the Settings menu, click All Settings.

2 In the left pane, under Settings, click Agents/Plug-ins > Virtual Machine Management
> Virtual Machine Management Task Server Plug-in - Install.

3 On the Virtual Machine Management Task Server Plug-in - Install page, underApplied
to, specify the target for the policy.

For more information, see the topics about applying a policy to targets, computers,
resources, and users in the Symantec Management Platform User Guide.

For more information, see the topics about applying a policy to targets, computers,
resources, and users in the IT Management Suite Administration Guide.

4 Under Schedule, specify a schedule for the policy.

For more information, see the topics about specifying a policy schedule in the Symantec
Management Platform User Guide.

For more information, see the topics about specifying a policy schedule in the IT
Management Suite Administration Guide.

5 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

6 Click Save changes.

See “Adding and managing vCenters or host servers” on page 16.

Gathering inventory on the host
After you discover the VMware vCenter, ESX server and Hyper-V servers on your network,
you can gather inventory on these servers. Even though the discovery has been done on a
vCenter, the inventory must be explicitly gathered on an ESX server.

See “Adding and managing vCenters or host servers” on page 16.

To gather inventory on the hosts, you must run a Virtual Machine Management Inventory task.
The inventory task lets you collect the data about a host and its virtual environment.
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For example you can collect information about the host name, IP address, system type, and
hardware utilization. You can also collect information about the virtual machines, virtual disks,
and the virtual networks that are created on the host.

The Run Inventory task is a host level task and can only be executed against a host. On
executing an inventory task on a host, all the information about the virtual machines that are
associated with the host, is automatically collected. You do not require to run the inventory
tasks on the virtual machines as there is no separate inventory task for the virtual machines.
If you have performed the Network Discovery task using vCenter credentials then you must
execute separate inventory task on the host.

For example, if applying theNetwork Discovery task to a specific vCenter returns 10 associated
ESX servers, then you must execute separate inventory task on each host to get the full
information on the environments.

If the inventory is not gathered on a host then except the Run Inventory task, you are not
allowed to perform any other host level or guest level tasks such as Create Virtual Machine,
Create Virtual Disk, Start, Stop, etc. as these tasks are unaccessible from the Virtual Machine
Management portal page and through all other access paths like Actions > Virtual Machine
Management > Create VM (List of Hosts), Manage > Jobs and Tasks, or Manage > All
Resources > Asset > Network Resource > Computer. In these scenarios, you must first
execute the Run Inventory task on the host and then perform other host level and guest level
tasks using the options available on different pages.

You can run the inventory task once or you can set it to run repeatedly and automatically
update the inventory data. In Virtual Machine Management, there is a preconfigured inventory
task called VMM inventory. It is scheduled by default to run at 6:30 P.M. daily on all hypervisors.
You can edit or delete the preconfigured inventory task instance. If you want, you can create
multiple new instances of the default inventory task through the New Schedule option that is
provided on the inventory task page, and have different scheduled inventory run on single or
multiple hypervisors

For more information, see the topics about how to gather inventory in the Inventory Solution
User Guide.

To gather inventory on the host

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, do one of the following:

■ Click Actions > Getting Started and in the Getting Started window, click Run
Inventory Task.

■ Click the host, go to the host page on the right pane, under Actions, click Run
Inventory.
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■ Right-click the host and click Run Inventory. All the discovered hosts are displayed
in the left pane.

The above option can also be accessed on right-click of the host from Manage > All
Resources > Asset > Network Resource > Computer.

3 On the inventory task page, under Task Status, specify a schedule for the task.

For more information, see the topics about specifying a schedule in the Symantec
Management Platform User Guide.

For more information, see the topics about specifying a schedule in the IT Management
Suite Administration Guide.

To manually create a Virtual Machine Management Inventory task

1 In the Symantec Management Console page, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Inventory folder and click New > Task.

4 In the tasks list, click Inventory.

5 On the inventory task page, give the task a name.

6 On the inventory task page, under Task Status, specify a schedule for the task.

For more information, see the topics about specifying a schedule in the Symantec
Management Platform User Guide.

For more information, see the topics about specifying a schedule in the IT Management
Suite Administration Guide.

7 If you make changes in the task after you have created it, click Save changes.
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Inventorying and reporting
Virtual Machine
Management information

This chapter includes the following topics:

■ About Virtual Machine Management home page

■ Viewing Virtual Machine Management reports

About Virtual Machine Management home page
TheVirtual MachineManagement home page lets you view information and perform numerous
tasks on your virtual resources. To view the virtual resource information and execute different
tasks, ensure that you have discovered all the required vCenters and host servers, and executed
inventory tasks on each of the hosts.

Virtual resource information include following details:

■ VMware hosts and guest VMs details

■ Hyper-V host and guest VMs details

■ Host resource utilization details

■ Virtual machine and template details

■ Virtual network, disk, and data store details

See “Adding and managing vCenters or host servers” on page 16.

On the Virtual Machine Management home page, in the left pane, you can view the vCenter
and associated physical servers, virtual machines, and templates. You can also view
stand-alone physical server, which are not managed by a vCenter. All of these physical servers
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have the supported virtualization software installed. The Virtual Machine Management
component currently supports Hyper-V and VMware virtualization software. The installed
virtualization platform is the base for how the hosts are grouped. You can further expand the
host and view the list of the virtual machines that are created on it and predefined templates
on your network.

On the Virtual Machine Management home page, in the right pane, you can view the detailed
information and run management tasks on your physical servers, virtual machines and
predefined templates. In the left pane, click a resource that you want to manage.

On the vCenter details page, you can see the detailed information about the vCenter such
as the name, version, and IP address of the vCenter, operating system installed on the vCenter,
and the host servers details, which are managed by the vCenter.

On the Host details page, you can see the detailed information about the VMware ESX and
Microsoft Hyper-V hosts and the guest virtual machines that are created on it or associated
with it such as virtual machines and templates, virtual networks, datastores, and virtual disks.
You can also create and manage virtual resources, and deploy virtual machines using the
templates. You can filter virtual machines and templates depending on their type.

On the Virtual machine details page, you can see the detailed information about the guest
virtual machine such as snapshot details, virtual network, associated disks etc., run power
management tasks, and manage its snapshots.

On the Template details page, you can see the detailed information about the virtual template,
which you have selected such as its name, number of virtual processors, installed operating
system, associated host, virtual network and datastore details. You can deploy a new virtual
machine from the template.

See “About Virtual Machine Management” on page 10.

See “What you can do with Virtual Machine Management” on page 12.

Viewing Virtual Machine Management reports
The information about the hosts and their virtual machines, virtual disks, and virtual networks
is stored in the Configuration Management Database (CMDB). You can view the details of the
host and its virtual environment from the Reports or from the Resource Manager. The Virtual
Machine Management (VMM) reports help you to get the Host/VM ratio and find out the Host/VM
resource consumption details to plan performance enhancements. The reports also provide
you the virtual machine state details, which are important hints for IT decisions around security
scans, patch, and software license compliance.

VMM report views can be tailored and then saved as webparts, spreadsheet, HTML file, or
XML file. The webparts can be easily included in custom dashboards inside the SMP Console.
Dashboards can be used to assemble critical information from various areas of your
environment, including virtualization.
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Virtual Machine Management provides following reports that you can access from theReports
> All Reports > Virtual Machine Management menu:

Table 3-1 Virtual Machine Management Reports

DescriptionReport

A list of details about all the virtual machines created
so far. This report displays information like virtual
machine name and description, guest operating
system running on these virtual machines, their
power states, memory, memory utilization, network
ID, disk details, CPU utilization , with snapshot
details such as total number of snapshots, current
snapshot name, description and location

Guest Summary Report

A list of all the hosts on which virtual machines are
created. This reports displays information like host
name, its IP address, system type, OS running on
host, OS version, hardware vendor and model,
inventory update time, memory total, total number
of guest machine running on the host, memory
utilization, CPU utilization, and network usage.

Host Summary Report

A list of virtual disk details. This report includes host
machine name, file name, associated VMs, their
state, disk capacity in MB, and device type.

Virtual Disks Details

A list of all the virtual machines. This report include
information like virtual machine name, description,
host name, its power state, file name, memory, and
network details.

Virtual Machine Details

A list of all of the existing virtual network details.
This report includes network name and associated
host name.

Virtual Network Details

29Inventorying and reporting Virtual Machine Management information
Viewing Virtual Machine Management reports



Table 3-1 Virtual Machine Management Reports (continued)

DescriptionReport

A list of all the orphaned virtual machines from the
available list of ESX servers. Orphaned virtual
machines are VMs that were deleted without
VMware vCenter knowledge. This report includes
name of the orphaned virtual machine, OS running
on the virtual machine, description about the virtual
machine, host name, virtual machine state, memory,
disk and network ID details.

Before viewing this report, you must perform the
Network Discovery andRun Inventory task to get
better results through the orphaned virtual machine
report.

Orphaned Virtual Machine Report

You can configure the report view to suit your requirements. You can also save the reports in
different formats.

For more information, see the topics about using reports, see the Symantec Management
Platform User Guide.

For more information, see the topics about using reports, see the IT Management Suite
Administration Guide.

To view Virtual Machine Management reports

1 In the Symantec Management Console, on the Reports menu, click All Reports.

2 In the left pane, click Virtual Machine Management.

3 Select a report that you want to view.

See “What you can do with Virtual Machine Management” on page 12.
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Managing tasks and jobs

This chapter includes the following topics:

■ About Virtual Machine Management tasks and job

■ Scheduling a Virtual Machine Management task

■ Combining Virtual Machine Management tasks into a job

About Virtual Machine Management tasks and job
Virtual Machine Management manages your virtual environment using tasks and jobs. Tasks
are individual processes, such as creating a virtual machine or creating a virtual disk. To create
or manage your virtual resources, you must create and run respective tasks on the guest or
host.

For general information about creating and running the tasks, see the Symantec Management
Platform User Guide.

For general information about creating and running the tasks, see the IT Management Suite
Administration Guide.

See “What you can do with Virtual Machine Management” on page 12.

After you specify the details for the Virtual Machine Management task using the Manage >
Jobs and Tasks > System Jobs and Tasks > Virtual Machine Management list, the task
page opens. On the task page, you can schedule the task and select the resources to run the
task on.

For more information, see the topics about specifying the schedule and the target of a task in
the Symantec Management Platform User Guide.

For more information, see the topics about specifying the schedule and the target of a task in
the IT Management Suite Administration Guide.
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Jobs are a combination of tasks. Each job specifies the order in which each task runs. After
a Virtual Machine Management task is created, it is listed under the Jobs and Tasks > Virtual
Machine Management folder. Click any task to view the properties of that task.

The tasks use the Symantec Management Platform connection profiles to connect to the
network protocols that are used to communicate with the hosts.

When you run the discovery tasks, use the WMI Credentials for Hyper-V hypervisors and the
VMware Credentials for VMware hypervisors and vCenter. The same credentials are then
used automatically for all other tasks.

Note: The default firewall settings block WMI connections. You must enable Hyper-V server
to work with WMI calls.

For more information, see the topics about creating connection profiles in the Symantec
Management Platform User Guide.

For more information, see the topics about creating connection profiles in the IT Management
Suite Administration Guide.

See “Connection profile information ” on page 77.

See “Scheduling a Virtual Machine Management task” on page 32.

See “Combining Virtual Machine Management tasks into a job” on page 33.

Scheduling a Virtual Machine Management task
After a Virtual Machine Management task is created, it is listed under the Jobs and Tasks >
Virtual Machine Management folder. You can schedule a task to run immediately or at a time
that you specify. You can also choose the computers that the task runs on.

To schedule a task

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, expand the Jobs and Tasks > System Jobs and Tasks > Virtual
Machine Management folders.

3 Click the task that you want to schedule.

4 (Optional) If you want the task to run immediately, in the right pane, click Quick Run. As
the task can be Host or Guest (VM) level, so you must select the name of either the Host
or the Guest that you want the task from the Quick Run Now drop-down list, and then
click Run.

You can schedule the task to run on only one host using the Quick Run option.
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5 If you want to schedule the task to run at a later time or you want to schedule multiple
hosts, click New Schedule.

6 Choose the date and time that you want the task to run.

You can also select the task to run at specific intervals.

7 Select the Run Options that you want.

8 Select the computers that you want the task to run on.

9 Click Schedule.

See “What you can do with Virtual Machine Management” on page 12.

Combining Virtual Machine Management tasks into
a job

You can use jobs to group several tasks together, so that they all run consecutively. You can
combine Virtual Machine Management tasks with other tasks in a single job.

Jobs also have the condition statements that you can specify. Your tasks are then executed
only if they meet the conditions that you specify.

For more information, search for topics on creating a job in the Symantec Management Platform
Help.

For more information, search for topics on creating a job in the IT Management Suite
Administration Guide.

To combine tasks into a job

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, right-click the folder where you want the job to be stored in, and then click
New Client Job or New Server Job.

3 In the right pane, create or add the tasks you want.

You can click New to add new jobs or tasks to your job. You can also click Add Existing
to add existing jobs or tasks to your job.

You can use the arrows to order the tasks.

4 Select whether the job should fail if any task fails.

5 Click OK.

You can edit, order, and add or delete the tasks in a job. Right-clicking selects the job that you
want to change, and then you can use the options in the right pane.

See “What you can do with Virtual Machine Management” on page 12.
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See “About Virtual Machine Management tasks and job” on page 31.
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Managing virtual machines

This chapter includes the following topics:

■ About virtual machines

■ Creating a virtual machine on a host

■ Deleting a virtual machine from a host

About virtual machines
The virtualization process helps you optimally use the resources and applications of your
organization.

See “About Virtual Machine Management” on page 10.

Running a single operating system on a physical computer can be a too low utilization of the
resource. Virtualization lets you create and run multiple virtual machines on a single physical
computer.

See “Creating a virtual machine on a host” on page 35.

See “Deploying a virtual machine using a template” on page 44.

Each virtual machine has its own software-based processor, memory, hard disk, and network
interface card. Each virtual machine can run different operating system and software
applications. The virtual machines, though on the same physical computer, stay isolated from
each other.

See “Adding and managing vCenters or host servers” on page 16.

Creating a virtual machine on a host
Virtual machines are created on a host. You can create the virtual machine with the Create
Virtual Machine wizard. You can also manually create a task that creates a virtual machine.
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When you create a virtual machine using a task that is created manually from Jobs and Tasks,
the virtual network that is associated with the virtual machine can only be of type internal.

You must configure the Deployment Solution job and enable the PXE service to send an
automation image to all unknown computers before you provision a virtual machine. This step
is optional and required only if you want to deploy an operating system on the virtual machine.

For more information about configuring a Deployment Solution job, setting up the PXE service
and creating images, see the Deployment Solution User Guide.

Things you should consider before you create a virtual machine and use the OS deployment
functionality with the Create Virtual Machine wizard:

■ Select only the Deployment Solution job that contains the Partition task and Scripted OS
installation task.

■ Initial Deployment task of the Deployment Solution should not be enabled.

■ When you select a network, make sure that it is external only.

See “About virtual machines” on page 35.

To create a virtual machine and use the OS deployment functionality with the Create Virtual
Machine wizard

1 In the Symantec Management Console, do one of the following:

■ From the Actions menu, select Virtual Machine Management > Create VM, and
execute steps 3 to 9.

■ From the Home menu, click Virtual Machine Management, and execute steps 2 to
9.

2 In the left pane, do one of the following:

■ Click the host, go to the host page on the right pane, under Actions, click Create
Virtual Machine.

■ Right-click the host and click Create VM.
The above option can also be accessed on right-click of the host from All Resources
> Asset > Network Resource > Computer.

3 In the Create Virtual Machine wizard, on the Select Host page, select the host from the
list and then click Next. The Select Host page is displayed only if you are accessing
Create Virtual Machine wizard from the Actions menu.
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4 On the Virtual Machine Details page, specify the following virtual machine details and
then click Next:

Lets you specify a name for the virtual machine.Name

Lets you specify a description about the virtual machine.Description

Lets you select a guest operating system.Guest OS

Lets you select the appropriate version of the guest operating system.

Ensure that you have chosen a correct guest operating system from
the available OS version list and your host supports the guest
operating system that you have selected.

You can refer to VMware and Microsoft Hyper-V guest OS list for
more information about the supported guest OS.

OS version

Lets you select or specify the number of CPUs for the virtual
machine.

The number of CPUs you select depends on the number of logical
processors on the host server.

The maximum number of logical processors for the ESX server is
8, for the Hyper-V 2008 is 4, and for the Hyper-V 2012 is 8.

CPUs

Lets you select or specify the ISO path. This path is used for installing
the guest operating system on the virtual machine.

While creating a VM with the Deployment Solution job, it is
recommended to leave this field blank.

ISO path

Lets you specify the memory for the virtual machine in GB or MB.Memory

5 On the Select Disk page, create a new disk or select an existing virtual disk, and then
click Next.

6 On the Select Network page, do one of the following:

■ Select New to create a new virtual network for the virtual machine. Now, you can enter
a Name for the new virtual network and select an Adapter to which the network is
connected.

■ Select Existing network to use an existing network for creating the virtual machine.
In case of VMware hypervisor, the existing network list includes 'Standard' or 'Virtual'
switches. It also includes the ‘Distributed switch port groups’ networks, which are
created through vSphere client; not from VMM solution. Currently, only the existing
‘Distributed switch port groups’ is supported.
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In case of ESX hypervisors, while creating an internal or external network, the network
name must be unique, whereas if you are using Hyper-V hypervisors, the network name
can be duplicate.

7 Click Next.

8 On theSelect Datastore and Deployment Job page, select a datastore and a deployment
solution job.

9 Click Finish.

After you finish the wizard, a job is created. This job contains a task that creates a virtual
machine and one task that schedules an operating system deployment job on it.

To create a virtual machine with the Create Virtual Machine wizard

1 In the Symantec Management Console, do one of the following:

■ From the Actions menu, select Virtual Machine Management > Create VM, and
execute steps 3 to 8.

■ From the Home menu, click Virtual Machine Management, and execute steps 2 to
8.

2 In the left pane, do one of the following:

■ Click the host, go to the host page on the right pane, under Actions, click Create
Virtual Machine.

■ Right-click the host and click Create VM.
The above option can also be accessed on right click of the host from All Resources
> Asset > Network Resource > Computer.

3 In the Create Virtual Machine wizard, on the Select Host page, select the host from the
list and then click Next. The Select Host page is displayed only if you are accessing
Create Virtual Machine wizard from the Actions menu.

4 On the Virtual Machine Details page, specify the following virtual machine details and
then click Next:

Lets you specify a name for the virtual machine.Name

Lets you specify a description about the virtual machine.Description

Lets you select a guest operating system.Guest OS
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Lets you select the appropriate version of the guest operating system.

Ensure that you have chosen a correct guest operating system from
the available OS version list and your host supports the guest
operating system that you have selected.

You can refer to VMware and Microsoft Hyper-V guest OS list for
more information about the supported guest OS.

OS version

Lets you select or specify the number of CPUs for the virtual
machine.

The number of CPUs you select depends on the number of logical
processors on the host server.

The maximum number of logical processors for the ESX server is
8, for the Hyper-V 2008 is 4, and for the Hyper-V 2012 is 8.

CPUs

Lets you select or specify the ISO path. This path is used for installing
the guest operating system on the virtual machine. For a specific
host, the ISO paths are available for selection only if they are under
the parent folder or a root folder of the host.

In case of Hyper-V ISO files, the ISO paths are available for selection
only in following scenarios:

■ ISO files are located under default Hyper-V disk path where .vhd
files get saved.

■ ISO files, which are referred or used by existing VMs irrespective
of file path location.

If ISO files are not available for selection then you can specify the
path manually.

ISO path

Lets you specify the memory for the virtual machine in GB or MB.Memory

5 On the Select Disk page, create a new disk or select a virtual disk and then click Next.

6 On the Select Network page, create or select a virtual network, and then click Next.

7 On the Select Datastore and Deployment Job page, select a datastore.

8 Click Finish.

After you finish the wizard, a task is created. This task creates a virtual machine with the
specified configuration.
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To manually create a task that creates a virtual machine

1 In the Symantec Management Console page, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Create Virtual Machine folder and click New > Task.

4 In the tasks list, click Create Virtual Machine.

5 Give the task a name.

6 On the VM Details tab, specify the following virtual machine details:

Lets you specify a name for the virtual machine.Name

Lets you specify a description about the virtual machine.Description

Lets you select a guest operating system.Guest OS

Lets you select the appropriate version of the guest operating system.

Ensure that you have chosen a correct guest operating system from
the available OS version list and your host supports the guest
operating system that you have selected.

You can refer to VMware and Microsoft Hyper-V guest OS list for
more information about the supported guest OS.

OS version

Lets you specify the memory for the virtual machine in MB.Memory

Lets you specify the number of CPUs for the virtual machine.

The number of CPUs depend on the number of logical processors
on the host server.

The maximum number of logical processors for the ESX server is
8, for the Hyper-V 2008 is 4, and for the Hyper-V 2012 is 8.

CPUs

7 On the Disk Details tab, specify the disk details.

8 On the Network Details tab, specify the network details.

Here, the virtual network is created of type internal.

9 Click OK.
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10 On the create virtual machine task page, under Task Status, specify a schedule for the
task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

11 If you make changes in the task after you have created it, click Save changes.

Deleting a virtual machine from a host
You can delete a virtual machine from the host.

To delete a virtual machine

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, click the host.

3 On the host page, under Virtual Machines and Templates, do one of the following:

■ Click the virtual machine and click Actions > Delete VM.

■ Right-click the virtual machine and click Delete VM.

4 In the Delete VM dialog box, click OK.

After you finish the dialog box, a task is created in the Manage > Jobs and Tasks menu.
This task deletes a virtual machine based on the specified details.

To manually create a task that deletes a virtual machine

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Delete Virtual Machine folder and click New > Task.

4 In the tasks list, click Delete Virtual Machine.

5 Give the task a name.
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6 On the delete virtual machine task page, under Task Status, specify a schedule for the
task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

7 If you make changes in the task after you have created it, click Save changes.

See “About virtual machines” on page 35.

See “Creating a virtual machine on a host” on page 35.
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Managing templates

This chapter includes the following topics:

■ About templates

■ Deploying a virtual machine using a template

About templates
A template is like a base snapshot with predefined configuration for creating a new virtual
machine. Virtual Machine Management lets you deploy new virtual machines using predefined
templates. Deploying a virtual machine using a template is similar to creating a new virtual
machine from a template. Deploying a virtual machine from a template is a time-saving
functionality to create a new virtual machine. Templates are only supported by VMware and
not with HyperV platform.

A template has following predefined information:

■ Template Name

■ Host Name

■ Host IP Address

■ OS

■ Memory

■ Network

■ Virtual Processors

■ Datastore

Before performing the Deploy VM task, ensure that the following prerequisites are met:

■ The template must exist on the host managed by a vCenter.
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■ Ensure that the template’s host is discovered successfully and inventory is gathered on
the host.

■ Ensure that the host is discovered using vCenter credentials, otherwise the Deploy VM
task is not accessible.

■ The virtual infrastructure must have adequate resources.
For example, sufficient disk space.

See “Deploying a virtual machine using a template” on page 44.

Deploying a virtual machine using a template
Virtual Machine Management lets you deploy new virtual machines using predefined templates.
Deploying a virtual machine using a template is similar to creating a new virtual machine from
a template.

See “About templates ” on page 43.

See “About virtual machines” on page 35.

You can access the Deploy VM option from the following locations:

Table 6-1

Navigation detailsAccess from

Home > Virtual Machine ManagementVMM Portal page

Manage > Jobs and Tasks > System Jobs and
Tasks > Virtual Machine Management > Deploy
VM

Jobs and Tasks page

To deploy a virtual machine using template

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, do one of the following:

■ Click the virtual machine template and go to the virtual machine template page, under
Actions, click Deploy VM.

■ Right-click the virtual machine template and click Deploy VM.

■ Click the host, go to the Virtual Machines and Templates grid on the host page, and
click Actions > Deploy VM.
You can also right-click a virtual template that you want to deploy, and click Deploy
VM to perform this task.
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3 In the Deploy VM dialog box, enter the following details:

Lets you enter a name for the new virtual
machine, which you want to deploy.

VM Name

Select the host server on which you want to
deploy the virtual machine

Host Server

Lets you choose default template network for the
virtual machine. By default this option is selected.

If you do not require to use default template
network, uncheck this field.

Use Default Template Network

Lets you select an existing network, which is
different from the default template network. In
case of VMware hypervisor, the existing network
list includes 'Standard' or 'Virtual' switches. It also
includes the ‘Distributed switch port groups’
networks, which are created through vSphere
client; not from VMM solution. Currently, only the
existing ‘Distributed switch port groups’ is
supported.

This field is enabled only if you have not selected
the Use Default Template Network check box.

Network

Lets you select a datastore for the new virtual
machine with which you want to associate the
virtual machine.

Displays data store name, its total storage
capacity and total free space in GB.

Data Store

4 Click OK.

After you finish the dialog box, a task is created in the Manage > Jobs and Tasks menu.
This task deploys the VM with the specified configuration.

To create a task from Jobs and Tasks that deploy a virtual machine using a template

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Deploy VM folder and click New > Task.

4 In the tasks list, click Deploy VM.
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5 Give the task a name and enter the following details:

Lets you enter a name for the new virtual
machine, which you want to deploy.

VM Name

Lets you select a source host server on which
the template exists.

The values in the Source Host Name drop-down
list populate only those ESX hosts, which are
managed by a vCenter and have at least single
template associated with them

The Source Host Name is displayed as
combination of host name and vCenter name.

For example, <Host Name>(<vCenter Name>)

Note: The values in the Source Host Name
drop-down list are displayed only after successful
execution of the Run Inventory task.

Source Host Name

Lets you select a template, which you want to
use for deploying the virtual machine. This field
is dependent on the value that is selected in the
Source Host Name field.

The values in the Template Name drop-down
list populate templates of the selected source
host.

Note: The values in the Template Name
drop-down list are displayed only after successful
execution of the Run Inventory task.

Template Name

Specify the destination data store with which you
want to associate the virtual machine.

You must enter the datastore, which belongs to
the Host that is selected in the Quick Run or in
New Schedule option.

Destination Data Store

Lets you enter the network name.

If you do not provide the network name or enter
an incorrect network name, the new virtual
machine is deployed with the default network
option.

Network Name
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6 On the Deploy VM task page, under Task Status, specify a schedule for the task.

For more information, see the topics about adding a schedule in theIT Management Suite
Administration Guide.

7 If you make changes in the task after you have created it, click Save changes.
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Managing virtual disks

This chapter includes the following topics:

■ About virtual disks

■ Creating a virtual disk on a host

■ Deleting a virtual disk from a host

About virtual disks
When you create a virtual machine, it needs a disk to store the data. You can create a disk or
select a disk that is previously created on the host.

See “Creating a virtual disk on a host” on page 48.

The virtual disks are created on the host. To create a virtual disk, you must create and run
respective task. You also can specify the disk details for the new virtual machine in the Create
Virtual Machine wizard.

See “Creating a virtual machine on a host” on page 35.

Creating a virtual disk on a host
While creating a virtual machine, you need to create or specify a virtual disk for it. The virtual
disk is created on a host.

Note: VMware vCenter lets you manage and discover multiple hosts. In this case, for the
successful creation of a virtual disk, the credentials for the host and the respective vCenter
must be the same.

See “About virtual disks” on page 48.
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To create a virtual disk

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, do one of the following:

■ Click the host, go to the host page on the right pane, under Actions, click Create
Virtual Disk.

■ Right-click the host, and click Create Disk.
The above option can also be accessed on right-click of the host from All Resources
> Asset > Network Resource > Computer.

3 In the Create Disk dialog box, specify the following disk settings:

Lets you specify a name for the virtual disk.Name

Lets you specify a description about the Virtual disk.Description

Lets you specify the size of the virtual disk in GB or MB.Capacity

Lets you select a datastore on which you want to create the virtual
disk.

This field displays data store name, its total storage capacity and
total free space in GB.

While selecting the datastore, do check the values in the Capacity
(GB) and Free Space(GB) columns. This helps you to choose a
correct datastore.

Datastore

4 Click OK.

To manually create a task that creates a virtual disk

1 In the Symantec Management Console page, on the Manage menu, click Jobs and
Tasks.

2 In the left pane, under Jobs and Tasks, click Virtual Machine Management.

3 Right-click the Create Disk folder and click New > Task.

4 In the tasks list, click Create Disk.

5 Give the task a name.

6 In the right pane, under Software Setting, specify the disk settings, and click OK.
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7 On the create disk task page, under Task Status, specify a schedule for the task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

8 If you make changes in the task after you have created it, click Save changes.

Deleting a virtual disk from a host
Delete disk task lets you delete a disk on the host. When you delete a disk, it is also removed
from the virtual disks list of the host.

See “About virtual disks” on page 48.

Note:Virtual Machine Management component supports VMware vCenter to centrally manage
and discover multiple hosts. In this case, for the successful deletion of a virtual disk, the
credentials for the host and the respective vCenter must be the same.

To delete a virtual disk

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, click the host.

3 On the host page, under Virtual Disk, do one of the following:

■ Click the virtual disk and click Actions > Delete.

■ Right-click the virtual disk, and click Delete.

4 In the Delete Disk dialog box, click OK.

After you finish the dialog box, a task is created in the Manage > Jobs and Tasks menu.
This task deletes the virtual disk based on the specified details.

To manually create a task that deletes a virtual disk

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Delete Virtual Disk folder and click New > Task.

4 In the tasks list, click Delete Virtual Disk.
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5 Give the task a name and specify the virtual disk name.

6 On the delete disk task page, under Task Status, specify a schedule for the task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.
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Managing virtual networks

This chapter includes the following topics:

■ About virtual networks

■ Creating a virtual network on a host

■ Deleting a virtual network from a host

About virtual networks
A virtual machine requires a network to connect to the host and to the network for accessing
Internet or other computers. You can create a virtual network for the virtual machine or use
an existing virtual network. The virtual network is created on the host. Several virtual machines
can use one network.

See “Creating a virtual network on a host” on page 52.

To create a virtual network, you can use theCreate Virtual Network task. You also can specify
the network details for the new virtual machine in the Create Virtual Machine wizard.

See “Creating a virtual machine on a host” on page 35.

Creating a virtual network on a host
While creating a virtual machine, you need to create or specify a virtual network that lets you
connect the virtual machine to the host and to the network for accessing Internet or other
computers. The Create Virtual Network task lets you create both internal as well as external
virtual network from the VMM portal page. Currently, you can create only Standard or Virtual
Switches networks.

If you are manually creating a task from Jobs and Tasks that creates a virtual network then
you can create only internal network.

See “About virtual networks” on page 52.
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To create a virtual network

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, do one of the following:

■ Click the host, go to the host page on the right pane, and under Actions, click Create
Virtual Network.

■ Right-click the host and click Create Network.
The above option can also be accessed on right-click of the host from All Resources
> Asset > Network Resource > Computer.

3 On theCreate Network page, enter the name of the new virtual network, select the adapter
to use for the network, and then click OK.

In the Adapters drop-down list, you can see only those adapters (physical NICs), which
are connected to the Standard or Virtual switches.

To manually create a task that creates a virtual network

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Create Network folder and click New > Task.

4 In the tasks list, click Create Network.

5 In the right pane, under Software settings, specify the network name, and click OK.

6 On the create network task page, under Task Status, specify a schedule for the task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

7 If you make changes in the task after you have created it, click Save changes.

Deleting a virtual network from a host
You can delete a virtual network from a host. In case of VMware hypervisor, you can delete
only the networks, which are Standard or Virtual switches.

See “About virtual networks” on page 52.
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To delete a virtual network

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, click a host.

3 On the host page, under Virtual Network, do one of the following:

■ Click the virtual network and click Actions > Delete.

■ Right-click the virtual network and click Delete.

4 In the Delete virtual network dialog box, click OK.

After you finish the dialog box, a task is created in the Manage > Jobs and Tasks menu.
This task deletes the virtual network based on the specified details.

To manually create a task that deletes a virtual network

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Delete Virtual Network folder and click New > Task.

4 In the tasks list, click Delete Virtual Network.

5 Give the task a name and specify the virtual network name.

6 On the delete network task page, under Task Status, specify a schedule for the task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

54Managing virtual networks
Deleting a virtual network from a host



Managing power states of
virtual machines

This chapter includes the following topics:

■ About power management

■ Starting or stopping a virtual machine

■ Suspending or resuming a virtual machine

■ Shutting down or restarting a virtual machine

■ About supported guest operating systems

About power management
The power management feature of the Virtual Machine Management component lets you
manage the power state of your virtual machines. The power control options are start, stop,
suspend, resume, shut down, and restart.

Before performing the Shut Down or Restart task, ensure that the following prerequisites are
met:

■ Virtual machine is in Power ON state.

■ Operating system is running on the virtual machine.

■ VMware Tools for VMware or Integration Services for Hyper-V is installed on the virtual
machine.

Currently, the Shut Down andRestart tasks are not available for all the guest operating system
types.

See “About supported guest operating systems ” on page 60.
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The purpose of the power management tasks is to help the organization to conserve energy.

See “Starting or stopping a virtual machine ” on page 56.

See “Suspending or resuming a virtual machine” on page 57.

See “Shutting down or restarting a virtual machine” on page 59.

Starting or stopping a virtual machine
The start and stop power control options help you manage the power state of your virtual
machines. The start option lets you start a virtual machine and boot the installed guest operating
system. After you start a virtual machine, the last status of the virtual machine is not restored.
The stop option lets you stop a virtual machine which is in the start state. After you stop a
virtual machine, the current status of the virtual machine is not saved. In this case, the virtual
machine does not attempt to shut down the guest operating.

You can access start and stop options from the following locations:

Table 9-1

Navigation detailsAccess from

Home > Virtual Machine ManagementVMM Portal page

Manage > Jobs and Tasks > System Jobs and
Tasks > Virtual Machine Management > Power
Management

Jobs and Tasks page

Manage > All Resources > Asset > Network
Resource > Computer > Virtual Machine

All Resources page

See “About power management ” on page 55.

To start or stop a virtual machine

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, do one of the following:

■ Click the virtual machine, go to the virtual machine page on the right pane, and click
Actions > Start or Actions > Stop option.

■ Click the host, go to the Virtual Machines and Templates grid on the host page to
select a virtual machine, and click Actions > Start or Actions > Stop option.
You can also right-click the virtual machine and click Start or Stop option to execute
this task.

■ Right-click the virtual machine and click Start or Stop option.
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A task is created in the Manage > Jobs and Tasks menu. This task starts or stops a
virtual machine based on the option you have selected.

3 The Start and Stop options can also be accessed on right-click of the All Resources >
Asset > Network Resource > Computer > Virtual Machine.

To create a task from Jobs and Tasks to start or stop a virtual machine

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Power Management folder and click New > Task.

4 In the tasks list, click Power Management.

5 Click Start or Stop option.

6 On the power management task page, under Task Status, specify a schedule for the
task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

7 To make changes to the task, update the configuration and click Save changes.

Suspending or resuming a virtual machine
The suspend and resume power control options help you manage the power state of your
virtual machines. The suspend option is used to suspend and save the status of a virtual
machine that is in the running state to a disk. You can suspend a virtual machine when you
want to back up the current status information and restore it. The resume option lets you
resume a virtual machine which is in the Suspend state. This command restores the last status
of the virtual machine.

You can access suspend and resume options from the following locations:

Table 9-2

Navigation detailsAccess from

Home > Virtual Machine ManagementVMM Portal page

Manage > Jobs and Tasks > System Jobs and
Tasks > Virtual Machine Management > Power
Management

Jobs and Tasks page
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Table 9-2 (continued)

Navigation detailsAccess from

Manage > All Resources > Asset > Network
Resource > Computer > Virtual Machine

All Resources page

See “About power management ” on page 55.

To suspend or resume a virtual machine

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, do one of the following:

■ Click the virtual machine, go to the virtual machine page on the right pane, and click
Actions > Suspend or Actions > Resume option.

■ Click the host, go to the Virtual Machines and Templates grid on the host page to
select a virtual machine, and click Actions > Suspend or Actions > Resume option.
You can also right-click the virtual machine and click Suspend or Resume option to
execute this task.

■ Right-click the virtual machine and click Suspend or Resume option.
A task is created in the Manage > Jobs and Tasks menu. This task suspends or
resumes a virtual machine based on the option you have selected.

3 The Suspend and Resume options can also be accessed on right click of the Manage
> All Resources > Asset > Network Resource > Computer > Virtual Machine.

To create a task from Jobs and Tasks to suspend or resume a virtual machine

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Power Management folder and click New > Task.

4 In the tasks list, click Power Management.

5 Click Suspend or Resume option.

6 On the power management task page, under Task Status, specify a schedule for the
task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.
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7 If you make changes in the task after you have created it, click Save changes.

Shutting down or restarting a virtual machine
The shut down and restart power control options help you manage the power state of your
virtual machines. The shut down option lets you shut down the guest operating system that is
running on a virtual machine. The restart option lets you shut down and restart the guest
operating system that is running on a virtual machine.

You can access shut down and restart options from the following locations:

Table 9-3 Access details

Navigation detailsAccess from

Home > Virtual Machine ManagementVMM portal page

Manage > Jobs and Tasks > System Jobs and
Tasks > Virtual Machine Management > Power
Management

Jobs and Tasks page

Manage > All Resources > Asset > Network
Resource > Computer > Virtual Machine

All Resources page

See “About power management ” on page 55.

To shut down or restart a virtual machine

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, do one of the following:

■ Click the virtual machine, go to the virtual machine page on the right pane, and click
Actions > Shut Down or Actions > Restart option.

■ Click the host, go to the Virtual Machines and Templates grid on the host page to
select a virtual machine, and click Actions > Shut Down or Actions > Restart option.
You can also right-click the virtual machine and click Shut Down or Restart option to
execute this task.

■ Right-click the virtual machine and click Shut Down or Restart option.
A task is created in the Manage > Jobs and Tasks menu. This task shut downs or
restarts the guest operating system of a virtual machine based on the option you have
selected.

3 The Shut Down and Restart options can also be accessed on right click of the Manage
> All Resources > Asset > Network Resource > Computer > Virtual Machine.
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To create a task from Jobs and Tasks to shut down or restart a virtual machine

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Power Management folder and click New > Task.

4 In the tasks list, click Power Management.

5 Click Shut Down or Restart option.

6 On the power management task page, under Task Status, specify a schedule for the
task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

7 If you make changes in the task after you have created it, click Save changes.

About supported guest operating systems
Virtual Machine Management supports several guest operating systems. The Hyper-V
Integration Services and VMware Tools are available for many of these guest operating systems.
The Shut Down and Restart tasks are supported in the guest operating systems that support
Hyper-V Integration Services and VMware Tools.

The supported guest operating systems for Hyper-V Integrations Services are as follows:

■ Windows Server 2016

■ Windows Server 2012 R2

■ Windows Server 2012

■ Windows Server 2008 x64

■ Windows Server 2008 x86

■ Windows Server 2003 x64 (SP2)

■ Windows Server 2003 x86 (SP2)

■ Windows 2000 Server (SP4)

■ Windows 2000 Advanced Server (SP4)

■ Windows 10

■ Windows 8.1
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■ Windows 8

■ Windows Vista x64 (SP1)

■ Windows Vista x86 (SP1)

■ Windows XP x86 (SP2/SP3)

■ Windows XP x64 (SP2)

The supported guest operating systems for VMware Tools are as follows:

■ Windows 95

■ Windows 98

■ Windows Me

■ Windows NT 4.0

■ Windows 2000

■ Windows XP

■ Windows Server 2003

■ Windows Vista

■ Windows 8

■ Windows 8.1

■ Windows 10

■ Windows Server 2012

■ Windows Server 2012 R2

■ Windows Server 2016

■ Cent OS 6

■ Cent OS 7

■ Linux

■ FreeBSD

See “About power management ” on page 55.
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Managing snapshots of
virtual machines

This chapter includes the following topics:

■ About snapshots

■ Creating a snapshot

■ Reverting a snapshot

■ Deleting a snapshot

About snapshots
The Virtual Machine Management component lets you create and manage the snapshots of
your virtual machines. The snapshot helps you capture and save the current state of a virtual
machine. You can take several snapshots and save different states of a virtual machine. You
can take a snapshot of a virtual machine in any power state. The snapshot also captures the
power state of a virtual machine.

Note: You can take a snapshot of a virtual machine that is in a suspended state on a VMware
host only.

You can use snapshots when you repeatedly need to revert a virtual machine to the same
state. For example, when you need to test the setup many times. You can create a snapshot
of a virtual machine and test the setup without the need to reinstall the operating system every
time.

Data related to the snapshots are stored in the Configuration Management Database (CMDB).

See “Creating a snapshot ” on page 63.
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See “Reverting a snapshot” on page 64.

See “Deleting a snapshot” on page 65.

Creating a snapshot
You can take the snapshot of a virtual machine any time. If you change the configurations of
the virtual machines frequently, you can take the snapshots of individual configurations and
return to them at any time.

See “About snapshots” on page 62.

To create a snapshot

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, do one of the following:

■ Click the virtual machine, go to the virtual machine page on the right pane, and click
Actions > Create Snapshot.

■ Click the virtual machine, go to the Snapshot details section of the virtual machine
page on the right pane, and click Actions > Create Snapshot.

■ Right-click the virtual machine, and click Create Snapshot.

The above option can also be accessed on right click of the All Resources > Asset >
Network Resource > Computer > Virtual Machine.

3 In the Create Snapshot dialog box, do one of the following:

■ Select Use the default snapshot name option for creating a snapshot with default
settings. By default, this option is selected.
The name of the default snapshot is assigned in the following format:
Virtual Machine Name Creation Date Creation Time.
For example, TestVM 20-Aug-2011 20:30:20 PM.

■ Select Name to manually enter the Name and Description of the snapshot.

4 Click OK.

A task is created in the Manage > Jobs and Tasks menu. This task creates a snapshot
with the specified configuration.

5 To make changes to the task, update the configuration and click Save changes.

To manually create a task that creates a snapshot

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.
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3 Right-click the Create Snapshot folder and click New > Task.

4 In the tasks list, click Create Snapshot.

5 Give the task a name and do one of the following:

■ Select Use the default snapshot name option for creating a snapshot with default
settings. By default, this option is selected.
The name of the default snapshot is assigned in the following format:
Virtual Machine Name Creation Date Creation Time.
For example, TestVM 20-Aug-2011 20:30:20 PM.

■ Select Name to manually enter the Name and Description of the snapshot.

6 Click OK.

7 On the create snapshot task page, under Task Status, specify a schedule for the task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

8 To make changes to the task, update the configuration and click Save changes.

Reverting a snapshot
When you take a snapshot of a virtual machine, it saves its current state. Later, if you face
problems with the configured virtual machine, you can revert to its previous state. When you
revert a snapshot, you lose all the changes that you made after you took the snapshot.

See “About snapshots” on page 62.

Note: If a virtual machine has multiple snapshots with the same name then on reverting a
snapshot, the snapshot with the latest creation date gets reverted.

To revert a snapshot

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, click the virtual machine.
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3 On the virtual machine page, under Snapshot Details, clickActions > Revert Snapshot.

You are prompted to revert the selected snapshot.

4 Click OK.

A task is created in the Manage > Jobs and Tasks menu. This task reverts a snapshot
based on the specified details.

To manually create a task that reverts a snapshot

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Revert Snapshot folder and click New > Task.

4 In the tasks list, click Revert Snapshot.

5 Give the task a name and do one of the following:

■ Select Revert the last snapshot to revert the last snapshot. By default, this option is
selected.

■ Select Revert this snapshot to manually specify the name of the snapshot being
reverted.

6 On the revert snapshot task page, under Task Status, specify a schedule for the task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

7 To make changes to the task, update the configuration and click Savechanges.

Deleting a snapshot
You can delete a snapshot when the virtual machine is in any mode. When you delete a
snapshot, the contents of that snapshot are saved on the virtual disk and the data is not deleted.
If you delete a snapshot, you cannot revert to its earlier state. Deleting a snapshot does not
affect the current virtual machine state or other snapshots of the virtual machine. The time
required for deleting a snapshot depends on the amount of snapshot data stored on the virtual
disk.

See “About snapshots” on page 62.
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Note: If a virtual machine has multiple snapshots with the same name then on deleting a
snapshot, the snapshot with the latest creation date gets deleted.

To delete a snapshot

1 In the Symantec Management Console, on the Home menu, click Virtual Machine
Management.

2 In the left pane, click the virtual machine.

3 On the virtual machine page, under Snapshots Details, clickActions > Delete Snapshot
.

You are prompted for confirming the deletion of the selected snapshot.

4 Click OK.

A task is created in the Manage > Jobs and Tasks menu. This task deletes a snapshot
based on the specified details.

To manually create a task that deletes a snapshot

1 In the Symantec Management Console, on the Manage menu, click Jobs and Tasks.

2 In the left pane, under Jobs and Tasks, expand System Jobs and Tasks, and click
Virtual Machine Management.

3 Right-click the Delete Snapshot folder and click New > Task.

4 In the tasks list, click Delete Snapshot.

5 Give the task a name and do one of the following:

■ Select Delete the last snapshot to delete the last snapshot. By default, this option is
selected.

■ Select Delete this snapshot to manually specify the name of the snapshot being
deleted.

6 On the delete snapshot task page, under Task Status, specify a schedule for the task.

For more information, see the topics about adding a schedule in theSymantecManagement
Platform User Guide.

For more information, see the topics about adding a schedule in the IT Management Suite
Administration Guide.

7 To make changes to the task, update the configuration and click Save changes.
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Setting up Virtual Machine
Management on a remote
task server

This chapter includes the following topics:

■ Installing and setting up Virtual Machine Management on a remote task server

■ Installing the Virtual Machine Management Task Server Plug-in on the remote task server

■ Installing the credential manager on the remote task server

■ Installing the Pluggable Protocols Agents Package on the remote task server

■ Assigning ESX servers or hypervisors to the remote task server

■ Assigning virtual machines to the remote task server

Installing andsettingupVirtualMachineManagement
on a remote task server

Virtual Machine Management is a component of the Server Management Suite, which is built
on the Symantec Management Platform (SMP). It helps you to view virtual resource information
in your network and perform management tasks on those virtual resources.

Virtual Machine Management lets you gain better support and performance by managing virtual
environment built on VMware ESX and Microsoft Hyper-V Hypervisors. Virtual Machine
Management lets you control ESX and Hyper-V Hypervisor environments from one common
console. It helps you to easily understand the entire virtual environment and reduce
administration costs. You can perform common set of host and guest level tasks on multiple
Hypervisor environment and ensure consistency while executing different tasks.
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Virtual Machine Management can function out of the box with a single Notification Server and
the Task Server that co-resides there. The Virtual Machine Management Task Server Plug-in
install policy installs the Virtual Machine Management Task Server Plug-in on the task server.
No additional configuration is needed for most small and medium environments.

In a large enterprise, you can scale Virtual Machine Management by distributing VMM
capabilities on additional remote task servers. It reduces the load on the computer that runs
Notification Server and increases performance.

You must first install the task server on the remote computer before you can set it up and use
it to run Virtual Machine Management.

Task servers let you distribute your jobs and tasks to computers on your network. Then the
jobs and tasks can run on managed computers.

For more information, see the topics about installing and deploying task servers in the Symantec
Management Platform User Guide.

For more information, see the topics about installing and deploying task servers in the IT
Management Suite Administration Guide.

See “About Virtual Machine Management” on page 10.

Table 11-1 Process for installing and setting up Virtual Machine Management on a remote
task server

DescriptionActionStep

The credential manager provides a secure storage
location for user names and passwords. The
management solutions that you install define the
types of credentials that the credential manager
stores.

See “Installing the credential manager on the remote
task server” on page 70.

Install the credential manager on
the remote task server.

Step 1

A remote monitoring server uses the Pluggable
Protocols Architecture client computer component
to communicate with network devices and computers.

See “Installing the Pluggable Protocols Agents
Package on the remote task server” on page 71.

Install the Pluggable Protocols
Agents Package on the remote
task server.

Step 2

The Virtual Machine Management Task Server
Plug-in lets you run the management tasks on your
virtual machines.

See “Installing the Virtual Machine Management Task
Server Plug-in on the remote task server”
on page 69.

Install the Virtual Machine
Management Task Server Plug-in
on the remote task server.

Step 3
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Table 11-1 Process for installing and setting up Virtual Machine Management on a remote
task server (continued)

DescriptionActionStep

Assign the ESX servers or Hypervisors to the remote
task server. You can use Manually Assigned Agents
to assign them to the task server.

See “Assigning ESX servers or hypervisors to the
remote task server” on page 71.

Assign ESX servers or Hypervisors
to the remote task server.

Step 4

Assign the virtual machines to the remote task server.
You can use Manually Assigned Agents to assign
them to the task server.

See “Assigning virtual machines to the remote task
server” on page 72.

Assign virtual machines to the
remote task server.

Step 5

See “About Virtual Machine Management” on page 10.

Installing the Virtual Machine Management Task
Server Plug-in on the remote task server

To perform any Virtual Machine Management tasks, you must install the Virtual Machine
Management Task Server Plug-in on the remote task server.

The Virtual Machine Management Task Server Plug-in lets you manage your host machines
and their virtual machines. It runs the management tasks that you create in the Virtual Machine
Management.

See “About Virtual Machine Management Task Server Plug-in” on page 22.

See “Installing and setting up Virtual Machine Management on a remote task server”
on page 67.

To install the Virtual Machine Management Task Server Plug-in on the remote task server

1 In the Symantec Management Console, on the Settings menu, click All Settings.

2 In the left pane, under Settings, expand Agents/Plug-ins > Virtual Machine
Management, and then click Virtual Machine Management Task Server Plug-in –
Install.
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3 On the Virtual Machine Management Task Server Plug-in – Install page, select a target
computer and specify a schedule for the policy.

For more information, see the topics about targeting computers and specifying schedules
in the Symantec Management Platform User Guide.

For more information, see the topics about targeting computers and specifying schedules
in the IT Management Suite Administration Guide.

4 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

5 Click Save changes.

Installing the credential manager on the remote task
server

Credential manager provides a secure storage location for user names and passwords. Your
installed management solutions define the types of the credentials that the credential manager
stores.

For more information, see the topics about credential manager in the Symantec Management
Platform User Guide.

For more information, see the topics about credential manager in the IT Management Suite
Administration Guide.

See “Installing and setting up Virtual Machine Management on a remote task server”
on page 67.

To install the credential manager on the remote task server

1 In the Symantec Management Console, on the Settings menu, click All Settings.

2 In the left pane, underSettings, expandMonitoring and Alerting > Credentials Settings,
and then choose the appropriate Credential Manager Package install.

3 On the credential manager package install page, select a target computer and specify a
schedule for the policy.

For more information, see the topics about targeting computers and specifying schedules
in the Symantec Management Platform User Guide.

For more information, see the topics about credential manager in the IT Management
Suite Administration Guide.
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4 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

5 Click Save changes.

Installing the Pluggable Protocols Agents Package on
the remote task server

A remote monitoring server depends on the Pluggable Protocols Architecture client computer
component to communicate with network devices and computers.

See “Installing and setting up Virtual Machine Management on a remote task server”
on page 67.

To install the Pluggable Protocols Agents Package on the remote task server

1 In the Symantec Management Console, on the Settings menu, click All Settings.

2 In the left pane, under Settings, expand Monitoring and Alerting > Protocol
Management, and choose the appropriate Pluggable Protocols Agent Package install.

3 On the Install Pluggable Protocols Agent Package page, select a target computer and
specify a schedule for the policy.

For more information, see the topics about targeting computers and specifying schedules
in the Symantec Management Platform User Guide.

For more information, see the topics about targeting computers and specifying schedules
in the IT Management Suite Administration Guide.

4 Turn on the policy.

At the upper right of the page, click the colored circle, and then click On.

5 Click Save changes.

Assigning ESX servers or hypervisors to the remote
task server

Assign the ESX servers or Hypervisors on which you want to run Virtual Machine Management
tasks, to the remote task server. You can use Manually Assigned Agents to assign them to
the task server. Task server is a Site Server on which the task services are running.

See “Installing and setting up Virtual Machine Management on a remote task server”
on page 67.
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To assign ESX servers or hypervisors to the remote task server

1 In the Symantec Management Console, on the Settings menu, click Notification Server
> Site Server Settings.

2 In the left pane, expand Site Management > Site Servers, then expand the name of your
task server and click Manually Assigned Agents.

3 On the Manually Assigned Agents page, under Detailed Information, click New.

4 In the Select a resource target dialog box, click Build target.

5 In the Select resources dialog box, click Add rule, and then do the following:

■ In the first drop-down list, click exclude resources not in.

■ In the second drop-down list, click Filter.

■ In the third drop-down list, click All ESX Server or All discovered hypervisors.
For more information, see the topics about setting filter rules in the Symantec
Management Platform User Guide.
For more information, see the topics about setting filter rules in the IT Management
Suite Administration Guide.

6 Click Update results, and then click OK.

7 In the Select a resource target dialog box, under Available targets, click 'All ESX
Server' or 'All discovered hypervisors', and add it to Selected targets.

8 Click OK.

Assigning virtual machines to the remote task server
Assign to the task server the virtual machines on which you want to run Virtual Machine
Management tasks. You can use Manually Assigned Agents to assign them to the task server.

See “Installing and setting up Virtual Machine Management on a remote task server”
on page 67.

To assign virtual machines to the remote task server

1 In the Symantec Management Console, on the Settings menu, click Notification Server
> Site Server Settings.

2 In the left pane, expand Site Management > Site Servers, then expand the name of your
task server and click Manually Assigned Agents.

3 On the Manually Assigned Agents page, click New.

4 In the Select a resource target dialog box. click Build target.

5 In the Select resources dialog box, click Add rule, and then do the following:
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■ In the first drop-down list, click exclude resources not in.

■ In the second drop-down list, click Group.

■ In the third drop-down list, expand Organizational Views > Default > All Resources
> Asset > Network Resource > Computer > Virtual Machine.
For more information, see the topics about setting filter rules in the Symantec
Management Platform User Guide.
For more information, see the topics about setting filter rules in the IT Management
Suite Administration Guide.

6 Click Update results, and then click OK.

7 In the Select a resource target dialog box, under Available targets, click 'Virtual
Machine', and add it to Selected targets.

8 Click OK.
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Best practices,
troubleshooting tips, and
other things to know

This appendix includes the following topics:

■ Best practices to prevent protocol replacement

■ Best practices to prevent data loss

■ Deployment of ESX or ESXi servers

■ Tables populated during the Network Discovery and Run Inventory tasks

■ Connection profile information

■ Permissions that Virtual Machine Management requires

■ About Altiris Log Viewer

■ About Altiris Log Viewer messages

■ Troubleshooting Tips

Best practices to prevent protocol replacement
The Virtual Machine Management protocol can be replaced by different protocols. Agent less
communication uses the first protocol and credential combination that connect successfully
to a server. Network Discovery can swap node-protocol and credential associations.

Virtual Machine Management requires the VMware protocol for it to perform at its full capacity.
To prevent the Virtual Machine Management protocol from being replaced, you must ensure
that any discovery tasks that include vCenter servers in their scan range need to use a
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connection profile where the VMware protocol is enabled and include the corresponding
vCenter credential information. Users must recognize that enabling the VMware protocol in
tasks with large scan ranges can take considerably longer to execute. Users should consider
excluding vCenter servers from these tasks so the VMware protocol does not need to be
enabled for them, thus avoiding unsuccessful attempts to use the VMware protocol on a wide
range of nodes. Instead, they can create vCenter-specific discovery tasks, where the individual
vCenter servers are identified and the tasks use a connection profile where the VMware protocol
as well as any other protocols needed to communicate to that server are enabled.

See “Adding and managing vCenters or host servers” on page 16.

Best practices to prevent data loss
You can prevent data loss through following best practices:

■ To prevent data loss in the form of modification, deletion, or overwriting of data, you must
not re-associate a disk with another VM, which is already associated with an initial VM.
VMM currently classifies only current “snapshot disk/base disk” as an associated disk with
VM. You should use the option of selecting an existing disk through Select Disk > Existing
Disk in the Create VM wizard judiciously.

■ You should not delete the disks from Virtual Disk grid present on the Host Page, if they
are associated with a VM, otherwise you may lose the disk data. VMM currently lists only
the current “snapshot disk/base disk” as an associated disk with VM.

See “Adding and managing vCenters or host servers” on page 16.

Deployment of ESX or ESXi servers
Several sources of information about ESX/ESXi servers are available, including information
about deployment.

Videos, demos, and documentation from Dell and Symantec around ESX are available at the
following URL:

https://dell.symantec.com/virtualization-resources

A guide on deploying and updating VMware vSphere 5.0 (which runs ESXi) on HP ProLiant
Servers is available at the following URL:

Deploying and updating VMware vSphere 5.0 on HP ProLiant Servers

An article from Symantec about how to execute tasks on VMware Hypervisor (ESX/ESXi host)
and what permissions are required to execute tasks is available at the following URL:

www.symantec.com/docs/TECH188201

See “Adding and managing vCenters or host servers” on page 16.
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Tables populated during the Network Discovery and
Run Inventory tasks

Below are the tables, which get populated during execution of the Network Discovery and
Run Inventory tasks. These tables can help you to resolve the issues such as failure of the
Run Inventory task due to tasks getting queued up or tasks timed out.

Table A-1

SignificanceTable Name

This table is populated only if you have successfully
run the Network Discovery task. It contains data
related to the ESX or HyperV host servers.

Inv_VM_Host

This table is populated only if you have successfully
run the Network Discovery task. It contains data
related to the guest servers of all the discovered
ESX and HyperV hosts servers.

Inv_VM_Guest

This table is populated only if you have successfully
run the Inventory task. It contains data related to all
the virtual machines for the discovered host servers.
This includes following information:

■ Virtual machine name

■ Associated virtual disk

■ Associated virtual network

■ Host server guid

■ Memory

■ State such as Running, Stopped, Suspended,
etc.

Inv_Symantec_VMM_VirtualMachine

Contains data related to all the virtual disks for the
discovered host servers. This includes following
information:

■ Disk name

■ Device type

■ Capacity

■ Host server resource guid

Inv_Symantec_VMM_Disk
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Table A-1 (continued)

SignificanceTable Name

Contains data related to all the virtual networks for
the discovered host servers. This includes following
information:

■ Network ID

■ Network name

■ Network description

■ Host server resource guid

Inv_Symantec_VMM_Network

See “Adding and managing vCenters or host servers” on page 16.

Connection profile information
Below are the connection profile information to perform Network Discovery using different
protocols. This information is useful in resolving issues such as failure of the Run Inventory
task due to protocol issues.

Table A-2

RemarksProtocol RequiredHost Server

The VMware protocol must be
configured with proper credentials
and it must be in ON state.

Following are the two protocols
that are required for discovering
the ESX servers:

■ VMware

■ SNMP

ESX Server

The WMI protocol must be
configured with proper credentials
and it must be in ON state.

Following is the protocol that is
required for discovering the
HyperV servers:

■ WMI protocol

HyperV Servers

See “Adding and managing vCenters or host servers” on page 16.
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Permissions that Virtual Machine Management
requires

For executing different VMM tasks an account or group needs to be given required permissions.
You need to perform discovery tasks on a host or vCenter, and run inventory on hosts before
you execute different VMM management tasks. Credentials used in the discovery tasks are
used to execute various VMM tasks.

Executing VMM tasks on VMware Hypervisor (ESX/ESXi Host)
vCenter server or ESX/ESXi host gives access to the user based on the permissions given to
him. When user discovers an ESX/ESXi host directly then permissions given on a host are
used for VMM tasks execution, but if user discovers a host using vCenter then permissions
given to him on vCenter are used for VMM task execution. Various permissions can be given
to a user or group using the vSphere client. User permissions defined on an object take
precedence over group permissions. If no user permissions are given then the user is given
union of privileges given to the groups, to which user belongs for that object.

For detailed information about this please refer to Managing Users, Groups, Roles, and
Permissions topic of the vShpere Basic System Administration manual.

You can directly discover a host using host credentials and execute different VMM tasks on
it. Authorized users/groups on ESX/ESXi host are directly added to the list and given
permissions when ESX/ESXi is installed. An administrator can add different users using User
& Groups tab on vSphere client and give him required permission using the Permissions tab.
By default, root user has administrative privileges. The vpxuser user is created with
administrative privileges when a host is attached to a vCenter.

Table A-3 Permissions required for executing VMM tasks on an ESX/ESXi host discovered
directly

AdministratorRead-onlyVMM task

xxDiscovery

xxRun Inventory

xCreate or Delete VM

xCreate or Delete Disk

xCreate or Delete Network

xDeploy VM (from template)*

xCreate, Revert, or Delete
Snapshot
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Table A-3 Permissions required for executing VMM tasks on an ESX/ESXi host discovered
directly (continued)

AdministratorRead-onlyVMM task

xPower Mgmt. (Start, Stop,
Suspend, Resume, Shutdown,
Restart)

Note: The Deploy VM task is supported only on those ESX hosts, which are discovered using
vCenter credentials.

You can discover a vCenter and execute VMM tasks on the hosts managed by the vCenter.
After discovery, only the hosts for which you have access rights are listed. vCenter uses
Windows mechanism for authentication and authorization. An Administrator can give
permissions to a domain user or local windows user/group on vCenter to access vCenter
infrastructure. Permissions Tab in vSphere client can be used to give necessary permission
to a user/group.

Table A-4 Permissions required for Executing VMM tasks on an ESX/ESXi host discovered
using vCenter credentials/managed by vCenter:

VM userPower userAdministratorRead-onlyVMM task

xxxxDiscovery

xxxxRun Inventory

xCreate or Delete
VM

xCreate or Delete
Disk

xCreate or Delete
Network

xDeploy VM (from
template)

xxCreate, Revert, or
Delete Snapshot

Creation,
Retabissement, or
Suppression
Snapshot

79Best practices, troubleshooting tips, and other things to know
Permissions that Virtual Machine Management requires



Table A-4 Permissions required for Executing VMM tasks on an ESX/ESXi host discovered
using vCenter credentials/managed by vCenter: (continued)

VM userPower userAdministratorRead-onlyVMM task

xxxPower Mgmt.
(Start, Stop,
Suspend, Resume,
Shutdown, Restart)

These are some default roles available to user. But user does have option to assign other
default roles like Resource pool administrator, VMware consolidated backup user, Datastore
consumer etc. Also user can create custom roles depending upon need.

Note:Because of current VMware API limitations, the Delete Disk and Create Disks tasks can
only be executed using ESX server admin credentials. If your vCenter admin credentials are
different than your ESX admin credentials, then you must discover your ESX server directly
using its admin credentials to perform the Delete Disk and Create Disk tasks.

Executing VMM tasks on Hyper-V
Hyper-V uses Windows authentication mechanism. A domain user or a local user on windows
with administrative privileges to the HyperV server is required to execute VMM tasks.

Table A-5 Permissions required for Executing VMM tasks on Hyper-V permissions

AdministratorVMM task

xDiscovery

xRun Inventory

xCreate or Delete VM

xCreate or Delete Disk

xCreate or Delete Network

N/ADeploy VM (from template)*

xCreate, Revert, or Delete Snapshot

xPower Mgmt. (Start, Stop, Suspend, Resume,
Shutdown, Restart)

Note: Hyper-V hypervisor does not support the Deploy VM task.
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See “Adding and managing vCenters or host servers” on page 16.

About Altiris Log Viewer
The Altiris Log Viewer is a tool to display a runtime view of the errors, warning, information,
and trace messages that occur real time. The Log Viewer is a standalone tool and is also
known as NS Log Viewer. It does not require NS of any version to be installed and can be
used with previous NS versions.

The Log Viewer is a complete record of what happens when you perform a particular action.
Logs generated by NS, solutions, or Agents can be viewed through the Log Viewer. You can
view any log file, which is related to any component as long as it is in the NS log file format.
Administrators can use this information to debug issues, which are occurred during the execution
of solution-specific tasks. Quality assurance personnel can also use the Log Viewer to check
the accuracy of task execution.

As you execute any solution-specific task, every action is logged in the Log Viewer. This
information includes failures of actions to execute, areas to debug, and the changes that are
made in your computer. You can use the Log Viewer to determine the problems and their
cause. Once you have identified errors or warnings in the Log Viewer, you can copy main part
of the error message from the bottom window and search the knowledge base for any articles
which direct you on how to correct the error. You can also raise the issue to the technical
support team.

For example, you can use the Log Viewer to check whether the Virtual Machine Management
solution has been successful in establishing a connection with vCenter. The Log Viewer
provides details such as the IP address and name of the vCenter.

Altiris Log Viewer lets you perform following tasks:

■ View the current state of a system.

■ View error, warning, informational, verbose, and trace messages.

■ Search the logs with .NET style regular expressions and view the results on your screen
while you type to provide any input.

■ Filter the logs to display a subset of messages.

Log files or folders containing log files can be drag and dropped to the main window to have
them displayed.

You can launch the Log Viewer from the Start menu by clicking All Programs > Symantec
> Diagnostics > Altiris Log Viewer.
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Note: Altiris Log Viewer is backward-compatible so anytime you can use older version of the
Log Viewer to accomplish your work. You can launch it from the Start menu by clicking All
Programs > Symantec > Diagnostics > Legacy Tools > Legacy Altiris Log Viewer.

Table A-6 Difference between Legacy Altiris Log Viewer and Altiris Log Viewer

Altiris Log ViewerLegacy Altiris Log Viewer

You can easily load a large amount of log files
without consuming much RAM for loading the files.

You cannot load a large amount of log files at a time
as it consumes so much RAM.

UI is more responsive despite of loading a large
amount of log files into the Log Viewer.

UI is not much responsive when you load a large
amount of log files at a time.

New bookmarks mechanism introduced.

Following are the keyboard shortcuts to work with
the bookmarks:

■ Press CTRL+ F2 on your keyboard to toggle
between bookmarks.

■ Press F2 on your keyboard to walk through the
bookmarks.

■ Press CTRL+SHIFT+F2 on your keyboard to
clear all bookmarks.

No bookmark mechanism.

Filter definition can be saved for later use.You cannot save filter definition.

Combined Filter and Jump control for easy filtering.Separate control for Filter and Jump operation.

Colorization schemes to simplify tracking of log
entries.

Ineffective mechanism to track log entries.

Lets you search in log files without loading all the
log files into Log Viewer.

No provision to search in the log files without loading
all of them into Log Viewer.

Find log files, which contain search string in the Log
Viewer. The searched strings are highlighted in the
log files and can be loaded into Log Viewer .

Log files are not highlighted in the Log Viewer,
which contain search string.

You can avoid loading larger amounts of log files
based on the capacity warning.

No capacity warning when you load a large amount
of log files into the Log Viewer.

You can set warning on UAC systemsYou cannot set warning on UAC systems.

Drill-down using additional context menus for the
GUID.

No context menu for the GUID.

Easier control over monitored folders.Not much control over monitored folders.
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See “About Altiris Log Viewer messages” on page 83.

See “Adding and managing vCenters or host servers” on page 16.

About Altiris Log Viewer messages
Altiris Log Viewer lists the real time events and helps you to identify errors or warnings, which
occurred during executing any task.

Altiris Log Viewer uses following color schemes to simplify tracking of log entries based on
their severity:

■ Events that are displayed in red indicate Errors

■ Events that are displayed in blue indicate Warnings

■ Events that are displayed in black indicate Informational messages

■ Events that are displayed in gray indicate Trace and Verbose messages.

Error messages in Red must be looked at and corrected with the help of knowledge base
articles or fixing any problem in the Altiris environment. Warning messages in Blue must also
be reviewed to make sure that there are not impending problems, which can be fixed before
they become errors.

Some examples of messages shown in the Log Viewer and their meanings:

■ This message is an error message so it would appear in red, "Unable to open a handle to
Service 'Altiris Agent for Mac Service'" Error 424.
If you have no Mac in your environment then the error message does not indicate a problem.

■ This message is a warning message , so it would appear in blue, "The server is currently
paused and will not process any create resource requests."
This situation could cause problems if the server is not started soon. The requests would
continue to back up and the network or server would start to slow down and can affect the
whole network.

See “About Altiris Log Viewer ” on page 81.

See “Adding and managing vCenters or host servers” on page 16.

Troubleshooting Tips
The troubleshooting tips related to Virtual Machine Management are as follows:
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Table A-7 Troubleshooting tips: Virtual Machine Management

SolutionIssue

To work around this issue, execute one of the following workarounds
based on the reason of the issue:

■ In case of the first reason that is mentioned in the Issue column,
restart the ‘Altiris Object Host Service’ on the respective
Notification Server or Remote Site Server.

■ In case of the second reason that is mentioned in the Issue
column, rollout the CM and the PPA plug-ins and restart the ‘Altiris
Object Host Service’ on the respective Notification Server or
Remote Site Server

Virtual Machine Management
tasks are failed with an error
‘Altiris.PluggableProtocols.Core’'
due to one of the following
reasons:

■ ‘Altiris Object Host Service’
does not get restarted on the
respective Notification Server
or Remote Site Server after
Credential Manager (CM) and
Pluggable Protocol
Architecture (PPA) Agent
plug-in policy rollout

■ Credential Manager (CM) and
Pluggable Protocol
Architecture (PPA) Agent
plug-ins are not installed on
the respective Notification
Server or Remote Site Server

After virtual machine migration, to get an appropriate view of the Host
to Virtual Machine relationship on the left pane of the VMM portal
page, it is recommended to run the Network Discovery task and
Run Inventory task on the source and the destination Hosts on which
the virtual machine migration has been done. With the help of the
correct Host to Virtual Machine association, you can successfully
execute the Guest level tasks, otherwise some of the tasks get failed.

Virtual machine migration issues
occurred due to the wrong Host
to Virtual Machine association.

To work around this issue, you must assign different IP address to
the virtual machines, which are associated with the same Host. In
case, you assign the same IP address to these virtual machines, an
error occurs.

Issues that are related to
duplicate virtual machines.

84Best practices, troubleshooting tips, and other things to know
Troubleshooting Tips



Table A-7 Troubleshooting tips: Virtual Machine Management (continued)

SolutionIssue

To work around this issue, execute the following steps:

■ Go to the Inventory folder using Jobs and tasks menu.
■ Right click on Inventory folder and select Export option.
■ Save the Inventory.xml file.
■ Change ‘maxMinutes’ value from 60 to 120 in two places in the

Inventory.xml file.
■ Right-click the same Inventory.xml file to import it into the

Inventory folder.
■ Execute or schedule Run Inventory task on large number of

Hosts.

If you execute theRun Inventory
task on an environment, which
has a large number of hosts, the
task gets failed for some of the
hosts due to the task timeout.
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guest A virtual machine that shares the hardware resources of a physical server in a
server virtualization environment.

guest operating system An operating system that is installed on a virtual machine.

host A physical or a virtual server in a server virtualization environment.

host name The name by which programs and other computers in the network identify the host
computer.

hypervisor A virtualization platform that allows to run multiple operating systems on a single
computer.

Network Discovery A process of discovering all IP devices that are connected to a network.

orphan virtual machine A virtual machine that is in the vCenter Server database but is not present on the
ESX host.

server virtualization A process of creating multiple virtual servers on one physical server computer.
Each virtual server functions independently as if it was running on a separate
physical computer.

snapshot An image of a file system that is identical to the file system from which the snapshot
was taken. The snapshot captures the current state of a computer.

virtual disk A logical disk that is configured on a host computer to provide storage for the virtual
machines. It appears as a physical disk drive to a guest operating system.

virtual machine A computer that does not physically exist but is created in another environment and
shares the hardware resources of the physical server. A virtual machine runs its
own operating systems and applications as if it were a physical computer.

virtual template A base snapshot with predefined configuration and properties for creating a new
virtual machine.
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