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Documentation Legal Notice

This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred
to as the “Documentation”) is for your informational purposes only and is subject to change or withdrawal by Broadcom
at any time. This Documentation is proprietary information of Broadcom and may not be copied, transferred, reproduced,
disclosed, modified or duplicated, in whole or in part, without the prior written consent of Broadcom.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or otherwise make
available a reasonable number of copies of the Documentation for internal use by you and your employees in connection
with that software, provided that all Broadcom copyright notices and legends are affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the
applicable license for such software remains in full force and effect. Should the license terminate for any reason, it is your
responsibility to certify in writing to Broadcom that all copies and partial copies of the Documentation have been returned
to Broadcom or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, BROADCOM PROVIDES THIS DOCUMENTATION “AS
IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL
BROADCOM BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT,
FROM THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST
INVESTMENT, BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF BROADCOM IS EXPRESSLY
ADVISED IN ADVANCE OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and
such license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is Broadcom Inc.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the
restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)
(3), as applicable, or their successors.

Copyright © 2005-2022 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its
subsidiaries. All trademarks, trade names, service marks, and logos referenced herein belong to their respective
companies.
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Introduction

About Symantec Endpoint Threat Defense for Active Directory
Symantec Endpoint Threat Defense for Active Directory (Threat Defense for AD) is a solution that protects the Active
Directory. Threat Defense for AD disrupts domain reconnaissance activity, detects an attacker that attempts lateral
movement or credential theft, and mitigates intrusion by operations, users, or endpoints. The Artificial Intelligence engine
uses Natural Language Processing and creates a false environment on the endpoint. This false environment obfuscates
any AD reconnaissance commands that are used regardless of the protocol. This deception results in recognizing
attackers when they attack the AD. The intrusion is then automatically mitigated through a deception policy. Threat
Defense for AD identifies vulnerabilities, misconfigurations, and possible backdoors within the AD. This identification
provides security teams with the opportunity to reduce the AD attack surface, harden the domain, and reduce risk.

Threat Defense for AD protects the integrity of the AD when configured for an endpoint or for a domain. A few security
mechanisms can be leveraged to protect the AD from internal or external threats such as access to a domain connected
endpoint. The AD stores very important data, and so it is prone to being constantly attacked. Through reconnaissance,
lateral movement, and credential theft, an internal or external attacker can own the AD data with ease. Internal Red
teams use vulnerabilities in the Kerberos implementation of authentication with AD. Pass-the-hash, Over-pass-the-
hash, and Pass-the-ticket are attack methods that are difficult to prevent or even detect. Threat Defense for AD is a post-
exploitation security measure that stops these intrusions and protects the AD after the endpoint protection and prevention
mechanisms have failed. Threat Defense for AD exists for the sole purpose of stopping compromises of corporate AD
domain environments.

Threat Defense for AD provides security without making any changes to the AD, without deploying anything on the
domain controllers, and without the use of an agent on the endpoints. Threat Defense for AD uses Memory Manipulation
that is automatically deployed on the endpoints upon authentication. Memory Manipulation does not consume RAM,
CPU, or disk space. The Core server automatically deploys the Memory Manipulation without using any deployment tool
such as Microsoft System Center Configuration Manager. Threat Defense for AD creates actionable alarms that do not
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generate noise. An alarm is a high-fidelity event. Forensics are created automatically to generate incident response, and
also invoke the automatic or manual mitigation means.

 Getting started with Threat Defense for AD
Make sure you meet the following prerequisites before installing Threat Defense for AD on your computer.

Table 1: Prerequisites for installing Threat Defense for AD

No. Prerequisites

1 Meet the initial prerequisites.
Prerequisites for installing Threat Defense for AD

2 Meet the system requirements.
System requirements

3 Set up the Threat Defense for AD Core server.
Setting up the Core server

4 Meet the minimum specifications of a test endpoint.
Minimum specifications of a test endpoint

5 Meet the prerequisites for Memory Manipulation deployment.
Prerequisites for Memory Manipulation deployment

6 Meet the network firewall requirements.
Network firewall requirements

7 Configure the Deployment Manager accounts for the Core server.
Configure the Deployment Manager accounts for the Core server

8 Configure the deception account.
Deception account

9 Configure the domain controllers.
Active Directory audit configuration: Group Policy

10 Configure the site and subnets of the Active Directory.
Active Directory sites and subnets

11 Configure the firewall rules to enable inbound access from the Core servers to collect security logs.
Active Directory security logs

12 Make sure that an antivirus or endpoint protection platform is not installed on your computer.
Possible Anti Virus (AV) or Endpoint Protection Platform (EPP) exclusion (not likely)

13 Provide the necessary permissions to the core and Deployment Manager servers.
Permissions for the Threat Defense for AD core and Deployment Manager servers

Refer to the Symantec Endpoint Threat Defense for Active Directory 3.5 Installation Guide after meeting the prerequisites.

 4



 Symantec Endpoint Threat Defense for Active Directory Getting Started Guide

Installation Prerequisites

 Prerequisites for installing Threat Defense for AD
Before you install Threat Defense for AD, you must plan for the installation and also maintain precautions for coexistence
of other applications with Threat Defense for AD in the same environment. If you plan to test Threat Defense for AD in
your environment, then you must install a gold image of Threat Defense for AD in a test environment or a lab.

Symantec recommends rolling out the Threat Defense for AD deployment in the following order:

• Deploy to Gold Images of desktops. Make sure that you validate the interoperability of the standard applications.
• Get a sample of production endpoints from across departments.
• Production devices.
• Servers in a test environment or lab.
• Production servers.
• Meet the prerequisites for endpoints.

Setting up the Core server
• Make sure that Memory Manipulation can be deployed on endpoints.

Prerequisites for Memory Manipulation deployment
• Configure the network firewall requirements.

Network firewall requirements

Make sure the following prerequisites are also met:

• Configure the Deployment Manager accounts for the Core server
• Prerequisites for Memory Manipulation deployment
• Active Directory audit configuration: Group Policy
• Active Directory sites and subnets
• Active Directory security logs
• Possible Anti Virus (AV) or Endpoint Protection Platform (EPP) exclusion (not likely)
• Permissions for the Threat Defense for AD core and Deployment Manager servers

Symantec Endpoint Protection (SEP) Requirements
Threat Defense for AD endpoint functionality requires a minimum version of SEPM and the agents to be at least of version
14.3 RU1 or later. For the new Threat Defense for AD endpoint functionality to be active, you must first upgrade SEPM
and then the endpoints.

• SEPM - Minimum supported version 14.3 RU1
• SEP Agents - Minimum supported version 14.3 RU1

You must add each and every SEPM server to Threat Defense for AD to protect the endpoints in the AD domain. The
Threat Defense for AD  communicates with each SEPM server every 7 minutes. You will need the web certificate of each
SEPM.

NOTE
If you have a particular SEPM that will never manage any SEP endpoint that have Threat Defense for AD
enabled, then do not add that SEPM server.

SEPM User
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As a best practice, you can create a SEPM sysadmin user for Threat Defense for AD with a complex password that
does not expire. Threat Defense for AD authenticates with the SEPM RESTAPI and if the password expires, the Threat
Defense for AD  stops functioning.

SEPM Threat Defense for AD test group

Create a Test TDAD group within SEPM.  This group must contain the test endpoint you previously configured with the
MimiKatz exclusion, and any other endpoints that you want to run the initial tests on. This group must exist before you
assign the policy to it through the Threat Defense for AD console.

System requirements
The hardware and software requirements for installing Threat Defense for AD are as follows:

• 12 CPUs
2 sockets with 6 cores each

• 32GB of RAM.
• Hard disk

• Operating system (disk0, c:\) – 120 GB
• Prouct installation (disk1, d:\) – 40 GB

• A new Windows Server 2019 or Windows Server 2016.
From Threat Defense for AD 3.6 onwards, by default, MySQL database is embedded, but you can select Microsoft
SQL database instead. 

NOTE
VMware thin provisioning is not supported.

Setting up the Core server
For best performance, Symantec recommends that you deploy in medium to large scale of 5000 to 10000
endpoints.Use an external MSSQL database for such a scale of deployment. MSSQL prerequisites
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• TLS 1.2 must be enabled on both the TDAD core server and SQL server (Registry).
• Verify if SQL Server native client 11 is installed. By default the SQL server is installed.
• Internal SQL login must be used for TDAD SQL connectivity (no integrated authentication is supported).
• SYSADMIN role must be defined for the installation (only). The database is created during the installation, and there is

no support for pre-created empty databases. After the installation, DB_OWNER role must be configured for the TDAD
database.

• Database collation must be set to "Latin1_General_100_CI_AI_SC_UTF8".
• The recovery model for the database must be set to "full".
• Join the database for all the relevant maintenance plans as your organization policy requires. For example, database

integrity, indexing, update statistics, backup database (full), backup database (transaction logs), and cleanup.

You must check the other prerequisites on your Core server before you start installing Threat Defense for AD.

• The minimum system requirements are met.
System requirements

• Assign a static IP.
• Server is not named as Symantec Endpoint Threat Defense for Active Directory or anything similar.
• Server is joined to the domain.
• The IIS server role is not enabled.
• Security products such as AntiVirus (AV) and Endpoint Protection Platform (EPP) are not installed.

NOTE

Antivirus and Endpoint Protection Platform can be added after installation.
• All Windows updates are already installed.
• Latest version of Chrome is installed (required).
• Latest version of Adobe Acrobat Reader is installed. This is required for reading manuals on the local server.
• Download the install file to the VM.
• Take a snapshot of the VM before installation.
• Log on as local admin for the install.

Minimum specifications of a test endpoint
When you execute a proof of concept (POC) or a production deployment, you must perform compatibility testing on
several endpoints.  However, for functionality testing, you must make sure that at least one endpoint meets the following
prerequistes:

• The VM preferably runs Windows 7 or Windows 10.
• The VM must be logged on to the AD domain and must be assigned the correct AD site and subnet in which the POC

will be conducted.
• Windows Defender must be turned off and no antivirus or endpoint protection platform must be installed on the VM.

NOTE

If Symantec Endpoint Protection is already installed on the test endpoint, then make an exclusion for all
scans on the directory (and sub directories) on which you plan to download MimiKatz.

You can remove the exclusion after the initial testing.
• Turn off the Safe Browsing option in Google Chrome's Advanced Security Settings.
• Download and retrieve Mimikataz_trunk.zip to the local hard drive.

https://github.com/gentilkiwi/mimikatz/releases
• Download or copy text from invoke-kerberoast.ps1 to the local hard drive.

https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-Kerberoast.ps1
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Prerequisites for Memory Manipulation deployment
Memory Manipulation, along with the deception policy, is responsible for data obfuscation in Threat Defense for AD.
Memory Manipulation is not an agent and has no CPU or RAM requirements. Memory Manipulation can be installed on
Windows 7 or later.

The following components are not supported for Memory Manipulation deployment:

• Domain Controllers
• Microsoft System Center Configuration Manager servers or Microsoft Exchange servers
• Endpoints that belong to a Workgroup, and are not on the domain.
• Endpoints that have not logged on to the domain for over 30 days.
• Windows XP, 2000, 2003, any flavor of Linux, or Mac OS X.

NOTE

If there is an issue with deployment of any components, then you can uninstall the host and restart it.

 Network firewall requirements
Most rules only apply for internal traffic on the network. You need a GPO to enforce the first rule if your endpoints have
windows firewall enabled. VPN clients need this firewall rule as well.

• Confirm that the following local firewall rules are applied through the Default Domain Group Policy.
• Confirm the following network internal firewall rules are applied.

Table 2: Network firewall rules

Access Type Source IP Destination IP Ports

Internal or VPN Deployment Manager Endpoints 445(SMB), 135-139 (RPC)
Internal or VPN Deployment Manager SEP 8443 (HTTPS)), 8446 (SEP)
Internal Deployment Manager Domain Controllers 88 (Kerberos), 389 (LDAP), 445

(SMB)
Internal(Optional) Deployment Manager Domain Controllers 5985, 5986 (Optional) Only

required if you use event
subscription

Internal Deployment Manager DNS servers 53 (DNS)
Internal UI user Core 8443 (HTTPS)
Internal (Optional) Core Exchange 25 (SMTP)
Internal (Optional) Core SIEM 514(SYSLOG)

 Configure the Deployment Manager accounts for the Core server
Before you install Symantec Endpoint Threat Defense for Active Directory, configure the Deployment Manager accounts
for each domain.

The Core server has a local Deployment Manager running an IIS application pool that is used for policy assignment,
forensic package deployment, topology gathering, and AD log collection. For each domain, create a domain user and
configure the following in Active Directory Users and Computers for the user:
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• AD user name that is not similar to the product name such as Symantec Endpoint Threat Defense for Active Directory,
or Threat Defense for AD. A similar name can reveal the purpose of the account, which can increase the security risks
of those accounts.

• In the User Properties dialog box, under Account tab > Account Options, make sure that:
– The user does not have the User must change password at next logon option selected.
– The user has the Password never Expires option selected.

NOTE
If this option is not selected, you must have a mechanism to rotate the user password, else the account
fails after the expiration of policy and the system stops to function.

– The user has the Account is sensitive and cannot be delegated option selected.
• In the User Properties dialog box, under Member of tab, make sure that the AD user is a member of the Domain

Admins. This is recommended for testing purposes and it lets you retrieve all dark corners in the environment.

Alternative Domain Admin account

For production deployments, you can use an alternative domain admin account, but the account may not trigger some
dark corner alarms.

The following steps are only for the Domain Admin alternative option for the AD user:

1. Configure the AD user as a Local Admin on the Core server.
Go to Control Panel > Edit Local Users and Groups. Right-click on Administrators Group and then select  Click
Add to group > Click Add <AD User> , and click OK.

2. Confirm that the AD user can access any computer from the network.
Go to GPO Editor > Default Domain Policy > Security Settings > Local Policy > User Rights Assignment
> Access computer form a network.

NOTE
Confirm that the AD user has the Access computer form a network option enabled for the endpoints.

3. Configure the AD user for full permission over the deception account. You must first create the deception account as
instructed in the next section.
Go to Active Directory Users and Computers and select View > Advanced Features. The Security
property will not be visible until you change the view. Right-click on the deception account and navigate to
Properties > Security > Add > AD user > Full Permission > Ok.

Configure the deception accounts for the Core server
Before you install Symantec Endpoint Threat Defense for Active Directory, configure the deception accounts for each
domain.

During the Memory Manipulation deployment, the deception account is placed in the memory of each endpoint through
the lsass.exe process, and appears to be a Domain Admin. This causes an attacker to steal this user’s password, hash,
or ticket, and the account cannot be accessed. For each domain, create a domain user and configure the following in
Active Directory Users and Computers for the user:

• The AD user name must not be similar to the product name such as Symantec Endpoint Threat Defense for Active
Directory, or Threat Defense for AD. Symantec recommends that you specify words such as admin or helpdesk in
usernames.

• AD user name must be alphanumeric and not include any special characters, “-“,
• In the User Properties dialog box, under Account tab > Account Options, make sure that:
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– User must change password at net logon is not selected.
– Account is sensitive and cannot be delegated is selected.

• In the User Properties dialog box, under Member of tab, make sure that the AD user is a member of Domain Users.
• Confirm that the account has Allow Log on Locally for any endpoint. Confirm this is not removed at the GPO level.
• The initial password can have special characters such as `~!@#$%^&*(), but not characters such as _+{}|:”<>?-=[]’\;’,./.

NOTE

This requirement is to avoid getting denied by the web server self-protection mechanism around SQL
injection attacks. The Deployment Manager rotates this password with a complex password that includes all
special characters upon first deployment, making the initial password irrelevant.

• The deception account password is rotated every 7 minutes. You might need to create an exception if you have a
product or rules that alert or prevent password changes at this frequency.

Active Directory audit configuration: Group Policy
To create security events for authentication, configure the domain controllers. This is usually configured in the production
environments, but rarely is configured in test labs. Event IDs created are 4624, 4662, 4768, 4769, 4771, 4776. You can
check them in the Group Policy Management Editor.

• For the Default Domain Controller Security Policy, go to Policies > Windows Settings > Security Settings >
Local Policies > Audit policy and check the following:
–   Confirm that for Audit Account Logon Events both Success and Failure are checked.
– Confirm that for Audit Logon Events, both Success and Failure are checked.
– Confirm that for Audit Directory Service Access, both Success and Failure are checked.

• If the Advanced Audit Policy Configuration is enabled, you must confirm the following in Computer Configuration
> Policies > Windows Settings > Security Settings > Advanced Audit Policy Configuration > Audit Policies >
DS Access.
– Confirm that for Audit Directory Service Access, both Success and Failure are checked.
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• Go to Policies > Windows Settings > Security Settings > Advanced Audit Policy Configuration > Audit policy >
Account Logon and check the following:
– Confirm that for Audit Credential Validation, both Success and Failure are checked.
– Confirm that for Audit Kerberos Authentication Service , both Success and Failure are checked.
– Confirm that for Audit Kerberos Service Ticket Operations, both Success and Failure are checked.
– Confirm that for Audit Other Account Logon Events, both Success and Failure are checked.

Active Directory sites and subnets
Check the following for the Active Directory Sites and Subnets:

•   Confirm that the subnet of the AD site to be used for testing purposes is configured.

Active Directory security logs
For production implementations, there are multiple ways that the Deployment Manager server collects the necessary
security logs from the Domain Controllers:

• Event Forwarding through Microsoft Event Subscription (recommended for most production deployments)
• Windows Event Forwarding (WEF) collector
• Windows Management Instrumentation (recommended for test labs)
• Syslog Forwarding (can create lag in alert generation)
• Consult with the Broadcom Support team for more information.

Event Subscriptions
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This option provides near real-time alert generation and deployments within Deployment Manager. You must configure
event subscription on every domain controller to select this option as a log collection method.

To use event forwarding, make sure the following prerequisites are met:

• Enable WinRM on all the domain controllers ( winrm qc).
NOTE
This method enables WinRM to any requester. Symantec recommends to enable WinRM in a secure, locked
down method in production environments.

• Enable the Windows Event Collector on domain controllers and server side (wecutil qc).
• Enable communication access from the Core server to the domain controllers - 5985, Ports 5986. Restart the Windows

Event Collector Service on the Core server.
• Deployment Manager User must be a member of Event Log Readers and Network Service.

WMI

Windows Firewall (FW) and Advanced Security are most likely configured on your domain controllers, either through the
local firewall rules or through the Default Domain Group Policy or Default Domain Controller Group Policy.

Depending on your implementation, make sure that the following firewall rules are enabled for inbound access from the
Core server computer:

Check in the Group Policy Management Editor:

• Confirm Com+ Network Access (DCOM-in) is enabled.
• Confirm Com+ Remote Administrator (DCOM-in) is enabled.
• Confirm Remote Event log management (NP-in) is enabled.
• Confirm Remote Event log management (RPC) is enabled.
• Confirm Remove Event log management (RPC-EPMAP) is enabled.
• Confirm Windows Management Instrumentation (Async-in) is enabled.
• Confirm Windows Management Instrumentation (DCOM-in) is enabled.
• Confirm Windows Management Instrumentation (WMI-in) is enabled.
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Possible Anti Virus (AV) or Endpoint Protection Platform (EPP)
exclusion (not likely)
Threat Defense for AD reaches out from the Core server to each endpoint in multiple ways to manipulate the memory,
collect forensics, or perform mitigation. If an AV/EPP product alerts are enabled on your endpoint, you may need to
exclude the files. If detected, add the thumbprint of the certificate of the files to your exclusion list of on AV/EPP product.
They are signed by Symantec.

NOTE

Threat Defense for AD is not an agent. If you experience a major issue on a target deployment, undo-
deploy Memory Manipulation on the endpoint in the console, and if necessary, restart the endpoint. Memory
Manipulation is not persistent on the target endpoints.

Permissions for the Threat Defense for AD core and Deployment
Manager servers
Threat Defense for AD services uses virtual accounts or managed local accounts instead of running as local system. If the
endpoint's local security policy or GPO > User Rights Assignment is defined as Deny log on as a service or Log on as
a service, then make an exception policy for Logon as a service with NT SERVICE\ALL SERVICES.

Grant the Log on as a service permission for NT Service\All Services.

If defined, remove NT Service\All Services from Deny log on as a service.

The reasons for that are:

• If you have Deny log on as a service for some account, and you have nothing defined on Log on as a service,
Threat Defense for AD lets the NT SERVICE\ALL SERVICES to login as a service.

• If you have nothing defined at Deny log on as a service, and you have something other than NT Service\All Services
defined at Log on as a service, you will not be able to login as a service. In this case, you will have to add NT
SERVICE\ALL SERVICES to Log on as a service
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• If the computer's local security policy or a GPO > User Rights Assignment is defined as Deny log on as a service
then make an exception policy for Logon as a service with NT SERVICE\ALL SERVICES.
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