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Documentation Legal Notice

This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred
to as the “Documentation”) is for your informational purposes only and is subject to change or withdrawal by Broadcom
at any time. This Documentation is proprietary information of Broadcom and may not be copied, transferred, reproduced,
disclosed, modified or duplicated, in whole or in part, without the prior written consent of Broadcom.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or otherwise make
available a reasonable number of copies of the Documentation for internal use by you and your employees in connection
with that software, provided that all Broadcom copyright notices and legends are affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the
applicable license for such software remains in full force and effect. Should the license terminate for any reason, it is your
responsibility to certify in writing to Broadcom that all copies and partial copies of the Documentation have been returned
to Broadcom or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, BROADCOM PROVIDES THIS DOCUMENTATION “AS
IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL
BROADCOM BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT,
FROM THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST
INVESTMENT, BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF BROADCOM IS EXPRESSLY
ADVISED IN ADVANCE OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and
such license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is Broadcom Inc.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the
restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)
(3), as applicable, or their successors.

Copyright © 2005-2022 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its
subsidiaries. All trademarks, trade names, service marks, and logos referenced herein belong to their respective
companies.
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Introduction

About this guide
This document describes a typical Symantec Endpoint Threat Defense for Active Directory proof of concept (POC) and
sets expectations for both client and Symantec responsibilities.

About Symantec Endpoint Threat Defense for Active Directory
Symantec Endpoint Threat Defense for Active Directory (Threat Defense for AD) is a solution that protects the Active
Directory. Threat Defense for AD disrupts domain reconnaissance activity, detects an attacker that attempts lateral
movement or credential theft, and mitigates intrusion by operations, users, or endpoints. The Artificial Intelligence engine
uses Natural Language Processing and creates a false environment on the endpoint. This false environment obfuscates
any AD reconnaissance commands that are used regardless of the protocol. This deception results in recognizing
attackers when they attack the AD. The intrusion is then automatically mitigated through a deception policy. Threat
Defense for AD identifies vulnerabilities, misconfigurations, and possible backdoors within the AD. This identification
provides security teams with the opportunity to reduce the AD attack surface, harden the domain, and reduce risk.

Threat Defense for AD protects the integrity of the AD when configured for an endpoint or for a domain. A few security
mechanisms can be leveraged to protect the AD from internal or external threats such as access to a domain connected
endpoint. The AD stores very important data, and so it is prone to being constantly attacked. Through reconnaissance,
lateral movement, and credential theft, an internal or external attacker can own the AD data with ease. Internal Red
teams use vulnerabilities in the Kerberos implementation of authentication with AD. Pass-the-hash, Over-pass-the-
hash, and Pass-the-ticket are attack methods that are difficult to prevent or even detect. Threat Defense for AD is a post-
exploitation security measure that stops these intrusions and protects the AD after the endpoint protection and prevention
mechanisms have failed. Threat Defense for AD exists for the sole purpose of stopping compromises of corporate AD
domain environments.
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Threat Defense for AD provides security without making any changes to the AD, without deploying anything on the
domain controllers, and without the use of an agent on the endpoints. Threat Defense for AD uses Memory Manipulation
that is automatically deployed on the endpoints upon authentication. Memory Manipulation does not consume RAM,
CPU, or disk space. The Core server automatically deploys the Memory Manipulation without using any deployment tool
such as Microsoft System Center Configuration Manager. Threat Defense for AD creates actionable alarms that do not
generate noise. An alarm is a high-fidelity event. Forensics are created automatically to generate incident response, and
also invoke the automatic or manual mitigation means.

Capabilities of Threat Defense for AD
A high-level supported feature list of Threat Defense for AD can help you understand the end-to-end capabilities of the
product.

Table 1: Threat Defense for AD capabilities

Ease of Deployment Ease of Management Domain Security
for the endpoint Reduce Attack Surface Advanced

Testing (optional)
Simple to install and
configure the Core Server

No agent updates or
upgrades

Disruption of
reconnaissance

Find domain
vulnerabilities

Domain attacks
prevented from
PowerShell Empire

Simple to deploy on
endpoints

No need for Microsoft
System Center
Configuration Manager or
package installer

Infinite scale of deception Find Domain
Misconfigurations

Domain attacks
prevented from
Metasploit

Non-disruptive to
endpoints (no CPU,
RAM, disk space)

Non-disruptive to IT –
they do not have to see
the deception

Credential Theft lure
present in lsass

Find Attacker Persistency Domain attacks
prevented from
BloudHound

No user friction or
business impact

Easy to use console Immediate detection
of Lateral Movement
attempt

Domain attacks
prevented from Deathstar

No Alert fatigue – alarms
are triggered only in an
attack

Domain attacks
prevented from Mimikatz

No False Positive – no
noise, no chasing ghosts

Pass the Hash detection

Over Pass the Hash
detection
Pass the Ticket detection
Silver Ticket –
Kerberoasting detection
Autonomous Forensics

 Architecture
The Threat Defense for AD architecture includes a Core server that contains a Deployment Manager  (DM), Database
(DB), and the web-based console. The Core server must run Windows Server 2019 (preferred) or Windows 2016, and can
either be a physical computer or virtual machine.

You also require a Symantec Endpoint Protection (SEP) server. Networks with over 10,000 endpoints must use the
cloud managed SEP solution. Networks with multiple domains will need multiple Deployment Managers. Endpoints are
Windows clients that are members of the AD domain and are running SEP with the Full protection policy deployed.
These endpoints run the domain deception as defined by the Threat Defense for AD policy.
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NOTE

Contact a Broadcom support engineer of Symantec Endpoint Division for assistance with the architecture
of standalone Threat Defense for AD . The standalone version has different requirements for a distributed
architecture.

The Core server contains the database and the web-based console, as well as the Deployment Manager for the root
domain. The Deployment Manager runs an IIS application pool that is used for policy assignment, forensic package
deployment, topology gathering, and AD log collection.  Additional domains require their own Deployment Manager.
  The Deployment Managers can reside on the Core Server or on other dedicated virtual machines, depending on the
architecture.

Networks with over 10,000 endpoints must use the cloud managed SEP solution. For on-prem SEP, a distributed
architecture is required for networks with multiple domains. A distributed architecture requires a Deployment Manager for
every domain. Child domains in a single AD forest have a native transitive trust with the root domain. The child domains
can have their Deployment Managers on the Core server. Domains in another forest that have a one-way or two-way
trust with the first domain, may each have a Deployment Manager on the Core server in the original Forest\Domain. If no
trust exists, the Deployment Managers reside on remote servers or virtual machines in those domains, as long as they
are reachable through the network. Deployment Managers can also be used to minimize bandwidth constraints across
continents.
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Hardware Requirements for Distributed Architecture

Hardware Requirements are based on expected log processing. These numbers are an estimation to be used for
planning. Hardware can be added or removed after actual performance metrics are established.  Each DM processes
the logs for its domain.  The preference is to limit the amount of virtual machines and deal with the load by removing or
adding resources depending on the load.  The main variable is event volume. This is driven by the DC count and velocity
of events per domain.  The log collection method can also have an effect on processing.  Log collection method options
are Windows Event Subscription or Syslog Event Forwarding (from another pre-existing syslog tool or SIEM) method. 
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About proof of concept

Threat Defense for AD Proof of Concept
Threat Defense for AD can be tested in a single Active Directory site. Discuss with the  about increasing the installation
scope before beginning the testing. Use a gold image to install on an endpoint for testing purposes. Broadcom Support
team

NOTE

Memory Manipulation can only be deployed on endpoints that run Windows 7 OS or later and Windows servers
of 2008 or later. Symantec recommends to not use production servers for testing purpose.

The following are not supported for Memory Manipulation deployment:

• Domain controllers, Microsoft System Center Configuration Manager servers, or Microsoft Exchange servers.
• Devices that have not logged on to the domain for over 30 days.
• Windows XP, 2000, 2003, any flavor of Linux, or Mac OS X.
• Any preview version of the latest Windows release.

Proof of concept deployment scope
The security efficacy, manageability, operability and usability of Threat Defense for AD determines the success criteria of
the proof of concept (POC). A proper examination of a security product must be done in environments that contain many
applications to avoid conflict. These applications may be a commodity software or are produced internally. Only servers
in a test environment or lab must be included in a POC and deployment teams should be notified of the same. Memory
Manipulation has no CPU or RAM requirements. Symantec recommends testing Gold Images on your endpoint.

In a POC environment, only target the following for Memory Manipulation deployment:

• Test Endpoint (Required)
• Supported endpoints running Windows 7 and later (optional).
• Support lab or test servers running server 2008 and later (optional).

NOTE

Production servers are not eligible targets for a POC.

The following targets are not supported for Memory Manipulation deployment:

• Domain controllers, SCCM servers, or Microsoft Exchange servers.
• Machines that belong to a workgroup and are not on the domain.
• Machines that have not logged on to the domain for over 30 days.
• Windows XP, 2000, 2003, any flavor of Linux, or Mac OS X.
• Any preview version of the latest Windows release.

Proof of concepts must be conducted in a single AD Site. This requirement is to limit the scope of POC. An increase in
scope can be discussed with your Symantec support team before the POC begins.

Test machines in the defined AD site must be put in a SEPM group. The Threat Defense for AD client feature set must be
enabled for this group, which deploys Memory Manipulation on the endpoint. The deception policy is then applied through
the Threat Defense for AD console to enable the Memory Manipulation on the endpoint.

** If you experience any issues in the POC, contact your Symantec Security Engineer immediately.
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Proof of concept timeline
Threat Defense for AD Proof of concepts are short, easy, and concise. The deployment and testing of the Threat Defense
for AD maintains the Active Directory integrity and does not require any changes to be made to the AD. Threat Defense
for AD  protects AD security with its ability to disrupt reconnaissance, prevent lateral movement and credential theft, while
containing the attacker and providing forensic context around the attack. The AD Assessment that is provided will also
help you reduce AD attack surface. The POC consists of 2 phases and generally takes place over 2-week period.

This is a specific business value that is quickly and easily proven.

• The Prepare Phase – 1 week for the client to make sure the prerequisites are met.
• The POC Testing Phase – 1 week to perform installation, configuration, and testing.

The time for the testing phase can extend depending on the size of your organization. Discuss any request for a POC
extension with your Symantec support team.

The POC process consists of 5 sessions between your team and the Symantec support team.

• POC planning call is set-up prior to starting a POC to discuss the prerequisites. Your environment, business case,
success criteria, and scheduling the next POC call is discussed in this call. A reoccurring daily invite must be
scheduled.

• The call sceduled for when the actual POC begins involves core server installation, configuration, and validation on the
test endpoint, and 2 client endpoints.

• esting call is scheduled the following day and is spent using Mimikatz to simulate attacks on the test endpoint. Further
deployment on up to 20 endpoints can be done on this day.

• After the testing call, a Question and Answer or an advanced testing call is scheduled. The call is scheduled to validate
endpoint deployment and have a Question and Answer session. Optionally, if the client has access to a read team
LINUX host running Metasploit or PowerShell Empire, more advanced testing can be conducted.

•   Wrap up call is the final call to present the POC values and results to management and discuss the next strategy.
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NOTE

You can have additional calls, or extend the call duration as necessary.

Meeting
No. Type Duration Purpose

1 Planning call 1 hour • Discuss the prerequisites.
• Review POC documentation:

– Gather environmental data.
– Discuss business case.
– Confirm success criteria.

• Discuss deployment targets.
• Discuss change control or dependency on other departments.
• Schedule POC week.
• Send POC call invites.
• Send POC documentation.

2 Kickoff call 2 hours Validation of prerequisites for the Core server
• Installation of core
• Validation of prerequisites for the Active Directory.
• Configure Core server
• View environment before the mask.
• Deployment of Memory Manipulation on test endpoint validation of mask.
Disrupt reconnaissance:
• Generate a computer information gathering alarm.
• Review alarm and forensics.
• Process containment: test mitigation.
• Review dark corners: discuss endpoint, domain controller, and domain

dark corners.
Console overview and settings:
• Review policy options.
• Review email alarms and SIEM Further.
• Deployment (up to 3 desktops).

3 Testing call 1 hour • Detect credential theft and lateral movement attempt:
– Generate an user information gathering alarm.
– Generate an over-pass-the-hash alarm with Mimikatz.
– Generate a pass-the-hash alarm with Mimikatz.
– Generate a pass-the-ticket alarm with Mimikatz.

• Review alarms and forensics.
• Administration exclusion: Test whitelist
• Further deployments (up to 20 desktops). Discuss setup for advanced

testing (optional).

4 Question and
Answer\Advanced
testing

1 hour • Review success of previous deployments.
• Conduct question and answer session.
• Advanced Testing (optional): PowerShell Empire Metasploit

5 Wrap up call 1 hour • Present results to decision maker.
• Discuss value.
• Confirm results of success criteria.
• Discuss overall opinion of POC.
• Discuss removal or the next strategy.
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