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Introduction

About these release notes
These release notes include late-breaking information and are updated periodically. You can find the most current version
of the release notes at the Broadcom Tech Docs Portal.

Other Symantec products that integrate with Symantec Data Loss Prevention have their own release notes, which you can
find at the Broadcom Tech Docs Portal.

About Symantec Data Loss Prevention 15.7 Maintenance Pack 3
Data Loss Prevention 15.7 Maintenance Pack 3 includes important fixes for the Enforce Server, detection servers, and
Windows and macOS DLP Agents. Symantec recommends that you apply the maintenance pack as soon as possible to
all components.

In addition to fixed issues, other important updates to MP3 are described below.

Applying Symantec Data Loss Prevention 15.7 Maintenance Pack 3
Before applying Maintenance Pack 3 or installing Symantec Data Loss Prevention 15.7, refer to the system requirements
documentation at the Data Loss Prevention 15.7 Help Center for information about system requirements.

The create_package tool is no longer supported. You must generate agent installation packages using the System >
Agents > Agent Packaging screen of the Enforce Server administration console.

For detailed information about applying the Maintenance Pack, see the chapter "Applying a Maintenance Pack" in the
Symantec Data Loss Prevention Upgrade Guide.

Change in the dependency on Microsoft Visual Studio 2010

From version 15.7 Maintenance Pack 2 onwards, Data Loss Prevention no longer uses Microsoft Visual Studio
2010 Runtime. Instead, Data Loss Prevention has now upgraded to Microsoft Visual C++ 2019. When you deploy
15.7 Maintenance Pack 2, Microsoft Visual C++ 2019 Runtime version 14.25.28508.3 is installed as a necessary
dependency. This might overwrite any existing build of Microsoft Visual C++ 2019 Runtime.

If another application uses Microsoft Visual Studio 2015 or later on the same computer that has Data Loss Prevention
installed, when you upgrade to Data Loss Prevention 15.7 Maintenance Pack 2, you will be prompted to restart the
computer. If you upgrade the Enforce Server or detection servers with the guidance of a user interface, you will be
prompted to restart the server at the end of the upgrade. If you perform a silent installation instead, the installation logs will
indicate the need to restart. For endpoints, after you upgrade the DLP Agent, you will be prompted to restart the endpoint. 

End of support for Microsoft Edge Legacy
From Symantec Data Loss Prevention 15.7 MP3 onwards, support for monitoring the Microsoft Edge Legacy browser is
ended.

For more information, see https://docs.microsoft.com/en-us/lifecycle/announcements/edge-legacy-eos-details.

Deprecation of Microsoft Internet Explorer
Support for using Microsoft Internet Explorer to access the Enforce Server administration console is deprecated beginning
with Data Loss Prevention 15.7 MP3. Support will be removed entirely in a later release.
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Symantec will test and support the Microsoft Edge browser for accessing the Enforce Server administration console in
future releases.

Support for print monitoring in Google Chrome and Microsoft Edge
From Maintenance Pack 3 onwards, Symantec Data Loss Prevention 15.7 supports print monitoring in Google Chrome
and Microsoft Edge. To enable print monitoring in Google Chrome and Microsoft Edge, make the following changes in the
agent configuration:

• Enable monitoring of the Printer/Fax channel and the HTTP/HTTPS channel.
• Set the value of the ExtensionEnablement.INSTALL_BROWSER_EXTENSION.int agent advanced setting to 1.

Limitations in print monitoring for Google Chrome and Microsoft Edge

In the following situations, the DLP Agent is unable to monitor print actions that are performed using Google Chrome and
Microsoft Edge:

• The website being accessed supports inline editing of linked documents. For example, Google Docs.
• The web page provides custom printing options which cannot be monitored. For example, a web page might have

an embedded Print button, or the menus of a web app might contain a print option. For example, Gmail users might
attempt to print emails by clicking the printer icon at the top right corner of the conversation.

• The web page or web app uses customized rendering of file contents. For example, viewing a PDF attachment in
Gmail that opens within the same browser tab or viewing a Microsoft Office document at the Box website.

• The document or web page is viewed while simulating a different browser. For example, viewing a document or web
page using Microsoft Edge in Internet Explorer mode.

Creating an MDM configuration profile to allow full-disk access for the endpoint
security host application (SEHA.app) on macOS endpoints
You must configure an MDM profile to allow full-disk access for the endpoint security host application (SEHA.app) on
macOS 11 endpoints.

For illustration purposes, the following instructions assume that you plan to use Jamf, an IT management application.

1. In Jamf, select a configuration profile.

2. Navigate to Privacy Preferences Policy Control.

3. Under App Access, in the Identifier field, type com.symantec.dlp.ext.host.application.

4. In the Identifier Type menu, select Bundle ID.

5. In the Code Requirement field, enter the following:
anchor apple generic and identifier "com.symantec.dlp.ext.host.application"
and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] =
Y2CCP3S9W7)

NOTE
If you copy this information from the documentation, make sure that there are no extra line breaks when you
paste it in the Code Requirement field.

6. In the APP OR SERVICE table, add the following settings:

APP OR SERVICE ACCESS
SystemPolicyAllFiles Allow
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APP OR SERVICE ACCESS
SystemPolicyRemovableVolumes Allow
SystemPolicyNetworkVolumes Allow

7. Click Save.

NOTE
You can refer to the System > Agents > Overview page of the Enforce Server administration console to view
and troubleshoot any issues.

Creating an MDM configuration profile to allow full-disk access for the DLP
Agent on macOS endpoints
You must configure an MDM profile to allow the full disk access for the DLP Agent on macOS endpoints.

For illustration purposes, the following instructions assume that you plan to use Jamf, an IT management application.

1. In Jamf, select a configuration profile.

2. Navigate to Privacy Preferences Policy Control.

3. Under App Access, in the Identifier field, type /Library/Manufacturer/Endpoint Agent/edpa.

4. In the Identifier Type menu, select Path.

5. In the Code Requirement field, enter the following:
identifier edpa and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] =
Y2CCP3S9W7

NOTE
If you copy this information from the documentation, make sure that there are no extra line breaks when you
paste it in the Code Requirement field.

6. In the APP OR SERVICE table, add the following settings:

APP OR SERVICE ACCESS
SystemPolicyAllFiles Allow
SystemPolicyRemovableVolumes Allow
SystemPolicyNetworkVolumes Allow

7. Click Save.

NOTE
You can refer to the System > Agents > Overview page of the Enforce Server administration console to view
and troubleshoot any issues.

Deploying the on-send web add-in for Outlook on macOS endpoints
The on-send web add-in for Outlook on macOS endpoints enables Symantec Data Loss Prevention to monitor emails and
calendar events that are created and sent using Microsoft Outlook and Outlook Web Access.

Before you install the on-send web add-in for Outlook on macOS endpoints, review the list of best practices. See Best
practices for deploying the on-send web add-in for Outlook on macOS endpoints.
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To deploy the on-send add-in for Outlook on macOS endpoints, perform the following actions:

1. Download the macOS agent package from the Broadcom Product Downloads portal and extract it to a temporary
directory.

2. Locate the extracted Outlook-Addin-Manifest.xml file in the Endpoint/Mac/x86_64/Add-in directory.
The Outlook-Addin-Manifest.xml  file contains all of the information required to download and the files that are
required to install the add-in.

3. Follow the instructions provided in the Microsoft 365 documentation at https://docs.microsoft.com/en-us/microsoft-365/
admin/manage/manage-deployment-of-add-ins?view=o365-worldwide#deploy-an-office-add-in-using-the-admin-
center.

NOTE

• You must also deploy the truststore certificate that is used by the on-send web add-in.
Deploying the truststore certificate for the on-send web add-in for Outlook on macOS endpoints

• To enable monitoring for Outlook Web Access in Mozilla Firefox on macOS endpoints, see Creating an MDM
configuration profile to support monitoring in Mozilla Firefox and enable Outlook Web Access monitoring on
macOS endpoints.

.

Best practices for deploying the on-send web add-in for Outlook on macOS endpoints
Before you deploy the on-send web add-in for Outlook on macOS endpoints, review the following best practices:

• Make sure that Symantec Data Loss Prevention 15.7 MP3 is successfully deployed on the endpoints and on the
Enforce Server.

• Make sure that Microsoft Outlook version 16.30 or later installed on the endpoints.
Note: The add-in does not support Microsoft Outlook 2016.

• Make sure that you have an active Microsoft Outlook 365 subscription or a Microsoft Exchange Online subscription.
• Make sure that one of the following ports is open and available on the endpoints:

– 4631
– 4641
– 4651

• Make sure that the Symantec add-in server (https://officeapp.endpoint.dlp.protect.symantec.com) is added to the allow
list in your organization's Internet firewall. After deployment, the add-in downloads various resources that it needs to
function from the Symantec add-in server.

• Make sure that on-send feature for add-ins is enabled in Outlook. For more information, see https://
docs.microsoft.com/en-us/office/dev/add-ins/outlook/outlook-on-send-addins?tabs=classic#enable-the-on-send-
feature.

• Do not sideload the add-in as the add-in might not function if you deploy it that way.
• Mailbox users should not be allowed to disable or remove the add-in.
• Do not remove the truststore certificate used by the add-in from the keychain. If you remove the truststore certificate

from the keychain Outlook monitoring becomes disabled, and it could take up to 75 minutes for the agent state to
change to critical in the Enforce Server administration console.
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Deploying the truststore certificate for the on-send web add-in for Outlook on macOS
endpoints
The following instructions describe the process of creating an MDM configuration profile to deploy the truststore certificate
that is used by the on-send web add-in. For illustration purposes, the instructions assume that you plan to deploy the
certificate using Jamf, an IT management application.

1. On the System > Agents > Agent Packaging screen of the Enforce Server administration console, generate the
required agent installation package.

2. Extract the contents of the agent installation package to a temporary folder.

3. Locate the extracted addin_truststore.pem file, and rename it to change the file extension to .cer. The renamed
file should be called addin_truststore.cer.

4. In Jamf, select a configuration profile.

5. Navigate to the Certificate section and upload the addin_truststore.cer file.

After you finish deploying the truststore certificate, on an endpoint, verify that the certificate is present in the system
keychain.

Creating an MDM configuration profile to support monitoring in Mozilla Firefox
and enable Outlook Web Access monitoring on macOS endpoints
The following instructions describe the process of creating an MDM configuration profile to deploy the new Mozilla Firefox
extension as well as a signed certificate to enable Outlook Web Access monitoring in Firefox on macOS endpoints.
For illustration purposes, the instructions assume that you plan to deploy the extension using Jamf, an IT management
application. The browser extension is supported only on Mozilla Firefox 64.0 and later versions.

Before you begin, make sure that you have completed the following steps:

• Creating an MDM configuration profile to allow full-disk access for the endpoint security host application (SEHA.app)
on macOS endpoints

• Creating an MDM configuration profile to allow full-disk access for the DLP Agent on macOS endpoints

1. Create a browser policy (.plist file) which you can upload to Jamf.  Mozilla provides a template that you can use to
define policies for the Firefox browser.

NOTE

For more information about Firefox policy templates, see https://github.com/mozilla/policy-templates/blob/
master/README.md.

To download the policy template, visit https://github.com/mozilla/policy-templates/blob/master/mac/
org.mozilla.firefox.plist.

You can either create a new .plist file based on Mozilla's policy template or modify the existing .plist file based
on your organization's requirements. For example:

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

 <key>EnterprisePoliciesEnabled</key>

   <true/>

   <key>Certificates</key>

 <dict>

    <key>ImportEnterpriseRoots</key>
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     <true/>

  </dict>

<key>ExtensionSettings</key>

  <dict> 

    <key>InformationProtection@symantec.com</key>

    <dict>

      <key>installation_mode</key>

       <string>force_installed</string>

      <key>install_url</key>

      <string>file:////Library/Manufacturer/Endpoint Agent/dlp-firefox-addon.xpi</string>

    </dict>

  </dict>

</dict>

</plist>

2. In Jamf, select a configuration profile.

3. Navigate to Application & Custom Settings, and then click Add.

4. Under Creation Method, select Upload File (PLIST file).

5. In the Preference Domain field, type org.mozilla.firefox.

6. Click the Upload PLIST file button, and then browse to and select the .plist file that you created in Step 1.

7. Click Save.

NOTE
You can refer to the System > Agents > Overview page of the Enforce Server administration console to view
and troubleshoot any failed deployments.

Creating an MDM configuration profile to support monitoring in Google Chrome
on macOS endpoints
The following instructions describe the process of creating an MDM configuration profile to deploy the new Google
Chrome extension for macOS endpoints using MDM settings. For illustration purposes, the instructions assume that you
plan to deploy the extension using Jamf, an IT management application.

Alternatively, you can install the extension manually using the Chrome Web Store. Make sure that the Chrome Web Store
URL is not blocked by your organization's network firewall.

See https://chrome.google.com/webstore/detail/symantec-extension/egaejpfbkjamgheoingidhokbfnidlpi.

Before you begin, make sure that you have completed the following steps:

• Creating an MDM configuration profile to allow full-disk access for the endpoint security host application (SEHA.app)
on macOS endpoints

• Creating an MDM configuration profile to allow full-disk access for the DLP Agent on macOS endpoints

1. Create a browser policy (.plist file) which you can upload to Jamf.

For example:

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

<key>ExtensionSettings</key>
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<dict>

 <key>egaejpfbkjamgheoingidhokbfnidlpi</key>

 <dict>

   <key>installation_mode</key>

   <string>force_installed</string>

   <key>update_url</key>

   <string>https://clients2.google.com/service/update2/crx</string>

 </dict>

 </dict>

</dict>

</plist>

2. In Jamf, select a configuration profile.

3. Navigate to Application & Custom Settings, and then click Add.

4. Under Creation Method, select Upload File (PLIST file).

5. In the Preference Domain field, type org.google.Chrome.

6. Click the Upload PLIST file button, and then browse to and select the .plist file that you created in Step 1.

7. Click Save.

NOTE
You can refer to the System > Agents > Overview page of the Enforce Server administration console to view
and troubleshoot any failed deployments.

What's new and what's changed in Symantec Data Loss Prevention
15.7
For information on new and changed features, see What's New and What's Changed in Symantec Data Loss Prevention
15.7 at the Broadcom Tech Docs Portal.

About the latest Update Readiness Tool version
The latest version of the Update Readiness Tool includes important fixes and improvements, and should be the version
that you use before attempting an upgrade.

For more information, see Preparing to run the Update Readiness Tool at the Symantec Data Loss Prevention Help
Center.

Installing or upgrading to Symantec Data Loss Prevention 15.7
Before installing or upgrading to Symantec Data Loss Prevention 15.7, see the Symantec Data Loss Prevention System
Requirements and Compatibility Guide for information about system requirements.

When you are ready to install Symantec Data Loss Prevention, see the Symantec Data Loss Prevention Installation
Guide.

Alternatively, when you are ready to install or upgrade Symantec Data Loss Prevention, see the Symantec Data Loss
Prevention Upgrade Guide.

Both guides are available at the Broadcom Tech Docs Portal.

 9

https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/symantec-security-software/information-security/data-loss-prevention/15-7/Related-Documents.html
https://techdocs.broadcom.com/us/en/symantec-security-software/information-security/data-loss-prevention/15-8/about-services-id-sf990388030-d297e2267/system-readiness-and-appliances-update-v122826259-d297e13432/preparing-to-run-the-update-readiness-tool-v122964538-d297e13560.html
https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/symantec-security-software/information-security/data-loss-prevention/15-7/Related-Documents.html


 

Fixed issues in 15.7 MP3

This section lists fixed issues in Symantec Data Loss Prevention 15.7 MP3.

Enforce Server fixed issues in 15.7 MP3
This table lists the fixed Enforce Server issues in 15.7 MP3.

Table 1: Enforce Server fixed issues in 15.7 MP3

Issue ID Description

DLP-42462 Syslog used to insert additional question marks (?) before and
after some status messages.

DLP-43076 The Enforce Server took an excessive amount of time to finish
indexing the Microsoft Active Directory.

DLP-43095 Reliability update for the kvoop.exe process.
DLP-43098 When administrators changed the Active Directory connections

of user groups, it resulted in failed policy matching of user group
members.

DLP-43195, DLP-43196 Added functional enhancements to work around some limitations
in JDBCLogger.

DLP-4319 When two policies shared a component, if an administrator
attempted to edit one of the policies while another administrator
attempted to edit either the other policy or the shared component,
the error log and on-screen message did not indicate the correct
reason for the failure.

DLP-43200 User indexing over LDAP failed due to a NumberFormatException
error.

DLP-43201 Enforce Server SMTP configuration no longer mandates a
valid user name and password if you specify a server relay that
supports authentication optionally.

DLP-43202 The Discover Incident Detail Web API (incidentDetail SOAP API)
that is used to retrieve the details of a Network Discover/Cloud
Storage Discover incident failed if the the user role had certain
access conditions configured.

DLP-43299 Upon logging off the Enforce Server administration console, the
LOGOFFREASON value in the USERSESSION table not updated
correctly.

DLP-43357 Inconsistencies were observed while resolving the PATH variable
in response rules for the Removable Media, file share, and CD-
DVD channels.

DLP-43421 While adding new HTTPS domain filters to the agent
configuration, a character count-related validation error message
was displayed even when there were fewer than 1024 characters.
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Issue ID Description

DLP-43472 The Enforce Server was unable to communicate with Oracle
databases over the TLS 1.2 protocol.
In addition to this fix, you must add the following line at the end
of every .conf file in the DLPHome/EnforceServer/
Services directory:
wrapper.java.additional.400 = -
Doracle.net.ssl_version=1.2

Detection fixed issues in 15.7 MP3
This table lists the fixed Detection issues in 15.7 MP3.

Table 2: Detection fixed issues in 15.7 MP3

Issue ID Description

DLP-42459 The medium and wide breadths of the Turkish Tax Identification
Number data identifier did not support number patterns that began
with '0'.

DLP-42592 On detection servers temporary files were not properly deleted by
the CEH process and caused a decrease in free disk space.

DLP-42596 When a Linux-based detection server was restarted, the following
error message was displayed:
3007 failed to remove orphaned file
Symantec recommends that you use the
systemctl command to start, stop, and restart the
SymantecDLPDetectionServerService service.

DLP-43094 Network Prevent for Email did not inspect the attachments of
emails that were digitally signed.

DLP-43099 After upgrading Symantec Data Loss Prevention with Micro Focus
KeyView installed, detection servers failed to detect sensitive
information in emails and attachments.

Discover fixed issues in 15.7 MP3
This table lists the fixed Discover issues in 15.7 MP3.

Table 3: Discover fixed issues in 15.7 MP3

Issue ID Description

DLP-43198 Deleting the Network Discover/Cloud Storage Discover scan
history used to took a long time and sometimes made the Enforce
Server administration console unresponsive.

DLP-43199 The Incident Persister - RemediationDetection module used to
generate a large number of unnecessary SQL queries during
Network Discover/Cloud Storage Discover scans which reduced
performance.

DLP-43358 In Microsoft SharePoint scan targets, content roots paths were
case-sensitive which caused scans to fail whenever a content root
was defined using incorrect capitalization.
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Endpoint fixed issues in 15.7 MP3
This table lists the fixed Enforce Server issues in 15.7 MP3.

Table 4: Endpoint fixed issues in 15.7 MP3

Issue ID Description

DLP-39118 When users belonged to a large number of groups, the EDPA
process consumed a large amount of CPU resources while
attempting to resolve all of the user groups.

DLP-42146 After upgrading, the DLP Agent failed to start due to
inconsistencies in the ps.ead file.

DLP-42589 The DLP Agent could not detect Apple ISO-BMFF QuickTime
video files.

DLP-43103 The DLP Agent failed to detect sensitive information when the
Detection.ENABLE_METADATA.str advanced agent
setting was set to on.

DLP-43147 When Internet Explorer mode was enabled in Microsoft Edge,
incidents that were generated for Edge displayed an 'Unknown'
URL.

DLP-43149 The following issues occurred with Microsoft Edge version 89 and
later due to the Startup Boost feature:

• An 'Unknown' URL was displayed in incidents for sensitive files
that were dragged and dropped into the browser window.

• Folder uploads were not monitored.

DLP-43151 When users attempted to copy text from an application and then
paste it in the Microsoft Teams by right-clicking, the Paste button
was grayed out, and could not be selected.

DLP-43207 Monitoring for the Application File Access channel did not work for
some applications on macOS 11 endpoints.

DLP-43209 The channel filter did not work correctly for macOS 11 endpoints.
DLP-43403 Resolved an intermittent crashing issue in Mozilla Firefox.
DLP-43466 The DLP Agent would crash after downloading an empty IDM

profile.
DLP-43492 After DLP Agent services were restarted the Microsoft Outlook

plug-in was not loaded when users launched Outlook.
DLP-43501 If you configured a policy with an endpoint HTTPS protocol rule

and a Message Attachment or File Size Match rule, macOS users
could not import bookmarks into Google Chrome.

DLP-44478 The QLS-VO application was unable to generate full reports while
the DLP Agent was installed.
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Known issues in 15.7 MP3

This section lists known issues in Symantec Data Loss Prevention 15.7 MP3.

Detection known issues in 15.7 MP3
This table lists the Detection known issues in 15.7 MP3.

Table 5: Detection known issues in 15.7 MP3

Issue ID Description Workaround

DLP-36269 After Data Loss Prevention added
support for S/MIME .p7m files, new S/
MIME encrypted emails were sent as
attachments.

To perform detection on the body of the
original S/MIME email, you must select
Attachment for all Policy conditions.

DLP-44333 Sensitive information that is contained
within Apple iWork 2013 files is not
detected.

None.

Endpoint known issues in 15.7 MP3
This tabe lists the Endpoint known issues in 15.7 MP3.

Table 6: Endpoint known issues in 15.7 MP3

Issue ID Description Workaround

DLP-43280 If users attempt to drag and drop sensitive
files into websites such as Youtube and
Google, incidents are generated even
though the file format is incompatible with
the website.

None.
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Known issues in 15.7

Enforce Server known issues in 15.7
This table lists the Enforce Server known issues in 15.7.

Table 7: Enforce Server known issues in 15.7

Issue Description Workaround

4233351 Using a custom configuration file to change logging
in System > Servers and Detectors > Logs >
Configuration fails.

Don't use a custom configuration file to change
logging in System > Servers and Detectors > Logs >
Configuration.

4250348 An exception is returned when you select a duplicate
column to query while authoring JSON for an incident list
query with the REST API.

Use filter or orderBY with duplicate field names in the
select part of the query.

4255382 If a user is already present when you run the script that
sets up the user for DB Views, you will see this error:
DROP USER incident_view CASCADE * ERROR at
line 1: ORA-01918: user 'INCIDENT_VIEW'
does not exist

Ignore this error.

4259399 Unsuccessful logins to the Enforce Server using the SOAP
API are tagged "Authentication failed," but they do not
appear in the audit log table. Successful logins do appear
in the audit log table.

None.

4259685 The krb5.ini file does not include the additional
domain details after upgrade from 14.6 to 15.7. Only the
default domain value shows up in the krb5.ini file.
Additional domains only show up in the list box on the
Settings page.

Depend on the list box on the Settings page for the
definitive list of additional domains.

Installation and upgrade known issues in 15.7
This table lists the installation and upgrade known issues in 15.7.

Table 8: Installation and upgrade known issues in 15.7

Issue Description Workaround

DLP-31606 If an un-configured version of Symantec Data Loss
Prevention 15.5 exists on a Linux server and you install
version 15.7 (for the Enforce Server or detection servers),
the services for version 15.7 do not start after you run the
version 15.7 Configration Utility.

Complete the following to start services:

1. Uninstall the Symantec Data Loss Prevention 15.7 and
15.5 versions from servers.

2. Reinstall 15.7.
3. Run the Configuration Utility for the 15.7 system.

4173107 Running the Update Readiness Tool returns no errors but
the upgrade process fails at the precheck phase.

Revert permissions changes made to the public role to
their original state before running the Update Readiness
Tool.
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Issue Description Workaround

4227844 Uninstalling Symantec Data Loss Prevention does not
remove it from the Add/Remove Programs list.

Complete the removal process on the Add/Remove
Programs screen a second time to remove Symantec
Data Loss Prevention from the list.

4247291 Users who use a custom data_pump_dir cannot run
the Update Readiness Tool from the Enforce Server.

You can manually set the data_pump_dir location at
the command line. Refer to the version 15.7 Symantec
Data Loss Prevention Upgrade Guide for steps.

4247895 If you migrate Symantec Data Loss Prevention 14.0 to
a PDB and RAC architecture and you convert LOB data
from basicfile to securefile, the Enforce Server no longer
connects to the database.

None.

4252447 Comments added to property files are not migrated during
the upgrade process.

None.

4254666 If you upgraded to Symantec Data Loss Prevention 15.7
from version 14.6 and you use the same service user, you
uninstall previous DLP versions, then attempt to restart
services, services fail to start.

Complete the following to start services:
1. Right-click the version 15.7 service name and select

Properties.
2. Click the Log On tab.
3. Enter (and re-enter) the service user password and

click OK.
4. Restart the services.

4255764 If Symantec Data Loss Prevention 15.5 RPMs were
installed for the Enforce Server or detection server, but the
Update Configuration utility was not run, Symantec Data
Loss Prevention 15.7 cannot be installed.

Uninstall version 15.5, and then perform a fresh installation
of version 15.7.

4260204 Upgrading to Symantec Data Loss Prevention 15.7
causes the wrapper.java.additional.18 property in
SymantecDLPManager.conf to be commented out.

Update the property to include the original settings.

Solution Pack known issues in 15.7
This topic describes known issues that you might face while importing Solution Packs as well as their workarounds.

State Data Privacy policies are not imported along with Solution Packs

When you import the following solution packs, State Data Privacy policies do not get imported:

• Financial Services Solution Pack
• Insurance Solution Pack
• Retail Solution Pack
• Media and Entertainment Solution Pack
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To resolve the issue, you can manually import the State Data Privacy policies using the Enforce Server administration
console after you finish importing all of the Solution Packs.

1. Navigate to Manage > Policies > Policy List.

2. On the Policy List screen, click New.

3. On the New Policy screen, select Add a policy from a template and click Next.

4. On the New Policy - Template List screen, select State Data Privacy in the US Regulatory Enforcement section and
click Next.

5. On the Template State Data Privacy screen, click Next without changing any settings.

6. On the Configure Policy screen, click the Policy Group menu and select Regulatory Enforcement.

7. Click Save.

Detection known issues in 15.7
This table lists the Detection known issues in 15.7.

Table 9: Detection known issues in 15.7

Issue Description Workaround

4247992 Importing newer policies into older DLP systems is
unsupported. Importing new policies in old systems may
result in inconsistent detection results and may also lead to
database corruption if the policy uses rules or features that
were introduced in the new release.

Don't import new policies into older DLP systems. For
example, don't import policies created in 15.7 to 15.5 or
15.1 systems.

4257891 It is no longer possible to import a specific policy if the
template was exported with data identifiers that have
changed in a newer version of the Enforce Server. The
Florida Drivers License data identifier is an example.

Don't import a specific policy into a new version of the
Enforce Server if that template was created with an older
version of the Enforce Server.

Discover known issues in 15.7
This table lists the Discover known issues in 15.7.

Table 10: Discover known issues in 15.7

Issue Description Workaround

4254509 A user who does not have RBAC permissions to see
Discover roots is logged out of the Enforce Server
administration console in the following scenario:
They drill down the Angular dashboard by navigating to
Discover incidents > Content Roots at Risk > Content
Root. There is no data loss or damaging behavior.

Users who do not have permission to access this data
should not use this link.

4256325 After upgrading Symantec Data Loss Prevention to version
15.7, File System server scan targets that are assigned a
Symantec ICE response action do not have pre-defined
exclusion filters.

Edit the scan target and manually add the pre-defined
exclusion filters.
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Issue Description Workaround

4262818 After upgrading Symantec Data Loss Protection to version
15.7, the Network Protect: SharePoint Release from
Quarantine smart reponse action does not release
SharePoint List Items which were quarantined prior to
15.7. "Quarantine" and "Release from Quarantine" work
fine in fresh installations of all versions of Data Loss
Prevention Discover where "Quarantine" and "Release
from Quarantine" are supported.

None.

Endpoint known issues in 15.7
This table lists the Endpoint known issues in 15.7.

Table 11: Endpoint known issues in 15.7

Issue Description Workaround

4151955 On Windows endpoints, if a user attempts to upload
multiple sensitive files to Firefox using drag and drop to a
site that does not support drag and drop, then performs the
same action with the same files to a site that supports drag
and drop, block pop-ups display twice for each file and two
incidents are logged for each upload attempt.

None.

4208190 On Windows endpoints, filters for HTTPS are not applied
to files saved using a Save As operation from Microsoft
Office applications to SharePoint or OneDrive.

Add * to the beginning and end of the HTTPs filter. For
example, if the existing HTTPS filter is -dav.box.com,
which correctly applies a filter to Internet Explorer and
Firefox, add another filter to monitor Save As operations
from Office apps: *dav.box.com*.

4248826 Users are unable to paste content to Internet Explorer
from the Clipboard when Edge is monitored using the
Application Monitoring feature.

None.

4248828 Opening a Microsoft Office file that contains sensitive data
residing on a network share triggers an incident.

None.

4249161 Symantec Data Loss Prevention Endpoint Discover now
supports the Limit Incident Data Retention response
rule for eDAR scans on Microsoft Windows endpoints;
however, you cannot use the Limit Incident Data
Retention response rule in combination with any other
response rule.

None.

4250243 If a user launches an application while logged on as
another user (Run as different user) and attempts to
upload sensitive information, an incident is generated as
expected. However, no pop-up alert is displayed to the
user, even if the response rule is configured to display a
pop-up alert.

None.

4268115 If a user running macOS 10.15.4 saves a .doc file
that contains sensitive data to a removable storage
device, detection does not occur.

None.

4268116 If a user running macOS 10.15.4 uploads a sensitive file to
Box using Safari, detection occurs, and a file with a zero
byte size is uploaded to Box.

None.

 17



 

Issue Description Workaround

4267712 If a user installs Firefox 74 for the first time with the
DLP Agent running, URL filters do not work and Block
and notify pop-ups display unknown for the URL when
sensitive files are uploaded.

Complete the following to enable URL filters and URL
information:
1. Uninstall Firefox 74.
2. Confirm that the DLP Agent is running on the endpoint

and install Firefox 73.
3. Upgrade to Firefox 74.

 18



 

Copyright statement

Copyright statement

Broadcom, the pulse logo, Connecting everything, and Symantec are among the trademarks of Broadcom.

Copyright ©2021 Broadcom. All Rights Reserved.

The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. For more information, please visit
www.broadcom.com.

Broadcom reserves the right to make changes without further notice to any products or data herein to improve reliability,
function, or design. Information furnished by Broadcom is believed to be accurate and reliable. However, Broadcom does
not assume any liability arising out of the application or use of this information, nor the application or use of any product or
circuit described herein, neither does it convey any license under its patent rights nor the rights of others.

 19

http://www.broadcom.com


 


	Symantec Data Loss Prevention 15.7 Maintenance Pack 3 Release Notes
	Table of Contents
	Introduction
	About these release notes
	About Symantec Data Loss Prevention 15.7 Maintenance Pack 3
	Applying Symantec Data Loss Prevention 15.7 Maintenance Pack 3
	End of support for Microsoft Edge Legacy
	Deprecation of Microsoft Internet Explorer
	Support for print monitoring in Google Chrome and Microsoft Edge
	Creating an MDM configuration profile to allow full-disk access for the endpoint security host application (SEHA.app) on macOS endpoints
	Creating an MDM configuration profile to allow full-disk access for the DLP Agent on macOS endpoints
	Deploying the on-send web add-in for Outlook on macOS endpoints
	Best practices for deploying the on-send web add-in for Outlook on macOS endpoints
	Deploying the truststore certificate for the on-send web add-in for Outlook on macOS endpoints

	Creating an MDM configuration profile to support monitoring in Mozilla Firefox and enable Outlook Web Access monitoring on macOS endpoints
	Creating an MDM configuration profile to support monitoring in Google Chrome on macOS endpoints

	What's new and what's changed in Symantec Data Loss Prevention 15.7
	About the latest Update Readiness Tool version
	Installing or upgrading to Symantec Data Loss Prevention 15.7

	Fixed issues in 15.7 MP3
	Enforce Server fixed issues in 15.7 MP3
	Detection fixed issues in 15.7 MP3
	Discover fixed issues in 15.7 MP3
	Endpoint fixed issues in 15.7 MP3

	Known issues in 15.7 MP3
	Detection known issues in 15.7 MP3
	Endpoint known issues in 15.7 MP3

	Known issues in 15.7
	Enforce Server known issues in 15.7
	Installation and upgrade known issues in 15.7
	Solution Pack known issues in 15.7
	Detection known issues in 15.7
	Discover known issues in 15.7
	Endpoint known issues in 15.7

	Copyright statement

