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Introduction

About these release notes
These release notes include late-breaking information and are updated periodically. You can find the most current version
of the release notes at the Broadcom Tech Docs Portal.

Other Symantec products that integrate with Symantec Data Loss Prevention have their own release notes, which you can
find at the Broadcom Tech Docs Portal.

About Symantec Data Loss Prevention 15.8 Maintenance Pack 2
Data Loss Prevention 15.8 Maintenance Pack 2 includes important product defect fixes for the Enforce Server, detection
servers, and Windows and macOS DLP Agents. Symantec recommends that you apply the maintenance pack as soon as
possible to all components.

Support changes to proxy server compatibility for Network Prevent for Web
Symantec is changing its support policies for proxy server compatibility for Network Prevent for Web. Symantec no longer
certifies Symantec Data Loss Prevention (Network Prevent for Web) with third-party web proxies. Symantec recommends
using the Symantec ProxySG proxy server, which has been tested with Symantec Data Loss Prevention.

For more information, see Proxy server compatibility with Network Prevent for Web .

Support for print monitoring in Google Chrome and Microsoft Edge
Symantec Data Loss Prevention 15.8 Maintenance Pack 2 supports print monitoring in Google Chrome and Microsoft
Edge. To enable print monitoring in Google Chrome and Microsoft Edge, make the following changes in the agent
configuration:

• Enable monitoring for the Printer/Fax and HTTP/HTTPS channels.
• Set the value of the ExtensionEnablement.INSTALL_BROWSER_EXTENSION.int agent advanced setting to 1.

Limitations in print monitoring for Google Chrome and Microsoft Edge

In the following situations, the DLP Agent is unable to monitor print actions that are performed using Google Chrome and
Microsoft Edge:

• The website being accessed supports inline editing of linked documents. For example, Google Docs.
• The web page provides custom printing options which cannot be monitored. For example, a web page might have

an embedded Print button, or the menus of a web app might contain a print option. For example, Gmail users might
attempt to print emails by clicking the printer icon at the top right corner of the conversation.

• The web page or web app uses customized rendering of file contents. For example, viewing a PDF attachment in
Gmail that opens within the same browser tab or viewing a Microsoft Office document at the Box website.

• The document or web page is viewed while simulating a different browser. For example, viewing a document or web
page using Microsoft Edge in Internet Explorer mode.

Change in requirements for monitoring Citrix client drives
After upgrading from Symantec Data Loss Prevention 15.1 or earlier, to monitor Citrix client drives, you must enable
monitoring for the Removable Storage channel in the agent configuration.
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Changes in response rules and incident snapshots
In response to an upgrade-related issue involving the integration with Symantec Endpoint Protection, the Endpoint
Discover: Information Centric Defense response rule has been removed in Symantec Data Loss Prevention 15.8 MP2.

As a result of the change, the following checksum values for Symantec Endpoint Protection are not available in the
SymEFA database (SYMEFA.DB) and do not appear in SEP Intensive Protection incident snapshots:

• Application Md5 Hash
• Application SHA-256

This change could affect automated correlation of incident data across both applications.

Deprecation of incident exports to XML
The ability to export incident reports to XML will be deprecated in Symantec Data Loss Prevention 16.0, and will be
removed in a future release.

End of support for monitoring IBM Lotus Notes
Beginning with Symantec Data Loss Prevention 15.8 MP2, support for monitoring IBM Lotus Notes is ended.

Reporting product usage data (Telemetry)
Per the Portfolio License Agreement (PLA), applicable customers are required to collect and send telemetry data
— product usage and system configuration data — for their Enforce servers to Broadcom. Use the information on this
page to learn how to send usage data to Broadcom.

Data to be collected

Symantec is developing a REST API (getUsageMetrics) that can be used to automatically collect and report product
usage data to Broadcom, which will be made available in a future release. After upgrading to Symantec Data Loss
Prevention 15.8 Maintenance Pack 2, you can collect some data using the API but you must report it manually.

Symantec has also introduced the Product Usage License Metrics user role, which is required for an administrator to
generate a usage data report using the getUsageMetrics API.

Submitted usage data is securely transmitted to Broadcom. The data includes the number of devices that are being
monitored. No Personally Identifiable Information (PII, as legally defined) covered under GDPR is transmitted. For more
information about how your information is collected and used, read our Privacy Policy.

The following table describes some of the usage data that you are required to collect.

Name Description

Instance ID A product-generated unique ID representing a single Enforce
Server.

Product Version The product model and version
Usage The maximum meter count which was used during a reporting

period
SKU The product SKU based on the entitlement
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How license metrics are calculated

For individual Enforce Servers, product usage is calculated using the following methods listed in order of priority:

1. If you have deployed one or more DLP Agents, product usage is calculated as the number of deployed agents
connected to that Enforce Server.

2. If you have not deployed any DLP Agents and instead use Network Monitor and Network Prevent, product usage is
calculared as the number of unique senders displayed in an incident summary report for incidents of the Network type.

3. If you have not deployed any DLP Agents, and also do not use Network Monitor and Network Prevent, product usage
is calculated as the number of Microsoft Active Directory users that you imported to that Enforce Server.

How to report usage data

1. On the Enforce Server, create a user with the Product Usage License Metrics role.
2. Log on to the Enforce Server administration console as a user with the Product Usage License Metrics role.
3. To view the getUsageMetrics API report, navigate to the following URL:

https://<EnforceServerIPaddress>/ProtectManager/webservices/v2/pla-telemetry/getUsageMetrics
4. Make a note of the following values in the report:

– sku
– product_version
– instance_id

5. Do one of the following:
– If you have deployed one or more DLP Agents, in the Enforce Server administration console, navigate to Systems

> Agents > Overview and make a note of the total number of agents.
– If you have not deployed any DLP Agents and instead use Network Monitor and Network Prevent, in the Enforce

Server administration console, navigate to Incidents > Network > Incidents - All and make a note of the total
number of senders.

– If you have not deployed any DLP Agents, and also do not use Network Monitor and Network Prevent, make a note
of the usage value in the API report.

6. If there is more than one Enforce Server in your environment, repeat the previous steps to collect the usage data for
each Enforce Server.

7. Submit the usage data on the Broadcom Support Portal at https://digitalhub.broadcom.com/fulfillment/plausage/.

Applying Symantec Data Loss Prevention 15.8 Maintenance Pack 2
Before applying Maintenance Pack 2 or installing Symantec Data Loss Prevention 15.8, refer to the system requirements
documentation at the Data Loss Prevention 15.8 Help Center for information about system requirements.

For detailed information about applying the Maintenance Pack, see the chapter "Applying a Maintenance Pack" in the
Symantec Data Loss Prevention Upgrade Guide.
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Fixed issues in 15.8 MP2

Enforce Server fixed issues in 15.8 MP2
This table lists the fixed Enforce Server issues in 15.8 MP2.

Table 1: Enforce Server fixed issues in 15.8 MP2

Issue ID Description

DLP-41918 Whenever User Data Source sync failed due to invalid users, the
logs did not contain information about which users caused the
issue.

DLP-42219 Eliminated spurious MIP file type detection failed
errors.

DLP-42221 Remote indexers would crash on Linux servers under certain
conditions, such as during the use of an EMDI profile that has two
key fields.
To implement this fix, uninstall and then reinstall the Linux
remote indexers using the installer that is provided with this
release.

DLP-43652 The Enforce Server SMTP configuration required a valid
user name and password to connect to a relay that supports
authentication, making it impossible to use anonymous
connections.

DLP-44503 CASB policies displayed an incorrect warning message (yellow
triangle indicator) about unresolved references.

DLP-46049 In the agent configuration, File Path filters did not accept entries
containing $NOCSC$.

DLP-46115 Whenever administrators logged off the Enforce Server
administration console, it caused a temporary reduction in
database performance.

DLP-46116 Requests from the incidentDetail SOAP API, used to retrieve the
details of a Network Discover/Cloud Storage Discover incident,
could fail when issued by a user with a role that had certain
incident access conditions configured.

DLP-46117 Administrators could not simultaneously edit two separate policies
that shared an EDM, EMDI, or IDM profile using the Enforce
Server administration console. This made it difficult for multiple
policy authors to work in parallel.

DLP-46118 Implemented improvements in JDBCLogger SQL query logging to
support Oracle ARRAY and STRUCT elements.

DLP-46119 SMTP servers that became unreachable could block worker
threads indefinitely, causing the Incident Persister to stop working
for lengthy periods.

DLP-46120 On the Agent Groups page of the Enforce Server administration
console a red banner error message appeared when
administrators clicked an agent group to view details pane.
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Issue ID Description

DLP-46121 When multiple connections were established in rapid
succession, Syslog UDP operations sometimes failed with
a Java SocketException: maximum number of
DatagramSockets reached error message.

DLP-46174 Content Root Enumeration scans did not not list all file shares due
to an issue in the jCIFS-NG library.

DLP-46177 Improved the patterns used by the France Social Security Number
data identifier.

DLP-46189 After moving policies to a new policy group and deleting the
original policy groups, the REST API failed to retrieve incident
details.

DLP-46235 When the name of the folder owner was longer than 50
characters, the Data Insight folder permissions update failed with
an ORA-21525: Attribute Number or (Collection
Element at Index) Violated Its Constraints
error message.

DLP-46237 When duplicate records were received from Data Insight, the Data
Insight folder permissions update failed with an ORA-00001:
unique constraint violated error message.

DLP-46316 Implemented database framework lazy loading and processing
optimizations and performance improvements.

DLP-46317 The Detection Server Controller would load settings and attributes
for deleted detection servers which caused unnecessary
processing time.

DLP-46353 In the Enforce Server administration console, under certain
configuration conditions, the Detector Details page for cloud
detectors incorrectly displayed a blank policy group list.

DLP-46428 The unnecessary presence of the log4j v1 library can lead to a
performance impact for certain operations of the DLP Manager
web console

DLP-46430 Corrected the the post-processing order in the event of exceptions
occurring during pre-processing of incidents.

DLP-46439 The incidentDetail SOAP API, which used to retrieve the details
of an incident, failed with a processing error instead of returning
anINCIDENT_NOT_FOUND error message when accessing
incidents that had not completed database persistence.

DLP-46488 Incident statuses could not be deleted because the response rules
associated with the incidents could not be identified from the logs.

DLP-46490 Certain Oracle database configurations could cause a red banner
error message to be displayed on the Database Tablespaces
Summary page of the Enforce Server administration console.

DLP-46492 Editing certain user groups could cause a red banner error
message to be displayed in the Enforce Server administration
console.

DLP-46575 After administrators imported a policy with multiple response rules
that set the incident status to a non-existent value, subsequent
policy imports failed if the response rules set the incident status to
the same value as the initial policy.

 7



 

Issue ID Description

DLP-46582 Implemented performance improvements to prevent application
timeouts under heavy load and to improve synchronization
between connection attribute propagation and other client
attributes.

DLP-47662 In the Enforce Server administration console, users could access
an incorrect Incident Details user interface through a certain set of
actions.

DLP-60706 Removed the unused Apache Spring Boot-related log4j JAR files
in the ServerPlatformCommon/Protect/lib/jar directory.

DLP-61337 An MIP file type detection failed error message
was displayed despite detection completing successfully.

DLP-61342 When a 'Limit Incident Data Retention' type of response rule that
was configured to discard the original message was executed,
it caused an incident reconciliation failure which leading to the
creation of duplicate SMTP incidents.

DLP-61401 Improved the patterns used by the France Social Security Number
data identifier.

Endpoint fixed issues in 15.8 MP2
This table lists the fixed Endpoint issues in 15.8 MP2.

Table 2: Endpoint fixed issues in 15.8 MP2

Issue ID Description

DLP-42147 The DLP Agent failed to start due to a database corruption issue.
DLP-42222 Added file identification support for Apple ISO-BMFF QuickTime

video files.
DLP-43102 The DLP Agent failed to detect text in some scenarios when the

value of the Detection.ENABLE_METADATA advanced
agent setting was set to on.

DLP-43467 When the DLP Agent downloaded an empty IDM profile, the
epda.exe service would crash with an Access Violation
NULL_POINTER_READ error message.

DLP-44434 Application File Access monitoring did not work for some
applications for endpoints running macOS 11 or later.

DLP-44477 Blue screen errors occurred in vfsmfd.sys when users
attempted to rename files that were open in applications.

DLP-44588 When the DLP Agent attempted to resolve user groups in
which some members belonged to more than a thousand
Microsoft Active Directory user groups, there was a reduction in
performance accompanied by high CPU usage.

DLP-44913 With monitoring enabled for the Firefox (HTTPS) channel in the
agent configuration, Mozilla Firefox would crash under certain
conditions.

DLP-44994 After installing the DLP Agent on macOS endpoints, users could
not install Google Drive.

DLP-44999 Added support for monitoring the pasting of files in Google
Chrome on macOS endpoints.
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Issue ID Description

DLP-45297 On virtual endpoints, the DLP Agent would crash when
AutoAdminLogon was enabled using the Winlogon subkey in the
Windows Registry.

DLP-45543 When Google Drive File Stream was installed on endpoints, file
uploads using Microsoft Edge were not monitored properly. In
addition, incidents that were generated for Microsoft Edge uploads
displayed an 'Unknown' URL.

DLP-45605 Temporary copies of Microsoft Office documents that were ignored
by Endpoint Cloud Storage monitoring did not get deleted.

DLP-45696 After installing the version 15.8 MP1 DLP Agent, users could not
create PDF files with Adobe Acrobat DC.

DLP-46288 The DLP Agent would erroneously report that the Google Chrome
extension and the Microsoft Edge extension failed to get installed.
Henceforth, such error messages should be considered genuine.

DLP-46293 While uninstalling the DLP Agent, entries for the Google Chrome
extension and the Microsoft Edge extensions were not removed
from the Windows Registry.

DLP-46444 Application File Access Control incidents from Endpoint Servers
did not report file names if applicable policy contained a response
rule with two-tier detection.

DLP-46448 The Google Chrome extension did not load when either the
endpoint computer or the DLP Agent were restarted in the
absence of an Internet connection.

DLP-46449 With monitoring enabled for the Chrome (HTTPS) channel in the
agent configuration, the following issues were observed:

• With the Enable Live Preview option enabled in Microsoft
Excel, if users copied text and then right-clicked a different
cell, the following error message was displayed when any of
the options in the context meny were highlighted:
There's a problem with the clipboard, but you can still paste
your content within this workbook.

• In Microsoft Excel, macros took longer to run.
• When users coped text from Google Chrome and attempted to

paste it in remotely-accessed endoints, old clipboard data was
pasted instead.

• When users tried to copy text from one Google Chrome tab to
another, detection did not work.

• When users copied text from some web applications, there
was a Clipboard conflict with the DLP Agent, which resulted in
'PermissionCheck' errors.

DLP-46450 After installing the DLP Agent, users could not cut text in the
Windows PowerShell ISE application.

DLP-46451 With monitoring enabled for the Chrome (HTTPS) channel in the
agent configuration after installing the Google Chrome extension,
users received the following error message while attempting to
paste text in Microsoft Excel:
We couldn’t free up space on the clipboard. Another program
might be using it right now.
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Issue ID Description

DLP-46452 After installing the Google Chrome extension, users could not
copy text from Google Chrome when they accessed that endpoint
using Microsoft Remote Desktop.

DLP-46500 The DLP Agent incorrectly reported macOS 12 endpoints as
macOS 11 endpoints.

DLP-46518 The channel filter did not work correctly on endpoints running
macOS 11 or later.

DLP-46624 The CUI.exe process would crash with errors in ucrtbase.dll.
DLP-46639 When the agent configuration enabled write access to file shares

on corporate networks, some users were granted only read
access.

DLP-46892 Blue screen errors occurred in vfsmfd.sys while handling file
names that were longer than 520 characters.

DLP-46944 Added Print Monitoring support for Google Chrome and Microsoft
Edge.

DLP-46978 The DLP Agent incorrectly reported Windows 11 endpoints as
Windows 10 endpoints.

DLP-47522 Microsoft Office applications would crash with errors in CSA.dll
when Cloud Storage Monitoring was enabled and the document
was ignored due to a Domain or IP filter.

DLP-47581 The DLP Agent reported the name of the Microsoft Windows
Server 2022 operating system name incorrectly.

DLP-60353 After installing the DLP Agent, users could not install Anaconda.
DLP-60657 Temporary copies of Office documents were created when a

Domain or IP filter was enabled, which resulted in a reduction in
performance for Cloud Storage Monitoring.

DLP-61118 Response rules that contained the Endpoint Discover: Information
Centric Defense reponse action did not generate any incidents.

DLP-61140 The DLP Agent reported Microsoft Windows 10 and Windows 11
multi-session client operating system names incorrectly.

DLP-61820 When users accessed a Microsoft Excel document or a CSV file
from a file share, an SNP file was created even if the file share
path was filtered out in the agent configuration.

Detection fixed issues in 15.8 MP2
This table lists the fixed Detection issues in 15.8 MP2.

Table 3: Detection fixed issues in 15.8 MP2

Issue ID Description

DLP-42224 Added support for Microsoft OneNote alternative format files.
DLP-47028, DLP-47538 Added support for USE PROXIMITY COUNT FOR

INCIDENT MATCH COUNT in the Find Keywords validator for
detection on endpoints.

DLP-47297 The NetShare plugin configuration did not load correctly.
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Issue ID Description

DLP-60587 Spurious regex error messages were generated in the FileReader
log.

Discover fixed issues in 15.8 MP2
This table lists the fixed Discover issues in 15.8 MP2.

Table 4: Discover fixed issues in 15.8 MP2

Issue ID Description

DLP-60845 When Microsoft SharePoint scans timed out, scan statistics were
reported incorrectly and the scans got stuck in the Running state
indefinitely.

DLP-46371 Applied a JCIFS-NG library patch and added the new
jcifs.smb.client.ignoreSignatureVerification
property to the jcifs.properties file. The new property
enables administrators to allow or ignore signature verification
during the SMB handshake.
To ignore signature verification, set the value of the
jcifs.smb.client.ignoreSignatureVerification
property to true. By default, no value is defined and signature
verification is allowed.

DLP-46399 If you restarted the Incident Persister during ongoing Network
Discover/Cloud Storage scans, it caused a large number of
processing errors which filled up the logs.
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Known issues in 15.8 MP2

Installation and upgrade known issues in 15.8 MP2
This table lists the installation and upgrade known issues in 15.8 MP2.

Table 5: Installation and upgrade known issues in 15.8 MP2

Issue ID Description Workaround

DLP-61433 If you upgraded to 15.8 MP2 from a 15.8
MP1 hotfix, you cannot uninstall 15.8 MP2.

1. To uninstall the 15.8 MP1 hotfix and
15.8 MP2 simultaneously, run the
following command:
msiexec /i <product
code or path of
the DLP 15.8 installer>
MSIPATCHREMOVE=<PATCHGUID
of the 15.8 MP1 hotfix or
file path of the 15.8
MP2 MSP>;<PATCHGUID of
18.5 MP2 or file path of
the 15.8 MP2 MSP> /qb

2. Re-apply the 15.8 MP1 hotfix.

Detection known issues in 15.8 MP2

Table 6: Detection known issues in 15.8 MP2

Issue ID Description Workaround

DLP-62038 Proximity count (Word Distance of the
Find keywords validator) fails to perform
deduplication for unique matches.

None.

This table lists the installation and upgrade known issues in 15.8 MP2.
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Known issues in 15.8 MP1

Detection known issues in 15.8 MP1
This table lists the Detection known issues that were discovered in version 15.8 after it was released. .

Table 7: Detection known issues in 15.8 MP1

Issue ID Description Workaround

DLP-36269 After Data Loss Prevention added
support for S/MIME .p7m files, new S/
MIME encrypted emails were sent as
attachments.

To perform detection on the body of the
original S/MIME email, you must select
Attachment for all Policy conditions.

Endpoint known issues in 15.8 MP1
This table lists the Endpoint known issues that were discovered in version 15.8 after it was released.

Table 8: Endpoint known issues in 15.8 MP1

Issue ID Description Workaround

DLP-40682 When users save a Microsoft PowerPoint
presentation and overwrite a file that is
stored in OneDrive, the file becomes
corrupted.

None.

DLP-40683 When users add sensitive information to a
Word document that is stored in OneDrive,
two incidents are generated instead of one.

None.

DLP-40826 When users create and save a new
Microsoft Word document to Microsoft
OneDrive, the file is not inspected.

Edit the file and then save it again to trigger
inspection.
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Known issues in 15.8

MIP Integration known issues in 15.8

Table 9: MIP known issues in 15.8

Issue Description Workaround

DLP-26753 The MIP plugin is unloaded when a user
tampers the HKCU resiliency setting that
is related to Add-ins. The CSA plugin
continues to load, but tamper protection is
disabled for the CSA plugin. An MIP-plugin
tamper event is generated in Enforce.

See Troubleshooting Agent Alerts for more
information.

DLP-28278 MIP Enforcement on the endpoint is not
supported for WebDAV destinations and
Microsoft integrations such as OneDrive,
SharePoint, and Box (using the WebDAV
URL) because of technical limitations.

None.

DLP-28542 Any changes to labels on the Office 365
portal should happen in tandem with DLP
policies so that correct labels are suggested
or applied to end users. DLP endpoint
uses the Microsoft SDK to validate that
a Suggested label is valid for the user.
Sometimes the SDK needs a few hours
to synchronize with the Microsoft cloud.
This may result in DLP not enforcing or
suggesting the new label until the Microsoft
SDK has completed the synchronization
process.

The MIP SDK refreshes the policy and
label information after a period of 4 hours
and not instantaneously. You may want to
wait for 4 hours to ensure that labels are
synchronized. 

DLP-28603 The latest watermarks are not applied to
Microsoft Office documents after label
enforcement on the Windows endpoint.
The Data Loss Prevention endpoint uses
the Microsoft SDK to apply labels on Office
documents. The Microsoft SDK has some
limitations when adding, updating, or
removing watermarks when a new label
is applied to an Office document. For
example:

• The existing watermarks that are
required by the existing old labels in the
Office document may not be removed
even after applying new labels, as per
DLP policy.

• The new watermark that is required by
the new label in the Office document
may not be applied, even after applying
new labels, as per DLP policy.

None.
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Issue Description Workaround

DLP-29869 If you erroneously enter the application
ID and secret from another tenant, the
information is saved and no error is
displayed in the MIP Add profile window.
The MIP profile should not get saved, as it
has invalid information.

None.

DLP-30037 The Suggest and Enforcement response
rule is not supported, and the Suggest and
Enforcement popups are not displayed
when an Office document is saved directly
(auto-saved) to WebDAV, OneDrive, and
Sharepoint from Office. 

None. Symantec Data Loss Prevention
does not monitor documents that are
saved directly to WebDAV, OneDrive, and
Sharepoint from Office.

DLP-30345 Plugins are reloaded when receiving an
encrypted email over the maximum size.

None.

DLP-32025 While the scheduled sync is in process,
a warning message displays on the MIP
Sync page on Enforce. It is displayed from
the time the scheduled sync is set until the
sync is complete. The warning goes away
once the sync is successful.

Refresh the page after 20 seconds; the
sync should be complete by then.

DLP-32106 Windows 10 notifications are required
for MIP. Notifications must be enabled
to receive the suggest and enforcement
notifications.

Do not disable Windows 10 notifications.

DLP-33781 If the time zone is changed and a new sync
is scheduled, the Last Synced on Time
shows the time of the sync in the older time
zone.

None.

DLP-35928 Data Loss Prevention doesn't
detect incidents by MIP classification for
.msg files when MIP is not configured.

None.

DLP-36094 The Data Loss Prevention endpoint agent
cannot decrypt an MIP protected file using
the permissions granted by the logged in
user, if the logged in user has only the "co-
owner" permission for the file.

None.

DLP-36172 If there are no labels present at the MIP
portal when you try to sync labels, the
error message is "MIP classification
synchronization failed. For more
information, view the log files." It should be
the more specific "No MIP labels to Sync."

None.

DLP-36275 If you set a scheduled sync at the MIP Sync
page without doing a manual sync first, and
the sync fails, the UI error does not display.
 

None.
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Issue Description Workaround

DLP-36275 If the MIP server delays to respond to the
fetch label request, the following message
is displayed on the Enforce MIP Sync page:
MIP classification sync failed. Could
not connect to Microsoft Azure AD
Microsoft 365 Security.

There may be a delay of 90 seconds for
MIP to respond to the fetch label request.
If there is a delayed response from the MIP
server, you can increase the timeout setting
in the Enforce.properties file:
com.vontu.enforce.dataclassification.
mip.timeout = 60

DLP-36310 When you use Outlook 2013 to send an
encrypted email, if the file name contains
a non-Latin character, sometimes the
attached file name is shown with the "?"
character on Incident View page.
This issue has not been observed with
Outlook 365 or Outlook on the Web.

None.

DLP-36594 Microsoft URLs must be safelisted if SSL
termination is enabled in the proxy server.

To assure that your network proxy
is configured correctly for Microsoft
Information Protection, You need to safelist
the URLs mentioned in
https://docs.microsoft.com/en-us/
information-protection/develop/faqs-known-
issues#error-proxyautherrorexception.

4263636 For AIP Insight, the file-type policy rule
does not work for following file types when
the file is encrypted and the file is attached
to an email message that is also encrypted:

• Microsoft RMS Encrypted Message
• Microsoft RMS Encrypted Office Binary

File
• Microsoft RMS Encrypted Open

Packaging Conventions File
• Microsoft RMS Encrypted PDF
• Microsoft RMS Encrypted Generic File

In legacy Data Loss Prevention systems,
the message "RMS-enabled Windows
servers only" may appear. This message
was applicable for the older, Windows-only
RMS plugin. This message is not applicable
to the AIP Insight solution, because the file-
type rule now works on both Windows and
Linux platforms.

None.

4263723 (Issue for AIP Insight for Symantec Data
Loss Prevention 2 and possibly MIP
Encryption Insight)
Known issues exist with failure to
decrypt encrypted Excel Binary Workbook
(*.xlsb) files authored with the 2019
version of Excel.
Sometimes a truncated RPMSG can cause
the CEH process to crash. Then RPMSG
content extraction fails.

None.
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Issue Description Workaround

4267467 (Issue for AIP Insight for Symantec Data
Loss Prevention 2 and possibly MIP
Encryption Insight)
Data Loss Prevention cannot extract MIP
labels from email attachments as metadata
if:

• The attachments are labeled but not
encrypted.

• The outer email is encrypted and
labeled.

None.

N/A (Issue for AIP Insight for Symantec Data
Loss Prevention 2 and possibly MIP
Encryption Insight)
No support is provided for configuring the
file-type policy rule for:

• Encrypted email messages.
• Encrypted native PDF formats with

the .pdf extension.

None.

Detection known issues in 15.8
This table lists the Detection known issues in 15.8.

Table 10: Detection known issues in 15.8

Issue Description Workaround

4247992 Importing newer policies into older DLP systems is
unsupported. Importing new policies in old systems may
result in inconsistent detection results and may also lead to
database corruption if the policy uses rules or features that
were introduced in the new release.

Don't import new policies into older DLP systems. For
example, don't import policies created in 15.7 to 15.5 or
15.1 systems.

4257891 It is no longer possible to import a specific policy if the
template was exported with data identifiers that have
changed in a newer version of the Enforce Server. The
Florida Drivers License data identifier is an example.

Don't import a specific policy into a new version of the
Enforce Server if that template was created with an older
version of the Enforce Server.
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Discover known issues in 15.8

Table 11: Discover known issues in 15.8

Issue Description Workaround

4254509 A user who does not have RBAC permissions to access
Discover roots is logged out of the Enforce Server
administration console in the following scenario:
They drill down the Angular dashboard by navigating to
Discover incidents > Content Roots at Risk > Content
Root. There is no data loss or damaging behavior.

Users who do not have permission to access this data
should not use this link.

4262818 After upgrading Symantec Data Loss Protection to version
15.7, the Network Protect: SharePoint Release from
Quarantine smart response action does not release
SharePoint List Items which were quarantined before 15.7.
"Quarantine" and "Release from Quarantine" work
fine in fresh installations of all versions of Data Loss
Prevention Discover where "Quarantine" and "Release
from Quarantine" are supported.

None.

Enforce Server known issues in 15.8

Table 12: Enforce Server known issues in 15.8

Issue Description Workaround

DLP-29037 If you run phase 1 of the migration multiple
times (without continuing to phase 2) the
configuration.txt file is appended with a list
of all DLP utilities.

None.

DLP-29741 The RSOD displays when you apply a
pseudo language pack, apply a custom
filter to incidents, then change the language
on the Profiles screen.

None.

DLP-31482 The core dumps are generated in the
current working directory of that process,
but the service user does not have
write access to the working directory
(Protect/bin).

Manually grant write access to the service
user for the Protect/bin directory.

DLP-36148 The DLP Appliance version number has a
different number format from the Enforce
Server and the detection server. For
example, the Enforce Server version is
15.8.00000, when the Appliance version
is 15.8.0. This difference has no functional
impact.

None.
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Issue Description Workaround

DLP-36235 Memory settings made to configuration files
are set to default memory settings after
migration from 15.1 to 15.8.

Update memory settings for the
configuration files at the listed locations:
Enforce Server for Linux:
DataLossPrevention/
EnforceServer/Services
Enforce Server for Windows:
DataLossPrevention
\EnforceServer\Services
• SymantecDLPManager.conf
• SymantecDLPDetectionServer

Controller.conf
• SymantecDLPIncident

Persister.conf
• SymantecDLPNotifier.conf
Detection Server for Linux:
DataLossPrevention/
DetectionServer/Services
Detection Server for Windows:
DataLossPrevention
\DetectionServer\Services
\SymantecDLPDetection
Server.conf

DLP-36290 Tomcat logs with SEVERE status related
to InstanceManager.destroy() saved on the
Enforce Server.

You can safely ignore these logs.

DLP-36309 When running the JREMigration Utility
in silent mode on an upgraded system,
the path to the Symantec provided JRE
displays. The Symantec-provided JRE is
not supported on Data Loss Prevention
15.8.

Enter the location where the OpenJRE is
installed.

DLP-36366 Policies are not created when the User
Group is missing from the Enforce Server.

Symantec recommends that you use the
Policy Export/Import feature on the Policy
List screen.

DLP-36513 The springSecurityContext-
Kerberos.xml file is not created when
the User Group is missing from the Enforce
Server.
The file in question is located at C:
\Program Files\Symantec
\DataLossPrevention
\EnforceServer
\15.8.00000\Protect\tomcat
\webapps\ProtectManager
\security\templateolicies.

If you are switching to Kerberos
for the first time, update the path
of krbConfLocation in the
springSecurityContext file to point
to the following path:
C:\Program Files\Symantec
\DataLossPrevention
\EnforceServer
\15.8.00000\Protect\config
\krb5.ini

DLP-35703 If an Enforce Server administrator attempts
to access a URL for which she does not
have access, she may see a RSOD instead
of an error message.

None.
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Issue Description Workaround

DLP-41318 Enforce Server SMTP configuration
requires a valid user name and password,
to connect to a relay that supports
authentication, and prevents the utilization
of an anonymous connection.

If you do not want to authenticate with an
SMTP server relay, choose a relay that
does not implement authentication.

4233351 Using a custom configuration file to
change logging in System > Servers and
Detectors > Logs > Configuration fails.

Do not use a custom configuration file to
change logging in System > Servers and
Detectors > Logs > Configuration.

4250348 An exception is returned when you select a
duplicate column to query while authoring
JSON for an incident list query with the
REST API.

Use filter or orderBY with duplicate
field names in the select part of the query.

4254509 A user who does not have RBAC
permissions to access Discover roots
is logged out of the Enforce Server
administration console in the following
scenario:
They drill down the Angular dashboard
by navigating to Discover incidents >
Content Roots at Risk > Content Root.
There is no data loss or damaging behavior.

Users who do not have permission to
access this data should not use this link.

4255382 If a user is already present when you run
the script that sets up the user for DB
Views, you see this error:
DROP USER incident_view CASCADE
* ERROR at line 1: ORA-01918:
user 'INCIDENT_VIEW' does not
exist

You can safely ignore this error.

4259399 Unsuccessful logins to the Enforce
Server using the SOAP API are tagged
"Authentication failed," but they do not
appear in the audit log table. Successful
logins do appear in the audit log table.

None.

4259685 The krb5.ini file does not include the
additional domain details after upgrade
from 14.6 to 15.7. Only the default domain
value shows up in the krb5.ini file.
More domains only show up in the list box
on the Settings page.

Depend on the list box on the Settings
page for the definitive list of more domains.
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Endpoint known issues in 15.8

Table 13: Endpoint known issues in 15.8

Issue Description Workaround

DLP-16787 The domain filter does not work properly when tabs
are switched. (macOS with Firefox and Chrome)

None.

Multiple • DLP-27045: When you accept, decline, or
tentatively accept a meeting invitation, the contents
of your reply are not monitored. This is also an
issue for Outlook web access.

• DLP-27086: On macOS endpoints, a detection
request is not generated and an Out Of Office auto
reply with sensitive content is not blocked. 

• DLP-27087: When you cancel a meeting using
Outlook for Mac, text contents of the cancellation
and any attachments that are added are not
monitored. This is also an issue for Outlook web
access.

• DLP-27098: With the macOS Outlook Addin,
contents of mails using the Draft  > Encrypt  > Do
Not Forward option are not monitored.

• DLP-27131: Mail sent using the macOS Outlook
Add-in is not monitored when the mail has HTML
content shared by MS Word.

• DLP-27218: Mail is sent with sensitive content
when it is updated while it is in the Outbox.

• DLP-27596: While using Microsoft Outlook Web
Access (OWA), if you open the Calendar pane,
click an existing meeting, and then forward it, the
contents of the forwarded meeting invitation are
not monitored.

• DLP-27737: When you are replying to emails using
OWA, you must click the ellipsis to expand the
quoted conversation. If you don't click the ellipsis,
the quoted conversation is not monitored.

• DLP-27818: The Outlook meeting invite does not
get monitored when it is created by clicking a slot
and updating the invite from the calendar.

• DLP-27819: If you delete some attachments
from an outgoing email while the add-in is still
processing it, the contents of the remaining
attachments are not monitored.

• DLP-31871: DLP does not monitor the New
Outlook for macOS feature in Outlook 365 (16.42).
  The DLP add-in is not loaded and the monitoring
fails.

For issue DLP-31871, see DLP not monitoring new
Outlook for Mac, with workaround. These issues have
been reported to Microsoft, and a support ticket has
been opened.

DLP-27674 If a user has been previously blocked when trying
to upload a folder containing sensitive files, or when
trying to drag and drop sensitive files, the next time
the Edge Chromium browser is closed and relaunched
the user sees a "Microsoft Edge closed unexpectedly -
Do you wish to restore" message.

None.
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Issue Description Workaround

DLP-27720 The Quarantine path on the Block pop-up does not
have a hyperlink.

None.

DLP-29402
DLP-30012

Sensitive files are not detected in Guest profile and
Incognito mode on the Chrome browser on Windows.
On macOS endpoints, when you use Google Chrome
in incognito mode or guest mode or Mozilla Firefox in
private mode, monitoring is unavailable. This behavior
is expected.  Third-party browser extensions, such as
Symantec Data Loss Prevention browser extensions,
are not loaded in Incognito mode and private mode.

Symantec Data Loss Prevention does not support
Chrome monitoring in Incognito mode and with a
Guest profile because extensions do not load. The
same limitation exists for Chrome support on macOS.
Symantec recommends that you disable Incognito mode
and Guest profile in Google Chrome by an appropriate
Group policy configuration, or an MDM profile on
macOS.
Disable Incognito mode and guest mode in Google
Chrome and private mode in Mozilla Firefox using MDM
settings.

DLP-29750 A user is unable to paste a sensitive keyword when
selecting the "allow" option after 30 seconds on
the User Cancel popup, because Chrome closes
the clipboard after 30 seconds. If the user delays
responding for more than 30 seconds, the data is not
written to the clipboard and the user gets a "clipboard
closed" error. 
If the user responds within 30 seconds, then the paste
operation works correctly.

Change the timeout from 30 seconds to 60 seconds.

DLP-29893 When you try to copy text from an application and
paste it in the Chrome address bar, the right-click
Paste button is grayed out, and cannot be selected.

Paste content using Ctrl+V, Shift+Insert.

DLP-29897 On macOS endpoints, when you save a .doc file to
a network share using the Save As option, multiple
empty folders are created in the file location.

Delete the empty folders that were created.

DLP-30011 On macOS, after disabling or enabling the Chrome
extension, file upload monitoring stops working.

None.

DLP-30109 In Chrome, the Paste functionality does not work
properly if the Windows Global Clipboard History
feature is enabled.

None.

DLP-33657 The sensitive file is not detected if after enabling the
extension for Incognito mode in Chrome, the user
switches to the regular browser and  tries to upload a
sensitive file to Box (for example).

This is a known issue in the Chrome extension API.
It works differently for published and non-published
extensions.
Symantec has filed the following issue with the Chrome
team: Issue 1133121: chrome.runtime.onInstalled not
fired for published extension.

DLP-35560 On Windows endpoints: After the DLP Agent prevents
you from uploading or dragging and dropping a
sensitive file using Google Chrome or Microsoft Edge
Chromium, if you close the web browser and then try
to launch it again, the browser terminates abruptly.

None.

DLP-35561 On Windows endpoints, print monitoring does not
work when you try to print a web page or document
from Google Chrome or Microsoft Edge Chromium.

None.

DLP-35696 After an Agent installation an Outlook event is
generated (the Outlook Addin is not deployed) and the
Mac Agent goes into a Critical state. No mailbox is
configured, but the cache has stale entries.

None.
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Issue Description Workaround

DLP-35728 On macOS 10.14 endpoints, after creating duplicates
of a sensitive file in the Dropbox folder, no incident
is created and the duplicate file copy is created and
synced.

None.

DLP-36061 File with a sensitive keyword in the filename generates
multiple browser incidents when copied using
clipboard, while navigating in browser. Continuous
notification popups are displayed.

None.

DLP-36123 On macOS the Outlook application must be restarted
to get hooked when the monitoring technique is
changed from 1 (Addin) to 0 (Hooking).

Restart the Outlook application.

DLP-36202 Clipboard paste monitor is not working for the
Skype application on macOS.

None.

DLP-36248 AFAC monitoring doesn't work with Safari on macOS. You can use Safari monitoring.
DLP-36659 You may see a BSOD or Bug check when saving a file

to a Box drive sync location if local drive monitoring is
enabled on the endpoint.

None.

DLP-36661 Sensitive content does not get monitored on IE 11,
Firefox, Edge Chromium, and Chrome for the following
cases:

• Printing of sensitive files that are opened in a
browser such as PDF or text files.

• Printing from web applications that allow opening
and editing documents online.

• Printing of sensitive content present on a webpage
• Printing of attachments present in web email.

None.

DLP-36681 The new ESF timeout incident type can be filtered
based on agent response.  This filtering does not work
with the following agent response types:

• Allowed on macOS TimeOut:Configured action
was notify.

• Blocked on macOS TimeOut:Configured action
was block.

• Blocked on macOS TimeOut:Configured action
was notify.

None.

4151955 On Windows endpoints, if a user attempts to upload
multiple sensitive files to Firefox using drag and drop
to a site that does not support drag and drop, then
performs the same action with the same files to a site
that supports drag and drop, block pop-ups display
twice for each file and two incidents are logged for
each upload attempt.

None.

4208190 On Windows endpoints, filters for HTTPS are not
applied to files saved using a Save As operation
from Microsoft Office applications to SharePoint or
OneDrive.

Add * to the beginning and end of the HTTPS filter. For
example, if the existing HTTPS filter is -dav.box.com,
which correctly applies a filter to Internet Explorer and
Firefox, add another filter (*dav.box.com*) to monitor
Save As operations from Office apps.

4248826 Users are unable to paste content to Internet Explorer
from the Clipboard when Edge is monitored using the
Application Monitoring feature.

None.
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Issue Description Workaround

4248828 Opening a Microsoft Office file that contains sensitive
data residing on a network share triggers an incident.

None.

4249161 Symantec Data Loss Prevention Endpoint Discover
now supports the Limit Incident Data Retention
response rule for eDAR scans on Microsoft Windows
endpoints; however, you cannot use the Limit
Incident Data Retention response rule with any other
response rule.

None.

4250243 If a user launches an application while logged on as
another user (Run as different user) and attempts to
upload sensitive information, an incident is generated
as expected. However, no pop-up alert is displayed
to the user, even if the response rule is configured to
display a pop-up alert.

None.

4268115 If a user running macOS 10.15.4 saves a .doc file
that contains sensitive data to a removable storage
device, detection does not occur.

Upgrade the endpoint to macOS 10.15.7.

4268116 If a user running macOS 10.15.4 uploads a sensitive
file to Box using Safari, detection occurs, and a file
with a size of zero bytes is uploaded to Box.

None.

4267712 If a user installs Firefox 74 for the first time with the
DLP Agent running, URL filters do not work and Block
and notify pop-ups display unknown for the URL when
sensitive files are uploaded.

Complete the following to enable URL filters and URL
information:
1. Uninstall Firefox 74.
2. Confirm that the DLP Agent is running on the

endpoint and install Firefox 73.
3. Upgrade to Firefox 74.

Installation and upgrade known issues in 15.8

Table 14: Installation and upgrade known issues in 15.8

Issue Description Workaround

DLP-31606 If an un-configured version of Symantec Data Loss
Prevention 15.5 or 15.7 exists on a Linux server and you
install version 15.8 (for the Enforce Server or detection
servers), the services for version 15.8 do not start after
you run the version 15.8 Configuration Utility.

Complete the following steps to start services:

1. Uninstall all Symantec Data Loss Prevention currently
installed versions, including 15.8 (which was not
successfully installed), from the servers.

2. Reinstall 15.8.
3. Run the Configuration Utility for the 15.8 system.

4173107 Running the Update Readiness Tool returns no errors but
the upgrade process fails at the precheck phase.

Revert permissions changes made to the public role to
their original state before running the Update Readiness
Tool.

4247291 Users who use a custom data_pump_dir cannot run
the Update Readiness Tool from the Enforce Server.

You can manually set the data_pump_dir location
at the command line. See the Symantec Data Loss
Prevention Upgrade Guide for steps.

4252447 Comments added to property files are not migrated during
the upgrade process.

None.

4260204 Upgrading to Symantec Data Loss Prevention 15.8
causes the wrapper.java.additional.18 property in
SymantecDLPManager.conf to be commented out.

Update the property to include the original settings.
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