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About Symantec Data Loss Prevention Cloud Service for Email
Symantec Data Loss Prevention Cloud Service for Email accurately detects confidential data in corporate email that is
sent from a Microsoft Exchange Server, Microsoft 365 Exchange Online, or Google Workspace Gmail.

Symantec Symantec Cloud Service for Email monitors and analyzes outbound email traffic from your cloud email service
and can encrypt, block, redirect, or modify email messages as specified in the policies of your enterprise.

The Symantec Cloud Service for Email solution lets you author data loss policies, review and remediate incidents, and
administer your Data Loss Prevention system at the Enforce Server administration console. This solution enables your
enterprise to use its existing investment in policy definition and administration, as well as incident remediation processes.

Symantec Data Loss Prevention supports Microsoft 365 in Reflecting mode, where you can configure a Microsoft
Exchange 365 inbound connector as a mail transfer agent.

The Symantec Data Loss Prevention Cloud Service for Email solution also integrates with Symantec Email Security.cloud
for email delivery and includes inbound and outbound email security services. About Symantec Email Security.cloud and
Symantec Cloud Service for Email

NOTE

You can monitor on-premises Microsoft Exchange, Microsoft 365, and Google Workspace Gmail all from one
Enforce Server. The monitoring of both on-premises Exchange emails and Microsoft 365 Exchange Online
emails is known as a hybrid deployment.

Customer roles for Symantec Cloud Service for Email
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Customer roles for Cloud Service for Email
Several people in your organization may need to coordinate activities during the implementation of Cloud Service for
Email. Although you may have different labels for each of these roles, or responsibilities may overlap, it's important to
have an idea of who needs to participate in the implementation process.

Table 1: Implementing Cloud Service for Email: roles and responsibilities

Role Typical responsibilities

Email Administrator Creates a Cloud Management Portal account and performs initial
configuration of Cloud Service for Email. Also sets up Symantec
Email Security.cloud, if it is used for final email delivery.
Configures email service and routes outbound email from
Microsoft Exchange, Microsoft 365 Exchange Online, or Google
Workspace Gmail to DLP Cloud Service for Email.
If you configure Microsoft 365 Exchange Online in
Reflecting Mode, the Email Administrator also provides
the DLP administrator the Microsoft 365 endpoint URL to route
mail from the DLP Cloud Service for Email.
The Email Administrator is usually part of a large email
administration team, and in charge of all mail server administration
tasks including mail routing, rules, mail security, and archiving for
the organization. This administrator may or may not be the same
as the DLP Administrator.

DLP Administrator May create a Cloud Management Portal account and perform
initial configuration of Cloud Service for Email. Installs Data Loss
Prevention and registers the Data Loss Prevention cloud detector
within the Enforce Server administration console. Updates the
email domains in the Enforce Server administration console.
Creates policies, remediates incidents, monitors the user risk
summary, generates reports, configures system management and
roles, and configures detectors.

Domain Administrator Manages and updates domains in the Enforce Server
administration console.

Network Administrator Enables access from the Enforce Server to the Cloud Service for
Email cloud gateway.

About Symantec Email Security.cloud and Cloud Service for Email
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About Symantec Email Security.cloud and Symantec Cloud
Service for Email
Symantec Email Security.cloud acts as an outbound mail transfer agent for emails passing through Cloud Service for
Email for detection. Symantec Email Security.cloud enables you to redirect, silent-block, quarantine, or encrypt emails
through its data protection functionality. Policy Based Encryption and Silent Blocking are two examples of how data
protection can be enforced using Symantec Email Security.cloud. You can also use Microsoft 365 in Reflecting Mode as a
mail transfer agent for Microsoft 365.

Using Symantec Email Security.cloud Data Protection

Cloud Service for Email components and workflow

You can find overviews of Symantec Email Security.cloud features at

https://www.broadcom.com/products/cyber-security/network/messaging/email-security-cloud

Customer roles for Cloud Service for Email
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About the Cloud Management Portal (CMP)
Use the DLP Cloud Management Portal to configure your cloud services after you purchase them. After you place your
order, you will receive a Welcome Email from Broadcom order processing. The letter includes information on how to
obtain a login account (if you do not already have one), a link to the Cloud Management Portal, and a login ID.

Using the Cloud Management Portal
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About the enrollment bundle
After you provide information about your cloud service on the Symantec Cloud Management Portal (CMP), Symantec
sends you an enrollment bundle, in the form of a zip file. You can then save this bundle to a local machine that has
network access to the Enforce Server administration console. You will receive this bundle soon after you press Configure
in the CMP.

Saving the enrollment bundle for Symantec Data Loss Prevention cloud services

NOTE

The enrollment bundle expires in 10 calendar days after Symantec sends it to you. If your enrollment bundle
expires before you upload the bundle and register the service, contact Symantec Enterprise Security Support to
obtain a new enrollment bundle.

Symantec Cloud Service for Email components and workflow
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Support for Symantec Cloud Service for Email
For help with troubleshooting your service, contact Symantec Enterprise Security Support.

Table 2: Where to go for other support

Problem Contact

Problems with Microsoft Exchange or Microsoft 365 Contact Microsoft Support at http://support.microsoft.com
Problems with Google Workspace Gmail Contact Google Workspace Support at https://support.google.com/a/

answer/1047213?hl=en

Cloud Service for Email components and workflow
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Cloud Service for Email components and workflow
Cloud Service for Email consists of the following components:

• Symantec Data Loss Prevention version 15.7 or later.
• Symantec Cloud Detectors that provide Symantec Data Loss Prevention in the Symantec cloud.
• Your on-premises Microsoft Exchange deployment, Microsoft 365 Exchange Online, or Google Workspace Gmail setup

to relay the SMTP traffic to Symantec Email Security.cloud for email delivery. For Microsoft 365, you can provide email
delivery with Microsoft 365 Reflecting mode.

After a message is sent, it is routed through the cloud detector, and then is delivered to its final destination.

Here is a summary of how an email flows through the system:

• An employee at your company sends an outbound email message from their corporate on-premises Exchange,
Microsoft 365, or Google Workspace Gmail account to an external user.

• The email is sent to the on-premises Exchange servers, the Microsoft 365 cloud, or the Google Workspace Gmail
servers in the Google cloud.

• The administrator has set up Microsoft Exchange, Microsoft 365, or Google Workspace Gmail to route email messages
to Cloud Service for Email in the Symantec cloud.

• Cloud Service for Email leverages the existing policies that are defined in the Enforce Server.  Then, it analyzes the
emails for any violations of these policies. If any policy is violated, the Symantec cloud detector adds directives in the
form of X-Headers to the email. Then, it generates incidents and sends them to the on-premises Enforce Server. At the
Enforce Server administration console, the Data Loss Prevention administrator or remediator can view incident reports.

• Emails that pass detection are routed for final delivery through Symantec Email Security.cloud. Microsoft 365 mail can
be routed for final delivery through Microsoft 365 Reflecting mode.
Based on data protection policies that are defined within Email Security.cloud and the X-Headers that the Symantec
Cloud Detector inserts, Email Security.cloud blocks, encrypts, quarantines, or redirects the email before delivery to the
recipient mail server.

• In this case, the email that passed detection is delivered to the external user.

Preparing to implement Cloud Service for Email
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 System requirements for Symantec Cloud Service for Email
The following components are necessary for Symantec Cloud Service for Email:

• A Symantec Data Loss Prevention Enforce Server, version 15.7 or later
• An enrollment bundle for Symantec Data Loss Prevention Cloud Service for Email
• An on-premises Microsoft Exchange Server, or a Microsoft 365 or Google Workspace Gmail online hosting account
• An account with Symantec Email Security.cloud, only if you use it as a mail transfer agent
• A Microsoft 365 Exchange online account set up in Reflecting mode, if you use it as a mail transfer agent

For more information on the hardware requirements and software requirements for Symantec Data Loss Prevention, see
the latest version of the Symantec Data Loss Prevention System Requirements and Compatibility Guide.
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Deploying the Cloud Service for Email

Preparing to implement Cloud Service for Email
Before you implement Cloud Service for Email, you must complete a few preliminary tasks.

• Determine who in your organization is responsible for each of the implementation tasks. For initial implementation, the
two roles that are required are DLP administrator (DLP Admin) and Email administrator (Email Admin).

• Shortly after you place your order, you will get an email with instructions on how to log on to the Symantec Cloud
Management Portal and configure your service.

Cloud Service for Email Implementation overview

Using the Cloud Management Portal

Symantec Cloud Service for Email Implementation overview
Implementing Symantec Cloud Service for Email is a multi-step process. Symantec Data Loss Prevention Overview of
Symantec Cloud Service for Email setup lists the steps that you must take to start using your services in the Symantec
cloud. See the cross-referenced sections for more details.

Table 3: Overview of Symantec Cloud Service for Email setup

Step Action More information

Step 1 DLP Admin:
Click the link in your welcome email to log
on to the Symantec Data Loss Prevention
Cloud Management Portal. Use the Portal
to perform initial setup of your Symantec
cloud services.

Using the Cloud Management Portal

Step 2 DLP Admin:
Upgrade to Symantec Data Loss
Prevention version 15.7 or later, if you are
running a previous version.

See the Symantec Data Loss Prevention
Upgrade Guide at Related Documents and
Help for more details.

Step 3 DLP Admin:
Open a port for the Enforce Server to
communicate with the Symantec Cloud
Service for Email.

Opening a port for communication with the
cloud service

Step 4 DLP Admin:
Save the enrollment bundle to a directory
on a local machine that has network
access to the Enforce Server administration
console.

Symantec sends you an enrollment bundle,
in the form of a zip file, after it provisions
the service in the cloud. This bundle sets
up your on-premises Enforce Server so
that it can connect to your Symantec Cloud
Service for Email in the Symantec cloud.

Note: Do not extract the zip file; extracted
files in XML format do not work.

Saving the enrollment bundle for Symantec
Data Loss Prevention cloud services
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Step Action More information

Step 5 DLP Admin:
Register the Cloud Detector.

Register the Cloud Detector on the Servers
and Detectors page of the Enforce Server
administration console.

Step 6 DLP Admin:
Enable incident reconciliation.

Enabling incident reconciliation

Step 7 Email Admin:
Depending on which email service you use:
Connect on-premises Microsoft Exchange
with Symantec Cloud Service for Email
using the Exchange Administration Center.
Connect Microsoft 365 Exchange Online
with Symantec Cloud Service for Email
using Exchange admin center. This method
uses Symantec Email Security.cloud.
Connect Microsoft 365 Online with
Symantec Cloud Service for Email using
admin center. This method uses an
Microsoft 365 receive connector.
Connect Google Workspace Gmail with
Symantec Cloud Service for Email using
the Google Admin console. This method
uses Symantec Email Security.cloud.

Configuring on-premises Microsoft
Exchange to forward email to Symantec
Cloud Service for Email
Configuring Microsoft 365 to use Symantec
Email Security.cloud for email delivery
(Forwarding mode)
Configuring Microsoft 365 to use Microsoft
365 for email delivery (Reflecting mode)
Configuring Google Workspace Gmail to
send outbound emails to Symantec Cloud
Service for Email

Step 8 DLP Admin:
Test Symantec Cloud Service for Email.

Generate an incident against a test policy.
See the section Testing Network Prevent
for Email in the Symantec Data Loss
Prevention Help for more information.

Step 9 DLP Admin:
Create policies and monitor incidents for
Symantec Cloud Service for Email.

See the section  Creating a policy for
Network Prevent for Email in the Symantec
Data Loss Prevention Help for more
information.

Step 11 DLP Admin:
Update email domains in the Enforce
Server administration console.

About updating email domains in the
Enforce Server administration console

Using the Cloud Management Portal
You use the Cloud Management Portal (CMP) to set up your DLP cloud services. After you place your order, you
will receive a welcome email from Broadcom order processing. This email includes information on how to obtain a secure
login account, if you do not already have one. The email also contains a link to the Cloud Management Portal. A secure
login account is required to complete the registration process and manage your Symantec cloud services.

Creating a secure login account

1. Check your inbox for the email that was sent from Broadcom.  If you do not find the email in your Inbox, check your
Junk mail folder.

2. Click the Confirm link in this email to establish your secure login account.
3. If you are not the registered user who is mentioned in this email, contact a registered user in your company. Any

registered user can add you to your corporate account as a registered user.

Logging on to the Cloud Management Portal

1. Log in to your secure login account.
2. Click the link in the email to reach your Cloud Management Portal account.
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3. Log in to your CMP account.
4. On the dashboard, view the cloud services that you have purchased and configure them for your particular email

forwarding configuration.

Starting up your Symantec Data Loss Prevention cloud service

1. Provide an email address or distribution list address (recommended).
2. Click Yes if to convert an existing Trial service to a Production service. Then choose the service that you want to

convert, then click Convert.
3. Click No to provision a new Production service.
4. Choose a region if you are configuring a new Production service.  Your data is always be stored back to the location

you choose.
NOTE
For DLP cloud services, you can choose a different region for each of your cloud services, as long as they
are each connected to different Enforce Servers. Each Enforce Server can only connect to one Data Loss
Prevention cloud region.

5. After you click Configure, you should receive an enrollment bundle shortly after Symantec provisions your service.
6. You can return to the Cloud Services overview page in the CMP to see the configuration status of your services. If you

are waiting for your enrollment bundle for a service, the status is In Progress. Once your service is provisioned and
the enrollment bundle is sent, the status is Configuration Complete. 

Saving the enrollment bundle
After Symantec has set up your detection service in the cloud, Symantec sends you an enrollment bundle. This bundle
contains the information that you need to set up the connection from your on-premises Enforce Server to the Symantec-
managed detection service.

You can save the enrollment bundle to any directory on a computer that has network access to the Enforce Server
administration console.

NOTE

Do not extract the enrollment bundle ZIP file. The Enforce Server administration console needs the enrollment
bundle in the form of a ZIP file.  Extracted XML files do not enable enrollment.

The enrollment bundle can be used to register the service only once and expires 10 calendar days after you
receive it. For security reasons, you should ensure that no other user can access the bundle. To ensure limited
access, change the properties of the destination folder so that no other user can read it or write to it.

If you have waited longer than 10 calendar days to save your bundle and register the service, contact Symantec
Enterprise Security Support for a new enrollment bundle:

For example, on Windows, save the bundle to C:\Users\username\Downloads or any other subfolder under C:
\Users\username. On Linux, save the bundle to /home/username/ or any subfolder under /home/username/.

NOTE

You should receive an enrollment bundle shortly after Symantec provisions your service. If you have not
received an enrollment bundle in a reasonable amount of time, check your Junk mailbox. Also, check with your
internal IT department to ensure that your company has no inbound filters that may block the receipt of the
enrollment bundle.

Opening a port for communication with the cloud service
The on-premises Enforce Server must be able to communicate with the Symantec Cloud Service for Email. Your
corporate network must allow outbound traffic to port 443. Open port 443 and ensure that access to the following URLs is
allowed for connecting to the DLP cloud service:
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• pki-scep.symauth.com
• gw.csg.dlp.protect.symantec.com

See your network administrator for more information on opening a port in your environment.

If your enterprise has deployed a transparent proxy between the Enforce Server and the Symantec Data Loss Prevention
cloud service, the Enforce Server does not trust the transparent proxy CA and the communication fails. You must exempt
the Enforce Server from the transparent proxy and allow the Enfore Server to communicate outbound on TCP port 443 to
the Internet.

If your enterprise security policy does not allow this access from your Enforce Server, you can use a proxy.

Configuring the Enforce Server to use a proxy to connect to cloud
services
To configure the Enforce Server to use a proxy to connect to cloud services, you must set up your proxy according to the
proxy manufacturer's instructions. Then you configure the Enforce Server to support the use of the proxy. After setting up
your proxy, use these instructions to complete the setup.

1. Go to System > Settings > General and click Configure. The Edit General Settings screen is displayed.

2. In the Enforce to Cloud Proxy Settings section, select one of the following proxy categories:

• No proxy, or transparent proxy, or
• Manual proxy

3. If you choose Manual proxy, fields for a URL, Port, and Proxy is Authenticated appear.

• Enter the the HTTP Proxy URL. Do not include the protocol identifier.
• Enter a port number.

4. If you are using an authenticated proxy, also enter

• a user ID
• a password

NOTE

The Enforce Server supports basic authentication when using a proxy to connect to cloud services.

5. Click Save.

NOTE

For information about making sure that your network proxy is configured correctly for Microsoft Information
Protection, refer to the Microsoft documentation.

https://docs.microsoft.com/en-us/information-protection/develop/faqs-known-issues#error-proxyautherror-
exception

https://docs.microsoft.com/en-us/azure/information-protection/requirements#firewalls-and-network-infrastructure
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Registering the Cloud Detector
After you save the enrollment bundle, you can register (add) your detector, enabling your on-premises Enforce Server to
communicate with your Symantec Cloud Service for Email.

1. Log on to the Enforce Server administration console as administrator.

2. Go to System > Servers and Detectors.

The Overview page appears.

3. Click Add Cloud Detector.

The Add Cloud Detector screen appears.

4. Click Browse in the Enrollment Bundle File field.

5. Locate the enrollmentbundle.zip that you received from Symantec and saved locally.

The detector description for the chosen enrollment bundle appears. Verify that you have chosen the correct bundle.

6. Add a name for this detector in the Detector Name field.

7. Click the Enroll Detector option to enroll your detector. The enrollment process can take some time. You can track its
progress on the Servers and Detectors > Overview page.

It may take several minutes or longer for the Enforce Server administration console to show a Connected status for the
Cloud Detector. To verify that the service was added, return to the Servers and Detectors > Overview page. Verify that
the cloud service appears in the list, and that the status indicates Connected. After several minutes, if the connection
status still displays Unknown, you should restart the Monitor Controller process to move the status to Connected.

NOTE

Each enrollment bundle can be uploaded to the Enforce Server to register your service only once. The
enrollment bundle expires 10 calendar days after you receive it. For security reasons, you should ensure that no
other user can access the bundle. To ensure limited access, change the properties of the destination folder so
that no other user can read it or write to it.

If you have waited longer than 10 calendar days to upload your bundle and register the service, and need a new
enrollment bundle, contact Symantec Enterprise Security Support.

Enabling incident reconciliation
Incident reconciliation is turned off by default, but must be turned on for Symantec Cloud Service for Email to work
properly. Turning on incident reconciliation enables managing of duplicate copies of emails that are generated by
Microsoft 365 Exchange Online or Google Workspace Gmail, preventing duplicate incidents. Duplicate copies of an email
are generated when recipients are added to the Cc or Bcc lists. For example, a user sends one email containing Bcc's
through Microsoft 365 Exchange Online. The email violates one policy and more than one incident is created. Incident
reconciliation "reconciles" these multiple incidents to one, avoiding the unnecessary duplication of incidents.

Enabling incident reconciliation on the Enforce Server computer on Windows

1. On the computer that hosts the Enforce Server, log on as Administrator.
2. Change directory to C:\Program Files\Symantec\DataLossPrevention\EnforceServer

\15.8.00000\Protect\config.
3. Open the IncidentPersister.properties file.
4. Change persister.enable.incident.reconciliation=false to equal true.
5. Restart the Symantec Data Loss Prevention services as appropriate for your version of Windows services on the

server computer.
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Enabling incident reconciliation on the Enforce Server computer on Linux

1. On the computer that hosts the Enforce Server, log on as root.
2. Change directory to /opt/Symantec/DataLossPrevention/EnforceServer/15.8.00000/Protect/

config.
3. Open the IncidentPersister.properties file.
4. Change persister.enable.incident.reconciliation=false to equal true.
5. Restart the Incident Persister service as appropriate for Linux services on the server computer.

Configuring on-premises Microsoft Exchange to use Symantec Email Security.cloud email for delivery (Forwarding mode)

Configuring on-premises Microsoft Exchange to use Symantec Email
Security.cloud for delivery (Forwarding Mode)
You must set up an outbound connector in the Microsoft Exchange admin center to forward mail from Exchange
to Symantec Cloud Service for Email. You must also set up at least one routing rule that controls which emails are
forwarded. By default, Exchange routes the emails using its own mail transfer agents (MTAs). To enable monitoring of
emails by Symantec Data Loss Prevention, mail flow rules must be set up to divert the emails to Symantec Cloud Service
for Email.

Symantec Cloud Service for Email supports Exchange Server versions 2010, 2013, and 2016.

NOTE

Microsoft Exchange Server 2010 must be configured at the Exchange server, not at the Microsoft Exchange
admin center.

On-premises Microsoft Exchange to DLP Cloud to Symantec Email Security.cloud shows the flow of emails with this
setup.

Figure 1: On-premises Microsoft Exchange to DLP to Symantec Email Security.Cloud

Logging on to your Microsoft Exchange admin center account

1. Log on to your corporate Microsoft admin center account at https://<your Exchange server name>/ecp as
administrator.

2. Expand the Exchange admin center item in the left column.
You must add the public domain as a default domain in case the internal domain for Exchange is different from the
external domain. For instructions, go to the Microsoft article: Accepted domains in Exchange Server.
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3. Configure an email address policy with the public domain address as a default domain, instead of using the local
domain address. This step is necessary in case the internal domain is different from the external domain. For
instructions, go to the Microsoft article  Email address policies in Exchange Server. Then, proceed with the next steps.

Adding a new connector

1. Click mail flow from the left column.
2. Click send connectors.
3. Click + to add a new send connector.
4. Type the name of the connector in the Name field on the first new send connector page.
5. Click Internet in the Type field.
6. Click Route mail through these smart hosts.
7. Click +. Specify at least one smart host name or IP address for the outbound connector. Use the URL that is indicated

in your Symantec Data Loss Prevention Cloud Service for Email welcome letter. The value for the detector is the same
as the DETECTOR FQDN on the Server > Detector Detail page in the Enforce Server administration console.

8. Select None under smart host authentication.

Adding a new address space

1. On the next new send connector page, click + to add a new address space.
2. On the Address Space -- Webpage Dialog, enter SMTP for the Type and * for the Full Qualified Domain Name

(FQDN). Keep the Cost default setting of 1 if you have only one send connector for your organization.
3. Click Save and then click Next.
4. Click + to add the source servers for the connector. Add all servers that are responsible for routing email out from your

organization to Cloud Service for Email. Multiple servers provide redundancy for outbound mail flow.
5. Select connector and click Edit.
6. Select scoping and scroll to the bottom.
7. Type the Exchange public FQDN in the FQDN field. The FQDN must match the CN in the Subject of the public

certificate that is installed on the Exchange Server.
8. Click add and then Finish.

Routing email to your DLP cloud detector and applying an X-DetectorID message header

1. Click rules, click +, and select Create a new rule.
2. Type a rule name in the Name field.
3. In the *Apply this rule if field, select The recipient is located .... Then select Outside the organization and click

OK.
4. Click the More Options link at the bottom of the window and add another condition.
5. Click the Sender is, then select one or multiple users or user groups.
6. In the Do the following list select Set the message header to this value.
7. At the right of this field, click Enter text to set the message header name and type X-DetectorID. Click OK
8. Click Enter text to set the header value to the detector ID. You can find the detector ID in your Symantec welcome

email or from the Enforce Server administration console at System > Servers and Detectors > Overview > Server /
Detector Detail page, under DETECTOR ID.

9. Click Save.

Starting to configure your certificate

1. Highlight the connector and click the pencil icon to edit the settings.
2. Select security and click Anonymous Users.
3. Click save.
4. Select connector and click Edit.
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5. Select scoping and scroll to the bottom.
6. Type the Exchange public FQDN in the FQDN filed. The FQDN must match the CN in the public certificate Subject.
7. Grant anonymous users (such as the unauthenticated SMTP connections coming from applications and devices

on your network) the ability to send to external recipients. In the Exchange Management Shell, run the following
command, substituting the name of your receive connector:
Get-ReceiveConnector <receive_connector_name>|Add-ADPermission -User 'NTAUTHORITY\Anonymous Logon' -

ExtendedRights MS-Exch-SMTP-Accept-Any-Recipient

8. Increase the number of inbound connections using this command:
Get-ReceiveConnector <receive_connector_name>|Set-ReceiveConnector -MaxInboundConnectionPerSource
100

Creating a new certificate request

1. Go to Servers > Certificates. On the Certificates page, make sure your Client Access server is selected in the
Select server field, then click New+.

2. In the New Exchange certificate wizard, select Create a request for a certificate from a certification authority and
click Next.

3. Type a name for this certificate, and click Next.
4. To request a wildcard certificate, select Request a wild-card certificate, then specify the root domain of all

subdomains in the Root domain field. Leave this page blank if you want to specify each domain that you want to add
to the certificate. Click Next.

5. Click Browse, then specify the Exchange server where you want to store the certificate. The server that you select
should be the internet-facing Client Access server. Click Next.

6. For each service listed, verify that the external or internal server names that are used to connect to the Exchange
server are correct. If you configured the internal and external URLs to be the same, the Outlook Web App (when
accessed from the internet) and Outlook Web App (when accessed from the intranet) should show owa.contoso.com.
The Offline Address Book (OAB) when accessed from the Internet and OAB when accessed from the intranet should
show mail.contoso.com.
If you configured the internal URLs to internal.contoso.com, the Outlook Web App (when accessed from the
Internet) and OAB (when accessed from the Internet) should show owa.contoso.com, and the Outlook Web App
(when accessed from the intranet) should show internal.contoso.com.
These domains are used to create the SSL certificate request.

7. Verify the names, and click Next.
8. Add any additional domains that you want included on the SSL certificate.
9. Select the domain that you want to be the common name for the certificate. Set as the common name, for example:

contoso.com. Click Next.
10. Provide information about your organization. This information is included with the SSL certificate. Click Next.
11. Specify the network location where you want this certificate request to be saved. Click Finish.

Submitting the request to your certificate authority (CA)

1. You can search the CA website for the specific steps to submit a request.
2. Submit the request to your certificate authority (CA). You must use a public CA.
3. Provide Broadcom Symantec Support with the public certificate that you assign to your outbound connector. Support

can ensure that Symantec trusts the CA and the certificate.

Importing the certificate that you have received from the CA

1. Go to Server > Certificates in the Exchange Admin Center and select the certificate request you created in the
previous steps.

2. In the Certificate request details pane, click Complete under Status.
3. On the Complete pending request page, specify the path to the SSL certificate file, then click OK.
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4. Select the new certificate that you added, then click Edit.
5. On the Certificate page, choose Services.
6. Select the services that you want to assign to this certificate. At a minimum, select SMTP and IIS. Click Save.
7. Click Yes if you receive the warning: Overwrite the existing default SMTP certificate?.

Gathering the information that you need to pass on to Symantec Support

1. Obtain a copy of the public key for the outbound MTA certificate, after you have imported the certificate into Exchange.
2. Gather the intermediate certificates that you use.
3. Compile a list of public IPs that your on-premises email uses to forward the mail to Symantec Data Loss Prevention

Cloud Service for Email.
4. Open a case with Symantec Enterprise Security Support to pass on the information that you gathered about your

certificates and public IPs

The Symantec Support team reviews the information that you have collected and verifies that it is complete. Support
passes your information on to the cloud service so that email from your Exchange is securely forwarded to Cloud Service
for Email for detection. You are then notified when the process is complete.

About updating email domains in the Enforce Server administration console

Configuring Microsoft 365 to use Symantec Email Security.cloud for email delivery (Forwarding mode)

Configuring Microsoft 365 to use Symantec Email Security.cloud for
email delivery (Forwarding mode)
You must set up an outbound connector in the Microsoft 365 admin center to forward mail from Microsoft 365 to Symantec
Cloud Service for Email. You must also set up a routing rule that routes emails from Microsoft 365 to DLP. By default,
Microsoft 365 routes the emails using its own mail transfer agents (MTAs). To enable monitoring of emails by Symantec
Data Loss Prevention, mail flow rules must be set up to divert the emails to Symantec Cloud Service for Email.  Microsoft
365 to DLP Cloud to Email Security.cloud shows this flow.

Figure 2: Microsoft 365 to DLP Cloud to Email Security.cloud

NOTE

You should have a basic understanding of how Microsoft 365 rules and connectors work, and how they are
used in your organization before you proceed. The following instructions give you a general example of how to
set up Microsoft 365 to forward email to Symantec Cloud Service for Email. The applications of rules (number
of domains, migration path, exceptions, for example) vary from one organization to the next. The following
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instructions reflect the Microsoft 365 admin center user interface at the time this document was published. While
the Microsoft 365 user interface may change, the values you must enter to configure the connection between
Microsoft 365 and Symantec Cloud Service for Email remain the same.

Logging on to your Microsoft 365 admin center account

1. Log on to your corporate Microsoft 365 account as administrator.
2. Expand the admin center item.
3. Choose Exchange, then choose mail flow from the left column.

Creating a new connector in the Exchange Admin Center

1. Click connectors.
2. Click + to add a new connector.
3. Click from Microsoft 365 and to Partner organization.
4. Then click Next.
5. Type the name of the connector in the Name field. You can optionally fill in the Description field.
6. Select Only when I have a transport rule set up that redirects messages to this connector.
7. Click Next.
8. Click Route email through these smart hosts.
9. Click + and add the Cloud Detector (SMTP Smarthost) URL that is indicated in the Symantec Data Loss Prevention

Cloud Service for Email welcome letter. You can also find this Cloud Detector URL on the Enforce Server
administration console at System > Servers and Detectors > Overview > Server > Detector Detail page, under
DETECTOR FQDN.

10. Select Always use Transport Layer Security (TLS) to secure the connection (recommended) on the next New
connector page, under How should Microsoft 365 connect to your partner organization's email server?

11. Then select Issued by a trusted certificate authority (CA), under Connect only if the recipient's email server
certificate matches this criteria.

12. Check the box next to And the subject name or subject alternative name (SAN) matches this domain name
and enter the Cloud Detector (SMTP Smarthost) URL that is indicated in the Symantec Data Loss Prevention Cloud
Service for Email welcome letter. The value is the same as the DETECTOR FQDN on the Server > Detector Detail
page in the Enforce Server administration console.

13. Click Next.

Reviewing the configuration and complete the connector configuration process

1. Review the configuration on the next New connector page, then click Next.
2. Enter any email for the test.
3. Click Validate on the next New connector page, under Validate this connector. The status indicates Failed, but

click Save to complete the setup process.

NOTE
The test always fails because Symantec Data Loss Prevention does not trust Microsoft test certificates.
Symantec only validates and trusts Microsoft production certificates. You must still click Save to complete the
setup process. To verify that your setup works, you have to run an email through the Symantec Cloud Service
for Email process.

Creating a rule that routes emails from Microsoft 365 to your DLP cloud detector

1. Click rules, click +, and select Create a new rule.
2. Type a rule name in the Name field.
3. In the *Apply this rule if field, select The recipient is located .... Then select Outside the organization in the select

recipient location field and click OK.
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4. Click the More Options link at the bottom of the window and add another condition.
5. Click the Sender is, then select one or multiple users or user groups.
6. Select Modify the message properties. Then select Set a message header to see Set the Message header to this

value.
7. Set the message header name to X-DetectorID. Click OK.
8. Click Enter text to set the header value to the detector ID that you can find in your Symantec welcome email or from

the Enforce Server administration console at System > Servers and Detectors > Overview > Server / Detector
Detail page, under DETECTOR ID.

9. Click add action.
10. Select Redirect the message to.
11. Select use the following connector.
12. Select the new connector that you created.
13. Click OK.
14. Save the rule.

Configuring Microsoft 365 to use Microsoft 365 for email delivery using Reflecting mode

Configuring Microsoft 365 to use Microsoft 365 for email delivery
(Reflecting mode)
You must set up outbound and inbound connectors in the Microsoft 365 admin center to forward mail from Microsoft 365
to Symantec Cloud Service for Email and then forward the processed mail to its final destination. You must also set up at
least one routing rule that controls which emails are forwarded. By default, Microsoft 365 routes the emails using its own
mail transfer agents (MTAs). To enable monitoring of emails by Symantec Data Loss Prevention, mail flow rules must be
set up to divert the emails to Symantec Cloud Service for Email. Microsoft 365 to DLP Cloud to Microsoft 365 shows the
flow of emails with this setup.

Figure 3: Microsoft 365 to DLP Cloud to Microsoft 365

NOTE
The following instructions reflect the Microsoft Exchange admin center user interface at the time this document
was published. While the Microsoft Exchange user interface may change, the values you must enter to configure
the connection between Microsoft 365 and Symantec Cloud Service for Email remain the same.
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Logging on to Microsoft admin center

1. Log on to your corporate Microsoft 365 account as administrator.
2. Expand the admincenter item.
3. Choose Exchange, then choose mail flow from the left column.

The outbound connector sends traffic to Symantec Data Loss Prevention for scanning.

Creating a new outbound connector

1. Click connectors.
2. Click + to add a new connector.
3. Click from Microsoft 365 and to Partner organization.
4. Click Next.
5. Type Outbound Connector in the Name field. You can optionally fill in the Description field with a label such as

"Connector for sending email to DLP."
6. Click Next.
7. Select Only when I have a transport rule set up that redirects messages to this connector. Click Next.
8. Click Route mail through these smart hosts.
9. Click Next.
10. Click + and add the Cloud Detector (SMTP Smarthost) URL that is indicated in the Symantec Data Loss Prevention

Cloud Service for Email welcome letter. You can also find this Cloud Detector URL at the Enforce Server
administration console at System > Servers and Detectors > Overview > Server > Detector Detail page, under
DETECTOR FQDN.

11. Select Always use Transport Layer Security (TLS) to secure the connection (recommended) on the next New
connector page, under How should Microsoft 365 connect to your partner organization's email server?

12. Select Issued by a trusted certificate authority (CA), under Connect only if the recipient's email server
certificate matches this criteria.

13. Check the box next to And the subject name or subject alternative name (SAN) matches this domain name
and enter the Cloud Detector (SMTP Smarthost) URL that is indicated in the Symantec Data Loss Prevention
Cloud Service for Email welcome letter.  This value is the same as the DETECTOR FQDN on the Server > Detector
Detail page in the Enforce Server administration console.

14. Click Next.

Reviewing the configuration and completing the connector configuration process

1. Review the configuration on the next New connector page.
2. Click Next.
3. Enter any email for the test.
4. Click Validate on the next New connector page, under Validate this connector. The status indicates Failed, but

click Save to complete the setup process.

NOTE
The test always fails because Symantec Data Loss Prevention does not trust Microsoft test certificates.
Symantec only validates and trusts Microsoft production certificates. You must still click Save to complete the
setup process. To verify that your setup works, you have to run an email through the Symantec Data Loss
Prevention Cloud Service for Email process.

Testing Cloud Service for Email

Creating a new inbound connector

1. Click connectors.
2. Click + to add a new connector.
3. Click from Your organization's email server and to Microsoft 365.
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4. Click Next.
5. Type the name of the connector in the Name field, for example, Inbound Connector. You can optionally add a

description in the Description field, for example, "Connector for receiving email from DLP."
6. Click Next.
7. Select By verifying that the subject name on the certificate that the sending server uses to authenticate with

Microsoft 365 matches this domain name.
8. Click Next.
9. Click + and add the Cloud Detector (SMTP Smarthost) URL that is indicated in the Symantec Data Loss Prevention

Cloud Service for Email welcome letter. This value is the same as the DETECTOR FQDN on the Server > Detector
Detail page in the Enforce Server administration console.

10. Click Next.

Reviewing the configuration and completing the connector configuration process

1. Review the configuration on the next New connector page.
2. Click Next.
3. Click Save.

After you set up outbound connectors in Microsoft 365 Exchange admin center, you must set up at least one routing rule
to indicate to Microsoft 365 Exchange which emails you want to route through Symantec Cloud Service for Email. Each
email to which the routing rule applies has an X-Header added to it. If the routing rule does not apply to an email, the
email bypasses detection and the email is delivered to recipients.

Creating a rule that routes emails from Microsoft 365 to your DLP cloud detector

1. Click rules, click +, and select Create a new rule.
2. Type a rule name in the Name field.
3. In the Apply this rule if field, select The Sender is, then select one or multiple users or user groups.
4. Select Modify the message properties.
5. Select Set a message header.
6. Set the message header name to "X-DetectorID" in Set the Message header to this value.
7. Click OK.
8. Click Enter text to set the header value to the detector ID that you can find in your Symantec welcome email or from

the Enforce Server administration console at System > Servers and Detectors > Overview > Server / Detector
Detail page, under Detector ID.

9. Click add action.
10. Select Redirect the message to.
11. Select use the following connector.
12. Select the connector that you created.
13. Click OK.
14. Click add exception and choose IP address is in any of these ranges or exactly matches.
15. In the specify IP address ranges dialog, enter an IPv4 address or range.
16. To avoid loops for cloud detectors in the US data center and the EU data center, when prompted, add this DLP Cloud

Service IP block: 144.49.240.0/21.
17. Click OK.
18. Save the rule.

Detecting emails from a subset of Microsoft 365 Exchange Online users

Configuring Google Workspace Gmail to send outbound emails to Symantec Cloud Service for Email
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Detecting emails from a subset of Microsoft 365 Exchange Online
users
You may want to create a rule to divert a subset of your Microsoft 365 Exchange Online users to Symantec Cloud Service
for Email for detection. Diverting a subset of users is helpful when you want to test Symantec Data Loss Prevention, or
when you want to specify that only certain departments are included in detection. To divert emails to a subset of users,
create a rule in the Exchange admin center.

See the section "Applying an X-DetectorID message header to emails that are routed to your DLP cloud detector" in the
topic Configuring on-premises Microsoft Exchange to use Symantec Email Security.cloud for delivery (Forwarding Mode)
to create a rule that routes emails from Microsoft 365 to your DLP cloud detector and to apply an X-DetectorID message
header to those emails. To create the rule to detect emails from a subset of Microsoft 365 Exchange Online users in the
Exchange admin center, substitute the following steps for steps 2 and 3. When you follow this procedure, emails from
other users bypass detection and the emails are routed to the recipients by the Microsoft mail transfer agent.

1. Choose The sender is this person in the Apply this rule if window.

2. Choose the users that you want to add to this group and click Add. Or, you can type the email address of a user in the
Add field.

About updating email domains in the Enforce Server administration console

Configuring Google Workspace Gmail to send outbound emails to
Cloud Service for Email
To enable monitoring of emails by Symantec Data Loss Prevention, you must set up Google Workspace Gmail mail-flow
rules to forward the emails to Symantec Cloud Service for Email. By default, Google Workspace Gmail routes the emails
using its own mail transfer agents (MTAs). This configuration is a two-step process: first, configure a host and enable TLS;
then, configure the Routing setting to deliver only the outbound emails to Symantec Cloud Service for Email.

Gmail to DLP to Email Security.cloud shows the flow of emails with this setup.

Figure 4: Gmail to DLP to Email Security.cloud

NOTE

The following instructions reflect the Google Admin console user interface at the time this document was
published. The values that you must enter to configure the connection between Google Workspace Gmail and
the Symantec Cloud Service for Email remain the same, even if the Google interface changes.

Configuring a host and enabling TLS

1. Sign in to the Google Workspace Admin console.
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2. From the dashboard, go to Apps > Workspace > Gmail > Settings for Gmail.
3. Click the Hosts panel.
4. Click Add route.
5. Locate the Cloud Detector (SMTP Smart host) URL that you received from Symantec in the Symantec Cloud Service

for Email welcome letter. You can also find this value as DETECTOR FQDN on the Server / Detector Detail page in
the Enforce Server administration console.

6. In the Add mail route dialog, Add a name for the mail route.
7. Under Single host enter the Cloud Detector (SMTP Smarthost) URL from the welcome letter and 25 for the port

number.
8. Select Require secure transport (TLS), Require CA signed certificate (Recommended), and Validate certificate

hostname (Recommended).
9. Click Save.

Configuring the Routing setting to add an X-Header to deliver only the outbound emails to Symantec Cloud
Service for Email

1. Go to Apps > Workspace  > Gmail > Settings for Gmail.
2. Click the Routing panel.
3. Scroll down the page to locate the Routing section.
4. Click Add another rule in the Routing section.
5. Type a name for the route (for example, "Route to DLP") in the Add Setting configuration pop-up dialog box.
6. Select Outbound in the Messages to affect section.
7. Select Modify message > Add custom headers in the For the above type of messages section.
8. Click add in the Custom headers section.
9. Set the header name to X-DetectorID.
10. Set the header value to the detector ID that you can find in the Symantec welcome email. You can also find the

header value from the Enforce Server administration console at System > Servers and Detectors > Overview >
Server / Detector Detail page, under Detector ID.

11. Click Save.
12. Click Change route.
13. Change from Normal Routing to the Host entry that you configured for the DLP cloud service.
14. In the Encryption (onward delivery only) section, choose Require secure transport (TLS).
15. Click Show Options.
16. Select Only affect specific envelope senders in the Envelope filter section. 
17. Add an email address, pattern, or group to specify senders to which this rule applies.
18. Click Save.

If you are running tests of Symantec Data Loss Prevention, you may want finer filtering of your messages to include only a
subset of users.

Detecting emails from a subset of Google Workspace Gmail users

About updating email domains in the Enforce Server administration console

Detecting emails from a subset of Google Workspace Gmail users
You may want to forward only a subset of your Google Workspace Gmail users to Symantec Symantec Cloud Service
for Email for detection. Forwarding a subset of users is helpful when you want to test Symantec Data Loss Prevention.
It's also helpful when you want to specify that only certain departments are included in detection. When you follow this
procedure, only the emails from these specified users pass through Symantec Cloud Service for Email for detection and
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then on to Symantec Email Security.cloud for delivery. Emails from other users bypass detection and are routed to the
recipients by the Gmail mail transfer agent.

1. Select Execute this setting only if the envelope sender matches or select Execute this setting only if the
envelope recipient matches.

2. Type a regular expression to filter on the senders or recipients.

About updating email domains in the Enforce Server administration console

Testing Symantec Cloud Service for Email

Testing  Symantec Cloud Service for Email
You can test Symantec Cloud Service for Email by sending an email that violates your test policy.

1. Create a policy. Creating and publishing a policy group for Symantec Cloud Service for Email

2. Access a Microsoft 365 email account or a Gmail account that routes to Symantec Cloud Service for Email.

3. Send an email that violates the policy that you created in step 1. After the email is sent, it takes several minutes for
the incident to appear on the Enforce Server administration console. The incident reconciliation timer determines the
delay. The delay is configured in the IncidentPersister.properties file. The default value is 4 minutes. By
default, the incident appears on the Enforce Server administration console 4 minutes from the time the email was sent.

4. In the Enforce Server administration console, go to Incident > Network and click Incidents - All. Look for the
resulting incident. For example, search for an incident entry that includes the appropriate timestamp and policy name.

5. Click on the relevant incident entry to see the complete incident snapshot.

Creating and publishing a policy group for Symantec Cloud Service for Email

About updating email domains in the Enforce Server administration
console
You can quickly update the email domains of the corporate emails that you want Cloud Service for Email (the Cloud
Service) to scan. This capability applies to emails that are sent from Microsoft 365 in Reflecting mode. The new list is
immediately sent to the Symantec Cloud Service when you add or remove a domain in the Enforce Server administration
console. Cloud Service for Email verifies and updates your domains. This ability enables you to update domains at any
time.

The Cloud Service only supports domains that have been added (safelisted) either through the Enforce Server
administration console or through Symantec Support. Emails of unsupported domains are rejected (bounced) by the
Cloud Service.

If you are an existing customer of Cloud Service for Email, when you upgrade to 15.7 through 15.8, your existing domains
are preserved and your traffic is not disrupted. You are blocked from making any changes to your domains in the Enforce
Server administration console until the Cloud Service verifies your existing domains.

Upgrading from Data Loss Prevention 15.7 through 15.8 if you use reflecting mode

Adding the unique TXT record to your DNS settings

Viewing Cloud Service for Email detector details

Adding the unique TXT record to your DNS settings
Each domain that you use requires verification by the Cloud Service. Each domain must contain a predetermined DNS
TXT record ID to pass verification. Symantec automatically generates this ID when it provisions your Cloud Service for
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Email instance. You can find the TXT record ID at System > Servers and Detectors > Overview > Server/Detector
Detail. Work with your DNS administrator or email administrator to add the TXT record ID to each of your domains.

When you upgrade to Symantec Data Loss Prevention 15.7 through 15.8 from an earlier version, your Cloud Service is in
reconcile mode. All domains that are configured on the Cloud Service are available for verification. Once all domains are
verified, you can manage the domains going forward.

NOTE

As the domain owner, you must update your domains. Symantec cannot perform this task for you.

Upgrading from Data Loss Prevention 15.7 through 15.8 if you use reflecting mode

Updating Email Domains

Updating Email Domains
You can edit or remove email domains one-by-one or by importing a text file.

Adding email domains one-by-one

1. Navigate to the System > Servers and Detectors > Overview screen. Click the detector in the list.
2. Click Update Email Domains on the Email Domains page.
3. Enter an email domain.

Adding domains in bulk by adding a list or importing a text file

1. Go to Add Email Domains.
2. Click Update Email Domains.
3. In the Enter Email Domains box, add email domains in comma- or line-separated format.
4. Alternately, indicate a file name and click Upload to upload a text file with email domains in a comma- or line-

separated format.
5. Click Save.
6. Go to System > Servers and Detectors > Overview.
7. Select the Cloud email detector that you want to configure. The detail page for that detector appears.
8. Click Update Email Domains.
9. Select a domain and then select Add or Delete.

The Domain status can be one of the following:

• Added - The domain has been verified and added.
• Reconcile - The Symantec Cloud Service has tried to verify a domain, but there is no TXT record in your DNS setting

and the domain cannot be verified. You need to add the DNS TXT record so that the domain can be verified and
added. After you update, click Resend to send the updated domain to Symantec.

• Removed - You have deleted a domain and Symantec removed it from the detector properties.
• Invalid - The domain that you tried to add in the Enforce Server administration console failed the DNS validation.
• Request to Remove - You have deleted a domain and Symantec has not yet removed it from the detector properties.

If the Symantec Cloud Service finds any validation problems with the email domains that you have submitted, notifications
appear on the bottom of the Detector Details page. Only valid domains are used; the detector ignores invalid domains.
You are responsible for checking that the domains you have submitted are accepted and are valid.

Upgrading from Data Loss Prevention 15.7 through 15.8 if you use reflecting mode

Update override by the Symantec Cloud Service
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Update override by the Broadcom Symantec Cloud Service
The Broadcom Symantec Cloud Service team can override the Add Domains feature when you make a request for
assistance to Symantec Support. If an override is required, a message that the Symantec Cloud Service has overridden
control is visible in the System Events panel at the bottom right of the Detector Details page.

Upgrading from Data Loss Prevention 15.7 through 15.8 if you use reflecting mode

Upgrading from Data Loss Prevention 15.7 through 15.8 if you use reflecting
mode
If you use Reflecting mode, when you upgrade to Symantec Data Loss Prevention 15.7 through 15.8, your domains are
all in a Reconcile state until Symantec verifies that they are valid and contain a DNS TXT record ID. Each one of your
domains must include a DNS TXT record ID.

Adding a DNS TXT record ID to each of your domains

1. Find your DNS TXT record ID on the System > Servers and Detectors > Overview > Server/Detector Detail page.
2. Add the DNS TXT record ID to each of your domains.
3. Click Reconcile to send the corrected domain records to the Symantec Cloud Service.

When your Cloud Service is in Reconcile mode, you can only reconcile domains. You cannot add or remove domains.
During this time, the Symantec Cloud Service controls updating.

If the Symantec Cloud Service finds any validation problems with the email domains that you have submitted, notifications
appear on the bottom of the Detector Details page. Only valid domains are used; the detector ignores invalid domains.
You are responsible for checking that the domains you have submitted are accepted and are valid. You must fix domains
marked Reconcile.

Fixing domains to include the DNS TXT record code

1. Find your DNS TXT record ID on the System > Servers and Detectors > Overview > Server/Detector Detail page.
2. Add the DNS TXT record ID to each of your domains that are marked Reconcile.
3. Go back to the Enforce Server administration console.
4. Click Resend to send the corrected domain records to the Symantec Cloud Service.

If you want to remove domains when your service is in Reconcile mode, contact Symantec Support. The removal is
synced from the Cloud Service to the Enforce Server administration console. Once all of your domains are verified, you
can manage them all through the Enforce Server administration console.

Adding the unique TXT record to your DNS settings
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Creating Policies and Managing Incidents for the Cloud
Service for Email

Creating and publishing a policy group for Symantec Cloud Service for
Email
You can create the policies that include any of the standard response rules, for example, Add Comment, Limit Incident
Data Retention, Log to a Syslog Server, Send Email Notification, and Set Status.

See the  Symantec Data Loss Prevention Help for more details.

You can also incorporate the following rules, which are specific to the Symantec Cloud Service for Email:

• Network: Block SMTP Message
Blocks the email messages that contain confidential data or significant metadata (as defined in your policies). You can
configure Symantec Data Loss Prevention to bounce the message or redirect the message to a specified address.
The redirect feature is typically used to reroute messages to the address of a mailbox or mail list. Administrators and
managers use the mailbox or list to review and release messages. Such mailboxes are outside the Symantec Data
Loss Prevention system.

• Network: Modify SMTP Message
Modifies the email messages that contain confidential data or significant metadata (as defined in your policies). You
can use this action to modify the message subject or add specific RFC-2822 message headers to trigger further
downstream processing. For example, message encryption, message quarantine, or message archiving.

For details on setting up any response rule action, go to Manage > Policies > Response Rules and click Add Response
Rule, then open the online Help.

For details on using the Network: Modify SMTP Message action to trigger downstream processes (such as message
encryption), see the Symantec Data Loss Prevention MTA Integration Guide for Network Prevent.

Even if you do not incorporate response rules into your policy, Symantec Cloud Service for Email captures incidents
as long as your policies contain detection rules. This feature can be useful if you want to review the types of incidents
Symantec Data Loss Prevention captures and to then refine your policies.

Creating a block test policy for Symantec Cloud Service for Email
1. In the Enforce Server administration console, create a response rule that includes one of the actions specific to

Symantec Cloud Service for Email. For example, create a response rule that includes the Network: Block SMTP
Message action.

2. Create a policy that incorporates the response rule you configured in the previous step.

• Include a Content Matches Keyword detection rule that matches on the keyword "secret."
• Include a Network: Block SMTP Message response rule.
• Associate it with the Default policy group.
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Best Practices for Cloud Service for Email

Modifying SPF records in Email Security.cloud to ensure email delivery
When you use Symantec Cloud Service for Email, your outbound mail may be rejected and not sent from Symantec
Email Security.cloud because IP addresses are not registered in the sending domain's Sender Policy Framework (SPF)
record. The email is rejected when the recipient domain is also a client who has enabled inbound SPF validation on their
portal. Emails from domains that publish a hard-fail SPF policy are blocked and deleted if the sending IP address is not
registered in the sending domain's SPF record.

To solve this problem, register the sending IP address in the SPF record to authorize both Symantec Email Security.cloud
and Microsoft 365 servers to send mail on behalf of a domain. The sending administrator must modify the SPF record TXT
file in DNS as demonstrated in the following example to include the following Symantec Email Security.cloud SPF string:

v=spf1 include:spf.messagelabs.com include:spfprotection.outlook.com -all

For more information on SPF records and their use in Symantec Email Security.cloud, see Implement SPF records for
Email Security.cloud.

Deleting the Cloud Detector to reset Symantec Cloud Service for Email

Deleting the Cloud Detector to reset the cloud service
You may need to delete an existing cloud detector if a detector was installed incorrectly, or if you transition from a trial
setup to a production setup.

Deleting the Cloud Detector
1. Go to System > Overview.

2. In the Servers and Detectors section of the screen, click the red X on the Cloud Detector status line to remove it from
the Enforce Server administration console.

3. Click OK to confirm deletion. The Cloud Detector status line is removed from the System Overview list.

4. Request a new enrollment bundle and save it to the Enforce Server. Symantec Cloud Service for Email
Implementation overview

Requesting a new Cloud certificate

Requesting a new Cloud certificate
The certificate that you receive in your enrollment bundle has an expiration date. You can see the expiration date on the
System > Settings > General page, under Cloud Certificate. When the certificate is about to expire, you receive and
email from Symantec, with a new certificate and instructions to install the certificate.

If you do not receive an email, you can request a new certificate bundle or a renewal bundle from Symantec Enterprise
Security Support. You upload either bundle to the Enforce Server and install a new certificate or renew an existing
certificate on the System > Settings> General > Install a Cloud Certificate page.

Saving the enrollment bundle for Symantec Data Loss Prevention cloud services

Understanding size limits for profiles
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Understanding size limits for profiles
The combined maximum memory usage in a cloud detector for deployed policies and profile indexes is 20 GB. If you want
to deploy policies and profile indexes that exceed 20 GB, contact Symantec Support.

Using Symantec Email Security.cloud Data Protection

Review known issues for Symantec Cloud Service for Email
The following table lists known issues in this release of Symantec Data Loss Prevention Cloud Service for Email. The
issue ID is an internal number for references purposes only.

Table 4: Symantec Cloud Service for Email known issues

Issue ID Description Workaround

3644338 Incident reconciliation fails when
IncidentWriter.ShouldEncryptContent is
set to false.

Do not set
Incident.Writer.ShouldEncryptContent
to false.

3769753 A severe error that is related to subject name
mismatch on the self-signed certificate is logged
on the Tomcat localhost log during cloud
enrollment.

Ignore this message. It is not a security error, but
the result of an RFC compliance issue.

3954853 Users get an error message when they try to use
form recognition with Cloud Service for Email.

Cloud Service for Email does not support form
recognition.
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Using additional Symantec Email Security.cloud features

Using Symantec Email Security.cloud Data Protection
The features of Email Security.cloud Data Protection complement the detection features of the Symantec DLP Cloud
Detector. Based on directives in the form of X-Headers that are added to an email by the DLP Cloud Detector, Data
Protection policies within Symantec Email Security.cloud are configured to take the appropriate action on an email: such
as redirecting, blocking, quarantining, or encrypting an email.

For more information on Data Protection policies that can be implemented within Email Security.cloud, see the Email
Security.cloud support page.

For detailed instructions on setting up Data Protection policies that can be implemented within Email Security.cloud, see
the Email Security.cloudEmail Security.cloud Help.

For instructions on setting up the Email Security.cloud Quarantine and Release feature with Data Loss Prevention, see
Setting up the Email Security.cloud Quarantine and Release feature for DLP integration in the Broadcom Knowledge
Base.
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Copyright statement

Copyright statement

Broadcom, the pulse logo, Connecting everything, and Symantec are among the trademarks of Broadcom.

Copyright ©2021 Broadcom. All Rights Reserved.

The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. For more information, please visit
www.broadcom.com.

Broadcom reserves the right to make changes without further notice to any products or data herein to improve reliability,
function, or design. Information furnished by Broadcom is believed to be accurate and reliable. However, Broadcom does
not assume any liability arising out of the application or use of this information, nor the application or use of any product or
circuit described herein, neither does it convey any license under its patent rights nor the rights of others.
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