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About this guide 

Foreword 
IT Analytics complements and expands upon the traditional reporting offered with enterprise software systems by 

incorporating multi-dimensional analysis, robust graphical reporting, and Key Performance Indicators. These 

features allow users to explore data on their own, without requiring advanced knowledge of databases or 

third-party reporting tools. Using these features, users are empowered to ask and answer their own question 

quickly, easily, and effectively. 

This document provides guidance on how to install and configure the IT Analytics Server and related databases. 

For additional assistance with the deployment of IT Analytics, please contact Support. 

 

Style Conventions 
This guidance uses the style conventions that are described in the following table. 

 
Table 1-1  Style conventions for this document 

 
 

Bold font Signifies characters typed exactly as shown, including commands, switches, 

and file names. User interface elements also appear in bold. 
 

Italic font Titles of books and other substantial publications appear in italic. 

Italic Placeholders set in italic represent variables. 
 

Monospace font Defines code and script samples. 
 

NOTE Alerts the reader to supplementary information. 

Element Meaning 



 

 



 

 
 

 

System Requirements 

Deployment Infrastructure 
IT Analytics requires the following server infrastructure: 

 Windows Server 2012 R2, 2016, or 2019 to host the IT Analytics Server with Web Server Role installed. 

 An instance of SQL Server 2012 SP1 Database Engine or later with the SQL Server Agent installed. 

 An instance of SQL Server 2012 SP1 Analysis Services or later. 
NOTE: Ensure that the Server Mode is set to Multidimensional and Data Mining Mode. 

 An instance of SQL Server 2012 SP1 Reporting Services (or greater). 

 
 

NOTE: The IT Analytics Server has been validated for compatibility with Microsoft SQL Server 2014, 2016, and 2019. 
 

 

Other Software   prerequisites 
In addition to the above infrastructure prerequisite, the IT Analytics Server instance will require: 

 Microsoft SQL Server 2012 Management Objects 11. 

For SQL Server 2012: 

http://www.microsoft.com/en-us/download/details.aspx?id=29065 

For SQL Server 2012 Service Pack 1: 

http://www.microsoft.com/en-us/download/details.aspx?id=35580 

 Microsoft SQL Server 2012 System CLR Types 11. 

For SQL Server 2012: 

http://www.microsoft.com/en-us/download/details.aspx?id=29065 

For SQL Server 2012 Service Pack 1: 

http://www.microsoft.com/en-us/download/details.aspx?id=35580 
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 Oracle Database 11g Release 2 Client (11.2.0.1.0) or later for Microsoft Windows 

 http://www.oracle.com/technetwork/indexes/downloads/index.html#database 

IT Analytics for systems Symantec DLP version 14,  15, and 15.1 require Oracle Database Client (12.1.0.2.0). 

See Appendix F for detailed instructions on installing and configuring the Oracle client. Be sure to 

restart the server after the Oracle client installation and before you launch the Symantec DLP IT 

Analytics installer. 

 The Web Server (IIS) role enabled on the target Microsoft Windows Server host. When adding the Web 

Server (IIS) role for the first time, install the following role services listed below: 

 Common HTTP Features 

 Static Content 

 Default Document 

 Directory Browsing 

 HTTP Redirection 

 ASP.NET 4.7.1 

 .NET Extensibility 4.7.1 

 ISAPI Extensions 

 ISAPI Filters 

 Windows Authentication 

 Request Filtering 

 IIS Management Console 

 Windows Server Application Server: 

 HTTP Activation 
 

Caution: In the event that ASP.Net does not get installed or registered properly the first time you add the Web 

Server role. You can remediate this problem with the following command: 

 
%windir%\Microsoft.NET\Framework\v4.0.30319\aspnet_regiis.exe -i 

 

About TCP Ports 
The IT Analytics Server utilizes an IIS web site which uses a number of TCP ports to communicate with the IT 

Analytics client application. Therefore, those ports must be open for inbound and outbound traffic, if the host is 

equipped with an endpoint firewall. 

 HTTP port: configurable (default 80) 

 HTTPS port: configurable (default 443) 

 

About Disk Space 
For disk space requirements, IT Analytics generally requires approximately the equivalent of 20% the size of the 

total data you are processing. As an example, if one target database is 100 GB and a second target database is 

900 GB, allocate 200 GB of space for IT Analytics use on the SQL Server Analysis Server instance. This metric is 

specific to the deployment environment and actual disk space requirements will vary. 



 

 
 

 

Installing and Configuring IT 
Analytics 

The installation and configuration of IT Analytics Server and the Symantec Data Loss Prevention Content 

Pack involves the following activities: 

 Documented in this guide: 

 The SymantecDLPITAnalytics.exe is run to install the appropriate server files locally. 

 The IT Analytics Server Setup for Data Loss Prevention is run to: 

 Provision the IT Analytics SQL database 

 Deploy the IT Analytics IIS web site 

 Create the SQL Server Analysis Services and Reporting Services databases 

 Connect to the Symantec Data Loss Prevention  database 

 Load all cubes and reports included within the content pack 

 The configuration of the IT Analytics server and Data Loss Prevention Content Pack through the IT 

Analytics Portal, including reviewing or modifying server settings, creating cube processing schedules, 

provisioning portal users and applying  security. 

 

NOTE: performing IT Analytics administrative activities generally requires administrator privileges on the IT 

Analytics Server host machine. To reduce the likelihood of permission related errors, it is recommended to disable 

User Account Control (UAC) on the IT Analytics Server host machine, while installing and configuring IT Analytics. 

For more information regarding the exact privileges required for installing IT Analytics Server, please see 

Appendix B. For more information about UAC, refer to: 

 
http://support.microsoft.com/kb/2526083 

 

http://windows.microsoft.com/en-US/windows7/turn-user-account-control-on-or-off 

 
 

Installing the IT Analytics Server 
1. Using an account that has administrator rights to the Windows server host, log in to the machine. 

2. Download the Symantec DLP IT Analytics executable file from FileConnect 

3. Run SymantecDLPITAnalytics.exe with administrator rights. 
 

Caution: If User Account Control is on, run the executable file as an Administrator explicitly.  
 

4. On the Welcome page, click Next. 
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5. On the License Agreement page, read the license agreement and if applicable, select the checkbox “I 

Agree” click Next. 

6. On the Select Installation Folder page, accept the default folder, or click Browse to change the location in 

which Symantec DLP IT Analytics Server files will reside. Click Next. To view the required disk space for IT 

Analytics Server, as well as the available space on the server, click the Disk Cost button. 

7. On the Confirm Installation page, Click Next and allow the application toinstall. 

8. Check Launch the IT Analytics Server Setup for Data Loss Prevention? box to continue the setup 

immediately, then click Close. 

 

Set up the IT Analytics Server 
1. If the IT Analytics Server Setup for Symantec Data Loss Prevention wizard is not already displayed from 

the previous section, make sure you have administrator rights and from the Start menu, navigate to All 

Programs > Symantec IT Analytics > IT Analytics Setup for Symantec Data Loss Prevention. 

 

Caution: If User Account Control is on, run the IT Analytics Server Setup for Symantec Data Loss 

Prevention as an Administrator explicitly. If the contextual menu of the program does not propose the Run 

as administrator menu, you can run a DOS cmd prompt as administrator, and then execute the 

ITAnalyticsSetup.exe at the cmd prompt from your install directory. 

 
Caution: The user running the setup must have read/write ACL permission on the System 

Directory\inetsrv\config folder and content, typically C:\Windows\System32\inetsrv\config. This folder 

contains machine wide IIS configuration files that are modified by the program. In a standard OS 

configuration, a local administrator has full control over this folder. 
 

 

2. The setup program will now guide you through creating the IIS Web Site. The IT Analytics Server web site 

must be deployed to a local IIS web server. Enter the IIS web site name (using the default name IT Analytics 

Server is recommended) or if upgrading to another version of IT Analytics, use an existing site and select 

that site name from the dropdown. When finished, then click Next. 

 

NOTE: It is recommended to create a new site. Using an existing web site of your organization may result in 

configuration conflicts and runtime errors in the IT Analytics Server. 
 

 

3. On the IIS Site Physical Path page, choose a directory to install the IT Analytics Server files. Use the default 

IT Analytics installation folder or click Browse to select a custom local location. Click Next to deploy the files. 

 

NOTE: this directory will become the physical path to the content of the IT Analytics Server virtual 

directory in IIS web server. 
 

4. On the SQL Server page, enter a SQL Server Instance Name, where the SQL relational database will be 

created. The current OS logged on user must be a member of the Sysadmin role on the target SQL Server to 

be able to provision the database successfully. Click Next. 

5. On the SQL Server Database page, enter a name for the database (using the default name ITAnalytics is 

recommended) or select an existing database. Only databases that are compatible with the current version 

of the setup installer are listed. If you select an older database version, the schema will be upgraded. Click 

Next. 

 

NOTE: The benefit of upgrading an older version of IT Analytics database over recreating a brand new 

database is that it will preserve your IT Analytics configuration settings and the content packs. 
 

 
- If you chose to create a new database or upgrade an older database, allow the 

database installation process to finish successfully. Click Next. 
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6. On the IIS Service Account page, enter the credentials needed to run the IT Analytics Server and click 

Next. 

 
 

NOTE: this service account will become the identity of the application pool used by the IT Analytics Server; 

therefore it is also the IT Analytics Server identity. At runtime this service account will require the following 

permissions: 

 
• Administrator rights to the SQL Server Database Engine instance hosting the IT Analytics SQL 

database (granted automatically by the setup program). 

 
• Administrator rights to the SQL Analysis Services server instance hosting the OLAP cube database. 

 
• Administrator rights to the SQL Server Agent instance hosting the IT Analytics processing jobs. 

 
• Administrator rights to the SQL Server Reporting Services report manager website. 

7. On the IIS Site Binding page, a summary of the IT Analytics Server site configuration is now displayed. The 

application name (/ITAnalytics) is a virtual directory and cannot be modified. If you are creating a new IIS 

site, the wizard will let you choose the port that will be used to communicate with the IT Analytics Server over 

http (default 80). If you are reusing an existing IIS Site, the port will default to the first http port binding found. 

Click the Check Port button next to the text box where the port is specified to see if that port is currently in 

use. Once you have selected the available port desired, click Next to create the web application, start the 

web site and continue on with the setup. 

8. On the Portal Administrator Account page, choose a Windows domain user that will be used as an 

administrator account for the IT Analytics Portal. Click Next. 

9. On the Installation page, you can view the status of the IT Analytics Server installation. Allow time for the 

application to install and verify that a message displays denoting the installation completed successfully. 

Once the installation process has completed, click Next. 

10. The prerequisites page automatically runs prerequisite software checks for the IT Analytics Server: 

- ASP.NET must be registered with IIS. 

- 

- Microsoft SQL Server 2008 Shared Management Objects (10) or Microsoft SQL Server 2012 

Management Objects (11) library is used to facilitate communication with the SQL Server Agent. Both 

version 10 and 11 are supported by the IT Analytics Server. However, only the version 11 will let you 

use a SQL Server 2012 Agent.- 

The page may notify you that you are missing either one of the prerequisites software. You can download the 

appropriate redistributable package(s) from Microsoft at the locations identified in the prerequisite software 

section above. Click Check Prerequisites if needed. Once all prerequisites are installed, click Next. 

 

NOTE: the prerequisites checks are performed by invoking web services on the IT Analytics Server. It 

validates that the server is up and running. If you are experiencing communication errors with the web 

server, you can troubleshoot using the Windows Server Manager console: navigate to the Web Server 

(IIS) role, expand the Sites available on the local machine; you should discover that the setup program has 

created a new web application. This will either be an application virtual directory (/ITAnalytics) inside a new 

site (default IT Analytics Server), or within an existing site of your organization. The web application should 

be part of an application pool named ITAnalyticsServer_AppPool. 
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11. On the Analysis Server Name page, enter the name of the server where the Analysis Server Database will 

be hosted. Optionally, you may check the option to configure this through the IT Analytics Portal at a later 

time, then click Next. 

12. On the Analysis Server Database page, enter the following information and click Next: 

- In the field Create new database, specify a new name for the IT Analytics Analysis Server database. 

Otherwise, the default name of IT Analytics can be used. If upgrading an IT Analytics installation, 

select Use Existing Database and choose the name of the database previously installed. 

- Under the Analysis Server Impersonation Account section, enter the domain account that will be used 

to connect to the Analysis Server database. 

- The last section determines how Analysis Server will access the SQL Server Data source. Choose 

either Windows Credentials or SQL Credentials and provide the corresponding login information. 

13. On the Database Creation page, verify the Analysis Server Database was configured successfully, then 

click Next. 

14. On the Report Server URL page, enter the Report Server virtual directory URL. Optionally, you may check 

the option to configure this through the IT Analytics Portal at a later time, then click Next. 

15. On the Report Server Folder page, enter the following information and then click Next: 

- Select Create new folder and name the folder appropriately where the IT Analytics reports will be 

installed on the Report Server, or use ITAnalytics by default. If you are upgrading from a previous 

version, click Use existing report and select the previous folder name. This is the folder where reports 

from each Content Pack will be deployed. 

- The last section determines how report server will access the Analysis Server database. Choose either 

Windows Credentials or SQL Credentials and provide the corresponding login information. 

 

NOTE: using Windows Authentication allows for granular control of the reports that a domain user can be 

granted access to. It also enables the filtering of the available cube data per user. 
 

 

16. On the Folder Creation page, verify the Report Server was configured successfully, then click Next. 

17. The IT Analytics Symantec Data Loss Prevention Pack will now be installed automatically. Verify 

the installation succeeded and click Next. 

18. On the Data Source Connection page, enter the following information and click Next. Optionally, you may 

check the option to configure this through the ITA Portal at a later time. 

- Enter the Oracle Host Name where the DLP database resides. 

- Enter the Oracle Database Service Name (default is ‘Protect’) where you want to pull the DLP data 
from. 

- Either select the default port to connect on, or if DLP was installed on a different port, enter that 

information. 

- The last section enter the proper Symantec Data Loss Prevention Credentials necessary to connect 
to the Oracle database. 

19. On the Connection Creation page, verify that the data source connection was added successfully. Click 

Back if you want to add another data source and follow the previous step, or Next to proceed with the setup 

program. 

20. The cube installation will now begin automatically. On the Cube Installation page, verify installation 

succeeded and click Next. 

21. The report installation will now begin automatically. On the Reports Installation page, verify the installation 

succeeded and click Next. 

22. On the Finish page, verify the IT Analytics Server setup completed successfully and click Finish. You can 

also click the IT Analytics Portal link to open the IT Analytics Portal in a browser window. 

23. If no sections were skipped during the IT Analytics setup, go to the SQL Server Agent Settings section in this 
document to configure processing of the IT Analytics cubes. 
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Configure IT Analytics Server through the IT Analytics Portal 

Connecting to the IT Analytics Portal 
1. If the IT Analytics Portal was not already launched from the previous section, open a web browser and 

navigate to: http://localhost/ITAnalytics/. 

 

Caution: If you installed IT Analytics server on another port and/or as a different site name other than 

‘ITAnalytics’ simply specify those in the URL to access the portal. Also, ensure that cookies are enabled 

within the browser. This is required for the IT Analytics Portal to function properly. 

 
Caution: If the IT Analytics Server host machine is not joined to an Active Directory domain or is only part of 

a Workgroup, some Portal Users authentication options will not be available to access the Analysis Server, 

as such only IT Analytics Server Identity is available: 

 
• User Security Context (Windows Authentication only) is not available 

 

 
 
 
 
Security 

• Shared Credentials is not available 
 

 

2. Login to the portal via Windows Authentication or IT Analytics Authentication (if configured previously). 

3. From the left-hand navigation menu, click the Settings button and then Settings to configure each of the 

items below. 

 
IT Analytics offers several options to grant users access to both the IT Analytics portal and Analysis Server. 

Administrators can configure security for specific individuals or create shared credentials for groups of users (i.e. 

a team of analysts). Within each security role you have the flexibility to set specific portal permissions to assign 

rights accordingly. Before configuring security, you should create a list of what specific users require access to the 

portal and what permissions they should be granted. To configure more granular security within Analysis Services 

and Reporting Services, please refer to Appendix A for assistance. 

 
Creating a New Portal User 

1. In the IT Analytics Portal, navigate to Settings > Security. 

2. Click the New Portal User button. 

3. Under the Connect IT Analytics Portal Using section, select and configure either of the following options: 

 Windows Authentication – This will authenticate the user based on Windows Integrated Security, 

which is the recommended authentication mode for typical implementations. Note that the user must 

be on the same domain as the IT Analytics, or there must be a domain trust set up for Windows 

credentials to pass through successfully. 

 IT Analytics Authentication – This will be a new set of credentials validated by the IT Analytics 

Server and stored in the IT Analytics Server database. Administrators are responsible for 

communicating these credentials to the end user. 

4. Under the Access Analysis Server Using section, select one of the following options: 

 IT Analytics Server Identity – This will allow users to access the Analysis Server Identity that was 

created upon install. Note that this account is an administrator of the Analysis Server and the user 

would thereby be granted administrator rights. 

 User Security Context (Windows Authentication) – Here users will connect to the Analysis Server 

using their own Windows credentials. This option is only valid when Windows Authentication is 

selected in the section above. 
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 Shared Credentials – Use this option if you want to use a group role that can be assigned to multiple 

users. The identity should be a preconfigured Windows Domain account or a Local Machine account 

that has the desired Analysis Server database permissions. Under Credentials Name, click New to 

input the account information. 

5. Under the Portal Permissions section, select one or more of the following rights below. Note that even 

without setting any of the permissions below, the user created will still have view rights by default. 

 Administrator – This will grant the user equal rights as the Administrator, including the ability to 

adjust all settings, however they will not have KPI Manager or Views Manager rights as described 

below. 

 KPIs Manager – This will grant the user privileges to create, edit or delete KPIs within the IT Analytics 

Console. Without this permission, individual users will only be able to view KPIs. 

 Views Manager – This will grant the user privileges to view, edit and delete all saved cube views by all 

users, either private or public. Without this permission, individual users will only be able to see 

public saved cube views and their own privately saved views. 

6. Once all configurations above have been set, click the Save button to create the portal user. 

7. From the main Security page, verify Analysis Server and Portal Permissions are set as expected. 

 
Editing a Portal User 

1. In the IT Analytics Portal, navigate to Settings > Security. 

2. Select the user you wish to modify and click the Edit button. 

3. Modify either the Access Analysis Server Using or Portal Permissions sections as required and click 

Save. 

4. From the main Security page, verify Analysis Server and Portal Permissions are set as expected. 

 
Deleting a Portal User 

1. In the IT Analytics Portal, navigate to Settings > Security. 

2. Select the user you wish to delete and click the Delete button. 

3. Confirm the user deletion by clicking Yes. 

4. From the main Security page, verify the user no longer exists in the list. 

 

 
 
 
 
 
Servers 

Managing Shared Credentials 

1. 1. In the IT Analytics Portal, navigate to Settings > Security. 

2. 2. Click the Manage Shared Credentials button. 

3. 3. Click New Credential to input the account information for a new account or Local Machine account with 

the desired Analysis Server database permission, or click Edit to modify an existing account, then click 

Save. 

 
 

 
The Servers settings page contains all relevant connection information to SQL Server Analysis Services and 

Reporting Services, as well as the SQL Server Agent. This information is key to be able to install and process 

cubes for reporting purposes. 

 
Analysis Server Settings 

1. In the IT Analytics Portal, navigate to Settings > Servers. 

2. Click the Change button within the Analysis Server Settings section to launch the Analysis Server 

Configuration Wizard. 
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3. In the field labeled Analysis Server Host Name, enter the name of the server that hosts the Analysis 

Services server that will be used for IT Analytics. Click Next to continue. This will also test the connection to 

the Analysis Services server. 

4. On the Analysis Server Database page, in the field Create new database, a new name for the IT Analytics 

Analysis Server database can be specified. Otherwise, the default name of IT Analytics can be used. Once 

an Analysis Server database name has been specified, press Next. 

5. On the Analysis Server Credentials page, enter the domain account that may be used to connect to and 

read data from the IT Analytics SQL Server relational database. 

6. On the Data Source Authentication page, there are two ways to specify how Analysis Services will connect 

to and read data from the IT Analytics SQL Server relational database: 

 Windows Authentication: the Analysis Server domain account previously entered is used. It does 

not require administrator rights to the Analysis Services server. 

 SQL Server Authentication: specify a SQL Server based account. In that scenario, the Analysis 

Server domain account previously entered is not used to connect to the SQL database, but it is still 

required internally. 

Click Next to continue. 

 

Caution: When using SQL Server Authentication, verify that the IT Analytics SQL Server has been 

configured to allow SQL Authentication mode. This can be modified in Microsoft SQL Server Management 

Studio. In the Server Properties, on the Security tab, the radio button SQL Server and Windows 

Authentication mode should be checked. If not, check the option and restart the SQL server. 
 

7. On the Summary page, please review the configuration. Press Next to save the displayed configuration for 

IT Analytics. 

8. On the Progress and Finish page, if the status displays Analysis Server was configured successfully, 

click Finish to close the wizard. 

 
Servers - Reporting Server Settings 

1. In the IT Analytics Portal, navigate to Settings > Servers. 

2. Click the Change button within the Reporting Server Settings section to launch the Reporting Server 

Wizard. 

3. In the field labeled Virtual Directory URL, enter the URL including the virtual directory, of the Report Server. 

Click to test the link and ensure this displays as expected. Once this is filled out and tested, click Next. 

 

NOTE: to reduce the likelihood of Kerberos/delegation issues, it is recommended to use a SQL Server 

Reporting Services Server instance on the same server machine as the IT Analytics Analysis Server. Please 

refer to Appendix A for more information. 
 

 

4. On the page labeled Report Server Folder, choose to Create new folder or Use existing report. This is 

the folder where reports from each Content Pack will be deployed. Click Next. 

5. On the page labeled Data Source Authentication, choose the Authentication method used by the report 

server to access the IT Analytics Analysis Services database. Click Next. 

 

NOTE: using Windows Authentication allows for granular control of the reports that a domain user can be 

granted access to. It also enables the filtering of the available cube data per user. 
 

6. On the Summary page, please review the configuration. Press Next to save the displayed configuration for 

IT Analytics. 

7. On the Progress and Finish page, if the status displays Reporting Server configured successfully, click 

Finish to close the wizard. 
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Servers - SQL Server Agent Settings 

A SQL Server Agent is required to automate the processing of your IT Analytics cubes with the frequency and time 

of your choice. You cannot create or save a Processing Schedule until you have configured a SQL Server Agent. 

1. To configure the SQL Server Agent, in the IT Analytics Portal, navigate to Settings > Servers. 

2. Click on the Change button within the SQL Server Agent Settings section to launch the SQL Server Agent 

Configuration Wizard. 

3. Choose a SQL Server agent host where the SQL Server Agent is running. Click Next. 

4. Choose a domain account that has administrator rights to the Analysis Services database. It is the account 

that the SQL Agent will impersonate to process the cubes. The credentials are stored securely in a 

Credential object named IT Analytics Credential on the SQL Server instance. Click Next. 

5. Review your settings on the summary page. Click Next. 

6. On the Progress and Finish page, if the status displays SQL Server Agent settings updated 

successfully, click Finish to close the wizard. 

 

NOTE: the wizard has now created an operator object named IT Analytics Operator, a proxy object named IT 

Analytics Proxy of type Analysis Services Command. Creating objects such as Operator or Job on a SQL 

Server instance requires elevated privileges. The IT Analytics Server service account must be granted 

administrator rights to the SQL Server Agent server. 

 
The SQL Server Agent page should now display the agent server host name and the agent service state: typically 

“RUNNING” or “STOPPED”. If the agent is stopped, you can restart the service using SQL Server 

Configuration Manager program on the host. 
 

 

Content Packs 
A Content Pack is a zip archive that contains all the necessary software and resources to create a connection to a 

data source that is supported by IT Analytics. It also contains a set of Analysis Server cubes definition and a set of 

Reporting Server reports. The Content Packs page lets you manage the Content Packs available in your IT 

Analytics implementation. You can import a Content Pack file (zip archive) or delete Content Packs. Generally, 

however, you do not need to import Content Packs using this page; instead you can rely on a Content Pack 

specific installer programs to automatically load the package in the server. To load a Content Pack through a 

specific .exe install package, please refer to the corresponding Content Pack Guide. 

 

NOTE: a Content Pack is a zip archive that contains all the necessary software and resources to create a 

connection string to a data source that is then configured within the IT Analytics Server. It also contains a set of 

Analysis Server cubes definition and a set of Reporting Server reports. 

 
For example, BayDynamics.ITAnalytics.ContentPack.SystemCenterOperationsManager.zip is a Content Pack 

entry for the Microsoft System Center Operations Manager system. 
 

 

1. In the IT Analytics Portal, navigate to Settings > Content Packs. 

2. Click the Import button and navigate to where you have the Content Pack saved in .zip file format. 

3. Double-click the Content Pack .zip file and then click Open. 

4. Verify that the Content Pack has been imported successfully and that it displays in the available Content 

Packs list. Click Refresh if necessary, to ensure the Content Pack has been uploaded. 

 

Caution: If you do not see any Content Packs listed on this page, please run your Content Pack(s) installation 

program(s) first. Refer to the Content Pack(s) Administrator Guide(s) for installation guidelines. Please contact 

Support for additional information regarding Content Pack offerings. 
 

 

Data Sources 
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The IT Analytics SQL Server relational database (ITAnalytics) is used as a centralized source of data to populate 

all the cubes from your IT Analytics Content Packs. It acts as the pass-through server for your data sources. Each 

Content Pack gives you the ability to create links between the IT Analytics SQL Server database and multiple data 

sources of your IT management environment. The Data Sources page in the navigation menu displays all data 

sources available in your implementation of IT Analytics. If you have no Content Packs loaded, the page notifies 

you that no Content Packs are available. 

Once you have loaded a Content Pack by following the steps in the section outlined above, you will have the 

ability to add a connection to the appropriate data source required for the Content Pack. To add a connection, 

please see the specific Administrator Guide for the Content Pack you have installed. 

 

Caution: When using SQL Server Authentication, verify that the IT Analytics SQL Server has been configured to 

allow SQL Authentication mode. This can be set using Microsoft SQL Server Management Studio. In the Server 

Properties, on the Security tab, the radio button SQL Server and Windows Authentication mode should be 

checked. If not, check the option and restart the SQL server. 

 
If you choose Windows Authentication, the windows credentials entered in the Analysis Server wizard are used to 

traverse the linked server. You may encounter authentication failures depending on whether your SQL 

architecture is distributed through the environment. This can be remediated with proper Kerberos configuration 

and delegation. Please refer to Appendix A for assistance. 
 

 

Cubes Installation 
Now that a connection to the Symantec Data Loss Prevention Manager database has been established, you will 

need to install the cubes from the Symantec Data Loss Prevention Content Pack. This is only applicable if the 

data source connection was skipped during the initial installation of IT Analytics Server. Additionally, you may 

register pre-built cubes outside of the content pack to be viewed within the IT Analytics console. 

 
Installing Cubes from a Content Pack 

1. Once the appropriate data source connections have been established, you can install cubes available from 

the Content Packs you have already implemented. To install cubes in the IT Analytics Portal, navigate to 

Settings > Cubes Installation. 

2. Select the cubes you would like to install from the Not Installed section, or check All in the header to specify 

all available cubes. 

3. Click the Install to begin the installation of the selected cubes. 

4. You can monitor the progress of cube installation in the Events Viewer. When the status message Cube 

install process has completed appears, click Close. 

5. On the Cube Installation tab, review that the selected cubes now appear in the Installed section. Click the 

Refresh button if necessary to ensure the latest update. Once installed, there should be a message next to 

each cube that states they require processing. 

 
Registering Pre-Built Cubes 

1. Within the IT Analytics Console, right-click on the Cubes folder in the left navigation menu and select 

Register Cubes to access the Cube Registration Wizard. 

2. On the Analysis Server Host Page, enter the host name where the pre-built cube(s) reside and click Next. 

3. From the Analysis Server Database Page, select the database name where the pre-built cube(s) are 

located and click Next. 

4. On the Analysis Server Cubes Page, select the individual pre-built cube(s) you would like to register and 

click Next. 

5. Review the information on the Summary Page and click Next to register the pre-built cube(s). 

6. Verify the cubes registered successfully and click Finish. 
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7. You should see the pre-built cube in the navigation menu on the left under the Cubes folder. Click the cube to 

browse. 

 

Reports Installation 
Similar to installing the cubes, the out-of-the-box reports and dashboards can also be installed from the Symantec 

Data Loss Prevention Content Pack. This is only applicable if the data source connection was skipped during the 

initial installation of IT Analytics Server. Additionally, you may register pre-built reports outside of the content pack 

to be viewed within the IT Analytics console. 

 
Installing Reports from a Content Pack 

1. Once the appropriate data source connections have been established, you can install reports available from 

the Content Packs you have already implemented. To install reports in the IT Analytics Portal, navigate to 

Settings > Reports Installation. 

2. Select the reports you would like to install from the Not Installed section, or check All in the header to 

choose all available reports 

3. Click the Install button to install the selected reports. 

4. Monitor the progress of reports installation in the Events Viewer. When the status message Report install 

process has completed appears, click Close. 

5. On the Report Installation tab, review that the selected reports now appear in the Installed section. Click 

the Refresh button if necessary to ensure the latest update. Once installed, there should be a message next 

to each report that states it is installed. 

 
Registering Pre-Built Reports or Dashboards 

1. Within the IT Analytics Console, right-click on the Reports folder in the left navigation menu and select 

Register Reports to access the Report Registration Wizard. 

2. On the Report Server URL Page, enter the Virtual Directory URL where the pre-built report(s) reside and 

test the link if necessary, then click Next. 

3. From the Report Server Folder Page, select the folder path where the pre-built reports(s) are located and 

click Next. 

4. On the Reports Page, select the individual pre-built reports(s) you would like to register and click Next. 

5. Review the information on the Summary Page and click Next to register the pre-built report(s). 

6. Verify the report registered successfully and click Finish. 

7. You should see the pre-built report in the navigation menu on the left under the Reports (or Dashboards) 

folder. Double-click the cube to run the report. 

 

Processing Jobs 
Data will not display in the cubes included in the Content Pack until they are processed. You can create and 

assign processing schedules for installed cubes, so that you ensure the data us updating on a reoccurring basis. 

Your business needs will dictate how often the cubes should be processed. For a typical configuration, all cubes 

should be processed daily. 

1. To configure a processing job, navigate to Settings > Processing Jobs. Click the Create Job button to 

create a new processing schedule. 

2. Enter a Job Name for the new processing schedule and click Next. 

3. Specify an Analysis Server Database by selecting a database name from the list. 

4. Select one or more cubes from the list to process. 

5. Set the Job Schedule for the cubes to begin processing. 

Select the Weekly interval and Start Time, then select one or more days you want the cubes to process the 

selected cubes. If you would rather set a more frequent schedule, select Other Interval and enter the 
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frequency value and then select the frequency type (days, hours or minutes) from the dropdown. In that 

case the reference start time is always 12:00 AM. 

6. Review your settings on the summary page. Click Next. 

7. Click Next to save your new processing schedule. Click Finish. 

8. You can also run your job immediately after saving the new schedule by selecting the job name and then 

clicking the Run button. You will be asked to confirm that the processing job be run now. Click OK and view 

the status of the processing job in the IT Analytics Events Viewer window. When the status message Cube 

process has completed appears, click Close. You can close this window before cube processing 

completes and the tread will still continue running on the server. 

 
 

NOTE: an IT Analytics Processing Schedule translates into a Job on the SQL Server Agent. Jobs created from 

the IT Analytics Portal (Processing Jobs tab) are categorized using a unique category name for each job. An IT 

Analytics Job has only one Processing Step. 

 
Microsoft SQL Server Management Studio offers a Job Activity Monitor tool. With this utility you can monitor the 

status of your Processing jobs and review log information. 
 

 
 
 

Caution: You may experience job failures while attempting to run the processing jobs either interactively or with a 

scheduled job. In the Events viewer, an error may resemble this: “The job completed with failure”. In batch 

mode, the SQL Server Activity Monitor log would display a similar error message. Below are some considerations: 

 
• Analysis Services internal login error – The user name or password was entered incorrectly. 

 
• IT Analytics SQL Server Credentials – The account used to access the SQL Server does not have 

sufficient access rights. 

 
• No Data Source Specified – There is no defined data source on the Data Sources page for the cube that 

is trying to process. 

 
• Data Source Credentials - The account that was used in the Data Source Credentials screen does not 

have sufficient rights to access the Data Source database. The account in the Data Source Credentials should 

have at least login access to the data source server and read access to the associated database. 

 
• Scheduling Jobs Too Frequently – If you have multiple processing jobs, please be sure to give enough 

time for the preceding one to complete before the next job begins. For cubes with significant amounts of data, make 

sure to not schedule too frequently as this will increase the chances of one job overrunning the next. 

 
• Improper Kerberos and Credentials Delegation Configuration - The following message may be 

displayed in the events viewer: “Login failed for user 'NT AUTHORITY\ANONYMOUS LOGON'. This may be 

due to a Kerberos/delegation issue.” This suggests that the processing jobs cannot access the data sources. 

Please refer to the section Advanced security considerations in a distributed architecture for assistance. 

 
• Queries sent to the IT Analytics SQL Server timed out. It is possible to increase the queries timeout 

parameter on the SQL Server, thus reducing the likelihood of processing failures. Using Microsoft SQL Server 

Management Studio, connect to the SQL Server. In object explorer, right click the server name, edit properties. 

On the Connections page, increase the Remote server connections parameter significantly or set it to 0 (no 

timeout). 

 
• Queries sent to Analysis Services timed out. Such behavior has been observed on long distance 

communication between the Analysis Server and a remote data source server or because of under-powered 
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servers. It is possible to increase the queries timeout parameter on the Analysis Server, thus reducing the 

likelihood of processing failures. Using Microsoft SQL Server Management Studio, connect to the Analysis 

Services host. In object explorer, right click the server name, edit properties. On the General page, enable “Show 

Advanced (All) Properties”. Increase the ExternalCommandTimeout parameter value significantly. 
 



 

 
 
 
 
 
 
 
 
 
 
 
 

Appendix A - Setting 
Advanced Security in IT 
Analytics 

This section provides an overview of security concepts specific to IT Analytics. These concepts will help you 

understand the interactions between the application components of IT Analytics and users. In addition, we 

included instructions to help you configure user security for a standard configuration. Advanced security options 

are also discussed later in this section. 

 

SQL Server Database Engine 
The IT Analytics configuration is saved in the IT Analytics SQL Server database engine (default database 

name, ITAnalytics). IT Analytics supports SQL Server 2012 SP1 or higher. This SQL database will act as the 

source of data to populate the installed IT Analytics cubes. These cubes are installed in SQL Server Analysis 

Services 2012 SP1 or higher. The cube data source is specified during the configuration of IT Analytics 

Analysis Server and inherits account settings to access the SQL database. These settings can be found in the 

Analysis Server section of the IT Analytics Portal (Servers tab). For the processing of data, the data source 

connects through Analysis Services to the SQL database engine. This is the only time Analysis Services 

interacts directly with the SQL database engine. 

SQL Server Analysis Services 
SQL Server Analysis Services is accessed through IT Analytics in two ways: 

 During the configuration of the Analysis Services database and its contents. 

 Users accessing the cubes to view cube views, dashboards and reports. 

IT Analytics cubes can be accessed by third-party applications like Microsoft SQL Server Management Studio, 

Microsoft Excel, and others. User access rights can be managed through SQL Server Management Studio for 

Analysis Services. 

 

Granting access to cubes using SQL Server Management Studio 
1. Open SQL Server Management Studio. 

2. Connect to Analysis Services using an account that has administrative rights. 

3. Within the IT Analytics database, right-click the Roles folder. 

4. Click New Role. 

5. On the Create Role dialog box, enter for example, the IT Analytics Users as the role name. 

6. Select the Read Definition database permission for the role. 

7. Cubes access: 

 If you wish to create a database Administrator role, select “Full control (Administrator)”. 

 

NOTE: a database administrator is automatically granted full control over all the cubes. A server 

administrator is also an administrator of all the databases. 
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 If you wish to refine permissions, go to the Cubes page and set the Access drop-down list to “Read” 

or “ReadWrite” for each cube this role should have access to. If additional cubes are installed at a 

later date, you will need to explicitly grant the “Read” or “ReadWrite” privilege to each newly 

installed cube. 

 

NOTE: from an IT Analytics perspective, “Read” and “ReadWrite” are equivalent. 
 

8. On the Membership page, click Add to specify users or groups member of this role. 

 Click Object Types, and then select Groups to allow the security group to be added to the role. 

 Click OK. 

 Click Location and change the location to the domain for which you created the IT Analytics Users 

security group. 

 Click OK. 

 In the box for objects to select, add the IT Analytics Users group. 

 

NOTE: In some instances, you might want to manage a standard security configuration. In this configuration, 

all users of IT Analytics are granted the same rights to view cubes and report information. For this 

configuration, best practice would be to create a Domain Security Group. This group can contain all users 

and groups that will be accessing IT Analytics. In this configuration example, this group is called IT Analytics 

Users. 
 

9. Click OK. Members of this role now have the appropriate rights to view the cubes that this role permits. 
 

NOTE: roles memberships are additive. If a user is granted a cube privilege in one role, it cannot be denied 

by a lesser privilege in another role. 
 

 

Filtering role-based cubes dimensions 

SQL Server Analysis Services has a wide range of advanced security opportunities. You can explore these 

opportunities through the SQL Server Management Studio. One such feature is the ability to filter the data that a 

role has access to by restricting access to specific members of a dimension. 

 

SQL Server Reporting Services 
SQL Server Reporting Services is accessed through IT Analytics in three ways: 

 During the installation of IT Analytics dashboards and reports. 

 Each time a user runs an IT Analytics dashboard or report from the IT Analytics Portal. 

 When a user accesses a report directly from the Reporting Services Report Manager website. 

At a minimum, to access reports, a user or group account must have the “Browse” role on the SQL Server 

Reporting Services server. 

To configure IT Analytics and create custom reports with Report Builder on the SQL Server Reporting Services 

server, a user or group should be granted the “Content Manager” role. 

These roles can be managed on the Reporting Server though SQL Server Management Studio and the Report 

Manager website. To manage a role through SQL Server Management Studio, navigate to the permissions page 

of the Reporting Server and open the properties dialog box. 

 

Granting access to reports for authorized users using the Report Manager 
Web site 
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1. Access the Report Manager Web site. The URL for the report manager is similar to 

http://servername/Reports/. If SQL Server Reporting Services is not the default instance, the URL may 

appear like http://servername/Reports_InstanceName/ 

2. Log in to the Report Manager website with an account that has administrator privileges to SQL Server 

Reporting Services. 

3. 3. Navigate to the folder that contains the IT Analytics reports. By default, it is created as IT Analytics by 

the Reporting Server wizard in IT Analytics Configuration Manager. 

4. Click to the Properties tab for the current folder. 

5. In the left pane, navigate to the Security page. 

6. Click New Role Assignment. 

7. In the Group or user name box, enter “IT Analytics Users”. 

8. Select the Browser role. 

9. Click OK. Members of this role now have the appropriate rights to view the reports that this role permits. 

10. (Optional) If any users will be creating custom reports with SQL Server Report Builder, these users must be 

assigned the System User privilege. Follow the steps below to add this privilege to a user account. 

 Click Site Settings. 

 Under the Security header, click Configure site-wide security. 

 Click New Role Assignment. 

 In the Group or user name box, enter IT Analytics Users. 

 Select the System User role. 

 Click OK. Members of the IT Analytics Users group now have the appropriate rights to create reports 

through SQL Server Report Builder. 

 

NOTE: Microsoft Report Builder can only be launched from IT Analytics within Internet Explorer. 
 

 

Advanced security considerations in a distributed architecture 
With the flexibility and scalability that IT Analytics and SQL Server offer, a distributed architecture of these 

solutions can be considered a best practice. With that, this section discusses what considerations should be 

taken into account with respect to your IT Analytics implementation. 

 
Example Scenario 1: Adding a connection to a System Center Operations Manager data 

source using the IT Analytics Microsoft System Center Operations Manager content pack 

When Windows authentication is selected within the IT Analytics Portal Settings, you might encounter 

authentication errors. These errors can arise when adding a data source, processing IT Analytics cubes or 

viewing a report. This can be remediated with appropriate Kerberos and delegation configuration settings. In this 

example scenario, we will focus on creating a data source link to Operations Manager. This example provides 

guidance on how to troubleshoot any potential Kerberos issues. While the example discusses the Microsoft 

System Center Operations Manager content pack, the scenario is similar for other content packs. 

In a distributed architecture, we may find the IT Analytics Server running on one server machine, the IT Analytics 

SQL database engine running on a second server machine, and finally the System Center Operations Manager 

Data Warehouse on a third server machine. Below is a diagram of the described architecture: 

 
Diagram 1: Sample Architecture 
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To allow for a “two hop” delegation process from the IT Analytics Server (IIS web site) to the System Center 

Operations Manager Data Warehouse server, service principal names (SPNs), will have to be created on 

Server 2 (mid-tier) and Server 3 (back end tier). In this example, the service is a SQL Server engine (MSSQLSvc). 

NOTE: a SPN is a name that uniquely identifies an instance of a service. 

The steps below make references to the sample architecture diagrammed: 

1. On Server 2, check the SQL Server service account to determine whether it runs as a Local System account 

or under an explicit Domain account. 

2. Depending on the type of the “run as” account, create the SPN for SQL Server on Server 2 in one of two 

ways: 

 If SQL Server runs as a Local System account, run the command below with elevated privileges from 

a command prompt: 

setspn.exe -S MSSQLSvc/fqdn hostname_netbios_name 

 If SQL Server runs as a domain account, run the command below with elevated privileges from a 

command prompt: 

setspn.exe -S MSSQLSvc/fqdn Domain\SQLServer_Start_Up_User_Name 
 

NOTE: the setspn.exe program is typically available in C:\Windows\System32 folder and must be run with a 

domain administrator account. 

 
NOTE: SQL Server service may create a SPN automatically on startup. In that case the setspn.exe –S 

command will notify you that a duplicate SPN was found and that the command was aborted. 
 

 

3. To confirm that the SQL Server SPN was created successfully, run one of the two commands below: 

 If “run as” account is a Local System account 

setspn.exe -L hostname_netbios_name 

 If “run as” account is a domain account 
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setspn.exe -L Domain\SQLServer_Start_Up_User_Name 

The results of this command typically appear in the following format: 

MSSQLSvc/fqdn 

4. Repeat the same steps above for the Server 3. 

5. Within Active Directory, confirm the service settings below: 
 

Caution: A SPN identifies an instance of a service. If you register a service using a fully qualified domain 

name, it is important that you connect to that service using the same fully qualified domain name, for 

example MSSQLSvc/fqdn. Otherwise, you will likely still encounter Kerberos delegation errors. To alleviate 

this constraint, it is possible to register multiple SPN for the same domain account or same Local System 

account, provided that the SPN names are unique. 

 
Register the service for both the hostname NetBIOS name, MSSQLSvc/hostname, and the hostname fully 

qualified name, MSSQLSvc/fqdn. 
 

 

 The Account is sensitive and cannot be delegated setting is disabled for the IT Analytics Server 

service account that will be delegated (domain account which identity of Server 1). 

 The Account is trusted for delegation setting is enabled for the domain account on Server 2, if the 

service “run as” account is a domain account. 

 The Trust computer for delegation setting is enabled for the Server machine, if the service “run as” 

account is a Local System account on Server 2. 

 

Caution: When a user or computer logs on to a domain with the Kerberos protocol, these credentials and 

account information are cached on the local computer. Changes to account information, such as Active 

Directory group membership or delegation settings, are not updated until the cache is cleared, including SPN 

configuration changes. It is recommended to reboot all the computers involved in the Kerberos double “hop” 

chain (Server 1, Server 2, and Server 3) to purge all cached information effectively. 
 

 

Example Scenario 2: SQL Server Reporting Services and Analysis Services 

When the SQL Server Reporting Services data source is configured to use Windows Authentication in the Report 

Server Settings (Servers tab), it allows for granular control of the reports that a domain user has access to. It also 

enables the filtering of the available cube data per user. In order for IT Analytics to take advantage of this feature, 

the network environment must be configured to use the Kerberos protocol. If the IT Analytics Server, the SQL 

Server Analysis Server and SQL Server Reporting Server are installed on different server machines, there may be 

some additional Kerberos configuration to ensure that authentication is managed appropriately across all 

application tiers. Without the Kerberos protocol properly configured, Windows credentials are passed across only 

one computer “hop” before they expire. 

 “On” Box Installation of SQL Server Analysis Services and SQL Server Reporting Services: 

With IT Analytics cube database installed on the same machine as SQL Server Reporting Services, if a user 

tries to open an IT Analytics dashboard or report from the IT Analytics Portal that user’s credentials are 

passed across to the machine that hosts both Reporting Services and Analysis Services. This is true even if 

the IT Analytics Server is on a different box. The delegation of credentials succeeds without enabling the 

Kerberos protocol. 

 “Off” Box Installation of IT Analytics Server, SQL Server Analysis Services and SQL Server Reporting 

Services: 

If the IT Analytics Server, SQL Server Reporting Services and the SQL Server Analysis Services are hosted 

on three different machines, one additional connection is required. Indeed, a first connection passes the 

current user’s credentials from the IT Analytics Server to the Reporting Server. Then a second connection is 

attempted to access the IT Analytics cubes from Reporting Server. If Kerberos/delegation is not fully enabled, 

the second connection is attempted as an anonymous user, and the connection will fail. 
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To enable the two-step delegation process from the IT Analytics Server computer to SQL Server Reporting 

Services and then to SQL Server Analysis Services, you have to follow the steps: 

1. Enable Windows Integrated Security for SQL Server Reporting Services. 

To do so, set <RSWindowsNegotiate/> in 

sql_server_default_install_directory\ReportServer\rsreportserver.config in the section on the report server 

host. 

 

NOTE: completely removing <RSWindowNTLM/> ensures that the access to the report server is restricted to 

Windows integrated security. 
 

 
<Authentication> 

<AuthenticationTypes> 

<RSWindowsNegotiate/> 

<!-- <RSWindowsNTLM/> -- Not needed for IT Analytics--> 

</AuthenticationTypes> 

</AuthenticationTypes> 

2. Set SPNs for the account running the report service, if it's a domain account. If it's using LocalSystem or 

another machine account this is not required. 

setspn -S http/netbiosName domain\username 

setspn -S http/fqdn domain\username 

3. Review Active Directory settings: 

 The Account is sensitive and cannot be delegated setting is disabled for the IT Analytics Client 

user account that will be delegated. 

 The Account is trusted for delegation setting is enabled for the domain account running report 

service, if the service “run as” account is a domain account. 

 The Trust computer for delegation setting is enabled for the report server machine, if the service 

“run as” account is Local System or another machine account. 

4. Set SPNs for the account running analysis server. To do so, follow the instructions from the Microsoft 

knowledge base article "How to configure SQL Server 2005 and 2008 Analysis Services to use Kerberos 

authentication" at http://support.microsoft.com/kb/917409. 



 

 
 
 
 
 
 
 
 
 
 
 
 

Appendix B - Required Privileges for IT 
Analytics 

 
This section will describe the Windows and SQL security privileges required to perform various installation and 

configuration steps when implementing and using IT Analytics Server. 

The two tables below outline the necessary privileges required when installing the application and the privileges 

required for general usage of the application. The rest of the document breaks these sections down into the 

various stages and outlines the privileges required for each stage/step and provides a brief explanation why 

certain elevated privileges may be required. 

 
Table B-1  Installation Requirements 

 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N 

SQL Server db_owner N 

SQL Analysis Server Administrator N 

SQL Reporting Server Content Manager N 

 
Table B-2  Post Installation Requirements 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N 

SQL Server db_owner N 

SQL Analysis Server Administrator N 

SQL Reporting Server Content Manager N 

SQL Server sysadmin Y (conditional 

 

About the IT Analytics Server Service Account 

Table B-3  Server Service Account Requirements 
 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N 

SQL Server db_owner N 

SQL Analysis Server Administrator N 

SQL Reporting Server Content Manager N 

This account is used to broker communication between the Windows Server hosting IT Analytics and the SQL 

Server hosting the IT Analytics database. In order to facilitate this communication properly, the IT Analytics 
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Server Service Account must be a member of the local administrator’s group on the Windows Server hosting IT 

Analytics and also must have the SQL db_owner privilege for the database being used by IT Analytics. 

 

Installing Prerequisite Software and IT Analytics Server 

Table B-4  Account Requirements 
 

 

Windows Server Administrator N 

SQL Server n/a 
 

In order to install the prerequisite software required for IT Analytics Server, Windows requires Administrator 

privileges to complete the installation. The IT Analytics Server setup must also be run with Administrator 

privileges. It is recommended that the prerequisite software and IT Analytics Server software be installed using 

the IT Analytics Server Service Account. 

IT Analytics Server Setup Wizard 

 
Table B-5  Account Requirements 

 
 

Windows Server Administrator N 
 

SQL Server db_owner, sysadmin, or 

dbcreator (see explanation 

below) 

 

See below 

 

Environment Privilege Can be removed (Y/N) 

Environment Privilege Can be removed (Y/N) 
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After the prerequisites and IT Analytics Server have been installed, the IT Analytics Server Setup Wizard needs to 

be run. The IT Analytics Server Setup Wizard requires Windows Administrator privileges to run successfully. 

During this process, the database configuration is performed. You may select an option to create a new database 

or connect to an existing database. If you will be creating a new database, the SQL dbcreator privilege is 

required. The SQL dbcreator privilege can be removed after installation, but db_owner must remain for the 

database. If you will be connecting to an existing database, the SQL sysadmin privilege is required. This is 

because a system level query is executed to determine available databases for installation. The SQL sysadmin 

privilege can be removed after installation, but db_owner must remain for the database. Alternatively, you can 

select the option to create a new database and type the name of an existing database in the dialogue box and 

connect to it that way. This will remove the need for the SQL sysadmin privilege (db_owner is required on the 

database you specify). 

Note that IIS configuration also takes place during the IT Analytics Server Setup Wizard, which requires Windows 

Administrator privilege. 

 

Configuring IT Analytics Server 
There are multiple configuration activities that need to be executed after the IT Analytics Server Setup Wizard 

completes. Each activity is listed below along with the corresponding security requirements. 
 

Security 

 

 
Servers 

 
 

This is the section used to configure user access to the IT Analytics Portal. This section uses the Server Service 

Account to broker the communication, no additional privileges required. 

 
 

 
There are three server connections that will be configured from this page. They include: Analysis Server Settings, 

Reporting Server Settings, and SQL Server Agent Settings. Each connection type will be covered individually. 

 
Analysis Server Settings 

 
Table B-6  Analysis Server Settings Requirements 

 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N 

SQL Server db_owner N 

SQL Analysis Server Administrator N 

The application ID specified in the IT Analytics Server Setup Wizard will need to be added to the Analysis Server 

security section to allow for configuration of this option. This is done in SQL Server Management Studio by 

connecting to the desired Analysis Server, selecting properties, then security. Press the Add button to define the 

previously specified application ID. This will grant the required privileges to define the Analysis Server Settings. 

These settings must be left after the configuration process has completed. 

 
Reporter Server Settings 

 
Table B-7  Reporter Server Settings Requirements 

 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N 

SQL Server db_owner N 
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Environment Privilege Can be removed (Y/N) 

 

Reporting Services Content Manager N 

The application ID specified in the IT Analytics Server Setup Wizard will need to be added to the Reporting Server 

to allow for configuration of this option. This is done in Internet Explorer by connecting to the desired Reporting 

Server (http://servername/Reports) with an account that has access, then adding the application ID under the 

Folder Settings and specifying Content Manager as the access level. This will grant the required privileges to 

define the Reporting Server Settings. These settings must be left after the configuration process has completed. 

 
SQL Server Agent Settings 

 
Table B-8  SQL Server Agent  Settings Requirements 

 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N 

SQL Server sysadmin N 

The application ID specified in the IT Analytics Server Setup Wizard will need to be granted the SQL sysadmin 

privilege on the SQL Server hosting the IT Analytics database to allow for configuration of this option. This is done 

in SQL Server Management Studio by connecting to the SQL Server hosting the database, expanding Security > 

Logins and selecting Properties from the right click menu of the application ID. Select Server Roles and place a 

checkmark in the sysadmin box. These settings can be removed after the configuration process has completed. 

 

Content Packs 
Content packs can be installed by either importing the content pack in the IT Analytics Portal, or installing the 

content pack from an executable file (.exe). With either option defined below, the account performing the action 

must have the IT Analytics Portal Permission of Administrator. For more information regarding IT Analytics 

Portal Permission, please refer to the IT Analytics Administrator Guide. 

 
Importing Content Packs 

 
Table B-9 Importing Content Packs: Requirements 

 

Environment Privilege Can be removed (Y/N) 

IT Analytics Portal Administrator Y 

This section uses the Server Service Account to broker the communication, no additional privileges required. 

 

Installing Content Packs from the Executable File 
 

Table B-10 Installing Content Packs from exe: Requirements 
 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N/A (Windows 

Requirement) 

IT Analytics Portal Administrator N 
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When a content pack is installed from an executable file, the file must be executed with an account with 

Administrator privileges. 

 

Data Sources 

Table B-11  Data Sources Requirements 
 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N 

SQL Server sysadmin Y 

Data source configuration requires SQL sysadmin privileges. This step creates the linked servers in SQL, which 

will not be available unless the SQL sysadmin privilege is specified on the Server Service Account. The SQL 

sysadmin privilege can be removed after the data sources have beenconfigured. 

 

Cube Installation 

Table B-12  Cube Installation Requirements 
 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N 

SQL Server sysadmin (conditional) N 

If a processing job is defined that includes a cube to be uninstalled, then SQL sysadmin privileges are required to 

remove the cube as the process will also remove the cube to be uninstalled from the SQL Server Agent job 

created for processing. If the cube to be uninstalled does not exist in a processing job, no special privilege is 

required. 

 

Report Installation 
This section uses the Server Service Account to broker the communication, no additional privileges required. 

 

Processing Jobs 
 

Table B-13  Report Installation Requirements 
 

Environment Privilege Can be removed (Y/N) 

SQL Server sysadmin Conditional (see below) 

To define a Processing Job, SQL sysadmin privileges are required. The privilege must remain in place or the job 

will fail on execution. If the SQL sysadmin privilege needs to be removed after the job has been created, the jobs 

details can be modified after it has been created by changing the Owner of the job in SQL Server Management 

Studio under the SQL Server Agent > Jobs folder. The new Owner will need SQL sysadmin privileges. 

 

Post Configuration (Steady State Usage) 

Table B-14  Steady State Usage 
 

Environment Privilege Can be removed (Y/N) 

Windows Server Administrator N 

SQL Server db_owner N 



Installing and Configuring IT Analytics 
Configuring IT Analytics Server

34 

Environment Privilege Can be removed (Y/N) 

 

SQL Analysis Server Administrator N 

SQL Reporting Server Content Manager N 

In order for IT Analytics Server  to function after the initial configuration is complete, the table above defines the 

security requirements needed. Please refer to the previous portions of this document to determine what (if any) 

additional privileges will need to be granted when performing configuration activities through the IT 

Analytics>Settings menu of the console. 



 

 
 
 
 
 
 
 
 
 
 
 
 

Appendix C – IT Analytics Browser 
Configuration Settings 

When working with large data sets, a slow script warning message may be displayed by the web browser being 

used. Below are instructions to configure web browser settings appropriately to prevent these messages. It is 

recommended to upgrade to the latest version of the browser before implementing these changes. Where 

numeric changes are required to adjust the wait time, it may be necessary to adjust these settings incrementally to 

prevent the error message from displaying. This will be based on a number of factors including system 

configuration and volume of data being manipulated. 

 

Caution: This section provides instruction on browser configuration options specific to IT Analytics. Adjusting 

these settings may result in increased security vulnerabilities and should be done at your own risk. 
 

 

For Internet Explorer (Version 8) 
1. Using a Registry Editor such as Regedt32.exe, open this key: 

HKEY_CURRENT_USER\Software\Microsoft\Internet  Explorer\Styles 

 

Note: If the Styles key is not present, create a new key that is called Styles. 
 

2. Create a new DWORD value called "MaxScriptStatements" under this key, and set the value to the desired 

number of script statements. If you are not sure about which value you need to set this to, you can set it to a 

DWORD value of 0xFFFFFFFF to avoid the dialog box. 

 

For Firefox 
1. In the Location bar, type about:config and press Enter. 

2. The about:config "This might void your warranty!" warning page may appear. Click I'll be careful, I promise! 

to continue to the about:config page. 

3. In the about:config page, search for the preference dom.max_script_run_time, and double-click on it. 

4. In the Enter integer value prompt, type 20. 

5. Press OK. 

 

For Safari 
1. Go to Safari > Preferences > Advanced panel and select Show Develop menu in menu bar. 

2. In the Develop menu select Disable runaway javascript timer. 

 

For Chrome 



 

1. Go to Settings. 

2. Click on Show Advanced Settings. 

3. Uncheck Enable phishing and malware protection. 

4. Restart Chrome. 
  



 

Appendix D – Oracle Database 
Client Provider 
 
This section provides information on how to install and configure the appropriate Oracle Client based on the hardware 
architecture of the database server where the database for the solution is installed. The client needs to be installed on the 
database server in order for the solution to be able to connect to the DLP database.  
 

NOTE: IT Analytics for systems running Symantec DLP version 14 requires Oracle Database Client (12.1.0.2.0). 

Part 1: Oracle Client Installation 

To install the Oracle Database 11g Release 2 Client (11.2.0.1.0) or later for Microsoft 
Windows (x64) 

1. Ensure that any pre-existing Oracle clients are removed from the server.  
2. Download the latest Oracle Database Client for Microsoft Windows (x64) by navigating to the following URL 

3. http://www.oracle.com/technetwork/indexes/downloads/index.html#database 
4. Once the file has completed the download, navigate to the location where you saved the file and run the file called 

setup.exe.  
5. Click Next on the Welcome page.  
6. On the Select Installation Type page, select Custom, and then click Next.  
7. Accept the default Selected language (English) and click Next.  
8. On the Install Location page, enter the Oracle base name as well as the name of the instance and path. Note that 

by default, this will list the current logged on user installing the Oracle client in the path. If desired, you can change 
the Oracle Base path to a name that does not include a user (e.g. C:\oracle). When finished, click Next. 

9. On the Available Product Components page, scroll down and select the Oracle Services for Microsoft Transaction 
Server option.   Also verify that the Oracle Provider for OLE DB option is selected and click Next.   

10. On the Oracle Services for Microsoft Transaction Server page, accept the default port and click Next.  
11. Verify that all the prerequisites are installed, and then click Close. If all the prerequisite checks succeed, you may 

not see this screen. 
12. On the Summary page, click Finish. 
13. On the Finish page, click Close.  

 

Part 2: Oracle Client Configuration 
1. Open Microsoft SQL Server Management Studio, and connect to the Database Engine that is hosting the 

Symantec_CMDB database.  
2. On the Microsoft SQL Server Management Studio page, expand the tree to Database Server Name > Server 

Objects > Linked Servers.  
3. Expand the Providers folder.   
4. Right click OraOLEDB.Oracle provider, and then select Properties.  
5. Click Allow inprocess option, and then click OK.  

To improve the performance of the OLE DB driver 

NOTE: This procedure is for systems running Oracle Client 11g only. 

1. Open the registry. To open the registry, on the command prompt, type regedit.  
2. Navigate to the following key:  

HKEY_LOCAL_MACHINE_SOFTWARE_ORACLE\%ORACLE_CLIENT_INSTANCE%\OLEDB  
3. Modify the following string values:   

ChunkSize – recommended value: 200  
FetchSize – recommended value: 500  

4. Restart the server. 

 


