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Chapter 1: SNMP Critical Resource Monitoring

Introduction
Systems and network administrators are challenged with ensuring the
reliability, stability, and availability of mission-critical systems in the corporate
network. SNMP has made that task easier by making devices simpler to
monitor, maintain, and upgrade. The network administrator is alerted about
situations that require administrative attention, but even the best of appliances
will need closer monitoring and observation when problems arise either in the
network or in the application.

The ProxySG appliance meets network management needs and provides
administrators the benefits of a proxy appliance that offers specific features
(SNMP elements), which allow close resource monitoring for day-to-day
informational use. It also provides information that allows users to prioritize
network needs and to focus and allocate resources to maximize reliability.

Administrators need to determine when their ProxySG appliance is utilizing
resources outside of normal operation ranges or is approaching the resource
capacity limits of the system so that they can take appropriate corrective action.

This document defines a set of metrics that help characterize load conditions on
ProxySG appliance running SGOS 6.5.x or later; identifies the SNMP sources of
statistics that enable monitoring of these resources; and recommends the
actions that can be taken when these metrics indicate that additional capacity is
needed. Additional information and resources are listed under the support
section of the Symantec website at:

https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/
symantec-security-software/web-and-network-security/proxysg/7-2.html

Which Performance Metrics Should I Watch?
There are a few key resource dimensions which establish the health and
performance characteristics of the ProxySG appliance. Symantec recommends
that the following metrics be monitored on the ProxySG appliance:

• CPU Utilization

• Connection Counts (client worker count)

• Memory Pressure

• Network Throughput

Note: Since most proxies in steady state should have disks that are close to
full, monitoring disk usage (as a metric) is not helpful.
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In addition to the preceding metrices, some administrators may find it useful to
monitor the response time of their ProxySG appliance as well as the response time
of the DNS server the ProxySG appliance relies upon, as an indicator of the health
of the upstream network.

When monitoring a ProxySG appliance, remember that short term fluctuation in
resource utilization is normal, and is of little concern for critical resource
monitoring. For example, client activity is generally expected to vary based on
time of day and day of week and such fluctuations in client activity may cause
variations in utilization of ProxySG appliance resources such as CPU, memory,
and network utilization. However, for critical resource monitoring it is essential to
look beyond these routine fluctuations and categorize resource utilization in
terms of pathologic changes in workload. If a consistent, higher level of resource
utilization is observed to be a trend, it is most likely due to an increase in the
overall workload and the administrator can plan appropriate action. If, on the
other hand, an acute increase or decrease of resource utilization is observed to be
a trend, it is more likely an indicator of a fault condition requiring immediate
attention.

Creating a Baseline
Before critical resource monitoring can be employed to identify trends and
patterns and to determine thresholds, the administrator must know what is
considered normal for their environment.

To create a view of what is normal (the baseline), a period of monitoring is
required to establish a profile (the expected range of values) of the resource levels
in the given installation. To eliminate spikes while coming up with the baseline, it
is usually better to sample values over sufficiently long time intervals and
compute the average over the corresponding time interval. The baseline can then
be used to observe and identify any changes in resource utilization.

Once the baseline value has been established for each of the resource parameters,
you can utilize the ProxySG appliance SNMP monitoring functionality to:

• Monitor a single appliance and observe how resource loaded it is at that
time

• Monitor a single appliance and observe how resource loaded it has been
over the last n minutes/hours/days

• Be notified when a specific appliance’s resource reaches some threshold
for a significant interval

Determining Peak Utilization
It is also important for the administrator to understand at what period of the day
the highest utilization of the appliance occurs. Measure the resource metrics
within a single day (24 hour period) to determine utilization during peak load.
Gathering these metrics over successive 24-hour time periods is necessary to
determine when the peak load occurs and track whether there is sufficient
resource headroom to avoid service degradation.
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Such degradation may not be apparent when trend values are averaged over long
time periods with reduced load. For example, if the average CPU utilization of a
particular proxy device over any day of the previous week is known, this average
could be used as a baseline against which to compare future changes in the
utilization of that device’s CPU over the course of a day.

A more complex baseline might be the previous week's actual pattern of CPU
utilization on a particular proxy (often called a CPU utilization profile). The latter
would be more accurate since the utilization pattern could be significantly
different from one day of the week to another.

The ProxySG appliance provides the means of obtaining the resource data; it is
the responsibility of the polling infrastructure to impose thresholds (derived from
baseline inspection) to trigger any alerts the administrator deems pertinent to
monitor.

In cases where the ProxySG appliance has been upgraded to a new release of
SGOS (including minor releases), Symantec recommends that a new baseline
profile is established to accommodate for differences in runtime behavior caused
by software changes in each release.

Recommended Approach
This section describes the minimum set of key resources that should be monitored
with SNMP. This section includes:

• "Using Key Resources to Identify Trends"

• "SNMP Traps and Triggers"

• "Taking Action"

SNMP MIB variables can be accessed using SNMP-GET requests by specifying the
object identifier (OID) of the object specified in the SNMP MIB. The MIBs are
available for download at the Downloads pages on BTO.

After data retrieval is set up using SNMP, the application you are using should
periodically poll the data sources to build a baseline and, subsequently, monitor
against the established baseline. To ensure more accurate information from the
data sources, Symantec recommends maintaining a longer time-period for the
baseline.

To easily view trends gathered, analyze the results, and perform what-if analysis
(for example, extrapolate based on current trends), data should be viewed in a
graphical or logical reporting format. If regular observation of reports or graphs is
cumbersome or time consuming, the administrator can choose to implement a
threshold monitor as part of this off-box application. The threshold monitor keeps
track of the trends that are greater than the threshold and issue an alert
notification when a threshold is crossed.

Note: The administrator must set the threshold at a value whereby the trend of
values greater than the threshold are indicative of a situation that may need more
observation or subsequent action.
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Using Key Resources to Identify Trends
This section describes the minimum set of resources that serve as key indicators of
load levels. The resources described in this section should be monitored over time
to identify trends that indicate when hardware upgrades should be performed as
well as identify critical outages or failures. The objective is to monitor and
compare the operational values of these metrics against their maximum and
“normal” values. Persistent deviations from established baseline values either
above or below need to be addressed by the administrator.

The key resource metrics are:

• "CPU Utilization"

• "Total Number of Client Side HTTP Connections"

• "Memory Pressure"

• "Network Throughput"

CPU Utilization 
This metric indicates the level of CPU utilization at a given point in time. A
persistently high level of CPU utilization affords less headroom when large spikes
of activity occur. Any excursion that exceeds 80% and lasts longer than 120
seconds results in an alarm.

In the example below, the CPU utilization is 6% with these thresholds set.

Example
snmpwalk -c public -v2c 10.169.3.20 SNMPv2-
SMI::enterprises.3417.2.11.2.4

SNMPv2-SMI::enterprises.3417.2.11.2.4.1.2.1 = Counter64: 78753722

SNMPv2-SMI::enterprises.3417.2.11.2.4.1.3.1 = Counter64: 473740

SNMPv2-SMI::enterprises.3417.2.11.2.4.1.4.1 = Counter64: 78279982

SNMPv2-SMI::enterprises.3417.2.11.2.4.1.5.1 = Counter64: 147390

SNMPv2-SMI::enterprises.3417.2.11.2.4.1.6.1 = Counter64: 788

SNMPv2-SMI::enterprises.3417.2.11.2.4.1.7.1 = Counter64: 146602

SNMPv2-SMI::enterprises.3417.2.11.2.4.1.8.1 = Gauge32: 1

SNMPv2-SMI::enterprises.3417.2.11.2.4.1.9.1 = Gauge32: 99

Or, alternatively:

snmpget -c public -v2c 10.169.3.20 SNMPv2-
SMI::enterprises.3417.2.11.2.4.1.2.1

SNMPv2-SMI::enterprises.3417.2.11.2.4.1.2.1 = Counter64: 78753722

In this example, the snmpwalk command has the root sgProxyCpuCoreTable (OID
.1.3.6.1.4.1.3417.2.11.2.4) as an argument, and the output lists all the leaf nodes
(entries of the table) after that OID. In the example above, only one CPU core is
present, which is represented by the ".1" ending digit of the entries' OIDs. When
multiple cores are present, the OIDs end with ".2", ".3", and so on, to represent
each additional core.

The snmpget command only outputs the value of the sgProxyCpuCoreUpTime
counter of the sgProxyCpuCoreTable corresponding to the first CPU core.
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Refer to BLUECOAT-SG-PROXY-MIB.txt for details.

Total Number of Client Side HTTP Connections
The total number of client side HTTP connections can be found using the
sgProxyHttpClientConnections variable in the BLUECOAT-SG-PROXY-MIB.txt.

sgProxyHttpClientConnections OBJECT-TYPE

        SYNTAX          Gauge32

        MAX-ACCESS      read-only

        STATUS          current

        DESCRIPTION     "The total number of HTTP connections with the

                         proxy clients."

        ::= { sgProxyHttpConnections 1 }

This value should never exceed the maximum number of client connections.
When the limit is reached, the appliance will begin terminating idle persistent
connections to allow for requests on new connections to be processed. If the limit
is reached with all connections containing active requests, processing of requests
on new connections will be delayed until processing of existing requests is
completed. If this occurs regularly, the appliance may be undersized.

Memory Pressure 
Memory pressure is a reflection of memory available for processing on the
ProxySG appliance. When memory resources on the ProxySG appliance become
scarce, the system tries to compensate by delaying the processing of new requests
or delaying memory allocation for some existing requests until other requests
have a chance to complete and free their associated resources. The ProxySG
appliance utilizes a mechanism known as memory regulation. Entering memory
regulation results in degraded response time and generally indicates that the
system is unable to keep up with its current request load. Typically the ProxySG
appliance will use as much memory as possible to maximize system performance,
however all the memory consumed is not essential to maintain the operation of
the appliance, meaning it can be redistributed to other tasks as needed. Memory
pressure is a measure of this "reserve" memory. A system with low memory
pressure has a high availability of reassign-able memory.

Example
snmpwalk -c public -v2c 10.169.3.20 SNMPv2-
SMI::enterprises.3417.2.11.2.3

SNMPv2-SMI::enterprises.3417.2.11.2.3.1.0 = Counter64: 3757383680

SNMPv2-SMI::enterprises.3417.2.11.2.3.2.0 = Counter64: 1136427008

SNMPv2-SMI::enterprises.3417.2.11.2.3.3.0 = Counter64: 776507392

SNMPv2-SMI::enterprises.3417.2.11.2.3.4.0 = Gauge32: 31

Or, alternatively:

snmpget -c public -v2c 10.169.3.20 SNMPv2-
SMI::enterprises.3417.2.11.2.3.4.0

SNMPv2-SMI::enterprises.3417.2.11.2.3.4.0 = Gauge32: 31
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In this example, the snmpwalk command has sgProxyMemory (OID
.1.3.6.1.4.1.3417.2.11.2.3) as an argument, and the output lists all the leaf nodes
beneath that OID.

The snmpget command only outputs the value of the sgProxyMemoryPressure leaf
node gauge.

Refer to BLUECOAT-SG-PROXY-MIB.txt for details.

Network Throughput 
Monitoring the rate at which the traffic (number of input and output bytes) over a
particular interface is approaching the maximum bandwidth supported by that
interface allows the administrator to determine when the bandwidth capacity of
an interface will be exceeded.

Example
snmpwalk -c public -v2c 10.169.3.20 SNMPv2-
SMI::enterprises.3417.2.11.3.1.1

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.1.0 = Counter64: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.2.0 = Counter64: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.3.0 = Counter64: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.4.0 = Counter64: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.5.0 = Counter64: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.6.0 = Gauge32: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.7.0 = Gauge32: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.8.0 = Gauge32: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.9.0 = Counter64: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.1.10.0 = Counter64: 0

snmpwalk -c public -v2c 10.169.3.20 SNMPv2-
SMI::enterprises.3417.2.11.3.1.2

SNMPv2-SMI::enterprises.3417.2.11.3.1.2.1.0 = Counter64: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.2.2.0 = Counter64: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.2.3.0 = Counter64: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.2.4.0 = Counter64: 0

snmpwalk -c public -v2c 10.169.3.20 SNMPv2-
SMI::enterprises.3417.2.11.3.1.3

SNMPv2-SMI::enterprises.3417.2.11.3.1.3.1.0 = Gauge32: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.3.2.0 = Gauge32: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.3.3.0 = Gauge32: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.3.4.0 = Gauge32: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.3.5.0 = Gauge32: 0

SNMPv2-SMI::enterprises.3417.2.11.3.1.3.6.0 = Gauge32: 0

In this example, the first snmpwalk command has sgProxyHttpClient (OID
.1.3.6.1.4.1.3417.2.11.3.1.1) of the sgProxyHttp group as an argument, and the
output lists all the leaf nodes beneath that OID.

The second snmpwalk command has sgProxyHttpServer (OID
.1.3.6.1.4.1.3417.2.11.3.1.2) of the same sgProxyHttp group as an argument, and the
output lists all the leaf nodes beneath that OID.
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Finally, the last snmpwalk command has sgProxyHttpConnections (OID
.1.3.6.1.4.1.3417.2.11.3.1.3) of the same group as an argument, and the output lists
all the leaf nodes beneath that OID.

Refer to BLUECOAT-SG-PROXY-MIB.txt for details.

Note: Similar statistics can also be retrieved using the ifTable of ifMIB which has
one row corresponding to each network interface. The ifInOctets and ifOutOctets
columns in each row of the ifTable indicate the number of bytes received and
number of bytes sent respectively.

SNMP Traps and Triggers
SNMP traps send notification to the server when appropriate conditions are met.
SNMP traps for the ProxySG appliance include:

Table 1–1 SNMP Traps and Triggers

Trap Trigger Criteria Related MIBs

Authentication
failure (SNMPv1
and SNMPv2)

• the community used in the
request doesn't exist

• there is a community
mismatch

• there is an SNMP GET
request on a community
without read access

SNMPv2-MIB

Authentication
failure (SNMPv3)

• a user does not have access,
and an SNMP GET is
attempted

• authentication and privacy
parameters are expected,
but are not provided

• mismatched authentication
and privacy parameters

• mismatched authentication
parameter, matched privacy
parameter

SNMPv2-MIB

Coldstart • a hardware restart SNMPv2-MIB

Device attack • a SYN flood or denial-of-
service attack

BLUECOAT-SG-ATTACK-
MIB

Disk • disk removal
• disk insertion
• disk initialization, usually

following the disk insertion

BLUECOAT-SG-DISK-MIB

Failover • a ProxySG failover state
change

BLUECOAT-SG-FAILOVER-
MIB



SNMP Critical Resource Monitoring

12

Monitoring through SGOS
Review these sections in the SGOS Administration Guide for additional
information on monitoring ProxySG appliance.

❐ “Monitoring Network Devices (SNMP)” - Learn about SNMP traps and
informs, MIBs, and configuring SNMP.

❐ “Monitoring the ADN” - Review ADN history, active sessions, adaptive
compression, and health metrics.

❐ “Monitoring the System and Disks” - View hardware statistics, general status
information, and details about installed disks.

❐ “Maintaining the ProxySG” - Clear caches, reinitialize disks, restore system
defaults, and upgrading the ProxySG appliance.

❐ “Monitoring ICAP Requests and Sessions” - View ICAP graphs and statistics
and monitor ICAP-enabled sessions.

Additional Monitoring
The following variables can be used for monitoring the median response time of
the ProxySG appliance and the associated DNS server. Baseline values can be
developed for these response times, and thresholds can be established for
unreasonable response time values. These values are found in the PROXY-MIB.txt
MIB, a standard MIB used by the ProxySG appliance.

Proxy Median Time - proxyMedianTime.[1,5,60] 

• Proxy Median Time measures the response time over the period specified.

Proxy DNS Service Time - proxyDnsSvcTime.[1,5,60] 

• Response time of the DNS server over the period specified.

HealthCheck • a healthcheck changes from
UP to DOWN

BLUECOAT-SG-
HEALTHCHECK-MIB

HealthMonitoring • a health-monitor state
changes

BLUECOAT-SG-
HEALTHMONITOR-MIB

ICAP • ICAP queued or deferred
connections above or below
threshold limits

BLUECOAT-SG-ICAP-
MIB

Linkdown • an interface goes down IF-MIB

Linkup • an interface comes up IF-MIB

Policy • traps triggered by policy
• traps triggered by the 'test-

trap' Command Line
Interface (CLI) command

BLUECOAT-SG-POLICY-
MIB

Warmstart • a software restart SNMPv2-MIB

Table 1–1 SNMP Traps and Triggers

Trap Trigger Criteria Related MIBs

https://bto.bluecoat.com/doc/12586
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Taking Action
The administrator should take action if any of these resource measures indicate
that the ProxySG appliance is (or soon will be) overloaded. Sometimes, if the
ProxySG appliance is being overloaded due to an increase in the number of users,
an increase in the use of the proxy or adding more features. tuning the ProxySG
appliance configuration helps with balancing the load. Otherwise, Symantec
recommends acquiring additional ProxySG appliance or upgrading existing
ProxySG appliance.

The following guidelines can be used to identify overload:

• For most resources monitored, if the trend indicates that the resource
will be exceeding 80% of total capacity. (default)

• In the case of network connections, if the number of open connections
exceeds 150% of baseline or exceeds the HTTP client connection limit
for the class of system deployed. Additionally, monitoring may be
configured to trigger an alarm if the number of open connections is
less than 25% of baseline values.

Note: Connection counts may often indicate a failure or degradation in another
part of the network. An overloaded web server for instance, may be the cause of
accumulated connections on the ProxySG appliance.

The recommended starting values below can be used as threshold settings for
alerts. Each individual administrator may want to adjust as appropriate for their
own environments.

For All Platforms
• CPU:

• Critical = 95% for 120 Seconds

• Warning = 80% for 120 Seconds

• Memory Pressure:

• Critical = 95% over 120 Seconds

• Warning = 90% over 120 Seconds

• All Interfaces:

• Critical = 90% over 120 Seconds

• Warning = 60% over 120 Seconds

• Connections:

• Critical = 90% of X for 120 Seconds

• Warning = 80% of X for 120 Seconds

Note: If you have ProxySG appliances deployed in a load-balanced
configuration, you might elect to lower the connection count and throughput
targets to take into account that the total load across all of the appliances needs to
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be something that can be handled even if one of the appliances fails. For example,
if you have five ProxySG appliances that are each rated as supporting 10,000
connections and you want to be able to support a single device failure, the total
supported load is only 40,000 (4 x 10,000) connections. For this reason, you might
set the threshold on each of the five ProxySG appliances to report if any of them
exceed 8,000 connections (40,000 / 5).

Connection Specifics by Platform
The following table provides connection specifics by platform.

Note: SG 900-45 licenses originally shipped with a limit of 42,000 connections. It
is recommended that you first refresh your license to ensure that you have the
latest 55,000 connections. Second, you must also reboot the appliance for this
change to take effect.

Table 1–2 Maximum Number of Client Connections for HTTP/TCP Tunnel 

Hardware Model Connection Limit 

Legacy Appliances

210-5 800

210-10 800

210-25 800

510-5 3,000

510-10 4,800

510-20 4,800

510-25 4,800

810-5 9,000

810-10 15,000

810-20 20,000

810-25 21,000

8100-5 20,000

8100-10 25,000

8100-20 32,000

8100-30 40,000
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Current Appliances

300-5 800

300-10 800

300-25 1,500

600-10 2,500

600-20 4,500

600-35 8,000

S200-10 2,500

S200-20 6,000

S200-30 13,000

S200-40 25,000

900-10 15,000

900-10B 15,000

900-20 21,000

900-30 32,000

900-45 55,000

900-55 110,000

S400-20 30,000

S400-30 70,000

S400-40 125,000

9000-5 20,000

9000-10 32,000

9000-20 50,000

9000-20B 50,000

9000-30 85,000

9000-40 135,000

Hardware Model Connection Limit 
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S500-10 150,000

S500-20 250,000

ASG Series

S200-30-U500 2,500

S200-30-U1000 5,000

S200-30-U2500 12,500

S200-40-U1000 5,000

S200-40-U2500 12,500

S400-20-1000 5,000

S400-20-2500 12,500

S400-20-5000 25,000

S400-30-5000 25,000

S400-30-10K 50,000

S400-30-15K 75,000

S400-40-10K 50,000

S400-40-15K 75,000

S400-40-25K 125,000

S500-10-10K 50,000

S500-10-15K 75,000

S500-10-25K 125,000

S500-20-25K 125,000

S500-20-35K 175,000

S500-20-50K 250,000

Virtual Appliances

VA-5 200

Hardware Model Connection Limit 
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Conclusion
Systems and network administrators monitor and maintain a large number of
devices on their network. While the SNMP protocols and appliances help gather
information on the status of the systems and reduce the need to focus on each
system individually, the administrator is required to recognize and monitor the
behavior of the systems on their network.

This document defines a set of metrics that help characterize load conditions on
ProxySG appliance running SGOS 6.5.x and later; identifies the SNMP sources of
statistics that enable monitoring of these resources; and recommends the actions
that can be taken when these metrics indicate that additional capacity is needed.

VA-10 800

VA-15 2,000

VA-20 4,800

V100, 25 user 500

V100, 50 user 900

V100, 100 user 1,600

V100, 250 user 3,500

V100, 500 user 6,000

V100, 1000 user 10,000

V100, over 1000 user 10,000

SG-VA-C1XS 500

SG-VA-C1S 3,500

SG-VA-C1M 9,000

SG-VA-C1L/C2S 15,000

SG-VA-C2M 20,000

SG-VA-C2L/C4S 25,000

SG-VA-C4M 37,500

SG-VA-C4L/C8S 50,000

SG-VA-C8M 87,500

SG-VA-C8L/C16S 125,000

SG-VA-C16M/C16L 250,000

Hardware Model Connection Limit 
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Chapter 2: Symantec Network Protection Private MIB Files

This chapter provides details for the Symantec Network Protection private
MIBs. The MIB files contain the word “BLUECOAT” because they were created
by Blue Coat Systems, which was acquired by Symantec.

To download a MIB in a portable format, refer to the following instructions:

https://knowledge.broadcom.com/external/article/151364/download-the-
latest-version-of-symantec.html

The Network Protection products also use some public MIBs, namely RFC1213
(MIB-II), most of RFC2594 (WWW-MIB) and the experimental PROXY-MIB.

• MIB-II [or MIB-2] (RFC1213-MIB.txt): All groups are supported except
the EGP group.

• WWW-MIB (WWW-MIB.txt): Only the wwwService and
wwwProtocolStatistics groups are supported. The only service that is
instrumented is HTTP.

• PROXY-MIB (PROXY-MIB.txt): All groups are supported.

Note: The MIB package that is available on the download portal contains all
MIBs that Symantec products support. Refer to this document to determine
whcih MIBs are supported on the ProxySG appliance.

Viewing MIBs
Use a MIB browser to view MIB information.

BLUECOAT-MIB
The BLUECOAT-MIB provides variable names for all Network Protection
hardware platforms that you can monitor using SNMP.

BLUECOAT-SG-ATTACK-MIB
The ATTACK-MIB monitors possible protocol attacks by hackers. The
ATTACK-MIB sends notification at the beginning and ending of an attack. The
conditions reported by the ATTACK-MIB include SYN_FLOOD.

The ATTACK-MIB notification syntax is:
deviceAttackTrap {deviceAttackName, deviceAttackStatus})

The attack trap occurs only if attack detection is set up. Refer to the chapter
Preventing Denial of Service Attacks in the SGOS Administration Guide.

The ATTACK-MIB trap variables and their values are described in the table
below.
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The error messages produced by the deviceAttackStatus are described in the table
below.

BLUECOAT-SG-AUTHENTICATION-MIB
The AUTHENTICATION-MIB provides statistics for IWA-Direct. It provides
information about each domain to which the SG has been joined, including
whether or not the domain is offline, or unreachable by the ProxySG appliance.
This MIB also provides performance data for Schannel, which is a connection that
the ProxySG appliance maintains to a Domain Controller (DC) to validate NTLM
credentials. Maintaining a well-performing Schannel connection is critical for the
performance of IWA-Direct.

For more information on configuring and troubleshooting IWA-BCAAA or IWA-
Direct authentication on your ProxySG appliance, see the SGOS Administration
Guide and the SGOS Authentication Web Guide.

Monitoring Authentication with SNMP
SNMP traps are available for IWA-Direct. The thresholds can be configured from
Configuration > Authentication > Windows Domains > Edit Domain.

Important Authentication MIB Properties and Variables to Monitor

Table 2–1 ATTACK-MIB Trap Variables

Trap Variable Description Value

deviceAttackName Shows textual name of the
attack.

---

deviceAttackStatus The status of an attack noAttack(1): not under attack
underAttack(2): attack in
progress
Default value: noAttack(1)

Table 2–2 deviceAttackStatus Error Messages

Message Status

noAttack(1) Normal

underAttack(2) Critical-Immediate attention is
required.

Table 2–3 Monitor BCAAA statistics with the following MIB property

MIB Property Description

schannelStatsTable Table that contains information about
joined IWA-Direct domains.
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Table 2–4 schannelStatsTable columns

Variable Name Description Value

domainName The name of the domain in
the current table row

domainStatus Indicates if the domain is
online. The domain is
considered online if the
proxy can successfully
establish an Schannel
connection

Online
Offline

currentWaiters The number of threads
currently waiting for
Schannel availability.
When this value increases,
it means the DC is too
slow. Some waiters are
typical, but following
bursts of traffic, this
number should return to
zero.

0 - <number of http client
workers>

resets The number of times the
schannel connection has
been reset. It’s normal to
see some Schannel resets.
However, if this value
increases while
currentWaiters also
increases, this may
indicate a DC issue, or
with the connection
between the proxy and the
DC.

Table 2–5 Interesting SG-AUTHENTICATION-MIB Trap Variables

Variable Name Description Value

schannelServerName The name of the Domain
Controller currently being
used for Schannel
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latencyType The type of Schannel
latency that caused the
SNMP trap.
The average Schannel
latency in milliseconds, as
computed over the
indicated timespan across
all domains.

Average Latency Last
Minute
Average Latency Last 3
Minutes
Average Latency Last 5
Minutes
Average Latency Last 15
Minutes
Average Latency Last 60
Minutes
Failed Authentications
Last Minute
Failed Authentications
Last 3 Minutes
Failed Authentications
Last 5 Minutes
Failed Authentications
Last 15 Minutes
Failed Authentications
Last 60 Minutes
Schannel Resets
Schannel Timeouts
Schannel Waiters

latencyValue The value of
corresponding to the
latencyType

See latencyType

Table 2–6 Monitor BCAAA statistics with the following MIB property:

MIB Property Description

bcaaaRealmStatsTable Table that contains information about
BCAAA realms.

Table 2–7 Interesting bcaaaRealmStatsTable values:

Variable Name Description Value

realmName The name of the BCAAA
realm

avgAuthorityTime The average amount of
time Schannel requests
take.

0 - MAX_INT

Table 2–5 Interesting SG-AUTHENTICATION-MIB Trap Variables

Variable Name Description Value
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BLUECOAT-SG-DISK-MIB
The DISK-MIB monitors the status of the ProxySG appliance disks.

The notification syntax for the DISK-MIB is:
deviceDiskTrap {deviceDiskStatus}

Enable or disable the disk trap by editing the health monitoring notification
properties for the disk metric (Maintenance > Health Monitoring > Status), or by
configuring the alert notification disk-status CLI configuration command.
For more information, refer to the chapter “Monitoring the ProxySG” chapter in
the SGOS Administration Guide.

The error messages produced by the deviceDiskStatus are described in the table
below.

avgRequestTime The average amount of
time that an authentication
request takes to complete,
including any time spent
waiting for an Schannel
slot to become available. If
this value is substantially
larger than
avgAuthorityTime,
Schannel might be too
slow to keep up.

0 - MAX_INT

Table 2–7 Interesting bcaaaRealmStatsTable values:

Variable Name Description Value

Table 2–8 DISK-MIB Trap Variables

Trap Variable Description Value

deviceDiskStatus Indicates the present
operation status of the disk

present(1)
initializing(2)
inserted(3)
offline(4)
removed(5)
notpresent(6)
empty(7)
ioerror(8)
unusable(9)
unknown(10)
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BLUECOAT-SG-FAILOVER-MIB
The FAILOVER-MIB monitors changes in the failover state of the ProxySG
appliance appliance. The message sent in the notification describes the state
change. The bluecoatSgFailoverTrap is used to send the notification.

Enable or disable the failover trap by editing the health monitoring notification
properties for the failover metric (Maintenance > Health Monitoring > Status), or by
configuring the alert notification failover CLI configuration command. For
more information, refer to the “Monitoring the ProxySG” chapter in the SGOS
Administration Guide.

BLUECOAT-SG-HEALTHCHECK-MIB
The health of the external servers can be polled using HEALTHCHECK MIB. The
HEALTHCHECK-MIB sends notifications when selected health checks of
upstream systems transition from healthy to unhealthy or vice versa. The message
sent in the notification describes the health check transition.

The health check data includes:

1. Name of the health check

2. Current state of the health check.

• unknown(1)

• ok(2)

• okWithErrors(3)

• okForSomeIPs(4)

• okButFailing(5)

• checkFailed(6)

• dnsFailed(7)

• okOnAltServer(8)

Table 2–9 deviceDiskStatus Error Messages

Message Status

present(1)
initializing(2)

Normal

notpresent(6)
empty(7)
ioerror(8)
unusable(9)

Critical-Immediate attention is
required.

inserted(3)
offline(4)
removed(5)
unknown(10)

Warning
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3. Time taken by the last health check (in milliseconds).

Enable or disable health checks by editing values in the Management Console
(Configuration > Health Checks), or by using the health-checks CLI configuration
command.For more information, refer to the chapter Verifying the Health of
Services Configured on the ProxySG in the SGOS Administration Guide.

BLUECOAT-SG-HEALTHMONITOR-MIB
The HEALTHMONITOR-MIB monitors changes to the health of the ProxySG
appliance appliance. When the health monitor status changes, notification is sent
describing the health monitor transition. The notifications to be sent are
configured in the Maintenance tab >Health Monitoring).

The Health monitor will send three types of trap notification, depending on the
state system transitioned to, as follows.

• Ok

• Warning

• Critical

The Health monitor state may also be polled. It will provide the current system
state as one of the these states:

• ok(1)

• warning(2)

• critical(3)

• unknown(4)

Modify health monitoring threshold and notification properties by editing the
values in the Management Console (Maintenance > Health Monitoring > Status), or by
using the alert notification and alert threshold CLI configuration commands.
For more information, refer to the chapter Monitoring the ProxySG in the SGOS
Administration Guide.

BLUECOAT-SG-ICAP-MIB
The BLUECOAT-SG-ICAP-MIB provides statistics and events related to the
ProxySG appliance’s ICAP services.

Modify ICAP threshold and notification properties by editing the values in the
Management Console (Maintenance > Health Monitoring > General), or by using the
alert notification icap deferred-connections and alert threshold icap 
queued-connections CLI configuration commands. For more information, refer to
the chapters “Malicious Content Scanning Services” and “Monitoring the
ProxySG” in the SGOS Administration Guide

The following table provides a description of the ICAP MIB properties. Refer to
the ICAP MIB for more information.
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BLUECOAT-SG-POLICY-MIB
The POLICY-MIB sends notifications when directed by policy. The message sent
in the notification is defined in policy. Refer to the notify_snmp CPL action for
more information.

The SNMP configuration includes a test trap command. This immediately
sends a policy trap with a specified message to help test SNMP communications.

The policy trap goes off if there is policy to trigger it. For more information, refer
to the Visual Policy Manager Reference or the Content Policy Language Guide.

BLUECOAT-SG-PROXY-MIB
The BLUECOAT-SG-PROXY-MIB incorporates and extends the information
provided in PROXY-MIB.

The provided information includes:

• Identification information, including version and serial number

• CPU load statistics

• Memory statistics, including memory pressure

• HTTP client traffic statistics, including requests, hits, misses and bytes
transferred

• HTTP server traffic statistics, including requests and bytes transferred

• HTTP client and server active and idle connections

• HTTP response time, first byte time, response rate, and response size
statistics

• (SGOS 6.7.5.3 and later 6.7.5.x releases, and 7.2.1.1 and later) HTTP client
worker statistics on the number of active workers and the maximum
number of client workers that can be created for the ProxySG appliance

• A table of median response times over 1, 5, and 60 minutes for HTTP and
DNS requests

MIB Property Description

icapServiceStatsTable Represents various operational statistics
of ICAP services and service groups in a
ProxySG appliance

Traps • ICAP queued connections above
threshold

• ICAP queued connections below
threshold

• Deferred connections above
threshold

• Deferred connections below
threshold
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Note: The sgProxyCpu OIDs have been deprecated in favor of
sgProxyCpuCoreTable. See the example in "CPU Utilization" on page 8 for more
information.

BLUECOAT-SG-SENSOR-MIB
The SENSOR-MIB monitors the values of the various environmental sensors
present on the appliance.

To enable or disable these traps, edit the health monitoring notification properties
(Maintenance > Health Monitoring > Status), or by configuring the alert notification 
sensor CLI configuration command. For more information, refer to the chapter
“Monitoring the ProxySG” chapter in the SGOS Administration Guide.

The notification syntax for the SENSOR-MIB is
deviceSensorTrap {deviceSensorName, deviceSensorValue, 
deviceSensorCode}

Parameters that you can monitor with the SENSOR-MIB include:

• Bus Temperature

• CPU Temperature

• Fan

• CPU Fan

• Bus Voltage

• CPU Voltage

• Power Supply

The SENSOR-MIB trap variables and their values are described in the table below
.

Table 2–10 SENSOR-MIB Trap Variables

Trap Variable Description Value

deviceSensorName The textual name of the
sensor

---

deviceSensorUnits The units of sensor
measurements.

other(1)
truthvalue(2)
specialEnum(3)
volts(4)
celsius(5)
rpm(6).
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The error messages produced by the deviceSensorCode are described in the table
below.

deviceSensorValue Reports the most recent
measurement seen by the
sensor.
Measurements are
interpreted based on the
deviceSensorUnits value.

other(1) - a measure other than
those listed below
truthvalue(2) - true(1), false(2)
specialEnum(3) - user defined
enumerated values
volts(4) - electrical potential as
a fixed point number
celsius(5) - temperature as a
fixed point number
rpm(6) - revolutions per
minute in nonnegative
numbers

deviceSensorCode Interprets the
deviceSensorValue

ok(1)
unknown(2)
notInstalled(3)
voltageLowWarning(4)
voltageLowCritical(5)
noPower(6)
voltageHighWarning(7)
voltageHighCritical(8)
voltageHighSevere(9)
temperatureHighWarning(10)
temperatureHighCritical(11)
temperatureHighSevere(12)
fanSlowWarning(13)
fanSlowCritical(14)
fanStopped(15)

deviceSensorStatus Indicates the operational
status of the sensor.

ok(1)
unavailable(2)
nonoperational(3)

Table 2–11 deviceSensorCode Error Messages

Message Status

OK(1) Normal

Table 2–10 SENSOR-MIB Trap Variables

Trap Variable Description Value
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BLUECOAT-SG-USAGE-MIB
The USAGE-MIB describes a notification that is sent when the percentage of
available space that is used exceeds a threshold specified by the deviceUsageHigh
variable.

View or modify usage threshold and notification properties by editing the values
in the following Management Console pages:

• Statistics > System > Resources

• Statistics > Health Monitoring

• Maintenance > Health Monitoring)

You can also view or modify usage properties using the following CLI commands:
# show resources

# show disk

#(config) alert notification cpu-utilization

#(config) alert notification disk-status

For more information, refer to the chapter Monitoring the ProxySG in the SGOS
Administration Guide.

Resources that can be monitored include:

• Disk

• CPU

The USAGE-MIB trap variables and their values are described in the table below.

voltageLowCritical(5)
noPower(6)
voltageHighCritical(8)
voltageHighSevere(9)
temperatureHighCritical(11)
temperatureHighSevere(12)
fanSlowCritical(14)
fanStopped(15)

Critical-Immediate attention is
required.

unknown(2)
notInstalled(3)

Minor

voltageLowWarning(4)
voltageHighWarning(7)
temperatureHighWarning(10)
fanSlowWarning(13)

Warning

Table 2–11 deviceSensorCode Error Messages

Message Status
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The error messages produced by the deviceUsageHigh variable are described in
the table below.

BLUECOAT-SG-WCCP-MIB
The WCCP-MIB monitors some of the statistical information from WCCP (Web
Cache Communication Protocol).

Modify WCCP settings by editing the values in the Management Console
(Configuration > Network > WCCP), or by using the #(config) wccp CLI configuration
commands. For more information, refer to the WCCP Reference Guide.

Statistics that can be monitored for each service include:

• Service Type

• Service Version

• Packets Redirected

• Bytes Redirected

Table 2–12 USAGE-MIB Trap Variables

Trap Variable Description Value

deviceUsageName The textual name of the
resource; for example,
CPU.

---

deviceUsagePercent Percentage of the resource
that is in use

---

deviceUsageStatus Comparison of the
deviceUsagePercent value
with the deviceUsageHigh
variable.

ok(1)
high(2)

Table 2–13 deviceUsageStatus Error Messages

Message Status

ok(1) Normal

high(2) Warning
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