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Copyright statement
Copyright statement

Broadcom, the pulse logo, Connecting everything, and Symantec are among the trademarks of Broadcom.

Copyright ©2021 Broadcom. All Rights Reserved.

The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. For more information, please visit
www.broadcom.com.

Broadcom reserves the right to make changes without further notice to any products or data herein to improve reliability,
function, or design. Information furnished by Broadcom is believed to be accurate and reliable. However, Broadcom does
not assume any liability arising out of the application or use of this information, nor the application or use of any product or
circuit described herein, neither does it convey any license under its patent rights nor the rights of others.
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What's new in LiveUpdate Administrator 2.3.9

• Create a customizable warning banner to appear on the login screen to deter unauthorized access.  The warning
banner text is updated in the properties file.
Configuring a login warning banner

• You can now reach the LiveUpdate servers if you use an HTTPS proxy to handle traffic.
• This release of LiveUpdate Administrator contains changes in the way the product uses the proxy host and port

to make connections.  LiveUpdate Administrator no longer uses the properties that have a JVM-wide impact. 
Instead, LiveUpdate Administrator uses the local objects to create these connections, which stops LiveUpdate
Administrator from inadvertently using proxies.  This new feature resolves the issue in which a few system properties
were supposed to be applied only to one connection, but were unintentionally propagated to all connection objects.
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System requirements for LiveUpdate Administrator

Table 1: Software system requirements

Requirement Description

Operating
system

Operating systems (64-bit only):
• Windows Server 2019
• Windows Server 2016
• Windows Server 2012 R2
• Windows Server 2012
• Windows 10

Web browser • Internet Explorer 11
• Mozilla Firefox 51 and later
• Google Chrome 56 and later
• Safari 5.x and later

Note: The Microsoft Edge browser is not supported with LiveUpdate Administrator 2.3.8.

Other • TCP/IP network protocol enabled
• 4-bit Microsoft Visual C++ 2013 redistributable package

The PostgreSQL database requires the use of the 64-bit version of Microsoft Visual C++ 2013 redistributable
package already installed. If the 32-bit Visual C++ 2013 redistributable packages already installed, install the 64-
bit redistributable package manually.

• Symantec recommends using either IIS or Apache Server for hosting your remote distribution center locations.
Refer to your operating system's documentation for additional information.

Table 2: Hardware system requirements

Requirement Description

Hard drive • 650 MB hard disk space for LiveUpdate Administrator, the JRE, and third-party tools
The LiveUpdate Administrator 2.3.8 installer package is approximately 280 MB, which includes the openJDK that
is required for LiveUpdate Administrator to function.

• A minimum of 10 GB hard disk space each for the updates in the following folders:
– Temporary download folder:

C:\TempDownload
– Permanent download folder or Manage Updates folder:

C:\ProgramData\Symantec\LiveUpdate Administrator\Downloads

Processor 3.2 GHz Intel Pentium 4 CPU or equivalent.
Memory 4 GB of RAM minimum (8 GB of RAM recommended), in addition to the amount that the operating system vendor

recommends.
Display 1024 x 768 or larger (recommended)

TCP ports lists the default TCP ports that LiveUpdate Administrator uses:

 5



 Symantec™ LiveUpdate™ Administrator 2.3.8 Release Notes

Table 3: TCP ports

Port Used by

7070 Default Distribution Center
7071 Tomcat for shutdown commands

While LiveUpdate Administrator works if this port is closed, Tomcat shutdown operations do not.
7072 PostgreSQL database
7070 LiveUpdate Administrator (if using HTTP)
7073 LiveUpdate Administrator (if using HTTPS)

If other applications use these ports when you install LiveUpdate Administrator, you are prompted to enter alternate port
numbers.

LiveUpdate Administrator communicates with the distribution centers using the destination TCP ports HTTP (80), HTTPS
(443), and FTP (21). If the LiveUpdate clients run a firewall, verify that the firewall allows these destination ports.

To install LiveUpdate Administrator, you must log on as at least a power user with Administrator privileges. You must be
able to create new local users and to create new services.

Problems may occur when you use a terminal service for installation. You should install LiveUpdate Administrator directly
from the console.

Installing LiveUpdate Administrator

Logging on to LiveUpdate Administrator
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Known issues

• LiveUpdate Administrator does not support the use of the Microsoft Edge browser. Instead, use a supported browser,
such as Internet Explorer, Google Chrome, or Mozilla Firefox. If you do not want to make a supported browser the
default browser on your computer, open the URL manually on a supported browser.

• On the computer that runs LiveUpdate Administrator 2.3.8, you must configure the IPv4 stack to work in order
for the IPv6 stack to work. You can then disable IPv4 on the network interface card with no effect on IPv6. This
behavior is a limitation of the Java Runtime Environment. You can find the details on the following Oracle page: http://
bugs.java.com/bugdatabase/view_bug.do?bug_id=8040229.

• PostgreSQL for LiveUpdate Administrator 2.3.8 requires the Microsoft Visual C++ 2013 64-bit redistributable, which is
normally installed with LiveUpdate Administrator. If the 64-bit version of the redistributable is installed, but not the 32-
bit version, the LiveUpdate Administrator installer skips the installation of the 32-bit version.
To work around this issue, uninstall LiveUpdate Administrator, manually install the Microsoft Visual C++ 2013 32-bit
redistributable, and then reinstall LiveUpdate Administrator.

• After you uninstall LiveUpdate Administrator, the LiveUpdate Administrator, Apache Tomcat, and JRE folders do
not get removed. A security update that was released as part of https://technet.microsoft.com/en-us/library/security/
ms14-045.aspx in August 2014 introduced this issue. This issue applies for any font file that is not installed in the
default \fonts folder.
To work around the issue, remove the LiveUpdate Administrator folder manually.

To remove the LiveUpdate Administrator folder manually
1. In the \Program Files (x86)\Symantec\LiveUpdate Administrator\jre\lib\fonts folder, change

each file's suffix from .ttf to .tmp.

2. Restart your computer.

3. Delete the \fonts folder in step 1.

4. Delete the installation root folder \Program Files (x86)\Symantec\LiveUpdate Administrator

• If you select the FTP protocol, LiveUpdate Administrator uses SOCKS for proxy connection configurations for source
servers, failover servers, and distribution centers.

• To browse between pages, use the toolbar and the bread crumbs provided. Do not use the Browser Back option. Its
usage can result in unexpected behavior.

• You may be forced to save twice to add a failover server to a source server. When you add a failover server to a
source server, you must first add and save the failover server details. Then you must save the source server record to
fully commit the failover server addition. If you do not save the source server record, the failover server is not added.
The same is true for the Central LiveUpdate Server (CLU).

• In source server and distribution center configurations, LiveUpdate Administrator supports proxies with basic
authentication and NTLM authentication. To configure NTLM proxies, you need to specify the domain to which the
proxy is connected. No separate input field exists to enter the domain name. Therefore, enter the proxy user name as
domain_name\user_name, which is the domain name followed by "\" and then the user name.

• It takes more time to cancel a download request for the large products that are gigabytes in size.
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Version number
The version number of LiveUpdate Administrator appears on the logon page and in the About box after you log on.
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Where to get more information

Types of information Where to get it

The product installer file Download the LiveUpdate Administrator installer in the following languages:
• English
• Japanese
https://knowledge.broadcom.com/external/article?legacyId=TECH134809

Product documentation View LiveUpdate Administrator documentation in the following languages:
• English
• Japanese
https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/symantec-security-software/
endpoint-security-and-management/liveupdate/2-3-9.html

Technical Support Search for knowledge base articles, product release details, updates and patches, and support contact
options.
https://support.broadcom.com/security
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