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Release Notes

Figure 1: Clickable Whats New Notice

Automic Continuous Delivery Director augments application deployment capabilities with advanced features to help
manage complex and maturing continuous delivery pipelines. 

Automic Continuous Delivery Director works with Automic@ Continuous Delivery Automation and popular SaaS
deployment automation tools. Automic Continuous Delivery Director offers an easily configurable, visual control point
to manage, orchestrate, and optimize continuous delivery pipelines. Automic Continuous Delivery Director includes the
following capabilities and benefits:

• Efficiently design and release multi-app, multi-team, composite applications from agile output through production.
Composite applications help avoid conflicts, drive collaboration, and increase visibility.

• Track content, such as user stories, across releases to connect delivered content with business goals.
• Integrate and orchestrate your continuous delivery pipeline tools to leverage preferred tool chains.
• A flexible, visual interface that helps plan and execute releases, and provides complete control over your release

cycle.
• Define and enforce continuous delivery best practices to improve quality of processes, teams, and applications. 

For more information about the value of adding Automic Continuous Delivery Director to your continuous delivery pipeline,
see Overview.

Features
The following list is a summary of Automic Continuous Delivery Director key features:

Plan and Design Releases

Release Design

Automic Continuous Delivery Director provides an interactive interface with the following capabilities:

• Design flexible, multi-application releases
• Create releases
• Add applications to releases
• Integrate other continuous delivery tools,
• Divide releases into phases (such as development, QA, and production) and tasks
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Release Scheduling

You can schedule planned release executions that require no manual start. Release scheduling lets you execute releases
during off hours to minimize the risk of outages during peak usage times. You can schedule releases in the context of
release design, or through an intuitive release calendar interface.

Local and Remote Application Model

 As a part of frequent, complex releases, you can import application and environment models from CA Continuous
Delivery Automation to orchestrate deployments. You can also create local applications and environments for proof of
concept, testing, and for tracking purposes.

Phase Approval Gates

You can configure an approval gate for all release phases. The approval gate ensures that the completion of the current
phase is approved before the next phase starts. You can set automatic, scheduled, or manual approval gates. Approval
gates provide a logical separation between phases. Approval gates also prevent releases from deploying the next phase,
such as from Dev to QA, without authorized user verification.

User Management

Automic Continuous Delivery Director lets you create users and add users to groups that are associated with specific
product roles. Permissions range from full administration to read only. These permission levels provide stakeholders with
insight into application and environment release cycles, and eliminate unnecessary infrastructure risks.

Integrate and Collaborate

Continuous Delivery Plug-ins

Automic Continuous Delivery Director uses packaged plug- ins to invoke the functionality of  many popular continuous
delivery tools. For example, the CA Continuous Delivery Automation plug-in lets you import applications and run CA
Continuous Delivery Automation application deployment plans in the context of larger releases. This capability provides
the flexibility to deploy multiple applications in the context of a single, release-level entity. Other key integration types
include testing, lifecycle management, and change management tools.

Content Source Integrations

Automic Continuous Delivery Director uses packaged plug-ins to integrate with CA Agile Central (formerly CA Rally) and
Atlassian JIRA. These integrations let you automatically import content from these tools into releases to provide clear,
focused visibility into release content. You can also manipulate content items directly from a release.

Collaboration Features

Automic Continuous Delivery Director provides opportunities for collaboration during release design and deployment. You
can add users and stakeholders to a release to provide visibility. You can also add content to a release to link release
orchestration with application change history and other application activities. You can also view the release activities in
the Activity Panel.

Release Execution

Execute Releases

Automic Continuous Delivery Director lets you execute multi-application releases with a dynamic interface that provides
instant feedback on progress and results. The user interface takes you through each task and phase of the release.
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The interface lets you intervene to fix errors, stop tasks, skip tasks, and move to the next phase. Release execution is
automated and interactive in key ways that provide the appropriate level of oversight for all scenarios.

Monitor Releases

Release Dashboard

The Release Dashboard provides widgets to help you track release trends over time. You can configure the dashboard to
set up role-specific views.

New Features and Enhancements
The following pages outline Automic Continuous Delivery Director new features and enhancements for the noted product
versions:

7.0 New Features and Enhancements

6.9 New Features and Enhancements

6.8 New Features and Enhancements

6.7 New Features and Enhancements

6.6 New Features and Enhancements

6.5 New Features and Enhancements

6.4 New Features and Enhancements

6.3.1 New Features and Enhancements

6.3 New Features and Enhancements

6.2 New Features and Enhancements

6.1 New Features and Enhancements

7.0 New Features and Enhancements
This release includes all features and cumulative maintenance up to 7.0 plus the following new features and
enhancements.

New Features

Shared Tokens

Administrators can now create a new token type, namely shared tokens. Unlike other token types, such as built-in tokens
and local tokens, these tokens are available to all Automic Continuous Delivery Director users who have access to the
workspace. 

There are two types of shared tokens:

• Shared release tokens – placeholders for releases which can be used in parameters in releases, phases, and tasks.
These tokens are indicated by an [SR] prefix. SR tokens enable you to create pipelines that are release-independent
and reusable across your organization.

• Shared environment tokens – placeholders for environments which can be used in parameters in releases, phases,
and tasks. These tokens are indicated by an [SE] prefix.

For more information, see Manage Shared Tokens.
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Custom Roles

A new capability allows you to create your own custom roles. Just like built-in roles, you can assign custom roles to users
and groups. To support this change:

• A new Role Management page has been added to the Administration menu.
• The endpoint admin roles, Designer + Endpoint Admin, and Release Manager + Endpoint Admin, have been

deprecated. Instead, you can now assign endpoint administration-related permissions to any role.

For more information, see User Management.

CDA Deployments Report

A new report, the CDA Deployments Report, shows detailed information about Automic® Continuous Delivery Automation
deployments that have run as part of releases in Automic Continuous Delivery Director.

For more information, see Reports.

Java 11 Support

As well as Java 8, Automic Continuous Delivery Director and Automic Continuous Delivery Director integrations now
support Java 11. Both the server and the plug-ins can run on JRE 11 (Java Runtime Environment 11). You can use either
the commercial JRE or the free version from OpenJDK.

Containerized Plug-in Manager

Automic Continuous Delivery Director now supports containerized plug-ins (such as the Red Hat Ansible core plug-
in) that automate the configuration of integration environments. These plug-ins are based on Integration-as-a-Service
(IaaS), which is a cloud service delivery model for integration. This solution allows release managers to put together
quickly integration flows and implement orchestrations, thereby accelerating development time.

A new containerized plug-in manager tool helps you add containerized plug-ins to your CD pipelines in minutes.

For more information, see Set Up Containerized Plug-ins.

New Plug-ins

Email Plug-in

A new Email plug-in lets you send preconfigured auto-generated email messages from your continuous delivery pipeline.

For more information, see Email Plug-in.

Docker Plug-in

A new Docker plug-in helps you deploy Docker images to run and to remove containers, and to run commands within
containers. Optionally, for the Run Container task, you can run a readiness probe to notify you when the container is
ready to accept traffic.

For more information, see Docker Plug-in.

Red Hat Ansible Plug-in

A new Ansible plug-in lets you run playbooks within releases. You can use playbooks to manage configurations of and
deployments to remote machines.

For more information, see Red Hat Ansible Plug-in.
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SonarQube Plug-in

A new SonarQube plug-in lets you verify the health of your project against quality gates. SonarQube quality gates contain
a set of Boolean conditions based on metrics such as code coverage on new code, no new blocker issues, and so on.

For more information, see SonarQube Plug-in.

Enhancements

Filter Releases

By default, only active releases are shown. To view releases that are marked as Done, in the RELEASES page select the
filter icon, then Show Archived Releases.

For more information, see Manage Releases.

Calendar

The default view has been changed to exclude releases that are marked as Done, because they are not relevant to
calendar information. Previously, the default view showed all releases and phases assigned to the user, including
releases that were marked as Done.

For more information, see Release Calendar.

Dashboard

The Dashboard is auto-refreshed every 10 minutes. Previously, the polling time was every 20 seconds, which affected
performance.

For more information, see Dashboard.

Plug-in Enhancements

Rally® Plug-in

The following updates were made for plug-in version 2.5:

• Two new input parameters have been added to the Add Work Items capability, Additional Filters and Import from
Child Projects.

• Support was added for Java 11

For more information, see Rally® Plug-in.

JFrog Artifactory Plug-in

The following updates were made for plug-in version 2.0:

• A new task, Copy Item, has been added. This task lets you copy an artifact or folder from a local Artifactory repository
to another repository.

• Support was added for Java 11

For more information, see JFrog Artifactory Plug-in.

Kubernetes Plug-in

The following updates were made for plug-in version 1.3:

 9



 Automic® Continuous Delivery Director 7.0

• A new task, Copy Item, has been added. This task lets you copy an artifact or folder from a local Artifactory repository
to another repository. 

• The method to authenticate to the Kubernetes service account has been changed from Basic (username/password)
to Bearer tokens. This method allows the Kubernetes plugin to interface with systems that allow authentication with an
API token.

• Support was added for Java 11

For more information, see Kubernetes Plug-in.

Red Hat Ansible Tower Plug-in

The following updates were made for plug-in version 1.0.5:

• A new Build/Change ID field has been added to the Run Job Template task. You can specify the number of a
successful build or commit to either mark the code change as deployed or to promote the change to the next phase.

• A new Authentication Method endpoint parameter has been added. In addition to Basic authentication, a new
method, Bearer, is now available. This method allows the Ansible Tower plugin to interface with systems that allow
authentication with an API token.

• Support was added for Java 11

For more information, see Red Hat Ansible Tower.

Red Hat OpenShift Plug-in

The following update was made for plug-in version 1.1

• Support was added for Kubernetes versions 1.9 and higher.
• Support was added for Java 11

For more information, see Red Hat OpenShift Plug-in.

REST Plug-in

The following updates were made for plug-in version 2.3:

• A new Authentication Method endpoint parameter has been added. In addition to Basic authentication, a
new method, Bearer, is now available. This method allows the REST plugin to interface with systems that allow
authentication with an API token.

• Support was added for Java 11

For more information, see Rest Plug-in.

6.9 New Features and Enhancements
This release includes all features and cumulative maintenance up to 6.9 plus the following new features and
enhancements.

NOTE
For information about integration and plug-in related new features and enhancements, see What's New in CA
Continuous Delivery Director - Integrations.
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New Features

Product License and Usage

A new page, Portfolio License Agreement, has been added to Administration, CDDIRECTOR SETTINGS. This page
supports the new product consumption model for Automic Continuous Delivery Director.

For more information, see Apply Product License.

Run Relevant Tasks

You can configure phases to only run tasks mapped to applications that have changed since the last deployment on the
phase environment. To support this feature, a checkbox has been added to the CREATE/EDIT PHASE window, Run
Tasks with Updated Applications Only.

For more information, see Design and Create Releases.

Base on Another Application Version

You can create a new application version based on an existing application version. This action copies the settings (work
item source, dependencies and source control connection) from the existing application version to the new application
version. To support this change, the Create/Edit Application Version windows have been updated.

For more information, see Design and Create Releases.

Real-time Work Item Status

This feature enables you to quickly see which work items have entered the CD pipeline. The list of imported work items
that appears in the Apps & Work Items panel is compared to the changes that have arrived in Automic Continuous
Delivery Director. By analyzing the commit messages of the change, Automic Continuous Delivery Director can indicate
which work items have entered the CD pipeline. By comparing this information to the statuses in the requirement
management tool, you can see anomalies such as a work item that has entered the pipeline, but which was not planned
for this release.

NOTE

This feature currently only supports integration between CA Agile Central as the ALM service and GitHub as
source control. Additionally, make sure that the Git plug-in is configured in Jenkins. The Git plug-in ensures
that the commit range is included in the change notifications sent from Jenkins to Automic Continuous Delivery
Director.

To support this change:

• A new GitHub plug-in has been created.
• The CA Agile Central plug-in has been enhanced to return the scheduled or actual state of each work item.
• The source control connection (previously known as the content source) can be configured to use regular expressions

to trace work item IDs referenced in commit messages.

For more information, see Design and Create Releases.

New Roles: Endpoint Administrators

There are two new roles in Automic Continuous Delivery Director, Release Manager + Endpoint Admin, and Designer +
Endpoint Admin.

In addition to release manager or designer capabilities, users with endpoint administrator rights can:
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• See the Administration menu and select the Endpoints option
• View a list of endpoints that are associated with the applications for which they have access rights
• Add, delete, and edit endpoints

For more information, see User Management.

File Sources

You can save a lot of the time and effort involved in manually setting up releases by creating file sources. 

File sources are connections to files stored in a source control repository, that represent releases in JSON format. Once
you create a file source, releases are automatically created and run whenever you make changes to one of the JSON
files. You can also use the file source feature to manage JSON files that reference other JSON files.

To support this change, new GitHub and Atlassian Bitbucket plug-ins have been created.

For more information, see File Sources.

Get Token by Application

You can now use separate tokens for each application in external task fields to retrieve the latest successful commit
or build ID. When you create or import an application, a built-in token is automatically created specifically for that
application.  The new token appears in the %Tokens tab in a release.

Additionally, the last_successful_build and last_successful_commit tokens have been unified. The new token is
called {application name}.last_successful_change.

For more information, see Design and Create Releases.

GitHub Plug-in

A new GitHub plug-in lets you use GitHub as your source control system to retrieve commit messages. You can also use
this plug-in to use GitHub as a file source, a connection to a JSON format file representation of a release. 

For more information, see GitHub.

Atlassian Bitbucket Plug-in

A new Atlassian Bitbucket plug-in lets you use Bitbucket as your file source, a connection to a JSON format file
representation of a release. You can also use Bitbucket as a file source to manage JSON files that reference other JSON
files.

After the Bitbucket file source is configured, any changes to a JSON file in your repository will automatically create and
run a release.

For more information, see Bitbucket.

Enhancements

Work Items User Interface Updates

The Applications panel has been renamed as Apps & Work Items.

All instances of the term content in the Apps & Work Items panel have been replaced with the term work items to more
accurately reflect the functionality.

The following options have been added to the application version menu:

• Add Work Items - Lets you add work items to the application version either from an third-party project management
provider or locally. You can only configure one source control for each application version.
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Examples: CA Agile Central, Atlassian Jira®, and so on.
• Highlight Relevant Tasks - Shows all the tasks in the release that include the specified application version.
• Set Source Control Connection - Lets you configure the connection to your application source control such as

GitHub or Bitbucket. When the configuration is set, work items referenced in the commit comments appear in the Apps
& Work Items panel for the specified application version.
This feature supersedes the Create Content Source functionality which was accessed from the External button in
the Applications menu.

• Remove Source Control Connection - Deletes the specified source control connection.
• Full Work Items Report - Access a full version of the Work Items Report (previously known as the Content Report).

This report shows you the status and details of all the work items shown in the Apps & Work Items panel.

For more information, see Design and Create Releases.

Duplicate Release

When you duplicate a release:

• New application versions are automatically created for each application mapped to the source release.
• The settings (work item source, dependencies and source control connection) are copied from the original application

versions to the corresponding application versions in the new release. 

For more information, see Manage Releases.

ServiceNow® Plug-in

An additional ticket type, Request, is now supported. You can now update a request, add a task to a request item, update
a task for a request, and want for approval for a request ticket. To support this change, the following task types have been
updated:

• Create Task
• Update Task
• Update Ticket
• Wait for Approval

For more information, see ServiceNow.

CA Agile Central Plug-in

The Check Test Case Results task now lets you check the results given test sets. To support this change, the User
story and/or Defect IDs field has been renamed to Work Item IDs. This field now lets you enter test set IDs in addition to
user story and defect IDs.

The CA Agile Central plug-in has been enhanced to support the new Work Items list functionality.

For more information, see CA Agile Central.

Plug-in for Jenkins

You can now configure the plug-in for Jenkins to automatically send Git Commit IDs to CA Continuous Delivery Director
whenever a build is created in Jenkins.

For more information, see Plug-in for Jenkins.
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Release Automation Plug-in

In the Run Deployment task, a new Manifest field lets you add a deployment manifest previously generated in Release
Automation. This new capability lets you pass parameters, including Automic Continuous Delivery Director tokens, to a
running deployment, using the RA manifest in XML format.

In the Run Deployment task, a new field, Fail This Task When Step Errors Occur In, lets you specify that the task fails
if a step in a selected stage is in failed paused status. 

For more information, see CA Release Automation Plug-In.

Maximum Number of Free Text Characters in TextArea Fields in Tasks

The maximum number of characters that can be entered in textarea (multi-line input) fields in
tasks has been increased from 1024 to 10240. Textarea fields are indicated by a triangle

icon .  
Example: In an Add Jira Issue Comment task type, you can add up to 10240 characters in the Comment field in
the Input Parameters section.

6.8 New Features and Enhancements
This release includes all features and cumulative maintenance up to 6.8 plus the following new features and
enhancements.

NOTE
For information about integration and plug-in related new features and enhancements, see What's New in CA
Continuous Delivery Director - Integrations.

New Features

Application-Based Access Control

Administrators can now restrict user and group access to both local and external applications. By default, all users
and groups can view and access all applications in releases, phases, and tasks. However, with this new capability,
administrators can specify which users and groups are allowed to view and access specific applications in releases,
phases, and tasks.

Similarly, by default, endpoints are accessible to all users and all applications. However, administrators can now specify
which applications and environment can be used for a given endpoint.

To support this change, a new Application Management page has been added and is accessed from the Applications
& Environments page:

 14

http://docops.ca.com/rest/ca/product/latest/topic?hid=HID_RA&space=CDDPLG&language=&format=rendered
https://techdocs.broadcom.com
https://techdocs.broadcom.com
https://techdocs.broadcom.com


 Automic® Continuous Delivery Director 7.0

  

 15



 Automic® Continuous Delivery Director 7.0

For more information, see Manage Applications and Environments.

Import and Export Applications and Environments

You can import applications and environments as DSL (Pipeline as Code) files, either from your local machine or from
GitHub. This new capability helps you save time when creating and configuring release pipelines.

You can export applications and environments as JSON files.

 Example: 

Application:

{    "objects": [        {            "description": "appDesc",            "name":

 "appName",            "kind": "Application"        }    ]}

Environment:

{    "objects": [        {            "applications": ["Local|appName"],       

     "description": "envDesc",            "name": "envName",            "kind":

 "Environment"        }    ]}

To support this change, Import and Export buttons have been added to the APPLICATIONS & ENVIRONMENTS page.  

For more information, see Manage Applications and Environments.

Import and Export Endpoints

You can import endpoints as DSL (Pipeline as Code) files, either from your local machine or from GitHub.

You can export endpoints as JSON files.

 Example: 

"objects": [    {         "kind": "Endpoint",         "description":

 "endpoint_description",         "name": "enpoint_name",         "plugin":"plugin.name/

plugin.version",         "parameters": {             "username": "user"                 

   }    }  ]}

To support this change, Import and Export buttons have been added to the ENDPOINTS page.  

For more information, see Manage Endpoints.

'Failed to Run' Status

A new phase status, 'Failed to run', indicates that the phase was supposed to start running, but was unable to.

For more information, see Manage Phases.

GDPR Compliance 

The CA privacy statement is added to Automic Continuous Delivery Director popups that ask customers for personal
information.

For more information, see Privacy Statement.
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Micro Focus ALM Plug-in

A new Micro Focus Application Lifecycle Management (ALM) plug-in enables you to run functional test sets as your
applications progress through the Automic Continuous Delivery Director pipeline. You can track milestones and defects in
real-time and can have visibility into the applications under development.

For more information, see Micro Focus ALM.

Red Hat OpenShift Plug-in

A new Red Hat OpenShift plug-in lets you control your Kubernetes environment from your CI/CD pipeline.

For more information, see Red Hat OpenShift Plug-in.

Red Hat Ansible Tower Plug-in

A new Red Hat Ansible Tower plug-in allows you to execute Ansible jobs from the Automic Continuous Delivery
Director pipeline, according to job templates.

For more information, see Red Hat Ansible Tower Plug-in.

JetBrains TeamCity Plug-in

A new JetBrains TeamCity plug-In lets you easily add completed builds to your pipeline for deployment, testing, and
production.

The TeamCity integration enables zero-touch continuous delivery, continuous testing, and continuous deployment. This
plug-in fully integrates TeamCity CI and build functionality into the robust Automic Continuous Delivery Director pipeline
planning, management, and orchestration functionality. Enable the TeamCity plug-in to connect TeamCity builds directly
to the Automic Continuous Delivery Director pipeline so that a successful build triggers pipeline execution.

For more information, see JetBrains TeamCity Plug-in.

Plug-in for Microsoft Team Foundation Server

A new plug-in for Microsoft Team Foundation Server (TFS/VSTS) triggers the execution of a release in Automic
Continuous Delivery Director when a TFS build has completed. TFS notifies of any new successful build including
application and build information. then maps the event to the relevant releases.

For more information, see Plug-in for Microsoft Team Foundation Server.

Enhancements

Pipelines as Code

The Pipelines as Code feature is enhanced as follows:

• You can now define parameters in a DSL file.
Example:  
"parameters": [ { "name": "relVersion", "value": "123" }, { "name": "relName",

 "value": "import-dsl-param" }

• You can import DSL files from GitHub, including releases, endpoints, applications, and environments. To
support this capability, the Import Release dialog has been modified and Import and Export buttons added to
the ENDPOINTS and APPLICATIONS & ENVIRONMENTS pages.

• The Pipeline as Code feature has been enhanced to enforce Application-based Access Control. If you import a DSL
file containing a release without an application, you will be prompted to modify the DSL.

 17

http://docops.ca.com/rest/ca/product/latest/topic?hid=HID_ALM&space=CDDPLG&language=&format=rendered
http://docops.ca.com/rest/ca/product/latest/topic?hid=HID_OpenShift&space=CDDPLG&language=&format=rendered
http://docops.ca.com/rest/ca/product/latest/topic?hid=HID_Ansible&space=CDDPLG&language=&format=rendered
http://docops.ca.com/rest/ca/product/latest/topic?hid=HID_TeamCity_Plug-in&space=CDDPLG&language=&format=rendered
http://docops.ca.com/rest/ca/product/latest/topic?hid=HID_Plugin4TFS&space=CDDPLG&language=&format=rendered


 Automic® Continuous Delivery Director 7.0

These enhancements help users to further automate the pipeline as code process and to create releases with the
improved DSL output.

For more information, see Pipelines as Code.

Release Tracks

The Release Tracks feature is enhanced as follows:

• You can determine the order in which releases in release tracks are executed.
• You can either schedule all releases to run at the same time or schedule them to run in a specified sequence. You can

add releases to a specific place in the sequence.
• You can approve all releases in a release track at the same time. To support this capability, a new Approve All button

has been added to the Track page.

For more information, see Release Tracks.

Microsoft Team Foundation Server Plug-in

The new Run Build task lets you run TFS or VSTS project builds in the context of phases and releases.

For more information, see Microsoft Team Foundation Server Plug-in.

Atlassian JIRA Plug-in

Output parameters are added to the Create Jira Issue task. You can store the key, ID, and URL of a created issue as a
token and update the issue in other tasks.

For more information, see Atlassian JIRA Plug-in.

6.7 New Features and Enhancements
This release includes all features and cumulative maintenance up to 6.7 plus the following new features and
enhancements.

NOTE
For information about integration and plug-in related new features and enhancements, see What's New in CA
Continuous Delivery Director - Integrations.

New Features

Re-run Tasks

If a task fails during a phase execution, users can re-run that task. If necessary, users can make changes before they re-
rerun a task.

Previously, users could not run a task again after that task was executed during the release execution process. Users
had to: a) stop the phase that contained the task b) start or skip the previous phase until they reached the task phase c)
execute the task phase again.

For more information, see Release Execution.

Set Recurrence of Phase Executions

You can set recurrence patterns according to which a scheduled phase execution is repeated.

For more information, see Schedule Releases.
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Filter Releases

A filter menu has been added to the RELEASES page with two options:

• Show releases I own - displays all releases where the user is the release owner.
• Show active releases - displays all releases that fulfill the following conditions: a) the user is the release owner b) the

release has not been marked as Done.

For more information, see Manage Releases.

View Release Creator

In the RELEASES page, users can now see who created each of the listed releases.

For more information, see Design and Create Releases.

Enable Telemetry 

Automic Continuous Delivery Director now includes telemetry capabilities. The telemetry service monitors your Automic
Continuous Delivery Director environment and provides telemetry data to customers and CA to improve the customer
experience and provide a greater return on investment. The data collected does not include PII (personally identifiable
information).

Note: By default, the telemetry service is inactive and is not configured to collect any telemetry data.  Customers must
configure telemetry in settings.properties (the Automic Continuous Delivery Director system settings file) to enable
data collection.

For more information, see Apply Product License.

Enhancements

Pipeline as Code

The REST calls POST /dsl-manifest/attachment/ and POST /dsl-manifests/ have been enhanced. These
REST calls now include the Kind and ID of all entities created in the JSON response.

These enhancements help users to automate the pipeline as code process and to create releases with the improved DSL
output.

For more information, see REST Call: Import File.

User Management

Short descriptions have been added to the ADD USER and EDIT USER dialogs to help administrators assign user roles
appropriately.

For more information, see User Management.

6.6 New Features and Enhancements
This release includes all features and cumulative maintenance up to 6.6 plus the following new features and
enhancements.

NOTE
For information about integration and plug-in related new features and enhancements, see What's New in CA
Continuous Delivery Director - Integrations.
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New Features

Single Sign-On

Single sign-on (SSO) is now available for Automic Continuous Delivery Director On-Premise.

Single sign-on (SSO) lets users using the corporate network access Automic Continuous Delivery Director without
entering their usernames and passwords.Automic Continuous Delivery Director validates their usernames and passwords
against their corporate user database.

For more information, see: Enable Single Sign-On.

Release Manager and Designer User Roles

A new release manager user role has been added to Automic Continuous Delivery Director.

Release managers can:

• Add, remove, and edit releases, phases, and tasks
• Import and export releases
• Add releases to release tracks

Release managers cannot:

• Perform administration tasks
• See the Administration menu

The permissions of the designer role have changed.

Designers can:

• Edit releases, phases, and tasks if they are owners
• View releases if they are members
• Export releases

Designers cannot:

• Add or remove releases
• Import releases
• Add releases to release tracks
• Perform administration tasks
• See the Administration menu

For more information, see User Management.

6.5 New Features and Enhancements

New Features

Integrations Documentation Site

Plug-in and custom integration information has been moved to a central Automic Continuous Delivery
Director Integrations wiki site:

https://docops.ca.com/ca-continuous-delivery-director/integrations/en
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This content is applicable to all versions of  Automic Continuous Delivery Director and now exists in a single place. This
change improves the searchability and usability of the core and integrations documentation. The core documentation also
contains several links to the integrations documentation and the ability to search directly for integration content.

Pipeline as Code

The pipelines as code feature enables you to use JSON format code to represent workflows, reducing the time
spent on modeling workflows through the UI.  You can import and export JSON files that represent pipelines from
the Releases page.

You can use pipelines as code to:

• Automate code merges, unit/regression testing, environment builds, and so on
• Model a sequence of steps for merging, building, testing, and deploying application code
• Seamlessly and securely deliver new application features and updates
• Represent different layers (application, platform, and infrastructure) and different components (release, phase, and

task) in textual form
• Apply benefits such as version control, code review, branching strategies
• Easily transfer content between user accounts and workspaces
• Share pipelines as templates

For more information, see Pipelines as Code

Microsoft SQL Server

Automic Continuous Delivery Director now supports Microsoft SQL Server versions 2012, 2014, and 2016.

For more information, see Install CA Continuous Delivery Director

 

Enhancements

CA REST Plug-in

The CA REST plug-in now supports REST 2.0.

Starting from Automic Continuous Delivery Director 6.5, you cannot set the endpoint of a Automic Continuous Delivery
Director plug-in as optional. This change was made to resolve potential security, audit, and access control issues.

The CA REST plug-in that is based on REST 1.0 is supported in Automic Continuous Delivery Director 6.4 and earlier.
This plug-in is one of the plug-ins that specifies the endpoint as optional. 

Automic Continuous Delivery Director 6.5 includes an enhanced CA REST plug-in that is based on REST 2.0 that
specifies the endpoint as mandatory.

WARNING

When upgrading to Automic Continuous Delivery Director 6.5—If you use the CA REST API plug-in that is
based on REST 1.0, you must a) upgrade to the REST 2.0 plug-in, and b) deploy REST 2.0.

After an upgrade,Automic Continuous Delivery Director 6.5 automatically upgrades existing REST 1.0 tasks to use an
automatically created endpoint in tasks that do not contain endpoints.

In Automic Continuous Delivery Director SaaS, the upgrade from REST 1.0 to REST 2.0 is done automatically.

For more information, see REST Plug-In.
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Task-related Information

Access to task-related information has been streamlined and more details have been added.

You can now hover over tasks in the Releases page to view task details. Previously, you were required to click and open
a task to access task details.

Task-related information that is shown in the Releases page includes:

• Status
• Task Type
• Start and end time
• Duration
• Endpoint
• Plug-in logo
• Application name
• Environment
• Build number

For more information, see Manage Tasks.

Phase Status

You can now view the phase status in the Releases page.

Phase statuses include:

• Last run
• Running
• Never ran

A timestamp is also shown.

For more information, see Manage Phases.

6.4 New Features and Enhancements

New Features

System Administrator Role

A new system administrator role has been added to Automic Continuous Delivery Director. In addition to the tasks
performed by administrators, only system administrators can configure the Automic Continuous Delivery Director system
settings.

For more information, see User Management.

last_successful_commit

A new built-in token has been added to releases, namely last_successful_commit. This token promotes the last
successful commit to another phase in task definitions.

For more information, see Design and Create Releases.

 22



 Automic® Continuous Delivery Director 7.0

Packaged Plug-ins

The following plug-ins have been added to Automic Continuous Delivery Director. For plug-in documentation, see the CA
Continuous Delivery Director Integrations site

AWS CodeDeploy

The AWS CodeDeploy plug-in automatically registers the AWS CodeDeploy application deployment capabilities
with Automic Continuous Delivery Director. The plug-in lets you deploy to AWS cloud environments from a GitHub
repository. 

AWS Elastic Beanstalk

The AWS Elastic Beanstalk plug-in automatically registers the AWS Elastic Beanstalk application deployment capabilities
with Automic Continuous Delivery Director. The AWS Elastic Beanstalk plug-in lets you deploy web applications from
Amazon S3 cloud storage to AWS Elastic Beanstalk application container environments.

BlazeMeter

The BlazeMeter plug-in automatically registers the BlazeMeter load testing capabilities with Automic Continuous Delivery
Director. The plug-in allows you to run tests as part of your releases. 

CA App Experience Analytics

The CA App Experience Analytics (AXA) plug-in automatically registers the CA App Experience Analytics application
monitoring capabilities with Automic Continuous Delivery Director. The CA App Experience Analytics plug-in lets you
monitor application usage, user interactions, and performance.

Slack

The Slack plug-in automatically registers the Slack collaboration capabilities with CA Continuous Delivery Director. The
Slack plug-in provides your team with powerful, real-time messaging capabilities.

Enhancements

User Settings

The following properties have been added to the User Settings menu under Administration:

• Corporate Email
Specifies the email address to which Automic Continuous Delivery Director notifications are sent.

• API Key
Specifies a unique key to authenticate user access to REST APIs.

• Tenant ID
Specifies a unique tenant ID to authenticate user access to REST APIs.

Jenkins Plug-in

The Jenkins plug-in now supports the following new properties:

• API Key
• Tenant ID

These properties replace the User and Password user credentials.
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6.3.1 New Features and Enhancements
Automic Continuous Delivery Director 6.3.1 includes the following enhancements:

Oracle Database Support 

Automic Continuous Delivery Director now supports using the product with Oracle 11g and 12c databases.

Enhanced Description Field Functionalities

You can format release component description text, and include links to external systems, resources, and references
specific to the release.  

These enhanced functionalities are available in the description fields for the following release components: 

• Releases
• Phases
• Tasks
• Release Tracks

 

6.3 New Features and Enhancements
Version 6.3 of Automic Continuous Delivery Director includes the following new features and enhancements:

New Features

Release Tracks

The Release Tracks feature lets administrators bundle multiple releases into tracks for delivery to production within the
same time frame. Release tracks simplify releases and release planning, and helps increase the cadence of deliveries to
production. 

For more information, see Release Tracks.

Jenkins Integration

This release includes a new Jenkins plug-in that notifies Automic Continuous Delivery Director of new successful builds.
The notifications include build details such application information.

For more information, see Jenkins Plug-in.

TeamCity Integration 

This release includes a new TeamCity plug-in that notifies Automic Continuous Delivery Director of new successful builds.
The notifications include build details such application information.

For more information, see TeamCity Plug-in.

ServiceNow Integration 

This plug-in lets you create endpoints for ServiceNow instances and run tasks to create, edit, and check change request
statuses. 
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Built-in Tokens

Built-in tokens are system tokens that are created automatically for every release.

The built-in token added in version 6.3 is last_successful_build. This token is used to control the progress of the build
for all releases across the pipeline. 

NOTE

More Information:

• Build Promotion
• The Add Tokens section in Design and Create Release

Output Parameters

External tasks now support an output parameter field. This field gets a result value from the executed task, and sets that
value in the Token in that field. This token can be used in other tasks with the value from the task where it was used.

The following ServiceNow output parameters are available from product version 6.3:

• Create Change Request
• Create Change Task

Token Scope 

You can now set Tokens to have one of the following Scope settings:

• Phase 
Note: The Phase Scope is the default scope of a new Token.

• Release.

For more information, see the Tokens section in Design and Create Releases.

Enhancements

Build Information 

This release provides enhanced visibility and use of build numbers across releases. 

• Build Numbers 
From this product release, application build numbers are acknowledged and included in the release lifecycle, and can
be tracked. Build numbers are included in all reports.

• Build Promotion
Release 6.3 uses the built-in token last_successful_build to automatically promote successful builds to the next
phase.
For more information, see Build Promotion.

Reports

The following reports have been added for version 6.3:

• Release Analysis Report
Provides detailed views of all phases and phase iterations that correlate with a filtered release timeline. The report
helps monitor and review release activities. 

• Environment Report
Shows all deployed, planned, and failed applications on a selected environment.

For details about each report, see Reports.
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New CA Release Automation Plug-in Task

CA Release Automation Plug-in has a new task, Run Process. Use this task to run any process in CA Release
Automation that is not part of a deployment plan.

New ServiceNow Plug-in Tasks

The ServiceNow plug-in contains the following new tasks:

• Update Change Request  
• Update Change Task

These tasks can use the values from the output fields in the other tasks.

6.2 New Features and Enhancements
Version 6.2 of Automic Continuous Delivery Director includes the following new features and enhancements:

New Features

CA Agile Central Test Case Results

You can now configure tasks in a release to get test cases results from CA Agile Central stories and defects.

Release Notifications

The release notification feature provides detailed email notifications to stakeholders for various release activities.

For more information, see Release Notifications.

Application Version Dependencies

You can now define dependencies between applications to provide dependency control across releases. When you define
a dependency between applications, a warning appears if the dependency is not met before the dependent application
deploys.

For more information, see Set Application Version and Dependences in .Design and Create Releases v6.3.

Enhancements

LDAP Changes

When you change between local directory and LDAP, or change the LDAP server, an application restart is no longer
required.

Manual Phase Approval

Release owners can set phases to require approval before the phase is executed.

For more Information, see Manage Phases.

User Permissions

Only release stakeholders have permissions to view releases.

For more information, see User Permissions and Activities.
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Dynamic Parameters

A dynamic auto-complete feature is added when you select automatic task values that exist on a remote endpoint (for
example, CA Agile Central project name).

Endpoint Permissions

Permissions to use and view endpoints are restricted to endpoint owners. Endpoint owners can assign endpoint
permissions to users and groups.

Update Database Password

Users can update the MySQL database password and other database settings.

For more information see Customize Product Settings.

Replace Application environments

You can replace an application environment in a release with another existing environment.

For more information, see the Replace Environments section in Manage Applications and Environments.

6.1 New Features and Enhancements
The following new features and enhancements are provided in Automic Continuous Delivery Director version 6.1:

New Features

LDAP Integration

This release offers LDAP integration to authenticate users and groups directly from an LDAP repository.
For more information, see LDAP Integration.

Atlassian JIRA Plug-in

This release includes a plug-in that lets you leverage JIRA capabilities.

Enhancements

Password Management

With this release, local users can change their system password in the product UI.

For more information, User Management.

Test Connection

When you create an endpoint, you can now test the connection before saving to ensure that you have entered valid
endpoint information. You can also test the connectivity of plug-ins on the Plug-ins page.

Release License Trial Mode

This release provides a trial release license that lets you run one trial release without registering a product license key.
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Known Issues
The following pages list the documented known issues for the noted versions of Automic Continuous Delivery Director.

6.8 Known Issues
Note: The reference numbers in the following tables indicate customer case numbers in the different issue tracking tools.
Use these numbers to search for the details of specific cases.

DE = CA Agile Central

SC = Service Cloud

The following table shows known issues in 6.8:

Reference Number Description

DE378131 Only users with either the System Administrator or Administrator
role can view the product version (Help > About).

DE378464 In Google Chrome, Automic Continuous Delivery Director fails
to export a release with a name that includes a comma(“,”). With
other web browsers, export completes, but the export file name
does not match the release name.

6.4 Known Issues
The following issues are documented for version 6.4 of Automic Continuous Delivery Director:

Maintenance Window-Related Dependency Conflict Not Indicated

When you define a release track with a production phase that extends beyond the maintenance window, a dependency
conflict exists. The orange icon that indicates the existence of a conflict does not appear automatically.

To resolve this issue, after you map a phase to production, refresh the page.

A fix for this issue will be available in the next patch or release.

For more information, see Monitor and Troubleshoot Release Execution.

User and Group Data Not Available

In the User Management page, you search for a user that does not exist. You then clear the search box. The existing
users and groups do not display automatically.

To resolve this issue, after you search for a user or group that does not exist, refresh the page.

A fix for this issue will be available in the next patch or release.

6.3.1 Known Issues
There are currently no known issues documented for Automic Continuous Delivery Director version 6.3.1

6.3 Known Issues
The following issue is documented for version 6.3 of Automic Continuous Delivery Director:
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Release Idle Time Widget Data Not Available

The Release Idle Time widget does not display data with MySQL 5.6 database where the Group by flag value is set
to On.

To resolve this issue, update the MySQL configuration file and restart MySQL.

Follow these steps:

1. Update the MySQL configuration file as follows:
a. Comment out: 

sql-

mode="ONLY_FULL_GROUP_BY,STRICT_TRANS_TABLES,NO_ZERO_IN_DATE,NO_ZERO_DATE,ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION"

b. Uncomment:

sql-mode="STRICT_TRANS_TABLES,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION"

2. Restart MySQL.

Resolved Issues
The following pages list resolved Automic Continuous Delivery Director issues for the noted product versions.

6.8 Resolved Issues
Note: The reference numbers in the following tables indicate customer case numbers in the different issue tracking tools.
Use these numbers to search for the details of specific cases.

DE = CA Agile Central

SC = Service Cloud

The following table shows issues resolved in Automic Continuous Delivery Director 6.8:

Reference Number Description

DE370597 (UI only). When adding or removing a release to/from a release
track, phases are relocated.
Example: A release has three phases, Development (first phase),
Integration Testing (middle phase), and Production (last phase).
When the release is added to a track, Integration Testing becomes
the first phase.

DE367165, SC Case 01101706 Automic Continuous Delivery Director fails to execute a Jenkins
build which contains a password as one of the build parameters.

6.7 Resolved Issues

Slow Performance in Applications and Environments Page

The issue of the slow load times in the APPLICATIONS & ENVIRONMENTS page has been resolved in version 6.7.

Previously, when you retrieved a large number of applications and environments, the waiting period was significant.
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6.5 Resolved Issues

Maintenance Window-Related Dependency Conflict Not Indicated

The issue with the orange icon not appearing when a dependency conflict existed has been resolved in version 6.5.

Previously, when you defined a release track with a production phase that extended beyond the maintenance window, the
orange icon did not appear automatically. A page refresh was required.

User and Group Data Not Available

The issue with existing users and groups not displaying automatically after a search for a user that did not exist has been
resolved in version 6.5.

Previously, after you searched for a user or group that did not exist, you had to refresh the page to see the existing users
and groups.

Import of External Applications from CA Release Automation Not Available

The issue of inability to import of external applications from CA Release Automation has been resolved in version 6.5.

Previously, if some of the applications were imported earlier, deleted, or renamed and recreated with same name, you
could not import external applications from Release Automation .

Import of Active Directory Users Not Available

The issue of inability to import Active Directory users has been resolved in version 6.5.

Previously, you could not import Active Directory users when the DN (distinguished name) length was greater than 200
characters.

Add Release to Track in IE11 Not Available

The issue of inability to add a release to a track in Microsoft Internet Explorer 11 has been resolved in version 6.5.

Previously, you could not add a release to a track when the Web browser was IE11.

Add Release to Track in IE11 Does Not Display Correctly

The issue of overlapping entities in the Add Release to Track user interface when using Microsoft Internet Explorer 11 as
the Web browser has been resolved in version 6.5.

Previously, if you clicked Add Release to Track, the popup window displayed overlapping fields that obscured the data
that is shown.

REST Call for {applicationId}/application-versions Does Not Return Correct Application Version

The issue of the REST call for {applicationId}/application-versions not returning the correct application
version has been resolved in version 6.5.

Previously, when you used the GET "/releases/{releaseId}/applications/{applicationId}/
application-versions" REST call, you retrieved all versions of the given application, regardless of which version of
the application was used in the given release.

Cycle Time Widget Displays Incorrect Data

The issue of incorrect data display in the Cycle Time widget has been resolved in version 6.5.
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Previously, the release execution time did not match the total of phase execution time + time until release was marked as
done + manual time (if applicable).

6.4 Resolved Issues

6.3.1 Resolved Issues

Release Idle Time Widget Data Not Available

The issue with the Release Idle Time widget not displaying data with MySQL 5.6 database where the Group by
flag value is set to On has been resolved in version 6.3.1.

Resolved Issues

The following pages list resolved Automic Continuous Delivery Director issues for the noted product versions.

6.3 Resolved Issues
The following product issue from the previous version is resolved for version 6.3:

Java Limitations

Version 6.2 of CA Release Automation Continuous Delivery Edition only supported Oracle Java. This issue is resolved
and version 6.3 supports all versions of Java.

Acknowledgements and License Agreements
The attached document contains license agreement information for third-party software that is used in Automic
Continuous Delivery Director:

 #unique_84 
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About Automic® Continuous Delivery Director

Automic Continuous Delivery Director is a powerful pipeline planning, orchestration and analytics solution that enables
effortless continuous delivery of high-quality, innovative applications from high-performance teams. Automic Continuous
Delivery Director works with the most popular open-source and commercial DevOps  solutions to manage the pipeline
from planning to testing to production.

Overview

Rapid and reliable deployment of new high-quality release content is essential to drive business agility and reduce
time-to-market. As your processes mature, the speed of your enterprise release cadences and the scale of automated
deployments increase. These changes can result in the following challenges:

• Increased release complexity, including releases with different requirements and that consist of multiple applications,
teams, and time lines. 

• Increased release velocity which makes it more difficult to detect conflicts and bottlenecks.
• A more agile release process that must support business goals, and application content that is easy to track.

Tools such as Automic® Continuous Delivery Automation automate application deployments to help reduce deployment
times and errors. Automic Continuous Delivery Director offers advanced capabilities to help you manage a complex
continuous delivery pipeline.

Automic Continuous Delivery Director offers an easily configurable, visual, strategic control point to help plan and direct
the processes and content of multi-team, multi-app releases from development through production. Automic Continuous
Delivery Director helps you transition to the next phase of continuous delivery maturity, and move from automated
application deployment to a fully managed and optimized release pipeline.

Typical continuous delivery pipelines incorporate sophisticated sets of tools that include:

• Application lifecycle management
• Change management
• Continuous integration
• Artifact storage
• Test automation
• Infrastructure automation
• Deployment automation

These tools perform key functions to ensure fast, high-quality releases. Release pipeline management provides insight
into, and control of, all continuous delivery functions. Automic Continuous Delivery Director adds more advanced, broader
pipeline orchestration to Automic® Continuous Delivery Automation functionality. This enhanced scope helps to manage
the end to end process from development to production. Enhanced release cycle management drives a cross functional
culture of shared ownership between development, test, release, and operations teams.

Review the content in this section to understand product use cases, concepts, and recommended workflows.

Role in the Continuous Delivery Ecosystem
CA offers a collection of integrated software planning, development, testing, and delivery tools that create a complete
Continuous Delivery Ecosystem. This ecosystem helps you overcome the complexities, obstacles, and demands
of Continuous Delivery. The ecosystem puts innovation in the hands of your customers faster, at lower cost, and
with reduced risk. The strategic integration points between these tools help you manage your end-to-end software
development lifecycle.
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Automic Continuous Delivery Director is one product in the Continuous Delivery ecosystem. Automic Continuous
Delivery Director serves as the control point to orchestrate your entire continuous delivery pipeline from planning through
production.Automic Continuous Delivery Director can orchestrate most continuous delivery operations through various
direct and indirect integrations. The product offers direct integrations with the following CA products:

Rally®

View and manage Automic Continuous Delivery Director work items and test cases in Rally.

Automic® Continuous Delivery Automation

• Deploy applications between environments.
• Import application models (applications, environments, and so on)
• Start application workflow
• Start general workflow

Blazemeter
Run cloud-based Blazemeter performance tests directly from Automic Continuous Delivery Director.

The following video shows a sample scenario that demonstrates how the products in the Continuous Delivery Ecosystem
work together:

Use Cases
Automic Continuous Delivery Director gives release managers and DevOps professionals comprehensive insight into all
tasks and content across all phases of release cycles in the continuous delivery pipeline. While Automic® Continuous
Delivery Automation and other application deployment tools provide robust, application-level deployment automation,
Automic Continuous Delivery Director enables the following functionalities at the pipeline level:

• Define release content that spans multiple teams and multiple applications
• Define deployment order and dependencies between applications
• Configure approvals across applications and phases
• Use global environments to configure a clear promotion path
• Respond to release status in real time to ensure success
• Track release content for visibility into what gets deployed
• Visualize your entire continuous delivery pipeline to manage multiple releases simultaneously

The following examples show how these functionalities map to high-level continuous delivery use cases:

• You can effectively manage the complexity of cross-application releases in a content-driven manner that directly
supports underlying agile processes. Tie release content to releases to efficiently map user stories, customer
feedback, and other agile artifacts to the completed release. This level of insight in a single tool lets you anticipate
dependencies, and fully understand how your processes work together.

• Managing releases from a single tool lets you enforce consistency across the enterprise, and creates a repeatable
release process blueprint. 

• Continuous delivery pipeline optimization becomes simpler when teams have end-to-end transparency.  End-to-end
transparency helps avoid conflicts, detect bottlenecks, and fix problems. End-to-end transparency provides visibility
into trends to understand where future problems might occur.

• You can orchestrate deployments of applications to SaaS, on premises, and hybrid deployment models from a single
tool.

Example Use Case

Consider as an example, a financial company that maintains a complex payment processing system. This system consists
of four discrete applications that always have to run and work together:
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• A front-end user interface application
• A back-end batch processing application
• A database for account and transaction storage
• An application that secures and monitors all transactions

These applications include application dependencies, and the teams and stakeholders responsible for each application.
These applications might be modeled as separate applications in the baseline application deployment software. These
applications can also contain the following continuous delivery artifacts:

• Deployment plans
• Development, test, and production environments
• Build processes
• Regression tests
• Performance tests
• Virtual services
• Change management data

Release owners can model continuous delivery activities for the payment processing application into a single release
pipeline workflow. This capability unlocks the following key benefits and use cases:

• Organize the release activities into phases for a global environment view
Ensures that all application phases are complete before they move to the next phase. 
Example: You model a Development phase that contains all activities to deploy applications into your Development
environment. If the Development environment includes different systems for each application, the phases in Automic
Continuous Delivery Director give you a global environment view.

• Add all stakeholders to a release
Ensures that everyone responsible for aspects of the release has the necessary level of insight. 
Example: If the build fails for the front-end application, the responsible development team and all relevant personnel
are notified. This notification provides insight into current status to allow stakeholders to adjust their plans accordingly.

• Model a sequential task-based workflow in each phase
Lets you assemble a logical order of events at the release level to allow for application dependencies and other
factors. 
Example: If the batch processing application regression tests or deployment fails, the front-end application updates do
not run. 

• Integration with lower-level continuous delivery tools 
Lets you effectively orchestrate the process from a single tool. You can configure Automic Continuous Delivery
Director to kick off deployment plans after you confirm the completion of prior tasks.

• Collaborative features 
Provides increased release insight. For example, you can add release content that tracks the work items that are
addressed in a given application update.

• Management at scale
Consider the payment processing system as one of dozens of composite applications that the financial services
company manages. Each application has multiple applications, releases, and teams. Automic Continuous Delivery
Director makes it possible to maintain an efficient continuous delivery pipeline at scale. Automic Continuous Delivery
Director detects release conflicts and shows scheduled releases and the environments that they deploy in a single
calendar view. The product also provides teams with one location for collaboration.

Terminology
The following list defines key Automic Continuous Delivery Director terms:
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account owner

The person who signs up for a Automic Continuous Delivery Director subscription.

Note: Applies to SaaS only.

Activity Panel

A panel on the Releases page that shows all release activities, such as execution events, warnings, and error messages.

API key

A unique alphanumeric key to authenticate user access to REST APIs.

application

A entity that you can add to a release and act on using tasks. Applications represent the deployable units of software
that are part of a release. They are often the same as the applications you create in CA Continuous Delivery Automation.
However, you can also create local application models for proof of concept and testing purposes, or to correspond with
SaaS-based applications that you are deploying with other tools, such as AWS CodeDeploy.

For more information, see Manage Applications and Environments.

application model

A design element that represents an automated configuration and deployment for a server architecture. To design
processes, the user permissions, actions, and server types must be associated with the application.

An application model can contain multiple server types and architectures, multiple components to represent application
tiers, and multiple environments.

approval gate

An entry gate that lets release owners specify how release phases begin execution. The following approval gates are
available for release phases:

• Manual - Requires manual execution.
• Automatic - No approval gate, the phase starts automatically when the previous phase is complete.
• Scheduled - Starts at the scheduled time.

application version

A number provided manually at the beginning of a release to indicate the version of an application. This number is not
an auto-generated number, which is given by a build server or source control. This number is the version number of the
application at the end of the release.

billing portal

A self-service website for handling Automic Continuous Delivery Director subscription payments.

Note: Applies to SaaS only.

build promotion

A capability that enables successful builds to automatically advance across the pipeline in CA Continuous Delivery
Director. You use this capability to promote successful builds across release phases. Application build numbers are
included in, and can be automatically tracked across, the lifecycle of a release.
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content

Metadata that is associated with a release or an application. Release content helps stakeholders identify key information,
like defects and stories, that the release addresses

For more information, see the Add Application Content section of Design and Create Releases.

commit source

A source control repository in which commit metadata is stored.

Example: A GitHub repository.

Dashboard

A centralized view in the Automic Continuous Delivery Director user interface of key metrics, historical data, and other
information. The dashboard contains configurable pages, widgets, and reports.

designer

The default Automic Continuous Delivery Director user role. Designers can:

• Edit releases, phases, and tasks if they are owners
• View releases if they are members
• Export releases

DSL

The Domain-specific Language (DSL) functionality lets you create Automic Continuous Delivery Director objects such as
releases, phases, tasks, applications, environments, and so as JSON code. This functionality reduces the time spent on
modeling release pipelines through the UI.

endpoint

A connection that a user establishes to remote components, such as Rally®. You can establish multiple endpoints to a
single plug-in.

For more information, see Manage Endpoints.

environment

A design element that represents a context in which deployed applications run. When using Automic Continuous Delivery
Director with Automic® Continuous Delivery Automation, they are typically the same as the environments you create
in Automic® Continuous Delivery Automation. Like applications, you can create local environments for proof of concepts,
testing, and for use in SaaS-based deployments with other tools, such as AWS CodeDeploy.

For more information, see Manage Applications and Environments.  

external application

An application model that exists in a remote component, such as Automic® Continuous Delivery Automation.

Indication Panel

A user interface container that docks to the Activity Panel. The Indication Panel contains icons that indicate the following
release events:
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• Pending tasks
• Errors
• Warnings

The panel is activated when the release starts to run.

Integration Hub

A website that contains information and download links for Automic Continuous Delivery Director plug-ins and other
integrations.

local application

An application model that only exists in the context of Automic Continuous Delivery Director and which is not imported.
You can use local applications for proof-of-concept activities.

local environment

An environment that only exists in the context of Automic Continuous Delivery Director and which is not imported. You can
use local environments for proof-of-concept activities.

maintenance window

A timeframe during which releases can run in a specified environment.

outage

A period during which the system is unavailable. There are two types of outages: 

• Unplanned: Due to a problem with our service such as network unavailability or software issues.
• Planned: Due to maintenance activities which require us to stop the service for a short period.

Note: Applies to SaaS only.

penetration testing

An activity that looks for attack paths that might be used to gain access to assets.

phase

An organized collection of release deployment steps. Phases provide a global environment view for all application
activities. A typical release has development, QA, and production phases. These phases consist of the steps necessary to
deploy applications in each phase.

NOTE

More Information:

• Create Phases section in Design and Create Releases
• Manage Phases

phase gate

A setting that specifies how a phase is triggered to run. You can configure phases with the following phase gates:

• Manual (default): Runs a phase when a button is selected.
• Automatic: Runs a phase when the previous phase is complete. Automatic phases that are the first phase in a release

must be started manually.
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pipeline as code

A Domain-specific Language (DSL) representation of a release pipeline in JSON code. This functionality reduces the time
spent on modeling release pipelines through the user interface.

plug-in

Plug-ins allow you to customize Automic Continuous Delivery Director with the integration of remote components. Each
plug-in integrates with a remote component that lets you instrument continuous delivery operations in release workflows.
Plug-ins provide the integration with each component, and endpoints are the connections to the servers where the remote
components reside. For example, the Automic® Continuous Delivery Automation plug-in lets you configure multiple
endpoints to Automic® Continuous Delivery Automation servers.

For more information, see Integrations.

plug-in proxy

A solution that allows Automic Continuous Delivery Director users to bypass a corporate firewall to execute plug-in
services through on-premise components securely.

Note: Applies to SaaS only.

release

A representation of a workflow for the deployment of applications in one or many environments. Releases are the core
of Automic Continuous Delivery Director. 

For more information, see Releases.

release as code

A configuration that provides access to Domain-specific Language (DSL) representations of releases stored in a source
control repository.

release conflict

An automatically-generated alert that appears in the user interface during release design to indicate a scheduling conflict.
The notification does not prevent the scheduled execution. The alert lets you see the point in the release where the
conflict occurs.

release idle time

An analysis of periods of inactivity, such as manual hold-ups, in a release process.

release manager

A Automic Continuous Delivery Director user role. Release managers can:

• Add, remove, and edit releases, phases, and tasks
• Import and export releases
• Add releases to release tracks

release member

A set of user permissions for a release. Release members can only view releases and cannot perform release tasks or
actions. All owners of release components are automatically added to the release members list.
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release track

A group of releases that are bundled together to deliver all the bundled releases into production simultaneously.

For more information, see Release Tracks.

sample release

A preconfigured release that appears in the releases list after the first login. Users can configure a sample release for
product onboarding and proof-of-concept.

SMTP

An internet standard for electronic mail (email) transmission. System administrators configure SMTP to enable e-mail
messages to alert users to new activity in Automic Continuous Delivery Director.

subscription

An agreement to purchase an account to use Automic Continuous Delivery Director according to the terms and conditions
on the cddirector.io website.

Note: Applies to SaaS only.

task

A unit of work that represents activity workflows in a release. You add tasks to phases in a specific order to piece together
your release pipeline workflow. Tasks can be manual, such as a change request approval. Tasks can also enable the
automated execution of remote activities like the run of a Automic® Continuous Delivery Automation deployment plan.

NOTE

More information:

•  Create tasks section in Design and Create Releases
• Manage Tasks

telemetry

A service that monitors a Automic Continuous Delivery Director environment and collects data to provide to customers
and to CA. The collected data is used to improve the customer experience and to achieve a greater return on investment.

tenant ID

A unique numeric identifier to authenticate workspace access to REST APIs.

token

A reusable placeholder that is used to create generic releases with dynamic task fields such as build number and issue
ID.

WalkMe™

A software-as-a-service platform that helps users navigate the features of Automic Continuous Delivery
Director. Information is overlaid in popup balloons in the browser window. These balloons break down Automic
Continuous Delivery Director processes into step-by-step instructions. WalkMe also collects data on user interactions with
Automic Continuous Delivery Director to improve the customer experience.

Note: Applies to SaaS only.
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widget

An HTML-based program that is displayed in the Dashboard. Widgets provide metrics for deployment data, audit logs,
release execution, and other aspects of the product.

Workflow
The Automic Continuous Delivery Director workflow consists of initial installation and administration, followed by iterative
release creation and execution.

The following diagram shows the product workflow and the associated roles:

Figure 2: This diagram shows the product workflow and the associated roles

1. Install the product - system administrator
2. Perform initial configuration - administrator

An administrator must configure the integrations, applications, and users before continuous delivery pipeline
management can begin.

3. Design releases and release tracks - authorized user
Authorized users design releases and release tracks that consist of applications, phases, tasks, and content. 
Note: Release Tracks are groups of releases that are bundled for simultaneous execution.

4. Schedule release execution - authorized user
5. Execute releases - authorized user

The authorized user uses the intuitive product interface to executes releases and release tracks. The authorized
user monitors the release progress from start to finish and takes corrective measures where needed.

6. Repeat release design as needed, and schedule and execute phases - authorized user
Release pipeline management is an iterative process that repeats on the cadence of your continuous delivery process.
For example, weekly releases require a new release and proper execution of that release.

7. Monitor release activity - authorized user
Interested personnel can use the Dashboard to view release progress and historical release trends.

For more information about roles and permissions, see User Management.
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User Interface
Automic Continuous Delivery Director provides an interactive, intuitive user interface that contains the following pages as
tabs at the top of the UI:

The UI provides a brief Tour, or review, of UI functionality for each page. To enable the tour, click the yellow question
mark icon. 

Dashboard

The DASHBOARD page consists of configurable tabs and widgets that help you monitor and manage releases.

For more information, see The Dashboard.  

Releases

The RELEASES page provides tools to create and monitor your continuous delivery releases. The RELEASES page
consists of the following interactive components and information:

• All releases, phases, and tasks
• A panel with all release applications, Stakeholders, and Tokens
• An Activity Panel that shows all release activity

For more information, see Releases.

Tracks 

The TRACKS page lets you bundle several releases into a track to deliver the bundled releases into production together.

For more information, see Release Tracks.

Calendar

The CALENDAR page provides a real-time, interactive overview of all planned and running releases. You can use the
release calendar to view, drill down into, and manage release components and scheduling.

For more information, see Release Calendar.

Reports

The REPORTS tab lets you create, save, and access the following reports for your releases:

• Application
• Content
• Release analysis
• Environments

For more information, see Reports.

Administration

The ADMINISTRATION tab lets you manage the following Automic Continuous Delivery Director components from a
drop-down list:
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• Applications and Environments
• Endpoints
• Plug-ins
• User Management
• Maintenance Windows
• Settings (On premises only)

For more information, see Administration.
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Getting Started (On-Premise)

All new users of the on-premise version of Automic Continuous Delivery Director should read this section to understand
how to set up and work with the product. This section includes the following information:

Quick Guide for End Users

A brief tutorial on how to access and interact with the product.

Quick Guide for Administrators

A brief tutorial on how to configure the product.

Quick Start Guide for Administrators (On-Premise)
As an administrator, you configure Automic Continuous Delivery Director and manage applications, environments, users,
and integrations. Only administrators and authorized users see the ADMINISTRATION tab which is where you configure
and manage the product.

In this section, we divide the process of getting to know Automic Continuous Delivery Director into three stages:

• Design
• Setup
• Test

Design

During the design stage, you collect your business requirements and plan your release pipeline.

Consider the following:

• Integrations – Automic Continuous Delivery Director supports a large number of plug-ins and other integrations. Which
integrations will you use?

• Endpoints – Which will you use? What access do you want to provide?
• Applications – Mandatory. You cannot execute a release which does not contain at least one application. Which

applications do you want to add to your CI/CD pipeline?
• Environments – Optional but recommended. Which environment do you want to set up?
• User Management  –  How will you control access to releases, phases, and tasks?
• How does your organization manage users - local or LDAP?
• Do you want to enable SAML?
• Which content providers does your organization use? For example, Rally®, Atlassian Jira, Microsoft Team Foundation

Server, and so on.
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Set Up Your System

During the setup stage, you perform the following actions to complete product configuration:

• Set Up Authentication
• Set Up Notifications
• Set Up Users and Groups
• Set Up Applications and Environments
• Set Up Endpoints
• Set Up Releases

Set Up Authentication

You can configure LDAP and SAML methods to validate and authorize users to access or use Automic Continuous
Delivery Director.

To Do This Comments

Configure SAML Authentication Select Administration, then SAML
Configuration.

Optional.
For more information, see: Enable Single
Sign-On.

Configure LDAP Select Administration, CDDirector
Settings, then User management system.

Optional.
For more information, see: LDAP
Integration.

Set Up Notifications

You can enable e-mail messages to alert users to new activity in Automic Continuous Delivery Director.

To Do This Comments

Configure Notifications Select Administration, CDDirector
Settings, then SMTP.

Optional. To configure SMTP settings, you
must be a system administrator.
For more information, see: Configure
Notifications.
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Set Up Users and Groups

You can create users and add the users to groups that you can assign to specific product roles. 

To Do This Comments

1 Create Users Select Administration, User
Management, then Add User.

Optional.For more information,
see User Management.

2 Create Groups Select Administration, User
Management, then Add Group.

Optional.
For more information, see User
Management.

3 Import Users Select Administration, User
Management, then the Import
Users plus sign icon on the
Users toolbar.

Optional.
For more information, see:
LDAP Integration.

4 Import Groups Select Administration, User
Management, then the Import
Groups plus sign icon on the
Groups toolbar.

Optional.For more information,
see: LDAP Integration.

5 Assign Roles to Users Select Administration, User
Management, then a user and
the pencil icon on the Users
toolbar.

Optional.
By default, new users are
assigned the Designer role.
For more information, see User
Management.

6 Assign Roles to Groups Select Administration, User
Management, then a group and
the pencil icon on the Groups
toolbar.

Optional.
By default, new groups are
assigned the Designer role.
For more information, see User
Management.

Set Up Applications and Environments

You can create applications and environments, and assign users to applications to control access.

An application represents a deployable unit of software that is part of a release.  An environment is the location where the
application runs.

To Do This Comments

1 Create Applications Select Administration,
Applications and
Environments, then either Add
application or Add External
Applications.

Mandatory.
For more information, see
Manage Applications and
Environments.
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2 Create Environments Select Administration,
Applications and
Environments, then an
application, and Add
environment.

Optional but recommended.
For more information, see
Manage Applications and
Environments.

3 Assign Users or Groups to
Applications

Select Administration,
Applications and
Environments, then an
application, and enter values in
the Authorized Users/Groups
field.

Optional. By default, all users
and groups can access all
applications.
For more information, see
Manage Applications and
Environments.

Set Up Endpoints

You can create endpoints, and assign applications and environments to endpoints. Endpoints represent specific instances
of remote components that are supported by a registered plug-in. For example, you can connect a release to Automic®

Continuous Delivery Automation, AWS CodeDeploy, BlazeMeter, and so on.

To Do This Comments

1 Create Endpoints Select Administration,
Endpoints, Add Endpoint.

Mandatory. When you enter
an endpoint name, choose a
unique and descriptive name,
because releases can have
multiple endpoints
For more information, see
Manage Endpoints.

2 Assign Applications and
Environments to Endpoints

Select Administration,
Endpoints, Add Endpoint.

Optional but recommended.
Specify at least one application
and one environment to an
endpoint, or you will not be able
to use this endpoint inside any
tasks.
For more information, see
Manage Endpoints.

Set Up Releases
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Releases are the core of Automic Continuous Delivery Director. Releases consist of phases that simulate global
environments and tasks that instrument continuous delivery operations required during release deployment.

To Do This Comments

1 Create a Release Select Releases, New Release. Mandatory
For more information, see
Design and Create Releases.

2 Assign Applications to the
Release

Select Releases, New Release,
and enter values in the
Applications field.

Mandatory – You cannot create
a release without at least one
assigned application. For more
information, see Design and
Create Releases.

3 Assign Owners and Members to
the Release

Select Releases, New Release,
and enter values in the
Members and Owners fields.

Optional but recommended.
Owners are users who own
and configure releases.
Members are users who can
be assigned release tasks. For
more information, see User
Permissions.

4 Configure Application Version In the release, expand the
APPLICATIONS tree on the left
menu, and select Set Version
next to an application. 

Mandatory – Each application
in a release must have a
version number. For more
information, see Design and
Create Releases.

5 Import Application Content In the release, expand the
APPLICATIONS tree on the left
menu, and select the arrow to
the right of the version number
for an application.
Note: This option is only
available after you add a version
number to the application.

Optional – Application content
can consist of metadata or
extra information about specific
deployments in the current
release. This information
enriches your applications and
makes it easier for release
owners and members to
understand what is deployed.
For more information, see
Design and Create Releases.

6 Define Tokens In the release, expand the
APPLICATIONS tree on the left
menu, select %Tokens, then
New Token.

Optional – Tokens are reusable
placeholders. Use tokens to
create generic releases with
dynamic task fields like build
number and issue ID. For more
information, see Design and
Create Releases.

7 Create a Phase In the release, select Create a
phase...

Mandatory – Phases are
organized collections of release
deployment steps in the
Continuous Delivery chain. For
more information, see Design
and Create Releases.
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8 Configure the Phase In the Create Phase page,
add an environment, phase
execution type, and owners.

Optional – Use phases to
organize the sequential
deployment of a release into
the different environments
such as development, QA,
and production. For more
information, see Design and
Create Releases.

9 Create a Task At the bottom of the phase box,
select Create a task..., or select
the Add task icon in the phase
toobar.

Mandatory – Tasks are
units of work that represent
activities and workflows that
are associated with a release.
Tasks let you map the sequence
of events that are required
to deploy the release in each
phase. Tasks correlate and are
mapped to applications. 
For more information, see
Design and Create Releases.

10 Configure the Task In the Create Task page, set
the task type, endpoint and
parameters. Optionally, add
owners and applications.

Mandatory – Tasks can be
application deployments,
automated testing, build
processes, or any other activity
that occurs in your regular
release pipeline. Tasks can also
be simple activities that preclude
or follow deployments. 
For more information, see
Design and Create Releases.

Test

During the Test stage, you run a sample release to ensure that you have configured the product correctly:

To Do This Comments

Run the Release Select the Run phase button in the first
phase of the release. When a release
starts, the status Running and a power
button icon appear at the top of the release.

Automic Continuous Delivery Director
provides detailed release information
and metrics to help you monitor release
progress and troubleshoot problems.
For more information, see Monitor and
Troubleshoot Release Execution.

Now you are ready to manage Automic Continuous Delivery Director on a daily basis. If you have any questions, please
contact us at: cddirector@ca.com.

Quick Start Guide for End Users (On-Premise)
This section provides the information you need to know to quickly get started and become productive with a new account.
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What is Automic Continuous Delivery Director?

Automic Continuous Delivery Director is your entry point to all of your continuous delivery pipeline. Rather than managing
multiple login IDs for multiple applications and service, you have one login and one account. Use of Automic Continuous
Delivery Director means fewer passwords to remember, real-time oversight of application content (features and fixes), and
easier tracking of progress against test SLAs, standard release criteria and business priorities.

Prerequisites

Note: If you have questions about the following items, please contact your company Automic Continuous Delivery
Director administrator.

• You use a browser supported by Automic Continuous Delivery Director. For more information, see System
Requirements.

• The WebSocket protocol is enabled for your client
• Your Automic Continuous Delivery Director has granted you access to the required applications and environments.

These access rights let you use endpoints to integrate with remote services such as AWS Elastic Beanstalk, JetBrains
TeamCity, Jenkins, and so on.

• You have received your user credentials
• You have a URL to log into Automic Continuous Delivery Director.

Syntax: http://{hostname}:{port}/cdd
Example: http://catestENV123:8080/cdd 

Sign In

The first time you sign in to Automic Continuous Delivery Director, you see the following page:

  

This is the RELEASES page which opens by default. Here you can see all releases that the administrator has authorized
you to access. You work with releases according to the role assigned to you. By default, all users are assigned the
Designer role.

NOTE

If you are assigned the Designer role, the New Release button shown above is disabled.
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For more information about roles and permissions, see User Management and User Permissions.

Customize Your User Settings

Your Automic Continuous Delivery Director user account includes settings that you can modify, such as email address
and API key. You can also view your tenant (workspace ) ID. You can access your account settings in the User
Settings dialog.

Follow these steps: 

1. In the menu bar, select the initials of your user account, for

example ,
then select User Settings, General.

2. View or modify your user account settings:
– Notifications

Determines whether you receive notifications from Automic Continuous Delivery Director by email.
– Email

Specifies the email address to which Automic Continuous Delivery Director notifications are sent.
– API Key

Specifies a unique alphanumeric key to authenticate user access to REST APIs.

Note: The key is masked.
– Tenant ID

Specifies a unique tenant ID to authenticate user access to REST APIs.
3. Select Save.

Generate an API Key 

We strongly recommend that the first time you log in Automic Continuous Delivery Director, you select Re-issue API
Key to generate a new API key.

NOTE

Use the Re-issue API Key command with care. After your API key is reissued, any plug-ins and REST APIs
configured with the previous API key will not work. To enable these plug-ins and REST APIs, you need to
specify your new API key where applicable.

Follow these steps: 

1. In the menu bar, select the initials of your user account, then select User Settings.
2. Select Re-issue API Key.
3. Select the

copy  icon.
4. Open a text editor, such as NotePad, and paste the API key.
5. Save your API key to a secure location.

Change Password

NOTE
Only relevant for local (non-SAML) users. 
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In the menu bar, select the initials of your user account, for

example ,
then select User Settings, Change Password.

Release Overview

NOTE

Release Managers and authorized users can create a release. Other users can update existing releases. For
more information, see User Management.

Releases are the core of Automic Continuous Delivery Director. Releases represent workflows for the deployment of
applications in one or many environments.

In this section, we will guide you through the main release concepts, and show you how to create and customize releases.

• Applications
Represent deployable units of software that are part of a release.

• Content
Contains the defects, user stories and features that are part of an application version and that are deployed in a given
release.

• Phases
Represent one or more environments. Your code is promoted from one phase to another until it gets to the production
phase.

• Tasks
Represent the individual steps needed to move the code to the next phase in the release cycle. There are different
types of tasks: deployment, testing, communication, and manual.
Tasks have owners who are ultimately responsible for the completion of that individual work item. Owners receive
notifications when they have tasks to complete.

For more information, see Releases.

Create a Release

NOTE

You can only create releases if you are an authorized user.

Follow these steps:

1. In the RELEASES page, select New Release.
2. Enter the release name and version.

Example: Quick Start Release, version 1.0.
3. Select one or more applications.
4. Add team members to this release. 
5. When ready, select Create.

The release name appears in the release toolbar. You can now add phases to your release.

For more information, see Design and Create Releases.

Create a Phase

Add a phase to your release pipeline.
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Follow these steps: 

1. In your newly-created release, select Create a Phase.
2. Set the details for the Phase.

NOTE
The Phase represents a series of related steps in the application pipeline and one or more
environments. Your code is promoted from one phase to another until it gets to the production phase.

Enter the Phase name.
3. Set the Phase to Manual.
4. Select the environment the phase will run in.

NOTE
Environments are associated with Applications when applications are imported or created.

Select the sample application environment.
5. When ready, select Create.

You can now add tasks to your phase.

For more information, see Design and Create Releases. 

Create a Task

 Follow these steps: 

1. In your newly-created phase, select Create a Task.

NOTE

Tasks represent the individual steps needed to move the code to the next phase in the release cycle.
2. Enter a name for the Task.
3. Select at least application to associate with the Task.
4. Select a Task Type. Task types are based on the plug-ins that your administrators have configured and made

available. For now, select Manual.
5. Select Create.

Congratulations! You have created a task!

For more information, see Design and Create Releases.

Run a Release

You can run releases that contain both phases and tasks.

NOTE

To run a release, you must be a release owner.

 Follow these steps: 

1. In the RELEASES page, select a release with all the phases set to AUTOMATIC.
The release opens in a new page.

2. In the first phase of the release, select the Run

Phase button .
When you select this button, the tasks will run in sequence automatically. When all of the tasks in the phase are
complete, the green
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check  will
appear next to the phase name.

3. When all phases in the release cycle have run, select Mark as Done.
Congratulations, you have just run a release!

For more information, see Release Execution.

Getting Started Video

  

 53



 Automic® Continuous Delivery Director 7.0

Product Tutorial Videos

This site includes text and video content of product documentation. The embedded videos are segments of official product
training courses. These courses provide extra information, context, and examples to augment the product documentation.
The order of the following sections represents a logical product learning sequence for this site.

NOTE

The following embedded videos are available in full size on the Automic Continuous Delivery Director YouTube
channel. 

Installation

The following videos complement, and are also embedded in, the section Installation:

Single-Server Installation

The following video shows how to install Automic Continuous Delivery Director on a single server:

 
For detailed documentation, see Install CA Continuous Delivery Edition. 

Distributed Installation

The following video shows a distributed installation of  Automic Continuous Delivery Director:

  

 

Administration

The following videos complement, and are also embedded in, the section Administration:

Extend Capability Using Plug-ins: CA Continuous Delivery Director

The following video shows how to use plug-ins to extend the capabilities of Automic Continuous Delivery Director so it can
communicate with other products.

 
For detailed documentation, see:

•  Register Plug-ins 
•  Integrations 
•  Manage Endpoints 
•  Manage Applications and Environments 

Product License

The following video shows how to use the product license feature:               

  

User Management

The following video shows how to manage users and groups:
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For detailed documentation, see User Management. 

Endpoints

The following video shows how to manage endpoints:

  

For detailed documentation, see Manage Endpoints .

Log Files

The following section shows how to change log Levels

  

For detailed documentation, see Working with Log Files.

Release Management

The following videos complement, and are also embedded in, the section Releases:

Design and Execution

The following video provides an overview and an example of how to design and execute releases:

  

For detailed documentation, see:

•  Release Design 
•  Release Management 
•  Release Execution  

Scheduling and Conflict Resolution

The following video shows how to schedule releases and use the calendar and maintenance windows to avoid conflicts:

  

Dashboards and Reports

The following video provides a summary of the product dashboard and reporting functionalities:

  

For detailed documentation, see The Dashboard and Reports.

Using Rally®

The following video shows how Automic Continuous Delivery Director integrates with Rally® (formerly CA Agile Central) to
provide a real-time dashboard to manage and monitor multi-application release content:

  

For detailed documentation, see Rally®.
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Integrations

Tracking Planned vs Actual Work - Part One

This two-part video explains how a 4-way integration between Automic Continuous Delivery Director, GitHub, Jenkins,
and Rally® can help release managers track planned vs. actual work in releases. Part One contains an overview and
explanation of work item status icons.

  

Tracking Planned vs Actual Work - Part Two

Part Two of this video shows the setup required to enable the integration between Automic Continuous Delivery Director,
GitHub, Jenkins, and Rally®.

  

Integrate with Rally®

The following video shows how to configure Automic Continuous Delivery Director Integration with Rally® (formerly CA
Agile Central)

  

For detailed documentation, see Rally®.

Integrate with Jira

The following video shows how to configure Automic Continuous Delivery Director Integration with Jira.

  

For detailed documentation, see Atlassian JIRA Plug-in.
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Continuous Delivery Solution

Automic Continuous Delivery Director (CDD) offers an easily configurable, visual, and strategic control point for planning
and directing the processes and content of multi-team, multi-application releases, from agile development through
production.

The Automic® Continuous Delivery Automation (CDA) plug-in lets you apply the core Automic® deployment modeling
and deployment capabilities. This plug-in lets you start both Application and General workflows directly from the Automic
Continuous Delivery Director interface. You can also import applications and environments from an Automic® instance.
You can include Automic® applications and their environments in releases, phases, tasks, reports, and widgets.

This topic includes the following:

Automic Continuous Delivery Director and Automic® Continuous Delivery Automation

The Automic® Continuous Delivery Automation plug-in lets you leverage core deployment capabilities by importing the
application model from the integrated CA CDA instance. This plug-in also lets you start both Application and General
Workflows directly from the Automic Continuous Delivery Director user interface.

What is Automic® Continuous Delivery Automation?

Automic® Continuous Delivery Automation (CDA), part of the CA Automic® One Automation Platform, is an end-to-end
solution for planning, coordinating and automating software release processes, including automated deployments of
complex multi-tier applications and configurations across heterogeneous large-scale server environments.

The purpose of CDA is to unify enterprise application and infrastructure automation functionality onto a single platform
- without the need of managing multiple tools. Users first architect and control the execution of application process
workflows and then orchestrate the underlying infrastructure to meet the required service levels.

Benefits of Using Continuous Delivery Tools: CDD + CDA

Using CDA for defining Application Deployments and CDD for orchestrating them provides you with the ability of
configuring critical building blocks of a continuous delivery and release automation pipeline. By combining both tools, you
can model, deploy, and visualize the application pipeline. Furthermore, you can automate the entire delivery and release
pipeline between development and production, supporting emerging use cases such as containers, microservices, test
data management, and vulnerability tracking.

The following diagram shows you how both products work together in a continuous delivery pipeline:

 57



 Automic® Continuous Delivery Director 7.0

CDA Roles

Application Developer

Application developers create the entities and set up the infrastructure that underpins the workflows, from build to test,
deploy, and release phases.

They build templates, modify existing deployments, create action packs, schedule and execute workflows.

Operator

The release operator is responsible for keeping the production environment running.

Operators perform first level error analysis, compare deployments, and monitor related environments and deployment
targets.

Manager

Release managers coordinate the delivery process and routines, monitor the release status and inform stakeholders.

Administrator

The release administrator implements, reviews, and executes the infrastructure system to support the development
release pipeline.

Administrators create environments. deployment targets, agents, and other infrastructure components, so that an
application developer can use them for deployments.

Configuring the Integration

To configure the Automic® Continuous Delivery Automation plug-in, you register the plug-in in the Automic Continuous
Delivery Director user interface and create endpoints to all necessary Automic® Continuous Delivery Automation systems.
You can then use the Start General Workflow or Start Application Workflow tasks to run a CDA deployment plan in the
context of Automic Continuous Delivery Director phases and releases. The Start General Workflow and Start Application
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Workflow tasks let you orchestrate core CDA activities at a high level. For example, a Automic Continuous Delivery
Director release might include multiple applications that you can deploy through the CDA deployment workflows. A phase
might also contain specific tasks for other activities automated through CDA.

NOTE

Automic recommends using Automic Continuous Delivery Director for orchestrating Release Plans for
single and multi-tier Application platforms. For fresh installations, the Release Planner perspective is
disabled by default. You can enable this perspective manually in the customer.config file (Automic
\Release.Manager\WebUI\customer.config). The Release Planner and Release Management features
have been deprecated and will not be available in future versions.

NOTE

• About Automic
• About CA CDA
• CA CDA Documentation
• CA CDA Plug-in for CA CDD
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Installation

Automic Continuous Delivery Director includes the following primary components:

CDDirector Server

Includes the main product components including the UI, reporting, and back-end.

Database Server

Stores product data in a database. The database server can be on the same server as the CDDirector server, or can be
on a different server.

Plug-ins

Establish integration with remote components, such as Rally®.

To install Automic Continuous Delivery Director, insert .war files into an Apache Tomcat instance. Before the installation,
closely review the System Requirements.

System Requirements
Automic Continuous Delivery Director has the following minimum system requirements for on-premise configuration:

Hardware Requirements

We recommend that you install plug-ins on a different server than the CDD Apache Tomcat server.

Minimal Requirements

Component CPUs Cores prt CPU RAM
(in GB)

Disk Space
(in GB)

CDD Apache Tomcat
Server

2 1 2 40

Plug-in Server 2 1 2 40

DB Server 2 2 4 60

Mid-Scale Requirements

Component CPUs Cores prt CPU RAM
(in GB)

Disk Space
(in GB)

CDD Apache Tomcat
Server

2 2 4 60

Plug-in Server 2 2 4 60

DB Server 2 2 4 100

Large-Scale Requirements

Component CPUs Cores prt CPU RAM
(in GB)

Disk Space
(in GB)

CDD Apache Tomcat
Server

4 4 8 80
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Plug-in Server 2 4 8 80

DB Server 2 4 8 250

Operating System Support

Automic Continuous Delivery Director is certified to run on the following 64-bit Windows and Linux operating systems:

• Windows Server 2008 R2 SP1, 2012, 2012 R2, and 2016
• Red Hat Enterprise Linux 6.5 to 7.4
• CentOS Enterprise OS 6.5 to 7.4

Automic Continuous Delivery Director installation on additional 64-bit Linux operating systems that support Apache
Tomcat 8.x, and JRE 8 or JRE 11, is supported, but is not certified or tested. 

Software Requirements

Automic Continuous Delivery Director requires the following software to be configured on your system:

• Apache Tomcat 8.x
• Oracle JRE and OpenJRE/OpenJDK - Java JRE 8.x (64-bit) and Java JRE 11.0 (64-bit)

Database Support

Automic Continuous Delivery Director supports the following databases:

• Microsoft SQL Server
Automic Continuous Delivery Director supports Microsoft SQL Server versions 2012, 2014, and 2016.
To prepare a Microsoft SQL Server database for use by Automic Continuous Delivery Director, you create a database
and database user.
– Create a database for Automic Continuous Delivery Director
– Specify the database setting READ_COMMITTED_SNAPSHOT = true, with rollback

You can also specify the command:
ALTER DATABASE [MyDB] SET READ_COMMITTED_SNAPSHOT ON WITH ROLLBACK IMMEDIATE;

Example:
ALTER DATABASE CDD_DB SET READ_COMMITTED_SNAPSHOT ON WITH ROLLBACK IMMEDIATE;

– Specify a database user with the db_owner role
• MySQL 5.6 and later

WARNING

For a MySQL database, the Automic Continuous Delivery Director server requires a MySQL connector
to communicate with the database. The file must reside in the lib directory of your Tomcat installation.
Download the latest MySQL connector here.

The following MySQL flags are required for Windows and Linux installation using 5.6 and 5.7 only: 
STRICT_TRANS_TABLES
NO_AUTO_CREATE_USER
NO_ENGINE_SUBSTITUTION 
Use the following command to set the flags:

Set global sql_mode = ‘STRICT_TRANS_TABLES,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION’;

NOTE
MySQL 8.x requires the use of the latest MySQL connector. Download the latest MySQL connector here.

 61

http://dev.mysql.com/downloads/connector/j/
http://dev.mysql.com/downloads/connector/j/


 Automic® Continuous Delivery Director 7.0

WARNING

Do not change these flags after the product is installed. Changing these flags might cause issues with the
product and with future upgrades.

• Oracle 11g and 12c

WARNING

For Installations with an Oracle database, create the Automic Continuous Delivery Director database user
before you start the installation.

For more information and the user schema scripts with the relevant grants, see the Oracle section in
Installation Best Practices.

Browser Support

Automic Continuous Delivery Director supports the following web browsers:

• Google Chrome 41 or higher
• Mozilla Firefox 35 or higher
• Microsoft Internet Explorer 11 or higher

Network Support

Ensure that your network allows browser-to-server web socket communication.

Communication Ports

Ensure that the following ports are open to facilitate the required product communication:

Note: These ports indicate the defaults for Automic Continuous Delivery Director or underlying components, such as
Apache Tomcat. These ports are configurable in the underlying component.

• 8080/8443
Protocol: HTTP/HTTPS
Purpose: Communication to and from CDD Server and plug-in servers

• 3306
Protocol: JDBC
Purpose: Communication to the database server

• 8080/8443
Protocol: HTTP/HTTPS
Purpose: Communication between Continuous Delivery Automation plug-in and Continuous Delivery Automation
management server

• 443
Protocol: HTTPS
Purpose: Default port for communication from the CA Agile Center plug-in to the CA Agile Central server.

Other ports may need to be open depending on your implementation. For example, if you configure secure
communication to the database. Other plug-ins may also have port requirements. For example, if you use the REST API
plug-in to connect to a remote system,or if you implement custom plug-ins.

Installation Best Practices
To ensure the best possible installation experience, review the following best practices before you install the product.
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 Installation User 

The installation user for prerequisite software, such as Apache Tomcat, should be an administrator or root user.

 Apache Tomcat 

• Consult the Apache Tomcat documentation for detailed installation instructions.
• On Windows, we recommend installing Apache Tomcat using the apache-tomcat-<version>.exe file instead of using a

zip file. The exe file installation creates a Windows service for Apache Tomcat. This service makes it easier for you to
start and stop product services.

• On Windows, we recommend that you increase the initial memory pool size (--JvmMs) to 256 MB and the maximum
memory pool size (--JvmMx) to 2048 MB.

• We recommend that you retain the default port numbers unless they cause conflicts. If you change to non-default
ports, make note of the ports for future use.

• On Windows, to ensure that the product always starts automatically, change the Apache Tomcat 8.0 Windows Service
Startup Type from Manual to Automatic after installation.

• Configure Apache Tomcat 8 to run web applications.

 Database Server 

 MySQL 

• Consult the MySQL documentation for detailed installation instructions.
• The database can exist on the local system or on a remote system. For production environments, we recommend a

remote database system.
• CDD Server installation errors may occur when a combination of the following two MySQL settings is present:

–  explicit_defaults_for_timestamp = 'ON'
–  sql_mode = 'ONLY_FULL_GROUP_BY,STRICT_TRANS_TABLES,NO_ZERO_IN_DATE,NO_ZERO_DATE,ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,NO_ENGINE_SUBSTITUTION'
A typical installation of MySQL using default settings does not contain this combination. When you encounter errors
or use a custom database server configuration that could use this combination, check the status of each property on
your MySQL server. The sql_mode property has many options, but you are simply looking for the NO_ZERO_DATE
option. Use the following queries to check the status:
SELECT @@GLOBAL.sql_mode;SELECT @@explicit_defaults_for_timestamp;

If the combination of settings does exist, update either of the properties in the MySQL initialization file, and restart
the MySQL server. Either set explicit_defaults_for_timestamp to OFF, or remove the NO_ZERO_DATE option from
sql_mode.

TIP

The MySQL initialization file is typically called my.ini or my.cnf and could be located in the C:\ or MySQL
installation directory. On Linux, the file could be at /etc/my.cnf. If the file does not exist, create it. The
initialization file is a standard text file. The following example shows how one of the settings appears:

 # Setting variables
sql_mode=NO_ENGINE_SUBSTITUTION,STRICT_TRANS_TABLES
explicit_defaults_for_timestamp=OFF 

• CDD Server installation errors may occur when time zones are incorrectly set, particularly the daylight savings time
settings. These errors occur because the DB time zone is not synchronized with the OS time zone. To prevent time
zone-related errors:
–  Linux
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Follow these steps:
a. From the command line, run:

mysql_tzinfo_to_sql /usr/share/zoneinfo | mysql -u root mysql -p (provide

 password when asked)

This command populates the time zone tables
b. In my.cnf, the MySQL initialization file, add the required parameter (default_time_zone) with the required time

zone.
Example: default_time_zone=US/Eastern 

c. Restart your MySQL.
–  Windows

Download and build time zone packages on your machine from the following URL: https://dev.mysql.com/
downloads/timezones.html 

For more information, see Avoiding Time Zone Errors when Integrating CA Continuous Delivery Director with MySQL
8.x.

 Oracle 

• Consult the Oracle documentation for detailed installation instructions.
• The Oracle database should exist on a different server than the Apache Tomcat server.
• If you are using Oracle 12c container database (multi-tenant architecture) create the database user as a LOCAL user

in a dedicated pluggable database (PDB) and not as a common user in the root container.

TIP

We recommend that you create the user name in uppercase, for example, CDD. If you want to use lowercase
for the user name, then wrap the user name in quotes, for example, "cdd".

 CDD Server 

• For proof of concept purposes, you can add the CDD Server to an existing Apache Tomcat instance that runs other
applications. In production environments, use a dedicated Apache Tomcat instance.

• Install the CDD Server on a different server than Automic® Continuous Delivery Automation.
• Do not run Automic Continuous Delivery Director components in the same Apache Tomcat instance as

Automic® Continuous Delivery Automation components.

 Plug-ins 

• Only install the plug-ins that you plan to use with the product. Otherwise, designers can see plug-ins and tasks that do
not apply to them.

• You can install plug-ins on the CDD Server or on a dedicated plug-in server.  Before you decide to distribute, consider
the expected plug-in activity including:
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– The amount, frequency, and potential concurrency of task execution
– The size, frequency, and potential concurrency of application models and content imports
– The number of connected endpoints per plug-in
– Any requirements that are associated with the layout of your network

• Decide on your plug-in distribution strategy before installing any product components.
• If you decide to install plug-ins on the same system as the CDD Server, you can install the plug-

ins simultaneously together with the CDD Server.
• If you add local plug-ins to an installed CDD Server, add the .war file to the TOMCAT_HOME\webapps folder.

The .war file unpacks automatically and does not require an Apache Tomcat restart.
• Local plug-in installations register automatically. Manually register remote plug-ins after installation.
• Use only a single instance of each required plug-in. You can connect to multiple endpoints from a single plug-in.

Install Automic® Continuous Delivery Director
Automic Continuous Delivery Director is packaged as a self-installed WAR (cdd.war) file that you add to a configured
Apache Tomcat instance.

Automic Continuous Delivery Director packaged plug-ins are also WAR files that you add to the same Apache Tomcat
instance or to a remote Apache Tomcat instance. To auto-register these plug-ins, include the plug-ins with the cdd.war
file. After Automic Continuous Delivery Director starts to run, the plug-ins are auto-registered and appear in the Plug-
ins page. 

Before you Install

• Review the Installation Best Practices
• Ensure that the CDDirector server and plug-in servers meet all System Requirements.
• Ensure that JRE 1.8 exists on the system before you install Apache Tomcat.
• Ensure that the installation user has read access permission to the Apache Tomcat installation folder where you want

to install the product.

For Installations with a Microsoft SQL Server Database

Note: Automic Continuous Delivery Director supports Microsoft SQL Server versions 2012, 2014, and 2016.

To prepare a Microsoft SQL Server database for use by Automic Continuous Delivery Director, you create a database and
database user.

• Create a database for Automic Continuous Delivery Director
• Specify the database setting READ_COMMITTED_SNAPSHOT = true, with rollback

You can also specify the command:
ALTER DATABASE [MyDB] SET READ_COMMITTED_SNAPSHOT ON WITH ROLLBACK IMMEDIATE;

Example:
ALTER DATABASE CDD_DB SET READ_COMMITTED_SNAPSHOT ON WITH ROLLBACK IMMEDIATE;

• Specify a database user with the db_owner role

For Installations with a MySQL Database

• The MySQL JDBC driver download comes with many files. Copy the following files to the TOMCAT_HOME\lib folder:

Windows - mysql-connector-java-5.1.n.bin.jar
Linux - mysql-connector-java-5.1.n.jar
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For Installations with an Oracle Database

• Ensure that the Oracle database exists on a different server than the Apache Tomcat server.
• Create the Automic Continuous Delivery Director database user before you start the installation. 
• Assign to the database user a sufficient quota of storage space in a pre-defined tablespace
• Assign to the user the following minimum set of grants:

– CONNECT
– CREATE TABLE
– CREATE SEQUENCE
– CREATE TRIGGER
– CREATE PROCEDURE

NOTE

If you are using an Oracle 12c container database (multi-tenant architecture), create the database user as a
LOCAL user in a dedicated pluggable database (PDB) and not as a common user in the root container. For
more information, see the Oracle Database documentation.

The following formulations are examples of SQL statements for creating an Oracle database user and assigning the
minimum set of permissions. For more information, see the Oracle Database documentation.

USER

CREATE USER <USERNAME> IDENTIFIED BY <PASSWORD> DEFAULT TABLESPACE <TABLESPACENAME>
TEMPORARY TABLESPACE <TEMPTABLESPACENAME>;

QUOTA

Defines the quota for the user

ALTER USER <USERNAME> QUOTA UNLIMITED ON <TABLESPACENAME>;

GRANTS

Defines the grants for the user

• GRANT CONNECT TO <USERNAME>;
• GRANT CREATE TABLE TO <USERNAME>;
• GRANT CREATE SEQUENCE TO <USERNAME>;
• GRANT CREATE TRIGGER TO <USERNAME>;
• GRANT CREATE PROCEDURE TO <USERNAME>;

Installation  

 Follow these steps:

1. Download the cdd.war file and plug-in .war files.
2. Stop the Apache Tomcat service on the system where you want to install the product.

Depending on your implementation, shut down the Windows service for Apache Tomcat, or navigate to
the <TOMCAT_HOME> directory from a command prompt and use the shutdown command. 
Example:

C:\Program Files\Apache Software Foundation\Tomcat8.0\bin>shutdown

3. Copy the cdd.war file and any plugin.war files that you want to install locally (such as cdd-ra-plugin.war) to the
webapps folder of the Apache Tomcat installation directory.
You can also install plug-ins on separate servers. See Step 11.

4. Start the Apache Tomcat service.
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Depending on your implementation, start the Windows service for Apache Tomcat in the <tomcat home> directory or
use the startup command, for example:

C:\Program Files\Apache Software Foundation\Tomcat8.0\bin>startup

Wait a few minutes for Apache Tomcat to initialize the application fully .
5. Enter the following URL in a Web browser:

http://<tomcat-host>:<tomcat-port>/cdd

Note: The default Apache Tomcat port is 8080.
A configuration page opens the first time that you enter this URL.
The following screen capture shows the product Web Installer welcome message:

6. Accept the default Home folder, or change the Home folder to contain product information, and click Set.
This folder holds the product configuration and log files. The configuration file holds the database server connectivity
details that you enter in the next step. The following paths are for the default Home folders:
– Windows: .cdd 

Note: The path is the folder of the user that Apache Tomcat runs with.
Example: C:\Users\Administrator\.cdd

– Linux: root/.cdd
You can change the default to any directory on which the Apache Tomcat service has read/write privileges.
After you click Set, the database information page opens.
The following screen capture shows the product Web Installer database information page:
MySQL
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Oracle

7. Select your database server type, enter the necessary information for your MySQL or Oracle server, and click Save.
Important: For Oracle Installation, the specified user name must be in the same case as was specified when you
created the database user. For more information, see Oracle Database documentation. As a best practice, we
recommend that the user name be in uppercase. 
Note: If you are using Oracle 12c container database (multi-tenant architecture), ensure that the service name refers
to the same pluggable database (PDB) in which the local database user was created.
The Apache Tomcat server restarts and loads Automic Continuous Delivery Director with a valid connection to the
specific database.
Note: If the automatic restart does not work, manually restart the Apache Tomcat service.
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The UI login page opens.
The following screen capture shows the Web Installer login screen:

8. Use the following credentials to log in:
Email:  superuser@ca.com
Password: suser 
The Releases page appears. This page indicates a successful product installation.

9. (Optional) To load your license key, click the question mark icon and select License. Enter your company name, copy
the license key that you received when you downloaded the product into the License dialog fields, and click Register.
You can apply a license later, or can proceed with the pre-loaded Trial license and can execute only one release at a
time.

10. (Optional) Repeat Steps 1 through 4 on a separate server for the plug-in files that you want to install on a remote plug-
in server.

If you are unable to access the UI, do the following steps:
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• Watch the installer for errors that are related to the existence of the MySQL JDBC driver and the database connection.
• Verify that the Apache Tomcat service is running.
• Verify that MySQL or Oracle and Java are running.
• Verify that the MySQL driver resides in the lib directory of your Apache Tomcat installation, as described in System

Requirements.
• Verify that you entered the correct connection details for the MySQL or Oracle server.
• Access the Apache Tomcat UI (http:/<tomcat-host>:8080), access the Manager app, and attempt to start the cdd

application manually.
• Check the catalina.<date>.log file in the logs folder of the Apache Tomcat directory for installation errors. For more

information, see Working with Log Files.
• If the logs indicate a database creation error and you have verified that MySQL connection settings and driver

placement are correct, MySQL property changes could be required. For more information, see Installation Best
Practices.

• After you fix the problem, restart the Apache Tomcat service to redeploy Automic Continuous Delivery Director and try
again.

• Check the cdd-server.log for errors in the logs folder under the home folder set during installation, for example, C:
\Users\Administrator\.cdd63\logs

Instructional Videos

Note: The following videos describe how to install the product with a MySQL database. Tutorial videos that cover new
enhancements and features, including installation with an Oracle database, will be available soon.

The following video shows how to install Automic Continuous Delivery Director on a single server:

The following video shows how to perform a distributed installation of Automic Continuous Delivery Director:

Secure Communications
Secure Automic Continuous Delivery Director communications by configuring SSL communication between all
components.

  

Verify Prerequisites

Verify the following prerequisites before you secure your installation:

• Install the same version of Java JDK that is installed with Automic Continuous Delivery Director on a system from
which you generate certificates.

• Set your PATH environment variable to the JDK installation bin directory on the systems from which you generate the
certificates.

• To use certificates that are signed by a third party, access is required to a Certificate Authority to sign the certificate.
You can also use self-signed certificates.

• We recommend that you have experience creating and working with certificates. This experience is useful if you
deviate from the example certificate creation scenario.

Prepare Certificates and Keystores

To secure Automic Continuous Delivery Director, you generate a certificate and a keystore. If you installed plug-ins on a
remote server, the remote server also requires a certificate and keystore.

The following procedures include examples of how to use the keytool to create self-signed certificates and keystores on
the appropriate systems. These examples show one of the possible certificate creation scenarios.
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You can use self-signed or certificates signed by a Certificate Authority.

Carefully consider the following items before you proceed:

• If your certificate and keystore are already prepared, you can skip the steps to create these entities.
• You can generate certificates and stores on external systems. You do not have to be on the system where the Automic

Continuous Delivery Director components are installed.
• All certificate, keystore, and alias names in this process are examples that you can change.
• The first and last name in the keystore should be the host name of the server.

 Follow these steps: 

1. Open a command prompt on the Automic Continuous Delivery Director Server or on the system from which you
generate certificates.

2. Run the following commands to create the required certificate and keystore for the Automic Continuous Delivery
Director Server:
keytool -genkeypair -keyalg RSA -keysize 2048 -keystore conf/cdd.jks -alias cdd

keytool -exportcert -alias cdd -file cdd.crt -keystore conf/cdd.jks  -v

These commands create a custom certificate and keystore for the Automic Continuous Delivery Director Server.
These commands also add the certificate to the custom keystore, and exports the certificate to a file.

3. Copy the cdd.crt and cdd.jks file to the Automic Continuous Delivery Director Server if you generated them on a
remote server. You can put the keystore anywhere on the Automic Continuous Delivery Director Server.

4. (Self-signed certificate only) Import the generated self-signed certificate into the cacerts keystore on the Automic
Continuous Delivery Director Server as follows:
a. Copy the cdd.crt file to JRE_HOME\lib\security.
b. Open a command prompt and navigate to JRE_HOME\lib\security.
c. Run the following command:

keytool -keystore cacerts -importcert -alias cdd -file cdd.cer
5. (Optional) Repeat Steps 1-4 for all remote plug-in servers.

The certificate and keystore are prepared.

Configure a Self-signed SSL Certificate for a Remote SMTP Server

This section is relevant if you encounter the following error while trying to set up a connection to a remote SMTP server
that is using a self-signed certificate:

PKIX path building failed: unable to find valid certification path to requested target

Other messages you may encounter:

javax.mail.MessagingException: Could not convert socket to TLS

Caused by: javax.net.ssl.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX path building

 failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path

 to requested target

Caused by: sun.security.validator.ValidatorException: PKIX path building failed:

 sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to

 requested target

Caused by: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path

 to requested target

 Follow these steps: 

1. Open a command prompt on the CDD server.
2. Check if the certificate of the remote SMTP server is already in the truststore by running the following JAVA keytool

command:

 71



 Automic® Continuous Delivery Director 7.0

Windows
keytool -list -keystore "%JAVA_HOME%/jre/lib/security/cacerts"

Linux
keytool -list -keystore "$JAVA_HOME/jre/lib/security/cacerts"

3. If your certificate is missing, add the certificate to the truststore with the following command:
keytool -import -noprompt -trustcacerts -alias <AliasName> -file <certificate> -

keystore <KeystoreFile> -storepass <Password> 

4. After import, run the keytool -list command again to check if your certificate was added.

Enable SSL Communication

 Follow these steps: 

1. Open the TOMCAT_HOME\conf\server.xml file on the Automic Continuous Delivery Director Server. 
2.  Note: Optional but recommended.

Comment out the Connector port 8080 section of the file to prevent HTTP communication as follows:
<!-- <Connector port="8080" protocol="HTTP/1.1"           connectionTimeout="20000"  

         redirectPort="8443" /> -->

3. Replace the Connector port 8443 section of the file:
<Connector port=”8443”><!--<Connector port="8443"

 protocol="org.apache.coyote.http11.Http11AprProtocol"

 maxThreads="150" SSLEnabled="true" > <UpgradeProtocol

 className="org.apache.coyote.http2.Http2Protocol" /> <SSLHostConfig> <Certificate

 certificateKeyFile="conf/localhost-rsa-key.pem" certificateFile="conf/localhost-

rsa-cert.pem" certificateChainFile="conf/localhost-rsa-chain.pem" type="RSA" /> </

SSLHostConfig></Connector> -->

With:
<Connector port="8443"

 protocol="org.apache.coyote.http11.Http11NioProtocol"SSLEnabled="true"scheme="https"secure="true"sslEnabledProtocols="TLSv1.2,TLSv1.1,TLSv1"keyAlias="<alias>"keystoreFile="conf/

<keystorefilename>"keystorePass="<password>"compression="on"compressionMinSize="102400"compressableMimeType="application/

x-java-serialized-

object"clientAuth="false"maxThreads="150"maxSwallowSize="-1"connectionTimeout="20000" /

>

And update the bolded properties with values valid for your organization.
Example: 
<Connector port="8443"

 protocol="org.apache.coyote.http11.Http11NioProtocol"SSLEnabled="true"scheme="https"secure="true"sslEnabledProtocols="TLSv1.2,TLSv1.1,TLSv1"keyAlias="cacdd"keystoreFile="conf/

conf/

cdd.jks"keystorePass="b1l1ab1l1a"compression="on"compressionMinSize="102400"compressableMimeType="application/

x-java-serialized-

object"clientAuth="false"maxThreads="150"maxSwallowSize="-1"connectionTimeout="20000" /

>

 Important! Make sure that the Connector port 8443 section of the file is not commented out.
4. Restart the Apache Tomcat service on the Automic Continuous Delivery Director Server.
5. Repeat Steps 1-4 as necessary on all remote plug-in servers.
6. Access the Plug-ins page in the UI.
7. Update the manifest URL for each plug-in the secured URL, which includes the HTTPS port.
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8. (Optional) To install plug-ins, update the protocol for the automatic discovery and registration of new plug-ins.

Security Recommendations

We recommend that you take the following extra steps to ensure the security of your Apache Tomcat instance:

• Several standards recommend or require usage of TLS v1.2. Configure the server.xml file to require clients to use TLS
version 1.2 using AEAD capable ciphers (Authenticated Encryption with Associated Data).

• Disable TLS/SSL support for the following cipher suites:
– Static key cipher suites. These ciphers have been blacklisted from the new HTTP/2 specification.
– DES and IDEA cipher suites. These suites are no longer recommended for general TLS usage and have been

removed from TLS 1.2.
– Disable TLS/SSL support for CBC cipher suites. All CBC ciphers are blacklisted in the new HTTP/2 specification.

Configure the server to favor GCM over CBC regardless of the cipher size.
The following recommended cipher configuration provides a higher level of security:
ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-

GCM-SHA384:DHE-RSA-AES128-GCM-SHA256:DHE-DSS-AES128-GCM-SHA256:kEDH+AESGCM:ECDHE-RSA-AES128-SHA256:ECDHE-

ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES256-SHA384:ECDHE-ECDSA-AES256-

SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSA-AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-AES128-SHA:DHE-DSS-AES128-

SHA256:DHE-RSA-AES256-SHA256:DHE-DSS-AES256-SHA:DHE-RSA-AES256-SHA:!aNULL:!eNULL:!EXPORT:!DES:!RC4:!3DES:!

MD5:!PSK

• Secure the Diffie-Hellman group for the TLS server as follows:
– Use a Diffie-Hellman group with a prime modulus of 2048 bits in length. For more information about configuring the

TLS server to use a stronger Diffie-Hellman group, see the TLS documentation for deploying Diffie-Hellman.
– Configure the server to use a Diffie-Hellman group with randomly generated parameters. You can use OpenSSL to

generate a new group and directly specify your parameters file as follows:
openssl dhparam -out dhparams.pem 2048

SSLOpenSSLConfCmd DHParameters "{path to dhparams.pem}"

Upgrade Automic® Continuous Delivery Director
To deploy the latest features and enhancements, upgrade to the latest version of Automic Continuous Delivery Director.
Upgrade is a seamless process that only requires replacing the product files where they were previously installed. 

This release supports upgrades from 6.7 and above.

Upgrade from Version 6.7 and above

The upgrade process does not require end user intervention. 

Automic Continuous Delivery Director 6.8 introduced application-based access management. To ensure backwards
compatibility, the Automic Continuous Delivery Director upgrade process includes a placeholder application, CDD
Upgrade App, and a placeholder environment, CDD Upgrade Env.

The upgrade process:

• Creates the CDD Upgrade App application.
• Create the CDD Upgrade Env environment.
• Assigns the CDD Upgrade Env environment to the CDD Upgrade App application.
• Adds the CDD Upgrade App application to all existing releases.
• Adds the CDD Upgrade Env environment to all existing phases.
• Adds the CDD Upgrade App application and the CDD Upgrade Env environment to all existing endpoints.
• Adds all non-administrator users and groups to all applications.
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NOTE

After upgrade, all endpoints, releases, and applications, are accessible for all users and groups. To restrict
access, edit the application and environment assignments in endpoints, releases, and so on. 

Follow these steps:

1. Stop the Apache Tomcat service.
2. Copy and paste the latest cdd and plug-in WAR files into the TOMCAT_HOME/webapps folder.
3. Delete the cdd and plug-ins folders.

Note: The naming convention for plugin folders is: cdd-<name of plug-in>-plugin
Example: cdd-rally-plugin

4. Start the Apache Tomcat service.
The upgrade uses the settings.properties details from the previous installation, and you are redirected to the login
page.

WARNING

When upgrading from one version to another, always clear your browser cache before starting your new
instance of Automic Continuous Delivery Director for the first time. 

Uninstall Automic® Continuous Delivery Director
To uninstall Automic Continuous Delivery Director, remove the application from Apache Tomcat and remove the database
from MySQL.

Follow these steps:

1. Stop the Apache Tomcat service on the Automic Continuous Delivery Director server.
Note: Depending on your implementation, shut down the Windows service for Apache Tomcat, or use the shutdown
command.

2. Drop the cdd database schema in the MySQL, MS-SQL, or Oracle database.
3. Delete the existing cdd folder and plug-in folders in the webapps folder of the Apache Tomcat installation directory.

Note: The naming convention for plugin folders is: cdd-<name of plug-in>-plugin
Example:  TOMCAT_HOME/webapps/cdd-blazemeter-plugin/ 

4. Delete the cdd.war and plug-in .war files in the webapps folder of the Apache Tomcat installation directory.
Example: TOMCAT_HOME/webapps/cdd-blazemeter-plugin.war

5. Delete the .cdd folder from where you installed it. For Windows users, the default location is C:\.cdd.
Note: The .cdd folder is often created under the user home directory.
Example: /home/cdduser/.cdd or /root..cdd

6. Delete the .cdd folder from C:\Windows\System32\config\systemprofile\.cdd.
Note: If you cannot find the .cdd folder at C:\Windows\System32\config\systemprofile\.cdd, look instead
in C:\Windows\SysWOW64\config\systemprofile\.cdd.

7. To delete plug-in folders and .war files, repeat Steps 3 and 4 on remote plug-in servers.
The product is uninstalled.

TIP

To perform a reinstallation, first completely uninstall the product as described, and clear your browser cache
from where you used the UI. Then repeat the instructions in Install CA Continuous Delivery Director.
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Administration

As an Administrator or an authorized user, you use the Administration tab to configure the product and manage
applications, environments, users, and integrations. You can establish connections to remote components and import
application models from Automic® Continuous Delivery Automation.

Perform the following tasks before you design or deploy releases. 

1. Release Licensing (On Premise only)
Apply your product license to enable release execution. You can apply your license after other administration and
release design tasks, if necessary.

2. User Management
Set up users, create groups, and manage user roles.

3. Register Plug-ins
Register plug-ins to enable connections to remote components supported by each plug-in. Packaged plug-ins that are
installed on the Automic Continuous Delivery Director server are automatically registered during installation.

4. (Optional) Manage Endpoints 
Configure connections to specific instances of remote components that the registered plug-ins support.

5. Manage Applications and Environments
Add applications and environments to Automic Continuous Delivery Director. You can import applications from a
configured endpoint, or you can create applications that are local to Automic Continuous Delivery Director.

6. Manage Maintenance Windows
Add maintenance windows to specific environments to indicate blocks of time where release execution is scheduled.

7. Configure Email Notifications and Product Settings (On Premise only)
Configure email notifications and other product settings at any time.

The following video provides basic information about how to work with plug-ins, endpoints, and applications:

Licensing and Product Usage
http://CDDirector.io offers a flexible subscription service to make our best-of-breed continuous delivery orchestration and
analytics solution available to any team.

Try Out http://cddirector.io/

We provide a Freemium level to try out the SaaS version of our product. The Freemium level supports up to two
concurrent release cycles.

NOTE
To use the Freemium level, sign up today at https://cddirector.io

Enable http://cddirector.io/ for Enterprises 

The Enterprise level of http://cddirector.io/ (for both SaaS and on-premise) comes with features and services to fit the
largest, most complex and most demanding organizations. You can typically set up and configure http://cddirector.io/ in
under an hour.

There are two licensing models available for http://cddirector.io/:

• Enterprise Subscription Portfolio License Agreement (PLA)
• Classic Product License
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Enable the Portfolio License Agreement

In a Portfolio License Agreement (PLA), the customer is licensed to use the entire Enterprise Software portfolio, or a
subset by segment. A cap is contractually agreed upon to provide customers with price predictability.

When configuring http://cddirector.io/ with a PLA, you must identify your instance as a PLA instance during the setup. You
must also provide activation information that includes your company domain and enterprise site ID. You can update this
activation information at any time through the Administration menu.

Because a PLA is a subscription model, this agreement requires you to transmit customer subscription usage and
system configuration information to the Broadcom/CA Technologies data warehouse. This is accomplished through the
telemetry service that is integrated directly into http://cddirector.io/. Gathering and leveraging usage data, in a secure and
anonymized way, is essential to our ability to deliver relevant products that drive your success.

http://cddirector.io/ usage is measured according to the highest number of concurrent releases that are run in the
course of a day during the monitored period. There is no maximum number of concurrent releases.

NOTE
Telemetry does not transmit any Personally Identifiable Information (PII). Broadcom/CA Technologies continues
to follow the policy as outlined in our privacy statement: https://www.ca.com/us/legal/privacy.html

Follow these steps:

1. Log in to Automic Continuous Delivery Director as an administrator.
2. Select the Administration tab, then CDDirector Settings.
3. Select Portfolio License Agreement, and configure the following parameters:

– Send Product Usage Data to Broadcom
Select this option to enable telemetry reporting. For more information about Telemetry and the specific data that is
collected, see Telemetry.
Note: If you do not enable this option, telemetry data will only be stored on your database server, and will not be
sent to Broadcom/CA Technologies.  

– Enterprise Site ID
Specify your Enterprise Site ID. You can find your company Enterprise Site ID in your Portfolio License Agreement
and in the support portal.

NOTE

SaaS customers who have purchased a classic product license must enter the site ID to remove the
usage limitation. 

Values: Numbers only, without letters, special characters, or spaces.
Example: 123456789

– Company Domain
Specify your company domain (the last part of your company e-mail address).
Example: myCompany.com

– Department / Charge Identifier
Specify a non-PII (personally identifiable information) identifier for tracking purposes, such as a department or
charge area.

– Covered by Broadcom Subscription Product License Agreement
Select this option to confirm that your company has signed a Enterprise Subscription Portfolio License Agreement.

– Use Proxy(Optional) Relevant for on-premise only. Select this option to enable a proxy server to be used. You can
use this option to enable telemetry reporting if port 443 is not available. 
Note: To use this option, verify that you have selected the Send Product Usage Data to Broadcom option. If you
select Use Proxy, the Proxy URL, Proxy Username, and Proxy Password fields appear.
• Proxy URLSpecify the URL to connect to the proxy server.
• Proxy UsernameSpecify the user name for the proxy server
• Proxy PasswordSpecify the password for the proxy server
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4. Save your changes.

Setup is complete. You and your colleagues can start using http://cddirector.io/ according to the Product License
Agreement. Additionally, the following information appears at the bottom of the Portfolio License Agreement page:

• Instance ID
A unique number that identifies the http://cddirector.io/ workspace.
Example:  2d65a340-79dc-46a0-b206-a39e6b2fa91fLast

• Collection Date
The last date on which http://cddirector.io/ collected the usage information.

• Last Collection Status
The status of the last transaction that sent telemetry data to Broadcom/CA Technologies.

Enable a Classic Product License

Your organization has a non-PLA product license with Broadcom.

Follow these steps:

1. Log in to Automic Continuous Delivery Director as an administrator.
2. Select the Administration tab, then CDDirector Settings.
3. Select Portfolio License Agreement.
4. Specify your Enterprise Site ID. You can find your company Enterprise Site ID in the support portal.

Values: Numbers only, without letters, special characters, or spaces.
5. Save your changes.

Setup is complete. You and your colleagues can start using the Enterprise level for your organization according to the
classic product license.

Telemetry

http://cddirector.io/ includes telemetry capabilities. The telemetry service monitors your http://cddirector.io/ workspace and
collects data to provide to Broadcom/CA Technologies. The collected data is used to improve the customer experience
and to achieve a greater return on investment.

By enabling the telemetry service, you agree that Broadcom can collect data about your http://cddirector.io/ workspace to
provide a better user experience.

Data We Do Not Collect

The telemetry service does not expose or track personally identifiable information (PII), such as:

• Usernames
• User addresses
• DNS hostnames
• e-mail addresses
• Employee IDs
• Group memberships
• IP addresses
• Phone numbers
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What Data Do We Collect?

http://cddirector.io/ collects the following metrics for telemetry data:

Metric Description

Instance ID A unique identifier that is used to differentiate between
 workspaces.

Product SKU Broadcom/CA product identifier.

Product SKU Description Broadcom/CA product description.

Product Version The version of http://cddirector.io/ that is running in
your workspace.

Monthly Usage Calculation that applies to the subscription monthly usage.
For http://cddirector.io/, this metric is the highest number of
concurrent releases that are run in the course of a day during a
given month.

Date Collected Date the usage data was collected.

Site ID Customer Enterprise Site ID that is used to access Support. A
registered support user can get their Site ID from the Broadcom/
CA support portal.

Domain Name Customer-provided string to identify the customer domain name,
such as  company.com . This is not a full email address.

PLA Indicates whether the customer is using the Portfolio License
Agreement (PLA) model.

Internal Identifier Customer-provided string to identify an internal group or charge
area for the customer's internal use, such as billing back to
groups.

Manage Users, Groups, and Roles
As a Automic Continuous Delivery Director administrator, you can create users and add users to groups that you can
assign to specific product roles. Permissions range from the ability to design a release to full product administration.
These roles provide stakeholders at all levels with appropriate insight into release operation and activity, and
avoid unnecessary risk.

Roles and Functions

Users can require access to Automic Continuous Delivery Director for the following roles and functions:

• Executive or management personnel who monitor the health of their infrastructure and the effectiveness of their
continuous delivery release pipeline.

• IT administrators responsible for product configuration and management.
• Release owners who manage the release content and who are responsible for the successful release deployment.
• Developers who are responsible for the build process and overall quality of release applications.
• Scrum masters and other stakeholders who use tracking tools, such as Rally®, to track the release status. These tools

are integrated with Automic Continuous Delivery Director.
• Administrators of continuous delivery tools, such as Automic® Continuous Delivery Automation or Service

Virtualization, who require higher-level release status insight.

There are several default roles as well as activity-related permissions which you can assign to users and groups.
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Built-in Roles

Automic Continuous Delivery Director includes a set of built-in roles, explained below, which provide access to specific
capabilities and information. As an administrator, you can grant these roles to users and groups. 

• Designer
Designer is the default user role. The basic set of Designer role permissions is granted to all users and cannot be
removed. 
Assign the designer role to stakeholders who need access to specific releases.
Designers can:
– Edit releases, phases, and tasks if they are owners
– View releases if they are members
– Export releases
Designers cannot:
– Add or remove releases
– Import releases
– Add releases to release tracks
– Perform administration tasks
– See the Administration menu

• Release Manager 
This built-in role has greater privileges than the default Designer role. Assign this role to users who are responsible for
ensuring that all software assets are controlled and can be released as required.
Release managers can:
– Add and remove releases
– Edit releases, phases, and tasks if they are owners
– View releases if they are members
– Ensure that only authorized users can view and manage applications in the release pipeline
– Import and export releases
– Add releases to release tracks
Release managers cannot:
– Perform administration tasks
– See the Administration menu

• Administrator
Administrators have full access to the release design and execution, and can perform the following functions: 
– Create and remove users 
– Add, edit, and remove releases, phases, and tasks 
– Manage users, applications, environments, plug-ins, endpoints, and licenses
– Ensure that only authorized users can view and manage applications in the release pipeline
Assign this role to users who participate in release design and execution but who should not have access to
integrations with your infrastructure.

NOTE

In a SaaS implementation, users who create a tenant are granted the administrator role.
• System Administrator

NOTE
This role is not available for SaaS users.

System administrators can do everything that administrators can do as well as configure SMTP and database settings.
For on-premise installations, assign this role to IT administrators who are responsible for management of the products
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that make up your IT infrastructure. The superuser included with the product is assigned the system administrator role
by default.

Custom Roles

If the default roles do not meet the needs of your organization, you can create your own custom roles. For example, you
can add several permissions which are not included in the basic set of Designer permissions. Permissions include the
following categories:

• Endpoints
• Releases
• Tracks
• File sources
• Shared tokens
• Administration

Just like built-in roles, you can assign custom roles to users and groups.

Create a Custom Role

To create custom roles in Automic Continuous Delivery Director, add roles in the Role Management page.

NOTE
You must be logged in as a user with an administrator role to create custom roles.

Follow these steps:

1. Go to Administration and Role Management.
2. Select Add Custom Role.
3. Specify a display name for the custom role.

TIP

We strongly recommend that you enter an accurate and detailed description of the custom role.
4. Select one or more permissions, then Add.

NOTE
The permissions you select are additional to the default set of Designer permissions.

The new role is added and is available for assignment to users and groups.

Create Users

You can create your own users and groups or you can integrate with a directory server. For more information,
see Integrate with a Directory Server.

To create users and assign roles in Automic Continuous Delivery Director, add users in user management.

Follow these steps:

1. Go to Administration and User Management.
You must be logged in as a user with the System Administrator or Administrator role to see the Administration tab.
The superuser account has the System Administrator role.

2. Select  Add User, and specify the user details.
Enter an email address that is regularly monitored. An email address can only be associated with a single user. This
email address receives release notifications.

3. Select a Role, then select  Add.
Note: The default role is Designer. An Administrator cannot assign the System Administrator role.

 80



 Automic® Continuous Delivery Director 7.0

The user is added.
4. Manually notify the user of the new account and login instructions.

Note: The user name is the email address that is used to create the account.

User Password Management

Once a user is created, the administrator and the user can change the user account password in the UI.

Password Changes by the Administrator

Follow these Steps:

1. Select ADMINISTRATION in the UI toolbar and select User Management from the drop-down list.
The USER MANAGEMENT  screen opens

2. Select and highlight the user to edit, and select the edit (pencil) icon above the list of users.
The EDIT USER box opens

3. Enter the new password in the Password and Confirm Password fields and select Save.
The new password for the user account is saved.

Password Changes by the User

Follow these steps:

1. Select the icon with the initials of the logged in user in the top of the UI.
2. SelectUser Settings from the drop-down list.
3. Select Change Password in the left panel.
4. Enter the old and the new passwords, verify the new password, and select Save.

The user password is changed.

When a user changes a password, the user can continue to work under the current login. The new password is required
for the next login.

Edit a User Role

As an administrator, you can edit user roles and all other user values.

Note: You cannot edit your own role.

Follow these steps:

1. Go to Administration and User Management.
2. Select the user and select the pencil icon.
3. Select the role and select Save.

The user role is changed. The changes are reflected after the user refreshes or reloads the UI.

Create a Group

To manage multiple users who are assigned to a release, create a group. Groups are user containers to help you
effectively manage users. You can group release stakeholders, product roles, and other organizational roles. 

Follow these steps:

1. SelectAdd Group, and specify the group information.
2. Select a role for the group and select Add.

Note: The default role is Designer.
3. (Optional) Assign users to the group. 
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The group is created.

Add Users to Groups

To organize users who require similar permissions and release access, add users to groups.

WARNING
The group role supersedes the user role. For example, users with the Designer role who are assigned to a
group with the Administrator role inherit Administrator privileges. Users that belong to multiple groups inherit the
highest permission level of the groups.

Follow these steps:

1. Select the user and select the Add Users to Groups icon on the Users menu bar.
2. Select the groups and select Save.

The user is added to the selected groups.

User Release Notifications

Owners of releases, phases, and tasks receive email notifications for certain release activities.

You can disable the notification function.

NOTE

This functionality is pre-configured in the SaaS version of the product and not configurable by users.

Follow these steps:

1. Select the icon with the initials of the logged in user in the top of the UI.
2. SelectUser Management from the drop-down list.
3. Select Preferences in the left panel.
4. Clear theGet email notifications box.

Email notifications are disabled.

For more information, see Release Notifications.

Instructional Video

The following video shows how to manage users and groups:

User Permissions
Permissions to execute tasks and actions in releases are role-based. Release and release component owners have
permissions over the component that they own and the child components. For example, a release owner has owner
permissions for phases and tasks in the release. A phase owner has owner permissions for tasks in the phase.

Note: For release members who are also phase or task owners, the ownership permissions override the member role
permissions.

Permissions to perform activities in a release are based on the following user roles:

Release Owner

Release owners can perform the following activities:
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• Add applications to the release
• Create application versions
• Map content
• Create tokens
• Create phases and set phase environments and owners.
• Create tasks and set task owners
• Set task values
• Schedule phases
• Run phases
• Reorder phases in the release

Phase Owner

Phase owners can perform the following activities:

• Create tasks in the phase
• Delete tasks in the phase
• Change the order of tasks in the phase
• Edit tasks in the phase to set values, change task types, and change endpoints
• Copy tasks from other phases 

Note: Phase owners can only copy tasks from phases that they own.
• Run and schedule the phase

Task Owner

Task owners can perform the following activities:

• Change the status of the task
• Edit the task to set values, change the task type, and set endpoints

Release Members

Release members can only view the release and cannot perform release tasks or actions. All owners of release
components are automatically added to the release members list.

To grant permissions to view a release, add the users to the release member list.

For a new release:

When you create the release in the Releases tab, select users from the drop-down list in the Members field of the
CREATE RELEASE window.

For an existing release:

1. In the Releases tab, click the release name.
2. Click the edit icon (pencil) next to the release name.

The EDIT RELEASE window opens.
3. In the Members field, add users from the drop-down list and click save.

Note: Users must be configured in the ADMINISTRATION tab under USER MANAGEMENT.
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Integrate with a Directory Server
You can integrate Automic Continuous Delivery Director with an LDAP directory server for authentication, user and group
management.

LDAP (Lightweight Directory Access Protocol) is an Internet protocol that web applications can use to look up user and
group information in a directory server. An LDAP directory is a collection of data about users and groups. 

 Automic Continuous Delivery Director supports integration with Microsoft Active Directory and non-Active Directory LDAP
servers. There are two stages in LDAP integration:

• Connect to the LDAP directory server
• Import users and groups from the LDAP directory server into Automic Continuous Delivery Director 

For non-Active Directory servers, the product only supports direct LDAP authentication. To bind to the LDAP server, direct
authentication uses the full user DN patterns that you input.

Connect to a Directory Server

 Important: You need system administrator permissions to configure the LDAP directory settings.

 Follow these steps: 

1. Click the Administration tab and select CDDirector Settings from the drop-down list.
2. Click User management system. 
3. In the User management system page, select Directory Server.
4. Enter the values for the directory settings, as described below in 
5. Click Test Connection to test the configuration settings.

Note: The Test Connection command performs a simple connectivity check. Test Connection does not check
authentication or whether there is a directory server at the specified host.

6. Click Save.

After you configure LDAP, the user management system does not contain any user accounts, except for the superuser
account. As a superuser, you must import users and groups. Users are assigned permissions according to the imported
groups. If no groups are imported, a message indicates that the authenticated user lacks permissions and must contact
the administrator. 

Multiple LDAP domains are not supported with this release.

WARNING

All users and groups are deleted when you switch between local directory and LDAP, or between different LDAP
systems.

Directory Server Settings

•  HostThe name of your LDAP serverExamples: 
dircd01-cddldap dircd01-cddldap.local.domain

•  PortThe port your LDAP server listens to.Values: Default values are 389 or, for SSL only, 636
•  Use secure directory connectionSelect this checkbox if your LDAP directory requires SSL connections.Note: To

use this setting, you need to configure an SSL certificate.
•  LDAP user nameThe user name to connect to the LDAP directory server.Values: For Active Directory: The format

can be either domain\user or user@domain.
Note: The domain\user format uses the domain NetBIOS name.
Example: 
administrator@mylab.local
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 For LDAP: LDAP DN format 
cn=Manager,dc=maxcrc,dc=com

•  LDAP passwordThe user password to authenticate to the LDAP directory server. 
•  Active Directory/LDAPThe type of directory server to which you will connect.

Note: Select LDAP if the directory server is not Active Directory. 
•  Domain nameThe part of the network address that identifies your website.
•  Note: Use FQDN (fully qualified domain name) format and not LDAP DN format.

Example: 
maxcrc.com

•  User DN Pattern 
 Valid for LDAP system only 
The distinguished name of the user and the locations that Automic Continuous Delivery Director will search when
connecting to the directory server. You can add multiple locations (OU paths) using semi-colons as separators.
 Example: 
uid={0},ou=LA,ou=North America,dc=maxcrc,dc=com;uid={0},ou=UK,ou=Europe,dc=maxcrc,dc=com

 Note: Maximum of 4000 characters
•  Group search baseThe location in the LDAP directory from which the LDAP group search begins.

Value: Use DN format
Note: Define this attribute to override the default base search DN which is taken from the domain name.

•  Group Search Filter
The search criteria to use during searches for groups.
Note: Mandatory for LDAP configurations. To see if a different filter is needed, check the group attributes:

Example: 

member={0}

Attributes Mapping

•  Unique user IDThe attribute to use when Automic Continuous Delivery Director loads the user ID.
Example: uid

•  EmailThe attribute to use when Automic Continuous Delivery Director loads the user email address.
Example: mail

•  First nameThe attribute to use when Automic Continuous Delivery Director loads the user first
name.Example: givenName

•  Last nameThe attribute to use when Automic Continuous Delivery Director loads the user last name.
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Example: sn

Search Pattern

•  User pattern
The search criteria to use when Automic Continuous Delivery Director imports users from an LDAP directory. You can
also add free text.
Note: Ensure that the filter for user import aligns with the User DN Pattern settings.
Example: To search for users by their first name enter:
givenName=*{0}*

To search only for users that are located in two different organizational units, namely LA and NY, enter:
(&(cn={0}*)(|ou:dn=NY(ou:dn=LA)))

  
•  Group pattern

The search criteria to use when Automic Continuous Delivery Director imports groups from an LDAP directory. You
can also add free text.
Note: Ensure that the group filter aligns with the Groups search base settings.
Example: You enter:
(&(cn={0}*)(|ou:dn=NY(ou:dn=UK)))

If the Group search base setting is:
ou=North America,dc=maxcrc,dc=com

then the group import filters out ou=UK groups because the group search base only includes North America-based
organizational unit names.

Import Groups

You can import groups from the LDAP directory and can assign user roles.

 Important: You need administrator permissions to import groups.

 Follow these steps: 

1. Click ADMINISTRATION and select User Management from the drop-down list.
2. Click the Import Groups plus sign icon on the Groups toolbar.

The Import Groups dialog box opens.
3. Enter a search term and click Search. 

Note: Leave the search box empty to retrieve all groups that match the search patterns defined when the connection
to the directory server was configured.

4. From the results list, select one or more groups, assign a role, and click Import.The imported groups appear in
the User Management page.
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Import Users

You can import users from the LDAP directory, and can assign user roles.

 Important: You need administrator permissions to import users.

 Follow these steps: 

1. Click ADMINISTRATION and select User Management from the drop-down list.
2. Click the Import Users plus sign icon on the Groups toolbar.

The Import Users dialog box opens.
3. Enter a search term and click Search. 

Note: Ensure that your settings for user import align with the User DN Pattern settings in the User management
system page. Leave the search box empty to retrieve all users that match the search patterns defined when the
connection to the directory server was configured.

4. From the results list, select one or more groups, assign a role, and click Import.The imported groups appear in
the User Management page.

Enable Single Sign-On
Single sign-on (SSO) lets users using the corporate network access Automic Continuous Delivery Director without
entering their usernames and passwords.Automic Continuous Delivery Director validates their usernames and passwords
against your corporate user database.

When users log in to Automic Continuous Delivery Director, they can use their organizational SSO account without the
need to enter a separate username and password. Additionally, when users send invitations to their Automic Continuous
Delivery Director workspace to colleagues, SSO is automatically enabled for the recipients.

Only invited users can use their invitation to log in with their Corporate email account credentials. If a user who has logged
in through an invitation is deleted, they must be invited again to be able to log in through SSO.

SSO uses the Security Assertion Markup Language 2.0 (SAML 2.0) protocol, which is implemented with the Spring
Security SAML Extension.

Configure SAML Authentication

You need to establish a mutual trust relationship between Automic Continuous Delivery Director and the identity provider
for your domain. You establish the mutual trust relationship by exchanging certificates and unique identifiers between the
two endpoints.

Follow these steps:

1. In your Web browser, enter the URL https://cddirector.io/cdd/saml/metadata. The spring_saml_metadata.xml file
downloads. This file contains the required metadata for configuring your IdP.. The spring_saml_metadata.xml file
contains the following three elements:
– SAML Entity ID of Automic Continuous Delivery Director.
– Redirect URL from the IdP back to Automic Continuous Delivery Director.
– SAML certificate of Automic Continuous Delivery Director
These three elements should be configured by the customer administrator at the IdP for your domain. This action
allows the IdP to trust Automic Continuous Delivery Director. Now we need to allow Automic Continuous Delivery
Director to trust the IdP.

2. In Automic Continuous Delivery Director, select Administration, and SAML Configuration.
3. Specify the following information:

– Identity Provider Domain
The domain name of the identity provider
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Example:  hedmoral.com
– Identity Provider Login URL

The URL of the identity provider to authenticate users on login
Example:  https://saml-qa.hedmoral.com/saml2sso

– Identity Provider Issuer
A URL that uniquely identifies your identity provider

– Identity Provider Certificate
The authentication certificate issued by your identity provider. A Base64 encoded ASCII file, with an extension such
as .pem, .crt, .cer, and .key.
Note: Copy all of the text, including the "-----BEGIN CERTIFICATE-----" and "-----END
CERTIFICATE-----" statements.

For Automic Continuous Delivery Director SaaS only:
4. Click Generate Verification Code and copy.
5. Follow the instructions on the SAML Configuration page to add a new TXT record to your DNS provider web site. To

store the SAML information, the TXT record uses a structured format in its TXT-DATA field. The name of the new TXT
record should be _continuous_delivery_director.<domain name> and its value should be the generated verification
code.
Syntax: The TXT record format consists of the string _continuous_delivery_director.<domain
name>=<generated verification code>.
Example: _continuous_delivery_director.hedmoral.com=116ep08771i12mo341429i52o2v76168

6. Once the TXT record is entered in the DNS provider website, click Verify. You receive a indication that SAML
authentication is enabled in Automic Continuous Delivery Director for your organization.

Set the SAML Signature Algorithm

IdPs use SAML signatures to prove that user metadata is authenticated across secure domains. Automic Continuous
Delivery Director sends outbound SAML request assertions to an identity provider for single sign-on using the SHA-256
hashing algorithm.

For SaaS

Automic Continuous Delivery Director uses SHA-256 as the SAML signature algorithm. 

For OnPrem

The following algorithms are supported:

• SHA-1 (not recommended)
• SHA-256
• SHA-512
• SHA-384

To change the SAML signature algorithm, in settings.properties, edit the corresponding line:

settings.properties

================================================

cdd.authentication.identity_managers.saml.enabled = true

cdd.authentication.identity_managers.saml.role = SYSTEM_ADMINISTRATOR

cdd.authentication.identity_managers.saml.domain_verification.enabled = false

cdd.authentication.identity_managers.saml.domain_verification.txt_record_name = _continuous_delivery_director

cdd.authentication.identity_managers.saml.service_provider.id = https://continuous_delivery_director.io

cdd.authentication.identity_managers.saml.service_provider.metadata_uri = /saml/metadata

cdd.authentication.identity_managers.saml.service_provider.metadata.signing_algorithm = SHA-256

cdd.authentication.identity_managers.saml.service_provider.sso_uri = /saml/sso

cdd.authentication.identity_managers.saml.service_provider.port_included = true
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================================================

For Automic Continuous Delivery Director SaaS

Change the SHA settings in your SSO solution to SHA-256, for example, AD FS, as needed.

Set the SAML Service Provider

For SaaS

The SAML Service Provider ID is https://continuous_delivery_director.io

For OnPrem

To change the SAML Service Provider ID, in settings.properties, edit the following line:

settings.properties

================================================

cdd.authentication.identity_managers.saml.service_provider.id = https://continuous_delivery_director.io

================================================

List of Terms

Identity Provider (IdP)

A system that creates, maintains, and manages identity information for principals (users, services, or systems) and
provides principal authentication to other service providers (applications) within a federation or distributed network. An IdP
is a trusted third party for use when users and servers are establishing a dialog that must be authenticated. The IdP sends
an attribute assertion containing trusted information about the user to the SP.

SAML 2.0 (Security Assertion Markup Language 2.0)

A version of the SAML standard for exchanging authentication and authorization data between security domains.

SAML Assertion

An assertion is a package of information that supplies one or more statements that are made by a SAML authority. SAML
defines three different kinds of assertion statement that can be created by a SAML authority:

• Authentication: The specified subject was authenticated by a particular means at a particular time. This kind
of statement is typically generated by a SAML authority that is called an identity provider, which is in charge of
authenticating users and keeping track of other information about them.

• Attribute: The specified subject is associated with the supplied attributes.
• Authorization decision: A request to allow the specified subject to access the specified resource has been granted or

denied.

An assertion consists of one or more statements. For single sign-on, a typical SAML assertion contains a single
authentication statement and possibly a single attribute statement. 
Note: A SAML response can contain multiple assertions.

Service Provider (SP)

An application server that has been integrated with Spring Security SAML Extension. An SP communicates with a
Spring Security SAML Extension IdP to determine if a user has authenticated and obtain information about the user. The
information that is obtained from the identity provider may be used to make authorization decisions.

A user password is never sent to an SP. The Spring Security SAML Extension uses HTTP redirects extensively. A user
interacts with the IdP to perform initial authentication.

Single sign-on (SSO)

A session and user authentication service that lets a user use one set of user credentials to access multiple applications.
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Spring Security SAML Extension

An extension that enables both new and existing applications to act as a Service Provider in federations based on Web
Single Sign-On and Single Logout profiles of the SAML 2.0 protocol.

Benefits

• Reduce administrative costs— With SSO enabled, system administrators have fewer passwords to manage and
receive fewer requests to reset forgotten passwords.

• Save time—With SSO in place, users do not have to log in to Automic Continuous Delivery Director manually. SSO
prevents user mistakes, reduces frustration, and adds up to increased productivity.  

• Increase security—All password policies that are established for your corporate network are in effect for Automic
Continuous Delivery Director

How SSO Works

The following section describes the SAML 2.0 workflow in Automic Continuous Delivery Director, involving a Web
browser, an identity provider (IdP), and a service provider (SP):

Figure 3: SSO Flow

Explanation of Flow

1. Request the target resource at the SP
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An HTTP user agent requests a target resource at the service provider:
https://<sp url>

2. Redirect to IdP SSO Service
The service provider generates an appropriate SAMLRequest (and RelayState, if any), then redirects the browser to
the SSO Service.
Note: The RelayState token is an opaque reference to state information maintained at the service provider.

3. Request the SSO Service at the IdP
The user agent issues a GET request to the SSO service at the identity provider:
GET /SAML2/SSO/Redirect?SAMLRequest=request&RelayState=<TargetURL>

4. Respond with an XHTML form
The SSO service at the IdP validates the request and responds with a document containing an XHTML form:

<form method="post" action="https://sp.ca.com/SAML2/SSO/POST" ...> <input

 type="hidden" name="SAMLResponse" value="response" /> <input type="hidden"

 name="RelayState" value="token" /> ... <input type="submit" value="Submit" /> </

form>

5. Request assertion container service at the SP
The user agent issues a POST request to the Assertion Consumer Service at the service provider:

POST /SAML2/SSO/POST HTTP/1.1 Host: sp.ca.com Content-Type: application/x-www-form-

urlencoded Content-Length: nnn SAMLResponse=response&RelayState=token

6. Redirect to the target resource
The assertion consumer service processes the response, creates a security context at the service provider and
redirects the user agent to the target resource.

7. Request the target resource at the SP again
The user agent requests the target resource at the service provider (again):

https://sp.ca.com/myresource

8. Respond with requested resource
The SP processes and validates the response, and reads the nameid included in the SAML Assertion. 
Authorization phase—The SP uses the nameid value to look for the user and its associated permissions
in the DB or in the LDAP Active Directory. When the SP matches the nameid with a user record, the user is
authenticated. Because a security context exists, the SP returns the resource to the Web browser.  The user can now
access the requested resource.

Register Plug-ins
Plug-ins enable integration with remote components. For example, the Rally® plug-in lets you interface with Rally®

to update work items and view test case results. Plug-ins let you orchestrate key continuous delivery operations from
Automic Continuous Delivery Director releases and tasks.

To enable integration with a remote component, register a plug-in. One plug-in can support multiple instances of the
remote component. To connect a plug-in to remote component instances, add endpoints.

TIP

As a SaaS user, when you log in for the first time, all existing plug-ins are automatically registered for you. Plug-
in registration is only required for SaaS users when new plug-ins are added to the SaaS instance after your
initial login. Monitor the Release Notes to be notified of new plug-ins, which you register using this procedure.
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Packaged plug-ins that you install on the CDD Server are automatically registered. The following plug-in scenarios require
manual registration:

• Plug-ins installed on a remote server
• Custom plug-ins

To register plug-ins, use the following steps:

1. Select the ADMINISTRATION tab and click Plug-ins.
The Plug-ins page shows a table of the packaged plug-ins that you installed on the Automic Continuous Delivery
Director Server. These plug-ins are registered and require no further action. To manage these registered plug-ins, go
to  Manage Endpoints.

2. To register a custom plug-in, or to register a plug-in that is not in the table, click Register Plugin 
3. Enter the manifest URL for the plug-in you want to register in the following format: 

http://pluginserver:8080/plugin-name/manifest.json
On Premise Examples:
– CA Continuous Delivery Automation plug-in manifest URL

 http://<host>:<port>/cdd-ara-plugin/manifest.json
– CA REST plug-in manifest URL

http://<host>:<port>/cdd-rest-plugin/manifest.json
These examples can represent locally or remotely installed plug-ins.
Note: If you configure the product to use HTTPS communication, you must update existing plug-in registrations that
previously used HTTP. See Secure Communications in the Administration section.
SaaS Example:
– http://cde-6-4-plugins.cde-6-4-server-production:8080/cdd-slack-plugin/manifest.json
This example uses the server name and port on which all plug-ins are installed on the SaaS instance. Use this server
name and port in the manifest URL when registering all plug-ins on SaaS.

4. Click Register.
The plug-in is registered.
The plugin-name is the name of the plug-in file without the .war extension. The plug-in must be in the webapps
directory of the Tomcat server on its system for the registration to work.
The Plug-Ins table provides name, version, number of tasks, and the following additional information for registered
plug-ins:
– Application Model

Specifies whether the plug-in lets you import an external application model from the integrated remote component.
For example, the Automic® Continuous Delivery Automation plug-in supports application model import.

– Content
Specifies whether the plug-in lets you import content from the integrated remote component. For example, the Rally
plug-in supports content import.

– Connectivity Test
Specifies whether you can test the connection to an endpoint during endpoint and task definition.

5. Click the row for each plug-in to view details about the available tasks.

Manage Endpoints
Endpoints represent specific instances of remote components that are supported by a registered plug-in. Use endpoints to
connect and integrate with remote components that contribute to your continuous delivery process.

Each registered plug-in introduces a specific endpoint type (endpoint template). You can create multiple endpoint
instances for a specific endpoint type. After you add endpoints, orchestrate supported tasks and import operations for the
plug-in on a specific remote component instance.
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Add Endpoints

To connect to a specific instance of a remote component, add an endpoint. 

Note: Access to endpoints during release design is application-based. By default, endpoints are accessible to all users
and all applications. However, you can specify which applications and environment can be used for a given endpoint.
Specify at least one application and one environment, or you will not be able to use this endpoint inside any tasks. For
more information, see Manage Applications and Environments.

Note: Register a plug-in before you add an endpoint for an instance of a plug-in remote component. If you do not see the
endpoint type that you need, register the plug-in. For more information, see Register Plug-ins.

The information that you provide varies by endpoint type. For specific information that is required for each endpoint, see
the documentation for each plug-in.

Follow these steps:

1. Go to Administration, Endpoints, and select  Add Endpoint.
2. Specify the Name and Description.
3. Enter one or more application names in the Applications box.

Note: To see a list of existing applications, select the Applications box.
4. Enter one or more environment names in the Environments box.

Note: To see a list of existing environments, select the Environments box.
5. Select the endpoint type under Select plugin.

Each plug-in has an endpoint type. When you register a plug-in, the endpoint type becomes available to add in this
dialog.

6. Specify the required information for the endpoint type you selected. and select Test Connection.
Note: We recommend that you test the endpoint connection.

7. Select Add.
The endpoint is added and is displayed on the ENDPOINTS page. The specified applications and environments are
available for use in tasks that use the endpoint.
Note: If endpoint parameters are missing, an icon with an exclamation point is displayed next to the Endpoint name.
Select the icon to provide the missing parameters. 

Import and Export Endpoints

From the Endpoints page, you can import and export DSL files in JSON format that represent endpoints. You can import
DSL files either from your local machine or from GitHub. 

To Do This

Import DSL files from your code repository In the Endpoints page, select

Generate and export DSL files to your code repository In the Endpoints page, select an endpoint and select

Example:

"objects": [

    {

         "kind": "Endpoint",

         "description": "endpoint_description",

         "name": "endpoint_name",
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         "plugin":"plugin.name/plugin.version",

         "parameters": {

             "username": "user"

                    }

    }

  ]

}

For more information about the JSON syntax, see Pipelines as Code.

Next Steps

After you create an endpoint, the following functionality is available:

• For endpoints that support the functionality, such as Automic® Continuous Delivery Automation, you can import an
application model from the remote component for use in releases. For more information, see Manage Applications and
Environments.

• Plug-ins typically provide tasks that you can add to releases to initiate the remote component functionality. For
example, the Rally® plug-in provides a Check Test Case Results task that uses the created endpoint. This task lets
you view results of a test case that ran in a previous step. For more information, see Release Design.

Instructional Video

The following video shows how to manage endpoints:

Manage Applications and Environments
As an Administrator, you are responsible for the management of applications and environments. In the context of
Automic Continuous Delivery Director, an application represents a deployable unit of software that is part of a release. An
environment is where the application runs.

You can create and manage the following types of applications and environments:

Local

Local applications and environments only exist in the context of Automic Continuous Delivery Director. Use local
application models when your application deployment tool does not support importing applications and environments into
Automic Continuous Delivery Director. You can also use local models for proof-of-concept exercises. For example, an
integration includes a task that deploys applications using AWS CodeDeploy, which does not import an application model
into Automic Continuous Delivery Director. In this case, create local applications to track the deployment of integrated
applications that occur only in the task context.

External

External applications and environments are application models that exist in remote components, primarily Automic®

Continuous Delivery Automation. When you import an application model from Automic® Continuous Delivery Automation,
the applications and environments are read-only. Use Automic® Continuous Delivery Automation applications and
environments to provide a seamless view of the release and the deployed applications.

Create Local Applications

Create local applications when an external application model is not available. Also create local applications when you
test product functionality in a proof-of-concept model. Local applications provide constructs that you can track in the
context of Automic Continuous Delivery Director when you cannot use external applications. For example, you can deploy
applications that do not yet have deployment plans in Automic®  Continuous Delivery Automation.
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Follow these steps:

1. Select Administration, Applications & Environments.
2. Select Add application under Local, specify the application name, and select Add.
3. (Optional) To rename the application, select and edit the application name.

The application is created.

Application Version Dependencies 

Release owners can define dependencies between applications to share application versions across different releases. 

For more information, see the Set Application Version and Dependencies section on the page Design and Create
Releases.

Create Local Environments

Local environments are a way to provide a representation of deployment locations in the absence of an external
application model. To create a representation of the environments for the applications to run in, create local environments.

Environments in Automic Continuous Delivery Director are global and available for use across applications. For example,
if a release contains three applications that you are deploying to the same QA environment, you can assign that
environment to each application rather than creating three separate entities of that environment per application. All
environments must have a unique name, and when you use an existing name for an environment, you are actually
reusing the existing environment, not defining a new one.

An application without an environment assigned does not appear in the content list in tasks.

Follow these steps:

1. In the ADMINISTRATION tab, select Applications & Environments.
2. Select an application name.

The APPLICATION MANAGEMENT page opens.
3. Select Add environment.
4. Enter the environment name in the E nvironments box.

Note: To see a list of existing environments, enter a percent sign "%".The environment is created.
5. (Optional) To add more environments to the application, repeat the preceding steps.

NOTE
An application cannot contain more than one environment with the same name. 

Replace Environments

You can replace an application environment in a release with another existing environment. 

Follow these steps:

1. In the ADMINISTRATION tab, select Applications & Environments.
2. Select an application name.

The APPLICATION MANAGEMENT page opens.
3. Mouse over the environment you want to delete and select the "X" that appears.
4. Select Add environment.
5. Enter the environment name in the E nvironments box.

Note: To see a list of existing environments, enter a percent sign "%".
6. Select Back to all applications.

The new environment is added to the application.
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Add Users and Groups

You manage user and group access to both local and external applications. By default, all users and groups can view and
access all applications in releases, phases, and tasks. However, you can specify which users and groups are allowed to
view and access specific applications in releases, phases, and tasks.

You cannot use an application without any assigned users, in a release.

Follow these steps:

1. In the ADMINISTRATION tab, select Applications & Environments.
2. Select an application name.

The APPLICATION MANAGEMENT page opens.
3. Enter the required users and groups in the Authorized Users/Groups box.
4. Select Back to all applications.

The new environment is added to the application.

Import External Applications

When you import application models, the application environments are also imported. You cannot manage imported
application and environment models in Automic Continuous Delivery Director.

NOTE

Only applications that are assigned to the login credentials that you specified when the endpoint is created are
imported.

When you import applications and environments, any environments across applications that have the same name are
converted to a single, shared environment in Automic Continuous Delivery Director. 

Example

You import applications from Automic® Continuous Delivery Automation.

Follow these steps:

1. Select Administration, Applications & Environments.
2. Select Add External Applications.
3. Select the available endpoint to import from, and select Import.

Applications from the Automic® Continuous Delivery Automation endpoint are imported.

Manage External Applications

Application Sources

• If you sync an application source and are required to delete an application, you are prompted if the application is in use
in an active release.

• You cannot delete an application source that contains an application in use in an active release.
• You cannot delete the endpoint of an application source that contains an application in use in an active release.

Application Model Plug-ins

• If you sync an application model plug-in, such as Automic® Continuous Delivery Automation, and are required to
delete an application, you are prompted if the application is in use in an active release.

• You cannot delete an application model plug-in, such as Automic® Continuous Delivery Automation, that contains an
application in use in an active release.
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Import and Export Applications with DSL

From the Applications & Environments page, you can import and export DSL files in JSON format that represent
applications. You can import DSL files either from your local machine or from GitHub. Any application environments that
are defined are also imported.

Example:

Application:

{

    "objects": [

        {

            "description": "appDesc",

            "name": "appName",

            "kind": "Application"

        }

    ]

}

Environment:

{

    "objects": [

        {

            "applications": ["Local|appName"],

            "description": "envDesc",

            "name": "envName",

            "kind": "Environment"

        }

    ]

}

To Do This

Import DSL files from your code repository In the Applications & Environments page, select

Generate and export DSL files to your code repository In the Applications & Environments
page, select an application and select

For more information about DSL files, see Pipelines as Code.

Delete Applications and Environments

You cannot delete an application or an environment that is part of an active release. 

You can delete applications and environments that are only associated with releases that are marked as Done.

Automic Continuous Delivery Director removes environments and shared environment tokens from the phases of a
release marked as Done when all of the following conditions are met:
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• This environment is removed from an application
• This release contains this environment and this application
• This release does not contain any other applications that are associated with this environment

Delete Users from Applications

If you try to remove a user (or group) from an application used in an active release, you are prompted to remove the user
from specified locations first.

Instructional Video

The following video shows how to import applications from Nolio Release Automation and create local applications and
environments:

Manage Maintenance Downtime Windows
As an administrator, you can create maintenance windows for specific environments. Maintenance windows provide
a time interval during which releases can run in a specified environment. A warning is generated if a release phase is
scheduled outside of its environment's maintenance window.

Follow these steps:

1. Under Administration, click Maintenance Windows.
The Maintenance Windows screen opens and all scheduled maintenance windows are displayed. 

2. Click New Window in the top right.
3. Enter a Name and Description.
4. Under ENVIRONMENTS, click Choose Environments and select your environments from the list.
5. Under TIME FRAME, Click the From and To calendar icons to set a time frame for the window.
6. Click Add.

A downtime maintenance window is set for the selected environments.

After you create the maintenance window, the window appears in a table on the maintenance windows page. Click the
icon to the right of a maintenance window row to perform the following actions:

• Duplicate a window
Use duplication for environments in separate applications that require the same time frame. Duplicate windows are
also useful when you need multiple windows for the same environments.

• Edit or delete a window
• Enable or disable a window

Windows are enabled by default when you create them. If you disable a window, warnings are not shown when you
execute a release outside of the environment maintenance window.

Releases that use a specific environment can only be executed when the maintenance window is in effect. Warning icons
next to the phase name, and in the Edit Phase window, indicate that the phase cannot run until the maintenance window
begins. The Release Calendar shows a conflict notification for items that exceed a maintenance window.

The following video shows how to create a maintenance window and how those windows affect your release schedules:

Working with Log Files
You can access the Automic Continuous Delivery Director log files to help diagnose problems with product installation and
product functions.
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Log Files

Product Log Files

To view the product log files, navigate to where you installed the .cdd directory and open the logs folder. You can view the
following log files:

cdd-server.log

Logs all product activity. Check this log file for installation errors or for errors within the product UI.

cdd-access.log

Logs all attempts to access product resources. Check this log file for a record of successful and failed UI login attempts.

Supplemental Log Files

The following supplemental log files are available in the Apache Tomcat file system:

TOMCAT_HOME\logs\ra_plugin_error

Logs error activity for the CA Release Automation plug-in.

TOMCAT_HOME\Tomcat 8.0\logs\localhost_access_log.<date>

Logs Tomcat activity related to Apache Tomcat access.

catalina.<date>        Logs all Tomcat-related issues. Check this file for product installation logs before the home directory
and main Automic Continuous Delivery Director logs are available.

Customize Log Levels

You can change the default logging levels of the cdd-server.log and cdd-access.log files as needed. By default, these files
log at the INFO level and roll over when the files reach 10 MB.

Follow these steps:

1. Open the settings.properties located in the product Home directory.
2. Add the following lines to the file:

# server log propertiescdd.log.cdd-server.maxSize=10MBcdd.log.cdd-

server.minIndex=1cdd.log.cdd-server.maxIndex=10cdd.log.cdd-server.level=INFO
 

# access log propertiescdd.log.cdd-access.maxSize=10MBcdd.log.cdd-

access.minIndex=1cdd.log.cdd-access.maxIndex=10cdd.log.cdd-access.level=INFO

For more information about each specific value, see Customize Product Settings.
3. Change the default values as needed and save the file.

The following values are the possible log level values:
– TRACE
– DEBUG
– INFO
– WARN
– ERROR
Note: All values that are displayed below the selected value are included in the log file.

4. Restart the Apache Tomcat service to apply the changes.
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Instructional Video

The following video shows how to change log levels:

Customize Product Settings
During installation, Automic Continuous Delivery Director creates a settings.properties file in the specified Automic
Continuous Delivery Director Home folder. The file contains database connectivity information and other important product
settings. Update the file to customize a wide range of product settings.

You can customize database settings from the product UI, and other product settings in the settings.properties file. 

Change Database Properties Settings

After the initial database setup during installation, you can change the database password and other database settings
in the UI. This functionality is useful, for example, to meet security password change requirements. You must have the
System Administrator role to change database settings in the UI.

Note: Database changes take effect only after a server restart. 

Follow these steps:

1. Click the ADMINISTRATION tab, select CDDirector Settings, and click Database.
The Database Connection Properties  window opens.

2. Edit the Database Connection Properties and click Save.
The product settings are changed. The database still has the old settings.

3. Stop the server.
4. Make the same changes in the source database.
5. Start the server.

The changes are saved in the product and in the database. 

Change Other Product Settings

Update Configuration Parameters

You can update the information included in the settings.properties file by default. You can also add configuration
parameters to the settings.properties file to override other default settings.

Follow these steps:

1. Open the settings.properties file in the Home folder that you specified during installation. (The Windows default is: C:
\.cdd).

2. Update the following prepopulated settings as needed:

cdd.database.host=127.0.0.1cdd.database.name=cddcdd.database.password=CEEC2D1E98D8F3C2cdd.database.port=3306cdd.database.user=root

cdd.plugins.automatic_discovery.url.host=berar04-

u144404cdd.plugins.automatic_discovery.url.port=8080cdd.plugins.automatic_discovery.url.scheme=httpcdd.plugins.automatic_discovery.url.wait_time=55

3. To override the default values of settings that are not included in the file, add parameters. 
Note: These parameters are described in the following section, Available Product Settings.

4. Save and close the file.
5. Restart the Apache Tomcat service.The changes take effect.
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Available Product Settings

The following list includes the properties that you can change or add to the settings.properties file to customize product
settings. Descriptions are provided where the function is not apparent:

Server Log Properties

Change the following logging properties to update log levels, filesize, and index size:

• cdd.log.cdd-server.maxSize
Defines the cdd-server.log file maximum size. The file rolls over to a new file when the maximum size is reached and
archives the old file.
Default: 10MB

• cdd.log.cdd-server.minIndex
Defines the minimum number of log files to retain.
Note: Keep this property set to the default value of 1. Default: 1

• cdd.log.cdd-server.maxIndex
Defines the maximum number of log files to retain. When the number of archived files exceeds this number, the oldest
archived files are deleted. Default: 10

• cdd.log.cdd-server.level
Defines the cdd-server.log file log level.
Default: INFO
The following levels are available:
– TRACE
– DEBUG
– INFO
– WARN
– ERROR

Note: All levels below the selected level are included in the file.

Access Log Properties

• cdd.log.cdd-access.maxSize
Defines the cdd-access.log file maximum size. The file rolls over to a new file when the maximum size is
reached.Default: 10MB

• cdd.log.cdd-access.minIndex
Defines the minimum number of log files to retain.
Note: Keep this property set to the default value of 1.
Default: 1

• cdd.log.cdd-access.maxIndex
Defines the maximum number of log files to retain. When the number of archived files exceeds this number, the oldest
archived files are deleted.
Default:10

• cdd.log.cdd-access.level
Defines the cdd-access.log file log level:
Default: INFO
– TRACE
– DEBUG
– INFO
– WARN
– ERROR
– OFF

Authentication Properties

 101



 Automic® Continuous Delivery Director 7.0

• cdd.authentication.header_based
Default: false

Encoder Types:

For a different authentication type, comment out the current setting and uncomment only one type:

• cdd.authentication.hash.encoder.type
Default:SHA-256

• cdd.authentication.hash.encoder.type
Default:SHA-1

• cdd.authentication.hash.encoder.type
Default:SHA-384

• cdd.authentication.hash.encoder.type
Default: SHA-512

• cdd.authentication.superuser.mail
Default: superuser@ca.com

• cdd.authentication.superuser.password
Default: suser

API Properties

Change these properties to customize the output pagination of API calls.  

• cdd.api.pagination.default_page_size
Specifies the size of the default page that the REST API returns. Default: 10

• cdd.api.pagination.max_page_size
Default: 100Note: Due to database, network load, and latencies, we recommend that you do not
increase cdd.api.pagination.max_page_size beyond 100 records per page

JMX Properties

To customize JMX settings, change these properties. You can disable the JMX interface, or you can use SSL to expose
the interface over a secured channel.

• cdd.jmx.web.console.port
Default: 7777

• cdd.jmx.web.console.username
Default: cdd

• cdd.jmx.web.console.password
Default: 249D847E035EB2434AD9271211D7913C

• cdd.jmx.web.console.ssl.enabled
Default: false

• cdd.jmx.web.console.ssl.keystore.path
Default: NOT_IMPLEMENTED

• cdd.jmx.web.console.ssl.keystore.password
Default: NOT_IMPLEMENTED

• cdd.jmx.web.console.enabled
Default: true

Server URL Properties

• cdd.url.schema
Default: http
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• cdd.url.port
Default: 8080

• cdd.url.virtual_ip
Default: localhost

Plug-in Properties

These properties change the information that is used to register packaged plug-ins that the system detects automatically.

• cdd.plugins.automatic_discovery.enabled
Default: true

• cdd.plugins.automatic_discovery.url.schemaWhen the plug-ins use secure communication, set this property to
https. Default: http

• cdd.plugins.automatic_discovery.url.portWhen the plug-ins use secure communication, set this property to the
Apache Tomcat SSL port (8443 by default).
Default: 8080

• cdd.plugins.automatic_discovery.url.host
Default: localhost

• cdd.plugins.automatic_discovery.url.relative_pathChange this property to add or remove a plug-in manifest from
the list of plug-ins that the system registers automatically. You can update the following property to include more plug-
ins that are automatically discovered at startup. Also update this property to automatically remove discovered plug-ins
from the list.
Default: /cdd-ra-plugin/manifest.json,/cdd-rally-plugin/manifest.json,/cdd-rest-plugin/manifest.json

• cdd.plugins.automatic_discovery.url.wait_time
Default: 55

Content Item Properties

Change these properties to customize the number of content items you can import into a single instance of the product.
Also change these properties to change the timeout window for the connection to content sources.

• cdd.content_items.import.limit_number_of_content_items
Default: 200

Execution Properties

These properties control and customize how the product executes releases. Update these properties only at the request
of an authorized CA team during troubleshooting and support sessions.

• cdd.execution.external_task_invoker.thread_pool_size
Default: 10

• cdd.execution.external_task_invoker.minimum_invoke_interval_in_millis
Default: 2000

• cdd.execution.external_task_invoker.default_invoke_interval_in_millis
Default: 5000

• cdd.execution.external_task_invoker.invoke_interval_after_failure_in_millis
Default: 10000

• cdd.execution.external_task_invoker.maximum_number_of_retries_after_stop_failure
Default: 3

• cdd.execution.external_task_invoker.maximum_number_of_retries_after_execution_failure
Default: 3

• cdd.execution.external_task_invoker.failure_status
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Default: Failed to execute tasks.

• cdd.execution.controller.number_of_retries_after_concurrent_modification_failure
Default: 2

• cdd.execution.controller.retry_interval_in_millis
Default: 200

• cdd.execution.camunda.default_number_of_retries_after_failure
Default: 10

• cdd.execution.camunda.job_executor_pool_size
Default: 5

• cdd.execution.camunda.job_executor_queue_size
Default: 10

• cdd.execution.camunda.job_lock_time_in_millis
Default: 60000

• cdd.execution.external_task_invoker.task_recovery_delay_in_millis
Default: 30000

Password complexity properties

• cdd.authentication.password_policy.password_pattern.disabled
Defualt: false

• cdd.authentication.password_policy.password_pattern.regular_expression
Default: ((?=.*[0-9])(?=.*[a-z])(?=.*[A-Z])(?=.*[$@$!%*#?&{}()~^+=/]).{8,15})

Notifications properties

• cdd.notification.enabled
Default: true

Example File

The following example shows a settings.properties file with all available properties and their default values:

# Database properties

cdd.database.host = localhost

cdd.database.port = 3306

cdd.database.name = cdd

cdd.database.user = root

cdd.database.password = 123456

cdd.database.create = true

# Logging properties

# server log properties

cdd.log.cdd-server.maxSize=10MB

cdd.log.cdd-server.minIndex=1

cdd.log.cdd-server.maxIndex=10

cdd.log.cdd-server.level=INFO

 

# access log properties

cdd.log.cdd-access.maxSize=10MB

cdd.log.cdd-access.minIndex=1

cdd.log.cdd-access.maxIndex=10
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cdd.log.cdd-access.level=INFO

# Authentication properties

cdd.authentication.header_based = false

# Encoder types - uncomment only one:

cdd.authentication.hash.encoder.type = SHA-256

#cdd.authentication.hash.encoder.type = SHA-1

#cdd.authentication.hash.encoder.type = SHA-384

#cdd.authentication.hash.encoder.type = SHA-512

cdd.authentication.superuser.mail = superuser@ca.com

cdd.authentication.superuser.password = suser

# Api properties

cdd.api.pagination.default_page_size = 10

cdd.api.pagination.max_page_size = 100

# JMX properties

cdd.jmx.web.console.port=7777

cdd.jmx.web.console.username=cdd

cdd.jmx.web.console.password=249D847E035EB2434AD9271211D7913C

cdd.jmx.web.console.ssl.enabled=false

cdd.jmx.web.console.ssl.keystore.path=NOT_IMPLEMENTED

cdd.jmx.web.console.ssl.keystore.password=NOT_IMPLEMENTED

cdd.jmx.web.console.enabled=true

# Server URL properties

cdd.url.schema=http

cdd.url.port=8080

cdd.url.virtual_ip=localhost

# Plugins properties

cdd.plugins.automatic_discovery.enabled=true

cdd.plugins.automatic_discovery.url.schema=http

cdd.plugins.automatic_discovery.url.port=8080

cdd.plugins.automatic_discovery.url.host=localhost

# Plugin automatic discovery properties - comma separated urls

cdd.plugins.automatic_discovery.url.relative_path=/cdd-ra-plugin/manifest.json,/cdd-rally-plugin/

manifest.json,/cdd-rest-plugin/manifest.json,/cdd-jira-plugin/manifest.json

cdd.plugins.automatic_discovery.url.wait_time=55

# Content items properties

cdd.content_items.import.limit_number_of_content_items=200

# Execution properties

cdd.execution.external_task_invoker.thread_pool_size = 10

cdd.execution.external_task_invoker.minimum_invoke_interval_in_millis = 2000

cdd.execution.external_task_invoker.default_invoke_interval_in_millis = 5000

cdd.execution.external_task_invoker.invoke_interval_after_failure_in_millis = 10000

cdd.execution.external_task_invoker.maximum_number_of_retries_after_stop_failure = 3

cdd.execution.external_task_invoker.maximum_number_of_retries_after_execution_failure = 3

cdd.execution.external_task_invoker.failure_status = Failed to execute tasks.

cdd.execution.controller.number_of_retries_after_concurrent_modification_failure = 2
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cdd.execution.controller.retry_interval_in_millis = 200

cdd.execution.camunda.default_number_of_retries_after_failure = 10

cdd.execution.camunda.job_executor_pool_size = 5

cdd.execution.camunda.job_executor_queue_size=10

cdd.execution.camunda.job_lock_time_in_millis = 60000

cdd.execution.external_task_invoker.task_recovery_delay_in_millis = 30000

# Password complexity properties

cdd.authentication.password_policy.password_pattern.disabled=false

cdd.authentication.password_policy.password_pattern.regular_expression=((?=.*[0-9])(?=.*[a-z])(?=.*[A-Z])(?

=.*[$@$!%*#?&{}()~^+=/]).{8,15})

# Notifications properties

cdd.notification.enabled=true

Load Metrics and Sizing
Use the following metrics as Automic Continuous Delivery Director usage and sizing guidelines.

The Optimum numbers represent metrics not to exceed to experience the best product performance. If you require
metrics beyond the Recommended Maximum, contact product support to review your use case. 

NOTE

The Load Metrics and Sizing shown on this page are for a single mid-scale instance of the Automic Continuous
Delivery Director server and database. You can run Automic Continuous Delivery Director in an Active-Active
setup that supports horizontal scalability of the Automic Continuous Delivery Director system.

Concurrent Phases

The number of phases that you can run concurrently
Optimum: 25
Recommended Maximum: 100

Tasks per Phase

The number of manual or external tasks that can run in a phase
Optimum: 25
Recommended Maximum: 80

Phases per Release

The number of phases in a release  Optimum: 25
Recommended Maximum: 80

Concurrent Releases

The number of releases that you can run concurrently
Optimum: 15
Recommended Maximum: 50

Active Users

The number of users that are logged in to the product
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Optimum: 5
Recommended Maximum: 20

Endpoints

The number of endpoints that you can create and use in releases
Optimum: 8
Recommended Maximum: 30

Content Sources

The number of content sources for each application version
Optimum: 1
Recommended Maximum: 5

Content Items

The number of content items for each content source 
Optimum: 30
Recommended Maximum: 100

Applications per Release

The number of applications for each release 
Optimum: 5
Recommended Maximum: 30

Application Versions 

The number of versions for each application 
Optimum: N/A
Recommended Maximum: 1

Applications

The number of local or external applications that you create or import
Optimum: 100
Recommended Maximum: 500

Environments per Application

The number of local or external environments for each application 
Optimum: 5
Recommended Maximum: 20

Configure High Availability
High availability is the ability of a system or device to be usable whenever it is needed. For Automic Continuous Delivery
Director to be highly available, a Automic Continuous Delivery Director server must always be operational.

Operational continuity in Automic Continuous Delivery Director is achieved by a multi-server architecture, which consists
of servers configured to run either in Active-Standby or Active-Active mode.

This section describes the configuration activities required to enable high availability in both modes.
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Configure Active-Standby Availability

In Active-Standby availability mode, operational continuity in Automic Continuous Delivery Director is achieved by a
multi-server architecture, which consists of servers configured for Active and Standby mode respectively. Standby is a
backup operational mode. When the Active server becomes unavailable because of failure or scheduled downtime, the
Standby server assumes the functions of the Active server. This section describes the configuration activities required to
enable Automic Continuous Delivery Director server instances to run in Active-Standby availability mode.

NOTE

When a Automic Continuous Delivery Director instance becomes unavailable, the load balancer should
automatically route the entire traffic to the other Automic Continuous Delivery Director instance. To facilitate in
identifying unavailable Automic Continuous Delivery Director instances you can configure your load balancer to
periodically test the availability of the Active Automic Continuous Delivery Director server instance.

Follow these steps:

1. Allocate a shared file system for the Automic Continuous Delivery Director home folder. The home folder contains the
configuration files (settings.properties in the conf sub-folder) and the log files (logs sub-folder). 
The use of a shared file system guarantees that all Automic Continuous Delivery Director server instances use the
same configuration files.
By default, the Automic Continuous Delivery Director home folder is in the {OS-user-home-folder}/.cdd folder
on each Automic Continuous Delivery Director server. You can specify any other location for the home folder using
the Automic Continuous Delivery Director Installer UI.

2. Deploy two identical Automic Continuous Delivery Director server instances on different machines (an Active Automic
Continuous Delivery Director server instance and a Standby Automic Continuous Delivery Director server instance).
Both Automic Continuous Delivery Director server instances must connect to the same database server using the
same shared configuration files.

3. Configure a network load balancer (for example, HA Proxy (http://www.haproxy.org/), F5 (https://f5.com/), or any other
load balancer) in front of the two Automic Continuous Delivery Director server instances. 

4. Configure the load balancer to redirect all incoming Automic Continuous Delivery Director client traffic to a
specific Automic Continuous Delivery Director server instance (the Active instance).

5. (Optional) Configure the load balancer to test periodically the availability of the Active Automic
Continuous Delivery Director server instance (HTTP 200 OK response for HTTP GET /cdd/
administration/00000000-0000-0000-0000-000000000000/v1/version).
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You have configured an Active Automic Continuous Delivery Director server instance and a Standby Automic Continuous
Delivery Director server instance:

Figure 4: High Availability Active-Standby Operational Mode
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When the Active Automic Continuous Delivery Director server instance is not available, the load balancer redirects all
incoming Automic Continuous Delivery Director client traffic to the Standby Automic Continuous Delivery Director server
instance:

Figure 5: High Availability Active-Standby Failover Mode
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When the Active Automic Continuous Delivery Director server instance availability is restored, the load balancer redirects
all incoming Automic Continuous Delivery Director client traffic back to the Active instance:

Figure 6: High Availability Active-Standby Failback Mode

Set Up the Load Balancer

A network load balancer or proxy is required to redirect network traffic to the Active server. This functionality is not a
component of Automic Continuous Delivery Director.

Configure the load balancer for 100 - 0 percent traffic balancing. During normal operation, all client traffic is directed to the
Active server only. However, when the balancer detects a failover, the failed Active server does not receive any traffic.

Configure HA Proxy as the Load Balancer

You can use any load balancer to support Automic Continuous Delivery Director high availability.
The following overview describes an Active-Standby server high availability setup based on HA Proxy.For more
information, see http://www.haproxy.org/.

• The HA Proxy configuration specifies which of the two Automic Continuous Delivery Director servers is the Active and
which is the Standby.

• Configure the HA Proxy to periodically poll the master server with an HTTP availability request. 
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Example: An HTTP GET /cdd/administration/00000000-0000-0000-0000-000000000000/v1/version
request.
The Active server responds to the request with an HTTP 200 OK response.

• When the Active server fails to respond to the availability request, the HA proxy automatically redirects incoming client
traffic to the Standby server. (Automatic failover)

• The HA Proxy continues to periodically poll the Active server with the availability request.

• When the Active server recovers and responds to the availability request, incoming traffic is directed back to the Active
server.  (Automatic fallback)

The following example is of an HA Proxy configuration:

/etc/haproxy/haproxy.cfg 

defaultsmode httpoption http-server-closetimeout client 20stimeout server 20stimeout

 connect 4s

frontend front_end_applicationbind {ha-proxy-server-address}:{ha-proxy-server-port} name

 appdefault_backend bk_app

backend backup_applicationserver cdd-server1 {cdd-server1-address}:{cdd-server1-port}

 checkserver cdd-server2 {cdd-server2-address}:{cdd-server2-port} check backup

For more information about HA Proxy configuration, see: http://www.haproxy.org/download/1.9/doc/intro.txt/

Set Up RabbitMQ Connection for Active-Active Availability

RabbitMQ is an open source message broker used to enable the Automic Continuous Delivery Director Active-Active
availability mode.

Follow these steps:

1. Install the following RabbitMQ plugins:
– rabbitmq_management

– rabbitmq_stomp

– rabbitmq_web_stomp

2. Set up RabbitMQ version 3.6.6. using the configuration file recommended for RabbitMQ Docker systems: 

[{ rabbit, [ {loopback_users,[ ] },{ log_levels,%% The level can be one of

 'none' (no events are logged), 'error' (only errors are logged), 'warning' (only

 errors and warning are logged), 'info' (errors, warnings and informational

 messages are logged), or 'debug' (errors, warnings, informational messages and

 debugging messages are logged).[ %% channel - for all events relating to AMQP

 channels{channel, debug}, %% connection - for all events relating to network

 connections{connection, debug},%% federation - for all events relating to

 federation (https://www.rabbitmq.com/federation.html){federation, debug},%%

 mirroring - for all events relating to mirrored queues (https://www.rabbitmq.com/

ha.html){mirroring,debug}]}]}].

3. After updating the configuration file, restart RabbitMQ.
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Configure Active-Active Availability

This section describes the configuration activities required to enable Automic Continuous Delivery Director server
instances to run in Active-Active availability mode.

NOTE

When a Automic Continuous Delivery Director instance becomes unavailable, the load balancer should
automatically route the entire traffic to the other Automic Continuous Delivery Director instance. To facilitate in
identifying unavailable Automic Continuous Delivery Director instances you can configure your load balancer to
periodically test the availability of the Active Automic Continuous Delivery Director server instance.

Follow these steps:

1. Allocate a shared file system for the Automic Continuous Delivery Director home folder. The home folder contains the
configuration files (settings.properties in the conf sub-folder) and the log files (logs sub-folder).
The use of a shared file system guarantees that all Automic Continuous Delivery Director server instances use exactly
the same configuration files.
By default, the Automic Continuous Delivery Director home folder is located in the {OS-user-home-folder}/.cdd
folder on each Automic Continuous Delivery Director server. You can specify any other location for the home folder
using the Automic Continuous Delivery Director Installer UI.

2. Deploy two or more identical Automic Continuous Delivery Director server instances on different machines (all Automic
Continuous Delivery Director server instances will be Active). All Automic Continuous Delivery Director server
instances must connect to the same database server using the same shared configuration files. For more information,
see Install CA Continuous Delivery Director.

3. (Optional) Configure the system load balancer to periodically test the availability of the Active Automic
Continuous Delivery Director server instances (HTTP 200 OK response for HTTP GET /cdd/
administration/00000000-0000-0000-0000-000000000000/v1/version).

4. Deploy and run a RabbitMQ server instance (version 3.6.6) as a WebSocket broker for Automic Continuous Delivery
Director. You can use the default RabbitMQ port (port 61613) or any other port.
This step allows Automic Continuous Delivery Director to redirect all UI updates (WebSocket events) from all Automic
Continuous Delivery Director server instances to the client UI.
Without a RabbitMQ broker, any UI changes in a UI client that is connected to one Automic Continuous Delivery
Director server instance would not be redirected to all other UI clients that are connected to other Automic Continuous
Delivery Director server instances.
(Optional) You can also run RabbitMQ as a Docker container. For more information, see: Run RabbitMQ as a Docker
Container.

5. Configure Automic Continuous Delivery Director to use the RabbitMQ server instance as a WebSocket broker.
Add the following lines to settings.properties:

settings.properties cdd.websocket.broker.type=relay

cdd.websocket.broker.host = {rabbitmq-server-address}

cdd.websocket.broker.port = {rabbitmq-server-port}

6. Configure the system load balancer to periodically test the availability of the RabbitMQ server instance. Add the
following periodic health check script for RabbitMQ:

health.sh

#!/bin/bash

USER_TOKEN=`echo -n guest:guest | base64`

STATUS=`curl -X GET -H "Authorization: Basic $USER_TOKEN" --silent http://localhost:15672/api/

healthchecks/node | jq --raw-output '.status'`

if [ "$STATUS" == "ok" ]; then

exit 0

else
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exit 1

fi

You have configured Active-Active availability mode for the Automic Continuous Delivery Director server instances. You
have also enabled WebSocket communication between the server instances and their assigned UI clients.

Example

UI client A is connected to server A and UI client B is connected to server B. A release manager uses UI client B to create
a phase and receives a response that the phase was created successfully.

Without an Active-Active configuration, a colleague who uses client A is not notified that a phase has been created by the
release manager. To see the change, the colleague on UI client A must refresh their web page.
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After Active-Active availability is configured, the flow is as follows:

Figure 7: High Availability Active-Active Operational Mode

1. The release manager uses UI client B to create a phase. A Create Phase request is sent to Automic Continuous
Delivery Director through the load balancer.
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2. The load balancer directs the Create Phase request to Active Server B. 
3. Active Server B sends the Create Phase request to the database, and returns a successful Create Phase response to

UI Client B (not shown).
4. Active Server B sends a Phase Created WebSocket notification to the RabbitMQ WebSocket message broker.
5. The RabbitMQ WebSocket message broker sends Phase Created WebSocket notifications to Active Server A and to

Active Server B.
6. Active Server A sends a Phase Created WebSocket notification through the load balancer to UI client A. Active Server

B sends a Phase Created WebSocket notification through the load balancers to UI client B. Any user who accesses
the release will see the created Phase, whether they use UI client A or UI client B.

(Optional) Run RabbitMQ as a Docker Container

You can run RabbitMQ as a Docker container. You may use the following Dockerfile for RabbitMQ:

FROM rabbitmq:3.6.6

RUN apt-get update && apt-get install -y curl jq

ADD rabbitmq.config /etc/rabbitmq/rabbitmq.configADD health.sh /health.shRUN rabbitmq-

plugins enable --offline rabbitmq_managementRUN rabbitmq-plugins enable --offline

 rabbitmq_stompRUN rabbitmq-plugins enable --offline rabbitmq_web_stomp

ENV RABBITMQ_LOG_BASE=/var/log/rabbitmqRUN mkdir -p $RABBITMQ_LOG_BASERUN chmod

 766 $RABBITMQ_LOG_BASEENV RABBITMQ_LOGS=$RABBITMQ_LOG_BASE/rabbitmq.logENV

 RABBITMQ_SASL_LOGS=$RABBITMQ_LOG_BASE/rabbitmq-sasl.logENV RABBITMQ_CONSOLE_LOG=reuse

EXPOSE 15671 15672 15674 61613

The above Dockerfile refers to the following rabbitmq.config configuration file:

[{ rabbit, [ {loopback_users,[ ] },{ log_levels,%% The level can be one of 'none' (no

 events are logged), 'error' (only errors are logged), 'warning' (only errors and

 warning are logged), 'info' (errors, warnings and informational messages are logged),

 or 'debug' (errors, warnings, informational messages and debugging messages are

 logged).[ %% channel - for all events relating to AMQP channels{channel, debug}, %

% connection - for all events relating to network connections{connection, debug},%

% federation - for all events relating to federation (https://www.rabbitmq.com/

federation.html){federation, debug},%% mirroring - for all events relating to mirrored

 queues (https://www.rabbitmq.com/ha.html){mirroring,debug}]}]}].

To build the above Dockerfile, you may execute the following command at the directory of the Dockerfile:

docker build . -t rabbitmq

To run the Docker image, you may execute the following command on the Docker Engine machine:

docker run -p 61613:61613 -p 15672:15672 rabbitmq

Configure Notifications
To configure the product for email notifications, configure the product SMTP server connection settings. You must have
the System Administrator role to configure SMTP settings.
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Follow these steps:

1. In the ADMINISTRATION tab, click CDDirector Settings.
2. Click SMTP.
3. Complete the configuration fields.
4. (Optional) To send a test notification to different address, provide an email address in the Send test email to field.

If this field is blank, a test email is sent to the address of the logged in user.
5. (Optional) To test the SMTP server configuration settings and receive a test notification, click Send test email.

A test email is sent and a message indicates that the test was successful. If the test fails, an error message indicates
the details.

6. Click Save.
The connection to the SMTP server is configured.

LDAP Users

Members of imported LDAP groups receive notifications only after one of the following events trigger registration in the
product database:

• The user logs in to the system
• The Administrator imports the user individually

Notification Release URL

Release notifications contain a direct link to the relevant release. The URL default value for the link to the release is the
URL that was used to install the product.

The default URL properties are at settings.properties:

cdd.url.schema=http

cdd.url.port=8080

cdd.url.virtual_ip=localhost
 

Sometimes the default URL might not work. For example, when the product is installed on the localhost and the
notification is opened on a different computer. In these cases, replace the URL as necessary.

Configure Shared Tokens
As an authorized user, you can create shared tokens (placeholders) that are replaced with values during release
execution. Unlike other Automic Continuous Delivery Director token types, such as built-in tokens and local tokens, these
tokens are available to all Automic Continuous Delivery Director users who have access to the workspace. You can use
shared tokens to automate updates to parameter values used across your organization by multiple users.

You can also use shared tokens in Automic Continuous Delivery Director workflows. For example, your development
team uses a particular VM for testing purposes across many releases. The development manager decides to replace
that VM with another with a different name, IP address and configuration. An authorized user updates the token values
that reference the old VM. The release owners and members do not need to replace parameter values across multiple
releases.

There are two types of shared tokens:

• Shared release tokens
• Shared environment tokens

 117



 Automic® Continuous Delivery Director 7.0

Shared Release Tokens

These tokens are placeholders for values in input and output parameters in tasks. At runtime, shared release tokens in
task output parameters are replaced by values (usually).

Shared release tokens can represent agents, artifacts, and resources, such as server URLs, project IDs, artifact
directories.

Create a Shared Release Token

Shared release tokens are indicated by an [SR] prefix in the user interface. These tokens are release-independent and
reusable across your organization.

NOTE

You can only perform this task if you have been granted the required permissions.

Follow these steps:

1. From the Administration menu, select Shared Tokens.
2. Select Add [SR] Shared Release Token.
3. In the Create [SR] Shared Release Token page, specify the token name and, optionally, applications, to assign to the

token and save your changes.
Note: If no applications have been assigned to the shared release token, any user can use that token. However, if
applications are assigned to a token, you can only add that token to releases that contain at least one of the assigned
applications.

The new token appears in the shared release token list. To access this list, from the Shared Tokens page, select [SR]
Shared Release Tokens. To edit a token, select the token name in the shared release tokens list.

You can use the listed shared release tokens in releases and in adaptive testing. For more information about using shared
release tokens in tasks, see Design and Create Releases. 

Example

You create a shared release token named Server_IP_Address.

When creating a test source, you use this token in the relevant execution parameter.

When designing a release:

In the left panel, you select New Token and add the [SR]Server_IP_Address token.

You add the Server IP Address token to an output parameter in a server provisioning task that appears above a Run Test
task. This action ensures that the server is provisioned before the tests execute.

When the release is executed, you can quickly see in the test results on which server the tests were run.

Shared Environment Tokens

These tokens are placeholders for values that are assigned to specific environments. Shared environment tokens can
represent environment-related entities and resources, such as deployment on behalf of, environment owner, environment
URIs, environment status. You can use shared environment tokens in input parameters in tasks. 

Create a Shared Environment Token

Shared environment tokens are indicated by an [SE] prefix. These tokens are environment-independent and reusable
across your organization. Usage of shared environment tokens ensures that application data is pulled from, and pushed
to, the correct environments.
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Follow these steps:

1. From the Administration menu, select Shared Tokens.
2. Select Add [SE] Shared Environment Token.
3. In the Create [SR] Shared Environment Token page, specify the token name, optionally, applications, to assign to

the token.
Note: You can only add shared environment tokens to:
– Releases that contain at least one application that is assigned to the shared token, or
– Tasks of a phase that is assigned to at least one of the SE token environments

4. Specify one or more environments.
5. Specify one or more environment values and save your changes.

The new token appears in the shared environment token list. To access this list, from the Shared Tokens page, select
[SE] Shared Environment Tokens.

You can use the listed shared environment tokens in releases and in adaptive testing. For more information about using
shared environment tokens in tasks, see Design and Create Releases. 

Example
You create a shared environment token that is named Deployment_Username and you add three
environments, QA, Staging, and Production. To each environment, you add a different user, to QA, user A,
to Staging user B, and to Production user C.

Next, when creating a test source, you use this token in the relevant execution parameter.

In addition, the [SE]Deployment_Username token is available for use input parameters in tasks. Users can enter a %
percent sign, and can select the [SE]Deployment_Username token from the drop-down list of available tokens.

Change Home Folder
As an administrator, you can change the location of the home folder either during installation, or post-installation.

During installation, you can accept the default home folder, or change the home folder. This folder holds the product
configuration and log files. The settings.properties configuration file holds the database server connectivity details
and all other product configuration settings.

The default home folder of Automic Continuous Delivery Director is the .cdd folder under the home folder of the user that
is running Automic Continuous Delivery Director.

You can change the default home folder to any directory on which the Apache Tomcat service/user has read/write
privileges. As a best practice, avoid locating the Automic Continuous Delivery Director home folder under the Apache
Tomcat home folder. This precaution allows you to isolate the Automic Continuous Delivery Director home folder from the
Tomcat home folder whenever you upgrade or reinstall Tomcat.

The following paths are for the default home folders:

• Windows Syntax: {user-home-folder}\.cdd\

NOTE
The path is the home folder of the user that Apache Tomcat runs with.

Example:  C:\WINDOWS\system32\config\systemprofile\.cdd\

• Linux Syntax: {user-home-folder}/.cdd/
Example:  /home/cdduser/.cdd/
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Change Home Folder Location

To change the location of the home folder of existing Automic Continuous Delivery Director server instances, you re-run
the Automic Continuous Delivery Director Installer of the server instances.

NOTE

Optionally, you can run more than one Automic Continuous Delivery Director server instance on different
machines. In that case, you must change the home folder location on each of the Automic Continuous Delivery
Director server instances in use.

Follow these steps:

1. Stop all Automic Continuous Delivery Director server instances that share the home folder.
2. Move the home folder of these Automic Continuous Delivery Director server instances to the desired new location.
3. Delete the entire cdd sub-folder under the Tomcat webapps folder of these Automic Continuous Delivery

Director server instances. Verify that the webapps folder still contains the cdd.war file.
4. Start one of the Automic Continuous Delivery Director server instances to initiate the Automic Continuous Delivery

Director Installer. 

NOTE
Any other server instances must remain stopped. This procedure must be applied sequentially on each
Automic Continuous Delivery Director server instance.

5. Specify the new home folder location and confirm the database settings.
The Automic Continuous Delivery Director server starts running.

6. If applicable, start the other Automic Continuous Delivery Director server instance to initiate the Automic Continuous
Delivery Director Installer. Specify the new home folder location and confirm the database settings.
The additional Automic Continuous Delivery Director server starts running.
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User Settings

Your Automic Continuous Delivery Director user account includes settings that you can modify, such as email address
and API key. You can also view your tenant ID. You can access your account settings in the User Settings dialog.

Follow these steps:

1. In the menu bar, select the initials of your user account

,
then select User Settings.

2. View or modify your user account settings:
Notifications
Determines whether you receive notifications from Automic Continuous Delivery Director by email.
Corporate Email
Specifies the email address to which Automic Continuous Delivery Director notifications are sent.
API Key
Specifies a unique alphanumeric key to authenticate user access to REST APIs.
Note: The key is masked.
Tenant ID
Specifies a unique tenant ID to authenticate user access to REST APIs.

3. Select Save.

Generate an API Key

We strongly recommend that the first time you log in Automic Continuous Delivery Director, you select Re-issue API Key
to generate an API key.

WARNING
Use the Re-issue API Key command with care. After your API key is reissued, any plug-ins and REST APIs
configured with the previous API key will not work. To enable these plug-ins and REST APIs, you need to
specify your new API key where applicable.

Follow these steps:

1. In the menu bar, select the initials of your user account, then select User Settings.
2. select Re-issue API Key.
3. select the copy icon

.
4. Open a text editor, such as NotePad, and paste the API key.
5. Save your API key to a secure location.

Change Your Password

You can change the password you use to authenticate to Automic Continuous Delivery Director, provided your
organization does not use SSO (Single Sign-On).
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Follow these steps:

1. In the menu bar, select the initials of your user

account ,
then select User Settings.

2. Select Change Password, and follow the on-screen instructions.
3. Select Change.
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Releases

Releases are the core of continuous delivery. Releases consist of phases that simulate global environments and tasks
that instrument continuous delivery operations required during release deployment.

During the design phase, you create releases and populate the releases with phases and tasks. During the execution
phase, you execute and monitor the release, troubleshoot issues, and complete the release deployment.

NOTE
For more information, see Release Design and Release Execution.

The following video provides an overview and an example of how to design and execute releases:

Release Design
Administrators and Release Designers design releases to drive deployments that release software
into environments across applications and teams. The Release Design page helps you create cross-functional releases
that can consist of multiple-applications and versions.

Note: You can only see releases that you are a member of.

You can use the RELEASES page to:

• Create and manage releases and memberships
• Create and manage phases and tasks
• Assign applications
• Add users and stakeholders to a release to provide visibility
• Add content to a release to link your release orchestration with application change history and other application

activities
• View your releases, and view releases that you are a member of
• View release activity in real time
• Manage stakeholders
• Manage applications
• Synchronize Conflicts
• Manage release Tracks.

– Remap release track phases
– Return to a release track in the TRACKS page
– Remove a release from a release track

Note: To open and close a list of keyboard shortcuts, use the question mark (?) key.

Click the RELEASES tab in the top of the UI to show an overview of all releases. Each release is displayed on a separate
line and shows the following release information:

• Status
• Name
• Owners

Note: To filter the page to show only your releases, click the Show my releases box at the top right.
• Applications
• Version

Click a release name to open the release and show and manage the release phases and tasks. In the open release, you
can drill down to see and manage the release Applications, Stakeholders, Tokens, and the release status.
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Use the following basic workflow to create releases in Automic Continuous Delivery Director:

1. Create a Release
2. Create Phases within the Release
3. Create Tasks within each Phase

The following diagram shows an example of the structure of a release with phases and tasks:

Figure 8: This image shows an example of a typical release structure with Phases and Tasks

Design and Create Releases
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Use the following steps to design and create releases in Automic Continuous Delivery Director:

Figure 9: How to design and create releases
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TIP

Release design is a flexible process. The following scenario shows a typical release design workflow. After you
create the release, other activities can occur in any sequence. Use the workflow that best fits your release and
working model. Leave comments on this page to suggest or contribute other design workflows.

Create a Release

Releases are repeatable plans that you use to drive deployments to your release environment. You can use
the RELEASES page to create and manage releases for deployments in Automic Continuous Delivery Director.

NOTE

Access to releases is application-based. When you create a release, you must ensure that:

• At least one application is assigned to the release
• All release owners and members are authorized to access the applications assigned to the release

You can view the applications assigned to releases from the RELEASES page.

Follow these steps:

1. On the RELEASES page of the Automic Continuous Delivery Director UI, select the New Release button in the upper
right.
The CREATE RELEASE box opens

2. Select and populate the following fields to configure the release:
– Release Name

Specifies the name of the release.
– Version

Specifies the release version. Use the version number to correspond to the release number, sprint number, or any
other important differentiator.
Note: The Version is a required property. Versions are important to differentiate multiple release versions. 

– (Optional) Description
Specifies a description of the release details.
Note: This field allows you to format the description text. You can also add links to external systems, resources,
and references that are specific to the release. 

– Applications
Indicates applications that are linked to the release. Add any application to the release that you plan to deploy or
act on in some other way. You can only view and assign applications that you are authorized to access.
Important You cannot create a release without at least one assigned application.
For more information, see Manage Applications and Environments.

– Owners
Specifies users who own and can configure the release.
Note: The release creator is the default release owner.

– Members
Specifies users who can be assigned release tasks. Users can only see releases that they are members of. Owners
of release components are automatically added as release members and can view the entire release.
Note:  You can only add Owners and members from the users and groups that exist in Automic Continuous
Delivery Director. For more information, see User Management.

For more information about the difference between release owners and members, see User Permissions and
Activities.

3.  Select Save.
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The release is created and saved, and you can add phases and tasks to the release.
Releases open in a panel in the middle of the page. You can also view the release in the RELEASES tab. The activity
panel on the right of the release shows all release activity. The panel on the left of the release shows and lets you
manage Applications, Stakeholders, and Tokens.

4. Select Stakeholders in the left column to verify that the release Owner and the members are correct.

Manage Application Versions, Work Items, and Dependencies

Release owners can define dependencies between applications to use application versions across different releases. 

Each application in your release should have a version number. The application version can be an indicator of the
application version build that you deploy with this release. The application version plays the following roles:

• Helps differentiate deployments of different application versions across releases and creates version persistence
when deploying the same version across releases. For example: If you add the same version of the application to two
releases, the version retains the content from both releases.

• Lets you add content to an application. An application must have a version number for you to be able to add content to
it.

• Lets you assign applications and their content to a specific task within a release. An application must have a version
number to be associated with a task.

• Lets you manage dependencies across applications and releases.

After you define a version, you can assign application dependencies to the version. Dependencies help you to ensure
successful releases by enforcing links between applications. For example: To deploy successfully, version 2.0 of
Application A requires that an API is added to version 3.0 of Application B. In this case, you could define version 3.0 of
Application B as a dependency of version 2.0 of Application A. When you define this dependency, Automic Continuous
Delivery Director detects dependency issues and sends a warning. A warning is also sent if version 3.0 of Application B is
planned for deployment in the same environment as version 2.0 of Application A. 

Follow these steps:

1. Expand the Apps & Work Items tree on the left menu, and select Set Version next to an application.
2. Enter the version number for the application. The CREATE NEW APPLICATION VERSION window opens.

Note: To edit or to delete a version of an application, select the version number.
3. (Optional) Under Copy Settings, enter an existing application version number. This action copies the settings

(work item source, dependencies and source control connection) from the specified application version to the new
application version. 

4. Select Create.
5. Select the version number, and select  Set Dependencies.
6. Select another application version that the current application version depends on, and select Set.

After you set a dependency, the orange dependency icon appears next to the application name in
the Applications pane. This dependency is tracked across releases and causes conflict alerts. Alerts are generated
if the dependency is not deployed. Alerts are also generated if the dependency is part of a planned deployment in the
same environment before, or that overlaps with, the dependent application deployment.

When you select an existing version, all content of that version is loaded to the application. Edits to the content of a
deployed version do not affect the history. Edits only show in future deployments.

Updates to application versions and content are reflected in the user interface and are visible to other users in real time.

Dependencies Conflicts 

After you set version dependencies, you can view dependencies conflicts.
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Follow these steps:

1. In the RELEASES page, select Sync Conflicts in the toolbar.
The orange dependencies conflict icon

( )
is displayed next to the phase name and in the task to indicate conflicts. The icon is only visible if there are conflicts.

2. Select the dependencies conflict icon.
The DEPENDENCIES CONFLICTS box opens and shows the conflicts.

3. Edit the deployment order or times to address the conflicts
4. Select Sync Conflicts to ensure that the conflicts are resolved.

Add Application-related Work Items

After you create a release, each application that you add to the release is accessible from the Apps  & Work Items menu
on the left. Use this menu to add work items to applications.

Application work items can consist of metadata or extra information about specific deployments in the current release.
This information enriches your applications and makes it easier for release owners and members to understand what is
deployed.

Examples of application work items include:

• Notes about deployment changes
• Defects that were fixed in this deployment
• User stories that were implemented in this deployment
• Application Lifecycle Management tasks
• New Features 
• Information that is used for tracking or other purposes

Add External Work Items

You can also use plug-ins to import external work items to releases from remote components that are integrated
with Automic Continuous Delivery Director. For example, you can import external work items from CA Agile Central for
application deployment information from associated stories, tasks, and defects.

Prerequisites:

The following steps are prerequisites to import content from remote components:

1. Register a plug-in for the remote component. For more information, see Manage Plug-ins.
2. Create an endpoint to connect to the remote component. The endpoint configuration depends on the plug-in. For more

information, see Manage Endpoints. 
3. Create a release and specify application versions. For more information, see Create a Release in this section.

TIP

Take care to only import work items that you need, and keep the number of work item sources low.

Follow these steps:

1. Select the Apps & Work Items tab in the left panel, and select the application version number.
2. Select Add Work Items.

The ADD WORK ITEMS window opens.
3. Select the External Work Items option.

Important: You can only use one work item source for each application. If you select External Work Items, you
cannot select Local Work Items as well.
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4. Enter a name for the work items source.
5. From the drop-down lists, select a plug-in and an endpoint.

If you cannot see an endpoint, make sure that an endpoint is added for that plug-in.
6. Provide information in the required parameter fields.

The fields let you build a query that searches the source for work items that match the criteria. For example, with CA
Agile Central as a work items source, you can return all resolved defects in the sprint.
Parameters vary by work items source type.

7. Select Create.
The work items source is saved and a list of the returned items is displayed under the application. These items are
now available to assign to tasks in phases to associate important information with the release. You can then use
reports to get a holistic view of all work items deployed with a release.

Add Local Work Items

To help distinguish and track the deployment of the specific applications in a release, manually add work items to
applications. Manual work items are work items that are not imported from a remote component. The following items are
examples of manual work items:

• Important notes about the application that you want the release owner to see.
• Links to external resources that contain important information but cannot yet be imported as external content.
• Other information that optimizes the application deployment.

Follow these steps:

1. Select the Apps & Work Items tab in the left panel, and select the application version number.
2. Select Add Work Items.

The ADD WORK ITEMS window opens.
3. Select the Local Work Items option, then select Create.

Important: You can only use one work item source for each application. If you select Local Work Items, you cannot
select External Work Items as well.

4. Expand the Apps & Work Items tree on the left menu, and select the arrow to the right of the application version
number.
Note: This option is only available after you add a version number to the application.

5. Select Add Manual Content.
6. Enter, or copy and paste, the content into the Add Content box
7. Select the checkmark icon.

The content is added to the application.
Note: Mouse over the content to edit or delete the content.

Set Source Control Connection

You can configure the connection to your application source control such as GitHub or Bitbucket. When the configuration
is set, work items referenced in the commit comments appear in the Apps & Work Items panel for the specified
application version.

Follow these steps:

1. Select the Apps & Work Items tab in the left panel, and select the application version number.
2. Select Set Source Control Connection.

The SET SOURCE CONTROL CONNECTION window opens.
Note: This option is only available after you define a work items source for the application.

3. Provide the following information:
– Source Control - Specify a task type.
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Important: At present, only GitHub, Retrieve Commit Messages, is supported.
– Endpoint
– Owner
– Repository
– (Optional)Regular Expression - To locate the work item ID specified in the commit comments, enter a regular

expression. 

Remove Source Control Connection

You can easily remove a configured connection to your application source control.

Follow these steps:

1. Select the Apps & Work Items tab in the left panel, and select the application version number.
2. Select Remove Control Connection. 

Highlight Relevant Tasks

You can display all the tasks in the release that include the specified application version.

Follow these steps:

1. Select the Apps & Work Items tab in the left panel, and select the application version number.
2. Select Highlight Relevant Tasks.

Note: This action does not control the tasks that are run as part of the release execution.

View Real-time Work Item Status

You can quickly see which work items have entered the CD pipeline. The list of imported work items that appears in
the Apps & Work Items tab is compared to the changes that have arrived in Automic Continuous Delivery Director. By
analyzing the commit messages of the change, Automic Continuous Delivery Director can indicate which work items have
entered the CD pipeline. By comparing this information to the statuses in the application lifecycle management (ALM) tool,
you can see anomalies such as a work item that has entered the pipeline, but which was not planned for this release.

NOTE

This feature currently supports integration between CA Agile Central or Atlassian Jira as the ALM service and
GitHub as source control. Additionally, make sure that the Git plug-in is configured in Jenkins. The Git plug-in
ensures that the commit range is included in the change notifications sent from Jenkins to Automic Continuous
Delivery Director.

You can configure the source control connection to use regular expressions to trace work item IDs referenced in commit
messages.

Video: Tracking Planned vs Actual Work - Part One

This two-part video explains how a 4-way integration between Automic Continuous Delivery Director, GitHub, Jenkins,
and Rally® can help release managers track planned vs. actual work in releases. Part One contains an overview and
explanation of work item status icons.

Video: Tracking Planned vs Actual Work - Part Two

Part two of this video shows the setup required to enable the integration between Automic Continuous Delivery Director,
GitHub, Jenkins, and Rally®.
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Generate a Full Work Items Report

You can access a full version of the Work Items Report. This report shows you the status and details of all the work items
shown in the Apps & Work Items tab.

Follow these steps:

1. Select the Apps & Work Items tab in the left panel, and select the application version number.
2. Select Full Work Items Report.

Tokens

Tokens are reusable placeholders. Use tokens to create generic releases with dynamic task fields like build number and
issue ID.

Examples:

• In a typical scenario, you might deploy applications to dev, QA, and production environments. In this case, you
enter the Automic® Continuous Delivery Automation workflow at least three times for your release. If you update the
workflow, or you create a new workflow, change these values in all tasks.  In this situation, use a token to provide the
workflow value only once. The token makes it easier to adjust to changes in the release.

• You can create a generic release that release managers use as the starting point for new release versions. Tokenizing
values provides increased flexibility for reusing releases.

Local Tokens

Local tokens are tokens that are not imported from a remote component but are added manually by release owners and
administrators.

Release Tokens

Add Release tokens to a release to help you manage the variability of certain key values. Tokens let you tokenize values
that might change from one build to another. Add tokens at the release level.

Add Tokens to Releases

After you add a token, you can use the token in task definitions.

Follow these steps:

1. Select the %Tokens tab on the Releases page tools panel on the left.
Note: To open the tools panel, select the menu icon (Three horizontal bars) on the left of the Releases page tool bar.

2. Select New Token.
3. Enter the token name and select the checkmark icon.

Note: Token names cannot contain spaces.
4. Enter the current value for the token and press Enter.

The token is available for use in tasks.
5. (Optional) Select the Scope of the token from the following options:

Note: The default scope setting is Phase.
– Phase

A change in token value that results from an output parameter is reflected only in the same phase.
– Release

A change in token value that results from an output parameter is reflected across release for all phases.
 

To select a token in a task field, type the percent character (%) and select the token.
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Built-in Tokens

Built-in tokens are part of every release. You can use these tokens in external task build number/commit ID fields in tasks
by typing "%" and selecting tokens from the drop-down list.

Note: You cannot delete or manually assign values to built-in tokens.

You can use separate tokens for each application in external task fields to retrieve the latest successful commit or build
ID. When you create or import an application, a built-in token is automatically created specifically for that application. The
new token appears in the %Tokens tab in a release.and is called {application name}.last_successful_change.

Example:

In the %Tokens tab, under BUILT-IN TOKENS, you see the following list of tokens:

App1.last_successful_change
App2.last_successful_change
App3.last_successful_change

Shared Tokens

There are two types of shared tokens:

• Shared release tokens, indicated by an [SR] prefix
• Shared environment tokens, indicated by an [SE] prefix

Shared tokens are configured by authorized users.

NOTE
If no applications have been assigned to the shared release token, any user can use that token. However, if
applications are assigned to a token, you can only add that token to releases that contain at least one of the
assigned applications.

For more information, see Design and Create Releases.

Token Scope 

You can set Tokens to have one of the following Scope settings:

• Phase
You can use a Token with a phase scope in the same phase in other tasks. The scope is defined where the value of a
Token, as received from an output parameter field, is valid. This token uses the set value and not the output value from
a different phase.
Default:
The Phase Scope is the default scope of a new Token.
Note:
If the token is used in a different phase as a task field value, the token is regarded as Empty. Phases with tasks that
use the token as a mandatory value, or with the value already set, will not run and display the following error:
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• Release

You can use a Token with a Release Scope in other phases, and in the same phase. The values of the token that is
used is the same value that the token got from output field result.
The Token displays the value as an output parameter from the task. The value changes each time that the token is
used in an output parameter field.

Create Phases

Phases are organized collections of release deployment steps in the Continuous Delivery chain.

Phases provide a global environment view for all application activities. Use phases to organize the sequential
deployment of a release into the different environments such as development, QA, and production. Each phase
contains environments that are based on the applications and on the endpoints that are defined in the release. You can
create up to ten phases with different workflows in a release. You can execute phases as often as needed.

Follow these steps:

1. Select Create a Phase.
TheCREATE PHASE window opens. You can also use the keyboard shortcut alt+shift+p to open the CREATE
PHASE window.
Note: Use the question mark (?) key to show and hide a list of keyboard shortcuts.

2. Select and populate the following fields:
– Phase Name

Specifies the name of the phase.
– Owners

Specifies the users responsible for the activities occurring in this phase. For example, members of the
development team might own the Development phase. Phase owners can populate the phase with tasks and
can schedule and run the phase. They also receive release activity notifications.
Note: You can only add owners from the users and groups that are configured in the ADMINISTRATION page. You
can only assign users to phases that are authorized to access the applications and environments that are part of
the given phase. When you save a release, you are prompted if permission conflicts exist.  The message contains
instructions for resolving the conflicts.

– CHOOSE HOW YOU WANT THE PHASE TO RUN
Specifies one of the following phase gates that determine how the phase starts:
• Manual

Requires a user to start the phase manually.
• Automatic

Starts automatically when the preceding phase is complete.
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Note: Automatic phases that are the first phase of a release must be started manually.
• Scheduled

Starts automatically at the specified time. Use the calendar feature set the To and From times for Scheduled
Phases.
Note: For a better phase scheduling overview, you can also specify estimated To and From times
for Manual and Automatic phases.

• Run Tasks with Updated Applications Only
Sets a phase to only run tasks mapped to applications that have changed since the last deployment on the
phase environment. When a change notification arrives from the build system or source control for a mapped
application, the phase automatically starts to run. Tasks are executed according to the following rules:
• If a task does not contain mapped applications, then that task always runs whenever the phase is initiated.
• If a task has one mapped application, then that task only runs if there is a change to the specific application.
• If a task has multiple mapped applications, then that task runs if one or more of the specified applications

change. If multiple applications are changed, the task runs once for all of the changes.
• If a task is disabled, that task does not run in any event.

NOTE

A task that is not executed due to an invalid application version is marked as disabled and is treated
as a disabled task in all aspects: missing details, release analysis report, token resolving. At the
end of phase execution, disabled tasks revert to enabled status. You cannot change the enabled/
disabled status during phase execution. Tasks that were disabled before the phase execution
remain disabled when the phase is completed.

• (Optional) Description
This field supports links to external systems, resources, and references that are specific to the release.

• ENVIRONMENTS
Specifies the environments that are associated with the release phase for each application. For example, if you
are creating a phase for your development environment, add all application development environments to the
phase. Configure environments in the ADMINISTRATION page.
Important Specify environments that are assigned to the endpoints and applications to be used in the phase
tasks.
 

3. Select Create.
The phase is added to the release.

4. (Optional) Set the phase to Request Approval to require phase owner approval to execute the phase. 
Note: This option is only available to the release owner.
a. Select the phase toolbar Icon in the top right of the phase.
b. Select  Request Approval.

The Approve Phase icon replaces the run icon in the phase and the phase requires approval before
execution. Before the phase starts, the owner of the phase receives an approval notification email.

NOTE

• To see who approved a phase, mouse over the approval icon in the Approval Phase box.
• The only action that you can execute on a phase after approval is Run Phase.
• To approve the phase and replace the Approval icon with the Run Phase button, select the Approval

icon and select Approve.
• To disable this feature, the Release Owner selects Cancel Approval Request in the phase toolbar.
• If a Phase is stopped before completion, approval is required to restart the phase.

5. Repeat the previous steps to add the required phases to the release.
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To duplicate a phase, select the phase toolbar icon on the top right of the phase and select Duplicate phase. Rename
and edit the duplicate phase.

Depending on your preferred method of release design, you can populate the phases with tasks as you create each
phase. You can also create all phases first, and go back to populate them with tasks.

NOTE

More Information:

Manage Phases

Manage Applications and Environments

Release Conflicts

During release design, Automic Continuous Delivery Director generates alerts in the UI for scheduling conflicts. The
notifications do not prevent the scheduled execution. You can see the following conflicts and the point in the release
where the conflicts occur:

• Phases are mapped to the same environment and are scheduled at conflicting times
• Phases exceed the maintenance window duration or are scheduled to deploy outside a defined window
• Shared resource conflicts
• An application dependency is not deployed in the same environment as the application in any release
• An application dependency is not planned to be deployed before or during the current application scheduled phase

Conflicts are displayed in the following locations in the UI:

• In a Phase next to the phase name
• In the Edit Phase window under Environments
• In the Release calendar, a red dot in a phase bar indicates a phase conflict

Conflict notifications are removed when the conflicts are resolved.

Create Tasks

Tasks are units of work that represent activities and workflows that are associated with a release. Tasks let you map
the sequence of events that are required to deploy the release in each phase. Tasks correlate and are mapped to
applications. 

To configure and execute tasks in a release, create tasks within a release phase. Tasks
can be application deployments, automated testing, build processes or any other activity that occurs in your regular
release pipeline. Tasks can also be simple activities that preclude or follow deployments. Examples include closing all
stories, approving the build manifest, or signing off on the deployment.

TIP

• As with phases, you can also duplicate tasks to share the task properties and reduce effort. Depending on
your preferred method of release design, you can either:
– Populate the phases with tasks as you create each phase. 
– Create all phases first, then populate each phase with tasks. If the phases have similar tasks, create the

tasks in the first phase, duplicate the phases, and edit the duplicates.
• Use tokens in tasks where the values can change, or for multiple tasks that might share the same values.

You can create the following task types: 

• Manual
• Automatic

 135



 Automic® Continuous Delivery Director 7.0

Create Manual Tasks

Manual tasks are simple tasks that do not instrument activities in remote components. For manual tasks, the task owner
or phase owner manually execute the operations that are described in the task. The owner then marks the task as
complete. Use manual tasks to coordinate important release activities that are not otherwise tracked in a release-level
workflow. Manual tasks can also help you track activities that do not have automated task types in Automic Continuous
Delivery Director. An M in the blue field on the right of the task indicates a Manual task.

Follow these steps:

1. Select Create a Task at the bottom of the phase box. You can also select the Add task icon in the phase toolbar to
create new tasks.

2. Select and populate the following fields:
– Task Name 
– Description
– Owners

Specifies the user who determines when the task is complete and who closes the task during release execution.
Task owners can change task properties and task status. They also receive release activity notifications.
Note:  You can only add owners that exist in the product and that you added as release stakeholders. You can
only assign owners to tasks that are authorized to access the applications that are part of the given task. When you
save a release, you are prompted if permission conflicts exist.  The message contains instructions for resolving the
conflicts. 

3. Select Manualas the TASK TYPE.
4. Select the content that you want to tie to the completion of this task in the CONTENT panel.

Associate content with a task to help you to track when and where the content was deployed. You can select content
for each application in the release for which you manually added or imported content. Select the application only when
you want the content to appear associated with that specific task.

5. Select Create.
The task is saved and assigned to the release.

Create Automatic Tasks

Automatic tasks run actions, such as deployments, testing, and other continuous delivery activities, in remote components
in external environments. Automatic tasks appear under the associated plug-in name in the Task Type drop-down list in
the CREATE TASK window.

Automatic tasks are associated with a plug-in. For example, the Automic® Continuous Delivery Automation plug-in
provides an automatic task that is named Start Application Workflow. This task runs a Automic® Continuous Delivery
Automation application workflow in the context of Automic Continuous Delivery Director phases and tasks.

You can only access plug-ins that are associated with at least one of the release applications and at least one of the
phase environments.

For detailed information about the plug-in tasks, and the information that is required to run those tasks, see the
documentation for each plug-in.

For automatic tasks, select and configure a task that is listed under a plug-in.

Follow these steps:.

1. Follow steps one and two from Create a Manual Task to provide the task properties.
2. Select the Task Type down arrow and select the task type from the drop-down list of plug-ins and associated tasks.

Note: You can only assign owners to tasks who are authorized to access the applications and endpoints that are part
of the given task. When you save a release, you are prompted if permission conflicts exist.  The message contains
instructions for resolving the conflicts. 
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3. Enter the required task-specific information. To use the dynamic parameter feature to see the available related values,
enter an at symbol (@).
Note: Each automatic task type requires a configured endpoint from which to execute the remote component
operations.
For more information about specific task requirements, see Integrations. 

TIP

To use tokens as task field values, type the percent symbol (%) and select the token from the list. Use
tokens for any task field that you expect to change, or to be reused in another task.

4. Select the content that you want to tie to the completion of this task in the CONTENT panel.
Associate content with a task to help you to track when and where the content was deployed. You can select content
for each application in the release for which you manually added or imported content. Select the application only when
you want the content to appear associated with that specific task.

5. Select Create.
The task is saved and assigned to the release.

NOTE

More Information:

Manage Tasks

Manage Endpoints

REST API Reference

Complete the Release

Use the following steps to complete the release design phase:

1. Create all phases and tasks that the release requires. Use the Duplicate Phase and Duplicate Task functionality at the
appropriate level. If phases contain the same tasks in different environments, duplicate the first phase and modify the
subsequent phases and tasks. If tasks are unique across phases, duplicate tasks where appropriate to reduce effort.

2. Drag-and-drop phases and tasks to order the sequence.
3. Drag tasks together to create a container for parallel task execution. For more information, see Manage Tasks.
4. Consult with all release owners to ensure that the release has the required activities. Owners, designers, and viewers

can use the Activity panel for a record of design actions. For more information, see Activity Panel.
5. Schedule the release for execution. 

For more information, see Schedule Releases.

Create Release Tracks

The Automic Continuous Delivery Director Release Tracks feature lets you group releases for execution as a bundle.
Once you create a release track, you can add existing releases to the track.

Notes: 

• Only a release owner can add a release to a track
• A release can only be added to one track.

Follow these steps:

To add a release to a release track:

1. Go to the RELEASES page and open a release.
2. Select  Add to Track in the toolbar.
3. Select the track from the drop-down list and select  Add.
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To Create a new Release Track:

1. Go to the TRACKS page and select  New Track.
2. Configure the track and select  Create.

For more information, see Create Release Tracks.

Schedule Releases
You can schedule release execution at a specific time without the need to start the release manually. Release scheduling
lets you execute releases during off hours to minimize the risk of outages during peak usage times. You can schedule
releases in the context of release design, or through an intuitive release calendar interface.

  

Schedule in Phases

You can set a specific time for phase execution in the EDIT PHASE window. You can also set a recurrence pattern to run
a phase. When you schedule times within a phase, verify the following items:

• The time that you set does not conflict with another execution of a different release in the same environment
• Phase execution times are scheduled sequentially with enough time between phases to allow for failures or

modifications
• If you set up a recurrence pattern, the scheduled executions should fall between the From and To dates and times 
• If you set a maintenance window for environments that are included in the release, the scheduled times should fall

within that window

Instead of scheduling a specific execution time for each phase, you can set manual approval gates between phases. In
this case, schedule the first phase to execute at a specific time. Then, set manual approval gates and provide estimated
execution times for the next phases. The estimated times give you a general idea of the planned schedule.

 Follow these steps: 

1. Access the Phase configuration menu during phase creation, or from the Edit phase button in the phase toolbar.
2. Select Scheduled as the phase gate.
3. Set the From and To times.
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4. (Optional) Select an option from the recurrence drop-down to set the frequency that you want the phase to

run:  Example: Weekly
on Monday 

5. Click Save.
The phase execution begins at the scheduled time. Execution does not automatically end at the scheduled end time,
but a scheduled end time provides a trackable estimate.
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Schedule from the Release Calendar

You can also schedule and reschedule release phases from the Release Calendar. Use the calendar for a holistic view
of all scheduled releases and to make updates to release schedules. The calendar acts as a real-time release dashboard
with each release on a separate line. You can use the calendar to monitor scheduled releases, to identify conflicts, and
to make necessary adjustments.

 Follow these steps: 

1. Click the CALENDAR tab.
The Calendar displays a list of all releases with visual indicators for when each release is scheduled. Releases without
associated schedules show indicators for the current time.

2. Expand a release on the left tree.
The phases for the release appear, and you can see the scheduled execution time for each phase.

3. Move the bubble for any phase on the calendar to reschedule the phase.
The phase is rescheduled.

Schedule Releases to Run Together

You can use the Automic Continuous Delivery Director Tracks feature to bundle several releases
into reusable release tracks. This functionality lets you deliver all the bundled releases into production together. Release
tracks are easy to edit and monitor, and can be reused and modified for future and periodic releases.

For more information, see Release Tracks.

Instructional Video

The following video shows how to schedule multiple releases and use the calendar and maintenance windows to avoid
conflicts:

  

Release Design Scenario
This page presents a simple release design scenario. This scenario helps to illustrate the key concepts of release design.

This scenario simulates the release activity of a financial services company. The company maintains a financial services
system that includes the following applications:

•  Financial Services
Provides the core financial services capabilities

•  Reporting
Provides key reports on financial activities

•  MyTodos
Provides a simple list of to-do items by user

When deployed together, these applications produce financial management capabilities to customers. The development
team plans to deliver Version 3.0 of the financial services system for deployment into production. The release owner
decides to model and manage the execution of this release in Automic Continuous Delivery Director.

This scenario simulates integrations with key components to best illustrate a fully integrated pipeline.

 Note: This scenario works from the assumption that the user has configured valid integrations with CA Continuous
Delivery Automation and CA Agile Central.
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The following steps simulate how a release owner designs the release for version 3.0 of the financial services system:

1. Import your CA Continuous Delivery Automation applications.
a. Click the ADMINISTRATION tab and select APPLICATIONS & ENVIRONMENTS from the drop-down list.
b. Click Add External Applications. 
c. Under Select Endpoint, select your CA Continuous Delivery Automation End point, and click Import.
The three financial services system applications, which are modeled in CA Continuous Delivery Automation, are now
integrated with Automic Continuous Delivery Director. In CA Continuous Delivery Automation, the applications are
assigned to shared environments named Development, QA, and Production. These environment names now appear
associated with the applications in Automic Continuous Delivery Director as shared environments.

2. GO to the RELEASES tab and click New Release.
3. Specify the following information in the Create Releases dialog:

–  Name: Financial Services System
–  Version: 3.0
–  Applications:

• Financial Services
• Reporting
• MyTodos

–  Owners: The release owner
–  Members: The owners of each application.

4. Click Save
The release is created, and the Release page moves to a Design view.

5. Set a version for each application in the Applications tree on the left:
–  Financial Services: 3.0
–  Reporting: 2.3
–  MyTodos: 2.0

6. (Optional) To use application versions across different releases and enforce links between applications, you can
assign application dependencies to versions. When one application depends in some way on another application,
define dependency between the applications:
 Follow these steps: 
a. Expand the APPLICATIONS tree on the left menu, and click Set Version next to an application. 
b. Enter the version number for the application, and click the checkmark icon.

The version is saved and displays next to the application.
Note: To edit or to delete a version of an application, click the version number.

c. Click the version number, and select Set Dependencies.
d. Select another application version that the current application version depends on, and click Set.

After you set a dependency, the orange dependency icon appears next to the application name in
the Applications pane. This dependency is tracked across releases.

For more information about application dependencies, see the Set Application Version and Dependencies section
in Design and Create Releases.

7. Add content from CA Agile Central, such as User Stories and Defects, to each application.
Note: This step requires that a CA Agile Central Endpoint is configured on your system.
Example: For the Financial Services application, the release owner finds the Agile Central project, and filters by the
application project, the current sprint, and closed stories and defects.

8. Click Create a phase and create a phase that represents deployment into your development environment:
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–  Name: DEV
–  Owners: Release owner and owner of the development environment
–  Approval Gate: Automatic
–  Environments: The Development environment that is assigned to the applications in CA Continuous Delivery

Automation. Any environment associated with the applications that you added to the release should be available for
selection.

9.  Create the following tasks in sequential order to deploy and test the applications in the development environment:
Note: The Deploy tasks are CA Continuous Delivery Automation Start Application Workflow tasks. They kick off
deployments of the application in CA Continuous Delivery Automation. Select the CA Continuous Delivery Automation
values that correspond to the CA Continuous Delivery Automation application model. To use the dynamic parameters
feature, enter the at symbol (@) for a list of available values.
– Deploy Financial Services 3.0 build 12

• Task Type: Run Deployment
• Add the Financial Services content.
• Add the owners of the Financial Services application.

– Unit Tests for Financial Services
• Task Type: Manual
• Add the owners of the application and the tests.

– Deploy Reporting 2.3 build 14
• Task Type: Run Deployment
• Add the Reporting content.
• Add the owners of the Reporting application.

– Unit Tests for Reporting
• Task Type: Manual
• Add the owners of the application and the tests.

– Deploy MyTodos 2.0 build 10
• Task Type: Run Deployment
• Add the MyTodos content.
• Add the owners of the MyTodos application.

– Unit Tests for MyTodos.
• Task Type: Manual
• Add the owners of the application and the tests.

– Check Test Case Results
• Task Type: Rally Platform, Check Test Case Results
• Use dynamic parameters to set the CA Agile Central project information, and choose the test cases that must

pass as part of this task.
10. (Optional) To reuse build numbers across phases, set up Release Tokens for each build number that you might reuse.

For more information, see the Tokens section in Design and Create Releases.
11. Click the menu at the top right of the DEV phase, select Duplicate Phase, and name the duplicated phase TESTING.

You now have a testing phase that simulates the deployment of the applications in the QA environment.
12. Edit the new phase as follows:

a. Add more owners for the TESTING phase.
b. Replace the Dev environments with the appropriate QA environments.

13. Remove the duplicated tasks, and edit the tasks for the QA environment.
14. Click the menu at the top right of the TESTING phase, select Duplicate Phase, and name the duplicated phase

PRODUCTION.
You now have a production phase that simulates the deployment of the applications in the production environment.
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15. Edit the new phase as follows:
a. Add more owners for the Production phase.
b. Set the approval gate to Scheduled, and set the To and From dates.
c. Set the phase to Require Approval. This ensures that the phase must be manually approved and started before a

production deployment can occur.
d. Replace the QA environments with the appropriate production environments.

16. Remove the testing tasks and retain the three deployment tasks.

The following diagram shows a fully defined release with global environment phases and tasks. This release simulates the
deployment and testing of each application in each phase:

  

Build Promotion
The Build Promotion capability lets you automatically promote successful builds across the pipeline in Automic
Continuous Delivery Director. You can use this capability to promote successful builds across release phases. Application
build numbers are included in, and can be automatically tracked across, the lifecycle of a release.

For example, Automic Continuous Delivery Director recognizes the ID in the Build Parameters field of a Jenkins Run
Build task as the build number. To promote a successful build to the next phase, use the built-in last_successful_build
token. This token is used for all applications and across all phases in a release where a build field is required. The token
correlates the correct build number and associated applications.

To receive new build numbers inside the relevant releases, integrate releases with your build system. Use the
last_successful_build token in the Build field of the first phase. If the build system is configured correctly, the new build
number is promoted.

Note: For the first phase to run automatically when a new build arrives for the applications in the release, set the phase
gate to Automatic.
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NOTE

More Information:

• Jenkins

File Sources
You can save a lot of the time and effort involved in manually setting up releases by creating file sources.

File sources are connections to files stored in a source control repository, that represent releases in JSON format. Once
you create a file source, releases are automatically created and run whenever you make changes to one of the JSON
files. You can also use the file source feature to manage JSON files that reference other JSON files.

NOTE

To use this capability, create a top-level folder in the relevant repository with the following name: CDD-
FileSource. Place all release-related JSON files in this folder.

The CDD-FileSource folder does not apply if you use file sources to manage JSON files that reference other
JSON files.

Follow these steps:

1. From RELEASES, select New File Source.
2. In CREATE FILE SOURCE, select either Bitbucket or GitHub as your source control and configure the parameters.

NOTE

More Information

• Bitbucket
• GitHub

Pipelines as Code
The pipelines as code function enables you to use JSON format code to represent workflows, reducing the time spent on
modeling workflows through the UI. 

Benefits

You can use pipelines as code to:

• Automate code merges, unit/regression testing, environment builds, and so on
• Model a sequence of steps for merging, building, testing, and deploying application code
• Seamlessly and securely deliver new application features and updates
• Represent different layers (application, platform, and infrastructure) and different components (release, phase, and

task) in textual form
• Make holistic changes to the pipeline with minimal effort
• Apply benefits such as version control, code review, branching strategies
• Easily transfer content between user accounts and workspaces
• Share pipelines as templates

Work with Pipelines as Code

In Automic Continuous Delivery Director, pipelines as code are represented in JSON format within your application or
infrastructure code repository. From the Releases page, you can import and export JSON files that represent pipelines:

 144

http://docops.ca.com/rest/ca/product/latest/topic?hid=HID_Jenkins&space=CDDPLG&language=&format=rendered
http://docops.ca.com/rest/ca/product/latest/topic?hid=HID_Bitbucket&space=CDDPLG&language=&format=rendered
http://docops.ca.com/rest/ca/product/latest/topic?hid=HID_CDD_GitHub&space=CDDPLG&language=&format=rendered


 Automic® Continuous Delivery Director 7.0

  

You can import files either from your local machine or from GitHub.

To Do This

Import JSON files from your code repository In the Releases page,

click  

Generate and export JSON files to your code repository In the Releases page, select a release and

click  

Fully Qualified Names

The JSON files that represent pipelines contain fully qualified names (FQNs) that specify which object, function, or
variable to which a call refers.

Examples of FQNs

Object Syntax Sample Text

release  [release name]/[release version] Sample Release/1496057472000

phase  [release name]/[release version]/[phase
name] 

Sample Release/1496057472000/
Acceptance

task  [release name]/[release version]/[phase
name]/[task name] 

Sample Release/1496057472000/
Acceptance/Run acceptance tests

application  [source name]|[application name] Local|Sample Application 1

application version  [source name]|[application
name]/[application version name] 

Local|Sample Application 1/1.0

plug-in  [plug-in name]/[plug-in version] BlazeMeter/1.0

 Note: Some objects (such as application, application version) require the use of the pipe '|' character to separate two
adjacent data fields within a segment. This character also separates the segment ID from the first data field in each
segment.

Special Tokens

When you create and edit JSON files that represent pipelines, you can use special tokens as placeholders for values in
FQNs, descriptions, and versions. The tokens must start and end with a '%' percent sign.

The following tokens are available for use in JSON files:

• CDE.CURRENT_TIME The current time in milliseconds
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Example: 
"kind": "Phase","release": "%CDE.CURRENT_USER_FULL_NAME%'s Sample

 Release/%CDE.CURRENT_TIME%",

• CDE.CURRENT_USERNAME The user name of the logged-in user. This token can be used in owner and member
parties
Example:
"ownerParties": [ "%CDE.CURRENT_USERNAME%"

• CDE.CURRENT_USER_FULL_NAME The first name and last name of the logged-in user
Example:
"kind": "Phase", "release": "%CDE.CURRENT_USER_FULL_NAME%'s Sample Release/

%CDE.CURRENT_TIME%",

Mark Releases as Done

You can add the  markAsDonePhaseName property to the Release paragraph in the DSL to configure a release to be
marked as Done automatically.

To use this property, set the value to the name of the phase that will mark the release as done automatically. This setting
assigns the specified phase in the release as the phase that marks the release as done.

 Syntax 

'markAsDonePhaseName' : "<phase name>"

 Example 

'markAsDonePhaseName' : "QA"

 Import
If the markAsDonePhaseName property is not mentioned or is empty ('markAsDonePhaseName' : ""), Automic
Continuous Delivery Director creates the release with 'Manually Mark As Done' as the release completion setting.
If the markAsDonePhaseName property is mentioned, Automic Continuous Delivery Director creates the release with
'Automatically Mark as Done' as the release completion setting.

 Export
To configure a release to Manually Mark as Done, ensure that the markAsDonePhaseName property is empty.
To configure a release to Automatically Mark as Done, ensure that the markAsDonePhaseName property contains the
required phase name as the value.

Pipeline as Code Video

The following embedded video describes the Pipeline as Code feature in Automic Continuous Delivery Director. This
video provides extra information, context, and examples to augment the product documentation. This video is available in
full size on the Automic Continuous Delivery Director YouTube channel.

  

NOTE

 More information:

 Pipeline as Code Example 

Pipeline as Code Example

The following example shows how a sample release is represented in JSON format.
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User Scenario

A release manager, Julie Wilson, imports a sample release from the code repository:

  

When Julie clicks the release name, the preconfigured sample release appears, complete with phases and tasks: 

  

The Activity pane shows that the import release action triggers the creation of the child objects and variables of the
sample release.
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After the import is complete, Julie can either work with the existing sample release configuration, or make changes as
needed.

Pipeline as Code Sample

The following code sample is the full pipeline definition JSON file for the sample release that Julia imports:

{ "objects": [ { "name": "Sample Application 1", "kind": "Application" },

 { "applications": [ "Local|Sample Application 1" ], "name": "Test", "kind":

 "Environment" }, { "environments": [ "Test" ], "applications": [ "Local|Sample

 Application 1" ], "name": "Blazemeter", "kind": "Endpoint", "type": "BlazeMeter",

 "parameters": { "apiKeyId": "0248cb489fd1a1ba731de0f6", "authType": "Advanced", "url":

 "https:\/\/a.blazemeter.com" }, "plugin": "BlazeMeter\/2.1" }, { "application": "Local|

Sample Application 1", "name": "6.8.0", "kind": "ApplicationVersion" }, { "version":

 "1.0.1", "ownerParties": [ "superuser@ca.com" ], "memberParties": [ "wilju01@ca.com" ],

 "applicationVersions": [ "Local|Sample Application 1\/6.8.0" ], "description": "",

 "name": "Julie Wilson's Sample Release", "kind": "Release" }, { "environments":

 [ "Test" ], "isApprovalRequired": false, "release": "Julie Wilson's Sample Release

\/1.0.1", "approvalGate": "MANUAL", "ownerParties": [ "wilju01@ca.com" ], "name":

 "PhaseTemplate", "kind": "Phase" }, { "phase": "Julie Wilson's Sample Release

\/1.0.1\/PhaseTemplate", "ownerParties": [ "wilju01@ca.com" ], "isDisabled": false,

 "applicationVersions": [ "Local|Sample Application 1\/6.8.0" ], "name": "TaskTemplate",

 "kind": "Task", "type": "Run Test", "parameters": { "workspace": "Default workspace",

 "test": "Test 2 - Valid URL", "project": "Default project" }, "endpoint": "Blazemeter",

 "plugin": "BlazeMeter\/2.1" } ] }

Explanation of the Pipeline as Code Sample

The following section explains how the different elements of the sample release are represented in JSON format.

•  Application
A deployable unit of software that is part of a release.
Example: The sample release contains an application, Sample Application 1:
], "name": "Sample Application 1", "kind": "Application" },

•  Environment
A location where an application runs
Example: The sample release contains a Test environment:
],"name": "Test", "kind": "Environment" },

•  Application Version
A unique version number assigned to a unique state of the application in sequential order.
Example: The application Sample Application 1 is in version 6.8.0:
], "application": "Local|Sample Application 1", "name": "6.8.0", "kind":

 "ApplicationVersion" },

•  Release
A configuration that consists of phases that simulate global environments and tasks that instrument continuous
delivery operations required during release deployment.
Note: Pipeline as Code automatically assigns logged-in users the role of release owner.
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Example: The release, Julie Wilson's Sample Release, is in version, 1.0.1. The release owner is superuser@ca.com,
and the release member is wilju01@ca.com.  
{ "version": "1.0.1", "ownerParties": [ "superuser@ca.com" ], "memberParties":

 [ "wilju01@ca.com" ], "applicationVersions": [ "Local|Sample Application

 1\/6.8.0" ], "description": "", "name": "Julie Wilson's Sample Release", "kind":

 "Release" },

•  Phase
A representation of the different environments that are part of your release.
Example: The sample release contains a PhaseTemplate phase.
], "name": "PhaseTemplate", "kind": "Phase" }, { "phase": "Julie Wilson's Sample

 Release\/1.0.1\/PhaseTemplate", "ownerParties": [ "wilju01@ca.com" ],

•  Task 
A representation of the relevant workflow inside each release phase.
Example: The sample release contains a CA Blazemeter task, Run Test.
], "name": "TaskTemplate", "kind": "Task", "type": "Run Test", "parameters":

 { "workspace": "Default workspace", "test": "Test 2 - Valid URL", "project":

 "Default project" }, "endpoint": "BlazeMeter", "plugin": "BlazeMeter\/2.1" }

•  Parameters
A representation of the parameters that determine how Automic Continuous Delivery Director accesses specific
release components. The DSL JSON file can refer to parameters such as ${APPLICATION_NAME}.
You specify the value of parameters in the parameters section.
Syntax:  
{ "objects": [ { "kind": "string" } ], "parameters": [ { "name": "string", "value":

 "string" } ]}

 Example 1: The parameters provide access to the specified application.
{ "objects": [ { "application": "${APPLICATION_NAME}", "kind": "ApplicationVersion",

 "name": "${APPLICATION_VERSION_NAME}" }, { "applicationVersions": [

 "${APPLICATION_NAME}/${APPLICATION_VERSION_NAME}" ], "description": "", "kind":

 "Release", "memberParties": [ "wilju01@ca.com" ], "name": "${RELEASE_NAME}",

 "ownerParties": [ "superuser@ca.com" ], "version": "${RELEASE_VERSION_NAME}" } ],

 "parameters": [ { "name": "APPLICATION_NAME", "value": "Sample Application 1" },

 { "name": "APPLICATION_VERSION_NAME", "value": "1.1" }, { "name": "RELEASE_NAME",

 "value": "Julie Wilson's Sample Release" }, { "name": "RELEASE_VERSION_NAME",

 "value": "1.0.1" } ]}

 Example 2: The parameters provide secure access to the BlazeMeter endpoint capabilities.
], "name": "Blazemeter", "kind": "Endpoint", "type": "BlazeMeter", "parameters":

 { "apiKeyId": "0248cb489fd1a1ba731de0f6", "authType": "Advanced", "url": "https:\/\/

a.blazemeter.com" }, "plugin": "BlazeMeter\/2.1" },

Example REST Call: Import from File

/dsl-manifest/attachment

Imports a file and creates a manifest.
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Resource URL

Type Description

GET https://<host>:<port>/cdd/administration/0000/v1/dsl-manifest/
attachment

Method Parameters

Parameter Type Description

file Undefined file

Response Parameters

HTTP Status Code Reason

201 Created

401 Unauthorized

403 Forbidden

404 Not Found

Curl

curl -X Get --header "Accept: application/json" "http://<host>:<port>/cdd/design/0000/v1/dsl-manifest/

attachment"

Response Body

[{"Kind": "Application Version","ID": "3505453"},{"Kind": "Release

 Token","ID" :"2345656523"},{"Kind": "Release","ID" :"23"},{"Kind":

 "Phase","ID" :"11"},{"Kind": "Phase","ID" :"12"},{"Kind": "Phase","ID" :"13"},{"Kind":

 "Task","ID" :"122"},{"Kind": "Task","ID" :"123"},{"Kind": "Task","ID" :"124"},{"Kind":

 "Task","ID" :"125"}]

Response Code

200

Response Headers

{ "hostname": "server-4-3h6qp", "date": "Wed, 14 Mar 2018 12:25:00 GMT", "server":

 "nginx/1.11.10", "connection": "keep-alive", "transfer-encoding": "chunked", "x-

upstream": "10.131.0.178:8080", "content-type": "application/json;charset=UTF-8"}

Release Management
This section provides information about how to manage releases, phases, and tasks during release design and execution.

Permissions to execute release activities are role-based. For more information about roles and associated release
activities, see User Permissions and Activities.
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Manage Releases
To help manage your Automic Continuous Delivery Director releases during and following release design, use the
following information and actions: 

  

Start and Complete Releases

Start Releases

To start a release, click the Run phase button in the first phase of the release. When a release starts, the
status Running and a power button icon appear at the top of the release.

Phases with a SCHEDULED phase as the first phase of the release start automatically at the scheduled time.

Complete Releases 

To complete a release, click MARK AS DONE next to the Running status at the top of the release. If phases are running
in the release when you click MARK AS DONE, a message opens to confirm that you want to stop the release.

 Note: When you mark a release as Done, the release is permanently in a read-only status and cannot be edited. For
more information, see Release Execution.

Edit Releases

To edit a release, open the release and click the pencil icon next to the release name. You can also use the keyboard
shortcut alt+shift+r to edit a release.

 Note: Use the question mark (?) key to show and hide a list of keyboard shortcuts.

Edit a release to change the main release properties, such as name, version, and applications.

 Important If you remove an application from a release, all endpoints mapped to this application from the release are also
removed.

Delete Releases

Administrators can delete releases from the RELEASES page.

 Follow these steps: 

1. Click and highlight the release field in the RELEASES page.
2. Click the trash can icon at the top right of the page, and click Delete.

Duplicate Releases

After you execute a release, you cannot execute the release again. To reuse releases, use the Duplicate Release
functionality.

To deploy the next version of a release, duplicate the release, change the version number, and edit the release content.

If you duplicate a release, you are prompted if permission conflicts exist. The message contains instructions for resolving
the conflicts.

 Note: When you duplicate a release, new application versions are automatically created for each application mapped to
the source release. The settings (work item source, dependencies and source control connection) are copied from the
original application versions to the corresponding application versions in the new release.
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 Follow these steps: 

1. Click and highlight the release field in the RELEASES page.
2. Click the duplicate icon in the upper right.
3. Edit the target release name and click Save.

The release is duplicated. The duplicate release shows in the RELEASES page as a copy, and the Design page
appears for the release.

Duplicated releases include the following content:

• Phases
Note: Duplicate phases include scheduled dates and times for scheduled phases.

• Tasks
• Stakeholders
• Tokens and token values
• Application versions

Application versions are duplicated to retain the connection between the application and the promoted tasks. Duplicated
application versions are named <original version> - Copy. Application content must be added to duplicate releases.

If you duplicate a release that is part of a Release Track, the status of the duplicate release defaults to Manual in the
production phase.

Filter Releases

In the RELEASES page, you can select an

icon  to
filter the list of releases. The filter menu has two options:

•  Show Releases I Own - displays all releases where the user is the release owner
•  Show Active Releases - displays all releases that have been marked as Done 

Release Roles

For each release, the release manager assigns the following roles:

 Owner 

• Release Owners can be one or more users or user groups.
• Release Owners must be authorized to access the endpoints, applications, and environments that are part of the given

release. When you save a release, you are prompted if permission conflicts exist. The message contains instructions
for resolving the conflicts.

• A Designer product role is required to be assigned as a release owner.
Note: Assigning a release owner is not mandatory. The user who creates the release is assigned as the default owner.

 Member 

• Release Members can be one or more users or user groups.
• Assignment to one of the product roles is required for release membership.
• You can only assign members to releases who are authorized to access the applications that are part of the given

release. When you save a release, you are prompted if permission conflicts exist. The message contains instructions
for resolving the conflicts.
Note: A release is created with no members by default. A release can exist without members.

Release owners and members are listed in the expandable Stakeholders section on the left of an open release. You can
edit edit members and owners for a release.
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 Follow  these steps:

1. Click the release name in the RELEASES page to open the release.
2. Click the pencil icon next to the release name.
3. Edit the members and owners.

Note: Add users in User Management on the ADMINISTRATION page.
4. Click Save.

For more information about roles, see User Management.

Manage Phases
Phases represent different environments that are part of your release. Use the following information and operations to
manage release phases during release design and execution.

  

Phase Information

You can view the phase status in the Releases page.

Phase statuses include:

• Last run
• Running
• Never ran
• Failed to run

A timestamp is also shown.

Phase Operations

The following operations are available in the phase actions menu at the top right of the phase box:

•  Edit Phase
Change the phase properties that you enter when you create the phase.
Note: You can also click a phase in the Release Calendar to open the Edit Phase window.
Important: If you remove an environment from a phase, all endpoints mapped to this environment from the release
are also removed.

•  Add Task
Add a task to the phase.

•  Duplicate Phase
Duplicate the phase for use elsewhere in the release.

•  Delete Phase
Delete the phase from the release.

•  Request approval
Sets a phase to require approval before execution. 

Phase Gates

When you create a phase, you set the phase gate to specify how the phase is triggered to run. You can configure phases
with the following phase gates:

•  Manual (default)
Runs the phase when you click the phase run button.

•  Automatic
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Runs the phase when the previous phase is complete. Automatic phases that are the first phase in a release must be
started manually.

•  Scheduled
Runs the phase automatically at the scheduled time.

  Note: The run phase button overrides Scheduled and Automatic phase gates.

You can also edit a phase gate for existing phases.

 Follow these steps: 

1. Click the edit icon in the phase actions menu.
2. Under CHOOSE HOW YOU WANT THE PHASE TO RUN, select the phase type (Manual, Automatic,

or Scheduled).
Note: For Scheduled phases, also specify the From and To times. For automatic and manual phases, you can specify
the estimated From and To times.

3. Click Save.

Phase Approval

Release owners can specify that a phase requires manual approval before the phase runs. The owner of the phase
receives an approval notification email before this phase is executed. 

Phases that are set to Request Approval require approval before every execution. If you duplicate a phase that is set
to Request Approval, the duplicate phase is also set to require approval before each execution.

For more information, see the Create Phases section of Design and Create Releases.

Phases Errors

Running with Errors

If failures are detected during phase execution, a red dot next to the Run button indicates Phase Running With Errors. 

The red error indicator also appears in the RELEASES window status column while the release is running.

Done with Errors

If a phase is stopped or skipped while Running With Errors, a green checkmark icon with a red dot displays in the phase
as a reminder of the phase errors.

Failed to Run

If a phase did not initiate, a red

triangle  next
to the Run button indicates Failed to Run.  

Possible causes:

• A token is missing a value.
• There are missing details in the CREAT/EDIT PHASE form.

The red triangle error indicator also appears in the RELEASES window status column while the release is running.
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Manage Tasks
Tasks represent the relevant workflow inside each release phase. Use the following information and operations to
manage release tasks during release design and execution.

View Task Information

You can hover over tasks in the Releases page to view task details.

Task-related information that is shown in the Releases page includes:

• Status
• Task Type
• Start and end time
• Duration
• Endpoint
• Plug-in logo
• Application name
• Environment
• Build number

Task Operations

Use the task actions menu to configure tasks. To open a task actions menu, click the task actions menu icon at the top
right of the task. 

The task actions menu contains the following operation icons:

• Edit Task
Opens the edit task dialog.

• Disable/Enable
Disables and enables a task. When you disable a task, the release execution process skips the task.

• Duplicate Task
Duplicates the task for uses elsewhere in the phase or in other phases.

• Delete a taskDeletes the selected task. 
To delete a task, select the task and click on the trash icon in the actions menu.Note: If the task is the only task in
a container, also delete the container.

Other task management operations include:

• Order Tasks
To move tasks within and between phases, drag-and-drop the tasks.

• Operations on multiple tasks
To perform operations on groups of tasks, hold Shift or Ctrl and click the tasks.

• Run tasks in parallel
To group tasks to run simultaneously, drag-and-drop tasks together. This action groups the tasks in a single parallel
container in the phase. You can drag tasks out of, and can drag more tasks into, parallel containers. 
Note: When all the tasks in a parallel container are complete, the task that follows the container runs.

During the design phase, all tasks show a status of Design.

Release Execution
Automic Continuous Delivery Director lets you execute multi-application releases using a dynamic interface that provides
instant feedback on progress and results. The Automic Continuous Delivery Director interface lets you closely monitor
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each task and phase of the release. The interface lets you fix errors, stop tasks, skip tasks, and move to the next phase
at any time. Release execution is automated and interactive in key ways to give you an appropriate level of oversight in all
scenarios.

This page provides a general framework to move through the execution of a release. The sequence of events is
different for every release. For an interactive example, see Release Execution Scenario.

NOTE

To run phases and execute releases in the on premise version, a product license key is required (not required
for SaaS). For more information, see Administration.

Run Individual Releases

After you build a release, the release displays the status DESIGN at the top next to the release name. The release phases
run based on the phase gates, the task types, and manual input from users.

For more information about phase gates, see Create a Phase in Release Design.

Release execution starts based on the phase gate of the first phase in the release. You can set one of the following phase
gates:

•  Manual
Runs when the release owner manually starts the first phase of the release.
Note: The phase Run button overrides the scheduled phase gate.

•  Scheduled
Runs at the scheduled time of the first phase in the release.

•  Automatic
 Runs at the time that is specified in the first phase of the release.

 Note: You can also set phases to require manual approval before execution. For more information see the Create
Phases section in Design and Create Releases.

 Follow these steps: 

1. (On-premise only) Enter the Release license key information if you have not yet applied your product license. 
2. Click the run icon in the first phase, or wait for the scheduled execution for the first phase to start. If the phase if is set

to Request Approval, click the Approve Phase icon in the phase.
Note: Release phases and tasks are locked from editing during execution.
The status of the release changes to RUNNING and the status of the first task in the phase changes as follows:
– Manual tasks change to PENDING. 
– Automatic tasks automatically run and provide feedback as to whether they succeeded or failed.
The statuses of other tasks in the phase change to READY.

3. (Manual task) Open the toolbar in the first task and click the run icon.
Note: The manual task owner or release owner can carry out this step. While multiple people can manage
the tasks assigned to them, this procedure assumes that a single person manages the execution.
The task starts to run and the status changes to RUNNING. 

4. Perform one of the following actions for each manual task:
– View

Opens the task in a separate window.
– Fail

Fails the task. A task failure does not automatically stop the release. The release owner can continue with ensuing
tasks or can stop the phase to fix the cause of the failure.
Note: If an automatic task fails, an error appears. This error either matches the input you would receive from the
remote component or indicates an error with the task itself. Mouse over the status of a failed task for details.

– Skip
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Stops the task and skips to the next task. To continue with the other tasks, skip the failed task. Also, disable tasks
that you want to automatically skip in the execution workflow. You can skip a failed automatic task but cannot mark
it Done.

– Done
Completes the task.

When each task is skipped or done, the next task status changes to PENDING for manual tasks or automatically starts
running for automatic tasks. 

5. Continue through the task workflow in the first phase. You can stop and adjust the phase at any time. For example:
In the event of a failed task, stop the phase, fix the problem, reconfigure the tasks, and restart the phase. You can
disable or enable tasks that have already passed, skip tasks for any reason, and mark manual tasks as done. As
you move through the task workflow, the phase progress bar at the top of the phase updates. The progress bar is
based on task completion. When all tasks in the phase are complete, the phase moves out of the RUNNING state.
Depending on the gate of the next phase, move through all phases and repeat the previous steps.
– If the gate is automatic, the next phase starts automatically.
– Phases with scheduled or manual gates start when the release owner manually starts the phase, or at the

scheduled time.
6. Adjust to task resolutions as appropriate. You can stop releases anytime to make edits and to reconfigure tasks. You

can also rerun the entire release or parts of the release. The process is flexible and accommodates any situation. 

Re-run Tasks

If a task fails during a phase execution, you can re-run that task. If necessary, you can make changes before you re-rerun
a task. 

You can re-run a task multiple times. When a task re-runs, an email is sent to the task owner (same as when a task runs
for the first time).

Task re-runs are displayed in the Release Analysis report. Each task re-run appears on a separate row per execution.

NOTE
If you skip or stop the phase execution, you cannot re-run a task.

 Follow these steps: 

1. In the task phase, click the failed task name or select Edit Task from the task menu.
The Edit Task dialog opens.

2. Make any required changes, and click the Re-Run Task button.
Any changes you have made are saved and the task runs.
Note: When a task is rerun, the token value used is always the value that is used when the phase is executed for the
first time. Any changes to the token value after phase execution begins are ignored.
Example: Phase execution is initiated at 14:00 when the last_successful_build number is 45. A phase task fails
at 14:30. A new successful build, number 46, completes at 16:00. When the phase task is rerun at 17:15, the
last_successful_build number used is 45, and not 46.

Mark Releases as Done

Releases that are marked as Done become read-only. Only mark releases as done if
the release is complete. To reconfigure and rerun releases, duplicate the release, set new properties and versions, and
execute the new version.

You can either mark releases as Done manually or automatically.

Manually Mark as Done

When all tasks in all phases are complete, select MARK AS DONE next to the release status of RUNNING.
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Automatically Mark as Done

As a release owner or administrator, you can configure releases to be marked as Done automatically when the last phase
or a selected phase is completed successfully.

From the release page, select Mark Release as Done when Phase is Completed, and select a phase.

When the selected phase is completed successfully, Automic Continuous Delivery Director waits for a specified interval
to run checks, then automatically marks the release as Done. You can modify that wait interval (default = 30 seconds) by
editing the following value in settings.properties:

settings.properties

========================================================

cdd.release.mark_as_done.phase_end_wait_time=30

========================================================

A release is not automatically marked as Done if:

• If the selected phase is stopped
• If there are other phases running when the selected phase is completed

When duplicating an existing release, the mark as Done configuration is copied from the original release (including the
phase that defines when to mark as Done).
If the phase selected to mark the release as Done is deleted, that release returns to manually mark as Done.
You can select a phase that is running.

You can configure a release that is part of a track to be marked as Done automatically when the track is Done. The
selected phase must not be set to run after the Production time frame ends.

Release Statuses

You can select a release status and add free text comments after a release is marked as Done.

From the release page, select the required status from the dropdown list. The following statuses are available

• Success
• Failure - Deployment Issues
• Failure - Performance Issues
• Failure - Environment Issues
• Failure - Functional Issues
• Failure - General
• Not in use

The selected status is displayed inside the release and in the releases list.

You can also add a free text comment.

A release that is marked as Done automatically is assigned the Success status.

If you duplicate a release, the release status is not copied to the new release.

Execute Multiple Releases in Bundles 

You can also bundle multiple releases together into Release Tracks to the bundled releases into production together.  For
more information, see Release Tracks.

Monitor and Troubleshoot Release Execution
Automic Continuous Delivery Director provides detailed release information and metrics to help you monitor release
progress and troubleshoot problems.
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The following tools are available to help monitor and plan releases:

Phase Progress Bar

The progress bar at the top of the phase indicates the phase progress. The bar is divided into increments that equal the
number of tasks in the phase. The progress bar moves as each phase is complete.

Dependencies

Application dependency conflicts appear in the context of a phase as an orange icon next to the phase name. When
you define application dependencies, Automic Continuous Delivery Director checks across releases to see whether the
dependencies are met. The orange icon indicates a dependency conflict when both of the following cases are true:

• The application dependency is not currently deployed in the same environment as the dependent application.
• The application dependency is not scheduled to deploy to the same environment as the dependent application in any

phase scheduled for before the dependent application phase.

When you click the orange icon, the DEPENDENCIES CONFLICTS box opens and shows the conflicts.

Edit the deployment order or times to address the conflicts so that the dependency deploys, or is scheduled to deploy,
before the dependent application.

Click Sync Conflicts to ensure that the conflicts are resolved.

Task Status

During task execution, tasks display the task status at the bottom of each task with the following icons. 

Note: You can use the task toolbar to change a task status during execution. 

• Design
Indicates that a task is not running. 
Note: Design is the default status for new tasks. 

• Running
Indicates that the task is in progress.

• Ready
Indicates that the phase is running and that the task is ready to run.

• Pending
Indicates that the task is ready to run.
Note: This status is only for manual tasks.

• Stopped
Indicates that the task stopped before or during execution.

• Failed 
Indicates that a task failed. 
Notes: 
– When a task fails, the execution stops. Click Skip to start the next task.
– When a task in a parallel container fails, other tasks in the container continue to run. The tasks run until all tasks in

the container are complete.
• Skipped

Indicates that the task was manually skipped and that the next task starts. 
• Missing Details

Indicates that required task fields are not complete, which would prevent the task from running successfully. When you
see a Missing Details indication on a task, the Run button is disabled until you add the missing information.

• Disabled
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 Indicates that a user disabled the task. You can disable tasks before the phase run begins.
• Done 

Task ends successfully.

Activity Panel

The activity panel displays release activity on the right side of an open release, including:

• Execution events, such as phase start, task start, and task completion
• Error messages
• Warning messages
• Notes and events that users enter manually
• When a release is added to, and is removed from, a release track.

For information about how to use the Activity Panel to monitor and troubleshoot releases, see Activity Panel.

Indication Panel

The Indication Panel shows in the top right of a release. The panel also shows on the Dashboard tab in the Running
Releases Health Widget. Color panel icons indicate the following release events:

• Pending tasks
Click the pending task indicator to view a list of pending tasks. Click a task to locate the task.

• Errors 
Click the Error indicator to show error details. 

• Warnings 
Click the warning indicator to show error details. To dismiss the warning, click the gavel icon in the warning. 

The panel is activated when the release starts to run.

Release Calendar

Automic Continuous Delivery Director includes a configurable, interactive release CALENDAR that provides a high-level,
real-time calendar view of all planned and running releases. 

For more information, see Release Calendar.

Dashboard

The Automic Continuous Delivery Director DASHBOARD tab provides a centralized view to key metrics, historical data,
and other information. The dashboard contains configurable pages, widgets, and reports.

For more information, see Dashboard.

Release Track Timeline

The following tools let you monitor releases that are bundled into release tracks for execution together: 

• Release track interactive timeline on the Tracks page
• Release miletones 
• Release notifications 

For more information, see the Release Track Timeline section at Release Tracks
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Activity Panel
As an administrator, use the Activity panel to enter and monitor release activities, and to identify and troubleshoot
release issues. The panel is updated in real time with the following release events:

• Design events
• Execution events
• Error messages
• Warning messages
• User Activity and text that users enter manually.

The Activity panel opens on the right side of the RELEASES page when you open a release. Release participants also
receive email notifications of activity.

TIP

Click the arrow at the top right of the Activity panel to collapse the panel. When you are not monitoring release
activity, collapse the panel to provide more screen space for activities like release design.

Activity Types

The Activity panel displays release activities to all users in real time. The following activity types are displayed in the
panel:

• SystemIndicates automatic changes in the release. System activities are generated for the following release events:
– Task Ended
– Task Executed
– Task Skipped
– Task Continued
– Phase started
– Phase ended
– Release Done
– Release added to a track
– Release removed from a track
– Release status, including comments
– Release marked as Done automatically
– Release waiting because parent track is not Done

• User
Indicates release activities that users run manually, and release activity text that users enter.
Note: Manually add user activities to make notes, and for notification and collaboration.

• Error 
Indicates that the status of a task is changed to Failed.

• Warning
Indicates warning messages for the release. Warning messages are generated for the following events:

Execution Events:

• A scheduled phase does not start at the estimated time
• A scheduled phase continues to run after the estimated end time
• A phase gate that the system changes from Automatic to Manual
• A phase stops
• A task stops
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Other Events:  

• A scheduled phase does start at the estimated time
• An environment that is assigned to the phase is deleted
• A user who is the phase owner is deleted
• A user who is the task owner is deleted
• A user who is the release owner is deleted
• An application that is assigned to the release is deleted
• A release is added to a release track
• A release is removed from a release track

Filter Activities

You can filter activities in the Activity Panel by activity type or a specific selection.

To filter by activity type, click the filter icon and select from the following activity types:

My Activities

 Activities that are entered manually

Error Activities

 Errors in the release

Warning Activities

 Warnings of activities that are potential problems 

Info Activities

Changes in the release

Application and Content Version

Changes or edits to application and content versions

To filter the Activity panel to show only a phase or task that you select, click the Filter by Selection box and select a
phase or a task. The panel filters to show only activities for a selected phase or task.

Add Activities

To make notes and enhance collaboration, you can manually add activities to the Panel. 

Follow these steps:

1. Click the plus sign at the top of the Activity Panel and click Type your activity text.
2. Enter the activity text in the dialog, and click the Add icon.

Note: Activities that are added manually are indicated in the Activity Panel next to the user initials.

Release Calendar
The Release CALENDAR tab provides a high-level, interactive calendar view of all planned and running releases. The
calendar acts as a real-time release dashboard with configurations that are saved per user. Use the calendar to plan
resource use across teams and releases. Releases are displayed on separate lines on the left of the calendar.

When you design a release, the release appears in the calendar at the scheduled time. When you start a release, the
calendar is populated in real time with progress, details, and conflicts for the release.

As a release owner, you can use the visual release calendar to monitor the following information:
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• Real-time release scheduling and progress during execution
• Task status
• Phase status
• Start and stop times for scheduled phases
• Estimated Start and stop times for automatic and manual phases
• Environment details
• Maintenance Windows
• Resource allocation 
• Failures
• Conflicts 

Note: The following conflicts are monitored and are displayed as a red indicator on the left of the phase: 
– Two phases are scheduled simultaneously in the same environment
– Phases are scheduled to exceed maintenance windows

You can use the following release calendar functionalities to help monitor and manage releases:

• Select the arrow to the left of the release name to expand the release and show the phases.
• Use the yellow triangle at the top of the RELEASES window to scroll back and forth across time period. The triangle

represents the current date and time. Select the Now button at the top of the page to center the current date and time
in the view.

• Select phases on the right side of the phase bar for details.
• Drag and stretch phases in the release to change the schedule duration and execution times.
• Mouseover phases in the calendar for more details.
• Mouseover a release name to see the number of phases.
• Select By <Duration> on the top right of the calendar and select a time frame from the drop-down list to filter the view.
• Select a phase to open the Edit Phase window and edit phase details.

Release Notifications
Automic Continuous Delivery Director provides your stakeholders with email notifications for release activity and status
changes.

Notifications

Email notifications are sent to the owners of releases, release tracks, phases, and tasks for release activities in the
following categories:

Note: For release tracks, the owner of the track and the owners of the releases in the track receive notifications. The
creator of the track is the track owner.

• Information
Changes in the status of releases, release tracks, phases, and tasks

• Warning
Problems in releases, phases, and tasks such as missing details or usual behavior

• Error
Errors that occur in releases, phases, and tasks
Note: Email notifications for errors contain specific error messages and relevant error details.

Notification emails include the following information:

• Specific release components (Phase, task, or release track)
• Release name
• URL that links directly to the relevant release
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Disable Notifications

Users receive email notifications by default. To remove your account from release notifications, disable the notification
feature.

Follow these steps:

1. Click the icon with the initials of the logged in user in the top right of the UI.
2. Select User Settings in the drop-down list.
3. Click Preferences in the left panel.
4. Clear the Get email notifications box.

Email notifications for the user are disabled.

 

 

Release Execution Scenario
This page presents a simple release execution scenario. This scenario helps to illustrate the key concepts of release
execution.

This scenario continues the simulation of a financial services company release activity which started in the Release
Design Scenario. The company maintains a financial services system that includes the following applications:

    Financial Services

     Provides the core financial services capabilities.

    Reporting

    Provides the key reports on financial activities.

    MyTodos

    Provides a simple list of to do items by user.

The release owner designs a release that deploys and tests all applications in the development and QA environments.
The owner also deploys the tested applications into production. Now, the release owner must execute the release and
must orchestrate the completion and of approval of each task. The owner also monitors the release status and takes
necessary corrective actions.

The following steps simulate activities that are used to execute the release for version 3.0 of the financial services system.
In the following scenario, the owner responds to failures and interruptions in the execution process:

1. Click the Run Phase button on the upper right of the phase to start the DEV phase. Monitor the task flow as task
owners approve or fail each task.
In this scenario, the release proceeds as planned until the owner of the Unit Tests for MyTodos task fails. The
development team for the MyTodos app must fix the detected bugs before the app can proceed. The release owner
can continue with the deployment of the two approved apps into the QA environment.

2. Click the tool bar button for the MyTodos tasks in the TESTING phase, and select Enable/Disable.
This step skips the MyTodos tasks while the development team fixes the MyTodos application.

3. Click the Run Phase button on the upper right of the TESTING phase. This action starts the phase without the
disabled MyTodos tasks.
In this scenario, all the tasks for the two applications in testing pass. During this time, the development team prepares
a new 2.1 build of the MyTodos application that fixes the detected bugs.

4. Update the MyTodos deployment tasks in the DEV phase to reflect the new build.
5. Disable all tasks in the DEV phase except the MyTodos tasks.
6. Rerun the DEV phase. Only the MyTodos tasks should run.
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In this run, the MyTodos tasks pass.
7. After the Release Owner approves the phase, start the phase manually during the scheduled production deployment

time..
The TESTING phase runs only the updated MyTodos tasks, which both pass. All three applications are deployed
successfully and pass tests in the two environments. The applications are ready for a production deployment. Because
the Production phase was configured with a Manual approval gate, start the phase manually.

8. Edit the MyTodos deployment task in the Production phase to reflect the new build of the application.
9. Run the Production phase.

All the deployment tasks run successfully.
10. Click the Mark the release as done icon in the top menu next to RUNNING.

The release owner has successfully orchestrated a deployment of the financial services system version 3.0.

Track Planned vs Actual Work
You can track planned vs actual work in releases through a four-way integration between Automic Continuous Delivery
Director, GitHub, Jenkins, and an ALM (application lifecycle management) tool. Both Rally® (formerly CA Agile Central)
and Atlassian Jira are supported. This integration helps you manage and optimize the flow of business value throughout
the release cycle. 

The Problem

Release managers are required to ensure that the business value delivered at the end of a release matches the
objectives agreed during release planning. However, looking at the status of work items in your ALM  tool, for example,
Rally, is not enough to track the execution of features and capabilities. Some of the disadvantages of working solely with
ALM tools are:

• Statuses in the ALM tool might not be up-to-date.
• Time and effort remaining to deliver planned features is not obvious.
• Difficulty of assessing the risk to the release.
• Lack of clarity regarding work-in-progress and understanding which features have entered the release pipeline. 

You must be able to compare planned work to the actual work to manage risks and dependencies, and to escalate and
track impediments.

The Solution

Automic Continuous Delivery Director provides an integration which is designed to help release managers keep track
of the progress of releases. This integration involves listening to and analyzing the commit messages that are triggered
when developers commit changes to a GitHub repository. 

This integration helps you understand which work items are being implemented, the risk to release execution, and the
probability of delivering the agreed business value on time.

Using this integration, you can:

• See which work items (features, user stories, defects, and so on) are planned to be delivered in the current release
cycle.

• View the progress of the actual work items.
• Observe the work items that enter the release, the work item statuses, and the completed work items.
• Understand which work items have changes that have entered the pipeline and accordingly determine the work

progress.
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Workflow

The Planned vs Actual workflow consists of work item creation, developer commits, build execution triggering build
notifications, and work item ID matching.

The following diagram shows the integration workflow:

Key:

1. In Rally (CA Agile Central), project members create work items. 
2. In Automic Continuous Delivery Director, a user imports work items from Rally (CA Agile Central).
3. In GitHub, developers commit changed files to the master and add the work item IDs to the commit comments.
4. Jenkins runs a build and gets the new commits from GitHub.
5. Jenkins sends a build notification to Automic Continuous Delivery Director with the commits range.
6. Automic Continuous Delivery Director gets the commit messages from GitHub and matches the work item IDs in the

commit messages to the imported work items. The work item status are indicated by icons. For more information,
see Work Item Statuses.

Before You Begin

In Jenkins, ensure that the following prerequisites are enabled:

• The Automic Continuous Delivery Director plug-in for Jenkins, version 2.0.13 and higher, is configured. For more
information, see Plug-in for Jenkins. 

• The Git plug-in is configured. The Git plug-in ensures that the commit range is included in the change notifications sent
from Jenkins to Automic Continuous Delivery Director. For more information, see https://wiki.jenkins.io.

• A project in Jenkins is configured with the Git action in the Source Code Management section and Send Notifications
to CDDirector in the post-build section.
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Set Up Tracking

After Jenkins is configured, you configure Automic Continuous Delivery Director to enable work item matching.

Follow these steps:

1. In Automic Continuous Delivery Director, set up the GitHub plug-in, version 1.01, and an endpoint. For more
information, see GitHub Plug-in.

2. Set up either the Rally (CA Agile Central) plug-in, version 2.2 or higher, or the Jira plug-in, version 1.2.3. or higher, and
an endpoint. For more information, see Rally Plug-In or Jira Plug-in.

3. Create a work items source. For more information, see Import Work Items in Rally Plug-in. 
4. Create a source control connection.

This action enables the import of commit messages from your source control. For more information, see Set Source
Control Connection in Design and Create Releases.

Work Item Statuses

Automic Continuous Delivery Director lets you quickly see which work items have entered the CD pipeline. The list
of imported work items that appears in the Apps & Work Items tab is compared to the changes that have arrived
in Automic Continuous Delivery Director. By analyzing the commit messages of the change, Automic Continuous Delivery
Director can indicate which work items have entered the CD pipeline. By comparing this information to the statuses in the
ALM tool, you can see anomalies such as a work item that has entered the pipeline, but which was not planned for this
release.

You can configure the source control connection to use regular expressions to trace work item IDs referenced in commit
messages.

Work Item Status Icons

Automic Continuous Delivery Director uses icons are used to highlight the status of work items in the current release:

Icon Description

No icon No progress
No updates have been detected for this work item. There are no
commits and there is no indication that this work item has been
accepted in the ALM tool. If no progress is indicated for this work
item and the release is about to end, there a risk that this work
item will not be ready in time for the release.

Accepted
This work item has been marked as Accepted in the ALM tool

Work in Progress

 Automic Continuous Delivery Director has detected commits on
this work item or on a related work item, such as a task within
this user story. Because a commit has been detected, Automic
Continuous Delivery Director marks this work item as in progress. 

Warning

An inconsistency exists because Automic Continuous Delivery
Director has detected a commit for this work item, while the same
work item is marked as Accepted in the ALM tool.  Usually, there
is no cause for concern, but the anomaly must be investigated.

Possible causes: the assigned developer has not yet updated the
work item in the ALM tool, or a developer has added some tests. 
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Question mark
A commit has been detected for a work item that was not planned
for the current release.

Videos

Video: Tracking Planned vs Actual Work - Part One

This two-part video explains how a four-way integration between Automic Continuous Delivery Director, GitHub, Jenkins,
and Rally can help release managers track planned vs. actual work in releases. Part One contains an overview and
explanation of work item status icons.

Video: Tracking Planned vs Actual Work - Part Two

Part two of this video shows the setup required to enable the integration between Automic Continuous Delivery Director,
GitHub, Jenkins, and Rally.

Release Tracks

Overview

The following diagram shows an example of how release cycles, stories, and releases work with release tracks:

Figure 10: This diagram shows an example of Release Tracks architecture

Release tracks are created, displayed, and managed in the TRACKS tab in the product UI. To map and unmap
milestones, you can also access tracks from inside a release that is bundled inside the track.

Administrators and authorized users can create tracks.

When a release is part of a track, the following details are displayed in the release:
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• The name of the track that the release belongs to
• An indication in each phase that is mapped to a milestone including:

– An indication that the phase is mapped to future milestones
– Indication whether the milestone passed or failed
– The name and due date of each milestone that is mapped to the phase

• An alert next to the track name when there is a milestone that no phase is mapped to

A release track ends automatically when the production time range ends. 

Benefits

Release tracks provide the following benefits and functionalities:

• Govern large releases that involve multiple teams to ensure high quality. 
• Plan and increase the cadence of your deliveries to production.
• Increase agility by delegating the authority to release owners to join tracks.
• Add releases to tracks.
• Monitor and preserve the quality of releases and of the release track.
• Set milestones to help monitor the progress and the quality of the releases in the track.
• Remove releases that are not ready for deployment.
• Remove releases whose priority for deployment has changed.
• Determine the order in which releases are executed.
• Approve all releases in a release track simultaneously.
• Dynamically prioritize the order in which approved releases are sent to production.

Release Track Timeline

Tracks are displayed and executed in an interactive timeline that shows the bundled releases and includes the following
details:

• Production Time Frame
The time frame in which all the releases that are included in the track are delivered to production. A phase from each
release must be mapped to this time frame. To run, each release requires the approval of the track owner.
As an authorized user, you can approve the releases in the track when all milestones have reached or passed their
due date. You can also approve one or more releases before the production time range arrives. Approving a release
does not cause that release to start running unless the production time range has already begun (in that case, the
release will start running). You can undo approvals provided the production time range has not yet begun.

• Track milestones
A checkpoint in the track that is mapped to phases in a release. Milestones provide release progress checks and
notifications.

• Milestone due dates
Milestone due dates must precede the date that the production time frame begins.

• Status of each release in the track
• Application Summary

You can perform the following actions in the release timeline:

• Add a release to a track
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Note: Releases can join a track until the due date of the first milestone.
• Remove releases from a track
• Approve production phases
• Add milestones
• Remove milestones
• Edit the production time range
• Schedule all releases to either run simultaneously or in a specified sequence.
• Approve all releases in a release track simultaneously.

Release Permissions 

The following guidelines apply to release track management:

• Only administrators and authorized users can edit release tracks. 
• The owner of a release can add and reject a release from a track.
• When releases are added or rejected, an email notification is sent to the release owner or to the track owner.
• A release can only be added to one track.
• The track owner is the person who created the track. Track owners receive an email notification when a release owner

adds or removes releases in the track.
• You cannot mark releases that are part of a track as done while the track is active.
• Before releases in a track can run, the track owner must approve the release. Track owners can approve and cancel

releases before the production time frame starts.
Note: Approved releases do not run when approved until the production time range starts. Releases that are approved
after the start of the production time range that is run upon approval.

Notifications

Email notifications are sent to release stakeholders for the following release track activities:  

• A release track is created
• A release is added to a track 
• A release is removed from a track
• A track owner rejects a release

Instructional Video

The following video shows you how to synchronize multiple releases so that all functionality is delivered together into
production.

  

Create Release Tracks
Use the TRACKS page in the UI to create release tracks, to add releases to a track, and to manage and monitor tracks.

Create a New Track

Follow these steps:

1. Select the Tracks tab.
The TRACKS page opens.

2. Select the New Track button.
The Create Track window opens.
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3. Enter the track name, track owners, and a description of the track.
Note: The track Description field allows you to format the description text. You can also add links to external
systems, resources, and references that are specific to the release.  

4. Specify the Production Time Frame dates
5. (Optional) select the Deliver Together box

Note: Use this option to create content-focused tracks.
6. To add Milestones to the track, select +Add and provide the following details: :

– Milestones Name
– Milestone Due Date

7. Select Create.
The release track is created.

Once you create a release track, the track is displayed in a timeline in the TRACKS page. The track shows the milestones
in the locations of the milestone due dates. Mouse over a milestone icon to display the details.

Add Releases to a Track

Follow these steps:

1. Select Add Release to Track.
The ADD RELEASE TRACK box opens.

2. Select Release list and select a release from the drop-down list.
3. In the Production Time Frame panel, select  Map To Phase and select a phase from the drop-down list.

The release is mapped to a phase.
4. Select Select a phase next to a milestone name and select a phase from the drop-down list.

The milestones are mapped to phases.
Note: You can map multiple milestones to the same phase.

5. Select Add.
The release is added to the track.

When you add a release to a track, the production phase type is changed to Scheduled. The scheduled date is the
production date of the track.

If a phase is in a track, you cannot edit the phase, and cannot run the phase from the release.

Manage Release Tracks
You can manage release tracks in the following Automic Continuous Delivery Director UI locations:

• Inside a track on the TRACKS page
• Inside a release on the RELEASES page

Tracks Page

Add a Release to a Track

You can add a release to a track from inside the tracks on the TRACKS page.

See Create Release Tracks.

Manage Tracks

You can perform the following actions inside a release track:

Edit a Track
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To edit a track from in the track, select the pencil icon next to the track name.

Reorder Releases in a Track

You can schedule releases to run in a specified sequence.

To move a release to a specific place in the sequence, select and drag the release.

NOTE

• You can reorder a release after the track is created until that release starts running (that is the production
phase of the release). Releases can be reordered regardless of milestone dates or approval status.

• You cannot reorder, or place another release before, a release that has started to run.

Remove Releases from a Track

To remove a release from a track, select the trash can icon next to the release name and select Remove.

Following removal of the release from the track:

• The release no longer appears in the track.
• All phases in the removed release are reset to Manual.
• Notification of the removal is sent to the release owner.
• Removal of the track is reflected in the Activity Panel.

Releases Page

Add a Release to a Track

You can add releases to, and can remove releases from, release tracks inside a release on the RELEASES page.

Follow these steps:

1. Select a release name.
2. Select the Add to Track button.

The Add to Track window opens.
3. Select the track from the drop-down list.
4. Use the drop-down lists to map the Production  Timeframe and Milestones to phases.
5. Select Add.

Manage Tracks

To perform the following actions from inside a release, select Joined Track: <Track Name> in the toolbar and select
the operation from the drop-down list:

• Remap track phases.
• Return to the track in the TRACKS page.
• Remove the release from the track.
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Dashboard

The Automic Continuous Delivery Director dashboard provides a centralized view to key metrics, historical data, and other
release information. The dashboard displays data for releases that are in-progress or complete:

Dashboard

The information displayed in the Dashboard helps you to optimize your releases. The Dashboard is customizable at the
user level to let you configure role-based views. The dashboard page contains the flowing components that you can add,
edit, and view:  

• Dashboard Tabs
Provides a deployment overview of widgets. You can add and remove dashboard tabs and to configure the tab
layout. The dashboard contains one tab by default. You cannot remove the last tab.

• Widget Repository
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Contains the Dashboard widgets. Click Widgets on the left of the dashboard to open the repository. Widgets provide
metrics for deployment data, audit logs, release execution, and other aspects of the product. Widgets are divided
into REAL-TIME and OPTIMIZE categories

TIP

Click the arrow on the top left of the widget repository to collapse the panel. Collapsing the panel provides
more dashboard widget screen space when you are not working with the widget repository.

Dashboard Permissions 

Automic Continuous Delivery Director users can create, manage, and view dashboards. 

Default Content

 The default dashboard contains the following content:

• Dashboard window with a default tab
• Widget Repository with a search field
• The following default widgets:

– Release Productivity
– My To-Do's
– Cycle Time
– Slow Tasks
– Running Releases Health
– Release Idle Time

Customize the Dashboard

You can customize the dashboard with tabs and widgets that you can configure to display information specific to your
requirements.

Follow these steps:

1. Click the plus sign next to the tabs. 
The New Page box opens.

2. Specify a title.
3. (Optional) Check the Import default content box to populate the tab with the default widgets. 
4. Click Save.

A new tab is added to the dashboard

Use the following features to configure the dashboard tabs and content:

• To delete a dashboard tab, click the x next to the tab name and click Delete.
Note: You cannot delete the last dashboard tab.

• To change the tab order, click and drag the tabs.
• To rename a dashboard tab, double-click and edit the tab name.
• To add widgets to the dashboard, double-click the widget in the repository on the left.
• To arrange the widgets in a tab, drag the widgets from the black title bar.
• To change the widget size, drag the lower left corner

The dashboard also includes the following features:

• Page Persistence
If you refresh or navigate away and return to the dashboard, you return to the same tab.

• Per User Configuration

 174



 Automic® Continuous Delivery Director 7.0

The dashboard is configured and displayed based on user login.
• Refresh

The dashboard auto-refreshes every 10 minutes. You can also sync the dashboard manually.

Instructional Video

Get to know the dashboard and reporting features in Automic Continuous Delivery Director that help you track and
troubleshoot release trends:

Widgets
The dashboard contains a set of default widgets in the widget repository on the left of the dashboard page. To open the
widget repository, click Widgets on the left of the page. Click the left arrow in the top left to close the repository. 

Use the following methods to add widgets from the repository to Dashboard tabs:

• To populate a tab with all default widgets, check the Import default content in the NEW PAGE box when you create
the tab.

• Open a tab and double-click the widget in the repository.

Use the widget toolbar icons to refresh data, rename widgets, and remove widgets from a tab.

 Note: Widgets automatically refresh the data every 20 seconds.

The repository separates widgets into the following categories:

•  Optimize 
•  Real Time 

  

Optimize Widgets

The following widget is in the OPTIMIZE section of the widget repository:

Release Productivity

The Release Productivity widget provides a helpful view of the end-to-end pipeline in terms of automation maturity
and areas of issue. You can use this widget to track progress toward building a more automated, efficient, and ‘always
available’ pipeline:

 
Over the selectable period, the Release Productivity widget shows the percentage of automated tasks in the pipeline;
how long is spent on each automated task; the failure rate of the automated tasks. You can view a deeper dive into each
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endpoint so that you can see the performance of the individual integrations. This view enables you to identify potential
integration issues or inefficiencies within the pipeline.

The breakdown is for all tasks that have been executed.

Real-Time Widgets

The following widgets are in the REAL-TIME section of the widget repository:

My To-Do's

The My To-Do's widget shows a current breakdown of the following KPIs by endpoint across all releases: 

•  PENDING TASKS
Shows and lists the number of manual tasks that are in Pending status. Only phases that the user owns are
displayed. Click PENDING TASKS for a list of tasks that are PENDING APPROVAL. The list includes links to the
tasks in the release.

•  PENDING PHASES
Shows the number of phases that are in Pending status. Only phases the user owns are displayed. Click PENDING
PHASES for a list of phases that are PENDING APPROVAL. The list includes links to the phases in the release.

To return to and edit a task or a phase, click the task or phase in the widget.

Cycle Time

The Cycle Time widget provides data on how long each completed release takes to execute and visually shows the
length of each phase of the release by rolling over the phase bar. You can examine long poles on a per-release basis
to determine whether there is a need to review the phase for optimization. You can also compare all releases to see
common behaviors or anomalies:

  

NOTE

 Cycle Time only shows data for releases which are marked as done. 

An ideal scenario is to see more effort during the earlier, development phases where there may be multiple iterations
of the code, and then the production phase should be more straightforward and fast. For example, you find that you
breeze through earlier phases yet spend too much time in staging and production. In that case, you may want to examine
whether your testing regimen is sufficient or if you should automate your deployments. 
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Release Idle Time

The Release Idle Time widget provides another way to look at release efficiency by examining the amount of idle or wait
time that happens within a release. You can readily see the actual execution time of each phase in a release and the
specific idle time within that phase:

  

This widget is a great tool to help identify the manual hold-ups in your pipeline. Do you have approval gates where the
approvers are slow to respond? Do you have manual testing tasks that hold up your release? Do you have timeframe
where teams wait on environments—resources or data—before a task can complete? These areas would show up as idle
time in your release process.

Slow Tasks

The Slow Tasks widget displays release tasks that are taking longer than a certain selectable time—for example, how
many tasks took longer than ten minutes. This widget is a quick way to view which specific tasks in your pipeline hold up
the process. These tasks can be manual or automated. The tasks show up in the list with duration, and you can mouse
over a task to see the phase and release where the task resides. When you examine a task, you may find issues or a way
to improve the efficiency of that task:

  

Running Releases Health

The Running Releases Health widget is a great real-time snapshot for any release manager, providing a holistic view of
in-progress releases that they own and how each release performs in the pipeline. For each running release, you see if
there are pending tasks (like an approval gate), if there are any release warnings (like a test has stopped) or an error (like
a deployment has failed):
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You can click the release name to go to the specific release workflow and see more details about issues in the activity
pane on the right:

  

Manage Widgets

You can change the content and the way that information is displayed in the dashboard tabs.

Add and Edit Widgets

Widgets are located in the repositories panel on the left of the dashboard. To expand the repository, click Widgets on the
left of the DASHBOARD page. To close the repository, click the left arrow in the top left of the repository. 

To populate a tab with the default Widgets, click the Import default content box when you create the tab. We
recommend that you add only enough widgets so that you can view all content without the use of the scroll bar.

To add a widget to a tab, open the tab and double-click the widget in the repository.
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To reorganize the dashboard content, drag-and-drop the widgets within a dashboard tab. To change the size of a widget,
click and drag the bottom right corner of the widget. 

Widget Tool Bar

Each widget has a toolbar on the top right with the following icons:

•  Refresh
Refresh the data in the widget

•  Content configuration 
Change the name of the widget

•  Delete
Remove the widget from the tab
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Reports

Automic Continuous Delivery Director reporting functionalities help you monitor applications and content. Reports indicate
where applications and content are in the pipeline, and when and where they are scheduled for deployment. You can
create, save, and access reports for your releases. Click the REPORTS tab, and select one of the following reports from
the drop-down list:

Note: Report Data is saved in the local browser cache. If you change domains, the report data is not reflected in the new
domain.

Application Pipeline Report

The Application Pipeline Report shows you which releases have been deployed to the various environments including
the version number and any release content. This application-focused view allows you to gain insight into the software
delivery process:

This report provides an overview of the following application and deployment information:

• Environment
• Phase
• Release
• Version
• Status
• Build Number
• Application version that is running

Note: Also shows the last successful application version
• Application version that failed

Note: Also shows the last successful application version
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Use this report to monitor where applications are in the release pipeline.

An application appears in this report only after:

• The application is assigned to at least one release.
• Environments are assigned to the application.
• The application has at lease one version.
• The application has environments that are mapped to a phase.
• The application has content that is associated with a task.

Note: The associated task must be deployed or scheduled

After you configure an application, create an application report.

Follow these steps:

1. Click the REPORTS tab and click Applications.
2. Click Add Applications and select an application from the list.
3. Click Add Selected.

Applications that fit the described criteria are added to the report. Phases show as rows with a column for each task.

Content Report

The Content Report shows you the status of a specific user story in the release pipeline—including which build has been
deployed into what phase as part of what release. This content-centric view provides useful visibility for the business,
showing the release value in context of features and fixes included:
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The Content Report shows a list of content for the release and the following details:

• Date
• Environments where the content was deployed
• Phase during which the content was deployed
• External Status
• Status of the deployment
• Build Number
• Application version that is running

Note: Also shows the last successful application version
• Application version that failed

Note: Also shows the last successful application version

To create a new report, open the Content report and add content.

Follow these steps:

1. In the Content report, click Add content in the top right
2. Click Select Releases, and select a release from the drop-down list.
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3. Click Select Application, and select an application from the drop-down list.
Note: Only releases and applications that have deployed content are available for selection.

4. Click Apply Filters.
5. Click the boxes next to the content that you want in the report and click Add to Report.

The release and content are displayed.
6. (Optional) Repeat the previous steps to add more releases and content to the report.

Release Analysis Report

The Release Analysis Report provides details of release execution activities for current and past executions:

The report contains the following release information: 

Note: You can only select one release for each report.

• All phases and phase tasks in the release 
• Number of iterations per phase
• A timeline that shows past executions of all phasesNote: Phase executions are shown as colored bars in the

timeline. Each phase has a different color bar.
• Error and warning activities 
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Note: Activities are shown as colored dots in the bar above the timeline. Mouse over an activity to show errors and
warnings. 

• Click a phase execution bar to open a table that shows the following information:
– Phase name
– Execution Index
– Execution status 
– Phase execution start and end times
– List of all tasks that were part of the selected phase executionNote: For task details such as endpoints and

parameter values, click the task name in the table Task Name column.
• A panel above the timeline that shows release activities.

Environment Report

The Environment Report shows all deployed, planned, and failed applications on a selected environment:

The report contains the following details:
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• Application and version
• Build number, if available
• Deploy Status 

Note: Deploy Statuses are Deployed, Scheduled, Failed, and Running. 
• Releases that deployed, or that are scheduled to deploy, the application version on this environment

CDA Deployments Report (coming soon)

The CDA Deployments report shows detailed information about Automic® Continuous Delivery Automation deployments
that have run as part of releases in Automic Continuous Delivery Director:

NOTE

This report will become available when Automic®  Continuous Delivery Automation 12.3 is released. This report
is not compatible with earlier versions of Automic®  Continuous Delivery Automation.

This report contains the following details:

• Release Name (CDD)
• Deploy Status (CDD)

Note: Deploy Statuses are Deployed, Scheduled, Failed, and Running.
• Deployment Package (CDA)

Information: An instance (a version, a revision, a tag, …) of a CDA application that defines the content to deploy.
• Application (CDD and CDA)

Information: A CDA application is the main container of the deployment model and typically consists of multiple
Components.

• Environment (CDD)
• Components (CDA)

Information: A component can be any file (also configuration files), objects (for example, database structure),
administrative scripts that are stored under version control or in a source or staging system, and so on.  

• Workflow
Information: CDA workflows are used to carry out physical deployments. A workflow describes all necessary steps for
a deployment of an application. 

• Duration
• Deployment Name (CDA)

Instructional Video

Get to know the dashboard and reporting features in Automic Continuous Delivery Director that help you track and
troubleshoot release trends:
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Integrations

NOTE

This section contains high-level information about integration types, managing integrations, and available
integrations. Detailed documentation for each plug-in is available in Integrations. Use the Integrations section to
read detailed content to help you instrument the functionality available in each plug-in.

You can integrate Automic Continuous Delivery Director with other continuous delivery tools through configurable
plug-ins. Plug-ins give you the flexibility to orchestrate your end-to-end continuous delivery process in a single release
workflow.

Integration through plug-ins lets you extend Automic Continuous Delivery Director functionality and can provide the
following capabilities:

• Application Models from Deployment Tools
Plug-ins can import application models from Continuous Delivery Automation for use in Automic Continuous Delivery
Director.

• Continuous Delivery Task Instrumentation
Plug-in tasks let you instrument important actions in your continuous delivery pipeline from remote components in the
context of Automic Continuous Delivery Director releases.

• Release Content from Tracking Tools
Plug-ins can integrate with tracking tools to annotate releases with related work items.

Manage Plug-ins
Integrate plug-ins with Automic Continuous Delivery Director to enable essential integrations with remote components.

The following steps represent the high-level plug-in management workflow:

1. Install plug-ins.
2. Register plug-ins.
3. Use endpoints to connect to remote component systems.
4. Import data from remote components, such as content or application model.
5. Use automatic tasks that are provided by the plug-ins to execute operations on the remote components.
6. (Optional) Synchronize plug-ins to apply the latest changes to the plug-in.

TIP

Steps 2, 3, 4 (application model), and 6 require a product Administrator role. Steps 4 (content) and 5 require a
product Designer role.

Install Plug-ins

TIP

Plug-in installation is not required for SaaS users, unless you need to install a custom plug-in that you
developed. Packaged plug-ins are preinstalled with the SaaS instance. 

Install plug-ins on the same server as Automic Continuous Delivery Director or on remote servers. Consider the
anticipated load on the plug-ins before deciding to distribute, such as:
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• The amount, frequency, and potential concurrency of task execution
• The size, frequency, and potential concurrency of imports (both application models and content)
• The number of connected endpoints per plug-in  

A remote plug-in server requires Tomcat 8 and Java 1.8 to be running on the remote server.

Install a single instance of each required plug-in. One plug-in instance can support multiple endpoint connections.

Follow these steps to install a packaged plug-in:

Note: These steps might vary for custom plug-ins based on your implementation method. For example, if the plug-in
package is a .war file, you might want to deploy to a different servlet container or on the CDD Server Tomcat instance.

1. Download the .war files for the packaged plug-ins.
2. Stop the Apache Tomcat service on the plug-in server.
3. Copy the plug-in .war file into the webapps folder of the Tomcat installation directory.

TIP

Plug-ins that you are installing on the same server as the CDD Server component can be installed at the
same time as the CDD Server.

4. Start the Apache Tomcat service.
The plug-ins are installed.

Register Plug-ins

TIP

Plug-in registration is not required for SaaS users, unless you need to register a custom plug-in that you
developed. Packaged plug-ins are already registered with the SaaS instance. 

Register remote and custom plug-ins to make their capabilities available from Automic Continuous Delivery Director.
Packaged plug-ins that are installed on the CDD Server are registered automatically.

Packaged plug-ins are installed as .war files in an Apache Tomcat server. The .war file includes a manifest.json file. The
plug-in manifest specifies the plug-in capabilities and the URL for each of the plug-in services. To register a plug-in, you
enter the path to the manifest file in the UI.

While custom plug-in implementation methods can vary, all plug-ins require a manifest.json file. The manifest path might
differ if you implement a custom plug-in differently than the packaged plug-ins, but the concept is the same.

TIP

You can also register plug-ins using the REST API. For more information, see REST API Reference.

Follow these steps:

1. In Automic Continuous Delivery Director, select Administration, and Plug-Ins.
2. Click Register Plug-In.
3. Specify the URL of the plug-in manifest. The plug-in manifest is the location of the JSON file.

Examples:
– CA Continuous Delivery Automation plug-in manifest URL

 http://<host>:<port>/cdd-ara-plugin/manifest.json
– CA REST plug-in manifest URL

http://<host>:<port>/cdd-rest-plugin/manifest.json
These examples can represent locally or remotely installed plug-ins.
Note: If you configure the product to use HTTPS communication, you must update existing plug-in registrations that
previously used HTTP. See Secure Communications in the Administration section.

4. Click Register.
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The plug-in is discovered and registered, and shows in the Plug-Ins page.

NOTE

Register Plug-ins

Add Endpoints

To connect an endpoint with an instance of a remote component, add an endpoint for a registered plug-in. Each plug-
in uses a single endpoint type (Endpoint Template) and can connect to multiple endpoint instances of that type. For
example, you can connect a ServiceNow plug-in to multiple ServiceNow servers, if needed.

The information that is required for each endpoint connection varies by plug-in. For more information, see the
documentation for each plug-in. 

Follow these steps:

1. Go to Administration, Endpoints, and click Add Endpoint.
2. Specify the Name, Description, and select the Endpoint Type.

Each plug-in has an endpoint type. When you register a plug-in, its endpoint type becomes available to add in this
dialog.

3. Specify the information that is required for the endpoint type you selected, and click Add.
The endpoint is added.

NOTE

Manage Endpoints

Import Plug-in Data

Plug-ins can support the import of the following data from their remote component:

• Application models
• Content Items

Import application models during the administration phase before you create releases. You can then add applications and
environments from the remote component to your releases, phases, and tasks.

Import content items during the release design phase to associate specific work items with a release.

NOTE

• Manage Applications and Environments
• Design and Create Releases

Use Plug-in Tasks

Tasks let you instrument functionality in the remote component. You add tasks to phases and provide the appropriate
input values to execute the provided functionality in your release. For example, the Check Test Case Results task that is
provided by the CA Agile Central plug-in queries the results of a test case in CA Agile Central.

You add tasks to releases during the design phase and execute them when you run the release. For more information
about the required inputs for each task, see the detailed documentation for each packaged plug-in.

NOTE

• Design and Create Releases
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Synchronize Plug-ins

When you upgrade to a higher, or downgrade to a lower, plug-in version, synchronize the plug-in. This
synchronization captures the latest plug-in manifest. We also recommend that you synchronize the plug-in when you
update remote components or plug-in versions. For example, to synchronize with the latest CA Continuous Delivery
Automation application model changes, synchronize the CA Continuous Delivery Automation plug-in.

Follow these steps:

1. Select Administration, and Plug-Ins. 
2. Mouse over the name of the plug-in, click the information icon, and select Sync Plugin.Automic Continuous Delivery

Director updates the plug-in registration with the new plug-in capabilities based on the new plug-in manifest. For
example, the import application model capability is added, or a task is updated and shows under the plug-in name.

 189



 Automic® Continuous Delivery Director 7.0

Reference

This section contains product reference information.

REST API Reference

REST API Reference
Automic Continuous Delivery Director REST APIs let external systems configure, execute, and monitor release operations
and applications without the need to access the UI. The REST API provides the GET, PUT, PATCH, DELETE, and POST
methods that are required to retrieve data and execute releases.

Automic Continuous Delivery Director uses Swagger to document the REST APIs. To access the documentation directly
from your Automic Continuous Delivery Director deployment, click the question mark icon in the UI and select REST API.
The REST API documentation is also available at the following URL:

https://<host>:<port>/cdd/apis

The base URL for the available REST API services is:

https://<host>:<port>/cdd/<category>/<tenant ID>/<version>/

• <host>
Specifies the server where the REST API service is located. The host name is always the same as the server where
you installed the product.

• <port>
Specifies the port number where the REST API service is located. This number is always the same as the port number
you use to access the product UI, which is 8080 by default.

• <category>
Specifies the REST API category type. The category can be one of the following: design, execution, administration, or
reporting.

• <tenant ID>
Specifies the ID of the tenant (workspace) as shown in User Settings. 

• <version>
The Automic Continuous Delivery Director build version.

Automic Continuous Delivery Director REST calls support the following REST API methods:

• POST (Create)
Creates a resource. The web service can respond with data or status indicating a success or failure.

• GET (Read)
Performs a query on a resource and retrieves data. The data that is returned from the web service is a representation
of the requested resource.

• PUT (Update)
Updates an existing resource.

• PATCH (Change)
Changes a piece of an existing resource.

• DELETE (Delete)
Removes an existing resource.

The Automic Continuous Delivery Director REST APIs are divided into the following category types:

• design
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Retrieves, updates, and deletes release design data. To view an example, see Example REST Call: Get All Releases.
• execution

Retrieves and changes release execution data. 
• administration

Retrieves, syncs, and deletes administration data. 
• reporting

Retrieves, updates, and deletes report and widget information.

Automic Continuous Delivery Director also lets you use REST calls in tasks to instrument operations in remote
components.

NOTE

Names of JSON fields must be quoted using double quotes.
For example, the name of the taskId field must be enclosed in double quotes:
======================================
{
"taskId": 398
}
======================================

For more information, see CA REST Plug-In.

Authenticate REST APIs

The REST APIs in Automic Continuous Delivery Director support authentication using an API key as a bearer token
in an authorization header (Authorization: Bearer). This means that the client must supply the API key in the
HTTPS request message. API keys are used in Automic Continuous Delivery Director to track how the APIs are used (for
example, to control access and maintain security). The API key identifies the client responsible for the REST API call.

Where is my API Key?

To find or re-issue your API key, in the menu bar click the initials of your user

account ,
then select User Settings. For more information, see User Settings.

Sending Authentication Requests

NOTE
To avoid disclosure of the API key by third parties, only use Bearer authentication over HTTPS (SSL).

The client must send the bearer token in the Authorization header when making requests to REST APIs in the syntax:

Authorization: Bearer <API key>

Example

Authorization: Bearer 2a51053a-b240-11e7-abc4-cec278b6b50a

Where 2a51053a-b240-11e7-abc4-cec278b6b50a is the API key
Therefore, the cURL command for getting the product version number is:

curl -X GET --header "Accept: application/json" --header "Authorization: Bearer 2a51053a-b240-11e7-abc4-

cec278b6b50a" https://cddirector.io:443/cdd/administration/4241ac73-ebb8-4d91-9dcd-24d41be1c8e2/v1/version

Where 2a51053a-b240-11e7-abc4-cec278b6b50a is the API key

 191

https://techdocs.broadcom.com


 Automic® Continuous Delivery Director 7.0

And 4241ac73-ebb8-4d91-9dcd-24d41be1c8e2 is the tenant ID from User Settings.

To find or re-issue your API key, in the menu bar, click the initials of your user

account ,
then click User Settings. For more information, see User Settings.

Update Manual Tasks

You can use the PATCH method in REST APIs to start or stop manual tasks without the need to access the user
interface.

Example
To start a manual task, enter the cURL command:

curl –X PATCH -u admin:123456 --header “Content-Type: application/json” --header “Accept:

 application/json” –d “{\”status\”: \”RUNNING\”}” http://{cdd-server-address}:{cdd-server-port}/cdd/

execution/00000000-0000-0000-0000-000000000000/v1/releases-execution/{release-id}/phases-execution/{phase-id}/

tasks-execution/{task-id}

Result: The task starts to run and the status changes to RUNNING.

To stop a manual task, enter the cURL command:

curl –X PATCH -u admin:123456 --header “Content-Type: application/json” --header “Accept:

 application/json” –d “{\”status\”: \”DONE\”}” http://{cdd-server-address}:{cdd-server-port}/cdd/

execution/00000000-0000-0000-0000-000000000000/v1/releases-execution/{release-id}/phases-execution/{phase-id}/

tasks-execution/{task-id}

Result: The task completes and the status changes to DONE.

Troubleshooting REST APIs

Here are some possible errors to look out for when you run CDD REST API calls.

JSON not Specified as Content-Type in Header

Content-Type headers negotiate the type of information to be sent or received between a client and server. Automic
Continuous Delivery Director REST APIs only accept requests that specify that JSON is the Content-Type in the header.

Content-Type: application/json

Accept: application/json

Clear JSession Cookies

When you run a REST API, you may see an error message such as the following:

Cannot determine the source URL of the request as neither origin nor referer headers are present. Hence,

 accessing '/cdd/design/00000000-0000-0000-0000-000000000000/v1/releases' is forbidden. You may clear the

 JSESSIONID cookie request header or logout from the related CDD session.

Automic Continuous Delivery Director REST APIs do not use cookie-based authentication. To resolve this issue, as
indicated, either clear the JSessionId cookie request header, or log out fromAutomic Continuous Delivery Director.
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Example REST Call: Get All Releases

/releases

Retrieves all releases.
Resource URL

Type Description

GET https://<host>:<port>/cdd/design/0000/v1/releases

Method Parameters

Parameter Type Description

filter String freeTextFilter

page_size integer pageSize

page_number integer pageNumber

status Array[string] filterByStatus

application Array[long] filterByApplicationIds

embed Array[string] embedFields

current_user Boolean showMyReleases

start_date Long startDate

end_date Long endDate

task_status Array[string] embedTaskStatusFilter

has_content_items Boolean hasContentFilter

Response Parameters

HTTP Status Code Reason

401 Unauthorized

403 Forbidden

404 Not Found

Curl

curl -X Get --header "Accept: application/json" "http://<host>:<port>/cdd/design/0000/v1/releases"

Response Body

{

  "data": [

    {

      "applications": [

        {

          "description": "string",

          "id": 0,

          "name": "string"

        }

      ],

      "creationDate": 0,

      "description": "string",
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      "endDate": 0,

      "executionData": {

        "allowedStatuses": [

          "DESIGN"

        ],

        "id": 0,

        "releaseId": 0,

        "status": "DESIGN"

      },

      "id": 0,

      "memberParties": [

        {

          "id": 0,

          "role": "VIEWER"

        }

      ],

      "name": "string",

      "ownerParties": [

        {

          "id": 0,

          "role": "VIEWER"

        }

      ],

      "phases": [

        {

          "approvalGate": "MANUAL",

          "conflicts": [

            {}

          ],

          "description": "string",

          "environments": [

            {

              "application": {

                "description": "string",

                "id": 0,

                "name": "string"

              },

              "applicationVersion": {

                "application": {

                  "description": "string",

                  "id": 0,

                  "name": "string"

                },

                "contents": [

                  {

                    "content": "string",

                    "id": 0

                  }

                ],

                "id": 0,

                "release": {

                  "description": "string",

                  "id": 0,
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                  "name": "string"

                },

                "version": "string"

              },

              "applicationVersionPhase": {

                "description": "string",

                "id": 0,

                "name": "string"

              },

              "description": "string",

              "id": 0,

              "name": "string"

            }

          ],

          "executionData": {

            "allowedStatuses": [

              "DESIGN"

            ],

            "denyStartReason": "PHASE_CONTAINS_TASK_WITH_MISSING_PARAMS",

            "endDate": 0,

            "id": 0,

            "percentCompleted": 0,

            "phaseId": 0,

            "startDate": 0,

            "status": "DESIGN"

          },

          "id": 0,

          "isDisabled": true,

          "maintenanceWindows": [

            {

              "description": "string",

              "endDate": 0,

              "environments": [

                {

                  "application": {

                    "description": "string",

                    "id": 0,

                    "name": "string"

                  },

                  "applicationVersion": {

                    "application": {

                      "description": "string",

                      "id": 0,

                      "name": "string"

                    },

                    "contents": [

                      {

                        "content": "string",

                        "id": 0

                      }

                    ],

                    "id": 0,

                    "release": {
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                      "description": "string",

                      "id": 0,

                      "name": "string"

                    },

                    "version": "string"

                  },

                  "applicationVersionPhase": {

                    "description": "string",

                    "id": 0,

                    "name": "string"

                  },

                  "description": "string",

                  "id": 0,

                  "name": "string"

                }

              ],

              "id": 0,

              "isDisabled": true,

              "name": "string",

              "startDate": 0

            }

          ],

          "name": "string",

          "nextPhase": {

            "id": 0

          },

          "ownerParties": [

            {

              "id": 0,

              "role": "VIEWER"

            }

          ],

          "percentageCompleted": 0,

          "plannedEndDate": 0,

          "plannedStartDate": 0,

          "previousPhase": {

            "id": 0

          },

          "releaseId": 0,

          "tasks": [

            {

              "applicationVersions": [

                {

                  "id": 0

                }

              ],

              "description": "string",

              "executionData": {

                "allowedStatuses": [

                  "DESIGN"

                ],

                "detailedStatusDescription": "string",

                "endDate": 0,
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                "id": 0,

                "percentCompleted": 0,

                "phaseId": 0,

                "startDate": 0,

                "status": "DESIGN",

                "statusDescription": "string",

                "taskId": 0

              },

              "id": 0,

              "isDisabled": true,

              "isMissingParameters": true,

              "name": "string",

              "nextTasks": [

                {

                  "id": 0

                }

              ],

              "ownerParties": [

                {

                  "id": 0,

                  "role": "VIEWER"

                }

              ],

              "phaseId": 0,

              "pluginService": {

                "description": "string",

                "endpointId": 0,

                "endpointName": "string",

                "id": 0,

                "isMissingParameters": true,

                "name": "string",

                "parameters": [

                  {

                    "id": 0,

                    "templateParameterId": 0,

                    "value": "string"

                  }

                ],

                "templateId": 0,

                "templateName": "string"

              },

              "prevTasks": [

                {

                  "id": 0

                }

              ]

            }

          ]

        }

      ],

      "startDate": 0,

      "version": "string"

    }
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  ],

  "pageNumber": 0,

  "pageSize": 0,

  "totalResultsCount": 0

}

Response Code

200

Response Headers

{ "server": "Apache-Coyote/1.1", "x-content-type-options": "nosniff", "x-xss-

protection": "1; mode=block", "cache-control": "no-cache, no-store, max-age=0, must-

revalidate", "pragma": "no-cache", "expires": "0", "x-frame-options": "DENY", "content-

type": "application/json", "transfer-encoding": "chunked", "date": "Tue, 23 Feb 2016

 07:32:11 GMT"}
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Product Names and Abbreviations

Automic Continuous Delivery Director documentation references the following products and abbreviations.

Products

• Rally® (Formerly CA Agile Central)
• Automic® Continuous Delivery Automation  

Abbreviations

• CDD - Automic Continuous Delivery Director
• CDA - Automic® Continuous Delivery Automation
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Product Accessibility Features

CA Technologies is committed to ensuring that all customers, regardless of ability, can successfully use our products and
supporting documentation to accomplish vital business tasks. This section outlines the accessibility features of Automic
Continuous Delivery Director.

  

Product Enhancements

 Automic Continuous Delivery Director offers accessibility enhancements in the following areas:

• Display
• Keyboard
• Mouse

 Note: The following information applies to Windows-based and Macintosh-based applications. Java applications run on
multiple host operating systems, some of which already have assistive technologies available. For assistive technologies
to provide access to programs written in JPL, the programs need a bridge between the native environments and the Java
Accessibility support that is available the Java virtual machine (Java VM). This bridge spans from the Java VM to the
native platform. The bridge is slightly different for each platform. Sun is developing both the JPL and the Win32 sides of
this bridge.

Display

To increase visibility on your computer display, you can adjust the following options:

• Font style, color, and size of items Defines font color, size, and other visual combinations.
• Screen resolution Defines the pixel count to enlarge objects on the screen.
• Cursor width and blink rate Defines the cursor width and blink rate to make the cursor easier to find or minimize

blinking.
• Icon size Defines the size of the icons. You can make icons larger for visibility, or smaller to increase screen space.
• High contrast schemesDefines color combinations. You can select colors that are easier to see.

Keyboard

You can make the following keyboard adjustments:

• Repeat Rate Defines how quickly a character repeats when a key is struck.
• Tones Defines tones when pressing certain keys.
• Sticky Keys Defines the modifier key, such as Shift, Ctrl, Alt, or the Windows Logo key, for shortcut key combinations.

Sticky keys remain active until another key is pressed.

Mouse

You can use the following options to make your mouse faster and easier to use:

• Click Speed Defines how fast to click the mouse button to make a selection.
• Click Lock Sets the mouse to highlight or drag without holding down the mouse button.
• Reverse Action Sets the reverse function that the left and right mouse keys control.
• Blink Rate Defines the cursor blink speed of a cursor that blinks.
• Pointer Options Set the following behaviors:
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– Hide the pointer while typing
– Show the location of the pointer
– Set the speed that the pointer moves on the screen
– Select the pointer size and color for increased visibility
– Move the pointer to a default location in a dialog box

Keyboard Shortcuts (Windows)

The following list shows the keyboard shortcuts that Automic Continuous Delivery Director supports:

Standard keyboard commands:

• Ctrl + X
Cut

• Ctrl + C
Copy

• Ctrl + K
Find Next

• Ctrl + F
Find and Replace

• Ctrl + V
Paste

• Ctrl + S
Save

• Ctrl + Shift+S
Save All

• Ctrl + D
Delete Line

• Ctrl + Right
Next Word

• Ctrl + Down
Scroll Line Down

• End
Line End

 Product-specific keyboard commands: 

Note: Product keyboard shortcuts are specific to UI pages and functions such as releases.

General:

• Question Mark (?)
Show/Hide help Menu for each page

Calendar Page:

• Alt + Shift + Plus symbol (+)
Expand All

• Alt + Shift  + Minus symbol (-)
Collapse All

In Releases:

 201



 Automic® Continuous Delivery Director 7.0

• Alt + Shift + Up arrow
Expand View space

• Alt + Shift + Down arrow
Show panels

• Alt + Shift + p
New Phase

• Alt + Shift + r
Edit Release

• Alt + Shift + b
Return to the Releases view

Keyboard Shortcuts for Product Videos

 Automic Continuous Delivery Director product documentation includes product tutorial videos that are hosted on
YouTube. When you view these product videos, you can use the following keyboard shortcuts:

• Tab
Scrolls forward through the functions

• Tab+Shift
Scrolls backwards

• Enter
Selects the function that is highlighted in a list

• Forward Arrow and Back Arrow
Controls the video volume
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Terms of Service and Privacy

Updated September 12, 2017

I. Introduction

We at CA, Inc. (“we”, us”, “CA”) welcome you to Automic Continuous Delivery Director (the “Service”). These terms of use
(the “Terms”) set forth the legally binding terms and conditions, which are applicable to your use of the Service. Please be
reminded that the Terms constitute an agreement between you and us and define the rights and responsibilities that you
have with respect to the Service. Therefore, we encourage you to carefully familiarize yourself with the Terms.

Your use of the Service constitutes your acceptance of the Terms, whether you purchase the Service, whether we grant
you a free trial of the Service, or whether you are an unregistered visitor accessing, browsing or using portions of the
Service that do not require an account. Consequently, if you do not agree with the Terms, or do not understand them,
please do not use the Service.

From time to time, we may modify or amend the Terms. If we do so, we will post any such modifications or changes in the
Service. If you continue to use the Service following such a posting, you accept any such change or modification.

We wish to remind you that you are solely responsible for any and all software, binary code, source code, data, text,
images, audio, video, ideas, and other content (“Content”) that you provide to the Service, regardless of the form or
manner in which you provide it. Similarly, your use of, or reliance on, any material or content available in or from the
Service is at your own risk.

We will not, under any circumstance, be liable in any way for any Content, including, but not limited to, any errors or
omissions in any material or Content, or any loss or damage of any kind that you incur as a result of your use of, or your
acting in reliance on, any material or Content posted, e-mailed, transmitted, or otherwise made available in the Service.

We may, but have no obligation to:

• Monitor, or moderate any material or content posted in the Service;
• Remove any material or content from the Service; and
• Restrict access to any part of the Service at any time in our sole discretion and without advance notice.

II. Description of the Service and “Free” Terms

The Service allows DevOps teams to accelerate deliveries to market by automating and optimizing the entire delivery
process, end to end. The type of Services available are described at https://cddirector.io. “Release” means the process
of taking a change in software under development to production. “Free” customers are entitled to use the system for
production needs per the license level limitations of two release cycles.

III. Registration

These Terms govern the use of the Service, and by registering with the Service you agree:

• That you are of a legal age to form a binding agreement with us;
• That, if you are entering into the agreement embodied by these Terms on behalf of a corporation or other legal entity,

you represent that you have the authority to bind such entity, its affiliates, and all users who access the Service
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through your account to these Terms, in which case the terms “you” or “your” shall refer to such entity, its affiliates, and
users associated with it.

• To provide true, accurate, current and complete information about yourself as prompted by the registration process;
• To maintain and promptly update the information provided during registration to keep it true, accurate, current, and

complete; and
• That if you provide any information that is untrue, inaccurate, outdated, or incomplete, or if we have reasonable

grounds to suspect that such information is untrue, inaccurate, outdated, or incomplete, we may terminate your user
account and refuse current or future use of the Service.

IV. User Rights  and Account Administration

Subject to these Terms, we grant you a non-exclusive, non-transferable and non-sub-licensable right to use the Service
for your own personal and/or internal purposes and only as set forth in these Terms.

Users of the Service are granted use and access rights in the Service based on their status. When you register to the
Service and make the required payment(s) using an appropriate payment method associated with you or an organization
that you represent, you become an “Owner” of an account in the Service.

Moreover, you agree that from time to time we may change the Service, including any access control functionalities
therein, which may result in changes to access controls in the Service.

V. User Content and Intellectual Property

a) User Content

You acknowledge and agree that you are solely responsible for the Content that you provide to the Service and any and
all activity (including, but not limited to, providing Content to the Service) that occurs under your account (even if such
activity is performed by someone else using your account), and that you have all rights necessary to provide all Content
provided to the Service through your account (“Your Content”). You further acknowledge and agree that Your Content and
your other activities in connection with the Service do not, and will not, violate, infringe, or misappropriate any third party’s
intellectual property right, right of privacy or publicity, or other personal or proprietary right, nor does Your Content contain
any matter that is defamatory, obscene, unlawful, threatening, abusive, tortuous, offensive or harassing.

b) Intellectual Property

(i) General

We respect your right to ownership of Your Content - you own Your Content. Unless specifically permitted by you or as
otherwise set forth herein, your use of the Service does not grant us the license to use Your Content for our commercial,
marketing or any other similar purpose. Nevertheless, you grant us the right and license to use Your Content as required
to provide the Service to you, including but not limited to reproducing, adapting, modifying, publishing, and/or distributing
Your Content as required to provide the Service to you.

Intellectual property laws in the United States and in other countries protect the Service. Aside from Your Content, these
Terms confer only the right to use the Service, while these Terms and the specified license(s) are in effect and they do not
convey any rights of ownership in or to the Service. All right, title and interest, including without limitation any copyright,
patent, trade secret or other intellectual property right related to the Service, including, but not limited to, the look and feel
thereof, will remain our sole property. Any services provided to you under these Terms, and other data or materials that
are prepared in the performance of such services hereunder, and all right, title and interest in the foregoing, will belong
to us. Without limiting the foregoing, you may not duplicate, copy, or reuse any portion of the webpage, source code,
binary code, visual design, functionality, user interface, or any other elements of the Service without expressed written
permission from us.

By providing us with suggestions or feedback about the Service, you thereby grant to us a worldwide, non-exclusive, sub-
licensable, assignable, royalty-free, perpetual, paid-up, irrevocable right (including moral rights) and license to use such
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suggestions or feedback (and all related rights) for any purpose permitted by applicable law, including but not limited to
improving and adding new features to the Service. You further represent that you are legally entitled to grant the above
license and rights.

(ii) Copyright Infringement

For information regarding the Digital Millennium Copyright Act and our policy please see our DMCA Notice [https://
www.ca.com/us/legal/dmca-notice.html].

(iii) User Communities

CA may establish one or more user communities, forums, discussion boards, blogs, portals, or other repositories (each a
“User Community”) to facilitate the sharing of Content among CA and users of the Service. CA may make Content within
a User Community (such Content being “Community Content”) available to users under license terms identified within
the Community. When you post or otherwise provide Your Content within a User Community, such content becomes
Community Content (“Your Community Content”).

You hereby grant to CA a worldwide, non-exclusive, sub-licensable, assignable, royalty-free, perpetual, paid-up,
irrevocable right (including moral rights) and license  to use Your Community Content (and all related rights) for any
purpose permitted by applicable law, including but not limited to improving and adding new features to the Service. You
further represent that you are legally entitled to grant the above license and rights. For avoidance of doubt, the above
grant includes, but is not limited to, the right and license to: (1) reproduce, prepare derivative works of, publicly display,
publicly perform, sublicense, and distribute Your Community Content and the derivative works thereof; and (2) make,
have made, use, offer to sell, sell, import, export, sublicense, and otherwise transfer embodiments of Your Community
Content and the derivative works thereof.

VI. Maintenance and Support

From time to time, we may also provide support services, but you hereby acknowledge that we have no obligation
to provide or continue such support services. If we choose to provide any support services to you, your use of such
support services will be governed by our policies then in force. By providing us with any technical or other information in
connection with the Service or any support services, you thereby grant to us a worldwide, non-exclusive, sub-licensable,
assignable, royalty-free, perpetual, paid-up, irrevocable right (including moral rights) and license to use such information
for our business purposes, including but not limited to providing support for the Service and developing features for the
Service and other CA product offerings. Support for the Service will be provided in accordance with the CA Support
Terms and Conditions for Software as a Service for CA Continuous Delivery Director located at https://support.ca.com/us/
product-content/admin-content/ca-support-policies.html.

VII . Privacy and Security

Your privacy and the protection of personal data about you are very important to us. For a detailed description of how we
collect and use personal data about you, please see our Privacy Statement [http://www.ca.com/privacy] and familiarize
yourself with the choices you can make about the way in which we collect and use personal data about you.

In addition to what is stated in the Privacy Statement, you agree to:

• Respect the privacy of other users;
• Not engage in unauthorized collection of any user’s Content or information, and/or not otherwise access the Service by

automated means (including, but not limited to, so-called bots or scrapers) without an authorization from us;
• Not reveal any personal data related to another individual, including, but not limited to, a person's address, phone

number, e-mail address, social security number, credit card number or other financial information, health information,
or any information that may otherwise be used to track, contact or impersonate another individual; and

• Not provide any false personal data to us or create any user account for anyone other than yourself without such
person's permission.
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Moreover, by using the Service, you consent and agree to the collection and use of certain information about you
and your use of the Service (“Usage Information”) in accordance with our Privacy Statement and applicable laws and
regulations related to personal data. Usage Information may include, but is not limited to, meta-data and operations data
related to Your Content and your use of the Service. You hereby grant to us a worldwide, non-exclusive, sub-licensable,
assignable, royalty-free, perpetual, paid-up, irrevocable right (including moral rights) and license to use such Usage
Information (and all related rights) for any purpose permitted by applicable law, including but not limited to improving and
adding new features to the Service. You further represent that you are legally entitled to grant the above license and
rights.

Please be reminded that you must protect any passwords or other credentials associated with your account(s) for
the Service, and you hereby acknowledge that you take full responsibility for any use of your account(s). You hereby
acknowledge that you bear the full and sole responsibility for adequate security, protection and backup of Your Content.
We disclaim any liability to you for any unauthorized access to or use of any of Your Content, or any corruption, deletion,
destruction, or loss of any of Your Content.

VIII . Export Requirements

You acknowledge that the Service and all Content obtained from the Service is subject to control under U.S. law, including
but not limited to the Export Administration Regulations (15 CFR 730-774), and you agree to comply with all applicable
import and export laws and regulations and further agree that the Service and Content obtained from the Service will not
be exported, re-exported, imported or otherwise transferred in violation of U.S. or applicable foreign law or used for any
purpose connected with chemical, biological or nuclear weapons or missile applications.

You represent that you are not a citizen of or located in any U.S. embargoed country or region on the U.S. OFAC
(Department of Treasury) sanction list, including (as of April 2015) Cuba, Iran, North Korea, Sudan, Syria and Crimea;
are not on a U.S. government prohibited user list posted by the Department(s) of Commerce, State and Treasury; and will
not use the Service or content obtained from the Service for purposes prohibited by U.S. law. You agree that you will not
access, download, use, transfer, post, resell or export the Service or Content obtained from the Service in violation of U.S.
export laws or regulations, or in violation of any applicable local laws or regulations, including but not limited to providing
the Service or Content obtained from the Service to anyone in a U.S. embargoed country or region or to anyone on a U.S.
prohibited user list.

You also acknowledge that all postings of encryption code are controlled under Section 740.13(e) of the Export
Administration Regulations (“EAR”) 15 C.F.R. Parts 730-772 and that you understand and comply with your obligations
under the EAR including the procedures described in: https://www.bis.doc.gov/index.php/forms-documents/doc_view/334-
encryption-export-controls-75-fed-reg-36-482-june-25-2010.

If you are a U.S. Government end user, CA is licensing the Service and Content obtained from the Service to you as a
“Commercial Item” as that term is defined in the U.S. Code of Federal Regulations (see 48 C.F.R. § 2.101), and the rights
we grant to you are the same as the rights we grant to all others under these Terms.

Further information on U.S. government prohibited user lists can be found on the applicable government agency websites
including http://www.bis.doc.gov and http://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern.

IX . General

(i) The Service is Available "AS-IS"

YOUR ACCESS TO AND USE OF THE SERVICE IS AT YOUR OWN RISK. YOU UNDERSTAND AND AGREE THAT
THE SERVICE IS PROVIDED TO YOU ON AN "AS IS" AND "AS AVAILABLE" BASIS, AND WE PROVIDE NO SERVICE
LEVEL AGREEMENTS OR WARRANTIES OF ANY NATURE. WITHOUT LIMITING THE FOREGOING, OUR WE,
AND ALL OF OUR AFFILIATES, DISCLAIM ANY AND ALL WARRANTIES AND REPRESENTATIONS, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS
OR SUITABILITY FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT WITH RESPECT TO THE SERVICE.
WE MAKE NO WARRANTY AND DISCLAIM ALL RESPONSIBILITY AND LIABILITY FOR THE COMPLETENESS,
ACCURACY, AVAILABILITY, TIMELINESS, SECURITY OR RELIABILITY OF THE SERVICE OR ANY CONTENT
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THEREON. WE WILL NOT BE RESPONSIBLE OR LIABLE FOR ANY HARM TO YOUR COMPUTER SYSTEM, LOSS
OF DATA, OR OTHER HARM THAT RESULTS FROM YOUR ACCESS TO OR USE OF THE SERVICE. MOREOVER,
YOU AGREE THAT WE DO NOT HAVE RESPONSIBILITY OR LIABILITY FOR THE DELETION OF, OR THE FAILURE
TO STORE OR TO TRANSMIT, ANY MATERIAL OR CONTENT AND OTHER INFORMATION MAINTAINED IN THE
SERVICE. WE MAKE NO WARRANTY THAT THE SERVICE WILL MEET YOUR REQUIREMENTS OR BE AVAILABLE
ON AN UNINTERRUPTED, SECURE, OR ERROR-FREE BASIS. NO ADVICE OR INFORMATION, WHETHER ORAL
OR WRITTEN, OBTAINED FROM THE SERVICE OR OUR REPRESENTATIVES, WILL CREATE ANY WARRANTY
NOT EXPRESSLY MADE HEREIN.

(ii) Links to Third Party Websites

The Service may contain links to websites owned and/or operated by third parties. Such links are provided for
informational purposes only. We are not responsible for any such third party websites and do not have control over any
materials or content made available therein. Our inclusion of a link to a third party website in the Service does not in
any way imply our endorsement, advertising, or promotion of such websites or any materials or content made available
therein. By accessing a third- party website you accept that we do not exercise any control over such websites or their
content. We have no responsibility for the content or control of any third-party website. We encourage you to familiarize
yourself with the terms of service applicable to any third-party website you may access.

(iii) Limitation of Liability

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, WE AND OUR SUBSIDIARIES, AFFILIATES,
OFFICERS, EMPLOYEES, AGENTS, PARTNERS, CONTRACTORS, VENDORS AND SUPPLIERS WILL NOT BE
LIABLE FOR ANY DAMAGES, LOSS OR LIABILITY, INCLUDING WITHOUT LIMITATION, DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, , EXEMPLARY, CONSEQUENTIAL OR PUNITIVE DAMAGES, INCLUDING WITHOUT
LIMITATION, LOSS OF PROFITS; LOSS OF MONEY; LOSS OF DATA; LOSS OF USE; LOSS OF ANTICIPATED
SAVINGS; ACCRUED BUT WASTED EXPENDITURE; COST OF PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF GOODWILL; LOSS OF TIME; OR OTHER TANGIBLE OR INTANGIBLE LOSSES, RESULTING
FROM (i) YOUR ACCESS TO, USE OF, OR INABILITY TO ACCESS OR USE THE SERVICE; (ii) ANY CONDUCT
OR CONTENT OF ANY THIRD PARTY IN THE SERVICE, INCLUDING WITHOUT LIMITATION, ANY DEFAMATORY,
OFFENSIVE, HARMFUL, OR ILLEGAL CONDUCT OF THE USERS OF THE SERVICE OR THIRD PARTIES; (iii) ANY
CONTENT OBTAINED FROM THE SERVICE; AND (iv) UNAUTHORIZED ACCESS, USE OR ALTERATION OF ANY
MATERIAL OR CONTENT, WHETHER BASED ON WARRANTY, CONTRACT, TORT (INCLUDING NEGLIGENCE)
OR ANY OTHER LEGAL THEORY, WHETHER OR NOT WE HAVE BEEN INFORMED OF THE POSSIBILITY OF
SUCH DAMAGE. IN SOME JURISDICTIONS THE APPLICABLE LAW MAY NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR
EXCLUSION MAY NOT APPLY TO YOU. IN SUCH CASES, OUR LIABILITY WILL BE LIMITED TO THE FULLEST
EXTENT PERMITTED BY APPLICABLE LAW.

 (iv) Indemnity

You agree to indemnify and hold us harmless from any claim or demand, including attorneys' fees, made by any third
party due to or arising out of your breach of these Terms, or your violation of any law or the rights of a third party.
Nothing in these Terms shall be deemed to exclude or limit your liability in respect of any indemnity given by you under
these Terms. We reserve the right to assume the exclusive defense and control of any matter, which is subject to
indemnification under this section. In such case, you agree to cooperate with any reasonable requests assisting our
defense of such matter.

(v) Entire Agreement

These Terms (and an Order Form for the Service, if you execute one) are the entire agreement between you and us
regarding the Service, and the Terms supersede all prior or contemporaneous communications and proposals (whether
oral, written or electronic) between you and us with respect to the Service. If you are eligible to order the Service on an
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Order Form and you execute an Order Form, terms on the Order Form will take precedence over any conflicting terms on
this page.

(vi) Waiver and Severability

Our failure to exercise any rights under these Terms shall not constitute or be deemed a waiver or forfeiture of such rights
or a waiver or forfeiture of such rights in the future. In the event that any provision of these Terms is held to be invalid or
unenforceable by a court or tribunal of competent jurisdiction for any reason, the remaining provisions of these Terms will
remain in full force and effect.

(vii) Governing Law and Resolution of Disputes

The laws of the State of New York (excluding its conflict of laws provisions) will apply to any dispute arising out of or
relating to this Site. All proceedings shall be brought before a court of competent jurisdiction in Suffolk County, New York,
including Federal Jurisdiction. The United Nations Convention on Contract for the International Sale of Goods does not
apply to these Terms and is expressly excluded.

(viii) Usage of Third Party Systems

1. Authentication to the Service is done via third party systems – Google, GitHub, Auth0 or any other authentication
service. The Service retrieves and store the following details: First Name, Last Name, and Email.

2. CA reserves the right to change third party system providers at any time.

X . Contact

The Service is operated and provided by CA, Inc., located at 520 Madison Avenue, 22nd Floor, New York, NY 10022. If
you have any questions about these Terms or the Services, please contact us - support.CDDirector@ca.com.

XI . Term and Termination

The term of this Agreement will commence on the date you start accessing or using the Service (if you purchase through
our website) or the date indicated on your Order Form and will continue until your access and use of the Service is
terminated. All material elements of the Terms (excluding your rights to access and use the Service) shall remain in effect
after your access and use of the Service is terminated. We reserve the right to discontinue offering the Service or to
modify the Service at any time in our sole discretion. Notwithstanding anything contained in these Terms to the contrary,
we may also, in our sole discretion, terminate or suspend your access to and/or use of the Service at any time for any
reason, with or without notice to you. You may also terminate your access and use of the Service at any time. Please be
aware that any such termination and/or suspension may result in the erasure of Your Content within your account.
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Troubleshooting

The content in this section provides information to help you troubleshoot Automic Continuous Delivery Director.

Troubleshooting information is available on the following topics:

• Troubleshoot LDAP Configuration
• Troubleshoot SAML Configuration

Troubleshoot LDAP Configuration
LDAP troubleshooting information is available on the following topics:

  

NOTE

The information in this page is intended for Automic Continuous Delivery Director system administrators.

Test the LDAP Connection

Prior to other troubleshooting activities, we recommend that you test the connection to the LDAP directory server, The
connection test verifies that you can successfully bind (authenticate) to the LDAP system. 

 Follow these steps: 

1. Click the Administration tab and select CDDirector Settings from the drop-down list.
2. Click User management system. 
3. In the User management system page, select Directory Server.
4. Enter values for the following directory settings:

– Host
– Port
– Use a secure directory connection
– LDAP User Name
– LDAP Password
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5. Click Test Connection to test the configuration settings.

Note: The Test Connection command performs a simple connectivity check. Test Connection does not check
authentication or whether there is a directory server at the specified host.

Test Connection Error Messages

If the connection test fails, a connection error icon will

appear: .
Mouse over this icon to see information about the connection issue.

• Server is configured with an unknown host
Diagnosis: A host name resolution issue.

• Server is not accessible
Diagnosis: Either network access to the LDAP port is blocked, or the server you use is not listening on the configured
port.

• Server certificate is not configured correctly
Diagnosis: Two possible causes: a) The Use secure directory connection option is selected but there is no configured
certification for Automic Continuous Delivery Director; b) The LDAP server certificate was imported but Automic
Continuous Delivery Director has not yet been restarted.

• Server user and password mismatch
Diagnosis: The wrong user name or password has been entered.

Why Can't I Save the User Management System Settings?

Symptom: You see an error message when you try to save your user management system settings.  

Diagnosis: The character input limit has been exceeded. You can find additional information in cdd-server.log

Example:

… Caused by: com.mysql.jdbc.MysqlDataTruncation: Data truncation: Data too long for column 'user_dn_pattern'… 

 210



 Automic® Continuous Delivery Director 7.0

Why Can't I Import Users or Groups?

 Symptom 1: You see an error message when you import users or groups.

 Example: 

  

 Solution: Open cdd-server.log and check the syntax in your search patterns

 Example: 

http-apr-7080-exec-7] DEBUG c.c.r.auth.ad.DirectoryServicesUtils - Using the query: (&(objectClass=person)

(cn=*)))

[http-apr-7080-exec-7] DEBUG c.c.r.auth.ad.DirectoryServicesUtils - Using the search base: dc=mylab,dc=local 

[http-apr-7080-exec-7] WARN c.c.r.auth.ad.DirectoryServicesUtils - Failed to finish retrieving user

 information 

javax.naming.directory.InvalidSearchFilterException: Unbalanced parenthesis

 Symptom 2: You retrieve undefined values when you import users or groups:

  

 Solution: Make sure that the attribute settings match your LDAP settings.

 Example: The last name attribute does not exist in the LDAP directory.
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In the LDAP directory, the Last name attribute is appear as sn:

  

Why does the Bad LDAP Configuration Message Appear on Login?

 Symptom: When a user tries to log in in a user management system configured to work with LDAP, they see a 'Bad
LDAP Configuration' message.

 Solution: Check one of the following:

• In the User management system page, is the Group Search filter is empty or not configured correctly?
• Does the user unique ID exist in the LDAP directory? 

NOTE

For more information, see Integrate with a Directory Server.

Troubleshoot SAML Configuration
For Single Sign-On (SSO) to work properly, you must ensure that SAML is properly configured. Many problems with SSO
are likely to be SAML configuration issues.

NOTE

The information in this page is mostly intended for Automic Continuous Delivery Director administrators.

When troubleshooting SAML, you must verify the following items:

• Automic Continuous Delivery Director is configured to enable users to authenticate through SAML when signing in.
• LDAP/Active Directory is configured to complete the authorization mechanism for users signing in with SAML.
• Verify that the SAML identity provider is configured correctly.

Each SAML identity provider has its own configuration requirements. For the following scenarios, Microsoft Active
Directory Federation Services (AD FS) is used as the SAML Identity Provider.
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NOTE
The solutions that are provided on this page are intended to help you check the most likely causes of a SAML
configuration issue. System landscapes are diverse and complex. Therefore, it is not possible to cover every
possible SAML issue that may occur.

Troubleshooting information is available on the following topics:

Why must I enter a password to log in after SAML is enabled?

NOTE
Applies to: OnPrem and SaaS

Symptom

You have set the properties in the SAML Configuration page to enable SSO in Automic Continuous Delivery Director . 
Because SSO is enabled, users should not be required to enter their user credentials. However, when a user tries to log
in, they see a popup with a password field: 

Solution

This scenario indicates that Automic Continuous Delivery Director is not configured correctly for SAML. One possible
cause is a keystore-related issue.

Follow these steps:

1. Check the log files for a keystore-related error.
2. Verify that the key that is defined in your Java Keystore (JKS) for Automic Continuous Delivery Director matches the

key that is defined in settings.properties in the following line:

cdd.authentication.key_store.default_key property
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Example:
You see the following information in the log file:

Load location of custom settings from 'C:\Users\smijo01\.cdd\settings.source'.

Key for alias 'cdd' was not found within 'C:\Users\smijo01\.cdd\conf\cdd_keystore.jks'

Failed initializing SAML entities

java.lang.IllegalStateException: Key for alias 'cdd' was not found within 'C:\Users

\smijo01\.cdd\conf\cdd_keystore.jks’

Why do I get the following error message: 'This site can't be reached'?

NOTE
Applies to: OnPrem and SaaS

Symptom

You have configured SAML authentication to enable SSO in Automic Continuous Delivery Director.  However, when a
user tries to log in, they see the following system message:

Solution

This error indicates that the DNS lookup failed because the IP address on the user machine is misconfigured.

The user needs to modify the hosts file on their machine. In Windows, the hosts file is typically located within c:
\windows\system32\drivers\etc\hosts.

Follow these steps:

1. Open the hosts file with a text editor, such as Notepad.
2. Locate the IP address that is associated with your Automic Continuous Delivery Director account and change as

needed.
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Why do I get the following error message: 'InResponseToField of the Response doesn't correspond to sent
message'

NOTE
Applies to OnPrem only

Symptom

A user cannot log in, even though they enter the correct user credentials. The user needs to try to log in again.

Diagnosis

SAML keeps records in the memory with hash tables per HTTP session. When an HTTP session is regenerated
between Automic Continuous Delivery Director and SAML, Automic Continuous Delivery Director is redirected. SAML
Spring Implementation cannot find the original HTTP request so this error is generated.
HTTP session regeneration can occur when you move from HTTP to HTTPS. This should not happen because once
HTTPS is configured, the assumption is that HTTP is unavailable.

Regeration can also occur if the first login is with a short DNS hostname (such as smijo01-n7) and SAML redirects to a
long DNS hostname (such as smijo01-n7.ca.com). The URL that SAML uses to redirect back comes from CDD SAML
metadata generation which comes from cdd.url.virtual_ip, cdd.url.port, and cdd.url.schema.

The initial server address of Automic Continuous Delivery Director is different to the redirect server address returned from
the domain identity provider.

Solution

Browse to the formal server address of Automic Continuous Delivery Director.

Why Can't I Log In to Automic Continuous Delivery Director?

NOTE
Applies to: OnPrem only

Symptom

You have attempted to log in to Automic Continuous Delivery Director but you have received an error message.

Diagnosis

If SSO (Single Sign-On) is enabled in your organization and you have been added as a local user, your local user
credentials will not work. Adding a local user does not automatically add the local user SSO credentials to the IdP (Identity
Provider) used for authentication.

Why Can't I Change My Password?

NOTE
Applies to OnPrem only

Symptom

You have accessed User Settings from the initials of your user

account  and
have attempted to change your password but you have received an error message.
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Diagnosis

SSO (Single Sign-On) is enabled in your organization so you authenticate to Automic Continuous Delivery
Director through your SSO user credentials. You cannot reset your SSO user credentials from Automic Continuous
Delivery Director.

Why did I get an error message from my identity provider?

NOTE
Applies to: OnPrem only

Symptom

You have configured SAML authentication to enable SSO in Automic Continuous Delivery Director .  However, when a
user tries to log in, they see the following system message:

You check the identity provider logs.

Example:

Diagnosis

This scenario indicates that the service provider identity has changed.  
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Automic Continuous Delivery Director includes an out-of-the-box service provider ID,  https://
continuous_delivery_director.io. This service provider ID has been changed.

Example:

In settings.properties, the following line:

cdd.authentication.identity_managers.saml.service_provider.id https://continuous_delivery_director.io

Was changed to. 

cdd.authentication.identity_managers.saml.service_provider.id https://this_is_my_cdd_implementation.org

However, the relying trust record has not been updated.

Solution

Perform one of the following actions:

• Either regenerate the Automic Continuous Delivery Director SAML metadata and create a new relying party trust.
• Or simply alter the existing relying party trust with the new service provider ID:
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Where are the endpoints in my identity provider configuration?

NOTE
Applies to: OnPrem only

Symptom

You try to configure your identity provider and a system message appears, indicating that some of your metadata has not
been imported. 

Example:

 You then continue to configure and check to see if your endpoints are set up. The endpoints tab is empty:

Solution

Typically, identity providers, such as AD FS, work only with a secure service provider using HTTPS. Verify that Automic
Continuous Delivery Director is configured correctly for secure configurations.
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For more information, see: Secure Communications.

Also, go to settings.properties and set the following properties:

• cdd.url.schema
Set to https

• cdd.url.port
Set to 8443

Why is there no role assigned to me?

NOTE
Applies to: OnPrem and SaaS

Symptom

A user logs in to Automic Continuous Delivery Director and sees the following system message:

Solution

You can:

• Locate the user in the user management console and change their role.
• For OnPrem only: Configure the directory server that matches the directory SAML is configured with. Then assign

roles to one of the groups the user is a member of.
• For OnPrem only: Or both.

Why do I see an identity provider configuration error?

NOTE
Applies to: OnPrem and SaaS
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Symptom

A user logs in to Automic Continuous Delivery Director and sees the following system message:

Case 1: Typo

You check the logs and see the following messages:

SAML authentication process failed. 

o.s.s.a.AuthenticationServiceException: Error determining metadata contracts

Caused by: o.o.s.m.p.MetadataProviderException: Metadata for issuer 

http://smijo01-w2k12r2-domain.ca.com/AD FS/services/trust wasn't found

Solution

The phrase 'Metadata for Issuer' in the log means that you must check the identifier provider configuration, identify,
and fix the issue.

Example:

In Automic Continuous Delivery Director, in the SAML Configuration page, there is a typo in the Identifier Provider
Issuer field.
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The 'a' is missing in the folder name 'adfs':

Case 2: Wrong Certificate Configured

You check the logs and see the following messages:

SAML authentication process failed. o.s.s.a.AuthenticationServiceException:

 Error validating SAML messageCaused by: o.o.c.SAMLException: Response doesn't

 have any valid assertion which would pass subject validationCaused by:

 o.o.x.v.ValidationException: Signature is not trusted or invalid
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Solution

The phrase 'Signature is not trusted or invalid' in the log means that you must check the certificate that is
provided in the spring_saml_metadata.xml file, identify, and fix the issue.

To view this metadata file, in your browser, enter the following URL:

https://cddirector.io/cdd/saml/metadata

Example:

In the following example, an encryption certificate has been entered instead of the signing certificate:

Case 3: Java Encryption Error Message

You check the logs and see the following messages:

Error decrypting the encrypted data elemento.a.x.s.e.XMLEncryptionException: Illegal key

 sizeCaused by: java.security.InvalidKeyException: Illegal key size

Diagnosis

If you are performing 192-bit or 256-bit AES encryption in Java, the java.security.InvalidKeyException: Illegal key size
error is generated.
This error occurs because AES is limited to 128-bit key size encryption on a default JDK installation.

Solution

For Java 8 with an update level 150 and lower

To perform 192-bit or 256-bit AES encryption, you must download and install Java Cryptography Extension (JCE)
Unlimited Strength Jurisdiction Policy Files.

Follow these steps:

1. Go to the Oracle website and search for ‘Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files’.

2. Depending upon the Java version that is installed on your machine, download the zip file and extract it on your drive.
3. Copy the extracted files to your <JAVA_HOME>/jre/lib/security folder (replacing existing files if necessary).
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4. Restart the server.

For Java 8 with an update level 151 and higher

Follow these steps:

1. Navigate to the <JAVA_HOME>/jre/lib/security/java.security file.
2. Uncomment the crypto.policy=unlimited directive line.
3. Restart the server.

Case 4: Error Validating SAML Message

Symptom

User encounters an Error Validating SAML message error after entering their credentials in the Automic
Continuous Delivery Director login page.

Diagnosis

An attribute, for example, NameID, is not being sent by the identity provider, for example, AD FS.

Example

The following error message indicates that AD FS is not sending the NameID attribute:

Error while processing request. Please ask your administrator to check the identity

 provider configuration.

Name ID element must be present as part of the Subject in the Response message; please

 enable it in the IDP configuration.Error validating SAML message

This error message indicates that the AD FS is not configured to send the Name ID attribute along with the response.

Resolution

For a system-wide or workspace-wide issue: Verify that the IDP, for example, AD FS, is configured to add the Name ID
attribute. In the AD FS Management Console, check if the claim rule is configured correctly:

For a user-specific issue: Check the identities repository, such as Active Directory, to see if the user record is configured
correctly. 
Example: You notice that the e-mail address is missing.

Why are user management properties missing?

NOTE
Applies to: OnPrem and SaaS

Symptom

You want to configure a user in the User Management page and you see that some properties are missing.

Example:

You want to assign a role to a user and you notice that the email address is missing:
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Solution

Check the configuration in the identity provider. 

Follow these steps:

1. Verify that the user has an email address that is configured in the directory.
2. If the email address is configured correctly, validate the attribute mapping in the identity provider.

In this case, the expected attribute of the email address has been wrongly configured (with a space).

This means that the Automic Continuous Delivery Director service provider cannot find any value for the expected
attribute.

What else can I do to troubleshoot?

NOTE
Applies to: OnPrem

Symptom

None of the solutions on this page helped you and the logs do not reveal anything new.

Solution

Follow these steps:

1. Set the level of the logs to DEBUG. For more information, see Working with Log Files.
2. Add the following packages using the JMX console:
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• org.opensaml

• org.springframework.security.saml

• com.ca.rp.saml
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Documentation Legal Notice

This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred
to as the “Documentation”) is for your informational purposes only and is subject to change or withdrawal by CA at any
time. This Documentation is proprietary information of CA and may not be copied, transferred, reproduced, disclosed,
modified or duplicated, in whole or in part, without the prior written consent of CA.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or otherwise make
available a reasonable number of copies of the Documentation for internal use by you and your employees in connection
with that software, provided that all CA copyright notices and legends are affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the
applicable license for such software remains in full force and effect. Should the license terminate for any reason, it is your
responsibility to certify in writing to CA that all copies and partial copies of the Documentation have been returned to CA
or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENTATION “AS IS”
WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL
CA BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT, FROM
THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST INVESTMENT,
BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF CA IS EXPRESSLY ADVISED IN ADVANCE OF
THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and
such license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is CA.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the
restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)
(3), as applicable, or their successors.

Copyright ©  Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. All
trademarks, trade names, service marks, and logos referenced herein belong to their respective companies.
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