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Getting Started
DX NetOps monitors, stores, analyzes, and displays a massive amount of information for assuring service quality across
large, complex, multi-technology, multi-vendor network infrastructure. The solution helps the largest networks successfully
monetize service offerings while lowering the cost and complexity of service.

Communications service providers can use DX NetOps to improve network monitoring and delivery of revenue-generating
services, such as 4G LTE, Voice over LTE, Mobile Backhaul, Metro Ethernet and more. Enterprises can use DX NetOps
to assure underlying network services for applications that drive their internal business processes and revenue-generating
customer interactions.

Key Features

Very high-scale monitoring architecture on a platform that scales efficiently.

The system architecture provides scale that supports the largest networks.

Unified multi-technology, multi-vendor device monitoring. Certifications for classic network devices and
specialized carrier Ethernet, WiFi offloading, and mobile wireless equipment.

DX NetOps supports the common vendors, metrics, and components in your network infrastructure. The Technology
Certification Portal lists out-of-the-box certifications by Data Aggregator version, vendor certification, and metric families:
http://serviceassurance.ca.com/im

Intelligent analytics, high-scale visualization, and fast processing for instant reporting. Flexible, easily
customizable dashboards and reports.

The customizable dashboards and views provide flexible visualization. For example, a regional manager uses a
dashboard that pins views to each site group in that region and systems administrator uses a dashboard to monitor all
servers. Dashboards show information that is scoped to customizable groups. Context pages show information that is
related to a specific item in the system. Views provide visualization options. For more information, see Dashboards,
Context Pages, and Views.

Predictive analytics to give a complete, unencumbered view of the network, and business key performance
indicators.

Configurable and dynamic projections provide insight into capacity planning and situations to watch. For more information,
see Scorecard Projections and Metric Projection.

Support for modern network monitoring.

DX NetOps provides dashboards and views designed for modern network monitoring. For information, see Modern
Network Monitoring.

Onboard
The first time you log in to DX NetOps, you complete a simple onboarding process.

The NetOps Gateway is a VPN client. Install it on a machine behind your firewall. Enable communication with your
network devices and the cloud.

NOTE
Ensure the NetOps Gateway can phone home. TCP port 443 outbound from the NetOps Gateway to the internet
must be open.

The machine where you install the NetOps Gateway must meet the following minimum requirements:
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• Red Hat Enterprise Linux (RHEL) 7.x or Linux CentOS 7.4 or higher
• 2 or more CPUs
• 4 GB of available memory

Follow these steps:

1. Download the NetOps Gateway.
2. Copy the Install_NetOps.tar package to a target system.
3. Extract the contents of the package tarball into a temporary location using the tar extraction utility:

tar -xvf Install_NetOps.tar

4. Run the NetOps install script as the root user:
chmod +x install_netops.sh

5. From the wizard, click Next.
6. Verify that the connection is established, and click Next.
7. Complete the following fields:

– IP Domain
If you have multiple IP domains, select the IP domain for discovery.

– Community Name
(SNMPv1/v2c Only) Specify a secure string that lets the data source query the MIB of the associated device. The
community that you supply must provide read access to the device MIB.

– Verify Community Name
Specify the Community Name again for verification.

– Port
Specify the port that is used to make SNMP connections to your devices.
Default: 161

NOTE

This port can also be used to send SNMP traps to trap receivers associated with this profile through
notifications. In this scenario, use 162 by default. For more information, see Configure Notifications.

– IPs/Host
Specify the IP address ranges that you want to discover for IPv4. Range discovery is not supported for IPv6
addresses.

8. Click Discover.
DX NetOps discovers the devices within the specified IP addresses and hostnames, and adds the devices to the
system inventory.

9. Click Done.

Network Discovery and Monitoring
DX NetOps uses ICMP and SNMP to discover your network and uses SNMP to collect performance data. For information
about configuring monitoring, see Determine Monitoring Requirements and Configure Monitoring in a New Environment.

Configurable items in the system control discovery and monitoring:
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• Collections are groups of devices that share monitoring behavior through association with monitoring profiles.
• Discovery profiles identify IP address ranges for the Data Collectors to attempt to discover devices. The discovery

profile defines which SNMP profiles to use to contact devices in the defined IP ranges.
• Metric families are related sets of metrics collected across several technologies. The metric definitions determine

how to report the values for the metrics. Metric families normalize performance data from different devices and device
types.

• Monitoring profiles define the monitoring behavior, poll cycle duration and which metrics to collect, for the associated
device collections.

• SNMP profile include access credentials to use for discovery and monitoring.
• Vendor certifications map the MIB attributes for a particular vendor device to the metrics in supported metric families.

Discovery

During discovery, DX NetOps identifies devices in your network.

1. The Data Aggregator assigns IP addresses in the discovery profile IP ranges to Data Collectors.
2. The Data Collectors determines whether devices respond to ICMP, SNMP, or is a Virtual Network Device.
3. For devices that respond to SNMP, the Data Collector associates the device with a vendor certification and determines

configuration data, which includes the following information:
– The classification of the device, such as router or switch
– The device vendor, such as Cisco or Juniper
– The device type, such as 7700 or 8200

4. Group rules add the devices to collections.
5. The Data Collector uses information in the vendor certifications to identify components for each device.

Monitoring

During operation, the Data Collectors query devices using SNMP MIB requests.

1. For each device, the Data Collector consolidates information from each monitoring profile that is associated with each
collection that the device belongs to.

2. The Data Collector requests each supported metric in each monitoring profile at the fastest rate among all monitoring
profiles for the device.

3. The Data Collector staggers SNMP requests within the time of the poll cycle.
4. The Data Collector batches poll responses and send the messages to the Data Aggregator.
5. The Data Aggregator loads the performance data to the Data Repository.

Non-SNMP Inventory and Performance Data

CA Mediation Manager and DX Virtual Network Assurance collect inventory and performance data and load that data
to DX NetOps through the Data Collectors. If DX NetOps discovers and monitors the same devices through SNMP, the
Data Aggregator deduplicates devices with the inventory collected from CA Mediation Manager and DX Virtual Network
Assurance.

Determine Monitoring Requirements
Before you configure monitoring in a new environment, use the following guidelines to determine the monitoring
requirements of the environment. For basic information about monitoring, see Network Discovery and Monitoring.

To determine the monitoring requirements of the environment, complete the following steps:

After you determine the monitoring requirements, configure monitoring. For more information, see Configure Monitoring in
a New Environment.
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Plan Discovery

Discovery is the process that DX NetOps uses to build an inventory of devices in the network. You can define SNMP
profiles with the authentication credentials to communicate with devices in the network and use discovery profiles to limit
discovery.

For more information, see Configure Monitoring in a New Environment.

Plan Collections and Monitoring Profiles

Collections are system groups that group devices for monitoring. Monitoring profiles control how often to poll devices
and which metrics to collect. Associating a collection with a monitoring profile causes DX NetOps to monitor the devices
according to the parameters in that profile. You can identify a basic set of monitoring profiles and collections up front to
reduce maintenance overhead.

For more information, see Configure Monitoring Profiles.

Plan Metrics

You can assign metric families to each monitoring profile to specify the metrics that the system should collect. Consider
the metrics that are most useful for monitoring the environment.

Example: You might plan to collect the following metric families:

• Interface
• CPU
• Memory
• Disk
• IPSLA
• QoS

Plan Poll Rates

In each monitoring profile, you can specify how frequently to poll for specific metrics.

Example: You might plan to collect metrics at the following poll rates:

• Interface (1 minute)
• Interface (5 minutes)
• CPU (5 minutes)
• Memory (5 minutes)
• Disk (5 minutes)
• IPSLA (5 minutes)
• QoS (5 minutes)

Plan Monitoring Profiles

You can create a matrix like the following example to determine the necessary monitoring profiles:

Polling Rate Interface CPU Memory Disk IPSLA QoS
1 minute yes no no no no no
5 minutes yes yes yes yes yes yes
15 minutes no no no no no no

You can then use the planned metrics and poll rates to plan the monitoring profiles.
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In this example, the administrator plans the following monitoring profiles:

• Fast Interfaces (includes Interface metrics that are polled at 1 minute)
• Standard (includes Interface, CPU, Memory, and Disk metrics that are polled at 5 minutes)
• IPSLA (includes IPSLA metrics that are polled at 5 minutes)
• QoS (includes QoS metrics that are polled at 5 minutes)

You can use monitoring profile filters to refine which managed items the monitoring profile applies.

Plan Collections

Consider each of the managed items as you plan the collections.

In this example, the administrator plans the following collections:

• Fast Interfaces (including WAN links) for association with the Fast Interfaces monitoring profile
• Active Devices (including all active devices with some exceptions) for association with the Standard monitoring profile
• Core Routers (including routers in core) for association with the IPSLA monitoring profile
• Distributed Routers (including routers in the distributed network) for association with the QoS monitoring profile

You can use group rules to refine which managed items the collection applies.

Plan Monitoring Profile Filters

Monitoring profile filters specify criteria that governs which components are monitored. Only the component items that
match the filter criteria are polled for the associated metric family. Filtering limits SNMP traffic and ensures that the system
monitors only relevant components. The filters of each monitoring profile are assessed independently.

Plan Group Rules for Collections

Use rules to keep the collections up-to-date when systems and networks change. Newly discovered items that meet
rule specifications are added to collections. If existing items no longer meet rule requirements, they are removed from
collections. After you create a rule, you can modify it by deleting filters or adding subrules. For more information, see
Manage Group Rules.

Plan Events

An event is a message that provides information about what is happening in DX NetOps. Events provide information
for monitoring the health and status of your system and your environment. All events include basic information, such as
related devices and the time of the occurrence that triggered the event.

For more information, see Events.

Plan Threshold Profiles

Threshold profiles trigger events when specified conditions occur in associated groups. Event rules define the conditions
that trigger events. Each event rule is set to a single metric family, and determines the conditions that cause or clear a
violation. Each threshold profile requires at least one event rule.

For more information, see Configure Threshold Profiles.

Plan Monitoring Profile Event Rules

For thresholds that apply broadly to devices in the network, you can add event rules at the monitoring profile level. For
example, a rule that creates an event whenever CPU utilization exceeds 95 percent could apply to any device. For more
information, see Configure Monitoring Profiles.
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Plan Dashboards

Dashboards contain sets of views that show you polled data as meaningful information. DX NetOps includes several out-
of-the-box dashboards that provide basic information about your infrastructure. To set up dashboards that match your
specific monitoring requirements, create a custom dashboard or edit an out-of-the-box dashboard.

For more information, see Dashboards.

Plan Reports

You can access and share On-Demand reports, which dynamically retrieve the most recent data sets from specific sets of
items or groups. You can also access and share dashboards and views.

For more information, see On-Demand Reports and Share Data with Other Users.

Configure Monitoring in a New Environment
After you install DX NetOps, determine the monitoring requirements of your environment, and configure the system to
monitor your network. For information about determining the monitoring requirements of your environment, see Determine
Monitoring Requirements.

This article discusses the basic procedures and best practices for monitoring. These procedures represent the simplest
methods to begin monitoring. Each procedure includes links to pages that provide more information and details about
complex configurations. Many of these procedures require the Administrator role.

Quickly Discover Devices

Discovery is the process that DX NetOps uses to build an inventory of devices in your network. You can quickly discover
devices without having to configure SNMP profiles and discovery profiles manually.

Follow these steps:

1. Hover over Administration, and click Monitored Items Management: Quick Device Discovery.
2. Complete the following fields:

– IP Domain
If you have multiple IP domains, select the IP domain for discovery.

– Community Name
(SNMPv1/v2c Only) Specify a secure string that lets the data source query the MIB of the associated device. The
community that you supply must provide read access to the device MIB.

– Verify Community Name
Specify the Community Name again for verification.

– Port
Specify the port that is used to make SNMP connections to your devices.
Default: 161

NOTE
This port can also be used to send SNMP traps to trap receivers associated with this profile through
notifications. In this scenario, use 162 by default. For more information, see Configure Notifications.

– IPs/Host
Specify the IP address ranges that you want to discover for IPv4. Range discovery is not supported for IPv6
addresses.

3. Click Discover.
DX NetOps discovers the devices within the specified IP addresses and hostnames, and adds the devices to the
system inventory.
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Configure SNMP Profiles

SNMP profiles provide authentication credentials to communicate with devices in your network.

Follow these steps:

1. Hover over Administration, and click Configuration Settings: SNMP Profiles.
2. Click New.
3. Complete the fields, and change any default settings. Some fields apply only to SNMPv3.

For complete details, see SNMP Profiles.
4. Click Save.

The SNMP profile is added to the system and used for discovery and polling.

Create Discovery Profiles

Discovery profiles specify which devices DX NetOps discovers. Create granular discovery profiles for devices with
different SNMP credentials or different rediscovery schedule. Granular discovery profiles reduce unnecessary SNMP
requests.

Follow these steps:

1. Hover over Administration, and click Monitored Items Management: Discovery Profiles List.
2. Click New.
3. Specify a name for the profile.
4. Specify the IP address, IP ranges, or hostnames to target for discovery.
5. (Optional) Open the SNMP tab, select Use specific list of assigned SNMP profiles, and select the SNMP profiles to

include in discovery.
Using a specific list of SNMP profiles reduces unnecessary SNMP requests.

6. (Optional) Open the Schedule tab, and define a schedule.
During normal operation, discovery runs on a schedule basis to discover new devices in the target range.

7. Click Save.
DX NetOps uses the discovery profile to find devices in your network.

Run Discovery

To build your inventory, use the discovery profiles to run discovery.

Follow these steps:

1. Select the discovery profile.
2. Click Run. You can run discovery only if the State is Ready.

DX NetOps discovers the devices within the specified IP addresses and hostnames, and adds the devices to the
system inventory.
To view a list of the discovered devices, select the discovery profile, and click History.

Configure Monitoring Profiles

Monitoring profiles control how often to poll devices and which information to collect. Metric families are related sets of
metrics that are collected across several technologies. The metric definitions determine how to report the values for the
metrics. Metric families normalize performance data from different devices and device types. Assigned metric families
determine which metrics the system collects. Collections are system groups that group devices for monitoring. Associating
a collection with a monitoring profile causes DX NetOps to monitor the devices according to the parameters in that profile.

For more information, see Configure Monitoring Profiles.
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Configure a Collection

Consider the following best practices for organizing devices into collections for monitoring:

• Create custom collections that match the monitoring requirements in the environment.
– Consider the different layers of the network, access, distribution, and core. Devices in different layers might require

different levels of monitoring.
– Consider which technologies and metric families are required. Metric families that would be applied to all devices,

such as CPU and memory, apply to broad collections. Targeted monitoring, such as QoS and IPSLA, apply to
limited collections.

• Create collections that enable the flexibility to break out monitoring.
– Some devices are included in multiple collections so that specific metric families are polled at different rates.
– Devices in different collections have different filtering criteria.
– Different monitoring requirements depending on importance of device

Follow these steps:

1. Hover over Administration, and click Group Settings: Groups.
2. Select the Collections folder in the left pane.
3. Click Add Group.
4. Specify a name, and click Save.

The collection is created. To add devices to the collection, add rules.
5. Click the Rules tab, and click + Add Rule.
6. Specify a rule name, select devices for the item type, add conditions as required, and click OK.
7. Click Save and Run Rules.

DX NetOps adds the items to the collection.

Create a Monitoring Profile

Consider the following best practices for creating monitoring profiles:

• Copy default monitoring profiles to create customer-specific monitoring profiles. Remove the collections that are
applied to the default monitoring profiles. This model makes it easier to customize and manage device polling.

NOTE

Do not modify the DA Health Fast, Normal, and Slow monitoring profiles. These profiles are used for self-
monitoring of the DX NetOps components.

• For monitoring flexibility, use multiple monitoring profiles. Do not add all metric families that you monitor in your
network to a single monitoring profile.

• Some metric families, such as CPU and Memory, apply broadly to all devices. You can apply a monitoring profile with
these metric families to all-encompassing collections, such as All Routers or All Managed Devices.

• Monitoring profiles control the poll rate. To poll the same metric family on different devices at different rates, create
monitoring profiles with different poll rates. Apply the faster poll rate to a collection that includes only the devices that
require fast polling.

• Monitoring profiles control filtering. If different filtering criteria is required for different sets of devices, create a
monitoring profile for each set of requirements.

• Apply only metric families that are applicable to the items in the associated collections. For example, do not apply
a monitoring profile that contains the VMWare metric families to a collection of routers. Unnecessary metrics add
processing to the Data Aggregator at every change detection period.

Follow these steps:

1. Hover over Administration, and click Monitored Items Management: Monitoring Profiles.
2. Click New, or select an existing profile and click Copy.
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3. Specify a unique profile name and description.
4. Select a poll rate.

TIP

Five minutes is the standard poll rate for most devices in most networks. One-minute polling adds strain to
the system and increases SNMP traffic.

5. To assign the metrics that the system collects for your devices, select metric families.
Example: To report and view port information for your devices, select the Interface metric family.

6. Click Save.

Assign the Collection to the Monitoring Profile

Follow these steps:

1. Select your monitoring profile from the list.
2. Click the Collections tab.
3. Click Manage.
4. Select your collection, and click Save.

DX NetOps uses the metric families in the monitoring profile to poll the items in the collection.

After you configure monitoring, configure reporting. For more information, see Configure Reporting in a New Environment.

Configure Reporting in a New Environment
After you configure monitoring, configure reporting. Reporting in DX NetOps includes dashboards and threshold alerts.
Thresholds and dashboards scope reporting to items in groups.

Group Polled Items

Groups organize items logically for reporting and thresholding. When you view a dashboard, the data is scoped to your
selected group. Individual user profiles are also scoped to particular groups. Each profile is mapped to an initial group that
is the selected context when that user logs in.

TIP

Do not assign All Groups as the default for any users. Because this group includes all items in the system, this
context causes dashboards to load slowly.

Organize your group structure according to business and reporting needs. To create a regional structure that represents
regions, countries, and locations, use site groups. Use custom groups for other types of organizations, such as customers,
services, or technologies.

Threshold profiles apply threshold rules to all items in a group. The group hierarchy requirements for thresholding are
probably different from the requirements for reporting. Create separate groups that address both sets of requirements.
Consider the different layers of the network and how to create thresholds for components in those layers. For example,
you might threshold on CPU, memory, and interface metrics on the core network differently to the distribution layer. Create
multiple groups to apply threshold rules appropriately.

For more information, see Groups, and Manage Groups.

Create a Group

Follow these steps:

1. Hover over Administration, and click Group Settings: Groups.
2. Select a location in the group hierarchy.
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3. Click Add Group.
4. Specify values for the following parameters:

– Group Name
– Description

5. Confirm the setting for the following parameter:
– Include the children of managed items

Adds the children of managed items automatically when the items are added to this group. If you disable this option
and you add a router to the group, the interfaces on that router are not included. Therefore, their data is not visible
in drilldown views.

6. Select Custom from the Group Type list.
If you are creating a Site group, select Site from the Group Type list.
To create a Site group, specify the following parameters:
– Name of the geographical location
– Time zone
– Business hours

7. Click Save.
The new group appears in the Groups tree.

Configure Group Rules

To populate the groups, configure group rules.

Follow these steps:

1. Select the group that you want to add rules to.
2. Click the Rules tab.
3. Click Add Rule.
4. Select the item type to add to the group.
5. Click Add Condition, and define the condition.

– (Optional) To add 'OR' matches, click + at the end of the condition.
– (Optional) To add 'AND' matches, click Add Condition.

6. (Optional) Add more rules. Each item type requires a separate rule.
7. (Optional) To confirm that the new rule includes the correct items, click Preview Results.

The results are shown in the Group Rules Preview window. You can expand each item type to view the items that were
added.

8. Click Save and Run Rules.
DX NetOps saves the rules and populates the group with the specified items.

Build Dashboards

Dashboards contain sets of views that show you polled data as meaningful information. DX NetOps includes several out-
of-the-box dashboards that provide basic information about your infrastructure. To set up dashboards that match your
specific monitoring requirements, create a custom dashboard or edit an out-of-the-box dashboard.

The following video shows how you can customize or create dashboards and context pages to meet your requirements:

Create a Dashboard

If an out-of-the-box dashboard is close to your requirements for a custom dashboard, copy the dashboard as a template
for the new dashboard.
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Follow these steps:

1. Open the dashboard that you want to copy.
2. Click More in the upper right corner, and click Copy Dashboard.
3. Select the dashboard menu where you want the copied dashboard to appear.
4. Specify the name for the dashboard in the dashboard menu.
5. Specify the title that appears at the top of the dashboard page.
6. Click Save.

A copy of the dashboard is created. The new dashboard opens.
Click More in the upper right corner, and click Edit Dashboard.

If none of the existing dashboards are a good template for your requirements, create a dashboard.

Follow these steps:

1. Click the Dashboards tab.
A list of available dashboards appears. Each pane on the page corresponds to a menu.

2. Click Add Dashboard next to the menu where you want the new dashboard to appear.

Customize the Dashboard

Customize the new dashboard to provide the required monitoring information.

Follow these steps:

1. Complete the following fields:
– Dashboard Menu

The menu where the dashboard appears
– Menu Item

The name of the dashboard in the menu
– Dashboard Title
– The name that appears at the top of the dashboard

2. Select a layout template for the dashboard.

TIP

Some views, such as scorecard views and MultiTrend views, include a lot of detail and require more screen
space. These views do not render well in layouts with more than one column.

3. Click and drag views to the page layout. The maximum number of views per dashboard is 25.
4. To customize the view settings, click the Edit (gear) icon for the view.

For more information about configuring views, see Customize Views.

TIP

To limit the list of views, click Select Context, and select a group, item, or device. Views that you add to the
layout are pinned to the selected context.

5. Click Save.
The dashboard is saved, and is added to the selected menu.

Create Threshold Profiles

Threshold profiles trigger events when specified conditions occur in associated groups. Event rules define the conditions
that trigger events. Each event rule is set to a single metric family, and determines the conditions that cause or clear a
violation. Each threshold profile requires at least one event rule.

The following video shows the threshold profile configuration process:
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For more information, see Configure Threshold Profiles.

NOTE

For thresholds that apply broadly to devices in your network, you can add event rules at the monitoring profile
level. For example, a rule that creates an event whenever CPU utilization exceeds 95 percent could apply to any
device. For more information, see Configure Monitoring Profiles.

Create a Threshold Profile

Follow these steps:

1. Hover over Administration, and click Monitored Items Management: Threshold Profiles.
2. Create a folder, or select an existing folder.
3. Click New Profile.
4. Specify the required information.
5. Add event rules to the profile.

a. In the Event Rules pane, click New.
b. Specify the required information for the event rule. The following fields require explanation:

• Duration
Specifies the total amount of time a given condition must be true within the specified Window to generate an
event. The poll cycles that trigger the condition do not need to be consecutive.

• Window
Specifies the overall range of time to evaluate the rule condition.

• Aggregation
Specifies whether the threshold applies to an aggregate value of all components for the device. This field
appears only when you select a supported metric family.

NOTE

Currently, only the Utilization (%) Metric for the CPU and Memory metric families are supported for
aggregation. When you select this option, the event rule must use Fixed Value for the Condition Type.

c. Save the event rule.
6. Click Save.

The threshold profile is added to the system. To generate events, assign the profile to a group.

Assign Groups to a Threshold Profile

Follow these steps:

1. Click the Groups tab in the right-hand pane.
2. Click Manage at the bottom of the screen.
3. Select the groups from the Available Groups tree, and click the right arrow to add it to the Selected list.
4. Click OK.

The groups in the Selected list are assigned to the threshold profile. DX NetOps applies the threshold rules to items in
the assigned groups and creates events.

Get Started as a New User
NetOps Portal is a web-based interface that helps you manage your physical and virtual networks, applications, and
devices. The NetOps Portal context pages, dashboards, and reports show performance data from your network and
systems-monitoring products (data sources). You can compare large amounts of statistical data from multiple sources in
one web page.
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NetOps Portal takes a "performance-first" approach to application service delivery. This approach places End Users in
the primary role. To understand how well an IT organization supports application delivery, use DX NetOps to capture and
analyze data from applications, devices, and the network.

NetOps Portal offers role-specific views of application response times, traffic composition, infrastructure health, and flow-
based diagnostics.

Also, modern network monitoring is available from . This feature enables comprehensive coverage with monitoring that is
scalable and heterogeneous across the greatest number of technology stacks in the following architectures:

• Traditional
• SDN
• SDDC
• SD-WAN
• NFV
• Hybrid-cloud

The following video highlights several key features of the NetOps Portal UI:

Customize Your User Settings

Each user account provides customization options for your personal settings, such as your preferred language for the
NetOps Portal UI.

Follow these steps:

1. Click the link for your user account in the upper-right corner and click User Settings.
2. Modify the following user settings and click Save:

– Preferred Language
Specify a language for the NetOps Portal user interface. NetOps Portal displays the selected language regardless
of the language that is selected for the operating system or for the browser language.

NOTE

For a language to display appropriately, the relevant fonts must be installed.
– Email Address
– Time Zone

The default time zone is UTC (Coordinated Universal Time).

NOTE

Changing the time zone after email schedules are set up in NetOps Portal can cause incorrect times to
appear in the Scheduled Emails UI.

– Time Display Format
Select the default time format, either 12 hours or 24 hours.

– Default Group
This group is the default context when you log in. The list only includes groups from your permission groups.

– Select one of the following options from the View Suppression drop-down:
• Suppress Views

View suppression is enabled and views are hidden.
• Display All Views

View suppression is disabled and all views appear.
– Select one of the following options from the Item Name Display Setting drop-down:
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• Use Display Name
• Use Item Name Alias

For more information, see Customize Your User Settings.

Explore Managed Items

Discover and monitor your managed items (for example, applications, devices, or interfaces). After monitoring is
configured, you can explore your managed items using the Inventory pages or search as a launch point.
For more information, see Configure Monitoring in a New Environment.

Navigate the Inventory

All the managed items that you have permission to view are available from the Inventory. From the Inventory, you can
navigate by item type category (for example, Devices) to lists of those managed items. You can also drill down to the
context page of an individual item for more details.

Follow these steps:

1. Hover over Inventory, and click the item type category to view.
The Inventory for the selected item type category provides minimal information for each item, such as device
hostnames or IP addresses.

NOTE

The list for the selected item type category contains a maximum of 5,000 items. If the number of managed
items for the selected item type category exceeds 5,000, use the search filter in the lower-left corner.

2. Explore the Inventory list:
– To sort by a column, click the column heading.
– To add or remove columns, hover over a column heading, and click the gear icon. Hover over Columns, and select

or clear columns.
3. To drill down to the context page of an individual item, click the item in the list.

For more information, see Inventory Pages and Views.

Search for Managed Items

The global-level search box lets you search for text that is contained in an item string. The search returns inventory lists of
all the managed items that match your search, which are sorted by item type category.

IMPORTANT
If your search string includes the equal sign (=), you must begin your search string with an equal sign (=).

Example:=StringWith=Sign

Follow these steps:

1. Enter a search string in the global search box in the upper-right corner of NetOps Portal. Press Enter:
The search results categorize the items by type.

TIP

To narrow or broaden your search, add the * (asterisk) wildcard character to the search field. The asterisk
is the only supported wildcard character. Using asterisks at the beginning and end of a keyword work like
quotation marks in the search. You can add multiple search words to narrow the search. If you search for
devices using the string “server 192.168*”, the search returns all servers on the 192.168.0.0/16 network.

2. To drill down to the context page for an item, click the item in the list.

For more information, see Search and Filter in CA Performance Center.
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View Performance Data

You can see performance data on dashboards and context pages.

• Dashboard Pages
Provide performance and status data that is scoped to a group. For example, a dashboard page can provide the
average performance of monitored items in a group. Dashboards often provide a drill-down path to more detailed,
related pages from a selected context.

• Context  Pages
Provide focused performance and status data that is scoped to a specific managed item, such as a single router or
server. These pages are available as drill-down links or tabs from dashboard pages.

Dashboards and context pages render views, which report collected data in a chart or a table format. Depending on the
view, the data comes from the various registered data sources. Views that show data for a group contain collated and
aggregated data from data sources. Views that show data for individual items provide a drill-down path to the context
page for the item. For more information, see Views.

The following video examines dashboards and context pages:

View a Dashboard

You can view and filter the performance data on a dashboard with group contexts and time ranges.

The group context lets you filter the data that appears in views on the dashboard. When you select a group for a standard
dashboard, you apply a filter to all views on the page. When you select a group context, items from all subgroups that are
available to you appear in views on the dashboard.

To filter data based on specific time periods, specify time ranges for your dashboards. Changing the time range is useful
for troubleshooting performance issues. For example, you can change the time range to show data from the last seven
days. In this case, the time range helps you to determine whether an issue is occurring regularly.

Follow these steps:

1. To view a dashboard, hover over Dashboards, and click the dashboard.
2. To filter on the group context, do the following tasks:

a. Click the [change] link under the title of the dashboard.
b. Select a group from the group hierarchy.
c. Click OK.

All views on the page with dynamic context are refreshed to reflect the new data context. The change applies until
you log out.

3. To filter on a specific time period, do the following tasks:
a. Click the [change] link in the upper-right corner of the dashboard page.
b. Select a default time period from the list or specify a custom time range.

The selected time range is applied to the dashboard.

For more information, see Dashboards.

View a Context Page

You can access context pages from an inventory list or a dashboard. Unlike standard dashboard pages, item context
pages are clustered in sets of tabbed pages. You can edit the predefined tabs and can change the views that are
displayed on those tabs. You can add tabbed pages. You can also rearrange the tabs in an item context to change their
order.

Follow these steps:

1. To view a context page, from an inventory list or dashboard, do one of the following tasks:
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– Right-click a hyperlink on an item and select a context page tab.
– Click a hyperlink on an item to open the default context page tab.

2. To manage tabs, click the Edit icon in a tab, select one of the menu options, and edit, delete, add, reorder, or restore
tabs as desired.

For more information, Context Pages.

Access and Share Reports

You can access and share On-Demand reports, which dynamically retrieve the most recent data sets from specific sets of
items or groups. You can also access and share dashboards and views.

For more information, see On-Demand Reports and Share Data with Other Users.

Access and Share an On-Demand Report or Dashboard

You can create or access reusable On-Demand report templates, and download a report for sharing. You can also access
a dashboard and download it for sharing.

Follow these steps:

1. Do one of the following tasks:
– Hover over Reports, and click On-Demand Report Templates, and run an existing report template.
– Hover over Dashboards, and select a dashboard.

2. Select one of the following sharing options:
– Click Print, select one of the following options, and download and share the file:

• Print PDF
Select Portrait or Landscape to specify the page layout of the PDF document.

• Print CSV
Select Scaled or Unscaled to specify whether the values in the exported dashboards are scaled. Scaled values
appear with larger units, for example, 1 KB. Unscaled values appear in the raw form for the metric, for example,
1000 bytes.

– If an email server is configured, click Email/Schedule Report, complete the email parameters, and click OK.

Access and Share a View

You can download and share individual views.

Follow these steps:

1. Click the Gear icon in the upper-right corner of a view.
2. Select one of the following options:

– Export CSV (scaled)
Scaled values appear with larger units, for example, 1 KB.

– Export CSV (unscaled)
Unscaled values appear in the raw form for the metric, for example, 1000 bytes.

– Generate URL
Generate a URL for the view and complete the associated parameters.

3. Do one of the following tasks:
– Download and share the file.
– Copy and share the URL.
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Organize Managed Items

A group is a filter definition that functions as a container for managed items. Groups let you logically organize managed
items in a hierarchical tree structure, with each group containing subgroups or managed items. The structure is
propagated to the data sources, where it enables drill down from top-level groups into data from an increasingly narrow
but related context.

If the My Custom Groups feature is enabled for your user account, you can create custom groups. The Groups tree
helps you define relationships, policies, and dependencies among services, devices, applications, locations, and users
within your organization. Then you can create group rules to organize your managed items. The groups that appear in
your My Custom Groups area are visible to only you.

The following video describes custom groups:

Follow these steps:

1. Do one of the following tasks:
– Hover over Administration, and click Group Settings:  Groups.
– Click the name of your user account in the upper-right corner and click My Custom Groups.

2. Select a location for the new group in the Groups tree, and click Add Group.
3. Specify the parameters for the group, and click Save.

The new group appears in the Groups tree.
4. Select the group to which you want to add managed items.

Items that have already been added to this group appear in the right pane.
5. Select the Rules tab, and click Add Rule.
6. Type a name for the rule.
7. Select the type of managed item that you would like to add to the group from the Add drop-down.
8. Specify the conditions for the rule, and click OK.
9. To confirm that the new rule includes the correct items, click Preview Results.
10. Click one of the following options:

– Save
Saves the rules without running them. The group is populated during the next global synchronization, which occurs
approximately every 5 minutes.

– Save and Run Rules
Saves the rules and populates the group immediately.

For more information, see Groups.

Customize Your Experience

You can customize your display settings, dashboards, and views.

The following video shows how you can customize or create dashboards and context pages to meet your requirements:

Customize a Dashboard and its Views

You can edit dashboards to add, remove, rearrange, or customize views. You can also click the Gear icon in the upper-
right corner of any view to edit its settings.

Follow these steps:

1. Click the Dashboards tab, and select a dashboard to edit.
2. In the upper-right corner, click More, and select Edit Dashboard.
3. Change the layout and add or remove views to your layout as desired.
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4. To customize a view, click the Gear icon to the right of the view name in the layout.
5. Update the view settings and click Save.

For more information, see Manage Dashboards, and Customize Views.

Manage Events

An event is a message that provides information about what is happening in DX NetOps. Events provide information
for monitoring the health and status of your system and your environment. All events include basic information, such as
related devices and the time of the occurrence that triggered the event.

To view events, access or add one of the following views:

• Events View
This view displays all the events that occurred in the selected time range for the dashboard. This view can be filtered
for a specific group. This view is the default view in the Events Display dashboard.

• Filtered Event Views
This view includes filters for data source, severity, event type, event subtype, and threshold profile.

You can configure notifications for events that come from a data source to the Event Manager. The incoming events are
evaluated against the conditions that you configure for the notification criteria. Only when the criteria are met does Event
Manager take a notification action. If an event does not trigger a notification, the event can still be displayed in the Event
List.

The following video examines events and notifications:

Follow these steps:

1. Do one of the following tasks:
– Hover over Administration, and click Configuration Settings: Notifications.
– Click the name of your user account in the upper-right corner and click Manage Notifications.

2. Click New, step through the Create Notification wizard, and click Save.

For more information, see Events and Configure Notifications.
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Release Notes
The Release Notes section outlines the new features and current and fixed issues for DX NetOps. In addition, the release
notes contain the Third-Party Software License Agreements, which detail the terms and conditions of using third-party
software in the creation of DX NetOps. Use the release notes as a starting point when you first install, or upgrade to a new
version of DX NetOps.

Recent Key Features

DX NetOps includes the following recent key features:

• Extended Flow Views
• Full PDF and CSV Generation
• Alarms View

New and Updated Technology Certifications
The following certifications are new or updated in this release. The Technology Certification Portal provides the complete
of certifications: http://serviceassurance.ca.com/im/

Vendor Model Version

3Com 3Com Switch 4200G 48-Port 5.20
A10 Networks A10 TH5440S 4.1.1
ADVA AG Optical Networking ADVA FSP150CC-GE112
APCON 4K 4040 3.18.43
Aruba ClearPass C2000V 6.7.8
Aruba Networks Aruba 6000 3.3.2.18
Aruba Networks ClearPass C2000V 6.7.5
AXGATE AXGATE 2.1
Blue Coat Systems Blue Coat Packetshaper 11.10.1.2
Blue Coat Systems CAS S500
Blue Coat Systems SG9000 6.7.3.6
Blue Coat Systems SG9000
Blue Coat Systems SG-S200 6.7.3.2
Blue Coat Systems SG-S400 6.7.4.3
Brocade Communications Systems SilkWorm Switch
CA Technologies SystemEDGE
CheckPoint Firewall 64000 2.6.18
CheckPoint Security Management Server 2.6.18
Cisco 5500 WLC
Cisco 8500 WLC
Cisco 897VAG-LTE-GA-K9 15.7(3)
Cisco 9508 7.0(3)
Cisco ASA5525 9.10(1)
Cisco ASR 1001 15.3(3)
Cisco ASR 1002 15.5(3)
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Vendor Model Version

Cisco ASR 1006 15.4(3)
Cisco ASR 1009-X 16.9.1
Cisco ASR 901 15.6(2)
Cisco C250 UCS
Cisco Cat 2960 48TTS 12.2(50)
Cisco IronPort Mail Gateway Family 11.1.2
Cisco Nexus 7702 7.3(2)
Cisco Nexus 7706 8.3(1)
Citrix NetScaler 12.1
Clickarrray Networks ClickArray 8.5.0.81
F5 Networks/F5 BigIP VCMPGuest 3.10.0-514
FireEye FireEye Security Applications 4.9.86
ForeScout Technologies, Inc CounterACT Appliance 8.0.1
Fortinet FortiGate 12000D
Fraunhofer FOKUS NCM-pfSense 8.0.0.6
Frontier Software Development NetScout Infinistream 2410H 6.1.1
Frontier Software Development NetScout Infinistream 4795H 6.1.1
Frontier Software Development Netscout nGeniusONE Collector Model

VI3300
6.1.1

Gemalto Ezio server
Huawei NE9000 8.190
Juniper MX10003 18.2R2
Juniper MX960 15.1
Juniper PTX 3000 17.3R2
Juniper SRX5800 12.3
Juniper SRX5800 12.3X48
LigoWave LigoWave 7.61
Mediatrix Telecom Inc Mediatrix C715 44.2.1669
Microsoft Windows Server 6.3
net-snmp linux 3.10.0
net-snmp linux 5.3.12
net-snmp linux
Nortel Alteon Application Switch 6420
Nortel Networks Alteon Application Switch VA
Palo Alto Networks PA-800
Panthera Networks, Inc Alcatel NUAGE-VSC 5.3.2
Polycom HDX 8000
Radware AppDirector 1000 AS2
Radware DefensePro
Silver Peak NX11700 2.6.38.6
Solera Networks MUMDCSOLERA
TELDAT TELDAT TV BASE VDSL2/ADSL
TippingPoint Technologies TippingPoint 330
TrendPoint TrendPoint Systems
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Vendor Model Version

Versa-networks FlexVNF
ViaVideo Communications, Inc. Polycom-HDX 8000

Known Limitations
The following limitations have been identified in this release of DX NetOps:

Alarms Tab on Customized Context Pages

The Alarms tab is automatically added to most device-level context pages. For customized device-level context pages,
you must manually add the Alarms tab. If you have many tenants with customized device-level context pages, work with
CA Support to streamline the addition of the Alarms tab.

Apostrophes in Custom Attribute Descriptions

When a custom attribute description contains an apostrophe, the tooltip for the attribute does not render correctly in some
situations.

Deprecated Top Performance by Application View

A change starting with CA Application Delivery Analysis 10.5 deprecated the Top Performance By Application view.
For this version of DX NetOps, the new Port List field replaces the Begin Port and End Port fields.
The deprecated view is now the Top Performance By Application - Deprecated view.
The new Top Performance By Application view was created to replace the deprecated view.
If all versions of CA Application Delivery Analysis have been upgraded to at least version 10.5, administrators can edit the
dashboards and can replace the deprecated view with the new view.
If not all Application Delivery Analysis data sources are above the specified version, administrators can edit the view title
to remove the "Deprecated" text.

Extended Flow Views

You can drill down CA Network Flow Analysis data for an interface within NetOps Portal without having to navigate to CA
Network Flow Analysis.

Extended flow views have the following known limitations:

• The search box on the related table views does not filter the content in the data results.
• Extended flow views on the interfaced context page cannot be exported in a scheduled report.
• Extended flow views on the dashboard page cannot be exported in a scheduled report containing all pages.
• The maximum rows are limited for performance. By default, the Top Selection table views are 1000 rows and the Trend

Table views are 25 rows.
• If the data source is CA Network Flow Analysis 10.x and higher, the links in the charts and tables in the IP

Performance page open the corresponding network flow pages within DX NetOps. If the data source is CA Network
Flow Analysis 9.x and earlier, the links open the corresponding pages in the CA Network Flow Analysis console.

For more information, see Context Pages.

Group Scorecard Table Metric Fields

The first time you edit the view settings for a group scorecard table view you might encounter an issue with the selected
metrics. If you change between Hierarchy Calculate Levels and Metric Calculate Levels, your selected metric fields might
clear. For example, if you select several metric fields, and then change the selection from Device Hierarcy to by Device,
your selected metric fields clear.
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MultiViews

You can now select multiple metrics for MultiViews. However, existing legacy MultiViews remain the same during upgrade
and do not support multiple metrics. If you want an existing view to include multiple metrics, configure a new view in the
dashboard builder.

Screen Reader Limitations

When you use a screen reader with the Chrome browser, the contents of charts (for example, points, legend entries, and
so on) are not read aloud. This issue is cause by a limitation with the Chrome browser. When you use a screen reader
with other browsers including Firefox and Safari, the contents of charts are read alound.

When you use a screen reader to read the contents of charts, the up and down arrow keys are not available. Usually, you
must use the screen reader key in conjunction with the left and right arrow keys to move focus in the chart.

When you use a screen reader to read the contents of grids using Internet Explorer, the tooltips associated with icons in
the grids are not always read aloud due to a limitation in Internet Explorer.

When use a web browser with the zoom setting of the browser set to greater than 100%, the minimum supported browser
window size increases by the zoom factor.  For example, if the zoom setting is set to 200%, the minimum required
browser window width is 2048 pixels (1024 pixels times 2).

SDN/NFV Dashboard Limitations

The VNF Count by Type Stacked Chart in the SDN/NFV Virtual Inventory Overview dashboard does not show data for the
last period. The data for the same period appears when you export the data to a CSV file.

SD-WAN Monitoring

The following limitations apply to SD-WAN monitoring:

• All SD-WAN tunnel reporting is processed at the device component level. Parent devices do not appear in the reported
raw data. The edge device source, and destination, can be manually added to the tabular related reports. Pick the
inventory columns on the rendered grid.

• The SD-WAN tunnel metrics (latency, packet loss, and jitter) do not support minimum, maximum, or baselines variants.
Support for percentile metrics is available, but the support is not provided out-of-the-box and must be configured.

• The Data Aggregator Administration UI lets you configure projection metrics for the SD-WAN tunnel metrics (latency,
packet loss, and jitter). However, these metrics do not have baselines. Therefore, projection metrics are unsupported
for the SD-WAN tunnel metrics.

• No direct reconciliation of the SD-WAN edge devices to SNMP physical devices occurs. Therefore, reporting for the
CPU and Memory utilization of edge devices is done from the virtual host metric family.

• No direct reconciliation of virtual interfaces to SNMP physical interfaces occurs.
• The parented edge device of the tunnel must report the virtual interface of the SD-WAN tunnels. Direct queries by the

tunnel item are unsupported.
• SD-WAN tunnels do not have values in the description fields. The description values are always blank.
• The alias setting for the SD-WAN tunnel items is unsupported.
• The VNA Domain Sites are initially shown as numeric values. The site group can be altered with the Group Admin UI.

Other alterations are not recommended under the SD-WAN Sites group.
• The SD-WAN Tunnel metric family is unsupported for On-Demand reports.
• If you set a custom time range to 30 minutes on an SD-WAN dashboard, the time bar charts and trend views have data

gaps.
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SD-WAN Tunnel and Application Paths Dashboard Limitations

In DX NetOps releases before 3.6, the site selected in the Map view filtered the Time Bar view. In DX NetOps release after
3.6, the selected site in the Map view does not filter this view. However, you can use the search bar to filter the view by
site name. For more information, see Monitor SD-WAN.

Search for NFA Drill-Down Pages

• Search must be on name or description fields.
• Protocol search does not work on the group protocols(ip,ipv6,tcp,udp) as they are not single protocols.
• When searching the Hosts, you must provide the host name without braces. For example, if the host name is

(10.10.1.2), the host name you must search will be 10.10.1.2.
• When searching a conversation, you must use the Server IP or the Client IP. For example, when searching for the

conversation "10.19.19.179 - 10.20.20.179", the search value must be 10.19.19.179 or 10.20.20.179. "10.19.19.179 -
10.20.20.179" is not allowed.               

• For ToS search, search without braces '()' of ToS description.  For example, if the ToS description is ToS 20 (ToS 20),
the search value must be ToS20. For a ToS format like AF12 (DSCP12) ECT=0;CE=1 (ToS 49), the search value must
be AF12 (DSCP12) ECT=0.

• Search does not work on 'other' as it is group of items. 

Theme Deployment Hangs

Theme deployment occasionally hangs when you use the Chrome browser. If this known limitation occurs, deploy the
theme using Firefox or Internet Explorer as your browser.

Use Defaults Button Limitations

A view cannot be converted to report at a group level under the following circumstance:

• A context item filter is applied when adding on-demand reports or dynamic trend views to a page within Dashboard
Builder.

Avoid reverting the view settings with the Use Defaults button at the All Tenant Users level under the following
circumstance:

• You are editing a view that is locked to a device or interface that no longer exists in the system.

If the Use Defaults button is applied, do the following tasks:

• Edit the view twice to restore the metric selection.
• Add a new device or interface to the view before rendering data.

Viptela Inventory Includes Only Devices with Valid Certificates

The Viptela plug-in accurately interprets vEdge devices with "valid" certificate states. The Viptela plug-in cannot accurately
interpret vEdge devices with "invalid" certificate states. If the certificate of a vEdge device is invalidated, the vEdge device
is no longer discovered in the inventory. Associated interfaces are no longer reported, however tunnels are still reported
and reference the interface underlay.

A vEdge device must have a valid security certificate to participate in a Viptela network. You can configure the certificate
state from the vManage Certificates administration page.

To administer a certificate for a vEdge device:

1. Log in to vManage.
2. Select Certificates from the Configuration sidebar drop-down.
3. Select the desired administrative state for the device certificate in the Validate column (Invalid, Staging, Valid).
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For more information, see the Viptela product documentation. Viptela online documentation is available in by clicking the
question mark (?) icon in the top menu bar in vManage.

Viptela Scale Boundary

Viptela has an upper boundary for the number of managed items. For example, depending on the size of your physical
system, more than 1000 vEdge devices might cause issues.

The boundary depends on the following factors:

• Network bandwidth between DX Virtual Network Assurance and vManage
• Number of vEdge devices
• Tunnel topology (for example, hub-and-spoke versus full mesh)
• Number of interfaces
• Number of SLA classes/policies

If the upper boundary is hit, you might notice the following issues:

• 24 hours after a fresh install, the inventory is incomplete.
• Managed items are missing.
• Performance data is missing.
• The performance cycle does not complete within the allotted time (10 minutes for inventory, 30 minutes for

performance).

Third Party Agreements

DX NetOps

Third-party software was used in the creation of DX NetOps. All third-party software has been used in accordance with
the terms and conditions for use, reproduction, and distribution as defined by the applicable license agreements. The
following third-party license agreements are provided in the DX NetOps TPSA files: TPSA

• OpenVPN 2.4.6
• WildFly Swarm 2018.3.3
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Building
To provide data for dashboards and views, DX NetOps collects data from devices in your network. Building includes
information about device management, discovery, and self-certification, and other topics that relate to how DX NetOps
collects data.

SNMP Profiles
SNMP profiles contain the information necessary to enable secure queries of device MIBs. SNMP profiles provide
SNMP parameters to data sources and ensure data security. DX NetOps  supports SNMPv1, SNMPv2c, and SNMPv3.
Community strings and credentials are encrypted in DX NetOps.

DX NetOps uses SNMP profiles during inventory discovery to determine what credentials to use when accessing a device.
Each profile is ranked for device access. During discovery, each profile is tried for device access. The profile with the
highest rank that can access a device is used. If a device that uses an SNMPv1/SNMPv2c profile responds to SNMPv1
and SNMPv2c, the DX NetOps uses SNMPv2c.

Polling devices with SNMPv3 adds an extra load of about 30 percent to the CPU of Data Collectors.

NOTE

To limit the SNMP profiles that are used during discovery, use a specific list of assigned SNMP profiles.

Users with the Administer SNMP Profiles role right can create, edit, and delete SNMP profiles. SNMP profiles are specific
to tenants. The Default Tenant Administrator sees a list of SNMP profiles that are associated with the Default Tenant. In
multi-tenant environments, each tenant administrator sees only the SNMP profiles for that tenant.

To view the list of SNMP profiles, go to Administration, Configuration Settings, and click SNMP Profiles. The list
includes high-level information about the contents of each profile.

Create an SNMP Profile

To enable the system to query devices through SNMP, define SNMP profiles with communication credentials.

This procedure requires the Administer SNMP Profiles role rights.

Follow these steps:

1. Select Administration, Configuration Settings, SNMP Profiles.
2. Click New.
3. Complete the fields, and change any default settings. Some fields apply only to SNMPv3.

– Profile Name
SNMP profile names must be unique, cannot be duplicated across SNMP versions, and are not case-sensitive.

– SNMP Version
Specifies whether the profile uses SNMPv1/v2c or SNMPv3.

– Port
The port that is used to make SNMP connections to devices associated with this profile.
Default: 161

NOTE

This port can also be used to send SNMP traps to trap receivers associated with this profile through
notifications. In this scenario, use 162 by default. For more information, see Configure Notifications.

– User Name
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(SNMPv3 Only) Identifies the user for the profile, whose secret keys were used to authenticate and encrypt the
SNMPv3 packets.

– Context Name
(SNMPv3 Only) Identifies the collection of management information that is accessible by an SNMP entity. An octet
string that is necessary for providing end-to-end identification and for retrieving data from an SNMPv3 agent.

NOTE

The Data Aggregator does not use Context Name on the SNMPv3 profiles to communicate with the
device.

– Community Name
(SNMPv1/v2c Only) Defines a secure string that lets the data source query the MIB of the associated device. The
community that you supply must provide read access to the device MIB.

NOTE

: In the default SNMP profile, the community is 'public'.
– Authentication Protocol

(SNMPv3 Only) Specifies the authentication protocol to use when contacting devices associated with this profile.
The following algorithms for authenticating SNMPv3 packets are supported:
• None
• MD5 (Message Digest 5)
• SHA (Secure Hash Algorithm)

– Authentication Password
(SNMPv3 Only) Specifies the password for authentication using SNMPv3 and the selected authentication protocol.

– Privacy Protocol
(SNMPv3 Only) Specifies the encryption protocol to use for data flows sent to any devices or servers:

NOTE

The privacy protocol option is enabled when authentication is enabled for the profile.

• None
• DES
• AES 128
• Triple DES
• AES 256 with 3DES key

– Privacy Password (SNMPv3 Only)
Defines the password that is used when exchanging encryption keys.

– Use by default for new devices
Specifies whether CA Application Delivery Analysis, CA Network Flow Analysis, and CA Unified Communications
Monitor use this profile to contact any new items. To stop these data sources from using this SNMP profile for
discovery, disable this parameter.

– Use for SNMP SET
The profile provides write credentials on the discovered devices. Profiles with this property do not participate in
device discovery. Associate this profile with devices which require SET authorization.

4. Click Save.
The SNMP profile is added to the system and used for discovery and polling.
NetOps Portal automatically performs a global synchronization to send the profile information to registered data
sources.
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Change SNMP Profile Order

To determine the selection order of SNMP profiles for discovery and polling, change the priority order of the SNMP
profiles. The Order parameter determines which profile DX NetOps uses for polling when the device responds to multiple
profiles.

Changes to the order do not affect existing polled devices. DX NetOps continues to use the associated SNMP profile to
poll those devices.

The new order takes effect in the following situations:

• A new device is discovered.
• An existing device becomes unreachable through SNMP for at least two poll cycles.
• The SNMP profile for a device is deleted.

Administrator users can modify the priority order of SNMP profiles.

Follow these steps:

1. Select Administration, Configuration Settings, SNMP Profiles.
2. Click and drag or use the Move Up and Move Down buttons to change the order.

DX NetOps uses the new order for unreachable devices.

SNMP Profile Changes

When the SNMP credentials on a polled device change, add the new SNMP profile information to DX NetOps. When
the device becomes unreachable with the deprecated SNMP profile for two poll cycles, DX NetOps attempts to contact
the device with other profiles. When DX NetOps successfully contacts the device with an SNMP profile, that profile is
assigned to the device for future polling.

NOTE

To see the SNMP profile that DX NetOps uses to poll the device, go to the administration page for the device.
For more information, see Manage Devices.

Show Secure SNMP Data in Clear Text

By default, secure data is encrypted in the Add and Edit SNMP Profiles pages. To enable an administrator to troubleshoot
issues with SNMP polling, allow that administrator to view secure data in clear text.

By default, this role right is not assigned to any roles. Only the predefined Administrator role can have this role right. Only
Administrator users can modify role rights.

Follow these steps:

1. Select Administration, User Settings, Roles.
2. Select the Administrator role, and click Edit.
3. Select  NetOps Portal , and click Edit.
4. Add the SNMP Clear Text role right to the Selected Rights list, and click OK.
5. Click Save.

Users with the Administrator role are now able to view secure SNMP data in clear text. By default, the predefined
Administrator role is assigned only to the global administrator. To allow another user to view secure SNMP data,
assign the Administrator role to another user account.

IP Domains
IP domains separate monitored devices from different networks to resolve IP address conflicts. For example, you monitor
two networks and each network includes a separate device with the same IP address.
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As a service provider, use IP domains to monitor multiple discrete networks that belong to different customers. Each
customer, or tenant, contains one or more IP domains. The Data Collectors associate managed items and data with the
assigned IP domain. Customer user accounts see only the relevant IP domains. Service provider administrators see the
data from all IP domains.

Administrators and Designers can create custom dashboards to monitor activity on a specific domain or group of domains.

To view IP domains, go to Administration, Configuration Settings, IP Domains.

  

Add or Edit an IP Domain

IP domains are required for monitoring multiple tenants or environments with overlapping IP addresses. Create custom IP
domains so the data sources can associate monitored items with specific domains and tenants.

The Default Domain is automatically created. This domain includes any items that are not assigned to a custom domain in
the data source.

The procedure requires the Administer IP Domains role right.

 Follow these steps: 

1. Select Administration, Configuration Settings, IP Domains.
2. Click New.
3. Specify a name and description.
4. (Optional) Configure a device name alias or interface description override. Click Browse, select the file, and

click Open.
Use a CSV or TXT file with the following format:
IP_Address,name,description,alias/alternate_description

Use the primary IP address of the associated devices. To find the primary IP address, look at the Address column of
the Inventory Devices list.
You can use the same alternate interface descriptions for more than one interface.
 Example: 
172.24.36.107,ethernet_7,vmxnet3 Ethernet Adapter,Connection to Dallas

NOTE

To change or remove an alternate description or device name alias, import a new file. To remove the alias or
alternate description, leave the final column blank. When you remove the alias or alternate description, the
original name or description reappears.

If you use a spreadsheet program to remove all the alternate aliases or descriptions from the file, include a
column heading for that column.

Updates to device name aliases and interface descriptions can take up to 5 minutes to appear.
5. Click Save.

The IP domain appears in the list immediately, and the changes apply to the data sources in the next synchronization.
If you edit an IP domain, historical data for monitored items remains unchanged.

Assign Items to an IP Domain

To add items to an IP domain, associate a Data Collector with the IP domain and create a discovery profile that uses the
IP domain. Each Data Collector associates managed items with a single IP domain. To enable multi-tenant deployments,
assign an IP domain to each Data Collector. Before you install a Data Collector, create the tenants and IP domains that
you require. You can associate multiple Data Collectors with a single IP domain.
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NOTE

 You cannot move items from one IP domain to another.

This procedure requires the Administer Data Sources role right, and the Administrator product privilege for the Data
Aggregator data source.

 Follow these steps: 

1. Select Administration, and click the Data Aggregator data source.
2. Expand System Status, and click Data Collectors.
3. Select an IP domain and a tenant for each Data Collector in the list, and click Assign.

You cannot assign a Data Collector that is monitoring devices other than itself to a different IP domain.
4. Create a Discovery profile that is associated with the IP domain and run discovery.

Delete an IP Domain

When you delete an IP domain, all monitored items in that IP domain are deleted, including historical data.

When you delete an IP domain, associated Data Collectors and discovery profiles become inactive. Assign another IP
domain to continue polling or discovery.

WARNING

 If you want to retain any associated data, do not delete an IP domain. You cannot recover deleted data.

Groups
Groups determine the data that you see in dashboards when you log in. The group that is applied as a filter to the current
dashboard is the group context for that dashboard. When you log in to NetOps Portal, the pages reflect the context of
your default permission group. You can change the default group for your user account to view data from another group in
the dashboards.

Groups are organized into a hierarchical tree structure. The Groups tree helps you define relationships, policies, and
dependencies among services, devices, applications, locations, and users within your organization. Organize your group
structure according to business and reporting needs. To create a regional structure that represents regions, countries,
and locations, use site groups. Use custom groups for other types of organizations, such as customers, services, or
technologies.

Threshold profiles apply threshold rules to all items in a group. The group hierarchy requirements for thresholding are
probably different from the requirements for reporting. Create separate groups that address both sets of requirements.
Consider the different layers of the network and how to create thresholds for components in those layers. For example,
you might threshold on CPU, memory, and interface metrics on the core network differently to the distribution layer. Create
multiple groups to apply threshold rules appropriately.

Tenants include special types of system groups to maintain separation among customer deployments. Tenants can also
contain entire custom grouping structures.

NOTE

The lock icon that appears on a group icon, such as System Groups, indicates that a group cannot be edited.

The following video introduces the concept of groups in DX NetOps:
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System Groups

System Groups are read-only groups that are automatically created based on information from data sources. System
groups can be viewed, applied as permission groups to user accounts, or copied to custom or site groups.

Inventory Group

The Inventory group includes all managed items that are discovered by all registered data sources. This group also
organizes data sources, IP domains, and managed items in subgroups. The Inventory group contains its own system
subgroups to organize managed items by their type.

WARNING

DataSource@Hostname groups, such as DataAggregator@mydahost.ca.com, are not synced to data
sources. These groups cannot be used for reporting, or as default user groups. Using these groups causes
synchronization errors.

The following system groups appear under the Inventory node:

• All Items
Includes subgroups of managed items, which are categorized by type.
– All Pingable Devices

Includes all discovered devices that cannot be contacted using SNMP.
– ESX Hosts

Includes all VMware servers that host virtual machines.
– Interfaces

Includes router and switch interfaces from all data sources.
– Routers

Includes all routers from all data sources.
– Servers

Includes all servers from all data sources.
– CA Application Delivery Analysis Networks

Includes all networks that CA Application Delivery Analysis (CA ADA) has observed. A CA ADA network consists of
an IP address and mask.

– Switches
Includes switches from all data sources.

– Virtual Machines
Includes all virtual machines running on all ESX servers.

• Data Sources
Includes all registered data sources. Each data source has a dedicated group under this node. Some data sources
have their own system subgroups, which appear when you expand the data source group.

WARNING
Some data sources, such as Data Aggregator and Event Manager, do not have groups. The groups are not
designed as reporting groups and might not provide data when selected as the context.

• IP Domains
Includes all custom IP domains that are created by the administrator. Also includes the Default Domain, which contains
all items that are not explicitly assigned to a custom domain.

• VNA Domains
These groups contain hierarchically organized items from DX Virtual Network Assurance. The structure groups the
items into logical reporting groups. Use these groups for reporting. The highest level groups under this node are user
configurable in DX Virtual Network Assurance.
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Collections

The collections group represents the collections of devices. Collections are groupings of devices that are monitored using
the rules that are specified in monitoring profiles. The factory collections are not visible in the Groups tree. Collections
include only devices.

This group lets you create custom collections. Any subgroup that you add to the Collections group is synchronized to the
Data Aggregator as a collection.

Custom Groups

Custom groups create hierarchical levels and organize items into logical relationships within the Groups tree. Custom
groups at the top level of the Groups tree represent geographical, topological, or functional divisions within your
organization. Lower-level custom groups, or subgroups, typically represent one of the following options:

• Applications
• Devices
• Job functions of IT staff
• Services

Only users that have the "Administer Groups Owned by You" role right can create and edit custom groups, which filter the
data in dashboards and views. The group context for a dashboard or view determines the data that is presented.

Custom groups are used to monitor and manage your system. Creating custom groups lets you organize data and assign
operator permissions to access data.

You can use group rules to add items to groups automatically as they are discovered. Setting up rules makes it easier to
populate and maintain groups. You can also populate custom groups by manually adding specific items, such as routers
or interfaces that are logically or geographically related.

Site Groups

Site groups are special custom groups that are based on sites, such as branch offices, or on physical locations, such as
regions or cities. Site groups let you create navigation functions within dashboards to present views across all sites. They
include a Time Zone and a Business Hours parameter to let you see prioritized data from business-critical times of day.

Site groups also provide a granular context to apply to dashboards. For example, after you create a site group for each
of your sites, a single dashboard can individually report on each site. Create a site group for each data center within your
enterprise, and for other major infrastructure locations.

Groups for Multi-Tenant Deployments

When the administrator for the Default Tenant creates at least one tenant, features to support multi-tenancy are enabled.
Multi-tenant deployments consist of multiple discrete enterprises with IP addresses that might overlap. More groups
appear in the Groups tree to let the administrator organize tenant inventories and allocate permissions:

• Defined Tenants
The Defined Tenants group includes all tenants. Tenants are used with IP domains to monitor separate customer
environments with a single NetOps Portal instance. Each tenant can contain multiple subgroups of items that are not
shared among tenants.
Tenant administrators can create custom groups within their tenant. For the global administrator, tenant groups appear
under the Tenant node in the Groups tree.

• Service Provider Global Groups
Service Provider Global Groups contain groups of items that help the global administrator manage tenant
environments. These groups let the administrator visualize and organize shared items, which are not explicitly
associated with a tenant IP domain. The groups that allocate access to data from shared items appear under each
tenant.
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When you expand the top-level Inventory group, the following group appears in a multi-tenant deployment:

• Domains
Includes all custom IP domains that are used to associate managed items with tenants. Also includes the Default
Domain, which contains all items that are not explicitly assigned to a custom domain. For more information, see IP
Domains.

In a multi-tenant deployment, each tenant has its own groups. Tenant users cannot see items outside of the tenant group
unless the global administrator grants access with Service Provider groups.

• Groups (Tenant)
Lets the global administrator or tenant administrator create custom groups. Select this node to enable the Add Group
button.

• Inventory (Tenant)
Includes all managed items that are associated with the tenant IP domains. Items from all registered data sources
might appear in this group.

Each tenant also has the following system subgroups in its Inventory group:

• IP Domains
The IP Domains subgroup represents the IP domains that are associated with this tenant. Any managed items that
have been discovered are associated with this tenant through its IP domains. To see the managed items of the tenant,
click a tenant IP domain in the Groups tree.

• Service Provider Defined Groups
The Service Provider Defined Groups include groups that the global administrator has populated with shared items
that this tenant can access. Use these groups to grant access to data from shared devices to selected tenant user
accounts.
For example, a router that the service provider owns handles traffic from multiple tenant domains. Using Service
Provider Defined groups, the global administrator can allocate tenant access to data from that router. The tenant can
then independently monitor and verify system performance.

• Service Provider Items
Items that are not explicitly associated with a tenant IP domain are automatically placed in the Service Provider Items
group. The global administrator can place these items into Service Provider Defined Groups to allocate tenant access
to data from shared items.

Device Collections
Device collections are logical groupings of monitored devices. Custom device collections provide granular control over
polling. Most deployment require custom device collections. Collections include only devices.

Custom Device Collections

The factory device collections are mostly for use in a lab or in a demo setting. In a real production deployment, the best
practice is to design and configure custom device collections to have granular control over what is being polled. For
example, disable polling of a device by disassociating the device from any other device collection that has monitoring
profiles that are associated to it. If you are associating monitoring profiles to the factory device collections (such as
All Routers), then you cannot stop a single device from being polled. Devices cannot be removed from factory device
collections, so you disassociate the monitoring profiles instead to disable polling. You then create custom device
collections that contain devices that you want to apply the same polling policy to. Associate monitoring profiles (or custom
monitoring profiles) to those custom device collections to begin polling.

Create custom device collections in NetOps Portal, then either synchronize them immediately with Data Aggregator,
or wait for the automatic synchronization. Upon synchronization, Data Aggregator creates the corresponding device
collections for use in monitoring devices.
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Access the Monitoring Configuration menu to see a list of device collections and to see the monitoring profiles that
are applied to each. Administrators can view the device collections for the tenant they are administering. A tenant
administrator can view its own list of device collections.

NOTE

Only users with the Administrator role can create or edit collections because collections control polling.
Collections can significantly impact system load and performance.

Consider the following best practices for organizing devices into collections for monitoring:

• Create custom collections that match the monitoring requirements in the environment.
– Consider the different layers of the network, access, distribution, and core. Devices in different layers might require

different levels of monitoring.
– Consider which technologies and metric families are required. Metric families that would be applied to all devices,

such as CPU and memory, apply to broad collections. Targeted monitoring, such as QoS and IPSLA, apply to
limited collections.

• Create collections that enable the flexibility to break out monitoring.
– Some devices are included in multiple collections so that specific metric families are polled at different rates.
– Devices in different collections have different filtering criteria.
– Different monitoring requirements depending on importance of device

Factory Device Collections

Several factory (out-of-the-box) device collections are provided to get data into your system quickly and test the product.
Devices that are detected during discovery are added to these device collections depending on their type. For example,
routers are added to the factory All Routers device collection. Upon synchronization, these monitored devices are added
to the corresponding device collections in NetOps Portal.

Factory monitoring profiles are then automatically applied to factory device collections, allowing data to be collected
immediately without any intervention on your part. Once this data has been collected, you can run reports on the data to
gain a better understanding of your network.

The following factory device collections are provided:

NOTE
The factory device collections are mostly for use in a lab or in a demo setting. In a real production deployment,
the best practice is to design and configure custom device collections to have granular control and optimal data
collection.

Access the Monitoring Configuration menu to see a list of device collections and to see the monitoring profiles that
are applied to each. Administrators can view the device collections for the tenant they are administering. A tenant
administrator can view its own list of device collections.

All Devices

The All Devices device collection is a factory device collection. Manageable and pingable devices that are detected during
a discovery are automatically placed into the All Devices device collection. Inaccessible devices are not included in the All
Devices device collection.

WARNING
Do not associate monitoring profiles with the All Devices device collection. Doing so can cause extra SNMP
requests being made to pingable-only devices, and can result in sporadic metric family support.
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All Routers

The All Routers device collection is a factory device collection. Routers that are detected during a discovery are
automatically placed into the All Routers device collection.

NOTE
Routers can appear in both the All Routers device collection and the All Switches device collection.

All Servers

The All Servers device collection is a factory device collection. Physical and virtual servers (hosts) that are detected
during a discovery are automatically placed into the All Servers device collection. Network devices such as routers and
switches are not included in the All Servers device collection.

All Switches

The All Switches device collection is a factory device collection. Switches that are detected during a discovery are
automatically placed into the All Switches device collection.

NOTE
Switches can appear in both the All Routers device collection and the All Switches device collection.

All Manageable Devices

The All Manageable Devices device collection is a factory collection. Manageable devices collect advanced performance
statistics and are monitored with a protocol such as SNMP. Manageable devices that are detected during a discovery are
automatically placed into the All Manageable Devices device collection.

Pingable devices can only be monitored for availability and do not provide any additional performance metrics. Therefore,
pingable devices are not included in the All Manageable Devices device collection.

Note: Manageable devices can appear in both the All Devices device collection and the All Manageable Devices device
collection.

All ESX Hosts

The All ESX Hosts device collection is a factory device collection. ESX hosts that are detected during discovery are
placed into the All ESX Hosts device collection automatically.

All Virtual Machines

The All Virtual Machines device collection is a factory device collection. VMware virtual machines that are detected during
discovery are placed into the All Virtual Machines device collection automatically.

All VMware vCenters

The All VMware vCenters device collection is a factory device collection. All servers that are running systemEdge with the
VCAIM that are detected during discovery are placed into the All VMware vCenters device collection automatically.

Manage Groups
Before you create a group, consider the types of access permissions that users require to perform their monitoring duties.
If you are deploying business hours, create a site group. Site groups are custom groups that are based on physical
locations, such as a city, region, office, or campus. They include Time Zone and Business Hours parameters to let you
precisely filter data from business-critical times of day.
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NOTE

The Business Hours feature currently supports filtering only in whole hour increments. Therefore, the feature
offers only whole hour offsets. Time zones with offsets of 30 or 45 minutes are unsupported.

Create groups under the 'All Groups' node in the Groups tree, or within an existing custom or site group. You cannot add
groups to system groups, which appear locked in the Groups tree. However, while the Collections group appears locked,
it can contain child groups, but cannot be modified. To keep reporting times within reasonable limits, a maximum of 2000
child groups is recommended for any parent group.

By default, only users with the Administrator or Tenant Administrator role can administer groups that other users create. To
administer groups that other users created, you need the Administer Groups Owned by You and Others role right added to
your role. With this role right, you can modify child groups that other users created if you have the rights to administer the
parent group.

WARNING
If you create a group for a Data Aggregator data source, limit the group membership to 10,000 items, including
the children of managed items. Limiting the number of items keeps reporting times within reasonable limits.

Create or Edit a Group

Follow these steps:

1. Log in as an Administrator or as a user with the 'My Custom Groups' feature enabled.
2. Do one of the following tasks:

– Hover over Administration, and click Group Settings: Groups.
– Click the name of your user account in the upper-right corner and click My Custom Groups.

NOTE

: The groups that you can see are groups that the administrator selected for you, based on your
responsibilities. The custom groups that the administrator created cannot be edited within the My Custom
Groups interface. These read-only groups appear as group references; their properties tab shows a path
to the original group.

3. Do one of the following tasks:
– To add a group, select a location for the new group in the Groups tree, and click Add Group.
– To edit a group, select the group from the Groups tree.

4. Specify or edit the values for the following parameters:
– Group Name

We recommend that you use a strategic naming convention. Do not use the following special characters in group
names:
• |
• /
• \

NOTE

Groups that are synchronized from CA Spectrum retain restricted characters except the backslash (\).
This character is removed from synchronized group names.

– Description
5. Confirm the setting for the following parameter:

– Include the children of managed items
Adds the children of managed items automatically when the items are added to this group. If you disable this option
and you add a router to the group, the interfaces on that router are not included. Therefore, their data is not visible
in drilldown views.
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Default: Selected
6. Select Custom from the Group Type list.

If you are creating a Site group, select Site from the Group Type list.
To create a Site group, optionally specify the following parameters:
– Latitude
– Longitude
– Location
– Elevation
– Time zone
– Business hours

7. Click Save.
The new group appears in the Groups tree. To configure views or on-demand reports with the group, wait for the group
to be synchronized to the data sources.
The group is empty until you add items. You have two options for adding items to a custom group:
– Manually populate the group by adding items in the Manage Groups interface.
– Create rules to manage the group membership.

Add Managed Items to a Group Manually

To populate custom groups manually, add managed items to groups.

NOTE
System groups with a lock symbol in the Groups tree are read-only. You cannot add items to or remove items
from system groups. Custom groups that are created by the administrator are also locked.

Follow these steps:

1. Log in as an Administrator or as a user with the 'My Custom Groups' feature enabled.
2. Do one of the following tasks:

– Hover over Administration, and click Group Settings: Groups.
– Click the name of your user account in the upper-right corner and click My Custom Groups.

3. Select the group from the Groups tree.
Items that have already been added to this group appear in the right pane.

NOTE
Items that are added directly to a group as a manual step appear as Direct Items in the Group Properties
pane. Items that are added to a group as children of a managed item are Inherited Items in the Group
Properties.

4. Click the Items tab in the right pane.
5. Click Add Item Type.
6. Select the type of item to add from the Available Items list.

The available items depend on the item type, the data sources that are registered, and the items that are discovered.
To see more pages of items, click the links below the list. You can also use the Search field to search for an item in the
list.

7. Select items by clicking their checkboxes. Click the checkbox in the table header row to select all items on a page.
8. Click Add Items.

The new items are added to the group.

View Group Membership

View a sortable list of all items that have been added to a system group or custom group on the Manage Groups page.
You can verify group rules, or whether custom scripts have created and populated groups appropriately. You can also view
a list of items in a selected group.
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Use filters to select the types of items that you want to see, such as all items that were added to the group manually.
By default, the list on the Items tab only shows items that are added directly to the group. The items are added either
manually or by application of a rule (Direct items). If you report on a dashboard in the context of a group, all items in the
subgroups of the group appear in the dashboard. The items in the subgroups do not appear on the Group Administration
page.

Follow these steps:

1. Log in as an Administrator or as a user with the 'My Custom Groups' feature enabled.
2. Do one of the following tasks:

– Hover over Administration, and click Group Settings:  Groups.
– Click the name of your user account in the upper-right corner and click My Custom Groups.

NOTE
Users see only the items that are associated with their tenant.

3. Select the group from the Groups tree.
4. Select the Items tab in the right pane.
5. To specify the items to display, select a filter from the Show Items drop-down list.
6. The following membership types are applicable, depending on the type of group that you selected:

– Direct Items
Includes the items that were added directly to the group, either manually or by the application of a rule. You can add
or remove items only when Direct Items is selected. The Added By column indicates whether the item was added
manually or by a group rule.

– Direct and Inherited Items
Includes all items in the group, whether they were added directly or inherited as the children of items that were
added directly.
The check box next to Options on the Properties tab determines the ability to inherit items. Excluded items are not
inherited.

– Inherited Items
Includes only the children of managed items in the group. When you enable inheritance for this group and add a
router, all interfaces that are associated with the router are added to the group.
Inherited items cannot be removed individually. They are automatically removed when the parent item is removed.

– Excluded
Items in this list are not added to the group by group rules. To prevent groups rules from adding an item to the
group, add the item to the Excluded list.
This list also includes manually deleted items if a group rule originally added that item. To add an excluded item to
the group, remove the item from the Excluded list, and run group rules.

7. Select an item type from the list.
A list of all items of the selected type that are included in the group appear.

Manage Group References

A group reference is a copy of another group. Any group that is referenced in the Groups tree has an extra tab in the right
pane.

To view and remove references to that group, use the Remove References tab.

To delete group references, use the References tab for the original group. While deleting a group that has been
referenced deletes all of its references, deleting a group reference does not affect the original group. Deleting a subgroup
that is a reference does not affect the original group or its parent group. To prevent problems when deleting a group that
contains subgroup references, delete all the references before deleting the group.
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Delete Groups

The global administrator can delete custom groups, including groups that belong to any tenants. A tenant administrator
can also delete custom groups that belong to that tenant definition. The subgroups of the deleted group are also
deleted. System groups cannot be deleted.Likewise, the Default Domain group cannot be deleted.

Manage Subgroups
After you have created custom groups, you can populate them by adding subgroups that contain managed items.

Add Subgroups to a Group

To create a hierarchical structure, you can create new groups within custom groups that you previously created. You can
also add an existing group to another group to create a subgroup.

Follow these steps:

1. Navigate to the Manage Groups page.
The current groups appear in a tree structure.

2. Right-click the parent group, and select Add Group.
The Add Group dialog appears.

NOTE

To create a new group under the selected parent group, select the Group Type from the drop-down list, and
click Save.

3. Select the Existing tab.
The Groups tree appears.

4. Select the group that you want to add as a subgroup.
Any subgroups of the selected group are automatically included in the selection.

5. Click Select.
The existing group and all of its subgroups are added to the selected parent group as reference groups.

Copy a Subgroup into a Group

You can copy system groups or other custom groups into high-level groups to create subgroups. When you copy a group,
you create a group reference, which cannot be modified but can be removed. When you copy a group, the original group
displays the Remove References tab in the right pane. Click the Remove References tab to view the locations where
copies of the group have been placed. Any changes that you make to the original group are reflected in all the references
of the group. Removing a group also deletes all of its references.

Follow these steps:

1. Navigate to the Manage Groups page.
The current groups appear in a tree structure.

2. Select the group that you want to copy. All its subgroups are automatically included in the selection.
3. Right-click, and select Copy Group.
4. Select the parent group where you want to add the subgroup.
5. Right-click, and select Paste Group.

The existing group and all its subgroups are copied to the selected parent group.
The group icons indicate that they are read-only group references.
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Manage Group Rules
Use rules to keep custom groups up-to-date when systems and networks change. Newly discovered items that meet
rule specifications are added to groups. Similarly, if the items do not meet rule requirements, or if the items are no longer
monitored, items are removed. After you create a rule, you can modify it by deleting filters or adding subrules.

NOTE

If you remove an item from a group manually, the group rule cannot add the item to the group again.

Create Group Rules

Follow these steps:

1. Log in as an Administrator or as a user with the 'My Custom Groups' feature enabled.
2. Do one of the following tasks:

– Hover over Administration, and click Group Settings:  Groups.
– Click the name of your user account in the upper-right corner and click My Custom Groups.
The My Custom Groups page shows a tree view of group structure and a tabbed view of group properties.

3. Select the group to which you want to add managed items.
Items that have already been added to this group appear in the right pane.

4. Click the Rules tab on the Properties page, and then click Add Rule.
5. Type a name for the rule.
6. Select the type of managed item that you would like to add to the group from the Add drop-down list.

The list might include item types that have not been synchronized to your system. These item types let you create
rules that are applied later when you discover these items. To view the existing item types on your system, see the
Inventory menu.

7. Click Add Condition.
A row of drop-down lists and fields appears.

NOTE

By default, a condition that filters added items to your top-level permission group exists in the list of
conditions. You can adjust the filter to a group of your choice. Filter to the group with the fewest items to
improve rule processing.

8. Select a method for identifying managed items. For example, select Device Type.
The remaining lists are updated to match the type of selected item.

NOTE

If you select a string field like Device Context Type, the 'is equal to' operator returns only exact string
matches (for example, 'server,WirelessController '). Use the 'is like' operator to return matches on a
portion of the string (for example, 'server,WirelessController ’,  ‘device,WirelessController ’,
and ‘router,WirelessController ’). Do not use spaces.

9. Select an operator from the second list. For example, select 'is equal to'.

WARNING
Use CIDR notation for the IP addresses that you specify for the 'is in subnet' and 'is not in subnet' options.
Use dot-decimal notation for the IP addresses that you specify for the 'is between' and 'is not between'
options.

10. (Optional) Enter a text string to match in the remaining condition field. For example, to add all routers and servers in
the Southwest region, enter a string with the appropriate naming convention, such as "sw*".

NOTE
The * wildcard character is accepted in this field for a multicharacter match.
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WARNING

Some methods have a limited list of acceptable condition values. For example, when the method for
identifying managed items is device alarm state, the text value must match one of the actual device alarm
states. Acceptable values are discussed further on this page.

11. (Optional) To add 'OR' matches, click + at the end of the condition.
12. (Optional) To add 'AND' matches, click Add Condition.
13. Click Preview Results to confirm that the new rule includes the correct items.

The results are shown in the Group Rules Preview window. You can expand each item type to view the specific items
that were added.

14. (Optional) Click Add Rule to add other item types to the group.
Each item type requires its own rule.

15. When you have finished creating rules, click one of the following options:
– SaveSaves the rules without running them. The group is populated during the next global synchronization, which

occurs approximately every 5 minutes.
– Save and Run RulesSaves the rules and populates the group immediately.

Edit Group Rules

Follow these steps:

1. Log in as a user with the required administrative role rights.
2. Navigate to the Manage Groups page.

The current groups appear in a tree structure.
3. Expand the All Groups node in the Groups tree.
4. Select the group that contains the rule that you want to modify.
5. Click the Rules tab.
6. Click a rule in the list.
7. Click Edit.
8. Edit existing filters, add filters or subrules, or remove filters or subrules as needed.
9. Click OK.
10. Click Preview Results to confirm that the modified rule adds the appropriate items the group.
11. When you have finished editing the rules, click one of the following options:

– Save
Saves the rules without running them. The group is populated during the next global synchronization. Global
synchronization occurs approximately every 5 minutes.

– Save and Run Rules
Saves the rules and populates the group immediately.

Add a Subrule to a Group Rule

You can add a subrule to any group rule that you have created. As items are discovered during monitoring, group rules
add managed items to a custom group automatically. Subrules extend the rule to other items, or more narrowly define the
filters in the original rule.

Follow these steps:

1. Log in as a user with the required administrative role rights.
2. Navigate to the Manage Groups page.

The current groups appear in a tree structure.
3. Select the group that contains the rule that you want to modify.
4. Click the Rules tab.
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5. Click the rule to expand it.
6. Click Add Subrule.
7. Select the desired options by selecting the Type of the items to add from the dropdown list.
8. Set up filters as needed.
9. Click OK.
10. To confirm that the modified rule adds the appropriate items to the group, click Preview Results.
11. When you have finished editing rules, click one of the following options:

– SaveSaves the rules without running them. The group is populated during the next global synchronization. Global
synchronization occurs approximately every 5 minutes.

– Save and Run RulesSaves the rules and populates the group immediately.

Delete Group Rules

You can delete the rules that you have created. Deleting a group rule removes any items in the group to which the rule is
applied immediately. The items are not deleted from the inventory. They are no longer available on the Items tab for the
affected group.

Follow these steps:

1. Log in as a user with the required administrative role rights.
2. Navigate to the Manage Groups page.

The current groups appear in a tree structure.
3. Select the group with the rule that you want to delete in the Groups tree.
4. Click the Rules tab.
5. Click a rule in the list.
6. Click Delete.
7. Click Delete again.

The rule is no longer applied to the group.

Acceptable Condition Values

Some methods have a limited list of acceptable condition values. For example, when the method for identifying managed
items is device alarm state, the text value must match one of the actual device alarm states.

Device Alarm State

When the method for identifying managed items is device alarm state, the text value must match one of the following
device alarm states:

• NORMAL
• MINOR
• MAJOR
• CRITICAL
• MAINTENANCE
• SUPPRESSED
• INITIAL

View Groups Change Log
Changes that are made to groups are logged in the Groups Change Log. You can use this log to troubleshoot unwanted
changes. The log shows the username of the user who made the change, the time, and the nature of the change. The
log provides a high-level summary of changes without specific details, such as the old name of a group when the name
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is changed. To view the Groups Change Log, a user needs the View Groups Change Log role right. By default, the
Administrator and Tenant Administrator have this role right.

To view the Groups Change Log, click Administration, Groups Change Log. The Owner column specifies the username
of the group creator. The Tenant column specifies the tenant under which the group was created. Customize the groups
change log as follows:

• To change the Group context, click [change] next to 'All Groups'.
• To change the time selection, click [change] next to 'Last Hour'.
• To enable or disable tracking changes for groups, or to set the tracking duration, reach out to CA Support.

Organize Group Items Geographically
As an IT Manager, you have administrator-level access to NetOps Portal. You have registered a data source to monitor
infrastructure usage, status, and performance enterprise-wide. You need to set up NetOps Portal groups to organize
infrastructure monitoring and reporting. For example, place routers and switches in groups according to their data centers.
Group managed items according to their country, region, state, or city.

Geographical Grouping Strategy

Consider a global enterprise, Mod-Lex Corporation, with the following major branch offices:

• Bangalore
• Houston, TX
• London
• San Jose, CA

Mod-Lex has a significant data center at each of these offices. Data centers support branch office operations and smaller
Sales offices nearby.

Mod-Lex also has small branch offices in Austin, TX and Research Triangle Park, NC. The Austin office does not have a
dedicated data center. Its three application servers are connected by a T3 line to the Houston data center. The RTP office
is also connected to the Houston data center. All of its application servers are virtual machines, running on an ESX server
in Houston.

Most IT staff are located at Mod-Lex corporate headquarters in London. The staff have user accounts for NetOps Portal,
most with user-level access. The NetOps Portal server is running in the data center in London. Dedicated IT staff are
assigned to each of the major data centers. Staff charged with monitoring Houston are also responsible for Austin and
RTP.

Here is an example of a grouping strategy that takes geography and logical network structure into account:

 46



 DX NetOps

To monitor the Research Triangle Park (RTP) site effectively, place a copy of the 'Houston\ESX Servers' group into the
RTP group. Metrics from the critical application server are then reflected at the RTP group level. You can ensure that a
user is monitoring that group.

Bangalore, Houston, London, and San Jose are site groups, which can contain subgroups. The Houston Data Center
group contains subgroups to break out different types of infrastructure items to be monitored separately. Individual users
can be granted access to data based on entire sites or on subgroups.

For example, the Network Managers for Houston, Austin, and RTP can access the entire Houston site group,
or they can access the Data Center subgroup. The Austin Network Manager also needs access to the Austin group.
Ensure that any Austin-specific items are added to that group. In this example, the RTP site does not have a dedicated
Network Manager.

Create a Custom Group

NetOps Portal site groups are useful in a geographical grouping strategy. Site groups contain items and subgroups of
items that are grouped by location. Adding site groups to other custom groups in your tree structure allows you to build
geographically and logically organized reports.

Before you create groups, consider the types of access permissions that operators require to perform their monitoring
duties.
Create the site groups:

• London

• San Jose
• Houston
• Bangalore

Create the custom groups:

• Austin
• RTP
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To create the grouping structure, copy the Austin and RTP groups into the Houston site group as subgroups. Problems
that affect users in Austin or Research Triangle Park are visible in dashboard views for the Houston site group. You can
drill down into event or performance information for those specific subgroups. You can quickly pinpoint the source of the
issue.

After you have created custom groups, you can populate groups by adding subgroups that contain managed items. When
you copy a group, you create a group reference. You cannot modify a group reference, but you can remove it. Groups that
have been copied display an extra tab in the right pane. Any changes that you make to the original group are reflected in
all of its references of the group. Removing a group also deletes all of its references.

Add Managed Items to a Group

Add managed items to the subgroups in the Austin and RTP custom groups. For the Austin subgroups, add the three
application servers. For the RTP custom groups, add the virtual machines that run on the ESX server in Houston.

Use Group Rules to Manage Items

Use group rules to keep the Austin and RTP groups up-to-date when systems and networks change. Newly discovered
items that meet rule specifications are added to groups. Similarly, if the items do not meet rule requirements, or the items
are no longer monitored, items are removed.

Mod-Lex consistently uses a geographical prefix to identify the location of devices and servers as they are purchased and
brought into service. For example, the main router that is dedicated to ESX servers in Houston is named 'hou-esx-rtr'. This
naming convention lets us use group rules to group items automatically.

Create a rule to populate the following parent group: 'Houston\Data Center\Application Servers'. Select the parent group in
the group hierarchy to add it as a condition automatically. Add a second condition that prevents routers and switches with
the 'hou' prefix in their names from being placed in the Application Servers group.

Configure Monitoring Profiles
The monitoring profile determines which metric families are collected for all devices in associated device collections and
how often polling occurs. The metric families in the monitoring profiles determine which components are added to the
system for devices in assigned device collections and which metrics are collected for those components.

Monitoring profiles are global across all tenants.

The relationship of monitoring profiles to device collections governs monitoring. Monitoring can be triggered in the
following ways:

• A monitoring profile is associated with a device collection.
• A device is added to a device collection that has an associated monitoring profile.
• A metric family is added to a monitoring profile with an associated device collection.
• A new vendor certification is added for an existing metric family that is polled in a monitoring profile.
• The vendor certification priority changes for a metric family.
• A change occurs on a device. If Automatically Update Metric Families is selected, the change to monitoring occurs

automatically according to the change detection rate. If Automatically Update Metric Families is not selected, the
change to monitoring occurs when you click Update Metric Family on the Polled Metric Families tab of the Monitored
Devices view.

Monitoring Profile Best Practices

Consider the following best practices for creating monitoring profiles:
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• Before you configure monitoring profiles, determine the monitoring requirements.
• Copy default monitoring profiles to create customer-specific monitoring profiles. Remove the collections that are

applied to the default monitoring profiles. This model makes it easier to customize and manage device polling.

NOTE

Do not modify the DA Health Fast, Normal, and Slow monitoring profiles. These profiles are used for self-
monitoring of the DX NetOps components.

• For monitoring flexibility, use multiple monitoring profiles. Do not add all metric families that you monitor in your
network to a single monitoring profile.

• Some metric families, such as CPU and Memory, apply broadly to all devices. You can apply a monitoring profile with
these metric families to all-encompassing collections, such as All Routers or All Managed Devices.

• Monitoring profiles control the poll rate. To poll the same metric family on different devices at different rates, create
monitoring profiles with different poll rates. Apply the faster poll rate to a collection that includes only the devices that
require fast polling.

• Monitoring profiles control filtering. If different filtering criteria is required for different sets of devices, create a
monitoring profile for each set of requirements.

• Apply only metric families that are applicable to the items in the associated collections. For example, do not apply
a monitoring profile that contains the VMWare metric families to a collection of routers. Unnecessary metrics add
processing to the Data Aggregator at every change detection period.

Create Monitoring Profiles

To specify which metrics to gather from which devices and components, create monitoring profiles. For example, create a
custom Systems monitoring profile and configure the profile to poll resource utilization counters only from SNMP.

Monitoring profiles are available in all tenant work spaces. For example, create a "Service Router Monitoring" monitoring
profile and use the profile for all tenants. You do not have to create a separate "Service Router Monitoring" monitoring
profile for each tenant. Device collections that are associated with the monitoring profiles are tenant-scoped.

TIP

To create basic monitoring profiles, copy the out of the box monitoring profiles. Custom profiles provide flexibility.

Only Administrator users in the default tenant can modify monitoring profiles. In an MSP environment, all changes to
monitoring profiles apply to all tenants.

Follow these steps:

1. Go to Administration, and click the Data Aggregator data source.
2. Expand Monitoring Configuration, and click Monitoring Profiles.
3. Click New.

To use an existing profile as a template, select the profile, and click Copy. The copy function does not copy event
rules.

4. Specify a unique profile name and description.
5. Select a poll rate.

– Polling occurs at the fastest rate for all the monitoring profiles that are associated with a device collection.
– Changes to the poll rate take up to two cycles to apply.
– When you use the 60-minute rate for an existing device, a No Data To Display message appears in views with a

time range of Last Hour. If you change the dashboard setting to a prior hour, you can see earlier data. However, the
view does not display the latest data until the new poll cycle completes.

WARNING

One-minute polling on large device collections or devices with many components can affect the
performance of the system.
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NOTE

To poll critical interfaces at a faster rate, use a separate monitoring profile with a filter.
6. (Optional) To detect when the components on a device change, select Enable Change Detection. This option is

enabled by default. If you select this option, configure the behavior:
– Specify the change detection rate. The change detection rate determines how often the system identifies

changes to component items on monitored devices. If a device is associated with multiple monitoring profiles,
change detection occurs as the fastest specified rate. To determine the configuration changes, DX NetOps uses
reconciliation algorithm that is defined in the metric family.

NOTE
Consider how frequently the monitored components on the devices are likely to change. Avoid setting
change detection rates that are more frequent than necessary. Some metrics, such as availability,
never or rarely change. Because change detection uses some system resources, do not enable change
detection for such metrics.

– (Optional) To automatically start monitoring newly detected components, select Automatically Update Metric
Families. To manually control when changes to monitoring occur, clear this option.

NOTE

If you clear this option, the system does not automatically apply changes to monitoring. The Events
Display dashboard displays configuration events for the detected changes. To apply the changes to the
devices, go to the Data Aggregator administration menu, Monitored Devices, and open the Polled Metric
Families tab. Select the appropriate metric family, and click Update Metric Family.

When monitoring changes are applied to devices, components that are no longer detected on the devices are
marked "Not Present".

7. Assign metric families to the Selected Metric Families list.
TIP

By default, all metrics in each selected metric family are collected.
8. Click Save.

The monitoring profile is applied to any assigned collections during the next poll cycle. To start monitoring with a new
monitoring profile, assign the profile to device collections.

Add Event Rules to Monitoring Profiles

Event rules set conditions to trigger Threshold Violation events. Each rule is based on a single metric family and contains
criteria to raise or clear the violation. The event rules apply to each component on all devices in collections that are
assigned to the monitoring profile.

You cannot add event rules to factory monitoring profiles. Only Administrator users in the default tenant can modify event
rules on monitoring profiles.

TIP

For best performance and granular control, configure event rules on threshold profiles instead of monitoring
profiles. For more information, see Configure Threshold Profiles.

Follow these steps:

1. Select a custom monitoring profile.
2. Click the Event Rules tab.
3. Click New to create a rule, or click Edit to modify an existing rule.

For detailed information about creating event rules, see Configure Threshold Profiles.
Events are raised and cleared when the devices in associated collections satisfy the event rule conditions.
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Configure Monitoring Profile Filters

Monitoring profile filters specify criteria that governs which components are monitored. Only the component items that
match the filter criteria are polled for the associated metric family. Filtering limits SNMP traffic and ensures that the system
monitors only relevant components. The filters of each monitoring profile are assessed independently.

WARNING

DX NetOps monitors device components if any of the monitored components pass the filter criteria of any
associated monitoring profile.

NOTE

Monitoring profile filters apply after discovery. The system creates the component items but does not send
SNMP requests to monitor the items. Monitored components are reassessed according to the change detection
interval. Vendor certification filters prevent the creation of component items that do not match the filter criteria.
Vendor certification filters might not recognize changes at the component level. Both filter types reduce SNMP
traffic to the same level. Use vendor certification filters only when the monitoring profile filter cannot filter
component item.

Example: Multi-Rate Polling

You want to monitor all interfaces with 5-minute polling, and one type of interface with 1-minute polling. One monitoring
profile has a poll rate of 5 minutes. This monitoring profile is associated with a device collection. A second monitoring
profile has a poll rate of 1 minute. The interface metric family on that profile has a filter that specifies the type of interface
to poll at a 1-minute interval. This monitoring profile is also associated with the same device collection. DX NetOps polls
the specified interface type at a 1-minute rate and all other interfaces at a 5-minute rate.

Example: How and When Filters Are Combined
You want to apply multiple filter profiles to multiple devices. You want to exclude an attribute from one of the filters.
However, the product Poll filters are not exclusion filters. They are inclusion filters. The product behavior is to poll as much
as you can, as fast as you can. So, if two filter criteria conflict, the product includes interfaces in the polling rather than
exclude them. The following example explains how filtering works and how you can achieve your goal.
For example, you have two filters with the following configuration:

• Filter 1:
(Description contains "Virtual-Access" or Description contains "Tunnel")

• Filter 2:
Name does not contain "Internal"

This situation means that Filter 1 and Filter 2 are OR'ed. Only components that meet the previously mentioned criteria are
polled.
However, if you want to exclude any interfaces that contain "Internal" in the Name attribute, add that filter criteria to each
monitoring profile as an AND. Filter 1 should appear as follows:

• Filter 1:
(Description contains "Virtual-Access" or Description contains "Tunnel") AND (Name does not contain "Internal)

When you have the same devices that are associated to two monitoring profiles, the two profiles must have filter criteria.
In this scenario, effectively, you combine the two filters by stating exclusion criteria in both. Otherwise, the monitoring
profile without the filter causes all components on the device to be polled. Therefore, Filter 2 should appear as follows:

• Filter 2:
(Description contains "Virtual-Access" or Description contains "Tunnel") AND (Name does not contain "Internal)

Configure Profile Filters

Only Administrator users in the default tenant can add or edit monitoring profile filters.
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Follow these steps:

1. Select a custom monitoring profile.
2. In the Metric Families tab, select a metric family.
3. Click Edit Filter.
4. Click the existing AND condition, then click a logic button, such as New AND or New OR.
5. Select an attribute and an operation, and specify a value for the filter condition.
6. Click Add Condition.
7. Create all required filter conditions.
8. Click the Save button.

The filter applies to the selected metric family on the next poll cycle.
When you view metric families the assigned filters, an asterisk (*) appears next to each metric family that does not
have any assigned filters.

NOTE
To clear a filter, select the metric family, and click Clear Filter. The filter is removed on the next poll cycle.

Associate Monitoring Profiles and Collections

To apply the polling behavior of a monitoring profile to devices, associate the profile with a device collection. When
multiple monitoring profiles are associated with a device collection, Data Aggregator uses the fastest specified poll rate.

WARNING

Do not associate monitoring profiles with the All Devices device collection. Doing so can cause extra SNMP
requests being made to pingable-only devices, and can result in sporadic metric family support.

Metric families such as QoS, MPLS, and various Response Path Test metric families can contribute to significant SNMP
requests. For more information about the implications and restrictions of SNMP requests to your network devices, see the
vendor documentation or contact the vendor.

Administrators and Tenant Administrators can modify associations between monitoring profiles and device collections.
Administrators see only the associated device collections for the current tenant.

Assign Collections to Monitoring Profiles

Follow these steps:

1. From the Monitoring Profiles page, select the monitoring profile, and click the Collections tab.
2. Click Manage.
3. Select collections for the Assigned Collections list, and click Save.

The monitoring behavior that is defined in the monitoring profile is applied to the assigned device collections.

Assign Monitoring Profiles to Collections

Follow these steps:

1. From the Collections page, select a collection, and click the Monitoring Profiles  tab.
2. Click Manage.
3. Select monitoring profiles for the Assigned Monitoring Profiles list, and click Save.

The monitoring behavior that is defined in assigned monitoring profiles is applied to the device collection.
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Factory Monitoring Profiles

Factory monitoring profiles let you start monitoring devices in the environment quickly. Factory monitoring profiles are
automatically associated with factory device collections. For example, the Router monitoring profile is associated with the
All Routers device collection.

NOTE
You cannot edit or delete factory monitoring profiles.

The following factory monitoring profiles can have a significant performance impact:

• CBQoS
• MPLS
• Network Interface
• Response Path

Configure Threshold Profiles
Threshold profiles let users monitor specific devices or components, such as interfaces and IPSLA tests. Different
components often require different threshold configuration. Creating threshold profiles lets users determine a threshold
for a given metric or set of metrics. Failing to meet the threshold produces a violation event, and returning to acceptable
operation produces an event which indicates that the violation has been cleared.

Example

You want to monitor the utilization of an interface, and trigger a violation when the utilization is above 75 percent. When
the utilization drops below 75 percent, you want the violation to clear.

• Event Rules
Event rules let users define logic, which uses metric data to determine when a violation of a threshold occurs. Each
event rule uses metrics from a single metric family, and various operators that compare the threshold to the actual
value. Up to five conditions can be added to an event rule, and a violation is produced when the threshold is exceeded.
In the example on this page, at least two rules are needed. One rule determines when the violation occurs, while the
other determines when it is cleared.

• Event Condition
Event conditions automatically appear in a view when all the conditions in a certain event rule are met. Conditions
include "Violation" and "Cleared".

The following video shows the threshold profile configuration process:

Threshold Best Practices

Consider the following best practices when you configure thresholding:

• Apply threshold profiles to groups with specific components instead of devices. This group structure increases the
granularity and flexibility of thresholding.

• Expand threshold monitoring slowly. Start with a small group of components and verify that the monitoring engine does
not become degraded.

• Thresholds on components with 1-minute polling have a high resource cost to the system.
• Threshold evaluations might slow down after a Data Aggregator restart while cached poll data from the the Data

Collectors is processed.

 53



 DX NetOps

Create Threshold Profile

Log in as a user or administrator to create a threshold profile. Users with the Create DA Threshold Profile or the
Administer DA Threshold Profile role right can create threshold profiles.

You can edit or delete exiting threshold profiles.

Follow these steps:

1. Hover over Administration, Data Sources, and click the data source.
2. Expand Monitoring Configuration, and click Threshold Profiles.
3. Create a folder, or select an existing folder.
4. Click New Profile.
5. Specify the required information.
6. (Administrator Only) Select an owner. Only the owner or a user with the Administer DA Threshold Profile role right can

edit the profile.
7. Add event rules to the profile.
8. Click Save.

The threshold profile is added to the system. To generate events, assign the profile to a group.

Add Event Rules

Each event rule is based on a single metric family, and determines the conditions that cause or clear a violation. Each
threshold profile requires at least one event rule.

You can edit or delete existing event rules.

TIP

To use an existing event rule as a template, select an event rule, and click Copy.

Follow these steps:

1. Create or edit a threshold profile.
2. In the Event Rules pane, click New.
3. Specify the required information for the event rule. The following fields require explanation:

– Duration
Specifies the total amount of time a given condition must be true within the specified Window to generate an event.
The poll cycles that trigger the condition do not need to be consecutive.

– Window
Specifies the overall range of time to evaluate the rule condition.

– Aggregation
Specifies whether the threshold applies to an aggregate value of all components for the device. This field appears
only when you select a supported metric family.

NOTE

Currently, only the Utilization (%) Metric for the CPU and Memory metric families are supported for
aggregation. When you select this option, the event rule must use Fixed Value for the Condition Type.

4. Save the event rule.
5. Save the threshold profile.

Duration and Window Example:

A monitored device has a poll rate of 5 minutes. An associated threshold profile has an event rule with a duration of 600
(10 minutes) and a window of 3600 (1 hour). An event does not occur when the conditions are triggered for a single poll
result because the 5-minute poll does not reach the 10-minute duration. The event occurs only if the conditions of the rule
are triggered for a second poll result within one hour of the first triggering poll.
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NOTE

When a threshold is breached, an alarm is created. When the event clears, the threshold is rechecked with the
next poll cycle. If the threshold is breached again, a new alarm is created.

Standard Deviation Event Conditions

Event rules that use standard deviation compare the poll results to the baseline for the device or component. The baseline
and the standard deviation value are calculated for the specific hour of the day of the week. For more information about
these calculations, see Baseline Calculations.

Standard deviation rules are triggered when the value of the metric differs from the baseline by the specified number of
standard deviations. For rules with the Above operator, the rule is triggered when the value of the metric exceeds the
baseline value plus the number of standard deviations. For rules with the Below operator, the rule is triggered when the
value of the metric is lower than the baseline value minus the number of standard deviations.

Example

The baseline is 65% and the standard deviation is 10%. The rules states that an event triggers when CPU utilization is
above 2 standard deviations. This condition triggers when the CPU utilization is greater than 85%.

Percent of Baseline Event Conditions

Event rules that use Percent of Baseline compare the poll results to the calculated baseline plus or minus a percentage
of the calculated baseline for the device or component. An event is triggered when the qualifying poll data meets the
criteria that are specified for a Percent of Baseline event rule condition. Percent of Baseline event conditions are useful
when there is a lot of or very little variation in the metric values. Consider using Percent of Baseline conditions when the
standard deviation is above 3 or extremely low like 0.1 or 0.0.

Examples

The calculated baseline is 60 degrees and the specified Percent of Baseline is 50%. The rule states that an event triggers
when the temperature rises above 50% of the baseline. This condition triggers when the temperature is higher than 90
degrees.

Math: 60 + (+50%*60) = 60 + 30 degrees = 90 degrees

The calculated baseline is 60 degrees and the specified Percent of Baseline is -50%. The rule states that an event triggers
when the temperature falls below -50% of the baseline. This condition triggers when the temperature is lower than 30
degrees.

Math: 60 + (-50%*60) = 60 - 30 degrees = 30 degrees

Assign Groups to Threshold Profile

To generate violation events, associate groups to the threshold profile. Assigning groups to a profile identifies the devices
or components that the profile monitors. When a device is in the group, the threshold profile applies to each component of
the device that supports the selected metric family.

NOTE

Threshold profiles that are assigned to collections apply the event rule only to devices in the collection.
Components and interfaces in the collections are not analyzed. Use custom groups to generate events for
components and interfaces.

Follow these steps:

1. Select a threshold profile from the Folder View or Table View.
2. Click the Groups tab in the right-hand pane.
3. Click Manage at the bottom of the screen.
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4. Select the groups from the Available Groups tree, and click the right arrow to add it to the Selected list.
5. Click OK.

The groups in the Selected list are assigned to the threshold profile.

View Threshold Profile Events

Event rules that you create trigger events when a threshold is violated and when the violation is cleared. The Threshold
Profiles screen shows events that have occurred as a result of specific event rules. In contrast, the Events Display
dashboard shows threshold events that relate to all event rules in all threshold profiles.

Follow these steps:

1. (Administrator) Select Administration, Threshold Profiles.
(User) Click the name of your user account in the upper-right corner and click Manage Threshold Profiles.

2. Select a threshold profile.
3. Click the Events tab.
4. (Optional) Click the Details button.
5. (Optional) Click Change next to the time range, and select a default time range.

You can also select Custom Time Range to set a different time range.

Configure Business Hours Filtering
Business hours represent times of the day and week of increased importance. To filter the data in a dashboard to relevant
hours for capacity planning, apply a business hours definition.

Business hours definitions apply to views that report data from the Data Aggregator. They apply to all the devices and
components in a site group. When the associated group is selected in the context, business hours apply to all applicable
views as you navigate between dashboards. The subtitle of each view indicates whether business hours apply to the view.

Alternatively, apply the business hours filter to a custom view. For more information, see Customize Views.

Business hours filtering is also supported for views on context pages.

Subgroups do not directly inherit business hours and time zone filters from site groups. Associate the business hours
definition with each relevant subgroup. However, when rendering views, these filters apply to all items based on the
selected site group. The filters of the selected site group apply to all items in that group and in any subgroups. When you
change the selected site group to a subgroup, the filters of the parent group are no applicable.

Reference groups inherit associated business hours and time zone filters from original site group.

Business Hours Support and Limitations

Business hours filtering can apply to the data in the following view types:

• Gauge chart
• Pie chart
• Table grid

NOTE

Business hour filtering can apply to the data in a group scorecard trend view only when the resolution is As
Polled or Hourly. The subtitle on the view indicates whether the filtering is applied.

Trend views and heat charts apply shading to show business hours. Shading appears only in the following circumstances:
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• A site group with a business hours filter is specified at the page level.
• A site group with a business hours filter is specified at the view level.
• A business hours time filter is specified at the view level.

NOTE

The data in these views is not limited to the business hours.

Business hours filtering is not supported for the following cases:

• Baseline and projection metrics
• Daily rollup data and any view that shows daily resolution
• Table views in On-Demand reports
• Dashboards with views created with a device or interface context
• Trend charts where the option to enable events is selected

Configure Business Hours Filtering

To apply business hours filtering to views, create a business hours definition and associate the business hours with a site
group. Each definition includes the times of day and days of the week. Select the hours and days that reflect periods of
increased activity. Create definitions for every distinct location in your enterprise.

Only users with the Administer Business Hours role right can add, edit, or delete business hours.

Follow these steps:

1. Select Administration, and click Business Hours.
2. Click New.
3. Specify a name and description.

The name appears when you associate business hours with site groups. The description appears only on the Manage
Business Hours Definitions page.

4. Select the days of the week to include.
5. Select the start time and end time for the business hours from the drop-down lists.

Half-hour increments and time ranges that span through midnight are not supported. The same hours are applied to all
selected days.

6. Associate the business hours definition with site groups:
a. Click Select Site Groups to Associate.
b. Add one or more site groups to the Selected Sites list.
c. Click OK.

NOTE

You can only select site groups that already have a time zone. You can also assign a time zone and business
hours when you create or edit site groups. The Business Hours feature currently supports filtering only in
whole hour increments. Therefore, the feature offers only whole hour offsets. Time zones with offsets of 30 or
45 minutes are unsupported.

7. Click Save.
If you associated the business hours with a site group, the business hours filtering applies to that group. Otherwise, to
apply business hours filtering, associate the definition with a site group.

Schedule Maintenance Indicators
Maintenance indicators represent times when maintenance is occurring. After you schedule maintenance indicators, views
indicate maintenance with shading.
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Maintenance indicators apply to all the devices and components in a site group. When the associated site group is
selected in the context, maintenance indicators appear in applicable views as you navigate between dashboards. The
subtitle of each view indicates whether maintenance indicators apply to the view.

Subgroups do not directly inherit maintenance indicators from the site groups. Associate the maintenance indicators with
each relevant subgroup. However, when rendering views, these filters apply to all items based on the selected site group.
The filters of the selected site group apply to all items in that group and in any subgroups. When you change the selected
site group to a subgroup, the filters of the parent group are no longer applicable.

Reference groups inherit associated maintenance indicators from the original site group.

Maintenance Indicators Support and Limitations

Maintenance indicators can apply to the data in the following view types:

• Trend charts
• Calendar heat charts

Trend views and calendar heat charts apply shading to show maintenance indicators. Shading appears only in the
following circumstances:

• A site group with maintenance indicators is specified at the page level.
• A site group with maintenance indicators is specified at the view level.

NOTE

The data in these views is not limited to the maintenance indicators.

Maintenance indicators are not supported for the following cases:

• Maintenance hours longer than 24 hours
• Daily rollup data and any view that shows daily resolution
• Table views in On-Demand reports
• Views on context pages

Schedule Maintenance Indicators

To apply maintenance indicators to views, create maintenance indicators and associate the maintenance indicators
with a site group. Each definition includes the times of day and day of the week. Select the hours and day that reflect
maintenance periods. Create definitions for every distinct location in your enterprise.

Only users with the Administer Maintenance Indicators role right can add, edit, copy, or delete maintenance indicators.

1. Select Administration, and click Maintenance Indicators.
2. Click New.
3. Specify a name and description.

The name appears on views displaying maintenance indicators. The description appears only on the Manage
Maintenance indicators page.

4. Select the days of the Maintenance Date.
5. Select the start time and end time for the maintenance indicators from the drop-down lists.

Half-hour increments are not supported. The same hours are applied to all selected days.
6. Add one or more site groups to the Selected Sites list.

NOTE

You can only select site groups that already have a time zone. The Maintenance Indicators feature currently
supports filtering only in whole hour increments. Therefore, the feature offers only whole hour offsets. Time
zones with offsets of 30 or 45 minutes are unsupported.
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7. Click Save.
If you associated the maintenance indicators with a site group, the maintenance indicators apply to that group.

Manage Devices
You can view details for monitored devices and can view their associations with device collections, components,
monitoring profiles, and metrics. You can also view a Filter Report. This information helps you see information in context,
such as which monitoring profiles are being used to poll device components.

NOTE
Some features require administrator privileges.

Monitored devices are manageable or pingable (accessible). Inaccessible devices are not monitored devices.

The following device types are supported:

• Routers
• Switches
• Servers
• Pingable Devices

Manage the Device Details

To do any of the following tasks, go to the Details tab of the Monitored Devices page:

• View and edit device details.
• Rediscover a device.
• Reconfigure components for any configuration updates.

Follow these steps:

1. Hover over Administration, and click Monitored Items Management: Monitored Devices.
2. Do one of the following tasks and select a specific device:

– On the Tree View tab, select Device by Collection or Device by Monitoring Profile from the drop-down. Select a
specific device from the corresponding tree view.

– On the Search tab, search by host name, device name, or IP address. You can enter a partial name or IP address
to return a list of devices that contain that partial match. Wildcards and regular expressions are not supported.

3. Select the Details tab. View details for the selected monitored device.
4. Edit any of the following fields:

– IP address
– Data Collector host
– SNMP profile
– SNMP version for the device

5. To rediscover the device, click Rediscover. The following set of attributes can be updated as a result of this discovery:
– System name
– Hostname
– Device type (as it appears in NetOps Portal)
– Location
– Vendor
– Device description
– Device model
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NOTE

You cannot rediscover CAMM devices.
6. To verify that the device was rediscovered, look for the event that the rediscovery triggered.
7. To pause polling of the device, click Stop Polling. Automatic change detection is disabled. You can manually update

metric families or run the rediscovery.

NOTE

You cannot stop the polling of CAMM devices.
8. To resume polling, click Start Polling.
9. To reconfigure components for any configuration updates, see Device Reconfiguration.

View the Polled Metric Families for a Device

To view the components of monitored devices, go to the Polled Metric Families tab of the Monitored Devices page.
View the total set of metric families that are polled on a device and their poll rates. This total set is based on the
consolidation of all the monitoring profiles on the device.

Follow these steps:

1. View the Polled Metric Families table. This table includes the following columns:
– Metric Family

View the metric families polled on the device.
– Vendor Cert

View the vendor certifications that are used for each metric family. When Vendor Cert Priority Grouping is occurring
on a device, more than one row appears on this tab. One row appears for each vendor certification that is used for
a metric family.

– Status
View whether the device supports the metric family.

– Last Discovered
2. View the Components table. This table shows the polling status on the components for a metric family component that

was previously discovered. One of the following values displays in the Status column:
– Active

The component is being polled.

NOTE

CAMM devices show Not Polled in the SNMP Poll Rate column. DX NetOps does not poll CAMM devices.
– Inactive

Polling has stopped on the component because the metric family is no longer monitored for the device.
– Not Present

The component no longer exists on the physical device. Polling is stopped on the component. You can view
historical data for reporting purposes. By default, these components are not synchronized with CA NetOps Portal.
To enable this option, select Synchronize items that are no longer present in the Edit Data Source dialog on the
Manage Data Sources page in NetOps Portal.

3. To reconfigure components for any configuration updates, see Device Reconfiguration.

View More Device Details

To view more device details, go to one or more of the following tabs:

• Monitoring Profiles
Select a device collection to view the associated profiles names. Hover over a profile to see the description.

• Threshold Profiles
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View the threshold profiles that are applied to the selected device due to the groups to which the device belongs.
• Metrics

View a list of metrics that this device supports. Select a metric family to view the following details:
– The backing vendor certification
– The vendor source (the MIB table source is displayed if it is an SNMP vendor certification)
– Whether the metric is collected
– The expression that is used to calculate each metric

• Filter Report
View which interface filter criteria were used during the component monitoring. The tab also shows a report of all of the
interfaces that are identified on the device. The tab shows whether the interfaces matched the specified filter criteria. If
you change the rules on a custom monitoring profile, the Interface Filter Criteria pane does not reflect those changes.
If you disassociate the monitoring profile from a group, the Interface Filter Criteria pane does not reflect those changes.
Rediscover the device to filter the interfaces using the changes made to the filter criteria and monitoring profile.

• Events
View the events that have occurred on the selected device.

Device Reconfiguration
Device reconfiguration includes changes to physical device components and the software configuration, such as
monitoring response path tests for protocols. Data Aggregator uses the same method to monitor both types of
reconfiguration. To keep device components up-to-date, you can monitor and update device reconfiguration changes in
Data Aggregator.

Additional examples of reconfiguration changes include:

• Adding a board to a device, which adds more ports.
• Adding memory, CPUs, physical interfaces, or any metric family to a discovered device.
• Reconfiguring a virtual switch.
• Changing the configuration of a device to include a discovered device in routing protocols.

When a change is detected, Data Aggregator generates reconfiguration events and can update its representation of
the metric family to reflect the changes to device components. View reconfiguration events by selecting Dashboards,
Operations, Events Display.

Understanding how change detection works in Data Aggregator helps you to select the options that are best suited to
monitoring device reconfiguration in your environment. For example, you can set the frequency for change detection
monitoring.

How to Manage Change Detection

Change detection management planning helps ensure that Data Aggregator detects and monitors device reconfigurations
in your environment according to your needs. You can plan ahead for any device reconfiguration when you first set up
Data Aggregator to discover new devices. You can also edit these options at any time after devices are discovered.

Refer to the following guidelines when planning change detection:

• Likelihood of change.
• Frequency of change.
• Tolerance for outdated data.

Monitor metric families, such as CPUs, for reconfiguration infrequently. For dynamic metric families, such as virtual
systems, choose a more frequent rate.

Follow this process:

1. Create or edit a custom monitoring profile. (You can also copy a factory monitoring profile and edit the copy.)
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2. Select Enable Change Detection and set the Change Detection Settings, Rate in the monitoring profile.
The Change Detection Settings, Rate option is used to set the frequency at which Data Aggregator checks for
changes. The rate of detection can be set in minutes or hours. By default, the rate is set to 24 hours.

3. Update the Data Aggregator representation of the metric families.
After you set the change detection rate, you have two options for correcting the Data Aggregator configuration:
automatic or manual update of the metric families. Manual Update updates the representation of the metric families
by ensuring the correct set of components is being monitored.
– To avoid having to make changes when a reconfiguration is detected, select Automatically Update Metric

Families (selected by default). Data Aggregator automatically starts monitoring any new components, and marks
any components that are no longer detected as Not Present.
View the Events Display dashboard to see reconfiguration events:
• If the components have changed for a device, an event is generated on the associated device. This event

describes that a component change has been detected and will be applied after a short period.
• After component reconciliation is applied, another event is generated. This event describes how many

components were added, how many are not present, and how many remained unchanged.
– To stop the Data Aggregator from automatically monitoring new components or Not Present components, deselect

Automatically Update Metric Families.
View the Events Display dashboard to see reconfiguration events:
• If the components have changed for a device, an event is generated on the associated device. This event

describes a component change that has occurred without reconciliation.
To have the reconfiguration changes applied, manually click Update Metric Family on the Polled Metric Families
page for a device.

4. To enable the monitoring profile, assign the custom monitoring profile to a device collection.

TIP

• If your environment is undergoing major maintenance, turn off the automatic update until the maintenance
is complete. For small, regular changes, enable the automatic update feature to ensure that your Data
Aggregator stays up-to-date.

• Monitoring profiles are assigned to device collections. If you want to monitor special devices differently,
create a custom device collection and assign a custom monitoring profile with the desired change detection
settings. For example, you can monitor critical core routers more frequently than other routers by creating
a device collection and assigning a custom monitoring profile that performs change detection hourly. Other
routers remain in the 'All Routers' device collection using the factory monitoring profile (with no change
detection), or a custom monitoring profile that you set to less frequent change detection.

Update Device Reconfiguration Automatically

Reconfiguration changes to a discovered device can affect the metric families that are associated with the device. The
device reconfiguration can update automatically in the monitoring profile to which the metric families are assigned, which
applies to any metric families that the monitoring profile includes. This option is set by default when you create a custom
monitoring profile, but it can also be edited at any time.

When the metric family is updated, Data Aggregator has an accurate representation of the device configuration. Reports
that you generate reflect accurate information.

Follow these steps:

1. Select the monitoring profile that you want to update automatically and click Edit.
2. Select Enable Change Detection.
3. Set the Change Detection Settings, Rate to a value that is greater than zero.
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NOTE
Consider how frequently the metric family is likely to change, and how many devices the monitoring profile is
applied to. Avoid setting change detection rates that are more frequent than necessary.

4. Select Automatically Update Metric Families.
5. Click Save.

When you make a configuration change to a device that is associated with this monitoring profile, the device
configuration is updated automatically.
When a device configuration is updated, Data Aggregator does the following steps:
– Generates an event on the monitored device.
– Identifies new components and creates them.
– Identifies components that are no longer present and marks them as Not Present.
By default, components that are not present are not synchronized with NetOps Portal. To enable this option, select
Synchronize items that are no longer present on the device on the Manage Data Sources page.
– Identifies existing components that have changed from a previous discovery. The Name column changes, if

applicable.
Historical data is accessible and can be reported on.

Update Device Reconfiguration Manually

Reconfiguration changes to a discovered device can affect the metric families that are associated with the device. The
device reconfiguration can be updated manually when Automatically Update Metric Families is not selected in the
associated monitoring profile. View the event logs to identify reconfiguration events for which you want to update the
metric families.

When the metric family is updated, Data Aggregator has an accurate representation of the device configuration. Reports
that you generate reflect accurate information.

Follow these steps:

1. View the event logs to identify reconfiguration events for which you want to update the metric families.
2. Click Monitored Devices from the Monitored Inventory menu for a Data Aggregator data source.

The Tree View tab appears.
3. Select Device by Collection from the drop-down list, and select the monitored device that was updated from the

corresponding tree view.
The Polled Metric Families tab shows the consolidated monitoring profiles that are associated with a device. Devices
only have one consolidated monitoring profile. Each consolidated monitoring profile lists every metric family that can
be polled on the device, and whether the device supports the metric family.

4. Select the metric family for which you want to update the configuration and click Update Metric Family.
Your device configuration is updated, and Data Aggregator does the following steps:
– Generates an event on the monitored device.
– Identifies new components and creates them.
– Identifies components that are no longer present and marks them as Not Present.
– Identifies existing components that have changed from a previous Discovery. The Name column changes, if

applicable.
Historical data is accessible and can be reported on.

Reconfiguration Detection of Ports

Reconfiguration changes to a discovered device may cause ports to be reconfigured. The new port and the old port are
identical if either of the following is true for the Interface metric family after the reconfiguration:

• The PortType and Description attributes in the Interface metric family remain the same.
• The PortType and at least two of the following remain the same:
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– Alias
– Description
– MacAddress
– Index

For all other metric families, the new component and the old component are identical if both Name and Index remain the
same after the reconfiguration.

Manage Device Life Cycles
Life cycle states define the monitoring behavior for devices. Life cycle management enables you to define the usage state
of SNMP and ICMP devices. Components inherit the life cycle state of the associated device.

You can also manage the device life cycle state from the device inventory. You can change the life cycle state of a device
to Active or Maintenance from an alarms view.

Life Cycle States

•  Active
The normal operating status of a device.

•  Retired
Specifies that the device is no longer in use and that no monitoring occurs. This state disables polling, threshold
monitoring, notifications, and change detection. The system does not update the SNMP Profile or change the
hostname.

NOTE

 Any virtual device (Virtual Machine or ESX), discovered with systemEdge is not polled for its vCenter
statistics when the device lifecycle state is Retired.

•  Maintenance
Specifies that the device is temporarily under maintenance. The behavior of this state is configurable.

Change Life Cycle Status

To define when a device is active, retired, or in maintenance, change the life cycle state. Device life cycle management
requires the Administer Life Cycle role right.

 Follow these steps: 

1. Do one of the following steps:
– Go to Administration, Device Life Cycle.
– Go to Inventory, Devices.
– Go to an alarms view.

NOTE

 You can change the life cycle state of a device only to Active or Maintenance from an alarms view. You
cannot change the life cycle state to Retired from an alarms view.

2. Select the devices, and click Manage Life Cycle.
3. Select the Life Cycle State, and click OK.

The system applies the selected status to the device and logs a Life Cycle event that marks the change.

NOTE

 When a change to the Life Cycle Status stops polling a device, if the data is within the rollup time frame, the
polled data is included in rollups.  For example, the system stops polling at 9:20 am. The data is included
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in rollups for the 9:00-10:00 hour, but not for the 10:00-11:00 hour. Baselines use data up to 90 days in the
past, even if the device is no longer polled.

Configure Maintenance Behavior

To define the behavior for devices in the Maintenance state, specify the life cycle behavior.

WARNING

 Changes to maintenance behavior do not apply to devices already in the maintenance state. The changes
apply only to devices set to maintenance after you change the maintenance behavior.

 Follow these steps: 

1. Go to Administration, Life Cycle Behavior.
2. Under Maintenance State, specify the behavior:

–  Polling
Specifies whether DX NetOps polls the device.

–  Threshold Evaluation
If polling is enabled, specifies whether DX NetOps analyzes event rules for the device.

–  Event Notification
Specifies whether DX NetOps sends notifications for the device.

3. Click Save.
DX NetOps applies the defined behaviors to devices that you put in the Maintenance state.
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Using
DX NetOps monitors the health of your environment, including networks, applications, and devices. To display the relevant
data, DX NetOps uses dashboards and context pages. Both types of pages include views that show different information
about your infrastructure.

Launch NetOps Portal

NetOps Portal is the web user interface for DX NetOps. Use NetOps Portal to view infrastructure data, configure, collect,
and perform administrative tasks.

NetOps Portal is supported in modern web browsers.

The following video shows the login process and provides more information about the authentication process:

Follow these steps:

1. Open a web browser.
2. In the address field, enter the following address: http://PC_host:8181

– PC_host The IP address or hostname of the NetOps Portal host
– 8181

The default port number for NetOps Portal
3. Specify your NetOps Portal username and password.
4. (Optional) Select Remember me on this computer to save your login session for 15 days. This option prevents your

session from being deleted when you log out, time out, or you close the browser.
5. Click Log In.

The NetOps Portal console opens to your home dashboard.

Search and Filter in CA Performance Center
Some deployments scale to millions of managed items. Multiple search features help you locate data for specific items or
groups.

To perform a global search, use the search field at the top of any page, which scans all items in the database across all
data sources. A global search returns lists of all items in the inventory that match your search, sorted by item type. To
perform an inventory page table search, use the search field at the top of an inventory page. Filter the results further in
each view for a more custom search.

IMPORTANT
If your search string includes the equal sign (=), you must begin your search string with an equal sign (=).

Example:=StringWith=Sign

A more limited search feature is available for table views and does not require a special role right. To filter managed items
that appear in a view, type the keyword in the table footer search field. No items from other views or dashboards are
displayed.

Use Filters to Narrow a Search

By default, the global and view level search fields let you search for text that is contained in an item string. For example,
searching for 'cis' or 'isc' returns "Cisco" as a result. To narrow or broaden your search, add the * (asterisk) wildcard
character to the search field. The asterisk is supported in global and view-level searches, and is the only supported
wildcard character.
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Examples

• serv* - Returns all rows with entries that start with “serv”.
• *erver - Returns all rows with entries that end in “erver”.
• cis*200 - Returns all rows that start with “cis” and end with “200”. For example, "Cisco_5976_10.92.200.200" is

returned, but "Cisco_5976_10.92.200.201" is not.
• cis*200* - Returns all rows with the following criteria:

– Starts with "cis"
– Contains at least one character following 'cis'
– Contains '200'
– Ends with any characters

NOTE

Using asterisks at the beginning and end of the keyword, such as *server*, is equivalent to typing "server" in the
search field.

You can add multiple search words to narrow the search. For example, if you search for devices using the search string
“server 192.168*”, the search returns all servers on the 192.168.0.0/16 network.

Search for a Managed Item

Search fields for data views let you search for items within selected views. Click a link in the search results to see data
views filtered by a selected item.

Follow these steps:

1. Navigate to a dashboard page.
2. Enter a search string in the Search All field, and press Enter.

The search results are categorized by item type.
3. Click one of the items in the list with a type of Server.

A Server Context page for the selected item opens.

Customize Your User Settings
Each user account provides customization options for your default dashboard and personal settings:

Set a Dashboard as Your Home Page

To log in to your preferred dashboard, set that dashboard as your home page. By default, the first dashboard in your first
menu is your home page.

TIP

To return to your home page from any other page, click the logo in the upper left corner.

The following video shows how to set your default dashboard:

Follow these steps:

1. Navigate to the dashboard that you want to set as your home page.
2. (Optional) To set a specific context as your default, click the [change] link and select the group context for the

dashboard. The home page saves the context.
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NOTE

If the selected group is removed from your permission set, your default permission group is used for the
dashboard context.

3. Click More, and click Set as Home Page. In the confirmation dialog, click Yes.
The selected dashboard is now your home page.

Customize User Account Settings

Each user account includes several configurable settings, such as preferred language and time zone. Your role rights
determine the settings that you can access in the User Settings dialog. If your user account has the required role right,
you can change your settings.

View suppression hides views when the required data source is not registered or when a required technology is not
configured. Similar behavior applies to context tabs and custom menus. Menus and tabs that include only suppressed
views are hidden. View suppression applies to the default views on out-of-the-box dashboards. View suppression does
not hide views from administrators when they use the view categories to edit a dashboard.

When the data source that populates a view is registered, that view is no longer hidden.

The Suppress Views option is enabled by default. You can disable it for troubleshooting purposes, or to help you decide
whether to deploy another data source.

The Item Display Name Option determines whether device and interface names appear as the display name or as the
alias in dashboards and views. By default, all users see the display name.

NOTE

This option does not control how devices and interfaces appear in the device or interface inventory lists.

To modify this option, your user account requires the View Item Display Name or Name Alias role right.

Follow these steps:

1. Click the name of your user account in the upper-right corner and click User Settings.
2. Modify your user account settings:

– Preferred Language
Specify a language for the NetOps Portal user interface. NetOps Portal displays the selected language regardless
of the language selected for the operating system or for the browser language.

NOTE

For a language to display appropriately, the relevant fonts must be installed.
– Email Address
– Time Zone

The default time zone is UTC (Coordinated Universal Time).

NOTE

Changing the time zone after email schedules are set up in NetOps Portal can cause incorrect times to
appear in the Scheduled Emails UI.

– Time Display Format
Select the default time format, either 12 hours or 24 hours.

– Default Group
This group is the default context when you log in. The list only includes groups from your permission groups.

– Select one of the following options from the View Suppression drop-down:
• Suppress Views
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View suppression is enabled and views are hidden.
• Display All Views

View suppression is disabled and all views appear.
– Select one of the following options from the Item Name Display Setting drop-down:

• Use Display Name
• Use Item Name Alias

3. Click Save.

Change User Password

You can change the password for your user account.

By default, user passwords must meet the following requirements:

• Be different than the username
• Minimum length of 8 characters
• Maximum length of 30 characters
• Contain at least 3 of the following types of characters:

– Special characters
– Uppercase letters (A-Z)
– Lowercase letters (a-z)
– Numbers (0-9)

If desired, you can disable these requirements.

Follow these steps:

1. Click the name of your user account in the upper-right corner and click Change Password.
2. Enter the old password.
3. Enter the new password.
4. Confirm the new password.
5. Click Save.

Auto Refresh

You can turn auto refresh on and off using the option in the upper-right corner of the NetOps Portal user interface.
Enabling auto refresh displays the most recent data. Auto refresh defaults to refresh every 60 seconds. However, this
setting is adjustable. For example, if polling is set to 5 minutes, you can work with CA Support to set auto refresh to 5
minutes.

NOTE

Do not set auto refresh lower than the poll cycle.

Share Data with Other Users
You can create or access reusable On-Demand report templates, and download a report for sharing. You can also access
a dashboard and download it for sharing.

NOTE
When you generate CSV output, the following leading characters are removed from cells: (+, -, @, =).

Multiple options let you share dashboards and views. To share dashboards and views:
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• Export a dashboard to a static report in PDF format. The PDF includes only the information currently visible in your
dashboard.

• Set up schedules to send reports automatically.
• Export individual views. Publish views on a web page, such as an intranet site.
• Export data from a view to a file in CSV format. The CSV includes only the information up to the row limit (1,000 for

custom views and 5,000 for common views).

For all data-export options, certain user account role rights are required.

When you send or schedule a report by email, you can choose the following format options:

• PDF
– Select Portrait or Landscape to specify the page layout of the PDF document.
– Select whether to run the report on only the First Page or All Pages.

For First Page, only the first page is attached and sent in an email message. For All Pages, an email message is
sent with a time-sensitive link to the report containing all pages.

• CSV
Select Scaled or Unscaled to specify whether the values in the exported dashboards are scaled.
For CSV,  a file is attached that contains all the data for each view based on the limit for the view.

NOTE

By default, each metric in a trend view appears as its own table in the CSV output. CSV reports can support
having a column for each metric included in a trend view. To include a column for each metric in a trend view
of a CSV report, reach out to CA Support.

WARNING

Running reports on All Pages can significantly impact performance. To minimize the performance impact, adhere
to our best practices.

The following best practices apply to running reports on All Pages:

• Before you schedule reports on All Pages, ensure all your servers, especially the Data Repository, meet the minimum
requirements and sizing guidelines.

• Schedule reports on All Pages to run during non-business hours.
• Run reports on All Pages only as a user without the High Resolution role right.
• Running reports on All Pages for As Polled data can be problematic especially for trend views and group scorecard

trend views.
• Do not run reports on All Pages for the context page of a site group.
• Before you schedule a report to run on All Pages, try running it in isolation to understand its performance impact.

Print a Report to PDF or CSV

If your user account has the required role right, you can export the current dashboard contents as a printed report. The
Print feature lets you preview the current dashboard page in PDF or CSV format.

NOTE

When exporting Chart/Table views, the PDF does not show the gauge or chart that is associated with the
currently selected row in the table.

Follow these steps:

1. Do one of the following tasks:
– Hover over Reports, and click On-Demand Report Templates, and run an existing report template.
– Hover over Dashboards, and select a dashboard.
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2. Click the Print icon on the toolbar.
3. Click Print PDF or Print CSV:

– Print PDF
Select Portrait or Landscape to specify the page layout of the PDF document.

– Print CSV
Select Scaled or Unscaled to specify whether the values in the exported dashboards are scaled.
Scaled values appear with larger units, for example, 1 KB. Unscaled values appear in the raw form for the metric,
for example, 1000 bytes.

4. Save the file to the local computer using the options that you selected.

Send or Schedule a Report by Email

If your user account has the required role right, you can export dashboard contents as a report attached to an email
message. The Email feature lets you specify the email address of the recipient and the subject of the message. For CVS
and single-paged PDF, the file is attached and sent in an email message. For full-paged PDF, an email message is sent
with a time-sensitive link to the report. Download and save the report as soon as possible. Reports sent or scheduled by
email include only the information up to the row limit. For example, the limit for the IM Table (Top) view is 2,500 by default.

When an IM Table (Top) view contains a mix of core and baseline metrics, the results might be capped at 1,000 rows. This
reduced row limit depends on the number of queried items. The following warning message appears, “Selected metric has
a sum roll-up strategy. Detailed projections support only averaged metrics.”

You can send a report by email immediately, or you can create a schedule for recurring report emails. For example, you
can email interface utilization reports to the IT department each week for capacity planning.

NOTE

By default, up to 5 email tasks can run concurrently.

To send reports by email, your user account must have the 'Send Reports by Email' role right.

To set up a recurring email schedule, your user account needs the 'Send Reports by Email' and 'Send Reports on a
Schedule' role rights.

NOTE
The administrator must specify an email server to enable this feature.

Follow these steps:

1. Do one of the following tasks:
– Hover over Reports, and click On-Demand Report Templates, and run an existing report template.
– Hover over Dashboards, and select a dashboard.

2. Click the Email/Schedule Report icon on the toolbar.
3. Complete the following fields:

– Dashboard
A read-only field that identifies the name of the dashboard. The dashboard name appears in the filename of the
report that is attached to the email. The dashboard name also appears in the Dashboard column in the list of email
schedules on the Manage Scheduled Emails page.

– Send To
Specifies the email addresses of the recipients. Use the standard format:
<name>@<domain> 

– Subject
Describes the emailed report.
Example: The dashboard title and any components for which data is included in the report.

– Message
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(Optional) Message that accompanies the emailed report.
– Security Specifies whether to require a login to view the report.

4. Select one of the following formats from the Format drop-down list:
– PDF

• Select Portrait or Landscape to specify the page layout of the PDF document.
• Select whether to run the report on only the First Page or All Pages.

For First Page, only the first page is attached and sent in an email message. For All Pages, an email message
is sent with a time-sensitive link to the report containing all pages.

– CSV
Select Scaled or Unscaled to specify whether the values in the exported dashboards are scaled.

5. Specify a frequency for running the report with a start time, time zone, and time range for the report:
– Send Now

Runs the report and sends the email message immediately.
– Run Daily

Runs the report and sends the email message once per day. If selected, reveals checkboxes where you can select
the day of the week when the report is run.
Default: Run the report every weekday (Monday - Friday) at 00:30 hours in the time zone of the logged-in user. The
data in the report reflects the previous 24 hours.

– Run Weekly
Runs the report and sends the email message once per week. If selected, lets you select the day that the report is
run.
Default: The report is run every Sunday at 01:00 in your time zone. The data in the report reflects the previous
seven days (Saturday - Sunday).

– Run Monthly
Runs the report and sends the email message once per month. If selected, lets you select the day of the month to
run the report.

– Run Quarterly
Runs the report and sends the email message once per quarter. If selected, lets you specify a starting month and
day of the month to run the report.

– Run Yearly
Sends the email message once per calendar year. If selected, lets you specify a starting month. Reports are run on
the first day of the specified month.

6. Click OK.
The report is sent immediately, or according to the schedule that you selected. For CVS and single-paged PDF, the file
is attached and sent in an email message. For full-paged PDF, an email message is sent with a time-sensitive link to
the report. Download and save the report as soon as possible.

Manage Scheduled Reports

Users with the required role rights can set up schedules to email reports on a recurring basis. Selected dashboard data is
exported in report format and sent to designated users according to a regular schedule.

If you have the role right to schedule emails, you can manage your own report schedules. Only users with the
Administrator role can manage report schedules that belong to other users.

Follow these steps:

1. Log in as a user with the 'Send Reports by Email' role right.
2. Do one of the following tasks:

– Hover over Administration, and click Configuration Settings: All Scheduled Reports.
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NOTE
Tenant administrators only see the items that are associated with their tenant.

– Hover over Reports, and click Scheduled Reports.
The Manage Scheduled Reports page opens, and a list of scheduled reports appears.

3. Select the report schedule that you want to change, and click Edit.
4. View or change the settings for report schedules.
5. Click Save.

The new report schedule settings are saved.

Generate a URL for a View

To share a view with users who do not have access to a dashboard, generate a URL for the view. The URL recreates the
selected view on demand. The URL lets you add the view to a web page or intranet site to share performance data.

A security token is included with each URL. This token is based on the user who is logged in at the time of URL
generation. Any user who accesses the exported view sees the same data as the user who exported the URL.

This procedure requires the Generate URLs from Views role right.

Follow these steps:

1. Open the dashboard that contains the view for which you want to generate a URL.
2. Click the Edit (gear) icon on the view, and select Generate URL.

The Generate URL dialog opens. The URL is displayed in the URL field.
3. Enable or disable the following required parameters for the exported view:

– View Container
Displays the chart or graph with a surrounding container. The container includes the title of the view and a black
outline around the chart or graph.

– Copyright
Shows the copyright information for the web page in the view.

– Drill Down
Lets users drill down from the view into the underlying data source for more detailed data. To use this feature, users
must have access to the data source and the Drill into Data Sources role right.

– Detailed View Logging
If you encountered an issue with this view, enable logging. You can use this method to provide the necessary
details to CA Support.

4. Select from the following time frame options:
– Time Options

Specify the time range for the data in the view.
– Token Expiration Options

Control view expiration. The default, 'Never' expires, lets the exported view display indefinitely.
If you want the view to expire, select a timeout period from the Token Expiration list. The URL includes an
encrypted token that causes the view to expire after the specified timeout period.
The token does not enable the user who interacts with the generated view to drill down for more data.

5. (Optional) Click Preview to see how the view looks with the options that you have selected.
6. Copy the URL displayed at the top of the page to the clipboard.
7. Click OK.
8. Paste the URL to the destination where you want to display the view.

The URL provides access to the selected view.
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Export a View to a CSV File

You can export the contents of a view to a file in comma-separated values (CSV) format. The CSV file format is
compatible with spreadsheet applications, such as Microsoft Excel. When you export a view, all view contents are
exported as raw data.

NOTE
Limits of managed items are enforced for CSV export (1,000 for custom views and 5,000 for common views).
Items that exceed the limit are not exported from the database.

Follow these steps:

1. Log in as a user with the 'Export to CSV' role right.
2. Navigate to the report that contains the view that you want to export.
3. Click the gear icon on the view, and select Export to CSV (scaled) or Export to CSV  (unscaled).

The browser prompts you with options to open or save the exported file.
4. Select Save if you want to supply a filename.
5. Browse to the location where you want to save the file, and click Save.

The view is saved as a file in CSV format.

Inventory Pages and Views
The Inventory pages show lists of managed items from all data sources. The Inventory menu shows only categories of
items currently available to the product from the registered data sources. This menu is also limited to items types that are
members of the groups in your user account permission set.

Some dashboards and context pages show relevant inventory list views. These views show the same information as
inventory pages.

Inventory lists provide minimal information to identify each item, such as device hostnames or IP addresses. 

Based on the device service information, Data Aggregator automatically classifies manageable devices as Router, Switch,
and Server types. Also, where applicable, managed devices are associated with context types (Firewall, Load Balancer,
Wireless Controller, and Wireless Access Point). The associated context types, including device types, appear listed in a
column within device inventory tables. 

The following list describes more device type classifications:

•  Pingable
The device is not manageable.
Example: The device does not respond to SNMP requests and its device type cannot be determined.

•  Manageable
The device type is classified as 'Manageable' when the following criteria are true:
– The manageable device cannot be identified as Router, Switch, or Server.
– The manageable device can be identified as Firewall, Load Balancer, Wireless Controller, or Wireless Access Point.

•  Other
The device type is classified as 'Other' when the following criteria are true:
– The manageable device cannot be identified as Router, Switch, or Server.
– The manageable device cannot be identified as Firewall, Load Balancer, Wireless Controller, or Wireless Access

Point.

The following procedures are common to the inventory views:
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• To drill down to the context page for an item, click the item in the list.
• To sort by a column, click the column heading.
• To add or remove columns, hover over a column heading, and click the gear icon. Expand Columns, and select or

clear columns.
• To run and On-Demand report, select an item, and click On Demand.

For more information, see On-Demand Reports.
• To retire a device, or mark it for maintenance, select the device, and click Manage Life Cycle.

For more information, see Manage Device Life Cycles.
• To enable or disable polling on specific interfaces, select the interfaces, and click Select Polling State.

  

Device Inventory with Alarm States

The following columns in the device inventory contain alarm state information:

•  Current Alarm State
View the current alarm state of the device. This column is displayed by default.

•  Last Alarm State Change
View the date the alarm state last changed. This column is hidden by default.

The following alarm states are displayed:

• Normal
• Minor
• Major
• Critical
• Maintenance
• Suppressed
• Initial

Inventory Hierarchy View

The inventory hierarchy view shows the group tree, devices, and components or interfaces. The group tree is pinned to
the current group context for the dashboard or context page.

• Select a group to filter the devices, components, and interfaces to the members of that group.
• Select a device in the top pane to filter the interfaces or components in the bottom pane.

NOTE

 The filter only shows results for a single device. If you select multiple devices, the bottom pane is not filtered.

Configure an Inventory Hierarchy View

For standard view configuration details, see Customize Views.

The inventory hierarchy view can show devices, components, and interfaces. To configure which item types appear,
configure the following properties:

• Select whether to show devices, components, or both.
• If the view shows components, select the Component Context type. This property determines the type of components

that appear in the view.

Dashboards
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Dashboards contain sets of views that let you see the polled data as meaningful information. You can also generate
reports from dashboards. In addition to custom dashboards that the administrator has created, several out-of-the-box
dashboards are available. When you log in, all dashboards that are assigned to your user account are accessible.

When you register a new data source, you can use the out-of-the-box dashboards and views that are associated with it.
With the required role rights, you can edit dashboards, and can save the changes to your own user account.

DX NetOps includes two categories of pages:

• Dashboard Pages
Provide high-level information, such as average performance of monitored items in a group. Dashboards often provide
a drill-down path to more detailed, related pages from a selected context.

• Context  Pages
Provide focused performance and status data that is scoped to a specific item, such as a single router or server. These
pages are available as drill-down links or tabs from dashboard pages.

To drill down to a context page from a dashboard, take one of the following steps:

• Right-click a hyperlink on an item and select a context page tab
• Click a hyperlink on an item to open the default context page tab.

NOTE
The drill-down feature requires the Drill into Views role right.

Custom Dashboards

All dashboards can be customized with different set of views, context, and layouts. Custom dashboards can be used to
troubleshoot issues or long term to monitor categories of items.

Examples:

• A regional manager uses a dashboard that pins views to each site group in that region.
• A systems administrator uses a dashboard to monitor all servers.
• A network engineer uses a dashboard with views pinned to problematic routers or critical interfaces.

Change the Context

The dashboard context filters the data appears in views on the dashboard. When you select a group for a standard
dashboard, you apply a filter to all views on the page. When you select a group context, items from all subgroups that are
available to you appear in views on the dashboard. However, the same subgroups might not appear on the Items tab in
Group administration. For more information on administering groups, see Groups.

You can also view dashboards in multiple windows, and apply a different data context to each dashboard.

Follow these steps:

1. Click the [change] link under the title of the dashboard.
2. Select a group from the group hierarchy.
3. Click OK.

All views on the page with dynamic context are refreshed to reflect the new data context. The change applies until you
log out.

Change the Time Range

To filter data based on specific time periods, specify time ranges for dashboards. Changing the time range is useful for
troubleshooting performance issues. For example, you can change the time range to show data from the last seven days.
In this case, the time range helps you to determine whether an issue is occurring regularly.
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You can select a precise time range for the performance data shown in the current dashboard. Use the time period
selectors to select the day, the start time, and the end time. When you change the time range for a dashboard, the change
applies to all dashboards in that window. To compare content in different time ranges, open the dashboard in multiple
browser windows or modify specific views to show a fixed custom time range.

Follow these steps:

1. Click Change in the upper-right corner of the dashboard page.
2. Select a default time period from the list or specify a custom time range.

The selected time range is applied to the dashboard.

Apply Business Hours to a Dashboard

Business hours filtering is supported for some views on a dashboard. Business hours filtering is not supported for trend
charts where the option to enable events is selected. For more information, see Configure Business Hours Filtering.

Business hours override other business hour settings in the following priority order:

1. Business hours configured and associated with a site group. For more information, see Configure Business Hours
Filtering.

2. Business hour filters assigned to a view. For more information, see Customize Views.
3. Business hours applied to a dashboard.

Follow these steps:

1. Click Apply Business Hours.
2. Apply the business hours to a site listed in the Site to apply drop-down.
3. Click Apply.

The business hours for the specified site are applied to the dashboard. The business hours remain applied when you
switch between tabs, change time ranges, and so on. If you go to a top-level dashboard or you change the context, the
business hours filtering is removed.

Manage Dashboards
To add a page with a custom set of views, create a custom dashboard. To modify the views or layout, edit an existing
dashboard. To use an existing dashboard as a template, copy the dashboard.

Create a Dashboard

To add a new dashboard to the dashboard menu, create a dashboard. This procedure requires the Create a Dashboard
role right.

Follow these steps:

1. Click the Dashboards tab.
A list of available dashboards appears. Each pane on the page corresponds to a menu.

2. Click Add Dashboard next to the menu where you want the new dashboard to appear.
3. Complete the following fields:

– Dashboard Menu
The menu where the dashboard appears

– Menu Item
The name of the dashboard in the menu

– Dashboard Title
– The name that appears at the top of the dashboard
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4. Select a layout template for the dashboard. Each layout treats the page as a table with rows and columns for views.
The Layout buttons indicate the number of views in each column and row on the page. Select a layout before you add
views.

TIP

Some views, such as scorecards, MultiView, and MultiTrend views, include a lot of detail and require more
screen space. These views do not render well in layouts with more than one column.

5. Click and drag views to the page layout. The maximum number of views per dashboard is 25.
To customize the view settings, click the Edit (gear) icon for the view.
For more information about configuring views, see Customize Views.

TIP

To limit the list of views, click Select Context, and select a group, item, or device. Views that you add to the
layout are pinned to the selected context.

6. Click Save.
The dashboard is saved, and is added to the selected menu.
The dashboard page refreshes to reflect your changes. The changes persist across login sessions.

Edit a Dashboard

To add or remove views, or rearrange views, edit a dashboard.

This procedure requires one of the following role rights:

• Administer Shared Dashboards
• Create a Dashboard

Follow these steps:

1. Use the Dashboards tab to access the dashboard that you want to edit.
2. Click the More menu in the upper right corner, and select Edit Dashboard.
3. Edit the dashboard as required.
4. Click Save.

The dashboard reloads and shows the new settings.

Copy a Dashboard

To use an existing dashboard as a template for a new dashboard, copy the dashboard.

This procedure requires the Create a Dashboard role right.

NOTE

Dashboards in your My Dashboards menu can be copied only within your My Dashboards menu. You cannot
copy a dashboard from your My Dashboards menu to another menu.

Follow these steps:

1. Open the dashboard that you want to copy.
2. Click More in the upper right corner, and click Copy Dashboard.
3. Select the dashboard menu where you want the copied dashboard to appear.
4. Specify the name for the dashboard in the dashboard menu.
5. Specify the title that appears at the top of the dashboard page.
6. Click Save.

A copy of the dashboard is created. The new dashboard opens.
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Organize Dashboards in Menus
Dashboards are organized in customizable menus. You see a list of available dashboards and menus when you hover on
the Dashboards tab. Before you add custom menus, only predefined menus are included in the list. The user account role
determines the menus that each user can access. Custom menus are defined for each tenant. Only the factory menus are
shared among tenants.

Users with the required administrative role rights have the following options to manage menus:

• Create custom menus.
• Add or remove dashboards from menus.
• Associate menus with role.
• Reorganize menus for a role.

To access the Manage Menus page, hover over Administration, and click User Settings: Menus.

My Dashboards

With the required role right, you can add, move, or copy dashboards to a menu. Dashboards in the My Dashboards menu
are not visible to other users. Users can copy and customize a dashboard from another menu to the My Dashboards
menu.

TIP

To edit the My Dashboards menu for another user, proxy that user account. The action requires the Proxy User
role right.

Add a Menu

Custom menus let you organize dashboards and make them available to users with specific roles. Administrators and
designers can create custom menus, and can select dashboards for each menu. Custom menus are not available to any
users until the administrator adds the menu to a role. All users with that role see the menu.

Follow these steps:

1. Hover over Administration, and click User Settings: Menus.
2. Click New.
3. Specify a name and description for the menu.
4. Add dashboard to the Available list for the menu.
5. Click Save.

Delete a Menu

You can delete a menu that is no longer in use, which removes it from the Dashboards tab. Any dashboards that are
assigned to the menu are not affected, and remain available to other menus. Deleting a user account that is associated
with a custom menu does not delete that menu.

Context Pages
You can frequently access more information about individual managed items from dashboards. Most dashboards are
composed of views of summary data, such as hourly rollups or averages from a group of items. If additional data is
available from the data source, click one of the links on the dashboard page to drill down into the context pages.

NOTE

: The Drill into Views role right is required to drill down into the context pages.
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The views on context pages show filtered data from a narrow context, such as a view of data from a single managed item.
Use the links to drill down into specific data to determine the source of a performance problem.

Some data views also let you right-click the name of an item in a table view to access a menu. For example, right-click the
link that corresponds to an item name in the Inventory section. A menu lets you select a related context page, containing
more granular data.

  

Extended Flow Views

The interface context page supports the following views:

 IP Performance

Provides a broad summary of information for the selected interface extracted from the flow data such as, Top N Protocols,
Top N Hosts, Top N Conversations and Top N ToS values.The interface also provides the interface utilization and discards
details for the same interface provided through the Data Aggregator.
 
To navigate to the context page of the protocol or host and so on, the user can select the required protocol or host and so
on from any of the views. 

Network Flow Protocol

Provides trends and next level drill downs (hosts and conversations) for the selected Protocol in the table. Host and
conversation trend tables provide utilization information in the context of the selected Protocol.
 
Network Flow Host

Provides host trends and protocol stacked trends for the selected Host in the table.
 
Network Flow Conversation

Provides host trends and protocol stacked trends for the selected Conversation in the table.
 
Network Flow ToS

Provides trends and next level drill downs (hosts and conversations) for the selected Type of Service(ToS) in the table.
Host and conversation trend tables provide utilization information in the context of the selected ToS.

For all context pages, the selection of a row in the top table view sets the corresponding context for the other views in
the page. You can change the measurement (Rate/Bytes/Utilization) and direction (In/Out) in the settings for each of the
views.

NOTE
You can send or schedule these views in a report by email. By default, the first row is selected in the Top table
and the data for the following views are of the first-row selection. For more information, see Share Data with
Other Users.

Context Picker

A context picker is available next to the name of the managed item. Context pickers are also available for the children of
the managed item. To pick a different context, click Change, select the new context, and click OK. 

Reachability Status

Some context pages, such as routers and servers, include the reachability status of the device. The reachability status
indicates whether DX NetOps is able to reach the device during the selected time range of the context page.
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Edit a Context Page

You can customize context pages if your user account has the 'Edit Context Pages' and 'Drill into Views' role rights. The
predefined Administrator and Designer roles have these role rights by default.

Unlike standard dashboard pages, item context pages are clustered in sets of tabbed pages. You can edit the predefined
tabs and can change the views that are displayed on those tabs. You can add tabbed pages. You can also rearrange the
tabs in an item context to change their order.

Based on the device service information, Data Aggregator automatically classifies manageable devices as Router, Switch,
and Server primary device types. Also, where applicable, managed devices are associated with context types (Firewall,
Load Balancer, Wireless Controller, and Wireless Access Point).  The associated context types, including primary device
types, appear listed in a column within device inventory tables.

When you add or edit tabs for a device context page, you can associate them with a primary device type or context
type. Tabs that are associated with a primary device type or context type appear on the device context pages that are
associated with the specified types.

 Examples: 

• If you add or edit a tab and associate it with the Server type, it appears for all Server types.
• If you add or edit a tab for a Server type and associate it with Firewall, it appears for all Server, Firewall types. The tab

does not appear for Router, Firewall types.
• If you add or edit a tab for a Router type and associate it with Wireless Access Point, it appears for all Router, Wireless

Access Point types. The tab does not appear for Switch, Wireless Access Point types.
• If you add or edit a tab for a Server type and associate it with Wireless Controller, it appears for all Server, Wireless

Controller types. The tab does not appear for Router, Wireless Controller types.

TIP

 When you associate a tab with a primary device type or context type, the change impacts all manageable
devices that are associated with the primary device type and context type. For change control, we recommend
that you minimize any additional edits to the tab post association.

Revert changes to all tabs in the current context by selecting 'Restore Tabs to Defaults' from the Edit Tab menu.

Modifications apply to the current tenant.

 Follow these steps: 

1. Log in as a user with the required role rights.
2. Navigate to the item context whose page you want to edit. For example, click the link for a router on any dashboard to

call up the Router context pages.
The tab that is selected includes an Edit icon to let you access the Edit menu.

3. Select the tab that you want to modify.
The Edit icon appears.

4. Click the Edit icon, and select the Add or Edit tab.
5. (Optional) Select one of the Default Tab Templates from the menu. Each template populates the page with the default

views for that type of page.
6. Change the Tab Title. A title is required.

The tab title determines the name that appears at the top of the tabbed context page.
7. (Optional) To associate the tab with a primary device type or context type, select a Context Page Type.
8. Select a layout template for the page from the Layout buttons.
9. Remove unwanted views from the page if desired. In the Layout pane, click:

–  Clear Layout - Changes the positioning of all views on the page.
– [X] - Removes an individual view from the page.
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10. The views that are available to be added to the page are shown in categorized lists. The lists are filtered by the
selected group or item context.
All registered data sources are represented. However, the available views are limited to those views that are
applicable to the context.

NOTE
 You cannot change the item context for the page; it is preselected for the present context.

11. Click to expand the categories of views.
12. Select a view, drag it to the Layout pane, and drop it where you want it to appear.
13. Click Save.

The context page refreshes to reflect your changes. The changes persist across login sessions, but they are only
applied to the current tenant.

Edit Item Properties

Edit fields that are listed for an item in the Information section of the Details tabs in a context page.

You must have the following role rights to edit the associated fields:

• Modify Device Alias
• Modify Interface Alias
• Modify Device IP Address
• Modify Interface Speed Overrides

 Follow these steps: 

1. Select the Details tab.
2. Click the Edit icon in the Information section.
3. Edit the available details as desired.

If Alias, Speed In (bps), or Speed Out (bps) are not set, they appear blank.
If you edit an interface that does not exist on the Data Aggregator, the following fields are unavailable:
–  Speed In (bps) 
–  Speed Out (bps) 

4. Click Save.
If you cleared Speed In (bps) or Speed Out (bps), the change takes a few minutes to appear.

Apply Business Hours to a Context Page

Business hours filtering is supported for most views on context pages. Business hours filtering is not supported for trend
charts where the option to enable events is selected. For more information, see Configure Business Hours Filtering.

 Follow these steps: 

1. Click Apply Business Hours.
2. Apply the business hours to a site listed in the Site to apply drop-down.
3. Click Apply.

The business hours for the specified site are applied to the context page. The business hours remain applied when
you switch between tabs, change time ranges, and so on. If you go to a top-level dashboard or you change the
context, the business hours filtering is removed.

Rearrange Context Tabs

You can customize context pages if your user account has the 'Edit Context Pages' and 'Drill into Views' role rights. The
predefined Administrator and Designer roles have these role rights by default.
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Each item context consists of sets of tabbed pages. In addition to modifying individual tabbed pages, you can rearrange
the tabs in an item context. Modifications are only saved to the current tenant.

 Follow these steps: 

1. Click the Edit icon on the selected tab, and select Reorder tabs.
A list of Current Context Page Tabs appears.
The list reflects the current ordering of tabs, from left to right.

2. Select a tab to move, and drag it to another location in the list.
3. Click Save.

The context page refreshes to reflect your changes. The tabs are displayed in a new order from left to right.
If too many tabs are available for the context to display without horizontal scrolling, an arrow appears on the right.
Click the arrow to see additional tabs.

Views
Dashboards and context pages render views. Views report collected data in a chart and/or a table format. Depending on
the view, the data comes from the various registered data sources.

Views that show data for a group contain collated and aggregated data from data sources. Views that show data for
individual items provide a drilldown path to the context page for the item.

View Contexts

View contexts act as filters that determine the nature of the data that views display. The context of a view is either in
"Fixed" or "Dynamic" mode:

• A Dynamic context indicates that the context of the view changes with the context of the dashboard page.
• A Fixed context indicates that the view uses a specified group, device, or component as a context for the data.

If the context of a view is Fixed, changing the dashboard context does not affect the Fixed view.

Views on a context page default to the context of an item. However, from a context page, you can dynamically change the
filter to view the context of another item.

The context level of a view determines which data appears in the view:

• Group
Group context level views show data for devices and component items that belong to the selected group. Views that
show a single value aggregate the results to the group level.

• Device
Device context level views show data for a specific device. Views that show a single value aggregate the results to the
device level.

• Component / Interface
Component or interface context level views show data only for the individual selected device component or interface.
Because this context shows only a single item, no aggregation occurs.

Out-of-the-box and Custom Views

Out-of-the-box views show data for a preselected metric or a limited set of metrics. These views include only limited
customization options. Each registered data source includes an array of associated out-of-the-box views.

Custom views use the information from the Data Aggregator to provide flexible configuration options. These views let you
select from many collected metric in multiple graphical and tabular formats. To add a custom view to a dashboard or page,
expand the Custom View - Infrastructure Management in the Views pane, and drag the view to the Layout pane.
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Customize Views
Customize view options determine the method that is used to filter the data reported in views. The icons in the upper right
of a view let you collapse views, modify view settings, and access context-sensitive documentation.

By default, all views on a dashboard page show data from the same group and for the same time frame. You can change
the data context for a particular view to show a specific group. You can select custom time range for views to compare
data that was collected at different times.

For some types of views, you can customize the table or chart format. You can also select the data that is reported in
custom views.

Set the Scope for View Settings

To determine which users see view changes, set the scope when changing the view settings. Select the scope from the
Apply Changes drop-down list whenever you edit a view. The options are scoped according to permissions:

• My Current Session
Save the changes to the current session. Changes do not persist after the logged in session ends. Values set at this
level supersede settings at the My User Account and For All Tenant Users levels during the logged in session. This
option is available only after a view has been configured and added to a dashboard page.

• My User Account (Default)
Save the changes to the current user account rendering the view. Changes persist after the logged in session ends
and the user logs back in. Values set at this level supersede settings at the For All Tenant Users level for the user
account.

• For All Tenant Users
Save the changes to all user accounts associated with the tenant rendering the view. Values set at this level supersede
the out of the box default settings for all user accounts associated with tenant.

Restore Defaults

To return views setting to default values, click Use Defaults. The view reverts to the default options. These changes apply
only to the selected scope when you save the view.

Expect the following behavior for each scope:

• My Current Session
Restoring defaults clears the settings set at the My Current Session level. Views use values set at the My User
Account level, values set at the For All Tenant Users level, or the out of the box default settings.

• My User Account
Restoring defaults clears the settings set at the My User Account level. Views use values set at the For All Tenant
Users level or the out of the box default settings.

• For All Tenant Users
Restoring defaults clears the settings set at the For All Tenant Users level. Views use the out of the box default
settings.

TIP

When new configuration options are added to a view during and upgrade, the options do not appear in views. To
use new configuration options, reset the view to the default options.

Set the Resolution for a View

Trend charts and related views show data as a time series. Time series data shows values for multiple time points across
the time range of the report. The resolution setting of a trend view determines the amount of time that each data point in
the chart represents.
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Table views also include data resolution settings. For table views, the resolution represents the data rollup level to show:
as polled, hourly rollup, or daily rollup.

The Use default resolution option uses the time range to determine the appropriate resolution automatically.

When you set a custom resolution, the view shows that resolution only if the following conditions are true:

• The user can view report data at that resolution for that time range
• The data resolution is within the data retention policy of the data source

If the data is unavailable or the time range is too great, the system overrides the specified resolution automatically. The
system returns the closest permissible resolution for the time range.

For trend views, the chart subtitles indicate the data resolution.

For tables views, the view subtitle indicates the data resolution. The following examples describe some table view
subtitles:

• Resolution: Hourly Roll-Up (Overridden)
Hourly resolution is requested for the selected time range for the current user.

• Resolution: Hourly Roll-Up (Overridden) Resolution Returned: Daily Roll-Up
Hourly resolution is requested for the selected time range for the current user. The data source does not have hourly
data for the entire time range, so the view provides daily resolution

Metric Filtering and Baseline Metrics

To include a metric in a view, select a metric from the Metric Value list. Metrics fall into two profile types: counter or gauge
and are reported in several categories, such as bytes, and percentages, such as utilization.

Metrics with a counter profile type are summed up overtime and rolled up as such. Metrics with a gauge profile type are
averaged overtime.

The following options impact the available metrics in the Metric Value list:

• Metric Family
The selected Metric Family populates the Metric Value list with the metrics associated with the Metric Family. A
metric family is a normalized categorization of metrics associated with device collections, vendor certifications, and
monitoring profiles. The metric family contains information about the supported units and rollup strategy for when an
associated metric is populated.

• Metric Filtering
When selected, this option limits the Metric Value list to only the metrics that are appropriate to the metric profile type
(counter or gauge).
When deselected, all metrics for the selected Metric Family are available. If you select a metric that is inconsistent
with the metric profile type, the metric is flagged with a warning.

• Baseline Metrics
When selected, this option adds baselines to the Metric Value list. Baseline data helps to characterize past
performance for selected monitored parameters, assess present performance, and estimate future performance.

Set the Custom Time Range

To filter data based on specific time periods, select a custom time range for the views. A custom time range on a view
overrides the time range that is set for the dashboard.

You cannot specify a custom time range for the Calendar Heat Chart view, or for On-Demand Report Templates.

Follow these steps:

1. Click the View Settings (gear) icon on the view, and select Edit from the menu.
2. Select Enabled for Custom Time Range.
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3. Select the custom time range from the Time Range drop-down list.
4. Click Save.

The custom time range is indicated in the subtitle of the view.

Assign Time Zone and Business Hour Filters to a View

To show data for particular business hours, assign a time zone and business hours filter to the view. Only items in site
groups with the selected business hours filter appear in the view with this filter. If the group context does not include
groups with the assigned time zone and business hours, the view shows no data. The subtitle of the view indicates which
time zone and business hours filters apply to the view.

NOTE

Trend views and heat charts apply shading to show the selected business hours, but the data is not limited to
the business hours.

Time filtering provides the following options:

• Select a time zone filter without a business hours filter. The view shows data from devices in site groups associated
with that time zone.

• Select a time zone and a business hours filter. The view shows data for devices in sites groups associated with that
time zone for the selected business hours.

• Select All Time Zones and a business hours filter. The view shows data for devices in site groups with the selected
business hours.

WARNING

This option loads slowly.

NOTE

For views with an assigned business hours filter, if the time frame is entirely outside the business hours, the view
displays the following message:
No data is within business hours for this time frame

Follow these steps:

1. Click the View Settings (gear) icon in the view, and click Edit.
2. Select Enable for Time Filtering.
3. Select a Time Zone. The list contains only time zones that are associated with site groups for the current tenant.
4. Select a Business Hours filter. The list contains only business hours that are associated site groups for the current

tenant.
5. (Optional) To show a particular site group in the view, select a fixed context. If you select a group context that does not

have the selected time zone and business hours, the view shows no data.
6. Click Save.

The view filters data to the selected business hours according to the view type.

Change the Data Context for a View

View contexts act as filters that determine the nature of the data that views display. The context of a view is either in
"Dynamic" or "Fixed" mode:

• A Dynamic context indicates that the context of the view changes with the context of the dashboard page.
• A Fixed context indicates that the view uses a specified group, device, or component as a context for the data.

To show data from a specific item or group in an individual view, set a fixed context for the view.
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Follow these steps:

1. Click the View Settings (gear) icon in the view, and click Edit.
2. For Context, select Fixed.
3. Select the context according to the view type.
4. Click Save.

The view shows data only from the selected item or group. The view subtitle indicated the selected context and
includes a lock icon.

Data Resolution
Some view types, such as table views and trend views, provide the option to set the resolution for the reported data.

For trend views, the resolution specifies the amount of time that each data point represents. The granularity ranges from
minutes to daily resolution depending on the time range.

For table views, the resolution specifies the granularity of the reporting data: as polled, hourly rollup, or daily rollup.

The time range for a view determines the default data resolution:

• As Polled Data
Less than, or equal to, 24 hours

• Hourly Resolution
Greater than 24 hours to less than 14 days

• Daily Resolution
14 days to less than one year

• Weekly Resolution
One year or longer

When you edit a view, the current selected time range determines the possible resolution options. The following values
show the maximum time range for each data resolution:

• As Polled Data
Less than, or equal to, 24 hours

• Hourly Resolution
Less than 30 days, and more than 24 hours

• Daily Resolution
More than, or equal to, 30 days

Users with the Run Dashboards at Higher Resolution role right use the following maximum time ranges:

• As Polled Data
Less than, or equal to, 31 days

• Hourly Resolution
More than 31 days

• Daily Resolution
More than three months

To view the report resolution settings, select Administration, Report Resolution. The resolution settings cannot be
modified on the Report Resolution page.

When you set a custom resolution, the view shows that that resolution only if the following conditions are true:

• The user can view report data at that resolution for that time range
• The data resolution is within the data retention policy of the data source
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If the data is unavailable or the time range is too great, the system overrides the specified resolution automatically. The
system returns the closest permissible resolution for the time range. For trend views, the chart subtitles indicates the data
resolution. For tables views, the view subtitle indicates the data resolution.

Alarms View
An alarms view provides a prioritized list of alarms, which helps you quickly focus on resolving the most impactful
problems. The alarms view also provides visibility into other, potentially related, issues on the same device, or connected
to a device.

Each device context page includes an Alarms tab. For more information, see Context Pages.

The following role rights are associated with an alarms view:

• Allow Alarm Modification Actions
Lets users acknowledge, clear, or assign a troubleshooter to alarms.

• Allow Alarm Triage Actions
Lets users perform alarm triage actions.

• Allow Alarm Filter Creation
Lets users create and manage alarm filters.

• Allow Alarm Filter Management
Lets users manage and assign alarm filters to other users.

NOTE

When you sort, search, or filter an alarms view, the returned results show only the alarms up to the maximum
alarms retrieved, which is specified in the view settings.

Standard View Concepts

An alarms view includes standard view configuration options, such as time filters and context settings. For standard view
configuration details, see Customize Views.

By default, all views on a dashboard page show data from the same group and for the same time frame. You can change
the data context for a particular view to show a specific group. You can select a time range for views to compare data that
was collected at different times.

Context Settings

In CA Spectrum, you can select a particular Global Collection to view all the alarms asserted on it.

Group filters in the upper-left corner of NetOps Portal behave similarly. You can select a particular group, which can
correspond to your Global Collections, to view all the alarms asserted on it.

If you select a custom group for reporting, the alarms view is scoped to the elements within that custom group. For more
information, see Manage Groups.

Time Filters

Time filters in the upper-right corner of NetOps Portal display the alarms that occurred in the last few hours.

You can also specify custom time ranges. We recommend that you specify a time range that includes the latest list of
alarms.
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WARNING

Only alarms that are raised within the specified time range appear in an alarms view. After an alarm is cleared, it
does not appear regardless of the selected time filter.

TIP

Ensure the specified time range is large enough to include all active alarms.

Alarms View Panes

An alarms view shows alarms data in the following available panes:

TIP

We recommend that you turn auto-refresh off when you view alarms. If you have auto-refresh turned on while
looking at an alarms view, any selected alarms are cleared when the page refreshes.

• Alarms
View a list of the latest alarms and their severity.

• Alarm Details
View the details of the selected alarm. You can add or remove the attributes to display in the Alarm Details pane. By
default, the Alarm Details pane displays the following attributes.
– Severity
– Date/Time
– Item Name
– IP Address
– Model Type
– Acknowledged
– Contact Person
– Troubleshooter
– Trouble Ticket ID
– Number of Occurrences
– Impact

• Impact: Management Lost
View the devices that this alarm impacts.

• Impact: Symptoms
View the alarms leading up to this alarm.

• Neighbor Topology
View all the neighboring models that are connected to the device of the selected alarm.

• Interfaces
View the interfaces associated with the selected alarm.

• Events
View the events associated with the selected alarm. If you have the Export to CSV role right, you can click the gear
icon to export the events list to CSV. You can also filter and search the events list.
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Alarms View Elements

The following example shows the important elements of an alarms view:
Figure 1: Alarms_Views

Sort Multiple Columns

You can sort by up to three columns in an alarms view.

Follow these steps:

1. In the column header to sort first, click the Gear icon.
2. Select Sort First, and click one of the following options:

– Sort Acsending
Sort the column in ascending order.

– Sort Descending
Sort the column in descending order.

– Remove Sort
Remove the sort order from the column.

NOTE

You can CTRL+Click on a column heading to remove the sort order.
3. In the column header to sort second, click the Gear icon.
4. Select Sort Second, and click a sort option.

NOTE

You can SHIFT+Click on a column heading to add it as a secondary sort.
5. In the column header to sort third, click the Gear icon.
6. Select Sort Third, and click a sort option.

Create an Alarm Filter

If you have the Allow Alarm Filter Creation role right, you can create alarm filters.
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You can filter by the the following attributes:

• Acknowledged
Indicates whether the alarm is acknowledged
Attribute ID: 0x11f4d
Type: BOOLEAN

• Cause Code
Identifies the cause of the alarm
Attribute ID: 0x11f50
Type: HEX

• Clearable
Indicates whether the alarm is clearable
Attribute ID: 0x11f9b
Type: BOOLEAN

• Contact Person
The person to contact when device problems occur
Attribute ID: 0x23000c
Type: STRING

• IP Address
The IP address for the item
Attribute ID: 0x12d7f
Type: ADDRESS_RANGE

• LocationThe location of the device
Attribute ID: 0x23000d
Type: STRING

• Manufacturer
The manufacturer of the device
Attribute ID: 0x10032
Type: STRING

• Model Class
The model class of the item
Attribute ID: 0x11ee8
Type: ENUM

• Name
The device or model name
Attribute ID: 0x1006e
Type: STRING

• Number of Occurrences
The number of times that the alarm occurred
Attribute ID: 0x11fc5
Type: INTEGER

• Severity
The severity of the alarm
Attribute ID: 0x11f56
Type: ENUM

• Show Symptoms
Indicates whether the alarm is the result of symptoms
Attribute ID: 0x12a07
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Type: BOOLEAN
• Symptom Count

The number of symptoms for the alarm
Attribute ID: 0x12a06
Type: INTEGER

• System Name
The system name of the device
Attribute ID: 0x10b5b
Type: STRING

• Troubleshooter
The troubleshooter assigned to the alarm
Attribute ID: 0x11fc6
Type: ENUM

• Trouble Ticket ID
The Trouble Ticket ID assigned to the alarm
Attribute ID: 0x12022
Type: STRING

Follow these steps:

1. To the right of the filter drop-down, click the plus icon.
The Create Filter dialog opens.

2. Complete the fields and specify the conditions for the filter.
3. Click Save.

The new filter appears in the filter drop-down.

Manage Alarm Filters

If you have the Allow Alarm Filter Management role right, you can manage and assign alarm filters to other users.

When you create or edit a filter from the Manage Filters dialog, you can set the scope to one of the following options:

• For My Use
The filter is available only for your user account.

• For All Users With My Role
The filter is available only for users with your role.

• For All Tenant Users
The filter is available for all the tenant users.

NOTE

If a new role is added, users with that new role do not have access to the shared filter. You can assign the
filter to the new role.

• For Specific Users or Roles
The filter is available for selected users or roles.

Follow these steps:

1. Click the filter drop-down.
2. Click Manage Saved Filters.
3. Add, Edit, Copy, or Delete filters as necessary.

 92



 DX NetOps

Assign Filters to Specific Users or Roles

If you have the Allow Alarm Filter Management role right, you can assign shared filters to specific users or roles.

Follow these steps:

1. Click the filter drop-down.
2. Click Manage Saved Filters.
3. Select a filter to assign to users or roles.
4. Click Users or Roles.
5. Select the users or roles to assign the filter.
6. Click Save.

Manage Alarms

An alarms view contains the following alarm management buttons:

• Acknowledge
Acknowledge the selected alarms. "Yes" appears in the Acknowledge column in the top Alarms pane.

• Unacknowledge
Unacknowledge the selected alarms. This button removes "Yes" from the Acknowledged column in the top Alarms
pane.

• Clear
Remove the selected alarms from the top Alarms pane. This option is available only for clearable alarms. To determine
whether an alarm is clearable, show the Clearable column.

• Troubleshooter
Manage the troubleshooter assignment for the selected alarms.

• Poll
Poll the devices for the selected alarms. The poll is initiated from the SpectroSERVER.

• Ping
Send an ICMP ping to the devices for the selected alarms. The ICMP ping is initiated from the SpectroSERVER.

• Traceroute
Determine the route (path) to the device of the selected alarm over a maximum of 30 hops. The round-trip time of
packets that are received from each hop is also measured. Traceroute is initiated from the SpectroSERVER. This
option is unavailable when you select multiple alarms.

• On Demand
Launch On-Demand reports for the selected alarms. Alarms and items that are not synchonized to NetOps Portal are
filtered out. For more information, see On-Demand Reports. This option is available when you have the Create On-
Demand Report Templates role right and the Run On-Demand Report Templates role right.

• Create Ticket
Create a service desk ticket for a single alarm that is selected in the table. This option is available when you have
either the Allow Alarm Modification Actions role right or the Allow Alarm Triage Actions role right.

• Manage Life Cycle
Change the life cycle state of a device to Active or Maintenance. This option is available when you have the Administer
Life Cycle role right.

Configure an Alarms View

To display an alarms view, go to the Alarms Console dashboard or add the Alarms view available from the Alarms and
Events section. An Alarms view is also available from device, router, server, switch, and interface context pages.

Configure the following alarms view settings:

• Max Alarms to Retrieve
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Specify the maximum number of alarms to retrieve starting with the most recent.
Default: 20,000
Maximum: 20,000

• Ping Count
Specify how often to send an ICMP ping to each device. You can specify a value of 1 through 5.
Default: 3

• Grid Height
Specify the height of the Alarms grid. Default: 300

• Sort First
Select a column on which to sort first.
Default: Date/Time

• Sort Second
Select a column on which to sort second.
Default: None

• Sort Third
Select a column on which to sort third.
Default: None

• Sort Direction
Select whether to sort the selected column in Ascending or Descending order.
Default: Descending

• Customize Panels
Select the panes to enable or disable.

• Attributes to Show Add or remove the attributes to display in the Alarm Details pane.
• Filter Selection

Select whether to pin an alarm filter to the view. If enabled, select the filter to pin to the view.

Browser Views
The browser view lets you show the content of a web page directly in NetOps Portal. The browser view also lets you
update internal and external data dynamically.

Configure a Browser View

To show a web page or application, configure a browser view.

Follow these steps:

1. Specify a URL for the view.

WARNING
Use a URL for a web page that supports being an embedded iFrame.

2. (Optional) Customize the URL parameters.

TIP

Use URL parameters to add NetOps Portal data to the URL. These parameters support adding context-
sensitive information, such as time range or group, to the URL. Use these parameters to provide specific
information to OpenAPI applications.

3. Set a height for the view, in pixels.
4. Click Save.

The web page or application that the URL references appears in the browser view window.
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Customize URL Parameters

You can customize a browser view to your preference. When you configure a browser view, select parameters to add to
the URL of the view. Each parameter is defined when the URL is accessed.

TIP

Add an identifier to the URL before each property. The identifier helps you to determine the meaning of each
property in the URL.

The parameters that are available from the user interface appear in a drop-down with two columns. The first column
shows the property. The second column shows the current values for the logged in user. The second column values are
based on the current context and time on the system. The properties resolve in the following manner:

• {Culture}
Culture of the logged in user

• {ItemDesc}
Description of the item or group of the current context
The context is specified at the top of the page or within the dashboard builder.

• {ItemId}
NetOps Portal item ID of the current item or group

• {ItemIdDA}
Data Aggregator item ID of the current item or group
This parameter appears only when you have a Data Aggregator data source.

• {ItemName}
Name of the current item or group

• {ItemSubType}
Subtype of the current item or group

• {ItemSubTypeName}
Subtype name of the current item or group
The subtype name is usually the same as the subtype, but not always.

• {ItemType}
Type of the current item or group

• {ItemTypeLabel}
Singular form of the item type label

• {ItemTypeLabels}
Plural form of the item type label

• {ItemTypeName}
Item type name

• {Locale}
Locale of the logged in user
The locale is similar to culture, but has a slightly different format.

• {ModelHandleSpectrum}
Model handle from CA Spectrum for the device or interface
This parameter is unavailable for groups. This parameter appears only when you have a CA Spectrum data source.

• {PageSize}
Number of items that are specified to display in the view

• {Resolution}
Data resolution in seconds

• {ResolutionLabel}
Data resolution in a descriptive text

• {ServerName}
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NetOps Portal server name or IP address
• {ServerNameDA}

Data Aggregator server name or IP address
This parameter appears only when you have a Data Aggregator data source.

• {ServerPort}
NetOps Portal server port

• {ServerPortDA}
Data Aggregator server port
This parameter appears only when you have a Data Aggregator data source.

• {TimeEndUTC}
Number of seconds of the end of the time range (based on Unix time) at the top of the page

• {TimeEndUTCExpanded}
Expanded form of the end of the time range

• {TimeSpan}
Description of the time range that is specified at the top of the page

• {TimeStartUTC}
Number of seconds of the start of the time range (based on Unix time) at the top of the page

• {TimeStartUTCExpanded}
Expanded form of the start of the time range

• {UserEmailAddress}
Email address of the logged in user (if specified)

• {UserId}
NetOps Portal ID of the current user

• {UserName}
Current user name

• {UserRoleId}
NetOps Portal role ID of the current user

• {UserRoleName}
Role name of the current user

• {UserSsoToken}
SSO token for the current user
This token can be used to log in to other data sources that honor SSO (for example, CA Network Flow Analysis).

• {UserTimeZone}
Time zone of the current user

Example:

If you want aspects of your browser view to adjust dynamically, use custom URL parameters.

For this example, you want to display the content at the following URL:

http://PC_host:port/pc/apps/user/appsubdirectory/MyPageFile.html

You can append the URL with the following URL parameters:

?id={ItemIdDA}&startTime={TimeStartUTC}&endTime={TimeEndUTC}

• {ItemIdDA}
This parameter resolves to the ID of the interface for the selected context page.

• {TimeStartUTC}
This parameter resolves to the start time selected in the time picker for the context page.

• {TimeEndUTC}
This parameter resolves to the end time selected in the time picker for the context page.
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Follow these steps:

1. Select a URL parameter from the drop-down list, and click the Append to URL button.
The URL parameter is added to the end of the current URL in the URL field.

2. Click the URL field, and enter an identifier before each parameter.
Enter a ‘?’ before the first parameter. Enter a ‘&’ before each subsequent parameter.

Bar Chart Views
Bar charts, also known as horizontal bar charts, show a comparative visualization of data. These charts are useful to
compare items in a small group when the expected value of the metric is similar for all items. The visualization enables
you to identify which item differs from the others. Bar charts can be useful for capacity planning.

Business hours filtering can apply to the data in bar chart views. The applied business hours filter appears in the subtitle.
For more information, see Configure Business Hours Filtering.

For standard view configuration details, see Customize Views.

Side-by-Side Bar Charts

Side-by-side bar charts compare pairs of related metrics for interfaces.

For the out-of-the-box views, select the Metric Value to display on the view: Percentage, Rate, or Volume.

The following example shows the important elements of a side-by-side bar chart:
Figure 2: Side-by-Side Bar Chart Elements

Stacked Bar Charts

Stacked bar charts show a horizontal bar with segments representing each selected metric.
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The following example shows the important elements of a horizontal bar chart with the stacked chart type:
Figure 3: Stacked Bar Chart Elements

Configure a Horizontal Bar Chart View

The IM Horizontal Bar Chart is a custom view that lets you select the metrics to display. The chart can display multiple
metrics for each device or component in the view context.

Follow these steps:

1. Select the metrics to show in the chart.
Each selected metric appears as different colored bar in the chart.

TIP

The custom bar chart is best used to compare a few similar metrics for a small group of items. If you select
too many items or too many metrics, the view is difficult to read.

Select metrics with consistent unit types (bits, percentage, and so on) for more valuable comparisons.

Also, select metrics with a consistent rollup or aggregation strategy. For example, compare two sets of
averages for two different metrics. This comparison is more valuable than comparing the total for one metric
and the average for another metric.

2. Select the sort order for the view.
The metric that you select from the Metric Sort list represents the first bar on the bar chart.

3. Select the Metric Calculate Level.
This option determines what level of aggregation each row in the view represents: a device, or a component.

4. Select the chart type:
– Stacked Chart

For each device or item, this chart type shows a horizontal bar with segments representing each selected metric.
– Side-by-Side Chart

For each device or item, this chart type shows a horizontal bar representing each selected metric.

Bar Chart Tables

Some out-of-the box table views show a column with a bar graph. These tables display a bar chart column for metrics with
percentage values. For more information about these views, see Table Views.
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Calendar Heat Chart Views
Calendar heat chart views provide a month-long overview with hourly intervals that are color coded based on custom
thresholds. The calendar shows one month with a colored block to show the status for each hour.

NOTE

If the hourly data retention is less than 1 month, the calendar heat chart still shows hourly data.

This view helps network engineers identify patterns in percentage-based metrics such as utilization, latency, and loss
metrics. Identifying patterns can be a critical step in locating the source of performance issues that might appear to be
intermittent. Usage patterns also aid in capacity planning.

The view also includes several pattern-matching filters to limit the data that appears:

• Busy Hour
View the hour each day with the highest value for the selected metric.

• Business Week Pattern
View patterns where the same hours have similar values on three or more days in the business week.

• Calendar Week Pattern
View patterns where the same hours have similar values on four or more days in the calendar week.

• Repeating Hours by Business Day
View patterns where the same hour on the same day of the business week has a similar value for three or more times
in the month.

• Repeating Hours by Calendar Day
View patterns where the same hour on the same day of the calendar week has a similar value for three or more times
in the month.

Maintenance indicators apply to all the devices and components in a site group. When the associated site group is
selected in the context, maintenance indicators appear as shaded cells in the calendar heat chart. For more information,
see Schedule Maintenance Indicators.

Calendar heat charts apply a lighter shading to show business hours. For more information, see Configure Business
Hours Filtering.
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The following example shows the important elements of a calendar heat chart:
Figure 4: Calendar Heat Chart Elements

Configure Calendar Heat Chart Views

Calendar heat charts include configuration options to set the threshold values for the colors to show in the chart. The view
also lets you change the starting day and time display formats.

TIP

Because the color status thresholds are set in integers, this view works best with metrics that are gradable by
integer, such as utilization. Metrics that have narrow ranges in value, such as percent errors, do not provide
meaningful visualizations.

The IM Calendar Heat Chart lets you select the metric to show in the view. The built-in calendar heat charts on context
pages have fixed metric selections.

For standard view configuration details, see Customize Views.

To configure the behavior of the calendar heat chart, specify the following properties:

• Business Week Start
Define the start of the five-day business week for the pattern-matching filters.

• Time Display Format
Specify whether the hours are identified with 12-hour or 24-hour time.

• Green Zone Start
Specify the threshold for the metric to show a normal status indicated with green.

• Yellow Zone Start
Specify the threshold for the metric to show a minor status indicated with yellow.

• Orange Zone Start
Specify the threshold for the metric to show a major status indicated with orange.

• Red Zone Start
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Specify the threshold for the metric to show a critical status indicated with red.

TIP

You can configure calendar heat chart views to reflect reverse value severity. For metrics where low values are
bad and high values are good, set Green highest and Red lowest. To omit a severity level, set the threshold
value to zero. For example, setting Orange to zero removes the major severity when profiling metric thresholds.

Card Views
Card views display cumulative counts of groups, devices, or components for the threshold ranges of each specified
metric. The counts appear within green, yellow, orange, and red circles. The color of each circle is based on a set of user-
defined thresholds. You can specify separate thresholds for each metric.

The following image shows the important elements of a card view:
Figure 5: Card_Views

Configure the IM Card View

To display a card view, add the IM Card view. Card views include standard view configuration options, such as time filters
and context settings. For standard view configuration details, see Customize Views.

Follow these steps:

1. Select the metrics to show in the card view.
Each selected metric appears as a box in the view.

2. Select the Metric Calculate Level.
This option determines what level of aggregation for the cumulative counts: by groups, devices, or components.

3. For each metric, specify the thresholds for the status indicators.
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If the value for the metric is at or above the specified value, the icon indicates the status by color.
Green indicates normal, yellow indicates minor, orange indicates major, and red indicates critical.
To remove the status indicators, set the threshold values for all status levels to zero.
You can specify thresholds with up to two decimals places with the lowest value being 0.01. Values with more than two
decimal places are rounded.

TIP

For metrics where low values are bad and high values are good, set Minor highest and Critical lowest. To
omit a severity level, set the threshold value to zero.

Dynamic Trend Views
Dynamic trend views combine data from multiple managed items, or groups of items, in a single view. You can add this
view to a dashboard or context page. You can compare the data from hundreds of managed items, or groups of managed
items, in one or more charts. View settings let you select display units and determine how data is plotted.

NOTE

These views support only the Data Aggregator data source.

Dynamic trend views let you create a trend chart for a selected metric. The view is termed "dynamic" because it has the
following options:

• Displaying an individual chart for the selected metric for each item that you select.
• Displaying a single chart for all the selected items, for a single metric.
• Displaying a single trend line for a selected metric that reflects aggregated data from all the selected items.

NOTE

Percentile metrics appear as dashed lines.

Use dynamic views during advanced troubleshooting. These views let you build a complex comparison of data from
multiple groups, or a temporary grouping of items. You can quickly select items from across a wide range of possibilities,
without creating a group in advance.

For example, you can use dynamic views to analyze data from any of the following items:

• Multiple interfaces in a group
• The interfaces in your inventory with the worst performance metrics
• The interfaces on a single device

A dynamic view is empty until you edit the view settings that you want to apply.

Trend data in dynamic views represents averages of metric values across all items that are included.

TIP

Dynamic trend views require more page space than other types of views. To add a dynamic trend view to a
dashboard, add it to a single-column area in the layout. Do not add a dynamic trend view to a small section on a
dashboard layout.

Dynamic trend views also require more space for the PDF output.

Maintenance indicators apply to all the devices and components in a site group. When the associated site group is
selected in the context, maintenance indicators appear as shading in dynamic trend views. For more information, see
Schedule Maintenance Indicators.

Dynamic trend views apply a lighter shading to show business hours. For more information, see Configure Business
Hours Filtering.
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The following image shows the important elements of a dynamic trend view:

Figure 6: DynamicTrendView
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The following image shows the important elements of a dynamic trend MultiView:

Figure 7: DynamicTrendMultiView

Configure a Dynamic Trend View

To configure a dynamic trend chart, customize or edit a dynamic trend view. Dynamic trend views contain no data until you
edit them to select settings.

For standard view configuration details, see Customize Views.

Follow these steps:

1. Select one of the following Chart Type options:
– Trend Chart

View a traditional trend line for each device, component, or metric.
– Stacked Chart

View a stacked line on top of each other for each device, component, or metric.
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2. Select one of the following Standardized Axis options for the Y-axis of each trend chart:
– Fixed at 0 to 100

Maintain a static range, 0 through 100, for the Y-axis.
– Calculated

Let the Y-axis adjust dynamically, based on the range of metric values that are included. The calculated setting is
applied to all charts in the view.

– Scale per Chart
Let the Y-axis adjust dynamically, based on the range of metric values for each chart in the view. The Y-axis scaling
of one chart in a view does not affect the scaling of any other chart.

3. Optionally, enable Baseline Metrics.
The baseline trend line lets you determine whether utilization trends are changing. The baseline data that is plotted
in many views shows statistical deviations from "normal" performance for a given statistic. For more information, see
Baseline Calculations.

4. If you are adding the dynamic trend view to a dashboard, set the Context to Dynamic or Fixed.
– Dynamic A Dynamic context indicates that the context of the view changes with the context of the dashboard page.
– Fixed A Fixed context indicates that the view uses a specified group, device, or component as a context for the

data.

Gauge Views
Gauge views highlight where the value of a metric differs from the expected value. The out of the box gauge views display
percentage metrics. However, custom gauge views do allow for configuring metric values that are not of type percentage.

Business hours filtering can apply to the data in gauge views. The applied business hours filter appears in the subtitle. For
more information, see Configure Business Hours Filtering.

Gauge View Elements

The gauge shows the minimum, maximum, and average values in the time range. The gauge needle shows the average
value. The gray inner arc shows the minimum and maximum range of the metric value.

The outer arc uses the following colors to show customizable threshold ranges:

• Green The normal status range
• Yellow The moderate status range
• Red The critical status range

The gauge chart legend shows the resolution, which specifies the granularity of the reporting data: as polled, hourly rollup,
or daily rollup. For custom views, the minimum and maximize thresholds are based on this resolution. For out of the box
views, the minimum and maximum thresholds are based on the as polled resolution.
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The following example shows the important elements of a gauge view:
Figure 8: Gauge View Elements

Configure Gauge Views

All gauge views let you customize the threshold values for metric status. The IM Gauge Chart custom view provides more
configuration options.

For standard view configuration details, see Customize Views.

Follow these steps:

1. Select the Metric Needle from the list of metrics for the selected metric family. This option determines the selected
metric for the view.

2. Do one of the following tasks:
– If you are configuring a custom view, select whether Gauge End Points are calculated or fixed. This option

determines the range of the gauge.
• If fixed, define the minimum and maximum values.
• If calculated, the view determines the gauge end points based on the minimum and maximum values of the data

from the appropriate item level.
– If you are configuring an out of the box view, the gauge end points are fixed. Define the minimum and maximum

values.
3. If you are configuring a custom view, select whether Determine Threshold is by percentage value or by numeric

value.
– By Percentage Value

The status start values are a percentage of the range between the gauge endpoints.
– By Numeric Value

The status start values are fixed numeric values.
4. Define the thresholds for the gauge:
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– Moderate Status Start The gauge shows yellow for this zone.
– Critical Status Start

The gauge shows red for this zone.

TIP

For metrics where low values are bad and high values are good, such as availability, set Moderate Status
Start higher than Critical Status Start.

Gauge/Table Views

Gauge/table views highlight where the value of one metric differs from the expected value when compared to other
metrics. The gauge shows the minimum, maximum, and average values for one item in the time range. The table lets you
see the values for all items and select an item to show on the gauge. For more information about these views, see Table
Views.

Group Scorecard Trend Views
Group scorecard trend views display performance metrics by subgroup, device, or component for the selected group.
Group scorecard trend views provide line-of-business owners a group-level summary of how key metrics perform over
time. Performance is based on a set of user-defined thresholds. These views incorporate red, orange, yellow, and green
icons as visual indicators of performance levels.

Group scorecard trend views show the average, minimum, and maximum utilization, or the selected metric at different
time intervals for a group. Each interval length is equal to the time range selected for the dashboard. Out-of-the-box views
show either the utilization average or the 95 percentile. The IM Group Scorecard Trend view shows any selected metric.

You can select counter metrics (for example, Bits Out - Total). However, group scorecard trend view thresholds are
intended for gauge metrics (for example, Bits Out - Average Rate).

Group scorecard table views are also available, which let you view multiple metrics in the same scorecard. For more
information, see Group Scorecard Table Views.

The following images show the important elements of a scorecard view.

The Metric Calculate Level in the following image is set to Group:

Figure 9: Group Scorecard Trend

 107



 DX NetOps

The Metric Calculate Level in the following image is set to Device:

Figure 10: Group Scorecard Trend Device

The Metric Calculate Level in the following image is set to Component:

Figure 11: Group Scorecard Trend Component
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NOTE

If a time period renders nonnumeric value for the reporting metric, the scorecard view and header contains a
gray icon. This icon indicates that the data for that timeframe includes an invalid data point.

Group scorecard trend views calculate and display projected values as follows:

• For monthly intervals, the first projection is the last day of the following month.
• For weekly intervals, the first projection is midnight on the following Sunday.
• For daily intervals, the first projection is the following midnight.
• For hourly intervals, the first projection is the top of the following hour.

IM Group Scorecard Trend View

The IM Group Scorecard Trend view is a fully customizable scorecard. This scorecard displays historical time intervals for
any metric, and up to three projected values. The projected values are calculated from the trend of historical data in the
time range of the view. The items in a group determine the metrics that are available in this view.

Interface 95th Maximum Percentile Trend Scorecard View

Most group scorecard trend views always attempt to use daily data unless your data retention policy prevents it. However,
the Interface 95th Maximum Percentile Trend Scorecard view uses polled data for accuracy.

When you select larger time ranges (for example, Previous Month), you can easily surpass the configured data retention
rate, which limits the number of columns available for comparison.

Configure Group Scorecard Trend Views

Group scorecard trend views include standard view configuration options, such as time filters and context settings. For
standard view configuration details, see Customize Views.

TIP

On dashboards, scorecards render best in single-column layouts. Scorecards with fewer columns also render
well in two-column layouts. Do not use scorecards in three-column layouts.

The following configuration options apply only to scorecard views.

Follow these steps:

1. (Trend and Custom Scorecard Views Only) Select the number of time intervals.
Each time interval is one column on the view.

NOTE

This setting directly relates to the Time Range setting for the view. The time range for the view determines
the length of each time interval. For example, if you select Last 30 days for the Time Range, each interval
equals 30 days.

2. (Custom Scorecard View Only) Configure scorecard projection.
– Select the number of projections to display.

Each projection is a column on the view.
– Select the calculation method for the projection.
For more information, see Scorecard Projection.

3. Select the Metric Calculate Level.
This option determines what level of aggregation each row in the scorecard view represents: a subgroup, a device, or
a component.

4. Specify the thresholds for the status indicators.
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If the value for the metric is at or above the specified value, the status icon in the view indicates the status by color.
Red indicates critical, orange indicates major, yellow indicates minor, and green indicates normal.
To remove the status indicators, set the threshold values for all status levels to zero.

TIP

For metrics where low values are bad and high values are good, set Minor highest and Critical lowest.
5. Set the results limit.

This limit determines the number of items included in the data results shown on each page of the scorecard.
Default: 10

Scorecard Projection

Scorecard projections use a customizable set of data points to predict future values for metrics. Projected values are
calculated when the view is rendered, and are based on the historical time frame of the view. You can add the projected
values to IM Custom View Group Scorecards.

TIP

Do not use scorecard projections for error metrics. Each error is a discrete event that is not affected by historical
errors.

The scorecard view includes two methods to calculate projections:

• Approximation The Approximation method uses the average from each time frame in the view to calculate the
projection values. DX NetOps calculates a least squares regression on the averages, then uses the line equation to
project future values. This calculation method is faster than the Detailed Data method.

• Detailed Data The Detailed Data method uses the polled data for the entire time frame of the view. DX NetOps
calculates a least squares regression for the entire set of data points. This calculation is more statistically accurate
than the Approximation method, and provides extra columns in the view.

NOTE

Detailed data scorecard projections are supported only for gauge metrics (for example, Bits Out - Average
Rate). Detailed data scorecard projections are not supported for counter metrics (for example, Bits Out -
Total). Projection values are calculated on the As Polled (rate) data to ensure precision.

These columns are hidden by default:
– Slope

Indicates the slope of the line equation.
– InterceptIndicates the intercept of the line equation.
– DegreesDegrees of freedom, which indicates the sample size.
– Linear Fit

Indicates the confidence level of the projected values as related to the sample data.
– Days to Threshold

Indicates the projected number of days before the specified critical threshold is reached.

Group Scorecard Table Views
Group scorecard table views let you view multiple metrics in the same scorecard. Group scorecard table views display
the metrics by subgroup, device, or component for the selected group. These views incorporate red, orange, yellow, and
green icons as visual indicators of performance levels. The color of the status icons is based on a set of user-defined
thresholds. You can specify separate thresholds for each metric.

You can select counter metrics (for example, Bits Out - Total). However, group scorecard table view thresholds are
intended for gauge metrics (for example, Bits Out - Average Rate).
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Group scorecard trend views are also available, which provide line-of-business owners a group-level summary of how key
metrics perform over time. For more information, see Group Scorecard Trend Views.

The following images show the important elements of a group scorecard table view. The Health Indicator column is
shown.

The Metric Calculate Level in the following image is set to Component Hierarchy.

Figure 12: Group Scorecard Table Component Hierarchy
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The Metric Calculate Level in the following image is set to Device Hierarchy:

Figure 13: Group Scorecard Table Device Hierarchy
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The Metric Calculate Level in the following image is set to Group:

Figure 14: Group Scorecard Table Group

The Metric Calculate Level in the following image is set to Device:

Figure 15: Group Scorecard Table Device
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The Metric Calculate Level in the following image is set to Component:

Figure 16: Group Scorecard Table Component

Configure a Group Scorecard Table View

To display a group scorecard table view, add the IM Group Scorecard Table view. Group scorecard table views include
standard view configuration options, such as time filters and context settings. For standard view configuration details, see
Customize Views.

TIP

On dashboards, group scorecard tables render best in single-column layouts. Group scorecard tables with fewer
columns also render well in two-column layouts. Do not use group scorecard tables in three-column layouts.

Follow these steps:

1. Show or Hide the Health Indicator column.
2. Select the Metric Calculate Level.

This option determines what level of aggregation each row in the scorecard view represents: a group, a device, a
component, a device hierarchy, or a component hierarchy.
Component Hierarchy shows aggregation to the current group and to each group that is a child of that group.

3. Set the Results Limit. This limit determines the number of items that are included in the data results shown on each
page of the scorecard.
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NOTE

If the Results Limit is less than the child item count, only the data results within the limit are aggregated.
For accuracy, we recommend the Results Limit exceed the child item count. However, your child item
count might exceed the supported maximum limit to meet performance expectations. In this scenario, we
recommend that each parent group contain a smaller set of child items.

4. For each metric, specify the thresholds for the status indicators.
If the value for the metric is at or above the specified value, the icon indicates the status by color.
Red indicates critical, orange indicates major, yellow indicates minor, and green indicates normal.
To remove the status indicators, set the threshold values for all status levels to zero.
You can specify thresholds with up to two decimals places with the lowest value being 0.01. Values with more than two
decimal places are rounded.

TIP

For metrics where low values are bad and high values are good, set Minor highest and Critical lowest. To
omit a severity level, set the threshold value to zero.

5. If the Health Indicator column is shown, for each metric, specify a weight:
– 0

This weight shows the metric in the table, but does not factor the metric into the Health Indicator.
– 1

This weight applies a standard weight to the metric when calculating the Health Indicator.
– 2

This weight doubles the metric value when calculating the Health Indicator.
– 3

This weight triples the metric value when calculating the Health Indicator.

Map Views
Map views are available for SD-WAN tunnels and application/SLA paths. Map views show the location of each site for the
selected group. Sites with no data appear as gray icons. In previous versions, sites with no data were excluded from the
Map view. Map views show only a single level below the selected group.

Example: A USA site group contains site groups for states. The site groups for states contain site groups for cities. If you
select USA, the map view shows the site groups for states, but not for cities. If you select a state, the map view shows the
site groups for cities within the state.

When a site is selected, the connections to and from other sites appear. The connection lines are color-coded based on
health metrics. Site router details appear when you hover over a site. Tunnel or application/SLA path details appear when
you hover over a connection.
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The following example shows the important elements of a map view for tunnels:

Figure 17: Map_View

Configure a Map View

Map views include standard view configuration options, such as time filters and context settings. For standard view
configuration details, see Customize Views.

NOTE

Map views are available only for SD-WAN tunnels and application/SLA paths.

Follow these steps:

1. Specify the thresholds for each site metric (CPU utilization, memory utilization, and virtual interface utilization).
If the value for the site is at or above the specified value, the icon indicates the status by color.
Green indicates normal, yellow indicates minor, orange indicates major, and red indicates critical.
You can specify thresholds with up to two decimals places with the lowest value being 0.01. Values with more than two
decimal places are rounded.

TIP

For metrics where low values are bad and high values are good, set Minor highest and Critical lowest. To
omit a severity level, set the threshold value to zero.

2. Specify the thresholds for each tunnel or application/SLA path metric.

Pie Chart Views
Pie charts show the relative values of a metric. Use pie charts to view metric values that represent parts of a whole. Pie
charts are best used for small groups of items. This view includes a table that shows the metric value and the percentage
of the total value for each item.
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Business hours filtering can apply to the data in pie chart views. The applied business hours filter appears in the subtitle.
For more information, see Configure Business Hours Filtering.

The following example shows the important elements of a pie chart view:
Figure 18: Pie Chart Elements

To set up a pie chart, configure the following properties:

• Metric Label
The selected attribute (Device Names, Item name, or Description) appears as the first column of the table. When the
selected attribute is Device Name, the metrics are aggregated at the device level.

• Sort Direction
The pie chart includes the items for the selected metric in descending or ascending order.

• Max RowsThe maximum number of table rows determines the maximum segments that appear in the pie chart.

For standard view configuration details, see Customize Views.

Pie/Table Views

For more information about these views, see Table Views.

Table Views
Table views are the most useful way to show vertically and horizontally dense data, include multiple metrics, many items,
or many properties. Tables let you sort the data according to any metrics, so you can view the best and worst results for
each metric.

Business hours filtering can apply to the data in table views. The applied business hours filter appears in the subtitle. For
more information, see Configure Business Hours Filtering.

Table View Options

Table views provide the following functionality:

• To drill down to detailed data for individual items, click the item name.
• To sort by a particular column or reverse the sort order, click the column heading. An arrow icon indicates the sorted

column.
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When you sort by a different column, DX NetOps queries the data source to get new results for the table that match
the top values for the new sorted column. The sort order applies only to the currently rendered view. The sort order
does not persist and cannot be saved on the view.

• For column options, mouseover column heading and click the gear icon. Use the following options to manage columns:
– Sort Ascending/Sort Descending

Sort the entire data set from the data source.
– Sort Results Ascending/Sort Results Descending

Sort the already retrieved and rendered result set.
– Add/Hide Columns

Expand the Columns menu, and select or clear columns for the table. This list includes the selected metrics from
the view configuration and more details about the items, such as Alias and Life Cycle State.

– Move
Click and drag the column header to the desired location.

– Resize
Hover over the separator line between two columns in the grid header, and click and drag the column to be wider or
narrower.

– Save
Save the column settings for the view at the tenant, user, or session level. The save operation is applied only to the
column selection and the order of columns.

NOTE

Save does not preserve column sort order.
– Use Default Settings

Revert any custom changes applied to the view column settings.
• By default, Enable Scrolling is selected and the Search bar is locked in place when you display more than 20 rows.

To change this setting, click the Max Per Page drop-down in the lower-right corner, and change Enable Scrolling.

Bar Chart Table Views

Some out-of-the-box views, show tables with a bar chart column. These views show metrics with percentage values. Use
these views to identify problematic devices quickly.

The following example shows the important elements of a bar chart table:
Figure 19: Table Bar Chart Elements
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Deviations from Normal Table Views

The Top Deviations from Normal views compare actual values from the selected time frame to a calculated baseline value.
Use these views to identify places where performance has changed. These views display the items that deviated the most
from that normal value. The way the baseline is calculated varies by data source.

The table shows the following information:

• The average for the selected metric
• The average baseline for the selected metric
• The percent divination with a relative visualization sorted by absolute value

Edit the view to specify the following information:

• The type of device: router, server, or switch
• The selected metric

The following example shows the important elements of a deviations from normal table:
Figure 20: Deviations from Normal Table Elements

Chart/Table Views

Chart/table views combine aspects of other visualizations with table views. These views support only percentage type
metrics.

NOTE

When you print a combi-view, only the table portion of the view appears in the PDF.

Gauge/Table Views

Gauge/table views highlight where the value of one metric differs from the expected value when compared to other
metrics. These views are good for metrics where the value is a percentage. The gauge shows the minimum, maximum,
and average values for one item in the time range. The table lets you see the values for all items and select the item to
show on the gauge.
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The gauge chart legend shows the resolution, which specifies the granularity of the reporting data: as polled, hourly rollup,
or daily rollup. For customized views, the minimum and maximize thresholds are based on this resolution. For out of the
box views, the minimum and maximum thresholds are based on the as polled resolution.

The following example shows the important elements of a gauge/table view:
Figure 21: Gauge Table Elements

Trend/Table Views

Trend/table views provide the flexibility of table data and use the trend view to show the change in a metric over time. The
trend shows the value over the time range for one item. The table lets you see the values for all items and select the item
to show on the trend. Percentage-based metrics are represented with a bar.

Most trend/table views have a trend chart that shows the value of a single metric. Some trend/table views have a trend
chart that shows the value of multiple metrics. Each metric is represented with its own trend line.

The following example shows the important elements of a trend/table view:
Figure 22: Trend Table Elements

Radial Bar/Table Views

Radial bar/table views show percentage values within a circular bar.
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The following example shows the important elements of a radial bar/table view:
Figure 23: Radial_Bar

Pie/Table Views

Pie/table views show the relative values of a metric. When you hover over the corresponding item in the table, the
corresponding slice of pie pops out. Use pie charts to view metric values that represent parts of a whole. Pie charts are
best used for small groups of items.

The following example shows the important elements of a pie/table view:
Figure 24: Pie_Table_View

Configure Chart/Table Views

The IM Custom Chart-Table view is a custom view for data from the Data Aggregator data source.
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Not all settings are available for all table view types. For standard view configuration details, see Customize Views.

Follow these steps:

1. Select a Chart Type.
2. Select the Metric Name from the list of metrics for the selected metric family. This option determines the selected

metric for the view.
3. If you are configuring a custom view, select the Metric Calculate Level.

This option determines what level of aggregation each row in the view represents: a device, or a component.
4. Change definitions for the status levels:

– Minor Status Start
Metrics before this value have a normal status indicated with green.
Metrics at or after this value have a minor status indicated with yellow.

– Major Status Start Metrics at or after this value have a major status indicated with orange.
– Critical Status Start

Metrics at or after this value have a critical status indicated with red.

NOTE

Some out-of-the-box views show Moderate Status Start. For these views, moderate status is yellow and
orange is unavailable.

TIP

You can configure chart/table views to reflect reverse value severity. For metrics where low values are bad
and high values are good, set Green highest and Red lowest. To omit a severity level, set the threshold value
to zero. For example, setting Orange to zero removes the major severity when profiling metric thresholds.

5. Select the Max Rows. This limit defines the total number of rows that the table can display. If the number of results
exceeds the max rows, the table shows the top metrics according to the sorted column.

Configure Table Views

The IM Table (Top) view is a custom view for data from the Data Aggregator data source.

Not all settings are available for all table view types. For standard view configuration details, see Customize Views.

Follow these steps:

1. Select the Metric Fields from the selected metric family to display in the table. Each selected field is a column in the
table.

NOTE

If you select Device Name without Name, the metrics are aggregated to the device level. If you select Name
or Description with or without Device Name, the metrics are aggregated to interface or component level.

2. Select the Metric Sort, which defines the column to use to sort the table by default.
3. Select the default Sort Direction for the Metric Sort column.
4. Select a requested resolution. For more information, see Data Resolution.
5. Select the Max Rows. This limit defines the total number of rows that the table can display. If the number of results

exceeds the max rows, the table shows the top metrics according to the sorted column.

Time Bar Chart Views
These views use a bar to show the status of percentage metrics by color over the selected time range. Time bar views
show threshold values within a time series. The time slices represent the statuses as bars of colors. Hover over a section
of the time range to view a tooltip with the corresponding value.
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The following example shows the important elements of a time chart:
Figure 25: Time Chart Elements

Sort a Time Bar Chart

Time bar views report only percentage metrics. Percentage values range inclusively from 0% to 100%. Values that are
outside that range are marked as invalid, shown as a gray bar, and excluded from the sort order.

Use the Sort Direction in the view settings to sort the highest and lowest items based on the maximum rows across the
entire time range. This also sorts the colored bars within the time bar itself.

You can also click the gear icon in the table heading to sort as follows:

• Sort Ascending/Sort Descending
Sort the already retrieved and rendered result set.

Configure a Time Bar Chart

The IM Time Bar Chart is available on dashboards, device context pages, and group context pages. This view is not
available on interface or component context pages. For standard view configuration details, see Customize Views.

TIP

On dashboards and in context pages, time bar charts render best in single-column or two-column layouts.

To configure the behavior of a custom time bar chart, specify the following properties:

• Metric Value
Select a specific metric to include in the view. To view a time bar chart aggregating the associated metrics, select the
following option:
– Health Indicator

You can click to expand and view a time bar chart for each metric.
• Metric Calculate Level

This option determines what level of aggregation each row in the view represents: a device, or a component.
• Define the thresholds for the bar:

– Critical Status Start
The bar shows red for metrics with this value for this time.

– Major Status Start
The bar shows orange for metrics with this value for this time.

– Minor Status Start
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The bar shows yellow for metrics with this value for this time.

Time Bar/Table Views

For more information about these views, see Table Views.

Trend Views
Trend views show the value of a metric across time. Trends show spikes or dips in activity and help identify whether a
metric is increasing or decreasing. Trend views provide one or more of the following chart types:

• Trend Chart
View a traditional trend line for each device, component, or metric.

• Stacked Chart
View a stacked line on top of each other for each device, component, or metric.

NOTE

Trend views displaying data up to the present moment may contain dips or spikes for the present moment as
data is processed.

Maintenance indicators apply to all the devices and components in a site group. When the associated site group is
selected in the context, maintenance indicators appear as shading in trend views. For more information, see Schedule
Maintenance Indicators.

Trend views apply a lighter shading to show business hours. For more information, see Configure Business Hours
Filtering.

Trend View Options

Trend views let you quickly change the trend lines that are displayed on the graph. The following options also apply to
MultiTrend views:

• To remove a metric from the chart temporarily, right-click the metric in the legend, and click Hide.
• To add a metric back into the chart, right-click the metric in the legend, and click Show.
• To hide all other metrics, right-click a metric in the legend, and click Focus.
• To narrow the view on a precise time frame, click and drag across the time frame in the chart.

NOTE

Select a time frame of at least 30 minutes. For MultiTrend views, you must drill into an individual trend
view before you can select a time frame.  If non business hours compression is enabled, zooming is not
supported.

• To apply the precise time frame to the entire dashboard, click Apply to Dashboard at the bottom of the chart.
• To revert the view to the default settings, click Undo in the lower-left corner.

Trend View Element Examples

Trend views can include the following elements:

NOTE

A specific trend view might or might not include the following elements. A specific trend view might include
elements in addition to following elements.

• Baselines
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If available, the baseline trend line lets you determine whether utilization trends are changing. The baseline data
that is plotted in many views shows statistical deviations from "normal" performance for a given statistic. For more
information, see Baseline Calculations.

NOTE
Baseline metrics are processed up to hourly and daily increments. When the resolution is less than an hour,
data points are interpolated between known hourly data points.

• Events
If available, events appear as flags indicating the times that the events occurred.

NOTE

Events are based on as-polled data. If a rollup is applied to the trend line, a threshold event might appear
outside the trend line.

Trend charts with events are disabled when the time range is greater than 3 months.
• Trend Projections

If available, projections on charts appear as dashed trend lines that predict future performance of metrics. Each
projection is based on trends in recent values in the time frame of the chart. Projections help determine whether
current performance is within normal bounds.
By default, each projection includes a future time frame equivalent to one time beyond the current time frame. For
example, if the time frame is the Last Hour, the projection shows values for the next hour.
For views that support projections, you can show or hide the projection data by editing the view settings.

The following image shows the important elements of a trend view:

NOTE

Percentile metrics appear as dashed lines.

Figure 26: TrendView
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Compress Non Business Hours in a Trend View

If the resolution is less than one day and business hours filtering is configured, trend views apply shading. The shading
differentiates between the selected business hours and non business hours. For more information, see Configure
Business Hours Filtering.

The following image shows a trend view with shaded non business hours:
Figure 27: Non_Business_Hours

You can also configure a trend view to compress non business hours. If you compress non business hours, the shaded
regions are compressed into a single region equal to the resolution period. The resolution is listed at the bottom of the
chart.

NOTE

If non business hours compression is enabled, zooming is not supported.
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The following image shows a trend view with compressed non business hours:
Figure 28: Compressed_Non_Business_Hours

Configure a Trend View

To configure a trend chart, customize or edit a trend view. For standard view configuration details, see Customize Views.

Follow these steps:

1. Select Show or Hide from the drop-down list to control any of the following trend lines or data points:
– ProjectionThe line that plots projected average values for twice the current time period.
– 95th PercentileThe line that plots the values in the top 5 percent of measurements that were taken during the

reporting interval.
– Events

The data points that show when events were reported during the reporting interval.
– Goal Line

The line that plots the value that you selected as the goal for the metric in this view. This option is available only for
some of the trend views.

NOTE
Not all trend line options are available for all trend chart types.

2. Set a value for the Goal Line if you selected to show it.
Goal lines serve as visual indicators of fixed metric values. For example, select a value within a critical threshold range
to determine whether performance is approaching a degraded level quickly.

3. Supply a label for the goal line to identify the value that you selected.
4. Select whether to Compress Non Business Hours.

MultiTrend Views

MultiTrend views let you combine trend data from multiple components in a single-line trend chart. You can compare the
data from up to 12 components in a single MultiTrend view. You can use MultiTrend views to view data from the following
interfaces:
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• Multiple interfaces in a group
• Interfaces in your inventory with the worst performance metrics
• Interfaces on a single device

TIP

MultiTrend views require more page space than other types of views. To add a MultiTrend view to a dashboard,
add it to a single-column area in the layout. Do not add a MultiTrend view to a small section on a dashboard
layout.

MultiTrend views also require more space for the PDF output.

The following image shows the important elements of a MultiTrend view:
Figure 29: MultiTrendView

MultiViews

MultiViews let you combine statistics from multiple interface charts in a single view. Use MultiViews to diagnose
performance issues on a device. For example, you can compare the recent performance of all interfaces on a card in a
single view. More MultiViews that query for different types of metrics are available in the Device category when you edit a
dashboard.

TIP

MultiViews require more page space than other types of views. To add a MultiView to a dashboard, add it to a
single-column area in the layout. Do not add a MultiView to a small section on a dashboard layout.

MultiViews also require more space for the PDF output.
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The following image shows the important elements of a MultiView:
Figure 30: MultiView

Configure a MultiTrend View

To configure a MultiTrend chart, customize or edit a MultiTrend view. For standard view configuration details, see
Customize Views.

Follow these steps:

1. Specify the Sort Direction, which is Descending order (highest values first) by default. The sort direction determines
which interfaces are reflected in the first pages of trend charts.

2. Select one of the following Standardized Axis options for the Y-axis of each trend chart:
– Fixed at 0 to 100

Maintain a static range, 0 through 100, for the Y-axis.
– Calculated
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Let the Y-axis adjust dynamically, based on the range of metric values that are included. The calculated setting is
applied to all charts in the view.

– Scale per Chart
Let the Y-axis adjust dynamically, based on the range of metric values for each chart in the view. The Y-axis scaling
of one chart in a view does not affect the scaling of any other chart.

3. Select one of the following options for the Chart Display Order:
– Display by Metric

Sort the interface charts by metric value, with the highest (most severe) values shown first, top to bottom.
– Display by Name

Sort the interface charts in alphanumeric order, by interface name.

Configure a MultiView

To configure a MultiView, customize or edit a MultiView. For standard view configuration details, see Customize Views.

Follow these steps:

1. Select a Metric Family. From the Metrics Fields Available list, select up to 10 metrics to display in the report. You
can select multiple metrics from only one metric family. You can use the arrows to specify an order for the selected
metrics and the order is saved.

2. Select the Metric Sort, which defines the metric for the primary Y-axis.
3. Specify the Sort Direction, which is Descending order (highest values first) by default. The sort direction determines

which interfaces are reflected in the first pages of trend charts.
4. Select one of the following options for the Chart Display Order:

– Display by Metric Sort the charts by metric value, with the highest (most severe) values shown first, top to bottom.
– Display by Name Sort the charts in alphanumeric order, by device name and then item name. If the Metric

Calculate Level is by Device, the charts are sorted only by device name.
5. To determine the level of aggregation for metrics, select the Metric Calculate Level:

– by Component
– by Device

6. Select one of the following Standardized Axis options for the Y-axis of each trend chart:
– Fixed at 0 to 100 Maintain a static range, 0 through 100, for the Y-axis.
– Calculated Let the first Y-axis adjust dynamically, based on the range of metric values that are included. The

calculated setting is applied to all charts in the view.
– Scale per Chart  Let the Y-axis adjust dynamically, based on the range of metric values for each chart in the view.

The Y-axis scaling of one chart in a view does not affect the scaling of any other chart.
7. Specify a 1, 2, or 3-column layout.
8. Specify up to 48 charts per pages.
9. Specify a Maximum Number of Charts up to 1200.

Trend/Table Views

Trend/table views provide tables with data. As you hover over each metric, a related trend chart displays. The trend chart
shows the metric value over the selected time range for each item. The table lets you see the values across the entire
time range for each item being charted. Some out-of-the box trend/table views show a column with a line graph. For more
information about these views, see Table Views.

On-Demand Reports
On-Demand reports retrieve data sets from specific sets of items or groups without building a dashboard. To view the
same data in different ways, change the view type of the report.
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You can add On-Demand reports to group and device context pages. For group context pages, the reports use the
selected group as the context for the view. For device context pages, the reports use the device as the context.

After you generate the On-Demand report, select an output format to share the results. Role rights to print reports and
send them by email are required to enable sharing.

The following role rights apply to on-demand reports:

• Create On-Demand Report Templates
Lets users create On-Demand report templates.

• Run On-Demand Report Templates
Lets users run On-Demand report templates.

On-Demand Report View Types

On-Demand report view types determine the chart format.

For options that require aggregation, the system determines the aggregation method. For example, Bits has the counter
metric profile type and uses sum. The Rate metric is profiled as type gauge and uses average.
Many view types provide more configuration options, such as Number of Charts on Page and Maximum Number of
Charts.

TIP

To change the visualization of the data, edit the report and change the view type. The summary table view
shows only aggregate metrics. If you change to this view type, the view editor does not remove selected
nonaggregate metrics. However, the view shows only the aggregate values. For example, you can you configure
a Chart with Multiple Metrics to show the CPU Utilization maximum. When you change the view type to the
summary table, the view shows the CPU Utilization average.
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Chart with Multiple Metrics

This view consists of one chart that displays a trend line for each selected metric. The trend line is an aggregate for all the
selected groups or items.
Figure 31: ChartWithMultMet
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Chart Per Metric

This view consists of one chart for each selected metric. Each chart displays a trend line for the metric. The trend line is
an aggregate for all the selected groups or items.
Figure 32: ChartPerMet

 133



 DX NetOps

Chart Per Item with Multiple Metrics

This view consists of one chart for each selected item or group. Each chart displays trend lines for each selected metric.
Figure 33: ChartPerItemWithMultMet
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Chart Per Metric with Multiple Items

This view consists of one chart for each selected metric. Each chart displays trend lines for every selected item or group.
Figure 34: ChartPerMetWithMultItems
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Chart per Metric by Single Item

This view consists of chart groupings for each selected item or group. Each chart grouping consists of one chart for each
selected metric.
Figure 35: ChartperMetricbySingleItemReport

Table with Multiple Metrics

This view consists of one table that displays a list of the selected metrics. The table shows aggregate values for all the
selected groups or items.
Figure 36: TableWithMultMet
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Table Per Item with Multiple Metrics

This view consists of one table that displays a list of the selected metrics. Each row in this table represents a single item.
Figure 37: TablePerItemWithMultMet
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Summary Table/Chart by Metrics

This view consists of one trend graph that represents one or more items and multiple metrics. The trend graph aggregates
all items for each selected metric. The summary table below the graph is sorted by metric. Any custom percentile values
that you have defined for the selected metrics also appear in the summary table.
Figure 38: SummaryTableChartByMet
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Summary Table/Chart by Items

This view consists of one trend graph that represents multiple items and a single metric. The trend graph aggregates all
items for the metric. The summary table below the graph is sorted by item. Any custom percentile values that you have
defined for the selected metrics also appear in the summary table.
Figure 39: SummaryTableChartByItems

View the Report Templates

The Manage On-Demand Report Templates page provides a list of reusable report definitions.

Users see only the report templates that are associated with the current tenant. The global administrator sees only reports
that are associated with the Default Tenant.

Follow these steps:

1. Log in as a user with either the Administer Reports or Run Reports role right.
2. Select Reports, and click On-Demand Report Templates.

The Manage On-Demand Report Templates page opens, and the current list of reports appears.
3. (Optional) To filter the list to show only your reports, click My Reports.

Use this page to view, add, edit, delete, or generate the reports in your tenant.

Generate an On-Demand Report

Generate an On-Demand report to view a static data set from a narrow context. Use On-Demand reports to investigate
and troubleshoot issues.
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Select managed items and metric families that complement each other. Changing the item context can clear the original
selections. For example, if you select three routers for reporting, and then add interfaces, the routers are cleared. The
report reflects interface data, but no rollups to the router level.

Different device types and components are compatible for reporting in a single On-Demand report. For example, routers
and servers can be included in the same report.

To generate an On-Demand report, use one of the following methods:

• Select an item on an inventory page, and click On-Demand.
• Go to Reports, On-Demand Report Templates, and click New.
• Go to Reports, On-Demand Report Templates, select an existing report template, and click Edit.
• Add the IM On-Demand/Multi-Metric Trend Report to a dashboard or context page.

TIP

On dashboards and in context pages, this report renders best in single-column layouts.

Follow these steps:

1. Specify the Title, Name, and Description.
The title appears on the view and in the report.
The name identifies the report in the On-Demand Report Templates list and appears as a title for the report.

2. Select the View Type.
3. Select a Resolution option. For more information, see Customize Views.

NOTE
On-Demand Reports that were configured before the release 2.6 cannot use the 'As Polled Data' resolution
option. To enable this option, delete the template, and recreate the report.

4. To add baseline metrics to the metric value drop-down list or item selector, select the Baseline Metrics checkbox.
Baseline data helps characterize past performance for the selected monitored parameters, assess present
performance, and estimate future performance.

5. If you are adding the IM On-Demand/Multi-Metric Trend Report to a dashboard, set the Context to Dynamic or Fixed.
If you select Dynamic, skip the next step.
– Dynamic

A Dynamic context indicates that the context of the view changes with the context of the dashboard page.
– Fixed

A Fixed context indicates that the view uses a specified group, device, or component as a context for the data.
6. Select whether to Add Items or Add Groups:

– If you selected Add Items, click Add / Remove Items, select a Context Type, and add up to 15 items.
– If you selected Add Groups, click Add / Remove Groups, and add up to 15 groups.

NOTE

Only the groups and items that are included in your permission groups are displayed.

WARNING

You cannot include any groups that are in the Collections category in reports.
The Metrics to Include list is populated with the available metric families and metrics for the selected items or groups.

7. To determine the level of aggregation for metrics, select the Metric Calculate Level:
– by Group
– by Device
– by Component.
This option is available only when you select one of the following view types:
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– Chart per Item with Multiple Metrics
– Chart per Metric with Multiple Items
– Table per Items with Multiple Metrics
– Summary Table/Chart by Items

8. In the Metrics to Include list, expand from the list of available metric families, and select up to 15 metrics to display
in the report. You can select metrics from multiple metric families. You can use the arrows to specify an order for the
selected metrics and the order is saved.

NOTE

For SD-WAN metric families (Tunnels and Application Paths), percentile and projection metrics are available,
but unsupported and the views render incorrectly.

9. If the view supports Business Hours, you can select whether to Compress Non Business Hours.
10. (Optional) To preview the report, click Run.

A preview dashboard shows the view format that you have selected.

NOTE

If the metric families that you selected do not apply to the selected components, N/A appears in the report.

From the preview, click Save Template.
11. Click Save.

The report template is added to the Manage On-Demand Report Templates page. Run, email, or print the report as
required.

Performance Metrics
Data sources collect, process, and aggregate performance data that is shown in NetOps Portal dashboards. However, it
is helpful to understand how NetOps Portal handles data and rolls up values for display in views. In some cases, views
in NetOps Portal are rollups of more granular data that is available in the data source interfaces, or by drilling down into
details from the main dashboard pages.

We also offer some guidance for interpreting the metrics you see in NetOps Portal dashboards and context pages.

Baseline Calculations
Some views include baseline data as a basis for comparison. The baseline calculation method varies by the registered
data source. The baseline data that is plotted in many views shows statistical deviations from "normal" performance for a
given statistic. Metrics are considered to be "normal" based on the calculated baseline average. The Standard Deviation is
used to gauge the statistical validity of the baseline values. Baseline values are included in charts to help you see places
where performance values are changing rapidly.

Baseline data helps to characterize past performance for selected monitored parameters, assess present performance,
and estimate future performance. For example, comparing current CPU utilization to a known baseline average level
helps to determine whether current utilization is within a typical range. A monitored parameter that exceeds a baseline can
indicate additional load on the server from a new application process, an increase in the number of users or sessions, or
an increase in the amount of data being processed.

Baseline Averages

Depending on the amount of polled data that is collected, baseline averages are calculated in two ways:

• Initially, averages are calculated for the same hour regardless of the day.
• After enough data is collected, averages are calculated for the same day of the week and the same hour.

Baseline averages help to characterize past performance for selected monitored metrics, and helps to assess present
performance. Baseline averages and related standard deviations are continually calculated as each hour passes. The
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standard deviation provides a statistical indicator of how much variability exists in the population data that factored into the
baseline average calculations.

In Data Aggregator, "normal" for a specified duration within a window of time is based on the calculated baseline average.

Baseline Average Calculations

When a limited amount of data is first collected, the baseline average is calculated for the same hour for every preceding
day of the week. For example, after two days worth of history, a baseline average value for the 9:00 AM to 10:00 AM time
period is calculated by averaging the hourly rollups for the same time periods for two consecutive days.

Eventually, when more data is available, a switchover in the calculation method occurs automatically and Data Aggregator
establishes "normal" by averaging hourly samples across available preceding same days of the week. This method, then,
considers the day of the week patterns in utilization. This method produces a better approximation of what is "normal",
which can lead to a reduction in the number of missed violations and false positive events that are generated. In the same
example as above, after three weeks of history, a baseline average is calculated by averaging the 9:00 AM to 10:00 AM
hourly rollups for the three Mondays within the three-week period.

NOTE

By default, this automatic switchover occurs when at least three same day of the week, same hour data samples
are available for the past 12 weeks. Data Aggregator switches back to the every day, same hour calculation
method automatically when the required number of data points is no longer available. These default settings are
configurable.

Baseline averages are calculated for event and report generation purposes.

Standard Deviation Calculations

The standard deviation is calculated from the baseline average for rollups, threshold events, and report generation
purposes.

Rollups:

• For hourly rollups, the standard deviation is calculated for the polled values.
• For daily rollups, the standard deviation is calculated for hourly averages.
• For weekly rollups and beyond, the standard deviation is calculated for the daily averages.

Threshold Events:

• The standard deviation provides a statistical indicator of how much variability exists in the population data that factored
into the baseline average calculations.

Reporting:

• For hourly reporting, the standard deviation is calculated for the polled values.
• For daily reporting, the standard deviation is calculated for hourly averages.
• For weekly reporting and beyond, the standard deviation is calculated for the daily averages.

The formula for calculating this standard deviation is:

population deviation = Square root of (Sum ( X - population mean)/number of data points)

• X
The data point value in the population

• Population
The set of potential values that includes observed cases and potentially observable cases
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Example: Calculate the Same Hour Average and Population Standard Deviation for CPU Utilization

The following example shows how the "same hour" average (mean) and population standard deviation are calculated
for CPU utilization on a specific device, when there are three points of data for 2:00 AM on Monday, Tuesday, and
Wednesday.

1. Collect three points of data.
Day:                               Monday       Tuesday      Wednesday
Mean (Average) CPU utilization:    76           65           10

2. Calculate the population mean.
The formula for calculating the population mean is as follows:
The population mean = sum of data point values in population/number of data points.

The equation for this example is as follows:
(76+65+10)/3
The population mean= 50.33

3. Calculate the difference of each data point from the mean.
The differences for this example are:
25.67    14.67    -40.33

4. Calculate the square of the difference for each data point.
The squares for this example are:
658.78     215.11    1,626.778

5. Calculate the sum of the squares:
The sum of the squares for this example is 2,500.67.

6. Calculate the sum of the squares, divided by the number of data points in the population.
The result for this example is 833.56.

7. Calculate the square root of the sum of squares of data point value from the population mean.
The square root for this example is 28.87.
The standard deviation for this example is 28.87.

The following table depicts the hourly averages (mean) of rate data by day, the average (mean) of hourly averages, and
the population standard deviation of the hourly averages for the same hour:

Time Monday Tuesday Wednesday ... Mean Standard
Deviation

2:00 AM 76 65 10 ... 50.33 28.87
3:00 AM 87 18 32 ... 45.67 29.78
4:00 AM 10 56 40 ... 35.33 19.07
5:00 AM 60 45 19 ... 41.33 16.94
Hour... ... ... ... ... ... ...

Example: Calculate the Same Day of the Week Same Hour Average and Population Standard Deviation for CPU
Utilization

The following example shows how the average (mean) and population standard deviation are calculated for CPU
utilization on a specific device, when there are three points of data for three Mondays at 2:00 AM.

1. Collect three points of data.
Monday of Week:                      1       2      3
Mean (Averages) CPU utilization:    76       4      6

2. Calculate the population mean.
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The formula for calculating the population mean is as follows:
The population mean = sum of data point values in population/number of data points.

The equation for this example is as follows:
(76+4+6)/3
The population mean = 28.67.

3. Calculate the difference of each data point from the mean.
The differences for this example are:
47.33    -24.67    -22.67

4. Calculate the square of the difference for each data point.
The squares for this example are:
2,240.44    608.44    513.78

5. Calculate the sum of the squares.
The sum of the squares for this example is 3,362.67.

6. Calculate the sum of the squares, divided by the number of data points in the population.
The result for this example is 1,120.89.

7. Calculate the square root of the sum of squares of the data point value from the population mean.
The square root for this example is 33.48.
The standard deviation for this example is 33.48.

The following table depicts the hourly averages (mean) of rate data by day, the average (mean) of hourly averages and
the population standard deviation of the hourly averages for the same day of the week, same hour:

Time Week 1 Week 2 Week 3 Monday
Monday ... Monday ... Monday ... Mean Standard

Deviation
2:00 AM 76 ... 4 ... 6 ... 28.67 33.48
3:00 AM 87 ... 71 ... 56 ... 71.33 12.66
4:00 AM 10 ... 27 ... 58 ... 31.67 19.87
5:00 AM 60 ... 3 ... 32 ... 31.67 23.27
Hour ... ... ... ... ... ... ... ...

Example: Deviation from Normal using the Same Day of the Week Same Hour Average and Population Standard
Deviation for CPU Utilization

Assume that Data Aggregator is polling CPU utilization data at a 5-minute interval. You define an event rule to generate
an event when CPU utilization is greater than one standard deviation above the mean for a single 5-minute poll interval.

In this example, event rule duration and window are both set to 5 minutes.

The formula for calculating when an event is raised is as follows:

CPU utilization = mean value + 1(standard deviation value)

Therefore, substituting mean and standard deviation values from the preceding same day of the week, same hour for
Monday at 2:00 AM is as follows:

CPU utilization = 28.67 + 1 (33.48)
CPU utilization = 62.15

As a result, if CPU utilization were to exceed 62.15 for a single 5-minute poll interval between 1:05 AM and 2:00 AM on
Monday, an event would be raised. This event indicates that the CPU utilization deviated from normal for that timeframe.

 144



 DX NetOps

Example: Examine CPU Utilization Events in a Trend Chart View

Assume that Data Aggregator is polling CPU utilization data at a 5-minute interval. In this example, you want to be alerted
whenever CPU utilization on one of your business critical servers drops below the expected level. You define an event
rule to generate an event when CPU utilization is one standard deviation below the mean for a single 5-minute poll
interval.

For illustrative purposes only, assume that CPU utilization is 50 percent from Monday, 12:00 AM to Sunday, 12:00 AM.
From Sunday, 12:00 AM to Monday, 12:00 AM, CPU utilization drops to 10 percent. You expect this drop in utilization.
However, when Data Aggregator begins to calculate the baseline average, an event is raised when the CPU utilization
drops to 10 percent. The event clears when the CPU utilization goes back up to 50 percent. The erroneous event is raised
because, initially, when a limited amount of data is collected, the baseline average is calculated for the same hour for
every day, not taking into account the difference in utilization across days of the week. Data Aggregator is expecting the
CPU utilization to be 50 percent always.

After three weeks pass, three same days of the week, same hour data samples are available, and the baseline average
calculation method changes. Data Aggregator establishes "normal" by averaging hourly samples across same days of
the week. Data Aggregator is now expecting the CPU utilization to be 10 percent every Sunday at 12:00 AM to Monday at
12:00 AM. The erroneous event that was raised previously every Sunday at 12:00 AM is no longer raised.

Rate Metrics
The Dynamic and Custom view types let you select metric families and metrics to display for the selected managed item
or group. For some metrics, two additional options are available: Average Rate and Total Rate. These Rate variants
represent a “per second” value for the metric, achieved by dividing the raw sample value by the number of seconds in the
sample’s poll period.

The “Average Rate” and “Total Rate” variants are aggregated differently across managed items when a group is selected
for reporting. They are also aggregated differently when a selected device has child items that are monitored, or when
the selected time period requires aggregation. For example, in a table, a single value can be shown that represents the
aggregated result of one hour of samples: 12 samples from five-minute polling are aggregated into a single value. In this
case, using “Average Rate” would average out the “rate” values for the 12 samples, where “Total Rate” would simply sum
them.

The following calculations illustrate the difference:

Average Rate (AvgRate) = ((sample1/duration1) + (sample2/duration2) + (sample3/duration3)) / numberOfSamples

Total Rate (TotalRate) = ((sample1/duration1) + (sample2/duration2) + (sample3/duration3))

For most situations, Average Rate is the preferable metric to use.

Examples

Particularly for the Composite Trend view type, selecting the more useful rate metric option can yield more revealing
results. Average Rate is adequate for most situations. But if you select Total Rate for a view that reports on groups, you
can see the total for all devices of a similar type, or for all devices in the same region, for example.

The Total Rate metric lets you see metrics for a device across all of its interfaces. For a device with child interfaces, you
can see an average across all of its interfaces, or you can see totals per interface. Select trend chart settings that display
data from each interface as a separate line.

In cases where you are reporting on subinterfaces, consider that each one has a rate of N bytes/sec. The rate per
interface is an aggregation of rate data from all subinterfaces. Typically, you would select Total Rate to see a metric
such as Bytes/second per interface. To see data from all subinterfaces, use Total Rate to see a Bytes/second total for all
interfaces.

If you do an aggregation of the 12 samples from an hour time period, those samples would be averaged to get the
Average Rate. They would be added together to get the Total Rate.
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Interface Reporting
Digital network interfaces use serial transmission to send data from the transmission port to the receive port on the other
end of the communications channel or circuit. Some transmission channels, such as copper Gigabit Ethernet, aggregate
serial data across multiple channels to establish their overall circuit capacity. For copper Gigabit Ethernet, 4 channels of
250 Mbps are used to establish the 1-Gbps Ethernet circuit.

Most digital interfaces are full-duplex. The term means that they can transmit outbound data at the same moment that
they are receiving inbound data. Because data transmission and data reception are independent interface tasks, they are
reported separately.

Interface Utilization represents the average amount of data that is transmitted by the interface in a single direction (In
or Out), divided by the interface bandwidth, or capacity. Interface utilization can be expressed as a percentage or as a
transmission rate in bits per-second (bps).

Interface utilization rates can contribute to network performance issues. For a given interface, monitor whether it is
transmitting frames at or below the rate at which it is receiving them. Acceptable interface utilization rates also depend
on various SLAs and failover scenarios within your network. For example, two interfaces use a load-sharing algorithm to
balance outbound traffic to the next hop. The average interface utilization must remain low enough that a failure of one
link does not saturate the remaining available link, which now transmits all data.

Interface Utilization

Interface utilization refers to the transmission and reception of data and associated framing of device interfaces. Interface
utilization is commonly referred to as "network utilization," "circuit utilization," or "uplink utilization."

The interface utilization percentage metric is calculated from average data because an instantaneous reading of individual
interface utilization is either 100% (actively transmitting or receiving a frame) or 0% (not actively transmitting/receiving a
frame). The average utilization percentage value includes the amount of time that the interface was in use over the given
interval.

The interface utilization rate metric takes into account the interface speed, or its available bandwidth. For a physical
interface, the available bandwidth of an interface is defined as the actual clockspeed rate at which the interface is capable
of transmitting data. For example, 1536 Kbps, 44.728 Mbps, 100 Mbps, 1 Gbps, and 10 Gbps describe clockspeed rates.
For logical interfaces, such as subinterfaces, the available bandwidth is defined as the bandwidth value assigned to the
interface by a network administrator. However, the total amount of real bandwidth available to the logical interfaces cannot
exceed the physical interface capacity in terms of actual transmission rates.

Full-duplex interfaces have the capability to transmit data independently at the same time that they can receive data. This
capability requires independent hardware dedicated in the transmit direction and the receive direction of the interface.
Accordingly, the average utilization of an interface is reported separately in either the inbound or outbound direction. For
example, separate views show "Average Utilization Out" and "Average Utilization In".

The network utilization can be derived from interface utilization values averaged over time from interfaces that are in use
or not in use.

Interface Errors and Discards

Elevated interface error rates usually indicate a problem with the transmission medium. For example, the cable, fiber, or
interface hardware can cause errors. Each error indicates that the associated packet was dropped during the attempt to
transmit or receive it.

When detected in the inbound direction, errors typically indicate problems with the transmission medium (for example,
cable or fiber). Outbound errors indicate problems with the interface hardware. The acceptable rate of errors for any given
interface is typically zero (0) errors.
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Interface discards typically occur when interface buffers no longer have the capacity to store packets (because, for
example, buffer memory is exhausted). Buffer congestion often indicates that the rate at which packets are arriving at the
interface exceeds its transmission rate.

Each reported discard is a packet that the reporting interface threw out. The sending host must retransmit such packets
if a reliable protocol such as TCP is used to send the data end-to-end. Interface discards are typically the result of
congested queues serving the interface. Discards frequently occur in bursts. Elevated discard rates may be the result of
either microcongestion or chronic congestion issues.

Acceptable discard rates depend on the applications being served, the transmission protocols, and the SLAs established
within your organization. Views of interface error and discard totals use a "k" to indicate thousands. Units labeled 'kErrors'
or 'kDiscards' therefore refer to thousands of packet errors or thousands of packet discards.

Interface Bandwidth

The term "bandwidth" generally refers to the available capacity of an interface to transmit data at a given bit rate. The
bandwidth associated with an interface depends on the type of interface.

For a physical interface, the bandwidth is the physical clock rate that the interface uses to transmit data. The clock rate is
also typically a function of the type of interface. The following list shows the clock rates for common physical interfaces:

• DS-0: 64 Kbps
• DS-1: 1.536 Mbps
• E-1: 2.048 Mbps
• E-3: 34.368 Mbps
• DS-3: 44.278 Mbps
• OC-3: 155 Mbps
• Fast Ethernet: 100 Mbps
• Gigabit Ethernet: 1000 Mbps
• Ten Gigabit Ethernet: 10 Gbps

CPU Utilization
The CPU utilization metric is based on average CPU usage over the time period selected for the view.

Utilization percent is a term applied to the portion of a time period that a component is doing work, divided by the total
amount of time in the time period. The result is multiplied by 100 to obtain a percentage.

For a CPU, the busy time is spent processing program instructions. Here is an example of how to interpret a utilization
rate of 70% for a 5-minute time period: "For 70% of the 5 minutes, the CPU was fully utilized."

High rates of CPU utilization can indicate poor application performance. With high CPU utilization, processes must wait in
the processor queue for a previous process to complete execution.

Memory Utilization
In addition to utilization, the data sources send information about memory capacity and usage to NetOps Portal. The
Memory Utilization metric is an average utilization statistic derived from the percentage of available memory in use at a
given moment, averaged over the reporting interval.

High rates of memory utilization may indicate that processes are paging instruction sets into and out of virtual memory.
Such paging leads to slower memory read times, and may require the CPU to be interrupted to manage the paging
process. The result is decreased performance for the associated application processes.

In addition, a steady increase in memory utilization over time may indicate a 'memory leak' condition. Such a condition
exists where memory is allocated by processes as they start, but is not being released as the processes end. Memory
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leaks degrade device performance over time. Typically, the device becomes unresponsive when memory is no longer
available.

Device Availability and Reachability
Availability measures system uptime and reachability measures device connectivity to DX NetOps.

Availability is a percentage of time that the device is powered on and capable of processing data. DX NetOps uses system
uptime to calculate the percentage of time within a poll cycle that the device was available. The metric value is recorded
as up (100), or down (0), or a percentage of the poll cycle.

If DX NetOps is unable to reach a device for a particular timeframe, availability is backfilled when the device sends a
poll response. DX NetOps uses the system uptime to calculate which poll cycles to mark as available. If the device was
restarted, or if a counter rollover for uptime occurred, DX NetOps backfills only from the 0 to the current system uptime
value. Poll cycles before the rollover or restart, where no poll responses were received, remain blank. Hourly and daily
rollups reflect the backfill data only if the data is received before the rollup occurs. Availability is the only metric that DX
NetOps backfills.

A device that is available might be unreachable because of a network or communications failure by another device.

Reachability refers to whether a device is reachable from the data source. Typically, data sources use ICMP (ping testing)
to communicate regularly with the target device. Any communication failures, including the loss of the network path or
routing, affect the reachability statistics. If ICMP is blocked, DX NetOps uses SNMP to determine reachability.

Reachability data comes from regular ping testing of all devices that support ICMP. The reachability value is the
percentage ping responses that are received from the device during each reporting interval.

Reachability Status and Contact Status
Reachability status and contact status indicate whether DX NetOps can communicate with a device. These states appear
on various pages, such as the device details page and context pages.

Reachability Status

Some context pages, such as routers and servers, include the reachability status of the device. The reachability status
indicates whether DX NetOps can reach the device during the selected time range of the context page. The value is
based on the polled reachability metric for the device at the last poll cycle of the time range.

• Reachable indicates that the device reachable during the last poll cycle of the time range.
• Unreachable indicates that the device was unreachable during the last poll cycle of the time range.
• Unknown indicates that the device was not polled during the last poll cycle of the time range. This status may indicate

that the device is retired or offline for maintenance.

Contact Status

The Details tab on the Monitored Device page shows the device Status. Status indicates the live status of a pingable or
manageable device and is based on the outcome of active polling.
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• Up indicates that the device is being successfully polled or pinged.
• Down indicates that at least two polls failed to receive a response. The managed item cannot be reached by SNMP or

ping.
• Lost Connection to Data Collector indicates that the Data Collection that is associated with the device is no longer

network reachable or was shut down.
• Not Monitored indicates that polling has been administratively disabled, for example by using the Stop Polling button.
• Management Lost indicates that the device is still pingable, but SNMP is no longer responding to poll requests. This

status often indicates incorrect details in a recently changed SNMP profile.
• Unknown indicates an unexpected condition. The details are written to the Data Aggregator or Data Collector logs.

Scorecard Projections
Scorecard projections use a customizable set of data points to predict future values for metrics. Projected values are
calculated when the view is rendered, and are based on the historical time frame of the view. You can add the projected
values to IM Custom View Group Scorecards.

TIP

Do not use scorecard projections for error metrics. Each error is a discrete event that is not affected by historical
errors.

The scorecard view includes two methods to calculate projections:

• Approximation The Approximation method uses the average from each time frame in the view to calculate the
projection values. DX NetOps calculates a least squares regression on the averages, then uses the line equation to
project future values. This calculation method is faster than the Detailed Data method.

• Detailed Data The Detailed Data method uses the polled data for the entire time frame of the view. DX NetOps
calculates a least squares regression for the entire set of data points. This calculation is more statistically accurate
than the Approximation method, and provides extra columns in the view.

NOTE

Detailed data scorecard projections are supported only for gauge metrics (for example, Bits Out - Average
Rate). Detailed data scorecard projections are not supported for counter metrics (for example, Bits Out -
Total). Projection values are calculated on the As Polled (rate) data to ensure precision.

These columns are hidden by default:
– Slope

Indicates the slope of the line equation.
– InterceptIndicates the intercept of the line equation.
– DegreesDegrees of freedom, which indicates the sample size.
– Linear Fit

Indicates the confidence level of the projected values as related to the sample data.
– Days to Threshold

Indicates the projected number of days before the specified critical threshold is reached.

Percentiles
A percentile is the value of a variable below which a certain percent of observations fall. For example, the 95th percentile
is the value (or score) below which 95 percent of the observations are found. Percentiles are calculated for rollups,
dashboards, and report generation purposes.

Percentile monitoring is useful in measuring throughput data. This statistic more accurately reflects the required capacity
of the monitored link for applications that are bandwidth sensitive. The 95th percentile says that 95 percent of the time, the
bandwidth usage is below this amount. The remaining 5 percent of the time, the bandwidth usage is above that amount.
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Metric values are aggregated during rollups.

By default, DX NetOps calculates the 95th percentile for some metrics. Metric families can include up to two more
configurable percentile calculations.

Metric Property Default Values
Percentile Disabled or 95 0 or 95
Percentile2 Disabled 0-99
Percentile3 Disabled 0-99

A value of 0 disables the percentile calculation.

Changes to these properties generate Administration events. After you update the metric family, the percentile data is
available for reporting within several poll cycles. For trend views, changes cause a gap in the trend line. For table views,
changes affect the value of the percentile for time ranges when the change occurred. For example, in a daily time range,
the value is inaccurate for one day.

TIP

When you disable a percentile, modify views that include the percentile to avoid an error in the view.

WARNING

Calculate only percentiles that you need. Each percentile that you calculate might significantly affect system
performance.

Three percentile values appear in the Metric Families table under the Monitoring Configuration menu for a Data
Aggregator. A dash in the Percentiles column indicates that all three percentile values are equal to zero.

Percentile Calculations

Percentile calculations use the Microsoft Excel method.

Hourly and daily rollup uses the polled rate data. Weekly rollup performs the percentile calculation on the results of the
daily rollups.

Percentiles are calculated in the database and exposed to the reports and dashboards.

Metric Projection
To calculate future values based on historical metric data, use metric projection. Metric projection is useful for capacity
planning. For example, to verify that the interface bandwidth is sufficient for a specific time in the future, calculate the
projected interface utilization.

To see future trends, metric projection supports up to three configurable intervals. For example, you can project to 20, 60,
and 180 days in the future for the metric. Projection shows an overall trend. Typically, the longer the projection interval, the
less accurate the exact value.

Scorecard Projections

• Scorecard views provide line-of-business owners a group-level summary of how key metrics perform over time.
Performance is based on a set of user-defined thresholds.

• The scorecard view displays historical time intervals, and up to three projected values.
• Projected values are calculated when the view is rendered, and are based on the historical time frame of the view.

Metric Projections
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• Metric projection is designed for network and capacity planners that want the system to calculate and store projections.
• Projections are configured for individual metrics. Up to three projection intervals can be specified per metric.
• Projected values are based on up to 90 days of historical data.  Once configured, projected metric values can be

included in custom table views.

For more information, see Scorecard Projections.

You can add the projection values to custom table views.

TIP

Table views are useful for capacity planning.

Metric Projection Calculations

Projection values are calculated for a specified interval and are based on a configurable daily percentile calculation on the
metric. For capacity planning, 95 percent is a typical percentile value. The system uses the following process to calculate
the projection:

1. Calculates and stores the daily percentile value using the Microsoft Excel method from the as polled data.
2. Calculates a linear regression line from the daily percentile values. The calculation uses a simple linear regression

(least squares regression).
The calculation uses all the available daily percentile values from the last 90 days as input data. Projection requires
at least two days of daily percentile values. The accuracy of the projection typically increases with the available data
points.

3. Calculates the future value for the interval from the linear equation.

The following diagram illustrates the calculation method:
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Figure 40: Metric Projection Calculation

Configure Metric Projection

To configure metric projection, edit the metric through the UI.

TIP

When you disable a projection, modify views that include the projection to avoid an error in the view.

WARNING

Calculate only projections that you need. Each projection that you calculate may significantly affect system
performance.

Total, Average, Minimum, and Maximum Values
The total, average, minimum, and maximum values are calculated for rollups and for reporting purposes. These values let
you observe the upper and lower bounds of performance across a given time interval.

A rollup is the process during which metric values are aggregated. In an hourly rollup, the 1 minute, 5 minute, 15
minute, 30 minute, and 60 minute polled values for metrics are aggregated every hour. In a daily rollup, as-polled values
for metrics are aggregated once a day. In a weekly rollup, daily values for metrics are aggregated once a week. A
given metric is aggregated by either averaging or summing data points during the rollup (not both) based on the
"RollupStrategy" configured for that metric.
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Hourly rollups:

• Total: Sum of all the as-polled data points for the hour.
• Average: Sum of all the as-polled data points divided by the number of data points for the hour.
• Minimum: The lowest single poll value of the hour.
• Maximum: The highest single poll value of the hour.

Daily rollups:

• Total: Sum of all the as-polled data points for the day.
• Average: Sum of all the as-polled data points for the day divided by the number of data points.
• Minimum: The lowest single value of the hourly minimums.
• Maximum: The highest single value of the hourly maximums.

Weekly rollups and beyond:

• Total: Sum of all the daily data points for the week.
• Average: Sum of all the daily data points divided by the number of data points for the week.
• Minimum: The lowest single value of the daily minimums for the week.
• Maximum: The highest single value of the daily maximums for the week.

Five-minute resolution reporting:

• Total: Sum of all the as-polled data points for the 5 minute increment.
• Average: Sum of all the as-polled data points divided by the number of data points for the 5-minute increment.
• Minimum: The lowest single poll value of the five-minute increment.
• Maximum: The highest single poll value of the five-minute increment.

One hour resolution reporting:

• Total: Sum of all the as-polled data points or the hourly rollup value for the hour.
• Average: Sum of all the as-polled data points divided by the number of data points or the hourly rollup value for the

hour.
• Minimum: The lowest single value of the as-polled data or hourly rollup minimum for the hour.
• Maximum: The highest single value of the as-polled data or hourly rollup maximum for the hour.

Day resolution reporting:

• Total: Sum of all the hourly data points or the daily rollup value for the day.
• Average: Sum of all the hourly data points divided by the number of data points or the daily rollup value for the day.
• Minimum: The lowest single value of the hourly data or daily rollup minimum for the day.
• Maximum: The highest single value of the hourly data or daily rollup maximum for the day.

Events
An event is a message that provides information about what is happening in DX NetOps. Events provide information
for monitoring the health and status of your system and your environment. All events include basic information, such as
related devices and the time of the occurrence that triggered the event.

View Events

Events View 

This view displays all the events that occurred in the selected time range for the dashboard. This view can be filtered for a
specific group. This view is the default view in the Events Display dashboard.

Filtered Event Views 
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This view includes filters for data source, severity, event type, event subtype, and threshold profile.

TIP

 To see the complete event properties, select an event in any view, and click Details.

Using Events

Some typical reasons to view events include the following scenarios.

Troubleshoot Performance Issues 

To troubleshoot performance issues with a specific device, you can filter the events to that device. The Events view filters
the complete list of events to display only events for the selected device.

Monitor Thresholds 

Thresholds are configured to generate events for specified devices, components, or groups. Use these events to track
when the monitored devices do not meet operating requirements.

Track Configuration Changes 

When Automatically Update Metric Families is not selected for a custom monitoring profile, view the events log to
configuration changes. Reconfiguration events with the Detected subtype indicated detected changes on the monitored
devices. Reconfiguration events with the Changed subtype indicate changes to device items.

Audit Changes to the System 

Administration events provide useful information about changes to the system configuration, such as the time of a change.

Event Types
The event type determines what information the event contains. Each event has an event type and many events have an
event subtype. Events can be categorized as the following types:

NOTE

More event types might appear when DX NetOps is integrated with other products.

Administration Events

Administration Events include system status notifications and audit events. These events include the following event
subtypes:

• ActiveMQ Status
Occurs when the ActiveMQ status changes.

• Administration Message
Several administrative tasks that are related to discovery and tenants can trigger this event type.

• Certification Change
Occurs when a vendor certification or metric family is extended or updated.

• Data Collector Status
Occurs when the status of a data collector changes.

• Monitoring Profile
Occurs when the monitored metrics selected for a monitoring profile are modified.

• Percentile Change
Occurs when percentile calculations are changed for a metric family. When the percentile is changed in the UI, the
event includes the user.

• Projection Change
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Occurs when projection calculations are changed for a metric family. When the projection is changed in the UI, the
event includes the user.

• Threshold Monitoring Status
Provides information about the threshold monitoring engine.

• Vendor Certification
Occurs when the vendor certification priority order is modified for a metric family.

Data Collection

Data collection events provide information about contact with monitored devices. These events include the following
subtypes:

• Contact Established
Occurs when the data collector established contact with a device.

• Contact Lost
Occurs when the data collector loses contact with a device.

• Management Established
Occurs when the data collector established contact with the management protocol of the device, such as SNMP.

• Management Lost
Occurs when the data collector loses contact with the management protocol of the device, such as SNMP.

• Polling Disabled
Occurs when polling for a device stops.

• Polling Enabled
Occurs when polling for a device starts.

Data Repository State

Data Repository State events provide information about the status of the data repository. All Data Repository State events
include information about the data repository host. These events include the following subtypes:

• Connected
Occurs when the data aggregator connects to a data repository node after another node goes down. The event
includes information about the connection.

• Data Repository Failover
Occurs when the data repository cluster changes the primary host. The event includes the new host name and the
previous host name.

• Data Repository Failure
Occurs when a data repository cluster fails. The event includes the name of the host that failed.

• Degraded
Occurs when the data repository node response time to the data aggregator heartbeat is over 20 seconds.

• Down
Occurs when a data repository node is down.

• Start Up
Occurs when a data repository node starts up. The event includes availability information about all the data repository
nodes.

Life Cycle

Life Cycle events track changes to the device life cycle. These events include the following subtype:

• State Change
Occurs when the life cycle state of a device changes. The event includes the current state, the previous state, and the
user who changed the state.
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Override

Override events provide information about manual changes to metric values. These events include the following subtypes:

• Override Cleared
Occurs when a user clears the override for the Speed In and Speed Out values for an Interface.

• Override Set
Occurs when a user manually updates the Speed In and Speed Out values for an Interface.

Polling State

Polling State events track whether polling is disabled or enabled on an interface. The events include the following
subtypes:

• State Change
Occurs when the polling state of an interface changes. The event includes the current state, the previous state, and the
user who changed the state.

Reconfiguration

Reconfiguration events provide information about change detection. These events include the following subtypes:

• Changed
Occurs when the system applies a change to a component item.

• Detected
Occurs when the system detects a change to a component.

• Rebooted
Occurs when the system detects that a devices has rebooted.

Threshold Violation

Threshold Violation events occur when monitored groups or devices violate the configured criteria in assigned threshold
profiles. These events include the following subtypes:

• Cleared
Occurs when a device or group that is in violation of a threshold clears the violation. The event includes detailed
information about the violation and the reason the violation was cleared.

• Raised
Occurs when the monitored device or group violates the event rule in an assigned threshold profile. The event includes
detailed information about the violation.

For more information about thresholds, see Configure Threshold Profiles and Use Events to Monitor Device Performance.

Use Events to Monitor Device Performance
DX NetOps can be configured to generate events when devices deviate from normal performance expectations. These
events help you monitor the health of your network and react to correct performance issues.

DX NetOps generates events using monitoring profiles. Monitoring profiles contain a set of event rules. Using metrics,
these rules define the conditions that trigger events. To implement your event rules, associate the monitoring profile with a
device collection.

Example:

An organization recently virtualized several business critical applications. The IT Architect and the Operations Center
Manager want to monitor their virtual servers to ensure that the servers can handle the load from these applications.
They create a monitoring profile, and they add event rules to find over-utilized CPUs and virtual memory issues for the
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collection of virtual devices. They associate the collection that includes the virtual servers with the monitoring profile. DX
NetOps automatically evaluates all the devices in the collection after every poll for each device. If needed, DX NetOps
raises or clears events when the devices trigger event rule conditions.

NOTE
You can generate user-visible alarms in CA Spectrum from events that are processed and logged in DX NetOps.
For more information, see the CA Spectrum documentation.

To monitor device performance against specific thresholds, complete the following process:

Create a Custom Device Collection

The device collection defines which devices DX NetOps monitors with a monitoring profile. To create a device collection
that includes the target devices, create a custom group and add the devices to the group. Use group rules, or manually
add the devices to the group

Create a Monitoring Profile and Add Event Rules

To specify the conditions that generate an event, create a monitoring profile and add event rules to the profile.

Example:

The IT Architect and the Operations Center Manager define the threshold criteria. You add the following event rules:

• Add a VMware memory utilization rule, as follows:
– Violation occurs when memory utilization is above 80 percent for 300 seconds (5 minutes) within a 900-second (15-

minute) window.
– Clear the violation when the memory utilization is equal to or below 75 percent for 300 seconds within a 900-second

window.
• Add a VMware CPU utilization rule, as follows:

– Violation occurs when both of the following conditions are met:
• Condition 1: CPU utilization is above 70 percent.
• Condition 2: CPU utilization is above one standard deviation.

– These conditions occur for 300 seconds within a 900-second window.

Assign the Monitoring Profile to the Custom Device Collection

To begin monitoring the devices, and to activate event rules, assign the monitoring profile to the custom device collection.

Follow these steps:

1. Navigate to the Data Aggregator data source.
2. Click Monitoring Configuration, Collections.
3. Select the device collection, and click the Monitoring Profiles tab.
4. Click Manage.
5. Click and drag the monitoring profile to the Assigned Monitoring Profiles list.
6. Click Save.

DX NetOps begins monitoring this collection of devices using the monitoring profile and event rules. Events that are
generated appear in the Events Display dashboard.

TIP

You can configure notifications for the threshold events.
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Threshold Event Processing Self-Monitoring Metrics
To determine if you are doing too much eventing, monitor the key performance indicators in Data Aggregator. Eventing
in Data Aggregator is performed in batches, for example, events are simultaneously evaluated and generated for large
groups of items. Several metrics provide self-monitoring to assess the health of the Data Aggregator system.

To view these metrics, add a custom IM Device MultiTrend view to a dashboard. Edit the dashboard, using the following
metrics from the metric family Data Aggregator Event Calculation Times:

• Event Process Queue Size shows the size of the event processing queue. An increase in queue size without a
subsequent recovery (trending downward) indicates that eventing is backed up.

• Count of Cleared Events indicates the number of cleared events that are in the reporting resolution window.
• Count of Created Events indicates the number of raised events that are in the reporting resolution window.

A continuously large number of events that are raised or cleared can affect the Event Manager database. These
metrics can indicate when your system has exceded the recommended event generation rate. Event generation/clear
bursts are acceptable.

• Count of Processed Event Rule Evaluations indicates the sum of event rules multiplied by the number of items
those rules are applied to. The higher the number of evaluations, the more work your system is doing. Some
evaluations are more expensive than others. For example, evaluations with more conditions, more standard deviation
conditions, or longer duration and window are more expensive. The total acceptable number of evaluations depends
on your event rules.

• Total Time to Calculate Events indicates the total amount of time that was spent processing events for this metric
family. If the value of this metric exceeds the number of seconds in the reporting resolution window, the eventing was
delayed or backlogged at that point in time.

In general, steady values for these self-monitored metrics indicate a healthy system. Some intensive database jobs cause
fluctuation in these self-monitoring metrics. Typically, these jobs run between 2 AM and 4 AM UTC. Turn on eventing
slowly and judge the system health before moving forward with different rules. Monitor the health of the system over 24
hours after each subsequent change.

Errors in the Karaf log on the Data Aggregator system may also indicate that your system is under stress.

Modern Network Monitoring
You can use modern network monitoring for software-defined architectures and hybrid cloud platforms. Modern network
monitoring enables comprehensive coverage with monitoring that is scalable and heterogeneous across the greatest
number of technology stacks in the following architectures:

• Traditional
• SDN
• SDDC
• SD-WAN
• NFV
• Hybrid-cloud

To show you both virtual network data and traditional physical infrastructure performance information, modern network
monitoring collects data from these architectures and delivers that information to DX NetOps.

Modern Network Monitoring Dashboards

NetOps Portal provides various dashboards for viewing data related to the relevant technologies and architectures of your
environment.
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Monitor Virtual Inventory
In SDN and NFV environments, your virtual inventory changes according to the requirements of your services. Modern
network monitoring provides insight into the trends in virtual inventory. Inventory metrics provide assurance that the
programmatic processes that manage the network are functioning properly. These metrics also highlight anomalies in
provisioning.

The SDN/NFV Virtual Inventory Overview dashboard shows your virtual inventory.

The SDN/NFV Virtual Inventory Overview dashboard provides the following information:

• VNF count by type over time as a trend chart and a stacked chart
• Service chain and virtual network inventory trends
• VNF inventory trends by type

NOTE

The Other VNFs Count view shows VNFs where DX NetOps cannot determine the type.

Monitor SDN/NFV Virtual Resource Usage
To investigate performance degradation and for capacity planning, monitor the resource usage of your virtual environment.

DX NetOps provides two dashboards that show resource utilization:

SDN/NFV Virtual Compute Usage Overview Dashboard

This dashboard shows virtual CPU and memory usage for VNFs. The views use different visualizations to show
aggregated and individual resource utilization. By default, views show the VNFs with the highest utilization.

SDN/NFV Virtual Storage Usage Overview Dashboard

This dashboard shows virtual storage, reads, and writes for VNFs. The views use different visualizations to show
aggregated and individual resource utilization. By default, views show the VNFs with the highest utilization.

The following video highlights the key capabilities of this dashboards:

Monitor SDN/NFV Physical Host Resource Usage
To investigate performance degradation and for capacity planning, monitor the physical resource usage of your virtual
environment. In a virtual network, all virtual network functions (VNF) run on physical hosts. If the load on the physical
hosts is too high, the VNFs compete for resources, leading to performance degradation.

DX NetOps provides the SDN/NFV Physical Server Usage Overview dashboard which shows the status of the physical
infrastructure that supports the virtual environment.

This dashboard includes the following information:

• Aggregated CPU, memory, and disk utilization for physical servers
• Availability and Reachability information
• Individual servers with the highest CPU, memory, and disk utilization
• Inventory of all servers in the SDN/NFV environment

The following video highlights the key features of this dashboard:
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Monitor Service Chains
In an SDN/NFV environment, services are delivered dynamically through virtual network functions (VNF). The service
chain represents the required VNFs and the stack of physical and virtual building blocks that support the VNF.

The Service Chain page provides information about the status of service chains. The main view shows the VNFs in the
service chain and includes the virtual and physical building blocks. The view indicates the type of each VNF with an
abbreviation. The arrows show whether communication is one-way or bidirectional.

To access the Service Chain page, go to Inventory, Service Chains, and click a service chain in the list. The view
provides the following functionality:

• To show name, type, IP address, and performance information, hover over a building block in the service chain.
• Alert icons indicate problems in the building blocks. Hover over the icon for information about the violated threshold.
• To load the detailed context page for a building block, right-click a building block, and select a context.

The following image shows the important elements of the service chain visualization:

Figure 41: Service Chain Details Elements
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Service Chain Thresholds

To configure the thresholds for the alert icons, click the View Settings (gear) icon, and click Edit. Assign Critical (red),
Major (orange), and Minor (yellow) threshold for the following metrics:

• CPU utilization
• Memory utilization

VNF Types

The view uses the following abbreviations to identify the currently defined VNF types:

• vFW Firewall
• vLB Load Balancer
• vNAT NAT
• vOPT Optimizer
• vCMF Content Filter
• vDPI DPI
• vWOL WAN Accelerator
• vADC ADC
• vCACHE Cache
• vROUTER Router
• Other

Monitor vSwitch Performance
To identify bottlenecks in your SDN or NFV environment, monitor vSwitch performance. Because vSwitches connect
VNFs to each other and to physical interfaces, the performance of the vSwitch determines the overall bandwidth of the
connected VNFs. With the transition from physical to virtual networking, the generalized architecture of the x86 box
replaces the highly specialized hardware of the physical switch. Because this architecture is not optimized for switch
performance, vSwitch performance is an important indicator of overall virtual network health.

The following video highlights this feature:

NOTE

In DX NetOps, vRouters appear as vSwitches.

SDN/NFV vSwitch Performance Overview Dashboard

The SDN/NFV vSwitch Performance Overview dashboard lets you analyze the overall performance of vSwitches in your
environment. This dashboard uses different visualizations to show the following information about vSwitches:

• The inventory of vSwitches in the virtual network
• The vSwitch throughput in bits and packets
• The minimum, maximum, and average throughput in bits and packets
• The vSwitch utilization and throughput in bits and packets aggregated to the device level
• The CPU and memory utilization of vSwitch service

TIP

The views that show vSwitch network performance, such as throughput, errors, and discards, show the top
vSwitches for these metrics. Use these views to drill in to the vSwitch context page for more details.
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vSwitch Context Page

The vSwitch context page provides detailed information about a specific vSwitch. To access the vSwitch context page,
click a vSwitch in the inventory, in another view, or in the service chain visualization.

Details Tab

The Details tab shows basic information about the vSwitch, a list of events, and availability information. Use this tab for
basic troubleshooting.

Network Tab

The Network tab shows network performance information for the vSwitch. Use this tab to identify network performance
bottlenecks that are related to the vSwitch. The tab includes the following information:

• Average interface utilization
• Errors and discards for interfaces on the vSwitch
• Aggregated throughput in bits and packets
• Interface throughput in bits and packets
• Inventory of the virtual interfaces

High dropped packets might indicate that the vSwitch service is overburdened.

Resource Tab

The Resource tab shows resource use for the vSwitch service. Use this tab to ensure that the vSwitch is not consuming
too much of the host resources. The tab includes the following information:

• Current CPU and memory utilization

NOTE

CPU and memory utilization for the vSwitch service are compared against the total resources available to the
host.

• Trend chart for CPU and memory utilization

High utilization for the service means that other VMs on the host might have insufficient resources.

Virtual Interface Context Page

The virtual interface context page provides performance information for interfaces on your vSwitches. To access the virtual
interface context page, click an interface in the inventory or in another view.

Details Tab

The Details tab shows basic information about the interface and a list of events for to the interface.

Health Tab

The Health tab shows performance information for the virtual interface, such as the following information:

• Discards
• Errors
• Interface utilization
• Throughput in bits and packets

Monitor Cisco ACI
Cisco Application Centric Infrastructure (ACI) uses Nexus 9000 switches to create a dynamic virtual environment that
hosts and serves applications. Monitor the Cisco ACI environment to verify that everything is operating as expected and to
highlight problem areas. DX NetOps provides dashboards and context pages that support Cisco ACI monitoring.

 162



 DX NetOps

ACI Console

The ACI Console provides a searchable inventory list that shows relationships between items in the Cisco ACI
environment. Where relevant, the inventory shows the most recent ACI health score.

• To limit the list to a particular node in the hierarchy, double-click that node.
• To return to a higher level of the hierarchy, click the breadcrumb links.
• To filter the inventory by a health-score threshold, use the slider at the top of the pane. The inventory shows nodes with

children with health scores equal to or lower than the threshold.

The ACI Console also provides relationship diagrams for various aspects of the ACI inventory. The diagrams show alert
icons on items that exceed customizable thresholds. Use the diagrams to understand how particular problems with the
ACI infrastructure affect your applications. The ACI Console includes diagrams for the following inventory item types:

• Application Profile Diagram
Shows the relationships between endpoint groups (EPGs) that support the application profiles (APs). Provider EPGs
are connected to contracts connected to consumer EPGs. The diagram also shows the underlying leafs that support
the endpoints in the EPGs.

• EPG Diagram
Shows the AP parent and each end point. For each endpoint, the diagram shows the associated leaf.

• Endpoint Diagram
Shows the EPG parent. If the endpoint is a vLAN, the diagram shows the connection to the leaf. If the endpoint is an
application, the diagram shows the full supporting technology stack.

• Leaf Diagram
Shows application profiles that contain endpoints which are connected to the leaf.

• APIC Diagram
Shows leafs that are connected to the APIC controller.

NOTE

Because each spine is connected to each leaf and has no other relationships, the ACI console does not
include a diagram for spines.

All diagrams share common functionality:

• To open a diagram, click an item in the inventory.
• To show more details for an item in the relationship map, hover over the icon for the item.
• To show which thresholds are exceeded, hover over the alert icon in the relationship map.
• To open the relationship map for another item, click the icon for an item in the current relationship map. The previous

relationship map becomes a breadcrumb link on the right side of the diagram.
• To open the context page for an item, click the item name in the relationship map.
• To go to the ACI Health dashboard or the Switches Overview dashboard, click links in the upper left corner of the

dashboard.

ACI Console Thresholds

To configure the thresholds for the alert icons, click the View Settings (gear) icon, and click Edit. Assign Critical (red),
Major (orange), and Minor (yellow) threshold for the following metrics:

• CPU utilization
• Health score
• Interface utilization
• Memory utilization
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The following image shows the important elements of the ACI Console:

Figure 42: ACI Console Elements

ACI Health Dashboard

The ACI Health dashboard provides focused information about your Cisco ACI environment. To highlight problem areas,
the dashboard focuses on health scores and faults. To narrow the area of troubleshooting, change the context of the
dashboard:

• To find problematic switches, scope to the fabric.
• To find a problem in a tenant, scope to a tenant.
• To find a problem in an application, scope to an AP.

This dashboard shows the following information:

• Counts of items in the Cisco ACI environment
• Count of critical faults
• ACI health scores for items in the environment
• Aggregated fault trends by severity
• AP and EPG inventory

Switches Overview Dashboard

The Switches Overview dashboard provides information about the status of switches. If you select the appropriate group
of Nexus 9000 switches, you can monitor the infrastructure behind an ACI environment. For example, you can analyze
critical faults, CPU, memory, and interface utilization for these switches.

NOTE

Most metrics on this dashboard require SNMP data collection from the Nexus 9000 switches through DX
NetOps.

This dashboard shows the following information:
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• Switches with the highest CPU and memory utilization
• Switches with the highest interface utilization
• Switches with the highest policy CAM utilization
• Switches with the most critical faults

ACI Workflows

The ACI dashboards are designed with the following role-based workflows:

• An ACI System Administrator is responsible for maintaining the Cisco ACI environment.
a. Use the ACI Console to look at the fabric and VMs:

• View the relationship of the fabric to APs and EPGs.
• View the relationship of fabric nodes to compute resources.
• View the relationship of VMs to APs and EPGs.
• View the relationship of VMs to fabric nodes and compute resources.

b. Use the ACI inventor to track the number of entities in the ACI environment.
c. Track the performance of APs and EPGs on context pages.

• A Tenant Administrator is responsible for managing tenants in the ACI environment.
a. Scope the ACI Console to the tenant, and look at VM relationships to APs, EPGs, compute resources, and the

fabric.
b. Use the ACI Health dashboard to look at the health score and faults within the tenant.
c. Track the performance of APs and EPGs on context pages.

• An Application Owner is responsible for a single application that is hosted in the ACI environment.
a. Scope the ACI Console to the AP, and look at VM relationships to the AP, EPGs, compute resources, and the

fabric.
b. Use the AP context page to monitor computer and storage utilization by VM and in aggregate and top VM

utilization.
• A Fabric Administrator is responsible for maintaining the health of the network in the ACI environment.

a. Scope the ACI Console to the fabric, and look at fabric relationships to APs and EPGs and the relationships of
fabric nodes to compute resources.

b. Use the ACI Health dashboard to look at the health score and faults within the fabric.
c. Track the performance of the Nexus 9000 switches on the Switches Overview dashboard and the context pages for

the switches.

Monitor SD-WAN
SD-WAN solutions, like Viptela and Cisco IWAN, route traffic according to predefined performance requirements. DX
NetOps provides dashboards and context pages that support SD-WAN monitoring. Dashboards and context pages allow
you to monitor the following items:

• Tunnel
Represents the connection between two devices and has polled statistics (jitter, latency, and packet loss).

• Application/SLA path
Represents a tunnel in relation to service level agreements (SLAs) thresholds. The measured SLA metrics (jitter,
latency, packet loss) are reported as percentages of the related SLA thresholds. Rather than reporting tunnel traffic,
application/SLA paths show the ability of a tunnel to meet the SLAs for different types of traffic (for example, voice or
video). These traffic types are referred to as SLA classes.

NOTE

Viptela sites map to site groups in NetOps Portal. If desired, you can manage the site groups in NetOps Portal to
update the site name. For more information, see Manage Groups.
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For information about the metrics that Viptela collects including the VNA metrics, SNMP metric families, and NFA metrics,
see the CA Virtual Network Assurance documentation.

The following video examines how DX NetOps supports the Viptela SD-WAN technology:

SD-WAN Tunnel and Application Paths Dashboards

View the SD-WAN Tunnel Statistics dashboard or the SD-WAN App Path Statistics dashboard to view the health of your
SD-WAN tunnels or application/SLA paths. The SD-WAN App Path Statistics dashboard lets you easily identify issues
impacting your delivering of services and applications according to service level agreements (SLAs).

The SD-WAN Tunnel Statistics dashboard reports the following metrics:

• Jitter
• Latency
• Packet loss

The SD-WAN App Path Statistics dashboard reports the following metrics:

• Percentage of Jitter SLA Threshold
• Percentage of Packet Loss SLA Threshold
• Percentage of Latency SLA Threshold

The following details appear in these dashboards:

• Health Counts
View the aggregated health counts of the following items:
– Sites
– Edge Routers
– Application Paths
– Applications
– Tunnels
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Counts appear in color-coded circles for each threshold range. To expand the view, click the arrow in the lower-right
corner. Click a card title or a circle to view the corresponding details in the expanded view.
Figure 43: SD-WAN Card

• Geographic Map
View the location of each site. When a site is selected, the connections to and from other sites appear. The connection
lines are color-coded based on health metrics. Site router details appear when you hover over a site. Tunnel or
application/SLA path details appear when you hover over a connection.
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NOTE
Only sites within the page-level Group context are shown even when a tunnel or application path runs
between an included and excluded site.

Figure 44: SD-WAN Map

• Timeline
View time bar charts aggregating packet loss, latency, and jitter metrics and time bar charts for each metric.

NOTE
Only sites within the page-level Group context are shown even when a tunnel or application path runs
between an included and excluded site. The selected site in the Map view filters this view.

Figure 45: SD-WAN Timebar

• Scorecard
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View tunnel or application/SLA path metrics by subgroup and component for the selected group. Subgroups and the
items in those groups appear in a hierarchical format. Colored icons indicate performance levels for metrics and an
overall health indicator.
Figure 46: SD-WAN Scorecard

• Statistics
View tunnel or application/SLA metrics in a table with color-coded bars for percentage metrics.

• Gauge
In the SD-WAN Tunnel Statistics dashboard, view packet loss in a gauge/table view.

• Trend
View packet loss, latency, and jitter in a trend/table view.

• Traffic
View latency and jitter metrics side by side for comparison and in a trend chart.

• Inventory
View the source and destination end points of your tunnels or application/SLA paths.

• Errors and Discards
In the SD-WAN Tunnel Statistics dashboard, view SD-WAN virtual interface errors in one table and SD-WAN virtual
interface discards in another table.

SD-WAN Context Pages

From the inventory or the SD-WAN dashboards, you can navigate to context pages containing more details for the
following SD-WAN items:

• Devices
View the typical device context page for any of your SD-WAN devices.

• Application/SLA Paths
On the Details tab, view the details for the selected application/SLA path. View its statistics, packet loss in a gauge,
heat chart, and trend chart, and its traffic.
On the Class Health tab, view the percentage of packet loss, percentage of jitter, and the percentage of latency. These
metrics appear in gauges, heat charts, side-by-side bar charts, trend charts, and a bar chart table.

• Tunnels
On the Details tab, view the details for the selected tunnel. View its statistics, packet loss in a gauge, heat chart, and
trend chart, and its traffic.

• Virtual Interfaces
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On the Details tab, view the details for the selected virtual interface with its event list.
On the Health tab, view trend charts for discards, utilization, errors, packet rate, and bit rate.

SD-WAN Workflows

The following video examines SD-WAN application/SLA paths and why CA Network Operations Analytics monitoring is so
important to delivering a reliable digital experience:

The following workflows illustrate how an Operations Engineer can use the SD-WAN dashboards and context pages for
SD-WAN monitoring:

1. One of the following events drives you to the relevant SD-WAN dashboard:
– For an event impacting site connectivity, go to the SD-WAN Tunnel Statistics dashboard.
– For an event that could impact service level agreements (SLAs), go to the SD-WAN App Path Statistics dashboard.

2. Use the Health Counts to view the site connections or application/SLA paths with issues.
3. Use the Geographic Map and Scorecard to view site details.
4. Review the remaining trend data.
5. Drill into edge devices.

Monitor AWS
CA Virtual Network Assurance monitors the AWS Cloud environment to verify that everything is operating as expected
and to highlight problem areas. DX NetOps provides custom dashboards and context pages that support AWS cloud
monitoring. the dashboards and context pages allow you to monitor the following items:

• Tunnel
Represents the connection between two devices and has the following polled statistics:

• – TunnelState
– TunnelDataIn
– TunnelDataOut

• Ec2
Represents a virtual machine and has the following polled metrics:
CPU

• – Utilization
– Aggregated Network Incoming Bytes
– Aggregated Network Outgoing Bytes
– Aggregated Network Incoming Packets
– Aggregated Network Outgoing Packets
Disk

• – Disk IOPS
– Disk Read Bytes
– Disk Write Bytes
– Disk Capacity

AWS Context Pages

From the inventory, you can navigate to context pages for more information on the the following AWS items:

• Devices
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View the typical device context page for any of your AWS devices.
• Tunnels

Context page for AWS tunnel does not include any AWS cloud metrics. You must create custom dashboards to view
tunnel performance metrics.

• EC2s
In the Summary tab, you can view the details for the selected EC2 with the corresponding event list.
In the VMware Virtual machine tab, you can view trend charts for CPU Usage, Active Memory Usage, Power State
Connection state, and so on. You must create custom dashboards to view all supported EC2 performance metrics.

• Virtual Interfaces
In the Details tab, you can view the details for the selected virtual interface with its event list.

Configure Notifications
Configure notifications for events that come from a data source to the Event Manager. The incoming events are evaluated
against the conditions that you configure for the notification criteria. Only when the criteria are met does Event Manager
take a notification action. If an event does not trigger a notification, the event can still be displayed in the Event List.

A user only configures and receives notifications for events for an item in a group to which the user has access.

Consider the following information:

• Users cannot see the notifications of other users.
• The action to delete event notifications does not affect the actual or future events.

  

Notification Actions

When you configure notifications, you can specify the following actions.

Email
Send email notifications to one or more recipients when an event is raised or cleared. The email provides a link to the
context page for the device or component that triggered the alarm. Supported roles: Users with a role that contains the
Create Notifications role right and Event Manager access can configure email notifications. However, the Administrator
role must first specify an SMTP server.
In the Email tab, select Enable, and configure the email notification settings.

Trap

Send trap notifications to fault or network management system (NMS) in your environment.

WARNING
 Create an SNMP profile with the outgoing trap port (typically 162) before creating the notification.

Supported roles: Users with the Administrator role (global administrators) can configure trap notifications. Administrators
must also have product privileges to Event Manager and data sources that create events.
The trap receivers must be preconfigured to receive traps. Each destination can have its own configuration regarding
SNMP community and IPV4 destination. To receive and decrypt SNMPv3 traps, the SNMP profile for the trap receiver
should match this notification configuration. For more information, see SNMP Profiles. For more information about trap
formats, see the corresponding NMS documentation for your trap receiver.

Configure Notifications

To send a message that is related to events automatically, configure a notification.
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 Follow these steps: 

1. Do one of the following tasks:
– Hover over Administration, and click Configuration Settings: Notifications. 
– Click the name of your user account in the upper-right corner and click Manage Notifications.

2. Click New.
3. Specify a name and description, and click Next.
4. Select the groups that generate events to trigger the notification, and click Next.
5. Select conditions for the notification, and click Next.
6. Specify the notification actions:

–  Email
Send email notifications.

NOTE

 To include the device name for events that are triggered on components, use the Item Parent Name
property.

TIP

To create or update a notification email template, select Save or Update Email Template. Changes to
templates do not affect existing messages.

–  Trap
Send trap notifications. Multiple destinations are supported, but the first destination is required.
Two MIB choices are available in the Notifications wizard to provide compatibility for existing customers.

7. Click Next.
DX NetOps saves the notification and sends messages when the selected conditions occur.

Manage Notifications

Administrators can view, create, or delete notifications from the Administration, Notifications menu in the user interface.
The Notifications option only appears when Event Manager is enabled and in a synchronized state of Available.

NOTE
As a Default Tenant Administrator, you can work in a real user context to create a notification for a tenant
administrator or tenant user. Log in as a tenant administrator or tenant user. The Default Tenant administrator
can also administer the tenant, and then proxy to the user to create a tenant-scoped notification.

Users can create email notifications by clicking the name of their user account in the upper-right corner and clicking
Manage Notifications.
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Administrating
Administrating includes information about monitoring and maintaining the system components, managing users, roles, and
tenants, and system configuration options. This section also includes information about the APIs for the product.

For information about how to configure data collection, see Building.

Onboard a New Product Operator
As an administrator, you want to give a coworker with a unique role in the IT organization permissions to use the product.

The administrator creates a custom user account for each person who uses the product. Usually, predefined menus and
roles are assigned to the new user accounts. However, to create a new user with a unique organizational role, custom
menus, and roles are also required.

Custom user accounts are best deployed in a well-planned system that includes custom groups. Custom groups are
assigned as permissions to let product operators view only the data, menus, and dashboards that they use to perform
their daily tasks. Before you onboard a new product operator, set up custom groups for your organization.

Log in to Test the New User Account

To test a new user account, log in to the account. The Proxy feature lets you test user accounts while logged in as the
administrator. However, user account proxying does not let you test roles or role rights.

Follow these steps:

1. Log in using the username and password that you assigned to the new user account.
2. Click the Inventory tab.
3. Click item links to verify that the user can see monitored items in the inventory.
4. Select a few dashboards, and verify that the views are populated with data.
5. Test your ability to select a new group or item context for a dashboard by taking the following steps:

a. Click the [change] link above the time period selectors.
A dialog opens with filtering options.

b. Click to select another managed item.
c. Expand nodes in the Groups tree to select a group context.
d. Click OK.

6. Verify that the user can see data from the new item or group.
7. Test any special role rights that you assigned to the user, such as saving changes to views.
8. Log out when you are satisfied that the user account meets the requirements of the intended operator.

You are now ready to contact the new product operator and provide the username and password.

Set up a Unique Operator

As an administrator, you want to give a coworker in the IT organization permissions to use the product. You want to create
a custom menu for this new operator to reflect this person's organizational responsibilities.

Onboarding a unique operator involves creating a menu and populating the menu with either predefined or custom
dashboards. You also create a custom role for the new user, and assign the role to a new user account.

Finally, you log in to the new user account to test account permissions and determine whether adjustments are required.
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Add a Menu for a New Product Operator

Custom menus let you organize dashboards and make them available to users with selected roles. Administrators and
designers can create custom menus, and can select dashboards for each menu. A custom menu is available to any
whose role to includes the menu.

Create a Custom Dashboard for a New Operator

Users with the necessary role right can create a custom dashboard. They can select views for the dashboard and their
location on the page. They can also select the menus in which the dashboard appears so that it can be shared with other
operators.

The views in a custom dashboard can also be customized. For example, you can select a group context, or you can
specify a custom view title.

You can customize the predefined dashboard pages, or you can add new dashboards. You can select the views and data
context for custom dashboards.

Create a Dashboard

Follow these steps:

1. Log in as a user with the required administrative role rights.
2. Click the Dashboards tab.

A list of available dashboards appears. Each view on the page corresponds to a menu.
3. Click Add Dashboard next to the menu where you want the new dashboard to appear.

The Add Dashboard page opens.
4. Complete the following fields:

– Dashboard Menu
The menu where you want the dashboard to appear.

– Menu Item
The name of the dashboard as you want it to appear in the menu.

– Dashboard Title
The name that you want to appear at the top of the new dashboard.

5. (Optional) Select a layout template for the dashboard.
Each layout treats the page as a table with rows and columns for views. The Layout buttons indicate the number of
views in each column and row on the page. We recommend selecting a layout before adding views.

6. (Optional) Apply a group or context filter to the views. Views with a selected context always display data for that
context; they do not inherit the context of the dashboard.
For example, if you set the context filter to Group A and add a view to the dashboard, that view will always display data
for Group A, even after you change the dashboard context to Group B.

NOTE

By default, the context is Summary. With the Summary context setting, the available views display summary
data for the current group context of the dashboard. The Summary setting does not require you to select a
specific group or item. Summary views dynamically update the context when you change the context of the
page.

Select a Context

Follow these steps:

1. Click Select Context.
2. Select a Context Type, such as a type of managed item. Select Group to see the Groups tree.
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By default, the list is filtered to show only items and item types to which you have access. For example, if you are not
monitoring any servers, the Context Type list does not include the Servers option. Select Show All Context Types to
see all context options.

3. Select a specific context item or a group context.
4. Click OK.

The new context filter is saved.
– Expand the categories of views in the left pane. Select the 'Display suppressed views in list' option only if you want

to see views from data sources that you have not registered. This check box disables View Suppression.
– Select a view that you want to add to the page from one of the expanded lists.

Select a View

Follow these steps:

1. Click and drag a view to the page layout, and drop it where you want it to appear.
2. (Optional) Click Revert to discard your changes.

The layout returns to the settings that you last saved.
3. Click Save.

The dashboard is saved, and is added to the selected menu.
The dashboard page refreshes to reflect your changes. The changes persist across login sessions.

NOTE

: The maximum number of views per dashboard is 25.

Edit the Menu to Add the New Dashboard

Administrators and designers can customize menus to meet the requirements of each operator. When you edit custom or
factory menus, you can add new dashboards, remove dashboards, and change the order of the dashboards in the menu.

Add a Custom Role

You can add a custom user role for each product operator. The user account roles let product operators perform their job
responsibilities. Assign new roles to any menus that you have customized for the intended product operator. Roles are
disabled until they are assigned to user accounts.

Follow these steps:

1. Log in as a user with the required administrative role rights.
2. Select Administration, User Settings, and click Roles.

The Manage Roles page displays the current list of roles.
3. Click New.

The Add Role dialog opens.
4. Enter the required information and make selections in the fields provided. The default value for Role Status is Enabled.

A table indicates that no role rights have been selected for the role.
5. Select Menu Set, and click Edit.

The Edit Role dialog opens.
6. Select the new menu in the Available Rights list, and click the right arrow.

The menu moves to the Selected Rights list.
7. Select  NetOps Portal , and click Edit.

The Edit Role Rights dialog opens. Role rights that are listed under Available Rights can be added to the role.
8. Click an item on the left that you want to add to the role, and then click the right arrow.

Use Shift + Click or Ctrl + Click to select multiple items in the list.
The selected item moves from the Available Rights list to the Selected Rights list.

 175



 DX NetOps

9. (Optional) Use the Up and Down arrows to move items around in the list. The order of role rights determines their
priority when rights overlap.

10. Click Save.
The Add Role page appears.

11. Click Save.
The new role is created and appears in the Role List.

Add a Custom User Account

Add a user account for each operator. For security purposes, do not share user accounts with multiple people.

NOTE
You can create user accounts with basic parameters, and then edit them as a separate step to assign
permissions. This workflow lets you carefully consider the groups that each operator must access.

Follow these steps:

1. Log in as a user with the required administrative role rights.
2. Navigate to the Manage Users page.
3. Click New.

The Add User wizard opens.
4. Specify information for the account parameters.

The Authentication Type field identifies the authentication method that applies to this user account. The method must
match Single Sign-On configuration. Select one of the following options:
– NetOps Portal: The default authentication scheme 
– External: A third-party authentication scheme, such as LDAP or SAML

5. Advance the wizard to the Permission Groups page.
6. Assign permissions to the user account.
7. Advance the wizard to the Product Privileges pages.
8. Click Save.

The new user account appears on the Manage Users page.

Assign Permissions to the User Account

Individual operators require data access permissions to monitor data, which are based on groups. You can assign access
permissions according to your plan for custom groups.

NOTE

Do not assign the 'Collections' group as part of a user's access permissions. Do not use this group for reporting.

To assign permissions, edit user accounts. Make sure that all operators see only the data that they require for their role.

Follow these steps:

1. Log in as a user with administrative privileges.
2. Select Administration, User Settings, and click Users.

The Manage Users page opens.
3. Select a user account that you want to change, and click Edit.

The Add User wizard opens.
4. Click Access Permissions.

The Access Permissions page appears.
5. Add permission groups to the user account, as follows:

a. Expand the groups in the Available groups tree in the left pane.
b. Select a group or subgroup.
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c. Click the right arrow button to add it to Selected groups tree on the right.
6. Select a group from the drop-down list.

By default, My Assigned Groups is selected.
When the user logs in, data from the default group appears in dashboards by default.

7. Click Save.

Manage Roles and User Accounts
Manage user access with rights assigned to roles. Then refine access by assigning roles, access permissions, administer
groups, and product privileges to each specific user account.

Roles

Roles are assigned to user accounts to control user access to the product features and dashboard pages. Based on job
functions, roles grant administrative access to product configuration using role rights. Roles let users access data and
product features that they require to perform their duties. Roles restrict access to features that they do not require.

Roles are shared with registered data sources. Roles determine what users can access in the data source interface
when following a drilldown path to a data source. When you add a user, you select a role for the user account. You can
edit roles to include new role rights. You can also disable roles to prevent users with those role assignments from using
NetOps Portal. A set of predefined, or "factory," roles help you to add new users quickly while determining the required
customizations.

User Accounts

Custom user accounts let operators view the data, menus, and dashboards that they require to perform their daily
tasks. Operators with the administrator role rights can create user accounts and can manage existing accounts. Tenant
administrators can manage user accounts only for their own tenant.

Before you create or edit user accounts, create the custom groups and roles that you require. Groups and roles are
among the required parameters for each user account.

Create and Configure a User Account

Place managed items in custom groups before creating user accounts. Assign custom groups to user accounts as
"permission groups," which determine the data that each user can view. You can grant selected ownership of a single
branch of the Groups tree to a user account with administered groups.

Create any custom roles that you require before creating user accounts. Typically, the predefined roles provide starting
points for customization.

We recommend the following process for creating a user account:

1. Log in as an administrator user.
2. Confirm that the appropriate groups exist, or create them if necessary.

NOTE
User account parameters include all the groups that the user can view. They also include one or more
groups that the user can manage. The Administer Groups role right lets users without full administrative
rights manage a specific branch of the Groups tree.

3. Confirm that the appropriate roles exist, or create them if necessary.
4. Add a user, and specify its user information.
5. Assign a role.
6. Assign permission groups.
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NOTE
New user accounts have access to no groups by default. Their dashboards contain no data until you assign
at least one permission group.

7. Assign group ownership so that the user can create and modify groups in one branch of the Groups tree.

NOTE
Only user accounts with the Administer Groups role right are eligible for this selective group ownership.

8. Assign product privileges to grant access to the data sources you have registered.
9. Test the user account by temporarily proxying it.

New User Account Example

To understand user account parameters, consider an example. A Data Center Manager at your company is responsible
for data centers, staff, and infrastructure in the Southwest region.

Follow these steps:

1. Create a group named 'Southwest'.
2. Add managed items to this group.

Include all the routers, switches, applications, and servers that comprise the Southwest region.
3. Create a custom role that includes the product features and menus that the Data Center Manager requires.

The Data Center Manager is not a network engineer. This user does not drill in to detailed data in the data sources. To
manage the team, this user wants to create dashboards and assign them to the roles of the team members.
This user only wants to see menus containing high-level Management and Operations dashboards.

4. Add the user account.
5. When adding the user account, select the following items:

– The custom 'Data Center Manager' role
– The permission groups containing the managed items within the Southwest group that the Data Center Manager

wants to monitor.

Manage Roles
 NetOps Portal includes a set of predefined roles that you can assign to a custom user account. You can access summary
information about these roles on the Manage Roles page.

Any custom roles that you create are also listed on this page.

If the predefined user roles that come with NetOps Portal do not fit your requirements, add custom roles. When you have
finished creating a role, assign it to a user account as a separate step. Roles are inactive until they are assigned to user
accounts. Only users with the 'Administer Users' and 'Administer Roles' role rights can assign roles to the user accounts.

You can view, edit, and delete predefined roles and also any custom roles previously added. You can also manage the
user accounts associated with a specific role. 

Global administrators and users with the required role rights can modify both predefined and custom roles. Tenant
administrators only have access to the roles associated with their tenant.

  

Add or Edit a User Role

You can add custom roles. Create the roles that each unique product operator requires to perform job responsibilities.

Custom roles work best within a system of custom groups. Custom groups let you precisely grant access to dashboards
and product features while restricting access to sensitive data. The groups that you create to organize data can serve as
“permission groups” when you set up user account permissions.

 178



 DX NetOps

 Follow these steps: 

1. Hover over Administration, and click User Settings: Roles.
2. Click New, or select the role that you want to edit and click Edit.
3. Enter or edit the required information, and make selections in the provided fields:

–  Name
Maximum Characters: 45

–  Description 
–  Enable Role

Specify whether to make the role active. Enabling this setting gives users with this role the access granted by its
role rights. A role can be disabled for security purposes. When a role is disabled, users who are assigned that role
are no longer allowed to log in.

4. Select Menu Set, and click Edit.
Move the desired menus from the Available Menus list to the Selected Menus list.

5. Order the menus in the Selected Menus list to determine their order on the Dashboards tab and click OK.
6. Select  NetOps Portal , and click Edit.
7. Move the desired access rights from the Available Rights list to the Selected Rights list.
8. Order the role rights to determine their priority in cases where rights overlap and click OK.
9. Click Save or Save and Add Another.

Manage the Users Associated with a Role

Select a role and click Users to open the User List page, which is filtered to show only users who are assigned to the
selected role. Then manage the users accounts associated with the selected role. Click Roles to return to the Manage
Roles page.

Delete a Role

You can delete any custom role that you have created. The Administrator role cannot be deleted or disabled.

Before you delete a custom role, review the Users column to see whether any user accounts are using this role. Manage
the users who are associated with the role to remove all associations with the role you want to delete.
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Product Accessibility Features
CA Technologies is committed to making sure that all customers, regardless of ability, can successfully use its products
and supporting documentation to accomplish vital business tasks. This section outlines the accessibility features of DX
NetOps.

NOTE
If you use a screen reader, we recommend using a browser other than Internet Explorer to access our
product.  For more information about known screen reader limitations, see Known Limitations.

Product Enhancements

DX NetOps offers accessibility enhancements in the following areas:

• Display
• Sound
• Keyboard
• Mouse

NOTE

The following information applies to Windows-based and Macintosh-based applications. Java applications run
on many host operating systems, some of which already have assistive technologies available to them. For
these existing assistive technologies to provide access to programs written in JPL, they need a bridge between
themselves in their native environments and the Java Accessibility support that is available from within the Java
virtual machine (or Java VM). This bridge has one end in the Java VM and the other on the native platform, so
it will be slightly different for each platform it bridges to. Sun is currently developing both the JPL and the Win32
sides of this bridge.

Display

To increase visibility on your computer display, you can adjust the following options:

• Font style, color, and size of items

Defines font color, size, and other visual combinations.

• Screen resolution

Defines the pixel count to enlarge objects on the screen.

• Cursor width and blink rate

Defines the cursor width or blink rate, which makes the cursor easier to find or minimize its blinking.

• Icon size

Defines the size of icons. You can make icons larger for visibility or smaller for increased screen space.

• High contrast schemes

Defines color combinations. You can select colors that are easier to see.

Sound

Use sound as a visual alternative or to make computer sounds easier to hear or distinguish by adjusting the following
options:
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• Volume

Sets the computer sound up or down.

• Text-to-Speech

Sets the computer's hear command options and text read aloud.

• Warnings

Defines visual warnings.

• Notices

Defines the aural or visual cues when accessibility features are turned on or off.

• Schemes

Associates computer sounds with specific system events.

• Captions

Displays captions for speech and sounds.

Keyboard

You can make the following keyboard adjustments:

• Repeat Rate

Defines how quickly a character repeats when a key is struck.

• Tones

Defines tones when pressing certain keys.

• Sticky Keys

Defines the modifier key, such as Shift, Ctrl, Alt, or the Windows Logo key, for shortcut key combinations. Sticky keys
remain active until another key is pressed.

Mouse

You can use the following options to make your mouse faster and easier to use:

• Click Speed

Defines how fast to click the mouse button to make a selection.

• Click Lock

Sets the mouse to highlight or drag without holding down the mouse button.

• Reverse Action

Sets the reverse function controlled by the left and right mouse keys.

• Blink Rate

Defines how fast the cursor blinks or if it blinks at all.

• Pointer Options

Let you do the following:
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• – Hide the pointer while typing
– Show the location of the pointer
– Set the speed that the pointer moves on the screen
– Choose the pointer's size and color for increased visibility
– Move the pointer to a default location in a dialog box

Keyboard Shortcuts

The following table lists the keyboard shortcuts that  DX NetOps supports:

Keyboard Description
Ctrl+X Cut
Ctrl+C Copy
Ctrl+K Find Next
Ctrl+F Find and Replace
Ctrl+V Paste
Ctrl+S Save
Ctrl+Shift+S Save All
Ctrl+D Delete Line
Ctrl+Right Next Word
Ctrl+Down Scroll Line Down
End Line End

Keyboard Navigation

Keyboard Description
Tab • Advance the focus to the next field or control in the page.

Shift+Tab • Move the focus to the previous field or control in the page.

Enter • Activate the control that has focus (for example, click a button).

Shift+Enter • Make a selection in a menu or tree.

Space • Change selection of a checkbox that has focus.

Down Arrow • Move the focus into a menu or into a tree.
• Move the focus to the next item in a menu, tree, radio-button

group, or chart.

Up Arrow • Move the focus to the previous item in a menu, tree, or radio-
button group, or chart.

Left Arrow • Open a closed item in a menu or tree.
• Move to the next element of a radio button group and select it.

Right Arrow • Close an open item in a menu or tree.
• Move to the previous element of a radio button group and

select it.

Esc • Close an open menu or dialog box.

Ctrl+Left Arrow • When the focus is on a grid column header, make the column
narrower.
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Ctrl+Right Arrow • When the focus is on a grid column header, make the column
wider.

Ctrl+Up Arrow • When the focus is on a grid column header, move the column
to the left.

Ctrl+Down Arrow • When the focus is on a grid column header, move the column
to the right.

 183



 DX NetOps

Product References and Abbreviations
List only CA product names with a shortened version (such as "CA Service Operations Insight (CA SOI)") and
abbreviations/acronyms (such as "virtual machine (VM)") that you use in your wiki space. Sort the list alphabetically. Place
this page at the bottom of your TOC so that it appears just above the Announcements & News link.

This documentation references the following products and abbreviations:

• CA Application Delivery Analysis (CA ADA)
• CA eHealth®

• CA Mediation Manager (CAMM)
• CA Network Flow Analysis
• DX NetOps (CA PM)
• CA Single Sign-On
• CA Spectrum®

• CA Unified Communications Monitor (CA UCM)
• CA Virtual Network Assurance (CA VNA)
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Documentation Legal Notice
This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred
to as the “Documentation”) is for your informational purposes only and is subject to change or withdrawal by CA at any
time. This Documentation is proprietary information of CA and may not be copied, transferred, reproduced, disclosed,
modified or duplicated, in whole or in part, without the prior written consent of CA.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or otherwise make
available a reasonable number of copies of the Documentation for internal use by you and your employees in connection
with that software, provided that all CA copyright notices and legends are affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the
applicable license for such software remains in full force and effect. Should the license terminate for any reason, it is your
responsibility to certify in writing to CA that all copies and partial copies of the Documentation have been returned to CA or
destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENTATION “AS IS”
WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL
CA BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT, FROM
THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST INVESTMENT,
BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF CA IS EXPRESSLY ADVISED IN ADVANCE OF
THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and
such license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is CA.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the
restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)
(3), as applicable, or their successors.

Copyright ©  Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. All
trademarks, trade names, service marks, and logos referenced herein belong to their respective companies.
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