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Installing
Review the steps to acquire, install, deploy, and configure your product.

Standard SMP/E installation and maintenance best practices are used to install and maintain Broadcom mainframe z/OS
products. The installation process includes all the tasks that are typically performed by a systems programmer to acquire
the products and make them ready for use in a production environment.

You can install Broadcom mainframe product software using IBM z/OSMF, CSM, or native SMP/E batch processing.

NOTE
z/OSMF installation is not available for every product.

z/OSMF and CSM are intuitive web-based tools that automate and simplify many installation activities on z/OS systems.
These applications also make obtaining and applying corrective, preventive, and recommended maintenance easier.

The following graphic provides a high-level overview of the installation process for Broadcom mainframe products:
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These steps are described in the following procedure:

1. Prepare for the installation by reviewing best practices and verifying that the software, hardware, security, and other
installation requirements have been met.

2. Acquire the product software using one of the following methods:
– From Broadcom Support, download a z/OSMF (filename.zOSMF.pax.Z) or classic SMP/E JCL (filename.pax.Z)

package. Only one can be selected.
NOTE
If a z/OSMF package is not available, select the SMP/E JCL package. A z/OSMF package is not available
for all products.

– From CSM, select a classic SMP/E JCL package from the product list. You cannot acquire a z/OSMF portable
software instance from CSM.

3. Perform an SMP/E installation to install the product software using one of the following methods:
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– If you downloaded a z/OSMF package from Broadcom Support, install using z/OSMF Deployments.
– If you downloaded a classic SMP/E JCL package from Broadcom Support, use either of the following options:

• Install using native SMP/E JCL
• Install using CSM

– If you downloaded a classic SMP/E JCL package from CSM, start the installation process from the SMP/E
Environments tab in CSM.

4. Install maintenance using z/OSMF Software Update, SMP/E JCL, or CSM.
NOTE
Use SMP/E Internet Service Retrieval to download and receive maintenance. This service lets you acquire
maintenance on demand and to schedule an SMP/E job to run as needed. The SMP/E Internet Service
Retrieval can reduce hours of maintenance time to just minutes, making your system programmers more
productive and allowing them to focus on higher value tasks. Migrate existing CSIs to z/OSMF and use z/
OSMF Software Update to manage software updates.

5. Finalize the installation:
– Configure your product.
– Deploy your product.
For these tasks, use the methods that your product supports and in the preferred sequence per your site.

README for Datacom CICS Services 15.1
This document records the known problems with the z/OS media for Datacom CICS Services Version 15.1 Complete
Release at the GA code level.

RI93543 *README: STATUS OF VERSION 15.1 - Datacom CICS Services

New items are covered in this document as those items are discovered.

This release is delivered as the "Complete Release/Version" for Datacom Tools Products 15.1 for z/OS. All new features
and maintenance items that are introduced during the Incremental Release program have been incorporated into this
"complete" release/version. See the Release Notes for a list of new features.

z/OS New Install/Upgrade

The CSD group definitions for Datacom CICS Services Version 15.1 must be installed. The CSD group definitions for
Datacom CICS Services Version 15.1 supersede all previous releases of Datacom CICS Services CSD group definitions.

Sites upgrading may have to reset various options, since the upgrade process resets options to default values. Review
your DBCVTPR parameters to modify values in B1CUS01 before the upgrade.

All published APARs for Datacom CICS Services should be applied after the SMP/E installation and before executing the
configuration steps.

Refer to Broadcom Support to download 15.1 solutions.

z/OS Maintenance

Customers using an Incremental Release should regularly apply all currently published maintenance for Datacom CICS
Services 15.1.

Periodically run the SMP/E command REPORT ERRSYSMODS to determine if any applied fixes may have recently been
found to be in error. If that should occur, locate the correcting PTF and apply it.

New Functions, Features, and Facilities

For the latest information and updates, see Datacom CICS Services New and Enhanced Features for 15.1 under Release
Notes for 15.1.

 7

https://support.broadcom.com


 Installing

Special Action Required for Version 15.1

Before you install Datacom CICS Services Version 15.1, you must be at the most current maintenance for Datacom/DB.

If your CICS Transaction Server environment is part of a CICSplex and you want to install this feature of the product that
requires the CICS/TS CICSplex SM Libraries, then follow instructions in the DCCSEDIT to optionally install the CICSplex
function of DBEC in Datacom CICS Services.

NOTE

If you are not planning on installing the CICSplex option of the code, comment out:

• FMID CAB1F15 from DCC20RCB (SMP/E Receive)
• DCC30APB (SMP/E Apply)
• DCC40ACB (SMP/E Accept)

Related z/OS Products' Support for Datacom CICS Services Version 15.1

• Datacom/DB version 15.0 (and higher) with the current maintenance is supported.
• Supported CICS releases are CICS Transaction Server 4.1 and higher releases that IBM currently supports.
• Supported z/OS releases are z/OS 2.1 and higher releases that IBM currently supports.

Datacom CICS Services 15.1 z/OS Documentation Updates

The complete set of Datacom Tools Products documentation is available at https://techdocs.broadcom.com. For additional
information, see the Datacom/Ideal, IPC Maintenance Grid for z/OS.

README for Ideal 15.1
RI88864 - * Ideal COMPLETERELEASE 15.1 z/OS README

This document records the known problems with the z/OS media for Ideal for Datacom Version 15.1 Complete Release at
the GA code level.

This document is updated as any additional items are discovered.

This release is delivered as the "Complete Release/Version" for Datacom Core Products 15.1 for z/OS. All new features
and maintenance items that are introduced during the Incremental Release program have been incorporated into this
"complete" release/version. See the Release Notes for a list of new features.

z/OS New Install/Upgrade

Sites that are upgrading may have to reset various options since the upgrade process resets options to default values.
Use the Ideal command PRINT SESSION OPTIONS to save a list of option values before the upgrade. Optionally, create
a MEMBER to EXECUTE after the completed upgrade containing the commands to reset site options.

All published APARs for Ideal 15.1 should be applied after the SMP/E installation and before executing the configuration
steps. Refer to Broadcom Support to download 15.1 solutions.

z/OS Maintenance

Refer to Special Action Required.

Customers using an Incremental Release should regularly apply all currently published maintenance for Ideal 15.1.

Periodically run the SMP/E command REPORT ERRSYSMODS to see if any fixes applied may have recently been found
to be in error. If that should occur, locate the correcting PTF and apply it.
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New Functions, Features, and Facilities

Incremental Releases do not deliver new functionality at the outset. New functionality is developed and published
incrementally through PTFs.

INC00 - No new functionality

Special Action Required for 15.1

Datacom Datadictionary must be up to version 15.0 or higher to provide the DOCUMENT entity new for Ideal 15.0. Sites
using Datacom/AD with the Ideal Option for Db2 should refer to the instructions regarding upgrading from Datacom/AD
14.0 to 15.0. The instructions are in the installation documentation for Ideal 15.1.

Default module @ISTEXIT is no longer provided in CAILLOAD after Release 14.0. The sample Source Transport Utility
STEXIT is provided in CAILSAMP. If your site uses a customized Source Transport EXIT for Librarian, the @ISTEXIT
module can be copied into your 15.1 custom load library, and the module executes successfully with Ideal 15.1.

Sites using customized PMS tables (PMTBLS, PMSTRUC, PMSTRND, PMSTRNDK) should review tables currently in
use. These PMS table modules may be copied to your Ideal/IPC CUSLIB for the current release.

Re-assembly is not required for this release of Ideal or IPC.

For documentation, refer to Customizing the Panel Management Component.

Related z/OS Products Support for Ideal 15.1

• IPC 15.1 is recommended for execution with Ideal 15.1. Ideal 15.1 requires IPC 15.0 or higher.
• Ideal 15.1 requires Datacom/DB 15.0 or higher.
• This requires the successful completion of the Datacom 14.0 to 15.0/15.1 Core Products upgrade, specifically including

the Datadictionary upgrade portion that adds the new DOCUMENT entity-type.
• Supported CICS releases are CICS Transaction Server 3.2 and higher releases that IBM currently supports.
• Ideal is supported for releases of z/OS that are supported by IBM.

Ideal 15.1 z/OS Documentation Updates

The complete set of Datacom Tools Products documentation is available in online at:

https://techdocs.broadcom.com

You can also find the documentation by web browser search using the phrase "Datacom Tools 15.1". Certain content
is reserved to Datacom customers only. To access this private content, simply sign in using your Broadcom Support
credentials.

For additional information, see the Datacom/Ideal, IPC Maintenance Grid for z/OS.

README for IPC 15.1
Find information about IPC. Learn about z/OS new installations and upgrades, z/OS maintenance, new functions and
features, and related z/OS products support.

RI88866 - *IPC Complete RELEASE 15.1 Z/OS README

This document records the known problems with the z/OS media for IPC Version 15.1 Complete Release at the GA code
level.

New items are added to this document as they are discovered.

This release is delivered as the "Complete Release/Version" for Datacom Tools Products 15.1 for z/OS. All new features
and maintenance that were introduced during the Incremental Release program have been incorporated into this
"complete" release/version. See the Release Notes for a list of the new features.
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z/OS New Install/Upgrade

Sites that are upgrading may have to reset various options since the upgrade process resets PSS and SCF options to
default values. Use the PRINT SCREEN command to save the following displays:
SET COMMAND SITE (SCF#OPTIONS)

SET OUT SITE (PSS#OPTIONS)

ADRPNL members SCF#OPTIONS and PSS#OPTIONS are restored to default values by the upgrade. Since 15.1 has
release-dependent changes, the prior release members cannot be used in your 15.1 ADRPNL. The PSS Destination
Table must be rebuilt after ADROUT is initialized. Ideal sites should maintain a MEMBER with the DEFINE OUT
DESTINATION commands to be executed after the upgrade.

CICS definitions have not changed for 15.1. CAVQSAMP member VQ15CSD uses the same GROUP and PROFILE
names as IPC 15.0.

All published solutions for IPC 15.1 should be applied after the SMP/E installation and before executing the configuration
steps. Refer to Broadcom Support to download 15.1 solutions.

IPC 15.1 includes the seven InterProduct Components (EDK, PDF, PMS, PSS, SCF, VLS, and VPE). The seven
InterProduct Components are under a single FMID, CAVQF10, and FMID CAVQF15 for CICS-specific IPC 15.1 modules.
IPC 15.1 also provides FMID CAVQF16 for the MQ Transport Service component.

When installing using CSM, choose IPC 15.1 BASE install option to include only the first 2 FMIDs. Installing manually,
only FMIDs CAVQF10 and CAVQF15 should be selected if MQTS is not required.

z/OS Maintenance

Refer to Special Action Required.

Customers using an Incremental Release should regularly apply all currently published maintenance for IPC 15.1.

Periodically run the SMP/E command REPORT ERRSYSMODS to see if any fixes applied may have recently been found to be
in error.

If that should occur, locate the correcting PTF and apply it.

New Functions, Features, and Facilities

For the latest information and updates, see IPC New and Enhanced Features for 15.1 under Release Notes for 15.1.

Special Action Required for 15.1

None as of 14 March 2016

Related z/OS Products Support for IPC 15.1

• IPC is supported for releases of z/OS that are supported by IBM.
• Supported CICS releases are CICS Transaction Server 3.2 and higher releases that IBM currently supports.
• IPC 15.1 has been tested with Datacom/DB 15.0 and 15.1.
• IPC 15.1 has been tested with Ideal 15.0 and 15.1.

IPC 15.1 z/OS Documentation Updates

Documentation is available online for "Datacom Tools": https://techdocs.broadcom.com

For additional information, see the Datacom/Ideal, IPC Maintenance Grid for z/OS.
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README for Datacom Server 15.0
This informational solution contains the latest information regarding the z/OS (including USS), Windows, and Unix/Linux
installation materials for Datacom Server Version 15.0.

RI67322 - * Datacom Server VERSION 15.0 Z/OS README

As more items are discovered, they will be added to this list.

Mainframe Server component -- z/OS Install/Upgrade/Maintenance

All published PTFs should be applied to your Datacom Server Version 15.0 environment after ACCEPTing the base
product installation.

Software Requirements and Compatibility

• Datacom/DB Version 14.0 or Datacom/DB Version 15.0.

The Server 15.0 Mainframe component is incompatible with Datacom/DB Version 12.0 or below.

• All z/OS versions supported by IBM
• SMP/E Release 1.8.1 or later, as supported by IBM
• For ACF2, Top Secret, or IBM RACF, the Server Mainframe component must be set up to communicate with the

external security package.
• Datacom Server Unix System Services (USS) component: - IBM USS with a Hierarchical File System (HFS) or a z/OS

Distributed File Service zSeries File System (zFS) must be available.

- Java Runtime Environment 6 (JRE6) or later. Server Version 15.0 is incompatible with earlier JREs.

- The Datacom Server JDBC driver client, cadcjdbc.jar, is compliant with the JDBC 4.0 specification.

• Common Components and Services 14.0 or above. The Common Components and Services components that are
used by Server Version 15.0 are:

• LMP (required)
• CAIRIM (required)
• CAISSF (required if security validation is utilized, otherwise, CAISSF is optional).
• CAICCI (optional) If you intend to use CCI as a communication protocol, it must be installed and configured.

If you are upgrading from a prior version that required CAICCI, check the Server Mainframe (SVDBSPR) startup options
and the Server Communication Utility (SVCOMPR) commands for enhancements that allow TCP/IP as an alternative
communication protocol. See Using Datacom Server Version 15.0 for more information.

Windows Client component -- PC Install/Upgrade/Maintenance

Software Requirements and Compatibility:

Microsoft Supported Windows 32-Bit and 64-Bit Platforms.

• ODBC with 64-bit Windows:
If you plan to use a 32-bit ODBC application, you must install the 32-bit (x86) Datacom Server Windows client
software. Likewise, if you plan to use a 64-bit ODBC application, you must install the 64-bit (x64) Datacom Server
client. All the code in a single process must be of the same bitness.

• JDBC with 64-bit Windows
By nature, there is no bitness that is associated with Java bytecode. A JAR file can run with either a 32-bit or 64-
bit JVM. The same is true for the Server JDBC driver, cadjdbc.jar. However, because the Server JDBC Driver (in
Windows) uses native libraries (DLLs), you must match the bitness of the Datacom

 11



 Installing

Server client to the bitness of the JVM on which the JAR file runs. In other words, if you are using a 32-bit JVM
you must install the 32-bit Datacom Server client software. If you are using a 64-bit JVM, install the 64-bit client
software.

• CAICCI/PC (optional)
If you intend to use CAICCI, you must install and configure the Common Components and Services for Windows
(CAICCI-PC).
If you intend to use a 64-bit ODBC application, you must install the 64-bit version of CAICCI-PC. Likewise, if you intend
to use a 32-bit ODBC application, you must install the 32-bit version of CAICCI-PC.
Regarding JDBC, CAICCI/PC is considered native code. The previous discussion about the bitness of the client
software must match the bitness of the JVM is also true for CAICCI/PC. A 32-bit JVM requires a 32-bit CAICCI/PC,
while a 64-bit JVM requires a 64-bit CAICCI/PC.

• Windows MDAC (Microsoft Data Access Components) at release and service pack level appropriate for your Windows
platform, including x64.

• Java Runtime Environment 6 (JRE6) or later. (required)

• JDBC 4.0 (optional)
If you plan to use the new and enhanced JDBC ClientInfo methods, you must use JDBC 4.0/4.1 API and must run with
a JDBC 4.0/4.1 compatible JVM. See the Datacom Server Release Notes Version 15.0 for more information.

Compatibility and Compliance:

• ODBC 3.8 - The Datacom Server ODBC driver conforms to the ODBC 3.8 specification and is downward compatible
with earlier ODBC specifications that are supported by Microsoft.

• JDBC 4.0 - The Datacom Server JDBC driver conforms to the JDBC 4.0 specification and requires a Java 1.6 or later
JVM.

The Datacom Server 15.0 Installer for Windows

All updates to the Datacom Server 15.0 Windows client software are packaged as InstallShield minor upgrade packages.

To perform a new install or upgrade, download the latest fix from Datacom Server Maintenance Solutions and execute the
package.

The highest numbered PTF should always be chosen over previous versions.

If you already know the PTF number, that solution can be downloaded from

support.broadcom.com DOWNLOAD MANAGEMENT "Download by Solution ID".

UNIX/Linux client component -- Distributed Install/Upgrade/Maintenance

• No high APAR number for DBSRV client base code.

• Software Requirements:

• JRE 6 or later (required)

• JDBC 4.0 (required)

• Datacom Server Proxy (optional)

The Server Proxy is no longer required. Applications running on Unix or Linux may connect to the Server Version
15.0 Mainframe directly through the JDBC Type 4 Driver. However, if you choose to use the proxy, it must be a Server
15.0 proxy. Also, the proxy must be deployed on USS or Windows and you must connect using a Server 15.0 JDBC client.

If you are using a phased client upgrade approach as discussed in Section II.6, you can continue.

Special Action Required for Datacom Server Version 15.0:

(None, as of 10/03/2014)
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Datacom Server 15.0 UNIX/Linux

Download the latest Linux fix from Datacom Server Maintenance Solutions Linux PTFs provide the JAR file with all prior
maintenance to the JAR file. Therefore, the highest numbered PTF should always be chosen over previous versions.

Documentation

Datacom Server documentation is available here and in Datacom Tools - 15.1.

For more information, see the Datacom/Ideal, IPC Maintenance Grid for z/OS.

Prepare for Installation
Review this topic to prepare to install, configure, and deploy your Broadcom product software.

To prepare for an installation or upgrade, we recommend that your team use our Installation Checklist or Upgrade
Checklist. Upon completion of the installation, use the Day 1 Task Checklist under Getting Started. Doing so can help you
start using the product and can help you get acclimated to the customer documentation as well.

To install your product, we recommend that you understand:

• JCL
• TSO/ISPF
• Your organization IT environment, enterprise structure, and region structure
• z/OS environment and installing software in this environment
• z/OS UNIX System Services

Consult with the following personnel, as required:

• Security Administrator for access
• Storage Administrator for DASD allocations
• Systems Programmer for z/OS and VTAM definitions

TIP
If you plan to use z/OSMF to install or configure your product, review the installation best practices, which
include comprehensive z/OSMF video training from IBM.

You can install this release of your product and can continue to use an older release in another SMP/E environment. If you
plan to continue to run a previous release, consider the following points:

• When you install the product into an existing SMP/E environment, the new installation deletes previous releases in that
environment. We recommend that you install into a new CSI.

• If you acquired your product using SMP/E JCL, select different target and distribution zones for your new release from
where your current release is installed. The new zones use different libraries than your current release.

NOTE
CSM installs a product into a new SMP/E environment by default. You can select an existing SMP/E
environment from your working set.

• Define DDDEF entries in your new zones to point SMP/E to the proper libraries for installation. Ensure that they point
to the new release libraries.

Review Installation Best Practices
Before you begin the installation process, review these installation best practices.

Manage Security and Integrity Fixes

Broadcom offers Security and Integrity maintenance that addresses a security or integrity exposure. We categorize this
maintenance as a “SECINT” or “Security or Integrity” fix type using our mainframe software packaging system. With

 13

https://support.broadcom.com/group/ecx/solutionfiles?sellable=DATSVR002&os=MVS&release=15.0&solution=Datacom%20Server%20MVS&subfamily=DATACOM
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/release-announcements/CA-Datacom-CA-Ideal-CA-IPC-Maintenance-Grid-for-z-OS/4097


 Installing

each Security or Integrity Fix, Broadcom also offers access to Security Advisory articles that include more details and
context about a security or integrity exposure. Each article details the CVSS score, the CVSS Vector String, the affected
components, and the CVE numbers, if applicable. This central resource offers self-service information and an email
subscription service to be alerted about new security advisories.

Business Value:

This maintenance lets you quickly identify and apply security or integrity maintenance. The proactive notifications let you
address security issues immediately.

More information:

Maintain Security and Integrity Fixes

Broadcom Security Advisories Portal

Configure SMP/E Internet Service Retrieval for Product Maintenance

Configure SMP/E Internet Service Retrieval to eliminate the need to download maintenance manually. This service uses
the IBM SMP/E RECEIVE ORDER command to acquire Broadcom mainframe product maintenance. This service enables
you to acquire maintenance on demand or to schedule an SMP/E job to run as needed.

If you are an existing CSM customer, you can also use this service to download maintenance and dramatically reduce the
time that is required to download PTFs.

Business Value:

SMP/E Internet Service Retrieval can reduce hours of maintenance time to just minutes, making your system
programmers more productive and allowing them to focus on higher value tasks. SMP/E Internet Service Retrieval:

• Eliminates time-consuming fix searches and the need to select maintenance manually from the Broadcom Support
portal

• Automates delivery of Broadcom maintenance directly to your mainframe
• Fulfills orders based on the status of your SMP/E environments
• Enables scheduling of maintenance downloads
• Facilitates an easier installation of Recommended and Preventive service

More information:

Configure SMP/E Internet Service Retrieval

Implement a Proactive Preventive Maintenance Strategy

Use CARS to implement a proactive preventive maintenance strategy. CARS is patterned after the IBM preventive
maintenance model, Recommended Service Upgrade (RSU). With CARS, you can install preventive maintenance for
most Broadcom z/OS based products consistently on a schedule that you select (monthly, quarterly, annually). You
can follow the same schedule that you use to apply IBM maintenance, or you can implement a schedule for Broadcom
products only.

Business Value:

Keeping your products current with maintenance helps your team remain productive and minimizes errors while safely
protecting your systems. If you do not install preventive maintenance regularly, you risk encountering known problems for
which we have published and tested fixes. Early notification about the potential need to apply a required fix helps avoid
unscheduled downtime and assists you in proactively maintaining your software.

More information:

Recommended Service for z/OS
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Sign up for Hiper Notifications

Sign up for HIPER notifications for all Broadcom products on the Broadcom Support website so that you receive
notification of potential problems for your products as soon as possible. Subscribe to HIPER and other product
notifications like security advisories within the Broadcom Support portal. Sign in and select Subscriptions under MY
ACCOUNT. Select the alerts that you want and Submit.

Business Value:

Early notification about the potential need to apply a required fix helps avoid unscheduled downtime and assists you in
proactively maintaining your software.

Apply IBM Maintenance

Apply IBM maintenance for z/OSMF, SMP/E, and other components and products that are used during the software
installation process using the following FIXCAT:
IBM.DrivingSystem-RequiredService

Obtain the latest IBM HOLDDATA and run the SMP/E REPORT MISSINGFIX command to determine whether any
required PTFs are missing:
SET BDY(GLOBAL),

REPORT MISSINGFIX ZONES(ZOS24)

  FIXCATA(IBM.DrivingSystem-RequiredService).

Business Value:

Missing APARs can affect the operation or performance of your product.

Review z/OSMF Training Videos

The following training is offered to help you and your team learn z/OSMF basics. We recommend that all members of your
installation team review these videos before they use z/OSMF:

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To migrate
existing environments, see Migrate SMP/E Environments to z/OSMF.

• Review IBM's z/OSMF Tutorials
• ServerPac Installation with z/OSMF: Tutorial 1 - Gain Access
• z/OSMF Management Facility
• z/OSMF Training - Introduction, Process, and Impact to Existing Customers 200

Business Value:

You and your team receive training so you can work efficiently in the IBM z/OSMF interface.

Requirements for Datacom CICS Services
Before installing Datacom CICS Services, review the hardware, software, DASD, and storage requirements. Find
information about Multi-User Faciliity (MUF) environments, SMP/E installation, SAMPJCL, data sets, and libraries.

Hardware Requirements

• The Datacom product line requires an IBM mainframe that fully supports the z/OS operating system.
• If you are using System Managed Storage (SMS), do not mix device types in a storage class that Datacom uses.
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Software Requirements

• This release of Datacom CICS Services is compatible with Datacom/DB Versions 14.0 and 15.0. You can run with
Datacom/DB 14.0 or 15.0 libraries with MUFs at either 14.0 or 15.0 or both in a Multi-MUF environment. If you are
upgrading from Datacom/DB 14.0 MUFs to 15.0 MUFs, you are not required to upgrade the 14.0 libraries in CICS
until all MUF upgrades are complete and no fall back is required before updating CICS with the 15.0 libraries. In this
process, the SID modules must match the release of the MUF. Therefore, plan how to handle bringing in appropriate
level SID modules into the DHRPL as MUFs are upgraded.

• If you are running with Datacom/DB 14.0, the following DB PTFs must be applied: RO60055, RO59664, RO56734,
RO56818, and RO46364. Review RI67375, section 2 for the list of required PTFs to be applied to your Datacom/DB
Version 14.0 environments to support Version 15.0 MUFs. We recommend that you apply all published Datacom/DB
15.0 PTFs.

• Read RI67398 before installing Version 15.0. This informational solution contains the latest information regarding the
Datacom CICS Services z/OS installation materials such as:
– z/OS new install/upgrade
– z/OS maintenance
– New functions, features, or facilities
– Required special action
– Related z/OS product support for Datacom CICS Services 15.0
– z/OS documentation updates

• The default MUF or first MUF in a Multi-MUF environment, is the only MUF that supports SQL. For the default MUF, or
first MUF in a Multi-MUF environment, SID and custom libraries should be concatenated ahead of the other Datacom/
DB install libraries in the DFHRPL (the load library concatenation for loading modules in CICS).

• Datacom CICS Services requires CICS Transaction Server Release 3.2, 4.1, 4.2, 5.1, or later as supported by IBM.
• The IBM SMP/E Release 1.8 or later as supported by IBM must be installed on your system before you attempt to

install or maintain this product.
• This version of Datacom CICS Services is compatible with Version 13.9 of SYSVIEW. If you are assembling your

DBCVTPR with SYSV=YES:
– Include the SYSVIEW libraries in the STEPLIB of the CICS
– Include the SYSVIEW libraries in your CICS DFHRPL
– Include the SYSVIEW definitions in your CSD
– You must be current on SYSVIEW maintenance before attempting to use it with Datacom CICS Services 15.0

• Before you install Datacom CICS Services, first install all required Common Components and Services with all current
maintenance applied.
All Broadcom products require License Management Program (LMP), part of Common Components and Services.
For more information, see Introduction to the Common Components and Services.

The following Common Components and Services are used with your product:

• CAIRIM
• LMP

NOTE
If other Broadcom products are installed at your site, some of these services are already installed.

DASD Requirements

The following tables indicate the estimated blocks of DASD space that Datacom CICS Services requires. Each data set,
library, or database name is preceded by its high-level qualifier (such as CAI.HLQ or CAI.THLQ).

Headings

The column heading Volume on the following charts refers to the VOLSER from the installation worksheet. The heading
TRKS refers to the number of tracks used with DASD type 3390.
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SAMPJCL Library Allocation

The SAMPJCL data set contains only the JCL needed for the SMP/E installation. For more information, see Installing Your
Product Using Pax ESD.

The CAB1SAMP target library contains the necessary JCL to perform DBCVTPR assemblies, install the Datacom CICS
Services15.0 CSD entries, and optionally create Datacom CICS Services data sets. After the SMP/E installation, copy the
necessary jobs to the newly created INSTJCL library using the provided B1CUS00 job so they can be edited for use.

NOTE
Before you submit each step, review the JCL for any DD statements that need to be added or removed to
properly reflect the environment at your site.

Library Name TRKS

SAMPJCL 11

CICS Output Files

Optionally, the following files can be defined as SYSOUT in the CSD and in the CICS.

Name Volume BLKSZ LRECL TRKS

DBOCPRT DASD02 140 136 10

DBAUXTA DASD02 3120 80 15

DBAUXTB DASD02 3120 80 15

SMP/E CSI and Data Sets

These CSI and data sets are required only if you are creating a new SMP/E environment.

Name PDSE TRKS

CSI

CSI.DATA 225

CSI.INDEX 2

SMPSCDS 120

SMPMTS 75

SMPPTS X 75

SMPPTS1 X 75

SMPSTS 75

SMPLTS X 75

SMPLOG 75

SMPLOGA 75

Distribution AAB1xxx Libraries

Name PDSE TRKS

AAB1MOD0 X 30

AAB1MAC X 79

AAB1SAMP X 26
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AAB1XML X 20

Target Libraries

Name PDSE TRKS

CAB1LOAD X 42

CAB1LPA 10

CAB1MAC X 79

CAB1SAMP X 26

CAB1XML X 20

Custom Libraries

Name PDSE BLKSZ LRECL TRKS

CUSMAC X DASD02 3120 80 11

CUSLIB X DASD02 6144 0 30

INSTJCL X DASD01 3120 80 100

Storage Requirements

Ensure that you have the following storage available:

• If you install the product with Pax ESD, 8.5 cylinders for the downloaded files
• For installation and setup:

– Installation = 80 cylinders (Datacom CICS Services uses 5 cylinders)
– SMP/E temporary libraries = 15 cylinders

Requirements for Datacom Server
Review the following requirements prior to installing Datacom Server:

Hardware Requirements

The hardware requirements for the mainframe portion of the Datacom Server are as follows:

• Requires an IBM or compatible mainframe computer.
• Is distributed by electronic delivery through CSM, from the Broadcom Support Online.

Software Requirements

The software requirements for Datacom Server are as follows:

• Datacom/DB Version 14.0 or Version 15.x with the SQL Option must be installed.
The Multi-User Facility that supports a Datacom Server must be active for the Datacom Server to run and must contain
the following SYSIN statement in its startup job:

            DATACOM     DTCMSRVR    
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• A version of z/OS as supported by IBM.
• SMP/E Release 1.8.1 or later must be installed prior to installation.
• If you are installing the UNIX System Services (USS) component, you must have IBM USS installed.
• If you are installing the USS component, you must have at least JRE 6 installed on USS. Datacom Server 15.x is

incompatible with any previous Java Runtime Environments.
• The Common Components and Services components that are used by this product are the following:

– CAICCI is required on the mainframe if implementing CCI communication. However, CAICCI (CCIPCSSL) is
optional on a client except when using CCI communication.

– CAIENF (required)
– CAIRIM (required), and its subcomponent LMP
– CAISSF (required if security validation will be utilized, otherwise, CAISSF is optional)
If you are installing the component for USS, the CAICCI component is optional.

• When running with ACF2, Top Secret, or IBM RACF, the server must be set up to communicate with the external
security package.

Common Components and Services

Common Components and Services is a group of system services that protect your investment in products by helping you
manage your data center more efficiently. Each service provided by Common Components and Services offers individual
benefits. The following components are used with this product:

• CAICCI lets Datacom/DB products work together across platforms.
• CAIENF, CAIRIM, and LMP assist you in getting your products running and keeping them running.
• CAISSF enables your products to offer standardized security interfaces.

CAICCI

CAICCI, CAI Common Communications Interface, enables Broadcom products to communicate with one another. This
facility provides a layer that isolates application software from the specifics of the communications environment. Some of
the features include:

• Single point of control
• Multiple platform support
• Performance optimization
• Peer-to-peer (program-to-program) communication
• Parallel conversations
• Dynamic installation configuration
• Ease of customization
• Error handling

CAIENF

The CAI Event Notification Facility (CAIENF) is an operating system interface service that offers a simple and flexible
approach for Broadcom products to obtain data from z/OS. By centralizing operating system interfaces within CAIENF,
many features that were formerly available within a single product can be shared across the entire product line. CAIENF
features include the following:
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• Dynamic installation and reconfiguration
• True recovery from system or individual power outages
• High performance asynchronous processing
• Single interface between Broadcom products and operating system data
• Built-in diagnostic aids
• Ease of customization
• Exploitation of relational database technology

CAIRIM

The CAI Resource Initialization Manager (CAIRIM) is the common driver for a collection of dynamic initialization routines
that eliminate the need for user SVCs, SMF exits, subsystems, and other installation requirements commonly encountered
when installing system software. CAIRIM features include the following:

• Obtaining SMF data
• Verification of proper software installation
• Installation of z/OS interfaces
• Automatic startup of Broadcom and other vendor products
• Proper timing and order of initialization

LMP

The License Management Program (LMP) provides a standardized and automated approach to the tracking of licensed
software. It uses common real-time enforcement software to validate user configuration. LMP reports on activities related
to the license, usage, and financials of your Broadcom products. LMP features include the following:

• Common key data set that can be shared among many CPUs
• Check digits detects errors in transcribing key information
• Execution keys you can enter without affecting any Broadcom product already running
• No special maintenance requirements

CAISSF

The CAI Standard Security Facility (CAISSF) allows Broadcom products to offer standardized security interfaces without
regard to the particular needs of underlying access control software. CAISSF offers user authentication and resource
access validation facilities, and can interface with Broadcom security products (ACF2 or Top Secret) or compatible
non-Broadcom security products.

For Broadcom security products, CAISSF features include the following:

• A single security mechanism
• Isolation of Broadcom products from Broadcom or vendor mechanisms

For non-Broadcom security products, CAISSF features include the following:

• Resource class translation
• Access level translation
• Selective logging of requests
• Request type control
• Message support for failed access

LMP Tracks Licensed Software

Datacom Server requires LMP to initialize correctly. LMP provides a standardized and automated approach to the tracking
of licensed software.
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NOTE
The DATACOM startup option specifies the licensed Broadcom products that will execute with this Multi-User
Facility. These features will be verified as licensed for execution by LMP.

Key Certificate

Examine the LMP Key Certificate you received with your product installation package. The certificate contains the
following information:

Product Name
Specifies the trademarked or registered name of the product licensed for the designated site and CPUs.

Supplement
Specifies the reference number (in the format nnnnnn - nnn) of your license for the particular product. This format
differs slightly inside and outside of North America, and in some cases may not be provided at all.

Expiration Date
Specifies the date (month dd, yyyy, as in July 10, 2007) your license for this product expires.

Technical Contact
Specifies the name of the technical contact at your site who is responsible for the installation and maintenance of
the designated product. Broadcom addresses all LMP correspondence to this person.

MIS Director
Specifies the name of the Director of MIS or the person who performs that function at the site. If the title, but not
the name of the person, is indicated on the Certificate, supply the actual name when correcting and verifying the
Certificate.

CPU Location
Specifies the address of the building where the CPU is installed.

Execution Key
Specifies an encrypted code required by LMP for product initialization. During installation, it is referred to as the
LMP Code.

Product Code
Specifies the two-character code that corresponds to this particular product.

CPU ID
Identifies the specific CPU for which installation of your product is valid.

 

How the LMP Execution Key is Defined

The LMP execution key, provided on the Key Certificate, must be added to the CAIRIM parameters to ensure proper
initialization of all Broadcom products. To define a LMP execution key to the CAIRIM parameters, modify member KEYS in
the OPTLIB data set. Parameter structure for member KEYS appears following:

PROD(pp) DATE(ddmmmyy) CPU(tttt-mmmm/ssssss) LMPCODE(kkkkkkkkkkkkkkkk)

pp
Specifies the two-character product code. For any given LMP product, this code agrees with the product code
already in use by the CAIRIM initialization parameters for earlier genlevels of the product.

ddmmmyy
Specifies the LMP licensing agreement expiration date.
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tttt-mmmm
Specifies the CPU type and model (for example, 3090-600) on which the LMP product will run. If the CPU type,
model, or both require less than four characters, blank spaces are inserted for the unused characters.

ssssss
Specifies the serial number of the CPU on which the LMP product will run.

kkkkkkkkkkkkkkkk
Specifies the execution key needed to run the LMP product. The LMP execution key is provided on the Key
Certificate shipped with each LMP product.

In this example of a control card for the LMP execution software parameter, the execution key value is invalid and
provided as an example only.

PROD(YT) DATE(15JAN07) CPU(3090-600 /370623) LMPCODE(52H2K06130Z7RZD6)

NOTE
For a description of the procedure for defining the LMP execution key to the CAIRIM parameters, see the
Common Components and Services Getting Started documentation.

 

Storage Requirements

Datacom Server operates on any processor and with any DASD device supported by your operating system and your
current release of Datacom/DB. The following tables indicate the estimated blocks of DASD space Datacom Server
requires. Each data set, library, or database name is preceded by its high-level qualifier (such as CAI.HLQ or CAI.SHLQ).

Library Allocation

The library allocation for Datacom Server is displayed in the following table:

LIBRARY NAME TRKS
SAMPJCL 11

Headings

The VOLUME column heading on the following tables refers to the VOLSER from the installation worksheet. The TRKS
heading refers to the number of tracks used with DASD type 3390.

SMP/E CSI and Data Sets

The SMP/E CSI and data sets for Datacom Server are displayed in the following table. These are required only if you are
creating a new SMP/E environment.

Data Sets  TRKS
SMPCSI.CSI VS KSDS  
SMPCSI.CSI.DATA  225
SMPCSI.CSI.INDEX  2
SMPLTS  75
SMPMTS  75
SMPPTS  75
SMPSCDS  120

 22



 Installing

SMPSTS  75
SMPPTS1  75
SMPLOG  75
SMPLOGA  75

Base Distribution Libraries

The base distribution libraries for Datacom Server are displayed in the following table.

Base Distribution Libraries TRKS
AAYTHFS 245
AAYTMAC 18
AAYTMOD0 58
AAYTXML 20

Target Libraries

The target libraries for Datacom Server are displayed in the following table:

Target Libraries TRKS
CAYTLOAD 49
CAYTLPA 10
CAYTMAC 23
CAYTXML 20

Installation Tape Contents

The contents of the installation tape are displayed in the following table:

File Data Set Name Description
1 CAI.INSTALL Unused
2 CAI.IE21.CLIST Unused
3 CAI.IE21.ISPMLIB Unused
4 CAI.IE21.ISPPLIB Unused
5 CAI.IE21.ISPSLIB Unused
6 CAI.IE21.ISPTLIB Unused
7 CAI.IE21.LOADLIB Unused
8 CAI.IE21.PIMLIB Unused
9 CAI.SAMPJCL Sample JCL PDS
10-31  Unused
32 SMPMCS SMP/E Modification Control Statements
33 CYTB000.F1 Relfile 1
34 CYTB000.F2 Relfile2
35 CYTB010.F1 Relfile for USS components
36 CYTB020.F1 Relfile for CAECIS
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Requirements for IPC
Before installing IPC, review the hardware, software, DASD, and Common Components and Services requirements. Find
information about SMP/E versions, disk space, libraries, and datasets.

Hardware Requirements

IPC requires an IBM mainframe that fully supports the z/OS operating system.

Software Requirements

IBM SMP/E Version 3 Release 4 or later is required.

CICS is not required. However, if you are running CICS, IPC supports the releases of CICS Transaction Server that IBM
supports.

DASD Requirements

Disk space requirements depend on your mix of components. The following table indicates the estimated blocks of DASD
space required. The column heading VOLUME refers to the VOLSER given in the Installation Worksheet. The column
heading TRKS refers to the estimated number of tracks used with 3390 type DASD.

SMP/E CSI and Data Sets

Name TRKS

SMPCSI.CSI

SMPCSI.CSI.DATA 225

SMPCSI.CSI.INDEX 2

SMPLTS 75

SMPSCDS 120

SMPMTS 75

SMPPTS 75

SMPSTS 75

SMPLOG 75

SMPLOGA 75

SAMPJCL 5

SMPPTS 75

Total 877

Target Libraries

Name TRKS

CAVQLOAD 123

CAVQMAC 26

CAVQSRC 20

CAVQXML 20

CAVQLPA 10
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CAVQDATV 58

CAVQSAMP 44

Total 301

Custom User Libraries

Name VOLUME TRKS

CUSPROC DASD02 30

CUSLIB DASD02 100

CUSMAC DASD02 30

INSTJCL DASD02 100

Total 260

Distribution Libraries

Name TRKS

AAVQMOD0 92

AAVQMAC 26

AAVQSRC 20

AAVQDATV 58

AAVQSAMP 44

AAVQXML 20

Total 260

Online Data Sets

Name VOLUME TRKS

ADRLIB DASD04 63

ADRPNL DASD04 163

ADROUT DASD04 85

ADRTRC DASD04 48

Total 359

Common Components and Services Requirements

The following Common Components and Services are used with your product:

• CAIRIM
• CAICCI

NOTE
If other Broadcom products are installed at your site, some of these services are already installed.

Reading Requirements
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Before you start this installation, read the cover letter and any Product Information Packets (PIPs) delivered with the
installation media. For more information about the steps, the required procedures for installing, customizing, and
demonstrating IPC in the z/OS environment, see Configuring IPC.

Requirements for Ideal for Datacom
Before installing Ideal for Datacom, review the hardware, software, DASD, and Common Components and Services
requirements. Find information about Multi-User Facility (MUF) environments, SMP/E installation, SAMPJCL, data sets,
and libraries.

Hardware Requirements

Ideal for Datacom requires an IBM or compatible mainframe computer.

If you are installing from tape, a tape drive capable of reading a 3480 cartridge is required.

Software Requirements

See the following software requirements for a z/OS environment:

• IBM z/OS operating system with UNIX System Services (USS) is required.
• IBM SMP/E at the releases that IBM supports is required.
• IBM CICS Transaction Server at the releases that IBM supports is required.
• Common Components and Services is required. Common Components and Services must be installed before Ideal for

Datacom is installed.
• IPC Version 15.0 is required. IPC must be installed before Ideal for Datacom is installed.
• Datacom/DB Version 15.0 or higher is required for Ideal for Datacom. The Datacom/DB Multi-User Facility must be

active.
– This requires the successful completion of the Datacom 14.0 to 15.0/15,1 Core Products upgrade, specifically

including the Datadictionary upgrade portion that adds the new DOCUMENT entity-type.
• For Ideal for Datacom for DB2 sites that use Datacom/AD for the dictionary, Datacom/AD must be at Version 15.0. For

more information, see the article about Ideal Option for DB2 and Datacom/AD 14.0 to Datacom/AD 15.0 Upgrade.
• Datacom CICS Services is required. Ideal for Db2 users have this already installed as part of their Datacom/AD

system.
• Ideal for Db2 requires IBM DB2 at a release that IBM currently supports.

DASD Requirements

SMP/E CSI and Data Sets

The following tracks are needed for both new and upgrade installations:

Name 3390 TRKS

SMPCSI.CSI

SMPCSI.CSI.DATA 225

SMPCSI.CSI.INDEX 2

SMPLTS 75

SMPSCDS 120

SMPMTS 75

SMPPTS 75
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SMPSTS 75

SMPLOG 75

SMPLOGA 75

SAMPJCL 11

SMPPTS1 75

Total 883

Target Libraries

The following tracks are needed for both new and upgrade installations.

Name 3390 Tracks

CAILLOAD 236

CAILMAC 51

CAILLPA 10

CAILSAMP 117

CAILXML 20

CAILDATV 190

Total 624

Custom Libraries

The following tracks are needed for both new and upgrade installations.

Name Volume 3390 Tracks

CUSPROC DASD02 30

CUSLIB DASD02 30

CUSMAC DASD02 30

Total 90

Distribution Libraries

The following tracks are needed for both new and upgrade installations.

Name 3390 Tracks

AAILMAC 51

AAILMOD0 203

AAILXML 20

AAILSAMP 117

AAILDATV 190

Total 581

VLS Data Sets

The following tracks are needed for both new and upgrade installations.
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NOTE
If you are upgrading, you may already have these tracks.

Name Volume 3390 Tracks

IDDAT DASD04 26

IDDVW DASD04 50

ID$IDSRC DASD04 58

ID$IDPNL DASD04 25

ID$IDOBJ DASD04 67

Total 226

DB2 Only Data Sets

The following tracks are needed for both new and upgrade installations.

Name Volume 3390 Tracks

ILDB2.DBRM DASD03 3

Total 3

Introduction to Common Components and Services

To help you understand all that the Common Components and Services offer, this section briefly describes each service
that Ideal for Datacom uses.

Common Components and Services is a group of system services that protect your investment in products by helping you
manage your data center more efficiently. Each of the Common Components and Services offers individual benefits. The
following Common Components and Services components are used with and benefit the Ideal for Datacom product:

• LMP and CAIRIM assists you in getting your Broadcom products running and in keeping them running.
• CAISSF enables your Broadcom products to offer standardized security interfaces.

The remaining pages of this chapter describe these services in more detail.

LMP

The License Management Program (LMP) provides a standardized and automated approach to the tracking of licensed
software. LMP uses common real-time enforcement software to validate the user configuration. LMP reports on activities
that are related to the license, usage, and financials of your Broadcom products. The routines which accomplish this are
integrated into the Broadcom z/OS dynamic service code, S910 (CAIRIM). LMP features include:

• Common key data set which can be shared among many CPUs
• “Check digits” used to detect errors in transcribing key information
• Execution keys that you can enter without affecting any Broadcom products already running
• No special maintenance requirements

CAIRIM

CAI Resource Initialization Manager (CAIRIM) is the common driver for a collection of dynamic initialization routines that
eliminate the need for user SVCs, SMF exits, subsystems, and other installation requirements sites commonly encounter
when installing systems software. These routines are grouped under the Broadcom dynamic service code, S910. CAIRIM
features include:
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• Obtaining SMF data
• Verifying proper software installation
• Installing z/OS interfaces
• Automatically starting up Broadcom and other vendor products
• Ensuring proper timing and order of initialization

CAISSF

The CAI Standard Security Facility (CAISSF) allows Broadcom products to offer standardized security interfaces without
regard to the particular needs of underlying access control software. CAISSF offers user authentication and resource
access validation facilities. CAISSF can interface with Broadcom external security products or compatible security
products that are not from Broadcom. CAISSF is a subservice that Broadcom service code, S910 (CAIRIM), contains.

For Broadcom security products, CAISSF features include:

• A single security mechanism
• Isolation of Broadcom products from Broadcom or vendor mechanisms

For security products that are not from Broadcom, CAISSF features include:

• Resource class translation
• Access level translation
• Selective logging of requests
• Request type control
• Message support for failed access

Using LMP

Ideal requires LMP to initialize correctly. LMP also provides a standardized and automated approach to the tracking of
licensed software.

Examine the LMP Key Certificate that you received with your product installation package. The Key Certificate contains
the following information.

Defining KEYS

Proper initialization of any Broadcom product requires the addition of the LMP execution key that the Key Certificate to
the CAIRIM parameters provides. To define a LMP execution key to the CAIRIM parameters, modify member KEYS in the
OPTLIB data set. This is the parameter structure of member KEYS:

PROD(pp) DATE(ddmmmyy) CPU(tttt-mmmm/ssssss) LMPCODE(kkkkkkkkkkkkkkkk)

pp
Specifies the two-character product code. For any given LMP product, this code agrees with the product code
already in use by the CAIRIM initialization parameters for earlier genlevels of the product.

ddmmmyy
Specifies the LMP licensing agreement expiration date.

tttt-mmmm
Specifies the CPU type and model (for example, 3090&@@endash.600) on which the LMP product runs. If the
CPU type, model, or both require fewer than four characters, blank spaces are inserted for the unused characters.

ssssss
Specifies the serial number of the CPU on which the LMP product runs.

kkkkkkkkkkkkkkkk
Specifies the execution key that is needed to run the LMP product. This LMP execution key is provided on the
Key Certificate that shipped with each LMP product.
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Example

In this example, the LMP execution key value is invalid and provided as an example only.

PROD(IL) DATE(15JAN06) CPU(3090-600 /370623) LMPCODE(52H2K06130Z7RZD6)

For more information about the procedure for defining the LMP execution key to the CAIRIM parameters, see the
Common Components and Services Installation and Maintenance documentation.

Common Components and Services Requirements

The following Common Components and Services are used with your product:

• CAIRIM
• CAICCI
• LMP

NOTE
If other Broadcom products are installed at your site, some of these services are already installed.

LMP Key Requirements

The License Management Program (LMP) tracks licensed software in a standardized and automated way. LMP uses
common real-time enforcement software to validate the user configuration. LMP reports on activities that are related to the
license, usage, and financials of Broadcom products.

Your product is licensed with an LMP key. You acquire the LMP key with one of the following methods:

• From your product media
• With Pax ESD
• From Broadcom Support

NOTE
For more information about LMP keys, see the Common Components and Services documentation.

Security Requirements

To complete the tasks that are described in this documentation, you need sufficient security privileges.

For example:

For the DB2 option, you need BINDADD authority to create the installation and development plans. If you have a new
installation, not an upgrade, then you also need DBCREATE authority to create the dictionary extension tables.

USS Space Requirements
Ensure that you have sufficient free space in the USS file system that you are using for Pax ESD to hold the directory that
the pax command and its contents create. You need approximately 3.5 times the pax file size in free space.

If you do not have sufficient free space, you receive error message EDC5133I.

Common Components and Services Requirements
Common Components and Services is a group of system services that protect your software investment by helping to
manage your data center more efficiently.

Each of the Common Components and Services offers individual benefits. The following Common Components and
Services components are used with and benefit the Datacom products.
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LMP Key Requirements

The License Management Program (LMP) tracks licensed software in a standardized and automated way. LMP uses
common real-time enforcement software to validate the user configuration. LMP reports on activities that are related to the
license, usage, and financials of Broadcom products.

Your product is licensed with an LMP key. You acquire the LMP key with one of the following methods:

• From your product media
• With Pax ESD
• From Broadcom Support

NOTE
For more information about LMP keys, see the Common Components and Services documentation.

LMP

LMP provides a standardized and automated approach to the tracking of licensed software. LMP uses common real-time
enforcement software to validate the user configuration. LMP reports on activities that are related to the license, usage,
and financials of your Broadcom products. LMP features include:

• Common key data set which can be shared among many CPUs
• "check digits" used to detect errors in transcribing key information
• Execution keys that you can enter without affecting any Broadcom product already running
• No special maintenance requirements

Defining KEYS

The LMP execution key that the Key Certificate provides must be added to the CAIRIM parameters to ensure proper
initialization of all Broadcom products.

To define a LMP execution key to the CAIRIM parameters, modify member KEYS in the OPTLIB data set. The following
code is the parameter structure for member KEYS:

 PROD(pp) DATE(ddmmmyy) CPU(tttt-mmmm/ssssss) LMPCODE(kkkkkkkkkkkkkkkk)

 

Parameter Description

pp (Required) The two-character product code. For any given LMP
product, this code agrees with the product code already in use by
the CAIRIM initialization parameters for earlier genlevels of the
product.

ddmmmyy (Required) The LMP licensing agreement expiration date.

tttt-mmmm (Required) The CPU type and model (for example, 3090 - 600)
on which the LMP product runs. If the CPU type, model, or both
require less than four characters, blank spaces substitute for any
unused characters.

ssssss (Required) The serial number of the CPU on which the LMP
product runs.

kkkkkkkkkkkkkkkk (Required) The execution key that is required to run the LMP
product. This LMP execution key is provided on the Key Certificate
that ships with each LMP product.

Example
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In the following example, the LMP execution key value is invalid and is provided here as an example only.

 PROD(BD) DATE(15APR2013) CPU(3090-600 /370623) LMPCODE(52H206130Z7RZD6)

 

NOTE
For a full description of the procedure for defining the LMP execution key, see the Common Components and
Services documentation.

Install Products Using z/OSMF
Learn how to install product software using z/OSMF.

As a systems programmer, your responsibilities include acquiring, installing, maintaining, and configuring mainframe
products on your systems. z/OSMF lets you perform these tasks for Broadcom mainframe products and mainframe
products from other vendors. z/OSMF lets you manage software on your z/OS systems through a browser at any time,
from any location. By streamlining some traditional tasks and automating others, z/OSMF can simplify some areas of
system management and also reduce the level of expertise that is required for managing system activities. Experienced
users can view, define, and update policies that affect system behavior, monitor system performance, and manage z/OS
software.

As products and vendors adopt z/OSMF services, you can install and maintain all your mainframe products in a common
way according to industry best practices. After configuration is complete, you can execute the product and easily provision
new software instances for use on other systems throughout your environment.

Use the following topics to guide you through the installation process using z/OSMF:

Address z/OSMF Requirements
Provides information about z/OSMF general configuration and security requirements.

Acquire a z/OSMF Portable Software Instance
Provides the steps to acquire the product software from Broadcom Support and register the portable software
instance in z/OSMF.

Install Product Software Using z/OSMF Deployments
Provides the steps to install (deploy) the portable software instance to an LPAR using z/OSMF Deployments. This
step creates the SMP/E environment and runs the RECEIVE, APPLY, and ACCEPT steps to prepare the software
instance for SMP/E operations. This step also:

• Customizes the data set names that are defined to SMP/E.
• Mounts required USS files if necessary.
• Performs workflow execution to customize the deployed runtime environment for use on a specific z/OS

system.

Import Product Information into z/OSMF
Provides the steps to import the Broadcom product information file so that z/OSMF has access to the latest
product release information. For a list of products using z/OSMF, see Mainframe Products using z/OSMF in the
Mainframe Common Maintenance Procedures documentation.

TIP
See our installation best practices article for a list of comprehensive z/OSMF video training from IBM.

When these tasks are completed, you are ready to install preventive maintenance. You can also configure software
instances using z/OSMF workflows.
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Address z/OSMF Requirements
Before installing Broadcom mainframe products using z/OSMF, address installation and security requirements. Systems
programmers and security administrators can complete the tasks in parallel.

Task Role

Apply required maintenance for Common Components and Services for z/OS (CCS)
Version 15.0 (SO12499)
The CCS PTF installs load module stubs for select IBM products into your installed CCS
library hlq.CAW0CALL. If you are prompted during installation for the data set name of a
load library for an IBM product that is not installed, specify your installed hlq.CAW0CALL
data set name.

Systems programmer

Configure z/OSMF
The IBM z/OS Management Facility Configuration Guide is your primary source of
information about how to configure z/OSMF. You can open the IBM documentation in a
separate browser tab for reference while you install products using z/OSMF Deployments.
To prevent configuration errors and to enable z/OSMF Software Update for maintenance,
apply all z/OSMF related maintenance before you begin the installation process.

Systems programmer, security
administrator, domain administrator

Configure z/OSMF security for ACF2, Top Secret, or IBM RACF as applicable to
authorize users and resources. To prevent SSL handshake failures when importing
product information to z/OSMF, make sure that you have added the Digicert Intermediate
CA certificate to the z/OSMF keyring. For information, see the DATACOM™ TOOLS 15.1
document "Import Product Information into z/OSMF."

Security administrator

Confirm that the installer has read, create, update, and execute privileges in z/OS.
Write access is also required to the UNIX System Services (USS) directories that are
used for the installation process. To deploy a product that has USS components, the
installer's user ID must have access to the appropriate resource profiles in the UNIXPRIV
class, access to the BPX.SUPERUSER resource profile in the FACILITY class, or
UID(0). For UNIXPRIV, read access is required to SUPERUSER.FILESYS.CHOWN,
SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

Security administrator

Address the following USS requirements:
• Create a USS directory to receive the z/OSMF pax file and to perform the unpack

steps.
• Confirm that you have write authority to the USS directories that are used for the z/

OSMF pax installation process.
• Confirm that you have available USS file space.
To download and unpack the pax file, you need free space that is approximately 3.5
times the pax file size in the file system that contains the pax directories. For example, to
download and unpack a 14-MB pax file, you need approximately 49 MB of free space in
the file system hosting your pax directory. If you do not have sufficient free space, error
messages like EZA1490I Error writing to data set or EZA2606W File I/O error 133 can
occur.

Systems programmer, security
administrator

Configure SMP/E Internet Service Retrieval to receive and download maintenance on
a regular cadence or build custom maintenance packages (order PTFs, APARs, critical,
recommended, all, or just HOLDDATA). This step is our recommended best practice when
installing maintenance and is required to use z/OSMF Software Update. For configuration
details, see the Mainframe Common Maintenance Procedures documentation under
Mainframe Software/Traditional Management.

Systems programmer, security
administrator

The following libraries are required when executing the workflow in the z/OSMF deployment for Datacom/IPC:

• IPC Ver 15.1 CAVQLOAD library
• CICS - SDFHLOAD library
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The following libraries are required when executing the workflow in the z/OSMF deployment for Ideal for Datacom:

• MVSSYS.WASMQ.VerNo.SCSQDEFS (MQ routines)
• CICS - SDFHLOAD library

After these requirements have been addressed, review the DATACOM™ TOOLS 15.1 document "Acquire a z/OSMF
Portable Software Instance" or Configure a Software Instance Using z/OSMF Workflows.

Acquire a z/OSMF Portable Software Instance
Learn how to acquire a z/OSMF portable software instance.

As a systems programmer, you can acquire a z/OSMF portable software instance (PSWI) for your product from Broadcom
Support and then add the portable software instance to z/OSMF. The product SMP/E environments are pre-built at
Broadcom, backed up, and made available for download as a PSWI.

The PSWI includes the SMP/E CSI data sets, all associated SMP/E-managed target and distribution libraries, non-SMP/E-
managed data sets, and metadata that is required to describe the PSWI.

The following diagram illustrates the acquisition process:

1. Review the installation best practices and address all requirements.
2. Complete one of the following tasks to Order the z/OSMF Portable Software Instance:

– Download the PSWI to the z/OSMF host from the Broadcom download server.
Before you use this option, complete the one-time security configuration tasks to use the RECEIVE
FROMNETWORK (RFN) process through GIMGTPKG and SMP/E. See Prepare for Secure Internet Delivery.

– Download the PSWI to your laptop and FTP it to a USS directory on the mainframe or download it to z/OS.
3. Register the portable software instance in z/OSMF.

Prepare for Secure Internet Delivery

Perform the following one-time security configuration steps to instruct the SMP/E RECEIVE command and the
GIMGTPKG service routine to download the PSWI using HTTPS. GIMGTPKG performs the SMP/E RECEIVE
FROMNETWORK TRANSFERONLY command functions. SMP/E supports secure and encrypted download operations
using HTTPS (HTTP over SSL, Secure Sockets Layer). The default z/OS Java truststore manages the certificates.

NOTE
If your site has already configured the server certificate to acquire solutions and process maintenance requests
through https://downloads.broadcom.com, skip this task. Go to order the z/OSMF Portable Software Instance.

1. Download the certificate:
https://ftpdocs.broadcom.com/cadocs/0/certs/digi-inter-new/digicert_intermediate_2031.crt

Record the location on your workstation where the certificate now resides.
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2. Upload the certificate as text data to your z/OS system in RECFM=VB and LRECL=84 format. If you use FTP, use the
following commands to avoid truncation:
ASCII

QUOTE SITE WRAP LRECL=84 RECFM=VB

PUT your_PC_file_name 'your.zos.dataset.name'

quit

The certificate now resides on z/OS.
3. Add the certificate to the External Security Manager (ESM) database:

– For ACF2, specify:
SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH yourcertname DSN(‘your.zos.dataset.name’) -

  LABEL(yourlabelname) USAGE(CERTAUTH) TRUST

– For Top Secret, specify:
TSS ADD(CERTAUTH) DIGICERT(yourcertname) LABLCERT(yourlabelname)-

DCDSN(‘your.zos.dataset.name’) TRUST

– For IBM RACF, specify:
RACDCERT CERTAUTH ADD(‘your.zos.dataset.name’) + 

WITHLABEL(‘yourlabelname’) TRUST

The ESM database now includes the certificate.
4. Grant UPDATE access to the IBMFAC(IRR.DIGTCERT.LISTRING) to the user ID submitting the FTP JCL:

– For ACF2, specify:
SET RESOURCE(FAC)

RECKEY IRR ADD( DIGICERT.LISTRING UID(userid) SERVICE(UPDATE) ALLOW)

– For Top Secret, specify:
TSS PER(userid) IBMFAC(IRR.DIGTCERT.LISTRING) ACC(UPDATE)

– For IBM RACF, specify:
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(userid) ACCESS(UPDATE)

The user that submits the FTP JCL can use a virtual CERTAUTH keyring to authenticate the FTP server. The
certificate does not need to be added to the keyring of the FTP user.

The one-time security configuration is complete. You are now ready to Order the z/OSMF Portable Software Instance.

Order the z/OSMF Portable Software Instance

You can order the z/OSMF portable software instance from the Broadcom Support and download the PSWI using GIMZIP
to z/OSMF or download the PSWI to a local z/OSMF host as a single pax file. You can download directly to the mainframe
or you can download to your workstation and then transfer the pax file to the mainframe. A file transfer utility, such as FTP,
is required to transfer data to the mainframe.

Use the following procedure to create a service order from the Broadcom Support site for a product-specific PSWI:

1. Go to Broadcom Support and select Software, Mainframe Software, and My Downloads.
2. Log in using your Broadcom Support username and password.

The My Downloads page appears.
3. Select a product from the list or enter the product name in the Search field.

The product page appears with two tabs under the product name: Products and Solutions.
4. Under Products, select the product that you want to download.

A list by release, service pack, and language appears.
5. Use the hypertext link to select a release.

The Primary Downloads page appears. This page shows the product-specific software packages that you can select
to download.
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If an Additional Downloads page is available, this page shows more software packages that are related to your
product selection that you can download. These products may already be installed.

6. Review the packages that appear under Primary Downloads and Additional Downloads and complete the following
steps:
a. View the file information for the product that you want by selecting the right arrow key (>) or by selecting Expand

All.
b. Select the checkbox under Download for the PSWI (productid.VnnRn.ZOSMF.pax.Z) and other files that you

want to include in the product download.
c. Select one of the following download methods:

• If your product is RFN-enabled, a GIMZIP download option is available. Select GIMZIP to acquire the product
package from the Broadcom download server directly to your z/OSMF host system using z/OSMF Software
Management. Go to Step 7.

• Select HTTPS Download or Secure FTP Download to download the files from the Broadcom download server.
Secure FTP Download is the preferred method. Go to Step 8.
To select a download method from the Download Manager, select Download Selected. This option lets you
download multiple files at one time.

For download tips, see Product Download Help. For sample JCL and security requirements, see Download Methods
and Locations.

7. If you selected GIMZIP, the GIMZIP text changes to Order is Placed. An email is sent to the order creator.
Complete the following steps to generate the required SERVER XML to download the PSWI from the FTP download
server to your mainframe using the GIMGTPKG service routine. GIMGTPKG transports the GIMZIP packages from a
remote FTP server to a local host.
a. Use the link in the email to access the order details (site ID, order number, and product release) on the Download

History page in the Download Manager on Broadcom Support.
b. Select GIMZIP to access the service order details (SERVER XML) in a text file. For example:

<SERVER 

   host=”ftpserver.broadcom.com”

   user=”joesmith”

   pw=”password”

 > 

 <PACKAGE

    file=”/order/product/GIMPAF.XML”

    hash=”01234567890123456078901234567890”

    id=”BROADCOM”

 > 

 </PACKAGE> 

</SERVER>

The SERVER XML contains the required information for the download server to receive the network package.
c. Copy the SERVER XML to your clipboard and change the id tag to name the subdirectory in the SMPNTS

directory. Use this copy to register the PSWI in z/OSMF using the Add From Download Server option.
Go to Register the Portable Software Instance in z/OSMF.

8. If you selected Secure FTP in Step 6, the Secure FTP Download Instructions pop-up appears.
a. Copy the host URL (downloads.broadcom.com) and paste it into a browser.
b. Log in using one of the following options:

• Broadcom Support Portal username and password
• Secure Access Token

To use this option, select Generate Access Credentials, specify your email address and password, and select
Generate. Before you close the window, copy and save the generated FTP credential details (username and
password) into a text file.
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c. Copy the path for the zip file located in Order Location. This file identifies the order to be downloaded. For
example, /12345678.zip.

d. Use the following sample JCL with an added JOB card to download the z/OSMF pax file using FTP:
 //GETPAX   EXEC PGM=FTP,REGION=0K

 //SYSPRINT DD SYSOUT=*

 //OUTPUT   DD SYSOUT=*

 //INPUT    DD *

 downloads.broadcom.com

 supportportalemail or generatedUsername 

 supportportalpassword or generatedPassword

 Binary

 get orderlocation + ‘yourUSSpaxDirectory’ (rep

 quit

 /*

 //*

e. Execute JCL to unpack the installation file and restore the individual pax files. Sample JCL follows:
//USSBATCH EXEC PGM=BPXBATCH

//STDOUT   DD SYSOUT=*

//STDERR   DD SYSOUT=*

//STDPARM  DD *

//* Be sure that there are no line numbers on the input lines.

sh cd /yourUSSpaxdirectory/;

pax –rvf productid.VnnRn.ZOSMF.pax.Z

/*

//*

Customize the sample JCL as follows:

• Add a JOB statement.
• Update the USS directory (yourUSSpaxdirectory) with the path name where you want to copy the pax file.
• Update productid.VnnRn.ZOSMF.pax.Z with the name of the pax file that you want to copy to the mainframe.
• Submit the customized JCL.

USSBATCH can take several minutes to execute. A return code of zero is expected. Any other return code
indicates a problem.
You can also use OMVS to unpax the z/OSMF pax file. For example:
$ cd /yourUSSpaxdirectory

$ pax -rvf productid.VnnRn.ZOSMF.pax.Z

After successful execution, the individual pax files are restored and ready for use. You are now ready to register
the PSWI in z/OSMF using the Add From z/OSMF System option.

Go to Register Portable Software Instance in z/OSMF.

Register Portable Software Instance in z/OSMF

After you acquire and download the PSWI to a local z/OSMF host system, log in to z/OSMF to register the product
software and define the PSWI to z/OSMF as shown in the following procedure. When you complete these steps, the PSWI
is registered in z/OSMF and ready for installation (deployment).

1. Log in to the z/OSMF web interface and select your user ID in the top or bottom right-hand corner to switch between
the Desktop Interface and Classic Interface.

2. Complete one of the following steps to display the Software Management page:
a. In the Desktop Interface, select Software Management.
b. In the Classic Interface, select Software, Software Management.
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3. Select Portable Software Instances to define your PSWI to z/OSMF.
4. Select Add from the Actions menu and select From Download Server (GIMZIP download) or From z/OSMF System

(HTTPS or Secure FTP download) as applicable.
For detailed steps, see Tutorial 2 - Add a PSWI from IBM.
Use the default CLIENT XML or if needed, specify the CLIENT XML attributes that you use in other SMP/E jobs to
download software products or PTFs from the Broadcom download servers. For example:
<CLIENT  downloadmethod="https"

         downloadkeyring="javatruststore"

         javahome="/usr/lpp/java/J8.0"

         >

</CLIENT>

NOTE
For more information about specifying the CLIENT XML tag, see Content of CLIENT data set in the IBM
documentation.

downloadmethod
Specifies the network protocol for downloading the files from a remote server. HTTPS is the only supported
option. When you specify https, certificates are required to perform the SSL handshake with the HTTPS server to
encrypt the network activity. The location of the certificates is defined using the downloadkeyring attribute.

downloadkeyring
Identifies the location of the certificates that are required to perform SSL operations with the HTTPS server
where the files to be downloaded reside. Specify the name for an external security manager (ESM) keyring or the
keyword javatruststore.
The name of the keyring can specify a real or a virtual keyring.
To indicate that all CA certificates that are defined in the ESM can be used to perform SSL operations, specify
“*AUTH*/*” for the CERTAUTH virtual keyring userid/keyring value.

javahome
Specifies the location of the Java runtime to be used by SMP/E.

The PSWI exists on your z/OS system and is defined to z/OSMF. The product software is ready for installation. Go to
Install Product Software using z/OSMF Deployments.

Install Product Software Using z/OSMF Deployments
Learn how to install product software using z/OSMF Deployments.

As a systems programmer, your responsibilities include installing product software in your z/OS environment. After
the portable software instance or software instance is registered in z/OSMF, you can use z/OSMF Deployments to
install the product software and create the product data sets (global, CSI, target libraries, and distribution libraries) for
the new software instance. The deployment jobs create a copy of the source product data sets to create the product
target runtime environment. Creating a copy of the SMP/E target data sets keeps the SMP/E environment clean and it
also isolates the product runtime environment for maintenance activities. You can also perform z/OSMF workflows to
customize the SMP/E data sets, mount UNIX System Services (USS) files if necessary, and configure the new software
instance on the target system.

To install Broadcom mainframe products using z/OSMF and make the product software available for use on a system
by users and other programs, define a new deployment. This step defines the SMP/E environment name and the prefix
of the CSI data set in z/OSMF. You also specify data set allocation parameters for all SMP/E data sets, target libraries,
and distribution libraries. To define a new deployment, complete the deployment checklist (specify the USS path, DSN,
VOLSERs), and submit the deployment jobs through the z/OSMF user interface. When the deployment is complete, you
have a source and target copy of the software.

NOTE
For more information about these tasks, see Deploying software in the IBM documentation.
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Subsequent maintenance activities for the product update the SMP/E environment without affecting your active product
runtime environments. You decide when to redeploy the maintenance-updated SMP/E target data sets to each of the
product runtime environments.

Before you begin this process, review the installation best practices and verify that the installation requirements in Prepare
for Installation.

NOTE
The installer requires read, create, update, and execute privileges in z/OS. Write access is also required to the
USS directories that are used for the installation process. To deploy a product that has USS components, the
installer's user ID must have access to the appropriate resource profiles in the UNIXPRIV class, access to the
BPX.SUPERUSER resource profile in the FACILITY class, or UID(0). For UNIXPRIV, read access is required to
SUPERUSER.FILESYS.CHOWN, SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

1. Display the Deployments table in z/OSMF (Software Management, Deployments).
2. Define a new deployment by selecting New from the Actions menu.

The deployment checklist displays. You can also modify, view, copy, cancel, or remove existing deployments.
3. Complete the deployment checklist items as described in Defining new deployments in the IBM documentation.

As you complete the deployment checklist, be sure to make the following selections:
a. Specify the properties for this deployment (name, description, and optional category).
b. Select the software to deploy.

For this step, select the Portable Software Instance button and select your package.
c. Select the objective for this deployment to indicate where and how you want to install the selected portable

software instance.
For this step, indicate that you want to create a software instance and specify the global zone CSI and the system
where the target software instance will reside.

d. Check for missing SYSMODs and view missing SYSMOD reports.
For this step, deselect the following report options:
• Requisite SYSMODs and Fix Categories reports
• Regressed SYSMODs and HOLDDATA Delta reports

e. Configure this deployment to define the target software instance.
• For DLIBs, specify Yes to copy the distribution zones and libraries that are associated with the source software.

You can customize the names and the storage class or volumes of the new data sets.
• For Model, indicate The source software to use as a model. z/OSMF uses the data sets, volumes, mount

points, catalogs, and SMP/E zones that are associated with the model to specify default values for the target
software instance.

• For SMP/E Zones, the DLIB and TLIB names do not typically need to be changed.
• For Data sets, change the target data set name prefix to the one that you want to use for your deployment.

Specify a volume or storage class to identify where to create the target data sets.
• For Catalogs, no action is required assuming that your target data set prefix is defined in a user catalog.
• For Volumes and Storage Classes, no action is required. A summary is presented of the target data sets to be

created and how much space is required.
• For Mount Points, review the mount points for the UNIX file system data sets that are included in the target

software instance. When specifying a new target mount point, retain the static path extension in the path name
to prevent failures in the configuration workflow. For example, targetpathname.

NOTE
If your product does not include USS directories, ignore this instruction.

f. Define the job settings to generate JCL to install the software and view the deployment summary. For this step,
update the JOB statement as needed.
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NOTE
If the target system for the deployment is in a JES Multi-Access Spool (MAS) and the mount point is only
accessible from the target system, add a System Affinity (SYSAFF) to the job card to ensure execution
on the system where the zFS resides.

g. Submit the deployment jobs in sequential order, wait for each job to complete, and then select Refresh to register
job completion in z/OSMF.
A return code of zero is expected.
When all deployment jobs have executed successfully, you have unzipped and renamed the product data sets, and
updated the CSI data sets. The product data sets have also been successfully copied and the properties for the
target software instance have been specified.

h. Execute workflows if any exist for the software being deployed. Most products have at least one of the following
workflows:

Post SMP/E Workflow
Updates the CSI with site-specific external data sets, relinks load modules, and optionally mounts USS
directories.

NOTE
If prompted for the data set name of a load library for an IBM product that is not installed, specify your
installed Common Components and Services for z/OS CCS_hlq.CAW0CALL data set name.

The following libraries are required when executing the workflow in the z/OSMF deployment:

For IPC:

• IPC 15.1 CAVQLOAD library
• CICS - SDFHLOAD library

For Ideal:

• MVSSYS.WASMQ.VerNo.SCSQDEFS (MQ routines)
• CICS - SDFHLOAD library

Base installation Workflow
Configures a new software instance for your product software.

Upgrade Workflow
Updates an existing software instance for your product to a new product release.

NOTE
For a list of products with workflows to complete post-install configuration, see Mainframe Products using
z/OSMF for Software Management in the Mainframe Common Maintenance Procedures documentation.

i. Specify a name and description for the new target software instance.

The deployment process is complete. The new software instance is defined to z/OSMF. You are now ready to Import
Product Information into z/OSMF before you install product maintenance.

Import Product Information into z/OSMF
Learn how to import a product information file into z/OSMF.

As a systems programmer, your responsibilities include maintaining a current repository of acquired product packages
that are ready for installation in your mainframe environment. z/OSMF lets you view a consolidated list of the products and
maintenance packages that are included in each software instance or portable software instance.

You can import product information for the  Broadcom mainframe products that you have installed on z/OS into z/
OSMF. After you retrieve the product information, use z/OSMF Software Management to obtain a list of products that
are contained in your software instances. This information helps you to determine which products are nearing or have
reached end of service (EOS) or end of life (EOL) support. This information is useful when planning future installations
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and upgrades. You can also use this information to identify software instances that will be affected by changes to a
product.

The product information file for Broadcom mainframe products is stored on the following FTP directory:

https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

You can load the contents of the Broadcom product information file into z/OSMF from:

• The Broadcom FTP directory directly
• Your local workstation
• A z/OS data set or UNIX file

After you load the file, retrieve the product information in z/OSMF from the Products view in the Software Management
task.

If you create software instances or portable software instances in z/OSMF, import the product information file again so that
you have current information to display for your installed products.

Broadcom recommends that you repeat the load procedure on a regular schedule or at least monthly to ensure that
you have current Broadcom product information available in z/OSMF. This process ensures that you have access to all
product packages as they become available.

Enable Secure Downloads

To prevent SSL handshake failures when importing product information into z/OSMF, confirm that you added the Digicert
Intermediate certificate authority (CA) certificate to the z/OSMF keyring.

Use the following procedure to enable secure downloads:

NOTE
This procedure assumes that you have configured z/OSMF security for ACF2, Top Secret, or IBM RACF to
authorize users and resources.

1. Download the certificate:
https://ftpdocs.broadcom.com/cadocs/0/certs/digi-inter-new/digicert_intermediate_2031.crt

Record the location on your workstation where the certificate now resides.
2. Upload the certificate as text data to your z/OS system in RECFM=VB and LRECL=84 format. If you use FTP, use the

following FTP commands to avoid truncation:
ASCII

QUOTE SITE LRECL=84 RECFM=VB

PUT your_PC_file_name 'your.zos.dataset.name'

quit

The certificate now resides on z/OS.
3. Add the certificate to the existing z/OSMF IZUSVR keyring.

For ACF2, specify SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH.yourcertname DSN('your.zos.dataset.name') -

  LABEL(yourlabeldescription)

CONNECT CERTDATA(CERTAUTH.yourDigicertCAcertname) KEYRING(IZUSVR.keyr01)

 RINGNAME(IZUKeyring.IZUDFLT) USAGE(CERTAUTH)

For Top Secret, specify TSS ADD(CERTAUTH) DIGICERT(yourDigicertCAcertname) LABLCERT(yourlabelname) - 

DCDSN('your.zos.dataset.name') TRUST

            

TSS ADD(IZUSVR) KEYRING(zosmfringname) RINGDATA(CERTAUTH,yourDigicertCAcertname) -

USAGE(CERTAUTH)
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For IBM RACF, specify RACDCERT CERTAUTH ADD('your.zos.dataset.name') WITHLABEL('yourlabelname') TRUST

RACDCERT ID(IZUSVR) CONNECT(CERTAUTH LABEL('your_digicertCA_label') +

RING(keyringname) USAGE(CERTAUTH))

The certificate is now connected. To verify, review the messages for each command.

You can now load the contents of the product information file into z/OSMF.

Load the Product Information File into z/OSMF

Use the following procedure to load the contents of the product information file into z/OSMF:

1. Select the following link to download the product information file from the Broadcom FTP directory to your workstation
or to a z/OS data set or UNIX file on the mainframe:
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

NOTE
To load the product information file into z/OSMF directly, go to Step 2.

Complete either of the following steps:

• Use your Web Browser or an FTP client to download to your local workstation. Upload the file with binary in the
FTP JCL so that the file is not converted to the EBCDIC character set.

• Use FTP to download the file directly to a z/OS data set or UNIX file on the mainframe. Sample JCL follows that
you can customize and execute:
//FTPSTEP   EXEC PGM=FTP,PARM=’(EXIT=08’

//SYSTCPD   DD DSN=your_TCPIP_data_set_name,DISP=SHR

//SYSPRINT  DD SYSOUT=*

//OUTPUT    DD SYSOUT=*

//INPUT     DD *

ftp.broadcom.com 21

anonymous email_address

cd /pub/MSPSaccount/JSON/

dir

asc

locsite LR=80 REC=FB BLOCKSI=0

locsite PRI=20 SEC=10 CY

get BroadcomProdInfo.txt ‘zos_data_set’ (REPLACE

Customize the sample JCL as follows:

1. Add a JOB statement per your site standards to the beginning of the JCL.
2. Specify the TCP/IP stack (your_TCPIP_data_set_name) for an external network.
3. Specify your valid email address (email_address).
4. Specify the z/OS data set name (zos_data_set) where you want to save the product information file. If the

specified data set does not exist, it is created during the download process.
5. Submit for execution.

A return code of zero is expected. Any other return code indicates a problem.

The product information file is now available to load into z/OSMF.
2. Log in to the z/OSMF web interface and go to the Software Management dashboard.
3. Select Products.

The Products table list displays.
4. Select Retrieve End of Service information from the Actions menu or select the Retrieve End of Service

information button if available. The Select Product Information File page displays.
5. Complete one of the following steps:
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– To load the file into z/OSMF directly from the Broadcom FTP directory:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from

the Actions drop-down menu under Product Information Files.
The Add Product Information File page displays.

b. Copy the Broadcom product information file URL, paste it into the URL field, specify a description, and select
OK.
The product information file table is updated with the new URL.

c. Select the new URL and select Retrieve.
The contents of the file are loaded into z/OSMF.

– To load the file from your local workstation, select the option to Select a file that resides on your local
workstation, enter your file name, a description, and select Retrieve. The contents of the file are loaded into z/
OSMF.

– To load the file from a z/OS data set or UNIX file that the z/OSMF host can access:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from

the Actions drop-down menu under Product Information Files.
The Add Product Information File page displays.

b. Select Primary z/OSMF system, specify the z/OS data set name in the Data set or UNIX file field, specify a
description, and select OK.
The product information file table is updated with the new URL.

c. Select the new URL and select Retrieve.
The contents of the file are loaded into z/OSMF.

Use the Software Management dashboard in z/OSMF to view your product information.

Install Products Using SMP/E JCL
As a systems programmer, your responsibilities include installing products on your mainframe system. With this option,
you acquire a product pax file and the latest product updates from Broadcom Support and then install, maintain,
deploy, and configure the products on your systems. Batch jobs are provided to create the SMP/E environment. A basic
understanding of UNIX System Services (USS) is required.

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

You perform the following tasks to install a product with a pax file:
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When these steps are completed, you are ready to install preventive maintenance.

UNIX System Services Environment

You need a UNIX System Services (USS) directory and a file system with adequate space to perform the following tasks:

• Receive product pax files from Broadcom Support.
• Perform utility functions to unpack the pax file into z/OS data sets that you can use to complete the product installation.

We recommend that you allocate and mount a dedicated file system for this process. The amount of space that you need
for the file system depends on the following variables:

• The size of the pax files that you intend to download.
• Whether you plan to keep the pax files after unpacking them. We do not recommend this practice.

We recommend that you use one directory for downloading and unpacking pax files. Reusing the same directory
minimizes USS setup. Complete the USS setup only one time. You reuse the same directory for subsequent downloads.
Alternatively, you can create a directory for each pax download.

WARNING
Downloading pax files for the SMP/E installation requires write authority to the USS directories that are used
for the native SMP/E JCL installation process. In the file system that contains the pax directories, you also
need free space approximately 3.5 times the pax file size to download the pax file and unpack its contents. For
example, to download and unpack a 14-MB pax file, you need approximately 49 MB of free space in the file
system hosting your pax directory.

Allocate and Mount a File System
The product installation process requires a USS directory to receive the pax file and to perform the unpack steps. We
recommend that you allocate and mount a file system that is dedicated to the product acquisition and create the directory
in this file system.
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You can use the zSeries File System (zFS) or hierarchical file system (HFS) for product downloads.

This procedure describes how to perform the following tasks:

• Allocate a zFS or an HFS.
• Create a mount point in an existing maintenance USS directory of your choice.
• Mount the file system on the newly created mount point.

NOTE
You must have either SUPERUSER authority, or the required SAF profile setting to allow you to issue the
USS mount command for the file system.

• Optionally, permit write access to anyone in the same group as the person who created the directory.

WARNING
USS commands are case-sensitive.

Follow these steps:

1. Allocate the file system by customizing one of the following samples to your site requirements:
– On a zFS, use the following sample:

//DEFINE   EXEC PGM=IDCAMS

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//AMSDUMP  DD   SYSOUT=*

//SYSIN    DD *

  DEFINE CLUSTER ( +

  NAME(your_zFS_data_set_name) +

  STORAGECLASS(class) +

  LINEAR +

  CYL(primary secondary) +

  SHAREOPTIONS(3,3) +

  )

/*

//FORMAT   EXEC PGM=IOEAGFMT,REGION=0M,

// PARM=('-aggregate your_zFS_data_set_name -compat')

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//STDOUT   DD   SYSOUT=*

//STDERR   DD   SYSOUT=*

//CEEDUMP  DD   SYSOUT=*

//*

– On an HFS, use the following sample:

//ALCHFS EXEC PGM=IEFBR14 

//CAPAX  DD   DSN=yourHFS_data_set_name,

//            DISP=(NEW,CATLG,DELETE),UNIT=3390,

//            DSNTYPE=HFS,SPACE=(CYL,(primary,secondary,1))

The file system is allocated.

NOTE
Ensure that the zFS or HFS data set name that you use conforms to your data set naming conventions for
USS file systems. If the allocation of the file system data set fails, it is because of environmental settings not
allowing for the allocation. On an HFS, try using the ISPF 3.2 Data Set Utility to allocate your HFS data set.
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2. Create a mount point for the file system. This example shows how to create a /CA/CAPAX directory in an existing
directory, /u/maint. From the TSO OMVS shell, enter the following commands:

cd /u/maint/

mkdir CA

cd CA

mkdir CAPAX

NOTE
This document refers to this structure as yourUSSpaxdirectory.

The mount point is created.
3. Mount the file system by customizing one of the following samples to your site requirements:

– On a zFS, use the following sample:

MOUNT FILESYSTEM('your_zFS_data_set_name')

      MOUNTPOINT('yourUSSpaxdirectory')

      TYPE(ZFS)  MODE(RDWR)

      PARM(AGGRGROW)

– On an HFS, use the following sample:

MOUNT FILESYSTEM('your_HFS_data_set_name') 

      MOUNTPOINT('yourUSSpaxdirectory') 

      TYPE(HFS)  MODE(RDWR)

The file system is mounted.
4. (Optional) Set security permissions for the directory. You can use the chmod command to let other users access the

Pax ESD directory and its files. For example, to allow write access to the Pax ESD directory for other users in your
USS group, from the TSO OMVS shell, enter the following command:

chmod -R 775 /yourUSSpaxdirectory/

Write access is granted.

NOTE
For more information about the chmod command, see the IBM z/OS UNIX System Services User Guide
(SA22-7802).

Acquire the Product Pax Files
To begin the Broadcom product installation procedure, copy the product pax file into the USS directory that you set up.

WARNING
Downloading pax files for the SMP/E installation as part of the Pax ESD process requires write authority to the
UNIX System Services (USS) directories that are used for the Pax ESD process. Also, you must have available
USS file space before you start these procedures.

Use one of the following methods:

• Download the product pax file from https://www.broadcom.com/support to your PC, and then upload it to your USS file
system.
If you download a zip file, you must unzip it before uploading to your USS file system.

• Download the pax files from https://www.broadcom.com/support directly to your USS file system.

This section includes the following information:
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• A sample batch job to download a product pax file from the Broadcom Support Online FTP server directly to a USS
directory on your z/OS system

• Sample commands to upload a pax file from your PC to a USS directory on your z/OS system

WARNING
The FTP procedures vary due to local firewall and other security settings. Consult your local network
administrators to determine the appropriate FTP procedure to use at your site.

Ensure that sufficient free space is available in the USS file system that you are using to hold the product pax file. If you
do not have sufficient free space, error messages similar to the following appear:

 EZA1490I Error writing to data set

 EZA2606W File I/O error 133

 

When the download finishes, the pax file size in your USS directory matches the value in the Size column for the
corresponding pax file on the Broadcom Products Download window.

Download Files to a PC Using Pax ESD

You can download product installation files from https://www.broadcom.com/support to your PC.

Follow these steps:

1. Log in to Broadcom Support, and click Download Center.
The Download Center web page appears.

2. Under Download Center, select Products from the first drop-down list, and specify the product, release, and gen level
(if applicable), and click Go.
The Broadcom Product Download window appears.

3. Download an entire Broadcom product software package or individual pax files to your PC. If you download a zip file,
you must unzip it before continuing.

NOTE
For traditional installation downloads, see the Traditional ESD User Guide. For information about download
methods, see the Download Methods and Locations article. Go to https://www.broadcom.com/support, log in,
and click Download Center. Links to these resources appear under the Download Help heading.

Download Using Batch JCL

You download a pax file from https://www.broadcom.com/support by running batch JCL on the mainframe. Use the sample
JCL attached to the PDF file as CAtoMainframe.txt to perform the download.

WARNING
The PDF version of this documentation includes sample JCL jobs that you can copy directly to the mainframe.
To access these jobs, click the paper clip icon at the left of the PDF reader. A window displaying attachments
opens. Double-click a file to view a sample JCL. We recommend that you use the latest version of Adobe
Reader for viewing PDF files.

NOTE
We recommend that you follow the preferred download method as described on https://www.broadcom.com/
support. This JCL procedure is our preferred download method for users who do not use CSM. We also include
the procedure to download to the mainframe through a PC in the next section.

Follow these steps:

1. Replace ACCOUNTNO with a valid JOB statement.
2. Replace yourTCPIP.PROFILE.dataset with the name of the TCP/IP profile data set for your system. Consult your local

network administrators, if necessary.
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The job points to your profile.
3. Replace YourEmailAddress with your email address.

The job points to your email address.
4. Replace yourUSSpaxdirectory with the name of the USS directory that you use for Pax ESD downloads.

The job points to your USS directory.
5. Locate the product component to download on the Broadcom Support Product Download window.

You have identified the product component to download.
6. Click Download for the applicable file.

NOTE
For multiple downloads, add files to a cart.

The Download Method window opens.
7. Click FTP Request.

The Review Download Requests window displays any files that you have requested to download

NOTE
We send you an email when the file is ready to download or a link appears in this window when the file is
available.

8. Select one of the following methods:
Preferred FTP

Uses Broadcom worldwide content delivery network (CDN). If you cannot download using this method, review
the security restrictions for servers that company employees can download from that are outside your corporate
network.
Host Name: ftp://ftpdownloads.broadcom.com

Alternate FTP
Uses the original download servers that are based on Long Island, New York.
Host Name: ftp://scftpd.broadcom.com for product files and download cart files and ftp://ftp.ca.com for individual
solution files.

Both methods display the host, user name, password, and FTP location, which you then can copy into the sample
JCL.

NOTE
The following links provide details regarding FTP: the FTP Help document link in the Review Download
Requests window and the Learn More link available in the Download Methods window.

9. Submit the job.

WARNING
If your FTP commands are incorrect, it is possible for this job to fail and still return a zero condition code.
Read the messages in the job DDNAME SYSPRINT to verify the FTP succeeded.

After you run the JCL job, the pax file resides in the mainframe USS directory that you supplied.

Example CAtoMainframe.txt, JCL

The following text appears in the attached CAtoMainframe.txt JCL file:

 //GETPAX   JOB (ACCOUNTNO),'FTP GET PAX ESD PACKAGE',

 //          MSGCLASS=X,CLASS=A,NOTIFY=&SYSUID

 //*********************************************************************

 //* This sample job can be used to download a pax file directly from  *

 //* CA Support Online to a USS directory on your z/OS system.         *

 //*                                                                   *

 //* When editing the JCL ensure that you do not have sequence numbers *
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 //* turned on.                                                        *

 //*                                                                   *

 //* This job must be customized as follows:                           *

 //* 1. Supply a valid JOB statement.                                  *

 //* 2. The SYSTCPD and SYSFTPD JCL DD statements in this JCL may be   *

 //*    optional at your site. Remove the statements that are not      *

 //*    required. For the required statements, update the data set     *

 //*    names with the correct site-specific data set names.           *

 //* 3. Replace "Host" based on the type of download method.           *

 //* 4. Replace "YourEmailAddress" with your email address.            *

 //* 5. Replace "yourUSSpaxdirectory" with the name of the USS         *

 //*    directory used on your system for Pax ESD downloads.           *

 //* 6. Replace "FTP Location" with the complete path                  *

 //*    and name of the pax file obtained from the FTP location        *

 //*    of the product download page.                                  *

 //*********************************************************************

 //GETPAX   EXEC PGM=FTP,PARM='(EXIT TIMEOUT 120',REGION=0M

 //SYSTCPD  DD   DSN=yourTCPIP.PROFILE.dataset,DISP=SHR

 //SYSFTPD  DD   DSN=yourFTP.DATA.dataset,DISP=SHR

 //SYSPRINT DD   SYSOUT=*

 //OUTPUT   DD   SYSOUT=*

 //INPUT    DD   *

  Host 

 anonymous YourEmailAddress 

 lcd yourUSSpaxdirectory 

 binary

 get FTP_location 

 quit

 /*

 

Download Files to Mainframe through a PC

You download the product installation files to your PC and transfer them to your USS system.

Follow these steps:

1. Download the product file to your PC using the Pax ESD. If you downloaded a zip file, first unzip the file to use the
product pax files.
The pax file resides on your PC.

NOTE
Do not change the format of the pax.Z.

2. Open a Windows command prompt.
The command prompt appears.

3. Customize and enter the following FTP commands:
 FTP mainframe userid password 

 bin

 lcd C:\PC\folder\for\thePAXfile 

 cd /yourUSSpaxdirectory/

 put paxfile.pax.Z

 quit

 exit
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mainframe
Specifies the z/OS system IP address or DNS name.

userid
Specifies your z/OS user ID.

password
Specifies your z/OS password.

C:\PC\folder\for\thePAXfile
Specifies the location of the pax file on your PC.

NOTE
If you specify a location that has blanks or special characters in the path name, enclose that value in
double quotation marks.

yourUSSpaxdirectory
Specifies the name of the USS directory that you use for Pax ESD downloads.

paxfile.pax.Z
Specifies the name of the pax file to upload.

The pax file is transferred to the mainframe.

Create a Product Directory from the Pax File
Learn about creating a product directory from the pax file when installing products using SMP/E Job Control Language
(JCL). Find steps for creating a directory in the USS directory and for submitting the job. An example JCL file is also
provided.

The pax command performs the following actions:

• Extracts the files and directories that are packaged within the pax file.
• Creates a USS directory in the same directory structure where the pax file resides.
• Automatically generates a product and level-specific directory name.

Set the current working directory to the directory containing the pax file and create a directory in your USS directory by
entering the following command:

pax -rvf pax-filename 

Use the sample JCL that is attached to the PDF file as Unpackage.txt to extract the product pax file into a product
installation directory.

WARNING
The PDF version of this guide includes sample JCL jobs that you can copy directly to the mainframe. To access
these jobs, click the paper clip icon at the left of the PDF reader. A window opens displaying attachments.
Double-click a file to view a sample JCL. Use the latest version of Adobe Reader for viewing PDF files.

Follow these steps:

1. Replace ACCOUNTNO with a valid JOB statement.
2. Replace yourUSSpaxdirectory with the name of the USS directory that you use for product downloads.

The job points to your specific directory.
3. Replace paxfile.pax.Z with the name of the pax file.

The job points to your specific pax file.
4. Submit the job.

The job creates the product directory.
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NOTE
If the PARM= statement exceeds 71 characters, uncomment and use the second form of UNPAXDIR instead.
This sample job uses an X in column 72 to continue the PARM= parameters to a second line.

Example JCL File, Unpackage.txt, to Customize
The following text appears in the attached Unpackage.txt JCL file:

//ESDUNPAX JOB (ACCOUNTNO),'UNPAX PAX ESD PACKAGE',

// MSGCLASS=X,CLASS=A,NOTIFY=&SYSUID

//*********************************************************************

//* This sample job can be used to invoke the pax command to create   *

//* the product-specific installation directory.                      *

//*                                                                   *

//* This job must be customized as follows:                           *

//* 1. Supply a valid JOB statement.                                  *

//* 2. Replace "yourUSSpaxdirectory" with the name of the USS         *

//*    directory used on your system for Pax ESD downloads.           *

//* 3. Replace "paxfile.pax.Z" with the name of the pax file.         *

//* NOTE: If you continue the PARM= statement on a second line,       *

//*       start entering characters in column 16 and make sure        *

//*       the 'X' continuation character is in column 72.             *

//*********************************************************************

//UNPAXDIR EXEC PGM=BPXBATCH,

// PARM='sh cd /yourUSSpaxdirectory/; pax -rvf paxfile.pax.Z'

//*UNPAXDIR EXEC PGM=BPXBATCH,

//* PARM='sh cd /yourUSSpaxdirectory/; pax                              X

//*             -rvf paxfile.pax.Z'

//STDOUT DD SYSOUT=*

//STDERR DD SYSOUT=*

Copy Installation Files to z/OS Data Sets
Use this procedure to invoke the SMP/E GIMUNZIP utility to create the SAMPJCL z/OS data set.

The file UNZIPJCL in the product directory contains a sample job to extract the installation package. You edit and submit
the UNZIPJCL job to copy the sample installation JCL to a z/OS data set.

1. Locate and read the product readme file or installation notes, if applicable, which resides in the product-specific
directory that the pax command created. This file contains the product-specific details that you require to complete the
installation procedure.
You have identified the product-specific installation details.

2. Use ISPF EDIT or TSO ISHELL to edit the UNZIPJCL sample job. You can perform this step in one of the following
ways:

Use ISPF EDIT Specify the full path name of the UNZIPJCL file.
Use TSO ISHELL Navigate to the UNZIPJCL file and use the E line command to edit the file.

The job is edited.
3. Change the SMPDIR DD PATH to the product-specific directory created by the pax command.

Your view is of the product-specific directory.
4. If ICSF is not active, perform the following steps:

a. Change the SMPJHOME DD PATH to your Java runtime directory. This directory varies from system to system.
b. Perform one of the following steps:
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• Change the SMPCPATH DD PATH to your SMP/E Java application classes directory, typically /usr/lpp/smp/
classes/.

• Change HASH=YES to HASH=NO on the GIMUNZIP parameter.
One of the following outcomes occurs: ICSF is active or you are using Java.

5. Change yourHLQ to the high-level qualifier (HLQ) for z/OS SAMPJCL data set.  We suggest that you use a unique
HLQ for each expanded pax file to identify uniquely the package.

6. Submit the UNZIPJCL job.
The UNZIPJCL job completes with a zero return code. Messages GIM69158I and GIM48101I in the output and
IKJ56228I in the JES log are acceptable. The SAMPJCL data set is created with the HLQ that you specified in the
UNZIP job. You use this data set to perform the product installation.

Prepare the SMP/E Environment for a Pax Installation

The following table shows product-specific high-level qualifier value to use instead of the <hlq> variable in the following
procedure:

Product Name <hlq> value
Datacom CICS Services DCC
Datacom Server AYT
IPC IPC
Ideal™ for Datacom IDL

The following steps describe the process to install products using native SMP/E JCL:

1. Download external HOLDDATA.
2. Allocate product data sets and SMP/E data sets.
3. Create an SMP/E environment.
4. Receive base functions and HOLDDATA.
5. Download and RECEIVE PTFs.
6. Run an SMP/E APPLY CHECK operation.
7. Apply base functions using SELECT GROUPEXTEND.
8. Run an SMP/E ACCEPT CHECK operation.
9. Accept base functions using SELECT GROUPEXTEND.
10. Configure the product according to your site requirements.

NOTE
Steps 1 through 3 of this process are documented in detail in this topic. Steps 4 through 9 are documented
in Run the Installation Jobs for a Pax Installation. If applicable to your product, Step 10 is documented in the
section describing how to complete product configuration.

The members that are used in this procedure prepare the data sets, initialize the zones, and create the DDDEFs for your
product.

Establishing a zSeries File System (zFS) may be required as part of the product installation or required as a feature of the
product.

For information about the members, see the comments in the JCL.

Follow these steps:

1. Customize the macro <hlq>SEDIT with your site-specific information and then copy the macro to your SYSPROC
location. Replace the rightmost parameters for each ISREDIT CHANGE command. Each time you edit an installation
member, type <hlq>SEDIT on the command line, and press Enter to replace the defaults with your specifications.
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The macro is ready to customize the yourHLQ.SAMPJCL members.

NOTE
Set the DASD HLQ to the same value specified for yourHLQ within the JCL that is used to unzip the pax file.

NOTE
The following steps include instructions to execute the <hlq>SEDIT macro each time you open a new
SAMPJCL member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the
<hlq>AREAD member, and submit the <hlq>EDALL member.

2. Open the SAMPJCL member <hlq>1HOLD in an edit session and execute the <hlq>SEDIT macro from the command
line.
<hlq>1HOLD is customized.

3. Submit <hlq>1HOLD.
This job downloads the error and FIXCAT HOLDDATA from Broadcom Support.

4. Open the SAMPJCL member <hlq>2ALL in an edit session and execute the <hlq>SEDIT macro from the command
line.
<hlq>2ALL is customized.

5. Submit <hlq>2ALL.
This job produces the following results:
– The target and distribution data sets for your product are created.
– Unique SMPLTS, SMPMTS, SMPSCDS, and SMPSTS data sets for this target zone are created.

6. Complete the following steps only if your product requires a USS file system or if you want to install a feature of the
product that requires a USS file system:

IMPORTANT
If the following members do not exist in SAMPJCL, this step does not apply to your product. Go to Step 7.

NOTE
You can customize the supplied HFS JCL to zFS, if your site requires it.

a. Open the SAMPJCL member AY2ALLU in an edit session and execute the <hlq>SEDIT macro from the command
line.
AY2ALLU is customized.

b. Submit AY2ALLU.
This job allocates your HFS or zFS data sets.

c. Open the SAMPJCL member AY3MKD in an edit session and execute the <hlq>SEDIT macro from the command
line.
AY3MKD is customized.

d. Submit AY3MKD.
This job creates all directories and mounts the file system.

7. Open the SAMPJCL member <hlq>3CSI in an edit session and execute the <hlq>SEDIT macro from the command
line.
<hlq>3CSI is customized.

8. Submit <hlq>3CSI.
This job produces the following results:
– The CSI data set is defined.
– The SMPPTS and SMPLOG data sets are allocated.
– The global, target, and distribution zones are initialized.
– The DDDEF entries for your product are created.
– The DDDEFs for the required SMP/E data sets are created.

9. Complete the following steps to add the DDDEFs that are required for the file system to your SMP/E environment:
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IMPORTANT
If the following member does not exist in SAMPJCL, this step does not apply to your product. Go to Run the
Installation Jobs for a Pax Installation.

a. Open the SAMPJCL member AY23CSIU in an edit session and execute the <hlq>SEDIT macro from the command
line.
AY23CSIU is customized.

b. Submit AY23CSIU.
This job customizes the CSI by adding the DDDEFs associated with the directory.

You are now ready run the installation jobs that are used to receive, apply, and accept SMP/E base functions. Go to Run
the Installation Jobs for a Pax Installation.

Edit Macro for the Datacom Server Installation Job
The ISREDIT member is an edit macro used to customize the installation jobs for this software. Update this macro with
valid values for all the variables below.

This macro can be executed two ways:

• To update each member individually:
a. Copy the macro to your SYSPROC location.
b. Edit the copied macro and provide valid values for all the following variables.
c. Edit the member you wish to update in EDIT mode.
d. Type the name of this macro on the command line and press ENTER.

• To update all members:
a. Update this macro in the current library to include valid values for all the following variables.
b. Edit the DSREDALL REXX exec and follow the directions there.

Update the following:

JOBCARD1
Enter job card information.

JOBCARD2
Enter job card information.

JOBCARD3
Enter job card information.

JOBCARD4
Enter job card information.

VOLINFO
Edit the SMS VOLINFO statement. If you do not use SMS, comment out the SMS VOLINFO statement and
uncomment the statement using VOL=SER, then edit that statement. This information is used when creating the
product and SMP/E datasets.

CSIVOLINF
Edit the SMS CSIVOLINF statement. If you do not use SMS, comment out the SMS CSIVOLINF statement and
uncomment the statement using VOL=SER, then edit that statement. This information is used when creating the
CSI VSAM dataset.

GLOBALHLQ
Enter SMP/E High level qualifier for your GLOBAL.ZONE.

CAIT0HLQ
Enter SMP/E High level qualifier for your CAIT0 TARGET ZONE.
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PRODHLQ
Enter product data set high level qualifier.

DASDHLQ
Required if installing from DASD. Enter the high level qualifier that was specified when the UNZIPJCL job was
run.

SAMPHLQ
Enter high level qualifier used for the SAMPJCL data set.

TAPEUNIT
Enter the appropriate tape generic device-type or symbolic group name.

DISKUNIT
Enter the disk unit name.

SMPETEMP
Enter the SMP/E Temp File prefix.

ZNCAIT0
Enter Target Zone or default to CAIT0.

ZNCAID0
Enter Distribution Zone or default to CAID0.

MACLIB
MACLIB

CAIIPS
CAILIB from IPC.

CSSLIB
IBM LINKAGE ASSIST LIBRARY

SCEELKED
LANGUAGE ENVIRONMENT SCEELKED

TCPIP
IBM TCP/IP LINK LIBRARY

Run the Installation Jobs for a Pax Installation
The following table shows the product-specific high-level qualifier value to use instead of the <hlq> variable in the
following procedure:

Product Name <hlq>value

Datacom CICS Services DCC
Datacom Server AYT
IPC IPC
Ideal IDL

Submit and run these SAMPJCL members in sequence. Do not proceed with any job until the previous job has completed
successfully.

NOTE
The following steps include instructions to execute the <hlq>SEDIT macro each time you open a new SAMPJCL
member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the <hlq>AREAD
member, and submit the <hlq>EDALL member.
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Follow these steps:

1. Open the SAMPJCL member <hlq>4RECD in an edit session, and execute the <hlq>SEDIT macro from the command
line.
<hlq>4RECD is customized.

2. Submit <hlq>4RECD to receive SMP/E base functions and error HOLDDATA.
Your product is received and now resides in the global zone.

3. (Datacom CICS Services and IPC only) If an FMID was placed in error, download and receive PTFs from Broadcom
Support.

NOTE
For IPC, there is an optional FMID for the MQ Transport Service component, CAVQF16. Most sites do not
require the MQ Transport Service component. If your site does not have this component, delete CAVQF16
from the following SMP/e jobs:

- IPC4RECD

- IPC5APP

- IPC6ACC

- IPC8APYP

- IPC9ACCP
4. Open the SAMPJCL member <hlq>5APP in an edit session, and execute the <hlq>SEDIT macro from the command

line.
<hlq>5APP is customized.

5. Submit <hlq>5APP to apply SMP/E base functions with the CHECK option. If you find unresolved hold errors, we
recommend that you note these errors and verify that resolving PTFs are applied before implementing products in
production. Update the JCL to BYPASS the unresolved hold error IDs. After successful completion, rerun APPLY with
the CHECK option removed.
Your product is applied and now resides in the target libraries.

6. Open the SAMPJCL member <hlq>6ACC in an edit session, and execute the <hlq>SEDIT macro from the command
line.
<hlq>6ACC is customized.

7. Submit <hlq>6ACC to accept SMP/E base functions with the CHECK option. After successful completion, rerun
APPLY with the CHECK option removed.
Your product is accepted and now resides in the distribution libraries.

Clean Up the USS Directory
This procedure is optional. If you decide to perform this procedure, do so after you complete the installation process and
when you do not need the installation files. When this procedure is done, you are ready to install preventive maintenance.

To free file system disk space for subsequent downloads after downloading and processing the pax files for your
Broadcom mainframe product, remove files from your USS directory and delete unnecessary z/OS data sets. You can
delete the following items:

• Pax file
• Product-specific directory that the pax command created and all the files in it
• SMP/E RELFILEs, SMPMCS, and HOLDDATA MVS data sets. These data sets have the HLQ that you assigned in the

UNZIPJCL job.

NOTE
Retain non-SMP/E installation data sets such as yourHLQ.INSTALL.NOTES for future reference.

1. Navigate to your Pax ESD USS directory.
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Your view is of the applicable USS directory.
2. Delete the pax file by entering the following command:

rm paxfile

paxfile Specifies the name of the product pax file that you downloaded.

The pax file is deleted.
3. Delete the product-specific directory by entering the following command:

rm -r product-specific-directory

product-specific-
directory

Specifies the product-specific directory that you created previously using the pax command or sample
JCL.

The product-specific directory is deleted.

NOTE
You can also use TSO ISHELL to navigate to the pax file and product-specific directory, and delete them using
the D line command.

When you are done with this step, you are ready to install maintenance.

Install Products Using CSM
Review the following high-level process for installing product software using CSM.

As a systems programmer, you can acquire, install, and deploy your mainframe product software on z/OS systems using
CSM. CSM simplifies and unifies the management of your Broadcom mainframe products on z/OS systems. You can use
CSM to manage your product software in a common way according to industry best practices. You can also obtain and
apply corrective and recommended maintenance easier. A web-based interface lets you install and maintain your products
faster and with less chance of error.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
that CSM will no longer function as of June 30, 2023. For full details, see the End of Life Announcement.

If you do not have CSM installed, we recommend that you install z/OSMF to manage your software. For
installation and usage details, see the IBM documentation and the Broadcom product installation best practices at
techdocs.broadcom.com.

WARNING
To install a product using CSM, you must modify the SYSPRINT size. The default allocation of 30 cylinders is
insufficient to complete the installation. Increase the allocation parameters of the SYSPRINT data set to at least
120 cylinders.

Use the following topics to guide you through the product installation process using CSM:

• Acquire Your Products Using CSM
• Install Your Products Using CSM

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

When these steps are completed, you are ready to install preventive maintenance.

 57

https://ftpdocs.broadcom.com/cadocs/0/contentimages/Maint-HB-RM102%20FINAL%2026AUG2020.pdf
https://ftpdocs.broadcom.com/cadocs/0/contentimages/Maint-HB-RM102%20FINAL%2026AUG2020.pdf
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/ReleaseAnnouncements/0/20408
http://techdocs.broadcom.com


 Installing

Acquire Your Product Using CSM
As a systems programmer, your responsibilities include maintaining an up-to-date repository of acquired product
packages that are ready for installation in your mainframe environment. CSM provides a product list that lets you display
the list of licensed product installation and maintenance packages and to download these packages. Also, you can update
the product list to add external product packages that you acquired outside of CSM so that they are ready for installation
using CSM.

The following diagram shows the product acquisition process:

1. Configure CSM.
2. Download the product package from Broadcom Support or add an external product package:

– Download from Broadcom Support:
a. Update the product list.
b. Download product packages.

– Add external product package:
a. Add external product installation packages.
b. Add external product maintenance packages.

After you complete this process, the product packages are ready for installation with CSM.

Configure CSM

Before you start acquiring product packages, configure a Broadcom Support Online account, a CSM account, and the
required download settings. If you have previously configured these settings, update the product list.

1. Start your Web browser, and enter the CSM access URL, which you can get from your system administrator.
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NOTE
If the Notice and Consent Banner appears, read and confirm the provided information.

2. Enter your z/OS login user name and password, and log in.
The initial page appears. You are prompted to perform configuration.

3. Configure the following settings:
– Proxies that CSM uses to communicate with Broadcom Support Online.

If proxies are not used, the following port numbers are used: HTTPS Port Number 443 and FTP Port Number 21.

WARNING
If your site uses proxies, review your proxy credentials on the User Settings, Software Acquisition
page.

– The USS path to the temporary directory for downloaded software packages
If you do not specify the directory, default settings are used that you can change later.

NOTE
These settings are also available on the System Settings, Software Acquisition page.

Select Next.
You are prompted to define your Broadcom Support account.

4. Select New.
You are prompted for the credentials to use on Broadcom Support.

5. Specify the credentials, select OK, and then Next.
You are prompted to review your user settings. These settings are available on the User Settings page.

6. Change the settings or keep the defaults, and then select Finish.
A dialog opens, which shows the progress of the configuration task.

7. Select the Settings tab, and review other settings, as needed.
You have configured CSM to acquire products.

Update the Product List

The product list displays a list of downloadable licensed product packages. To see the current list of available product
packages for download, update the Available Products tree.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. (Optional) Update the product list only with packages that belong to specific site IDs.

a. Select the Edit button in the Filter section and associate one or more site IDs to a filter in the Edit Filter window.
b. Select the filter in the Filter section.
c. Right-click the Products link at the top of the product tree and select Update Product List.

4. Select the Update Product List link in the Actions section on the left side.
Updating of the product list with all products for all site IDs starts.

NOTE
If you updated the product list only for a selected filter, skip this step.

5. Confirm the update.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details. Select Close to close the
task output browser.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

The product list is updated.
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Download Product Packages

You can download product installation and maintenance packages from the updated product catalog so they are ready for
installation.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the product name on the Available Products tree.

The product releases are listed in the Releases table on the right.
4. Download product packages by selecting one of the following options:

– To download product packages for all product releases, right-click the product name in the list, and select Update
Product.

– To download packages only for specific releases, select one or more releases in the Releases table on the right
and select the Update Product Releases link.

5. View the downloaded packages using either of the following options:
– To display the downloaded maintenance packages, select the product release icon

in the product list.
– To display the downloaded base installation package, select the product gen level icon

below the product release in the product list.

The product packages are downloaded and ready for installation.

Add External Product Installation Packages

Sometimes you have product installation packages that you downloaded outside of CSM. For example, you do not
have an HTTP or an FTP access in your mainframe environment, or the required packages are not available from the
Broadcom Support website. You can use CSM to install these external packages according to your organization policy. If
you are using this installation option, first add the external packages to the CSM software catalog.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the Add Product link in the Actions section.
4. Specify the name, release, and gen level of the product, and select OK.

The product is added to the product list.
5. Select the gen level of the product that you want to download on the product tree.

The Base Install Packages section appears on the right.
6. Select the Add External Package button.
7. Specify one of the following package types and package details, and select OK.
UNIX File

Adds an installation package that is located in a USS directory in binary mode.
FTP File

Adds a product package that is not published on Broadcom Support. For example, a beta version of a product.
Specify the FTP host, FTP port, FTP path, package name, and the user name and password to access the FTP
location.

8. Refresh the page to see the added product package.
The product installation package is now listed in the product list and is available for installation with CSM.
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Add External Product Maintenance Packages

Sometimes you have maintenance packages, for example, unpublished maintenance or a program temporary fix (PTF),
that you downloaded outside of CSM. You can use CSM to install these external maintenance packages per your
organization policy. For this installation option, first add the packages to the CSM software catalog.

Usually, the maintenance is placed as a single package. However, some Broadcom products have older aggregated
maintenance packages that were released before December 31, 2013. An aggregated package is a file that comprises
several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts all the
nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package is
marked with the CUMULATIVE type.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the product release for which the maintenance applies.

The maintenance packages for the release are listed.
4. Select the Add External Maintenance button.

You are prompted to specify the package.
5. Specify one of the following package types and package details:
Data Set

Adds a maintenance package that is located in a z/OS data set with a logical record length of 80 and with a record
format of fixed blocks.

UNIX File
Adds a maintenance package that is located in a USS directory in binary mode.

FTP File
Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading
a PTF to validate it. Specify the FTP host, FTP port, FTP path, maintenance package name, and the user name
and password to access the FTP location.

Solution
Adds a published solution from Broadcom Support.

6. Refresh the page to see the added maintenance package.
The product maintenance package is now listed in the product catalog and is available for installation with CSM.

You completed the acquisition process. The product packages are ready for installation with CSM.

Install Your Product Using CSM
This topic describes how to install your Broadcom mainframe products using CSM.

As a systems programmer, your responsibilities include installing products in your z/OS environment using CSM. This step
of the installation process creates or updates the SMP/E environment (global, target, and distribution zones).

The following diagram shows the major steps to install your product using CSM.
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1. (Optional) Configure base installation settings.
2. (Optional) Configure a working set of SMP/E environments.
3. Initiate product installation and review product information.
4. Select an installation type.
5. Review installation prerequisites if any are presented.
6. Take one of the following steps to select an SMP/E environment:

– Create an SMP/E environment:
a. Set up the global zone.
b. Create a target zone.
c. Create a distribution zone.

– Use an existing SMP/E environment from your working set:
a. Update the global zone.
b. Set up the target zone: Either create a target zone or use an existing target zone.
c. Set up the distribution zone: Either create a distribution zone or use an existing distribution zone.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation.
Doing so means that you can apply maintenance to your current version, if necessary.
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7. Review the installation summary and start the installation.

Configure Base Installation Settings

You can configure base installation settings on the System Settings, Software Installation page.

1. Select the Settings tab, and select the Software Installation link under System Settings in the Settings section on the
left side.

2. In the SIS Base Install - File System section, select the file system type that is used when installing a product that
allocates file systems. If you select Product Specific File System, the file system that is used for installing a product
is defined according to the product metadata. Otherwise, the product metadata is overwritten.

3. In the Execute Checks During Base Installation section, configure the following settings by selecting or clearing
corresponding checkboxes:

Execute Apply Check During Base Installation
Verifies that all requirements for the Apply step are satisfied before the Apply step executes. If the Apply Check
step fails, installation stops and all the previous steps are undone.

Suspend Base Installation After Apply Check
Suspends the base installation process after Apply Check is completed and generates pending installation actions
for the SMP/E environment where the product is being installed. This check box is enabled if you enable the
Execute Apply Check During Base Installation checkbox.

Execute Accept Check During Base Installation
Verifies that all requirements for the Accept step are satisfied before the Accept step executes. If the Accept
Check step fails, installation stops and all the previous steps are undone.

Suspend Base Installation After Accept Check
Suspends the base installation process after Accept Check is completed and generates pending installation
actions for the SMP/E environment where the product is being installed. This check box is enabled if you enable
the Execute Accept Check During Base Installation checkbox.

4. Select Apply.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on
the Tasks tab.

The base installation settings are configured.

NOTE
If you configure the base installation settings to execute checks during base installation, CSM creates a pending
installation for the SMP/E environment. For more information about the pending installation, see the CSM online
help.

Configure a Working Set of SMP/E Environments

If you plan to install a product in an existing SMP/E environment, add this SMP/E environment to your working set. A
working set is a selected group of SMP/E environments with which you want to work. Although you can have only one
working set, you can have as many SMP/E environments in it as you need.

CSM does not have a default working set.

If you do not have the SMP/E environment in your working set, you can only create a new SMP/E environment during
product installation. In this case, exit the installation wizard, configure your working set and then restart the wizard.

1. Select the SMP/E Environments tab, and select the SMP/E environments that you want to include in a working set.
An information text area under the list of SMP/E environments displays the number of environments you selected.
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2. Select Use as Working Set.
3. Select OK.

The working set is configured.
The new working set replaces a previously defined working set.

You can display only those SMP/E environments that are in your working set by selecting Show Working Set Only.

Initiate Product Installation

You can install a downloaded product from the Products tab. The process starts a wizard that guides you through the
installation. At the end of the wizard, a task dynamically invokes the SMP/E and other utilities that are required to install
the product.

1. Select the Products tab.
2. Perform one of the following steps:

– If the package was acquired using CSM:
From the product list on the left side, select the required product gen level (the innermost level in the product list
under the release level of a product; for example, SP0 or 0110). Locate the product package that you want to install,
select Actions to the right of the package, and select Install.

– If the package was acquired outside of CSM:
In the Actions section in the left pane, select the Install External Package link. Enter the location of the package.
Select OK.

The Introduction step of the wizard appears where you can Review Product Information.

Review Product Information

Review the information about the product that you are installing.

1. On the Introduction step, review the information about the installation.
If the product license agreement appears, review it. If you agree, accept it. If you do not accept the license agreement,
you cannot proceed with the installation.

2. Select Next.
You are prompted to select the type of installation.
An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

Select an Installation Type

When you install a product, you select an installation type. There can be one or more installation types, according to the
product.

When you select the custom installation type, you are prompted to select the features that you want to install. If your
selected features require installation of other features, the installation wizard includes the required features to the
installation process. If your selected features are mutually exclusive, the installation wizard excludes any features
conflicting with the features you selected last from the installation process. For example, you select feature 1 and select
feature 2 that is mutually exclusive with feature 1. The wizard automatically excludes feature 1.

1. On the Features step, select the type of installation, and select Next.
2. (Optional) If you select the custom installation type, select the features to install, and select Next.

A summary of the features to install appears, with prerequisites.
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Review Installation Prerequisites

Some products require an installation of other products first.

Review the summary of installation prerequisites to verify that all prerequisites are satisfied on the Prerequisites step.

• If no prerequisites exist, select Next.
You are prompted to select an SMP/E environment for the installation.

• If all prerequisites exist and are satisfied, you are prompted to locate the installed prerequisites.
Install the product to the same SMP/E environment and the target zone where the product prerequisites are installed.
a. From the SMP/E environment drop-down list, select an SMP/E environment with the installed prerequisites. This

drop-down list represents all CSM-managed SMP/E environments where the prerequisites are installed.
A list of target zones for the selected SMP/E environment where the prerequisites are installed is populated.

b. From the target zone drop-down list, select a target zone within the selected SMP/E environment where the
prerequisites are installed.

c. Select Next.
You are prompted to confirm the selected SMP/E environment for the installation.

• If prerequisites are not satisfied, perform one of the following actions:
– Select Cancel to exit the wizard. Install the prerequisites or migrate an SMP/E environment to CSM where the

prerequisites are installed. Restart the installation.
– Open CSM in another browser window and install the prerequisites, or migrate an SMP/E environment to CSM

where the prerequisites are installed. When done, select Refresh on the Prerequisites step of the wizard. Then,
select the SMP/E environment and a target zone where the prerequisites are installed. Select Next to continue the
product installation.
You are prompted to confirm the selected SMP/E environment for the installation.

Select an SMP/E Environment

You select the SMP/E environment where you want to install your product in. You can create an SMP/E environment, or
you can select an existing SMP/E environment from your working set. You can configure your working set from the SMP/E
Environments tab.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

If you select an SMP/E environment being used in CSM by another user, a notification message appears. You are
prevented from performing any actions on the SMP/E environment. You can wait until the notification message disappears
and the SMP/E environment becomes available or can select Cancel to select another SMP/E environment.

1. On the SMP/E Environment step, substep 1, take one of the following steps:
– Select Create a New SMP/E Environment to create an SMP/E environment.
– Select an existing SMP/E environment from your working set.

• If no existing SMP/E environment appears, exit the wizard, configure your working set, and restart the wizard.
• If your product has the installed prerequisites, the SMP/E environment with the installed prerequisites that

you selected at the Prerequisites step of the wizard is preselected for you. You cannot select another SMP/E
environment. You cannot create a SMP/E environment.

NOTE
When you install a product in an existing SMP/E environment where HOLDDATA is received, the
product installation may fail.

2. Select Next.
You are prompted to complete one of the following tasks:
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• Create an SMP/E environment
• Review parameters of an existing SMP/E environment.

Create an SMP/E Environment

You can create an SMP/E environment while you are installing a product. During the process, you are asked to specify the
following information:

• The SMP/E environment name and the prefix of the CSI data set in CSM
• Data set allocation parameters

You can specify data set allocation parameters collectively for all SMP/E data sets, target libraries, and distribution
libraries that are allocated during product installation. You allocate data sets using one of the following methods:

• Allocate data sets using SMS parameters.
• Allocate cataloged data sets using UNIT and optionally VOLSER.
• Allocate uncataloged data sets using UNIT and VOLSER.

If you allocate uncataloged data sets, specify a VOLSER. Based on the value that you enter, CSM performs the following
validations to ensure integrity of the installation:

• The value of VOLSER must specify a mounted volume.
• You must have ALTER permissions for the data sets with the entered high-level qualifier (HLQ) on the volume that

VOLSER defines.
• To test allocation, CSM temporarily allocates one of the uncataloged data sets that are allocated during the installation.

a. The data set is allocated with one track for both primary and secondary space.
b. CSM verifies that the data set has been allocated on the specified volume.
c. The data set is deleted.
If the data set allocation fails or the data set cannot be found on the specified volume, you cannot proceed with the
product installation wizard.

1. On the SMP/E Environment step, substep 2, review and specify the following parameters as applicable:
SMP/E Environment Name

Defines the SMP/E environment name.
Data Set Name Prefix

Defines the prefix for the name of the CSI VSAM data set.
Catalog

Defines the name of the SMP/E CSI catalog.
Cross-Region

Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all SMP/E data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ). The low-level qualifiers cannot be changed.

DSN Type
Specifies the DSN type for allocating SMP/E data sets.
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SMS Parameters / Data Set Parameters
Specifies if this SMP/E environment is using SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment appear.

Review Parameters of an Existing SMP/E Environment

When you use an existing SMP/E environment to install your product, you review the SMP/E environment parameters.
If applicable, you also specify parameters for any new data sets to be allocated while installing a product. During the
process, you are asked to review allocation parameters for new data sets, which you can customize for each data set. The
existing data sets remain intact.

The Software Installation Service (SIS) determines which data sets exist and which must be allocated for the installation
using an existing SMP/E environment. If the SIS determines that new data sets must be allocated, you are prompted to
specify the data set allocation parameters. The data set allocation parameters are prepopulated with the values from the
existing data set that was found first.

1. On the SMP/E Environment step, substep 2, review the current SMP/E environment parameters and allocation
parameters for data sets that must be added to the SMP/E environment. Update the information as applicable.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment, if any,
appear.

Set Up SMP/E Environment Parameters

When creating an SMP/E environment for your product installation, you specify SMP/E environment parameters.
When using an existing SMP/E environment for installing your product, you review and, if necessary, update its SMP/E
environment parameters.

You can assign different prefixes to each newly allocated data set during the installation process.

1. On the SMP/E Environment step, substep 3, specify whether to use SMS parameters (Storage Class, Management
Class, Data Class) or Unit parameters for allocating work DDDEFs for the SMP/E environment. Complete the
appropriate fields.
The allocation parameters that you specify for work DDDEFs are applied only to new work DDDEFs that are created
during the installation. The existing work DDDEFs, if any, remain intact.

NOTE
The settings for allocating work DDDEFs are globally defined on the System Settings, Software
Installation tab. You must have the appropriate access rights to be able to modify these settings.

2. Review the data set names if any appear. Select the Override link to change the high-level qualifier of the data set
name and the allocation parameters. Select OK.

3. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

4. Select Next.
You are prompted to select a target zone to use.
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Select a Target Zone

You select a target zone in the SMP/E environment where you want to install your product. You create a target zone or
select an existing target zone in the SMP/E environment (if you use an existing SMP/E environment).

1. On the Target Zone step, substep 1, perform one of the following actions:
– Select Create a New Target Zone to create a target zone.
– Select an existing target zone in the SMP/E environment.

This option is available only if you selected to use an existing SMP/E environment.

WARNING

• If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

• If your product has the installed prerequisites, the target zone of the SMP/E environment with the installed
prerequisites that you selected at the Prerequisites step of the wizard is preselected for you. You cannot
select another target zone. You cannot create a target zone.

2. Select Next.
You are prompted to create a target zone or use an existing target zone.

Create a Target Zone

You can create a target zone in a new or an existing SMP/E environment where you install your product. The target zone
parameters are prepopulated with the values that are entered for the SMP/E environment. You can change data set
allocation parameters.

You can specify a different SMP/E environment data set to be used for a new target zone.

1. On the Target Zone step, substep 2, review and specify the target zone SMP/E parameters as applicable.
Target Zone Name

Defines the name for the target zone.
Create New CSI Data Set

Specifies that a new CSI data set will be created for the target zone.
Data Set Name Prefix

Defines the prefix for the name of the target zone data set. This field is only enabled when you have selected the
Create New CSI Data Set check box.

Catalog
Defines the name of the SMP/E target zone catalog. This field is only enabled when you have selected the Create
New CSI Data Set check box.

Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all target zone data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ) and they cannot be changed.

DSN Type
Specifies the DSN type for allocating target zone data sets.
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SMS Parameters / Data Set Parameters
Specifies if this target zone uses SMS parameters (Storage Class, Management Class, Data Class) or data set
parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the target zone appears.

Use an Existing Target Zone

When using an existing target zone for installing your product, you review and, if necessary, update its parameters.

1. On the Target Zone step, substep 2, review the current target zone parameters and allocation parameters for data
sets that must be added. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
If there are any data sets to be created for the target zone, a list of data sets appears. If the list is empty, no new data
sets are going to be allocated.

Set Up Target Zone Parameters

When creating a target zone in the SMP/E environment for your product installation, specify target zone parameters.

1. On the Target Zone step, substep 3, review the data set names if any appear. Select the Override link to change the
high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If more parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You are prompted to confirm the distribution zone.

Confirm a Distribution Zone

You must confirm a distribution zone of the SMP/E environment where you want to install your product. Depending on
whether you created a target zone or you selected an existing target zone, create a distribution zone or select an existing
distribution zone in the SMP/E environment.

1. On the Distribution Zone step, substep 1, review the selected option for the distribution zone.
– If you are using an existing target zone, the related distribution zone is automatically selected. You cannot select

other distribution zones or cannot create one.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

– If you are creating a target zone, you can create a distribution zone or you can select an existing distribution zone.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the
new target zone. This action breaks the relationship from the previous target zone that was related to
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this distribution zone. You cannot accept maintenance packages from the previous target zone to this
distribution zone using CSM.

2. Select Next.
You are prompted to set up the distribution zone.

Create a Distribution Zone

You can create a distribution zone that is related to the newly created target zone. The distribution zone parameters are
prepopulated with the values that are entered for the SMP/E environment. You can change data set allocation parameters.

You can specify a different SMP/E environment data set to be used for the new distribution zone.

You can also specify the same SMP/E environment data set as the one that you specified for the target zone. In that case,
the target and distribution zones share the SMP/E environment data set. The SMP/E environment data set is allocated
using the parameters that you have defined when specifying the target zone.

1. On the Distribution Zone step, substep 2, review and specify the following parameters as applicable:
Distribution Zone Name

Defines the name for the distribution zone.
Create New CSI Data Set

Specifies that a new CSI data set is created for the distribution zone.
Data Set Name Prefix

Defines the prefix for the name of the distribution zone data set. This field is only enabled when you have selected
the Create New CSI Data Set check box.

Catalog
Defines the name of the SMP/E distribution zone catalog. This field is only enabled when you have selected the
Create New CSI Data Set check box.

Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all distribution zone data sets that are allocated during installation.
Product packaging defines the low-level qualifiers (LLQ) that cannot be changed.

DSN Type
Specifies the DSN type for allocating distribution zone data sets.

SMS Parameters / Data Set Parameters
Specify if this distribution zone is to use SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog). Complete the applicable fields.

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the distribution zone appears.
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Use an Existing Distribution Zone

You can use an existing distribution zone that is related to the existing target zone you selected, or with a new target zone.
The distribution zone parameters are prepopulated with the values that are entered for the SMP/E environment. You can
change data set allocation parameters.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the new target
zone. This action breaks the relationship from the previous target zone that was related to this distribution zone.
You cannot accept maintenance packages from the previous target zone to this distribution zone using CSM.

1. On the Distribution Zone step, substep 2, review the current distribution zone parameters and allocation parameters
for data sets that you want to add. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
If there are any data sets to be created for the distribution zone, a list of data sets appears. If the list is empty, no new
data sets are going to be allocated.

Set Up Distribution Zone Parameters

When creating a distribution zone in the SMP/E environment where you want to install your product, specify distribution
zone parameters.

1. On the Distribution Zone step, substep 3, review the data set names if any appear. Select the Override link to
change the high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You see a summary of the installation task.

Start the Installation

After you complete setting up the SMP/E environment and its zones, you are ready to start the installation.

To start the installation, review the summary on the Summary step, and select Install.

A dialog that shows the progress of the task opens. When the task completes, Select Show Results on the Progress tab
to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on the
Tasks tab.

You completed the product installation. You can now start maintaining the installed products.

Install Maintenance
After you have successfully installed any Broadcom mainframe product software, check for important product
maintenance that may have been released after the product installation package was prepared. The product releases are
built and maintained using standardized SMP/E packaging and installation procedures. These procedures include error
and FIXCAT HOLDDATA, new product features, and product interoperability validation. PTFs that pass interoperability test
criteria are released monthly and designated as CARS.

You can install the following types of maintenance:
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• Corrective maintenance that fixes an issue.
• Preventive maintenance to avoid problems that others have reported or to provide a compatibility fix for hardware and

software.
• FIXCAT maintenance to support a particular hardware device, software release, or new product function.

WARNING
You can initiate a maintenance installation activity at any time using z/OSMF Software Update, SMP/E JCL, or
CSM. However, before you do so, we recommend that you obtain the current SMP/E HOLDDATA.

See Broadcom Mainframe Product Maintenance for a list of solutions that have been published within the last year. From
this page, you can search solutions for all Broadcom mainframe products by product name, date, or keyword. You can
also search for new product features or by a CARS level (CARSID). You can also find HIPER or PE PTFs and security
or integrity PTFs. Once you have your list, you can download in Excel or CSV format. To download PTFs automatically
without having to search regularly on the portal, use SMP/E Receive Order. To create a service order request online from
Broadcom Support, Use the Create Service Order Online Interface.

For a comprehensive collection of articles that are dedicated to all mainframe maintenance concepts and procedures, see
Mainframe Common Maintenance Procedures.

Maintain Products Using z/OSMF Software Update
As a systems programmer, you are responsible for keeping your systems current with product maintenance to ensure
optimal system usage. To do so, use IBM z/OSMF Software Update. Software Update provides an easy to follow wizard
that guides systems programmers of all levels through the maintenance process. z/OSMF Software Update offers a
modern approach to software maintenance and provides the following features:

Corrective Service Installs a software update to fix an issue.
Preventive Service Installs vendor-recommended software updates.

FIXCAT Installs software updates (Fix Categories) that provide a new function to a system.

NOTE
We are not adding new features to CSM. We recommend that you use z/OSMF Software Update to apply
maintenance to z/OS software.

Prerequisites

Ensure that you meet the following software requirements before you use Software Update:

• Configure z/OSMF as described in the IBM documentation and address the z/OSMF security requirements for ACF2,
Top Secret, or IBM RACF as applicable.

• Apply all z/OSMF Software Update-related maintenance from IBM.
• Register your SMP/E environments (CSIs) in z/OSMF Software Management. For more information, see Software

Management task in the IBM documentation.
TIP
A migration tool is provided to help you register existing CSM and non-CSM CSIs as new software instances
in z/OSMF. For more information about the migration tool, see Migrate SMP/E Environments into z/OSMF.

• Download and receive maintenance, HOLDDATA, and CARS maintenance for your products. As a best practice, we
recommend that you do so on a daily or weekly basis and that you automate this process using SMP/E Receive Order
(see Configure SMP/E Internet Service Retrieval). You can also perform these tasks manually from Broadcom Support
or Use the Create Service Order Online Interface.

NOTE
You can only apply maintenance for SYSMODs that are already received in the GLOBAL zone of the CSI.
IMPORTANT
The ASSIGN statements for CARS maintenance are not cumulative. To install the latest CARS maintenance,
download all YEARLY ASSIGN files, and then download the monthly ASSIGN files as needed.
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Use Software Update

Log in to your instance of z/OSMF and click the Software Update icon on the desktop. If the Software Update icon does
not appear on the desktop, open the App Center in the bottom-left corner.

You can now maintain software instances, using the z/OSMF Software Update functionality. For more information about
how to use Software Update, see Software Update in the IBM documentation.

Maintain Products Using SMP/E JCL
As a System Programmer, your responsibilities include maintaining products and maintenance packages in your
mainframe environment. You can download, receive, apply, and accept maintenance manually.

The following table shows product-specific high-level qualifier value to use instead of the <hlq> variable in the following
procedure:

Product Name <hlq> value
Datacom CICS Services DCC
Datacom Server AYT
IPC IPC
Ideal for Datacom IDL

Download and Receive Maintenance

Maintenance and HOLDDATA is available at Broadcom Support. After you complete the maintenance process, the
product is ready to deploy.

Use this procedure during product installation and for ongoing preventive maintenance in non-installation use cases
according to your maintenance strategy.

Follow these steps:

1. Select your download option:
Download maintenance using the SMP/E Internet Service Retrieval

This option uses the IBM SMP/E RECEIVE ORDER command to download Broadcom Mainframe product
maintenance over the Internet, by securely submitting an order for PTFs and HOLDDATA to a remote Broadcom
server. This service eliminates the manual steps that are required to download maintenance from Broadcom
Support. The orders are fulfilled based on the status of your SMP/E environments. Based on your order criteria,
all PTFs and their requisites are downloaded automatically and received to your system.
To use this download option, see Configure SMP/E Internet Service Retrieval. After your PTFs are downloaded
and received, you are ready to Apply and Accept Maintenance (go to Step 15).

Download maintenance manually from Broadcom Support
With this option, you manually select PTFs and build a package for all applicable PTFs and requisites. You then
use the CAUNZIP utility to unpackage and receive the files. This utility processes ZIP packages directly on z/OS
without the need for an intermediate platform, such as a Microsoft Windows workstation. The utility resides in
yourCCSHLQ.CAW0JCL(CAUNZIP). To use this download option, you must be running Common Components
and Services Version 15.0. Review the CAUNZIP requirements and then go to Step 2.

2. Log in to Broadcom Support and select Mainframe Software.
3. Enter the PTF Solution ID or complete either of the following steps to search from the product page:

– Enter the product name to display the product page. Select the SUPPORT tab, and then select Download.
– Select Product Downloads, enter the product name or select the product from the list.
Your product entry opens at the Product Download tab.

4. Select Solution Download.
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5. Select the applicable software release.
A list of published solutions is displayed.

6. Select ADD ALL TO CART or locate the solution or solutions you want in the list and select Cart, HTTP, or FTP
(recommended).

TIP
For more information about download methods and locations, see Downloading Products.

7. Run the CAUNZIP utility.
CAUNZIP unzips the package of published solutions and creates an SMPNTS file structure that the SMP/E RECEIVE
FROMNTS command can process. After execution completes, the ZIPRPT data set contains the summary report. The
summary report:
– Summarizes the content of the product order ZIP file.
– Details the content of each data set and the z/OS UNIX files produced.
– Provides a sample job to receive the PTFs in your order.

8. Review the sample job that is provided in the CAUNZIP output ZIPRPT file.
9. Cut and paste the JCL into a data set.
10. Specify your SMP/E CSI on the SMPCSI DD statement.
11. Submit the job to receive the PTFs in your order.
12. Verify that you have the values from the base installation in the <hlq>SEDIT macro, which you customized in the

installation steps.
13. Open the SAMPJCL member <hlq>7RECH in an edit session and execute the <hlq>SEDIT macro from the command

line.
NOTE
Update <hlq>7RECH SAMPJCL to download the HOLDDATA file.

<hlq>7RECH is customized.
14. Submit <hlq>7RECH.

The job downloads the external HOLDDATA file.
15. Apply and accept corrective maintenance.
16. (Optional) Apply and accept Recommended Service (CARS) maintenance.

Apply and Accept Maintenance

After downloading and receiving your maintenance package, use this procedure to apply and optionally accept corrective
maintenance.

Follow these steps:

1. Open the SAMPJCL member <hlq>8APYP in an edit session and execute the <hlq>SEDIT macro from the command
line.
<hlq>8APYP is customized.

2. Submit <hlq>8APYP.
The PTFs are applied.

3. (Optional) Open the SAMPJCL member <hlq>9ACCP in an edit session and execute the <hlq>SEDIT macro from the
command line.
<hlq>9ACCP is customized.

4. (Optional) Submit <hlq>9ACCP.
The PTFs are accepted.

NOTE
You do not have to submit the job now. You can accept the PTFs according to your site policy.

Corrective maintenance is complete. You can now optionally apply CARS maintenance.
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Apply Recommended Service (CARS) Maintenance

Use this procedure to apply CARS maintenance as a part of managing preventive maintenance.

NOTE
For more information about CARS maintenance, see Recommended Service for z/OS (CARS) in the Mainframe
Common Maintenance Procedures documentation.

Follow these steps (for CICS, IPC and IDEAL):

1. Download the ASSIGN statements:
a. Determine which ASSIGN statements to download.

• The yearly CARS ASSIGN statements are stored in the following file:
ftp.broadcom.com/pub/ASSIGN/YEARLY/YEARyyyy.TXT

• The monthly CARS ASSIGN statements are stored in the following file:
ftp.broadcom.com/pub/ASSIGN/CARyymm.TXT

b. Open the SAMPJCL member <hlq>7CARS in an edit session, update <hlq>7CARS SAMPJCL to download
ASSIGN statements from Broadcom Support, and execute the <hlq>SEDIT macro from the command line.
<hlq>7CARS is customized.

2. Submit <hlq>7CARS.
The job downloads the CARS ASSIGN statements.

3. Open the SAMPJCL member <hlq>7RECP in an edit session, manually add the data set that contains the ASSIGN
statements to the SMPPTFIN DD, and execute the <hlq>SEDIT macro from the command line.
<hlq>7RECP is customized.

4. Submit <hlq>7RECP.
The job receives the external HOLDDATA file and CARS ASSIGN statements.

5. Open the SAMPJCL member <hlq>8APYP in an edit session and execute the <hlq>SEDIT macro from the command
line.
<hlq>8APYP is customized.

6. Submit <hlq>8APYP.
The PTFs are applied.

7. (Optional) Open the SAMPJCL member <hlq>9ACCP in an edit session and execute the <hlq>SEDIT macro from the
command line.
<hlq>9ACCP is customized.

8. (Optional) Submit <hlq>9ACCP to accept PTFs with the CHECK option. After successful completion, rerun ACCEPT
with the CHECK option removed.
The PTFs are accepted.

NOTE
You do not have to submit the job now. You can accept the PTFs according to your site policy.

Maintain Products Using CSM
Use the procedures in this topic to receive, apply, and accept maintenance for your products using CSM.

CSM provides a product list that lets you display the list of licensed product maintenance packages and to download these
packages. You can also manage external maintenance packages that were acquired outside of CSM so that they can be
applied using  CSM.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
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Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
that CSM will no longer function as of June 30, 2023. For full details, see the End of Life Announcement.If you
do not have CSM installed, we recommend that you install z/OSMF to manage your software. For installation
and usage details, see the IBM documentation and the Broadcom product installation best practices at
techdocs.broadcom.com.

NOTE
During your initial product installation, apply all product maintenance. Otherwise, you may have to repeat the
deployment and configuration processes.

The following diagram shows the maintenance process using CSM:

Use the following procedure to maintain products using CSM:

1. (Optional) Configure automatic HOLDDATA download.
2. (Optional) Configure CSM to reject unneeded maintenance.
3. Download product maintenance packages.

– (Optional) Configure CSM to perform automatic maintenance updates.
4. (Optional) Manage maintenance downloaded outside of CSM. As part of this management, you can also view the

aggregated package details.
5. Receive maintenance.
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6. (Optional) Reject maintenance.
7. Apply maintenance.

a. Consider whether you require a product USERMOD.
b. Review and process any unresolved HOLDDATA.
c. Apply CARS maintenance.
d. (Optional) Apply FIXCAT maintenance.

8. (Optional) Restore maintenance.
9. Accept maintenance.

– (Optional) Accept maintenance in GROUPEXTEND mode.

After you complete this process, the maintenance packages for your products are accepted.

You have deployed and configured a product across your enterprise. Now you are applying maintenance to this product.
Create a deployment and a configuration for this product to get this maintenance to your target systems.

Configure Automatic HOLDDATA Download

You can configure CSM to download automatically the available HOLDDATA that it uses for each maintenance installation.
You then have current information about what maintenance packages are marked as PE (PTF in Error).

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the HOLDDATA Settings section, select the Enable Automatic Updates checkbox.
3. Set up values for the following fields, and select Apply:
Owner of Update Task

Specifies the TSO user ID under which the update task is run.
Recurrence

Specifies how often the task recurs.
Update Software Catalog Every number of Days

or Update Software Catalog On day of week Every number of Weeks
Specifies the frequency of downloading HOLDDATA to your software catalog, in days or weeks, depending on the
value the Recurrence field.
Example: Imagine you set the recurrence for a specific number of days and you set the time that precedes the
current time. Then the first update occurs in the specified number of days at the specified time. For example, on
Monday at 10.30 am, you set the number of days to 3 and time to 07.00. The first update then occurs on the third
day, Thursday, at 7.00 am. When you set the time past the current time, the first update occurs on the same day
at the time set. For example, on Monday at 10.30 am, you set the number of days to 3 and time to 11.00. The first
update then occurs on that Monday at 11.00 am.

System Time
Specifies the system time when an automatic update occurs. The system time reflects your CSM application
server time zone. The TZ parameter within Tomcat startup libraries defines the time zone. If the TZ parameter is
not defined, the CSM application server time zone defaults to GMT - Greenwich Mean Time.
Local time is calculated based on the system time that you set.

NOTE
To download available HOLDDATA to the software catalog immediately, select Update Immediately.

The automatic HOLDDATA download is configured.
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Configure CSM to Reject Unneeded Maintenance from the SMP/E Environment

During the regular, FIXCAT, or CARS maintenance wizard execution, CSM may receive maintenance. Some maintenance
packages may not be directly associated with the maintenance that you want to apply.

You can configure CSM to reject the maintenance that was received but not applied during the wizard execution.

• If you exit the wizard before the maintenance installation started, CSM rejects the maintenance that has been received
during the wizard execution. The SMP/E environment is restored to the state that it had before you started the wizard.

• If you navigated through the wizard steps, started the maintenance installation task, and the task completed
successfully, CSM rejects the received but not applied maintenance that is not directly associated with the
maintenance that you have applied.

This process ensures that your SMP/E environments do not contain unneeded received maintenance.

1. Select the Settings tab, and select the Software Installation link under System Settings on the left side.
2. In the Maintenance Installation section, select the Reject Received Maintenance checkbox.
3. Select Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

CSM is configured to reject unneeded maintenance.

Download Product Maintenance Packages

You can download maintenance packages for installed products through the Products tab. You can download:

• All maintenance packages for a product
• Only maintenance packages that have been released from the time the product release was updated last

NOTE
The information for HIPERs and new maintenance on the Software Status tab is based on the current
information in your software catalog. Update the product list on a daily or weekly basis to keep it current.

WARNING

You can also download maintenance using the SMP/E Internet Service Retrieval. This option uses the IBM
SMP/E RECEIVE ORDER command to download Broadcom mainframe product maintenance over the Internet,
by securely submitting an order for PTFs and HOLDDATA to a remote Broadcom server. This service eliminates
the manual steps that are required to download maintenance from Broadcom Support. The orders are fulfilled
based on the status of your SMP/E environments. Based on your order criteria, all PTFs and their requisites are
downloaded automatically and received to your system.

To use this download option, complete the procedures to configure the SMP/E Internet Service Retrieval as
described in the Mainframe Common Maintenance Procedures documentation. After you set up this service, you
can use CSM to apply and accept your maintenance.

1. Verify that your CSM login user name is associated with a registered user of Broadcom Support on the Software
Acquisition Settings page.
CSM uses the credentials to access Broadcom Support.

2. Select the name of the product for which you want to download maintenance in the product list on the left side.
Maintenance information about the product appears in the Releases section on the right side.
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3. For the product release for which you want to download maintenance, select the Actions drop-down list to the right of
the release. Complete one of the following steps:
a. Select Update Product Release to download all maintenance packages for the product release.
b. Select Get Latest Maintenance to download only maintenance packages that have been released from the time

the product release was updated last.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are downloaded.

Configure CSM to Perform Automatic Maintenance Updates

You can configure CSM to perform automatic maintenance updates (downloading and receiving maintenance) for
products that are installed in an SMP/E environment.

Manage Maintenance Downloaded Outside of CSM

Sometimes you acquire maintenance packages, such as unpublished maintenance, PTF, APARs, and USERMODs,
outside of CSM. For example, you are validating a test PTF released for a product. You can add information about these
maintenance packages to CSM from the Products tab.

Adding these maintenance packages to CSM provides you with a complete view of all the maintenance for a product
release. After a package is migrated, you can use CSM to apply the maintenance.

Usually, the maintenance is placed as a single package. However, some Broadcom mainframe products still have older
aggregated maintenance packages that were released before December 31, 2013. An aggregated package is a file that
comprises several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts
all the nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package
is marked with the CUMULATIVE type.

When you insert an aggregated package, CSM assigns a fix number to it. The fix number is unique and contains eight
characters. The first two characters are AM (for Aggregated Maintenance) and a unique six-digit number follows. The
number value increases by 1 with each added aggregated package.

If the aggregated maintenance package has the same fix number as one of its nested packages, only the nested package
is added. The aggregated package itself is not available in the list of maintenance packages.

1. Select the Products tab, and select the product release for which the maintenance applies.
2. Select the Add External Maintenance button.
3. Specify one of the following package types and package details:
Data Set

Adds a maintenance package that is located in a z/OS data set with an LRECL of 80 and RECFM of FB.
UNIX File

Adds a maintenance package that is located in a USS directory in binary mode.
FTP File

Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading
a PTF to validate it.

FTP Host Specifies the FTP server where the maintenance package is located. Select a server from the list, or
provide your FTP server host.

FTP Port Specifies the FTP port number for the FTP server.
FTP Path Defines the FTP path where the maintenance package is located. Start the path with a forward slash

(/). Enter only a forward slash to specify the root directory.
Example: /outgoing/
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Maintenance Name Defines the maintenance package name.
Example: RO01111.bin

User Name Defines a valid user name to access the FTP location.
Password Defines a valid password to access the FTP location.

Solution
Adds a published solution on Broadcom Support.

NOTE
To add several data sets or UNIX file packages from the same location, use masking.

4. Select OK.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance package with the related information is saved in the CSM database. To see the added package, refresh
the page.

View Aggregated Package Details

You can view which nested packages are included in the aggregated package. The information includes the fix number,
package type, and package description.

NOTE
Aggregated maintenance packages were discontinued December 31, 2013. However, some Broadcom
mainframe products have aggregated maintenance packages that were released before this date.

1. Select the Products tab, and select the product release that has the aggregated package whose details you want to
view.

2. Select the Fix # link for the aggregated package.
The Maintenance Package Details dialog opens.

3. Select the Nested Packages tab.
A list of nested packages that the aggregated package contains appears.

Receive Maintenance

After maintenance has been downloaded for a product, you can receive the maintenance to the global zone of an SMP/E
environment where the related products are installed. Once received, maintenance packages can be applied.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment where you want to receive maintenance
packages.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to receive, and select the Receive link.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the receiving, and select Next.
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5. Review and adjust the receive list selections as required, and select Next.
6. Review the summary, and select Receive.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are received to the SMP/E environment global zone.

Reject Maintenance

You can reject a received maintenance package. Information about the maintenance package is removed from the SMP/E
environment global zone.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to reject maintenance.
2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria

defined.
3. Select the maintenance packages that you want to reject, and select the Reject link. You can filter out only received

packages.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the rejection, and select Next.
5. Review and adjust the rejected list selections as required, and select Next.
6. Review the summary, and select Reject.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are rejected. Information about the maintenance packages is removed from the SMP/E
environment global zone.

Apply Maintenance

After maintenance has been downloaded for a product, you can apply the maintenance to products that are installed in an
SMP/E environment.

WARNING
Before you apply maintenance, ensure that required file systems are mounted and that you have specified the
correct path to the DDDEFs that are contained in the file systems. The path must be the mount point of the zFS
file system, plus the directory /CA. For example, if the zFS file system is mounted at /broadcom/abc, the DDDEF
path must be /broadcom/abc/CA.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.
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While you work with an SMP/E environment, the SMP/E environment is locked and other CSM users cannot perform any
action against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes,
the lock releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to apply
maintenance to.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to apply, and select the Apply link.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Follow the instructions on the wizard to navigate through the wizard steps.
5. From the Summary step, review the summary, and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You have completed acquiring and applying maintenance. You can accept the applied maintenance (except USERMODs)
from the SMP/E Environments, Maintenance tab.

USERMODs

A product USERMOD can be provided as a published maintenance package downloaded during the Update Product
process. When CSM downloads a package including a ++USERMOD statement, it is loaded under the product with a
USERMOD type. You can install these packages using CSM but cannot accept them because they are not intended to be
permanent.

You can create a USERMOD manually, or we can provide an unpublished maintenance package as a USERMOD. In this
case, the USERMOD file, which contains the ++USERMOD statement and the body of the USERMOD, must be managed
as an externally downloaded package.

Unresolved HOLDDATA Processing

When you apply maintenance, review and process any unresolved HOLDDATA for the applied maintenance and its
prerequisites. The maintenance wizard displays all unresolved HOLDDATA and lets you review the HOLDDATA and
details about the HELD maintenance. You can then bypass the HOLDDATA or exclude the HELD maintenance. CSM
determines unresolved HOLDDATA by running SMP/E APPLY GROUP/GROUPEXTEND CHECK.

In the maintenance wizard, you can perform the following actions:

• Select HOLDDATA (HOLDDATA TYPE, REASON, or maintenance) to bypass it.
• Leave HOLDDATA unselected to exclude it. If you do not select a HOLDDATA entry checkbox, CSM excludes the

HELD maintenance from the processing.

If you exclude at least one HELD maintenance package, CSM runs an appropriate SMP/E APPLY GROUP/
GROUPEXTEND CHECK command to verify the processing. CSM verifies whether other maintenance requires the
excluded maintenance. If so, CSM also excludes it from processing.
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If the SMP/E APPLY GROUP/GROUPEXTEND CHECK command discovers further unresolved HOLDDATA, you are
notified about all unresolved HOLDDATA again. Select what HOLDDATA to bypass and what HELD maintenance to
exclude.

This iterative process repeats until all HOLDDATA is resolved or bypassed. You can then proceed to the next step.

A list of maintenance packages that are excluded during the processing of unresolved HOLDDATA is displayed in the
Summary step.

Apply CARS Maintenance

CSM lets you track and apply CARS maintenance for your products.

CARS is a set of maintenance packages that are installed and tested regularly on the Broadcom Mainframe Software
Division development, test, and production systems. Install CARS maintenance to keep your products current. Broadcom
releases CARS maintenance regularly. The release date determines the CARS maintenance level.

To learn about new CARS maintenance that is available, download the files that are listed for published CARS
maintenance. You can configure CSM to download these files automatically, or add CARS files manually. You can filter
this maintenance in the SMP/E Environments, Maintenance section based on information that is in the files. You can
also select the packages that are applicable within a CARS level.

You can apply particular CARS maintenance packages. You can update all products in an SMP/E environment.

A CARS file can list a maintenance package that the HOLDDATA marked as PE (PTF in Error). The CARS file can also
reflect a corrective maintenance package for this PE that is not listed in this CARS file. This situation can occur if a
maintenance package is found in error after the CARS file is published. The CARS processing continues as expected, and
the maintenance package that is marked as PE is not applied. However, the CARS level for the product is not updated to
the current level until you apply the corrective maintenance package to the SMP/E environment.

Configure Automatic CARS File Download

You can configure CSM to download available CARS files automatically. After download, the files are stored in a USS
directory under the software catalog.

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the CARS Setting section, select the Enable Automatic Updates checkbox.
3. Set up field values and select Apply.

NOTE
To download available CARS files to the software catalog immediately, select Update Immediately.

The automatic CARS file download is configured.

Add a CARS File

If you cannot automatically download available CARS files, add them to the software catalog manually. Use the Add
CARS File link. The files that were added manually are stored in the same USS directory as other files.

1. Download the CARS file using FTP from the Broadcom file server directly to your USS directory.
a. Connect to the FTP site at the following location:

https://ftp.broadcom.com/secureuser/downloads

b. Log in to ftp.broadcom.com as follows:
user name: anonymous
password: your-email-address
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c. Change to the following directory:
/pub/ASSIGNS

d. Change your download mode to ASCII.
e. Download the CARS file. These files appear in the format:

CARyymm.TXT

2. In the CSM web-based interface, select the Products tab, and select the Add CARS File link in the Actions section on
the left side.

3. Specify the USS path to the CARS file you want to add, and select OK.
Information about the CARS file is saved in the CSM Software Catalog USS database.

Apply CARS Maintenance to an SMP/E Environment

You can upgrade products that are installed in an SMP/E environment to a specific CARS level. During processing, CSM
verifies that maintenance packages that are associated with the selected CARS level can be applied to the products, and
then applies the packages.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to upgrade the CARS level for.

Select the Actions drop-down list to the right of the SMP/E environment, and select Upgrade CARS Level.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the CARS maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Apply FIXCAT Maintenance

CSM lets you select and apply maintenance for your products according to FIXCAT.

FIXCAT (fix category) associates a maintenance package to one or more categories of PTFs (for example, installation,
function, z/OS version, or communication).

FIXCAT data is provided in the same file as error HOLDDATA. Error HOLDDATA contains FIXCAT HOLDDATA statements
that assign a maintenance package to a category. Select a category, and CSM determines and applies associated
maintenance packages to the selected products installed in an SMP/E environment.

Masking Maintenance Categories

 84



 Installing

When you select maintenance categories in the wizard, you can use masking.

Use an asterisk (*), or a percent sign (%), or both to specify naming masks. An asterisk substitutes for any number of
symbols. A percent sign substitutes for one symbol.

For example:
System.z/OS.*

Selects all the categories whose names start with System.z/OS.
System.z/OS.%%

Selects all the categories under System.z/OS whose last segment consists of two symbols.

Apply Maintenance by FIXCAT Category

You can select and apply maintenance for your products based on FIXCAT using CSM.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to apply FIXCAT

maintenance. Select the Actions drop-down list to the right of the SMP/E environment, and select Update Using Fix
Categories.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary, and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the FIXCAT maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Restore Maintenance

You can restore (back out) an applied maintenance package (but not an accepted maintenance package).

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to restore
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to restore, and select the Restore link. You can filter out only applied
packages.
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NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the restoring, and select Next.
5. Review and adjust the list selections as required. Select Zones to review and adjust the zones where the maintenance

is restored from. You can only perform maintenance actions on zones you select here. Select OK to confirm the
selection and return to the wizard, and select Next.

6. Review the prerequisites if they exist, and select Next. CSM restores these prerequisites as part of the maintenance
restoring process.

7. Review the summary, and select Restore.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are restored.

Accept Maintenance

After maintenance has been applied, you can accept the maintenance for products that are installed in an SMP/E
environment. You cannot accept USERMODs.

Use this procedure to accept the maintenance in GROUP mode.

WARNING
Before you start, update the HOLDDATA in your software catalog. To do so, select Update HOLDDATA in the
Actions section on the Software Catalog page. You can also set up the automatic HOLDDATA download as
described previously in this article.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to accept
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to accept, and select the Accept link.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the maintenance, and select Next.
5. Review and adjust the accept list selections as required. Select Zones to review and adjust the zones where the

maintenance is accepted. You can only perform maintenance actions on zones you select here. Select OK to confirm
the selection and return to the wizard, and select Next.

6. Select the installation mode for the selected maintenance, and select Next.
7. Perform one of the following actions to address prerequisites:
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– If no prerequisites exist, select Next. A list of HOLDDATA appears.
– If prerequisites exist and are available, review them, and Select Next. A list of HOLDDATA appears. The

prerequisites are accepted as part of the process.
– If a prerequisite is not available, the wizard cannot continue. Select Cancel to exit the wizard. Acquire the

prerequisite and restart the process.
8. Review HOLDDATA entries, if they exist. Select Export Table to open all HOLDDATA information for all selected

maintenance in a separate browser window. Selecting Export Table is similar to running the LIST SYSMODS
HOLDDATA command within your SMP/E environment.

9. Select Next.
SMP/E work DDDEFs of SMPWRKx and SYSUTx, with their allocation parameters, are listed.

10. Review the work DDDEF allocation parameters, and edit them, if necessary, to verify that sufficient space is allocated
for them during the maintenance acceptance:

NOTE
Changes in the allocation parameters apply to the current maintenance processing only.

1. Select Override for a DDDEF to edit its allocation parameters.
A pop-up window opens.

2. Make the necessary changes, and select OK to confirm.
The pop-up window closes, and the DDDEF entry is selected in the list indicating that the allocation parameters
have been overridden.

You can also:

• Update allocation parameters for the DDDEFs automatically by select Resolve Overrides.
CSM provides values for all DDDEFs based on the total size of the selected maintenance packages being
accepted. All DDDEF entries are selected in the list indicating that the allocation parameters have been overridden.

NOTE
To edit the allocation parameters for a DDDEF after automatically updating them with the Resolve
Overrides button, select Override. Make the necessary changes. Select OK to confirm and return to the
wizard.

• Cancel a parameter update for any DDDEF by clearing its checkbox.
11. (Optional) Select View SMP/E Work DDDEFs to review SMP/E work DDDEF and their allocation parameters for the

selected SMP/E environment zones. Select Close to return to the wizard.

NOTE
Sometimes, the allocation parameters differ from the allocation parameters that you obtained using the
Resolve Overrides button.

Select Next.
12. Review the summary, and select Accept.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens and you can view the action details.

The maintenance packages are accepted.

Accept Maintenance in GROUPEXTEND Mode

CSM lets you invoke the SMP/E utility with the GROUPEXTEND option enabled for accepting maintenance.

When you accept maintenance in GROUPEXTEND mode, the following installation modes are available:
Accept Check

Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode.
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Accept
Accepts the maintenance to the selected SMP/E environment in GROUPEXTEND mode.

Accept Check and Accept
Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode. Then
accepts it if possible.

For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or HOLDDATA
prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets you check if any
prerequisites or HOLDDATA exist and report them in the task output.

How Maintenance in GROUPEXTEND Mode Works

Accept maintenance in GROUPEXTEND mode in the following sequence:

1. Apply all maintenance packages that you want to include by the GROUPEXTEND option.
2. Run the maintenance in Accept check mode.

– If the task fails, review SMPOUT in the task output. Review if there are missing (not applied) maintenance
packages or HOLDDATA that must be resolved or bypassed.

– If the task succeeds, review SMPRPT in the task output. Review what maintenance packages were found and
accepted.

3. Run the maintenance in Accept mode. Specify the maintenance packages that you want to exclude and HOLDDATA
that you want to bypass, if any exist.
The followings options are available for bypassing HOLDDATA:
– HOLDSYSTEM
– HOLDCLASS
– HOLDERROR
– HOLDUSER

You can run the maintenance in Accept mode in the same CSM session after Accept check mode is completed. The
values that you entered for Accept check mode are then prepopulated on the wizard dialogs.

Accept Maintenance with the GROUPEXTEND Option Enabled

You can accept maintenance (except USERMODs) with the GROUPEXTEND option enabled.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment holding the maintenance packages that you
want to accept in GROUPEXTEND mode.

2. Select Maintenance.
Maintenance packages available for the products are listed. If you do not see any maintenance packages, verify that
you have maintenance view criteria defined.

3. Select the maintenance packages that you want to accept in GROUPEXTEND mode, and select the Accept
GROUPEXTEND link.

NOTE
If you select an SMP/E environment that is being used by another user, a notification message appears. You
are prevented from performing any actions on the SMP/E environment. Wait until the notification message
disappears and the SMP/E environment becomes available, or select Cancel to select another SMP/E
environment.

4. Review the information about the maintenance, and select Next.
The packages that you want to accept are listed.
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NOTE
Select a link in the Status column for a maintenance package, if available, to review a list of zones. The
zones indicate where the maintenance package is received, applied, or accepted. Select Close to return to
the wizard.

5. Review the packages, and select Next.

WARNING
For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or
HOLDDATA prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets
you review if any prerequisites or HOLDDATA exist and report them in the task output. Run the maintenance
in Accept check mode first.

6. Read the information that is displayed on this tab, and select Next.
The installation options appear.

7. Specify installation options as follows, and select Next:
a. Select the installation mode for the selected maintenance.
b. Review the GROUPEXTEND options and select the ones that you want to apply to the maintenance:

NOAPARS
Excludes APARs that resolve error reason ID.

NOUSERMODS
Exclude USERMODs that resolve error reason ID.

c. (Optional) Enter maintenance packages that you want to exclude in the Excluded SYSMODs field. You can enter
several packages, separate them by a comma.

The Bypass HOLDDATA step of the wizard appears.
8. (Optional) Enter the BYPASS options for the HOLDDATA that you want to bypass during the maintenance installation.

You can enter several BYPASS options, separate them by a comma.
9. Select Next.
10. Review the summary, and select Accept GROUPEXTEND.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE

• If you run the maintenance installation in Accept check mode and the task succeeds, review SMPRPT in
the task output. Review what maintenance packages were found and accepted.

• If you run the maintenance installation in Accept check mode and the task fails, review SMPOUT in the
task output. Review if there are missing (not accepted) maintenance packages or HOLDDATA that must
be resolved or bypassed.

You completed maintaining products with CSM.

HOLDDATA
HOLDDATA (ERROR) is generated when a problem is found with an existing PTF that is no longer suitable for installation.
We use HOLDDATA to notify your SMP/E system of SYSMODs that have errors or special conditions.

We support system and external HOLDDATA. When you apply maintenance, you typically encounter SMP/E HOLDDATA.
We use HOLDDATA to notify your SMP/E system of SYSMODs that have errors or special conditions. We support system
and external HOLDDATA.

System HOLDDATA
System HOLDDATA indicates data that is an in-stream part of the SYSMOD, informing you of special conditions. The
following reasons are used with SYSTEM HOLDDATA for your product.
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Action
Indicates that you must perform special processing before or after you apply this SYSMOD.

AO
Affects automated operations. It changes the message identifier or the displacement of a field inside the
message.

DB2BIND
Indicates that DBRMs have changed and packages must be rebound.

DDDEF
Indicates that data sets and DDDEFs are being added or modified.

DELETE
Deletes the SYSMOD load module. You cannot reverse this type of SYSMOD with the SMP/E RESTORE
command.

DEP
Indicates a dependency for this SYSMOD that you must externally verify.

DOC
Indicates a documentation change with this SYSMOD.

DOWNLD
Indicates that some or all the elements that this SYSMOD delivers are to be downloaded to a workstation.

DYNACT
Describes the steps to dynamically activate this fix without performing an IPL.

EC
Indicates that this SYSMOD requires a hardware engineering change. An EC hold SYSMOD usually does not
affect the product unless the EC is present on the hardware device.

ENH
Introduces a small programming enhancement. The hold contains the instructions to implement the enhancement.
If no action is required to implement the enhancement, give a summary of the enhancement.

EXIT
Indicates that changes delivered by this SYSMOD require reassembly of user exits.

EXRF
Indicates that the SYSMOD must be installed in both the Active and Alternate Extended Recovery Facility
Systems.

IPL
Indicates that an IPL is required for this SYSMOD to take effect. This option is used only when there is no
alternative for dynamic activation.

MSGSKEL
Indicates that the SYSMOD contains internationalized message versions that must be run through the message
compiler for each language.

MULTSYS
Apply this SYSMOD to multiple systems for pre-conditioning, coexistence, or exploitation.

RESTART
Indicates that after applying this SYSMOD, the site must perform a special restart as opposed to a routine restart.

SQLBIND
Indicates that a bind is required for a database system other than DB2.
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External HOLDDATA

External HOLDDATA is not part of the PTF. The HOLDDATA resides in a separate file and contains both error and FIXCAT
HOLDDATA. The error HOLDDATA is used for SYSMODs that have been distributed and later are discovered to cause
problems. The FIXCAT HOLDDATA helps identify maintenance that is required to support a particular hardware device,
software, or function.

Download the external HOLDDATA from Broadcom Support to a DASD file, and allocate the file to the SMPHOLD
DD statement. To take care of the external HOLDDATA, receive it into your SMP/E environment. SMP/E receives the
HOLDDATA from Broadcom-supplied jobs.

You can find JCL to download the external HOLDDATA in your SAMPJCL member. Open <hlq>7RECH in an edit session
and execute the <hlq>SEDIT macro on the command line. Then, submit the JCL.

Error HOLDDATA

If a SYSMOD has unresolved error HOLDDATA, SMP/E does not install it unless you add a bypass to your APPLY
command. You can bypass error HOLDDATA in situations that are not applicable to you. Error HOLDDATA that is not
applicable to you can include a problem that happens only with a hardware device that you do not have or in a product
feature that you do not use.

When Broadcom publishes a SYSMOD that resolves the error HOLDDATA, the resolving SYSMOD supersedes the error
HOLDDATA. This action lets you apply the original SYSMOD with the fixing SYSMOD.

The only manual task is running a REPORT ERRSYSMODS. This report identifies the following:

• Any held SYSMODs already applied to your system
• Any resolving SYSMODs that are in RECEIVE status

SMP/E identifies the SYSMOD to apply to correct the situation.

FIXCAT HOLDDATA

Broadcom provides FIXCAT HOLDDATA to help identify maintenance that is required to support a particular hardware
device, software, or function. Fix categories are supplied as SMP/E FIXCAT HOLDDATA statements. Each FIXCAT
HOLDDATA statement associates an APAR and its related fixing PTF to one or more fix categories.

Parameters for Post-Installation Jobs for Datacom CICS Services
Parameters that are required for the configuration and post-install job procedures for Datacom CICS Services. You can
print this worksheet or the CAB1SAMP member @B1WKSHT to record your site values when installing the product.

Parameter Description Default Value Your Value

1. What accounting information
is required in the JCL JOB
statement?

JOB-ACCT

2. What is the programmer name
for the JCL JOB statement?

PGMR

3. What are the parameters to go
on the first continuation of the
JCL JOB statement?

JOBCARD2

4. What are the parameters to go
on the second continuation of
the JCL JOB statement?

JOBCARD3

5. What are the parameters to go
on the third continuation of the
JCL JOB statement?

JOBCARD4
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Parameter Description Default Value Your Value

6. What high-level qualifier is
used to prefix the Datacom
CICS Services SMP/E Target
libraries?

CAI.THLQ

7. What high-level qualifier is
used to prefix the CUSTOM
Target libraries used for custom
assemblies/links (for example,
DBCVTPR)?

CAI.CHLQ

8. What high-level qualifier is used
to prefix the new Datacom CICS
Services data sets?

CAI.HLQ

9. What is the data set name of
the Distribution Macro Library
for the Datacom/DB Database
macros that are used in the
Datacom CICS Services
DBCVTPR assemblies?

CAI.DHLQ.AABDMAC

10. What is the unit name of the
device for temporary work
DSNs?

SYSDA

11. What DASD volume serial name
is used for the Datacom CICS
Services INSTJCL Library? (" "
for managed DSNs)

VOL=SER=DASD01

12. What DASD type for the volume
used for the INSTJCL Library?
(for example, "SYSDA", "3380",
"3390")

B1UNI1

13. What DASD volume serial name
is used for the Datacom CICS
Services LOG and AUXTRACE
files and the custom library data
sets?
(" " for managed DSNs)

VOL=SER=DASD02

14. What DASD type is the volume
for the Datacom CICS Services
transient data sets and the
custom library data sets?
(for example, "SYSDA", "3380",
"3390")

B1UNI2

15. What is the data set name of the
CICS Load Library?

CICS.SDFHLOAD

16. What is the data set name of the
CICS CSD?

CICS.DFHCSD

17. What is the name of the group
list for CICS?

CICSGRPL

18. What is the name of the linkage
editor module for link editing?

IEWL

19. What is the name of the
Assembler module?

ASMA90
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Parameter Description Default Value Your Value

20. What is the name of the utility
program for copying PDS data
sets?

IEBCOPY

21. What is the name of the utility
program for allocating data
sets?

IEFBR14

22. What is the name of the SMP/E
distribution zone?

IEBUPDTE

Parameters for Post-Installation Jobs for Ideal for Datacom
Print the following worksheet (or print the SAMPJCL PDS member @ILWKSHT) and fill in the values for the parameters
that are used during installation of Ideal for Datacom.

Parameter Description Default Value Your Value

1. What high-level qualifier is used
to prefix the other SMP/E and
distribution library data sets?

PRODHLQ

2. What high-level qualifier is
used to prefix the CUSTOM
libraries for custom assembly/
link-edits (for example, IDOPTS,
IDSYSF)?

CAI.CHLQ

3. What high-level qualifier is used
to prefix the Ideal for Datacom
VLS libraries IDDVW, IDDAT,
source, object, panel, and the
trace file ADRTRC?

CAI.HLQ

4. What high-level qualifier is used
to prefix the existing Ideal for
Datacom custom data sets?

CAI.PCHLQ

5. What high-level qualifier is used
to prefix the existing Ideal for
Datacom target libraries?

CAI.PTHLQ
&ILPTHLQ=' '

6. What high-level qualifier is
used to prefix the existing IPC
data sets for upgrade installs?

CAI.PHLQ

7. What high-level qualifier is used
for the Target Library for the IPC
product?

CAI.IHLQ

8. What high-level qualifier is
used to prefix the IPC custom
libraries?

CAI.ICHLQ

9. What high-level qualifier is used
to prefix the VLS data sets?

CAI.VHLQ

10. What high-level qualifier is used
to prefix the Datacom/DB target
data sets?

CAI.DHLQ
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Parameter Description Default Value Your Value

11. What high-level qualifier is
used to prefix the Datacom/DB
custom data sets?

CAI.DCHLQ

12. What is the unit name of the
device for temporary work dsns?

SYSDA

13. What DASD volume serial name
is to be used for the Ideal for
Datacom Backups and VLS
files?

VOL=SER=DASD02,

14. What DASD type is the ILVOL2
volume (for example, 'SYSDA,
3390, 3390, 9345')?

3390

15. What DASD volume serial name
is to be used for the Ideal for
Datacom Backups and VLS
files?

VOL=SER=DASD04,

16. What DASD type is the ILVOL4
volume (for example, 'SYSDA,
3390, 3390, 9345')?

3390

17. (Conditional) What DASD
volume serial name is to be
used for the Ideal for Db2
DBRM files?

VOL=SER=DASD05,

18. (Conditional) What DASD type
is the ILVOL5 volume? (for
example, 'SYSDA, 3390, 3390,
9345')

3390

19. (Conditional) What is the data
set name of the Ideal for Db2 of
the DBRM macro library?

CAI.ILDB2.DBRM

20. (Conditional) What is the high-
level qualifier for the IBM DB2
target libraries?

DB2.DSN

21. (Conditional) What is the name
of the DB2 subsystem to be
used?

XXXX

22. (Conditional) What is the
name of the Ideal for Datacom
development plan for DB2?

IDP150DV

23. What is the data set name of
the Target Load Library for the
Common Components and
Services programs?
Maximum Length: 44
characters.

CAI.CACCS.CAILOAD

24. What is the data set name of the
CICS CSD for RDO?

CICS.DFHCSD

25. What is the group list for CICS? CICSGRPL
26. What is the data set name of the

CICS Macro Library?
CICS.SDFHMAC
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Parameter Description Default Value Your Value

27. What is the data set name of the
CICS Load Library?

CICS.SDFHLOAD

28. What is the suffix to use for
CICS table assemblies for Ideal
for Datacom?

.ILSFX.

29. What is the name of the
assembler program?

ASMA90

30. What is the name of the utility
program for copying PDS data
sets?

IEBCOPY

31. What is the name of the utility
program for allocating data
sets?

IEFBR14

32. What is the name of the Linkage
Editor module for link editing?
Maximum Length: 8 characters.

IEWL

33. What is the name of the
utility used for updating PDS
members?
Maximum Length: 8 characters.

IEBUPDTE

34. What is the name of the utility
used for copying data sets?

IEBGENER

Parameters for Post-Installation Jobs for IPC
The following parameters are required for all the post-SMP/E job (custom, new, and upgrade) procedures for IPC.

Parameter Description Default Value Your Value

1. Job accounting information for
card one.

JOBACCT

2. Programmer information for card
one.

JOB-PGMR

3. Job card information for card
two.

JOBCARD2

4. Job card information for card
three.

JOBCARD3

5. Job card information for card
four.

JOBCARD4

6. The high-level qualifier for the
SMP/E target and distribution
data sets.

PRODHLQ

7. The high-level qualifier for the
Custom libraries.

CAI.CHLQ

8. The high-level qualifier for the
IPC data sets.

CAI.HLQ

9. The high-level qualifier for the
previous version IPC data sets.

CAI.PHLQ
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Parameter Description Default Value Your Value

10. The unit name for the temporary
data sets.

SYSDA

11. What DASD volume serial name
is used for the IPC INSTJHCL
data set.

DASD01

12. What DASD type is the
VQVOL1 volume? For example,
"SYSDA,3390,3390"

3390

13. What DASD volume serial name
is used for the IPC custom
Libraries.

DASD02

14. What DASD type is the
VQVOL2 volume? For example,
"SYSDA,3380,3390"

3390

15. What DASD volume serial name
is used for the new IPC VLS
files?

DASD04

16. What DASD type is the
VQVOL4 volume? For example,
"SYSDA,3380,3390"

3390

17. What is the data set name of the
CICS CSD?

CICS.DFHCSD

18. What is the group list name for
CICS?

CICSGRPL

19. What is the data set name
for the CICS/TS target macro
library?

CICS.SDFHMAC

20. What is the data set name for
the CICS/TS target load library?

CICS.SDFHLOAD

21. What is the suffix used for the
CICS/TS table assemblies?

VQSFX

22. What is the name of the
Assembler module?

ASMA90

23. What is the name of the utility
program used to copy data
sets?

IEBCOPY

24. What is the name of the Linkage
Editor module for link-editing?

IEWL

SMP/E Installation Worksheet for IPC
The following parameters are required for the SMP/E installation job procedures for IPC.

Parameter Description Default Value Your Value

1. Job accounting information for
card one.

JOBACCT

2. Programmer information for card
one.

JOB-PGMR
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Parameter Description Default Value Your Value

3. Job card information for card
two.

JOBCARD2

4. Job card information for card
three.

JOBCARD3

5. Job card information for card
four.

JOBCARD4

6. Volume information for the
product and SMP/E target and
distribution data sets. Use
either the VOL=SER or the
SMS VOLINFO statement when
editing the ISREDIT macro.

VOLINFO

7. Volume information for the CSI
VSAM data set. Use either
the VOL=SER or the SMS
CSIVOLINFO statement when
editing the ISREDIT macro.

CSIVOLINF

8. High-level qualifier for the
GLOBAL ZONE.

GLOBALHLQ

9. SMP/E High-level qualifier for
the CAIT0 TARGET ZONE.

CAIT0HLQ

10. Product data set high-level
qualifier.

PRODHLQ

11. (Required if installing from
DASD) High-level qualifier
for the data sets that were
unzipped.

DASDHLQ

12. High-level qualifier that is used
for the SAMPJCL data set.

SAMPHLQ

13. SMS Output data class. DCLAS
14. SMS Output storage class. SCLAS
15. SMS Output management class. MCLAS
16. Generic device type or symbolic

group name for the magnetic
tape.

TAPEUNIT

17. Disk unit name DISKUNIT
18. High-level qualifier for SMP/E

temporary files.
SMPETEMP

19. Data set fixed block size. TGTBLKSZ
20. Target Zone name. ZNCAIT0
21. Distribution Zone name. ZNCAID0
22. The IBM CICS/TS target load

library.
SDFHLOAD

Customize Datacom CICS Services
Before operating CICS Services, be sure that your system meets the CICS system requirements. Find information for
Datacom/DB requirements, CICS tables, authorization and security, and other product dependencies.
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Review Datacom CICS Services generation options (see Specifying Generation Options (DBCVTPR)). The specifications
for these options may require adjustment to meet the needs of your system.

Datacom/DB Requirements

To operate CICS Services Version 15.1, you must be using Datacom/DB Version 14.0 or 15.0. In a multi-MUF
environment, Datacom/DB libraries can be at 14.0 or 15.0 and can support multi-MUF facilities at Version 14.0 and 15.0.
In a mixed version multi-MUF environment with multiple users at 14.0 and 15.0, the version of the SID modules must
match the version of the multi-user.

In a z/OS CICS/TS environment, CICS Services does not support the CCI interface from CICS to Datacom/DB. Therefore,
if you supply the DBSYSID macro CCI parameters CCIAPPL= and CCISYS= in a DBSIDPR module assembly for CICS
Services, they are ignored.

CICS System Requirements

To operate CICS Services, your system must meet the following requirements:

• IBM supported releases of CICS Transaction Server:
– z/OS: CICS Transaction Server 4.2, 5.1, 5.2, 5.3, 5.4, 5.5, or later as supported by IBM
– z/OS: CICS Transaction Server CICSPlex SM 4.2, 5.1, 5.2, 5.3, 5.4, 5.5, or later as supported by IBM
– z/VSE: CICS Transaction Server 1.1.1 or later as supported by IBM

• Record size of at least 136 bytes on the DBOC Message Log destination. (The default Message Log destination is
DBOC.)

• Availability of Full Function Basic Mapping Support (BMS) and temporary storage support.
• For DBOC or DBEC full screen output on 3270 M3/M4/M5 terminals, define the terminal with an alternate screen size.

CICS Table Requirements

Requirements for the CICS tables follow:

Update the indicated tables with the copybooks that are provided in the downloaded library. For more information about
copybooks for CICS table assemblies, see the Customization and Post-Installation Steps for Datacom CICS Services
section.

NOTE

• If the B115CSD member that is selected for your environment does not include the DBCSID SIDNAME=
modules that are added to the DBCVTPR macro (Specifying Generation Options (DBCVTPR)) using the
DBCSID macro (Specifying DBCSID Macros), modify the B115CSD selected for your environment so that it
does include those names. For more information about DBSIDPR, see Datacom Core.

• Starting from CTS 5.5, assembled PLTs are no longer processed by CICS. Instead, CICS reads the source
of PLTs. Therefore, the source does not need to be changed. You must ensure that the source code of any
required PLTs is available to CICS at run time. To achieve this, you can:
– Place the source in a parmlib member that is part of the IPL parmlib concatenation, or
– Add a DD card that specifies the PLT source location into the CICS JCL.
The DD statement should be of the form:
//DFHTABLE DD DSN=pds name,DISP=SHR  

Verify that CICS has READ access to data sets in PARMLIB or DFHTABLE concatenations. For more
information and details, see the CTS 5.5 documentation.

• (Optional) Execute the Program List Table (PLT) both at CICS startup and at CICS shutdown. At CICS startup, place
the PLT B115PLTA entry into your PLTPI for the third stage of initialization, that is, after DFHDELIM.

• (Optional) At CICS shutdown, place the PLT B115PLTB entry into your PLTSD for the first (quiesce) stage, that is,
before DFHDELIM.
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In a z/VSE environment, a shutdown PLT entry for DCCOCPR is required.
WARNING
Define other Broadcom products that are using Datacom after DCCOCPR in the PLTPI table. Define other
Broadcom products that are using Datacom before DCCOCPR in the PLTSD table.

Authorization and Security

You grant and restrict access (through CICS SIGNON or through an authorization product such as Top Secret or ACF2) to
the following CICS Services transactions:

DBIC
Provides a series of inquiry commands for monitoring the status of system resources. For details about DBIC
functions, see DBOC/DBIC Monitoring Local Resources with Operational Commands.

DBOC
Provides all facilities of DBIC plus the ability to control and alter system resources and generation options. For
more information about DBOC functions, see Changing Generation Options Online (DBOC GENOPTS).

DBEX
Provides an inquiry function for monitoring the status of system resources on a pageable display in a single
CICS or in an MRO and CICSPlex SM environment. For details about DBEX, see DBEC/DBEX Monitoring Local
Resources with Enhanced Commands and DBEC/DBEX Monitoring and Controlling Remote System Resources.

DBEC
Provides all facilities of DBEX plus the ability to alter system resources on a pageable display in a single CICS
or in an MRO and CICSPlex SM environment. For details about DBEC functions, see Monitoring and Controlling
Local System Resources and DBEC/DBEX Monitoring and Controlling Remote System Resources.

DBTX
Provides facilities for issuing Datacom/DB read-only requests for examining command syntax and simulating
program logic. For details about DBTX functions, see Test Facility (DBTS/DBTX).

DBTS
Provides the same facilities as DBTX, but DBTS users are not restricted to read-only Datacom/DB access. DBTS
users can update the databases. For details about DBTS functions, see Test Facility (DBTS/DBTX).

DBUG
Provides facilities for intercepting Datacom/DB requests issued by an executing application program, allowing
examination of its processing. For details about DBUG functions, see Debugging Facility (DBUG).

DBUT
Provides facilities for examining whatever is stored in the CICS region. This utility gives the user online access
to any CICS program. Tightly limit the number of authorized users for this transaction. For details about DBUT
functions, see Display Utility (DBUT)—Examine CICS Region Online.

DBRC
Internal only transaction (used with DBEC and DBEX).

DBKC
Internal only transaction that is used with DBOC and DBEC for EOJ_OK feature; must have the same security
credentials as DBOC and DBEC.

DBFS
Internal only transaction used with DBUG for remote terminal interception.

Carefully review the needs of potential CICS Services users at your site. Be sure that you authorize users for the
transaction or transactions appropriate for their needs.
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NOTE
Use the DBCVTPR parameters, DBEC=, DBOC=, DBTS=, DBUG= to change transaction IDs for any CICS
Services transaction except DBUT. For more information, see Specifying Generation Options (DBCVTPR).

These transaction IDs can also be changed online through the DBOC GENOPTS transaction for the life of the CICS
region cycle. Verify that the new transaction IDs are defined to CICS. For more information, see Changing Generation
Options Online (DBOC GENOPTS). Before using either of these facilities to change the transaction IDs, establish user
authorizations for the new transaction ID names.

Additional Security

You can use the DBCVTPR macro to establish a list of master operators who can control access to CICS Services. Only
those operators are allowed to start up or shut down CICS Services and change the characteristics of the environment.
See MSTOPR=.

If CICS Services are started during CICS initialization PLT time then all operations are available when CICS begins
control.

As a master operator, if you want to stop using CICS Services, issue either the DBOC SHUTDOWN or DBEC PERFORM,
SHUTDOWN command. After CICS Services has been stopped, only a master operator can restart it again.

Other Product Dependencies

If the following products are used at your site, they must be at the following release levels:

• Datacom VSAM Transparency] must be at r2.2 or later for z/OS and r2.1 or later for z/VSE to support CICS/TS.
• Datacom DL1 Transparency must be at Version 12.0 or later to support Datacom/DB 12.0 and later and CICS/TS 4.2

or later.
• SYSVIEW must be at Version 13.9 or later to support CICS Services 15.0 or later.

Specify Generation Options (DBCVTPR)
The DBCVTPR macro specifies all system generation options for Datacom CICS Services. To tailor Datacom CICS
Services to your site or change any of the options, modify the parameters of the DBCVTPR macro and reassemble. For
the customization step to reassemble the required DBCVTPR, see Customization and Post-Installation Steps for Datacom
CICS Services.

Most of the DBCVTPR parameter specifications can be modified through the DBOC transaction. Modifications that are
made through DBOC are in effect only until the end of the current CICS cycle. For more information, see Changing
Generation Options Online (DBOC GENOPTS).

NOTE
When you change one or more options in the DBCVTPR and reassemble/relink the module, the only way the
options take effect is to load a new copy of DBCVTPR when Datacom CICS Services is shut down. As long as
Datacom CICS Services is running, the system does not allow a new copy of the DBCVTPR to be loaded into
the CICS region.

The following alphabetical list of DBCVTPR parameters provides valid entries and default values. When specifying
multiple operands for a parameter, separate the operands with commas and enclose the entire string within parentheses.

AUTHID=

Only use this parameter when you want to establish a system-level authorization identifier, or when you want to disable
(by specifying DEFAULT) dynamic plan selection. For more information about dynamic plan selection, see the information
about the PLANSWI= parameter in PLANSWI= and in Controlling Dynamic Plan Selection.

Specifying AUTHID=DEFAULT indicates that there is no system-level AUTHID defined. It also indicates not to reference
the Dynamic Plan Selection Table (DCTABPR). If you specify DEFAULT, the incoming AUTHID is left intact in all cases.
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If you specify AUTHID=authid, Datacom CICS Services does not perform dynamic plan selection but uses this authid
value for all requests. Therefore, the specified authid value becomes the system-level AUTHID.

Valid Entries:
DEFAULT, or a 1-character to 18-character authorization identifier to be used as the system-level AUTHID.

NOTE
The AUTHID= and PLANSWI= parameters are mutually exclusive.

Default Value:
DEFAULT

AUTOn=

(Optional) Specifies delayed opening of URT until a Datacom/DB application requiring its use begins processing.

When the parameter list exceeds assembler macro operand length, use the continuation parameter AUTOn=, for
example:

AUTO=(urt1,urt2,urt3),

AUTO1=(urt4,urt5,urt6),

 .

 .

 .

AUTO9=urtn

You can use DBOC AUTO= to add URTs to this list for the current CICS cycle. For details, see the section AUTO= Setting
URTs for Automatic Opening.

Valid Entries:
4-digit URT IDs. (Valid IDs are numbers which do not exceed the MAXURTS= specification and are greater
than zero.) IDs can be listed individually, with or without leading zeros, or with an inclusive range, for example,
AUTO=(9,004,10,13-25).

Default Value:
All URTs not specified here or in the DEFER= parameter list are opened at Datacom CICS Services startup.

NOTE
The SQL URT is not eligible for AUTO= specification. It must be opened at PLT startup time, or else by explicitly
using the DBOC OPEN=nnnn command.

AUXTRCE=

(Optional) Specifies if the Auxiliary Trace Facility is on or off and the primary (aaaa) and secondary (bbbb) destinations
for the file to which internal DB request trace entries are written if the Auxiliary Trace Facility is turned on. Users defined
as master operators (see MSTOPR=) can use the DBOC GENOPTS command to modify the status and the primary
destination for the current CICS session.

NOTE
For AUXTRCE=ON to take effect, TRACE=ON must also be specified. To reference the data set,
AUXTRCE=ON requires DBAUXTA and DBAUXTB DD (in z/OS) or DLBL (in z/VSE) statements in the CICS
startup JCL. This data set cannot be shared across CICS regions. The data set has to be a sequential data set.

Valid Entries:
(ON, aaaa, bbbb)
(OFF, aaaa, bbbb)
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Default Value:
(OFF, DCAX, DCBX)

CICSPLEX=

(Optional) When specified, extends DBEC to do inquiry and perform functions on a specific remote CICS, a range
of CICS, or all CICSes that are active in a CICSplex and connected using CICS ISC/MRO or MRO/XCF. For more
information about using the PLEX and SCOPE qualifiers with DBEC commands to identify CICSes that are defined and
active in a CICSplex, see the section DBEC/DBEX Monitoring Remote System Resources with Enhanced Commands.

Valid Entries:

plexname

Specifies the name of the CICSplex to which this region belongs. That is the name of the CICSplex specified in the
CICSPLEX() EYUPARM of the CICS startup. This is the CONTEXT and SCOPE to which the API thread to CPSM
connects in DBEC commands with SYSID. Use the PLEX and SCOPE parameters with the DBEC command to override
this value. This is useful if this instance of the CICS region can be brought up in a different CICSplex.

Default Value:

blanks

The CICSplex name defaults to blanks. When this parameter is not coded, DBEC runs as it does in Datacom CICS
Services 14.0 with the SYSID qualifier. As the default, this CICS region is not managed by a CICSPlex system manager
and does not have CPSM agent code in the CICS startup.

CICSTRA=

(Optional) You can use this parameter to place trace information in the trace table.

Valid Entries:
YES specifies that you want to place trace information in the trace table.
NO specifies that you do not want to place trace information in the trace table.

Default Value:
YES

DATE=

(Optional) Specifies the date when you compiled the vector table (DBCVTPR). If you do not specify a date, the system
date is used. This field is not edited and is eight characters in length.

Valid Entries:
Suggested is a date in the format mm/dd/yy. However, the value could be in the format as shown in the following
example: 01JAN12

Default Value:
System date

DBEC=

(Optional) If you are already using the transaction IDs DBEC, DBEX, or DBRC for another application, use this
parameter to specify alternate transaction IDs for Datacom CICS Services enhanced inquiry and control functions. These
transactions must be defined in the CICS System Definition data set (CSD). For details about modifying this parameter for
the current CICS session, see Changing Generation Options Online (DBOC GENOPTS).
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Valid Entries:
(aaaa,bbbb,cccc) Three valid transaction IDs, where aaaa is the replacement ID for DBEC, bbbb replaces DBEX,
and cccc replaces DBRC. Specify all IDs even if only one is being replaced.

Default Value:
(DBEC, DBEX, DBRC)

DBOC=

(Optional) If you are already using the transaction IDs DBOC, DBIC, or DBKC for another application, use this parameter
to specify alternate transaction IDs for Datacom CICS Services inquiry and control functions. These transactions must
be defined in the CICS System Definition data set (CSD). For details on modifying this parameter for the current CICS
session, see Changing Generation Options Online (DBOC GENOPTS).

Valid Entries:
(aaaa,bbbb,cccc) Three valid transaction IDs, where aaaa is the replacement ID for DBOC, bbbb replaces DBIC,
and cccc replaces DBKC. Specify both IDs even if only one is being replaced.

Default Value:
(DBOC, DBIC, DBKC)

DBTS=

(Optional) If you are already using the transaction IDs DBTS or DBTX for another application, use this parameter to
specify alternate transaction IDs for Datacom CICS Services Test Facility. These transactions must be defined in the CICS
System Definition data set (CSD). For details about modifying this parameter for the current CICS session, see Changing
Generation Options Online (DBOC GENOPTS).

Valid Entries:
(aaaa,bbbb) Two valid transaction IDs, where aaaa is the replacement ID for DBTS, and bbbb replaces DBTX.
Specify both IDs even if only one is being replaced.

Default Value:
(DBTS, DBTX)

DBUG=

(Optional) If you are already using the transaction IDs DBUG or DBFS for another application, use this parameter to
specify an alternate transaction ID for the Debugging Facility. These transactions must be defined in the CICS System
Definition data set (CSD). For details about modifying this parameter for the current CICS session, see Changing
Generation Options Online (DBOC GENOPTS).

Valid Entries:
(aaaa,bbbb) Two valid transaction IDs, where aaaa is the replacement ID for DBUG and bbbb replaces DBFS.
Specify both IDs even if only one is being replaced.

Default Value:
(DBUG, DBFS)

DEFERn=

(Optional) Specifies delayed opening of URT until requested by the DBOC OPEN= command.

When the parameter list exceeds assembler macro operand length, use the continuation parameter DEFERn=, for
example:

DEFER=(urt1,urt2,urt3),

DEFER1=(urt1,urt2,urt3),
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 .

 .

 .

DEFER9=urtn

You can use DBOC DEFER= to add URTs to this list for the current CICS cycle. For details, see the section DEFER=
Setting URTs for Deferred Opening.

Valid Entries:
4-digit URT IDs. (Valid IDs are numbers which do not exceed the MAXURTS= specification and are greater
than zero.) IDs can be listed individually, with or without leading zeros, or with an inclusive range, for example,
DEFER=(9,004,10,13-25).

Default Value:
All URTs not specified here or in the AUTO= parameter list are opened at Datacom CICS Services startup.

DELIM=

(Optional) Specifies the delimiting character to be used to string together two or more DBOC commands within a single
input statement. When used, this character indicates the end of one command, including its operands, and the beginning
of another command. For details about modifying this parameter for the current CICS session, see Changing Generation
Options Online (DBOC GENOPTS). You can also change this specification using the DBOC DELIM= command; see the
section DELIM= Changing the Delimiter Character.

NOTE
If you choose to specify the single quote character (') or the ampersand (&, which is the default delimiter
character) as the value for DELIM=, because of Assembler restrictions you must enter the value twice, for
example, DELIM=&& or DELIM=''.

Any special (not alphanumeric) character may be used as the command delimiter except the following: question mark (?),
equal sign (=), period (.), and comma (,).

Valid Entries:
Valid entries include, but are not limited to, the following:

• ¬
• #
• $
• ¢
• {
• }
• \
• &
• %
• *
• @
• ~
• '
• "
• :
• ;
• >
• <
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Default Value:
&

NOTE
Because of Assembler restrictions, the default is actually defined in the macro as two ampersands (&&).

DFLTUSR=

(Required) Specifies a default user ID for a task that does not have a terminal or printer attached to it. If you do not sign
on to the terminal, that is, if there is no user ID information for that task, Datacom CICS Services passes the default user
ID specified with DFLTUSR= to the MUF.

Valid Entries:
A valid user ID

Default Value:
CA##DCOM

NOTE
If external security is in use, you have to define CA##DCOM to external security.

Also, see the information regarding security implications in the note in the USERID= information.

DYNPPT=

(Optional) Use DYNPPT=YES if you want to use the program AUTOINSTALL function (PGAIPGM=ACTIVE in DFHSIT)
for URTs.

NOTE
By using the program AUTOINSTALL function, you prolong the initialization process during PLT.

With Datacom CICS Services, take care in assigning URT numbers when using this feature. Using MAXURTS=9999
with DYNPPT=YES significantly lengthens the startup process due to the need for CICS to auto-install all of the modules
from DBURT000 to DBUR9999. This is an unnecessary overhead if there are large gaps of unused URT numbers in the
maximum range.

If there are known to be large ranges of URT numbers to be skipped, using SKIPLOAD can significantly reduce the
startup process when using DYNPPT.

Valid Entries:
YES or NO

Default Value:
NO

EOJ_OK

(Optional) Use EOJ_OK=DISCONNECT or IMMEDIATE to participate with Datacom Multi-User in support of a request
to EOJ MUF. Datacom CICS Services is notified that a MUF EOJ has been requested if EOJ_OK=NO is not specified
or the default is taken when there is activity in the CICS region. Depending on the specified value, Datacom CICS
Services issues and performs an orderly DISCONNECT (EOJ_OK=DISCONNECT) or an IMMEDIATE disconnect
(EOJ_OK=IMMEDIATE) of the Multi-User. For more information about the DISCONNECT and IMMEDIATE commands,
see the section Connecting and Disconnecting MUFs.

NOTE
If you specify other than EOJ_OK=NO, evaluate the Datacom/DB startup parameter X_EOJ_OK_S_DELAY for
setting the correct time interval for your environment. Datacom/DB MUF uses this value to wait before severing
the connection with Datacom CICS Services when there is no activity. Releases of Datacom/DB earlier than
Version 14.0 do not support this feature.
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Valid Entries
DISCONNECT, IMMEDIATE, or NO

Default Value
NO

NOTE
The value that is specified in the EOJ_OK= parameter of the DBCVTPR becomes the default for any DBCSID
macros that are coded with the DBCVTPR macro.

JOBNAME=

(Optional. For multiple CICS environments.) Specifies whether the CICS job name is to overlay the message number in
console responses to DBOC commands.

Valid Entries:
YES, NO

Default Value:
NO

INTLTRA=

(Optional) Specifies whether to use an internal trace, a diagnostic tool that generates trace entries for each CICS task
connected to a MUF and each database request. Internal traces are generally used by Broadcom Support to research a
reported problem. The results are found in the core dump in case of an ABEND that generates a dump. You can choose
INTLTRA=YES, but there is some slight performance degradation associated with its resource allocation and usage.

Valid Entries:
YES, NO

Default Value:
NO

LOG=

(Optional) Specifies whether responses to DBIC/DBOC commands are written to the Message Log file. The second
operand specifies if inquiry command responses are written to the Message Log file. Use the DBCVTPR MSGLOG=
parameter, to assign a destination ID for the Message Log file. For details about modifying this parameter for the current
CICS session through DBOC GENOPTS, see the section Changing Generation Options Online (DBOC GENOPTS), or
through DBOC LOG=, see the section LOG= Resetting the Log Option for Operational Commands. If NO is specified for
the first operand, then the second operand is automatically set to NO in the assembly.

Valid Entries:
(YES,YES) (YES,NO) (NO,NO)

Default Value:
(YES,NO)

MAXURTS=

(Required) Specifies the maximum number of URTs that can be defined for use. Datacom CICS Services creates URT
module names with the value assigned to PREFIX= suffixed by a 4-digit number starting with 0001 and ending with a
number equal to the specified MAXURTS= value. For more information, see the description of the PREFIX= parameter.

For details about modifying this parameter for the current CICS session, see Changing Generation Options Online (DBOC
GENOPTS).
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Valid Entries:
1 - 9999

Default Value:
(No default)

MSGLOG=

(Optional) Specifies the destination ID for logging DBOC and DBIC messages. This destination ID must be defined in
the CICS Destination Control Table (DCT). (MSGLOG=DBOC requires a DBOCPRT DD (DLBL for z/VSE) statement
in the CICS startup JCL to reference the data set; this data set is not shareable across CICS regions.) For z/OS, the
Message Log can be either SYSOUT or a sequential data set with a record size of 131. For z/VSE, the Message Log must
be a sequential data set. After CICS is shut down, z/VSE prints the Message Log file. For details about modifying this
parameter for the current CICS session, see Changing Generation Options Online (DBOC GENOPTS).

Valid Entries:
4-character destination ID

Default Value:
DBOC

MSTOPR=

(Optional) Identifies up to 50 operators who are authorized for DBOC as "master operators." Only master operators can
start up and shut down Datacom CICS Services or modify DBCVTPR options online during a CICS session.

For details about modifying this parameter for the current CICS session, see Changing Generation Options Online (DBOC
GENOPTS). If you accept the default, MSTOPR=***, any user authorized for DBOC is able to use the DBOC GENOPTS
transaction.

Valid Entries:
1 to 50 3-character operator IDs (xxx,xxx,...,xxx)
*** (no master operator security enforced)

NOTE
Only the first 10 of these 50 can later be modified online through DBOC GENOPTS.

Default Value:
***

OPENAPI=

YES specifies that Datacom CICS Services starts the execution of request processing and OPEN/CLOSE processes on
an OPEN TCB. In this case, it is the L8 TCB since Datacom CICS Services programs run with EXECKEY=CICS.

NO specifies that the Datacom CICS Services programs are enabled as API(CICSSAPI). Specifically, the Datacom CICS
Services programs (request processing) run on the same TCB as the calling program. Therefore, it is either a QR TCB or
an OPEN TCB, whichever the application program is running.

QR specifies that you want the CICS transactions to run on the QR (quasi reentrant)TCB only.

IMPORTANT
Take caution in setting the proper value. Monitor the system performance and measure it to adjust the value
appropriately.

The MAXOPENTCBS system initialization parameter controls the number of open TCBs permitted for this purpose. Take
special care to evaluate the increase in that value for more OPEN TCBs needed by Datacom CICS Services. In the CICS
Transaction Server releases before CTS 5.1, you could set the SIT option parameter. In CTS 5.1, CICS sets it to the sum
total of double the MXT value and the number 32 and you cannot set it in this release.
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Valid Entries:
YES, NO, QR

Default Value:
NO

PLANSWI=

YES specifies you want to perform dynamic plan selection.

NO specifies you do not want to perform dynamic plan selection.

NOTE
The AUTHID= and PLANSWI= parameters are mutually exclusive.

Valid Entries:
YES, NO

Default Value:
NO

PREFIX=

(Optional) Specifies the prefix to be used for URT names. Datacom CICS Services creates URT module names with the
value assigned to PREFIX= suffixed by a 3-digit number starting with 001 and ending with a number equal to the specified
MAXURTS= value.

NOTE
Because, beginning in r11, the maximum valid value for MAXURTS= became 9999, the PREFIX= parameter
has been updated as follows. For User Requirements Table numbers above 999, the fifth character of the 5-
character prefix is translated to 1 (one) for URTs in the range 1000-1999, translated to 2 (two) for URTs in the
range 2000-2999, and so on for deriving the load name of a User Requirements Table.

Sites that have previously defined a prefix with 1 through 9 as the last character of the 5-character prefix should modify
their specification for the PREFIX= parameter and the appropriate URT load module names prior to upgrading.

For details about modifying this parameter for the current CICS session, see the section Changing Generation Options
Online (DBOC GENOPTS). You can also use the DBOC PREFIX= command to modify this specification for the current
CICS session; see the section PREFIX= Changing the URT Prefix.

Valid Entries:
5-character prefix

Default Value:
DBURT

REQTHD=

(Optional) First operand specifies the threshold number of Datacom/DB requests to allow in any unit of work. If this
number is exceeded, Datacom CICS Services causes the task to abend with a code of DC18.

Additional operands identify the transactions to exempt from the specified request threshold, if any. Up to 10 exception
transaction IDs (or groups of IDs) can be specified to bypass interruption of high-volume tasks. Use the wildcard character
(?) to specify a transaction ID group. For example:

REQTHD=(5000,DDOL,DQ??,SCF?,DB??)

Specifies a threshold of 5000 requests; exempting DDOL Datadictionary and the group of transaction IDs beginning with
the characters DQ (Dataquery), SCF (Ideal), and DB (Datacom/DB).
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For details about modifying this parameter for the current CICS session, see Changing Generation Options Online (DBOC
GENOPTS).

Valid Entries:
First operand: 0 - 99999
Additional operands (Optional): 1 to 20 four-character transaction IDs, separated by commas.

Default Value:
(0, DBOC) where the zero means no limit.

SCROLL=

(Optional) Specifies the method used to control the DBOC and DBIC display paging. For details about modifying this
parameter for the current CICS session, see Changing Generation Options Online (DBOC GENOPTS).

If (AUTO,sss) is specified, Datacom CICS Services waits sss seconds and automatically pages to the next set of lines
when the DBOC command generates more lines than can be displayed on a single screen.

If MANUAL is specified, a full display remains on the screen until you press Enter to page forward or Clear to end the
process. If the CSD RTIMOUT= parameter is specified for the DBOC and DBIC transaction and Enter or Clear is not
pressed before the specified RTIMOUT= elapsed time, the transaction is terminated by CICS.

Valid Entries:
MANUAL
(AUTO, sss) -- where sss is seconds

Default Value:
(AUTO, 10)

SKIPURT=

(Optional) Specifies whether Datacom CICS Services is to skip certain URTs when searching for a URT to satisfy a
request from Datacom/DB, where the URTs to skip are those that are closed and those that are unopened but not
marked for AUTO-open. For an explanation of the logic used by Datacom CICS Services when selecting a URT to use
in satisfying a request, see Using the Standard URT Selection Logic and the flowchart in Category 4: All Other User
Commands. For details about modifying this parameter for the current CICS session, see Changing Generation Options
Online (DBOC GENOPTS). Specifying SKIPURT=YES has the same effect as deleting URTs which have been closed.

Specify SKIPURT=YES to limit the search to URTs in the following status and "when to open" categories.

Status When

OPENED any

UNOPENED AUTO

Accept the default, SKIPURT=NO to skip no URT during the search

Valid Entries:
YES, NO

Default Value:
NO

SKPSYNC=

(Optional) Specifies that NO transactions, ALL transactions, or a list of up to 50 transaction IDs are bypassed for
SYNCPOINT or SYNCPOINT ROLLBACK processing when the application issues a LOGCP, COMIT, LOGCR, ROLBK, or
LOGTB. This only applies to a CICS environment accessing a single MUF.
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NOTE
This parameter allows you to specify transactions that do not follow IBM CICS SYNCPOINT standards
for application-issued Datacom/DB (DB) log commands. When a user application issues one of these log
commands, DBC calls DB directly without issuing a CICS SYNCPOINT as DBC normally does, which does not
follow CICS standard protocol.

Valid Entries:
NO - Specifies that Datacom CICS Services will issue a SYNCPOINT instead of a user DB log command.
ALL - Specifies that Datacom CICS Services will issue the user DB log command, as is, without issuing a CICS
SYNCPOINT.
1 to 50 - 4-character transaction IDS in the format (xxxx,xxxx,...,xxxx)

Default Value:
NO

NOTE
With Solution LU03158 applied, YES is no longer valid, and the default has been changed to NO. Prior to
LU03158, YES was treated as NO. In order to keep the default effect the same, the default was modified to be
NO. Exception list processing is unchanged.

SYSV=

(Optional) (z/OS only) Specifies if the release of SYSVIEW compatible with this release of Datacom CICS Services is
supported in this Datacom CICS Services environment. SYSVIEW can run in the CICS environment without SYSV=YES,
but SYSVIEW cannot run in the Datacom CICS Services environment without SYSV=YES. If SYSV=YES, the DC00400I
message is produced at startup. For details about modifying this parameter for the current CICS session, see Changing
Generation Options Online (DBOC GENOPTS).

Valid Entries:
YES, NO

Default Value:
NO

NOTE
The SYSV= parameter used to specify SYSVIEW should only be specified as YES in z/OS environments. In z/
VSE environments, SYSV= should be allowed to default to NO. If SYSV=YES, be sure to have the Version of
SYSVIEW installed that supports Datacom CICS Services Version 15.0.

TRACE=

(Optional) The first operand specifies whether the Trace Facility is to be activated automatically when Datacom CICS
Services is initiated (ON) or activated only upon request (OFF). The second operand specifies the maximum number of
entries to be held at one time in the Datacom/DB Trace Table. For details about modifying this parameter for the current
CICS session, see Changing Generation Options Online (DBOC GENOPTS).

NOTE
OPEN and CLOSE commands are traced regardless of ON/OFF status.

Valid Entries:
(ON, nnnn) or (OFF, nnnn)
where nnnn is a number between 1 and 9999,
inclusive.

Default Value:
(ON, 1000)
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TWOPHASE=

With TWOPHASE=YES specified, two-phase commit processing is performed. Two-phase commit processing is a
mandatory function in an environment that uses multiple resource managers, that is, multiple MUFs or combinations of
MUF, the IBM DB2 product, the IBM IMS product, and other resource managers that participate in CICS SYNCPOINT/
ROLLBACK processing.

Valid Entries:
YES, NO

Default Value:
YES

USERID=

Indicates the format of the USER identification that is passed to Datacom/DB with each request.

USERID=NO
When external security is used, specifying USERID=NO forces Datacom/DB to use the 3-byte operator ID (CICS
OPERID) instead of the 8-byte user ID (CICS USERID). In a RACF environment, USERID=NO means that
Datacom/DB uses the 3-byte operator ID, not the group ID, to secure the database. In Datacom CICS Services
r2.5 and before, if USERID=NO and external security was in use, Datacom/DB used an 8-byte user ID to secure
the database.

USERID=YES
Specifying USERID=YES forces Datacom/DB to use the 8-byte CICS USERID.

Beginning with r11, security integrity has been enhanced so that the same USERID/OPERID is used for the entire
duration of the transaction/task. This secures data from transactions where users sign off in the middle of transactions,
that is, it prevents such transactions from getting a USERID/OPERID that has more security rights than the original user.

The USERID and OPERID are obtained from the EXEC CICS ASSIGN command. It is possible to have other OPERID/
USERIDs that need to be secured.

Valid Entries:
YES, NO

Default Value:
NO

USERS=

(Optional) Specifies the maximum number of concurrent CICS users of the database (users with transactions physically
waiting on Datacom/DB read events and transactions having exclusive control, that is, adds, writes, and reads for update).
For the maximum number of concurrent Datacom/DB users, see the section on the TASKS MUF startup option in the
Datacom Core documentation.

For details about modifying this parameter for the current CICS session, see Changing Generation Options Online (DBOC
GENOPTS).

You can use the DBIC/DBOC INQ=USERS display to evaluate the impact of the value specified for this parameter. For
instructions on using DBIC/DBOC INQ=USERS, see the section INQ=USERS--Displaying Concurrent Users.

NOTE
The USERS= parameter of the first DBCSID macro (USERS=) overrides the USERS= parameter specified in
the DBCVTPR macro.

Valid Entries:
4 - 255
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Default Value:
4

Example DBCVTPR Specifications
The following examples illustrate requirements for typical sites: Example 1

 DBCVTPR USERS=4,MAXURTS=15,AUTO=(2,3),TWOPHASE=YES

USERS=4
Specifies in this example a MUF environment in which up to four concurrent requests can be serviced.

MAXURTS=15
Specifies in this example that the highest number assigned to any URT is 0015.

AUTO=(2,3)
Specifies in this example, URTs 0002 and 0003 are opened automatically when first required.

TWOPHASE=YES
Specifies that two-phase commit processing be performed.

Example 2

 DBCVTPR MAXURTS=1,PREFIX=AFILE,USERS=2,TWOPHASE=YES,EOJ_OK=DISCONNECT,CICSPLEX=YOURPLEX

MAXURTS=1
Specifies in this example a MUF environment with a single URT.

PREFIX=AFILE
Specifies that the single URT in this example is named AFILE001.

USERS=2
Specifies in this example, the system can service up to two requests concurrently.

TWOPHASE=YES
Specifies that two-phase commit processing be performed.

EOJ_OK=DISCONNECT
Specifies when Datacom CICS Services is actively processing requests and notified by MUF that an EOJ has
been requested, the Datacom CICS Services issues a DISCONNECT for the MUF connection. This action allows
an orderly end for transaction with exclusive control.

CICSPLEX=YOURPLEX
Specifies when a DBEC command is issued with the SYSID qualifier such as DBEC I,MUF(1),SYSID(*), it
displays the default MUF for all CICSes that are active and connected in the CICSplex named YOURPLEX. It is
assumed that this CICS belongs to YOURPLEX unless that is overridden in the DBEC command.

Example 3

 DBCVTPR MAXURTS=20,DEFER=(1,2),TWOPHASE=YES,EOJ_OK=IMMEDIATE

MAXURTS=20
Specifies in this example that in this MUF environment the highest numbered URT is 0020 (MAXURTS=20).

DEFER=(1,2)
Specifies that in this example URTs 0001 and 0002 are to remain unopened unless they are opened by the user.

TWOPHASE=YES
Specifies that two-phase commit processing be performed.

EOJ_OK=IMMEDIATE
Specifies that when Datacom CICS Services is actively processing requests and is notified by MUF that an EOJ
has been requested, the Datacom CICS Services issues a IMMEDIATE disconnect from the MUF regardless of
the state of current transactions.
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Example 4

     DBCVTPR MAXURTS=200,AUTO=(21-100),DEFER=(101-200),                 X

                SKIPURT=YES,TRACE=(ON,500),AUXTRCE=(OFF,CLUA,CLUB),     X

                USERS=15,REQTHD=(60000,DB??,AP??),SCROLL=MANUAL,        X

                MSTOPR=(DRK,DBY),MSGLOG=DBLT,LOG=(YES,NO),              X

                SYSV=YES,DBTS=(TEST,DBTX),TWOPHASE=YES, OPENAPI=(YES)

MAXURTS=200
Specifies in this example a MUF environment in which there are 200 possible URTs. The first 20 URTs (001 --
020) are opened at startup.

AUTO=(21-100)
Specifies in this example that the next 80 URTs (021 -- 100) are opened when a task requiring them executes.

DEFER=(101-200)
Specifies in this example that the remaining URTs (101 -- 200) are opened only when explicitly opened with a
DBOC OPEN= command.

SKIPURT=YES
Specifies in this example that URTs that are closed and those that are unopened but not marked for AUTO-open
are to be skipped when searching for a URT to satisfy a request from Datacom/DB.

TRACE=(ON,500)
Specifies in this example that the Trace Facility is running from Datacom CICS Services startup with up to 500
entries maintained in the Trace Table.

AUXTRCE=(OFF,CLUA,CLUB)
Specifies in this example that the auxiliary trace is off at startup, and the name of the primary and secondary
destinations are CLUA and CLUB.

USERS=15
Specifies in this example that 15 is the maximum number of allowed concurrent CICS users of the database.

REQTHD=(60000,DB??,AP??)
Specifies in this example that any transaction can issue 60,000 Datacom/DB requests before Datacom CICS
Services forces it to abend with a DC18 abend code. However, any transaction beginning with a prefix of DB or
AP is never forced to abend because of too many Datacom/DB requests.

SCROLL=MANUAL
Specifies in this example that the MANUAL method is to be used to control the DBOC and DBIC display paging.

MSTOPR=(DRK,DBY)
Specifies in this example that the master operators are DRK and DBY.

MSGLOG=DBLT
Specifies in this example that DBLT is the destination ID for logging DBOC and DBIC messages. DBOC
commands (but not DBOC responses) are to be logged to the file DBLTPRT.

LOG=(YES,NO)
Specifies in this example that responses to DBIC/DBOC commands are to be written to the Message Log file
(CSMT), but inquiry command responses are not to be written to the Message Log file.

SYSV=YES
Specifies in this example that the release of SYSVIEW that is compatible with this release of Datacom CICS
Services is supported (in z/OS only) in this Datacom CICS Services environment.

DBTS=(TEST,DBTX)
Specifies in this example that TEST is the alternate transaction ID for the Datacom CICS Services Test Facility as
the replacement ID for DBTS (but DBTX is not replaced).
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TWOPHASE=YES
Specifies that two-phase commit processing be performed.

OPENAPI=YES
Specifies that Datacom CICS Services TRUEs start execution on OPEN TCBs. In this case, it is L8 because they
run with EXECKEY=CICS.

Sample Assembly JCL for DBCVTPR (z/OS)

The following example shows sample z/OS JCL for assembling and linking DBCVTPR. Modify the JCL as required to
meet your site standards.

 //DBCVTPR JOB (acct info),'job desc',CLASS=X,MSGCLASS=X

 //PROCLIB  DD DSN=SYS1.PROCLIB,DISP=SHR

 //*******************************************************************

 //*                                                                 *

 //* ASSEMBLE AND LINKEDIT -- DBCVTPR CICS SERVICES OPTIONS          *

 //*                                                                 *

 //*******************************************************************

 //STEP1   EXEC HLASMCL,

 //  PARM.C='OBJECT,NODECK',

 //  PARM.L='MAP,LET,LIST'

 //C.SYSLIB   DD DSN=SYS1.MACLIB,DISP=SHR

 //           DD DSN=CAI.THLQ.CAB1MAC,DISP=SHR

 //           DD DSN=CAI.DHLQ.CABDMAC,DISP=SHR

 //           DD DSN=CICS.SDFHMAC,DISP=SHR

 //C.SYSPRINT DD SYSOUT=*

 //C.SYSIN    DD DSN=CAI.CHLQ.CUSMAC(DBCVTPR),DISP=SHR

 //L.SYSLMOD  DD DSN=CAI.CHLQ.CUSLIB,DISP=SHR

 //L.SYSPRINT DD SYSOUT=*

 //L.SYSIN    DD *

     NAME DBCVTPR(R)

 /*

 //

NOTE

• The previous PROC invokes the ASMA90 program.
• With the previous reference to SYSLMOD, see the product installation procedures to determine the correct

custom load library (CUSLIB) data set to contain DBCVTPR. This data set must be included in your CICS
DFHRPL library concatenation ahead of the Datacom CICS Services target load library.

• Caution! Linking the DBCVTPR module with RENT results in an ABEND during startup if CICS is set up with
(read-only memory) RDSA and this storage option is supported by the hardware.

Sample Assembly JCL for DBCVTPR (z/VSE)

The following example shows sample z/VSE JCL for assembling and linking DBCVTPR. Modify the JCL as required to
meet your site standards.

 * $$ JOB JNM=jobname,CLASS=0,PDEST=(*,username),LDEST=(*,username)

 * $$ LST CLASS=A

 * $$ PUN CLASS=A

 // JOB Job Statement Information
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 // LIBDEF SOURCE,SEARCH=(BASE.DBC150,BASE.DBBASE,PRD1.BASE)

 // LIBDEF PHASE,CATALOG=users.DBC150

 // OPTION LIST,ALIGN,CATAL

       PHASE DBCVTPR,*

 // EXEC ASMA90,SIZE=ASMA90

        DBCVTPR AUXTRCE=(OFF,DCAX,DCBX),                                X

                DATE=02/02/13,                                          X

                DELIM=;,                                                X

                JOBNAME=YES,                                            X

                LOG=(YES,YES),                                          X

                MAXURTS=030,                                            X

                MSGLOG=DBOC,                                            X

                MSTOPR=(***),                                           X

                PREFIX=DBURT,                                           X

                REQTHD=(10000,AAAA,BBBB,CCCC,DDDD,EEEE),                X

                SCROLL=MANUAL,                                          X

                TRACE=(ON,1000),                                        X

                USERS=4,                                                X

                USERID=YES

          END

 /*

 // EXEC LNKEDT,PARM=MSHP

 /&

 * $$ EOJ

Specifying DBCSID Macros
(z/OS only) Each occurrence of a DBCSID macro defines one connection of Datacom CICS Services to a given Datacom/
DB Multi-User Facility (MUF). This association is established by giving the DBCSID macro parameter SIDNAME=
the same load module name as specified in a global User Requirements Table (URT) by the SIDNAME= parameter
in the Datacom/DB URT Start macro (DBURSTR). For information on the DBURSTR macro, see the Datacom Core
documentation. For more information about global URTs, see Coding the URT Macros.

Restriction

In general, batch global URTs (multiple MUF interface URTs) have many DBURSTR SIDNAME= parameters, while online
global URTs are restricted to one and only one DBURSTR SIDNAME= parameter per URT.

Global URT SIDNAME= parameters can only be defined in a DBURSTR macro once per URT. A single URT may not
cause a connection to more than one MUF.

NOTE
Although this is a restriction, it is not a limitation, because online environments use more than one URT.

The sub-identifier ID (SID) load module name, that can now be specified in the DBCSID macro parameter SIDNAME=,
was known in prior releases by a single load module named DBSIDPR, assembled by the Datacom/DB DBSYSID macro.
For information about DBSYSID, see the Datacom Core documentation.

Place the DBCSID macros immediately after the DBCVTPR macro with its DBCVTPR parameters (see Specifying
Generation Options (DBCVTPR)). In Datacom CICS Services, you can specify a maximum of 99 DBCSID macros in a
single assembly of the DBCVTPR macro, but we recommend you specify only the minimum number of DBCSID macros
required. A DBCSID macro is only required if connecting to two or more Datacom/DB MUFs. If no DBCSID macro is
supplied, Datacom CICS Services loads DBSIDPR as the SID module, as in previous releases. Therefore, if you are only
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connecting to one MUF, no DBCSID macro is needed. However, if you are connecting to two MUFs, two DBCSID macros
are required, while three DBCSID macros are required to connect to three MUFs, and so on.

The first DBCSID macro defines the connection to the default MUF. This is important because, except for Ideal and
Datacom VSAM Transparency, the default MUF must be used for Datacom system tables. The system tables include
database 1000, the Datacom Datadictionary databases (DataDict and DDD), the Dataquery database, the FAT-TAT
database, and all SQL requests. Therefore:

• All of the following must run on the default MUF identified in the first DBCSID macro:
– SQL
– Datacom/DB Datadictionary Online (DDOL)
– Dataquery (DQRY)
– Datacom DL1 Transparency
– Datacom TOTAL Transparency

• All non-converted (non-global) URTs use the default MUF connection.
• All Dataquery security and Datacom Datadictionary security is done in the default MUF.

NOTE
Actual Dataquery (DQRY) DQL user data requests can go to other MUFs, based upon URT specifications.

Any SQL executed in CICS must only go against the default MUF.

The use of the multiple MUFs feature requires a default Datacom/DB MUF that must be at Datacom/DB Version 14.0 or
later. The MUF with the most recent version must be listed first in the DFHRPL (the load library concatenation for loading
modules in CICS). For example, if you are connecting to both Datacom/DB 15.0 and 14.0, the 15.0 libraries must be first
in the concatenation. For custom libraries, the default MUF custom libraries must be first in the concatenation.

Only the URTs that need new functions, such as DBID switching or going against a DBCSID MUF that is not the default,
need to be reassembled with global URT macros. Datacom CICS Services selects the given MUF based upon the current
URT selection criteria. Only a global URT with a SIDNAME= specified in the Datacom/DB DBURSTR macro can support
requests going to the non-default DBCSID MUF. Because of security issues, make certain that you have done careful site
planning when deciding what your site requires.

NOTE
To support multiple MUFs, Datacom CICS Services also supports the use of the DBIDUSER= and DBIDMUF=
parameters of the Datacom/DB global URT Entry macro (DBURTBL). See the information about DBURTBL in
the Datacom Core documentation.

DBCSID Macro Parameters

Following are the DBCSID macro parameters you can specify.

CONNECT=

(Required) Specifies how Datacom CICS Services is to connect to a given MUF. The three choices are as follows:

PLT
Specifies that a connection to a given MUF be attempted when Datacom CICS Services starts up.

AUTO
Specifies that a connection to a given MUF be attempted when the first URT that needs this connection opens.

DEFER
Specifies that a connection to a given MUF should be delayed until a CONNECT is manually issued for that given
MUF.

Valid Entries:
PLT, AUTO, DEFER
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Default Value:
(No default)

EOJ_OK=

(Optional) Use EOJ_OK=DISCONNECT or IMMEDIATE if you want to participate with Datacom Multi-User in support of a
request to EOJ MUF. Datacom CICS Services is notified that a MUF EOJ has been requested when EOJ_OK is specified
with DISCONNECT or IMMEDIATE and there is activity in the CICS region. Depending on the value specified, Datacom
CICS Services issues and performs an orderly DISCONNECT (EOJ_OK=DISCONNECT) or an IMMEDIATE disconnect
(EOJ_OK=IMMEDIATE) of the Multi-User. For more information, see Connecting and Disconnecting MUFs.

NOTE
If you specify other than EOJ_OK=NO, evaluate the Datacom/DB startup parameter X_EOJ_OK_S_DELAY
for setting the correct time interval for your environment. The Datacom/DB MUF uses this value to wait before
severing the connection with Datacom CICS Services when there is no activity. Releases of Datacom/DB earlier
than Version 14.0 do not support this feature.

Valid Entries
DISCONNECT, IMMEDIATE, or NO

Default Value:
NO

NOTE
The value specified in the EOJ_OK= parameter of the DBCVTPR becomes the default for any DBCSID macros
that are coded with the DBCVTPR macro. When EOJ_OK= is specified in the DBCSID macro, it overrides the
default taken or specified in the DBCVTPR macro.

SIDNAME=

(Required) Specifies the sub-identifier ID (SID) load module name. This load module name is the output from a DBSYSID
assembly that contains the needed information (SVC, SUBID, and so on) about the given MUF. For information about
DBSYSID and the DBURSTR macro SIDNAME= parameter, see the Datacom Core documentation..

Valid Entries:
Valid load module name (output from a DBSYSID assembly)

Default Value:
(No default)

USERS=

(Required) Specifies the number of threads or MUF tasks requested by this CICS from the MUF to which it is connected,
based upon the sub-identifier ID (SID) load module name specified in the SIDNAME= parameter.

NOTE
The USERS= parameter of the first DBCSID macro overrides the USERS= parameter specified in the
DBCVTPR macro. For more information, see USERS=.

Valid Entries:
2 -- 255

Default Value:
No default

Sample Assembly JCL for DBCVTPR with DBCSID Macros (z/OS)

The following example shows sample z/OS JCL for assembling and linking DBCVTPR that includes DBCSID macros for
defining MUF connections. Modify the JCL as required to meet your site standards.
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WARNING
Linking the DBCVTPR module with RENT results in an ABEND during startup if CICS is set up with RDSA
(read-only memory) and this storage option is supported by the hardware.

 //DBCVTPR JOB (acct info),'job desc',CLASS=X,MSGCLASS=X

 //PROCLIB  DD DSN=SYS1.PROCLIB,DISP=SHR

 //*******************************************************************

 //*                                                                 *

 //* ASSEMBLE AND LINKEDIT -- DBCVTPR CICS SERVICES OPTIONS          *

 //*                                                                 *

 //*******************************************************************

 //STEP1   EXEC HLASMCL,

 //  PARM.C='OBJECT,NODECK',

 //  PARM.L='MAP,LET,LIST'

 //C.SYSLIB   DD DSN=SYS1.MACLIB,DISP=SHR

 //           DD DSN=CAI.THLQ.CAB1MAC,DISP=SHR

 //           DD DSN=CAI.DHLQ.CABDMAC,DISP=SHR

 //           DD DSN=CICS.SDFHMAC,DISP=SHR

 //C.SYSPRINT DD SYSOUT=*

 //C.SYSIN    DD *

          DBCVTPR USERS=6,MULTUSE=YES,MSTOPR=***,              X

                 PREFIX=DBURT,MAXURTS=500,SCROLL=MANUAL,       X

                 TWOPHASE=NO,AUTO=(001,002,003,010)

          DBCSID  SIDNAME=DBSIDPR,USERS=3,CONNECT=PLT,         X

                 EOJ_OK=DISCONNECT

          DBCSID  SIDNAME=PRODMU1,USERS=3,CONNECT=AUTO

          DBCSID  SIDNAME=PRODMUF,USERS=4,CONNECT=DEFER

          END

 //L.SYSLMOD  DD DSN=CAI.CHLQ.CUSLIB,DISP=SHR

 //L.SYSPRINT DD SYSOUT=*

 //L.SYSIN    DD *

     NAME DBCVTPR(R)

 /*

 //

NOTE

1. The previous PROC invokes the ASMA90 program.
2. With previous reference to SYSLMOD, see the product installation procedures to determine the correct

custom load library (CUSLIB) data set to contain DBCVTPR. This data set must also be included in your
CICS DFHRPL library concatenation ahead of the Datacom CICS Services target load library.

3. When placing the DBCVTPR, carefully place the Datacom/DB custom load libraries containing the DBCSID
DBSIDPR=named modules so that the first of those in the concatenation is the default MUF as specified by
the first DBCSID macro.

Using the SKIPLOAD Macro
The SKIPLOAD macro allows you to avoid the unnecessary attempted loads of non-existent URTs during startup and
initialization only. It is especially useful when using DBCVTPR DYNPPT=YES for AUTO installation and when most of the
MAXURT range is skipped.
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For example, your standard might require having URT 1-20, 4900-4999 and 9900-9999. In this case, only 220 URTs are
loaded. In the previous release, there would have been at least 9999 look ups. In this example, two SKIPLOAD macros
could reduce the lookup/loads from 9999 to 220, significantly increasing startup performance.

This page contains the following topics:

SKIPLOAD Parameters

The SKIPLOAD macro has two parameters.

• SKIP_LOAD_FROM
• SKIP_LOAD_TO

The values for these parameters are only valid for URT ranges. There can be multiple SKIPLOAD macro occurrences.
They are assembled with the DBCVTPR macro and DBCSID macros. The SKIPLOAD macros must be together. They
must immediately follow the last DBCSID macro or immediately after the DBCVTPR macro if no DBCSID macros are
specified. The combined assembly is linked as DBCVTPR.

SKIP_LOAD_FROM

The first URT number in the range to be skipped .

Valid values:
1 to 9998

Default:
No default.

SKIP_LOAD_TO

The last URT number in the range to be skipped.

Valid values:
2 to 9999

Default;
No default.

WARNING
Warning: Leave some empty slots (entries) for Dataquery Online DQL mode to generate dynamic URTs.

Example of the SKIPLOAD Macro

    DBCVTPR   AUTO=1-19,MAXURT=3000,...             

    DBCSID       SIDNAME=DBSIDPR,USER=10,CTYPE=PLT     

    SKIPLOAD  SKIP_LOAD_FROM=100,SKIP_LOAD_TO=900   

    SKIPLOAD  SKIP_LOAD_FROM=2100,SKIP_LOAD_TO=2900 

    END        

Sample Assembly JCL for DBCVTPR with SKIPLOAD Macros (z/OS)

The following example shows sample z/OS JCL for assembling and linking DBCVTR that includes SKIPLOAD macros
for URTs that you want to skip for loading at STARTUP Services time. Modify the JCL as required to meet your site
standards.

 //DBCVTPR JOB (acct info),'job desc',CLASS=X,MSGCLASS=X
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 //PROCLIB  DD DSN=SYS1,PROCLIB,DISP=SHR

 //*******************************************************************

 //*                                                                 *

 //* ASSEMBLE AND LINKEDIT -- DBCVTPR CICS SERVICES OPTIONS          *

 //*                                                                 *

 //*******************************************************************

 //STEP1   EXEC HLASMCL,

 //  PARM.C='OBJECT,NODECK',

 //  PARM.L='MAP,LET,LIST'

 //C.SYSLIB   DD DSN=SYS1.MACLIB,DISP=SHR

 //           DD DSN=CAI.THLQ.CAB1MAC,DISP=SHR

 //           DD DSN=CAI.DHLQ.CABDMAC,DISP=SHR

 //           DD DSN=CICS.SDFHMAC,DISP=SHR

 //C.SYSPRINT DD SYSOUT=*

 //C.SYSIN    DD   *     

          DBCVTPR USERS=6,MULTUSE=YES,MSTOPR=***,                   X

                 PREFIX=DBURT,MAXURTS=5000,SCROLL=MANUAL,       X

                 TWOPHASE=YES,AUTO=(001,002,003,010)

          SKIPLOAD SKIP_LOAD_FROM=11,SKIP_LOAD_TO=19    

          SKIPLOAD SKIP_LOAD_FROM=500,SKIP_LOAD_TO=510 

          SKIPLOAD SKIP_LOAD_FROM=600,SKIP_LOAD_TO=4000

          END

 //L.SYSLMOD  DD DSN=CAI.CHLQ.CUSLIB,DISP=SHR

 //L.SYSPRINT DD SYSOUT=*

 //L.SYSIN    DD *

     NAME DBCVTPR(R)

 /*

 //

NOTE
The previous PROC invokes the ASMA90 program. With previous reference to SYSLMOD, see the product
installation procedures to determine the correct custom load library (CUSLIB) data set to contain DBCVTPR.
This data set must also be included in your CICS DFHRPL library concatenation ahead of the Datacom CICS
Services target library.

Sample Assembly JCL for DBCVTPR with SKIPLOAD Macros z/VSE

The following example shows sample z/VSE JCL for assembling and linking DBCVTPR. Modify the JCL as required to
meet your site standards.

 * $$ JOB JNM=jobname,CLASS=0,PDEST=(*,username),LDEST=(*,username)

 * $$ LST CLASS=A

 * $$ PUN CLASS=A

 // JOB Job Statement Information

 // LIBDEF SOURCE,SEARCH=(BASE.DBC150,BASE.DBBASE,PRD1.BASE)

 // LIBDEF PHASE,CATALOG=users.DBC150

 // OPTION LIST,ALIGN,CATAL

       PHASE DBCVTPR,*

 // EXEC ASMA90,SIZE=ASMA90

        DBCVTPR AUXTRCE=(OFF,DCAX,DCBX),                                X

                DATE=02/02/13,                                          X

                DELIM=;,                                                X

                JOBNAME=YES,                                            X

 120



 Installing

                LOG=(YES,YES),                                          X

                MAXURTS=300,                                            X

                MSGLOG=DBOC,                                            X

                MSTOPR=(***),                                           X

                PREFIX=DBURT,                                           X

                REQTHD=(10000,AAAA,BBBB,CCCC,DDDD,EEEE),                X

                SCROLL=MANUAL,                                          X

                TRACE=(ON,1000),                                        X

                USERS=4,                                                X

                USERID=YES

        SKIPLOAD SKIP_LOAD_FROM=11,SKIP_LOAD_TO=19    

    SKIPLOAD SKIP_LOAD_FROM=100,SKIP_LOAD_TO=199    

        END

 /*

 // EXEC LNKEDT,PARM=MSHP

 /&

 * $$ EOJ

Changing Generation Options Online (DBOC GENOPTS)
The DBOC transaction allows the master operators to change several Datacom CICS Services system generation options
that are specified in the DBCVTPR macro. Modifications that are made through DBOC remain in effect only for the life
of the CICS cycle. For details about making permanent changes to these options, see Specifying Generation Options
(DBCVTPR).

This page contains the following topics:

DBOC GENOPTS Command

Use the DBOC GENOPTS command to view and modify system generation options for the current CICS session.

Note: The DBOC GENOPTS and DBOC INQ=GENOPTS only applies to the default MUF for Multi-User-specific fields,
that is, the first MUF defined by the DBCSID macro in the DBCVTPR module. The use of the multiple MUFs feature
requires a default Datacom/DB MUF that must be at Datacom/DB Version 14.0 or later. The MUF with the most recent
version must be listed first in the DFHRPL (the load library concatenation for loading modules in CICS). For example, if
you are connecting to both Datacom/DB 15.0 and 14.0, the 15.0 libraries must be first in the concatenation. For custom
libraries, the default MUF custom libraries must be first in the concatenation.

Also, consider that if the MUF JOBNAME is filled on this screen, it does not necessarily indicate that CICS is still
connected to the default MUF. It only indicates that at some point in the past it had been connected. To get MUF
Connection information, use the DBEC transaction.

DBOC
(Required) Specify the transaction ID used with Operational commands to control system resources. Leave a
space between the transaction ID and the command.

GENOPTS
(Required) Specifies that Datacom CICS Services display the current system generation option values for
modification.

DBOC GENOPTS Example:

CA Datacom CICS Services Version: 15.1       CICS APPLID = U11ICDQD      

COPYRIGHT (C) 1988-2017 CA.   ALL RIGHTS RESERVED. 11/13/18              

OP SYS= Z/OS    2.03     CICS LEVEL= TS 5.3     DB RELS  = 15.1          
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TWOPHASE= YES            CICS JOBNM= QA@#CGR3   MUF JOBNM= DSNZMUF#      

NUMBER OF USERS   = 100              URT PPT NAME PREFIX = DBURT         

NUMBER OF URTS    = 9999             SKIP CLOSED URTS    = YES           

MESSAGE FILE ID   = DBOC             LOG DBOC RESPONSES  =(  YES NO  )   

DB TRACE FACILITY =( ON  , 1000 )    AUXILIARY DB TRACE  = OFF           

COMMAND DELIMITER = &                AUXILIARY TRACE FILE= DCAX          

USERID            = YES              SUPPORT CA-SYSVIEW  = YES           

PGMNAME(TASK,RQST)= TASK             FLOWTRACE ( YES,NO )= NO            

DBOC RESPONSE SCROLL= MANUAL (IF AUTO, SECONDS TO VIEW=    )             

TRANS IDS (DBOC= DBOC DBIC DBKC   DBEC= DBEC DBEX DBRC                   

           DBTS= DBTS DBTX        DBUG= DBUG DBFS      )                 

MAX REQUEST= 00000  EXEMPTS= DBOC XXXX XXXX XXXX XXXX XXXX XXXX XXXX XXXX

                    EXEMPTS= XXXX XXXX XXXX XXXX XXXX XXXX XXXX XXXX XXXX

                    EXEMPTS= YYYY YYYY                                    

OPERATOR IDS= ***                                                        

                                                                                                              

                                 

Changing Displayed Values

To change any of the displayed options during the current CICS cycle:

1. Overtype the value that is displayed on the screen.
2. Press Enter after you have made all of your changes.
3. Press Clear to clear the display and complete the transaction.

Field Descriptions

Datacom CICS Services displays the following fields (that are not modifiable) at the top of the screen:

CICS APPLID=
The CICS APPLID where the DBOC GENOPTS ran.

OP SYS=
The operating system in use.

CICS LEVEL=
The release level of CICS in use on this system.

DB RELS=
The release level of Datacom/DB in use on this system.
(Datacom CICS Services does not display a value in this field if no MUF has been connected.)
Note: For the DBOC commands GENOPTS and INQ=GENOPTS, the value that is displayed for DB RELS= is
fetched from the release level of program DBINRPR, which is loaded into the CICS address space. Be aware, that
for the DBEC transaction, the value that is displayed for DB RELS= is fetched instead from the MUF.

TWOPHASE=
Specifies whether a two-phase commit is needed between multiple MUFs. YES is the default. Select NO in the
DBCVTPR source when a one-phase commit is sufficient between multiples MUFs.

CICS JOBNM=
The CICS job name where DBOC GENOPTS ran.

MUF JOBNM=
The job name for the default MUF.
(Datacom CICS Services does not display a value in this field if no MUF has been connected.)
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The following table describes each of the modifiable fields and indicates the corresponding parameter in the DBCVTPR
macro.

A "Y" in the "Disconnect MUF" column indicates that before modifying this field you must disconnect the MUF with a
DBEC P,DISCONNECT,MUF(nn) command. This closes all URTs. To reconnect the MUF, after completing the DBOC
transaction, issue a DBEC P,CONNECT,MUF(nn) command. This reopens all URTs (not specified with the AUTO= or
DEFER= parameter in DBCVTPR), by internally issuing a DBOC RESTART=??? command. For more information, see
Connecting and Disconnecting MUFs.

Field Description Disconnect MUF DBCVTPRParameter
NUMBER OF USERS The maximum number of

concurrent CICS users of the
default MUF. These are users
with transactions physically
waiting on a read event or with
requests with exclusive control;
that is to say adds, writes,
and reads for update. The
maximum USERS= value for
asynchronous tasks should be
less than the value assigned in
the TASKS MUF startup option
in Datacom/DB.

You can specify any integer
from 2 through 255, inclusive.

Making changes to this value
causes Datacom CICS Services
to reset to zero the usage
statistics that are displayed
in response to a DBIC/DBOC
INQ=USERS command.
For more information, see
INQ=USERS--Displaying
Concurrent Users.

Y USERS=

URT PPT
NAME PREFIX

The prefix to use for URT
names. The DBOC PREFIX=
command also changes the
URT prefix specification;
see PREFIX= Changing
the URT Prefix. Specify any
alphanumeric five-character
prefix. However, the last
character of the prefix should
not be numeric 1-9 but can be
0. For example, a non-unique
specification would occur if you
used a prefix of DBUR2. Then
DBUR2002 could be either a 2
or 2002. However, DBUR0 is
allowed.

Y PREFIX=
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NUMBER OF URTS The maximum number of URTs
that can be defined for use by
Datacom CICS Services. You
can specify any integer greater
than or equal to 1, or less than
or equal to 9999.

If you change this value,
Datacom CICS Services resets
any URT which has been
specified with a DBOC AUTO=
or DBOC DEFER= command to
its initial status (as defined in the
DBCVTPR macro). If the new
number of URTs is greater than
the specification in DBCVTPR,
Datacom CICS Services assigns
these additional URTs deferred
status.

Y MAXURTS=

SKIP CLOSED URTS Specifies how to handle closed
or unopened URTs.

YES
When searching for
a URT to satisfy a
Datacom/DB request,
Datacom CICS
Services ignores
closed URTs and
unopened URTs
marked for deferred
open.

NO
When searching for
a URT to satisfy a
Datacom/DB request,
Datacom CICS
Services does not
ignore closed URTs.
For an explanation
of the Datacom
CICS Services
URT selection
process, see Using
the Standard URT
Selection Logic
and the flowchart in
Category 4: All Other
User Commands.

SKIPURT=
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MESSAGE FILE ID The destination for logging
DBOC/DBIC messages. The
ID which you specify must be
defined in the CICS Destination
Control Table (DCT).
For z/OS, the Message Log
can be either SYSOUT or
a sequential data set with a
record size of 131. For z/VSE,
the Message Log must be a
sequential data set. After CICS
is shut down, z/VSE prints the
Message Log file.

MSGLOG=

LOG DBOC
RESPONSES

First Field (log)

The specification for this
parameter can also be changed
through the DBOC LOG=
command; see LOG= Resetting
the Log Option for Operational
Commands.

YES
Indicates that
Datacom CICS
Services write DBOC
and DBIC command
responses to the
Message Log file.

NO
Indicates that
Datacom CICS
Services not write
DBOC and DBIC
command responses
to the Message Log
file.

Second Field (inq)

YES
Indicates inquiry
command responses
are written to the
Message Log file.

NO
Indicates inquiry
command responses
are not written to the
Message Log file.

LOG=
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DB TRACE
FACILITY

First Field

ON
Initiates Trace
Facility.

OFF
Terminates Trace
Facility.

Second Field

The maximum number of entries
to be held at one time in the
Datacom/DB Online Trace
Table. You can specify an
integer from 100 through 9999,
inclusive.

If you change this value,
Datacom CICS Services purges
all previous Trace Table entries.

Y TRACE=

AUXILIARY
DB TRACE

Specifies the current condition
of the Auxiliary Trace Facility,
ON or OFF. Valid entries to the
field are ON or OFF.
The current setting can be
set by the DBOC AUX=xxx
command; see AUX= Resetting
the Auxiliary Trace Options.

AUXTRCE=

COMMAND
DELIMITER

Specifies the character to be
used as a command delimiter
The command delimiter
character can also be changed
through the DBOC DELIM=
command; see DELIM=
Changing the Delimiter
Character.

DELIM=

AUXILIARY
TRACE FILE

Specifies the current destination
for the Auxiliary Trace Facility.
The field is display only.
The current destination can be
switched to the secondary or
reset to the primary through the
DBOC AUX=SWI command;
see AUX= Resetting the
Auxiliary Trace Options.

AUXTRCE=

USERID If USERID=YES, the 8-byte
USERID from external security
is used. If USERID=NO, the 3-
byte CICS OPERID is used. You
can specify YES or NO. The
default is NO.

Y USERID=
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SUPPORT
CA-SYSVIEW

Specifies whether to support
SYSVIEW.

YES
SYSVIEW CICS
performance monitor
supported.

NO
SYSVIEW CICS
performance monitor
not supported.

The SYSV= parameter that
is used to specify SYSVIEW
should only be specified as YES
in z/OS environments. In z/VSE
environments, SYSV= should be
allowed to default to NO.

SYSV=

PGMNAME Indicates when the program
name of the application is
refreshed. The information
is reported on the DBOC
INQ=TRACE screen.

RQST
indicates that the
system obtains the
application program
name initiating the
request every time
a request is made
within a task.

TA
SK indicates that the
system obtains the
program name only
once per task.

PGMNAME(TASK,RQST)=

FLOWTRACE Indicates whether the logic flow
trace is turned on or not.

YES
indicates the
logic flow trace is
activated.

NO
indicates the
logic flow trace is
deactivated.

FLOWTRACE=
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DBOC The transaction IDs used to
initiate the Datacom CICS
Services control and inquiry
functions. The first transaction
that is displayed can invoke the
functions that are documented
for the DBOC transaction
(inquiry and control). The
second transaction that is
displayed can invoke the
functions that are documented
for the DBIC transaction (inquiry
only). The third transaction
that is displayed is the internal
transaction that is used for
supporting EOJ_OK.

DBOC=

DBEC The transaction IDs used to
initiate the Datacom CICS
Services enhanced control
and inquiry functions. The first
transaction that is displayed can
invoke the update functions.
The second transaction that is
displayed can invoke the inquiry
only functions documented for
the DBEX transaction. The third
transaction that is displayed is
the internal transaction that is
used for MRO and CICSplex
inquiries and control commands.

DBEC=

DBTS Specifies the transaction IDs
used to initiate the Test Facility
in update and read-only mode.
The first transaction displayed
cab invoke the functions that
are documented for the DBTS
transaction (update mode).
The second transaction that
is displayed can invoke the
functions that are documented
for DBTX (read-only mode).

DBTS=

DBUG Specifies the transaction ID
used to initiate the Debugging
Facility. The first transaction
that is displayed can invoke
the debugging facility that is
documented for the DBUG
transaction. The second
transaction that is displayed is
the internal transaction that is
used when debugging a remote
terminal.

DBUG=
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DBOC RESPONSE
SCROLL

Indicates the scrolling method
for the display of DBIC/DBOC
responses.

AUTO
Datacom
CICS Services
automatically pages
forward after a
specified time period.

MANUAL
You must press Enter
to scroll forward.

SCROLL=

IF AUTO, SECONDS
TO VIEW

Indicates the time period (in
seconds) for display of DBIC/
DBOC responses before
Datacom CICS Services
automatically scrolls forward.

MAX REQUEST The maximum number of
Datacom/DB requests permitted
in any unit of work. If this
number is exceeded by any
task, the task abends with
abend code DC18. To allow all
transactions to issue unlimited
requests, enter a zero.

REQTHD=

EXEMPTS A list of up to ten transaction
IDs which are exempt from the
previous limit. Each of the ten
transaction IDs can contain
wildcard characters (?).

REQTHD=

OPERATOR IDs 10 user IDs with authorization
to initiate the DBOC GENOPTS
transaction and to perform
startup after Datacom CICS
Services shutdown has been
specified. Only the first ten of
the 50 IDs are allowed to be
changed because the changes
exist only during the CICS cycle.
The value that is displayed as
'***' indicates that all user IDs
are authorized.

MSTOPR=

DBOC INQ=GENOPTS Command
DBOC

(Required) Specify the transaction ID used with Operational commands to control system resources. Leave a
space between the transaction ID and the command.

INQ=GENOPTS
(Required) Specifies that Datacom CICS Services display the current system generation option values.

DBOC INQ=GENOPTS                                                       DELIM &
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 CA Datacom CICS Services Version: 15.1                 CICS APPLID=U11ICDQD  

 COPYRIGHT (C) 1988-2017 CA.   ALL RIGHTS RESERVED.     11/13/18              

 OPSYS=Z/OS    2.03            CICS LEVEL=TS 5.3        DB RELS=15.1          

 TWOPHASE=YES                  CICS JOBNM=QA@#CGR3      MUF JOBNM=DSNZMF#1    

 MAXURTS=9999                  PREFIX=DBURT             DYNPPT=NO             

 USERS=100                     SKIPURT=YES              LOG=(YES,NO )         

 SYSVIEW=YES                   PLANSWI=NO               USERID=YES            

 TRACE=(ON , 1000)             AUXTRACE=OFF             AUXTRACE LOG=DCAX     

 DELIM=&                       MSGLOG=DBOC              SCROLL=(MANUAL SEC   )

 OPENAPI=YES                   EOJ_OK=NO                CICSPLEX=             

 DBEC=DBEC DBEX DBRC           DBOC=DBOC DBIC DBKC      DBUG=DBUG DBFS        

 FLOWTRACE=NO                  PGMNAME=TASK             DBTS=DBTS DBTX        

 REQTHD=00000 EXEMPT TRANS=DBOC                                               

 OPERID=***                                                                   

 SKPSYNC=YES                                                                  

                                                                              

DC00380I  TRANSACTION COMPLETED. 

In addition to the modifiable fields displayed on the DBOC GENOPTS screen, the following fields are displayed on the
GENOPTS inquiry that are not modifiable online.

DYNPPT=

• YES specifies that you want to use the program AUTOINSTALL function (PGAIPGM=ACTIVE in DFHSIT) for
the URTs.

• NO specifies that you do not want to AUTOINSTALL URTs but want them defined in the CSD.

EOJ_OK=

• NO (default) specifies that Datacom CICS Services is not participating in the support of a request to EOJ MUF.
• DISCONNECT specifies when MUF has notified Datacom CICS Services with a return from an active request

that a MUF EOJ was issued, Datacom CICS Services issues a DISCONNECT from the MUF 
• IMMEDIATE specifies when MUF has notified Datacom CICS Services with a return from an active request

that a MUF EOJ was issued, Datacom CICS Services issues an IMMEDIATE disconnect from the MUF.
The displayed value is what has been specified for the default MUF. This value is the default for any DBCSID
macros that are coded in the DBCVTPR macro when not overridden. Releases of Datacom/DB earlier than
Version 14.0 do not support this feature.

OPENAPI=

• YES specifies that Datacom CICS Services starts the execution of request processing and the OPEN/CLOSE
processes on an OPEN TCB. In this case, it is the L8 TCB because Datacom CICS Services programs run
with EXECKEY=CICS.

• NO specifies that Datacom CICS Services is enabled as API(CICSSAPI). Therefore, the Datacom CICS
Services programs run on the same TCB as the calling program runs and that could mean a QR TCB or an
OPEN TCB.

PLANSWI=

• YES specifies that dynamic plan selection is used.
• NO specifies that dynamic plan selection is not used.

SKPSYNC=
(Optional) Specifies whether Datacom CICS Services issues a CICS SYNCPOINT when only one MUF in the
environment has received a DB log command.
NO specifies that Datacom CICS Servicesissues a CICS SYNCPOINT instead of a user a DB log command.
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YES (default) specifies that Datacom CICS Services issues the user DB log command as is. without a CICS
SYNCPOINT whenever appropriate.

Maintaining MRO/ISC Environment
Datacom CICS Services allows processing from a central facility to control multiple resources effectively. The design of
the multiple CICS environment can be complex or simple. This section applies to a CICSPlex SM environment since MRO
connections are required in CICSPlex SM system managed CICS regions. If you use MRO/ISC or MRO/XCF, verify that
you have done the following:

• Your CICS SIT parameters are defined to support ISC
• Each CICS has a unique SYSID
• Your connections and sessions are properly defined in your CSD

This page contains the following topics:

MRO/ISC Route Processing

The simplest MRO/ISC and MRO/XCF processing can be the use of the CRTE route transaction. In this case, you route
all processing input to a particular AOR CICS. Issue a new CRTE transaction when connection to other AORs is required
and issue multiple Datacom CICS Services control transactions. CRTE is an excellent tool to use in debugging problems if
they are encountered in an MRO configured environment or in specific cases.

MRO/ISC Transaction Routing

This MRO/ISC and MRO/XCF setup is where each transaction is defined to the TOR as a remote transaction. You enter
the desired transaction and through internal CICS definitions it is routed to the defined AOR CICS.

A transaction that is defined in the TOR can be defined as the same transaction in the AOR. This method requires the
user to remember which transaction is associated to which AOR CICS. Also, this method requires a separate DBCVTPR
macro be defined in each AOR CICS to allow processing to proceed. For example, the following table illustrates a TOR
connected to three AORs defined as SYSA, SYSB and SYSC with transactions DBC1, DBC2, and DBC3 being DBOC in
each AOR CICS respectively. The following table graphically shows that when DBC2 is entered in the TOR it is routed to
AOR CICS name SYSB and runs transaction DBC2 in that AOR.

AOR Local TOR AOR CICS DBCVTPR AOR
AOR1
(SYSA)

TRansaction : DBC1
REMOTEName : DBC1
REMOTESystem : SYSA

 
DBC1

DBOC=(DBC1,DBI1)

AOR2
(SYSB)

TRansaction : DBC2
REMOTEName : DBC2
REMOTESystem : SYSB

 
DBC2

DBOC=(DBC2,DBI2)

AOR3
(SYSC)

TRansaction : DBC3
REMOTEName : DBC3
REMOTESystem : SYSC

 
DBC3

DBOC=(DBC3,DBI3)

A transaction that is defined in the TOR can be defined as another transaction in the AOR. If DBOC is not renamed in
the AORs, it is not necessary to supply the DBOC parameter in the DBCVTPR macro for the AORs. In the TOR, each
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transaction definition that routes a DBOC to an AOR must have a remote name of DBOC, as illustrated in the following
table.

AOR Local TOR AOR CICS DBCVTPR AOR
AOR1
(SYSA)

TRansaction : DBC1
REMOTEName : DBOC
REMOTESystem : SYSA

 
DBOC

DBOC=(DBOC,DBIC)

AOR2
(SYSB)

TRansaction : DBC2
REMOTEName : DBOC
REMOTESystem : SYSB

 
DBOC

DBOC=(DBOC,DBIC)

AOR3
(SYSC)

TRansaction : DBC3
REMOTEName : DBOC
REMOTESystem : SYSC

 
DBOC

DBOC=(DBOC,DBIC)

DBC1 would then route a DBOC to AOR SYSA, and DBC2 would route a DBOC to AOR SYSB, and so on.

MRO/ISC Enhanced Control

This MRO/ISC and MRO/XCF setup is where the Datacom CICS Services enhanced control transaction is implemented.
The user enters the DBEC or DBEX transaction and it runs within the TOR CICS with connections to the other AORs
through the internal transaction DBRC. To set up this type of MRO process:

• Define only transaction DBEC and DBEX to run in the TOR.
• The DBRC internal transaction is defined only in the AOR, together with Datacom CICS Services.
• When other control functions are needed, define the other DBOC, DBTS, and DBUG transaction IDs by one of the

previous two methods.

Restrictions

DBEC does not support executing any command that involves a version of Datacom CICS Services other than the current
version. Therefore, Version 15.0 DBEC does not support connecting to a CICS executing Version 14.0 or less. Also,
DBEC has inherent transaction affinities so must be routed to the same AOR during the pseudo-conversation.

Utilizing Resources Effectively
Learn how to effectively use resources with Datacom CICS Services. Find information about allocating threads, setting
priority, open transaction environments (OTE), and migration issues.

We recommend the following procedures for the most effective use of your resources:

• Turn off the Auxiliary Trace function when not in use. For details, see the Auxiliary Trace Facility section.
• Use the CICS SYNCPOINT to free resources as soon as possible. For details, see the Using CICS SYNCPOINT

section.
• Read a record once before requesting it with intent to update.
• Specify RES=YES in the CICS System Definition data set (CSD) for the most frequently used User Requirements

Tables (URTs).
• Allocate enough threads that users need not wait an inordinate amount of time for a free thread. For details, see

Allocating Threads.
• Adjust priority specifications both in the operating system and in Datacom/DB. For details, see Setting Priority in the

Operating System and Datacom Tools - Source.
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Allocating Threads

During installation, you specified a value for the USERS= parameter in the DBCVTPR. Datacom CICS Services uses
this value for the number of threads allocated to service all requests. Since any number of non-update tasks can share
threads, thread use and need is mainly determined by the number of concurrent update requests. When a task issues an
update request, the thread it is using is held for this task until:

• The task is finished, or
• The program issues a CICS SYNCPOINT or SYNCPOINT ROLLBACK command, or
• The program issues a Datacom/DB COMIT or ROLBK command, or
• Datacom/DB determines that there are no longer any resources that need to be held for this task.

We recommend that the application program issue CICS SYNCPOINTs to synchronize update processing between
Datacom/DB and non Datacom/DB resources such as VSAM or DL/I. Also see the section Updating Techniques,
SYNCPOINT, and Logging. For programs that issue Datacom/DB commands for LOG type that do commits or rollbacks,
these commands are forced to perform CICS SYNCPOINT or CICS SYNCPOINT ROLLBACK.

In estimating thread allocation, consider the number of update tasks operating concurrently a large percentage of the
time. Allocate one thread per concurrent update task. For example, if an average of 6 update tasks and 20 read-only tasks
operate concurrently 80 percent of the time, allocate 6 threads to the 6 update tasks and, for example, 3 or 4 threads for
the 20 read-only tasks, making a total or 9 or 10.

Periodically, analyze thread utilization to verify that the percentage waiting for a thread is not too high. If it is, allocate more
threads. Datacom CICS Services produces a thread utilization report automatically and writes it to the Message Log file
(DBOC) at CICS shutdown. Use the DBOC INQ=USERS transaction to view this report online during the CICS session. For
details, see the INQ=USERS--Displaying Concurrent Users section.

Automatic shutdown of Datacom CICS Services is delayed when HELD TRANS or RESERVE TRANS is not 000.
RESERVE TRANS are due to transactions needing resources before completing. For example, needed resources include
such things as terminal response time, enqueues, delays, and waiting on I/Os.

Issue DBOC INQ=STATS to display the current number of held transactions. For details, see the INQ=STATS--Displaying
System Statistics section. A HELD TRANS value greater than zero indicates the number of requests held waiting for a
free thread. HELD TRANS values greater than zero are likely to occur when the number of CICS tasks allowed to be
started is larger than the number of concurrent users permitted, that is to say when the AMXT= value is greater than the
USERS= value.

To limit the amount of time shutdown can take:

1. Increase the value of the USERS= parameter to increase the number of Task Control Blocks generated by the
DBCVTPR macro, and

2. Increase the value specified in the MUF startup option TASKS in Datacom/DB to specify more tasks.

To support additional batch tasks in a MUF environment, the MUF startup option TASKS may specify a value larger than
the value specified by the DBCVTPR macro. The TASKS value, however, may not be less than the value specified by the
DBCVTPR macro.

Setting Priority in the Operating System and Datacom/DB

The performance of your system can be affected by setting an appropriate priority in both the operating system and in
Datacom/DB.

Datacom/DB MUF versus Datacom CICS Services

If there are many CICS activities involving Datacom/DB, assign the Datacom/DB MUF a higher priority than Datacom
CICS Services within your operating system. However, if you have few CICS activities involving Datacom/DB, assign the
same operating system priority to both the MUF and Datacom CICS Services.

Task Priority in CICS
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You can assign priority to specific transactions within CICS by using parameters in the TCT, CSD, or Sign-on table. We
recommend assigning a priority of 254 for the DBOC and DBUT transactions in the CSD (255 is the highest priority).

Task Priority in Datacom/DB

Transactions which use the Datacom/DB MUF, are assigned a priority within the MUF. This priority is specified in the URT
used with the transaction. A low priority task, which has a resource under exclusive control, could block other users from
accessing that resource indefinitely.

Open Transaction Environment (OTE)

You can increase your system performance if your applications are programmed as Threadsafe to operate concurrently in
an Open Transaction Environment (OTE) as defined by IBM.

Verify that your programs or modules have the following Threadsafe characteristics:

• The modules must be designated as re-entrant (RENT). Typically RENT modules do not modify anything in the
program storage and can be loaded into read only memory.

• The modules either do not modify shared resources or they serialize the use of shared resources by using a
serialization technique such as ENQ/DEQ or CS/CDS/CSG and so forth.

• All modules that modify a shared resource must use the same serialization technique.

Perform the following tests to verify that your programs are running concurrently:

• The first test is to take a look at the level one and level two IBM tracing and examine the TCB switching that occurs in
a transaction from initiation through termination.
The examination should answer the following questions:

1. Where did the application commence execution when called by the TRUE?
2. Where did the DBNTRY TRUE commence execution when called by the application program?
3. Was there any TCB switching involved in the course of running a transaction for example, QR to L8 to L9 and back

and forth?
4. Was there a lot of TCB switching because of non-Threadsafe CICS commands or between program calls and

returns (because of their Concurrency value in CICS tables)?
5. Was there supposed to be DB2 calls in the mix and were there any calls made to DB2?
6. Was TCB switching involved when calling DB2 attachment facility and returning from DB2 to the application or just

calling DBNTRY, or both or neither?

NOTE
If there are no DB2 calls but the site has DB2 applications mixed with DATACOM calls, select a
transaction that has both calls, and examine the TCB switching for DB2 and DATACOM calls in the same
manner.

• The second test is to benchmark a fixed number of transactions. For example, run 100,000 or even 500,000
transactions in both environments separately, and then compare the processing time of the two test cases.
The test environments must be similar in both cases in order for the comparison to be valid. It is best to run each test
multiple times and use the average for comparisons.
Define the application and Datacom as API(CICSAPI) and benchmark it in one set of tests as a base of your
measurement. If the application can only run with EXECKEY=USER, then it is probably better to define both the
application and the Datacom TRUE as API(CICSAPI). If the application can run with EXECKEY=CICS, then it might be
worthwhile to benchmark both with API(OPENAPI) as well and conduct another test with those values in place.
For more information about selecting CICSAPI or OPENAPI, see Migration Issues.
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Migration Issues

A Quasi Reentrant (QR) TCB in CICS along with the dispatcher allow for tasks to be executed in a serialized manner. A
QR TCB protects the shared resources from being overridden by concurrently running tasks. If the system is very much
QR TCB bound, such as too much demand on the QR TCB, some of the work can be offloaded to L8 or L9 for processing.

For migration purposes, select the option of either OPENAPI=YES or OPENAPI=NO, and then assemble the macro
DBCVTPR. This allows request processing and OPEN/CLOSE processes with API(OPENAPI) or API(CICSAPI)
respectively.

This choice is important to be made correctly. If the application is not Threadsafe then it begins execution on a QR TCB
and will switch from QR to L8 with OPENAPI=YES. On the way back to CICS it will switch back to QR, and therefore this
TCB switching introduces unnecessary overhead.

To determine whether to use the CICSAPI or the OPENAPI, answer two questions at the outset:

• Are the application programs written to Threadsafe standards?
• Do the application programs run with the EXECKEY CICS or USER?

Selecting CICSAPI

A CICSAPI program commences execution on a QR TCB. However, programs commence execution on L9 if
EXECKEY=USER and OPENAPI. Datacom CICS Services runs with EXECKEY=CICS, so it commences execution on L8 if
defined as API(OPENAPI). Therefore, to avoid switching back and forth from L8 to L9, it is best to define Datacom CICS
Services with OPENAPI=NO and the application as API(CICSAPI).

If the customer application is not Threadsafe or the application runs with the EXECKEY=USER even though it might be
Threadsafe, define Datacom CICS Services with OPENAPI=NO as API(CICSAPI) since the user application cannot
run on the L8 TCB. In this case, Datacom CICS Services runs on the same TCB as the application and there is no
unnecessary TCB switching.

If you are using third-party vendor software to interface with Datacom, get confirmation from the third-party vendor or
request a Threadsafe version of the product and install it.

The decision of where to run each process or program must be an elaborate decision, thoroughly tested for TCB
switching, and verified for efficiency, since many factors are involved in the efficiency of the overall request processing
system.

Selecting OPENAPI

To potentially make your transaction processing more efficient, you can commence execution of Datacom CICS Services
on an OPENAPI TCB such as L8 or L9. This can be especially effective if there are DB2 calls mixed with the Datacom
calls in the application.

An OPENAPI program commences execution on an OPEN TCB, either L8 if EXECKEY=CICS or L9 if EXECKEY=USER.

If the application is fully Threadsafe and can be defined as an API(OPENAPI), then the user may prefer to define Datacom
CICS Services with OPENAPI=YES as API(OPENAPI) as well. The EXECKEY of the application and the EXECKEY of
Datacom CICS Services must be the same for maximum efficiency.

If the EXECKEY for the two programs are not the same, the control toggles between L8 and L9 which is not the best
scenario.

If the customer application uses DB2 calls mixed with Datacom calls, then it makes sense to define Datacom CICS
Services as OPENAPI=YES so the Datacom calls run on L8 along with the DB2 calls that must run on L8. Unnecessary
TCB switching is avoided if the application is Threadsafe.

The MAXOPENTCBS system initialization parameter controls the number of open TCBs permitted for this purpose.
Therefore, set the necessary value. The factors that determine this value include the total number of USERS defined
in the DBCVTPR macro for all connections in addition to the OTE TCB requirements for other applications that may be
running in the same CICS region. Measure the system performance to determine the optimum number. This option is no
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longer available in CTS 5.1 and is set automatically based on the MXT plus a constant value (2 * MXT +32). For more
information, see the IBM CICS System Definition Guide.

Online User Requirements Tables
Each batch application must be linked or dynamically loaded to a User Requirement Table (URT) before it is executed. An
online application, however, is not linked to any particular URT. Rather, a URT is selected by Datacom CICS Services to
satisfy each request.

In an online CICS environment, if you have the SQL option of Datacom/DB you do not need to code more than one URT
for SQL. If you elect to have more than one, only the first SQL URT opened is ever used as the SQL URT as long as that
URT remains open.

This page contains the following topics:

Planning the User Environment

Determining Scope of URTs

Every CICS program requesting Datacom/DB service requires at least one URT defined in the CICS region. For a task to
execute, the URT needed for each request must be open or eligible to be opened. During normal operation, all URTs may
remain open. During recovery and reload, however, the processing on the databases being recovered or reloaded must
be quiesced by closing the URTs which declared them open for access or update.

NOTE
For more information, see the Datacom Core documentation.

The contents of URTs can be based on the applications that use them, as in batch. However, for CICS they need not be,
since Datacom CICS Services makes a URT selection for each request rather than for each application. For example,
if a batch program reads data from three databases, the URT you link to that program must define the required tables
from each of the three databases. If an online application reads the same three databases, you could define Datacom/
DB tables for each of these databases in different URTs and Datacom CICS Services would select the appropriate one as
needed.

NOTE
You may alter the DCCTFPR exit to control URT selection with a prefix.

Determining Number of URTs to Define

Generally, you define multiple URTs. The amount of time it takes to open and load a URT increases with the quantity of
Datacom/DB tables within the URT and by the number of URTs to be loaded. This processing time can be included in
CICS initialization by:

• Using the default PLT method to open a URT at STARTUP as described in the information regarding the AUTOn=
parameter and the DEFERn= parameter of the DBCVTPR macro, or

• Defining the URT to be opened when required by using the AUTO= parameter; see AUTO= Setting URTs for Automatic
Opening.

NOTE
Review the connection type defined for the associate MUF when defining the open type for URTs.

Defining SQL URTs

Datacom CICS Services opens only one URT. If all your programs use SQL, define only one URT containing no Datacom/
DB tables.

Procedure for Preparing URTs
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Your responsibilities include the following:

1. Define the URTs required by your CICS applications as described in Coding the URT Macros.
2. Assemble and link each URT separately.

NOTE
URT cannot be assembled/linked as RENT.

3. Link edit URTs into the CICS library, specifying the 8-byte module name as DBURTnnn if PREFIx=DBURT. For the
URTs greater than 999 and PREFIX=DBURT, then the 8-byte name would be DBURnnnn. DBURT is the default value
for the DBCVTPR PREFIX= parameter. You provide the name for a given URT in the JCL used for assembling and link
editing. The name is a combination of the selected prefix name and a sequential number. For information about what
happens with the prefix when a higher number than 999 is used, and to highlight that aspect of the following examples,
see PREFIX= and Assembling and Linking Each URT.

4. Use the DFHCSDUP batch utility or the online CEDA transaction to define each new URT in the CICS CSD data set:

DEFINE PROGRAM(DBURTnnn)GROUP(B115GRP)LANGUAGE(ASSEM)RESIDENT(YES)CEDF(NO)

Or, in the case of a URT number greater than 999:

DEFINE PROGRAM(DBURnnnn)GROUP(B115GRP)LANGUAGE(ASSEM)RESIDENT(YES)CEDF(NO)

5. Define the MAXURTS= value in DBCVTPR to accommodate the number of URTs you desire.

URT Selection

Before accessing Datacom/DB, Datacom CICS Services passes control to the URT selection module (DCCTFPR). This
module determines which URT Datacom CICS Services uses when processing a request. Your company may write a
prefix Datacom CICS Services URT Selection Exit for specific security, or accounting purposes.

Details on the standard URT selection logic are described in URT Selection (DCCTFPR). A simplified explanation of URT
selection processing for a non-SQL request follows:

1. Examines the Request Area to determine the name of the Datacom/DB table to be accessed and the DBID in which
the table resides.

2. Searches available URTs (URTs) in ascending order by number and selects the first one it encounters which is eligible
for processing the request. The following criteria determines eligibility:
– If the Request Area contains only a DBID, the first URT within the list having the same DBID is used.
– If the Request Area contains both a table name and a DBID, eligibility is based on how SYNONYM= is coded in

the URT. If SYNONYM=NO, the URT must list a matching table name. If SYNONYM=YES, the URT must list a
matching table name and DBID.

NOTE
If, within one URT, the same TBLNAM= is specified twice for different DBIDs and has SYNONYM=NO for
the first in the list but SYNONYM=YES for the second in the list, Datacom/DB finds a match on the first
entry and does not look for the second entry. If two URTs have the same TBLNAM= specified for different
DBIDs and the lower numbered URT specifies SYNONYM=NO and the higher numbered URT specifies
SYNONYM=YES, Datacom CICS Services selects the lower numbered URT without regard to DBID.

Coding the URT Macros

The CICS region in which an online application is executing must have at least one URT available which can satisfy each
request to Datacom/DB.

Online URT Macros

An online URT begins with a DBURSTR Start macro, includes one or more DBURTBL Entry macros (if not an SQL URT)
and ends with a DBUREND End macro. The SQL URT must have at least one DBURTBL, and that one can have the
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bypass open option (BYPOPEN=YES in the DBURTBL macro) in it. The SQL URT is also composed of the DBURSTR
and DBUREND macros. For non-SQL URTs, the Start macro passes its parameters to each included Entry macro.

Global URTs

Beginning with Datacom CICS Services r11, support was added for global URTs. A global URT is a URT from Datacom/
DB r10 or higher that either has multiple MUFs support or DBID remapping support, that is to say, either the DBURSTR
macro uses the SIDNAME= parameter or the DBURTBL macro uses the DBIDMUF= parameter.

In a multiple MUF environment, it is necessary to code the SIDNAME= parameter on the DBURSTR macro in order for the
URT to request service from a MUF other than the default or first MUF defined by a DBCSID macro. Any URT can only
reference one MUF.

Also beginning with Datacom CICS Services r11, support has been added for DBID remapping. If you want to use this
feature, you must code the DBIDUSER= in the DBURTBL macro to match the DBID specified in the request and also
code the DBIDMUF= parameter of the DBURTBL macro to specify the DBID that is actually passed to the MUF in the
request. Following is an example:

        TITLE 'GLOBAL URT'

        PRINT GEN

        DBURSTR SIDNAME=DBSIDPR

        DBURTBL DBIDUSER=1,DBIDMUF=100,TBLNAM=PAY

        DBUREND SYSTEM=OS

        END

NOTE
For more information about defining URTs, see the Datacom Core documentation.

Assembling and Linking Each URT

After coding an online URT, assemble and link it to produce a load module.

URT Naming Conventions

Use the following naming conventions for your URTs:

• The 5-character prefix you code in the PREFIX= parameter (default is DBURT) in the System Options Table
(DBCVTPR), plus

• A 3-digit numeric suffix starting with 001 and ending with a number up to 999, and then
• The first 4 characters of the 5-character prefix you code in the PREFIX= parameter, plus
• A 4-digit numeric suffix starting with 1000 and ending with a number equal to the specified MAXURTS= value.

The 3-digit or 4-digit numeric identifier can be any number, but generally it is associated with a database ID.

NOTE
Because Datacom/DB supports 4-digit database IDs and Datacom CICS Services now supports up to 9999
URTs, you can only have a one-to-one relationship between the 3-digit or 4-digit numeric identifier suffix and a
database ID if the database ID is less than 1000. Therefore, PREFIX=DBUR2 (or 3, 4, ...) is invalid since there
would be no distinction between URT 2nnn and nnn. For example, DBUR2005: is it URT5 or URT 2005.

z/OS JCL Example

The JOB, SYSLIB and SYSLMOD statements are for example only. Code these statements according to site standards.

 //jobname  JOB    Job Statement Information

 //*-------------------------------------------------------------------*

 //*            ASSEMBLE/LINK ONLINE USER REQUIREMENTS TABLE           *
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 //*-------------------------------------------------------------------*

 //ASM     EXEC PGM=ASMA90,PARM='NODECK,LOAD'

 //SYSLIB    DD DSN=SYS1.MACLIB,DISP=SHR

 //          DD DSN=CAI.DHLQ.CABDMAC,DISP=SHR

 //SYSUT1    DD DSN=&.&SYSUT1.,UNIT=SYSDA,SPACE=(8800,(1200,100))

 //SYSUT2    DD DSN=&.&SYSUT2.,UNIT=SYSDA,SPACE=(8800,(1200,50))

 //SYSUT3    DD DSN=&.&SYSUT3.,UNIT=SYSDA,SPACE=(8800,(1200,50))

 //SYSPRINT  DD SYSOUT=*

 //SYSPUNCH  DD SYSOUT=*

 //SYSLIN    DD DSN=&.&OBJSET.,UNIT=SYSDA,SPACE=(80,(200,50)),

 //             DISP=(MOD,PASS)

 //SYSIN     DD *

     .

     .

     .

     .

     .

     .

 /*

 //*

 //LKED  EXEC PGM=IEWL,PARM='XREF,LET,LIST,NCAL',COND=(8,LT,ASM)

 //SYSLIN    DD DSN=&.&OBJSET.,DISP=(OLD,DELETE)

 //          DD DDNAME=SYSIN

 //SYSUT1    DD DSN=&.&SYSUT1.,UNIT=SYSDA,SPACE=(1024,(50,20))

 //SYSPRINT  DD SYSOUT=*

 //SYSLMOD   DD DSN=CAI.CHLQ.CUSLIB,DISP=SHR

 //SYSIN     DD *

  NAME DBURT025(R)

 /*

 //

• Insert the URT definitions in the continuation area of the JCL. For more information, see Coding the URT Macros.
• The load module name for the URT in this example is DBURT025. Use the naming conventions for your URTs as

described in the coding of the DBCVTPR PREFIX= macro parameter. DBURT is the default 5-character prefix for the
PREFIX= parameter in the System Options Table (DBCVTPR).

z/VSE JCL Example

The JOB statement, power statements, and EXTENT statements in the following JCL are for example only. Code these
statements according to site standards.

 * $$ JOB JNM=jobname,CLASS=n

 * $$ LST CLASS=n

 // JOB ASMBLNK

 // DLBL    BASE,'customer.designated.db.install.library'

 // EXTENT  SYS009,volser

 // ASSGN   SYS009,DISK.,VOL=vvvvvv,SHR

 // DLBL    CUSLIB,'customer.designated.local.library'

 // EXTENT  SYS009,volser

 // LIBDEF  *,SEARCH=BASE.DBBASE

 // LIBDEF  *,CATALOG=CUSLIB.sublib

 // OPTION CATAL

   PHASE DBURT025,*
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 // EXEC ASSEMBLY

     .

     .

     .

     .

     .

     .

 // EXEC LNKEDT

 /&

 * $$ EOJ

• Each URT must be link edited with a 5-character prefix and a unique number between 001 and 999 or a 4-character
prefix and a unique number between 1000 and the MAXURTS= value in the System Options Table (DBCVTPR).

• Insert the URT definitions in the continuation area of the JCL. For more information, see Coding the URT Macros.

Using Exit Programs
You can create exit programs for use with Datacom CICS Services, allowing you to perform security, accounting, or other
tasks tailored to your site's needs before and/or after each user Datacom/DB request issued by Datacom CICS Services.
The following are the exit modules:

DCCTFPR
Receives control from Datacom CICS Services to make User Requirements Table (URT) selection to use in
satisfying a Datacom/DB request.

DCCTXPR
Receives control from Datacom CICS Services before and after Datacom CICS Services accesses Datacom/DB.

NOTE
Regarding previous DCCTFPR, Datacom CICS Services uses the Broadcom-supplied module, DCCTFPR, for
each request. To make use of this exit, you must modify or replace the supplied module.

These exits must be coded, linked, and defined as reentrant and threadsafe.

This page contains the following topics:

URT Selection (DCCTFPR)

Before accessing Datacom/DB, Datacom CICS Services passes control to the URT (URT) selection module (DCCTFPR).
This module contains logic to determine which URT Datacom CICS Services should use when processing a request. Use
this standard selection, unless you require site-specific security, accounting, or a pre-Datacom/DB access exit. You can
modify the standard URT selection by prefixing DCCTFPR with an exit routine or you may replace DCCTFPR with your
own URT selection logic. Replacement and suffix exits are no longer allowed.

NOTE
If you currently have a suffix exit or a replacement exit, contact Broadcom Support to aid you in writing a prefix
exit or eliminating the user exit completely. There are methods available in the pre-exit to accomplish the suffix
condition.

Prefix exits are the most common type of exit. They are used primarily to alter the DBID prior to finding a valid URT based
on USERID or application/transaction/terminal. The suffix exits are used to modify which URT is used after it was selected
based on USERID or application/transaction/terminal. These are no longer supported. However, most of the functions can
be accomplished in prefix exits using global URTs.
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Using the Standard URT Selection Logic

The Datacom CICS Services URT selection module determines the proper URT against which to process each request.
This selection is based on the logic described following and diagrammed in Category 4: All Other User Commands.
DCCTFPR returns the number of the selected URT in register 15. If it does not find a valid URT to satisfy the current
request, DCCTFPR places a negative value in register 15.

The basic logic of the search relies on the naming scheme of the URTs. The 5-character prefix is ignored and the 4-digit
number is assumed to start at 0001 and end at the MAXURT count. This number is the URT identification. This number
determines the order of any hashing synonym strings.

SQL Requests

If you have multiple URTs defined for use with SQL requests, you may have only one open at a time. Datacom CICS
Services uses this open SQL URT to satisfy any SQL request to Datacom/DB. If there is no SQL URT open, the
requesting application receives a 36 return code (192 internal return code). Datacom CICS Services does not open an
AUTO URT for an SQL request.

Datacom CICS Services does not support a global (or non-global) URT for the SQL URT. That is to say, the SQL URT
must point to the default MUF.

Multiple URT Mode

The URT selection module examines one or more of the following Request Area fields beginning with the Command
name.

Command Table Name - - DBID

Based on the command, the URT selection module selects one of the following categories appropriate for the Datacom/
DB command requiring service.

Category 0 DBID Commands

The LOGDR and LOGDW commands use a Datacom/DB database ID, and are therefore processed on the DBID instead
of the table name.

Category 1 Special Commands

Command - - - -
INQIN
NOOPS
TEST

    

These commands can use any URT. Therefore, DCCTFPR selects the first OPEN or AUTO URT.

DCCTFPR places the results of URT selection in register 15. If there is no OPEN or AUTO URT, DCCTFPR places a
negative value in register 15.

Category 2 LOG Commands

URT selection for log commands (except for LOGDW and LOGDR), that is, LOGxx, COMIT, ROLBK, and so on, are being
handled outside of DCCTFPR in Datacom CICS Services.
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Category 3 LOCxx Commands

DCCTFPR checks the Request Area for a table name.

Class A: Request Area Table Name Is Blank

Command Table Name - - -
LOCxx blank    

Datacom CICS Services selects the first URT it encounters with one of the following statuses: OPEN or UNOPENED
AUTO. DCCTFPR returns the selected URT number to DCCTPPR. If there is no OPEN or UNOPENED AUTO URT,
DCCTFPR then the application receives a RC 05(001).

Class B: Request Area Table Name Specifies Database ID

Command Table Name - - -
LOCxx DBID

(generic)
   

DCCTFPR performs a hashing search using the specified DBID and uses either the first URT containing a matching DBID
if SKIPURTS=NO or the first open URT containing a matching DBID if SKIPURTS=YES. If DCCTFPR does not find a
hashing entry for the DBID. A return code 05(001) is returned to the application.

Class C: Request Area Table Name Specifies Datacom/DB Table

Command Table Name - - DBID
LOCxx DB table

name
  DBID (if

SYNONYM= YES)

DCCTFPR selects a URT as described in category 3.

Category 4 All Other User Commands

DCCTFPR performs a hashing search to determine whether a hashing entry exists for the table named in the Request
Area.

Class A: No Hashing Entry

DCCTFPR returns to DCCTPPR and a return code 05(001) is given to the application.

Class B: Hashing Entry Found

If it finds an entry, DCCTFPR checks to see if the system generation options specify skipping closed URTs (see
SKIPURT=).

• If SKIPURT=YES and the URT is closed, DCCTFPR looks for the next hashing entry (if any) and repeats the
procedure from the beginning for this class.

• If the URT is open or if SKIPURT=NO, DCCTFPR compares the table name in the hashing entry to the table name in
the Request Area.

• Case 1:
Table Names Do Not Match
DCCTFPR looks for another hashing table entry and repeats the logic from the beginning of this section.

• Case 2:
Table Names Match
DCCTFPR checks whether SYNONYM=YES is specified in the URT DBURTBL macro for that table.
SYNONYM Not Specified or SYNONYM=NO
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If the URT does not specify SYNONYM or specifies SYNONYM=NO, DCCTFPR moves the DBID to the Request Area
and returns the URT's ID to DCCTPPR.
SYNONYM=YES Specified
If the URT does specify SYNONYM=YES, DCCTFPR compares the DBID specified in the Request Area to the DBID in
the URT as follows:
– If the DBIDs match, DCCTFPR returns this URT's ID for additional processing.
– If the DBIDs do not match, DCCTFPR checks for another hashing table entry and repeats the logic from the

beginning of this section.

Writing Your Own URT Selection Module

Due to the additional complexity and integrity issues, this function is no longer supported in Datacom CICS Services
Version 15.0. If your site needs this function, call Sustaining Engineering to help create a prefix exit instead.

Modifying the Standard Selection Module

You can prefix (a suffix is not allowed) DCCTFPR with a user exit routine for security, accounting, or other purposes. You
can add a prefix exit module to the standard selection module to place either the character representation of the database
ID or the table name in the Request Area, but do not modify Register zero (R0).

Verify that these exits are RENT.

Prefix Exit Routines

Use the guidelines shown on the following pages when writing a prefix to DCCTFPR.

NOTE
The following is a display of sample member DCCTFAA in the library.

*ASM XOPTS(CICS,FE,SPIE,OP,NOPROLOG,NOEPILOG)

DCCTFAA  AMODE 31

DCCTFAA  RMODE ANY

         TITLE 'DCCTFAA   URT SELECTION ROUTINE - PREFIX '

         WXTRN  DCCTFPR

         COPY   CIDCTC30

***********************************************************************

*      COPYBOOKS ARE CIDCTF30 CIDCTG30 CIDCTC30                       *

*        CIDCTC30 HAS ADDITION INFORMATION ON REGISTERS CONVENTION    *

*          AND OTHER CONSIDERATIONS ON WRITING DCCTRPR USER EXITS     *

*        CIDCTF30 CONTAIN THE BELOW FIELDS IN EXTENDED EIS            *

*        CIDCTG30 IS PRIMARY FOR WRITING A DCCTFPR                    *

*             REPLACEMENT MODULE AND THEREFORE IS COMMENTED OUT IN    *

*             THIS VERSION; BUT IT IS IN THE MACLIB FOR REFERENCE     *

*   NEXT 4 LINES ALREADY EXIT IN COPYBOOK CIDCTF30 -  DO NOT ADD THEM *

*** USEREXIT  DS CL80       USE ANY STORAGE IN USEREXIT BYTES 9-80    *

***          ORG USEREXIT                                             *

*** SAVREG    DS  F         REG 11 MUST BE STORED  IN USEREXIT 1-4    *

*** ACCEADDR  DS  A        ADDRS OF ACEE IS PASSED IN USEREXIT 5-8    *

***********************************************************************     

       PRINT  OFF          DON'T PRINT MACROS

         DBCVTPR TYPE=DSECT,PGMID=DCCTFPR

         DFHUEXIT TYPE=RM

         DFHEISTG

         COPY CIDCTF30                          MODIFED 7/7/12
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*        COPY CIDCTG30                          MODIFED 7/7/12

         PRINT GEN

         DFHEIEND

         COPY  DFHEIBLK

DFHEIPLR EQU   R13

DFHEIBR  EQU   R14

DCCTFAA  CSECT

         USING NTLSLOT,R4

         STM   R14,R12,12(R11)

         ST    R11,SAVREG       R13 POINTS TO THIS AREA

         USING DCCTFAA,R11

         LR    R11,R15

         B     OVERHEAD           NO.

*---------------------------------------------------------------------*

*   ADDRESSIBILITY TO DFHEISTG IS ALREADY SET IN REG 13               *

*---------------------------------------------------------------------*

         DC    48X'00' THE NAME DCCTFPR MUST BE 64 BYTE OFF OF ENTRY

         SPACE 3

      DCSTAMP PGMID=DCCTFPR,RELSLVL=3.0.0

OVERHEAD DS    0H

*

*

*         INSERT USER CODE HERE    BETWEEN OVERHEAD AND CALLCTF

*

*

CALLCTF  DS    0H

         L     R15,V(DCCTFPR)

         L     R11,SAVREG         ADDRESS OF SAVE AREA

         L     R14,12(,R11)

         LM    R0,R12,20(R11)     RELOAD REGISTERS

         BR    R15

         LTORG

         END   DCCTFAA

 

Include your prefix CSECT before the Broadcom-provided DCCTFPR module when link editing the new DCCTFPR
module.

Sample Link Edit (z/OS)

 // LKED EXEC PGM=HEWL

 // . . .

 // . . .

    ENTRY DCCTFAA

    INCLUDE DFHEAI              (from CICS library)

    INCLUDE DCCTFAA

    INCLUDE DCCTFPR

    NAME (DCCTFPR)

 /*

Sample Link Edit (VSE)

 //OPTION CATAL
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   PHASE DCCTFPR,*

   INCLUDE DFHEAI               (from CICS library)

 // EXEC ASSEMBLY

         COPY DCCTFAA.A         (User Code)

 /*

   INCLUDE DCCTFPR              (User's Updated Version)

   ENTRY DCCTFAA

 // EXEC LNKEDT

Datacom/DB Access Exit (DCCTXPR)

Control is passed from Datacom CICS Services to an exit module (DCCTXPR) before and after Datacom CICS Services
accesses Datacom/DB. (This exit is intended for use by "monitor-type" applications; most exit-related code should be
placed in the standard DCCTFPR exit.)

Broadcom provides a source copy in the Source Library created during the installation of this product. Add your code
between the label D10000 and the BR 14 instruction. To determine if you are receiving control before or after Datacom/DB
access, examine the contents of register 0.

User-Written Exit Criteria

The module containing your exit program must be named DCCTXPR. The exit module must adhere to the following
guidelines:

• Entry point is the CSECT load name.
• Upon entry, the following registers are available.

Verify that these exits are RENT.

• Register 0
The low-order (that is to say, rightmost) byte indicates whether the exit has occurred before or after calling Datacom/
DB, as follows:
– 'F1' -- Exit prior to calling Datacom/DB
– 'F2' -- Exit after return from Datacom/DB

• Register 1
Zero in the high-order bit indicates that the DBNTRY entry point is in use. Otherwise, the Datacom entry point is in
use. The remainder of this register contains the address of the PARMLIST (contents described following) passed to
Datacom/DB:
– A (Request Area)
– A (Work Area)
– An (Element List)
– A (Request Qualification Area)
Note: For address of UID area, subtract 4 from register 1.

• Registers 2 -- 8
Zeros.

• Register 9
Address of the URT Datacom CICS Services used with Datacom/DB access.

• Register 10
Zeros.

• Register 11
Address of Register Save Area (18 fullwords).

• Register 13
EIS (80-byte Work Area available for DCCTXPR use).

• Register 14
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Return Address.
• Register 15

Start of USER Module.
• Upon entry, save registers in area addressed by register 11 (R11).
• Upon exit, restore registers from Register Save Area.
• User may issue any CICS command.

NOTE
Threadsafe CICS commands should be considered as advantageous when considering making changes or
adding code.

These exits must be coded, linked, and defined as reentrant and threadsafe.

Controlling Dynamic Plan Selection
Datacom CICS Services provides the capability to dynamically select plans when running an application program in the
CICS environment. Plan selection starts at the beginning of each logical-unit-of-work (LUW) and is controlled by values
specified in the Dynamic Plan Selection Table.

You create the table by specifying parameter values to the Datacom CICS Services DCPLAN macro and then assembling
the macro specifications. The table must be named DCTABPR for which a sample is delivered to you. For more
information, see Sample JCL for Dynamic Plan Selection Table Assembly.

Dynamic plan selection is implemented by replacing the AUTHID value associated with the plan. The substitution value is
provided in the Dynamic Plan Selection Table. For example, if transaction ABCD is set (based on precompile values) to
access plan PROD01.PLAN1 (AUTHID=PROD01,PLAN=PLAN1), and there exists an entry in the Dynamic Plan Selection
Table for transaction ABCD, if the FROM AUTHID clause specifies PROD01, the AUTHID value is changed to reflect the
value specified in the TO AUTHID clause.

Datacom CICS Services builds two sets of index tables after completing the Dynamic Plan Selection Table. The first index
table built is for a transaction without a wildcard character specified. The second index table built is for a transaction with a
wildcard character specified. Datacom CICS Services first uses a binary search to look for a match in the first index table.
If the transaction ID is not found in the first index table, Datacom CICS Services uses a sequential search to scan the
second index table. If the transaction ID or authorization ID is not defined in the Dynamic Plan Selection Table, Datacom
CICS Services leaves the original authorization ID intact.

See also the descriptions of the DBCVTPR parameters AUTHID= and PLANSWI=. The DBCVTPR AUTHID= parameter
allows you to specify a system-level AUTHID. The DBCVTPR PLANSWI= parameter controls whether dynamic plan
selection facilities are invoked.

DCPLAN Macro Parameters

Here are the DCPLAN macro parameters. For example JCL that shows the parameters in use, see Sample JCL for
Dynamic Plan Selection Table Assembly.

AUTHID=(xxxxxxxx,yyyyyyyy,R,xxxxxxxx,yyyyyyyy,R...)
Use this parameter to specify the AUTHID substitution value.
xxxxxxxx

represents the old, or from AUTHID.
yyyyyyyy

represents the new, or to AUTHID.
Both the from and the to AUTHID must be specified. The values specified must be complete, that is to
say, wildcard characters are not allowed.
Specify R to denote the end of a replacement pair (R is required).
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Valid Entries:
A valid AUTHID, not to exceed 18 alphanumeric characters.

Default Value:
(No default)

PLNEXIT=
Use this parameter to indicate whether a plan selection "exit" is to be invoked.
NO specifies no plan selection exit.
YES indicates the system-level plan selection exit is to be used.
Use PLNEXIT=xxxxxxxx with the TYPE=INIT parameter to define a system-level plan selection exit. To specify a
unique plan selection exit for this set, specify PLNEXIT=xxxxxxxx with the other TYPE=ENTRY specifications. For
more information about writing plan selection exit routines, see Dynamic Plan Selection Exit Routines.
Valid Entries:

NO, YES, or the name (up to 8 alphanumeric characters) of the plan selection exit to be used.
Default Value:

NO
TYPE=

INIT must be specified first (and only once) to set up initialization values for the table. The only other parameter
that may be specified together with TYPE=INIT is PLNEXIT=name (if applicable). In this case, PLNEXIT=name
specifies the system-level plan selection exit name.
END must be specified last (and only once) to complete generation of the Dynamic Plan Selection Table. No other
parameters can be specified with TYPE=END.
ENTRY creates the entries in the Dynamic Plan Selection Table. Specify TYPE=ENTRY as many times as
needed to define the criteria for your Dynamic Plan Selection Table.
Valid Entries:

INIT, END, ENTRY
Default Value:

(No default)
TXID=xxxx

Defines the transaction identifier for which a switch in an AUTHID value may occur. The transaction ID can be
specified as a unique value (that is to say, all four characters specified), or wildcard characters may be used to
limit the number of entries that may be required to exist in the table. The following wildcard characters may be
used:
?

A question mark means allow any character in this position to be accepted in selection determination.
*

An asterisk means ignore any characters in this and subsequent positions and use only the characters
before the * (asterisk) in selection determination.

For example, D?Y? would include any transaction with D in the first position and Y in the third position of the
transaction ID in the selection determination, while DB* would include any transaction beginning with DB in the
selection determination.
Valid Entries:

Any combination of up to 4 alphanumeric characters, which may include the wildcard characters ? or * (a
question mark or an asterisk).

Default Value:
(No default)
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Sample JCL for Dynamic Plan Selection Table Assembly

The JOB, SYSLIB, and SYSLMOD statements in this JCL are for example only. Code these statements according to site
standards.

z/OS Example JCL

//jobname  JOB   Job Statement Information

//*-------------------------------------------------------------------*

//*            ASSEMBLE/LINK DYNAMIC PLAN SELECTION TABLE             *

//*-------------------------------------------------------------------*

//ASM     EXEC PGM=ASMA90,PARM='NODECK,LOAD'

//SYSLIB    DD DSN=SYS1.MACLIB,DISP=SHR

//          DD DSN=CAI.THLQ.CAB1MAC,DISP=SHR

//SYSUT1    DD DSN=&.&SYSUT1.,UNIT=SYSDA,SPACE=(8800,(1200,100))

//SYSUT2    DD DSN=&.&SYSUT2.,UNIT=SYSDA,SPACE=(8800,(1200,50))

//SYSUT3    DD DSN=&.&SYSUT3.,UNIT=SYSDA,SPACE=(8800,(1200,50))

//SYSPRINT  DD SYSOUT=*

//SYSPUNCH  DD SYSOUT=*

//SYSGO     DD DSN=&.&OBJSET.,UNIT=SYSDA,SPACE=(80,(200,50)),

//             DISP=(MOD,PASS)

//SYSIN     DD *

         DCPLAN TYPE=INIT,PLNEXIT=DCPLNPR

         DCPLAN TYPE=ENTRY,TXID=DBCC,                                  X

               AUTHID=(YU3,YU4,R,YU,YU1,R)

         DCPLAN TYPE=ENTRY,TXID=(0001,0002,0003,0004,0005,0006,0007),  X

               AUTHID=(AAAAAA,HURL101,R)

         DCPLAN TYPE=ENTRY,TXID=10*,PLNEXIT=DCPLN10,                   X

               AUTHID=(YU$DA,HURLO,R)

         DCPLAN TYPE=ENTRY,TXID=(2001,?0?2,2*),PLNEXIT=NO,             X

               AUTHID=(YU$D301,HURL301,R,YU$D302,HURL302,R)

         DCPLAN TYPE=ENTRY,TXID=(3003,3004,3005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(4003,4004,4005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(5003,5004,5005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(6003,6004,6005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(7003,7004,7005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(8003,8004,8005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=END

         END

/*

//*

//LKED  EXEC PGM=IEWL,PARM='XREF,LET,LIST,NCAL',COND=(8,LT,ASM)

//SYSLIN    DD DSN=&.&OBJSET.,DISP=(OLD,DELETE)

//          DD DDNAME=SYSIN

//SYSUT1    DD DSN=&.&SYSUT1.,UNIT=SYSDA,SPACE=(1024,(50,20))

//SYSPRINT  DD SYSOUT=*

//SYSLMOD   DD DSN=CAI.CHLQ.CUSLIB,DISP=SHR
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//SYSIN     DD *

 NAME DCTABPR(R)

/*

//

z/VSE Example JCL

* $$ JOB   JNM=ASSEMBLE,CLASS=A

* $$ LST   CLASS=A

// JOB     ASSEMBLE

// DLBL    BASE,'customer.designated.DBC.install.library',99/365

// EXTENT  SYS009,vvvvvv

// ASSGN   SYS009,DISK,VOL=vvvvvv,SHR

// LIBDEF  *,SEARCH=BASE.DBC150

// LIBDEF  *,CATALOG=users.DBC150

// OPTION  CATAL,NODECK,XREF,LIST

   PHASE   DCTABPR,*

// EXEC ASSEMBLY

         PRINT GEN

         DCPLAN TYPE=INIT,PLNEXIT=DCPLNPR

         DCPLAN TYPE=ENTRY,TXID=DBCC,                                  X

               AUTHID=(YU3,YU4,R,YU,YU1,R)

         DCPLAN TYPE=ENTRY,TXID=(0001,0002,0003,0004,0005,0006,0007),  X

               AUTHID=(AAAAAA,HURL101,R)

         DCPLAN TYPE=ENTRY,TXID=10*,PLNEXIT=DCPLN10,                   X

               AUTHID=(YU$DA,HURLO,R)

         DCPLAN TYPE=ENTRY,TXID=(2001,?0?2,2*),PLNEXIT=NO,             X

               AUTHID=(YU$D301,HURL301,R,YU$D302,HURL302,R)

         DCPLAN TYPE=ENTRY,TXID=(3003,3004,3005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(4003,4004,4005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(5003,5004,5005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(6003,6004,6005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(7003,7004,7005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=ENTRY,TXID=(8003,8004,8005),PLNEXIT=YES,          X

               AUTHID=(YU$D401,HURL401,R,YU$D402,HURL402,R)

         DCPLAN TYPE=END

         END

/*

// EXEC LNKEDT,PARM='MSHP'

/*

/&

* $$ EOJ

Dynamic Plan Selection Exit Routines

CICS transactions can dynamically select a plan for execution by using a dynamic plan selection exit routine. By
specifying PLNEXIT= with the TYPE=INIT statement, the same exit program can be specified for all Dynamic Plan
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Selection Table (DCTABPR) entries. Link edit the exit program into the Datacom CICS Services library that contains
custom modules and is concatenated in the CICS startup JCL.

NOTE
To use this optional feature you must first assemble and link edit this exit. This program must be made Resident.

Specifying the Routine

To use a dynamic plan selection exit routine, specify the exit program's name in the Dynamic Plan Selection Table
(DCTABPR). The three-step process is:

1. Code an exit program (Sample Exit Program). A sample is delivered to you.
2. Define the exit program to CICS by either using resource definition online (RDO) or by updating and reassembling the

CICS System Definition data set (CSD).
3. Use the plan exit parameters you have chosen to update and reassemble the Dynamic Plan Selection Table

(DCTABPR).

The exit program changes the plan that is to be allocated by changing the AUTHID value associated with the plan.

Coding the Plan Selection Exit Program

By using a plan selection exit program, the AUTHID value associated with the plan can be dynamically modified prior to
command execution. The exit program is a user-written, command-level program. If each exit program is defined in the
CICS tables, you can have a separate exit program for one or more Dynamic Plan Selection Table (DCTABPR) entries.
For an example you can use when coding your own exit program, see Sample Exit Program. Requirements are as follows:

1. Must be a command-level program adhering to normal CICS conventions.
2. Must be written in a language supported by CICS, for example Assembler, COBOL, PL/I (and other CICS-supported

languages).
3. Must establish addressability and update the parameter list (if necessary) -- standard CICS command-level

conventions are used to establish addressability to the parameter list (DFHCOMMAREA).
4. Can change the authorization identifier (AUTHID) value associated with the plan as passed in the exit parameter list.
5. Must not contain any SQL statements.
6. Must be terminated by an EXEC CICS RETURN command.

Exit Parameter List

A parameter list is passed to the exit program in DFHCOMMAREA when Datacom CICS Services links to the exit
program. The following table shows the contents of the parameter list.

Name 'Hex' Offset Data Type and Length Description

CSPLAN 0 character
8 bytes

Plan name of the first SQL
statement on entry to the exit
program.

CSAUTHID 7 character
18 bytes

Current authorization ID that is
invoked at execution time. This
field is to be modified by the exit
program to establish the use of
a new plan (AUTHID plan).

CSUSER 19 character
4 bytes

User area reserved for the exit
program's use. This field is
preserved between calls to the
exit program.

The CSUSER area function and use are intentionally general in nature. For example, CSUSER can be used to address a
special user table or a CICS GETMAIN area. Each DCPLAN entry (with PLNEXIT=YES) has a unique CSUSER area.
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DCTABPR Changes

Consider the following with regard to DCTABPR's PLNEXIT= parameter when you implement a dynamic plan selection
routine:

• When you have DCPLAN TYPE=INIT:
PLNEXIT=xxx

Specifies the name of a system-level dynamic plan exit program.
• When you have DCPLAN TYPE=ENTRY:
PLNEXIT=xxx

Specifies a plan exit at the transaction level.
PLNEXIT=YES

Specifies to use the system-level plan exit.

Design Consideration for Dynamic Plan Selection

For transactions designed without CICS SYNCPOINTs, dynamic plan selection is only available once (at first SQL call)
during the life of the transaction. For transactions designed with CICS SYNCPOINTs, the exit is invoked for each new
logical-unit-of-work (LUW).

Sample Exit Program

Following is a sample plan selection exit program that you can use as a model to design your own plan selection exit
routine(s).

*ASM XOPTS(NOEIPLOG,NOPROLOG)

    TITLE     'DCPLNPR - SAMPLE DYNAMIC PLAN EXIT'

***********************************************************************

* MODULE NAME=  DCPLNPR                                               *

*                                                                     *

* DESCRIPTIVE NAME=SAMPLE DYNAMIC PLAN EXIT                           *

*                                                                     *

* FUNCTION=                                                           *

*    SAMPLE USER EXIT PROGRAM USED TO DYNAMICALLY MODIFY              *

*    AUTHORIZATION ID                                                 *

*                                                                     *

* NOTES=                                                              *

*    RESTRICTIONS=  NONE                                              *

*    DISPATCHING =  RUNS UNDER CICS DISPATCHER                        *

*                                                                     *

*    REGISTER CONVENTIONS=                                            *

*         R2 =  PLANPARM           COMMAREA  (PARAMETER LIST)         *

*         R3 =  CODEREG            BASE REGISTER                      *

*         R11 = EIBREG             REGISTER TO ADDRESS THE EIB        *

*         R13 = DATAREG            DYNAMIC STORAGE REGISTER           *

*                                                                     *

* MODULE TYPE=  CICS/VS                                               *

*                                                                     *

*    PROCESSOR=   ASSEMBLER F                                         *

*                                                                     *

*    ATTRIBUTES= RE-ENTRANT                                           *

*                                                                     *

* INPUT=                                                              *
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*  SYMBOLIC LABEL/NAME= DFHEICAP  (COMMONAREA)                        *

*  DESCRIPTION= DYNAMIC PLAN PARAMETER LIST                           *

*                                                                     *

* OUTPUT=                                                             *

*  SYMBOLIC LABEL/NAME= PLANPARM                                      *

*  DESCRIPTION= DYNAMIC PLAN PARAMETER LIST                           *

*                                                                     *

*    CONTROL BLOCKS=                                                  *

*        EIB          CICS COMMAND LEVEL INTERFACE BLOCK              *

*                                                                     *

* MACROS=                                                             *

*   DFHREGS - STANDARD CICS/VS REGISTER EQUATES  (R0-RF)              *

*   EXEC CICS COMMANDS - FOR CICS SERVICES                            *

*                                                                     *

***********************************************************************

        EJECT

***********************************************************************

*        REGISTER EQUATES                                             *

***********************************************************************

         DFHREGS

         EJECT

***********************************************************************

*        DYNAMIC STORAGE                                              *

***********************************************************************

         DFHEISTG

         DFHEIEND

         EJECT

***********************************************************************

*        COMMAREA DSECT                                               *

***********************************************************************

PLANPARM DSECT

CSPLAN   DS    CL8                     PLAN NAME

CSAUTHID DS    CL18                    AUTHID

CSUSER   DS    A                       A(USER INFORMATION BLOCK)

         EJECT

         PRINT GEN

DCPLNPR  DFHEIENT

         L     R2,DFHEICAP         GET A(COMMAREA)

         USING PLANPARM,R2         SETUP ADDRESSABILITY

*          .

*          .

*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*

*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*

*                                                                     *

*    INSERT CODE TO UPDATE THE AUTHID (CSAUTHID) AND/OR               *

*    SPECIAL USER FIELD (CSUSER).                                     *

*                                                                     *

*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*=*

         MVC   CSAUTHID,AUTHID

         LA    R15,USERINFO

         ST    R15,CSUSER

         EXEC  CICS RETURN

USER_INFO  DC  CL32'USER INFORMATION'

 152



 Installing

AUTH_ID  DC    CL18'TEST'

         END

CICS Trace Table Entries
When an application program abends, a CICS transaction dump is produced. This dump contains Trace Table entries
which may aid you in determining the source of the abend. Datacom CICS Services issues a USER TRACE entry for each
user entering or exiting Datacom CICS Services.

An abend between the issue of the USER 186 TRACE and the USER 188 TRACE indicates a Datacom CICS Services
problem unless the CICS ABCODE is USER. Also, these entries can be written to the CICS Auxiliary File (even if there is
no dump involved) when (or while) the CICS AUXTRACE is set ON.

NOTE
Make sure that both the SIT parameter value USERTR=ON and the DBCVTPR parameter CICSTRA=YES are
specified, or the USER 186/188 TRACE entries are suppressed.

This topic contains the following topics:

USER 186/188 TRACE Entry Layout

The layout for the USER 186/188 TRACE entries follows:

Columns Function Description
Bytes 1-4 Trace type 186. For USER 186 before call to Datacom/

DB, or
188. For USER 188 after call to Datacom/
DB.

Bytes 5-22 Request Area First 18 bytes of the Request Area
(command-5, table-3, keyname-5, return
code-2, internal return code-1B, DBID-2B).
Internal Return Code and DBID can only be
seen in a Level 2 trace entry and are valid
only on USER 188.

Bytes 23,24 URT# The URT number in binary valid only on
U188 and can only be seen in a Level 2
trace entry.

Bytes 37-47 Monitor Datacom/DB monitor info (TRANID-4,
TERMID-4, OPID-3).

Bytes 49-56 MUFNAME This is only valid on U188 entry and is the
Datacom/DB job name.

Bytes 65-68 TASKID TASKID-4P can only be seen in Level 2
trace entry.

Example Report

Examples of the USER 186/188 TRACE entries are shown in the following sample report. The example shows one
Datacom/DB request call to the Datacom CICS Services from the start of the request to the return of the request in
Level 1 tracing. The bottom part of the example is the Level 2 tracing for the USER 186 and the USER 188 for this same
request.

CICS/ESA  -  AUXILIARY TRACE FROM 08/01/04  -  TIME OF FIRST ENTRY ON THIS PAGE 17:23:40.8023346879          

          PAGE 000015
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00030 QR    AP 2520 ERM   ENTRY ASSEMBLER-APPLICATION-CALL-TO-TRUE(DBNTRY  )                                 

             =043236=

00030 QR    SM 0C01 SMMG  ENTRY GETMAIN               710,YES,00,TASK                                        

             =043236=

00030 QR    SM 0C02 SMMG  EXIT  GETMAIN/OK            13200A78                                               

             =043237=

00030 QR    AP 00E1 EIP   ENTRY ASSIGN                                           

 0004,13200A88 ...h,08000208 ....        =043238=

00030 QR    AP 00E1 EIP   EXIT  ASSIGN                OK                         

 00F4,00000000 ....,00000208 ....        =043239=

00030 QR    AP 00E1 EIP   ENTRY ASKTIME-ABSTIME                                  

 0004,13200A88 ...h,08004A02 ..¢.        =043240=

00030 QR    AP 00E1 EIP   EXIT  ASKTIME-ABSTIME       OK                         

 00F4,00000000 ....,00004A02 ..¢.        =043241=

00030 QR    AP 00E1 EIP   ENTRY ENTER-TRACENUM                                   

 0004,13200A88 ...h,08004802 ....        =043242=

00030 QR    AP 00BA USER  EVENT APPLICATION-PROGRAM-ENTRY DCCTPPR

 186.REDLEPMFSTZIP .......0.8OZ.....DBACC0018OZ.DSL2MU10 =043243=

00030 QR    AP 00E1 EIP   EXIT  ENTER-TRACENUM        OK                         

 00F4,00000000 ....,00004802 ....        =043244=

00030 QR    SM 0C01 SMMG  ENTRY GETMAIN               765,YES,00,TASK                                        

             =043245=

00030 QR    SM 0C02 SMMG  EXIT  GETMAIN/OK            13201198                                               

             =043246=

00030 QR    AP 00E1 EIP   ENTRY WAIT-EVENT                                       

 0004,132011A8 ...y,08001202 ....        =043247=

00030 QR    SM 0401 SMSR  ENTRY INQUIRE_ACCESS        13E5D5C0,1                                             

             =043248=

00030 QR    SM 0402 SMSR  EXIT  INQUIRE_ACCESS/OK     ESDSA,CICS                                             

             =043249=

00030 QR    DS 0004 DSSR  ENTRY WAIT_OLDW             EKCWAIT,13E5D5C0,NO,MISC,SINGLE                        

             =043250=

00030 QR    DS 0005 DSSR  EXIT  WAIT_OLDW/OK                                                                 

             =043251=

00030 QR    AP 00E1 EIP   EXIT  WAIT-EVENT            OK                         

 00F4,00000000 ....,00001202 ....        =043252=

00030 QR    SM 0D01 SMMF  ENTRY FREEMAIN              13201198                                               

             =043253=

00030 QR    SM 0D02 SMMF  EXIT  FREEMAIN/OK           USER storage at 13201198                               

             =043254=

00030 QR    AP 00E1 EIP   ENTRY ASKTIME-ABSTIME                                  

 0004,13200A88 ...h,08004A02 ..¢.        =043255=

00030 QR    AP 00E1 EIP   EXIT  ASKTIME-ABSTIME       OK                         

 00F4,00000000 ....,00004A02 ..¢.        =043256=

00030 QR    AP 00E1 EIP   ENTRY ENTER-TRACENUM                                   

 0004,13200A88 ...h,08004802 ....        =043257=

00030 QR    AP 00BC USER  EVENT APPLICATION-PROGRAM-ENTRY DCCTRPR

 188.REDLEPMFSTZIP ........8OZ.....DBACC0018OZ.DSL2MU10  =043258=

00030 QR    AP 00E1 EIP   EXIT  ENTER-TRACENUM        OK                         

 00F4,00000000 ....,00004802 ....        =043259=

00030 QR    SM 0D01 SMMF  ENTRY FREEMAIN              13200A78                                               

             =043260=
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00030 QR    SM 0D02 SMMF  EXIT  FREEMAIN/OK           USER storage at 13200A78                               

             =043261=

00030 QR    AP 2521 ERM   EXIT  ASSEMBLER-APPLICATION-CALL-TO-TRUE(DBNTRY  )                                 

             =043262=

 

 

 

 

AP 00BA USER  EVENT - APPLICATION-PROGRAM-ENTRY - DCCTPPR  -  186.REDLEPMFSTZIP

  .......0.8OZ.....DBACC0018OZ.DSL2MU10

 

              TASK-00030 KE_NUM-002E TCB-QR   /007D0510 RET-80083028 TIME-12:03:16.6882200317

 INTERVAL-00.0000006875      =043243=

                1-0000  E4E2C5D9 404040                                                           *USER

                2-0000  F1F8F600 D9C5C4D3 C5D7D4C6 E2E3E9C9  D7404000 00010000 0048F000 F8D6E900 

 *186.REDLEPMFSTZIP  .......0.8OZ.

                  0020  00000000 C4C2C1C3 C3F0F0F1 F8D6E900  C4E2D3F2 D4E4F1F0 40404040 40404040 

 *....DBACC0018OZ.DSL2MU10

                  0040  0000030C 1320023F 00000000 D5950000  0104232F 0120316F BBB1435B 62ADB002 

 *............Nn.........?...$....

                  0060  00330190 5796680C                                                         *.....o..

                3-0000  C4C3C3E3 D7D7D940                                                         *DCCTPPR

 

AP 00BC USER  EVENT - APPLICATION-PROGRAM-ENTRY - DCCTRPR  -  188.REDLEPMFSTZIP 

  ........8OZ.....DBACC0018OZ.DSL2MU10

 

              TASK-00030 KE_NUM-002E TCB-QR   /007D0510 RET-80083028 TIME-12:03:16.6882915161

 INTERVAL-00.0000004843      =043258=

                1-0000  E4E2C5D9 404040                                                           *USER

                2-0000  F1F8F800 D9C5C4D3 C5D7D4C6 E2E3E9C9  D7404040 00010001 01480000 F8D6E900 

 *188.REDLEPMFSTZIP   ........8OZ.

                  0020  00000000 C4C2C1C3 C3F0F0F1 F8D6E900  C4E2D3F2 D4E4F1F0 40404040 40404040 

 *....DBACC0018OZ.DSL2MU10

                  0040  0000030C 1320023F 00000000 D5950000  0104232F 0120316F BBB1435B 62B1E142 

 *............Nn.........?...$....

                  0060  00330190 5796680C                                                         *.....o..

                3-0000  C4C3C3E3 D9D7D940                                                         *DCCTRPR

Customization and Post-Installation Steps for Datacom CICS Services
Consider whether you are doing the full installation with the CICSPlex or without CICSPlex. If you have CPSM libraries,
we recommend that you do a full installation with the CICSPlex component.

To execute sample jobs, they must be executed in sequential order by name and number. Review, edit, execute, and
complete each installation step before proceeding to the next step.

WARNING
Verify that you have adequate backups of your SMP/E and Datacom environments before beginning the
installation. If there is a problem at any point, these backups are available for use.

Follow these steps:

1. Installation Phase
Perform the SMP/E jobs as outlined:
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– Installing Your Product Using CSM
– Installing Your Product from Pax-Enhanced ESD

2. Customization Phase
Before performing either a new install or an upgrade, execute the members that have names that start with B1CUS.
For more information, see Post-Installation JCL Parameters.

3. Post-Installation Phase
Make any product modifications necessary for your specific site.

This page contains the following topics:

INSTJCL Member Names

The INSTJCL member names can be easily identified during any installation. These names are constructed as follows:

1. Members that are copied to the INSTJCL begin with the letters B1. The third through fifth characters identify the type
of installation job:
CUS indicates a customization job with CICS-specific generation, assemblies, link-edits, and more.

2. The remainder of each name indicates the number of the step and can include a suffix.
Jobs with suffixes are conditional and are executed only if you are installing the indicated product option.
Run these jobs after the job member without a suffix is complete. A job member name with no suffix after the number
indicates that the step is for the base product installations.
Each installation step, including the base product and any product options, must be complete before you begin the
next step.
The product option assigns the suffixes to the installation step numbers and are the last value in the member name.
X indicates an optional job

Customization Steps

Complete the following jobs in this section after performing the SMP/E installation steps. You can run these jobs multiple
times for as many CICS as needed.

Step Description Purpose
0 Retrieve B1CUS00 from CAB1SAMP,

perform changes as directed, and submit
the JCL.

Copies the sample JCL from the target
library into the INSTJCL library

1 Retrieve B1CUS01 from INSTJCL, perform
changes as directed, and submit the JCL.

Performs Datacom CICS Services product
custom assemblies and links

2X (Conditional.) Retrieve B1CUS02X from
INSTJCL, perform changes as directed,
and submit the JCL.

Allocates Datacom CICS Services DBOC
log and auxiliary trace data sets. This job
is optional if you are using SYSOUT for the
data sets or if this is an upgrade.

Copy the JCL from Target to INSTJCL Library

To begin Step 0, copy the JCL from the target library to the INSTJCL library. After this step is complete, you can perform
any mass edits to the JCL using the $DCB1EDT macro.

Follow these steps:

1. Retrieve the member B1CUS00 from your CAB1SAMP library.
2. Make the required global changes (see the instruction block) but DO NOT SAVE this member in the CAB1SAMP

library.
3. Submit the JCL to complete this step.
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4. Review the output for successful completion which is indicated with a condition code of 00. If you receive any other
code, correct your changes and resubmit the JCL.

CICS Customization Steps

To begin Step 1, prepare the source for the Datacom CICS Services customized assembly of the DBCVTPR. This step
creates the CUSMAC and CUSLIB libraries, adds the DBCVTPR source to the CUSMAC, and assembles/links the
DBCVTPR into the CUSLIB.

NOTE
Although installations complete successfully with the default values provided, new installations, and upgrades
might need to modify these values. When upgrading, carry the previous release DBCVTPR parameter values
forward to the new version provided with this installation. Review your DBCVTPR parameter, or the default
parameters if this is a new installation, before running this step and make the appropriate changes to the
DBCVTPR parameters. When upgrading, see the Release Notes for any changes in the DBCVTPR macro
parameters that might affect or interest you.

Follow these steps:

1. Retrieve member B1CUS01 from your INSTJCL library.
2. Make the required global changes (see the instruction block).
3. Make changes to the DBCVTPR parameters as needed.
4. Submit the JCL to complete this step.
5. Review the output for successful completion which is indicated with a condition code of 00. If you receive any other

code, correct your changes and resubmit the JCL.

Review, edit, execute, and complete this step before continuing.

NOTE
 In a multiple MUF environment where there is more than one CICS, carefully plan the placement of the
Datacom CICS Services CUSLIB (DBC.CUSLIB) containing the DBCVTPR module and the Datacom/DB
CUSLIB (DB.CUSLIB) containing the DBSIDPR modules in the DFHRPL library concatenation.

Example

For a DBCVTPR module that includes DBCSID statements, each CICS could have a common default DBCVTPR (the one
in DBC.CUSLIB). If a different default MUF is needed, the DBCVTPR should be in a library that only CICS uses.

Because Datacom installs provide two libraries for user compiled modules, such as the DBCVTPR and DBSIDPR
modules (DBC.CUSLIB and DB.CUSLIB), the special MUF-related DBCVTPR module can be placed in the DB.CUSLIB of
the default MUF for that CICS region. In such cases, you are required to specify the DB.CUSLIB of the default MUF as the
one used in the CICS region.

This example allows, if needed, each CICS to point to a different default MUF. If a DBCVTPR module is not in the
DB.CUSLIB, it uses the default DBCVTPR module in DBC.CUSLIB.

In this example, the DB.CUSLIB must be placed in front of the DBC.CUSLIB and DBC.CAILIB to ensure that the correct
DBCVTPR is used. The named DBCSIDs need to be available in all CICS regions. To avoid duplication, place them in the
DBC.CUSLIB common library for all CICS regions running Datacom CICS Services. This is merely an example as there
are other ways for placing a DBCVTPR and associated DBCSID=named DBSIDPR modules for a multi-MUF environment
such as a DBC.CUSLIB for each CICS region containing its specific DBCVTPR.

Allocate DBOC Log File, Auxiliary Trace Data Sets

(Optional) This step allocates the DBOC log file data set and the auxiliary trace data sets, and adds the DCFILE copybook
to the CUSMAC library.
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NOTE
None of these data sets can be shared across CICS regions.

Follow these steps:

1. Retrieve member B1CUS02X from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Make the necessary changes for any data set that is to be SYSOUT (see the instruction block).
4. Submit the JCL to complete this step.
5. Review the output for successful completion.

Post-Installation Steps and Considerations

Perform the following steps after completing the previous installation tasks.

1. Modify CICS
2. Check the README file
3. Verify installation

Step 1. Modify CICS

Activate Datacom CICS Services in MUF if you have not already done so by adding the following line to the Multi-User
Startup input:

DATACOM  CICSSVCS        CA-DATACOM/CICS SERVICES

Verify that the Datacom/DB CUSLIB (or multiple CUSLIBs for a Multi-MUF environment) and the CABDLOAD library have
been added to the CICS DFHRPL. If you are running Multi-MUF with mixed releases of MUFs when upgrading Datacom/
DB from 14.0 to 15.0, you can run using the 14.0 CABDLOAD until there is no need of fall back to 14.0 MUFs. Once all
the MUF instances (or a single-MUF environment) connected to this CICS are securely upgraded to 15.0, then upgrade
the CABDLOAD and CUSLIB to Datacom/DB 15.0.

Include a DD statement for the Datacom CICS Services load library (CUSLIB) and the Target load library (CAB1LOAD) in
the DFHRPL concatenation of the CICS startup JCL. If this is an upgrade of Datacom CICS Services, replace the previous
release libraries with the Version 14.0 libraries.

CICS requires the addition of DD statements for the Datacom CICS Services files. The Datacom CICS Services
installation creates these statements for you. Fetch the DCFILE member from the Custom macro library (CUSMAC) and
insert it into the CICS startup JCL. If this is an upgrade of Datacom CICS Services, you do not have to create new DBOC
log and auxiliary trace files. You can continue using the files already being used in your Datacom CICS Services.

The Datacom CICS Services installation also produces all source members for the CICS CSD modification. These source
members in the CAB1SAMP library contain all of the required entries. For those sites installing Datacom CICS Services
Version 15.0 and replacing a previous release of Datacom CICS Services, replace CSD definitions from the previous
release with the CSD definitions for Datacom CICS Services Version 15.0.

NOTE
If there are no changes for Version 15.0 in the CSD transient data definitions for the log and auxiliary trace data
sets, you do not need to replace those transient data definitions and auxiliary trace data sets.

The CICS PLT entries that are needed for automatic CICS Services startup and shutdown during CICS PLT processing
are produced as part of the installation. Include them at the appropriate place in your CICS DFHPLTxx program
assemblies. If this is an upgrade of Datacom CICS Services, it is not necessary to reassemble your PLT programs.
Continue using your existing PLT programs.
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WARNING
Warning! Be sure that the CICS Services 15.0 CSD group is added after any Datacom/DB CSD group in your
CICS GRPLIST.

The following JCL member in the INSTJCL library can be used to define the product to the CICS CSD.

B1CICS
Read the instructions that are contained within the B1CICS and B1CUS installation members pertaining to options
in defining the Datacom Services CSD entries and allocating the transient data data sets.
This job defines the programs, transactions, and files CICS Transaction Server 3.2, 4.1, 4.2, 5.1, or later as
supported by IBM.

15.0 Copybook for CICS Table
Assemblies

15.0 Copybook for CICS RDO CICS CSD Group Name

B115PLTA B115CSD B115GRP
 B115CSD4 *b B115GRP
 B115CSD5 *b B115GRP
B115PLTB B115CSD1 *a B115GRP
 B115CSD2 *a B115GRP
 B115CSD3 B115GRP
 B115CSDT B115TOR

* Notes:

1. a. In Version 15.0, these definitions of the Transient Data Queues for the DDNAMEs DBOCPRT, DBAUXTA, and
DBAUXTB send the output to SYSOUT by default. To use this default, no change to the B1CUS02X job is
necessary. Make the following changes to B1CUS02X for new files allocated by job B1CUS02X according to your
preference:
• Delete the DD statement for CAB1SAMP member B115CSD1.
• Uncomment the DD statement for CAB1SAMP member B115CSD2
• Uncomment the DD statement for CAB1SAMP member B115CSD3 if you want DBOCPRT to be sent to

SYSOUT and DBAUXTA and DBAUXTB to be sent to allocated data sets. Delete the commented DD for
B115CSD2.

b. Make the following changes to B1CICS to define the program, transactions, and map sets required for DBC 15.0
only for CICS/TX 4.2 and later:
In CICS Transaction Server 4.2, the REQUIRED program definition value was introduced for the CONCURRENCY
parameter. In CICS Services 15.0, programs are defined as THREADSAFE in member B115CSD. Datacom CICS
Services 15.0 with CICS Transaction Server 4.2 and later can be defined as REQUIRED for performance by
optionally using member B115CSD4. Version 15.0 also contains an additional set of definitions for CICS/TS 4.2
and later with the programs defined as THREADSAFE and the Java definitions are set as REQUIRED. To use
the B115CSD4 or B115CSD5 CSD definition member for only CICS Transaction Server 4.2 and later, make the
following changes to B1CICS to optionally use the preferred CONCURRENCY for program definitions.
• Delete the DD statement for CAB1SAMP member B115CSD.
• Uncomment the DD statement for CAB1SAMP member B115CSD4 if you want to define the programs with

CONCURRENCY(REQUIRED).
• Uncomment the DD statement for CAB1SAMP member B115CSD5 if you want to define the

programs with CONCURRENCY(THREADSAFE) except for the Java definitions which must be
CONCURRENCY(REQUIRED). Delete the commented DD for B115CSD4.
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Step 2. Check the README File

Review the README file to confirm if any additional tasks are required after the install, upgrade, or maintenance
procedure.

Step 3. Verify Installation

After completing the Datacom CICS Services installation and post-installation steps, perform the following steps. Verify
that the Multi-User is connected or automatically connects and that the DBURT 001 Human Resource database is open or
automatically opens.

1. Bring up CICS once all the installation, configuration, customization, and post-installation steps have been performed
successfully.

2. Issue a DBOC STARTUP or DBEC P,STARTUP (if PLT did not start Datacom CICS Services).
3. Issue the CICS transaction DBAC.

NOTE
If URT 1 for DBAC is defined as DEFER OPEN, you must open it before issuing DBAC.

A successful installation is demonstrated by the resulting screens of data from the Human Resource sample database.

Additionally, you can issue a DBEC command or any verification script provided by any other Datacom component that
uses CICS. If you are not sure whether Datacom CICS Services has not been started, we recommend that you do any
DBEC inquiry command before proceeding with any verification method such as DBAC.

Fall Back Steps

Perform the following steps to fall back from Datacom CICS Services Version 15.0 to Datacom CICS Services Version
14.0.

Follow these steps:

1. Modify the CICS CSD to restore the B114GRP and B114TOR groups into your CICS CSD GRPLIST and remove the
B115GRP and B115TOR groups from your GRPLIST. The Datacom CICS Services Version 14.0 CSD definitions are
located in the Version 14.0 CAB1LOAD if you need to re-install them.

2. In the CICS DFHRPL, replace the Datacom CICS Services Version 15.0 CAB1LOAD load library and the
DBC.CUSLIB load library containing the Version 15.0 DBCVTPR load module. Use Version 14.0 CAB1LOADand
DBC.CUSLIB containing the Version 14.0 DBCVTPR load module.

NOTE
Since Datacom/DB 14.0 and 15.0 libraries are compatible with both Datacom/DB 14.0 and 15.0 MUFs
in Datacom CICS Services 14.0 and 15.0, there is no need to modify the Datacom/DB libraries and
configuration in the CICS.

3. COLD or INITIAL START your CICS.

NOTE
If you have multiple CICS regions for fallback and use DBEC in MRO mode, cease using the SYSID qualifier
with DBEC commands until all connected CICS have successfully gone through the fallback process.

Fall Forward Steps

Perform the following steps when you are ready to fall forward to the previously installed Datacom CICS Services Version
15.0 from the fallback to Datacom CICS Services Version 14.0.

Follow these steps:

1. Modify the CICS CSD to restore the B115GRP and B115TOR groups into your CICS CSD GRPLIST and remove the
B114GRP and B114TOR groups from your GRPLIST. The Datacom CICS Services Version 15.0 CSD definitions are
located in the CAB1SAMP if you need to re-install them.
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2. In the CICS DFHRPL, replace the Datacom CICS Services Version 14.0 CAB1LOAD load library and the
DBC.CUSLIB load library containing the Version 14.0 DBCVTPR load module. Use the Version 15.0 CAB1LOAD load
library and DBC.CUSLIB containing the Version 15.0 DBCVTPR load module that was assembled previously during
configuration.

NOTE
Since Datacom/DB 14.0 and 15.0 libraries are compatible with both Datacom/DB 14.0 and 15.0 MUFs
in Datacom CICS Services 14.0 and 15.0, there is no need to modify the Datacom/DB libraries and
configuration in the CICS.

3. COLD or INITIAL START your CICS.

NOTE
If you have multiple CICS regions that you need to fall forward and use DBEC in MRO mode, cease using the
SYSID qualifier with DBEC commands until all connected CICS have gone through the fall forward process
successfully.

Activate Datacom CICS Services for Auditor z/OS Support

For Datacom CICS Services to be fully auditable by Auditor, it is necessary to have a specific load module available in
the LPA. The CAIXCYT$ module is provided in the CAB1LPA library for this purpose. If you are using the Datacom CICS
Services CAIXCYT$ module, it must reside in the currently active LPA. You can do this in one of two ways:

1. APF authorize the CAB1LPA library and add it to the LPA.
2. Copy the CAIXCYT$ module into an APF Authorized library already in the LPA.

See the Auditor documentation for more information about using the product.

Customization and Post-Installation Steps for Ideal for Datacom
Learn about the minimum configuration tasks for Ideal. Find guidelines on new installations, customizations, and
verification and information for Ideal for Db2. Find INSTJCL member names.

This section describes the minimum configuration tasks that are required before Ideal for Datacom can be started,
customized, and used in your environment.

Execute sample jobs in sequential order by name and number. Review, edit, execute, and complete each installation step
before proceeding to the next step.

Follow these guidelines when installing:

1. New Installation Phase
If you are installing Ideal for Datacom for the first time, execute members whose names start with ILNEW. After all
ILNEW jobs execute successfully, proceed to the customization phase to complete the installation.

2. Customization Phase
To complete the customization of Ideal for Datacom, execute the members that have names that start with ILCUS.
After all ILNEW jobs execute successfully and you have entered your customizations, the Ideal product environment is
ready for use.

3. Ideal for Db2 Installation Phase
If you are installing the Ideal for Db2, execute members whose names start with IOINS and all previously mentioned
jobs. After all IOINS jobs execute successfully, the Ideal for Db2 environment is complete.

4. Verification Phase
Execute the members whose names start with ILVER. After all ILVER jobs execute successfully, the Ideal for Datacom
components are successfully installed and verified. If you are upgrading from an earlier release, apply any additional
table entries or option table changes now.
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INSTJCL Member Names

The INSTJCL member names can be easily identified during any installation. These names are constructed as follows:

• The first two characters relate to the component being installed:
Each name begins with IL to identify Ideal for Datacom - the base product.
Each name begins with IO to identify Ideal for Db2 - applicable only if you have this option.

• The next characters identify the type of installation step:
CUS Indicates a customization job that is performed for all new or upgrade installations.
INS Indicates a new or upgrade installation step that is performed Ideal for Db2.

NEW Indicates a step for new installations of the Ideal for Datacom environment.
VER Indicates an installation verification step.

• The remainder of each name indicates the number of the step and can include a suffix.
If the suffix is X, the step is optional for the overall installation. This step may not be necessary. Read the step
description to determine whether to include it in your Ideal for Datacom installation. If this step is required, run these
jobs after the same job number without the X suffix.

Performing the New Installation Phase
This section describes the procedures required for all new installations. Perform these steps after completing the steps
required by all installations. For this phase of the installation, you run the INSTJCL PDS members whose names start
with ILNEW.

Perform the following steps for new installations:

Step Description Purpose
1 Retrieve ILNEW01 from your INSTJCL

PDS, perform changes as directed, and
submit the JCL.

Allocate the IDDAT, IDDVW, ID$IDSRC, ID
$IDPNL and ID$IDOBJ VLS files.

2 Retrieve ILNEW02 from your INSTJCL
PDS, perform changes as directed, and
submit the JCL.

Format the IDDAT, IDDVW, ID$IDSRC, ID
$IDPNL and ID$IDOBJ VLS files.

3 Retrieve ILNEW03 from your INSTJCL
PDS, perform changes as directed, and
submit the JCL.

Add default Dictionary entities for Ideal.

This page contains the following topics:

Step 1. Allocate the Ideal VLS Files

This step allocates the IDDAT, IDDVW, ID$IDSRC, ID$IDPNL, and ID$IDOBJ VLS files.

1. Retrieve member ILNEW01 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Be sure you review, edit, execute, and complete this step before continuing.

Step 2. Format the Ideal VLS Files

This step formats the IDDAT, IDDVW, ID$IDSRC, ID$IDPNL, and ID$IDOBJ VLS files.

1. Retrieve member ILNEW02 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
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3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Be sure you review, edit, execute, and complete this step before continuing.

Step 3. Add Ideal Entities to the Datadictionary

WARNING
The Datacom Multi-User Facility must be running for this step to be successful.

This step adds Ideal for Datacom entities to the Datacom/DB or Datacom/AD Dictionary component. This step initializes
the Datacom Datadictionary for Ideal for Datacom using the @IUTINST utility.

1. Retrieve member ILNEW03 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Be sure you review, edit, execute, and complete this step before continuing.

IUTINST Utility--Datadictionary Initialization
Perform the utility for Datacom Datadictionary initialization (@IUTINST)as part of the installation of Ideal for Datacom (job
ILNEW03) to:

• Add the entity occurrences that Ideal for Datacom requires to the Datadictionary 
• Establish the necessary relationship occurrences among them 

After the initialization is performed successfully, Ideal for Datacom is functional.

Execute this utility only during an original installation (INST=NEW). Never include it as part of an upgrade
(INST=UPGRADE).

The control cards that are used in the execution of the utility can be in any of the following formats:

• INIT
• INIT REPEAT

WARNING
Any use of the REPEAT parameter sanctions the destruction of existing entity occurrences with names that
correspond to names of occurrences the utility is adding.

Use the optional REPEAT parameter as follows:

• If the utility aborts due to some abnormal condition, use the REPEAT parameter to restart the utility. Using this
parameter prevents loss of activities that were already performed.

• The INIT function of the utility consists of two phases. The first phase inspects the host dictionary for names of existing
entity occurrences that are the same as names that the utility is adding. If you specified the REPEAT parameter, the
new entity occurrence deletes and replaces the the new original entity occurrence. No message is issued.

• During the execution of the utility, log messages are created that provide information regarding activities that are
performed during the execution. If no REPEAT parameter is used and the utility aborts, use the log messages. These
messages help determine which step the utility has aborted, and whether the cause was a duplicate entity occurrence
name. You can then restart the utility using the REPEAT parameter with the parameter INIT.

The following entity occurrences are added to the Datadictionary during the initialization:
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• Three LIBRARY entity occurrences: Source, Object, and Panel named $ISRCLIB, $IOBJLIB, and $IPNLLIB,
respectively

• SYSTEM entity occurrences $IDEAL, alias (SHORT-SYSTEM-ID) $ID
• RELATIONSHIP occurrences between the system $IDEAL and each of the three LIBRARY occurrences; The library

names that are placed in the intersection data are:
– ID$IDSRC
– ID$IDOBJ
– ID$IDPNL

• Four AUTHORIZATION entity occurrences
– $$ID-DVW
– $$ID-USE
– $$ID-ADM
– $$PR-ADM

• PERSON entity occurrence $IDEAL, alias (USER ID) $ID
• RELATIONSHIP occurrence (PER-SYS-ACCESS) between the PERSON entity occurrence named $IDEAL and the

SYSTEM entity occurrence named $IDEAL.
RELATIONSHIP occurrence (PER-ATZ-AUTH) between the PERSON entity occurrence $IDEAL and the four
AUTHORIZATION entity occurrences.

Performing the Customization Steps for All Installations
Follow the steps for customizing Ideal for Datacom. Learn about the INSTJCL library, custom modules, JCL copybooks
and the CUSPROC library, and VLS files.

For information about CSM and SMP/E installations, see (as appropriate) Install Products Using CSM and Install Products
Using SMP/E JCL.

Perform the jobs in this section before performing the steps in either the upgrade or new install sections. You can run
these jobs multiple times for as many Ideal for Datacom environments as needed.

Step 1. Copy the JCL from Target to INSTJCL Library

This step creates the INSTJCL library and copies the new and upgrade JCL from the target library to the INSTJCL library.
After this step is complete, you can perform any mass edits to the JCL using the $EDITINP macro.

1. Retrieve member ILCUS00 from your CAILSAMP library.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Review, edit, execute, and complete this step before continuing.

Step 2. Assemble/Link-edit Custom Modules

This step assembles/link-edits the Ideal options block(@IIDOPTS), the system file table (@IIDSYSF), web interface
modules, and the @IADFLGS module.

1. Retrieve member ILCUS01 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Review, edit, execute, and complete this step before continuing.
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NOTE
This job sets default values for all options. If you modified the corresponding source in prior releases, review
the settings. Normally you can use the source from the prior release but you should pay attention to any new
parameters introduced with the new release. In particular, uncomment any lines that include user sections of the
tables, and copy forward the content from the previous release.

Step 3. Add the JCL Copybooks to the CUSPROC Library

This step adds the Ideal JCL copybooks to the CUSPROC library.

1. Retrieve member ILCUS02 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Review, edit, execute, and complete this step before continuing.

Step 4. Populate ADRLIB, ADRPNL, and IDDAT

This step copies the ADRLIB and ADRPNL VLS files and adds the updated members for the new release. These libraries
exist, even for a new installation, as they are created during the installation of the prerequisite IPC.

1. Retrieve member ILCUS03 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Review, edit, execute, and complete this step before continuing.

Performing the Ideal for Datacom Option for Db2 Installation Phase
This section describes the procedures required to install the Ideal for Db2. Perform these steps after completing the
required steps for all installations. If this is a new installation, perform the new installation phase before this phase.

NOTE
For DB2 option installations, retrieve the IOINSnn jobs from the CAILSAMP PDS. Manually save them into the
INSTJCL PDS.

Step Description Purpose
1 Retrieve IOINS01 from your INSTJCL PDS,

perform changes as directed, and submit
the JCL.

Copy the Ideal for Datacom DBRMs from
the target macro library to the DBRM library
and bind the Ideal for Datacom installation
plan.

2 Retrieve IOINS02 from your INSTJCL PDS,
perform changes as directed, and submit
the JCL.

Reassemble/link @IIDOPTS to include the
DB2 option parameters and add the proc
IDPLAN to the custom proclib.

3X (Optional) Retrieve IOINS03X from your
INSTJCL PDS, perform changes as
directed, and submit the JCL.

Create the DB2 tables that Ideal for Db2
uses.

4 Retrieve IOINS04 from your INSTJCL PDS,
perform changes as directed, and submit
the JCL.

Execute the bind of the development plan
that Ideal for Datacom uses.

This page contains the following topics:
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Step 1. Copy DBRMs and Bind Plans

The DB2 subsystem must be available for this step. BINDADD authority is required.

This step copies the Ideal for Datacom DBRMs from the target macro library to the DBRM library. Then it binds the Ideal
for Datacom installation plan.

1. Retrieve member IOINS01 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Review, edit, execute, and complete this step before continuing.

Step 2. Prepare Custom Assemblies

This step reassembles @IIDOPTS (the Ideal for Datacom options block) to include the DB2 option parameters. It adds
procedure IDPLAN to the custom procedures library (CAI.CHLQ.CUSPROC).

1. Retrieve member IOINS02 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Review, edit, execute, and complete this step before continuing.

Step 3X. Create DB2 Tables for Ideal for Datacom Development (Optional)

This step is required for new installations only.

The DB2 subsystem must be available for this step and the submitter of the job must have DBCREATE authority.

This step creates the DB2 tablespaces that Ideal for Datacom uses.

1. Retrieve member IOINS03X from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Review, edit, execute, and complete this step before continuing. For more information about the utility that creates the
DB2 tables, see DDDCULM Utility—Create the DB2 Tables.

Step 4. Bind the Ideal for Datacom Development Plan

The DB2 subsystem must be available for this step. Requires BINDADD authority.

This step executes the bind of the development plan used by Ideal for Datacom.

1. Retrieve member IOINS04 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block).
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Review, edit, execute, and complete this step before continuing.
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DDDCULM Utility--Create the DB2 Tables
You must run the utility (DDDCULM) for creating the DB2 tables as part of the installation of Ideal for Datacom Option for
DB2 (job IOINS03X). The utility creates the database (default name DD), and the appropriate tablespaces, tables, and
indexes in the DB2 catalog.

Execute this utility only during an original installation of the Ideal for Datacom Option for DB2.

The following control statements are in job IOINS03X:

-COM comment statement

-SQL

 CREATE ...  (or other SQL statement)

-APR database.tablespace

-APA database.tablespace

-APT database.tablespace

-COM
Specifies that this is a comment and is generated solely for documentation purposes.

-SQL
Introduces the following SQL statements. It has no operands. In job IOINS03X, -SQL control statements are
generated to create the DB2 database, tablespaces, and indexes. You can modify the parameters in the SQL
CREATE statements to suit your needs.

-APA, -APR, and -APT
Creates the plan resource/authorization tables for DB2 plans in either a DB2 only site or a site with both Datacom/
DB and DB2. They should be followed by the database name and the tablespace name.

In addition, -SQL control statements to perform GRANT statements on the tables defined are also generated.

NOTE
You can change the database name and tablespace names, storage group names, and the buffer pool names,
but the table names, index names, and authorization ID (SYSADR) must remain intact.

A DDUX abend can occur if any unexpected error is encountered. It is accompanied by one of the following error
messages:

+DDUX CAF ERROR RC=nnnnnnnn REASON=xxxxxxxx SUBSYSTEM id=sss

An error was returned by DB2 Call Attach Facility (CAF) while attempting to connect to the specified DB2 subsystem
name. Check that the specified subsystem name is correct and active. See the DB2 messages and codes for explanations
on REASON code.

+DDUX INPUT CARD ERROR

An invalid control statement is detected.

+DDUX PARM ERROR SUBSYSTEM id=sss

An invalid parameter is detected for the last processed control statement.

+DDUX SQLERROR SQLCODE=nnnn

An SQL error was encountered during the execution of the last SQL statement shown. See the DB2 messages and codes
on SQLCODE.
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Performing the Post-Installation Phase
Learn about configurable settings for the post-installation phase in Ideal for Datacom. Information includes CICS
modifications, CICS resource definitions, options for Db2 users, web interface, and TCPIP.

The following sections describe the required configurable settings for post-installation phase.

CICS Modifications

Include a DD statement for the Ideal for Datacom target load library (CAI.IHLQ.CAILLOAD) and the Ideal for Datacom
custom load library (CAI.CHLQ.CUSLIB) in the DFHRPL concatenation of the CICS startup JCL.

CICS requires the addition of DD statements for the Ideal for Datacom files. The Ideal for Datacom installation creates
these statements for you. Fetch the IDLFILES member from the custom procedure library (CHLQ.CUSPROC) and insert
the files into the CICS startup JCL.

CICS Resource Definitions

The Ideal for Datacom installation provides a SAMPJCL member ILCICS that can be used to install the CICS definitions
into a CICS group list.

The Ideal for Datacom installation also produces all source members for CICS table modification. These source members
contain all the entries for all the Ideal for Datacom options you are installing or upgrading.

For those sites using an existing CICS that does not already reference a Datacom/DB Multi-User Facility (MUF), install
Datacom CICS Services, as specified in Software Requirements.

Find source members for each Ideal for Datacom component in the target macro library (CAI.SHLQ.CAILSAMP) for all
CICS tables and CSD definitions. Use these members to update your CICS using site-standard jobs instead of using
the ILCICS job in your SAMPJCL. In addition to updating your CSD for transactions and programs, retrieve the CICS
copybook for preparing the File Control Table (FCT). Review all members to ensure that they meet the requirements of
your site.

The following table lists the library members:

Component Copybook for CICS Table Assemblies Copybook for CICS RDO

Ideal for Datacom/base IL15FCT, IL15PLT IL15CSD

Ideal for Datacom for Datacom I415CSD

Ideal for Db2 IO15CSD

Ideal for VSAM F415CSD

Ideal for Datacom Option for Db2 Users Only

Add the Db2 load library that contains module DSNHDECP to the DFHRPL concatenation. This module contains the Db2
default values for your site that is necessary to parse embedded SQL statements correctly during compilation.

Define the Ideal for Datacom development plan (the default is IDP150DV) in the RCT to access Db2. Member IO15CSD
contains the required DB2TRAN and DB2ENTRY definitions.

Special Considerations for CICS

CICS system initialization parameter PGAIPGM must specify PGAIPGM=ACTIVE to enable program AUTOINSTALL.
The default SIT has PGAIPGM=INACTIVE. This command lets CICS add PPT entries dynamically for the Ideal for
Datacom application load modules. For more information, see Customization and Post-Installation Steps for Datacom
CICS Services.

 168



 Installing

CICS Resident Programs

The installation process defines only one Ideal for Datacom program to CICS as RES=YES. @IADTREX is required to
remain CICS resident. For a list of IPC programs that are required to be CICS resident, see Tuning the IPC System.

User-Replaceable Modules for Web Interface

Ideal for Datacom supplies several User-Replaceable Modules for use with the Web Interface that requires assembly/
link into a DFHRPL library. This process depends on the release of CICS Transaction Server in use, so no sample job
is provided. Review the sample source members IDLWBADX, IDLWBAD2, IDLWBAD3, and IDLWCONV and install the
appropriate ones. The CICS Command Level assembler source code is provided in the CAILSAMP file.

IDLWBADX is a basic analyzer that uses no converter and supports only a 32-KB response.

IDLWBAD2 uses the converter IDLWCONV to support response documents exceeding 32 KB. The Ideal for Datacom Web
Interface verification requires IDLWBAD2 and IDLWCONV.

IDLWBAD3 is the development version of IDLWBAD2 analyzer with extra support for the debugger and DIAL trace.

RDO object TCPIPSERVICE is used to define the handling of a port. Each of which can have its own analyzer URM (User
Replaceable Module), and thus different processing.

TCpipservice    : HTTPNSSL  

Group           : IDLWEB    

Description     : CICS Web  

Urm             : IDLWBADX  

Portnumber      : 00080     

Certificate     :           

STatus          : Open      

SSl             : No        

Authenticate    : No        

                         

TRansaction     : CWXN      

Backlog         : 00005     

TSqprefix       :           

Ipaddress       :           

SOcketclose     : No    

WARNING
The Ideal for Datacom analyzer cannot be used to run the IBM sample program that is used to verify the CICS
Web Interface. For more information about the CICS Web Interface, refer to IBM documentation.

Confirm That Your Web Browser Can Talk to CICS Using TCP/IP

To confirm that communication between your web browser and CICS is established:

• Confirm your port number, by issuing the following command in CICS:

CEMT INQUIRE TCPIPSERVICE

 Tcpips(IBMHTTP ) Bac( 00005 ) Con(0000) Por(03082)                  

    Ope Tra(CWXN) Urm( DFHWBADX ) Ipa(10.202.66.4   )        Tim   

• Check your CICS startup. The CICS SIT startup parameters should include TCPIP=YES (or equivalent). The CICS
startup messages should include the following information:

+DFHWB0109I APPLID Web domain initialization has started.

.
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.

.

+DFHWB0110I APPLID Web domain initialization has ended.

 

• Confirm that the DFHWEB group list has been included in your CICS startup list. Use CEMT INQUIRE
PROGRAM(DFH$WB1A) to verify the IBM sample program definition.

• To execute the IBM Web Interface verification program, type in the following URL in your web browser, Port is the port
number using analyzer (Urm) DFHWBADX:

http://server.domain.com:port/CICS/CWBA/DFH$WB1A

You should get the following response:

DFH$WB1A on system APPLID successfully invoked through the CICS Web Interface.

Verifying Ideal for Datacom Installation
Find the procedures that are required for verifying the Ideal for Datacom installation. Perform the following steps after
completing the required steps for all installations.

Import Asynchronous and Web Verification Programs

This step imports the source of the verification programs into the VLS libraries and compiles the programs.

• Retrieve member ILVER01 from your INSTJCL PDS.
• Make the required global changes (see the instruction block).
• Submit the JCL to complete this step.
• Review the output for a successful completion.

Review, edit, execute, and complete this step before continuing.

Import Datacom/DB Access Verification Program

NOTE
Run this step only if you use the Datacom/DB.

This step catalogs the dataview in Ideal for Datacom and imports the source of the verification program into the VLS
libraries.

• Retrieve member ILVER02 from your INSTJCL PDS.
• Make the required global changes (see the instruction block).
• Submit the JCL to complete this step.
• Review the output for a successful completion.

Review, edit, execute, and complete this step before continuing.

Online Verification Process

After you complete the Ideal for Datacom installation steps, run the following verification script to ensure that Ideal for
Datacom is properly installed.

1. Sign on to CICS, and enter transaction IDEA.

 170



 Installing

– If you are upgrading, sign on with previously defined userids and if external security is in effect using SC00OPTS.
Your security host-id must also exist as an Ideal for Datacom userid.

– If you have a new installation, sign on to Ideal for Datacom as user $IDEAL (no password).
2. Enter the following command:

@I$INTERNAL STATUS

This command shows you the release levels of your products. Verify that Ideal for Datacom shows a release level of
Version 15.1. If your site has the Db2 option, verify the Db2 subsystem name.
Verify that you have the correct Ideal for Datacom product options (DB, DBSQL, DB2, and VSAM) turned on (Y for yes
and N for no).

NOTE
DBSQL indicates DATACOM, ANSI, or FIPS, instead of Y.

3. Follow the conversion process that is documented in Convert to Online Transaction Management.
NOTE
For new installations, this process will create a LIST with one group. The group will be empty since new
installations have no transactions in assembled tables to convert.

4. Verify the Datacom/DB access (if used) by compiling and running the sample program that is imported with SAMPJCL
job ILVER02. This program assumes the Datacom/DB verification database 10 is implemented.
– Enter the following commands:

SELECT SYSTEM $ID

            COMPILE SCROLL VERSION 1

– When you receive the message that the compilation has completed successfully, enter the command:

RUN SCROLL V 1

5. Verify access to Datacom/DB using SQL (if available) as follows:
– Create a dataview for the System Table DIR_ELEMENT by entering the command:

CATALOG DB DATAVIEW  SYSADM.DIR_ELEMENT

– The resulting dataview on the screen displays. Now enter the following commands:

CREATE REPORT DBSQLIVP USING DVW SYSADM.DIR_ELEMENT

DETAIL

A filled-in report detail screen displays. To fit all the reported fields on a single line, enter a "D" in the margin of the
line for DIR_ELEMENT.SECURITY_CODE. That field is deleted from the report.

– Enter the following commands to create a program that reads the table and writes the report.

CREATE PROGRAM DBSQLIVP

RESOURCES

– Add the resources DVW SYSADM.DIR_ELEMENT and RPT DBSQLIVP. Then, enter the command PROC to edit
the procedure of the program. Enter either a blank line or a comment (start the line with the character ":") and press
enter. You can now enter FF in the margin to add a FOR FIRST template to the program.

– Modify the template code to match the following code:

FOR THE FIRST 50 DIR_ELEMENT

    NO UPDATE   

    PRODUCE DBSQLIVP    

    WHEN NONE   
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    LIST 'No rows found in table'   

ENDFOR

– Enter the commands

COMPILE DBSQLIVP @I$SYNC 

            RUN DBSQLIVP

6. To verify an asynchronous execution, run the sample program that job ILVER01 imported and compiled.
– Enter the commands:

SELECT SYSTEM $ID

DISPLAY PROGRAM ASYNCVER    

– Read the comments in the ASYNCVER Procedure Definition. The $IDEAL user must be given authority to run this
program asynchronously. Duplicate the user definition, or re-create it if it is missing, and add CONTROL authority in
the system $ID. (Administrative privileges are ignored for an asynchronous run.)

– Enter the following command:
DISPLAY INDEX LIST

• Find the LIST where the first four characters match the CICS SYSID (see the @I$INTERNAL STATUS screen) of
the region. Use the EDI line command on that line.

• Make an entry for SAMPIVP as in the following example screen:

          IDEAL: DISPLAY LIST        LST CHR1LIST  

                                           

Command Group Name Comments                

======  ========   ========== T O P =======

000100  CHR1TERM   SC00TRAN

......  SAMPIVP    IVPs                    

......      

          

NOTE
LISTs only exist when Online Transaction Management is used. If you receive an error saying
"Requested INDEX not found", go back to Step 3 to create the LIST.

– Issue the following command:
INSTALL GROUP SAMPIVP

– Exit Ideal for Datacom by entering the OFF command, and test the program by entering the following CICS
transaction:

CECI START TRANSID('IDAV')

– Sign back onto Ideal for Datacom as user $IDEAL and enter the following command:

DISPLAY OUTPUT STATUS

– Use the command DISPLAY OUTPUT ALL STATUS if signing onto Ideal for Datacom with a userid other than
$IDEAL. The asynchronous execution produces a LIST output for program ASYNCVER.

7. Execute the sample program that job ILVER01 imports to verify the web interface installation. Display the program
WEBVERFY and review the comments.
– Check the TCPIPService definition in CICS using CEMT:

Cemt inq tcpips

STATUS:  RESULTS - OVERTYPE TO MODIFY                                  Tcpips(HTTPNSSL) Bac( 00005 )

 Con(0000) Por(07080)              
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    Ope Tra(CWXN) Urm( IDLWBAD2 ) Ipa(141.202.65.11  )

– You must have the analyzer code that is shown as "Urm" installed. Note the IP address (Ipa) and Port (Por) values
shown. Enter these values in a web browser as follows:
http://ipaddress:port/IDWV

A simple web page confirming the execution is produced.
8. If you have the DB2 Option, verify it as follows:

– Online in Ideal for Datacom, enter the following commands to create a dataview for DB2 table SYSIBM.LUNAMES
and to create a program to read the table:

CAT DB2 DVW SYSIBM.LUNAMES

CRE PGM DB2IVP 

RES

– Enter DVW SYSIBM.LUNAMES in the RESource Definition.
– Enter PROC to edit the PROCedure Definition. Enter comment character ":" and hit enter to get one line with

a margin. In the margin, enter the template command FF and hit enter to display FOR FIRST code. Modify the
generated template code to look like the following example:

FOR THE FIRST 50 LUNAMES                        

       NO UPDATE                                 

     LIST LUNAMES.LUNAME         

  WHEN NONE                                      

     LIST 'NO ROWS IN DB2 TABLE' 

            ENDFOR

– COMpile DB2IVP and RUN DB2IVP to produce RUNLIST output.

Customizing Ideal for Datacom
Customize Ideal for Datacom for your site. Find information here about transaction tables, load module tables, panel
management system non-display translate table, and IPWC transaction.

Transaction Tables

Review IPC installation job VQCUS01 to ensure that Ideal for Datacom transactions are included in the assembly for
module SC00TRAN.

Use Ideal for Datacom online command DISPLAY PCT to verify that transactions are properly defined to both CICS and
Ideal for Datacom.

Load Module Tables

The Ideal for Datacom program CICSWEB, required for the Web Interface, is provided in load MODULE format in the
Ideal for Datacom CAILIB. Ideal for Datacom job ILCUS01 also assembles the AMT (Application Module Table) containing
an entry for program CICSWEB plus the assembly and link of module @ILMTLIST containing TABLEID=WEB. This
@ILMTLIST module with the WEB entry is required to run the web interface verification program.

Modify the LMLIST source in Ideal for Datacom CUSMAC to include other TABLEID entries. Reassemble and link as
needed.

Panel Management System Non-Display Translate Table

When you edit a member or program in Ideal for Datacom, any characters that might not be displayable are removed and
replaced by spaces. Removal or replacement of characters is problematic for web applications that need more characters.
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Apply the following zap to your Panel Management System (PMS) translate tables so that the Ideal for Datacom
MEMBER and PDL editors can use the left and right square bracket characters. JavaScript requires these characters for
subscript notation, and occupy different locations in national code pages. Verify that values are x'6F' unless previously
modified by your site. The offsets given here are for the US. Review these offsets if you are in another country.

NAME PMSTRND PMSTRND

VER 00AD ..

VER 00BD ..

VER 00BA ..

VER 00BB ..

REP 00AD AD

REP 00BD BD

REP 00BA BA

REP 00BB BB

For more information about the PMS translate tables used by Ideal for Datacom, see Customizing the Panel Management
System Component.

IPWC Transaction

The transaction ID "IPWC" is treated as a special case by Ideal for Datacom to support IpServer from Data21.
SC00WBTD uses the four-character transaction ID following the "?" in the URL when transaction IPWC is executed.
When any other transaction ID is executed, that specific transaction is used.

Activating Ideal for Auditor Support
Review a description of the load module CAIXBT9$ module that is required for Ideal to be fully auditable by exam. The
CAIXBT9$ module is provided in the CAILLPA library for this purpose.

If you are using the Ideal CAIXBT9$ module, it must reside in the currently active LPA. You can meet this requirement in
one of two ways:

1. APF authorize the CAILLPA library and add it to the LPA.
2. Copy the CAIXBT9$ module into an APF Authorized library already in the LPA.

For more information about using the product, see Auditor for z/OS.

Upgrading Ideal from 14.0 to 15.x
Learn about the required steps for upgrade installations of Ideal. Find information about reviewing and resetting options,
copying and updating data sets, and post-installation CICS modifications.

WARNING

These required steps are for upgrade installations only. Complete the steps that are required by all installations
before performing these upgrade steps.

Run the INSTJCL PDS members whose names start with ILCUS for this phase of installation. Choose to run members
ILCUS01 and ILCUS02 to create new User Customized libraries and have the assemblies going against the Version 15.x
macros, but it is not necessary. Most clients continue to run with their current User Customized libraries. The only member
that you are required to execute is ILCUS03.
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Review the following list before attempting an upgrade installation for Ideal for Datacom.

Step Description Purpose

1 Review and reset options Restores and resets various options for ADRPNL
members to default values during the installation process

2 Retrieve ILCUS03 from INSTJCL, perform changes as
directed, and submit the JCL

Copy/Update the ADRPNL, ADRLIB, and IDDAT VLS
Libraries

3 Post-installation Modifies CICS

Review and Reset Options

Use the Ideal command PRINT SESSION OPTIONS to:

• Save a list of option values before the upgrade
• Optionally, create a MEMBER to EXECUTE in Ideal after the completed upgrade that contains the command to reset

SITE options for each Ideal environment

Copy/Update the ADRPNL, ADRLIB, and IDDAT Data Sets

Allocate, copy, and update the Ideal for Datacom VLS files ADRPNL, ADRLIB, and IDDAT data sets.

NOTE
Because ADRLIB contains user jobcards and other site-specific members, allocate the ADRLIB for this release
with the same SPACE requirements as your previous version ADRLIB.

1. Retrieve member ILCUS03 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block) or use $DCILEDT.
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Post-Installation

Modify CICS after installing Ideal for Datacom. Include a DD statement in the DFHRPL concatenation of the CICS Startup
JCL for the following libraries:

• Ideal Custom Load Library (CUSLIB)
• Ideal Target Load Library (CAILLOAD)

Customization and Postinstallation Steps for IPC
To execute sample jobs properly, they must be executed in sequential order by name and number. Review, edit, execute,
and complete each installation step before proceeding to the next step.

Follow these guidelines when installing:

SMP/E Installation Phase
Perform the SMP/E jobs as outlined in Installing Your Product Using CSM or Installing Your Product from Pax-
ESD.

Customization Phase
Before performing either a new installation or an upgrade, execute the members that have names that start with
VQCUS.

 175



 Installing

New Installation Phase
If you are installing IPC for the first time, execute members whose names start with VQNEW. After all VQNEW
jobs have executed successfully, the IPC product environment is ready for use.

Upgrade Installation Phase
If you are performing an upgrade installation, execute members whose name start with VQUPG. When the
VQUPG jobs have executed successfully, the upgrade is complete and the IPC product environment is ready for
use.

Post-installation Phase
Set up your CICS environment and execute the steps in the installation verification script. When all steps are
completed, the IPC components are successfully installed.

Contents

Customize New Installation or Upgrade Installation Jobs

Perform the jobs in this section before performing the steps in either the upgrade or new install sections. You can run
these jobs multiple times for as many IPC environments as needed.

The following list summarizes the steps that are explained in this section.

Step Description Purpose
1 Enter and submit the VQCUS00. From

CAVQSAMP, perform changes as directed
and submit the JCL.

Copy the sample JCL from the target library
into the INSTJCL library.

2 Retrieve VQCUS01 from INSTJCL, perform
changes as directed, and submit the JCL.

Perform IPC custom assemblies.

3 Retrieve VQCUS02 from INSTJCL, Perform
changes as directed, and submit the JCL.

Add the JCL library members.

Step 1. Copy the JCL from Target to INSTJCL Library

This step creates the INSTJCL library and copies the new and upgrade JCL from the target library to the INSTJCL library.
After you complete this step, you can perform any mass edits to the JCL using the $DCOMEDT macro.

1. Retrieve member VQCUS00 from your CAVQSAMP library.
2. Make all required global changes that are shown in the instruction block of the member or use $DCVQEDT.

WARNING
Do not save this member in the CAVQSAMP library.

3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Step 2. Prepare Product Custom Assemblies

The custom assemblies, SC00TRAN and SC00OPTS, are required for the Session Control Facility (SCF) and are
prepared using this step.

1. Retrieve member VQCUS01 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block) or use $DCVQEDT.
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

For instructions to modify the SCF options in this step for your site, see How to Set SCF Site and Session Options.
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Step 3. Add JCL Library Members

This step executes IEBUPDTE to add the customized JCL library members to the CUSPROC library for IPC.

1. Retrieve member VQCUS02 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block) or use $DCVQEDT.
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Be sure to review, edit, run, and complete this step before you continue your installation.

NOTE
Note regarding PSSUTIL cataloged in VQCUS02:

To use the Ideal for Datacom PRINT command to direct output to DESTINATION SYSTEM LOCAL:

Catalog a PSS (Print SubSystem) procedure to execute program SCPSUTIL with the corresponding IPC 15.0 ADRPNL
and ADROUT files. The PSS procedure name is specified in Ideal for Datacom from the SET OUT SITE screen. The Ideal
for Datacom JOBCARD must specify the PROCLIB where the PSS procedure has been cataloged.

New Installation Phase

NOTE
If you are upgrading, see the Upgrade Installation Phase section to continue your installation.

The procedures required for a new installation only are detailed in this section. Perform these steps after completing the
required steps for all installations. Run the INSTJCL PDS members whose names start with VQNEW for this phase of the
installation.

The following list summarizes the steps that are involved in the IPC installation process for a new installation only.

Step Description Purpose
1 Retrieve VQNEW01 from INSTJCL,

perform changes as directed, and submit
the JCL.

Allocate, format, and initialize new IPC
ADRPNL and ADRLIB for VLS.

Step 1. Allocate/Format/Load IPC Libraries and Files

Allocate, format, and initialize the IPC VLS files ADRPNL and ADRLIB and the data sets ADROUT and ADRTRC.

1. Retrieve member VQNEW01 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block) or use $DCVQEDT.
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Be sure you review, edit, run, and complete this step before continuing.

Upgrade Installation Phase

NOTE
If you are not upgrading, skip this section.

The required steps for upgrade installations only are covered in this section. Perform these steps after completing the
steps required by all installations.

Run the INSTJCL PDS members whose names start with VQUPG for this phase of installation.
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The following list summarizes the steps involved in the IPC installation process for an upgrade installation only. Review
this list before attempting an installation with this product.

Step Description Purpose
1 Retrieve VQUPG01 from INSTJCL, perform

changes as directed, and submit the JCL.
Format and initialize the ADRPNL, ADRLIB,
ADROUT, and ADRTRC.

Step 1. Format/Initialize the ADRPNL, ADRLIB, ADROUT, and ADRTRC data sets

Allocate, format, and initialize the IPC VLS files ADRPNL and ADRLIB and the data sets ADROUT and ADRTRC.

NOTE
Because ADRLIB contains user jobcards and other site-specific members, allocate the ADRLIB for this release
with the same SPACE requirements as your previous version ADRLIB.

1. Retrieve member VQUPG01 from your INSTJCL PDS.
2. Make the required global changes (see the instruction block) or use $DCVQEDT.
3. Submit the JCL to complete this step.
4. Review the output for successful completion.

Post-Installation Steps

Perform the following steps after you have installed IPC.

Step 1. CICS Modifications

Include a DD statement for the IPC Custom Load Library (CUSLIB) and the IPC Target Load Library (CAVQLOAD) in the
DFHRPL concatenation of the CICS Startup JCL.

WARNING
To ensure that the correct code is accessed, concatenate the IPC CAVQLOAD before the Common Components
and Services target load library in the DFHRPL of the CICS startup JCL.

CICS requires the addition of DD statements for the IPC files. The IPC installation creates these statements for you. Fetch
the IPCFILE member from the Custom Macro Library (CUSMAC) and insert it into the CICS startup JCL.

The IPC installation also produces all source members for CICS table modification. These source members are in the
CAVQSAMP library and contain all the CICS table entries required.

For those sites using an existing CICS that already uses an earlier release of IPC, replace the CICS groups for the earlier
version. Using the chart that is provided in the following CICS Source Copybooks, replace all references to the previous
copybooks. Then reassemble and relink your CICS table DFHFCTxx and add the new CICS groups to your DFHCSD.

Although it is included for illustration only, use the VQCICS JCL member in the INSTJCL library to define programs,
transactions, and files for CICS Transaction Services.

CICS Source Copybooks

The source copybooks for each IPC component are in the target sample library (CAVQSAMP) for all CICS tables and
CSD definitions. Using these copybooks, you can update your CICS using site-standard jobs instead of running the
installation jobs. To update your CSD for transactions and programs and to prepare the File Control Table (FCT), retrieve
the CICS copybooks. Verify these copybooks to verify that they meet your site requirements.
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The following list identifies the library members by component:

Component RDO Entries MRO RDO Entries FCT
 VQ15CSD VQ15CSDT VQ15FCT

Step 2. Perform Verification

After completing the steps to install or upgrade IPC, perform the following to verify that IPC is installed properly.

NOTE
Press the Clear key to return to the main menu.

1. Sign on to CICS.
2. From native CICS, enter:

IPCV

Press Enter to access the IPC sign-on screen. No password is needed for sign-on.
If IPC is installed properly, the IPC Main Menu appears.

3. Enter the following command to exit from IPC and return to CICS.

OFF

Activate IPC for Auditor z/OS Support

For IPC to be fully auditable by Auditor, it is necessary to have a specific load module available in the LPA. The
CAIXBW5$ module is provided in the CAVQLPA library for this purpose. If you are using the IPC CAIXBW5$ module, it
must reside in the currently active LPA. You can do this in one of two ways:

1. APF authorize the CAVQLPA library and add it to the LPA.
2. Copy the CAIXBW5$ module into an APF Authorized library already in the LPA.

See the Auditor documentation for more information about using the product.

Configure Datacom Server
To configure the Datacom Server, perform the following steps:

• Implement and Configure the ODBC Driver
• Implement and Configure the JDBC Driver
• Add a SYSIN Statement to the Multi-User Facility Startup Job

NOTE
For the latest informational solutions, see README for Datacom Server for 15.0.

This topic contains the following information:

ODBC Driver

The Datacom Server ODBC Driver is dependent upon the Microsoft ODBC Driver Manager and ODBC Administrator. This
software provided by Microsoft establishes the interface between the ODBC Driver and application and the administration
utilities needed to configure ODBC Drivers. The Datacom Server ODBC Driver also provides a configuration dialog that is
used to configure the specific Datacom access parameters.
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ODBC Driver Manager

The ODBC Driver Manager is software that is responsible for managing communication between applications and ODBC
drivers. This software resolves the following common problems:

• Determining which ODBC Driver to load based upon common information contained in a data source
• Loading and unloading drivers
• Evoking ODBC Driver functions

JDBC Interface

The JDBC interface allows Java applications to access different databases without specifically targeting any particular
DBMS. A set of classes called a JDBC driver is used to link an application to a specific DBMS. The JDBC interface was
developed by Sun Microsystems based on ODBC 2.5, and, like ODBC, is consistent with the X/OPEN Call Level Interface
(CLI). The javadoc generated from the JDBC driver source code contains additional information about a particular
implementation of JDBC.

The Datacom JDBC Driver consists of a set of classes that link a Java application to the Datacom/DB DBMS. The HTML
format javadoc is installed with Datacom Server on a Windows platform.

JDBC Driver

The Datacom Server JDBC Driver implements the JDBC API and requires that your Java programs conform to the JDBC
specification. The JDBC Driver also requires a JRE (Java Runtime Environment) which includes a Java virtual machine
(JVM) and a JDBC Driver Manager.

Datacom Server JDBC Driver provides the following interfaces to all JDBC Driver types as noted in the JDBC API:

JDBC-ODBC Bridge
jdbc:odbc:xxxxxxxx

xxxxxxxx specifies a Datacom/DB ODBC datasource.
Native-API Partly Java Driver

Calls the Datacom native interface directly when the JVM (Java Virtual Machine) is installed on the same platform.
JDBC - Net Pure Java Driver

Datacom JDBC driver translates JDBC calls into Datacom specific requests that are processed by a proxy server
running on windows or USS.

Native - Protocol Pure Java Driver
Datacom Server converts JDBC calls directly into requests transmitted to a Datacom Server main frame reqion
using Java with TCP/IP protocol.

The Datacom Server JDBC driver has the following capabilities:

• Calls the native interface directly when the JVM and JDBC Driver Manager are installed on the same platform.
• Uses JDBC indirectly when web-based applications run in browsers, through technologies such as Java Servlets or

Java Server Pages (JSP), that appear as the application to the JDBC driver.
• Uses TCP/IP (z/OS only) by coding the appropriate option on the driver connection option or through a data source

definition.
• Supports batch processing under JDBC, which allows using the addBatch method in preparedstatement and statement

objects.

JDBC Conformance

Datacom Server conforms to the JDBC 4.0 specification that is included in the Java 1.6 (or later). Unless otherwise noted,
all descriptions of JDBC in this document refer to JDBC 1.6.
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API Conformance

JDBC does not define conformance levels in the same sense that ODBC does. A JDBC driver must implement all
methods defined in the specification. However, the driver can return an exception, or a 0 or null value, to indicate that it
cannot do what the method requires. The JDBC driver implements some methods to satisfy the JDBC specification. These
methods are fully documented in the javadoc.

SQL Conformance

A JDBC driver must support ANSI SQL-92 Entry Level to be JDBC compliant. This is consistent with ODBC 3.0. With
a few exceptions, Datacom conforms to the ANSI SQL-92 entry level standard. The ODBC and JDBC drivers pass
most SQL statements to the Datacom SQL engine essentially unchanged, other than converting escape sequences into
Datacom equivalents.

NOTE
For more information about SQL conformance, see the Microsoft ODBC Programmer Reference Guide.

Related Publications

The following documentation from the Microsoft Open Database Connectivity Software Development Kit should be
available if you plan to develop applications using Open Database Connectivity (ODBC).

Programmer's Reference
Explains the ODBC interface, describes its features and explains how it is used by applications.

SDK Guide
Acts as a guide to the Software Development Kit. Describes ODBC, the contents of the kit, hardware and software
requirements, and installation of the kit.

The following documentation should be available if you plan to develop applications using Java Database Connectivity
(JDBC). JDBC documentation should be available from Sun Microsystems.

JDBC 4.0 Specification
Specifies the JDBC API, which is a Java application-programming interface to SQL databases.

JDBC Technology Guide: Getting Started
Acts as a guide to JDBC.

JDBC API 4.0 Documentation
Explains the JDBC interface, describes its features and explains how it is used by applications.

Implement and Configure the ODBC Driver

ODBC Architecture with CAICCI and TCP/IP

Datacom Server ODBC Driver is an ODBC 3.8 compliant driver. This driver implements the ODBC API and requires that
your programs conform to the ODBC specification. It also requires that the Microsoft ODBC Driver Manager software is
installed and operational. ODBC data sources must be defined to provide information about the Datacom Server. CAICCI-
PC is not required. Through ODBC data source settings, you can choose to use CCI or native TCP/IP data transmission.

In a z/OS environment, Datacom Server supports native TCP/IP data transmission between workstations and host
mainframes. CAICCI is required on the host mainframe. Through mainframe server startup parameters, you can choose to
allow a CAICCI only transmission or CAICCI and TCP/IP transmission.
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The following describes each of the ODBC architecture components:

Application (Workstation)
SQL-based workstation applications using the Microsoft ODBC interface running under Microsoft Windows can
access data in a Datacom/DB database. An application issues a connect request to the Microsoft ODBC Driver
Manager for a specific driver, such as Datacom Server.

Microsoft ODBC Driver Manager (Workstation)
The Microsoft ODBC Driver Manager resides on the workstation or web server. Any number of workstation
applications can connect to the ODBC Driver Manager and the ODBC Driver Manager can connect to any number
of drivers. The ODBC Driver Manager forwards an application's connect request to the appropriate driver, based
on the identifiers in the connect call. Microsoft provides the Microsoft ODBC Driver Manager.

Datacom Server ODBC Driver (Workstation)
The Datacom Server driver is a 32/64-bit thread-safe ODBC 3.8 compliant driver. Drivers, connected to ODBC,
interpret calls from the Microsoft ODBC Driver Manager and make calls to Datacom/DB.

Datacom Server Proprietary Interface (Workstation)
The cadcdb32.dll/cadcdb64.dll module provides the Datacom/DB proprietary interface, data mapping, data
translation, and data communication services. It also supplies the CAICCI or native TCP/IP interface (z/OS only).
A CCI request is sent through CAICCI to the Datacom Server on the mainframe. A TCP/IP request is sent through
the data stream directly to the mainframe server.

CAICCI and TCP/IP (Workstation and Mainframe)
CAICCI isolates Datacom Server from the communication protocol used between the workstation and
mainframe. It is the communication protocol traditionally used with Datacom Server. When using this method of
communication, Datacom Server can use only those protocols supported by CAICCI.
CAICCI is required on the host mainframe and is used for communication between Mainframe Server regions and
the Server SVCOMPR utility. TCP/IP is the basic communication language or protocol of the Internet. Datacom
Server supports native TCP/IP data transmission between workstations and z/OS host mainframes. It does not
require CAICCI-PC. Through mainframe server startup parameters, you can choose to allow both CAICCI and
TCP/IP, CAICCI only, or TCP only.

Datacom Server Mainframe Server (Mainframe)
The Datacom Server Mainframe Server component executes in its own address space and connects to a specific
Multi-User Facility (MUF). It processes connect requests from client applications, handles data transmission
requests to and from client applications, and translates data between MUF and client applications.
In a z/OS environment, the Mainframe Server component provides support for native TCP/IP data transmission
between workstations and host mainframes. Through startup parameters you can choose to allow native TCP/IP
transmissions.

Multi-User Facility (Mainframe)
A MUF provides the ability to access any Datacom/DB database concurrently from multiple regions. Each server
communicates with only one MUF, but a system can have multiple MUFs accessed by multiple servers or multiple
servers accessing the same MUF.

This page contains the following topics:

Configure the ODBC Driver

Configure Your ODBC Client
Learn how to configure and customize your ODBC client after you install Datacom Server. Learn how to test your
connection and set client options. Find information about defining behavior, auto commit, and masking for tables and
views.

After you install Datacom Server, you must complete several tasks to customize it for your site.
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Configure Your ODBC Client

Use the Microsoft ODBC Administrator to configure access to Datacom/DB. You must have Administrator access rights
to create or modify any ODBC data source, including the default ODBC data source for Datacom. If you do not have
Administrator access rights, the data source can be viewed as read-only.

To configure access to Datacom/DB

1. Open the Data Sources (ODBC) applet under Control Panel/Administrator Tools.
The ODBC Data Source Administrator window opens and displays the User DSN tab. Click the System DSN tab.

NOTE
This dialog can vary according to the version of ODBC or Windows that is installed on the workstation or
application server. Use the Help that is provided by the ODBC Administrator.

2. Click Add to create a new ODBC data source for use with Datacom Server.
The Create New Data Source window appears.
To edit the default Datacom data source that is defined during installation, double-click the Datacom entry in the
System DSN tab and proceed with item 4.

3. Double-click Datacom/DB in the list of installed drivers.
The Datacom/DB ODBC Setup window appears.

4. Complete the following fields in the DataSource Options section on the DataSource tab:
Data Source

Provides a standardized data source name or lets you specify a name.
Description

Provides a standardized description or lets you describe the new data source.
Server

Provides server names from the drop-down list in the Server field, which contains all the Datacom/Server ODBC
defined data sources that are defined to the ODBC Driver Manager. If the appropriate server name is not shown
on the drop-down list, over type the value to add a new entry. The new entry must match the SERVERNAME=
startup option in the Datacom Server mainframe region.

5. Select CCI or TCP/IP (z/OS only) in the Connection Options section to specify the protocol to use with this workstation.
If the PROTOCOL parameter in the mainframe region startup options is set to CCI, you must select CCI. However, you
must have CAICCI-PC installed on the client.
If the PROTOCOL parameter in the mainframe region startup options is set to TCP, you must select TCP/IP.
If the PROTOCOL parameter in the mainframe region startup options is set to BOTH, you can choose CCI or TCP/IP.

6. Complete the following fields in the Connection Options section on the DataSource tab:
Application

Specifies the application name that is provided in the APPLID= startup option in the mainframe component. If CCI
is selected as the communication protocol, Application name and Server name are required. If TCP/IP is selected,
Application name is ignored.

System
Specifies the CAICCI System ID of the mainframe environment in the System field to which the workstation is to
connect when the data source is selected. This is the SYSID name that is specified in the CAICCI startup JCL.

NOTE
If TCP/IP is selected as the desired communications protocol, the System is ignored.

Host Name
Specifies the IP address or DNS host name of the mainframe system to which you are connecting. Host name
may be specified for the CCI communication protocol. If specified, it overrides the Host name that is specified in
the CCI Configuration dialog.
If TCP/IP is selected as the communication protocol, then the Host Name, Port number, and Server attributes are
required.
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Port Number
Specifies the port number of the connection that is used to communicate with the mainframe component.
You can specify Port Number for a CCI connection. If specified, the port number in the ODBC data source
overrides the port number that is specified in the CCI Configuration dialog allowing you to switch mainframe
regions without changing the CCI configuration.
Port Number is required If TCP/IP is selected as the communication protocol, it must match the TCPIP_PORT
specified in the Server mainframe component startup parameters.

Test Your Connection

You can verify and test your connection with the Test button on the Datacom/DB ODBC Setup DataSource tab. Clicking
the Test button opens the Datacom Server Connect Test Dialog and confirms that the system parameters are set correctly.

To test your connection

1. Click the Test button.
The Datacom Server Connect Test Dialog window appears.

2. Complete the following fields:
User ID

Requires a valid user identification if LOGON=YES is specified on the Mainframe Server.
Password

Requires a valid password if LOGON=YES is specified on the mainframe.
3. Click Connect.

A Connection Message appears. Take action based on the Connection Message that you receive.

Set the ODBC Client Options

Optionally, you can edit cursor behavior, how tables are accessed, change auto commit, define table caching, limit the
listed tables, and modify statement processing options of the server from the Options tab on the Datacom/DB ODBC
Setup window.

Define the Behavior

You can change the access mode, the transaction level, and the cursor behavior when you select the Behaviors button.

WARNING
Value comparisons in SQL such as greater than and less than are passed to the mainframe and are executed
there using EBCDIC collating sequence.

To define behavior when accessing data

1. Select the Behaviors button on the Options tab of the Datacom/DB ODBC Setup window.
The Cursor Behavior and Access Mode dialog appears.

2. Select READ ONLY or READ/WRITE from the drop-down list in the Access Mode field.
3. Select CLOSE AND DELETE CURSORS, CLOSE CURSORS, or CLOSE AND PRESERVE CURSORS from the

drop-down menu in the Commit Behavior field.
NOTE
Specifying CLOSE or PRESERVE cursors can adversely affect performance by reducing the amount of
blocked data that can be transmitted.

4. Select CLOSE AND DELETE CURSORS, CLOSE CURSORS, or CLOSE AND PRESERVE CURSORS from the
drop-down menu in the RollBack Behavior field.

5. Click OK to finish.
The Datacom/DB ODBC Setup screen appears.
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Define Auto Commit

You can set auto commit for the ODBC data source and perform table/view list caching when you choose the
Miscellaneous button.

To define auto commit

1. Select the Misc button on the Options tab of the Datacom/DB ODBC Setup window.
The Miscellaneous dialog appears.

2. Select the Auto Commit box to enable the auto commit mode for the data source.
NOTE
In auto commit mode, every database update is a transaction that is committed when performed. In manual
commit mode, applications must explicitly complete transactions by calling SQLEndTran to commit or
rollback. The default is auto commit.

3. Select the Table Caching box to specify whether the server is to perform table/view list caching.
NOTE
With caching enabled, a table/view selection list from the mainframe dataset is stored locally on the PC for
the duration of the connection. This allows the server to redisplay the table/view selection list quickly since it
does not have to retrieve the list from the mainframe.

4. Click OK.
The Datacom/DB ODBC Setup window appears.

Define Masking for Tables and Views

You can specify masking to limit the lists of tables and views that are presented for user selection. Datacom Server
lets you limit the tables and views the server returns in response to the SQLTables function because when accessing
mainframe Datacom/DB, these lists can be long. Datacom Server has a 300-column limit in a table that it can handle in a
single result set, UPDATE, or SELECT request.

NOTE
When an application issues the SQLTables function to obtain a Table list, the application can specify a table
mask. This application mask overrides the mask that is provided in this dialog except when it is a single wildcard
character. Use string search patterns to provide flexibility.

To define table and view masking

1. Select the Masking button on the Options tab of the Datacom/DB ODBC Setup window.
The Table Masking dialog appears.

2. Enter the Authid or table name to limit the tables and views to those associated with a specific SQL AUTHID.
NOTE
Listed tables and views are also limited to those associated with a group of AUTHIDs when wildcard
characters are used.

3. Enter a specific table or view name to limit the listed tables and views further.
NOTE
Use wildcard characters to limit the listed tables and views to a subset of the tables and views that are
associated with the specified AUTHID.

4. Click OK.
The Datacom/DB ODBC Setup window appears.

Wildcard Character Considerations

When specifying the AUTHID or table name in the Table Masking fields that includes a percent or underscore character,
precede the percent or underscore with a backslash (\) character. For example: To specify the table ACCT.DEPT_01, code
ACCT in the Authid field and DEPT_01 in the Table field AUTHID and table or view name.
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%
Specifies a sequence of any number of characters (including zero).

_
Specifies a single character.

Reduce the Number of Database Calls

The statement processing options were implemented to gain performance in web-based applications that typically return
a small amount of data. This is accomplished by reducing the number of database calls that are needed to complete
processing in certain circumstances. These options can be modified by the server.

NOTE
The statement processing options can cause certain features to fail and should be turned on and tested with
applications on a case-by-case basis. The failures can occur when statements are related in a non-serial
method. The Combine Comit flag can result in invalid cursor status -135 return codes. Turning on these options
can also negate cursor behavior other than CLOSE and DELETE.

To reduce the number of database calls

1. Select the Statements button on the Options tab of the Datacom/DB ODBC Setup window.
The Statements window appears.

2. Check the following boxes to modify the statement processing options as needed.
Prepare

Defers the SQL prepare statement until the SQL execute is issued.
Execute

Combines all open database calls up to SQL execute.
Close

Combines the close processing with the fetch processing.
Commit

Combines the close and commit processing with the fetch processing.
Faster Execute

Turns on Defer Prepare, Defer Execute, Combine Close, and Combine Commit.
3. Click OK to finish.

The Datacom/DB ODBC Setup window appears.

Specify the Log Options

The Log Options tab displays the attributes that are associated with the log for all data sources. It also contains the name
of the file, the PROCESS ID, and the type of trace that is appended to the data set name. For example, if the log file name
were set to a value of “winxp.log” in the Log File Name field and the Client Trace check box for ODBC were selected. The
actual file name would be “winxp.xxxxxxxx.odbc.log, where xxxxxxxx is the process ID.

Follow these steps:

1. Select the Log Options tab on the Datacom/DB ODBC Setup screen.
The Log Options dialog appears.

2. Check the box next to the type of Trace that you want.
The types of traces available include:

ODBC
Traces all of the similar in format ODBC API calls to the Microsoft ODBC trace in format layout.
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WDBSQLE
Shows the operations of steps necessary to format and prepare a request from the code in CADCDB32 or
CADCDB64 as each step in the process to prepare an ODBC or JDBC request to be shipped to the mainframe
server.

CCI-TCP/IP
Traces only the CCI or TCP/IP interface calls. It does not provide CCI tracing but rather the information that is
used to build CCI and TCP/IP requests.

JDBC
Traces only the JDBC API calls. If a more robust trace is desired for JDBC, there are trace facility options that are
embedded in JDBC code that allow for more tracing. This is only valid if NOJIN=false is set. Otherwise this option
is ignored.

Network Statistics
Provides statistics for each round trip to the mainframe.

Network Timing Trace
Provides timing for each round trip to the mainframe.

3. Click OK to finish and return to the previous screen.

Specify the Translation Options

Datacom Server provides a way to translate between ASCII and EBCDIC using US English code pages. The behavior
can be changed using conversion tables for other languages. There are some Country Extended Code Pages to convert
single-byte character set or double-byte character set.

Follow these steps:

1. Select the International tab on the Datacom/DB ODBC Setup window.
Enter the full path and file name of an ASCII to EBCDIC code page translation table to use for ACSII to EBCDIC data
conversions.

NOTE
If you leave this field blank, Datacom Server performs data conversions with an internal default ASCII to
EBCDIC translation table. Use the Translation Table Editor to create a custom translation table to meet your
requirements.

2. Click the drop-down menu in the DBCS Translation field.
The types of double-byte character translations available on your system appear. Japanese and Korean are currently
supported.

NOTE
If this field is left blank, Datacom Server does not translate double-byte characters.

3. Click OK to finish.
The Datacom/DB ODBC Setup window appears.

Configure the JDBC Proxy on a Windows Platform

You can use the JDBC Proxy tab to enter configuration parameters from the Datacom/DB ODBC Setup window. The first
section relates to the local machine. The Log and Trace Options section relates to the type of trace information provided
by the JDBC Proxy server.

NOTE
The settings are used only if util.nojni=false is coded in the cadatacom.properties file.

Follow these steps:

1. Enter the Port number on the local machine that is to be used as the listener port for the JDBC Proxy.
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2. In the Wait Timeout box, enter the number of seconds the JDBC Proxy waits for a request from the JDBC driver on the
workstation.

NOTE
When the value is exceeded, the JDBC Proxy considers the connection to have failed. The default setting, 0,
causes the JDBC Proxy to wait indefinitely.

3. In the Reply Timeout box, enter the number of seconds the JDBC Proxy waits for a response from Datacom Server.

NOTE
When this value is exceeded, the JDBC Proxy considers the connection to have failed. The default setting, 0,
causes the JDBC Proxy to wait indefinitely.

To select log and trace options

1. Select the Trace Internal Calls box to enable tracing of the internal Java methods used by the JDBC Proxy. The
debugging information that is produced by this setting is written to the JDBC log file provided in the Log Options tab.

NOTE
Only internal method calls made by the Java Proxy are traced. Use the Log Options tab to enable tracing of
native method calls.

2. Select the Snap Native Buffers box to enable the display of the data buffers sent and received by the JDBC Proxy in
the Datacom Server log file.

3. Click OK to finish.
The Datacom/DB ODBC Setup window appears.

Verify Version Information

To verify the file version of the Datacom Server ODBC client DLLs, click the About tab on the ODBC Administrator
Datacom/DB ODBC Setup panel. To view its file description, select a file. A support technician may request this
information for debugging purposes.

ODBC Connection Options
ODBC provides an application with three ways to connect to a data source. Each of the three connection methods uses
the configured options of the data source and interacts with the user differently.

• SQLBrowseConnect
• SQLDriverConnect
• SQLConnect

The ODBC applications determine what method of connection is used. The connection method is not determined by
the server or the user, but can be manipulated depending on how the application is designed. The strategies you use to
provide options for each connection method determine the degree of control you exert over the workstation users.

The ODBC connection methods require some planning by the database administrator. Connection depends on the
following information:

• Which ODBC function the application uses to connect.
• How the application presents that function's features to the workstation users.
• How the data source configuration options are filled in.

This page contains the following topics:

Connection Strings

Your application may require ODBC Connection strings to connect to a data source. Specify the data source name
that tells the driver which ODBC.INI section to use for the default connection information. Optionally, you can specify
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attribute=value pairs in the connection string to override the default values stored in the data source in ODBC.INI. These
values are not written to ODBC.INI.

Specify either long or short names in the connection string. The connection string has the following format:

DSN=data_source_name;attribute=value;attribute=value;...

DSN=
Identifies the ODBC DSN (Data Source Name) to use for the connection to the Server Mainframe region. The
data source is configured in the ODBC Data Source Administrator.

The following attributes are read from the ODBC data source that is specified in the DSN= attribute. If coded in the
connection string, the following attributes override the attributes in the ODBC data source.

SERVER=
Identifies the SERVERNAME= startup option of the Server Mainframe region to which the connection should be
made.

SYSID=
Identifies the CAICCI SYSID of the host system. SYSID= is required when using a CCI connection. It is ignored
when using a TCPIP connection.

APPLID=
Identifies the APPLID= startup option of the Server Mainframe region to which the connection should be made.
APPLID= is required when using a CCI connection. It is ignored when using a TCPIP connection.

UID=
Specifies your user ID.

PWD=
Specifies your password.

TABLECACHE=Y/N
If TABLECACHE=Y, the table list that is retrieved from the mainframe is cached on the client machine. On
subsequent calls for a table list, the list is retrieved from the client machine rather than the mainframe.

HOSTNAME=
Identifies the host LPAR where the Server Mainframe region resides. If you are using a CCI connection, this
option also overrides the host name that is provided in the CCI Server Identification Name file in the CAICCI PC
properties panel.

HOSTPORT=
Identifies the TCPIP listener port for the connection. If you are using a CCI connection, the value should
match the port number that is provided in the CCI Server Identification Port field in the CAICCI-PC properties
(default=1202). If you are using a TCPIP connection, the value should match the TCPIP_PORT= startup option in
the Server Mainframe region.

TABLLISTMASK=
Specifies a mask for the list of tables and views that are presented for user selection.

TRANSTABLE=
Specifies the name of an ASCII to EBCDIC translation table.

TCP_CCI_SW=
Defaults to C for CCI, and must be set to T for a TCP/IP connection (z/OS only).

AUTOCOMMIT=Y/N
Specifies if it is auto commit or manual commit mode.

 190



 Installing

Y
Enables an auto commit mode for the connection. In an auto commit mode, every database update is a
transaction that is committed when performed. This is the default.

N
Specifies manual commit mode where the application must explicitly complete transactions by calling
SQLEndTran to commit or rollback.

NEWPW=
(Optional) Allows you to change programmatically the password for the user ID specified in the UID= parameter.
VERPW= must be coded along with this parameter. NEWPW= is ignored if LOGON=NO is specified in the
mainframe option startup parameters.

VERPW=
(Optional) Allows you to verify programmatically the new password provided is NEWPW=. VERPW= is ignored if
LOGON=NO and if NEWPW= is ignored. Required if NEWPW= is coded.

Example: Connection String for Datacom/DB

DSN=Datacom Server;SERVER=MUF1_SERVER; 

SYSID=CCISYSID;APPLID=MUF1_SERVER;UID=USER1; 

PWD=PASSWORD;TABLECACHE=N;HOSTNAME=;HOSTPORT=;

TABLLISTMASK=;TRANSTABLE=;AUTOCOMMIT=;TCP_CCI_SW=;NEWPW=;VERPW=;

SQLBrowseConnect Selective Server Specification

SQLBrowseConnect is the only form of connection that allows the workstation user to select from a list of currently
available servers. The driver does not consult the data source configuration options in the SQLBrowseConnect form of
connection. Only the data source name is necessary when configuring the data source and only one data source must be
configured for Datacom/DB access.

When an application uses this connection method, the user must supply a data source name, unless the application
already knows one. If the connection string does not include a data source name, you must choose one from the data
sources installed on the workstation. If the connection string omits an option, the ODBC Driver prompts you for the
options with the Connection window, which is similar to the ODBC Administrator window. Values specified in the ODBC
Administrator window when the data source was installed are displayed as default values in the Connection window.

SQLBrowseConnect Advantages and Disadvantages

The advantage of the SQLBrowseConnect connection is that the list of available servers is provided at connection time,
which allows the Server Administrator to change the names of servers without having to inform workstation users of the
change. The user is configured with a single data source identifying any single member of the server group.

The disadvantage of the SQLBrowseConnect connection is that the application must include additional programming to
collect the CAICCI IDs, the server name, user ID, and password from the workstation user instead of relying on the ODBC
Driver to use any values installed for that data source as defaults. However, the SQLBrowseConnect form of connection
allows the application to store the results of a connection process and automatically reconnect to that same server by
using SQLDriverConnect.

SQLDriverConnect Selective Option Specification

An application using the SQLDriverConnect form of connection must build a connection string that specifies values for the
Data Source Name and for the eight data source options required by Datacom/DB. The required options are as follows:
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• SERVER (Server Name)
• UID (User Identification)
• PWD (Password)
• SYSID (System Identification)
• APPLID (Application Identification)
• HOSTNAME (Host Name)
• HOSTPORT (Host Port Connection)
• TCP_CCI_SW (CCI or TCP Connection)

The string created by SQLDriverConnect can be constructed by the application to match an earlier connection established
with the SQLBrowseConnect.

If the connection string does not include a data source name, the user is asked to choose one from those installed on the
workstation. If the connection string omits an option, the ODBC driver asks the user for the options with a window called
the Connection window, which is similar to the ODBC Setup window. Values specified in the Setup window when the data
source was installed are displayed as default values in the Connection window.

The Connection window is bypassed only if all options are specified during data source configuration, or are provided by
the application in the connection string. However, the application can specifically request the ODBC Driver to display the
Connection window.

SQLDriverConnect Advantages and Disadvantages

The advantage of the SQLDriverConnect method of connection is that the data source configuration options are used.
Once the data source is configured, the workstation user does not reenter the data source options again. Options left
blank when configuring the data source are collected from the user at each connection attempt, which can be appropriate
for user ID, password, and server name. You can connect to any server in the server group (identified by CAICCI system
and application IDs). It is also possible to connect to any server by overriding the configured CAICCI IDs and the server
name.

The disadvantage of the SQLDriverConnect method of connection is that the user cannot get a list of available servers.
Only the server name configured for the data source is available unless the user overrides it with a server name published
by the server administrator.

SQLConnect Automatic Option Specification

With the SQLConnect connection, the application relies on all driver-specific data source options being or having been
specified when the data source is installed. The application only asks for a user ID and password. The server name,
CAICCI IDs, and so forth, must have been configured for that data source for the connection to succeed.

SQLConnect Advantages and Disadvantages

The advantage of the SQLConnect approach is that the workstation user does not have to deal with the Datacom/DB
options, such as server name, except when following the server administrator's instructions while configuring a data
source. One data source equals one server.

A disadvantage of the SQLConnect approach is that a different data source must be configured for each server to which
the user connects. Since the user only selects a data source name, the names chosen for the data source and server
must be similar. In contrast, the other connection approaches lets the user use a single data source to access one or more
servers. In this case the data source equates to all Datacom/DB servers, instead of a single server.

Another disadvantage is the requirement that configuration changes on the mainframe must be reflected in configuration
changes to the configured data sources at the workstation.
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Default Data Source Name

Whenever the workstation user or an application must choose a data source name, and the name is left blank, the
Microsoft ODBC Driver Manager uses a data source named Default. To use the default, tell the workstation user to
configure a data source named Default that specifies the data source options necessary for that user and tell the user to
always leave the data source name blank when asked for a data source.

ODBC Batch Processing
As an application programmer or end-user, you can use an ODBC application as an interface to execute an SQL query.
You can execute a SQL query to run one time, combine multiple SQL queries as one single query and execute it once.
You can also have multiple queries where the ODBC explicit batch processing driver sends data for multiple queries that
are executed one after the other.

This topic contains the following topics:

Execute a Single Query

Perform the following steps if you are writing a custom ODBC application to run a single query.

1. Use the SQLExecDirect function to execute an SQL query that you intend to run once. You can also allocate a static
query if necessary.

SQLCHAR xQuery[ ] =

(INSERT INTO TAB2 VALUES(99,'ZzZ;INSERT INTO TAB1 VALUES922,39,11);");

2. Do a SQLAllocHandle, SQLDriverConnect or SQLConnect.
3. Use SQLAllocStmt to allocate a statement.
4. Execute the query using SQLExecDirect(hStmt, sQuery, strlen(sQuery)), where hStmt is the statement handle.

Execute a SQL Query More than Once

Perform the following steps to execute an SQL query more than once:

1. Use SQLPrepare and SQLExecute to execute an SQL query more than once.

SQLCHAR sQuery[ ] = 

("UPDATE TAB2 SET COL2='xyz' where COL1=?;INSERT INTO TAB1 VALUES(?,?,1););

2. Do a SQLAllocHandle, SQLDriveConnect or SQLConnect.
3. Use SQLAllocStmt to allocate a statement.
4. Prepare the query by calling SQLPrepare(hStmt, sQuery, strlen((sQuery))
5. Call SQLBindParameter for each parameter with the count starting from 1 as if this query is one single query.

SQLBindParameter (hstmt, 1, SQL_PARAM_INPUT, SQL_C_LONG, SQL_INTEGER, 0, 0, &sCOL1, 0, &cbCOL1);

SQLBindParameter (hstmt, 2, SQL_PARAM_INPUT, SQL_C_LONG, SQL_INTEGER, 0, 0, &sCOL2, 0, &cbCOL2);

SQLBindParameter (hstmt, 3, SQL_PARAM_INPUT, SQL_C_LONG, SQL_INTEGER, 0, 0, &sCOL3, 0, &cbCOL3);

6. Execute the query by calling SQLExecute(hStmt ),where hStmt is the statement handle.

Log on to the Mainframe
The type of connection call that is made to the Datacom/DB ODBC Driver (SQLDriverConnect) or the omission of required
information to the connection call determines how the Datacom/DB Logon dialog displays. The ODBC Driver tries to
connect using the values provided. The ODBC Driver asks the user for the options with the Datacom/DB Logon window.
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Connection Dialog

When you run an application that uses Datacom Server to access mainframe Datacom/DB, a Connection dialog can
appear, requesting sign on information.

Note: If you are unsure of the information needed, contact the ODBC administrator for values to specify in this window.

Follow these steps:

1. Enter the user ID of the workstation user who is attempting to connect on the Datacom/DB Logon window.
2. Enter the password, if any, of the workstation user who is attempting to connect.
3. Enter a new password if needed.
4. Reenter the newly created password to verify it.
5. Enter the name of the Datacom Server to which you want to connect as it is specified in the SERVERNAME=

parameter of the mainframe server component startup JCL.
6. Enter the CAICCI services for the z/OS system ID of the mainframe environment to which the workstation is to connect

when the data source is selected.
7. Enter the application identification as it is shown in the mainframe server component startup JCL. This is the APPLID=

parameter of the server startup JCL.
8. For z/OS only, enter the name and TCP/IP number for the Host system for your connection.

The Port field designates the port number that is specified on the Datacom Server startup options on the mainframe
if native TCP/IP (z/OS only) is used. The default for TCP/IP is 5465. If CCI is used, the port number is the number
specified in the CCI mainframe startup task. This number is usually 1202.

Implement and Configure the JDBC Driver
The dsv JDBC driver is a JDBC 4.0 compliant driver with the following characteristics:

JDBC Architecture in a Windows Environment

The Datacom Server JDBC driver is a JDBC 4.0 compliant driver with the following characteristics:

• It implements the JDBC API which requires that your Java programs conform to the JDBC specification.
• It requires a Java virtual machine (JVM) and a JDBC Driver Manager.
• It can operate as a Type 1, Type 2, Type 3, or Type 4 JDBC driver, depending on the type of connection used.

Datacom Server supports both 32- and 64-bit applications, although as with any JVM, only a 32-bit application is
supported in a 32-bit JVM and only a 64-bit application is supported by a 64-bit JVM.

The following flowchart shows the relationship of Datacom Server to applications that use JDBC to access Datacom/DB
mainframe data.
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The following information describes each of the JDBC architecture components:

Application (Windows)
Java SQL based applications using the JDBC interface and running under a Java virtual machine supporting
JDBC 4.0, can access data in a Datacom/DB database using a 32- or 64-bit application. An application can be
either a stand-alone Java application using JDBC or a web-based application that uses some type of web server.

 195



 Installing

An application issues a DriverManager.getConnection or uses a JDBC DataSource interface to connect to the
JDBC Driver Manager for a specific driver, such as the Server JDBC driver.

JDBC Driver Manager (Windows)
The JDBC Driver Manager is part of the Java virtual machine. Applications connect to the JDBC Driver Manager
and the JDBC Driver Manager can connect to any number of drivers. The JDBC Driver Manager forwards an
application's connection request to the appropriate driver based on the Uniform Resource Locator (URL) specified
in the connection request.

Datacom Server JDBC Driver (Windows)
The Datacom Server JDBC driver is a JDBC 4.0 compliant driver with some exceptions. The JAVA classes that
constitute the Server JDBC driver reside in the cadcjdbc.jar file.
Drivers that are connected by the JDBC Driver Manager interpret calls from the application and the JDBC Driver
Manager, and make calls to the requested DBMS. The Server JDBC DataSource classes can be used to produce
Connection objects that participate in connection pooling, and in subsequent release distributed transactions.

Datacom Server JDBC Type 4 Driver
In a z/OS environment, Datacom Server provides a JDBC Type 4 driver. The Type 4 driver allows direct
connection to the Mainframe Server component address space with pure Java connections using TCP/IP. The
Type 4 driver connection method is invoked by a connection URL as //host:port/. The host is the IP address or
DNS name of the host machine where the Mainframe Server component resides. The port is the port number that
is specified in the Mainframe Server component startup parameter TCPIP_PORT=.

Datacom Server Proprietary Interface (Windows)
The cadcdb32.dll/cadcdb64.dll modules provide the Datacom/DB proprietary interface, data mapping, data
translation, and data communication services for Type 1, Type 2 and Type 3 driver connections. It also supplies
the CAICCI or native TCP/IP interface (z/OS only). A CAICCI request is sent through CAICCI-PC and CAICCI to
the Mainframe Server component on the host mainframe.
A native TCP/IP request from a Type 4 driver connection is sent through the data stream directly to the Mainframe
Server component. A Type 4 driver connection bypasses the cadcdb32.dll/cadcdb64.dll modules and connects
directly to the Mainframe Server component using TCP/IP (z/OS only).

Datacom Server JDBC Proxy
The Datacom Server JDBC Proxy is an optional background process that provides a TCP/IP interface for Type
3 driver connections. The Proxy can run under either a Windows server or under USS (z/OS only). The Proxy
is invoked if specified by the connection URL as //host:port/. The host is the DNS name or IP address of the
Windows machine where the Proxy resides. The port is the listener port that is assigned to the Proxy.

CAICCI and TCP/IP (Windows and Mainframe)
CAICCI isolates Datacom Server from the communication protocol that is used between the workstation and
mainframe. It is the communication protocol that is traditionally used with Datacom Server. CAICCI-PC is optional.
Through JDBC Data Source Properties or the connection URL, you can choose the type of connection for the
application.
CAICCI is required on the host mainframe and is used for communication between Mainframe Server regions and
the Server SVCOMPR utility.
TCP/IP is the basic communication language or protocol of the Internet. Datacom Server supports native TCP/
IP data transmission between workstations and z/OS host mainframes. It does not require CAICCI-PC. Through
mainframe server startup parameters, you can choose to allow both CAICCI and TCP/IP, CAICCI only, or TCP
only.

Datacom Server Mainframe Server Component (Mainframe)
The Datacom Server Mainframe Server component executes in its own address space and connects to a specific
MUF. It processes connect requests from client applications, handles data transmission requests to and from
client applications, and translates data between MUF and client applications.
In a z/OS environment, the Mainframe Server component provides support for native TCP/IP data transmission
between workstations and host mainframes. You can allow native TCP/IP transmissions through startup
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parameters. If a JDBC Type 4 driver is desired, TCP/IP must be allowed in the Mainframe Server startup
parameters.

Multi-User Facility (Mainframe)
A MUF provides the ability to access any Datacom/DB database concurrently from multiple regions. Each server
communicates with only one MUF, but a system can have multiple MUFs accessed by multiple servers or multiple
servers accessing the same MUF.

This page contains the following topics:

JDBC Architecture in a UNIX System Services Environment

The Datacom Server JDBC driver is a JDBC 4.0 compliant driver with some exceptions. The JDBC driver implements the
JDBC API and requires that your Java programs conform to the JDBC specification. The driver requires a Java virtual
machine (JVM) and a JDBC Driver Manager. The Server JDBC driver can operate as a Type 1, Type 2, Type 3, or Type 4
JDBC driver, depending on the type of connection used

The following flowchart shows the JDBC architecture in a UNIX System Services (USS) environment and the relationship
of Datacom Server to USS applications that use JDBC to access Datacom/DB mainframe data from a USS environment.
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The following information describes each of the JDBC architecture components when used in a USS environment:
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Application (USS)
Java SQL based applications using the JDBC interface and running under a Java virtual machine (JVM)
supporting JDBC 4.0, can access data in a Datacom/DB database running as either a 32-bit application or a 64-bit
application. An application can be either a stand-alone Java application using JDBC or a web based application
that uses some type of web or application server. An application issues a DriverManager.getConnection method
or uses the JDBC DataSource interface to connect to the JDBC Driver Manager for a specific driver, such as the
Server JDBC driver.

JDBC Driver Manager (USS)
The JDBC Driver Manager is part of the USS Java virtual machine (JVM). Applications connect to the JDBC
Driver Manager and the JDBC Driver Manager can connect to any number of drivers. The JDBC Driver Manager
forwards an application's connection request to the appropriate driver based on the Uniform Resource Locator
(URL) specified in the connection request.

Datacom Server JDBC Driver (USS)
The Datacom Server JDBC driver is a JDBC 4.0 compliant driver with some exceptions. The Java classes that
constitute the Server JDBC driver reside in the cadcjdbc.jar file.
Drivers that are connected by the JDBC Driver Manager interpret calls from the application and the JDBC Driver
Manager, and make calls to the requested DBMS. The Server JDBC DataSource classes can be used to produce
Connection objects that participate in connection pooling, and in subsequent release distributed transactions.

Datacom Server JDBC - Type 4 Driver
The Datacom Server provides the use of a Type 4 driver. The Type 4 driver allows direct connection to the server
address space using pure Java connections using TCP/IP to the mainframe server. This connection method
is invoked by a connection URL as //host:port/ where host is the IP address of DNS name of the host machine
where the Mainframe Server component resides, and the port number is the port specified in the Mainframe
Server startup parameter TCPIP_PORT=.

Datacom Server Proprietary Interface (USS)
The Proprietary Interface (libcadcdb32.so or libcadcdb64.so) provides the Datacom/DB interface, data mapping,
data translation, and data communication services for Type2 or Type 3 driver connections. It also supplies the
CAICCI or native TCP/IP interface (z/OS only). This is the traditional method of connecting a JDBC application to
the Mainframe Server component.
A CCI request through a Type 2 or Type 3 driver connection is sent through CAICCI-PC and CAICCI to the
Mainframe Server on the host mainframe.
A native TCP/IP request from a Type 4 driver connection (z/OS only) bypasses the Proprietary Interface and is
sent directly to the Mainframe Server.

Datacom Server JDBC Proxy (USS or Windows)
The Datacom Server JDBC Proxy is an optional background process that provides a TCP/IP interface (z/OS only)
for Type 3 driver connections. The JDBC Proxy can run under a Windows server or under USS (z/OS only). The
Proxy is invoked if specified by the connection URL as //host:port/ where host is the IP address of DNS name of
the host mainframe where the Proxy resides, and port is the listener port assigned to the Proxy.

CAICCI and TCP/IP (USS and Mainframe)
CAICCI isolates Datacom Server from the communication protocol used between USS and the Datacom
Mainframe Server component. CAICCI in USS is optional. Through JDBC Data Source Properties or the
connection URL, you may choose the type of connection for the application.
CAICCI is required on the host mainframe and is used for communication between Mainframe Server regions and
the Server SVCOMPR utility.
In a z/OS environment, the Mainframe Server provides support for native TCP/IP data transmission between
workstations and host mainframes. Through startup parameters you can choose to allow native TCP/IP
transmissions. If a JDBC Type 4 driver is desired, TCP/IP must be allowed in the Mainframe Server startup
parameters.

 199



 Installing

Datacom Server Mainframe Server Component (Mainframe)
Datacom Server Mainframe Server component executes in its own address space and connects to a specific
MUF. It processes connect requests from client applications, handles data transmission requests to and from
client applications, and translates data between MUF and client applications.
In a z/OS USS environment, the Mainframe Server component provides support for native TCP/IP data
transmission between workstations and host mainframes. Through startup parameters you can choose to allow
native TCP/IP transmissions

Multi-User Facility (Mainframe)
A MUF provides the ability to access any Datacom/DB database concurrently from multiple regions. Each server
communicates with only one MUF, but a system can have multiple MUFs accessed by multiple servers or multiple
servers accessing the same MUF.

JDBC Architecture in a UNIX/Linux Environment

Datacom Server JDBC driver is a JDBC 4.0 compliant driver with some exceptions. The JDBC driver implements the
JDBC API and requires that your Java programs conform to the JDBC specification. This driver requires a Java virtual
machine (JVM) and a JDBC Driver Manager. In a UNIX or Linux environment, the Server JDBC driver can operate as a
Type 3, or Type 4 JDBC driver, depending on the type of connection used.

The following flowchart shows the JDBC architecture in a UNIX/Linux environment and the relationship of Datacom Server
to UNIX/Linux applications that use JDBC to access Datacom/DB mainframe data from a UNIX/Linux environment.
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The following information describes each of the JDBC architecture components when used in a UNIX or Linux
environment:

Application (UNIX/Linux)
Java SQL based applications using the JDBC interface and running under a Java virtual machine supporting
JDBC 4.0, can access data in a Datacom/DB database. An application issues a DriverManager.getConnection or
Datasource connection request to the JDBC Driver Manager for a specific driver, such as Datacom Server.

JDBC Driver Manager (UNIX/Linux)
The JDBC Driver Manager is part of the USS Java virtual machine (JVM). The applications can connect to the
JDBC Driver Manager and the JDBC Driver Manager can connect to any number of drivers. The JDBC Driver
Manager forwards an application's connection request to the appropriate driver based on the Uniform Resource
Locator (URL) specified in the connection request.

Datacom Server JDBC Driver (UNIX/Linux)
The Datacom Server JDBC driver is a JDBC 4.0 compliant driver with some exceptions. The JAVA classes that
constitute the Server JDBC driver reside in the cadcjdbc.jar file.
Drivers connected by the JDBC Driver Manager interpret calls from the application and the JDBC Driver
Manager and make calls to the requested DBMS. The Server JDBC DataSource classes can be used to produce
Connection objects that participate in connection pooling, and in subsequent release distributed transactions.

Datacom Server JDBC - Type 4 Driver
The Datacom Server provides the use of a Type 4 driver, which allows direct connection to the server address
space using pure java connections using TCP/IP to the mainframe server. This connection method is invoked
by a connection URL as //host:port/ where host is the IP address of DNS name of the host machine where the
Mainframe Server component resides, and the port is the port number specified in the Mainframe Server startup
parameter TCPIP_PORT=.

CAICCI and TCP/IP (USS/Windows and Mainframe)
CAICCI isolates Datacom Server from the communication protocol used between the Server JDBC Proxy and
Mainframe Server component. CAICCI in USS and CAICCI-PC in Windows is optional. Through JDBC Data
Source Properties or the connection URL, you can choose the type of connection for the application.
CAICCI is required on the host mainframe and is used for communication between Mainframe Server regions and
the Server SVCOMPR utility.
In a z/OS environment, the Mainframe Server provides support for native TCP/IP data transmission between
workstations and host mainframes. Through startup parameters, you can allow native TCP/IP transmissions. If a
JDBC Type 4 driver is desired, TCP/IP must be allowed in the Mainframe Server startup parameters.

Datacom Server Proprietary Interface (USS or Windows)
No Datacom Server Proprietary Interface is available for UNIX or Linux. Traditionally, the connection method
from a UNIX/Linux based application is through a Type 3 driver which requires a Datacom Server Proxy. The
Proxy can reside on USS or Windows and the Proprietary Interface resides with it. Another option would be to
use a Type 4 driver to connect directly to Datacom Server. A Type 4 driver connection only requires that the jar
file (cadcjdbc.jar) be included in the application CLASSPATH and the proper connect string be specified. The
connect string must include a URL that contains //jdbc:datacom//xxxxxxx:ppppp. The xxxxxxxx is the host name
or number. The ppppp is the port number that is specified in the Datacom Server mainframe startup parameter
TCPIP_PORT=.
The libcadcdb32.so/libcadcdb64.so modules (USS) or the cadcdb32.dll/cadcdb64.dll modules (Windows) provide
the Datacom/DB Proprietary Interface, data mapping, data translation, and data communication services for Type
3 driver connections. It also supplies the CAICCI or native TCP/IP interface (z/OS only). This traditional method
connects a JDBC application from UNIX or Linux to the Mainframe Server component.

Datacom Server JDBC Proxy (USS or Windows)
No Datacom Server JDBC Proxy is available for UNIX or Linux. Traditionally, a UNIX or Linux based application
connects as a Type 3 driver connection through a JDBC Proxy running on either USS or Windows. In prior
releases of Datacom Server, this was the only way in which a UNIX or Linux based application could access
Datacom/DB data.
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The Datacom Server JDBC Proxy is an optional background process that provides a TCP/IP interface (z/OS only)
for Type 3 driver connections. The Proxy can run under a Windows server or under USS (z/OS only). The Proxy
is invoked if specified by the connection URL as //host:port/ where host is the IP address of DNS name of the host
mainframe where the Proxy resides, and port is the listener port assigned to the Proxy.

Datacom Server Mainframe Server Component (Mainframe)
The Datacom Server Mainframe Server component executes in its own address space and connects to a specific
MUF. It processes connect requests from client applications, handles data transmission requests to and from
client applications, and translates data between MUF and client applications.
In a z/OS environment, the Mainframe Server component provides support for native TCP/IP data transmission
between workstations and host mainframes. Through startup parameters, you can allow native TCP/IP
transmissions. If a JDBC Type 4 driver is desired, TCP/IP must be allowed in the Mainframe Server startup
parameters.

Multi-User Facility (Mainframe)
A MUF provides the ability to access any Datacom/DB database concurrently from multiple regions. Each server
communicates with only one MUF, but a system can have multiple MUFs accessed by multiple servers or multiple
servers accessing the same MUF.

JDBC Proxy
The Datacom Server JDBC Proxy is a background process that provides a TCP/IP interface Java-based applications. The
JDBC Proxy is invoked if specified by the connection URL as //proxy:port/ and provides the ability for Datacom Server to
function as a Type 3 JDBC driver.

The JDBC Proxy has the following capabilities:

• Runs as a background process.
• Acts as an intermediary between the Datacom Server JDBC driver and the Datacom Server mainframe server.
• Invokes the Proprietary Interface on behalf of the Datacom Server JDBC driver on platforms where the Proprietary

interface is not supported.
• Supports JDBC applets when used with a web server.
• Runs standalone JDBC applications.

The Datacom Server JDBC Proxy is optional. It can be deployed on Windows or USS. If used, it provides Type 3 Driver
functionality for applications or application servers that do not run on Windows or USS, such as Linux or UNIX.

The Datacom Server JDBC driver also provides Type 4 driver functionality which bypasses the JDBC Proxy.

Data Type Mapping
Data type mapping provides a way to identify which data types are supported by the driver and database. Java
applications use the DatabaseMetaData.getTypeInfo method to return detailed information about the mapping of JDBC
and Datacom data types.

 This page contains the following topics:

Datacom to JDBC Data Type Mapping

The following chart shows how Datacom data types map to JDBC data types when data is returned in a result.

Datacom Data Type JDBC Data Type

SMALLINT SMALLINT

INTEGER INTEGER
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LONGINT BIGINT

REAL REAL

FLOAT REAL (Precision < 25)

FLOAT FLOAT (Precision > 24)

DOUBLE PRECISION DOUBLE

DECIMAL DECIMAL

UNSIGNED DECIMAL DECIMAL

NUMERIC NUMERIC

UNSIGNED NUMERIC NUMERIC

CHAR CHAR

GRAPHIC CHAR (DBCS must be enabled)

VARCHAR VARCHAR

VARGRAPHIC VARCHAR (DBCS must be enabled)

BINARY BINARY

DATE DATE

TIME TIME

TIMESTAMP TIMESTAMP

 

JDBC to Datacom Data Type Mapping

The following chart shows how JDBC data types map to Datacom data types when a parameter value is set.

JDBC Data Type Datacom Data Type

BIT SMALLINT

TINYINT SMALLINT

SMALLINT SMALLINT

INTEGER INTEGER

BIGINT LONGINT

REAL REAL

FLOAT DOUBLE PRECISION

DOUBLE DOUBLE PRECISION

DECIMAL DECIMAL

NUMERIC NUMERIC

CHAR CHAR

VARCHAR VARCHAR

LONGVARCHAR VARCHAR

BINARY BINARY

VARBINARY BINARY
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LONGVARBINARY BINARY

DATE DATE

TIME TIME

TIMESTAMP TIMESTAMP

Java Properties File
The Datacom Server JDBC Driver uses a standard Java property file for configuration information about all platforms. A
Java properties file is a text file where each property consists of a key name and value, separated by the equal sign (=).
Comments can be included by prefacing them with a pound sign or number sign (#) character.

A sample properties file is installed in the product installation directory. This sample contains all of the options that can
be coded with their default value, where appropriate. If there is no default, the line has a comment character prefacing it
denoting a comment.

NOTE
N ote: On all platforms, including USS, the properties file contains ASCII data. You must use an ASCII editor to
edit or update this file. For USS, the TSO Edit Entry Panel allows editing of z/OS UNIX (HFS) files in the "Other
Partitioned, Sequential or VSAM Data Set, or z/OS UNIX file:" field. Be sure to select the "Edit ASCII data"
option when the file is opened

The properties file can include both JDBC driver and JDBC Proxy options. This allows Java options to be specified in a
consistent format on all platforms, including those where the Proprietary interface is not implemented. Because the native
methods do not use Java properties files, options that they use must be specified in the registry.

The default name of the properties file is cadatacom.properties. You can override this name by specifying a system
property, ca.datacom.properties=filename. The Java class loader loads the file using the same rules for loading classes,
so the properties file must be located in a directory included in the CLASSPATH. If more than one properties file exists, the
first one found in the CLASSPATH directory list is loaded. A sample cadatacom.properties file is installed in the product
installation directory/folder.

This page contains the following topics:

Properties Files

Although there is no requirement for the key value pairs to be in any specific order, the sample cadatacom.properties file
contains the following four areas:

• Global Options
• Proxy Options
• Trace Options
• Utility Options

Global Options

The following global options can be specified in the properties file:

ApplicationID=<application_name>
Specifies the application used in the startup JCL. This must match the APPLID= for the server running on the
mainframe.

ConnectType=CCI|TCP
Specifies the type of connection to be made to the mainframe server. TCP is valid only if PROTOCOL=BOTH or
PROTOCOL=TCP is specified on the mainframe server region to which you are connecting. CCI is valid only if
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CAICCI is present. However, the default is ConnectType=CCI. Therefore, ConnectType is required for TCP/IP
connection types (z/OS only).

FetchRows=
This option is not available in this release.

HostName=<hostname>
Specifies the host name or the IP address for the mainframe where the mainframe server region resides.
HostName is required if ConnectType=TCP.
HostName is optional if ConnectType=CCI. If the application is running under Windows, HostName overrides
the CCI Server Identification Name/IP Address provided in the CAICCI-PC Properties dialog. If the application is
running under USS, HostName defaults to the mainframe system on which the application executes

HostPort=<hostport>
Specifies the host port number.
HostPort is required if ConnectType=TCP and must match the TCPIP_PORT specification in the mainframe
server region startup parameters.
HostPort is optional if ConnectType=CCI. If the application is running under Windows, HostPort overrides the CCI
Server Identification Port number provided in the CAICCI-PC Properties dialog. If the application is running under
USS, HostPort is ignored and the connection is directed to the mainframe server region by the ApplicationID
parameter

LogTimeout=<nnn>
Specifies the number of seconds to wait until a time out occurs on a logon attempt.

Option.CloseCommit=0|1
Specifies that a COMMIT will occur on each CLOSE CURSOR.

Option.CommitBehavior=1|2
Specifies whether the ResultSet object is to be kept open or is to be closed after the transaction in which it was
created is committed. Specify 1 to keep open or specify 2 to close.

ServerName=<server_name>
Identifies the server name that is used in the startup JCL for the mainframe server with which it communicates. It
must match the SERVERNAME= value in the mainframe server startup parameters.

SystemID=<system_id>
Specifies the CAICCI SYSID provided in the CAICCI startup JCL.
If ConnectType=CCI, SystemID must match the CAICCI SYSID of the mainframe system where the mainframe
server region resides.
If ConnectType=TCP, SystemID is a token that uniquely identifies the mainframe system where the mainframe
server region resides. Since CAICCI is required in the mainframe system, we recommend that you use the
CAICCI SYSID because it uniquely identifies the mainframe system.

DBCSTransTable=JAPAN_IBM_TO_SHIFTED_JIS | KOREAN_IBM_TO_SHIFTED_JIS
Defines the type of DBCS translation to be performed.

DBCSTransPath=<full path name>
Specifies the path where the DBCS translate tables reside. The tables are delivered in the product installation
folder on Windows platforms and are used by both ODBC and JDBC driver.  Follow Windows path format
standard where folder separators are double back slashes, as in C:\\Program Files\\CA\\CA-DatacomServer.
The translation file names are: 

• JPNIBMTO.SIS and JPNSISTO.IBM  -  JAPAN_IBM_TO_SHIFTED_JIS – Katakana and Kanji
• KRNIBMTO.PC and KRNPCTO.IBM  -  KOREAN_IBM_TO_SHIFTED_JIS - Hangul

NOTE
For more details on these options, see the installed javadoc for the ca.datacom.io.TraceObject package.
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Proxy Options

The JDBC Proxy options can be specified in the cadatacom.properties file and are prefixed with Proxy. Valid JDBC Proxy
options are as follows:

• Backlog
• Host
• LogLevel
• LogTrace
• Port
• ReplyTimeOut
• Snap
• SocketTimeOut
• Trace
• WaitTimeOut

The Proxy option values are only valid for the Datacom Proxy. The following is an example of the cadatacom.properties
file entries:

util.nojni=false (causes the values to be read from the registry)

Proxy.Port

Proxy.WaitTimeOut

Proxy.ReplyTimeout

Proxy.Backlog=<integer_value>
Specifies the maximum length of the listener queue. When this length is exceeded, new connections are refused.
This is not the maximum number of client connections that can be supported.
Default: 50

Proxy.Host=<hostname>
(Optional) Specifies the DNS name or IP address the JDBC will bind to when it listens for client connection
requests. This can be used to force the JDBC Proxy to listen for connection requests on a specific TCP/IP
protocol stack on a multi-homed host (a machine with multiple TCP/IP stacks).
Default: Listen on all available stacks

Proxy.LogLevel=<integer_value>
Specifies the level of log messages sent to the system log or console. Valid options are as follows:
0 - Disable messages
4 - Error messages
6 - Warning messages
8 - Information messages, including start and stop events
10 - Verbose information messages, including client start and stop events
12 - Debugging messages, not including general trace output
Default: 8

Proxy.LogTrace=<integer_value>
Specifies the level of log messages sent to the trace file. Options are identical to options for LogLevel.
Default: 8

Proxy.Port=CA Portal
Specifies the IP listener port for the JDBC Proxy.
Default: 3709

Proxy.ReplyTimeOut=<integer_value>
Specifies the number of seconds that the JDBC Proxy waits for a response from the Datacom system. The default
causes the JDBC Proxy to wait indefinitely.
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Default: 0
Proxy.Snap=true|false

Enables display of data buffers, sent and received, in the log file. The log file is specified in the Trace.File property
Proxy.SocketTimeOut=<integer_value>

Specifies the number of seconds the JDBC Proxy waits, or blocks, when reading data from a socket. While a
socket is being read, the thread is blocked, and is not able to recognize an event that stops the thread. When this
interval expires, the thread checks if the JDBC Proxy is still running and if it is, issues another read on the socket
continuing until the wait or reply timeout has expired. A high value reduces JDBC Proxy overhead, while a low
value allows the server to respond to shutdown events more quickly. Setting this to 0 causes the thread to block
forever and is not recommended.
Default: 60 seconds

Proxy.Trace=true|false
Enables tracing of internal function calls. Output is written to the log file specified in the Trace.File property.
Default: false

Proxy.WaitTimeOut=<integer_value>
Specifies the number of seconds that the JDBC Proxy waits for a request from the JDBC driver before assuming
the connection has been terminated. The default causes the JDBC server to wait indefinitely.
Default: 0

Trace Options

The JDBC driver trace options can be specified in the properties file. Valid JDBC driver trace options are as follows:

excludes=<string>
Specifies a set of comma separated fully qualified class names to exclude from a trace. For information about how
to use this option, contact Broadcom Support.

includes=<string>
Specifies a comma separated list of fully qualified class names that will produce only trace messages from the
classes included. For information about how to use this option, contact Broadcom Support.

snap=false|true
Enables display of data buffers sent and received in the log file. The location and name of the log file is specified
in the Trace.File option.
Default: false

snap.bytes=false|true
Displays the contents of a buffer that has been converted from Unicode and shows the contents as native
representation.
Default: false

snap.native=false|true
Traces all class invocations that are used for native input and output.
Default: false

snap.object=false|true
Writes all objects that are invoked to the trace file that is specified.
Default: false

trace=0|1|2|3
Specifies that a low level trace option is to be set and a CCI/TCP WDB, or a CCI/TCP and WDB trace is to be
invoked.
Default: 0
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trace.file=<string>
Specifies the name of the file where active trace entries are to be written. The file name, if qualified, must conform
to naming conventions for the platform on which the trace is being invoked. For example, if a trace is being
invoked on a Windows platform and the file is to be directed to a specific folder location, you must use double
backward slashes between each folder in the path. The name would be trace.file=c:\\traces\\jdbctrace.log. For
UNIX or USS, the folder name would be trace.file=/u/users/trace/jdbctrace.log.

trace.life=false|true
Traces when an object is created and finalized.
Default: false

trace.native=false|true
Traces when native data is read or written.
Default: false

trace.product=<string>
Sets a product name in the trace file. This is useful when the trace output is mixed with data from other
applications.
Default: No default

NOTE
For more information about these options, see installed javadoc for the
ca.datacom.jdbc.DatacomConnectOptions class.

Utility Options

util.nojni=false|true

Specifies if the Java Native Interface option is used to open a log file. If false and Datacom JDBC is running in a Windows
environment, an attempt is made to use the Java Native Interface option to open a log file using the information found
under the JDBC Proxy tab of the Datacom/DB ODBC Setup dialog under the ODBC Driver Manager. The listening port
and WaitTimeOut and ReplyTimeOut can be specified and turn on trace and snap of the native buffers. Some of the
options that are allowed in the Proxy Options sections cannot be specified in the dialog. If these options need to be
specified, use the appropriate key value pair in the property file.

Timeouts for Your System
A JDBC application can set the Timeout for specific connection or statement objects using the methods specified by the
JDBC API. The methods for setting timeouts are as follows:

• DriverManager
• JDBC driver with the JDBC Proxy method

This topic contains the following information:

DriverManager Connection Method

A JDBC application can use the DriverManager.setLoginTimeout method to set the server servername timeout for JDBC
connections established using the DriverManager. A java.util.Properties object including the applid, serverName, and
systemId properties must be provided to get the connection.

The DataSource.setLoginTimeout method can also be used to set the server servername timeout for all connections
established using a specific DataSource. The DatacomDataSource object must include the serverName, systemId
and ApplicationID properties. These properties are exposed by the Datacom DataSource.setServerName, Datacom
DataSource.setSystemidName, and Datacom DataSource.setApplidName methods. Application servers typically use
reflection to discover the properties of a DataSource implementation class and provide administrative tools to maintain
them.
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The JDBC driver treats the timeout as if it were specified using the DRIVER keyword with ODBC. On Windows, the
DRIVER keyword overrides the default CAICCI-PC Timeout. This sets the default value used with CAICCI/ENF on z/OS
and UNIX.

The Statement.setQueryTimeout method can be used by a JDBC application to set the Timeout for all SQL requests
made using a specific Statement object. This overrides the default timeout no matter how it was set.

JDBC Driver with the JDBC Proxy Method

When the JDBC driver is used with the JDBC Proxy, the Timeout specified using one of the JDBC methods is incremented
slightly and used as the timeout value for socket requests from the JDBC driver to the JDBC Proxy.

If the connection is made using a data source defined in the registry, the value of the server servername section
WaitTimeOut is used as the default for CAICCI/ENF. In this case, the loginTimeout is used only for the socket connection
from the JDBC driver to the JDBC Proxy, and should be set at least as high as the WaitTimeOut setting.

The original queryTimeout value is passed to the JDBC Proxy and overrides the default for CAICCI/ENF no matter how it
was set.

When an intermediate JDBC Proxy is used, as might be done to support applets from a web server running on UNIX,
the Timeout for socket requests from the intermediate server to the server where the native SQL client runs should be
specified on the intermediate server.

You can define the ReplyTimeout option in the cadatacom.properties file on all platforms. The intermediate server Timeout
is used only for the socket connection between the two JDBC Proxys, and should be longer than the Timeout set in the
server servername section on the destination JDBC Proxy.

Idle Timeouts for JDBC Proxy

The interval that the JDBC Proxy waits for a request from the JDBC driver can be specified. When this interval is
exceeded the JDBC Proxy assumes that an error has occurred, releases the SQL session with Datacom Server, and
closes the socket connection with the JDBC driver. If the application attempts to use the connection after this, the JDBC
driver returns an SQL exception indicating that a communications error has occurred.

The WaitTimeOut option can be specified in the cadatacom.properties file on all platforms. The idle timeout for the
JDBC Proxy should be longer than the timeout set for the application server and shorter than the timeouts set for the
CASERVER task.

Other Timeouts for JDBC Proxy

When the JDBC Proxy does socket I/O, the thread is blocked and cannot check for events such as server shutdown. You
can specify the internal timeout interval that the JDBC Proxy uses when reading from a socket or waiting for a connection
request. When this interval is exceeded, the JDBC Proxy checks for shutdown and other events, then resumes reading
from the socket unless an idle or timeout has expired.

This timeout is set by the SocketTimeOut value in the Proxy section of the registry on Windows. It can also be specified in
the cadatacom.properties file on all platforms. The default setting of 60 seconds is generally acceptable.

DriverManager
The JDBC DriverManager class is the traditional management layer of JDBC used to keep track of the available drivers. It
is used to establish a connection between a JDBC application and the appropriate driver, in this case, the Datacom Server
JDBC driver.

The DriverManager.getConnection method establishes a connection to Datacom/DB. Before calling the
DriverManager.getConnection method, the Datacom Server JDBC driver class must be loaded by calling the method
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Class.forName. The name of the Datacom Server JDBC driver is "ca.datacom.jdbc.DatacomJdbcDriver". The following
code loads the class ca.datacom.jdbc.DatacomJdbcDriver:

Class.forName("ca.datacom.jdbc.DatacomJdbcDriver");

The following topics are discussed on this page:

JDBC URL Format for a DriverManager Connection

A URL is used to locate a resource on the Internet; it can be thought of as an address. A URL always begins with a
protocol followed by a colon, such as http: or ftp: and the rest of the string is defined by the protocol. In keeping with the
Internet orientation of Java, JDBC URLs are used to identify databases. The JDBC specification defines conventions for
the format of JDBC URLs. Each JDBC driver defines the actual format of the URLs that it recognizes. The general format
of a JDBC URL is as follows:

jdbc:<subprotocol>:<subname>

Protocol in a JDBC URL is always jdbc. The <subprotocol> and <subname> variables are defined by the JDBC driver.
The subprotocol for the Datacom JDBC driver is datacom. The subname for the Datacom JDBC driver defines the type of
connection and the connection parameters

The Datacom JDBC driver recognizes three URLs with <subprotocol> datacom. The subname for the Datacom JDBC
driver defines the type of connection and the connection parameters.

The Datacom Server JDBC driver URL general syntax is as follows:

jdbc:datacom:/<subname>
Specifies the format used to make a Type 2 JDBC driver connection. The Datacom JDBC driver calls the
Proprietary Interface directly. It does not use the proxy. This connection can be made from Windows or USS
environments, only. The <subname> consists of keyword/value pairs for the connection properties, as shown in
the following example.
jdbc:datacom:/ServerName=,SystemID=,ApplicationID=,UserID=,Password=,

NewPassword=,HostName=,HostPort=,ConnectType=,TransTable=

jdbc:datacom://<proxyname>:<proxyport>/<subsubname>
Specifies the format used to make a Type 3 JDBC driver connection. The Datacom JDBC driver calls the JDBC
Proxy which in turn invokes the Proprietary Interface to communicate with the Datacom Server mainframe region .
This is typically used when a Java applet or application is deployed on a platform where the Proprietary Interface
is not supported, such as Linux or UNIX.
<proxyname>

Specifies the IP address or DNS name of the Windows box or USS LPAR where JDBC Proxy is deployed.
<proxyport>

Specifies the IP port that was specified as the JDBC Proxy listener.
<subsubname>

Consists of the keyword or value pairs for the connection properties as shown in the following:
jdbc:datacom://<proxyname>:<proxyport>/ServerName=,SystemID=,ApplicationID=,

UserID=,Password=,NewPassword=,HostName=,HostPort=,ConnectType=,TransTable=

jdbc:datacom://<hostname>:<hostport>/<subsubname>
Specifies the format used to make a Type 4 JDBC driver connection (z/OS only). The Datacom JDBC driver
calls the Datacom Server mainframe component directly using its TCP/IP listener port. The Type 4 JDBC driver
connection requires the native TCP/IP interface. For a Type 4 JDBC connection ServerName must be specified as
it is validated in Connection processing. PROTOCOL=BOTH must be specified in the Datacom Server mainframe
component startup parameters.
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<hostname>
Specifies the IP address or DNS name of the LPAR where Datacom Server mainframe component
resides.

<hostport>
Specifies the IP listener port of the Datacom Server mainframe component startup parameter,
TCPIP_PORT=.

<subsubname>
Consists of the keyword or value pairs for the connection properties as shown in the following:

jdbc:datacom://<hostname>:<hostport>/ServerName=,UserID=,Password=,NewPassword=,TransTable=

jdbc:datacom:ssl://<hostname>:<hostport>/<subsubname>
Specifies the format used to provide a direct connection from the driver to the database for a Datacom Server
JDBC driver Type 4 connection with SSL enabled.
<hostname>

Specifies the IP address or DNS name of the LPAR where Datacom Server mainframe component
resides.

<hostport>
Specifies the IP listener port of the Datacom Server mainframe component startup parameter,
TCPIP_PORT=.

<subsubname>
Consists of the keyword or value pairs for the connection properties as shown in the following:

jdbc:datacom:ssl//<hostname>:<hostport>/ServerName=ABCXYZ,ConnectType=TCP,ApplicationID=ABCXYZ

For the previous URL samples, the properties are the same as those seen in the cadatacom.properties file.

DriverPropertyInfo

Specific JDBC DriverPropertyInfo objects are analogous to the connection attributes used by the ODBC
SQLDriverConnect and SQLBrowseConnect functions. For the JDBC driver, they are used to specify user ID, password,
and optional accounting information. They can also be used to specify physical connection information, allowing an
application to connect to a Datacom database without requiring the definition of an ODBC style data source. Datacom
Server supports the following driver properties:

ApplicationID
Specifies the application identification. Enter the same applid as it is written in the Datacom Server startup JCL.
This is the APPLID= parameter in the Datacom Server startup JCL.

Exclude
(Optional) Specifies the trace detail flag. Enter ca.datacom package class names.

HostName
(Optional) Specifies the IP address or DNS name of the LPAR where the Datacom Server mainframe component
resides.
Default: None
Maximum Length: 63 characters

HostPort
(Optional) Specifies the host port. Enter the host port of theDatacom Server Java Server with which this
connection should be established.

Include
(Optional) Specifies the trace detail flag. Enter ca.datacom package class names.

LogTimeout
(Optional) Specifies the time in seconds to elapse before a time out occurs.
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Default: 0
NewPassword

(Optional) Specifies a new Password must be entered. Enter a new password. It is the responsibility of the
application to force the user to validate, and reenter the password.

Password
(Optional) Specifies the password. Enter a valid password.

ServerName
Specifies the server name. Enter the same server name as it is written in the startup JCL. This is the
SERVERNAME= parameter in the server startup JCL.

SnapJdbc
(Optional) Specifies the trace detail flag. Enter Y or N.

SnapNative
(Optional) Specifies the trace detail flag. Enter Y or N.

SnapObject
(Optional) Specifies the trace detail flag. Enter Y or N.

SnapBytes
(Optional) Specifies the trace detail flag. Enter Y or N.

SystemID
Specifies the system identification. Enter the CAICCI System ID of the mainframe environment to which the
workstation is to connect when the data source is selected. This is the SYSID name specified in the CAICCI
startup JCL.

Trace
(Optional) Specifies the trace level. Enter 0, 1, 2, or 3.

TraceLife
(Optional) Specifies the trace detail flag. Enter Y or N.

TraceNative
(Optional) Specifies the trace detail flag. Enter Y or N.

UserID
(Optional) Specifies the user identification. Enter a valid User ID.

TransTable
(Optional) Specifies the translation table used for the EBCDIC to ASCII translation.

DBCSTransTable=JAPAN_IBM_TO_SHIFTED_JIS | KOREAN_IBM_TO_SHIFTED_JIS
Defines the type of DBCS translation to be performed.

DBCSTransPath=<full path name>
Specifies the path where the DBCS translate tables reside. The tables are delivered in the product installation
folder on Windows platforms and are used by both ODBC and JDBC driver. Follow Windows path format standard
where folder separators are double back slashes, as in C:\\Program Files\\CA\\CA-DatacomServer.
The translation file names are:

• JPNIBMTO.SIS and JPNSISTO.IBM  -  JAPAN_IBM_TO_SHIFTED_JIS – Katakana and Kanji
• KRNIBMTO.PC and KRNPCTO.IBM  -  KOREAN_IBM_TO_SHIFTED_JIS - Hangul

JDBC Driver Types
Learn about the three types of JDBC connections, JDBC Type 2, JDBC Type 3, and JDBC Type 4. Find descriptions of
each and Datacom Server JDBC driver URL connections. Recommendations for choosing JDBC driver types are also
provided.
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In this section, we discuss the three types of JDBC drivers and how to make connections with each.

JDBC Type 2

A JDBC Type 2 driver is known as a JDBC Native API driver. The Datacom Server native API is provided on Windows and
USS. It is installed using SMP/E on USS and using a Windows installer on Windows. Since the CCI client is available on
both Windows and USS, the application can use either communication protocol - CCI or TCP.

The Datacom Server Type 2 driver connection URL is:
jdbc:datacom:/ServerName=<SERVERNAME>,ApplicationID=<APPLID>,ConnectType=<TCP/CCI>,SystemID=<CCI

 SYSID>,HostName=<TCPIP_HOST>,HostPort=<TCPIP_PORT or CCI Port>

UserID= and Password= can also be coded.

ServerName=, ApplicationID=, ConnectType=, HostName=, HostPort= and SystemID= are required.

SystemID is ignored when ConnectType=TCP but must be coded in the URL.

UserID= and Password= can also be coded.

NOTE
There is no //<host>:<port> which denotes a "proxy-type" connection which is Type 3 and Type 4 in Datacom
Server terms.

JDBC Type 3

A JDBC Type 3 driver uses a network or middleware tier. For Datacom Server, the middle tier is a Datacom Server Proxy
that can be deployed on USS or Windows. It is a process that runs stand-alone and separate from the Server MF address
space. It is called a process because in zOS it runs under USS rather than a zOS address space or region. Same goes
for Windows processes. Since the CCI client is available on USS and Windows, CCI can be used as the communication
protocol.

The Datacom Server Type 3 driver connection URL is:
jdbc:datacom://<proxy_name or ip address>:<proxy_port>/ServerName=<SERVERNAME>,ApplicationID=

 <APPLID>,ConnectType=<TCP/CCI>,SystemID=<CCI SYSID>,HostName=<TCPIP_HOST>,HostPort=<TCPIP_PORT or CCI Port>

UserID= and Password= can also be coded.

ServerName=, ApplicationID=, ConnectType=, HostName=, HostPort= and SystemID= are required.

SystemID is ignored when ConnectType=TCP but still must be coded in the URL.

NOTE
The proxy_name and proxy_port refer to the DNS name or IP address of the Proxy and it's listener port. Since
the Proxy is separate from the Server MF instance, it is different from HostName and HostPort. HostName and
HostPort refer to the LPAR of the Server and CCI regions (these are separate address spaces). HostPort is the
Server listener port if ConnectType=TCP. Or, the CCI listener port (1202, by default) if ConnectType=CCI.

JDBC Type 4

A JDBC Type 4 driver is a direct connection to a DBMS. For Datacom, the Type 4 driver is a direct connection to the
Datacom Server MF address space and uses TCP as the communication protocol. In other words, Datacom Server MF
uses TCP to communicate directly to the JDBC application. This is especially useful for applications that are deployed on
Linux, Unix, or some other non-Windows platform. The CCI client is not supported in Linux-type platforms. Therefore, the
only way to connect to Datacom Server directly from a Linux-type platform is through a Type 4 connection. The Datacom
Server Type 4 connection is TCP only.

The Datacom Server Type 4 driver connection URL is:
jdbc:datacom://<hostname or ip address>:<TCPIP_PORT>/ServerName=<SERVERNAME>
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A UserID= and Password= can also be coded in the URL. All other parameters are ignored or not used.

NOTE
The port number is the TCPIP_PORT listener port which is coded in the Server MF startup options.

Recommendations for Choosing Your JDBC Driver Type

Non-Windows Platforms

A JDBC application that is targeted for non-Windows or Linux-type platforms can use a JDBC Type 3 or JDBC Type
4 connection. If the Linux platform resides behind a corporate firewall and there is no need for encryption, the Type 4
connection is recommended. It is simpler requiring only the cadcjdbc.jar file on the Linux-type client and a single address
space (Datacom Server) on the mainframe side.

If the application requires encryption, then a Type 3 connection and CCI is required. You must install CAIENF (required
for CCI) and CAICCI on the mainframe side. A Type 3 connection also requires a Datacom Server Proxy on USS or
Windows. Therefore, Datacom Server and CCI must be installed and deployed on Windows or USS. In other words, it
adds a level of difficulty and more administrative tasks but is certainly as viable an option as Type 2 or Type 4.

If the application is targeted to run on zOS platforms under USS, a Type 2 connection using CACCI on USS is probably
the most efficient way to connect. Type 4 using TCP is also an option, but CCI is more efficient and faster but does require
CAIENF, CACCI, and so on.

Windows Platform

An application that is targeted to run on Windows can use a Type 2, Type 3, or Type 4 connection.

DataSource Connection Parameters
The DataSource connection attributes are typically defined within an application server (for example WebSphere or
Tomcat). They can also be defined on a setup screen or through an XML or Java property file.

This page contains the following topics:

DatacomDataSource

The DatacomDataSource class implements the JDBC DataSource interface, and is used with an application server
provided by the Java Naming and Directory Interface (JNDI) naming service to establish a connection to a Datacom
database.

DataSource properties conform to the JavaBeans naming conventions and are implicitly defined by public setter and
getter methods. For example, the description property, which is required for all DataSource implementations, is set
using the setDescription(String) method. The application server can use the java.lang.reflection methods to discover
DataSource properties and provide an interface to set them, or can simply require that they are defined in some
configuration file.

DataSource properties are used to specify the connection parameters. These properties are the equivalent of the
DriverPropertyInfo attributes described in the previous section, and can be used to completely define the parameters
needed to connect to a database. Like a URL, a DataSource object can also reference an ODBC style data source name,
where the connection parameters are defined in the registry on Windows, the configuration file on z/OS or UNIX, or even
in the properties file.

ApplicationID
Specifies the application identification. Enter the same applid that is found in the startup JCL for the server
application running on the mainframe.

ConnectType
Specifies the type of connection. Enter CCI for CAICCI or TCP for native TCP/IP connection (z/OS only).
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DataSourceName
Specifies the logical data source name. Container provided DataSource implementations use this to name the
ConnectionPoolDataSource object. The DataSource implementation does not use this internally.

description
Specifies the data source description. This property is required of all DataSource implementations.

HostName
Specifies the host name. Enter the host name or IP address for the host on which the mainframe server resides.

HostPort
Specifies the port number for the host. Enter the CCI port number specified in the mainframe CCI address space
if connecting through CCI.
Enter the TCP/IP port number (z/OS only) specified in the mainframe server startup if connecting through TCP/IP
or the default (5465) TCP/IP port number.

networkProtocol
Specifies TCP or CCI.

• TCP indicates that the connection is through the JDBC Proxy, and must be used when the JDBC driver is not
running on Windows or the mainframe.

• CCI indicates that the connection is through CAICCI, either CAICCI-PC on Windows or ENF on a mainframe.

password
Specifies the default user ID password. The application can override this when the connection is established. The
getter method does not return the value.

PortNumber
Specifies the TCP/IP port number (z/OS only) of the JDBC Proxy or CCITCP address space, depending on the
value of networkProtocol.

serverName
Specifies the TCP/IP server name (z/OS only). When networkProtocol is TCP, it refers to the machine where the
JDBC Proxy is running, which can be on any platform. When networkProtocol is CCI, it refers to the mainframe
where the CCITCP address space is running.

System ID
Specifies the system identification. Enter the CAICCI system ID of the mainframe environment to which the
workstation is to connect. This is the SYSID name specified in the CAICCI startup JCL.

user
Specifies the default user ID to sign on to Datacom. The application can override this when the connection is
established.

DatacomConnectionPoolDataSource

The DatacomConnectionPoolDataSource class implements the JDBC ConnectionPoolDataSource interface, and is used
with an application server that provides container managed connection pooling to establish a pooled connection to a
Datacom database.

An application server typically provides visible DataSource implementation that references a ConnectionPoolDataSource
and is exposed to the application as a standard DataSource. Connection pooling is transparent to the application.

The DatacomConnectionPoolDataSource is used by the application server connection pool manager to administer the
pool of connections for a particular data source.

initialPoolSize
Specifies the number of connections that the pool manager should initially allocate.

maxIdleTime
Specifies the interval in seconds that a pooled connection can be idle before it is closed.
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maxPoolSize
Specifies the maximum number of connections that the pool manager should allocate.

MaxStatements
Specifies the maximum statement pool size not used.

minPoolSize
Specifies the minimum number of available connections that the pool manager should maintain.

propertyCycle
Specifies the interval in seconds that the pool manager should wait before enforcing these policies.

NOTE
For more information about deploying and using DataSource and ConnectionPoolDataSource objects to
connect to a database, see JDBC 4.0 Specification, available at www.oracle.com. Detailed information for these
interfaces is also included in the JSDK javadoc.

Detailed information about the Datacom Server implementation methods is included in the installed javadoc that can be
optionally selected when custom installation is chosen.

JDBC Connection Options Summary

There are several ways to define Datacom Server connection information. Commonly used options are as follows:

• When using the JDBC driver with a Servlet, EJB, or other application running an application server, all information
can be defined in a DatacomDataSource, or more likely, a DatacomConnectionPoolDataSource object, and accessed
using the container's JNDI implementation. It is not necessary to define an ODBC style data source.

• When using the JDBC driver in a stand-alone Java application on Windows or z/OS, a JNDI implementation is
generally not available, and it is usually convenient to reference an ODBC style data source in a Datacom URL,
accessed using the DriverManager. The ODBC style data source is defined in the registry on Windows and the
configuration file on the mainframe.

• When using the JDBC driver in an applet or stand-alone application that connects using the JDBC Proxy, it is usually
most convenient to reference an ODBC style data source defined on the machine where the JDBC Proxy invokes the
native client interface.

Configure Secure Sockets on Client
Secure Socket Layer (SSL) is a protocol providing security and data encryption over a network. The communication
between client and server is protected to avoid unauthorized access to data and eavesdropping. Transport Layer Security
(TLS) is the latest version of SSL.

NOTE
You can use secured (SSL) sockets if you are using JDBC Type 4 connections with the Datacom Server JDBC
driver.

The following diagram shows how the SSL works for a JDBC type 4 connection:
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SSL Configuration

The Client Keystore and Import Server Certificate on the client side must be set up before you can set Java properties.

Client Keystore

Use the keytool utility to create a KeyStore on the client-side.  This utility is a part of Java SDK installation that is used to
maintain KeyStores and TrustStores.

• KeyStore consists of a database of private key and associated public key certificate, which is identified by an alias for
each entry.

• TrustStore consists of the certificates that are trusted by the client.

Import Server Certificate

Use the keytool importcert command to import the public certificate of the server to the keyStore of the client. A trusted
Certificate Authority (CA) signs the public key of the server. If the public certificate of the CA is not already in the
trustStore of the client, you must import each of the certificate files received from CA to the keyStore of the client.

JDBC Type 4 Connection

Datacom Server JDBC driver type 4 connection provides a direct connection from the driver to the database. Provide
the locations of trustStore and keyStore along with their respective passwords either in a command line or inside JDBC
application as shown in the following examples.

• Set Java properties using command line:
java -Djavax.net.ssl.trustStore=clientTrustStore -

Djavax.net.ssl.trustStorePassword=password -Djavax.net.ssl.keyStore=clientKeyStore -

Djavax.net.ssl.keyStorePassword=password <ApplicationName>

• Set Java properties inside a JDBC application:
System.setProperty(“javax.net.ssl.trustStore”,”clientTrustStore”);  

System.setProperty(“javax.net.ssl.trustStorePassword”,”password”);  

System.setProperty(“javax.net.ssl.keyStore”,”clientKeyStore”);  

System.setProperty(“javax.net.ssl.keyStorePassword”,”password”);

SSL Using Connection URL

Use the following URL to enable SSL for Type 4 connection using a connection URL:

jdbc:datacom:ssl://hostname:port/ServerName=ABCXYZ,ConnectType=TCP,ApplicationId=ABCXYZ

SSL Using Data Source
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Create a DatacomDataSource object to enable SSL for Type 4 JDBC connection.

DatacomDataSource ds = new DatacomDataSource(); 

     ds.setProxyName(“hostname”); 

     ds.setPortNumber(“1234”); 

     ds.setApplidName(“ABCXYZ”); 

     ds.setServerName(“ABCXYZ”); 

     ds.setNetworkProtocol(“TCP); 

     ds.setSslFlag(true);

Sample Keytool Commands

The following steps provide the commands to help you generate a keystore, import a certificate, and list the entries in a
keystore.

1. Use the following keytool command to generate a keystore on the client machine with private and public key pair.
keytool -genkeypair -keypass clientTest -keystore clientTest.jks -

storepass clientTest -validity 180 -v -dname "CN=Datacom,  

OU=DatacomServer, O=Broadcom, L=Plano, ST=TX, C=US" -alias clientTest 

2. Use the following keytool command to import the certificate of the trusted server to the keystore of the client. The
certificate that is used in the sample is of the type X.509.
keytool -importcert -keystore clientTest.jks -storepass clientTest -

 alias serverCert -file "trustServer.crt" –noprompt

3. Use the following keytool command to list the entries in a keystore
keytool -list -keystore clientTest.jks -storepass clientTest

Obtaining SSL Connection Debug Information

To obtain debug information of the SSL connection, set the Java System property “javax.net.debug=all”.

The Java exceptions related to SSL are provided in the following examples:

• java.security.InvalidAlgorithmParameterException: the trustAnchors parameter must be non-empty
TrustStore file is either empty or not found.

• javax.net.ssl.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to requested target.
The self-signed certificate of the server or the certificate of the trusted CA is not available in the truststore of the client.

• javax.net.ssl.SSLException: Unrecognized SSL message, plaintext connection?
The exception is thrown when the connection URL for Type 3 has SSL in it, but the proxy server does not accept SSL
messages. The proxy server bitness is 64-bit.

• javax.net.ssl.SSLException: Unsupported or unrecognized SSL message
This exception is thrown for type 3 connection using 32-bit Windows Proxy.

SSL for Datacom Server on the Mainframe

The SSL enablement for the Datacom Server mainframe address space is performed using Application Transparent,
Transport Layer Security (AT-TLS) which is a component of the IBM z/OS Communications Server product. It is
configured using the “Policy Agent” (PAGENT). PAGENT policies identify which traffic on the mainframe TCP/IP stack
should be secured using SSL. Use PAGENT “Policy Rules” to secure the Datacom Server listener port specified by the
TCPIP_HOST startup option in Datacom Server (SVDBSPR).

Digital certificates on the mainframe are configured and stored in the External Security Manager (ESM). Use the
commands of your security system - RACF, Top Secret (TSS) or ACF2 - to manage the keyring and digital certificates
for the server or mainframe host according to the PAGENT policy rules. Export your mainframe server certificate from
the ESM and import it into the keystore that is defined for the Datacom Server JDBC driver as discussed in the previous
section.
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Configure Secure Sockets with AT-TLS on Mainframe
The Application Transparent Transport Layer Security (AT-TLS) component of the z/OS Communications Server product
for IBM performs the Secure Socket Layer (SSL) enablement on the mainframe. Encryption and decryption is based
on policies that are configured in the Policy Agent (PAGENT). PAGENT policies identify which traffic on the mainframe
TCP/IP stack should be secured using SSL.

AT-TLS

AT-TLS provides a secure session on behalf of an application so that no application code changes are necessary. The
application, in this case, Datacom Server, sends unencrypted data as usual while AT-TLS provides encryption at the TCP
transport layer.

PAGENT Policies

PAGENT policies identify which traffic on the mainframe TCP/IP stack should be secured using SSL.

Key Rings and Digital Certificates

On the mainframe side, the database where digital certificates are stored is called a keyring. External Security Manager
(ESM) commands are used to generate, import, and export certificates from the keyring. These commands differ slightly
depending on the specific ESM. The concepts are generally the same regardless of whether it is RACF, Top Secret, or
ACF2.

AT-TLS Configuration in PROFILE.TCPIP

AT-TLS is controlled by the TCPCONFIG statement TTLS/NOTTLS parameter in PROFILE.TCPIP. To negotiate secure
connections, policies that are configured in the Policy Agent provide the required information to the stack. When AT-TLS is
enabled and a new connection is opened, the TCP layer searches for a matching AT-TLS policy in the Policy Agent. If no
policy is found, the connection proceeds without AT-TLS involvement and is not secured.

TCPCONFIG TTLS

Sample PAGENT Policy for Datacom Server

A PAGENT policy is required for the Datacom Server listener port which is defined as TCPIP_HOST= in the Server startup
options.

The PAGENT policy for Datacom Server where the listener port is 5465 (TCPIP_PORT=5465) is shown in the following
sample.

TTLSRule                          DTCMSRV~1                                    

{                                                                               

  LocalAddr                       ALL                  

  RemoteAddr                      ALL                                        

  LocalPortRangeRef               portR1                                        

  RemotePortRangeRef              portR2                                        

  Direction                       Inbound                                       

  Priority                        255                                           

  TTLSGroupActionRef              enableGrpAct~ZM2D                             

  TTLSEnvironmentActionRef        eAct1~DTCMSRV                                

}                                                                               

TTLSGroupAction                   enableGrpAct~ZM2D                             

{                                                                               

  TTLSEnabled                     On

  Trace                           0                                     

##Trace                           255                                     

}                                                                                                            
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TTLSEnvironmentAction             eAct1~DTCMSRV                                

{                                                                               

  HandshakeRole                   Server                                        

  EnvironmentUserInstance         4                                             

  TTLSKeyringParmsRef             keyR1                                         

  TTLSCipherParmsRef              cipher1~AT-TLS__Silver                        

  TTLSEnvironmentAdvancedParmsRef eAdv1~DTCMSRV                                

  Trace                           0

##Trace                           15                                            

}                                                                               

TTLSEnvironmentAdvancedParms      eAdv1~DTCMSRV                                

{                                                                               

  HandshakeTimeout                30                                            

  CertificateLabel                DTCMCERT                                     

  ClientAuthType                  PassThru                                      

}                                                                               

TTLSKeyringParms                  keyR1                                         

{                                                                               

  Keyring                         DTCMRING                                      

}                                                                               

TTLSCipherParms                   cipher1~AT-TLS__Silver                        

{                                                                               

  V3CipherSuites                  TLS_RSA_WITH_DES_CBC_SHA                      

  V3CipherSuites                  TLS_RSA_WITH_3DES_EDE_CBC_SHA                 

  V3CipherSuites                  TLS_RSA_WITH_AES_128_CBC_SHA                  

} 

## This is the Datacom Server listener port as coded in the TCPIP_PORT start up option                        

                                                                                  

PortRange                         portR1                                        

{                                                                               

  Port                            5465                                          

}                                                                               

PortRange                         portR2                                        

{                                                                               

  Port                            1024-65535                                    

}

Sample ESM Commands for Digital Certificates

Examples are provided for ACF2, RACF, and Top Secret Security (TSS).

ACF2

Create a signer certificate: 

GENCERT CERTAUTH +

  SU(CN='DTCMSRV-CA-CERT' +

  T='PROD' +

  OU='DATACOM SERVER' +

  O='Broadcom' +

  L='Plano' +

  ST='Texas' +

  C='US') +

KEYUSAGE(CERTSIGN) + 

EXPIRE(8/13/30) LABEL(CERTAUTH.DTCMCA)
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Create a personal certificate:

GENCERT DTCMSRV +

  SU(CN='DTCMSRV-CA-CERT' +

  T='PROD' +

  OU='DATACOM SERVER' +

  O='Broadcom' +

  L='Plano' +

  ST='Texas' +

  C='US') +

SIGNWITH(CERTAUTH LABEL(CERTAUTH.DTCMCA)) +

KEYUSAGE(HANDSHAKE DATAENCRYPT DOCSIGN) +

EXPIRE(8/13/21) LABEL(DTCMCERT)

Define a KEYRING: 

SET PROFILE(USER) DIVISION(KEYRING)

INSERT DTCMSRV RINGNAME(DTCMRING)

Connect CERTDATA records to a KEYRING

SET LID

CONNECT CERTDATA(DTCMSRV) LABEL(DTCMCA) RINGNAME(DTCMRING) USAGE(CERTAUTH) DEFAULT

CONNECT CERTDATA(DTCMSRV) LABEL(DTCMCERT) RINGNAME(DTCMRING) USAGE(PERSONAL) DEFAULT

RACF

Create a signer certificate: 

RACDCERT CERTAUTH GENCERT +

  SUBJECTSDN(CN('DTCMSRV-CA-CERT') +

          T('PROD') +

          OU('DATACOM SERVER') +

          O('BROADCOM') +

          L('PLANO') +

          SP('TEXAS') +

          C('USA')) +

         KEYUSAGE(CERTSIGN) +

         WITHLABEL('DTCMCA') +

         NOTAFTER(DATE(2025/01/30)) +

         SIZE(1024)

Create a personal certificate:

RACDCERT ID(DTCMSRV) GENCERT +

        SUBJECTSDN(CN('DTCMSRV-SERVER-CERT') +

         T('PROD') +

         OU('DATACOM SERVER') +

         O('BROADCOM') +

         L('PLANO') +

         SP('TEXAS') +

         C('USA')) +

       WITHLABEL('DTCMCERT') SIZE(1024) +

       SIGNWITH(CERTAUTH LABEL('DTCMCA')) +

       KEYUSAGE(HANDSHAKE DATAENCRYPT DOCSIGN) +

       NOTAFTER(DATE(2025/01/30))

Create a Keyring:

    RACDCERT ADDRING(DTCMRING) ID(DTCMSRV)
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Connect the CA Certificate: 

    RACDCERT ID(DTCMSRV) CONNECT(CERTAUTH LABEL('DTCMCA') +

          RING(DTCMRING) +

          USAGE(CERTAUTH)

Connect the Personal Certificate: 

    RACDCERT ID(DTCMSRV) CONNECT(LABEL('DTCMCERT') +

          RING(DTCMRING) +

          USAGE(PERSONAL) DEFAULT)

Export the signer certificate in PKS12DER format:

    RACDCERT CERTAUTH EXPORT(LABEL('DTCMSRVCA')) +

  DSN('ELWLY02.DTCMCA.PKC12DER') +            

        FORMAT(PKCS12DER) +                         

        PASSWORD('dtcmsrv') 

                        

Export the personal certificate in PKCS12DER format:

    RACDCERT ID(DTCMSRV) EXPORT(LABEL('DTCMSRVCERT')) + 

         DSN('ELWLY02.DTCMCERT.PKC12DER') +               

  FORMAT(PKCS12DER) +                              

  PASSWORD('dtcmsrv')

Top Secret Security (TSS)

Create a signer certificate:  

TSS GENCERT(CERTAUTH) +

   DIGICERT(DTCMCA) +

   SUBJECTN('CN="DTCMSRV-CA-CERT" +

    T="PROD" +

    OU="DATACOM SERVER" +

    O="Broadcom" +

    L="Plano" +

    ST="Texas" +

    C="US") +

   KEYUSAGE(CERTSIGN) +

   LABLCERT(DTCMCA) +

   NADATE(DATE(12/31/2030)) +

   SIZE(1024)

Create a personal certificate:

TSS GENCERT(ELWLY02) +

   DIGICERT(DTCMCERT)

   SUBJECTN('CN=" DTCMSRV-SERVER-CERT" +

    T="PROD" +

    OU="DATACOM SERVER" +

    O="Broadcom" +

    L="Plano" +

    ST="Texas" +

    C="US") +

   LABLCERT(DTCMCERT) +

   SIGNWITH(CERTAUTH,DTCMSRV1) +

   KEYUSAGE(HANDSHAKE DATAENCRYPT DOCSIGN) +

   NADATE(DATE(12/31/2030)) 
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   SIZE(1024)

Create DTCMRING Keyring: 

      TSS ADDTO(DTCMSRV) KEYRING(DTCMRING)

  

Add CA Certificate DTCMRING:

      TSS ADDTO(DTCMSRV) KEYRING(DTCMRING) +

          RINGDATA(CERTAUTH,DTCMCA) 

   

Add Personal Certificate to DTCMRING:

      TSS ADDTO(DTCMSRV) KEYRING(DTCMRING) +

   RINGDATA(DTCMSRV,DTCMCERT)

Export signer certificate:

TSS EXPORT(CERTAUTH) +

   DIGICERT(DTCMCA) +

   DCDSN('ELWLY02.DTCMCA.PKC12DER') +

   PASSWORD('dtcmsrv')

Export personal certificate: 

TSS EXPORT(DTCMSRV) +

          DIGICERT(DTCMSTC)) +

          DSN('ELWLY02.DTCMSTC.PKC12DER') +

          PASSWORD('dtcmsrv')

JDBC Proxy Service Wrapper on USS
The JDBC Proxy service wrapper, cadcjsrv or cadcjs64, controls the JDBC Proxy using batch jobs or shell commands.
cadcjsrv is the 32-bit version of the JDBC Proxy service wrapper which spawns a 32-bit version of the JDBC Proxy with a
32-bit JVM. Likewise, cadcjsrv64 is the 64-bit version which spawns a 64-bit version of the JDBC Proxy with a 64-bit JVM.
In the following discussion, cadcjsrv and cadcjs64 can be used interchangeably.

• The BPXBATCH utility is used to invoke cadcjsrvh. For example:

//   BPXBATCH,PARM=’sh cadcjsrv start’

• Shell commands nay also be used to control the JDBC Proxy. The following format is valid when using a shell
command:

cadcjsrv <command> [<cadcjsrv options>] [-jvm] [<java options>]

cadcjs64 <command> [<cadcjsrv options>] [-jvm] [<java options>]

The service wrapper starts the JVM and passes control to the JDBC Proxy entry point.

• You can override the run-time options from the cadatacom.properties file by specifying them on the command line.
• All options that follow -jvm are passed unchanged to the JVM to allow specification of Java tuning and debugging

options.

When started in normal mode with the start option, the JDBC Proxy forks a new process and detaches from the terminal.
All tracing and debugging is written to the log file specified in the cadatacom.properties file. When started with the debug
option, the JDBC Proxy runs in the foreground and stays attached to the terminal. Pressing Enter shuts down the JDBC
Proxy.

Tracing output can be displayed on the terminal, redirected to the standard output, or written to the trace file. Messages to
the system log can also be echoed on the standard output file.
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The following commands are used to control the JDBC Proxy:

cadcjsrv start
Starts the JDBC Proxy as a background process.

cadcjsrv stop
Stops the JDBC Proxy.

cadcjsrv suspend
Suspends the JDBC Proxy.

cadcjsrv resume
Resumes the JDBC Proxy.

cadcjsrv status
Checks the JDBC Proxy status.

cadcjsrv debug
Starts the JDBC Proxy as a foreground process.

cadcjsrv usage
Displays the server usage.

In addition to the control commands, you can code the following options by entering them individually or through the
cadatacom.properties file. Valid options are as follows:

-?
Displays this information.

-b <seconds>
Sets the socket blocking timeout interval.

-d <option> [<option>]...
Sets debug trace options. Valid trace options are as follows:
buffer

Enables the native buffer display.
native

Enables the native trace.
object

Enables the native object display.
snap

Enables the object display.
trace

Enables the debug tracing.
stub

Enables the stub client. This option is intended for internal use.
util

Sends the trace to the utility log. This option is intended for internal use.
-h <addr>

Sets the host listener address or name.
-i <class> [<class>]...

Includes the <class> in trace.
-l <level>

Sets the trace log message level.
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-p CA Portal
Sets the host listener port.

-q <count>
Sets the host listener queue length.

-t <seconds>
Sets the server reply timeout interval.

-v [<level>]
Sets the syslog message level. Defaults to "verbose" if no level is set.

-w <seconds>
Sets the client wait timeout interval.

-x <class> [<class>]...
Excludes the <class> from trace.

JDBC Proxy Messages and Monitoring
The JDBC Proxy sends status messages to the system log or operator console. The messages have a standard format
to facilitate monitoring with Common Components and Services and other system management products. A message
number which conforms to the standard z/OS message format, PPPNNNNS, identifies these messages.

PPP
Designates a product-specific prefix, such as UJS.

NNNN
Designates a message number, such as 0000-9999.

S
Designates the severity level. The following are valid values:

• E (Error)
• W (Warning)
• I (Information)
• D (Debugging)

The destination and level of messages written are controlled by settings in the configuration file. Because the message
text can include additional information, only the message number should be used to identify specific events. Valid
messages sent include the following:

• UJS0001I - Server started
• UJS0002I - Server stopped
• UJS0003D - Server stopping
• UJS0004D - Server waiting for connection
• UJS0005I - Server suspended
• UJS0006I - Server resumed
• UJS0101I - Client thread started
• UJS0102I - Client thread stopped
• UJS0103D - Client thread stopping
• UJS0104I - Client thread to remote server
• UJS0105D - Client thread loaded class
• UJS0200E - General error
• UJS0201E - Socket I/O error
• UJS0202E - Packet protocol error
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JDBC Applications and the Windows Environment
The Datacom Server JDBC driver JAR file is installed with the Windows InstallShield package. You can find it in one of the
following locations:

c:\Program Files\CA\CA-DatacomServer\Java\Classes\cadcjdbc.jar

c:\Program Files (x86)\CA\CA-DatacomServer\Java\Classes\cadcjdbc.jar

This topic contains the following information:

CLASSPATH Environment

The CLASSPATH environment variable must be updated to include this location. The Windows InstallShield package
updates the CLASSPATH during installation.

NOTE
Program Files (x86) is the location of the 32-bit client code on a Windows 64-bit platform.

• The Datacom Server 15.0 JDBC driver is a JDBC 3.0 compliant driver and requires at least a Java 1.8 Java Virtual
Machine (JVM). The Java Runtime Environment (JRE) which includes the JVM must be installed before using the
Datacom Server JDBC driver. For more information regarding JRE installation and configuration go to www.java.com.
Note: The current implementation of the Datacom Server JDBC driver includes the methods that are implemented
in 15.0. Any additional methods introduced in Java 1.8 invoked would result in a "Not Implemented" exception being
thrown. For a list of methods introduced in Java 1.8, please refer to the Java 1.8 documentation.

WARNING
On 64-bit Windows platforms, a 64-bit JVM requires the 64-bit version of Datacom Server client. Likewise,
a 32-bit JVM requires the 32-bit version of Datacom Server client. In a single process, all the code must be
either 64-bit or 32-bit. The Server JDBC driver is written in Java which is platform independent. However, if
a JDBC application uses a Type 2 connection, the Server JDBC driver loads the native DLL’s or proprietary
interface code. In this case, the bitness of the JVM must match the bitness of the Datacom Server native
code.

• The proprietary interface or native DLLs are installed with the Windows install package and can be found in one of the
following locations:
c:\Program Files\CA\CA-DatacomServer

c:\Program Files (x86)\CA\CA-DatacomServer

NOTE
Program Files (x86) is the installation folder for the 32-bit version of the Datacom Server client software on a
64-bit Windows platform.

If you are using a JDBC Type 1 (JDBC-ODBC Bridge) or Type 2 connection, the PATH environment variable must be
updated to include this location. The Windows InstallShield package updates the PATH variable during installation.

• Applications can connect to a database using the JDBC DriverManager class with a URL or using a JNDI server with a
DatacomDataSource object.

• For an applet to use the JDBC driver, the classes must be accessible to web pages accessed from the web server,
and the subdirectory containing cadcjdbc.jar should be defined to the web server. For the Microsoft IIS, define a virtual
directory pointing to this directory.

JDBC Proxy and Windows

The JDBC Proxy is installed as an optional item when the JDBC driver is installed.

The Windows JDBC Proxy service wrapper, cadcjsrv32.exe or cadcjsrv64.exe, are installed in the Server installation
directory.

c:\Program Files\CA\CA-DatacomServer
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c:\Program Files (x86)\CA\CA-DatacomServer

You can start and stop the JDBC Proxy from the CA/Datacom Server submenu under All Programs. Additionally,
cadcjsrv32 or cadcjsrv64 can be invoked from the command line, as follows:

cadcjsrv32 <command> [<cadcjsrv options>] [-jvm] [<java options>]

cadcjsrv64 <command> [<cadcjsrv options>] [-jvm] [<java options>]

The following commands are used to control the JDBC Proxy using the command line interface.

NOTE
For demonstration purposes, cadcjsrv is used in place of cadcjsrv32 and cadcjsrv64 below.

cadcjsrv start
Starts the JDBC Proxy as a background process.

cadcjsrv stop
Stops the JDBC Proxy.

cadcjsrv suspend
Suspends the JDBC Proxy.

cadcjsrv resume
Resumes the JDBC Proxy.

cadcjsrv status
Checks the JDBC Proxy status.

cadcjsrv debug
Starts the JDBC Proxy as a foreground process.

cadcjsrv usage
Displays usage information.

Additionally, you can code the following options using the command line.

?
Displays this information.

-b <seconds>
Sets the socket blocking timeout interval.

-d <option> [<option>]...
Sets debug trace options. Valid trace options are as follows:

buffer
Enables the native buffer display.

native
Enables the native trace.

object
Enables the native object display.

snap
Enables the object display.

trace
Enables the debug tracing.

stub
Enables the stub client. This option is intended for internal use.

util
Sends the trace to the utility log. This option is intended for internal use.
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-h <addr>
Sets the host listener address or name.

-i <class> [<class>]...
Includes the <class> in trace.

-l <level>
Sets the trace log message level.

-p CA Portal
Sets the host listener port.

-q <count>
Sets the host listener queue length.

-t <seconds>
Sets the server reply timeout interval.

-v [<level>]
Sets the syslog message level. Defaults to "verbose" if no level is set.

-w <seconds>
Sets the client wait timeout interval.

-x <class> [<class>]...
Excludes the <class> from trace.

JDBC Proxy Service Wrapper as a Windows Service

The JDBC Proxy is controlled using the cadcjsrv.exe wrapper. This executable is used to start, stop, and check the status
of the JDBC Proxy. With Datacom Server Version 15.0, you can start and stop the JDBC Proxy using a Windows service.
Once installed, the Windows service can be used to control the JDBC Proxy instead of using the cadcjsrv.exe wrapper.
The Windows service is accessed the same way other Windows services are accessed, through the Control Panel ->
Administrative Tools -> Services application.

WARNING
The JDBC Proxy Service wrapper as a Windows Service does not work on Itanium machines, as JNA does not
support Windows on Itanium.

Using the JDBC Proxy Service Windows Service Wrapper

This section describes how to use the Datacom Proxy wrapper when it is installed as a Windows service.

Requirements

• JRE 8 - Java Runtime 8 needs to be installed on the machine.
• jna.jar - provides access to native libraries from Java programs. The jna.jar file is a community-developed class library.

Download the 3.3.x version of JNA and copy it to the Server installation folder, Java\Classes.
• cadcjdbc.jar - contains the Datacom JDBC driver and proxy classes.
• CLASSPATH - the system variable used by the Java programs. The jar file paths need to be appended to this variable.

NOTE
The Datacom Server installer adds these jar entries to the CLASSPATH variable during installation. The Proxy
service wrapper as a Windows service does not work on Itanium machines because JNA doesn’t support
Windows on an Itanium machine.

Installation

ProxyService is a Java program that is in cadcjdbc.jar. Using this Java program, you can install and uninstall one or more
Proxy Service wrappers as Windows services on the same computer. Each Proxy Service wrapper must have a unique
name and a unique port number.
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The following arguments are accepted by the ProxyService program:

-install
Installs the Proxy Service wrapper.

-uninstall
Uninstalls the Proxy Service wrapper.

-name xxxx
(Optional) Assigns a name to the service. The default is DatacomProxyService.

-desc xxxx
(Optional) Writes the service description. The default is “DatacomProxyService Description”.

-port xxxx
(Optional) Changes the port number of the service. The default is 3709.

-help | help | /? | <none>
Prints out the arguments and their usage.

Operation

The Proxy Service wrapper (ProxyService.java) can be invoked from a command prompt.

NOTE
Make sure that cadcjdbc.jar and jna.jar are in the classpath.

NOTE
The following command installs the Proxy Service wrapper with the default name and description:

CMD PROMPT\>java ca.datacom.proxy.proxyservice.ProxyService  -install

The following command installs the Proxy Service wrapper with the name “AProxy”, description “A Proxy Service” and the
JDBC Proxy runs on port 3999:

CMD PROMPT\>java ca.datacom.proxy.proxyservice.ProxyService  -install  -name “AProxy”  -desc “A Proxy Service”

  -port 3999

The following command uninstalls the Proxy Service wrapper that is named “AProxy”.

CMD PROMPT\>java ca.datacom.proxy.proxyservice.ProxyService  -uninstall  -name “AProxy”

NOTE
The order of the arguments is not significant.

Using Windows Service Control Manager (SCM)

Windows SCM can be accessed through the Control Panel -> Administrative Tools -> Services. SCM lists all the services
registered on that computer and shows their status. It also gives access to configure and control the services. If you have
registered a Proxy Service wrapper, you can see it in the list of services displayed by SCM.

Parameters

In the SCM, you can control and configure the listed services. However, for the Proxy Service wrappers, the only
parameter you can change is the port. This overrides all previous parameter values of port whether supplied through the
“cadatacom.properties” file or through the command line when the service was registered.

Events

SCM logs information about all the services and their states. The Proxy Service wrapper logs its events to the default
windows Application log. This log can be viewed through the Event Viewer available in the Control Panel -> Administrative
Tools -> Event Viewer.
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NOTE
Open the Application log to view all the logged messages, and double-click a particular log message to view it.
Note that the log also mentions the proxy name, which is helpful if you have multiple Proxy Service wrappers.

Data Source Definitions on Windows

A JDBC-enabled application can connect to a Datacom/DB database using the DriverManager class with a URL or using
JNDI with a DataSource object. Either technique can reference a data source name similar to an ODBC data source. This
data source name (DSN) is defined in the registry, where it is associated with the dictionary name of the catalog defining
the SQL schema, a node name identifying the Datacom system, and other optional information.

JDBC Proxy Configuration on Windows

Some of the JDBC Proxy settings can be customized with settings in the [Proxy] section through the Datacom/DB ODBC
Setup dialog. The trace file name is entered in “JDBC” entry on the Lop Options. The check box must be selected for
the trace name to have any effect. There are several properties that can be set through the JDBC Proxy tab in the setup
dialog. These properties are: Port, Wait Timeout, Reply Timeout, Trace internal calls and Snap Native Buffers. The ODBC
Setup Dialog will only be used if util.nojni is set to false in the cadatacom.properties file otherwise the values will be used
from the cadatacom.properties file or the options specified in the startup parameters from cadcjsrv.

Properties File Settings on Windows

The settings used by the JDBC driver and JDBC Proxy can be specified in the cadatacom.properties file, which has the
same format on all platforms. This includes many settings in the Options section, and all settings in the Proxy section.
Options used by the native libraries must be specified in the configuration file.

Server and the z/OS Environment
Datacom Server is installed into a subdirectory in the HFS. This subdirectory, which is specified when the product is
installed, is referred to in this document as /datacomdir. The format is as follows:

/datacomdir
Specifies the default location for configuration file and example JDBC scripts.

/datacomdir/bin
Specifies the shell scripts to run the JDBC Proxy and sample Java applications and compiled executable files,
including the JDBC Proxy service wrapper.

/datacomdir/lib
Specifies the Java archive files, including the JDBC driver and JDBC Proxy and shared object libraries used to
implement the native methods and client interfaces.

/datacomdir/samples
Specifies sample Java source code.

This topic contains the following topics:

Specifying Environment Variables in a z/OS Environment

Locations of the executables, DLLs, and Java class files for a z/OS application must be specified to use Datacom Server
in the USS environment. Set the standard UNIX environment variables to specify these locations:

PATH
Specifies the locations of executable files.

LIBPATH
Specifies the locations of DLL files.
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CLASSPATH
Specifies the locations of Java class files.

Optional environment variables specific to Datacom Server include the following:

CA_DATACOM
Specifies the configuration path.

For example, to run a JDBC application that uses the JDBC driver, these variables could be set as follows:

set PATH=$JAVA_HOME/bin:$PATH

export PATH

set LIBPATH=/datacomdir/mvs:$LIBPATH

export LIBPATH

set CLASSPATH=/datacomdir/lib/datacomjdbc.jar:$CLASSPATH

export CLASSPATH

In this case, $JAVA_HOME identifies the directory where Java is installed, and /datacomdir represents the directory
chosen when Datacom Server was installed. It is not necessary to include the /datacomdir/bin directory in the PATH to
run a Java application. It is also not necessary to set the PATH, LIBPATH, and CLASSPATH environment variables when
using the supplied shell scripts to run the JDBC Proxy. These environment variables are automatically set in the shell
scripts installed in the /datacomdir/bin directory, equivalent to the following:

set PATH=$JAVA_HOME/bin:/datacomdir/bin:$PATH

export PATH

set LIBPATH=/datacomdir/lib/mvs:$LIBPATH

export LIBPATH

set CLASSPATH=/datacomdir/lib/datacomjsrv.jar:$CLASSPATH

export CLASSPATH

NOTE
The shell scripts assume that JAVA_HOME has been set, typically in a user profile.

JDBC Proxy on USS

The JDBC Proxy is installed through the System Modification Program Extended (SMPE) and should be installed on the
same machine as the web server. The URL used by the applet identifies the address of the JDBC Proxy.

The USS version of the JDBC Proxy service wrapper, cadcjsrv.exe, is installed in the /datacom/bin/ Java subdirectory.
This version invokes the JVM using the Java command (as provided by the JRE or Java Development Kit (JDK) from
IBM). Configuration settings are maintained in the cadatacom.properties file. Issue the same JDBC Proxy commands to
control the USS version.

Configure Applications to Use Server on USS

JDBC-enabled applications running on z/OS must be able to find the Datacom Server executable files, which include both
Java classes and native DLLs. The PATH, LIBPATH, and CLASSPATH environment variables provide this information.

JDBC-enabled applets and applications running on other platforms need only the JDBC driver. The native DLLs are not
used on the remote system. The JDBC driver, cadcjdbc.jar, can be downloaded from the web server with the applet, or
can be installed in a directory named in the CLASSPATH environment variable on the remote system.

You can specify settings used by the JDBC driver and JDBC Proxy in the cadatacom.properties file, which has the same
format on all platforms. This includes many settings in the Options section, and all settings in the Proxy section. Options
used by the native libraries must be specified in the configuration file.
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For an applet to use the JDBC driver, the classes must be accessible to web pages accessed from the web server. These
classes are installed in a standard Java archive file, cadcjdbc.jar. The subdirectory containing this file should be defined to
the web server. For the IBM HTTP server, an entry similar to the following can be added to the httpd.conf file:

pass /datacomdir /datacomdir/lib

Data Source Definitions on USS

A JDBC-enabled application can connect to a Datacom/DB database using the DriverManager class with a URL or using
JNDI with a DatacomDataSource object. Either technique can reference a data source name similar to an ODBC data
source. This DSN is defined within the web server (for example, WebSphere), or in the application server environment.

NOTE
You can also specify this information using DriverPropertyInfo objects or in the DatacomDataSource.

Configure the JDBC Proxy on USS

The JDBC Proxy on USS can be customized with the same settings that are located in the cadatacom.properties file
[Proxy] options.

Properties File on USS

The cadatacom.properties file is used to specify settings used by the JDBC driver and JDBC Proxy that have the same
format on all platforms. This includes many settings in the Options section, and all settings in the Proxy section.

NOTE
The cadatacom.properties file on USS is expected to be an ASCII formatted file and will not be read if it is not in
ASCII format.

Server Installation UNIX
The Datacom Server client on UNIX requires a Java virtual machine (JVM). The UNIX distribution kernel version should
be 2.2.14 or later.

The JDBC driver can be used with UNIX versions on the Intel x86 and IBM S/390 platforms. It uses the
cadatacom.properties file for run-time options and the log and trace facility. You must use either the JDBC Proxy or a Type
4 driver connection on UNIX to run a JDBC application on the same machine.

This page contains the following topics:

Java Virtual Machine

A Java virtual machine (VM) is an interpreter that executes Java programs that are stored on a disk as class files.
Datacom Server conforms to the JDBC 4.0 specification and requires a Java 1.6 compliant virtual machine.

Java virtual machines are available as free downloads from Oracle and IBM, and other sources. Some JDBC 2.0
extensions require downloading additional Java libraries when used with Java 1.2 or 1.3, also available from Oracle.
Java 1.4 is required to use new features defined in JDBC 4.0, and includes all features defined in the JDBC 2.1 and 2.0
extensions.

The Oracle Java Plug-In is required to use the JDBC driver with applets running in Internet Explorer. The Java Plug-In is
installed with the Oracle JRE.

NOTE
Additional information about JDBC and Java is available from Oracle.
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JDBC Driver Installation on UNIX

Since UNIX systems communicate with the Datacom Server mainframe server through a proxy server or a Type 4 driver
connection, the only file that is needed for either a Driver or a datasource connection is cadcjdbc.jar. These files can be
copied from either the Windows environment or the USS environment. To verify that the jar file is installed correctly, one or
more of the Java samples can be copied as well. If cadcjdbc.jar is copied from a Windows system and it was installed, the
default install location cadcjdbc.jar is located in “C:\Program Files\CA\DatacomServer\Java\Classes”. If the cadcjdbc.jar
file is copied from USS, it is located in “/datacomdir/lib” where /datacomdir is the subdirectory that was specified when the
product was installed.

Follow these steps:

1. Create an installation directory in the file system. In this documentation, the installation directory is referred to as /
cadcdir.
Applications are commonly installed in “/opt” or “/usr/local” subdirectories. For example:
/opt/CA/cadcdir

Copy the cadcjdbc.jar file from either the Windows or USS directory noted above, into the directory in item 1.
2. Add an entry to the classpath environmental variable. The location of cadcjdbc.jar and sample Java files should be

set in the classpath to ensure that Java can locate the appropriate class/.jar files. The classpath can be set either as a
startup environmental variable or it can be set at execute time. The variable for UNIX is typically CLASSPATH.
For example, to run a JDBC application that uses the JDBC driver, this variable could be set as follows:

set CLASSPATH=/$CA_DATACOM/lib/cadcjdbc.jar:$CLASSPATH

export CLASSPATH

Data Source Definitions on UNIX Platforms

When the JDBC driver is used on UNIX, it must communicate with a Datacom system through a JDBC Proxy running on
Windows or z/OS. There is no need to define data sources in the properties file. A URL used by a JDBC application on
UNIX should specify the name of a data source defined on the machine where this JDBC Proxy is running.

Properties File on Other Platforms

All options can be specified in the properties file. The default file name for the property file is cadatacom.properties. On
UNIX, the properties file is equivalent to a configuration file.

Sample Programs and IVPs
The sample members are usage examples of different products and functions for the Datacom/DB product family. To use
any of these applications to verify the JDBC driver installation on any Java compatible platform, complete the following
steps:

1. Log in to Support, http://support.broadcom.com.
2. Go to Use and Disclosure of Sample Members
3. Click ACCEPT to accept the terms and conditions of this agreement as presented.

Completing these steps brings you to the "Sample Programs, JCL, data, Procedures,..." list of categories and links to the
samples.

Configure an ODBC data source in the ODBC Data Source Administrator. Then use the Test button on the Datacom/DB
ODBC Setup panel to verify that the ODBC driver (Windows only) is properly installed and configured.
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Add a SYSIN Statement to the Multi-User Facility Startup Job
The Datacom/DB Multi-User Facility (MUF) requires a SYSIN statement in its startup job to identify each of the Datacom
products and options operating with it. If a product or option is omitted from the list in the startup SYSIN, the MUF
does not permit the omitted product or option access to Datacom/DB. DBMUFPR is a job stream function produced
at installation that initializes the MUF. To modify your MUF startup options, add the appropriate SYSIN data in this job
stream.

If you are installing Datacom Server for the first time, add the following statement to the SYSIN in your MUF startup job:

DATACOM              DTCMSRVR

Note: For detailed information about the MUF startup options, see Datacom Core.

Post-Installation Steps for Datacom Server for 15.0
After you install Datacom Server, verify the installation, install UNIX, and activate Datacom Server for Auditor z/OS
support. Review details for each post-installation step.

Verify the Installation

Verification validates successful installation.

1. Create the startup JCL. You can use the CAYTMAC member YT15STRT as an example. Also review the section Start
Up Datacom Server.

2. Run the setup program at a workstation.

NOTE
When the demonstration starts, Datacom Server expects the MUF (with which it communicates) and CAICCI
to be active. If they are not active, the Datacom Server startup job does not complete successfully.

3. Connect to the mainframe.

If the connection fails, verify that the workstation entries were entered correctly. If the workstation entries are correct,
reinstall the product. If further problems occur, contact Broadcom Support.

Install the UNIX System Services

The CAIENF component of Common Components and Services must be installed before to the USS installation. The
LIBPATH in UNIX System Services should contain the directory to the libcci.so module.

1. Set up the LIBPATH to include the directory of the installed modules after the SMP/E component for Datacom Server
has been installed.

2. Point the USS CLASSPATH to the directory that includes the cadcjdbc.jar such as:

/u/users/datacom/dbsrv/cadcjdbdc.jar

3. Place the file in the CLASSPATH definition before executing it to verify the installation. The Java test program,
ListPersonnel class, is provided to verify the installation. This program expects the following syntax at execution:

java ListPersonnel -s servername -a applid -i sysid -u authid

-n userid -p password 

The servername, applid, and sysid are required runtime parameters. The authid is optional unless the default authid
has been changed from the default value of SYSUSR. The following parameters are passed to the application through
the command line:
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-s servername
Specifies the SVDBSPR, SERVERNAME= parameter value

-a applid
Specifies the SVDBSPR, APPLID= parameter value

-i sysid
Specifies the CAICCI Startup JCL SYSID= parameter value

-u authid
Specifies the authid to use

-n userid
Specifies the user ID to pass on the connection

-p password
Specifies the password to pass on the connection

Activate Datacom Server for Auditor z/OS Support

For Datacom Server to be fully auditable by Auditor, a specific load module must be available in the LPA. The CAIXLDB
$ module is provided in the CAYTLPA library for this purpose. If you are using the Datacom Server CAIXLDB$ module, it
must reside in the currently active LPA. You can meet this requirement in one of two ways:

• APF authorize the CAYTLPA library and add it to the LPA.
• Copy the CAIXLDB$ module into an APF Authorized library already in the LPA.

For more information about using the product, see Auditor for z/OS.

Ideal Option for DB2 and Datacom/AD 14.0 to 15.0 Upgrade
Learn about . Learn about steps to complete before beginning the upgrade process. Learn about the recommended order
for upgrading the Ideal for Datacom option for DB2.

Product: Ideal for Datacom Option for DB2

Version: 15.0

OS: z/OS

Ideal for Datacom 15.0 requires Datacom 15.0 with datadictionary that is fully upgraded to 15.0 to provide the new
DOCUMENT entity for use in Ideal for Datacom. The new CAAXLOAD can bring up the 15.0 MUF. Complete the steps in
the Datacom/AD 15.0 documentation for Performing an Active MUF Upgrade to update the datadictionary.

Like version 14.0, Datacom/AD 15.0, does not include CICS modules. The Datacom CICS Services component and IPC
CICS modules are not included on the Datacom/AD 15.0 installation. Install both components, Datacom CICS Services
and IPC, with load libraries concatenated before the CAAXLOAD. Datacom/AD 15.0 can execute with version 14.0 or 15.0
of IPC.

Before Beginning the Upgrade Process

1. Back up your complete Ideal for Datacom environment using VLSUTIL for all VLS files.
2. Use Datacom DBUTLTY to back up the datadictionary and CXX.
3. Complete the SMP/E install process using the Readme for Datacom/AD 15.0 solution RI88629 documentation.
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Recommended Order for Upgrading Your Ideal for Datacom Option for DB2 Environment

1. Upgrade Datacom/AD to 15.0 and follow instructions for Performing an Active MUF Upgrade to upgrade the
datadictionary and Dynamic Systems Tables, preserving all Ideal for Datacom entities. See the README for Datacom/
AD solution RI88629.

2. Upgrade IPC to 15.0 and concatenate the load library ahead of Datacom/AD 15.0 to verify the environment. Ideal
for Datacom 14.0 can function with some minor discrepancies with IPC 15.0. However, Ideal for Datacom 15.0 is
recommended to execute with IPC 15.0. See the README for IPC solution RI64942.

NOTE
Until IPC is upgraded, IPC 14.0 libraries can be concatenated before the Datacom/AD 15.0 libraries and
function with Ideal for Datacom 14.0.

3. Upgrade Ideal for Datacom to 15.0 for complete compatibility with IPC 15.0. See the Readme for Datacom IDEAL
solution RI65881.

4. Upgrade Datacom CICS Services to DBC 15.0. There are no specific upgrade processes. Therefore, DBC 15.0 can
be installed and the load library can be concatenated ahead of your Datacom/AD load library. This action verifies the
environment before or after the Datacom/AD upgrade process. See the Readme for Datacom CICS Services solution
RI67398.

Ideal Option for DB2 and Datacom/AD 14.0 to 15.1 Upgrade
Upgrade instructions for Ideal Option for DB2 and Datacom/AD 14.0 to 15.1. View product, versions, operating system,
prerequisite steps, order for upgrade steps.

Product:

Ideal™ for Datacom Option for DB2

Versions:

15.0, 15.1

OS:

z/OS

Ideal for Datacom 15.0 requires Datacom 15.0 with Datadictionary fully upgraded to 15.0 to provide the new DOCUMENT
entity for use in Ideal for Datacom. The new CAAXLOAD can bring up the 15.1 MUF. Complete the steps in the Datacom/
AD 15.1 documentation for performing an active MUF upgrade to update the Datadictionary. Datacom/AD 15.1, does
not include CICS modules. The Datacom CICS Services component and IPC CICS modules are not included on the
Datacom/AD 15.1 installation. Install both components, Datacom CICS Services and IPC, with load libraries concatenated
before the CAAXLOAD.

Before Beginning the Upgrade Process

1. Back up your complete Ideal for Datacom environment using VLSUTIL for all VLS files.
2. Use Datacom DBUTLTY to back up the Datadictionary and CXX.
3. Complete the SMP/E install process using the Readme for Datacom/AD 15.1 documentation.

Recommended Order for Upgrading Your Ideal™ for Datacom Option for DB2 Environment

1. Upgrade Datacom/AD to 15.1 using the Performing a 14.0  to 15.1 Active MUF Upgrade documentation.
2. Upgrade IPC to 15.1 and concatenate the load library ahead of Datacom/AD 15.1 using the README for IPC 15.1

documentation.
3. Upgrade Ideal™ for Datacom to 15.1 using the Readme for Ideal 15.1 documentation.
4. Upgrade Datacom CICS Services to 15.1 using the Readme for Datacom CICS Services 15.1 documentation.
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Ideal Option for DB2 and Datacom/AD 15.0 to 15.1 Upgrade
Ideal option for DB2 and Datacom/AD 15.0 to 15.1 upgrade instructions. Review product, versions, operating system,
prerequisite steps, and recommended order for upgrade steps.

Product:

Ideal™ for Datacom Option for DB2

Versions:

15.0, 15.1

OS:

z/OS

Ideal™ for Datacom 15.0 requires Datacom 15.0 with Datadictionary fully upgraded to 15.0 to provide the new
DOCUMENT entity for use in Ideal™ for Datacom. The new CAAXLOAD can bring up the 15.1 MUF. Upgrading from
Datacom/AD 15.0 with Datadictionary 15.0 only requires the SMP/E installation. Datacom/AD 15.1, does not include
CICS modules. The Datacom CICS Services component and IPC CICS modules are not included on the Datacom/AD
15.1 installation. Install both components, Datacom CICS Services and IPC, with load libraries concatenated before the
CAAXLOAD.

Before Beginning the Upgrade Process

1. Back up your complete Ideal™ for Datacom environment using VLSUTIL for all VLS files.
2. Use Datacom DBUTLTY to back up the Datadictionary and CXX.
3. Verify that the Datadictionary is 15.0 by checking for message DB00915I in the MUF job to confirm DBID 2 and 15 are

“ DEFINITION VERSION 15.0”.
4. Complete the SMP/E install process using the Readme for Datacom/AD 15.1 documentation.

Recommended Order for Upgrading Your Ideal™ for Datacom Option for DB2 Environment

1. Upgrade Datacom/AD to 15.1. Upgrade from Datacom/AD 15.0 requires the SMPE installation only. Replace the
Datacom/AD 15.0 CAAXLOAD with the Datacom/AD 15.1 CAAXLOAD.

2. Upgrade IPC to 15.1 and concatenate the load library ahead of Datacom/AD 15.1 using the Readme for IPC 15.1
documentation.

3. Upgrade Ideal™ for Datacom to 15.1 using the Readme for Ideal 15.1 documentation.
4. Upgrade Datacom CICS Services to 15.1 using the Readme for Datacom CICS Services 15.1 documentation.
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