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Announcements and News
News about your product, conferences, and community events.

Mainframe Topology is Zowe API ML V2 conformant
Mainframe Topology earned V2 Zowe Conformant status. The Zowe Conformance Program aims to give users
the confidence that when they use a product, app, or distribution that leverages Zowe they can expect a high
level of common functionality, interoperability, and user experience. For more information, see Integrate with API
Mediation Layer.

New Security Advisories Consolidated CSV FIle
Broadcom now offers a .CSV file that contains a consolidated list of security advisories affecting all supported
Broadcom mainframe products. This file lets you easily search the Common Vulnerabilities and Exposures (CVE)
information and access the Security Advisory articles that include more details and context about the security or
integrity exposure. Broadcom updates this file daily. For CSV download instructions, see this Broadcom Support
article (login required).

Mainframe Technical Exchanges: April, June, and October 2023
Join us for the Mainframe Technical Exchanges in person in Prague, Czech Republic (April 18-20), in Plano,
Texas (June 13-15), and virtually on October 3-5. Connect with Mainframe Experts who will share the latest
technical education and product demos and respond to your questions and feedback. These no-cost educational
events are a great way to network with peers and experts from across the globe.
Bookmark this page for current registration and event information.

Custom Maintenance Acquisition Interface
Use the Create Service Order Online Interface to order, download, and receive maintenance packages for
Broadcom mainframe product solutions. This option is more streamlined than using the SMP/E Internet Service
Retrieval batch JCL option and requires no firewall changes.

Direct Product Acquisition into z/OSMF
A new GIMZIP download option is available to acquire a portable software instance from a secure Broadcom
download server directly from z/OSMF. To determine if your product is GIMZIP enabled, see Mainframe Products
using z/OSMF for Software Management.

Consolidated Product Lifecycle Overview
Use the new Broadcom Mainframe Product Lifecycle Page to determine the end-of-service (EOS) or end-of-life
(EOL) support dates for Broadcom mainframe products and releases. This information is useful when planning
installations and upgrades.

Chorus Software Manager (CSM) End of Life
As part of our ongoing commitment to customer success and to help our customer base achieve their strategic
business initiatives, we are investing our resources in z/OSMF for software management. We are discontinuing
technical support for CSM effective June 30, 2023. Thereafter, CSM will have limited functionality. In accordance
with the terms and conditions, guidelines, and parameters of Broadcom’s support program, which is documented
in the Broadcom Software Maintenance Policy Handbook, this announcement provides written notification of
End of Life for CSM. For full details, see the End of Life Announcement. If you do not have CSM installed, we
recommend that you install z/OSMF to manage your software. For installation and usage details, see the IBM
documentation and the Broadcom product installation best practices at techdocs.broadcom.com.

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To
migrate existing environments, see Migrate SMP/E Environments to z/OSMF.
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Release Notes
This release notes article explains the key features and details for Mainframe Topology release 1.0.

Mainframe Topology produces a knowledge base of various entities and their relationships on your z/OS operating
system. This knowledge base may be used by system administrators and application programmers to understand the
operation of your datacenter.

GA Continuous Delivery Release
We are pleased to present you with the Generally Available (GA) Continuous Delivery (CD) release of Mainframe
Topology. We enhance this version using the CD model, which provides new features and product fixes to you faster with
easier deployment.
In the CD release model:

• Enhancements are delivered in the maintenance service stream as feature PTFs. New product features and fixes are
no longer bundled together.

• Enhancements are delivered disabled where possible to give you more control over when and how the features
are implemented. With new features disabled, you control when to make the new features available for use in your
environment. Explicit action is required to enable the feature.

• Product validation programs are available so that you can influence feature design and test new features and
capabilities before they are made generally available (GA). For more information about these programs, go to
validate.broadcom.com or contact your product manager.

• Individual product fixes are provided when needed, separate from product features. You can apply product fixes
without enabling new features, which limits exposure to more features being applied in a production environment.
These changes can limit SMP/E dependencies that were forced previously by bundling features and fixes together.

After full integration and regression testing with other Broadcom mainframe products, the enhancement and product
fixes are added into the Broadcom Recommended Service for z/OS (CARS), ensuring product quality and the integrity
of your environment. CARS is an important part of a good preventive maintenance philosophy that lets you develop and
implement a proactive maintenance strategy in which you apply preventive maintenance on a regular schedule.

IMPORTANT
Use SMP/E Internet Service Retrieval to acquire product maintenance. This service uses the IBM SMP/E
RECEIVE ORDER command and can reduce hours of maintenance time to just minutes. You can acquire
maintenance on demand or can schedule an SMP/E job to run regularly, which eliminates time-consuming fix
searches and the need to select maintenance manually through the Broadcom Support Portal.

New Features
The new features in this Mainframe Topology release offer you increased flexibility and efficiency. We release features
using PTFs for simple installation.

Mainframe Topology Version 1.0 provides the following enhancements. To ensure availability of all features and fixes,
ensure that your products are current on maintenance. We recommend that you use the SMP/E Internet Service Retrieval
to have maintenance that is downloaded and received automatically on your system regularly.

TIP
Use this link to view the PTF numbers for each new feature in this article. The PTFs in this link are
updated programmatically so you always have access to the current New Feature PTFs.
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New 1.1.0 PTF Now Available (LU09804)

A new PTF 1.1.0 is now available. This PTF applies all maintenance and new feature PTFs up to the specified
modification level and supersedes all previously published PTFs. This PTF includes the following features:

• Mainframe Topology Extractor can now be run in parallel on different LPARs, for improved performance. For more
information, see Run Multiple Extractor Jobs.

• You can use the new Relationship Explorer feature to discover connections between system objects that are not visible
in the Hierarchical View, and to discover more information about all connected objects. For example, you can find
objects that are related by authorization ID, user ID, batch job and other relational properties. For more informations,
see Use the Relationship Explorer.

z/OSMF Portable Software Instance (PSWI) Installation Now Available
You can now install Mainframe Topology using the IBM z/OSMF web browser-based user interface, which automates and
streamlines many of the required tasks. This feature benefits both experienced installers and installers with less expertise.
For more information, see Install Products Using z/OSMF.

New 1.0.11 PTF Now Available (LU07512)

A new PTF 1.0.11 is now available. This PTF applies all maintenance and new feature PTFs up to the specified
modification level and supersedes all previously published PTFs. This PTF includes the following features:

• The Mainframe Topology UI is now based on React allowing you to receive better and more up-to-date maintenance.
• Mainframe Topology now supports TLS v1.3. TLS v1.3 provides enhanced performance and security. For more

information, see Enable TLS Encryption.
• It is possible to navigate to the connected view by selecting MQ queues. This functionality allows you to display the

topological flows that include an MQ queue of your choice. For more information, see Connected View.
• Mainframe Topology can now process SMF 70 data. This enhancement allows you to gather and display CPC and

LPAR information. For more information, see SMF Record Types.
• You can now export product information from the SMF 30 data. This information is provided in the CSVSTC.CSV

file. Also, a new file CSVLPR.CSV is available for export. The new file provides LPAR information. You can use this
additional data for being imported in a CMDB system and having a better representation of your system. For more
information, see Export Database.

New 1.0.09 PTF Now Available (LU06619)

A new PTF 1.0.09 is now available. This PTF applies all maintenance and new feature PTFs up to the specified
modification level and supersedes all previously published PTFs. This PTF includes the following features:

• Default dictionaries are now available for processing CICS SMF records. Thank to the default dictionary provided
within Topology, you no longer need to search for SMF data that contains the necessary dictionaries. For more
information about dictionaries for CICS SMF record, see CICS SMF Data.

New PTF Tracking Element (LU07214)

This PTF enables you to use a feature in SYSVIEW called Product PTF Analysis. The PTF delivers elements that contain
metadata for all published PTFs for Mainframe Topology. Product PTF Analysis combines PTF tracking elements from
your run-time XML library with maintenance data that is found in your product SMP/E installation CSI library.

New 1.0.08 PTF Now Available (LU05769)

A new PTF 1.0.08 is now available. This PTF applies all maintenance and new feature PTFs up to the specified
modification level and supersedes all previously published PTFs. This PTF includes the following features:
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• It is possible to export current data from Mainframe Topology in CSV format. The primary purpose is to be able
to import this data into any CMDB service that the customer is using and which supports CSV import. For more
information, see Export Database.

• A new view has been introduced. The Compact view displays the connections in a compact format helping you to view
the transaction flow focusing on the transaction level. For more information, see Compact View.

• It is possible to select MQ managers and Db2 subsystems in the Component view. Now you can display the topological
flows that include these two types of nodes. For more information, see Component View.

• Db2 and MQ subsystems are now available in the Hierarchy view allowing you to browse more topological elements.
For more information, see Use the Hierarchical View.

• It is now possible to process CICS SMF data from SYSVIEW. This enables a more streamlined experience for users
that also avail of SYSVIEW. For more information, see SYSVIEW SMF Data.

New 1.0.07 PTF Now Available (LU04683)

A new PTF 1.0.07 is now available. This PTF applies all maintenance and new feature PTFs up to the specified
modification level and supersedes all previously published PTFs. This PTF includes the following features:

• It is now possible to display the connections between CICS transactions and MQ queues allowing you to have a
broader understanding of the topological layout of your system.

• A new view has been introduced. The Component view displays the aggregated topological layout of all the transaction
flows based on a selected component, allowing you to focus on the selected component. The Component view
displays the connections at a component level. For more information, see Component View.

• Datacom support has ended. SQLite has been introduced and is now the supported database. You can now use
Mainframe Topology with no need of configuring the database.

New 1.0.05 PTF Now Available (LU03490)

A new PTF 1.0.05 is now available. This PTF applies all maintenance and new feature PTFs up to the specified
modification level and supersedes all previously published PTFs. This PTF includes the following features:

• It is now possible to display the connections between CICS transactions and Db2 packages allowing you to have a
broader understanding of the topological layout of your system.

New 1.0.04 PTF Now Available (LU03327)

A new PTF 1.0.04 is now available. This PTF applies all maintenance and new feature PTFs up to the specified
modification level and supersedes all previously published PTFs. This PTF includes the following features:

• It is possible to integrate Mainframe Topology with Zowe API ML. The Zowe API ML provides a single point of
access for mainframe service REST APIs. The layer offers enterprise, cloud-like features. For more information, see
Integrate with API Mediation Layer.

• It is possible to filter which STC types to display in the hierarchical view allowing you to focus on the STC nodes of
your interest.

• Icons have been added to the UI for a better user experience.

New 1.0.02 PTF Now Available (LU02147)

A new PTF 1.0.02 is now available. This PTF applies all maintenance and new feature PTFs up to the specified
modification level and supersedes all previously published PTFs. This PTF includes the following features:

• The web user interface can be accessed using Google Chrome, Mozilla Firefox, Microsoft Edge, and Safari.
• The interaction with both the hierarchical and connected views is smoother and large graphs are rendered quickly.
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New 1.0.01 PTF Now Available (LU01429)

A new PTF 1.0.01 is now available. This PTF applies all maintenance and new feature PTFs up to the specified
modification level and supersedes all previously published PTFs. This PTF includes the following features:

• A loading spinner is added to the UI. The loading spinner indicates that the graph is still loading.

Release Compatibility and Support
Release compatibility and support information lets you see all of the tools Broadcom offers to assist in the product
lifecycle.

The following resources are available from Broadcom Support Online:

• Broadcom Mainframe Installation and Maintenance Tools
• Mainframe Software Security Advisories (login required)
• Broadcom Mainframe Product Maintenance Solutions List
• Mainframe Topology Maintenance Solutions List (login required)
• Recommended Service for z/OS (CARS)
• Mainframe Topology Release and Support Lifecycle Dates (login required) or search for other Product Lifecycle Details

(login required)
• Mainframe Compatibilities
• Mainframe Topology Compatibilities
• Broadcom Support Network Details

For other technical insights and to consult your peers and product management, monitor our global communities:

• Broadcom Mainframe Software Division (MSD) Microsite
• Broadcom Mainframe Software Communities
• Mainframe Topology community

Deprecated Features
Review the deprecated features in this release so you can plan accordingly.

This release includes the following deprecated features:

• Mainframe Topology 1.0.05 is the last release to support Datacom as database. From release 1.0.07, SQLite is the
supported database.

Product Names and Abbreviations
This article defines the acronyms and product names that are referenced in this documentation.

This documentation references the following products and abbreviations:

• Mainframe Topology (Mainframe Topology)
• ACF2™ for z/OS (ACF2)
• Broadcom Recommended Service for z/OS (CARS)
• CA 7 Workload Automation (CA 7)
• Chorus™ Software Manager (CSM)
• ESP Workload Automation (ESP)
• SMF Director (SMF Director)
• SYSVIEW® Performance Management (SYSVIEW)
• Top Secret® for z/OS (Top Secret)
• Zowe API ML (Zowe API ML)
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Third-Party Software Agreements
Inclusion of a third-party software agreement indicates that the noted third-party software is part of this release.

The following copyright statements and licenses apply to open source software (“OSS”) distributed with the Mainframe
Topology product (the “Licensed Product”). The term “Broadcom” refers solely to the Broadcom Inc. corporate affiliate that
distributes the Licensed Product. The Licensed Product does not necessarily use all the noted OSS and may also only
use portions of a given OSS component.

To the extent required under an applicable open source license, Broadcom will make source code available for applicable
OSS upon request. Please send an inquiry to opensource@broadcom.com including your name, address, the product
name and version, operating system, and the place of purchase.

To the extent the Licensed Product includes OSS, the OSS is typically not owned by Broadcom. THE OSS IS PROVIDED
AS IS WITHOUT WARRANTY OR CONDITION OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. To the full extent permitted under applicable law, Broadcom and its corporate affiliates disclaim all warranties
and liability arising from or related to any use of the OSS.

To the extent the Licensed Product includes OSS licensed under the GNU General Public License (“GPL”) or the GNU
Lesser General Public License (“LGPL”), the use, copying, distribution and modification of the GPL OSS or LGPL OSS is
governed, respectively, by the GPL or LGPL. A copy of the GPL or LGPL license may be found with the applicable OSS.
Additionally, a copy of the GPL License or LGPL License can be found at https://www.gnu.org/licenses or obtained by
writing to the Free SoftwareFoundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA.

To view each license, download the attached zip file.
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Installing
Review the steps to acquire, install, deploy, and configure your product.

Standard SMP/E installation and maintenance best practices are used to install and maintain Broadcom mainframe z/OS
products. The installation process includes all the tasks that are typically performed by a systems programmer to acquire
the products and make them ready for use in a production environment.

You can install Broadcom mainframe product software using IBM z/OSMF, CSM, or native SMP/E batch processing.

NOTE
z/OSMF installation is not available for every product.

z/OSMF and CSM are intuitive web-based tools that automate and simplify many installation activities on z/OS systems.
These applications also make obtaining and applying corrective, preventive, and recommended maintenance easier.

The following graphic provides a high-level overview of the installation process for Broadcom mainframe products:
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These steps are described in the following procedure:

1. Prepare for the installation by reviewing best practices and verifying that the software, hardware, security, and other
installation requirements have been met.

2. Acquire the product software using one of the following methods:
– From Broadcom Support, download a z/OSMF (filename.zOSMF.pax.Z) or classic SMP/E JCL (filename.pax.Z)

package. Only one can be selected.
NOTE
If a z/OSMF package is not available, select the SMP/E JCL package. A z/OSMF package is not available
for all products.

– From CSM, select a classic SMP/E JCL package from the product list. You cannot acquire a z/OSMF portable
software instance from CSM.

3. Perform an SMP/E installation to install the product software using one of the following methods:
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– If you downloaded a z/OSMF package from Broadcom Support, install using z/OSMF Deployments.
– If you downloaded a classic SMP/E JCL package from Broadcom Support, use either of the following options:

• Install using native SMP/E JCL
• Install using CSM

– If you downloaded a classic SMP/E JCL package from CSM, start the installation process from the SMP/E
Environments tab in CSM.

4. Install maintenance using z/OSMF Software Update, SMP/E JCL, or CSM.
NOTE
Use SMP/E Internet Service Retrieval to download and receive maintenance. This service lets you acquire
maintenance on demand and to schedule an SMP/E job to run as needed. The SMP/E Internet Service
Retrieval can reduce hours of maintenance time to just minutes, making your system programmers more
productive and allowing them to focus on higher value tasks. Migrate existing CSIs to z/OSMF and use z/
OSMF Software Update to manage software updates.

5. Finalize the installation:
– Configure your product.
– Deploy your product.
For these tasks, use the methods that your product supports and in the preferred sequence per your site.

Prepare for Installation
Review this topic to prepare to install, configure, and deploy your Broadcom product software.

To install your product, we recommend that you understand:

• JCL
• TSO/ISPF
• Your organization IT environment, enterprise structure, and region structure
• z/OS environment and installing software in this environment
• z/OS UNIX System Services

Consult with the following personnel, as required:

• Security Administrator for access
• Storage Administrator for DASD allocations
• Systems Programmer for z/OS

TIP
If you plan to use z/OSMF to install or configure your product, review the installation best practices, which
include comprehensive z/OSMF video training from IBM.

You can install this release of your product and can continue to use an older release in another SMP/E environment. If you
plan to continue to run a previous release, consider the following points:

• When you install the product into an existing SMP/E environment, the new installation deletes previous releases in that
environment. We recommend that you install into a new CSI.

• If you acquired your product using SMP/E JCL, select different target and distribution zones for your new release from
where your current release is installed. The new zones use different libraries than your current release.

NOTE
CSM installs a product into a new SMP/E environment by default. You can select an existing SMP/E
environment from your working set.

• Define DDDEF entries in your new zones to point SMP/E to the proper libraries for installation. Ensure that they point
to the new release libraries.
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Installation Checklist
Use this installation checklist to plan and execute your product installation.

This checklist summarizes the required tasks for a base installation (first-time installation) in the order that you should
perform them. The checklist includes a brief description of the tasks, with links to the comprehensive information required
for the installation. The checklist also identifies the roles that are typically required to complete the task, which enables
the pre-installation planning team (systems programmer, security administrator, and so on) to focus on the tasks for which
they are responsible. Use the Status column to track your progress.

NOTE
You can often perform the security-related tasks in parallel with the other installation and configuration tasks.

To download an Excel spreadsheet of this checklist, click here.

Prepare for Installation

Task Description Role Time Estimate Status

Review the Installation
best Practices

• Manage Security and
Integrity Fixes.

• Configure SMP/
E Internet Service
Retrieval for
maintenance.

• Implement a
proactive preventive
maintenance strategy

• Sign up
for hiper notifications.

• Apply IBM
maintenance.

• Review IBM z/OSMF
training videos.

• Systems Programmer
• Security Administrator

20 minutes Complete, In-progress, or
N/A.

Address Software
Requirements

• IBM-supported
release of z/OS
(see Mainframe
Compatibilities)

• A supported version
of  ACF2,  Top Secret,
or IBM RACF

• A supported
version of Common
Components and
Services

• IBM DFSort or
SyncSort

• Java 8

Systems Programmer 10 minutes Complete, In-progress, or
N/A.

Address Security
Requirements

Designate the user ID
to run the Mainframe
Topology API server STC

Security Administrator 50 minutes Complete, In-progress, or
N/A.

Address Storage
Requirements

A zFS file system with at
least 500 MB of free disk
space available

• Systems Programmer
• Security Administrator

5 minutes Complete, In-progress, or
N/A.
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Address Deployment
Requirements

A TCP/IP port available
to be assigned for the
Mainframe Topology API
server

Systems Programmer 10 minutes Complete, In-progress, or
N/A.

Print the Installation
Worksheet

Use the installation
worksheet to keep
track of the installation
parameters.

• Systems Programmer
• Security Administrator

5 minutes Complete, In-progress, or
N/A.

Select an Installation
Method

Native SMP/E JCL, or
CSM

Systems Programmer 5 minutes Complete, In-progress, or
N/A.

Install Mainframe Topology

Task Description Role Time Estimate Status
Install Products Using z/
OSMF Deployments
or
Install Products Using
SMP/E JCL
or
Install Products Using
CSM

Create the product
SMP/E and runtime
environment (SMP/E data
sets, target libraries, and
distribution libraries).

Systems Programmer 90 minutes Complete, In-progress, or
N/A.

Maintain Products Using
z/OSMF Software Update
or
Maintain Products Using
SMP/E JCL
or
Maintain Products Using
CSM

Apply all PTFs required
to bring Mainframe
Topology to current
maintenance.
• Download

maintenance
(corrective and
preventive)
automatically using
SMP/E Internet
Service Retrieval
or manually from
Broadcom Support.

• Obtain the current
SMP/E HOLDDATA
(download the
external HOLDDATA
file).

• Receive, apply, and
accept maintenance.

Systems Programmer Depends on the number
of fixes. Usually per fix,
10 minutes.

Complete, In-progress, or
N/A.

Configure Mainframe Topology

Task Description Role Time Estimate Status

Complete the
Configuration Tasks

• Determine the space
to be reserved on the
disk

• Generate and run the
configuration jobs

Systems Programmer 1 hour Complete, In-progress, or
N/A.
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Configure User IDs Set up runtime and
security privileges for
User IDs

Security Administrator 30 minutes Complete, In-progress, or
N/A.

Configure the API Server
for TLS

• Create a key ring
in your security
manager

• Enable TLS
Encryption

Security Administrator 2 hours Complete, In-progress, or
N/A.

Configure the API Server
for SAF Authorization

Configure SAF
authorization using your
security manager

Security Administrator 2 hours Complete, In-progress, or
N/A.

Verify the Installation Access the UI and
browse the topological
data (seeDay 1 Task
Checklist)

System Programmer 30 minutes Complete, In-progress, or
N/A.

(Optional) Integrate Mainframe Topology

Task Description Role Time Estimate Status

(Optional) Integrate with
API ML

Verify whether you
must integrate Mainframe
Topology with Zowe API
ML

• Systems Programmer
• Security Administrator

40 minutes Complete, In-progress, or
N/A.

Review Installation Best Practices
Before you begin the installation process, review these installation best practices.

Manage Security and Integrity Fixes

Broadcom offers Security and Integrity maintenance that addresses a security or integrity exposure. We categorize this
maintenance as a “SECINT” or “Security or Integrity” fix type using our mainframe software packaging system. With
each Security or Integrity Fix, Broadcom also offers access to Security Advisory articles that include more details and
context about a security or integrity exposure. Each article details the CVSS score, the CVSS Vector String, the affected
components, and the CVE numbers, if applicable. This central resource offers self-service information and an email
subscription service to be alerted about new security advisories.

Business Value:

This maintenance lets you quickly identify and apply security or integrity maintenance. The proactive notifications let you
address security issues immediately.

More information:

Maintain Security and Integrity Fixes

Broadcom Security Advisories Portal

Configure SMP/E Internet Service Retrieval for Product Maintenance

Configure SMP/E Internet Service Retrieval to eliminate the need to download maintenance manually. This service uses
the IBM SMP/E RECEIVE ORDER command to acquire Broadcom mainframe product maintenance. This service enables
you to acquire maintenance on demand or to schedule an SMP/E job to run as needed.
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If you are an existing CSM customer, you can also use this service to download maintenance and dramatically reduce the
time that is required to download PTFs.

With SMP/E Internet Service Retrieval, you can make service requests for maintenance on demand or as scheduled
jobs that enable a more automated approach to downloading maintenance. To create a service order request online from
secure Broadcom download servers, see Use the Create Service Order Online Interface. This option is more streamlined
than using the SMP/E Internet Service Retrieval batch JCL option and requires no firewall changes.

Business Value:

SMP/E Internet Service Retrieval can reduce hours of maintenance time to just minutes, making your system
programmers more productive and allowing them to focus on higher value tasks. SMP/E Internet Service Retrieval:

• Eliminates time-consuming fix searches and the need to select maintenance manually from the Broadcom Support
portal

• Automates delivery of Broadcom maintenance directly to your mainframe
• Fulfills orders based on the status of your SMP/E environments
• Enables scheduling of maintenance downloads
• Facilitates an easier installation of Recommended and Preventive service

More information:

Configure SMP/E Internet Service Retrieval

Implement a Proactive Preventive Maintenance Strategy

Use CARS to implement a proactive preventive maintenance strategy. CARS is patterned after the IBM preventive
maintenance model, Recommended Service Upgrade (RSU). With CARS, you can install preventive maintenance for
most Broadcom z/OS based products consistently on a schedule that you select (monthly, quarterly, annually). You
can follow the same schedule that you use to apply IBM maintenance, or you can implement a schedule for Broadcom
products only.

Business Value:

Keeping your products current with maintenance helps your team remain productive and minimizes errors while safely
protecting your systems. If you do not install preventive maintenance regularly, you risk encountering known problems for
which we have published and tested fixes. Early notification about the potential need to apply a required fix helps avoid
unscheduled downtime and assists you in proactively maintaining your software.

More information:

Recommended Service for z/OS

Sign up for Product Update Notifications

Sign up for product update notifications for all Broadcom products so that you receive notification of potential problems for
your products as soon as possible. Subscribe to critical alerts and other product notifications like security advisories within
the Broadcom Support portal. Sign in and select Notification Settings under your user name and profile. Select the alerts
that you want. Your preferences are automatically saved.

Business Value:

Early notification about the potential need to apply a required fix helps avoid unscheduled downtime and assists you in
proactively maintaining your software.

Apply IBM Maintenance

Apply IBM maintenance for z/OSMF, SMP/E, and other components and products that are used during the software
installation process using the following FIXCAT:
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IBM.DrivingSystem-RequiredService

Obtain the latest IBM HOLDDATA and run the SMP/E REPORT MISSINGFIX command to determine whether any
required PTFs are missing:
SET BDY(GLOBAL),

REPORT MISSINGFIX ZONES(ZOS24)

  FIXCATA(IBM.DrivingSystem-RequiredService).

Business Value:

Missing APARs can affect the operation or performance of your product.

Review z/OSMF Training Videos

The following training is offered to help you and your team learn z/OSMF basics. We recommend that all members of your
installation team review these videos before they use z/OSMF:

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To migrate
existing environments, see Migrate SMP/E Environments to z/OSMF.

• Review IBM's z/OSMF Tutorials
• ServerPac Installation with z/OSMF: Tutorial 1 - Gain Access
• z/OSMF Management Facility
• z/OSMF Training - Introduction, Process, and Impact to Existing Customers 200

Business Value:

You and your team receive training so you can work efficiently in the IBM z/OSMF interface.

Software Requirements
The following software is required when installing Mainframe Topology.

• IBM-supported release of z/OS (see z/OS Compatibility Matrix)
NOTE
From Mainframe Compatibilities, select the type of compatibility information you are interested in viewing. For
example, Db2, z/OS, CICS.

• A supported version of ACF2,  Top Secret, or IBM RACF.
• A supported version of Common Components and Services. Mainframe Topology requires the LMP component of the

CAIRIM service.
NOTE
If other Broadcom mainframe products are installed at your site, the  Common Components and Services
might already be installed.

• IBM DFSort or SyncSort
• Java 8

Security Requirements
To complete installation and configuration tasks, you need the following security privileges.

Ensure that you have designated the user ID to run the Mainframe Topology API server STC. This user ID needs access
to the USS.
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Storage Requirements
Ensure that you have the following storage available.

Ensure that you have a zFS file system with at least 500 MB of free disk space available.

Deployment Requirements
Review and complete the following tasks before beginning the deployment process.

Ensure that you have a TCP/IP port available to be assigned for the Mainframe Topology API server. This is a prerequisite
to ensure that the server is accessible from a work station.

Installation Worksheet
Use the Mainframe Topology installation worksheet, to keep track of installation and configuration-related information.

During the installation and the configuration, you are asked to provide information, such as names of particular data sets,
directories, or user credentials. The information is provided by editing the macros TPLSEDIT and TPLSDEDT and other
members. You may be asked to provide the same information at different stages in the installation process.

To help you tracking this information, you may print and use the installation worksheet that is provided below.

Table 1: Mainframe Topology Parameters

The following configuration parameters cannot be modified after the installation.

Your Site Value Description Parameter Default Macro

1 USS directory where
you installed the
USS files (installation
directory)

• pathprefix1
• installpath

/cai/tpl/install • TPLSEDIT
• TPLSDEDT

2 USS Directory that
contains the Java
runtime

• SMPJHOMEPATH
• javahome

/usr/lpp/java/V.R/ • TPLSEDIT
• TPLSDEDT

3 JOBCARD for jobs to
be submitted

JOBCARD JOBNAME
JOB (ACCT
INFO),'&MEM',CLASS=X,
MSGCLASS=X,NOTIFY=&SYSUID,LINES=9999,TIME=1440

• TPLSEDIT
• TPLSDEDT

4 SMS volume
specification, that
will be used when
creating the product
customized and
deployment data sets.

DVOLINFO "MGMTCLAS=XXXXXXX,STORCLAS=XXXXXXXX,DATACLAS=XXXXXXXX"
or
"VOL=SER=XXXXXX,UNIT=YYYYYY"

TPLSDEDT

5 SMS volume
specification, that
will be used when
creating the USS file
system data sets for
deployment

UDVLINFO "MGMTCLAS(XXXXXXX)
STORCLAS(XXXXXXXX)
DATACLAS(XXXXXXXX)"
or
"VOLUME(XXXXXX)"

TPLSDEDT
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Your Site Value Description Parameter Default Macro

6 SMS volume
specification, that
will be used when
creating the product
and SMP/E data sets

VOLINFO "MGMTCLAS=XXXXXXX,STORCLAS=XXXXXXXX,DATACLAS=XXXXXXXX"
or
VOL=SER=XXXXXX,UNIT=YYYYYY"

TPLSEDIT

7 SMS volume
specification that
will be used when
creating the CSI
VSAM data set

CSIVOLINF "MGMTCLAS(XXXXXXX)
STORCLAS(XXXXXXXX)
DATACLAS(XXXXXXXX)"
or
"VOLUME(XXXXXX)"

TPLSEDIT

8 SMS
volume specification
that will be used
when creating the
zFS filesystem with
installation files

USSVOLINF "MGMTCLAS(XXXXXXX)
STORCLAS(XXXXXXXX)
DATACLAS(XXXXXXXX)"
or
"VOLUME(XXXXXX)"

TPLSEDIT

9 SMP/E high level
qualifier for your
GLOBAL ZONE

GLOBALHLQ CAI TPLSEDIT

10 SMP/E high
level qualifier for
your CAIT0 TARGET
ZONE

CAIT0HLQ CAI TPLSEDIT

11 High level qualifier of
the product data set

PRODHLQ CAI TPLSDEDT

12 High level qualifier of
the data sets for the
deployment USS file
system

• USSFSHLQ
• UDPLHLQ

CAI • TPLSEDIT
• TPLSDEDT

13 Prefix for the
SMPTLIB data set

SMPETEMP CAI TPLSEDIT

14 Disk unit name DISKUNIT 3390 TPLSEDIT
15 Name of the Target

Zone name within CSI
or default to CAIT0

ZNCAIT0 CAIT0 TPLSEDIT

16 Name of the
Distribution Zone
within CSI or default
to CAID0

ZNCAID0 CAID0 TPLSEDIT

17 High level qualifier of
the data sets where
you store customized
members

DPLYHLQ CAI TPLSDEDT

19 Primary allocation of
the zFS deployment
data set (in cylinders)

UDPLPRI 500 TPLSDEDT

20 Secondary
allocation of the zFS
deployment data set
(in cylinders)

UDPLSEC 200 TPLSDEDT

 20



 Mainframe Topology 1.0

Your Site Value Description Parameter Default Macro

21 USS directory
containing the USS
files that are used
for operation such
as configuration files
or logs (deployment
directory)

deploypath /cai/tpl/deploy TPLSDEDT

Table 2: Mainframe Topology Parameters

The following configuration parameters can be modified after the installation by editing the TPLCONF job.

Your Site Value Description Parameter Default Macro

18 High level data set
prefix for the position
where to allocate
the work files for
Mainframe Topology
Extractor-Aggregator

WORKHLQ CAI.WORK TPLSDEDT

22 Storage class for
allocating the work
files of the Mainframe
Topology Extractor-
Aggregator job

WSTORCLAS WORK TPLSDEDT

23 Expected amount, in
thousands, of CICS
transactions of SMF
type 110 class 3
(performance) data
that is processed by
one run of Mainframe
Topology (typically
once a day)

CICSEXP 10 TPLSDEDT

24 Expected amount, in
thousands, of SMF
30 records (subtype
2 and 3) data that is
processed by one
run of Mainframe
Topology (typically
once a day)

SMF30EXP 10 TPLSDEDT

25 Expected amount, in
thousands, of SMF
101 records (subtype
1) data that is
processed by one
run of Mainframe
Topology (typically
once a day)

DB2EXP 10 TPLSDEDT
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Your Site Value Description Parameter Default Macro

26 Expected amount, in
thousands, of SMF
116 records (subtype
1 and 2) data that is
processed by one
run of Mainframe
Topology (typically
once a day)

MQEXP 10 TPLSDEDT

27 SYSVIEW SMF
record type

SYSVIEW_SMF_TYP
E

255 TPLSDEDT

28 User ID for
running the
Mainframe Topology
API server

TOPOUSER TOPOUSER TPLSDEDT

29 Port on which the
Mainframe Topology
API server runs

APIPORT 10060 TPLSDEDT

30 The data set that
contains the SMF
data

SMF.DATA.HERE See the TPLSERUN
job

Table 3: Zowe API ML Parameters

The following parameters are optional. Fill in the following table only if you implement Zowe API ML. These parameters
can be modified after the installation by editing the TPLCONF job.

Your Site Value Description Parameter Default Macro

31 The service instance
identifier to register in
the installation.

SERVICEID catopology TPLSDEDT

32 Zowe API ML server
host name

APIHOST sample.hostname.co
m

TPLSDEDT

33 The URL of the Zowe
API ML discovery
location service

APIML_DISCOVERY https://sample.com:10
001/eureka/

TPLSDEDT

34 The URL of the Zowe
API ML gateway
location service

APIML_GATEWAY https://sample.com:1
0001/

TPLSDEDT
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Table 4: Security Parameters

The following parameters are mandatory if you implement security. These parameters can be modified after the
installation by editing the TPLCONF job.

Your Site Value Description Parameter Default Macro

35 The method that the
Mainframe Topology
API server uses to
authenticate clients
of Topology API.
Possible values are
SAF and NONE

AUTH_METHOD SAF TPLSDEDT

36 Enables the
authentication of the
user to SAF

TLS_ENABLE YES TPLSDEDT

37 The key alias for the
Mainframe Topology
API method server
certificate

TLS_ATTLS NO TPLSDEDT

38 The key alias for the
Mainframe Topology
API method server
certificate

TLS_KEY_ALIAS topology TPLSDEDT

39 The keyring for the
Mainframe Topology
API server certificate

TLS_KEYRING TOPOLOGY TPLSDEDT

40 Enables using TLS v
1.3

TLSV13_ENABLE NO TPLSDEDT

Install Products Using z/OSMF
Learn how to install product software using z/OSMF.

As a systems programmer, your responsibilities include acquiring, installing, maintaining, and configuring mainframe
products on your systems. z/OSMF lets you perform these tasks for Broadcom mainframe products and mainframe
products from other vendors. z/OSMF lets you manage software on your z/OS systems through a browser at any time,
from any location. By streamlining some traditional tasks and automating others, z/OSMF can simplify some areas of
system management and also reduce the level of expertise that is required for managing system activities. Experienced
users can view, define, and update policies that affect system behavior, monitor system performance, and manage z/OS
software.

As products and vendors adopt z/OSMF services, you can install and maintain all your mainframe products in a common
way according to industry best practices. After configuration is complete, you can execute the product and easily provision
new software instances for use on other systems throughout your environment.

Use the following topics to guide you through the installation process using z/OSMF:

Address z/OSMF Requirements
Provides information about z/OSMF general configuration and security requirements.

Acquire a z/OSMF Portable Software Instance
Provides the steps to acquire the product software from Broadcom Support and register the portable software
instance in z/OSMF.
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Install Product Software Using z/OSMF Deployments
Provides the steps to install (deploy) the portable software instance to an LPAR using z/OSMF Deployments. This
step creates the SMP/E environment and runs the RECEIVE, APPLY, and ACCEPT steps to prepare the software
instance for SMP/E operations. This step also:

• Customizes the data set names that are defined to SMP/E.
• Mounts required USS files if necessary.
• Performs workflow execution to customize the deployed runtime environment for use on a specific z/OS

system.

Import Product Information into z/OSMF
Provides the steps to import the Broadcom product information file so that z/OSMF has access to the latest
product release information. For a list of products using z/OSMF, see Mainframe Products using z/OSMF in the
Mainframe Common Maintenance Procedures documentation.

TIP
See our installation best practices article for a list of comprehensive z/OSMF video training from IBM.

When these tasks are completed, you are ready to install preventive maintenance. You can also configure software
instances using z/OSMF workflows.

Address z/OSMF Requirements
Prepare for installation using z/OSMF by addressing the requirements in this topic.

Before you install your Broadcom mainframe products using IBM z/OSMF, address the installation and security
requirements in the following table:

NOTE
Your systems programmers and security administrators can complete these tasks in parallel.

Task Description Role

Apply required maintenance
for Common Components
and Services (CCS) Version
15.0 (SO12499)

The CCS PTF installs load module stubs for select IBM products into your
installed CCS library hlq.CAW0CALL. If you are prompted during installation
for the data set name of a load library for an IBM product that is not installed,
specify your installed hlq.CAW0CALL data set name.

Systems Programmer

Configure z/OSMF The IBM z/OS Management Facility Configuration Guide is your primary
source of information about how to configure z/OSMF. You can open the IBM
documentation in a separate browser tab for reference during installation of your
products using z/OSMF Deployments. To prevent configuration errors and to
enable z/OSMF Software Update for maintenance, apply all z/OSMF related
maintenance before you begin the installation process.

Systems Programmer,
Security Administrator,
Domain Administrator

Configure z/OSMF security
for ACF2, Top Secret, or
IBM RACF

Configure security in your ESM to authorize users and resources. To prevent
SSL handshake failures when importing product information into z/OSMF, make
sure that you have added the Digicert Intermediate CA certificate to the z/OSMF
keyring. For information, see Import Product Information into z/OSMF.

Security Administrator

Confirm installer privileges Confirm that the installer has read, create, update, and execute privileges
in z/OS. Write access is also required to the UNIX System Services (USS)
directories that are used for the installation process. To deploy a product
that has USS components, the installer's user ID must have access to
the appropriate resource profiles in the UNIXPRIV class, access to the
BPX.SUPERUSER resource profile in the FACILITY class, or UID(0). For
UNIXPRIV, read access is required to SUPERUSER.FILESYS.CHOWN,
SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

Security Administrator
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Task Description Role

Address USS requirements • Create a USS directory to receive the z/OSMF pax file and to perform the
unpack steps.

• Confirm that you have write authority to the USS directories that are used for
the z/OSMF pax installation process.

• Confirm that you have available USS file space.
To download and unpack the pax file, you need free space that is approximately
3.5 times the pax file size in the file system that contains the pax directories. For
example, to download and unpack a 14-MB pax file, you need approximately 49
MB of free space in the file system hosting your pax directory. If you do not have
sufficient free space, error messages like EZA1490I Error writing to data set or
EZA2606W File I/O error 133 can occur.

Systems Programmer,
Security Administrator

Configure SMP/E Internet
Service Retrieval

Lets you receive and download maintenance on a regular cadence or build
custom maintenance packages (order PTFs, APARs, critical, recommended, all,
or just HOLDDATA). This step is our recommended best practice when installing
maintenance and is required to use z/OSMF Software Update. For configuration
details, see the Mainframe Common Maintenance Procedures documentation.

Systems Programmer,
Security Administrator

After these requirements have been addressed, you are ready to acquire a z/OSMF Portable Software Instance or
Configure a Software Instance using z/OSMF Workflows.

Acquire a z/OSMF Portable Software Instance
Learn how to acquire a z/OSMF portable software instance.

As a systems programmer, you can acquire a z/OSMF portable software instance (PSWI) for your product from Broadcom
Support and then add the portable software instance to z/OSMF. The product SMP/E environments are pre-built at
Broadcom, backed up, and made available for download as a PSWI.

The PSWI includes the SMP/E CSI data sets, all associated SMP/E-managed target and distribution libraries, non-SMP/E-
managed data sets, and metadata that is required to describe the PSWI.

The following diagram illustrates the acquisition process:

1. Review the installation best practices and address all requirements.
2. Complete one of the following tasks to Order the z/OSMF Portable Software Instance:

– Download the PSWI to the z/OSMF host from the Broadcom download server.
Before you use this option, complete the one-time security configuration tasks to use the RECEIVE
FROMNETWORK (RFN) process through GIMGTPKG and SMP/E. See Prepare for Secure Internet Delivery.

– Download the PSWI to your laptop and FTP it to a USS directory on the mainframe or download it to z/OS.
3. Register the portable software instance in z/OSMF.
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Prepare for Secure Internet Delivery

Perform the following one-time security configuration steps to instruct the SMP/E RECEIVE command and the
GIMGTPKG service routine to download the PSWI using HTTPS. GIMGTPKG performs the SMP/E RECEIVE
FROMNETWORK TRANSFERONLY command functions. SMP/E supports secure and encrypted download operations
using HTTPS (HTTP over SSL, Secure Sockets Layer). The default z/OS Java truststore manages the certificates.

NOTE
If your site has already configured the server certificate to acquire solutions and process maintenance requests
through https://downloads.broadcom.com, skip this task. Go to order the z/OSMF Portable Software Instance.

1. Download the certificate:
https://ftpdocs.broadcom.com/cadocs/0/certs/digi-inter-new/digicert_intermediate_2031.crt

Record the location on your workstation where the certificate now resides.
2. Upload the certificate as text data to your z/OS system in RECFM=VB and LRECL=84 format. If you use FTP, use the

following commands to avoid truncation:
ASCII

QUOTE SITE WRAP LRECL=84 RECFM=VB

PUT your_PC_file_name 'your.zos.dataset.name'

quit

The certificate now resides on z/OS.
3. Add the certificate to the External Security Manager (ESM) database:

– For ACF2, specify:
SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH yourcertname DSN(‘your.zos.dataset.name’) -

  LABEL(yourlabelname) USAGE(CERTAUTH) TRUST

– For Top Secret, specify:
TSS ADD(CERTAUTH) DIGICERT(yourcertname) LABLCERT(yourlabelname)-

DCDSN(‘your.zos.dataset.name’) TRUST

– For IBM RACF, specify:
RACDCERT CERTAUTH ADD(‘your.zos.dataset.name’) + 

WITHLABEL(‘yourlabelname’) TRUST

The ESM database now includes the certificate.
4. Grant UPDATE access to the IBMFAC(IRR.DIGTCERT.LISTRING) to the user ID submitting the FTP JCL:

– For ACF2, specify:
SET RESOURCE(FAC)

RECKEY IRR ADD( DIGICERT.LISTRING UID(userid) SERVICE(UPDATE) ALLOW)

– For Top Secret, specify:
TSS PER(userid) IBMFAC(IRR.DIGTCERT.LISTRING) ACC(UPDATE)

– For IBM RACF, specify:
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(userid) ACCESS(UPDATE)

The user that submits the FTP JCL can use a virtual CERTAUTH keyring to authenticate the FTP server. The
certificate does not need to be added to the keyring of the FTP user.

The one-time security configuration is complete. You are now ready to Order the z/OSMF Portable Software Instance.

Order the z/OSMF Portable Software Instance

You can order the z/OSMF portable software instance from the Broadcom Support and download the PSWI using GIMZIP
to z/OSMF or download the PSWI to a local z/OSMF host as a single pax file. You can download directly to the mainframe
or you can download to your workstation and then transfer the pax file to the mainframe. A file transfer utility, such as FTP,
is required to transfer data to the mainframe.
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Use the following procedure to create a service order from the Broadcom Support site for a product-specific PSWI:

1. Go to Broadcom Support and select Software, Mainframe Software, and My Downloads.
2. Log in using your Broadcom Support username and password.

The My Downloads page appears.
3. Select a product from the list or enter the product name in the Search field.

The product page appears with two tabs under the product name: Products and Solutions.
4. Under Products, select the product that you want to download.

A list by release, service pack, and language appears.
5. Use the hypertext link to select a release.

The Primary Downloads page appears. This page shows the product-specific software packages that you can select
to download.
If an Additional Downloads page is available, this page shows more software packages that are related to your
product selection that you can download. These products may already be installed.

6. Review the packages that appear under Primary Downloads and Additional Downloads and complete the following
steps:
a. View the file information for the product that you want by selecting the right arrow key (>) or by selecting Expand

All.
b. Select the checkbox under Download for the PSWI (productid.VnnRn.ZOSMF.pax.Z) and other files that you

want to include in the product download.
c. Select one of the following download methods:

• If your product is RFN-enabled, a GIMZIP download option is available. Select GIMZIP to acquire the product
package from the Broadcom download server directly to your z/OSMF host system using z/OSMF Software
Management. Go to Step 7.

• Select HTTPS Download or Secure FTP Download to download the files from the Broadcom download server.
Secure FTP Download is the preferred method. Go to Step 8.
To select a download method from the Download Manager, select Download Selected. This option lets you
download multiple files at one time.

For download tips, see Product Download Help. For sample JCL and security requirements, see Download Methods
and Locations.

7. If you selected GIMZIP, the GIMZIP text changes to Order is Placed. An email is sent to the order creator.
Complete the following steps to generate the required SERVER XML to download the PSWI from the FTP download
server to your mainframe using the GIMGTPKG service routine. GIMGTPKG transports the GIMZIP packages from a
remote FTP server to a local host.
a. Use the link in the email to access the order details (site ID, order number, and product release) on the Download

History page in the Download Manager on Broadcom Support.
b. Select GIMZIP to access the service order details (SERVER XML) in a text file. For example:

<SERVER 

   host=”ftpserver.broadcom.com”

   user=”joesmith”

   pw=”password”

 > 

 <PACKAGE

    file=”/order/product/GIMPAF.XML”

    hash=”01234567890123456078901234567890”

    id=”BROADCOM”

 > 

 </PACKAGE> 

</SERVER>

The SERVER XML contains the required information for the download server to receive the network package.
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c. Copy the SERVER XML to your clipboard and change the id tag to name the subdirectory in the SMPNTS
directory. Use this copy to register the PSWI in z/OSMF using the Add From Download Server option.

Go to Register the Portable Software Instance in z/OSMF.
8. If you selected Secure FTP in Step 6, the Secure FTP Download Instructions pop-up appears.

a. Copy the host URL (downloads.broadcom.com) and paste it into a browser.
b. Log in using one of the following options:

• Broadcom Support Portal username and password
• Secure Access Token

To use this option, select Generate Access Credentials, specify your email address and password, and select
Generate. Before you close the window, copy and save the generated FTP credential details (username and
password) into a text file.

c. Copy the path for the zip file located in Order Location. This file identifies the order to be downloaded. For
example, /12345678.zip.

d. Use the following sample JCL with an added JOB card to download the z/OSMF pax file using FTP:
 //GETPAX   EXEC PGM=FTP,REGION=0K

 //SYSPRINT DD SYSOUT=*

 //OUTPUT   DD SYSOUT=*

 //INPUT    DD *

 downloads.broadcom.com

 supportportalemail or generatedUsername 

 supportportalpassword or generatedPassword

 Binary

 get orderlocation + ‘yourUSSpaxDirectory’ (rep

 quit

 /*

 //*

e. Execute JCL to unpack the installation file and restore the individual pax files. Sample JCL follows:
//USSBATCH EXEC PGM=BPXBATCH

//STDOUT   DD SYSOUT=*

//STDERR   DD SYSOUT=*

//STDPARM  DD *

//* Be sure that there are no line numbers on the input lines.

sh cd /yourUSSpaxdirectory/;

pax –rvf productid.VnnRn.ZOSMF.pax.Z

/*

//*

Customize the sample JCL as follows:

• Add a JOB statement.
• Update the USS directory (yourUSSpaxdirectory) with the path name where you want to copy the pax file.
• Update productid.VnnRn.ZOSMF.pax.Z with the name of the pax file that you want to copy to the mainframe.
• Submit the customized JCL.

USSBATCH can take several minutes to execute. A return code of zero is expected. Any other return code
indicates a problem.
You can also use OMVS to unpax the z/OSMF pax file. For example:
$ cd /yourUSSpaxdirectory

$ pax -rvf productid.VnnRn.ZOSMF.pax.Z

After successful execution, the individual pax files are restored and ready for use. You are now ready to register
the PSWI in z/OSMF using the Add From z/OSMF System option.

Go to Register Portable Software Instance in z/OSMF.
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Register Portable Software Instance in z/OSMF

After you acquire and download the PSWI to a local z/OSMF host system, log in to z/OSMF to register the product
software and define the PSWI to z/OSMF as shown in the following procedure. When you complete these steps, the PSWI
is registered in z/OSMF and ready for installation (deployment).

1. Log in to the z/OSMF web interface and select your user ID in the top or bottom right-hand corner to switch between
the Desktop Interface and Classic Interface.

2. Complete one of the following steps to display the Software Management page:
a. In the Desktop Interface, select Software Management.
b. In the Classic Interface, select Software, Software Management.

3. Select Portable Software Instances to define your PSWI to z/OSMF.
4. Select Add from the Actions menu and select From Download Server (GIMZIP download) or From z/OSMF System

(HTTPS or Secure FTP download) as applicable.
For detailed steps, see Tutorial 2 - Add a PSWI from IBM.
Use the default CLIENT XML or if needed, specify the CLIENT XML attributes that you use in other SMP/E jobs to
download software products or PTFs from the Broadcom download servers. For example:
<CLIENT  downloadmethod="https"

         downloadkeyring="javatruststore"

         javahome="/usr/lpp/java/J8.0"

         >

</CLIENT>

NOTE
For more information about specifying the CLIENT XML tag, see Content of CLIENT data set in the IBM
documentation.

downloadmethod
Specifies the network protocol for downloading the files from a remote server. HTTPS is the only supported
option. When you specify https, certificates are required to perform the SSL handshake with the HTTPS server to
encrypt the network activity. The location of the certificates is defined using the downloadkeyring attribute.

downloadkeyring
Identifies the location of the certificates that are required to perform SSL operations with the HTTPS server
where the files to be downloaded reside. Specify the name for an external security manager (ESM) keyring or the
keyword javatruststore.
The name of the keyring can specify a real or a virtual keyring.
To indicate that all CA certificates that are defined in the ESM can be used to perform SSL operations, specify
“*AUTH*/*” for the CERTAUTH virtual keyring userid/keyring value.

javahome
Specifies the location of the Java runtime to be used by SMP/E.

The PSWI exists on your z/OS system and is defined to z/OSMF. The product software is ready for installation. Go to
Install Product Software using z/OSMF Deployments.

Install Product Software Using z/OSMF Deployments
Learn how to install product software using z/OSMF Deployments.

As a systems programmer, your responsibilities include installing product software in your z/OS environment. After
the portable software instance or software instance is registered in z/OSMF, you can use z/OSMF Deployments to
install the product software and create the product data sets (global, CSI, target libraries, and distribution libraries) for
the new software instance. The deployment jobs create a copy of the source product data sets to create the product
target runtime environment. Creating a copy of the SMP/E target data sets keeps the SMP/E environment clean and it
also isolates the product runtime environment for maintenance activities. You can also perform z/OSMF workflows to
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customize the SMP/E data sets, mount UNIX System Services (USS) files if necessary, and configure the new software
instance on the target system.

To install Broadcom mainframe products using z/OSMF and make the product software available for use on a system
by users and other programs, define a new deployment. This step defines the SMP/E environment name and the prefix
of the CSI data set in z/OSMF. You also specify data set allocation parameters for all SMP/E data sets, target libraries,
and distribution libraries. To define a new deployment, complete the deployment checklist (specify the USS path, DSN,
VOLSERs), and submit the deployment jobs through the z/OSMF user interface. When the deployment is complete, you
have a source and target copy of the software.

NOTE
For more information about these tasks, see Deploying software in the IBM documentation.

Subsequent maintenance activities for the product update the SMP/E environment without affecting your active product
runtime environments. You decide when to redeploy the maintenance-updated SMP/E target data sets to each of the
product runtime environments.

Before you begin this process, review the installation best practices and verify the installation requirements in Prepare for
Installation.

NOTE
The installer requires read, create, update, and execute privileges in z/OS. Write access is also required to the
USS directories that are used for the installation process. To deploy a product that has USS components, the
installer's user ID must have access to the appropriate resource profiles in the UNIXPRIV class, access to the
BPX.SUPERUSER resource profile in the FACILITY class, or UID(0). For UNIXPRIV, read access is required to
SUPERUSER.FILESYS.CHOWN, SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

1. Display the Deployments table in z/OSMF (Software Management, Deployments).
2. Define a new deployment by selecting New from the Actions menu.

The deployment checklist displays. You can also modify, view, copy, cancel, or remove existing deployments.
3. Complete the deployment checklist items as described in Defining new deployments in the IBM documentation.

As you complete the deployment checklist, be sure to make the following selections:
a. Specify the properties for this deployment (name, description, and optional category).
b. Select the software to deploy.

For this step, select the Portable Software Instance button and select your package.
c. Select the objective for this deployment to indicate where and how you want to install the selected portable

software instance.
For this step, indicate that you want to create a software instance and specify the global zone CSI and the system
where the target software instance will reside.

d. Check for missing SYSMODs and view missing SYSMOD reports.
For this step, deselect the following report options:
• Requisite SYSMODs and Fix Categories reports
• Regressed SYSMODs and HOLDDATA Delta reports

e. Configure this deployment to define the target software instance.
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• For DLIBs, specify Yes to copy the distribution zones and libraries that are associated with the source software.
You can customize the names and the storage class or volumes of the new data sets.

• For Model, indicate The source software to use as a model. z/OSMF uses the data sets, volumes, mount
points, catalogs, and SMP/E zones that are associated with the model to specify default values for the target
software instance.

• For SMP/E Zones, the DLIB and TLIB names do not typically need to be changed.
• For Data sets, change the target data set name prefix to the one that you want to use for your deployment.

Specify a volume or storage class to identify where to create the target data sets.
• For Catalogs, no action is required assuming that your target data set prefix is defined in a user catalog.
• For Volumes and Storage Classes, no action is required. A summary is presented of the target data sets to be

created and how much space is required.
• For Mount Points, review the mount points for the UNIX file system data sets that are included in the target

software instance. When specifying a new target mount point, retain the static path extension in the path name
to prevent failures in the configuration workflow. For example, targetpathname/CTPLZFSM.

NOTE
If your product does not include USS directories, ignore this instruction.

f. Define the job settings to generate JCL to install the software and view the deployment summary. For this step,
update the JOB statement as needed.

NOTE
If the target system for the deployment is in a JES Multi-Access Spool (MAS) and the mount point is only
accessible from the target system, add a System Affinity (SYSAFF) to the job card to ensure execution
on the system where the zFS resides.

g. Submit the deployment jobs in sequential order, wait for each job to complete, and then select Refresh to register
job completion in z/OSMF.
A return code of zero is expected.
When all deployment jobs have executed successfully, you have unzipped and renamed the product data sets, and
updated the CSI data sets. The product data sets have also been successfully copied and the properties for the
target software instance have been specified.

h. Execute the workflows for the software being deployed. Most products have at least one of the following workflows:
Post SMP/E Workflow

Updates the CSI with site-specific external data sets, relinks load modules, and optionally mounts USS
directories.

NOTE
If prompted for the data set name of a load library for an IBM product that is not installed, specify your
installed Common Components and Services for z/OS CCS_hlq.CAW0CALL data set name.

Configuration Workflows
Configures a new software instance or an existing software instance. For example, an upgrade workflow updates
an existing software instance for your product to a new product release.

NOTE
For a list of products with workflows to complete post-install configuration, see Mainframe Products using
z/OSMF for Software Management in the Mainframe Common Maintenance Procedures documentation.

i. Specify a name and description for the new target software instance.

The deployment process is complete. The new software instance is defined to z/OSMF. You are now ready to Import
Product Information into z/OSMF before you install product maintenance.

Import Product Information into z/OSMF
Learn how to import a product information file into z/OSMF.
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As a systems programmer, your responsibilities include maintaining a current repository of acquired product packages
that are ready for installation in your mainframe environment. z/OSMF lets you view a consolidated list of the products and
maintenance packages that are included in each software instance or portable software instance.

You can import product information for the  Broadcom mainframe products that you have installed on z/OS into z/
OSMF. After you retrieve the product information, use z/OSMF Software Management to obtain a list of products that
are contained in your software instances. This information helps you to determine which products are nearing or have
reached end of service (EOS) or end of life (EOL) support. This information is useful when planning future installations
and upgrades. You can also use this information to identify software instances that will be affected by changes to a
product.

The product information file for Broadcom mainframe products is stored on the following FTP directory:

https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

You can load the contents of the Broadcom product information file into z/OSMF from:

• The Broadcom FTP directory directly
• Your local workstation
• A z/OS data set or UNIX file

After you load the file, retrieve the product information in z/OSMF from the Products view in the Software Management
task.

If you create software instances or portable software instances in z/OSMF, import the product information file again so that
you have current information to display for your installed products.

Broadcom recommends that you repeat the load procedure on a regular schedule or at least monthly to ensure that
you have current Broadcom product information available in z/OSMF. This process ensures that you have access to all
product packages as they become available.

Enable Secure Downloads

To prevent SSL handshake failures when importing product information into z/OSMF, confirm that you added the Digicert
root certificate to the z/OSMF keyring.

Use the following procedure to enable secure downloads:

NOTE
This procedure assumes that you have configured z/OSMF security for ACF2, Top Secret, or IBM RACF to
authorize users and resources.

1. Download the Digicert root certificate:
https://ftpdocs.broadcom.com/cadocs/0/zosmf/digi-root.crt

Record the location on your workstation where the certificate now resides.
2. Upload the certificate as text data to your z/OS system in RECFM=VB and LRECL=84 format. If you use FTP, use the

following FTP commands to avoid truncation:
ASCII

QUOTE SITE WRAP LRECL=84 RECFM=VB

PUT your_PC_file_name 'your.zos.dataset.name'

quit

The certificate now resides on z/OS.
3. Add the certificate to the existing z/OSMF IZUSVR keyring.

For ACF2, specify SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH.yourcertname DSN('your.zos.dataset.name') -

  LABEL(yourlabeldescription)
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CONNECT CERTDATA(CERTAUTH.yourDigicertCAcertname) KEYRING(IZUSVR.keyr01)

 RINGNAME(IZUKeyring.IZUDFLT) USAGE(CERTAUTH)

For Top Secret, specify TSS ADD(CERTAUTH) DIGICERT(yourDigicertCAcertname) LABLCERT(yourlabelname) - 

DCDSN('your.zos.dataset.name') TRUST

            

TSS ADD(IZUSVR) KEYRING(zosmfringname) RINGDATA(CERTAUTH,yourDigicertCAcertname) -

USAGE(CERTAUTH)

For IBM RACF, specify RACDCERT CERTAUTH ADD('your.zos.dataset.name') WITHLABEL('yourlabelname') TRUST

RACDCERT ID(IZUSVR) CONNECT(CERTAUTH LABEL('your_digicertCA_label') +

RING(keyringname) USAGE(CERTAUTH))

The certificate is now connected. To verify, review the messages for each command.

You can now load the contents of the product information file into z/OSMF.

Load the Product Information File into z/OSMF

Use the following procedure to load the contents of the product information file into z/OSMF:

1. Select the following link to download the product information file from the Broadcom FTP directory to your workstation
or to a z/OS data set or UNIX file on the mainframe:
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

NOTE
To load the product information file into z/OSMF directly, go to Step 2.

Complete either of the following steps:

• Use your Web Browser or an FTP client to download to your local workstation. Upload the file with binary in the
FTP JCL so that the file is not converted to the EBCDIC character set.

• Use FTP to download the file directly to a z/OS data set or UNIX file on the mainframe. Sample JCL follows that
you can customize and execute:
//FTPSTEP   EXEC PGM=FTP,PARM=’(EXIT=08’

//SYSTCPD   DD DSN=your_TCPIP_data_set_name,DISP=SHR

//SYSPRINT  DD SYSOUT=*

//OUTPUT    DD SYSOUT=*

//INPUT     DD *

ftp.broadcom.com 21

anonymous email_address

cd /pub/MSPSaccount/JSON/

dir

asc

locsite LR=80 REC=FB BLOCKSI=0

locsite PRI=20 SEC=10 CY

get BroadcomProdInfo.txt ‘zos_data_set’ (REPLACE

Customize the sample JCL as follows:

1. Add a JOB statement per your site standards to the beginning of the JCL.
2. Specify the TCP/IP stack (your_TCPIP_data_set_name) for an external network.
3. Specify your valid email address (email_address).
4. Specify the z/OS data set name (zos_data_set) where you want to save the product information file. If the

specified data set does not exist, it is created during the download process.
5. Submit for execution.

A return code of zero is expected. Any other return code indicates a problem.

The product information file is now available to load into z/OSMF.
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2. Log in to the z/OSMF web interface and go to the Software Management dashboard.
3. Select Products.

The Products table list displays.
4. Select Retrieve End of Service information from the Actions menu or select the Retrieve End of Service

information button if available. The Select Product Information File page displays.
5. Complete one of the following steps:

– To load the file into z/OSMF directly from the Broadcom FTP directory:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from

the Actions drop-down menu under Product Information Files.
The Add Product Information File page displays.

b. Copy the Broadcom product information file URL, paste it into the URL field, specify a description, and select
OK.
The product information file table is updated with the new URL.

c. Select the new URL and select Retrieve.
The contents of the file are loaded into z/OSMF.

– To load the file from your local workstation, select the option to Select a file that resides on your local
workstation, enter your file name, a description, and select Retrieve. The contents of the file are loaded into z/
OSMF.

– To load the file from a z/OS data set or UNIX file that the z/OSMF host can access:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from

the Actions drop-down menu under Product Information Files.
The Add Product Information File page displays.

b. Select Primary z/OSMF system, specify the z/OS data set name in the Data set or UNIX file field, specify a
description, and select OK.
The product information file table is updated with the new URL.

c. Select the new URL and select Retrieve.
The contents of the file are loaded into z/OSMF.

Use the Software Management dashboard in z/OSMF to view your product information.

Install Products Using SMP/E JCL
As a systems programmer, your responsibilities include installing products on your mainframe system. With this option,
you acquire a product pax file and the latest product updates from Broadcom Support and then install, maintain,
deploy, and configure the products on your systems. Batch jobs are provided to create the SMP/E environment. A basic
understanding of UNIX System Services (USS) is required.

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

You perform the following tasks to install a product with a pax file:

 34



 Mainframe Topology 1.0

When these steps are completed, you are ready to install preventive maintenance.

UNIX System Services Environment

You need a UNIX System Services (USS) directory and a file system with adequate space to perform the following tasks:

• Receive product pax files from Broadcom Support.
• Perform utility functions to unpack the pax file into z/OS data sets that you can use to complete the product installation.

We recommend that you allocate and mount a dedicated file system for this process. The amount of space that you need
for the file system depends on the following variables:

• The size of the pax files that you intend to download.
• Whether you plan to keep the pax files after unpacking them. We do not recommend this practice.

We recommend that you use one directory for downloading and unpacking pax files. Reusing the same directory
minimizes USS setup. Complete the USS setup only one time. You reuse the same directory for subsequent downloads.
Alternatively, you can create a directory for each pax download.

WARNING
Downloading pax files for the SMP/E installation requires write authority to the USS directories that are used
for the native SMP/E JCL installation process. In the file system that contains the pax directories, you also
need free space approximately 3.5 times the pax file size to download the pax file and unpack its contents. For
example, to download and unpack a 14-MB pax file, you need approximately 49 MB of free space in the file
system hosting your pax directory.

Allocate and Mount a File System
The product installation process requires a UNIX System Services (USS) directory to receive the pax file and to perform
the unpack steps. We recommend that you allocate and mount a file system that is dedicated to the product acquisition.
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We also recommend that you create a directory in this file system where the pax file will be located. This directory
(yourUSSpaxdirectory) is used later in the installation process when acquiring and unpacking the product pax file.

NOTE
To issue the USS mount command for the file system, read access is required to the SAF resource name
SUPERUSER.FILESYS.USERMOUNT in the UNIXPRIV class.

1. Allocate the zFS by customizing the following sample JCL to your site requirements:
//DEFINE   EXEC PGM=IDCAMS

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//AMSDUMP  DD   SYSOUT=*

//SYSIN    DD *

  DEFINE CLUSTER ( +

  NAME(YOUR_ZFS_DATA_SET_NAME) +

  STORAGECLASS(class) +

  LINEAR +

  CYL(primary secondary) +

  SHAREOPTIONS(3 3) +

  )

/*

//FORMAT   EXEC PGM=IOEAGFMT,REGION=0M,

// PARM=('-aggregate YOUR_ZFS_DATA_SET_NAME -compat')

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//STDOUT   DD   SYSOUT=*

//STDERR   DD   SYSOUT=*

//CEEDUMP  DD   SYSOUT=*

//*

– Add a JOB card.
– Issue the NUM ON command followed by UNNUM to edit the JCL with number off (no sequence numbers in columns

73 through 80).
– Issue the CAPS OFF command. However, where needed, use uppercase and lowercase values. For example,

YOUR_ZFS_DATA_SET_NAME must be uppercase and aggregate and compat must be lowercase.
– Ensure the zFS data set name that you use conforms to your data set naming conventions for USS file systems.

If the allocation of the file system data set fails, it is because of environmental settings now allowing for the
allocation.

– Ensure that the SYSIN DD is indented at least one space.
When these edits are complete, the zFS is allocated.

2. Create a mount point for the file system. This example shows how to create your USS pax directory named
yourdirectory/PAX in the existing /u/maint directory. From the TSO OMVS shell, enter the following commands:
cd /u/maint/

mkdir yourdirectory

cd yourdirectory

mkdir PAX

Further references to this mount point appear as yourUSSpaxdirectory. You can reuse the same directory for all
product acquisitions to minimize USS setup. Alternatively, you can create a directory for each pax download.

The mount point is created.
3. Mount the file system by customizing the following sample:

//MOUNT    EXEC PGM=IKJEFT01,REGION=0M          

//SYSTSPRT DD SYSOUT=*                        
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//SYSTSOUT DD SYSOUT=*                        

//SYSTSIN  DD *

MOUNT FILESYSTEM('your_zFS_data_set_name') +

MOUNTPOINT('yourUSSpaxdirectory') +

TYPE(ZFS) MODE(RDWR) +

PARM('AGGRGROW')

/*

The file system is mounted.
4. (Optional) Set security permissions for the directory. You can permit write access to anyone in the same group as the

person who created the directory. For example, to allow write access to the USS pax directory for other users in your
USS group, enter the following command from the TSO OMVS shell or the Telnet or SSH client of choice at your site:

NOTE
USS commands are case-sensitive.

chmod -R 770 /yourUSSpaxdirectory/

Write access is granted. Other users can access the USS pax directory and its files.
5. Verify that the file system is mounted. To do so, enter the following commands from the Telnet or SSH client:

cd {yourUSSpaxdirectory}

df -k .

The file system is mounted. The output shows the mount point and the mount data set. Resolve errors before
continuing.

Acquire the Product Pax Files
To begin the product installation procedure, copy the product pax file into the USS directory that you set up.

NOTE
To optimize downloads from Broadcom Support, configure the downloads.broadcom.com URL for HTTPS
and Secure FTP in your network security software, firewalls, or both. Sites that regulate access through an IP
address are required to allow network access to 141.202.253.110.

This procedure explains how to transfer a product pax file from Broadcom Support online to the mainframe.

1. Confirm that you have addressed the following UNIX System Services (USS) requirements:
– Write authority to the USS directories that are used for the pax installation process.
– Available USS file space.

NOTE
In the file system that contains the pax directories, you also need free space approximately 3.5 times the
pax file size to download the pax file and unpack its contents. For example, to download and unpack a 14-
MB pax file, you need approximately 49 MB of free space in the file system hosting your pax directory.

If you do not have sufficient free space, error messages similar to the following appear:
EZA1490I Error writing to data set

EZA2606W File I/O error 133

2. Go to Broadcom Support at https://support.broadcom.com, and select Software, Mainframe Software, and My
Downloads.

3. Log in using your Broadcom Support username and password.
The My Downloads page appears.

4. Select a product from the list or enter the product name in the Search field.
The product page appears with two tabs under the product name: Products and Solutions.

5. Under Products, select the product that you want to download.
A list by release, service pack, and language appears.

6. Click the hypertext link to select a release.
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The Primary Downloads page appears. This page shows the available product-specific software packages that you
can select to download.
If an Additional Downloads page is available, this page shows additional software packages that are related to your
product selection that you can download. These products may already be installed.

7. Review the packages that appear under Primary Downloads and Additional Downloads and complete the following
steps:
a. Select the SMP/E JCL Package (classic pax) and other files that you want to include in the product download.

If more than one package is available, you can only select one.
b. Select Download Selected, HTTPS Download, or Secure FTP Download. Secure FTP Download is the

preferred method. For download tips, see Product Download Help. For sample JCL and security requirements, see
Download Methods and Locations.

The product package is downloaded.

You are now ready to extract the contents of the product package into a product directory that you create.

Create a Product Directory from the Pax File
After you acquire and download the product package (pax file), you are ready to create a product directory in which to
extract the contents of the package. You can do so using the pax command or the ESDUNPAX sample JCL.

Use the pax Command

To use the pax command to create a product directory, enter:
cd /yourUSSpaxdirectory/

pax -rvf pax-filename

These commands set the current working directory in your USS directory to the directory containing the pax file and
then performs the following actions:

• Extracts the files and directories that are packaged within the pax file.
• Creates a USS directory in the same directory structure where the pax file resides.
• Automatically generates a product and level-specific directory name.

The product directory is created. You are now ready to copy the sample installation JCL to a z/OS data set.

Use the ESDUNPAX Sample JCL

To use the ESDUNPAX sample JCL to create a product directory, review the following JCL sample and edit it as shown in
the procedure that follows:
//ESDUNPAX JOB (ACCOUNTNO),'UNPAX PAX FILE',

// MSGCLASS=X,CLASS=A,NOTIFY=&SYSUID

//*********************************************************************

//* This sample job can be used to invoke the pax command to create   *

//* the product-specific installation directory.                      *

//*                                                                   *

//* This job must be customized as follows:                           *

//* 1. Supply a valid JOB statement.                                  *

//* 2. Replace "yourUSSpaxdirectory" with the name of the USS         *

//*    directory used on your system for Pax ESD downloads.           *

//* 3. Replace "paxfile.pax.Z" with the name of the pax file.         *

//* NOTE: If you continue the PARM= statement on a second line,       *

//*       start entering characters in column 16 and make sure        *

//*       the 'X' continuation character is in column 72.     *

//*********************************************************************
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//UNPAXDIR EXEC PGM=BPXBATCH,

// PARM='sh cd /yourUSSpaxdirectory/; pax                              X

//             -rvf paxfile.pax.Z'

//STDOUT DD SYSOUT=*

//STDERR DD SYSOUT=*

Edit the sample JCL as described in the following steps:

1. Replace ACCOUNTNO with a valid JOB statement.
2. Replace yourUSSpaxdirectory with the name of the USS directory that you use for product downloads.

The job points to your specific directory.
3. Replace paxfile.pax.Z with the name of the pax file.

The job points to your specific pax file.
4. Submit the job.

The job creates the product directory.

NOTE
If the PARM= statement exceeds 71 characters, comment out the first UNPAXDIR. Then uncomment and
use the second form of UNPAXDIR instead. This sample job uses an X in column 72 to continue the PARM=
parameters to a second line.

The product directory is created. You are now ready to copy the sample installation JCL to a z/OS data set.

Copy Sample Installation JCL to a z/OS Data Set
Learn how to copy the sample installation JCL to a z/OS data set.

After you create a product directory for the extracted contents of the pax file, use the following UNZIPJCL job procedure to
copy the sample installation JCL to a z/OS data set.

1. Locate and read the product readme (or installation notes) file in the product-specific directory that the pax command
or ESDUNPAX sample JCL created. This file contains the product-specific details that you require to complete the
installation procedure.
You have identified the product-specific installation details.

2. Edit the UNZIPJCL sample job in the product-specific directory using ISPF EDIT or TSO ISHELL:
– Change the SMPDIR DD PATH to the product-specific directory created by the pax command.

Your view is of the product-specific directory.
– If the z/OS Integrated Cryptographic Service Facility (ICSF) is not active, perform the following steps:

a. Change the SMPJHOME DD PATH to your Java runtime directory. This directory varies from system to system.
b. Perform one of the following steps:

• Change the SMPCPATH DD PATH to your SMP/E Java application classes directory, typically /usr/lpp/
smp/classes/.

• Change HASH=YES to HASH=NO on the GIMUNZIP parameter.
One of the following outcomes occurs: ICSF is active or you are using Java.

– Change yourHLQ to the high-level qualifier (HLQ) for the z/OS SAMPJCL data set. You should use a unique HLQ
for each expanded pax file to identify the package uniquely.
The UNZIPJCL job is edited.

3. Submit the UNZIPJCL job.
The UNZIPJCL job completes with a zero return code. Messages GIM69158I and GIM48101I in the output and
IKJ56228I in the JES log are acceptable. The SAMPJCL data set is created with the HLQ that you specified in the
UNZIP job. Use the members in this data set to perform the product installation.
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Prepare the SMP/E Environment for a Pax Installation
The members in the following procedure are used to prepare the product data sets, initialize the SMP/E zones, and create
the DDDEFs for your product. These steps include:

• Allocating product and SMP/E data sets, and product USS data sets and directories
• Creating and customizing the SMP/E CSI
• (Optional) Customizing the SMP/E CSI for USS

For information about the members, see the JCL comments.

1. Customize the macro TPLSEDIT as follows with your site-specific information:
a. Replace the rightmost parameters for each ISREDIT CHANGE command.
b. Set the PRODHLQ to the same value specified for yourHLQ within the JCL that is used to unzip the pax file.
c. (Optional) Set the NULLFILE HLQ if applicable and use it for the IMS, HSSR, and CICS DDDEF specifications

when valid system libraries do not exist in your environment. This setting does not apply to every product.
d. Save your changes and then copy the macro to your SYSPROC location.
The macro is ready to customize the yourHLQ.SAMPJCL members.
When you edit an installation member, type TPLSEDIT on the command line, and press Enter to replace the defaults
with your specifications.

NOTE
The following steps include instructions to execute the TPLSEDIT macro each time you open a new
SAMPJCL member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the
TPLAREAD member, and submit the TPLEDALL member.

2. Open the SAMPJCL member TPL00ALL in an edit session and execute the TPLSEDIT macro from the command line.
TPL00ALL is customized.

3. Submit TPL00ALL.
This job produces the following results:
– Creates the target and distribution data sets for your product.
– Creates unique SMPLTS, SMPMTS, SMPSCDS, and SMPSTS data sets for this target zone.

4. Complete the following steps if your product requires a zFS file system or if you want to install a feature of the product
that requires a zFS file system:

WARNING
If the following members do not exist in SAMPJCL, ignore this step. This step does not apply to your product.
Go to Step 5.

a. Open the SAMPJCL member TPL03ALU in an edit session and execute the TPLSEDIT macro from the command
line.
TPL03ALU is customized.

b. Submit TPL03ALU.
This job allocates your zFS data sets.

c. Open the SAMPJCL member TPL06MKD in an edit session and execute the TPLSEDIT macro from the command
line.
TPL06MKD is customized.

d. Submit TPL06MKD.
This job creates all directories and mounts the file system.

5. Open the SAMPJCL member TPL10CSI in an edit session and execute the TPLSEDIT macro from the command line.
TPL10CSI is customized.

6. Submit TPL10CSI.
This job produces the following results:
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– Defines the CSI data set.
– Allocates the SMPPTS and SMPLOG data sets.
– Initializes the global, target, and distribution zones.
– The DDDEF entries for your product are created.
– The DDDEFs for the required SMP/E data sets are created.

7. Complete the following steps to add the DDDEFs that are required for the zFS file system to your SMP/E environment:
WARNING
If the following member does not exist in SAMPJCL, ignore this step. This step does not apply to your
product. Go to Run the Installation Jobs for a Pax Installation.

a. Open the SAMPJCL member TPL15CSU in an edit session and execute the TPLSEDIT macro from the command
line.
TPL15CSU is customized.

b. Submit TPL15CSU.
This job customizes the CSI by adding the DDDEFs associated with the directory.

You are now ready run the installation jobs that are used to receive, apply, and accept SMP/E base functions. Go to Run
the Installation Jobs for a Pax Installation.

Run the Installation Jobs for a Pax Installation
The members in the following procedure are used to receive, apply, and accept SMP/E base functions. Submit and run
these SAMPJCL members in sequence. Do not proceed with any job until the previous job has completed successfully.

NOTE
The following steps include instructions to execute the TPLSEDIT macro each time that you open a new
SAMPJCL member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the
TPLAREAD member, and submit the TPLEDALL member.

1. Open the SAMPJCL member TPL20RCB in an edit session, and execute the TPLSEDIT macro from the command
line.
TPL20RCB is customized.

NOTE
To include optional components, uncomment the applicable FMID in the customized job.

2. Submit TPL20RCB to receive SMP/E base functions.
Your product is received and now resides in the global zone.

3. Open the SAMPJCL member TPL30APB in an edit session, and execute the TPLSEDIT macro from the command
line.
TPL30APB is customized.

4. Submit TPL30APB to apply SMP/E base functions with the CHECK option.
a. Note any unresolved errors.
b. Verify that resolving PTFs are applied before implementing products in production.
c. After successful completion, rerun APPLY with the CHECK option removed.
Your product is applied and now resides in the target libraries.

5. Open the SAMPJCL member TPL40ACB in an edit session, and execute the TPLSEDIT macro from the command
line.
TPL40ACB is customized.

6. Submit TPL40ACB to accept SMP/E base functions with the CHECK option. After successful completion, rerun
ACCEPT with the CHECK option removed.
Your product is accepted and now resides in the distribution libraries.

You can now clean up the USS directory (optional) or apply preventive maintenance as described in Maintain Products
using SMP/E JCL.
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Clean Up the USS Directory
This procedure is optional. If you decide to perform this procedure, do so after you complete the installation process and
when you do not need the installation files. When this procedure is done, you are ready to install preventive maintenance.

To free file system disk space for subsequent downloads after downloading and processing the pax files for your
Broadcom mainframe product, remove files from your USS directory and delete unnecessary z/OS data sets. You can
delete the following items:

• Pax file
• Product-specific directory that the pax command created and all the files in it
• SMP/E RELFILEs, SMPMCS, and HOLDDATA MVS data sets. These data sets have the HLQ that you assigned in the

UNZIPJCL job.

NOTE
Retain non-SMP/E installation data sets such as yourHLQ.INSTALL.NOTES for future reference.

1. Navigate to your Pax ESD USS directory.
Your view is of the applicable USS directory.

2. Delete the pax file by entering the following command:
rm paxfile

paxfile Specifies the name of the product pax file that you downloaded.

The pax file is deleted.
3. Delete the product-specific directory by entering the following command:

rm -r product-specific-directory

product-specific-
directory

Specifies the product-specific directory that you created previously using the pax command or sample
JCL.

The product-specific directory is deleted.

NOTE
You can also use TSO ISHELL to navigate to the pax file and product-specific directory, and delete them using
the D line command.

When you are done with this step, you are ready to install maintenance.

Install Products Using CSM
Review the following high-level process for installing product software using CSM.

As a systems programmer, you can acquire, install, and deploy your mainframe product software on z/OS systems using
CSM. CSM simplifies and unifies the management of your Broadcom mainframe products on z/OS systems. You can use
CSM to manage your product software in a common way according to industry best practices. You can also obtain and
apply corrective and recommended maintenance easier. A web-based interface lets you install and maintain your products
faster and with less chance of error.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
that CSM will no longer function as of June 30, 2023. For full details, see the End of Life Announcement.
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If you do not have CSM installed, we recommend that you install z/OSMF to manage your software. For
installation and usage details, see the IBM documentation and the Broadcom product installation best practices at
techdocs.broadcom.com.

WARNING
To install a product using CSM, you must modify the SYSPRINT size. The default allocation of 30 cylinders is
insufficient to complete the installation. Increase the allocation parameters of the SYSPRINT data set to at least
120 cylinders.

Use the following topics to guide you through the product installation process using CSM:

• Acquire Your Products Using CSM
• Install Your Products Using CSM

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

When these steps are completed, you are ready to install preventive maintenance.

Acquire Your Product Using CSM
As a systems programmer, your responsibilities include maintaining an up-to-date repository of acquired product
packages that are ready for installation in your mainframe environment. CSM provides a product list that lets you display
the list of licensed product installation and maintenance packages and to download these packages. Also, you can update
the product list to add external product packages that you acquired outside of CSM so that they are ready for installation
using CSM.

The following diagram shows the product acquisition process:
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1. Configure CSM.
2. Download the product package from Broadcom Support or add an external product package:

– Download from Broadcom Support:
a. Update the product list.
b. Download product packages.

– Add external product package:
a. Add external product installation packages.
b. Add external product maintenance packages.

After you complete this process, the product packages are ready for installation with CSM.

Configure CSM

Before you start acquiring product packages, configure a Broadcom Support Online account, a CSM account, and the
required download settings. If you have previously configured these settings, update the product list.

1. Start your Web browser, and enter the CSM access URL, which you can get from your system administrator.

NOTE
If the Notice and Consent Banner appears, read and confirm the provided information.

2. Enter your z/OS login user name and password, and log in.
The initial page appears. You are prompted to perform configuration.

3. Configure the following settings:
– Proxies that CSM uses to communicate with Broadcom Support Online.

If proxies are not used, the following port numbers are used: HTTPS Port Number 443 and FTP Port Number 21.
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WARNING
If your site uses proxies, review your proxy credentials on the User Settings, Software Acquisition
page.

– The USS path to the temporary directory for downloaded software packages
If you do not specify the directory, default settings are used that you can change later.

NOTE
These settings are also available on the System Settings, Software Acquisition page.

Select Next.
You are prompted to define your Broadcom Support account.

4. Select New.
You are prompted for the credentials to use on Broadcom Support.

5. Specify the credentials, select OK, and then Next.
You are prompted to review your user settings. These settings are available on the User Settings page.

6. Change the settings or keep the defaults, and then select Finish.
A dialog opens, which shows the progress of the configuration task.

7. Select the Settings tab, and review other settings, as needed.
You have configured CSM to acquire products.

Update the Product List

The product list displays a list of downloadable licensed product packages. To see the current list of available product
packages for download, update the Available Products tree.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. (Optional) Update the product list only with packages that belong to specific site IDs.

a. Select the Edit button in the Filter section and associate one or more site IDs to a filter in the Edit Filter window.
b. Select the filter in the Filter section.
c. Right-click the Products link at the top of the product tree and select Update Product List.

4. Select the Update Product List link in the Actions section on the left side.
Updating of the product list with all products for all site IDs starts.

NOTE
If you updated the product list only for a selected filter, skip this step.

5. Confirm the update.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details. Select Close to close the
task output browser.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

The product list is updated.

Download Product Packages

You can download product installation and maintenance packages from the updated product catalog so they are ready for
installation.

1. Log in to CSM using your credentials.
2. Select the Products tab.
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3. Select the product name on the Available Products tree.
The product releases are listed in the Releases table on the right.

4. Download product packages by selecting one of the following options:
– To download product packages for all product releases, right-click the product name in the list, and select Update

Product.
– To download packages only for specific releases, select one or more releases in the Releases table on the right

and select the Update Product Releases link.
5. View the downloaded packages using either of the following options:

– To display the downloaded maintenance packages, select the product release icon

in the product list.
– To display the downloaded base installation package, select the product gen level icon

below the product release in the product list.

The product packages are downloaded and ready for installation.

Add External Product Installation Packages

Sometimes you have product installation packages that you downloaded outside of CSM. For example, you do not
have an HTTP or an FTP access in your mainframe environment, or the required packages are not available from the
Broadcom Support website. You can use CSM to install these external packages according to your organization policy. If
you are using this installation option, first add the external packages to the CSM software catalog.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the Add Product link in the Actions section.
4. Specify the name, release, and gen level of the product, and select OK.

The product is added to the product list.
5. Select the gen level of the product that you want to download on the product tree.

The Base Install Packages section appears on the right.
6. Select the Add External Package button.
7. Specify one of the following package types and package details, and select OK.
UNIX File

Adds an installation package that is located in a USS directory in binary mode.
FTP File

Adds a product package that is not published on Broadcom Support. For example, a beta version of a product.
Specify the FTP host, FTP port, FTP path, package name, and the user name and password to access the FTP
location.

8. Refresh the page to see the added product package.
The product installation package is now listed in the product list and is available for installation with CSM.

Add External Product Maintenance Packages

Sometimes you have maintenance packages, for example, unpublished maintenance or a program temporary fix (PTF),
that you downloaded outside of CSM. You can use CSM to install these external maintenance packages per your
organization policy. For this installation option, first add the packages to the CSM software catalog.

Usually, the maintenance is placed as a single package. However, some Broadcom products have older aggregated
maintenance packages that were released before December 31, 2013. An aggregated package is a file that comprises
several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts all the
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nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package is
marked with the CUMULATIVE type.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the product release for which the maintenance applies.

The maintenance packages for the release are listed.
4. Select the Add External Maintenance button.

You are prompted to specify the package.
5. Specify one of the following package types and package details:
Data Set

Adds a maintenance package that is located in a z/OS data set with a logical record length of 80 and with a record
format of fixed blocks.

UNIX File
Adds a maintenance package that is located in a USS directory in binary mode.

FTP File
Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading
a PTF to validate it. Specify the FTP host, FTP port, FTP path, maintenance package name, and the user name
and password to access the FTP location.

Solution
Adds a published solution from Broadcom Support.

6. Refresh the page to see the added maintenance package.
The product maintenance package is now listed in the product catalog and is available for installation with CSM.

You completed the acquisition process. The product packages are ready for installation with CSM.

Install Your Product Using CSM
This topic describes how to install your Broadcom mainframe products using CSM.

As a systems programmer, your responsibilities include installing products in your z/OS environment using CSM. This step
of the installation process creates or updates the SMP/E environment (global, target, and distribution zones).

The following diagram shows the major steps to install your product using CSM.
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1. (Optional) Configure base installation settings.
2. (Optional) Configure a working set of SMP/E environments.
3. Initiate product installation and review product information.
4. Select an installation type.
5. Review installation prerequisites if any are presented.
6. Take one of the following steps to select an SMP/E environment:

– Create an SMP/E environment:
a. Set up the global zone.
b. Create a target zone.
c. Create a distribution zone.

– Use an existing SMP/E environment from your working set:
a. Update the global zone.
b. Set up the target zone: Either create a target zone or use an existing target zone.
c. Set up the distribution zone: Either create a distribution zone or use an existing distribution zone.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation.
Doing so means that you can apply maintenance to your current version, if necessary.
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7. Review the installation summary and start the installation.

Configure Base Installation Settings

You can configure base installation settings on the System Settings, Software Installation page.

1. Select the Settings tab, and select the Software Installation link under System Settings in the Settings section on the
left side.

2. In the SIS Base Install - File System section, select the file system type that is used when installing a product that
allocates file systems. If you select Product Specific File System, the file system that is used for installing a product
is defined according to the product metadata. Otherwise, the product metadata is overwritten.

3. In the Execute Checks During Base Installation section, configure the following settings by selecting or clearing
corresponding checkboxes:

Execute Apply Check During Base Installation
Verifies that all requirements for the Apply step are satisfied before the Apply step executes. If the Apply Check
step fails, installation stops and all the previous steps are undone.

Suspend Base Installation After Apply Check
Suspends the base installation process after Apply Check is completed and generates pending installation actions
for the SMP/E environment where the product is being installed. This check box is enabled if you enable the
Execute Apply Check During Base Installation checkbox.

Execute Accept Check During Base Installation
Verifies that all requirements for the Accept step are satisfied before the Accept step executes. If the Accept
Check step fails, installation stops and all the previous steps are undone.

Suspend Base Installation After Accept Check
Suspends the base installation process after Accept Check is completed and generates pending installation
actions for the SMP/E environment where the product is being installed. This check box is enabled if you enable
the Execute Accept Check During Base Installation checkbox.

4. Select Apply.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on
the Tasks tab.

The base installation settings are configured.

NOTE
If you configure the base installation settings to execute checks during base installation, CSM creates a pending
installation for the SMP/E environment. For more information about the pending installation, see the CSM online
help.

Configure a Working Set of SMP/E Environments

If you plan to install a product in an existing SMP/E environment, add this SMP/E environment to your working set. A
working set is a selected group of SMP/E environments with which you want to work. Although you can have only one
working set, you can have as many SMP/E environments in it as you need.

CSM does not have a default working set.

If you do not have the SMP/E environment in your working set, you can only create a new SMP/E environment during
product installation. In this case, exit the installation wizard, configure your working set and then restart the wizard.

1. Select the SMP/E Environments tab, and select the SMP/E environments that you want to include in a working set.
An information text area under the list of SMP/E environments displays the number of environments you selected.
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2. Select Use as Working Set.
3. Select OK.

The working set is configured.
The new working set replaces a previously defined working set.

You can display only those SMP/E environments that are in your working set by selecting Show Working Set Only.

Initiate Product Installation

You can install a downloaded product from the Products tab. The process starts a wizard that guides you through the
installation. At the end of the wizard, a task dynamically invokes the SMP/E and other utilities that are required to install
the product.

1. Select the Products tab.
2. Perform one of the following steps:

– If the package was acquired using CSM:
From the product list on the left side, select the required product gen level (the innermost level in the product list
under the release level of a product; for example, SP0 or 0110). Locate the product package that you want to install,
select Actions to the right of the package, and select Install.

– If the package was acquired outside of CSM:
In the Actions section in the left pane, select the Install External Package link. Enter the location of the package.
Select OK.

The Introduction step of the wizard appears where you can Review Product Information.

Review Product Information

Review the information about the product that you are installing.

1. On the Introduction step, review the information about the installation.
If the product license agreement appears, review it. If you agree, accept it. If you do not accept the license agreement,
you cannot proceed with the installation.

2. Select Next.
You are prompted to select the type of installation.
An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

Select an Installation Type

When you install a product, you select an installation type. There can be one or more installation types, according to the
product.

When you select the custom installation type, you are prompted to select the features that you want to install. If your
selected features require installation of other features, the installation wizard includes the required features to the
installation process. If your selected features are mutually exclusive, the installation wizard excludes any features
conflicting with the features you selected last from the installation process. For example, you select feature 1 and select
feature 2 that is mutually exclusive with feature 1. The wizard automatically excludes feature 1.

1. On the Features step, select the type of installation, and select Next.
2. (Optional) If you select the custom installation type, select the features to install, and select Next.

A summary of the features to install appears, with prerequisites.
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Review Installation Prerequisites

Some products require an installation of other products first.

Review the summary of installation prerequisites to verify that all prerequisites are satisfied on the Prerequisites step.

• If no prerequisites exist, select Next.
You are prompted to select an SMP/E environment for the installation.

• If all prerequisites exist and are satisfied, you are prompted to locate the installed prerequisites.
Install the product to the same SMP/E environment and the target zone where the product prerequisites are installed.
a. From the SMP/E environment drop-down list, select an SMP/E environment with the installed prerequisites. This

drop-down list represents all CSM-managed SMP/E environments where the prerequisites are installed.
A list of target zones for the selected SMP/E environment where the prerequisites are installed is populated.

b. From the target zone drop-down list, select a target zone within the selected SMP/E environment where the
prerequisites are installed.

c. Select Next.
You are prompted to confirm the selected SMP/E environment for the installation.

• If prerequisites are not satisfied, perform one of the following actions:
– Select Cancel to exit the wizard. Install the prerequisites or migrate an SMP/E environment to CSM where the

prerequisites are installed. Restart the installation.
– Open CSM in another browser window and install the prerequisites, or migrate an SMP/E environment to CSM

where the prerequisites are installed. When done, select Refresh on the Prerequisites step of the wizard. Then,
select the SMP/E environment and a target zone where the prerequisites are installed. Select Next to continue the
product installation.
You are prompted to confirm the selected SMP/E environment for the installation.

Select an SMP/E Environment

You select the SMP/E environment where you want to install your product in. You can create an SMP/E environment, or
you can select an existing SMP/E environment from your working set. You can configure your working set from the SMP/E
Environments tab.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

If you select an SMP/E environment being used in CSM by another user, a notification message appears. You are
prevented from performing any actions on the SMP/E environment. You can wait until the notification message disappears
and the SMP/E environment becomes available or can select Cancel to select another SMP/E environment.

1. On the SMP/E Environment step, substep 1, take one of the following steps:
– Select Create a New SMP/E Environment to create an SMP/E environment.
– Select an existing SMP/E environment from your working set.

• If no existing SMP/E environment appears, exit the wizard, configure your working set, and restart the wizard.
• If your product has the installed prerequisites, the SMP/E environment with the installed prerequisites that

you selected at the Prerequisites step of the wizard is preselected for you. You cannot select another SMP/E
environment. You cannot create a SMP/E environment.

NOTE
When you install a product in an existing SMP/E environment where HOLDDATA is received, the
product installation may fail.

2. Select Next.
You are prompted to complete one of the following tasks:
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• Create an SMP/E environment
• Review parameters of an existing SMP/E environment.

Create an SMP/E Environment

You can create an SMP/E environment while you are installing a product. During the process, you are asked to specify the
following information:

• The SMP/E environment name and the prefix of the CSI data set in CSM
• Data set allocation parameters

You can specify data set allocation parameters collectively for all SMP/E data sets, target libraries, and distribution
libraries that are allocated during product installation. You allocate data sets using one of the following methods:

• Allocate data sets using SMS parameters.
• Allocate cataloged data sets using UNIT and optionally VOLSER.
• Allocate uncataloged data sets using UNIT and VOLSER.

If you allocate uncataloged data sets, specify a VOLSER. Based on the value that you enter, CSM performs the following
validations to ensure integrity of the installation:

• The value of VOLSER must specify a mounted volume.
• You must have ALTER permissions for the data sets with the entered high-level qualifier (HLQ) on the volume that

VOLSER defines.
• To test allocation, CSM temporarily allocates one of the uncataloged data sets that are allocated during the installation.

a. The data set is allocated with one track for both primary and secondary space.
b. CSM verifies that the data set has been allocated on the specified volume.
c. The data set is deleted.
If the data set allocation fails or the data set cannot be found on the specified volume, you cannot proceed with the
product installation wizard.

1. On the SMP/E Environment step, substep 2, review and specify the following parameters as applicable:
SMP/E Environment Name

Defines the SMP/E environment name.
Data Set Name Prefix

Defines the prefix for the name of the CSI VSAM data set.
Catalog

Defines the name of the SMP/E CSI catalog.
Cross-Region

Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all SMP/E data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ). The low-level qualifiers cannot be changed.

DSN Type
Specifies the DSN type for allocating SMP/E data sets.
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SMS Parameters / Data Set Parameters
Specifies if this SMP/E environment is using SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment appear.

Review Parameters of an Existing SMP/E Environment

When you use an existing SMP/E environment to install your product, you review the SMP/E environment parameters.
If applicable, you also specify parameters for any new data sets to be allocated while installing a product. During the
process, you are asked to review allocation parameters for new data sets, which you can customize for each data set. The
existing data sets remain intact.

The Software Installation Service (SIS) determines which data sets exist and which must be allocated for the installation
using an existing SMP/E environment. If the SIS determines that new data sets must be allocated, you are prompted to
specify the data set allocation parameters. The data set allocation parameters are prepopulated with the values from the
existing data set that was found first.

1. On the SMP/E Environment step, substep 2, review the current SMP/E environment parameters and allocation
parameters for data sets that must be added to the SMP/E environment. Update the information as applicable.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment, if any,
appear.

Set Up SMP/E Environment Parameters

When creating an SMP/E environment for your product installation, you specify SMP/E environment parameters.
When using an existing SMP/E environment for installing your product, you review and, if necessary, update its SMP/E
environment parameters.

You can assign different prefixes to each newly allocated data set during the installation process.

1. On the SMP/E Environment step, substep 3, specify whether to use SMS parameters (Storage Class, Management
Class, Data Class) or Unit parameters for allocating work DDDEFs for the SMP/E environment. Complete the
appropriate fields.
The allocation parameters that you specify for work DDDEFs are applied only to new work DDDEFs that are created
during the installation. The existing work DDDEFs, if any, remain intact.

NOTE
The settings for allocating work DDDEFs are globally defined on the System Settings, Software
Installation tab. You must have the appropriate access rights to be able to modify these settings.

2. Review the data set names if any appear. Select the Override link to change the high-level qualifier of the data set
name and the allocation parameters. Select OK.

3. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

4. Select Next.
You are prompted to select a target zone to use.
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Select a Target Zone

You select a target zone in the SMP/E environment where you want to install your product. You create a target zone or
select an existing target zone in the SMP/E environment (if you use an existing SMP/E environment).

1. On the Target Zone step, substep 1, perform one of the following actions:
– Select Create a New Target Zone to create a target zone.
– Select an existing target zone in the SMP/E environment.

This option is available only if you selected to use an existing SMP/E environment.

WARNING

• If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

• If your product has the installed prerequisites, the target zone of the SMP/E environment with the installed
prerequisites that you selected at the Prerequisites step of the wizard is preselected for you. You cannot
select another target zone. You cannot create a target zone.

2. Select Next.
You are prompted to create a target zone or use an existing target zone.

Create a Target Zone

You can create a target zone in a new or an existing SMP/E environment where you install your product. The target zone
parameters are prepopulated with the values that are entered for the SMP/E environment. You can change data set
allocation parameters.

You can specify a different SMP/E environment data set to be used for a new target zone.

1. On the Target Zone step, substep 2, review and specify the target zone SMP/E parameters as applicable.
Target Zone Name

Defines the name for the target zone.
Create New CSI Data Set

Specifies that a new CSI data set will be created for the target zone.
Data Set Name Prefix

Defines the prefix for the name of the target zone data set. This field is only enabled when you have selected the
Create New CSI Data Set check box.

Catalog
Defines the name of the SMP/E target zone catalog. This field is only enabled when you have selected the Create
New CSI Data Set check box.

Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all target zone data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ) and they cannot be changed.

DSN Type
Specifies the DSN type for allocating target zone data sets.
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SMS Parameters / Data Set Parameters
Specifies if this target zone uses SMS parameters (Storage Class, Management Class, Data Class) or data set
parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the target zone appears.

Use an Existing Target Zone

When using an existing target zone for installing your product, you review and, if necessary, update its parameters.

1. On the Target Zone step, substep 2, review the current target zone parameters and allocation parameters for data
sets that must be added. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
If there are any data sets to be created for the target zone, a list of data sets appears. If the list is empty, no new data
sets are going to be allocated.

Set Up Target Zone Parameters

When creating a target zone in the SMP/E environment for your product installation, specify target zone parameters.

1. On the Target Zone step, substep 3, review the data set names if any appear. Select the Override link to change the
high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If more parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You are prompted to confirm the distribution zone.

Confirm a Distribution Zone

You must confirm a distribution zone of the SMP/E environment where you want to install your product. Depending on
whether you created a target zone or you selected an existing target zone, create a distribution zone or select an existing
distribution zone in the SMP/E environment.

1. On the Distribution Zone step, substep 1, review the selected option for the distribution zone.
– If you are using an existing target zone, the related distribution zone is automatically selected. You cannot select

other distribution zones or cannot create one.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

– If you are creating a target zone, you can create a distribution zone or you can select an existing distribution zone.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the
new target zone. This action breaks the relationship from the previous target zone that was related to
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this distribution zone. You cannot accept maintenance packages from the previous target zone to this
distribution zone using CSM.

2. Select Next.
You are prompted to set up the distribution zone.

Create a Distribution Zone

You can create a distribution zone that is related to the newly created target zone. The distribution zone parameters are
prepopulated with the values that are entered for the SMP/E environment. You can change data set allocation parameters.

You can specify a different SMP/E environment data set to be used for the new distribution zone.

You can also specify the same SMP/E environment data set as the one that you specified for the target zone. In that case,
the target and distribution zones share the SMP/E environment data set. The SMP/E environment data set is allocated
using the parameters that you have defined when specifying the target zone.

1. On the Distribution Zone step, substep 2, review and specify the following parameters as applicable:
Distribution Zone Name

Defines the name for the distribution zone.
Create New CSI Data Set

Specifies that a new CSI data set is created for the distribution zone.
Data Set Name Prefix

Defines the prefix for the name of the distribution zone data set. This field is only enabled when you have selected
the Create New CSI Data Set check box.

Catalog
Defines the name of the SMP/E distribution zone catalog. This field is only enabled when you have selected the
Create New CSI Data Set check box.

Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all distribution zone data sets that are allocated during installation.
Product packaging defines the low-level qualifiers (LLQ) that cannot be changed.

DSN Type
Specifies the DSN type for allocating distribution zone data sets.

SMS Parameters / Data Set Parameters
Specify if this distribution zone is to use SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog). Complete the applicable fields.

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the distribution zone appears.
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Use an Existing Distribution Zone

You can use an existing distribution zone that is related to the existing target zone you selected, or with a new target zone.
The distribution zone parameters are prepopulated with the values that are entered for the SMP/E environment. You can
change data set allocation parameters.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the new target
zone. This action breaks the relationship from the previous target zone that was related to this distribution zone.
You cannot accept maintenance packages from the previous target zone to this distribution zone using CSM.

1. On the Distribution Zone step, substep 2, review the current distribution zone parameters and allocation parameters
for data sets that you want to add. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
If there are any data sets to be created for the distribution zone, a list of data sets appears. If the list is empty, no new
data sets are going to be allocated.

Set Up Distribution Zone Parameters

When creating a distribution zone in the SMP/E environment where you want to install your product, specify distribution
zone parameters.

1. On the Distribution Zone step, substep 3, review the data set names if any appear. Select the Override link to
change the high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You see a summary of the installation task.

Start the Installation

After you complete setting up the SMP/E environment and its zones, you are ready to start the installation.

To start the installation, review the summary on the Summary step, and select Install.

A dialog that shows the progress of the task opens. When the task completes, Select Show Results on the Progress tab
to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on the
Tasks tab.

You completed the product installation. You can now start maintaining the installed products.

Install Maintenance
After you have successfully installed any Broadcom mainframe product software, check for important product
maintenance that may have been released after the product installation package was prepared. The product releases are
built and maintained using standardized SMP/E packaging and installation procedures. These procedures include error
and FIXCAT HOLDDATA, new product features, and product interoperability validation. PTFs that pass interoperability test
criteria are released monthly and designated as CARS.

You can install the following types of maintenance:
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• Corrective maintenance that fixes an issue.
• Preventive maintenance to avoid problems that others have reported or to provide a compatibility fix for hardware and

software.
• FIXCAT maintenance to support a particular hardware device, software release, or new product function.

WARNING
You can initiate a maintenance installation activity at any time using z/OSMF Software Update, SMP/E JCL, or
CSM. However, before you do so, we recommend that you obtain the current SMP/E HOLDDATA.

See Broadcom Mainframe Product Maintenance for a list of solutions that have been published within the last year. From
this page, you can search solutions for all Broadcom mainframe products by product name, date, or keyword. You can
also search for new product features or by a CARS level (CARSID). You can also find HIPER or PE PTFs and security
or integrity PTFs. Once you have your list, you can download in Excel or CSV format. To download PTFs automatically
without having to search regularly on the portal, use SMP/E Receive Order. To create a service order request online from
Broadcom Support, Use the Create Service Order Online Interface.

For a comprehensive collection of articles that are dedicated to all mainframe maintenance concepts and procedures, see
Mainframe Common Maintenance Procedures.

Maintain Products Using z/OSMF Software Update
As a systems programmer, you are responsible for keeping your systems current with product maintenance to ensure
optimal system usage. To do so, use IBM z/OSMF Software Update. Software Update provides an easy to follow wizard
that guides systems programmers of all levels through the maintenance process. z/OSMF Software Update offers a
modern approach to software maintenance and provides the following features:

Corrective Service Installs a software update to fix an issue.
Preventive Service Installs vendor-recommended software updates.

FIXCAT Installs software updates (Fix Categories) that provide a new function to a system.

NOTE
We are not adding new features to CSM. We recommend that you use z/OSMF Software Update to apply
maintenance to z/OS software.

Prerequisites

Ensure that you meet the following software requirements before you use Software Update:

• Configure z/OSMF as described in the IBM documentation and address the z/OSMF security requirements for ACF2,
Top Secret, or IBM RACF as applicable.

• Apply all z/OSMF Software Update-related maintenance from IBM.
• Register your SMP/E environments (CSIs) in z/OSMF Software Management. For more information, see Software

Management task in the IBM documentation.
TIP
A migration tool is provided to help you register existing CSM and non-CSM CSIs as new software instances
in z/OSMF. For more information about the migration tool, see Migrate SMP/E Environments into z/OSMF.

• Download and receive maintenance, HOLDDATA, and CARS maintenance for your products. As a best practice, we
recommend that you do so on a daily or weekly basis and that you automate this process using SMP/E Receive Order
(see Configure SMP/E Internet Service Retrieval). You can also perform these tasks manually from Broadcom Support
or Use the Create Service Order Online Interface.

NOTE
You can only apply maintenance for SYSMODs that are already received in the GLOBAL zone of the CSI.
IMPORTANT
The ASSIGN statements for CARS maintenance are not cumulative. To install the latest CARS maintenance,
download all YEARLY ASSIGN files, and then download the monthly ASSIGN files as needed.
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Use Software Update

Log in to your instance of z/OSMF and click the Software Update icon on the desktop. If the Software Update icon does
not appear on the desktop, open the App Center in the bottom-left corner.

You can now maintain software instances, using the z/OSMF Software Update functionality. For more information about
how to use Software Update, see Software Update in the IBM documentation.

Maintain Products Using SMP/E JCL
Learn how to install product maintenance (receive, apply, accept) using SMP/E JCL.

As a systems programmer, your responsibilities include maintaining products and maintenance packages in your
mainframe environment. You can download, receive, apply, and accept maintenance. After you complete the maintenance
process, the product is ready to deploy.

Download and Receive Maintenance

PTF Maintenance and HOLDDATA are available from Broadcom Support. To download and receive maintenance for
ongoing preventive maintenance and in non-installation use cases according to your maintenance strategy, use one of the
following options to create a PTF maintenance package:
Configure SMP/E Internet Service Retrieval

Eliminates the manual steps that are required to download PTFs and HOLDDATA from Broadcom Support. The
orders are fulfilled based on the status of your SMP/E environments. All PTFs and their requisites are downloaded
automatically and received to your system. With SMP/E Internet Service Retrieval, you can make service requests
for maintenance on demand or as scheduled jobs that enable a more automated approach to downloading
maintenance.
We recommend that you use SMP/E Internet Service Retrieval to download and receive maintenance.

Use the Service Order Online Interface
Creates a service order request online from secure Broadcom download servers. This option is more streamlined
than using the SMP/E Internet Service Retrieval batch JCL option and requires no firewall changes. However, it
cannot be automated.
Based on your order criteria, all PTFs and their requisites are downloaded automatically and received to your
system.

Build the PTF package from Broadcom Support
Lets you download maintenance manually from Broadcom Support. With this option, you manually
select PTFs and build a package for all applicable PTFs and requisites. You then use the CAUNZIP utility
to unpackage and receive the files. The CAUNZIP utility processes ZIP packages directly on z/OS without
the need for an intermediate platform, such as a Microsoft Windows workstation. The utility resides in
yourCCSHLQ.CAW0JCL(CAUNZIP).
To use this download option, you must be running Common Components and Services Version 15.0. Review the
CAUNZIP requirements.

To build the PTF package from Broadcom Support, select the PTFs manually and then use the CAUNZIP utility to
unpackage and receive the files as described in the following procedure:

NOTE
If you used SMP/E Internet Service Retrieval or the Service Order online interface to download and receive
maintenance, ignore the steps in the following procedure. Go to Apply and Accept Maintenance.

1. Go to Broadcom Support at https://support.broadcom.com, and select Software, Mainframe Software, and My
Downloads.

2. Log in using your Broadcom Support username and password.
The My Downloads - Mainframe Software page appears.
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3. Select a product from the list or search by product name and then select a product from the list.
The product page appears with two tabs under the product name: Products and Solutions.

4. Select the Solutions tab and select the product that you want.
A list of releases appears.

5. Use the hypertext link to select the release that you want.
A list of published solutions appears with the most recently published solutions shown first.

6. Select the checkbox next to the solutions that you want to download.
NOTE
To filter the list, search by solution number, CARS level, or description. You can also select an operating
system or component. For download solution search tips, see Solution Download Help.

7. Select a download method:
– Select Download Selected to go to the Download Manager. Use this option to create a complete solution

package that includes all requisite solutions back to an optional date. From the Download Manager, you can select
your download method (HTTPS or Secure FTP).

– Select HTTPS Download to start downloading immediately. Check your browser for the download progress.
– Select Secure FTP Download to download securely from downloads.broadcom.com. This option is the fastest and

most efficient download method.
For assistance, see Solution Download Help. For HTTPS and Secure FTP information, and sample JCL, see
Download Methods and Locations.
The solution package is downloaded.

8. Run the CAUNZIP utility by completing the following steps.
CAUNZIP unzips the package of published solutions and creates an SMPNTS file structure that the SMP/E RECEIVE
FROMNTS command can process. After execution completes, the ZIPRPT data set contains the summary report. The
summary report:
– Summarizes the content of the product order ZIP file.
– Details the content of each data set and the z/OS UNIX files produced.
– Provides a sample job to receive the PTFs in your order.

9. Review the sample job that is provided in the CAUNZIP output ZIPRPT file and then complete the following steps:
a. Cut and paste the JCL into a data set.
b. Specify your SMP/E CSI on the SMPCSI DD statement.
c. Submit the job to receive the PTFs in your order.

10. Verify that you have the values from the base installation in the TPLSEDIT macro, which you customized in the
installation steps.

11. Open the SAMPJCL member TPL60RCH in an edit session and execute the TPLSEDIT macro from the command
line.

NOTE
Update TPL60RCH SAMPJCL to download the HOLDDATA file.

TPL60RCH is customized.
12. Submit TPL60RCH.

The job downloads the external HOLDDATA file.

The maintenance packages are received to the SMP/E environment global zone. After maintenance has been
downloaded for a product, you can apply and optionally accept the maintenance for products that are installed in the SMP/
E environment. Go to Apply and Accept Maintenance.

Apply and Accept Maintenance

After downloading and receiving your maintenance package, use this procedure to apply and optionally accept corrective
maintenance.
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WARNING
Before you apply maintenance, ensure that any required file systems are mounted and that you have specified
the correct path to the DDDEFs that are contained in the file systems. The path must be the mount point of the
zFS file system, plus the directory /CA. For example, if the zFS file system is mounted at /cai/abc, the DDDEF
path must be /cai/abc/CA.

1. Open the SAMPJCL member TPL80APM in an edit session and execute the TPLSEDIT macro from the command
line.
TPL80APM is customized.

2. Submit TPL80APM.
The PTFs are applied.

3. (Optional) Open the SAMPJCL member TPL90ACM in an edit session and execute the TPLSEDIT macro from the
command line.
TPL90ACM is customized.

4. (Optional) Submit TPL90ACM.
The PTFs are accepted.

NOTE
You do not have to submit the job now. You can accept the PTFs according to your site policy.

Corrective maintenance is complete. You can now optionally apply CARS maintenance.

Apply CARS Maintenance

Use this procedure to apply CARS maintenance as a part of managing preventive maintenance.

NOTE
For information about CARS maintenance, see CARS in the Mainframe Common Maintenance Procedures
documentation.

1. Download the ASSIGN statements from https://ftp.broadcom.com/secureuser/downloads/pub/ASSIGNS/.
IMPORTANT
The ASSIGN files are not cumulative. To install the latest CARS level, download all YEARLY ASSIGN
statements, and then download the monthly ASSIGN files as needed.

a. Determine whether to download the yearly or monthly ASSIGN statements in the following files: YEARyyyy.txt or
CARyymm.txt.

b. Open the SAMPJCL member TPL50CAR in an edit session, update TPL50CAR SAMPJCL to download your
ASSIGN statements from Broadcom Support, and execute the TPLSEDIT macro from the command line.
TPL50CAR is customized.

2. Submit TPL50CAR.
The job downloads the ASSIGN statements.

3. Open the SAMPJCL member TPL70RCM in an edit session, manually add the data set that contains the ASSIGN
statements to the SMPPTFIN DD, and execute the TPLSEDIT macro from the command line.
TPL70RCM is customized.

4. Submit TPL70RCM.
The job receives the external HOLDDATA file and ASSIGN statements.

5. Open the SAMPJCL member TPL80APM in an edit session and execute the TPLSEDIT macro from the command
line.
TPL80APM is customized.

6. Submit TPL80APM.
The CARS PTFs are applied.

7. (Optional) Open the SAMPJCL member TPL90ACM in an edit session and execute the TPLSEDIT macro from the
command line.
TPL90ACM is customized.
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8. (Optional) Submit TPL90ACM.
The CARS PTFs are accepted.

NOTE
You do not have to submit the job now. You can accept the PTFs according to your site policy.

Maintain Products Using CSM
Use the procedures in this topic to receive, apply, and accept maintenance for your products using CSM.

CSM provides a product list that lets you display the list of licensed product maintenance packages and to download these
packages. You can also manage external maintenance packages that were acquired outside of CSM so that they can be
applied using  CSM.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
that CSM will no longer function as of June 30, 2023. For full details, see the End of Life Announcement.If you
do not have CSM installed, we recommend that you install z/OSMF to manage your software. For installation
and usage details, see the IBM documentation and the Broadcom product installation best practices at
techdocs.broadcom.com.

NOTE
During your initial product installation, apply all product maintenance. Otherwise, you may have to repeat the
deployment and configuration processes.

The following diagram shows the maintenance process using CSM:
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Use the following procedure to maintain products using CSM:

1. (Optional) Configure automatic HOLDDATA download.
2. (Optional) Configure CSM to reject unneeded maintenance.
3. Download product maintenance packages.

– (Optional) Configure CSM to perform automatic maintenance updates.
4. (Optional) Manage maintenance downloaded outside of CSM. As part of this management, you can also view the

aggregated package details.
5. Receive maintenance.
6. (Optional) Reject maintenance.
7. Apply maintenance.

a. Consider whether you require a product USERMOD.
b. Review and process any unresolved HOLDDATA.
c. Apply CARS maintenance.
d. (Optional) Apply FIXCAT maintenance.

8. (Optional) Restore maintenance.
9. Accept maintenance.

– (Optional) Accept maintenance in GROUPEXTEND mode.

 63



 Mainframe Topology 1.0

After you complete this process, the maintenance packages for your products are accepted.

You have deployed and configured a product across your enterprise. Now you are applying maintenance to this product.
Create a deployment and a configuration for this product to get this maintenance to your target systems.

Configure Automatic HOLDDATA Download

You can configure CSM to download automatically the available HOLDDATA that it uses for each maintenance installation.
You then have current information about what maintenance packages are marked as PE (PTF in Error).

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the HOLDDATA Settings section, select the Enable Automatic Updates checkbox.
3. Set up values for the following fields, and select Apply:
Owner of Update Task

Specifies the TSO user ID under which the update task is run.
Recurrence

Specifies how often the task recurs.
Update Software Catalog Every number of Days

or Update Software Catalog On day of week Every number of Weeks
Specifies the frequency of downloading HOLDDATA to your software catalog, in days or weeks, depending on the
value the Recurrence field.
Example: Imagine you set the recurrence for a specific number of days and you set the time that precedes the
current time. Then the first update occurs in the specified number of days at the specified time. For example, on
Monday at 10.30 am, you set the number of days to 3 and time to 07.00. The first update then occurs on the third
day, Thursday, at 7.00 am. When you set the time past the current time, the first update occurs on the same day
at the time set. For example, on Monday at 10.30 am, you set the number of days to 3 and time to 11.00. The first
update then occurs on that Monday at 11.00 am.

System Time
Specifies the system time when an automatic update occurs. The system time reflects your CSM application
server time zone. The TZ parameter within Tomcat startup libraries defines the time zone. If the TZ parameter is
not defined, the CSM application server time zone defaults to GMT - Greenwich Mean Time.
Local time is calculated based on the system time that you set.

NOTE
To download available HOLDDATA to the software catalog immediately, select Update Immediately.

The automatic HOLDDATA download is configured.

Configure CSM to Reject Unneeded Maintenance from the SMP/E Environment

During the regular, FIXCAT, or CARS maintenance wizard execution, CSM may receive maintenance. Some maintenance
packages may not be directly associated with the maintenance that you want to apply.

You can configure CSM to reject the maintenance that was received but not applied during the wizard execution.

• If you exit the wizard before the maintenance installation started, CSM rejects the maintenance that has been received
during the wizard execution. The SMP/E environment is restored to the state that it had before you started the wizard.

• If you navigated through the wizard steps, started the maintenance installation task, and the task completed
successfully, CSM rejects the received but not applied maintenance that is not directly associated with the
maintenance that you have applied.
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This process ensures that your SMP/E environments do not contain unneeded received maintenance.

1. Select the Settings tab, and select the Software Installation link under System Settings on the left side.
2. In the Maintenance Installation section, select the Reject Received Maintenance checkbox.
3. Select Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

CSM is configured to reject unneeded maintenance.

Download Product Maintenance Packages

You can download maintenance packages for installed products through the Products tab. You can download:

• All maintenance packages for a product
• Only maintenance packages that have been released from the time the product release was updated last

NOTE
The information for HIPERs and new maintenance on the Software Status tab is based on the current
information in your software catalog. Update the product list on a daily or weekly basis to keep it current.

WARNING

You can also download maintenance using the SMP/E Internet Service Retrieval. This option uses the IBM
SMP/E RECEIVE ORDER command to download Broadcom mainframe product maintenance over the Internet,
by securely submitting an order for PTFs and HOLDDATA to a remote Broadcom server. This service eliminates
the manual steps that are required to download maintenance from Broadcom Support. The orders are fulfilled
based on the status of your SMP/E environments. Based on your order criteria, all PTFs and their requisites are
downloaded automatically and received to your system.

To use this download option, complete the procedures to configure the SMP/E Internet Service Retrieval as
described in the Mainframe Common Maintenance Procedures documentation. After you set up this service, you
can use CSM to apply and accept your maintenance.

1. Verify that your CSM login user name is associated with a registered user of Broadcom Support on the Software
Acquisition Settings page.
CSM uses the credentials to access Broadcom Support.

2. Select the name of the product for which you want to download maintenance in the product list on the left side.
Maintenance information about the product appears in the Releases section on the right side.

3. For the product release for which you want to download maintenance, select the Actions drop-down list to the right of
the release. Complete one of the following steps:
a. Select Update Product Release to download all maintenance packages for the product release.
b. Select Get Latest Maintenance to download only maintenance packages that have been released from the time

the product release was updated last.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are downloaded.
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Configure CSM to Perform Automatic Maintenance Updates

You can configure CSM to perform automatic maintenance updates (downloading and receiving maintenance) for
products that are installed in an SMP/E environment.

Manage Maintenance Downloaded Outside of CSM

Sometimes you acquire maintenance packages, such as unpublished maintenance, PTF, APARs, and USERMODs,
outside of CSM. For example, you are validating a test PTF released for a product. You can add information about these
maintenance packages to CSM from the Products tab.

Adding these maintenance packages to CSM provides you with a complete view of all the maintenance for a product
release. After a package is migrated, you can use CSM to apply the maintenance.

Usually, the maintenance is placed as a single package. However, some Broadcom mainframe products still have older
aggregated maintenance packages that were released before December 31, 2013. An aggregated package is a file that
comprises several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts
all the nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package
is marked with the CUMULATIVE type.

When you insert an aggregated package, CSM assigns a fix number to it. The fix number is unique and contains eight
characters. The first two characters are AM (for Aggregated Maintenance) and a unique six-digit number follows. The
number value increases by 1 with each added aggregated package.

If the aggregated maintenance package has the same fix number as one of its nested packages, only the nested package
is added. The aggregated package itself is not available in the list of maintenance packages.

1. Select the Products tab, and select the product release for which the maintenance applies.
2. Select the Add External Maintenance button.
3. Specify one of the following package types and package details:
Data Set

Adds a maintenance package that is located in a z/OS data set with an LRECL of 80 and RECFM of FB.
UNIX File

Adds a maintenance package that is located in a USS directory in binary mode.
FTP File

Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading
a PTF to validate it.

FTP Host Specifies the FTP server where the maintenance package is located. Select a server from the list, or
provide your FTP server host.

FTP Port Specifies the FTP port number for the FTP server.
FTP Path Defines the FTP path where the maintenance package is located. Start the path with a forward slash

(/). Enter only a forward slash to specify the root directory.
Example: /outgoing/

Maintenance Name Defines the maintenance package name.
Example: RO01111.bin

User Name Defines a valid user name to access the FTP location.
Password Defines a valid password to access the FTP location.

Solution
Adds a published solution on Broadcom Support.

NOTE
To add several data sets or UNIX file packages from the same location, use masking.

4. Select OK.
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A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance package with the related information is saved in the CSM database. To see the added package, refresh
the page.

View Aggregated Package Details

You can view which nested packages are included in the aggregated package. The information includes the fix number,
package type, and package description.

NOTE
Aggregated maintenance packages were discontinued December 31, 2013. However, some Broadcom
mainframe products have aggregated maintenance packages that were released before this date.

1. Select the Products tab, and select the product release that has the aggregated package whose details you want to
view.

2. Select the Fix # link for the aggregated package.
The Maintenance Package Details dialog opens.

3. Select the Nested Packages tab.
A list of nested packages that the aggregated package contains appears.

Receive Maintenance

After maintenance has been downloaded for a product, you can receive the maintenance to the global zone of an SMP/E
environment where the related products are installed. Once received, maintenance packages can be applied.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment where you want to receive maintenance
packages.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to receive, and select the Receive link.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the receiving, and select Next.
5. Review and adjust the receive list selections as required, and select Next.
6. Review the summary, and select Receive.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are received to the SMP/E environment global zone.

Reject Maintenance

You can reject a received maintenance package. Information about the maintenance package is removed from the SMP/E
environment global zone.
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While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to reject maintenance.
2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria

defined.
3. Select the maintenance packages that you want to reject, and select the Reject link. You can filter out only received

packages.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the rejection, and select Next.
5. Review and adjust the rejected list selections as required, and select Next.
6. Review the summary, and select Reject.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are rejected. Information about the maintenance packages is removed from the SMP/E
environment global zone.

Apply Maintenance

After maintenance has been downloaded for a product, you can apply the maintenance to products that are installed in an
SMP/E environment.

WARNING
Before you apply maintenance, ensure that required file systems are mounted and that you have specified the
correct path to the DDDEFs that are contained in the file systems. The path must be the mount point of the zFS
file system, plus the directory /CA. For example, if the zFS file system is mounted at /broadcom/abc, the DDDEF
path must be /broadcom/abc/CA.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the SMP/E environment is locked and other CSM users cannot perform any
action against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes,
the lock releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to apply
maintenance to.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to apply, and select the Apply link.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Follow the instructions on the wizard to navigate through the wizard steps.
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5. From the Summary step, review the summary, and select Check and Apply.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You have completed acquiring and applying maintenance. You can accept the applied maintenance (except USERMODs)
from the SMP/E Environments, Maintenance tab.

USERMODs

A product USERMOD can be provided as a published maintenance package downloaded during the Update Product
process. When CSM downloads a package including a ++USERMOD statement, it is loaded under the product with a
USERMOD type. You can install these packages using CSM but cannot accept them because they are not intended to be
permanent.

You can create a USERMOD manually, or we can provide an unpublished maintenance package as a USERMOD. In this
case, the USERMOD file, which contains the ++USERMOD statement and the body of the USERMOD, must be managed
as an externally downloaded package.

Unresolved HOLDDATA Processing

When you apply maintenance, review and process any unresolved HOLDDATA for the applied maintenance and its
prerequisites. The maintenance wizard displays all unresolved HOLDDATA and lets you review the HOLDDATA and
details about the HELD maintenance. You can then bypass the HOLDDATA or exclude the HELD maintenance. CSM
determines unresolved HOLDDATA by running SMP/E APPLY GROUP/GROUPEXTEND CHECK.

In the maintenance wizard, you can perform the following actions:

• Select HOLDDATA (HOLDDATA TYPE, REASON, or maintenance) to bypass it.
• Leave HOLDDATA unselected to exclude it. If you do not select a HOLDDATA entry checkbox, CSM excludes the

HELD maintenance from the processing.

If you exclude at least one HELD maintenance package, CSM runs an appropriate SMP/E APPLY GROUP/
GROUPEXTEND CHECK command to verify the processing. CSM verifies whether other maintenance requires the
excluded maintenance. If so, CSM also excludes it from processing.

If the SMP/E APPLY GROUP/GROUPEXTEND CHECK command discovers further unresolved HOLDDATA, you are
notified about all unresolved HOLDDATA again. Select what HOLDDATA to bypass and what HELD maintenance to
exclude.

This iterative process repeats until all HOLDDATA is resolved or bypassed. You can then proceed to the next step.

A list of maintenance packages that are excluded during the processing of unresolved HOLDDATA is displayed in the
Summary step.

Apply CARS Maintenance

CSM lets you track and apply CARS maintenance for your products.

CARS is a set of maintenance packages that are installed and tested regularly on the Broadcom Mainframe Software
Division development, test, and production systems. Install CARS maintenance to keep your products current. Broadcom
releases CARS maintenance regularly. The release date determines the CARS maintenance level.
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To learn about new CARS maintenance that is available, download the files that are listed for published CARS
maintenance. You can configure CSM to download these files automatically, or add CARS files manually. You can filter
this maintenance in the SMP/E Environments, Maintenance section based on information that is in the files. You can
also select the packages that are applicable within a CARS level.

You can apply particular CARS maintenance packages. You can update all products in an SMP/E environment.

A CARS file can list a maintenance package that the HOLDDATA marked as PE (PTF in Error). The CARS file can also
reflect a corrective maintenance package for this PE that is not listed in this CARS file. This situation can occur if a
maintenance package is found in error after the CARS file is published. The CARS processing continues as expected, and
the maintenance package that is marked as PE is not applied. However, the CARS level for the product is not updated to
the current level until you apply the corrective maintenance package to the SMP/E environment.

Configure Automatic CARS File Download

You can configure CSM to download available CARS files automatically. After download, the files are stored in a USS
directory under the software catalog.

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the CARS Setting section, select the Enable Automatic Updates checkbox.
3. Set up field values and select Apply.

NOTE
To download available CARS files to the software catalog immediately, select Update Immediately.

The automatic CARS file download is configured.

Add a CARS File

If you cannot automatically download available CARS files, add them to the software catalog manually. Use the Add
CARS File link. The files that were added manually are stored in the same USS directory as other files.

1. Download the CARS file using FTP from the Broadcom file server directly to your USS directory.
a. Connect to the FTP site at the following location:

https://ftp.broadcom.com/secureuser/downloads

b. Log in to ftp.broadcom.com as follows:
user name: anonymous
password: your-email-address

c. Change to the following directory:
/pub/ASSIGNS

d. Change your download mode to ASCII.
e. Download the CARS file. These files appear in the format:

CARyymm.TXT

2. In the CSM web-based interface, select the Products tab, and select the Add CARS File link in the Actions section on
the left side.

3. Specify the USS path to the CARS file you want to add, and select OK.
Information about the CARS file is saved in the CSM Software Catalog USS database.

Apply CARS Maintenance to an SMP/E Environment

You can upgrade products that are installed in an SMP/E environment to a specific CARS level. During processing, CSM
verifies that maintenance packages that are associated with the selected CARS level can be applied to the products, and
then applies the packages.
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As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to upgrade the CARS level for.

Select the Actions drop-down list to the right of the SMP/E environment, and select Upgrade CARS Level.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the CARS maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Apply FIXCAT Maintenance

CSM lets you select and apply maintenance for your products according to FIXCAT.

FIXCAT (fix category) associates a maintenance package to one or more categories of PTFs (for example, installation,
function, z/OS version, or communication).

FIXCAT data is provided in the same file as error HOLDDATA. Error HOLDDATA contains FIXCAT HOLDDATA statements
that assign a maintenance package to a category. Select a category, and CSM determines and applies associated
maintenance packages to the selected products installed in an SMP/E environment.

Masking Maintenance Categories

When you select maintenance categories in the wizard, you can use masking.

Use an asterisk (*), or a percent sign (%), or both to specify naming masks. An asterisk substitutes for any number of
symbols. A percent sign substitutes for one symbol.

For example:
System.z/OS.*

Selects all the categories whose names start with System.z/OS.
System.z/OS.%%

Selects all the categories under System.z/OS whose last segment consists of two symbols.

Apply Maintenance by FIXCAT Category

You can select and apply maintenance for your products based on FIXCAT using CSM.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

 71



 Mainframe Topology 1.0

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to apply FIXCAT

maintenance. Select the Actions drop-down list to the right of the SMP/E environment, and select Update Using Fix
Categories.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary, and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the FIXCAT maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Restore Maintenance

You can restore (back out) an applied maintenance package (but not an accepted maintenance package).

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to restore
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to restore, and select the Restore link. You can filter out only applied
packages.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the restoring, and select Next.
5. Review and adjust the list selections as required. Select Zones to review and adjust the zones where the maintenance

is restored from. You can only perform maintenance actions on zones you select here. Select OK to confirm the
selection and return to the wizard, and select Next.

6. Review the prerequisites if they exist, and select Next. CSM restores these prerequisites as part of the maintenance
restoring process.

7. Review the summary, and select Restore.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.
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The maintenance packages are restored.

Accept Maintenance

After maintenance has been applied, you can accept the maintenance for products that are installed in an SMP/E
environment. You cannot accept USERMODs.

Use this procedure to accept the maintenance in GROUP mode.

WARNING
Before you start, update the HOLDDATA in your software catalog. To do so, select Update HOLDDATA in the
Actions section on the Software Catalog page. You can also set up the automatic HOLDDATA download as
described previously in this article.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to accept
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to accept, and select the Accept link.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the maintenance, and select Next.
5. Review and adjust the accept list selections as required. Select Zones to review and adjust the zones where the

maintenance is accepted. You can only perform maintenance actions on zones you select here. Select OK to confirm
the selection and return to the wizard, and select Next.

6. Select the installation mode for the selected maintenance, and select Next.
7. Perform one of the following actions to address prerequisites:

– If no prerequisites exist, select Next. A list of HOLDDATA appears.
– If prerequisites exist and are available, review them, and Select Next. A list of HOLDDATA appears. The

prerequisites are accepted as part of the process.
– If a prerequisite is not available, the wizard cannot continue. Select Cancel to exit the wizard. Acquire the

prerequisite and restart the process.
8. Review HOLDDATA entries, if they exist. Select Export Table to open all HOLDDATA information for all selected

maintenance in a separate browser window. Selecting Export Table is similar to running the LIST SYSMODS
HOLDDATA command within your SMP/E environment.

9. Select Next.
SMP/E work DDDEFs of SMPWRKx and SYSUTx, with their allocation parameters, are listed.

10. Review the work DDDEF allocation parameters, and edit them, if necessary, to verify that sufficient space is allocated
for them during the maintenance acceptance:

NOTE
Changes in the allocation parameters apply to the current maintenance processing only.

1. Select Override for a DDDEF to edit its allocation parameters.
A pop-up window opens.

2. Make the necessary changes, and select OK to confirm.
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The pop-up window closes, and the DDDEF entry is selected in the list indicating that the allocation parameters
have been overridden.

You can also:

• Update allocation parameters for the DDDEFs automatically by select Resolve Overrides.
CSM provides values for all DDDEFs based on the total size of the selected maintenance packages being
accepted. All DDDEF entries are selected in the list indicating that the allocation parameters have been overridden.

NOTE
To edit the allocation parameters for a DDDEF after automatically updating them with the Resolve
Overrides button, select Override. Make the necessary changes. Select OK to confirm and return to the
wizard.

• Cancel a parameter update for any DDDEF by clearing its checkbox.
11. (Optional) Select View SMP/E Work DDDEFs to review SMP/E work DDDEF and their allocation parameters for the

selected SMP/E environment zones. Select Close to return to the wizard.

NOTE
Sometimes, the allocation parameters differ from the allocation parameters that you obtained using the
Resolve Overrides button.

Select Next.
12. Review the summary, and select Accept.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens and you can view the action details.

The maintenance packages are accepted.

Accept Maintenance in GROUPEXTEND Mode

CSM lets you invoke the SMP/E utility with the GROUPEXTEND option enabled for accepting maintenance.

When you accept maintenance in GROUPEXTEND mode, the following installation modes are available:
Accept Check

Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode.
Accept

Accepts the maintenance to the selected SMP/E environment in GROUPEXTEND mode.
Accept Check and Accept

Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode. Then
accepts it if possible.

For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or HOLDDATA
prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets you check if any
prerequisites or HOLDDATA exist and report them in the task output.

How Maintenance in GROUPEXTEND Mode Works

Accept maintenance in GROUPEXTEND mode in the following sequence:

1. Apply all maintenance packages that you want to include by the GROUPEXTEND option.
2. Run the maintenance in Accept check mode.

– If the task fails, review SMPOUT in the task output. Review if there are missing (not applied) maintenance
packages or HOLDDATA that must be resolved or bypassed.

– If the task succeeds, review SMPRPT in the task output. Review what maintenance packages were found and
accepted.
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3. Run the maintenance in Accept mode. Specify the maintenance packages that you want to exclude and HOLDDATA
that you want to bypass, if any exist.
The followings options are available for bypassing HOLDDATA:
– HOLDSYSTEM
– HOLDCLASS
– HOLDERROR
– HOLDUSER

You can run the maintenance in Accept mode in the same CSM session after Accept check mode is completed. The
values that you entered for Accept check mode are then prepopulated on the wizard dialogs.

Accept Maintenance with the GROUPEXTEND Option Enabled

You can accept maintenance (except USERMODs) with the GROUPEXTEND option enabled.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment holding the maintenance packages that you
want to accept in GROUPEXTEND mode.

2. Select Maintenance.
Maintenance packages available for the products are listed. If you do not see any maintenance packages, verify that
you have maintenance view criteria defined.

3. Select the maintenance packages that you want to accept in GROUPEXTEND mode, and select the Accept
GROUPEXTEND link.

NOTE
If you select an SMP/E environment that is being used by another user, a notification message appears. You
are prevented from performing any actions on the SMP/E environment. Wait until the notification message
disappears and the SMP/E environment becomes available, or select Cancel to select another SMP/E
environment.

4. Review the information about the maintenance, and select Next.
The packages that you want to accept are listed.

NOTE
Select a link in the Status column for a maintenance package, if available, to review a list of zones. The
zones indicate where the maintenance package is received, applied, or accepted. Select Close to return to
the wizard.

5. Review the packages, and select Next.

WARNING
For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or
HOLDDATA prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets
you review if any prerequisites or HOLDDATA exist and report them in the task output. Run the maintenance
in Accept check mode first.

6. Read the information that is displayed on this tab, and select Next.
The installation options appear.

7. Specify installation options as follows, and select Next:
a. Select the installation mode for the selected maintenance.
b. Review the GROUPEXTEND options and select the ones that you want to apply to the maintenance:

NOAPARS
Excludes APARs that resolve error reason ID.
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NOUSERMODS
Exclude USERMODs that resolve error reason ID.

c. (Optional) Enter maintenance packages that you want to exclude in the Excluded SYSMODs field. You can enter
several packages, separate them by a comma.

The Bypass HOLDDATA step of the wizard appears.
8. (Optional) Enter the BYPASS options for the HOLDDATA that you want to bypass during the maintenance installation.

You can enter several BYPASS options, separate them by a comma.
9. Select Next.
10. Review the summary, and select Accept GROUPEXTEND.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE

• If you run the maintenance installation in Accept check mode and the task succeeds, review SMPRPT in
the task output. Review what maintenance packages were found and accepted.

• If you run the maintenance installation in Accept check mode and the task fails, review SMPOUT in the
task output. Review if there are missing (not accepted) maintenance packages or HOLDDATA that must
be resolved or bypassed.

You completed maintaining products with CSM.

HOLDDATA
When you apply maintenance, you typically encounter SMP/E HOLDDATA. We use HOLDDATA to notify your SMP/E
system of SYSMODs that have errors or special conditions. We support system and external HOLDDATA.

System HOLDDATA

System HOLDDATA indicates data that is an in-stream part of the SYSMOD, informing you of special conditions. The
following reasons are used with SYSTEM HOLDDATA for your product.

ACTION Indicates that you must perform special processing before or after you apply this SYSMOD.
AO Affects automated operations. It changes the message identifier or the displacement of a field inside the

message.
DB2BIND Indicates that DBRMs have changed and packages must be rebound.
DDDEF Indicates that data sets and DDDEFs are being added or modified.
DELETE Deletes the SYSMOD load module. You cannot reverse this type of SYSMOD with the SMP/E RESTORE

command.
DEP Indicates a dependency for this SYSMOD that you must externally verify.
DOC Indicates a documentation change with this SYSMOD.

DOWNLD Indicates that some or all the elements that this SYSMOD delivers are to be downloaded to a workstation.
DYNACT Describes the steps to dynamically activate this fix without performing an IPL.

EC Indicates that this SYSMOD requires a hardware engineering change. An EC hold SYSMOD usually does
not affect the product unless the EC is present on the hardware device.

ENH Introduces a small programming enhancement. The hold contains the instructions to implement the
enhancement. If no action is required to implement the enhancement, give a summary of the enhancement.

EXIT Indicates that changes delivered by this SYSMOD require reassembly of user exits.
EXRF Indicates that the SYSMOD must be installed in both the Active and Alternate Extended Recovery Facility

Systems.
IPL Indicates that an IPL is required for this SYSMOD to take effect. This option is used only when there is no

alternative for dynamic activation.
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MSGSKEL Indicates that the SYSMOD contains internationalized message versions that must be run through the
message compiler for each language.

MULTSYS Apply this SYSMOD to multiple systems for pre-conditioning, coexistence, or exploitation.
RESTART Indicates that after applying this SYSMOD, the site must perform a special restart as opposed to a routine

restart.
SQLBIND Indicates that a bind is required for a database system other than Db2.

External HOLDDATA

External HOLDDATA is not part of the PTF. The HOLDDATA resides in a separate file and contains both error and FIXCAT
HOLDDATA. The error HOLDDATA is used for SYSMODs that have been distributed and later are discovered to cause
problems. The FIXCAT HOLDDATA helps identify maintenance that is required to support a particular hardware device,
software, or function.

Download the external HOLDDATA from Broadcom Support to a DASD file, and allocate the file to the SMPHOLD
DD statement. To take care of the external HOLDDATA, receive it into your SMP/E environment. SMP/E receives the
HOLDDATA from Broadcom-supplied jobs.

You can find JCL to download the external HOLDDATA in your SAMPJCL member. Open xxx60RCH or xxx1HOLD in
an edit session and execute the xxxSEDIT macro on the command line (xxx is the high-level identifier for your product).
Then, submit the JCL.

Error HOLDDATA

If a SYSMOD has unresolved error HOLDDATA, SMP/E does not install it unless you add a bypass to your APPLY
command. You can bypass error HOLDDATA in situations that are not applicable to you. Error HOLDDATA that is not
applicable to you can include a problem that happens only with a hardware device that you do not have or in a product
feature that you do not use.

When Broadcom publishes a SYSMOD that resolves the error HOLDDATA, the resolving SYSMOD supersedes the error
HOLDDATA. This action lets you apply the original SYSMOD with the fixing SYSMOD.

The only manual task is running a REPORT ERRSYSMODS. This report identifies the following:

• Any held SYSMODs already applied to your system
• Any resolving SYSMODs that are in RECEIVE status

SMP/E identifies the SYSMOD to apply to correct the situation.

FIXCAT HOLDDATA

Broadcom provides FIXCAT HOLDDATA to help identify maintenance that is required to support a particular hardware
device, software, or function. Fix categories are supplied as SMP/E FIXCAT HOLDDATA statements. Each FIXCAT
HOLDDATA statement associates an APAR and its related fixing PTF to one or more fix categories.

Complete Configuration Tasks
After you completed the installation, deploy and configure Mainframe Topology for execution.

Follow these steps to configure and deploy the Mainframe Topology product files:

1. Edit the CTPLJCL(TPLSNWCU) member.
2. Go through the instructions in the member and customize the job according to your specifications.
3. Submit the job. The following data sets are created:
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– CUSOPTN
– CUSPROC
– INSTJCL

4. Determine the sizing of the database and the work files.
5. Customize the macro INSTJCL(TPLSDEDT) with your site-specific information.

TIP
Use the installation worksheet to keep track of the parameters.

6. Save your changes and then copy the macro to your SYSPROC location.
The macro is ready to customize the configuration members. When you edit a configuration member, type TPLSDEDT
on the command line, and press Enter to replace the defaults with your specifications.

NOTE
The following step includes instructions to execute the TPLSDEDT macro each time you open a new
member. To edit all members simultaneously, read and follow the instructions in the TPLSDEAJ member,
then submit the job.

7. Run the TPLSDEDT macro on all members in the following data sets:
a. CUSOPTN
b. CUSPROC
c. INSTJCL

8. Run the following JCLs in order:
a. INSTJCL(TPLSALU)

Creates data sets that hold the deployment zFS file system.
NOTE
The deployment zFS file system is the file system that is used for the Mainframe Topology database
and the additional USS files that are either customized for every deployment, or written during execution
(such as logs). The deployment zFS file system is a different zFS file system than the installation file
system. The installation file system is created during installation and contains executable programs and
other installation files that are only supposed to be modified during product maintenance.

b. INSTJCL(TPLSMNT)
Mounts the zFS filesystem.

c. INSTJCL(TPLSCPY)
Copies additional USS files to the data sets.

d. INSTJCL(TPLSPC)
Marks all native libraries as program controlled.

NOTE
To run this JCL, your user ID requires at least the read access to the BPX.FILEATTR.APF resource in the
FACILITY class profile.

Mainframe Topology is now configured and the product files are deployed.

Space Requirements
Calculate the space that Mainframe Topology reserves on the disk for the work files of the Extractor-Aggregator job. Learn
about how to allocate space for the database.

Disk Space Requirements

Mainframe Topology must allocate the work files that are generated by Extractor-Aggregator job. Mainframe Topology
allocates the files on the base of the number of SMF records that are estimated to run in one cycle (typically once a day).

Enter the estimated number of SMF records by editing the following parameters of the INSTJCL(TPLSCONF) member:
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NOTE
You can also define the parameters in the INSTJCL(TPLSDEDT) member during the first-time installation.

Parameter in TPLSDEDT Parameter in TPLSCONF Value

@CICSEXP@ WORKFILE_CICS_RECORDS_EXPECTE
D

• If you use 110 records (subtype 1):
Enter the estimated number of CICS
transaction records that are processed
in each cycle, expressed in thousands.

• If you use SYSVIEW SMF records:
Enter the estimated number of CICS
transaction records that are processed
in each cycle, expressed in thousands,
divided by 10.

@SMF30EXP@ WORKFILE_SMF30_RECORDS_EXPECT
ED

Enter the estimated number of SMF 30
records (subtype 2 and 3) that is processed
each cycle, expressed in thousands.

@DB2EXP@ WORKFILE_DB2_RECORDS_EXPECTED Enter the estimated number of SMF 101
records (subtype 1) that is processed each
cycle, expressed in thousands.

@MQEXP@ WORKFILE_MQ_RECORDS_EXPECTED Enter the estimated number of SMF 116
records (subtype 1 and 2) that is processed
each cycle, expressed in thousands.

The values of the parameters determine the amount of space that Mainframe Topology uses in the primary allocation. If
more space is required, extra extents of a similar size are allocated, therefore it should be possible to process at least 10x
more data than expected without any allocation failure.

Estimate the Space on Disk

You can estimate the required work space on the disk. Estimate the space on the base of the parameters that you entered
in TPLSCONF. The following formulas express the estimated required space in kB. Sum the estimates for each type of
record.

• CICS SMF records: (4000 x WORKFILE_CICS_RECORDS_EXPECTED) kB
• SMF 30 records: (3000 x WORKFILE_SMF30_RECORDS_EXPECTED) kB
• Db2 records: (2000 x WORKFILE_DB2_RECORDS_EXPECTED) kB
• MQ records: (200 x WORKFILE_MQ_RECORDS_EXPECTED) kB

In addition to the space allocated for the work files, extra work space may be required for the sorting of the files during
the execution of Mainframe Topology. The space that is required for sorting during execution might be of similar size
depending on SORT configuration.

NOTE
The preceding requirements are highly dependent on the exact nature of the data that is provided into
Topology. The size of the input data might also vary on a daily base. We recommend reserving up to 2 to 5x of
the above values to make sure that the Mainframe Topology Extractor-Aggregator job runs successfully.

Troubleshooting

If the required space for a type of work files exceeds 100% of the allocated capacity, Mainframe Topology displays a
warning after running the Extractor-Aggregator job. If the warning is displayed and the job fails, increase the allocated
space and re-run the Extractor-Aggregator job. Consider increasing the allocated space also when the message is
displayed and the job did not fail.
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Example. Error message for work files of CICS records exceeding the allocated capacity.

[TIMESTAMP].main. WARN  com.broadcom.topology.workfile.WorkFileHandle - Work file CICS.** is at more than 100%

 of the primary allocation capacity. 

Mainframe Topology displays the allocation parameters of the work files after running the Extractor-Aggregator job.

Example. Message that shows that the block size is 27924 bytes, the primary allocation is 7372 blocks, and the
secondary allocation 5898 blocks.

[TIMESTAMP] [main] INFO com.broadcom.topology.workfile.WorkFileManager - Started tracking work file:

 TOPO.TPL10B0.WORK.CICS.D210504.T1522.ST

[TIMESTAMP] [main] INFO com.broadcom.topology.workfile.WorkFileDataset - Allocating new dataset

 TOPO.TPL10B0.WORK.CICS.D210504.T1522.ST with block size 27924 bytes, primAry allocation 7372 blocks,

 secondary allocation 5898 blocks.

Database Space Requirements

The Mainframe Topology database is a USS file that resides in the deployment zFS directory under the name
topology.db. The size of the database is maintained automatically. The size of the database depends on the complexity
(number of different programs and applications) of the datacenter being discovered by Mainframe Topology.

The typical database size is less than 400 MB for a mid-size datacenter of around 10 LPARs. The space that is allocated
on the deployment zFS by default is normally sufficient. By default, the deployment zFS is allocated to automatically grow
by the amount of space specified on its secondary allocation.

If the zFS cannot grow (usually because no additional extent is available), and the Extractor-Aggregator fails to update the
database due to lack of space, use the following procedure:

1. Unmount and rename the existing Mainframe Topology deployment file system.
2. Change the TPLUDPRI, TPLUDSEC and TPLUDVI parameters in INSTJCL(TPLSCNF) as needed.
3. Run the jobs INSTJCL(TPLSALU) and INSTJCL(TPLSMNT) to allocate and mount a larger deployment zFS file

system.
4. Copy the data from the old deployment file system over to the new file system.

Configure Security
Secure Mainframe Topology using TLS encryption and  SAF authentication. Use the ACF2, Top Secret, or IBM RACF
security manager.

To fully secure Mainframe Topology, complete the following steps:

1. Configure Mainframe Topology user IDs.
User IDs enable you to grant access rights based on user roles.

2. Enable the TLS encryption between the client browser and the Mainframe Topology API server.
The communication between the client browser and the server must use the HTTPS protocol to enable the System
Authorization Facility (SAF) authorization.

3. Secure client access to the Mainframe Topology API server using the SAF authorization.
Control user access to Mainframe Topology through SAF resources.

Configure User IDs
Mainframe Topology recognizes three distinct user IDs with different purposes and access permissions. Set up runtime
and the security privileges for the IDs to securely run Mainframe Topology.

Before you configure Mainframe Topology security, create or identify the following user IDs. Ensure that these user IDs
have the required access to data sets and execute the appropriate STCs.
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TPLSTC (Mainframe
Topology user ID)

This user ID has permissions to run the Mainframe Topology extractor-aggregator job (or job group) and the
Mainframe Topology REST API server STC procedure. This user ID has access to all Mainframe Topology
data sets.

Define this user ID as a USS User. For more information, consult the documentation for your security
manager.

TPLADM (Mainframe
Topology administrator)

Assign this user ID to the system administrator that implements Mainframe Topology. This user ID has
access to Mainframe Topology, but does not execute daily tasks.

TPLUSR (Mainframe
Topology web

UI user ID)

Assign this user ID to the user that logs in to Mainframe Topology through a web browser.

• Restrict the access rights of this user ID to the Mainframe Topology API resources that are required to
view the Mainframe Topology user interface.

• Define this user ID as a USS User.

NOTE
The TPLSTC user ID acts as a service user and typically does not log in. The TPLADM and TPLUSR user IDs
represent actual users that log in to the system.

Set Up Runtime and Security Privileges for User IDs

A security administrator must create a TPLSTC user ID. The TPLSTC user ID runs the Extractor-Aggregator and
the Mainframe Topology server started tasks. Set up runtime and security privileges for the user ID in your security
environment.

NOTE
The following procedure shows example commands for the IBM RACF security environment. Perform the
procedure using commands specific to your security environment.

Follow these steps:

1. Create a TPLSTC user ID in your security environment and add it to your OMVS group:
ADDUSER TPLSTC-user-ID DFLTGRP(OMVS-group) NAME(‘TOPOLOGY STC USER’)

ALTGROUP OMVS-group OMVS(GID(OMVS-group-GID))

2. Create an OMVS segment for the user ID using the following attributes:
Home Directory

For example, /u/users/TPLSTC-user-ID
UID

next-available-UID-number

Login shell
For example, /bin/sh

Group
OMVS-group

You configured the Unix System Service USS parameters for the user ID.
3. Assign the ownership of the directory that you created to the user ID:

ALTUSER TPLSTC-user-ID OMVS(UID(next-available-UID-number) HOME(home-directory)) NOPASSWORD

SETROPTS GENERIC(STARTED)

Example:
ALTUSER TPLSTC-user-ID OMVS(UID(next-available-UID-number) HOME(/u/users/TPLSTC-user-ID) NOPASSWORD
SETROPTS GENERIC(STARTED)

4. Assign the user ID to the started task TPLSPROC:
SETROPTS GENERIC(STARTED)

RDEFINE STARTED TPLSPROC.* STDATA(USER(TPLSTC-user-ID),GROUP(CCSDMGRP))

SETROPTS RACLIST(STARTED) REFRESH
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5. Grant the user ID access to the TCP/IP stack and the permission to read the
EZB.STACKACCESS.sysname.tcpipid resource profile:
PERMIT EZB.STACKACCESS.sysname.tcpipid ID(TPLSTC-user-ID) CLASS(SERVAUTH) ACCESS(READ)

SETROPTS RACLIST(SERVAUTH) REFRESH

You can now securely run Mainframe Topology using the user ID.

Configure the API Server for TLS
Implement TLS encryption to enable the HTTPS protocol for the communication between Mainframe Topology and the
client browser.

The SAF authorization of mainframe user ID credentials requires that the client accesses the Mainframe Topology REST
API server over the HTTPS protocol. To enable the secure connection between the Mainframe Topology REST API server
and the client browser, configure the TLS encryption.

TLS encryption improves security and prevents the exposure of data in clear text over the network. To implement TLS
encryption, the  Mainframe TopologyAPI Server must have a certificate for the external interface that accepts secure
connections. The certificate is stored in a keyring.

Follow the instructions in this section to configure the TLS encryption using the security manager of your choice.

NOTE

You can also run the Mainframe Topology API server without any authorization check. To log in without
authorization, use the following generic credentials:

• Username: user
• Password: user

This setup does not require the TLS encryption. The client browser can connect over the HTTP protocol.
However, we recommend you only use the insecure connection for testing purposes.

Create a Key Ring and Certificates in ACF2
Configure the key ring and generate certificates in ACF2 to enable the TLS connection between Mainframe Topology and
the client browser.

This article provides instructions for ACF2 which enable you to generate a key ring and store a certificate in the key ring.
The certificate is required to enable TLS encryption between Mainframe Topology and the client browser.

Generate a Key Ring and Connect a Certificate

A key ring (also known as z/OS key ring or SAF key ring) is a collection of digital certificates that are associated with an
individual user. Key rings provide enhanced security over file key stores because they are managed and protected by an
external security manager.

Prerequisites

• This article requires that the user is familiar with ACF2. For more information about available ACF2 commands, see
the ACF2 documentation at https://techdocs.broadcom.com/acf2.

• The user ID that runs the STC for the Mainframe Topology API server. The examples in this article use the TPLSTC
user ID, according to the instructions for the required Mainframe Topology user IDs.

• The authorization to add certificates to CERTAUTH logonid.
• Required privileges to the CASECAUT class to set up the key ring and certificates:
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– ACFCMD.DIGTCERT.ADD - READ access is required for your own user ID. CONTROL access is required to add
CERTSITE or CERTAUTH certificate.

– ACFCMD.DIGTCERT.ADDRING - READ access is required for your own user ID. UPDATE access is required to
create a key ring for another user ID.

– ACFCMD.DIGTCERT.CONNECT - READ access is required for your own user ID. CONTROL access is required to
connect CERTSITE or CERTAUTH certificate.

– ACFCMD.DIGTCERT.GENCERT - READ access is required for your own user ID. CONTROL access is required to
sign with CERTSITE or CERTAUTH certificate.

– ACFCMD.DIGTCERT.GENREQ - READ access is required for your own user ID. CONTROL access is required to
generate a request based on CERTSITE or CERTAUTH certificate.

• Required privileges to the CASECAUT class to read the key ring and certificates:
– ACFCMD.DIGTCERT.LIST - READ access is required for your user ID. CONTROL access is required to list

CERTSITE or CERTAUTH certificates.
– ACFCMD.DIGTCERT.LISTRING - READ access is required for your user ID. UPDATE access is required to list and

read key rings for another user ID.
TIP
For more information, see Administer Digital Certificate Authorizations.

Generate the Key Ring and the Certificate

In this procedure, you first generate a key ring and an unsigned certificate, then you sign the certificate using a
Certification Authority of your choice.

Follow these steps:

1. Generate the key ring.
Example:
SET PROFILE(USER) DIV(KEYRING)

INSERT TPLSTC.TOPORING RINGNAME(TOPORING)

The TOPORING key ring is generated.
2. Generate the certificate.

Example:
SET PROFILE(USER) DIV(CERTDATA)

GENCERT TPLSTC.CERT SUBJ(CN='topology.example.com' -

  OU='Mainframe Dept' -

  O='Example Inc.' L='Prague' S='Prague' C='CZ') -

  ALTNAME(DOMAIN=topology.example.com) -

  LABEL(Topology Certificate unsigned) SIZE(2048) -

  KEYUSAGE(HANDSHAKE)

The certificate is generated.
3. Generate a certificate signing request (CSR) for your certificate.

Example:
SET PROFILE(USER) DIV(CERTDATA)

GENREQ TPLSTC LABEL(Topology Certificate unsigned) -

   DSN('TOPORING.CERTU')

The certificate signing request is generated and stored in the data set that you specified in the DSN parameter.
4. Download the CSR from the data set generated in step 3 and send it to a Certificate Authority (CA). The CA signs

your request, encrypts it with a private key, and sends you a validated certificate. The CA also sends you a root CA
certificate and, sometimes, one or more intermediate certificates.

5. Allocate two data sets to store your signed certificate and the root certificate. Use the same format as the output data
set in step 2 (TOPORING.CERTU): RECFM=VB LRECL=84 .
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NOTE
If the Certificate Authority provides also the intermediate certificates, allocate extra data sets to store the
intermediate certificates.

Example:
TOPORING.CERT The data set that stores your signed certificate

TOPORING.
ROOTCERT

The data set that stores the root certificate

(Optional)
TOPORING.INTCERT

The data set that stores the intermediate certificate

6. Upload the signed certificate files to the data sets allocated in step 5.

You have obtained and stored your signed certificate and a root certificate.

Connect the Signed Certificates to the Key Ring and the IDs

1. Add your signed certificate to your user ID. Specify the data set that stores your signed certificate.
Example:
SET PROFILE(USER) DIV(CERTDATA)

INSERT TPLSTC.CERT DSNAME('TOPORING.CERT') -

  LABEL(Topology Certificate)

CHANGE TPLSTC.CERT TRUST

The certificate is connected to your user ID and paired with a private key.
2. Add your signed certificate to the key ring that you generated in step 1 of the previous procedure.

Example:
In this example, the first reference to the TPLSTC user ID specifies the owner of the key ring. The second reference
specifies the owner of the signed certificate.
SET PROFILE(USER) DIV(KEYRING)

CONNECT CERTDATA(TPLSTC.CERT) KEYRING(TPLSTC.TOPORING) -

  USAGE(PERSONAL) DEFAULT

The signed certificate is connected to your key ring.
3. Connect the root CA certificate to the CERTAUTH logonid.

NOTE
If the root certificate is already connected to CERTAUTH logonid, you can skip this step.

Example:
SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH.DIGICERT DSNAME('TOPORING.ROOTCERT') -

  LABEL(DigiCert Global Root CA) TRUST

The root CA certificate is connected to the CERTAUTH logonid.
4. Add the root CA certificate to your key ring.

Example:
SET PROFILE(USER) DIV(KEYRING)

CONNECT CERTDATA(CERTAUTH) LABEL(DigiCert Global Root CA) -

  KEYRING(TPLSTC.TOPORING) USAGE(CERTAUTH)

The root CA certificate is connected to your key ring.
5. (Optional) If you received intermediate certificates, repeat steps 3 and 4 to add the intermediate certificates to the

CERTAUTH logonid and to your key ring. Specify the appropriate data sets that contain the intermediate certificates.
6. Ensure that the Topology API Server can read the key ring attached to the TPLSTC user ID under which it is

executing. The following ACF2 rule enables the reading.
Example:
SET RESOURCE(FAC)                                          
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RECKEY IRR ADD(DIGTCERT.LISTRING USER(TPLSTC) ALLOW)

7. Refresh the access tables for FACILITY class by using the following system command:
F ACF2,REBUILD(FAC)

You successfully stored the certificates in your key ring and connected them to your user ID and to
the CERTAUTH logonid.

List the Key Ring Content

To list the certificates owned by a user ID, use the following ACF2 command:

Example:

SET PROFILE(USER) DIV(CERTDATA)

LIST LIKE(TPLSTC.-)

A list of certificates assigned to the user ID appears.

CERTDATA / TPLSTC.CERT LAST CHANGED BY USER04 ON 06/02/21-07:24               

                     CERTNSER(0000000000000001) ISSUERDN(CN=GeoTrust RSA CA 201

                     8.OU=www.digicert.com.O=DigiCert Inc.C=US) KEYSIZE(2,048) 

                     LABEL(Topology Certificate)                               

                     SERIAL#(0591F3E6DD8DEE5735B5AFB610112DE5) SUBJDN(CN=m10h.b

                     pc.broadcom.net.O=Broadcom Inc.L=San Jose.ST=California.C=

                     US) TRUST                                                 

 Certificate is connected to the following key rings:                          

 Key ring record: TPLSTC.TOPORING                                              

 Key ring name:                                                                

 TOPORING

Create a Key Ring and Certificates in IBM RACF
Configure the key ring and generate certificates in IBM RACF to enable the TLS connection between Mainframe Topology
and the client browser.

This article provides instruction for IBM RACF that enable you to generate a key ring and store a certificate in the key ring.
This certificate is required to enable TLS encryption between Mainframe Topology and the client browser.

Generate a Key Ring and Connect a Certificate

A key ring (also known as z/OS key ring or SAF key ring) is a collection of digital certificates that are associated with an
individual user. Key rings provide enhanced security over file key stores because they are managed and protected by an
external security manager.

Prerequisites

• This article requires that the user is familiar with IBM RACF. For more information about available IBM RACF
commands, see the IBM RACF documentation.

• The user ID that runs the STC for the Mainframe Topology API server. The examples in this article use the TPLSTC
user ID, according to the instructions for the required Mainframe Topology user IDs.

• The authorization to add certificates to the CERTAUTH virtual key ring.
• Required privileges to the FACILITY class to set up the key ring and certificates:
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– IRR.DIGTCERT.ADD - READ access is required for your own user ID. CONTROL access is required to add
CERTSITE or CERTAUTH certificate.

– IRR.DIGTCERT.ADDRING - READ access is required for your own user ID. UPDATE access is required to create
key ring for another user ID.

– IRR.DIGTCERT.CONNECT - READ access is required for your own user ID. CONTROL access is required to
connect CERTSITE or CERTAUTH certificate.

– IRR.DIGTCERT.GENCERT - READ access is required for your own user ID. CONTROL access is required to sign
with CERTSITE or CERTAUTH certificate.

– IRR.DIGTCERT.GENREQ - READ access is required for your own user ID. CONTROL access is required to
generate request based on CERTSITE or CERTAUTH certificate.

• Required privileges to the FACILITY class to read the key ring and certificates:
– IRR.DIGTCERT.LIST - READ access is required for your user ID. CONTROL access is required to list CERTSITE

or CERTAUTH certificates.
– IRR.DIGTCERT.LISTRING - READ access is required for your user ID. UPDATE access is required to list and read

key rings for another user ID.

Generate the Key Ring and the Certificate

In this procedure, you generate a key ring and an unsigned certificate. You also sign the certificate using a Certification
Authority of your choice.

Follow these steps:

1. Generate the key ring.
Example:
RACDCERT ID(TPLSTC) ADDRING(TOPORING)

The key ring is generated.
2. Generate the certificate.

Example:
RACDCERT GENCERT

ID(TPLSTC)

SUBJECTSDN( CN('CA Topology') 

            OU('Mainframe Department') 

            O('Example Inc.') 

            L('Prague') 

            S('Prague') 

            C('CZ') ) 

ALTNAME(DOMAIN('topology.example.com')) 

KEYUSAGE(HANDSHAKE) 

SIZE(2048) 

WITHLABEL('Topology Certificate unsigned')

The certificate is generated.
3. Generate a certificate signing request (CSR) for your certificate.

Example:
RACDCERT GENREQ(LABEL('Topology Certificate unsigned')) ID(TPLSTC) DSN('TOPORING.CERTU')

The certificate signing request is generated and stored in the data set that you specified in the DSN parameter.
4. Download the CSR from the data set generated in step 3 and send it to a Certificate Authority (CA). The CA signs

your request, encrypts it with a private key, and sends you a validated certificate. The CA also sends you a root CA
certificate and, sometimes, one or more intermediate certificates.

5. Allocate two data sets to store your signed certificate and the root certificate. Use the same format as the output data
set in step 2 (TOPORING.CERTU): RECFM=VB LRECL=84 .
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NOTE
If the Certificate Authority provides also the intermediate certificates, allocate additional data sets to store the
intermediate certificates.

Example:
TOPORING.CERT The data set that stores your signed certificate.

TOPORING.
ROOTCERT

The data set that stores the root certificate.

(Optional)
TOPORING.INTCERT

The data set that stores the intermediate certificate.

6. Upload the signed certificate files to the data sets allocated in step 5.
You have obtained and stored your signed certificate and a root certificate.

Connect the Signed Certificates to the Key Ring and the IDs

1. Add your signed certificate to your user ID. Specify the data set that stores your signed certificate.
Example:
RACDCERT ADD('TOPORING.CERT') ID(TPLSTC) TRUST WITHLABEL('Topology Certificate')

The certificate is connected to your user ID and paired with a private key.
2. Add your signed certificate to the key ring that you generated in step 1 of the previous procedure.

Example:
In this example, the first reference to the TPLSTC user ID specifies the owner of the key ring. The second reference
specifies the owner of the signed certificate.
RACDCERT ID(TPLSTC) CONNECT(ID(TPLSTC) LABEL('Topology Certificate') RING(TOPORING) USAGE(PERSONAL)

 DEFAULT)

The CA certificate is connected to your key ring.
3. Connect the root CA certificate to the CERTAUTH virtual key ring.

NOTE
If the root certificate is already connected to CERTAUTH virtual key ring, you can skip this step.

Example:
RACDCERT ADD('TOPORING.ROOTCERT') CERTAUTH TRUST WITHLABEL('DigiCert Global Root CA')

The root CA certificate is connected to the CERTAUTH virtual key ring.
4. Add the root CA certificate to your key ring:

Example:
RACDCERT ID(TPLSTC) CONNECT(CERTAUTH LABEL('DigiCert Global Root CA') RING(TOPORING) USAGE(CERTAUTH))

The root CA certificate is connected to your key ring.
5. (Optional) If you received intermediate certificates, repeat steps 3 and 4 to add the intermediate certificates to the

CERTAUTH virtual key ring and to your key ring. Specify the appropriate data sets that contain the intermediate
certificates.

6. (Optional) If the DIGTCERT class is RACLISTed, refresh the class to activate your changes. Issue the following
command:
SETROPTS RACLIST(DIGTCERT) REFRESH

You successfully stored the certificates in your key ring and connected them to your user ID and to the CERTAUTH
virtual key ring.

List the Key Ring Content

To list the certificates owned by a user ID, issue the following RACF command:

Example:
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RACDCERT LIST ID(TPLSTC)

A list of certificates assigned to the user ID appears.

Digital certificate information for user TPLSTC:                     

                                                                       

  Label: Topology on MVSDE63                                            

  Certificate ID: 2Qfj1tfW4+Lj45aXlpOWh6hAlpVA1OXixMX280BA              

  Status: TRUST                                                         

  Start Date: 2021/02/14 19:00:00                                       

  End Date:   2022/02/22 18:59:59                                       

  Serial Number:                                                        

       >0929D3001CB67B2EF00B7E77513471FA<                               

  Issuer's Name:                                                        

       >CN=GeoTrust RSA CA 2018.OU=www.digicert.com.O=DigiCert Inc.C=US<

  Subject's Name:                                                       

       >CN=*.broadcom.net.O=Broadcom Inc.L=San Jose.SP=California.C=US<

  Subject's AltNames:                                                   

    Domain: *.broadcom.net                                              

  Signing Algorithm: sha256RSA                                          

  Key Usage: HANDSHAKE                                                  

  Key Type: RSA                                                         

  Key Size: 2048                                                        

  Private Key: YES                                                      

  Ring Associations:                                                    

    Ring Owner: TPLSTC                                                 

    Ring:                                                               

       >TOPORING<  

Create a Key Ring and Certificates in Top Secret
Configure the key ring and generate certificates in Top Secret to enable the TLS connection between Mainframe Topology
and the client browser.

This article provides instructions for Top Secret that enable you to generate a key ring and store a certificate in the key
ring. This certificate is required to enable TLS encryption between Mainframe Topology and the client browser.

Generate a Key Ring and Connect a Certificate

A key ring (also known as z/OS key ring or SAF key ring) is a collection of digital certificates that are associated with an
individual user. Key rings provide enhanced security over file key stores because they are managed and protected by an
external security manager.

Prerequisites

• This article requires that the user is familiar with Top Secret. For more information about available Top Secret
commands, see the Top Secret documentation at https://techdocs.broadcom.com/topsecret.

• The user ID that runs the STC for the Mainframe Topology API server. The examples in this article use the TPLSTC
user ID, according to the instructions for the required Mainframe Topology user IDs.

• The authorization to add certificates to CERTAUTH ACID.
• Administrative authority to set up the key ring and certificates:
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MISC4(ALL)
All the certificate operation

MISC4(CERTUSER)
Maintain user certificates

MISC4(CERTAUTH)
Maintain CERTAUTH certificates

MISC4(CERTSITE)
Maintain CERTSITE certificates

MISC4(CERTLIST)
List the certificate information

MISC4(CERTGEN)
Generate the certificate

MISC4(CERTCHEK)
Display information about certificates

MISC4(CERTEXPO)
Export digital certificates.

TIP
For more information, see MISC4 Keyword—Control Authority to Administer Functions.
NOTE
Alternatively, use the CASECAUT authority to administer certificates to individual users. For more information
see Restricted Administrative Authorities (CASECAUT Resource Class).

Generate the Key Ring and the Certificate

In this procedure, you generate a key ring and an unsigned certificate, then you sign the certificate using a Certification
Authority of your choice.

Follow these steps:

1. Generate the key ring.
Example:
TSS ADD(TPLSTC) KEYRING(TOPORING)

The key ring is generated.
2. Generate the certificate.

Example:
TSS GENCERT(TPLSTC) DIGICERT(TPLCERTU) 

    SUBJECTN('CN="CA Topology" OU="Mainframe Dept" 

    O="Example Inc." L="Prague" ST="Prague" C="CZ"') 

    KEYSIZE(2048) KEYUSAGE(HANDSHAKE) 

    LABLCERT('Topology Certificate unsigned')   

    ALTNAME('DOMAIN=topology.example.com')

The certificate is generated.
3. Generate a certificate signing request (CSR) for your certificate.

Example:
TSS GENREQ(TPLSTC) DIGICERT(TPLCERTU) DCDSN('TOPORING.CERTU')

The certificate signing request is generated and stored in the data set that you specified in the DCDSN parameter.
4. Download the CSR from the data set generated in step 3 and send it to a Certificate Authority (CA). The CA signs

your request, encrypts it with a private key, and sends you a validated certificate. The CA also sends you a root CA
certificate and, sometimes, one or more intermediate certificates.
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5. Allocate two data sets to store your signed certificate and the root certificate. Use the same format as the output data
set in step 2 (TOPORING.CERTU): RECFM=VB LRECL=84 .

NOTE
If the Certificate Authority provides also the intermediate certificates, allocate extra data sets to store the
intermediate certificates.

Example:
TOPORING.CERT The data set that stores your signed certificate

TOPORING.
ROOTCERT

The data set that stores the root certificate

(Optional)
TOPORING.INTCERT

The data set that stores the intermediate certificate

6. Upload the signed certificate files to the data sets allocated in step 5.

You have obtained and stored your signed certificate and a root certificate.

Connect the Signed Certificates to the Key Ring and the IDs

1. Add your signed certificate to your user ID. Specify the data set that stores your signed certificate.
Example:
TSS ADD(TPLSTC) DIGICERT(TPLCERT) 

   LABLCERT('Topology Certificate') DCDSN('TOPORING.CERT') TRUST

The certificate is connected to your user ID and paired with a private key.
2. Add your signed certificate to the key ring that you generated in step 1 of the previous procedure.

Example:
In this example, the first reference to the TPLSTC user ID specifies the owner of the key ring. The second reference
specifies the owner of the signed certificate.
TSS ADD(TPLSTC) KEYRING(TOPORING) RINGDATA(TPLSTC,TPLCERT) USAGE(PERSONAL) DEFAULT

The signed certificate is connected to your key ring.
3. Connect the root CA certificate to the CERTAUTH ACID.

NOTE
If the root certificate is already connected to CERTAUTH ACID, you can skip this step.

Example:
TSS ADD(CERTAUTH) DIGICERT(ROOTCERT) LABLCERT('DigiCert Global Root CA') DCDSN('TOPORING.ROOTCERT') TRUST

The root CA certificate is connected to the CERTAUTH ACID.
4. Add the root CA certificate to your key ring.

Example:
TSS ADD(TPLSTC) KEYRING(TOPORING) RINGDATA(CERTAUTH,ROOTCERT) USAGE(CERTAUTH)

The root CA certificate is connected to your key ring.
5. (Optional) If you received intermediate certificates, repeat steps 3 and 4 to add the intermediate certificates to the

CERTAUTH ACID and to your key ring. Specify the appropriate data sets that contain the intermediate certificates.

List the Key Ring Content

To list the certificates owned by a user ID, use the following Top Secret command:

Example:

TSS LIST(TPLSTC) DIGICERT(ALL)

A list of certificates assigned to the user TPLSTC appears.
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DIGICERT = TPLCERT          ACCESSORID = TPLSTC                          

   ADMIN BY= BY(ADMIN1  )    SMFID(M10H)   ON(05/07/2021)  AT(11:01:13)  

LABEL      = Topology Certificate                                        

STATUS     = TRUST                                                       

SERIAL#    = 079F09B3D725A0D4E229C010635EDA75                            

ISSUER DISTINGUISHED NAME:                                               

             .CN=GeoTrust RSA CA 2018.OU=www.digicert.com.O=DigiCert In -

             c.C=US                                                      

SUBJECT DISTINGUISHED NAME:                                              

             CN=*.broadcom.net.O=Broadcom Inc.L=San Jose.ST=California. -

             C=US                                                        

DOMAIN NAME:                                                             

             *.broadcom.net                                              

KEYUSAGE:                                                                

             HANDSHAKE                                                   

PRIVATE KEY SIZE = 2048                                                  

PRIVATE KEY TYPE = RSA                                                   

ALGORITHM = sha256WithRSAEncryption                                      

NOT BEFORE = 2021/05/07  00:00:00 UTC                                    

NOT AFTER  = 2022/05/12  23:59:59 UTC                                    

CERTIFICATE WAS SIGNED BY:  ACID(CERTAUTH) DIGICERT(DCCACERT)            

CERTIFICATE IS CONNECTED TO THE FOLLOWING KEYRINGS:                      

  ACID(TPLSTC  )  KEYRING(TOPORING)

Enable TLS Encryption
Enable and configure TLS options for a secure connection between Mainframe Topology and the client browser.

To complete the TLS configuration of the Mainframe Topology API server, enable or configure the following parameters
in the CUSOPTN(TPLSCONF) member. The CUSOPTN(TPLSCONF) member is allocated during the post-install
configuration.

TOPO_USER
Specifies the user ID that runs the Mainframe Topology API server STC procedure.

TLS_ENABLE
When YES, specifies that the Mainframe Topology API server uses TLS encryption (the HTTPS protocol) to
authenticate and encrypt the connection between the server and the client browser.

TLS_KEY_ALIAS
Specifies the label of the signed Mainframe Topology API server certificate.

TLS_KEYRING
Specifies the name of the Mainframe Topology key ring that contains the signed Mainframe Topology API server
certificate.

TLSV13_ENABLE
When YES, specifies that the TLS v1.3 is used for the encryption.

NOTE
Make sure that your system JDK is compatible with TLS v1.3.

Example: Sample CUSOPTN(TPLSCONF) Member Contents

The following sample member uses values that were used in the previous examples for the TLS configuration.

TOPO_USER=TPLSTC                                  

TOPO_PORT=10060                                    
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AUTH_METHOD=SAF                                    

TLS_ENABLE=YES                                     

TLS_ATTLS=NO                                       

TLS_KEY_ALIAS='Topology Certificate'                

TLS_KEYRING=TOPORING

TLSV13_ENABLE=NO        

SAF_CLASS='CA$TPL' 

Configure the API Server for SAF Authorization
You can control user access to the Mainframe Topology API server through the System Authorization Facility (SAF). SAF
enables you to control which SAF resources can be accessed by a mainframe user ID.

The user enters their mainframe ID as login credentials when they access the Mainframe Topology API server page in the
browser.

This section provides instruction for the SAF authorization configuration for three security managers: ACF2, Top Secret,
and IBM RACF.

The verification of the mainframe user ID credentials requires that the Mainframe Topology API server is
accessed over the HTTPS protocol. To enable the credential verification, configure the Mainframe Topology API
server for TLS encryption.

Prerequisites

Before you configure the Mainframe Topology API server, run the TPLSPC job, to make the native Mainframe Topology
libraries program-controlled. For more information, see step 8d in Complete Configuration Tasks.

Mainframe Topology is integrated with the IBM Function Registry for z/OS service. The Function Registry Service requires
that the common services load module CAW0PLD(J2ZJNIJ4) is program-controlled, to ensure that the Mainframe
Topology API Server allows login when SAF authorization is used. To make the load module program controlled, refer to
the IBM documentation.

Configure SAF Authorization Using ACF2
Configure the SAF authorization of Mainframe Topology user IDs in ACF2.

You can use ACF2 to configure SAF authorization for an existing Mainframe Topology user ID. To control access based on
the purpose of the user ID, grant the user ID with access to the required SAF resources.

This section expects the user to be familiar with the ACF2 security manager. For more information about the available
commands, see the ACF2 documentation at https://techdocs.broadcom.com/acf2.

Follow these steps:

1. Grant the TPLSTC user ID with READ access to the BPX.SERVER resource in the FACILITY class.
Example:
SET RESOURCE(FAC)                         

RECKEY BPX ADD(SERVER USER(TPLSTC) ALLOW)

2. Define a security resource class for the Mainframe Topology API server.
Example:
SET CONTROL(GSO)

INSERT CLASMAP.CA$TPL RESOURCE(CA$TPL) RSRCTYPE(TPL)

CHANGE INFODIR ADD TYPES(D-RTPL)

You have defined the CA$TPL class with the ACF2 three-letters code of TPL.
3. After you define a new class, rebuild the internal ACF2 class tables by using the following system command:
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F ACF2,REFRESH(CLASMAP,INFODIR)

4. Grant access to the Mainframe Topology user interface to the user ID that requires this access.
NOTE
Currently, the access to the user interface only verifies the following resource in the class CA$TPL:
TOPOLOGY.API.ACCESS.

Example:
SET RESOURCE(TPL)                                 

RECKEY TOPOLOGY ADD(API.ACCESS USER(TPLUSR) ALLOW)

5. Restart the Mainframe Topology API server for the change to take effect.

SAF is configured to authorize the user ID to access the Mainframe Topology user interface.

Configure SAF Authorization Using IBM RACF
Configure the SAF authorization of Mainframe Topology user IDs in IBM RACF.

You can use IBM RACF to configure SAF authorization for an existing Mainframe user ID. To control access based on the
purpose of the user ID, grant the user ID with access to the required SAF resources.

This section expects the user to be familiar with the IBM RACF security manager. For more information about the
available commands, see the IBM RACF documentation at https://www.ibm.com/docs.

Follow these steps:

1. Grant the TPLSTC user ID with READ access to the BPX.SERVER resource in the FACILITY class.
Example:
PERMIT BPX.SERVER CLASS(FACILITY) ID(TPLSTC) ACCESS(READ)

SETROPTS RACLIST(FACILITY) REFRESH

2. Define a RACF class for the Mainframe Topology API server.
Example:
RDEFINE CDT CA$TPL UACC(NONE) -                            

  CDTINFO(DEFAULTUACC(NONE) FIRST(ALPHA) MAXLENGTH(42) -    

  OTHER(ALPHA,NUMERIC,SPECIAL) POSIT(?) RACLIST(REQUIRED)

NOTE
You can specify an arbitrary value for the POSIT parameter.

You have defined the CA$TPL class.
3. Activate the new class.

Example:
SETROPTS CLASSACT(CDT) RACLIST(CDT)

SETROPTS RACLIST(CDT) REFRESH

SETROPTS CLASSACT(CA$TPL) GENERIC(CA$TPL) RACLIST(CA$TPL)

SETROPTS RACLIST(CA$TPL) REFRESH

The class is active.
4. Create RACF resources for the Mainframe Topology API server.

NOTE
Currently, the access to UI only verifies one resource in the class: TOPOLOGY.API.ACCESS.

Example:
RDEFINE CA$TPL TOPOLOGY.API.ACCESS UACC(NONE)

5. Grant access to the Mainframe Topology user interface to the user ID that requires this access.
Example:
PERMIT TOPOLOGY.API.ACCESS CLASS(CA$TPL) ID(TPLUSR) ACC(READ)

SETROPTS RACLIST(CA$TPL) REFRESH
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SAF is configured to authorize the user ID to access the Mainframe Topology user interface.

Configure SAF Authorization Using Top Secret
Configure the SAF authorization of Mainframe Topology user IDs in Top Secret.

You can use ACF2 for z/OS to configure SAF authorization for an existing Mainframe Topology user ID. To control access
based on the purpose of the user ID, grant the user ID with access to the required SAF resources.

This section expects the user to be familiar with the ACF2 for z/OS security manager. For more information about the
available commands, see the ACF2 for z/OS documentation at https://techdocs.broadcom.com/topsecret.

Follow these steps:

1. Grant the TPLSTC user ID with READ access to the BPX.SERVER resource in the FACILITY class.
Example:
TSS PER(TPLPROF) IBMFAC(BPX.SERVER) ACCESS(READ)

2. Define a security resource class for the Mainframe Topology API server.
Example:
TSS ADDTO(RDT) RESCLASS(CA$TPL) MAXLEN(42)

    ACLST(ALL,CONTROL,UPDATE,READ,NONE) DEFACC(NONE)

You have defined the CA$TPL class.
3. Create security resources for the Mainframe Topology API server. In ACF2 for z/OS, this is done by assigning the

resource ownership.
NOTE
Currently, the access to UI only verifies the following resource in the class: TOPOLOGY.API.ACCESS.

Example:
TSS ADD(deptmnt) CA$TPL(TOPOLOGY)

4. Grant access to the Mainframe Topology user interface to the user ID that requires this access.
NOTE
In ACF2 for z/OS, you might want to create a common profile for all the users that access Topology. You can
implement the following example by using the user ID (TPLUSR) both as a profile or as an ordinary user ID.

Example:
TSS PER(TPLUSR) CA$TPL(TOPOLOGY.API.ACCESS) ACCESS(READ)

SAF is configured to authorize the user ID to access the Mainframe Topology user interface.

Enable SAF Authorization
Enable and configure the SAF authorization for a secure connection between Mainframe Topology and the client browser.

To complete the TLS configuration of the Mainframe Topology API server, enable or configure the following parameters
in the CUSOPTN(TPLSCONF) member. The CUSOPTN(TPLSCONF) member is allocated during the post-install
configuration.

AUTH_METHOD
Specifies the authentication method. If set to SAF, specifies that the users that connect to the Mainframe Topology
API server are authenticated through SAF.

SAF_CLASS
Specifies the resource class for the Mainframe Topology API server. For example, CA$TPL.

Example: Sample CUSOPTN(TPLSCONF) Member Contents
The following sample member uses values that were used in the previous examples for the SAF configuration.
TOPO_USER=TPLSTC                                  
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TOPO_PORT=10060                                    

AUTH_METHOD=SAF                                    

TLS_ENABLE=YES                                     

TLS_ATTLS=NO                                       

TLS_KEY_ALIAS='Topology Certificate'                

TLS_KEYRING=TOPORING   

TLSV13_ENABLE=NO        

SAF_CLASS='CA$TPL' 
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Integrate with API Mediation Layer
Optionally integrate Mainframe Topology with API Mediation Layer.

The Zowe API ML provides a single point of access for mainframe service REST APIs. The layer offers enterprise, cloud-
like features such as:

• High-availability
• Scalability
• Dynamic API discovery
• Consistent security
• A single sign-on experience
• Documentation

The Zowe API ML facilitates secure communication across loosely coupled microservices through the API Gateway. The
Zowe API ML includes an API Catalog that provides an interface to view all discovered microservices, their associated
APIs, and Swagger documentation in a user-friendly manner. The Discovery Service makes it possible to determine the
location and status of microservice instances running inside the ecosystem.

NOTE
Integration with the Zowe API ML is optional. You can still use Mainframe Topology without the Zowe API ML.

This Graphql API earned Zowe Conformant status. The Zowe Conformance Program aims to give
users the confidence that when they use a product, app, or distribution that leverages Zowe they can
expect a high level of common functionality, interoperability, and user experience. For information
about which APIs are conformant with the Zowe API Mediation Layer, see the Open Mainframe
Project site.

Compatibility

Mainframe Topology is compatible with Zowe API ML V1 and V2.

API Mediation Layer Key Features

Here you can find the key features of Zowe API ML.

Consistent Access API call routing and normalization of API service URLs through the built-in gateway component provide
Zowe API ML users with a consistent way of accessing mainframe APIs at a static IP location.

Dynamic Discovery The Discovery Service determines the location and status of API service instances running inside the
ecosystem.

High Availability Zowe API ML is designed with high availability and scalability in mind through DVIPA running on z/OS.
Redundancy

and Scalability
The Gateway increases API service throughput without the need for API consumers to make changes to
configuration settings by simply starting multiple API service instances.

Presentation
of Services

The API Catalog component provides easy access to discovered API services and their associated API
documentation in a user-friendly manner. Access to the contents of the API catalog is controlled through z/
OS security.

Encrypted
Communication

Zowe API ML facilitates secure communication across internal components, and discovered API services
through the Gateway.
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Platform Independence As the Zowe API ML is implemented in Java, the layer targets z/OS as a platform, but can run on other
platforms as needed.

Configure Topology for Integration with API ML

In order to integrate Mainframe Topology with Zowe API ML, you must ensure a secure communication between
Mainframe Topology and the Zowe API ML, after wards you enable Zowe API ML as an authentication method. The
instructions in this section allow you to configure external security in ACF2, Top Secret for z/OS, or IBM RACF security
manager.

The verification of the mainframe user ID credentials requires that the Mainframe Topology API server is accessed
over the HTTPS protocol. To enable the credential verification, the Mainframe Topology API server must be enabled
for TLS encryption.

Prerequisites

Before you configure  Mainframe Topology for integration with the Zowe API ML, meet the following prerequisites:

• Mainframe Topology and the Zowe API ML are in the same security domain.
• Zowe API ML is installed and running.

TIP
For more information about Zowe API ML installation and configuration, see the Brightside documentation.

• TLS is enabled and configured.
• SAF is enabled and configured.

Configure the Key Ring for API Mediation Layer in ACF2
Configure the key ring in ACF2 to enable the integration between Mainframe Topology and the Zowe API ML.

Prerequisites

Users should be familiar with ACF2. For more information about available ACF2 commands, see the ACF2 documentation
at https://techdocs.broadcom.com/acf2.

Verify that you meet the following prerequisites before you start configuring the key ring:

• The user ID that runs the STC for the Mainframe Topology API server. The examples in this article use the TPLSTC
user ID, according to the instructions for the required Mainframe Topology user IDs.

• The authorization to add certificates to CERTAUTH logonid.
• The user ID of the Zowe API ML. The examples in this article use the ZAPIUSER user ID.
• The name of the Zowe API ML key ring. The examples in this article use the ZAPIRING key ring.
• The authorization to add certificates to the Zowe API ML key ring.
• The required privileges to the CASECAUT class to set up the key ring and certificates:

– ACFCMD.DIGTCERT.ADD - READ access is required for your own user ID. CONTROL access is required to add
CERTSITE or CERTAUTH certificate.

– ACFCMD.DIGTCERT.ADDRING - READ access is required for your own user ID. UPDATE access is required to
create a key ring for another user ID.

– ACFCMD.DIGTCERT.CONNECT - READ access is required for your own user ID. CONTROL access is required to
connect CERTSITE or CERTAUTH certificate.

– ACFCMD.DIGTCERT.GENCERT - READ access is required for your own user ID. CONTROL access is required to
sign with CERTSITE or CERTAUTH certificate.

– ACFCMD.DIGTCERT.GENREQ - READ access is required for your own user ID. CONTROL access is required to
generate a request based on CERTSITE or CERTAUTH certificate.

• The required privileges to the CASECAUT class to read the key ring and certificates:
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– ACFCMD.DIGTCERT.LIST - READ access is required for your user ID. CONTROL access is required to list
CERTSITE or CERTAUTH certificates.

– ACFCMD.DIGTCERT.LISTRING - READ access is required for your user ID. UPDATE access is required to list and
read key rings for another user ID.

TIP
For more information, see Administer Digital Certificate Authorizations.

Connect the Certificates to the Key Ring and the IDs

1. Connect the root Zowe API ML local CA certificate (public certificate) to your user ID. Specify the data set that contains
the Zowe API ML local CA certificate. In the following example the root Zowe API ML local CA certificate is stored in
the TOPO.APIML.CER data set.
Example:
SET PROFILE(USER) DIV(CERTDATA)

INSERT TPLSTC.APIMLCRT DSNAME('TOPO.APIML.CER') 

  LABEL(‘APIMLCRT’) TRUST

TIP
For more information about the Zowe API ML local CA certificate, refer to the Zowe documentation.

2. Add the root Zowe API ML local CA certificate to the Topology key ring.
Example:
SET PROFILE(USER) DIV(KEYRING)

CONNECT CERTDATA(TPLSTC) LABEL(‘APIMLCRT’) 

  KEYRING(TPLSTC.TOPORING) USAGE(CERTAUTH)

3. Add the root CA certificate that is used by Mainframe Topology to the Zowe API ML key ring.
Example:
SET PROFILE(USER) DIV(KEYRING)

CONNECT CERTDATA(CERTAUTH) LABEL(‘DigiCert Global Root CA’)

 KEYRING(ZAPIUSER.ZAPIRING) USAGE(CERTAUTH)

4. (Optional) If you received intermediate certificates for Mainframe Topology, add them to the Zowe API ML key ring.
Example:
SET PROFILE(USER) DIV(KEYRING)

CONNECT CERTDATA(CERTAUTH) LABEL(‘GeoTrust RSA CA 2018') KEYRING(ZAPIUSER.ZAPIRING) USAGE(CERTAUTH)

NOTE

The intermediate certificates for Mainframe Topology that you must add here are the same that you added to
CERTAUTH logonid and to your key ring when you configured TLS in ACF2.

You can now enable the communication between Mainframe Topology and the Zowe API ML.

List the Key Ring Content

To list the certificates owned by a user ID, use the following ACF2 command:

Example:

SET PROFILE(USER) DIV(CERTDATA)

LIST LIKE(TPLSTC.-)

A list of certificates assigned to the user TPLSTC appears.

CERTDATA / CERTAUTH.APIMLCRT LAST CHANGED BY USER04 ON 10/07/21-10:07                                        

                     CERTNSER(0000000000000001) ISSUERDN(CN=Zowe Development   

                     Instances Certificate Authority.OU=API Mediation Layer.O=Zowe  

                     Sample.L=Prague.ST=Prague.C=CZ) 
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                     LABEL(APIMLCRT)             

                     SERIAL#(4B247731) SUBJDN(CN=Zowe Development Instances Certificate 

                     Authority.OU=API Mediation Layer.O=Zowe 

                     Sample.L=Prague.ST=Prague.C=CZ) TRUST                                

Certificate is connected to the following key rings:                                                          

Key ring record: TPLSTC.TOPORING                                                                              

Key ring name:                                                                                                

TOPORING    

CERTDATA / TPLSTC.CERT LAST CHANGED BY USER04 ON 06/02/21-07:24               

                     CERTNSER(0000000000000001) ISSUERDN(CN=GeoTrust RSA CA 201

                     8.OU=www.digicert.com.O=DigiCert Inc.C=US) KEYSIZE(2,048) 

                     LABEL(Topology Certificate)                               

                     SERIAL#(0591F3E6DD8DEE5735B5AFB610112DE5) SUBJDN(CN=m10h.b

                     pc.broadcom.net.O=Broadcom Inc.L=San Jose.ST=California.C=

                     US) TRUST                                                 

 Certificate is connected to the following key rings:                          

 Key ring record: TPLSTC.TOPORING                                              

 Key ring name:                                                                

 TOPORING

Configure the Key Ring for API Mediation Layer in IBM RACF
Configure the key ring in IBM RACF to enable the integration between Mainframe Topology and the Zowe API ML.

Prerequisites

Users should be familiar with IBM RACF. For more information about available IBM RACF commands, see the IBM RACF
documentation.

Verify that you meet the following prerequisites before you start configuring the key ring:

• The user ID that runs the STC for the Mainframe Topology API server. The examples in this article use the TPLSTC
user ID, according to the instructions for the required Mainframe Topology user IDs.

• The authorization to add certificates to CERTAUTH virtual key ring.
• The user ID of the Zowe API ML. The examples in this article use the ZAPIUSER user ID.
• The name of the Zowe API ML key ring. The examples in this article use the ZAPIRING key ring.
• The authorization to add certificates to the Zowe API ML key ring.
• The privileges to the FACILITY class to set up the key ring and the certificates:

– IRR.DIGTCERT.ADD - READ access is required for your own user ID. CONTROL access is required to add
CERTSITE or CERTAUTH certificate

– IRR.DIGTCERT.ADDRING - READ access is required for your own user ID. UPDATE access is required to create a
key ring for another user ID.

– IRR.DIGTCERT.CONNECT - READ access is required for your own user ID. CONTROL access is required to
connect CERTSITE or CERTAUTH certificate.

• The privileges to the FACILITY class to read the key ring and certificates:
– IRR.DIGTCERT.LIST - READ access is required for your user ID. CONTROL access is required to list CERTSITE

or CERTAUTH certificates.
– IRR.DIGTCERT.LISTRING - READ access is required for your user ID. UPDATE access is required to list and read

key rings for another user ID.
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Connect the Certificates to the Key Ring and the IDs

1. Connect the root Zowe API ML local CA certificate to your user ID. Specify the data set that contains the Zowe
API ML local CA certificate. In the following example the root Zowe API ML local CA certificate is stored in
the TOPO.APIML.CER data set.
Example:
RACDCERT ADD('TOPO.APIML.CERT') ID(TPLSTC) TRUST WITHLABEL(‘APIMLCRT’)

TIP
For more information about the Zowe API ML local CA certificate, refer to the Zowe documentation.

2. Add the root Zowe API ML local CA certificate (public certificate) to the Topology key ring.
Example:
RACDCERT ID(TPLSTC) CONNECT(ID(TPLSTC) LABEL(‘APIMLCRT’) RING(TOPORING) USAGE(CERTAUTH))

3. Add the root CA certificate that is used by Mainframe Topology to the Zowe API ML key ring.
Example:
RACDCERT ID(ZAPIUSER) CONNECT(CERTAUTH LABEL(‘DigiCert Global Root CA’) RING(ZAPIRING) USAGE(CERTAUTH))

4. (Optional) If you received intermediate certificates for Mainframe Topology, add them to the Zowe API ML key ring.
Example:
RACDCERT ID(ZAPIUSER) CONNECT(CERTAUTH LABEL(‘GeoTrust RSA CA 2018') RING(ZAPIRING) USAGE(CERTAUTH))

NOTE

The intermediate certificates for Mainframe Topology that you must add here are the same that you added to
CERTAUTH virtual key ring and to your key ring when you configured TLS in IBM RACF.

You can now enable the communication between Mainframe Topology and the Zowe API ML.

List the Key Ring Content

To list the certificates owned by a user ID, use the following IBM RACF command:

Example:

RACDCERT LIST ID(TPLSTC)

A list of certificates assigned to the user TPLSTC appears.

TE›‹S′TDigital certificate information for user TPLSTC:

 

   Label: Topology on MVSDE63

   Certificate ID: 2Qfj1tfW4+Lj45aXlpOWh6hAlpVA1OXixMX280BA

   Status: TRUST

   Start Date: 2021/02/14 19:00:00

   End Date:   2022/02/22 18:59:59

   Serial Number:

        0929D3001CB67B2EF00B7E77513471FA‹

   Issuer′s Name:

        ›CN=GeoTrust RSA CA 2018.OU=www.digicert.com.O=DigiCert Inc.C=US‹

   Subject′s Name:

        ›CN=*.broadcom.net.O=Broadcom Inc.L=San Jose.SP=California.C=US‹

   Subject′s AltNames:

     Domain: *.broadcom.net

   Signing Algorithm: sha256RSA

   Key Usage: HANDSHAKE

   Key Type: RSA

   Key Size: 2048
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   Private Key: YES

   Ring Associations:

     Ring Owner: TOPOTST

     Ring:

        ›TOPORING‹

Label: APIMLCRT                                                               

Certificate ID: 2Qfj1tfW4+LjwdfJ1MPZ40BA                                     

Status: TRUST                                                                

Start Date: 2021/02/16 10:57:07                                              

End Date:   2031/02/14 10:57:07                                              

Serial Number:                                                               

     ›4B247731‹                                                              

Issuer's Name:                                                               

     ›CN=Zowe Development Instances Certificate Authority.OU=API Mediation ‹

     ›Layer.O=Zowe Sample.L=Prague.SP=Prague.C=CZ‹                           

Subject's Name:                                                              

     ›CN=Zowe Development Instances Certificate Authority.OU=API Mediation ‹

     ›Layer.O=Zowe Sample.L=Prague.SP=Prague.C=CZ‹                           

Signing Algorithm: sha256RSA                                                 

Key Type: RSA                                                                

Key Size: 2048                                                               

Private Key: NO                                                              

Ring Associations:         

     Ring Owner: TPLSTC   

     Ring:                  

        ›TOPORING‹

Configure the Key Ring for API Mediation Layer in Top Secret
Configure the key ring in Top Secret to enable the integration between Mainframe Topology and the Zowe API ML.

Prerequisites

Users should be familiar with Top Secret. For more information about available Top Secret commands, see the Top Secret
documentation at https://techdocs.broadcom.com/topsecret.

Verify that you meet the following prerequisites before you start configuring the key ring:

• The user ID that runs the STC for the Mainframe Topology API server. The examples in this article use the TPLSTC
user ID, according to the instructions for the required Mainframe Topology user IDs.

• The authorization to add certificates to CERTAUTH ACID.
• The user ID of the Zowe API ML. The examples in this article use the ZAPIUSER user ID.
• The name of the Zowe API ML key ring. The examples in this article use the ZAPIRING key ring.
• The authorization to add certificates to the Zowe API ML key ring.
• The administrative authority to set up the key ring and certificates:
MISC4(ALL)

All the certificate operation
MISC4(CERTUSER)

Maintain user certificates
MISC4(CERTAUTH)

Maintain CERTAUTH certificates
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MISC4(CERTSITE)
Maintain CERTSITE certificates

MISC4(CERTLIST)
List the certificate information

MISC4(CERTGEN)
Generate the certificate

MISC4(CERTCHEK)
Display information about certificates

MISC4(CERTEXPO)
Export digital certificates.

TIP
For more information, see MISC4 Keyword—Control Authority to Administer Functions.
NOTE
Alternatively, use the CASECAUT authority to administer certificates to individual users. For more information
see Restricted Administrative Authorities (CASECAUT Resource Class).

Connect the Certificates to the Key Ring and the IDs

1. Connect the root Zowe API ML local CA certificate (public certificate) to your user ID. Specify the data set that contains
the Zowe API ML local CA certificate. In the following example the root Zowe API ML local CA certificate is stored in
the TOPO.APIML.CER data set.
Example:
TSS ADD(TPLSTC) DIGICERT(APIMLCRT) LABLCERT(APIMLCRT) DCDSN('TOPO.APIML.CER') TRUST

TIP
For more information about the Zowe API ML local CA certificate, refer to the Zowe documentation.

2. Add the root Zowe API ML local CA certificate to the Topology key ring.
Example:
TSS ADD(TPLSTC) KEYRING(TOPORING) RINGDATA(TPLSTC,APIMLCRT) USAGE(CERTAUTH)

3. Add the root CA certificate that is used by Mainframe Topology to the Zowe API ML key ring.
Example:
TSS ADD(ZAPIUSER) KEYRING(ZAPIRING) RINGDATA(CERTAUTH,ROOTCERT) USAGE(CERTAUTH)

4. (Optional) If you received intermediate certificates for Mainframe Topology, add them to the Zowe API ML key ring.
Example:
TSS ADD(ZAPIUSER) KEYRING(ZAPIRING) RINGDATA(CERTAUTH,INTCERT) USAGE(CERTAUTH)

NOTE

The intermediate certificates for Mainframe Topology that you must add here are the same that you added to
CERTAUTH ACID and to your key ring when you configured TLS in Top Secret.

You can now enable the communication between Mainframe Topology and the Zowe API ML.

List the Key Ring Content

To list the certificates owned by a user ID, use the following Top Secret command:

Example:

TSS LIST(TPLSTC) DIGICERT(ALL)

A list of certificates assigned to the user TPLSTC appears.

DIGICERT = TPLCERT          ACCESSORID = TPLSTC                          
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   ADMIN BY= BY(ADMIN1  )    SMFID(M10H)   ON(05/07/2021)  AT(11:01:13)  

LABEL      = Topology Certificate                                        

STATUS     = TRUST                                                       

SERIAL#    = 079F09B3D725A0D4E229C010635EDA75                            

ISSUER DISTINGUISHED NAME:                                               

             .CN=GeoTrust RSA CA 2018.OU=www.digicert.com.O=DigiCert In -

             c.C=US                                                      

SUBJECT DISTINGUISHED NAME:                                              

             CN=*.broadcom.net.O=Broadcom Inc.L=San Jose.ST=California. -

             C=US                                                        

DOMAIN NAME:                                                             

             *.broadcom.net                                              

KEYUSAGE:                                                                

             HANDSHAKE                                                   

PRIVATE KEY SIZE = 2048                                                  

PRIVATE KEY TYPE = RSA                                                   

ALGORITHM = sha256WithRSAEncryption                                      

NOT BEFORE = 2021/05/07  00:00:00 UTC                                    

NOT AFTER  = 2022/05/12  23:59:59 UTC                                    

CERTIFICATE WAS SIGNED BY:  ACID(CERTAUTH) DIGICERT(DCCACERT)            

CERTIFICATE IS CONNECTED TO THE FOLLOWING KEYRINGS:                      

  ACID(TPLSTC  )  KEYRING(TOPORING)

 

 

DIGICERT = APIMLCRT         ACCESSORID = TPLSTC                                                     

   ADMIN BY= BY(USER04)    SMFID(M10H)   ON(10/01/2021)  AT(07:59:08)                             

LABEL      = APIMLCRT                                                                               

STATUS     = TRUST                                                                                  

SERIAL#    = 4B247731                                                                               

ISSUER DISTINGUISHED NAME:                                                                          

             .CN=Zowe Development Instances Certificate Authority.OU=AP -                           

             I Mediation Layer.O=Zowe Sample.L=Prague.ST=Prague.C=CZ                                

SUBJECT DISTINGUISHED NAME:                                                                         

             CN=Zowe Development Instances Certificate Authority.OU=API -                           

              Mediation Layer.O=Zowe Sample.L=Prague.ST=Prague.C=CZ                                 

KEYUSAGE:                                                                                           

             CERTSIGN                                                                               

PUBLIC KEY SIZE  = 2048                                                                             

PUBLIC KEY TYPE  = RSA                                                                              

ALGORITHM = sha256WithRSAEncryption                                                                 

NOT BEFORE = 2021/02/16  15:57:07 UTC                                                               

NOT AFTER  = 2031/02/14  15:57:07 UTC                                                               

CERTIFICATE IS CONNECTED TO THE FOLLOWING KEYRINGS:                                                 

  ACID(TPLSTC  )  KEYRING(TOPORING)                                                                           

                                               

 Chain Information:                                                                                   

     Chain contains    1 certificate                                                                  

     Chain is complete

Enable Integration with API ML
Configure the Mainframe Topology REST API on Zowe API ML.
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To enable the integration of Mainframe Topology with API Mediation Layer, follow these steps:

1. Copy the application.yml file from the USS installation directory to the deployment directory.
2. Configure the following parameters in the CUSOPTN(TPLSCONF) member.

NOTE
The CUSOPTN(TPLSCONF) member is allocated during the post-install configuration. If the following
parameters are not displayed by default, add them to the CUSOPTN(TPLSCONF) member.

AUTH_METHOD
Specifies the authentication method. Set the authentication method as AUTH_METHOD=APIML . When the
authentication method is APIML , SAF is implicitly enabled.

TLS_ENABLE
Specifies that the Mainframe Topology API server uses TLS encryption. You must set it as TLS_ENABLE=YES .

APIML_SERVICE_ID
Specifies the service instance identifier to register in the Zowe API ML installation. The identifier can only contain
lowercase alphabetic characters and digits and cannot exceed 64 characters. The default value is:

• APIML_SERVICE_ID=catopology for Zowe API ML V1.
• APIML_SERVICE_ID=bcmtopology for Zowe API ML V2.

TOPOLOGY_HOSTNAME
Specifies the host name of the system where the Mainframe Topology service instance runs.

APIML_DISCOVERY
Specifies the URL for the Zowe API ML discovery location service.

TIP
Consult with your system administrator for the configuration details of the Zowe API ML instance.

APIML_GATEWAY
Specifies the URL for the Zowe API ML gateway location service.

TIP
Consult with your system administrator for the configuration details of the Zowe API ML instance.

Example: Sample CUSOPTN(TPLSCONF) Member Contents

The following sample member uses values that were used in the previous examples for the Zowe API ML configuration.

AUTH_METHOD=APIML 

TLS_ENABLE=YES

APIML_SERVICE_ID=catopology                                                

TOPOLOGY_HOSTNAME=sample.hostname.com                                

APIML_DISCOVERY=https://sample.com:10001/eureka/

APIML_GATEWAY= https://sample.example.com:10011/

When you start the Mainframe Topology API server, the Mainframe Topology API server registers the Mainframe Topology
REST API with the service ID that you provided.
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Getting Started
Learn how to run Mainframe Topology to reconstruct the topological layout of your mainframe estate from your SMF data.

Mainframe Topology analyzes your SMF data and enables you to view the elements of your mainframe estate and
relations between these elements. This information helps operators and application developers identify and troubleshoot
the cause of a production issue.

You must run the Extractor-Aggregator job to analyze the data and build the database. Afterwards you must run the API
on top of the database that was created by the Extractor-Aggregator.

The database resides in a USS file. The USS file is created during the first run of the extractor-aggregator job. Every
time that the extractor-aggregator runs, the database contents are cleared and reloaded again. If the SMF data is spread
across multiple datasets, they must be concatenated.

Topology Architecture Diagram

The following diagram illustrates the points of access through the web user interface or the Zowe API ML and the
interactions between Mainframe Topology components:

Figure 1: Mainframe Topology Architecture Diagram

Day 1 Task Checklist
To start using Mainframe Topology, review the following checklist.

This checklist summarizes key tasks to start using your product for the first time. The checklist includes a brief description
of the tasks, with links to the procedures. The checklist also identifies the roles that are typically required to complete the
task.

This checklist is not all inclusive but represents the top tasks that we recommend you execute on Day 1. Print this page as
a checklist and mark the status of the task as complete, to be done (TBD), or not applicable (N/A).

Task Description Role Status
Prepare Validation SMF Data Prepare validation SMF data for being

fed to Mainframe Topology.
Systems Programmer
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Run the Extractor-Aggregator job Start the job that extracts and
aggregatres the SMF data that
Mainframe Topology uses to construct
the graphs.

Systems Programmer

Run the API server Start the API server on top of the
database that was created by running
the Extractor-Aggregator job.

Systems Programmer

Verify the Installation Access the UI and verify that you can
browse the topological data contained
in the sample SMF data.

Systems Programmer

Automate the Extractor-Aggregator job Automate the Extractor-Aggregator Job
in order to keep the database up-to-
date.

Systems Programmer

Prepare SMF Data
Prepare one or more data sets that contain SMF data to be processed by the Extractor-Aggregator job at a later stage.

Mainframe Topology requires that you provide one or more data sets containing your SMF data. To dump your SMF data
into a data set, use SMF Director, the SMF data set dump program from IBM (IFASMFDP), or another method of choice.

The exact implementation of how you dump your SMF data into a data set is left up to you. However in your
implementation, consider the following limitations:

• Mainframe Topology requires certain types of SMF records. For more information, see SMF Record Types.
• Mainframe Topology Extractor can read SMF data in the VB or VBS physical sequential format, with maximum

LRECL=32767, and any block size. The data can reside on disk or tape.
• To enable Mainframe Topology to extract CICS transaction call graphs, the CICS regions for which you extract SMF

data must be configured with appropriate monitoring fields. For more information about the configuration, see CICS
SMF Data.

• At a later point in the Mainframe Topology installation, you schedule an automated execution of the job that creates the
data sets with fresh SMF data.

SMF Record Types
Mainframe Topology uses the following SMF record types to extract topology information and construct CICS call graphs.

You must use the required SMF records to construct the call graphs. Use the optional SMF records to display additional
information.
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Mainframe Topology displays data for the following metrics:

Record Type Category Description Notes

SMF 30 subtypes 2 and 6 Common address space work These record subtypes
contain the information about
address spaces that Mainframe
Topology uses to construct the
Hierarchical view.

Required SMF record

SMF 70 subtype 1 CPU data record These records contain general
information on the CPU usage
during the interval. Mainframe
Topology uses these records
to provide CPC and LPAR
information in the CSV files that
can be exported.

Optional SMF Record

SMF 101 subtype 1 DB2 accounting record These records contain the
accounting trace of Db2 activity
on the level of individual
packages. Mainframe Topology
uses these records to enrich the
displayed CICS transaction call
graphs with the Db2 activity.

• Optional SMF record
• Compressed records are

also supported

SMF 110 Subtype 1 CICS monitoring record CICS monitoring collects data
about the performance of
all user-supplied and CICS-
supplied transactions during
online processing. Mainframe
Topology uses this performance
class record to construct call
graphs that appear in the
Connected view.

• Required SMF record.
Alternatively to this SMF
record, you can use the
SYSVIEW SMF record type.

• Compressed records are
also supported

SMF 116 subtypes 1 and 2 MQ accounting record These records contain the
accounting data of MQ activity
for each task, at thread and
queue level. Mainframe
Topology uses these records
to enrich the displayed CICS
transaction call graphs with the
MQ activity.

Optional SMF record

SMF 255 (default) Subtype 27 SYSVIEW records - CICS
transaction detail records

CICS transaction detail contains
CICS data for each transaction
that completes.

Required only as an alternative
to the CICS monitoring records
(SMF 110)

CICS SMF Data
Enable CICS monitoring and configure the fields that are included in CICS SMF data. Learn how Mainframe Topology
processes the SMF data.
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Configure Monitored CICS Regions

The SMF records are generated on the level of individual CICS regions. You can configure which data is included in
records for the given CICS region.

To enable CICS monitoring for a CICS region, specify the following two system initialization parameters.

• MN=ON
Turns on CICS monitoring and SMF record generation.

• MNPER=ON
Enables the monitoring performance class in SMF records for the CICS region. This class enables Mainframe
Topology to extract call graphs.

TIP
For more information about the CICS configuration, see the IBM documentation for the CICS transaction server
at https://www.ibm.com/docs.

Configure CICS Monitoring Fields

The CICS Monitor Control Table (MCT) lets CICS administrators control which monitoring fields are included or excluded
from the SMF monitoring records. To enable Mainframe Topology to extract CICS transaction call graphs, verify that the
following records are included:

• TRAN
• NETUOWPX
• NETUOWSX
• PHTRAN
• PHAPPLID
• PTTRAN

NOTE
Mainframe Topology runs even if this field is excluded. However, calls between transactions within one CICS
region are not recorded.

CICS SMF Record Processing

Mainframe Topology requires SMF Type 110 records with subtype 1 (CICS Monitoring). From these records, Class of
Data = 1 (Dictionary) is used for verifying the existence and locating the offset of the relevant data. Class of Data = 3
(Performance) records contain one or more transaction-specific data according to the layout found in the dictionary
record. These types of records must be activated and written to SMF data sets. A dictionary record is created during the
CICS startup and it is relevant for that specific run. Every CICS system on every startup can contain a different layout of
transaction performance information. However, this situation should not be normal. A change in layout normally occurs
when the CICS version is changed. The layout depends on the definition of the Monitoring Control Table (MCT).

The following procedure explains how the Mainframe Topology Extractor-Aggregator job processes SMF Type 110
records.

The Extractor-Aggregator job performs the following actions:

1. Examine the SMF record header to determine if the record is of the type 110, subtype 1.
2. Extract the class of the record from the field SMFMNCL.
3. Extract the dictionary key by combining the fields SMFMNPRN and SMFMNSPN.
4. Verify the record class.
5. If the class is record 1 (Dictionary): Save the dictionary on a disk and make the dictionary available for parsing. The

dictionary is saved as a USS file under the directory dictionary in the Mainframe Topology deployment directory.
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Once the dictionary is saved on the disk, the dictionary is available for all subsequent runs of the Extractor-Aggregator
job.
OR

6. If the class is record 3 (Performance), the action depends on the availability of dictionaries:
– If a dictionary is available for the given key, process the record.
– If a "default" dictionary is available, try to parse the record using a "default" dictionary record for the appropriate

CICS version. A "default" dictionary record, in this context, is a record that is produced by the DFHMNDUP
program, which is a record that assumes no custom modification to the MCT. If the try fails, discard the record.

NOTE

• The first option is to use the dictionary that is found in the data. Using the "default" dictionary is an
alternative.

• A "default" dictionary is distributed with Mainframe Topology for each supported version of CICS.
When a new version of CICS is released, a PTF with the corresponding "default" dictionary is also
released. If you do not upgrade to the new version of Mainframe Topology, you may have SMF records
for which a default dictionary is not available. These records will not be processed.

– If no dictionary is available, discard the record.

After the Extractor-Aggregator job completes, you can view statistics about missing dictionaries. To view the statistics,
navigate to the Mainframe Topology deployment directory and open the following file: logs/topology-smf-
extractor-aggregator.log.

Example: A sample message from the Extractor-Aggregator job log

The following message informs you that 30 records were discarded because the dictionary was missing. The section
Dictionary still missing: true indicates that the dictionary was not found anywhere in the data.

2021-04-19 08:04:57.336 [      main]  INFO  process.ProcessingStatistics -

Missing SMF Dictionaries: Key=CICSXY01-CICSXY01 was missing 30 times.

Dictionary still missing: true

Db2 SMF Data
Configure the Db2 trace as SMF data and the Db2 accounting to enable Mainframe Topology to display the CICS-Db2
connections.

Configure Db2 Trace

To allow Mainframe Topology to process Db2 data and to display the connections between CICS and Db2, you must
configure the Db2 subsystem to produce a package-level accounting trace (type 110) as SMF data. IFCID 239 must
be included in the trace. To enable accounting the package-level trace on the Db2 subsystem, use the following Db2
command:

Example:

START TRACE(ACCTG) CLASS(1,7) DEST(SMF)

TIP
For more information about the Db2 trace configuration, see the Db2 Administration Guide.

Configure Db2 Accounting

If your system processes both Db2 data and CICS, you must configure the Db2 accounting. Configuring the Db2
accounting provides an accurate picture of the interactions between CICS transactions and Db2 packages. Set the
following attributes in your RDO, in the DB2CONN resource:
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• ACCOUNTREC(TASK) (recommended)
• ACCOUNTREC(UOW)

The CICS UOW identifier can now be written into the Db2 records, this allows Db2 to provide an accurate match between
CICS transactions and Db2 records.

TIP
For more information about the pool thread attributes configuration, see the IBM the CICS transaction server
documentation at https://www.ibm.com/docs.

IBM MQ SMF Data
Configure the MQ accounting trace to enable Mainframe Topology display the CICS-MQ connections.

Mainframe Topology uses the MQ accounting trace (SMF records 116, subtype 1 and 2) to show the interactions
between CICS transactions and MQ queues. To enable the required MQ accounting trace records, specify the parameter
SMFACCT=(1,3) in the SCSQMACS(CSQ6SYSP) macro in the MQ target library of each queue manager. For more
information, see the IBM documentation.

SYSVIEW SMF Data
Configure SYSVIEW to produce SMF data for Mainframe Topology.

Configure SYSVIEW SMF Record Type

If you use SYSVIEW records, you must set the SYSVIEW SMF type according to the value that is set in SYSVIEW. The
default value is 255. Edit the TPLSCONF job, or enter the value in the TPLSDEDT macro during the first-time installation.

TIP
For more information about setting the SMF records in SYSVIEW, see SYSVIEW SMF Records.

Configure SYSVIEW to produce CICS Transaction Detail SMF Data

In order to generate CICS transaction SMF records that can be used by Mainframe Topology, SYSVIEW must run in the
monitored CICS region. You must edit the SYSVIEW member CNM4BPRM(CICSLOGR) as follows:

• LOG-TRANSACTIONS-SMF YES
The default value is NO

• SMF-RECORD-TYPE <smf-record-type>
Example:
SMF-RECORD-TYPE 255

Run the Extractor-Aggregator
Run the Extractor-Aggregator job to extract and aggregate SMF data and create the Mainframe Topology database.
Automate the job for up-to-date data.

Mainframe Topology constructs graphs in the Hierarchical and the Connected view using aggregated SMF data. To extract
and aggregate the SMF data, run the Extractor-Aggregator job in the TPLSERUN JCL member.

IMPORTANT
To recreate the database, you must run the Extractor-Aggregator after every system update. Not running the
Extractor-Aggregator after a system update may lead to compatibility issues when running the API server on the
database.

The following procedure runs the Extractor-Aggregator job and creates the database:

1. Edit the INSTJCL(TPLSERUN) JCL member.
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2. Change the DD SMFIN statement to point to the data set that contains your SMF data.
3. Submit the job.

The expected condition code is 0.

You created the database. Now you can run the API server on top of the created database.

Automate the Extractor-Aggregator

To ensure that Mainframe Topology has current data, re-run the Extractor-Aggregator job on a fresh SMF data dump. To
automate this process, run the SMF dump and the Extractor-Aggregator job as a regularly scheduled job group.

The following procedure automates the execution of the Extractor-Aggregator job:

1. Create a job group that performs the following steps:
a. Running the job that creates the SMF dump
b. Running the Extractor-Aggregator job

2. Schedule this job to run in regular intervals using either CA 7, ESP, or another workload automation solution.

Run Multiple Extractor Jobs
You can run multiple instances of the Mainframe Topology extractor job in parallel to expedite data extraction and
aggregation.

Run multiple extractor jobs in parallel if you collect SMF data in large amounts. The size of the data may slow down the
extraction process, or prevent the data to be written to a single disk.

Each extractor job that you run produces staging files. The staging files from all the extractor jobs are then fed to a
standalone aggregator job. The aggregator job aggregates the data and feeds the database.
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Figure 2: Mainframe Topology Parallel Extractor and Aggregator
A representation of the workflow of the parallel and aggregation

process

Before you begin, evaluate how many instances of the extractor job to run before proceeding. We recommend to run one
instance of the extractor job per each LPAR.

NOTE
You can use the following procedure only when the LPARs share a disk. If the LPARs do not share the disk, you
must install an instance of Mainframe Topology on the LPAR. For more information, see Collect Data from Non-
Shared Disks.

To run multiple extractor jobs in parallel, create separate instances of the extractor job. Then, copy all the staging files that
you obtain to a single location for the aggregator job.

1. Make a copy of the INSTJCL(TPLSER02) JCL member for each instance of the extractor job that you want to run.
2. Locate and open the CUSOPTN(TPLSCONF) job in edit more. Enter the HLQ for the staging files.
3. Save the CUSOPTN(TPLSCONF) job.
4. Locate the INSTJCL(TPLSERnn) JCL members and open them in edit mode.
5. Change the DD SMFIN statement of each TPLSERnn job to point to the data set that contains the SMF data to be

processed by that specific JCL.
6. Submit the jobs. The expected condition code is 0.

Each job creates one staging file per each of the six data types that are supported. The staging files are named as
follows:
HLQ.data-type.extractor-job-name.ST
Where:

HLQ The high-level qualifier that you specified during configuration.
data-type The type of smf data that was processed. The following data types are supported:
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• CICS
• DB2
• MQ
• ZOSC
• LPAR
• INFO

extractor-job-name The name of the extractor job that generated the file.

Example: HLQ.CICS.TPLSER01.ST
7. Copy all the staging files into a location that can be accessed by the aggregator job.

The staging files are ready to be fed to the aggregator job.
8. Locate and open the INSTJCL(TPLSAGRN) job in edit mode. Change the DD PARMIN statement. Enter the names of

all the extractor jobs that generate the staging files.
Example:
//PARMIN    DD  *                                              

TPLSER01                                                       

TPLSER02

TPLSER03            

/*

9. Submit the TPLSAGRN job.

You created the database. You can run the API server on top of the created database.

Collect Data from Non-Shared Disks
Install minimal instances of  Mainframe Topology to extract SMF data from disks that are not shared on one LPAR.

In some data centers, SMF data might be collected on disks that are not shared with the LPAR where you installed 
Mainframe Topology . To collect the data from these disks, deploy the minimal instance of  Mainframe Topology on each
LPAR where you need to access the disk.

The minimal instance of  Mainframe Topology only contains files that are required to run the extractor job. To deploy the
minimal instance, copy the required files from your main Mainframe Topology installation into a PAX file. Use this PAX file
to copy the files to the target LPAR.

1. In the main installation of Mainframe Topology, navigate to the CUSOPTN(TPLSCONF) member.
2. Make a copy of the TPLSCONF member and rename the copy as TPLSLPAR-name. For example, if the LPAR name

is ZDNT, rename the job as: TPLSZDNT. In the new member, modify the following parameters:
JAVA_HOME=<JAVA_HOME>                 

INSTALL_PATH=<MOUNT_POINT>/install

DEPLOY_PATH=<MOUNT_POINT>/deploy

WORKFILE_HLQPREFIX=<WORKFILE_HLQPREFIX>

JAVA_HOME
Specifies the Java installation directory on the target machine.

MOUNT_POINT
Specifies the directory on the target machine where the Mainframe Topology deployment and installation files will
be located.

WORKFILE_HLQPREFIX
Specifies the HLQ for the work files that will be generated by Mainframe Topology extractor.

3. Save the TPLSLPAR-name JCL.
4. Navigate to the INSTJCL(TPLSPAX) and open it in edit mode. Modify the following line in the JCL with the path of the

configuration file that you modified in the previous step.:

 113



 Mainframe Topology 1.0

cp "//'$DEPLOY_HLQ.CUSOPTN(TPLSCONF)'" TPLSCONF;

Update the JCL as follows:
cp "//'$DEPLOY_HLQ.CUSOPTN(TPLSZDNT)'" TPLSCONF;

5. Save and submit the INSTJCL(TPLSPAX) JCL.
The job creates the topology.pax file in the pax folder in your USS directory. The PAX file contains the following
data:
– The four members that are required for running the extractor job.
– The TPLSCPDS job that creates the PDS data sets on the target LPAR.
– The TPLSCMEM job that copies the job.
– The installation JAR files.

6. Create a ZFS on the target LPAR to hold mainframe topology installation and deployment files for the parallel
extractor. You can use the following sample JCL to create the ZFS dataset:
JOBCARD1

JOBCARD2

JOBCARD3

JOBCARD4

//DEFINE   EXEC PGM=IDCAMS                                       

//SYSPRINT DD   SYSOUT=*                                         

//SYSUDUMP DD   SYSOUT=*                                         

//AMSDUMP  DD   SYSOUT=*                                         

//SYSIN    DD *                                                  

  DEFINE CLUSTER ( +                                             

  NAME(zfs-data-set-name) +                                

  LINEAR +                                                       

  CYL(1000 10) +                                                 

  SHAREOPTIONS(3,3) +                                            

  )                                                              

/*                                                               

//FORMAT   EXEC PGM=IOEAGFMT,REGION=0M,                          

// PARM=('-aggregate zfs-data-set-name -compat -version5') 

//SYSPRINT DD   SYSOUT=*                                         

//SYSUDUMP DD   SYSOUT=*                                         

//STDOUT   DD   SYSOUT=*                                         

//STDERR   DD   SYSOUT=*                                         

//CEEDUMP  DD   SYSOUT=*                                         

//*

7. Mount the newly created ZFS dataset to the MOUNT_POINT specified in step 2. Use the following command:
mount -t ZFS -f zfs-dataset

mounting-point

8. Copy the topology.pax file that you created to the target LPAR. Use a method of your choice.
Example:
To use the FTP, customize and run the INSTJCL(TPLSFTP) JCL.

9. Extract the files using the pax command:
cd /mounting-point/

pax -rvf topology.pax

10. Create the installation and deploy data sets:
a. Locate the directory that the pax command created.
b. Customize the TPLSCPDS sample job in the directory using ISPF EDIT or TSO ISHELL. The TPLSCPDS creates

the installation and deploy data sets. Edit the following parameters:
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DEPLOYHLQ
Specifies the deployment HLQ.

INSTHLQ
Specifies the installation HLQ.

c. Submit the TPLSCPDS job.
11. Copy the installation and deploy data sets:

a. Customize the TPLSCMEM sample job in the directory using ISPF EDIT or TSO ISHELL. Edit the following
parameters:

TOPO_PAX_PATH
Specifies the path that contains the topology.pax file.

DEPLOYHLQ
Specifies the deployment HLQ.

INSTHLQ
Specifies the installation HLQ.

b. Submit the TPLSCMEM job.

You copied the jobs onto the target LPAR and you have an instance of the Mainframe Topology extractor job on the LPAR.
Modify the TPLSERnn extractor job and modify the deployment and installation HLQs that the TPLSCPDS job created in
step 10 as follows:
//         SET TOPNCHLQ='TOPOLOGY.DEPLOY',

//           TOPTHLQ=''TOPOLOGY.INSTALL'

You can now use the TPLSERnn extractor job. After you generate the staging files, copy them to the main installation of
Mainframe Topology.

After the staging files are copied to the LPAR where the base installation resides, rename the datasets to have a
consistent naming convention with the staging files created by the extractor instance in the base installation. Rename the
part of the dataset name before the product identifier to the value WORKFILE_HLQPREFIX in CUSOPTN(TPLSCONF) in
the main topology installation.

Example
In this example, your system is composed of two sysplexes with a total of three LPARs: SYS01, SYS02, and
SYS03. The three LPARs do not share a disk. The main installation of Mainframe Topology is on SYS01,
where you run the aggregator job.

1. Navigate to the INSTJCL(TPLSER02) member and make a copy of it. Rename the copy as TPLSER03.
Now you have the three JCLs: TPLSER01, TPLSER02, and TPLSER03.

2. Navigate to the CUSOPTN(TPLSCONF) member and make three copies of it. Name the copies as:
TPLSSYS01, TPLSSYS02, and TPLSSYS03.

3. Navigate to the INSTJCL(TPLSPAX) and open it in edit mode. Enter the path of the configuration job for
SYS02:
cp "//'&TPLDHLQ..CUSOPTN(TPLSSYS02)'" TPLSCONF;

4. Submit the INSTJCL(TPLSPAX) JCL.
The job creates the topology.pax file in the pax folder in your USS directory. The PAX file contains the
members to be installed on SYS02.

5. In SYS02 create a ZFS data set for Mainframe Topology
JOBCARD1

JOBCARD2

JOBCARD3

JOBCARD4

//DEFINE   EXEC PGM=IDCAMS                                       

//SYSPRINT DD   SYSOUT=*                                         
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//SYSUDUMP DD   SYSOUT=*                                         

//AMSDUMP  DD   SYSOUT=*                                         

//SYSIN    DD *                                                  

  DEFINE CLUSTER ( +                                             

  NAME(TOPOLOGY) +                                

  LINEAR +                                                       

  CYL(1000 10) +                                                 

  SHAREOPTIONS(3,3) +                                            

  )                                                              

/*                                                               

//FORMAT   EXEC PGM=IOEAGFMT,REGION=0M,                          

// PARM=('-aggregate TOPOLOGY -compat -version5') 

//SYSPRINT DD   SYSOUT=*                                         

//SYSUDUMP DD   SYSOUT=*                                         

//STDOUT   DD   SYSOUT=*                                         

//STDERR   DD   SYSOUT=*                                         

//CEEDUMP  DD   SYSOUT=*                                         

//*

6. Create a directory on the USS and mount on it the newly created ZFS dataset. Use the following
command:
mount -t ZFS -f TOPOLOGY /u/user/topo

7. Copy the PAX file onto SYS02:
JOBCARD1

JOBCARD2

JOBCARD3

JOBCARD4

//FTP1     EXEC PGM=FTP,REGION=2048K,PARM='(EXIT TIMEOUT 40'

//SYSPRINT DD  SYSOUT=*                                     

//OUTPUT   DD  SYSOUT=*                                     

//INPUT    DD  *                                            

@HOSTNAME    --> IP address or hostname of target machine                                      

   

@USERNAME    --> username to target machine                                                 

@PASSWORD    --> password for the target machine                                              

  

BIN                                                         

cd @TARGET_DIR  --> /u/                                        

PUT @INST_PAX_FILE   --> /ftp/topology.pax   

QUIT                                                        

/*

8. Create the directory in SYS02 and extract the files using the pax command:
cd /topology-extractor/

pax -rvf topology.pax

The product directory is created.
9. Create the installation and deploy data sets by modifying and running the TPLSCPDS job:

JOBCARD1

JOBCARD2

JOBCARD3

JOBCARD4

//*******************************************************  

//STEP1  EXEC PGM=IEFBR14                                 
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//DD01      DD DSN=TOPOlogy.DEPLOY.INSTJCL,           

//             DISP=(NEW,CATLG,DELETE),                    

//             UNIT=3390,SPACE=(CYL,(2,1)),                

//             DCB=(LRECL=80,BLKSIZE=0,DSORG=PO,RECFM=FB), 

//             DSNTYPE=LIBRARY                             

//DD02      DD DSN=TOPOLOGY.DEPLOY.CUSOPTN,           

//             DISP=(NEW,CATLG,DELETE),                    

//             UNIT=3390,SPACE=(CYL,(2,1)),                

//             DCB=(LRECL=80,BLKSIZE=0,DSORG=PO,RECFM=FB), 

//             DSNTYPE=LIBRARY                             

//DD03      DD DSN=TOPOlOGY.INST.CTPLOPTN,            

//             DISP=(NEW,CATLG,DELETE),                    

//             UNIT=3390,SPACE=(CYL,(2,1)),                

//             DCB=(LRECL=80,BLKSIZE=0,DSORG=PO,RECFM=FB), 

//             DSNTYPE=LIBRARY                             

//DD04      DD DSN=TOPOLOGY.INST.CTPLPROC,            

//             DISP=(NEW,CATLG,DELETE),                    

//             UNIT=3390,SPACE=(CYL,(2,1)),                

//             DCB=(LRECL=80,BLKSIZE=0,DSORG=PO,RECFM=FB), 

//             DSNTYPE=LIBRARY  

You created the installation and deployment members in SYS02.
10. Copy the installation and deploy jobs by editing and running the TPLSCMEM job:

JOBCARD1

JOBCARD2

JOBCARD3

JOBCARD4

//TOPOFTP   EXEC PGM=BPXBATCH,REGION=0M                     

//STDOUT DD SYSOUT=*                                       

//STDPARM      DD *,SYMBOLS=JCLONLY                        

sh set -xe;                                                

cd /u/topology-extractor/topo_jcl;                               

cp TPLSER01 "//'TOPOLOGY.DEPLOY.INSTJCL(TPLSER01)'";  

cp TPLSCONF "//'TOPOLOGY.DEPLOY.CUSOPTN(TPLSCONF)'";  

cp TPLBEENV "//'TOPOLOGY.INSTALL.CTPLOPTN(TPLBEENV)'";   

cp TPLBEPRO "//'TOPOLOGY.INSTALL.CTPLPROC(TPLBEPRO)'";   

//* 

You copied the jobs onto SYS02.
11. You can now run Mainframe Topology on SYS02. Edit and run the

TOPOLOGY.DEPLOY.INSTJCL(TPLSER02) job:
JOBCARD1

JOBCARD2

JOBCARD3

JOBCARD4

//         SET TOPNCHLQ='TOPOLOGY.DEPLOY',        

//           TOPTHLQ='TOPOLOGY.INSTALL'              

//         JCLLIB ORDER=(&TOPTHLQ..CTPLPROC)           

//STEP1    EXEC PROC=TPLBEPRO,                         

//           USROPTN=&TOPNCHLQ..CUSOPTN,               

//           TGTOPTN=&TOPTHLQ..CTPLOPTN,               

//           TPLEXID=JOBNAME                           

//SMFIN    DD   DISP=SHR,BUFNO=99,                     

//           DSN=SMF 
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You have now the staging files that the extractor on SYS02 produced.
Copy the staging files onto SYS01.
In this example, he WORKFILE_PREFIX defined in the base installation as HLQ1.TOPO and the following
staging workfiles are generated by the parallel extractor:
HLQ2.TOPO.CICS.TPLSER02.STHLQ2.TOPO.DB2.TPLSER02.ST HLQ2.TOPO.INFO.TPLSER02.STHLQ2.TOPO.LPAR.TPLSER02.STHLQ2.TOPO.MQ.TPLSER02.ST

  HLQ2.TOPO.ZOSC.TPLSER02.ST

Rename the workfiles as follows:
HLQ1.TOPO.CICS.TPLSER02.STHLQ1.TOPO.DB2.TPLSER02.ST HLQ1.TOPO.INFO.TPLSER02.STHLQ1.TOPO.LPAR.TPLSER02.STHLQ1.TOPO.MQ.TPLSER02.ST

  HLQ1.TOPO.ZOSC.TPLSER02.ST

12. Repeat the steps 3 trough 11 for SYS03. You now have the staging files for SYS02 and SYS03 on SYS01.
13. On SYS01 locate and edit the TPLSSYS01 job. Assign the HLQ for the staging files.
14. Locate and edit the TPLSER01 job. Enter the installation and deploy HLQs and the path of the member

that contains the input SMF data.
15. Run the TPLSER01 job.

You have the staging files from SYS01. You can now run the aggregator job using the staging files of all
the three LPARs.

16. Locate and edit the TPLSAGRN job:
//         SET TOPNCHLQ='TOPOLOGY.DEPLOY',               

//           TOPTHLQ='TOPOLOGY.INSTALL'                     

//         JCLLIB ORDER=(&TOPNCHLQ..CUSPROC,&TOPTHLQ..CTPLPROC)

//STEP1    EXEC PROC=TPLBAPRO,                                 

//           USROPTN=&TOPNCHLQ..CUSOPTN,                       

//           TGTOPTN=&TOPTHLQ..CTPLOPTN                        

//PARMIN    DD  *                                              

TPLSER01                                                       

TPLSER02  

TPLSER03            

/*   

You created the Mainframe Topology database. You can now run the Mainframe Topology API server on top of
the database.

Run the API Server
Run the Mainframe Topology API server to make the data that is stored in the database accessible to users.

Once you created the database, run the Mainframe Topology API server. You can run the Mainframe Topology API server
as a started task or as a job.

IMPORTANT
We recommend that you run the API server as a started task. Run the Mainframe Topology API server as a job
only for testing purposes.

Run the Mainframe Topology API Server (as a Started Task)

Run the procedure in the CUSPROC(TPLSPROC) JCL member as a started task to start the Mainframe Topology API
server.

NOTE
Your user ID must have the permissions to run the following procedure. For more information, see Configure
Security.
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The following procedure runs the API server as a started task:

1. Copy the CUSPROC(TPLSPROC) procedure to the appropriate location in your system libraries. The usual location is
SYS1.PROCLIB. For more information about how to configure data sets to hold STC-relevant members, see the IBM
documentation.

2. Edit the TPLSPROC JCL member.
3. Follow the instructions in the JCL member to customize the procedure and the environment variables according to

your specifications.
4. Execute the following system command to run the Mainframe Topology API Server as a started task:

S TPLSPROC

The API Server is running. Users can now access the Mainframe Topology UI.

Run the Mainframe Topology API Server (as a Job)

To start the Mainframe Topology API server as a job, submit the job that is contained in the INSTJCL(TPLSARUN) JCL
member.

Verify Installation
Analyze sample SMF data to verify that the installation of Mainframe Topology is successful.

To verify that you installed Mainframe Topology successfully, use sample SMF data as an input for the Extractor-
Aggregator job. If the installation was successful, you can view the data in the user interface.

The following procedure verifies that you successfully installed Mainframe Topology:

1. Define the sample SMF data that you want to analyze.
2. Dump your SMF data into a data set under your HLQ, for example, TOPO.SAMPLE.SMF.DE25.TERSED. To dump

your SMF data into a data set, use SMF Director, the SMF data set dump program from IBM (IFASMFDP), or another
method of choice.
The data set contains now the SMF data in the tersed format.

3. Unterse the data set using the IBM AMATERSE utility. For more information about this utility, see the IBM
documentation. Use the following DCB output parameters:
RECFM=VBS,LRECL=32767,BLKSIZE=27998

You now have an untersed data set with sample SMF data.
4. Run the Extractor-Aggregator job on the sample SMF data set. For more information about the Extractor-Aggregator

job, see Run the Extractor-Aggregator.
5. (Optional) If the Mainframe Topology API server is not running, start the server.
6. Access the UI. For more information about accessing the UI, see Using.
7. Verify that your SMF data is present. Open the Hierarchical view, and then expand any sysplex.
8. Expand the components drilling down to the transaction level.
9.

Click  to navigate to other views.

You have verified the Mainframe Topology installation.
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Using
Access the user interface to view the elements of your mainframe estate and the relations between these elements.
Navigate through the various views that Mainframe Topology offers.

Mainframe Topology analyzes your SMF data and enables you to view the elements of your mainframe estate and
relations between these elements. This information helps operators and application developers identify and troubleshoot
the cause of a production issue.

Mainframe Topology uses a JCL job that is called Extractor-Aggregator to analyze the SMF data that you provide. You can
view the aggregated data in a web browser that connects to the Mainframe Topology API server.

Access the Web User Interface

Access the Mainframe Topology web user interface. The UI offers a graphical representation of the mainframe estate
configuration. You can access the UI either directly, or through the Zowe API ML.

1. Open one of the supported browsers:
– Google Chrome
– Microsoft Edge
– Mozilla Firefox
– Safari

2. Navigate to the following URL:
https://topology-hostname:topology-port/topology/
Example:
https://sample.hostname.com:10060/topology/

NOTE

If you access Mainframe Topology through Zowe API ML, use the following URL:

https://APIML-host:APIML-port/APIML-service-ID/ui/login

Consult with your system administrator for the Zowe API ML configuration details.
3. Log on by entering your Mainframe Topology credentials. Use your Zowe API ML credentials, if you access Mainframe

Topology through Zowe API ML.
NOTE
If you have not set up security, the default login credentials are user / user.

You accessed the Mainframe Topology user interface. The landing page is the Hierarchical view.

Views

Mainframe Topology offers multiple views for displaying your topological layout. Each view helps you focusing on the level
and the component type of your interest. You can navigate through the views that Mainframe Topology provides.
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Figure 3: Views Navigation
The navigation routes between the views of Mainframe

Topology.

Use the Hierarchical View
View and browse the hierarchy of the topological components of your sysplex. You can display the z/OS systems, the
STCs, and the transactions.

Use the Hierarchical view to display and browse the layout of your datacenter. This view is the home page of Mainframe
Topology.

The following diagram shows how the data is organized:
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The hierarchical organization of nodes displayed in Mainframe

Topology

You can expand the nodes to display the elements that each node includes.
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Navigate to Other Views

To view the workload in detail, expand any of the nodes of the hierarchical view. You can click the nodes that have an icon

 to open the view that is related to the node that you selected.

NOTE
You can navigate to the related view only when the selected node has connections.

You can navigate by clicking the following elements in the Hierarchical view:

Navigate to the
Component view

Click the following nodes:

• CICS region
• MQ managers

Navigate to the
Connected view

Click the following nodes:

• CICS transactions
• MQ queues

Navigate to the
Compact view

Click Db2 packages.

Recognized Nodes Types

Currently, Mainframe Topology recognizes and displays the following STC types:

• CICS region. CICS regions include CICS transactions.
• Db2 subsystem. Db2 subsystems include the following elements:

– Db2 STCs
– Db2 Plans. Db2 Plans include Db2 packages.

• MQ manager. MQ managers include MQ queues.
• Java Jzos Launcher
• REXX
• Unix program
• IMS
• IDMS
• Other (other STCs that do not belong to any of the designated categories)

Filter

Use the filter button to filter the displayed STC types.

NOTE
A caution icon on the button indicates that filters are applied. The topological layout is not fully displayed.

Search

To quickly navigate to any node in the view, type a query into the search field and select an item from the list of search
results. The view moves the selected node to the center and the node is highlighted.

TIP
Search is useful when you need to efficiently navigate between different product views or quickly view the
connections of a particular transaction.
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Component View
The Component view displays the aggregated topological layout of all the transaction flows based on a selected
component.

Select a component to display its aggregated topological layout. For example, if you select a CICS Region, the topological
layout is constructed by aggregating all flows going through any transaction that belongs to the CICS Region that you
selected.

Currently, Mainframe Topology displays the following components and the connections between them:

• CICS regions.
• Db2 subsystems (if Db2 data is processed).
• MQ managers.

Each component in the topological layout can be a part of many different possible flows. The Component view aggregates
the flows that executed into a single graph. Use the graph to view the connections that a component has, and which
component precedes or follows the selected component in the flow.

For more information about how the transactions flow is displayed, see Connected View.

Browse Component Connections

To use the Component view, click  on the STC node in the Hierarchical view. When the Component view opens, the
STC that you selected is highlighted. In the Component view, select a node in the flow. The Component view centers the
graph on the node that you selected and highlights the relevant flows.

NOTE
The nodes that contain multiple components are collapsed by default. Expanding any such node allows you to
view the workload in detail.

Connected View
Use the Connected view of Mainframe Topology to view and browse the connections between individual nodes.

Use the Connected view to browse the topological layout of the transaction flow based on the transactions that you select.
Currently, Mainframe Topology displays the following connections in the Connected view:

• Connections between CICS transactions.
• Connections between CICS transactions and DB2 packages (if DB2 data is processed).
• Connections between CICS transactions and MQ queues.

Commonly, millions of CICS transaction flows are executed daily on a sysplex. Each transaction can be a part of many
different possible flows. The Connected view aggregates the flows that executed into a single graph that is centered on
a particular transaction. Use this graph to view connections that the transaction has, and which transactions precede or
follow the selected transaction in the flow.

Browse Transaction Connections

Access the Connected view as follows:

CICS transactions
or MQ queues Click  on the element in the Hierarchical view.
Db2 packages 1.

Click  on a Db2 package in the Hierarchical view.
The Compact View for the selected element opens.
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2. Navigate from the Compact view to the Connected view.

When you navigate to the Connected view, a visual representation of transaction connections appears. In the Connected
view, select a transaction in the flow. The Connected view highlights the selected transaction along with the previous and
the subsequent transaction in the flow.

NOTE
The Connected view always highlights only one preceding and one subsequent transaction, not the entire
preceding, or subsequent flow.

Example: Connected View Graph with Transaction B Connections

This example shows how Mainframe Topology constructs the graphs in the Connected view, when SMF data capture eight
transactions that were executed in a datacenter. The transactions are named A through G.

NOTE
Incoming calls are always connected on the left side of the node, while outgoing calls are always displayed on
the right side of the node.

Figure 4: Transaction Flows
Transaction flows that executed.

You want to view the connections of transaction B. The following figure represents the position of the transaction in the
flows that executed.

Figure 5: Transaction Flows for B
Transaction flows that include transaction B.

When you select a single transaction, the Connected view constructs the graph using only the flows that are relevant to
the transaction.
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Figure 6: Graph for Transaction B
The graph that appears when you select transaction B.

This graph represents all connections that involve transaction B in all flows that executed within the time window of your
SMF data.

Example: Connected View Graph with Transaction D Connections

The following example uses the same set of SMF data as the previous example, but shows connections for transaction D.

Figure 7: Transaction Flows for D
Transaction flows that include transaction D.
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When you select transaction D, the Connected view constructs the following graph:

Figure 8: Graph for Transaction D
The graph that appears when you select transaction D.

Example: Connected View Graph Comparison

Compare the two resulting graphs to observe the differences:
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Figure 9: Comparison of Graphs for Transactions B and D
Compare the graphs for the two transactions to see the differences.

Compared to the graph for transaction B, the graph for transaction D contains three more transactions: E, F, and G, but
does not contain transaction C. While transaction C can call transaction B, the call does not occur through any flow that
includes transaction D. Therefore, transaction C does not appear in the graph for transaction D, even though the graph
includes transaction B.

Compact View
The Compact view of Mainframe Topology shows all the topological connections of a selected transaction in a compact
format.

The Compact view shows all the transactions of a sysplex that are connected to the transaction that you selected,
providing you with information about the transaction flow focusing on the transaction level. You can view the preceding
and the subsequent transactions of the selected node as well as transactions that are related through connection hops.
Also, you can display detailed information for each transaction by clicking the node. The Compact view is useful, when
you need to view the connection that a transaction has in a large system.

Browse Transaction Connections

Access the Compact view as follows:

Db2 packages
Click  on the Db2 package in the Hierarchical view.

CICS transactions
or MQ queues

1.
Click  on the element in the Hierarchical view.
The Connected View for the selected CICS transaction opens.

2. Navigate from the Connected view to the Compact view.

When you navigate to the Compact view, a visual representation of transaction connections appears. The entry node (the
node that you selected in the Hierarchical view) is highlighted. Each node indicates the amount of connection hops to the
entry node. By clicking any node, the Compact view highlights the relevant flows and displays detailed information of the
node.
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For more information about how the transactions flow is displayed, see Connected View.

Details

The Details panel provides you with the following information:

Entry Node The node that you selected in the Hierarchical view and that was used as the base for the navigation. This
node cannot be changed. The panel shows the regions in which the transaction executes.

Selected Node The node that you selected in the Compact view. You can change this node by selecting another one. The
panel shows in which STCs the transaction executes.

Connection Hops
to Entry Node

Select the amount of connection hops to be displayed.

Use the Relationship Explorer
Use the Relationship Explorer to discover detailed information about the connections between system objects.

The Hierarchical View enables you to discover connections between system objects and CICS transactions. These
connections are visible in the Connected View. You can use the Relationship Explorer to discover the other connections
between system objects, and to discover more information about all connected objects. For example, you can find objects
that are related by authorization ID, user ID, batch job and other relational properties.

The Mainframe Topology data is stored in a table that comprises unique rows of data. The value in each column
represents a specific identifier or system object. Different rows can have the same identifier.

The following example shows a table with just five unique rows of data, with the SQL count for each row, and just nine of
the possible identifiers:
Package Program  Package Location  Package Collection  Subsystem ID  Plan Name  Connection Type  CICS Region 

 CICS Transaction  Authorization ID  SQL Count

SQLCPGM          DSG01             ACCOLXA             DB01          ACMEPL01   CICS Attach      CAOR001     

 SQLC              PRODAUX                  10            

SYSLH200         DSG01             NULLID              DB01          DISTSERV   Remote UoW                    

                  PRODAUX                  28 

SQLDPGM          DSG01             ACCOLXA             DB01          ACMEPL01   CICS Attach      CAOR001     

 SQLC              PRODAUX                   5

RPTXA220         DSG01             ACCOLDB             DB01          ACMEPL02   CICS Attach      CAOR002     

 ADDU              PRODAUX                  12

SQLAPGM          DSG01             ACCOLXA             DB01          ACMEPL01   CICS Attach      CAOR001     

 SQLA              TESTAUX                   2

        

In the Relationship Explorer view, you can select any of the following tables, called Data Cubes, to focus on a specific
subset of the data:

• CICS Transactions
• DB2 Connections
• MQ Operations

Each data cube is associated with a list of specific identifiers. You can use the identifiers to create explicit filters, and you
can create new projected tables (that might include implicit filters), to discover the connections between system objects.

In this example, we select the data cube DB2 Connections and we add the explicit table filter Authorization ID =
PRODAUX. We also add a new table projection and select DB2 Package from the drop-down list of object groups. The
following table displays:
Show DB2 Package

Package Program  Package Location  Package Collection  SQL Count
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SQLCPGM          DSG01             ACCOLXA                    10            

SYSLH200         DSG01             NULLID                     28 

SQLDPGM          DSG01             ACCOLXA                     5

RPTXA220         DSG01             ACCOLDB                    12

As a result of the filter Authorization ID = PRODAUX, row 5 of the original table is filtered out.

We now add another new table and select CICS Transactions as the object group. As a result, row 2 of the original table is
now implicitly filtered out because the connection type is not CICS. The following tables now display:
Show DB2 Package                                                     Show DB2 Connections from CICS

 Transactions

Package Program  Package Location  Package Collection  SQL Count     CICS Region   CICS Transaction   SQL

 Count

SQLCPGM          DSG01             ACCOLXA                    10     CAOR001       SQLC                     

 15          

SQLDPGM          DSG01             ACCOLXA                     5     CAOR002       ADDU                     

 12  

RPTXA220         DSG01             ACCOLDB                    12

Rows 1 and 3 of the original table are combined in row 1 of the new table (DB2 Connections from CICS Transactions), as
their identifiers in this projection are identical.

We can further filter on any of the objects in either of the tables. If we are interested only in CICS Transaction SQLC, we
can right-click on the CICS Transaction ID and can create a new explicit filter. The result of this filter is to filter out rows 3
and 4 in the original table. The projected tables now display as follows:
Show DB2 Package                                                     Show DB2 Connections from CICS

 Transactions

Package Program  Package Location  Package Collection  SQL Count     CICS Region   CICS Transaction   SQL

 Count

SQLCPGM          DSG01             ACCOLXA                    10     CAOR001       SQLC                     

 15          

SQLDPGM          DSG01             ACCOLXA                     5

From this example, we know that under Authorization id PRODAUX there is one CICS Transaction (SQLC) that
communicates with two DB2 packages (SQLCPGM and SQLDPGM). In this way, you can use the Relationship Explorer
to discover much more detailed information about the relationships between system objects than would be visible in the
Hierarchical View.

Export Database
Export a subset of the content of the Mainframe Topology database in CSV format.

You can generate and export CSV files containing a subset of the Mainframe Topology database. You can use the
exported files to import Mainframe Topology information into another database such as CMDB. Mainframe Topology
creates the CSV files in the EBCDIC format. You can generate and export the following CSV files:

• CSVSYS: z/OS systems
• CSVCIR: CICS regions
• CSVDBS: Db2 subsystems
• CSVMQS: MQ subsystems
• CSVSTC: Started tasks
• CSVLPR: LPARs

Generate and Export the CSV Files

To generate and export the CSV files, follow these steps:
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NOTE
Before you export the CSV files, you must populate the database by running the Extractor-Aggregator job.

1. Edit the INSTJCL(TPLSEXPC) JCL member.
2. Go through the instructions in the member and customize the job.
3. Submit the job.

The members that contain the CSV files are created in the location that you set.

z/OS Systems Data

The CSVSYS CSV contains z/OS system data. The CSVSYS CSV provides the following data for each detected z/OS
system:

sid The system ID
sysname The system name
sysplex The sysplex name. The name of the sysplex which this system is part of.
version The z/OS system version.

CICS Regions Data

The CSVCIR file contains CICS region data. The CSVCIR CSV provides the following data for each detected CICS
region:

applid The region application ID
jobname The region job name
smfid The system SMF ID. The system ID of the system this region runs on.

Db2 Subsystems Data

The CSVDBS file contains Db2 subsystem data. CSVDBS provides the following data for each detected Db2 subsystem:

ssid The Db2 subsystem ID
jobname The Db2 job name. The name of the main Db2 address space.
smfid The system SMF ID. The system ID of the system this subsystem runs on.

MQ Queue Managers Data

The CSVMQS file contains MQ Queue Manager data. CSVMQS provides the following data for each detected MQ Queue
Manager (subsystem):

ssid The MQ subsystem ID
jobname The MQ job name. The name of the MQ address space.
smfid The system SMF ID. The system ID of the system this subsystem runs on.

Started Tasks Data

The CSVSTC file contains started task data. CSVSTC provides the following data for each detected started task:

jobname The job name of the address space.
altid The alternate ID. The alternate ID matches with the applid parameter for CICS, and with ssid for Db2

and MQ. The field is empty for the other types. The Alternate ID is useful for connecting with product-
specific CSVs.

smfid The system SMF ID. The system ID of the system this STC runs on.
product The product type. The product type is CICS for CICS regions, DB2 for Db2 address spaces, and MQ for

MQ address spaces. The field is empty for the other types.
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prodid The product ID. The field is empty if the ID is unknown.
prodname The product name. The field is empty if the name is unknown.
prodowner The product owner. The field is empty if the owner is unknown.
version The product version in format vv.rr.mm. The field is empty if the version is unknown.

LPARs Data

The CSVLPR file contains LPARs data. CSVLPR provides the following data for each detected LPAR:

lparname The name of the LPAR.
ostype The type of operative system. The type is zos for z/OS and it is Unknown for the other types. A system is

defined as z/OS when SMF30 data from that system is available.
sysname The name of the system.
sysplex The name of the cluster (sysplex name for z/OS).
online A flag that indicates whether the LPAR is online or not. The values can be 0, or 1.

logcpcount The number of logical CP processors the LPAR runs on.
logiipcount The number of logical IIP processors the LPAR runs on.
cpcserial The CPC serial number.
cpctype The CPC type.

cpchwmodel The CPC hardware model.
cpccapmodel The CPC capacity model.

cpcmanufacturer The CPC manufacturer.
cpcmanufplant The CPC manufacturing plant code.
physcpcount The number of physical CP processors in the CPC.
physiipcount The number of physical IIP processors in the CPC.

View IBM Function Registry for z/OS Data
View the IBM Function Registry for z/OS data for your Broadcom product to see what product features are available and
are enabled at your site.

This information helps you determine whether your site is getting the most value out of Mainframe Topology. If you do not
have the permissions to perform these steps, ask your System Programmer to assist you.

Prerequisites

Before you view the registry data, verify that your site meets the following prerequisites:

• The Feature Registration Service (FRS) has been installed. For installation instructions, see the Common Components
and Services documentation.

• The PTF that enables FRS support for Mainframe Topology has been applied.
• Mainframe Topology has been started. Starting the product prompts the FRS to register it with the IBM Function

Registry for z/OS.

Viewing Methods

When Mainframe Topology is registered with the IBM Function Registry for z/OS, you can view the product data in the
registry. Use any of the following methods to view the data:

SYSVIEW Performance
Management Version

16.0 or higher

Displays detailed information about a single product. To use this method with SYSVIEW Version 16.0 or
higher, you must have a product license.
Alternatively, in SYSVIEW Version 17.0, you can use SYSVIEW Essentials, which is a lightweight
configuration of SYSVIEW. You do not need a license for SYSVIEW Essentials.
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IBM FXEPRINT
batch utility

Displays detailed information about all registered Broadcom mainframe products.

Your system console Displays the feature enablement status for a single product.

View the Data Using SYSVIEW or SYSVIEW Essentials

SYSVIEW and SYSVIEW Essentials include commands to display the IBM Function Registry for z/OS data for your
product. This data can include the product release and maintenance level, product features, and the use counts for those
features. The specific data that is shown depends on the data that Mainframe Topology reports to the function registry.

1. From any SYSVIEW menu, type FXE in the Command field and select Enter.
The IBM Function Registry for z/OS panel appears.

2. Find "Broadcom" in the Vendor column and type SB in the Cmd field next to it. Select Enter.
The registered Broadcom products appear.

3. Tab to your product and select Enter.
The function registry information for the selected product appears.

NOTE
For more information about the FXE command, use the HELP FXE command in SYSVIEW.

Example: SYSVIEW Output

The following example shows sample SYSVIEW output for Mainframe Topology.

Vendor Products ----------------------------------------------------------------------------

Path: /Broadcom                                                              

                                                                             

PS    Product                                          ID       Instance     Description    

21    Mainframe Topology                                                    

                                                                             

Product - Mainframe Topology ---------------------------------------------------------------

Path: /Broadcom/Mainframe Topology                                            

                                                                             

Vendor - Broadcom --------------------------------------------------------------------------

Path: /Broadcom                                                              

                                                                               

Vendor Slot      12                                                          

Vendor           Broadcom                                                    

Description      Broadcom Inc.                                                

Attributes       None                                                        

Private Data     Yes                                                          

Products         21                            

                             

Product Attributes -------------------------------------------------------------------------

Path: /Broadcom/Mainframe Topology                                            

                                                                             

AS    Attribute                                        Type     Value        

1     Version                                          TEXT     01.00.15    

2     Registrations Active                             UNSIGNED 1            

                                                       

Product Functions ------------------------------------------------------------

Path: /Broadcom/Mainframe Topology                                            

                                                                             

FS    Function                                         Status       Used    

1     Topology API                                     Enabled      Used    
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Function ---------------------------------------------------------------------

Path: /Broadcom/Mainframe Topology/Topology API                              

                                                                             

Vendor           Broadcom                                                    

Product          Mainframe Topology                                          

Function Slot    1                                                            

Function         Topology API                                                

Description      Topology API                                                

Auth             AuthOnly                                                    

Status           Enabled                         

View the Data Using FXEPRINT

The IBM FXEPRINT batch utility generates a report that provides information about all Broadcom mainframe products
that are registered with the IBM Function Registry for z/OS. This data can include the product release and maintenance
level, the product features, and the use counts for those features. The specific data that is shown depends on the data
that Mainframe Topology reports to the function registry.

Use the following JCL to run the IBM FXEPRINT batch utility:
//FXEPRINT EXEC PGM=FXEPRINT,TIME=1440,REGION=0K

//SYSOUT   DD SYSOUT=A,DCB=(LRECL=80)

//SYSIN    DD DUMMY

Example: FXEPRINT Report

The following example shows a sample report for Mainframe Topology.

----------------------------------------------------------------------

Product Name:         Mainframe Topology                              

Product Slot Path:    VS(12) PS(21,-)                                

Product Parent:       Broadcom                                        

Product Attributes:                                                  

 Attribute Name:      Version                                        

 Attribute Value:     01.00.15                                        

 Attribute Name:      Registrations Active                            

 Attribute Value:     1                                              

----------------------------------------------------------------------

Function Name:        Topology API                                    

Function Description: Topology API                                    

                                                                     

                                                           

Function Slot Path:   VS(12) PS(21,-) FS(1,AUTHONLY)      

Function Parent:      Mainframe Topology                  

Function Used:        YES                                  

Function Enabled:     YES                                  

Function Last Update:                                      

  Job:                TPLSARUN                            

  ASID:               ***A                                

  User:               TPLSUSR                              

  Timestamp:          (Local) 2023-03-20 07:11:23.862773  

                      (UTC)   2023-03-20 11:11:23.862773   
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View the Data Using the System Console

Use the following command to display the status of the registered features for Mainframe Topology on the system console:
D FXE,VN=BROADCOM,PN='product_name',IID=ssid*,FN=*,STATE

product_name
Specifies the product name. Enter the product name as Mainframe Topology.

ssid
Specifies the Mainframe Topology server name, for example TPLSARUN.

The feature information for Mainframe Topology appears on the system console.

Example: Console Command Output

The following example shows sample FXE output for Mainframe Topology:

MATCHING FUNCTION ENTRIES:                                            

-----------------------------------------------------------------------

VENDOR:     Broadcom                                                  

PRODUCT:    Mainframe Topology                                        

FUNCTION:   Topology API                                              

SLOTPATH:   VS(12) PS(21,-) FS(1,AUTHONLY)                            

ENABLED:    YES    
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Additional Resources
Includes educational resources, product references and support information.

This article provides resources to assist you in maximizing your product experience, including information about
education, webcasts, product support resources, and product maintenance.

Mainframe Product References

• Mainframe Product Portfolio— List of all mainframe products with links to documentation and support for each product.

Product Support

• Release and Support Lifecycle Dates

Product Maintenance

• Broadcom Mainframe Maintenance Philosophy
• Mainframe Common Maintenance Procedures
• Migrate SMP/E Environments into z/OSMF
• Mainframe Essentials Software Risk Assessment video

Education and Training

• Broadcom Mainframe Education
• Broadcom Mainframe Education YouTube Channel

 136

https://www.broadcom.com/products/mainframe/product-portfolio?intcmp=searchresultclick&resultnum=3
https://techdocs.broadcom.com/us/product-content/status/support-life-cycle/indexes/mainframe-storage-for-zos-and-os_390-release-and-support-lifecycle-dates.html
https://techdocs.broadcom.com/us/product-content//recommended-reading/product-related-technical-information/ca-mainframe-installation-and-maintenance-tools.html
https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/getting-started/z-osmf-requirements/migrate-smp-e-environments-into-z-osmf.html
https://www.youtube.com/watch?v=GOP6jsD8tkA&list=PLynEdQRJawmw9AV-wq79gR9i_mNX8qSaP&index=1
https://www.broadcom.com/support/education-training/specialized-training/mainframe-training
https://www.youtube.com/user/Educate


 Mainframe Topology 1.0

Documentation Legal Notice
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