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Release Notes
This section describes the changes in the current release of CA Cross-Enterprise Application Performance
Management (CA Cross-Enterprise APM).

Enhancements to Existing Features

This release of CA Cross-Enterprise APM is certified for new product releases.

Certification

If you use CA Application Performance Management (CA APM) Release 10.2 and you want CA Cross-Enterprise
APM, install this release.

NOTE

For more information about certification, see Preparing for Installation.

APM Team Center Support

This release adds support for some mainframe components in APM Team Center. For more details about this feature, see
APM Team Center.

In support of this feature, the selection algorithm that the Cross-Enterprise APM agent uses to select transactions to be
traced has changed. Apart from the duration of transactions, it now also takes into account the components that were
involved in the transaction to allow better population of APM Team Center with the involved components.

As a consequence the SYSVIEW.NumberOfWorstPerformersToRetain property was removed from
the config/Cross-Enterprise_APM_Dynamic.properties file and is no longer used. A new property,
SYSVIEW.TransactionTrace.UniqueRatio, was introduced to control the behavior of the new algorithm. Please see the
embedded documentation for this property within the configuration file.

Changes to Management Modules

In order to provide metrics, alerts, and differential analysis for mainframe components in APM Team Center some minor
changes have been made to the default Cross-Enterprise APM management modules.

The following Metric Groupings were added to the DB2 Management Module:

• Cross-Enterprise APM: DB2 z/OS Subsystem Warning Exceptions
• Cross-Enterprise APM: DB2 z/OS Subsystem Critical Exceptions
• Cross-Enterprise APM: DB2 z/OS Differential Analysis Metric Grouping

The following Alerts were added to the DB2 Management Module:

• Cross-Enterprise APM: DB2 z/OS Workload Queued Create Thread Requests Alert
• Cross-Enterprise APM: DB2 z/OS Subsystem Warning Exceptions Alert
• Cross-Enterprise APM: DB2 z/OS Subsystem Critical Exceptions Alert

The following Differential Control was added to the DB2 Management Module:

• Cross-Enterprise APM: DB2 z/OS Differential Control

The following Metric Groupings were added to the SYSVIEW Management Module:
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• IMS Differential Analysis Metric Grouping
• CICS Differential Analysis Metric Grouping
• CICS Global Dynamic Storage Area (GDSA) Free
• CICS Dynamic Storage Area (DSA) Free
• CICS Extended Dynamic Storage Area (EDSA) Free
• CICS Alert Status Values

The following Alerts were added to the SYSVIEW Management Module:

• CICS Alerts Summary
• CICS Average Lifetime Per Transaction Alert
• CICS Transactions Per Second Alert
• CICS Dynamic Storage Area (DSA) Free Alert
• CICS Extended Dynamic Storage Area (EDSA) Free Alert
• IMS Average Lifetime Per Transaction Alert

The following Differential Controls were added to the SYSVIEW Management Module:

• CICS Differential Control
• IMS Differential Control

CA SYSVIEW® Performance Management 14.1 Support

CA SYSVIEW® Performance Management 14.1 is now supported with the following exception: Transactions that involve
CICS-to-CICS calls across multiple logical partitions will not be correctly displayed in APM Team Center. Specifically,
all the CICS regions will appear to be called directly from the client application even though all except one were called
indirectly through other CICS regions.

Changes to EM Connection Configuration Properties

The Enterprise Manager connection properties located in config/Introscope_Cross-Enterprise_APM.profile have
been simplified. To specify the EM connection properties, use agentManager.url.n=hostname:port format. If you
need to bind the agent to specific IP stack or local port, use agentManager.localIpaddress.n=ipaddress and
agentManager.localPort.n=port format. For more details, see Java Agent Properties.

Old Enterprise Manager connection properties continue to function as they did before if no new properties are defined, but
the old and new properties cannot be used together.

Changes to DB2 Monitoring Configuration Properties

The names of configuration properties located in the config/Cross-Enterprise_APM_Dynamic.properties file have been
changed to reflect the renaming of CA Insight™ Database Performance Monitor for DB2 for z/OS as CA SYSVIEW®

Performance Management Option for DB2. 

Properties with the prefixes Insight and Insight.DB2 have been changed to use the prefix SYSVDB2. The default values
and behavior that relate to those configuration properties remain the same, with the following exceptions:

• The Insight Polling Interval (sec) metric that reflects the value of SYSVDB2.update.interval has been renamed DB2
Polling Interval (sec).

• The default value for SYSVDB2.director is CEAPM-SYSVDB2.

Existing configuration properties with the prefixes Insight and Insight.DB2 continue to be accepted as fallback values if
their respective SYSVDB2 counterparts are not found. This makes the upgrade of CA Cross-Enterprise APM easier, but
the use of the old configuration properties is deprecated, and their support may be removed in a future release of CA
Cross-Enterprise APM.
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Removed Features

Support for CA NetMaster® Network Management for TCP/IP

This release of CA Cross-Enterprise APM no longer supports integration with CA NetMaster® Network Management for
TCP/IP. Please note that CA NetMaster® dashboards are still present in CA APM management modules.

Published Fixes

All published fixes are available at Published Solutions on Broadcom Support Download Center.

Known Issues

Differential Controls

Due to current Cross-Enterprise APM agent metric reporting limitations, defining differential controls that use these
metrics will result in inaccurate differential analysis output within the various APM user interfaces.

For the purpose of supporting alerts based on differential controls within the APM Team Center user interface, a default
set of differential controls that do not have this issue ship with the product. These differential controls are based on
separate metrics that are reported under the Differential Control metric folder. If you need additional differential controls,
please contact Broadcom Support for potential solutions.

Links from APM Team Center Differential Control alerts for mainframe components do not lead directly to corresponding
Differential Controls section in a Cross-Enterprise APM management module. You can find the Differential Controls for
respective mainframe components manually in APM WebView, Management tab:

• Management Modules
– Cross-Enterprise APM: DB2 z/OS

• Differential Controls
• Cross-Enterprise APM: DB2 z/OS Differential Control

– Cross-Enterprise APM: SYSVIEW
• Differential Controls

• CICS Differential Control
• IMS Differential Control

Third-party Acknowledgements

This product uses third-party utilities and software. For a full list, see Third-party Software Acknowledgements in the CA
Application Performance Management documentation.

Documentation

Documentation for the following releases is only available on DocOps.ca.com:

• CA APM Release 9.7 and later
• CA Cross-Enterprise APM Release 9.7 and later
• CA SYSVIEW Version 14.1

Documentation for the following releases is available both on DocOps.ca.com and from CA Support (only
DocOps.ca.com content is updated):

• CA Common Services Release 14.1
• CA SYSVIEW Version 14.0

Documentation for other products in this solution is available from CA Support.
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Release Comparison
This chart shows the enhancements to key features in all active releases for CA Cross-Enterprise Application
Performance Management.

Key Features Version 10.5 Version 10.3 Version 10.2 Version 10.0 Version 9.7 Version 9.6
CICS Programs
Transaction Trace

yes no no no no no

Profile
configuration:
The value
of the Agent
Transaction Trace
Limit increases to
150

yes no no no no no

Build and
Release metric in
the Agent Stats
folder

yes no no no no no

Support for
CA SYSVIEW
Release 14.2

yes no no no no no

Support for
CA SYSVIEW
Release 15.0

yes no no no no no

Profile
configuration:
Agent
Transaction
Tracer Anti-
flood Limit is
deprecated
and replaced
by Agent
Transaction Trace
Limit

yes yes no no no no

Support for IBM
z/OS 2.2

yes yes no no no no

Support for
Java 8 Runtime
Environment

yes yes no no no no

CICS to CICS
calls in APM
Team Center

yes yes no no no no

Support for
some mainframe
components
in APM Team
Center

yes yes yes no no no
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Support for CA
SYSVIEW®

Performance
Management
14.1

yes yes yes no no no

Simplified EM
connection
configuration
properties

yes yes yes no no no

DB2 Monitoring
Configuration
Properties with
the prefixes
Insight and
Insight.DB2 have
been changed
to use the prefix
SYSVDB2

yes yes yes no no no

Support for CA
SYSVIEW for
DB2 Version 18.0

yes yes yes yes yes no

DB2 traces
for CICS
transactions
that invoke DB2
queries

yes yes yes yes yes yes

CTG tracer
supports
additional request
classes

yes yes yes yes yes yes

WebSphere MQ
Alerts: Monitor
the WebSphere
MQ alerts that
CA SYSVIEW
generates

yes yes yes yes yes yes

Unacknowledged
Warning Count
metric in alerts

yes yes yes yes yes yes

View summary
metrics from
each monitored
DB2 data sharing
group

yes yes yes yes yes yes
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Getting Started
This section provides a high-level overview of CA Cross-Enterprise Application Performance Management (CA Cross-
Enterprise APM) and includes the following information:

• About CA Cross-Enterprise APM
Basic information about CA Cross-Enterprise APM, the relationship between CA Cross-Enterprise APM
and CA Application Performance Management (CA APM), and the tasks that CA Cross-Enterprise APM performs 

• ArchitectureAn overview of the post-installation architecture of CA Cross-Enterprise APM, including a diagram
• Recommended Reading

Links to the documentation for products related to CA Cross-Enterprise APM
Recommended Reading

 

About CA Cross-Enterprise APM
CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM) is an extension to CA Application
Performance Management (CA APM). CA Cross-Enterprise APM enables mainframe application monitoring and
management from a distributed platform interface. This extension allows you to perform the following tasks:

• Manage the performance of distributed applications accessing mainframe back end.
• Trace transactions from distributed applications to mainframe Customer Information Control System (CICS) or

Information Management System (IMS) transactions.
• Monitor health metrics of critical mainframe components such as your IBM DB2 database subsystems and network

resources.

This extension increases end-to-end visibility for quickly isolating transaction performance problems. The extension also
lets you leverage performance data from these additional products:

• CA SYSVIEW® Performance Management
• CA SYSVIEW Performance Management Option for DB2 for z/OS

The extension also addresses the problems that are associated with applications that span mainframe and distributed
environments. These environments have different tools, processes, and teams. Using CA Cross-Enterprise APM, you can
bridge all enterprise environments.

Architecture
After the installation is complete, CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise
APM) architecture looks like the following diagram. The diagram illustrates how each component connects to the other
components. On each monitored z/OS system, one or more of the following software is running:

• CA Cross-Enterprise APM Agent
• CA SYSVIEW® Performance Management (CA SYSVIEW) (requires the agent)
• CA SYSVIEW Performance Management Option for DB2 for z/OS (CA SYSVIEW for DB2) (requires the agent)
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Figure 1: CEAPM Architecture 9.7 (Gliffy)

The agent allows the tracing of transactions across the multiple tiers of an application that invokes transactions on the
mainframe. These components are:

• HTTP calls into CICS
• Web Services calls into CICS
• CICS Transaction Gateway (CTG) using channels invoking the CICS transactions
• WebSphere MQ Series messages sent to CICS or IMS transactions, which the mainframe transaction retrieves
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On the mainframe, CA Cross-Enterprise APM Agent collects information for analysis from the following product
components:

• z/OS
• CICS
• IMS
• WebSphere MQ
• CA Datacom®/DB
• DB2

These collections are done using CA SYSVIEW and CA SYSVIEW for DB2.

Xnet (Execution Manager Network) provides a communications subsystem that CA Database Management Solutions for
DB2 for z/OS shares. Xnet executes as a started task between CA SYSVIEW for DB2 and other CA products. Xnet is
required for CA Cross-Enterprise APM to interface with CA SYSVIEW for DB2 to collect DB2 information.

All Enterprise Managers (EMs) connect to the APM database to store data for business transactions and application triage
maps.

NOTE
For more information, see Recommended Reading for the documentation that is related to CA Cross-Enterprise
APM.

Recommended Reading
To learn about the products you want to use, familiarize yourself with the following documentation:

• CA Application Performance Management (CA APM) core documentation set
• CA SYSVIEW® Performance Management (CA SYSVIEW) core documentation set
• CA SYSVIEW Performance Management Option for DB2 for z/OS (CA SYSVIEW for DB2) core documentation set
• CA APM for IBM WebSphere MQ documentation
• CICS documentation

Review the CA APM Compatibility Documentation. The comprehensive guide lists Java versions, JVM vendors,
application servers, hardware, and software platforms supported.

CA APM Core Documentation
You can access CA Application Performance Management (CA APM) documentation in two ways:

• Access the CA APM documentation.
• Access Help from within the Workstation.

NOTE
On UNIX, the Help system is hard-coded to use the Mozilla browser. You must have Mozilla in your classpath
for the links in the top-level Help window to be functional.

CA SYSVIEW Core Documentation
You can access the CA SYSVIEW® Performance Management (CA SYSVIEW) documentation from the documentation
wiki.
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CA SYSVIEW for DB2 Core Documentation
You can access the documentation for CA SYSVIEW® Performance Management Option for DB2 for z/OS (CA
SYSVIEW for DB2) (formerly known as CA Insight Database Performance Monitor for DB2 for z/OS) on the CA Database
Management Solutions 18.0.

The following DocOps.ca.com documentation is also recommended:

• The Installing section of the CA Database Management Solutions for DB2 for z/OS 18.0 documentation
Provides the instructions on how to install and configure the following software:
– CA SYSVIEW for DB2
– Required infrastructure components (such as Xmanager and Xnet)

• The Using Facilities section of the CA Database Management Solutions for DB2 for z/OS 18.0 documentation
Provides more information about how to prepare the Xmanager and Xnet components for use

• The Release Information section of the CA Database Management Solutions for DB2 for z/OS 18.0 documentation
Provides information concerning the latest enhancements and known issues

• The Using section of the CA SYSVIEW Performance Management Option for DB2 for z/OS 18.0 documentation
Provides information about how to manage and use CA SYSVIEW for DB2

• The Installing and Configuring sections of the CA SYSVIEW Performance Management Option for DB2 for z/OS 18.0
documentation
Provides more information about CA SYSVIEW for DB2, including installation verification steps and advanced
configuration topics

CA APM for IBM WebSphere MQ Documentation
For more information, see the IBM WebSphere MQ section of the CA Application Performance
Management documentation.

 

CICS Documentation
For CICS-related information, view IBM documentation.
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Installing
This section provides information on installing the products in your cross-enterprise solution:

• Installation Overview
Information on installing CA Cross-Enterprise APM with CA SYSVIEW® Performance Management, CA
SYSVIEW Performance Management Option for DB2 for z/OS, and CA NetMaster® Network Management for TCP/IP

• Preparing for Installation
What you need to know and do before you install CA Cross-Enterprise APM

• Installing Your Product Using CA CSM
Information on installing CA Cross-Enterprise APM using CA Chorus™ Software Manager

• Installing Your Product Using Pax ESD or DVD
Information on installing CA Cross-Enterprise APM using pax files

• Starting Your Product
What you need to do to start CA Cross-Enterprise APM

Installation Overview
This section provides information on the processes and procedures for installing CA Cross-Enterprise Application
Performance Management with the following products:

• CA SYSVIEW® Performance Management
• CA SYSVIEW Performance Management Option for DB2 for z/OS

 

Installation Audience
Readers who install the product require knowledge in the following areas:

• Job control language (JCL)
• TSO/ISPF
• System z environment and installing software in this environment
• IT environment, enterprise structure, and region structure of your organization.
• Installation and maintenance of the System z Module or a CA Cross-Enterprise Application Performance Management

(CA Cross-Enterprise APM) instance.
• Cross-platform processes to enable CA Cross-Enterprise APM interact with System z.

You work with the following personnel:

• Systems programmer for System z, VTAM, and TCP/IP definitions
• Security administrator for libraries and started task access authority.
• Storage Management Subsystem (SMS) or storage administrator for direct-access storage device (DASD) allocations

Installation Roadmap
Use this roadmap during the installation:

1. Validate software requirements by preparing for this installation.
2. Install CA Common Services (if not already installed).

NOTE
For more information, see CA Common Services Requirements.
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3. Download the appropriate CA Cross-Enterprise APM files.
4. Install and configure the CA SYSVIEW® Performance Management product package for CA Cross-Enterprise APM.
5. Install and configure the CA SYSVIEW Performance Management Option for DB2 for z/OS product package for CA

Cross-Enterprise APM.
6. Install and configure the CA Cross-Enterprise APM component.
7. Integrate the products.
8. Validate that the configured data is available in CA Application Performance Management Investigator and the CA

Introscope® dashboards.

How the Installation Process Works
CA Technologies has standardized product installations across all mainframe products. Installation uses the following
process:

• Acquisition—Transports the software to your z/OS system.
• Installation using SMP/E—Creates an SMP/E environment and runs the RECEIVE, APPLY, and ACCEPT steps. The

software is untailored.
• Deployment—Copies the target libraries to another system or LPAR.
• Configuration—Creates customized load modules, bringing the software to an executable state.

CA Chorus™ Software Manager (CA CSM) - formerly known as CA Mainframe Software Manager™ (CA MSM) - is an
intuitive web-based tool that can automate and simplify many CA Technologies product installation activities on z/OS
systems. This application also makes obtaining and applying corrective and recommended maintenance easier. A web-
based interface enables you to install and maintain your products faster and with less chance of error. As a best practice,
we recommend that you install mainframe products and maintenance using CA CSM. Using CA CSM, someone with
limited knowledge of JCL and SMP/E can install a product.

NOTE
If you do not have CA CSM, you can download it from the Download Center at Broadcom Support. Follow
the installation instructions in the CA Chorus Software Manager documentation bookshelf on the CA Chorus
Software Manager product page.

You can also complete the standardized installation process manually using pax files that are downloaded from Broadcom
Support.

To install your product, do the following tasks:

1. Prepare for the installation by confirming that your site meets all installation requirements.
2. Verify that you acquired the product using one of the following methods:

– Download the software from Broadcom Support using CA CSM.
– Download the software from Broadcom Support using Pax-Enhanced Electronic Software Delivery (Pax ESD).
– Order a product DVD. To do so, contact your account manager or a CA Support representative.

3. Perform an SMP/E installation using one of the following methods:
– If you used CA CSM to acquire the product, start the installation process from the SMP/E Environments tab in CA

CSM.
– If you used Pax ESD to acquire the product, you can install the product in the following ways:

a. Install the product manually.
b. Complete the SMP/E installation using the Add Product option in CA CSM.

– If you used a DVD, install the product manually.

NOTE
If a CA Recommended Service (CA RS) package is published for your product, install it before continuing
with deployment.

4. Deploy the target libraries using one of the following methods:
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– If you are using CA CSM to configure your products, a CA CSM deployment is required.
– If you are using a manual configuration process, a manual deployment is an optional step.

NOTE
Deployment is considered part of starting your product.

5. Configure your product using CA CSM or manually.

NOTE
Configuration is considered part of starting your product.

Preparing for Installation
This section describes what you need to know and do before you install CA Cross-Enterprise Application Performance
Management (CA Cross-Enterprise APM).

  

System Requirements

As part of the CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM) solution, you have
already installed CA Application Performance Management (CA APM).

For the integration of CA APM and CA SYSVIEW® Performance Management (CA SYSVIEW), you require the following
environment:

• CA APM on a supported operating system
• CA Cross-Enterprise APM and CA SYSVIEW on the same z/OS system

For the integration of CA APM and CA SYSVIEW Performance Management Option for DB2 for z/OS (CA SYSVIEW for
DB2), you require the following environment:

• CA APM on a supported operating system
• CA Cross-Enterprise APM and CA SYSVIEW for DB2 on the same z/OS system

Software Requirements

Before you install CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM), verify that you
have met the following requirements for each component that you plan to enable.

The supported platforms (as applicable) are:

• z/OS, JES2, and JES3: Version 1.13, or Version 2.1
• UNIX System Services: Enabled
• Java: 31-bit mode of Version 6, or Version 7
• CA Common Services: Release 14.1
• CA Application Performance Management (CA APM): Release 10.2
•  CA SYSVIEW® Performance Management (CA SYSVIEW): Release 14.0, Release 14.1

WARNING
 You require a license for the full version of CA SYSVIEW to enable the metrics, tab views, and dashboards
for z/OS Alerts, z/OS Degradation Delay Analysis, z/OS Workload Manager Service Goals, CICS Alerts,
CICS Degradation Analysis, and MQ Alerts. IBM APAR PI50364 is required for CICS TS 5.2. If the APAR is
not applied, a transaction executing on a remote system as the result of an EXEC CICS LINK SYSID(sysid)
request might wait on a short-on-storage condition at transaction completion.
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 CA Cross-Enterprise Application Performance Management supports the following software in those versions that are
also supported by CA SYSVIEW, providing that software is still supported by its own vendor. For information about CA
SYSVIEW software support, see documentation for Version 14.0 or Release 14.1.
– • CA Datacom®/DB

• CICS Transaction Server
• IMS
• WebSphere MQ for z/OS

NOTE

If you require the Transaction Trace capability to correlate transactions that span CICS regions that are
running on multiple systems/LPARs, install CA SYSVIEW Release 14.1 with PTF RO87519 and CICS TS
5.3 or CICS TS 5.2 with APAR PI50364 / PTF UI33508.

•  CA SYSVIEW Performance Management Option for DB2 for z/OS (CA SYSVIEW for DB2) (formerly CA Insight™
Database Performance Monitor for DB2 for z/OS). CA SYSVIEW for DB2 is required if you plan on retrieving DB2
performance metrics: Version 17.0 or Version 18.0 (both with the latest maintenance applied).
– DB2 is supported in versions supported by CA SYSVIEW for DB2. For information about CA SYSVIEW for

DB2 software support, see documentation for Version 17.0 or Version 18.0.
– CA DB2 Tools Xmanager: Version 17.0 or later
– CA DB2 Tools Xnet: Version 17.0 or later

NOTE
The Cross-Enterprise APM Agent must run on the same system (or LPAR) as CA SYSVIEW and CA SYSVIEW
for DB2.

Management Module

The following information is specific to the Management Module component:

Requirement Supported Release
CA APM Enterprise Manager Same release only. The compatible release of Management

Module is delivered with the Enterprise Manager. You can enable
the module during installation or copy the module from the
examples directory afterwards.

CA Introscope® Workstation Same release only.

NOTE

The Enterprise Manager can reside on any supported operating system.

Security Requirements

Before you install CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM), verify that you
meet these security requirements:

• You can run batch JCL streams.
• You have the following access to the data set prefix or high-level qualifier that is used for the installation: READ,

WRITE, and ALLOCATE.
• You have a user ID with an OMVS segment and UID defined for access to UNIX System Services (USS).
• If superuser rights are not assigned, you require the following permissions:
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– You have permission to mount a USS file system.
– You have READ access to the SAF resource SUPERUSER.FILESYS.MOUNT in the UNIXPRIV class.

• You have the permission to update and create directories and files in the mount point for the installation.
• If the user ID of the WILYZOS procedure (WILYZOS user ID) cannot be in the same group ID (GID) as you (the

installer), you require CONTROL access to the SAF resource SUPERUSER.FILESYS in the UNIXPRIV class.

Before you run CA Cross-Enterprise APM, verify that the WILYZOS user ID meets these security requirements:

• The user ID can run batch JCL streams.
• The user ID has READ access to the data set prefix or high-level qualifier that is used for the installation.
• The user ID has an OMVS segment and UID assigned.
• The user ID has READ access to the SAF resource BPX.CONSOLE in the FACILITY class. Otherwise, the agent

issues WTO messages that are prefixed with message ID BPXM023I.
• If your environment requires PassTicket authentication to retrieve metric data from local DB2 subsystems, the user ID

must be authorized to generate PassTickets.

NOTE
For more information, see your security vendor documentation or see the IBM z/OS Security Server RACF
Security Administrator's Guide.

Also, configure the Xnet component of CA Database Management Solutions for DB2 for z/OS to accept PassTicket
authentication information.

NOTE
If PassTicket support is not configured, specify a valid user ID and password in the agent configuration file.
This specification can potentially be a security risk.

Port and Firewall Requirements

Connectivity is required between the following software and systems:

• The z/OS system on which the Cross-Enterprise APM Agent, CA SYSVIEW® Performance Management (CA
SYSVIEW), and CA SYSVIEW Performance Management for DB2 for z/OS (CA SYSVIEW for DB2) are installed must
have connectivity to the CA Application Performance Management (CA APM) Enterprise Manager.

• The CA APM Enterprise Manager IP address and agent listening port must be opened for connectivity to the z/OS
system. The default port is 5001.

• A TCP listening port provides the connectivity for CA SYSVIEW to send trace information to CA Cross-Enterprise
APM. The default port is 15029.

• CA Introscope® EPAgent Network Data Port provides the connectivity between the CA NetMaster® Network
Management for TCP/IP (CA NetMaster NM for TCP/IP) region and EPAgent. The default port is 8000.

CA SYSVIEW for DB2 Security Requirements

Verify that the following security-related authorizations are in place for the user ID associated with the data collector task:

• The user ID has the authority to update the exception VSAM data set and the online history VSAM data sets.
• The user ID minimally has TRACE, MONITOR1, and MONITOR2 DB2 privileges.

CA NetMaster NM for TCP/IP Security Requirements

When you prepare your z/OS task for startup, the following authorities are required on your system:

• If you plan to use ESD to download the product, you require access to UNIX System Services(USS).
• You have READ authority to data sets with a prefix of CAI.*.
• You have UPDATE authority to the following data sets or libraries:
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– Started task PROCLIB that stores the run-time JCL job, for example, SYS1.PROCLIB
– SYS1.PARMLIB
– SYS1.VTAMLST or the library that stores VTAM application definitions and VTAM initialization parameters
– SYS1.VTAMLIB for terminal mode table definitions
– Master catalog, a requirement if you intend to define alias entries for data set prefixes

• You have authority to update the following initialization parameter data set members if necessary:
– SYS1.PARMLIB(IEFSSNxx) to add subsystem IDs
– SYS1.PARMLIB(IEAAPFxx) to APF-authorize your load libraries
– SYS1.PARMLIB(CONSOLxx) if your system does not use extended MCS consoles
– SYS1.PARMLIB(PROGxx) if you want CA Auditor for z/OS or CA Common Inventory Service to know of your

products
• Ensure that the following conditions are met:

– The user IDs of your started tasks have access to the run-time data sets created by the installation and setup
processes. The UPDATE authority is required.

– The user ID of the product region started task is authorized to issue system commands.
– The user IDs of the product and SOLVE SSI region must have authority to use UNIX System Services.

CA Common Services Requirements
The following CA Common Services are used with your product:

• CAIRIM
• CAICCI
• CA LMP

NOTE
If other CA Technologies products are installed at your site, some of these services are already installed.

CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM) requires the CA Common
Communications Interface (CAICCI) portion of CA Common Services. CAICCI is used to communicate between the
WILYZOS address space and the CA SYSVIEW® Performance Management (CA SYSVIEW) user address space,
SYSVUSER, on the same z/OS host. The CA Event Notification Facility (CAIENF) address space is responsible for
starting and initializing CAICCI.

CA Cross-Enterprise APM requires the following components:

• The CAIENF address space must be running.
• The SYSID() statement must be present in the CAIENF/CAICCI parameters.
• CAS9DCM3 must be installed.

CA Cross-Enterprise APM does not require that the CCITCP or CCITCPGW address spaces be active, nor does it
require that PROTOCOL, NODE, and CONNECT statements be specified. However, other optional functions in base CA
SYSVIEW (or other CA Technologies products) require these address spaces and definitions. (For example, the
CCITCPGW address space must be active for the Cross-system Resource Monitoring feature of base CA SYSVIEW to
operate.)

NOTE
For more information, see the CA Common Services installation instructions.

Install CA Common Services

If you do not have CA Common Services, download and install the software.

 20

https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-mainframe-software/traditional-management/ca-common-services-for-z-os/15-0.html


 CA Cross-Enterprise Application Performance Management 10.2

Follow these steps:

1. Read the CA Common Services cover letter that you have downloaded when you downloaded the appropriate files.
This letter shows you where to obtain the documentation if you have not done so already.

2. Install the required software if necessary.
a. To validate which, if any, CA Common Services are installed, check which FMIDs are in place.

NOTE
For more information, see the CA Common Services descriptions, FMIDs, and requirements.

b. To take advantage of the zIIP enablement of data collection, validate that you have CCS for z/OS r14.1—FMID
CAS9E10.

LMP Key Requirements

The CA License Management Program (CA LMP) tracks licensed software in a standardized and automated way. CA
LMP uses common real-time enforcement software to validate the user configuration. CA LMP reports on activities that
are related to the license, usage, and financials of CA Technologies products.

Your product is licensed with an LMP key. You acquire the LMP key with one of the following methods:

• From your product media
• With Pax ESD
• From Broadcom Support

Set Up CAICCI for CA Cross-Enterprise APM

Use this procedure if you do not have CAICCI set up.

NOTE

For more information, see CAICCI Configuration.

Follow these steps:

1. Define the CAICCI SYSID in the CAIENF parameter file or as a separate CCIPARM PDS member concatenated to
ENFPARMS, using the following format:

SYSID(sysid)

– sysid
Specifies the CAICCI identifier.
Limit: Eight characters

2. Define the CAICCI data collection module (DCM), CAS9DCM3, in your CAIENF parameter file.

USS Space Requirements
Ensure that you have sufficient free space in the USS file system that you are using for Pax ESD to hold the directory that
the pax command and its contents create. You need approximately 3.5 times the pax file size in free space.

If you do not have sufficient free space, you receive error message EDC5133I.

Additional Prerequisites
Gather the following information:

• Know the computer on which your existing Enterprise Manager is installed.
• Identify these directory locations in your CA Introscope® Agent environment:
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– Application server home directory—Home directory of your application server
– Agent home directory—Installation directory of the CA Introscope Agent for the application server being monitored
– Introscope directory—Installation directory for CA Introscope on your Enterprise Manager computer
– The directory where IntroscopeAgent.profile is located, on each agent where you plan to implement CA Cross-

Enterprise Application Performance Management (CA Cross-Enterprise APM)
The agent profile is typically in the top-level directory of the agent installation. The CA Cross-Enterprise APM profile
is Introscope_Cross-Enterprise_APM.profile and is found within <host-location>/Cross-Enterprise_APM/config/
Introscope_Cross-Enterprise_APM.profile. The CA Introscope Agent profile is IntroscopeAgent.profile and is found
within <Agent_Home>\wily\core\config\IntroscopeAgent.profile

• Know the components that you plan to install on each computer.
• Know the proxy host name and server port (if you require this information to access the CA Application Performance

Management (CA APM) software download area). If your proxy server requires authentication, you must have a valid
user name and password for the proxy server.

• Open the CA Cross-Enterprise APM extension port on the firewall (if a firewall exists between the extension and
Enterprise Manager). The extension connects to this port.

Application Environment Requirements
To access a CICS back end, end-to-end transaction tracing Java applications must use one of the following methods:

• Java to CICS using HTTP
• Java to CICS using Web Services
• Java to CTG and then to CICS (using Channels, or with special review COMMAREA, which must allow for decoration)
• Java to MQ and then to CICS

To access an IMS back end, end-to-end transaction tracing Java applications must access MQ and then to IMS.

Download the Appropriate CA Cross-Enterprise APM Files
The site ID is given access on CA Support Online to the products being installed.

Follow these steps:

1. Access CA Support Online, and log in using the site ID that is supplied by CA Technologies. If necessary, create a
login ID.

2. Access the CA Cross-Enterprise APM solution for which you have a license from the Download Center. Select the
latest gen level.

3. Download all files that are needed for the installation. The following list shows the core pax files for the data collectors
and collection agent:

• – CA Cross Enterprise APM
– DATABASE MGMT PRODUCT DVD
– CA SYSVIEW

 

NOTE
The downloaded pax file, Cross Enterprise APM, provides the CA Cross-Enterprise APM agent. CA Application
Performance Management (CA APM) Enterprise Manager provides the corresponding management modules
and tab views. The CA APM Java agent provides the transaction trace filters and ProbeBuilder Directive (PBD)
files.
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How to Ready the CA SYSVIEW Product Package for Use with CA Cross-
Enterprise APM
This section contains information on readying the CA SYSVIEW® Performance Management (CA SYSVIEW) product
package for use with CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM).

If CA SYSVIEW is not installed, follow the instructions on installing CA SYSVIEW.

If CA SYSVIEW is installed, verify the status of the CEAPM option, and that the DB2 component is enabled, by running
the Installation verification program (IVP). Also verify that the CA SYSVIEW Performance Management Option for DB2 for
z/OS agent is configured to start.

NOTE
For information about how to run IVP, see Verify Installation.

WARNING
The CA SYSVIEW option CEAPM must be set and enabled for CA Cross-Enterprise APM to work with CA
SYSVIEW.

To set the CEAPM option, follow these steps:

1. Modify the GSVIINST macro parameters in SAMPJCL(INSTALL); remove the “NO” before the CEAPM option.

, *------------------------------------------------* X

, * CA SYSVIEW Options                             * X

, *------------------------------------------------* X

OPTIONS=(,          Begin option list                X

NOCAPTURE,          ...option                        X

NOCICS,             ...option                        X

NODATACOM,          ...option                        X

NOIMS,              ...option                        X

NOMVS,              ...option                        X

NOMQSERIES,         ...option                        X

NOTCPIP,            ...option                        X

CEAPM,              ...option                        X

NOCHORUS            ...option                        X

),                  End option list                  X

2. When the installation steps are complete, begin the configuration. If you are configuring CA SYSVIEW only for CA
Cross-Enterprise APM, you only have to run a subset of the jobs.

CA SYSVIEW Job Steps

The following table lists CA SYSVIEW installation procedures.

WARNING
If you are installing CA SYSVIEW only as a data source for CA Cross-Enterprise Application Performance
Management, use only the installation procedures marked "Yes" in the "Required?" column.

NOTE

The following recommendations are based on an installation of CA SYSVIEW 14.1.

Job/Procedure Required? SAMPLIB Purpose
INST0004 Optional None Creates a set of run-time

libraries when SMPEHLQ is
coded.
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INST0005 Yes None Creates the run-time site
libraries.

INST0010 Yes None Contains the system information
utility GSVCUTIL.

INST0011 Yes GSVXGSVX Copies the System
Configuration Options member
to the system PARMLIB.

INST0013 No MVSMAPS Assembles the MVS DSECT
maps.

INST0020 Yes ASMJES Assembles and links the JES
configuration module.

INST0021 No JESMAPS Assembles the JES DSECT
maps.

INST0030 Yes CAPINDEX Initializes the Event Capture
index data set.

INST0031 No None Defines the CA GSS IMOD
library.

INST0032 No None Loads and compiles IMOD
source modules into the CA
GSS IMOD library.

INST0040 Optional LOGRADTT Allocates log stream Audit.
INST0041 No LOGRPLOT Allocates log stream Plot.
INST0042 No LOGRXLOG Allocates log stream Xlog.
INST0043 No LOGRSMFD Allocates log stream SMFD.
INST0044 No LOGRCICS Allocates log stream CICS.
INST0045 No LOGRIMTR Allocates log stream IMS.
INST0046 No LOGRMQHR Allocates log stream MQ.
INST0050 Upgrade CNVTSECU Converts the security data set.
INST0051 Upgrade CNVTPROF Converts the profile data set.
INST0052 Upgrade GSVYTCCV CICS Transaction Cancellation

Definition Conversion Utility
INST0053 Upgrade GSVYSTCV CICS State Exception

and Threshold Exception
Conversion Utility

INST0054 Upgrade GSVYTOCV CICS Transaction Options
Definition Conversion Utility

INST0060 Yes CSDUTIL Defines the CICS CSD objects.
INST0061 Yes None Link-edits CICS object members

to create a load module to
format the CICS internal trace
table entries.

INST0110 Optional None Copies the sample members to
specific libraries for future use.

USRM0001 Yes None USERMOD to assemble and
link the default subsystem ID
(SSID).
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Start XSXS Subtask

The XSXS (XSystem eXternal Server) subtask in the CA SYSVIEW user address space (SYSVUSER) provides the
following functions:

• Interfaces with CAICCI.
• Performs the SYSVUSER portion of the communication between the SYSVUSER address space and the WILYZOS

address space.

Verify that the XSXS subtask in the SYSVUSER address space is started. The CA SYSVIEW ASADMIN command display
lists the subtasks and the status for each of the tasks in each of the address spaces in CA SYSVIEW. If the XSXS task is
not listed as ACTIVE, start the XSXS subtask by issuing an S (START) line command next to the XSXS task.

Also, make a permanent change to ensure that the XSXS task starts up automatically when CA SYSVIEW starts. To
accomplish this change, add a START XSXS command to the SYSVUSER parmlib member.

Verify Installation

The installation verification program (IVP) can be executed when the installation is completed and CA SYSVIEW is
started. IVP can also be executed any time that you want to verify your installation.

IVP provides the following programs:

• GSVCUTIL
Provides the functions that let you review the settings of your installation parameters.

• GSVXBAT
Executes in batch any valid CA SYSVIEW command so that you can exercise components in CA SYSVIEW.

To verify your installation using the program GSVCUTIL:

1. Submit member IVP00001.
The resulting IVP report provides the installation settings for the following functions:
– z/OS system
– Subsystem
– Authorized Program Facility (APF) list
– CA SYSVIEW LMP keys

2. Review the report and verify your settings.

To verify your installation using the program GSVXBAT:

1. Submit member IVP00002.
The output from the command is returned to the SYSPRINT ddname where the settings can be verified.

2. Review for messages in the SYSPRINT output.
Whether the commands return data depends on the installed or active components.
For example, the IMSLIST command display is empty when IMS is inactive.

NOTE
For a sample job, see the SAMPLIB member EXECBAT.

Use Groups to Filter Queue Managers and Queues

A way to reduce waste in processing power is to filter out unnecessary data before it reaches the Cross-Enterprise APM
Agent. Include or exclude queue managers in the WILYQM group and queues in the WILYQUE group definitions.

CA SYSVIEW automatically includes definitions for the WILYQM and WILYQUE groups. We recommend that you add
members to these groups so that the agent receives only those queues that are related to the applications in use.
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By default, CA SYSVIEW includes all queue managers and queues except for the temporary queues, such as PERMDYN
and TEMPDYN. You do not have to exclude these queues specifically from the group definitions.

Add a queue manager or queue to the group by adding a separate member key/value pair on a separate line.

Group Definitions

sysvhlq.CNM4BPRM(GROUPS)

DEFINE WILYQM

      TYPE      MQQMGR                          

      DESC      'Wily monitored queue managers' 

      MEMBER    =

DEFINE WILYQUE

      TYPE      MQQUEUE                         

      DESC      'Wily monitored queues'         

      MEMBER    =

Example: Filter Queue Managers and Queues

This example shows how to exclude and include queue managers and queues in the group definitions. The modified
group definitions exclude the XYZ queue manager and include the ABC queue.

DEFINE WILYQM

      TYPE      MQQMGR

      DESC      'Wily monitored queue managers' 

      MEMBER    =

      EXCLUDE     XYZ

DEFINE WILYQUE

      TYPE      MQQUEUE                         

      DESC      'Wily monitored queues'

      MEMBER    =

      MEMBER      ABC

Configure CA SYSVIEW for DB2 for Use with CA Cross-Enterprise APM
This section explains how to configure CA SYSVIEW® Performance Management Option for DB2 for z/OS (formerly
known as CA Insight Database Performance Monitor for DB2 for z/OS) with CA Cross-Enterprise Application Performance
Management (CA Cross-Enterprise APM).

Recommendations:

1. To allow uninterrupted monitoring of the DB2 subsystem, set up the data collector and PC tasks as started tasks that
start automatically upon initial program load (IPL).

2. After the started tasks are defined, set the dispatching priority for the data collector task as follows:
– Just below the IRLM dispatching priority
– Above the DB2 address spaces and DB2 applications
The dispatching priority must be high enough to minimize the chance of lost DB2 trace data.

3. Create an OBID translation file during the installation process. CA SYSVIEW® Performance Management Option for
DB2 for z/OS (CA SYSVIEW for DB2) uses this file to translate pageset, index, and table OBIDs into the actual object
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names. This file collects data that is more meaningful to your business. This practice allows CA SYSVIEW for DB2
online displays to show object names rather than DBID or OBID numbers.

4. The data collector must have enough trace buffer space to collect trace data. Otherwise, the buffers overflow and trace
data is lost.
Two sets of buffers are involved:
– Buffers that are located in common service area (CSA)

DB2 (instrumentation facility interface (IFI) or service trace exit) uses these buffers to pass trace data to the data
collector.

– Buffers residing in the data collector private area
These buffers flush the CSA buffers and process the records.

The following data collector SYSPARM options control these buffers:
– SRVBUFSZ and SRVBUFNUM

Control the size of the CSA trace buffers.
– PRVBUFNUM and PRVMAXSZ

Control the size of the private area buffers.
Set your parameters based on the following information:
– Type of DB2 subsystem being monitored
– Expected trace workload (such as the volume of trace data)
– Current system paging rate
Higher buffer sizes reduce the chance of lost trace data but increase the demand on real, common, and virtual
storage.
On higher-volume systems, we recommend the following settings (to start with a CSA buffer allocation of 4 MB):
– SRVBUFSZ=8
– SRVBUFNUM=128
– PRVBUFNUM=128
– PRVMAXSZ=4096
On a low-volume system, use the following default values:
– SRVBUFSZ=8
– SRVBUFNUM=8
– PRVBUFNUM=12
– PRVMAXSZ=1024

NOTE
You can use the INS IFI command from the user interface to determine the current CSA (IFI monitor size)
and private buffer sizes in use. This command also shows the number of trace records that have been
lost due to unavailable buffers. If records are being lost and the dispatching priority of the data collector is
appropriate, increase these values to reduce the number of lost records.

5. CA SYSVIEW for DB2 has a limited number of displays to combine data from members of a data-sharing group. If the
data collector is monitoring a data-sharing DB2 subsystem, we recommend enabling the data-sharing option.

CA SYSVIEW for DB2 Installation Recommendations

We recommend installing the optional history component. The history component lets you view past application and
subsystem performance data, which is collected and stored in VSAM history files.

If you install the history component, consider the following recommendations:

• To avoid needing to redefine history and copy history files, pay attention to how the file is allocated (size and
secondary extents) during the installation process:

• Verify that the file is properly sized (primary allocation) for the amount of data to be collected.
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NOTE
For information about working with the Online History component, see the Configuring section of the CA
SYSVIEW for DB2 documentation on DocOps.ca.com. You can find out how to adjust allocations for the
Online History data sets, and use tables and formulas to estimate the proper history file size.

We recommend not defining history files with a secondary extents specification. When the history file is initialized, CA
SYSVIEW for DB2 initializes the entire file. This initialization causes the data set to extend into as many extents as
possible. Use secondary extents only if you cannot allocate enough space in a primary allocation.

Filter the history data (using the HISTORY-ACCT=FILTER SYSPARM option) when implementing history on systems
that generate a high volume of accounting records. Filtering the records lets you specify which history records to keep in
the history file for subsequent online viewing and which records to discard. Storing all records on a high-volume system
can cause the data on the history file to wrap too quickly and generate an unnecessary CPU overhead. You can enable
filtering in the HISTORY-ACCT SYSPARM option and customize the FILTERAC request to generate a simple WHERE
clause that ignores unwanted records. We recommend using a WHERE clause similar to the following example:

WHERE TOTAL-TIME-DB2 > .5

This clause causes CA SYSVIEW for DB2 to store records that have an “in DB2”

CA SYSVIEW for DB2 Post-Installation Recommendations

You can create a common exception data set or a unique exception data set for each data collector. We recommend
sharing a single common exception data set between all data collector tasks. In the common exception data set, you can
define the following exceptions:

• Define unique exceptions by DB2 subsystem name, if needed. Only those DB2 subsystems that qualify by name use
these exceptions.

• Define customized exceptions for production systems as opposed to test or development systems.

Thus, in the common file, you can customize exceptions by subsystem name or type.

CA SYSVIEW for DB2 Customization

If you are installing CA SYSVIEW for DB2, review the product customization member and execute the following
customization tasks:

• Specify CA SYSVIEW for DB2 customization parameters in the installation JCL (IDB2SYS) and submit for execution.
Output from this step includes:
– JCL to run the program call (PC) task as a batch job or started task
– New SOURCE library containing common customized members
– The user interface profile data set
– Common exception definition data
– Customized SOURCE members to set up and run the VTAM user interface
– Customized CLIST members for executing CA SYSVIEW for DB2 tasks
– Default SECURITY profile data set

NOTE
When migrating from a previous release, you are prompted for information from the previous release so that
the information can be migrated to the new release.

 28



 CA Cross-Enterprise Application Performance Management 10.2

The post-installation processing does not describe the installation of GSS or the archive tables. For more
information about completing these tasks after the IDB2SYS member is created, see the  CA SYSVIEW for
DB2  documentation on DocOps.ca.com.

• Execute the CA SYSVIEW for DB2 DB2-specific installation task to customize a data collector for the DB2 subsystem.
Each DB2 subsystem has one data collector task.

• Review the CA SYSVIEW for DB2  documentation on DocOps.ca.com for more information about:
– Product authorization
– Installing components as started tasks
– Scheduling high-level and detailed DB2 reports using SMF data
– Managing data collector DASD output
– Implementing the CICS monitoring facility
– Implementing data sharing
– Using the data collector (online and batch)
– Operating the program call (PC) owner
– Installing optional components:

• Global Subsystem (GSS)
• VTAM User Interface
• Remote Access Facility (RAF)
• NATURAL for DB2 Support
• System Condition Monitor (SCM)
• Shadow catalog tables for EXPLAIN

– Controlling CA SYSVIEW for DB2 commands, DB2 IFCIDs, and data through CA SYSVIEW for DB2 security
– Using online history
– Archiving DB2 performance data
– Integrating with CA Network and Systems Management Database Option (CA NSM Database Option)
– Starting program call (PC) owner tasks per z/OS image

• Review the CA Database Management Solutions for DB2 for z/OS documentation for more information about:
– Starting data collector and PC tasks automatically at IPL
– Assigning appropriate authorizations for the user ID associated with the data collector task
– Setting the dispatching priority to avoid lost trace data
– Creating an OBID table translation file
– Allocating adequate trace collection buffer space
– Using one exception data set for all data collector tasks
– Enabling data sharing option for data collectors
– Adjusting the default REGION parameter value

• Review the migration considerations.

We highly recommend that you read the CA SYSVIEW for DB2 installation and upgrade considerations for important
information as you plan your installation.

If you install the online history component, change only the primary allocation as needed when allocating the online history
files. The maximum data set size supported by data-in-virtual (DIV) data sets is 4 GB or approximately 5825 cylinders.

Secondary extents should not be specified, as the data set initialization routine will keep extending the data set until space
allocations fails. If you are allocating the data set using an SMS class that supports extended addressability (EA), verify
that the allocation attributes honor the primary allocation with no secondary extents. Otherwise, unused space can be
allocated and wasted.
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NOTE
For more information about estimating space calculations, see the CA SYSVIEW for DB2  System Reference
Guide.

Set Up Xmanager, Xnet, and Required Queries

To retrieve metric data from one or more DB2 subsystems on a single LPAR, install and configure CA SYSVIEW for
DB2 on the same LPAR running the CA Cross-Enterprise APM Agent. As part of the installation and configuration of this
software, also install and configure the Xmanager and Xnet components.

NOTE
For the available guides to help in this task, see the CA SYSVIEW for DB2 documentation on DocOps.ca.com.

Specify the XNETAGT=YES CA SYSVIEW for DB2 data collector initialization parameter for each DB2 subsystem in your
configuration. The data collector initialization parameters reside in the SOURCE(IDDCPRMS) member.

CA SYSVIEW for DB2 includes many queries that can be used to gather information about either itself or the DB2
subsystems currently being monitored. The CA Cross-Enterprise APM Agent uses several of these queries through
the Xmanager/Xnet interface to gather metric data. Specifically, the following queries must be available and started in
each CA SYSVIEW for DB2 instance that the CA Cross-Enterprise APM Agent monitors:

• DSQAPMGS is used to monitor the DB2 Data Sharing Group metrics. The query is included and only available since
Version 17.0. Earlier releases do not monitor DB2 Data Sharing Group metrics.

• DSQAPMSS is used to monitor the DB2 subsystem metrics. The query is included since Version 17.0. Earlier releases
have the following PTF requirements:
– Version 16.0 requires RO52880 and RO52881.
– r15 requires RO52873 and RO52874.
– r14.5 requires RO52871 and RO52872.
– r14 requires RO52869 and RO52870.

• DSQPARMS

If multiple CA SYSVIEW for DB2 instances are monitoring the same DB2 subsystem, each instance must have these
queries started for the CA Cross-Enterprise APM Agent to retrieve metrics.

Install Products Using CA CSM
As a system programmer, you can acquire, install, configure, and deploy your mainframe product software on z/OS
systems using CA Chorus™ Software Manager (CA CSM). CA CSM simplifies and unifies the management of your CA
Technologies mainframe products on z/OS systems. You can use CA CSM to manage your product software in a common
way according to industry best practices. You can also obtain and apply corrective and recommended maintenance
easier. A web-based interface lets you install and maintain your products faster and with less chance of error.

If you do not have CA CSM installed, download it from CA Support.

WARNING

To install a product using CA CSM, you must modify the SYSPRINT size. The default allocation of 30 cylinders
is insufficient to complete the installation. We recommend that you increase the allocation parameters of the
SYSPRINT data set to at least 120 cylinders.

Use the following topics to guide you through the product installation process using CA CSM:

• Acquire Products Using CA CSM
• Install Products Using CA CSM
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NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

When these steps are completed, you are ready to install preventive maintenance.

Acquire Your Product Using CA CSM
As a system programmer, your responsibilities include maintaining an up-to-date repository of acquired product packages
that are ready for installation in your mainframe environment. CA CSM provides a product list that lets you display the list
of licensed product installation and maintenance packages and to download these packages. Also, you can update the
product list to add external product packages that you acquired outside of CA CSM so that they are ready for installation
using CA CSM.

The following diagram shows the product acquisition process:
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Figure 2: Acquiring_Products_CIG

1. Configure CA CSM.
2. Download the product package from CA Support or add an external product package:

– Download from CA Support:
a. Update the product list.
b. Download product packages.

– Add external product package:
a. Add external product installation packages.
b. Add external product maintenance packages.

After you complete this process, the product packages are ready for installation with CA CSM.

NOTE
For more information about acquiring products, see the CA CSM online help.
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Configure CA CSM

Before you start acquiring product packages, configure a CA Support Online account, a CA CSM account, and the
required download settings. If you have previously configured these settings, update the product list.

Follow these steps:

1. Start your Web browser, and enter the CA CSM access URL, which you can get from your system administrator.

NOTE
If the Notice and Consent Banner appears, read and confirm the provided information.

2. Enter your z/OS login user name and password, and log in.
The initial page appears. You are prompted to perform configuration.

3. Configure the following settings:
– Proxies that CA CSM uses to communicate with CA Support Online.

If proxies are not used, the following port numbers are used: HTTPS Port Number 443 and FTP Port Number 21.

WARNING
If your site uses proxies, review your proxy credentials on the User Settings, Software Acquisition page.

– The USS path to the temporary directory for downloaded software packages
If you do not specify the directory, default settings are used that you can change later.

NOTE
These settings are also available on the System Settings, Software Acquisition page.

Select Next.
You are prompted to define your CA Support account.

4. Select New.
You are prompted for the credentials to use on CA Support.

5. Specify the credentials, select OK, and then Next.
You are prompted to review your user settings.

NOTE
These settings are available on the User Settings page.

6. Change the settings or keep the defaults, and then select Finish.
A dialog opens, which shows the progress of the configuration task.

7. Select the Settings tab, and review other settings, as needed.
You have configured CA CSM to acquire products.

Update the Product List

The product list displays a list of downloadable licensed product packages. To see the current list of available product
packages for download, update the Available Products tree.

Follow these steps:

1. Log in to CA CSM using your credentials.
2. Select the Products tab.
3. (Optional) Update the product list only with packages that belong to specific site IDs.

a. Select the Edit button in the Filter section and associate one or more site IDs to a filter in the Edit Filter window.
b. Select the filter in the Filter section.
c. Right-click the Products link at the top of the product tree and select Update Product List.

4. Select the Update Product List link in the Actions section on the left side.
Updating of the product list with all products for all site IDs starts.
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NOTE
Skip this step if you updated the product list only for a selected filter.

5. Confirm the update.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details. Select Close to close the
task output browser.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

The product list is updated.

Download Product Packages

You can download product installation and maintenance packages from the updated product catalog so they are ready for
installation.

Follow these steps:

1. Log in to CA CSM using your credentials.
2. Select the Products tab.
3. Select the product name on the Available Products tree.

The product releases are listed in the Releases table on the right.
4. Download product packages by selecting one of the following options:

– To download product packages for all product releases, right-click the product name in the list, and select Update
Product.

– To download packages only for specific releases, select one or more releases in the Releases table on the right
and select the Update Product Releases link.

5. View the downloaded packages using either of the following options:
– To display the downloaded maintenance packages, select the product release icon

in the product list.
– To display the downloaded base installation package, select the product gen level icon

below the product release in the product list.

The product packages are downloaded and ready for installation.

Add External Product Installation Packages

Sometimes you have product installation packages that you downloaded outside of CA CSM. For example, you do not
have an HTTP or an FTP access in your mainframe environment, or the required packages are not available from the CA
Support website. You can use CA CSM to install these external packages according to your organization policy. If you are
using this installation option, first add the external packages to the CA CSM software catalog.

Follow these steps:

1. Log in to CA CSM using your credentials.
2. Select the Products tab.
3. Select the Add Product link in the Actions section.
4. Specify the name, release, and gen level of the product, and select OK.

The product is added to the product list.
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5. Select the gen level of the product that you want to download on the product tree.
The Base Install Packages section appears on the right.

6. Select the Add External Package button.
7. Specify one of the following package types and package details, and select OK.

– UNIX File
Adds an installation package that is located in a USS directory in binary mode.

– FTP File
Adds a product package that is not published on CA Support. For example, a beta version of a product. Specify the
FTP host, FTP port, FTP path, package name, and the user name and password to access the FTP location.

8. Refresh the page to see the added product package.
The product installation package is now listed in the product list and is available for installation with CA CSM.

Add External Product Maintenance Packages

Sometimes you have maintenance packages, for example, unpublished maintenance or a program temporary fix (PTF),
that you downloaded outside of CA CSM. You can use CA CSM to install these external maintenance packages per your
organization policy. For this installation option, first add the packages to the CA CSM software catalog.

Usually, the maintenance is placed as a single package. However, some CA Technologies products have older
aggregated maintenance packages that were released before December 31, 2013. An aggregated package is a file that
comprises several single maintenance packages (nested packages). When you add an aggregated package, CA CSM
inserts all the nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated
package is marked with the CUMULATIVE type.

Follow these steps:

1. Log in to CA CSM using your credentials.
2. Select the Products tab.
3. Select the product release for which the maintenance applies.

The maintenance packages for the release are listed.
4. Select the Add External Maintenance button.

You are prompted to specify the package.
5. Specify one of the following package types and package details:

– Data Set
Adds a maintenance package that is located in a z/OS data set with a logical record length of 80 and with a record
format of fixed blocks.

– UNIX File
Adds a maintenance package that is located in a USS directory in binary mode.

– FTP File
Adds a maintenance package that is not published on CA Support. This option is intended for downloading a PTF
to validate it. Specify the FTP host, FTP port, FTP path, maintenance package name, and the user name and
password to access the FTP location.

– Solution
Adds a published solution from CA Support.

6. Refresh the page to see the added maintenance package.
The product maintenance package is now listed in the product catalog and is available for installation with CA CSM.

You completed the acquisition process. The product packages are ready for installation with CA CSM.

Install Your Product Using CA CSM
As a System Programmer, your responsibilities include installing products in your z/OS environment using CA CSM. This
step of the installation process creates or updates the SMP/E environment (global, target, and distribution zones).
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The following diagram shows the major steps to install your product using CA CSM.
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Figure 3: Installing_Products

1. (Optional) Configure base installation settings.  37
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2. (Optional) Configure a working set of SMP/E environments.
3. Initiate product installation and review product information.
4. Select an installation type.
5. Review installation prerequisites if any are presented.
6. Take one of the following steps to select an SMP/E environment:

– Create an SMP/E environment:
a. Set up the global zone.
b. Create a target zone.
c. Create a distribution zone.

– Use an existing SMP/E environment from your working set:
a. Update the global zone.
b. Set up the target zone: Either create a target zone or use an existing target zone.
c. Set up the distribution zone: Either create a distribution zone or use an existing distribution zone.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. We recommend that you use new target and distribution
zones for this installation. Doing so means that you can apply maintenance to your current version, if
necessary.

7. Review the installation summary and start the installation.

NOTE
For more information about installing products, see the CA CSM online help.

Configure Base Installation Settings

You can configure base installation settings on the System Settings, Software Installation page.

Follow these steps:

1. Select the Settings tab, and select the Software Installation link under System Settings in the Settings section on the
left side.

2. In the SIS Base Install - File System section, select the file system type that is used when installing a product that
allocates file systems. You select one of the following options:
– Product Specific File System
– z/OS Distributed File Service zSeries File System (zFS)

NOTE
If you select Product Specific File System, the file system that is used for installing a product is defined
according to the product metadata. Otherwise, the product metadata is overwritten.

3. In the Execute Checks During Base Installation section, configure the following settings by selecting or clearing
corresponding checkboxes:
– Execute Apply Check During Base Installation

Verifies that all requirements for the Apply step are satisfied before the Apply step executes. If the Apply Check
step fails, installation stops and all the previous steps are undone.

– Suspend Base Installation After Apply Check
Suspends the base installation process after Apply Check is completed and generates pending installation actions
for the SMP/E environment where the product is being installed.

NOTE
This check box is enabled if you enable the Execute Apply Check During Base Installation checkbox.

– Execute Accept Check During Base Installation
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Verifies that all requirements for the Accept step are satisfied before the Accept step executes. If the Accept Check
step fails, installation stops and all the previous steps are undone.

– Suspend Base Installation After Accept Check
Suspends the base installation process after Accept Check is completed and generates pending installation actions
for the SMP/E environment where the product is being installed.

NOTE
This check box is enabled if you enable the Execute Accept Check During Base Installation checkbox.

4. Select Apply.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

The base installation settings are configured.

NOTE
If you configure the base installation settings to execute checks during base installation, CA CSM creates a
pending installation for the SMP/E environment. For more information about the pending installation, see the CA
CSM online help.

Configure a Working Set of SMP/E Environments

If you plan to install a product in an existing SMP/E environment, add this SMP/E environment to your working set. A
working set is a selected group of SMP/E environments with which you want to work. Although you can have only one
working set, you can have as many SMP/E environments in it as you need.

NOTE
CA CSM does not have a default working set.

If you do not have the SMP/E environment in your working set, you can only create a new SMP/E environment during
product installation. In this case, exit the installation wizard, configure your working set and then restart the wizard.

Follow these steps:

1. Select the SMP/E Environments tab, and select the SMP/E environments that you want to include in a working set.
An information text area under the list of SMP/E environments displays the number of environments you selected.

2. Select Use as Working Set.
3. Select OK.

The working set is configured.
The new working set replaces a previously defined working set.

You can display only those SMP/E environments that are in your working set by selecting Show Working Set Only.

Initiate Product Installation

You can install a downloaded product from the Products tab. The process starts a wizard that guides you through the
installation. At the end of the wizard, a task dynamically invokes the SMP/E and other utilities that are required to install
the product.

Follow these steps:

1. Select the Products tab.
2. Perform one of the following steps:

– If the package was acquired using CA CSM:
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From the product list on the left side, select the required product gen level (the innermost level in the product list
under the release level of a product; for example, SP0 or 0110). Locate the product package that you want to install,
select Actions to the right of the package, and select Install.

– If the package was acquired outside of CA CSM:
In the Actions section in the left pane, select the Install External Package link. Enter the location of the package.
Select OK.

The Introduction step of the wizard appears.

Review Product Information

Review the information about the product that you are installing.

Follow these steps:

1. On the Introduction step, review the information about the installation.

NOTE
If the product license agreement appears, review it. If you agree, accept it. If you do not accept the license
agreement, you cannot proceed with the installation.

2. Select Next.
You are prompted to select the type of installation.

NOTE
An information text area can appear at the bottom of the wizard. The area provides information that helps
you progress through the wizard. For example, if a field is highlighted (indicating an error), the information
text area identifies the error.

Select an Installation Type

When you install a product, you select an installation type. There can be one or more installation types, according to the
product.

When you select the custom installation type, you are prompted to select the features that you want to install. If your
selected features require installation of other features, the installation wizard includes the required features to the
installation process. If your selected features are mutually exclusive, the installation wizard excludes any features
conflicting with the features you selected last from the installation process. For example, you select feature 1 and then
select feature 2 that is mutually exclusive with feature 1. The wizard then automatically excludes feature 1.

Follow these steps:

1. On the Features step, select the type of installation, and select Next.
2. (Optional) If you select the custom installation type, select the features to install, and select Next.

A summary of the features to install appears, with prerequisites.

Review Installation Prerequisites

Some products require an installation of other products first.

Review the summary of installation prerequisites to verify that all prerequisites are satisfied on the Prerequisites step.

• If no prerequisites exist, select Next.
You are prompted to select an SMP/E environment for the installation.

• If all prerequisites exist and are satisfied, you are prompted to locate the installed prerequisites.
Install the product to the same SMP/E environment and the target zone where the product prerequisites are installed.
a. From the SMP/E environment drop-down list, select an SMP/E environment with the installed prerequisites. This

drop-down list represents all CA CSM-managed SMP/E environments where the prerequisites are installed.
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A list of target zones for the selected SMP/E environment where the prerequisites are installed is populated.
b. From the target zone drop-down list, select a target zone within the selected SMP/E environment where the

prerequisites are installed.
c. Select Next.

You are prompted to confirm the selected SMP/E environment for the installation.
• If prerequisites are not satisfied, perform one of the following actions:

– Select Cancel to exit the wizard. Install the prerequisites or migrate an SMP/E environment to CA CSM where the
prerequisites are installed. Restart the installation.

– Open CA CSM in another browser window and install the prerequisites, or migrate an SMP/E environment to CA
CSM where the prerequisites are installed. When done, select Refresh on the Prerequisites step of the wizard.
Then, select the SMP/E environment and a target zone where the prerequisites are installed. Select Next to
continue the product installation.
You are prompted to confirm the selected SMP/E environment for the installation.

Select an SMP/E Environment

You select the SMP/E environment where you want to install your product in. You can create an SMP/E environment, or
you can select an existing SMP/E environment from your working set. You can configure your working set from the SMP/E
Environments tab.

While you work with an SMP/E environment, the environment is locked and other CA CSM users cannot perform any
action against it. When the task finishes, logging out from CA CSM, or a CA CSM session is inactive for more than 10
minutes, the lock releases.

If you select an SMP/E environment being used in CA CSM by another user, a notification message appears. You are
prevented from performing any actions on the SMP/E environment. You can wait until the notification message disappears
and the SMP/E environment becomes available or can select Cancel to select another SMP/E environment.

Follow these steps:

1. On the SMP/E Environment step, substep 1, take one of the following steps:
– Select Create a New SMP/E Environment to create an SMP/E environment.
– Select an existing SMP/E environment from your working set.

• If no existing SMP/E environment appears, exit the wizard, configure your working set, and restart the wizard.
• If your product has the installed prerequisites, the SMP/E environment with the installed prerequisites that

you selected at the Prerequisites step of the wizard is preselected for you. You cannot select another SMP/E
environment. You cannot create a new SMP/E environment.

NOTE
When you install a product in an existing SMP/E environment where HOLDDATA is received, the
product installation may fail. For more information, see the online help.

2. Select Next.
You are prompted to complete one of the following tasks:

• Create an SMP/E environment
• Review parameters of an existing SMP/E environment.

Create an SMP/E Environment

You can create an SMP/E environment while you are installing a product. During the process, you are asked to specify the
following information:

• The SMP/E environment name and the prefix of the CSI data set in CA CSM
• Data set allocation parameters
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You can specify data set allocation parameters collectively for all SMP/E data sets, target libraries, and distribution
libraries that are allocated during product installation. You allocate data sets using one of the following methods:

• Allocate data sets using SMS parameters.
• Allocate cataloged data sets using UNIT and optionally VOLSER.
• Allocate uncataloged data sets using UNIT and VOLSER.

If you allocate uncataloged data sets, specify a VOLSER. Based on the value that you enter, CA CSM performs the
following validations to ensure integrity of the installation:

• The value of VOLSER must specify a mounted volume.
• You must have ALTER permissions for the data sets with the entered high-level qualifier (HLQ) on the volume that

VOLSER defines.
• To test allocation, CA CSM temporarily allocates one of the uncataloged data sets that are allocated during the

installation.
a. The data set is allocated with one track for both primary and secondary space.
b. CA CSM verifies that the data set has been allocated on the specified volume.
c. The data set is deleted.
If the data set allocation fails or the data set cannot be found on the specified volume, you cannot proceed with the
product installation wizard.

Follow these steps:

1. On the SMP/E Environment step, substep 2, review and specify the following parameters as applicable:
– SMP/E Environment Name

Defines the SMP/E environment name.
– Data Set Name Prefix

Defines the prefix for the name of the CSI VSAM data set.
– Catalog

Defines the name of the SMP/E CSI catalog.
– Cross-Region

Identifies the cross-region sharing option for SMP/E data sets.

NOTE
This parameter is set to its default value, and you cannot edit it.

– Cross-System
Identifies the cross-system sharing option for SMP/E data sets.

NOTE
This parameter is set to its default value, and you cannot edit it.

– High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all SMP/E data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ). The low-level qualifiers cannot be changed.

– DSN Type
Specifies the DSN type for allocating SMP/E data sets.

– SMS Parameters / Data Set Parameters
Specifies if this SMP/E environment is using SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog).

NOTE
An information text area can appear at the bottom of the wizard. The area provides information that helps
you progress through the wizard. For example, if a field is highlighted (indicating an error), the information
text area identifies the error.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment appear.
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Review Parameters of an Existing SMP/E Environment

When you use an existing SMP/E environment to install your product, you review the SMP/E environment parameters.
If applicable, you also specify parameters for any new data sets to be allocated while installing a product. During the
process, you are asked to review allocation parameters for new data sets, which you can customize for each data set. The
existing data sets remain intact.

The Software Installation Service (SIS) determines which data sets exist and which must be allocated for the installation
using an existing SMP/E environment. If the SIS determines that new data sets must be allocated, you are prompted to
specify the data set allocation parameters. The data set allocation parameters are prepopulated with the values from the
existing data set that was found first.

Follow these steps:

1. On the SMP/E Environment step, substep 2, review the current SMP/E environment parameters and allocation
parameters for data sets that must be added to the SMP/E environment. Update the information as applicable.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment, if any,
appear.

Set Up SMP/E Environment Parameters

When creating an SMP/E environment for your product installation, you specify SMP/E environment parameters.
When using an existing SMP/E environment for installing your product, you review and, if necessary, update its SMP/E
environment parameters.

You can assign different prefixes to each newly allocated data set during the installation process.

Follow these steps:

1. On the SMP/E Environment step, substep 3, specify whether to use SMS parameters (Storage Class, Management
Class, Data Class) or Unit parameters for allocating work DDDEFs for the SMP/E environment. Complete the
appropriate fields.
The allocation parameters that you specify for work DDDEFs are applied only to new work DDDEFs that are created
during the installation. The existing work DDDEFs, if any, remain intact.

NOTE
The settings for allocating work DDDEFs are globally defined on the System Settings, Software
Installation tab. You must have the appropriate access rights to be able to modify these settings.

2. Review the data set names if any appear. Select the Override link to change the high-level qualifier of the data set
name and the allocation parameters. Select OK.

3. (Optional) If any additional parameters appear, review the parameters that already have the default values assigned.
Edit the parameters if necessary and specify any missing parameters.

4. Select Next.
You are prompted to select a target zone to use.

Select a Target Zone

You select a target zone in the SMP/E environment where you want to install your product. You create a target zone or
select an existing target zone in the SMP/E environment (if you use an existing SMP/E environment).

Follow these steps:

1. On the Target Zone step, substep 1, perform one of the following actions:
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– Select Create a New Target Zone to create a target zone.
– Select an existing target zone in the SMP/E environment.

This option is available only if you selected to use an existing SMP/E environment.

WARNING

• If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. We recommend that you use new target and distribution
zones for this installation so that you can apply maintenance to your current version, if necessary.

• If your product has the installed prerequisites, the target zone of the SMP/E environment with the installed
prerequisites that you selected at the Prerequisites step of the wizard is preselected for you. You cannot
select another target zone. You cannot create a new target zone.

2. Select Next.
You are prompted to create a target zone or use an existing target zone.

Create a Target Zone

You can create a target zone in a new or an existing SMP/E environment where you install your product. The target zone
parameters are prepopulated with the values that are entered for the SMP/E environment. You can change data set
allocation parameters.

You can specify a different SMP/E environment data set to be used for a new target zone.

Follow these steps:

1. On the Target Zone step, substep 2, review and specify the following parameters as applicable:
– Target Zone Name

Defines the name for the target zone.
– Create New CSI Data Set

Specifies that a new CSI data set will be created for the target zone.
– Data Set Name Prefix

Defines the prefix for the name of the target zone data set.

NOTE
This field is only enabled when you have the Create New CSI Data Set check box selected.

– Catalog
Defines the name of the SMP/E target zone catalog.

NOTE
This field is only enabled when you have the Create New CSI Data Set check box selected.

– Cross-Region
Identifies the cross-region sharing option for SMP/E data sets.

NOTE
This parameter is set to its default value, and you cannot edit it.

– Cross-System
Identifies the cross-system sharing option for SMP/E data sets.

NOTE
This parameter is set to its default value, and you cannot edit it.

– High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all target zone data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ) and they cannot be changed.

– DSN Type
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Specifies the DSN type for allocating target zone data sets.
– SMS Parameters / Data Set Parameters

Specifies if this target zone uses SMS parameters (Storage Class, Management Class, Data Class) or data set
parameters (VOLSER, Unit, Catalog).

NOTE
An information text area can appear at the bottom of the wizard. The area provides information that helps
you progress through the wizard. For example, if a field is highlighted (indicating an error), the information
text area identifies the error.

2. Select Next.
A list of the data sets to be created for the target zone appears.

Use an Existing Target Zone

When using an existing target zone for installing your product, you review and, if necessary, update its parameters.

Follow these steps:

1. On the Target Zone step, substep 2, review the current target zone parameters and allocation parameters for data
sets that must be added. Update as applicable:

NOTE
You cannot change the current SMP/E environment parameters.

– Target Zone Name
Identifies the name for the target zone.

– Data Set Name Prefix
Identifies the prefix for the name of the target zone data set.

– Catalog
Identifies the name of the SMP/E target zone catalog.

– Cross-Region
Identifies the cross-region sharing option for SMP/E data sets.

– Cross-System
Identifies the cross-system sharing option for SMP/E data sets.

– High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all target zone data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ) and they cannot be changed.

– DSN Type
Specifies the DSN type for allocating target zone data sets.

– SMS Parameters / Data Set Parameters
Specifies if this target zone uses SMS parameters (Storage Class, Management Class, Data Class) or data set
parameters (VOLSER, Unit, Catalog).

NOTE
An information text area can appear at the bottom of the wizard. The area provides information that helps
you progress through the wizard. For example, if a field is highlighted (indicating an error), the information
text area identifies the error.

2. Select Next.
If there are any data sets to be created for the target zone, a list of data sets appears. If the list is empty, no new data
sets are going to be allocated.

Set Up Target Zone Parameters

When creating a target zone in the SMP/E environment for your product installation, specify target zone parameters.
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Follow these steps:

1. On the Target Zone step, substep 3, review the data set names if any appear. Select the Override link to change the
high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If more parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You are prompted to confirm the distribution zone.

Confirm a Distribution Zone

You must confirm a distribution zone of the SMP/E environment where you want to install your product. Depending on
whether you created a target zone or you selected an existing target zone, create a distribution zone or select an existing
distribution zone in the SMP/E environment.

Follow these steps:

1. On the Distribution Zone step, substep 1, review the selected option for the distribution zone.
– If you are using an existing target zone, the related distribution zone is automatically selected. You cannot select

other distribution zones or cannot create a new one.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. We recommend that you use new target and distribution
zones for this installation so that you can apply maintenance to your current version, if necessary.

– If you are creating a target zone, you can create a distribution zone or you can select an existing distribution zone.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the
new target zone. This action breaks the relationship from the previous target zone that was related to
this distribution zone. You cannot accept maintenance packages from the previous target zone to this
distribution zone using CA CSM.

2. Select Next.
You are prompted to set up the distribution zone.

Create a Distribution Zone

You can create a distribution zone that is related to the newly created target zone. The distribution zone parameters are
prepopulated with the values that are entered for the SMP/E environment. You can change data set allocation parameters.

You can specify a different SMP/E environment data set to be used for the new distribution zone.

You can also specify the same SMP/E environment data set as the one that you specified for the target zone. In that
case, the target and distribution zones share the SMP/E environment data set. The SMP/E environment data set
will be allocated using the parameters that you have defined when specifying the target zone.

Follow these steps:

1. On the Distribution Zone step, substep 2, review and specify the following parameters as applicable:
– Distribution Zone Name

Defines the name for the distribution zone.
– Create New CSI Data Set

Specifies that a new CSI data set will be created for the distribution zone.
– Data Set Name Prefix

Defines the prefix for the name of the distribution zone data set.

 46



 CA Cross-Enterprise Application Performance Management 10.2

NOTE
This field is only enabled when you have the Create New CSI Data Set check box selected.

– Catalog
Defines the name of the SMP/E distribution zone catalog.

NOTE
This field is only enabled when you have the Create New CSI Data Set check box selected.

– Cross-Region
Identifies the cross-region sharing option for SMP/E data sets.

NOTE
This parameter is set to its default value, and you cannot edit it.

– Cross-System
Identifies the cross-system sharing option for SMP/E data sets.

NOTE
This parameter is set to its default value, and you cannot edit it.

– High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all distribution zone data sets that are allocated during installation.
Product packaging defines the low-level qualifiers (LLQ) that cannot be changed.

– DSN Type
Specifies the DSN type for allocating distribution zone data sets.

– SMS Parameters / Data Set Parameters
Specify if this distribution zone is to use SMS parameters (Storage Class, Management Class, Data Class) or data
set parameters (VOLSER, Unit, Catalog). Complete the applicable fields.

NOTE
An information text area can appear at the bottom of the wizard. The area provides information that helps
you progress through the wizard. For example, if a field is highlighted (indicating an error), the information
text area identifies the error.

2. Select Next.
A list of the data sets to be created for the distribution zone appears.

Use an Existing Distribution Zone

You can use an existing distribution zone that is related to the existing target zone you selected, or with a new target zone.
The distribution zone parameters are prepopulated with the values that are entered for the SMP/E environment. You can
change data set allocation parameters.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the new target
zone. This action breaks the relationship from the previous target zone that was related to this distribution zone.
You cannot accept maintenance packages from the previous target zone to this distribution zone using CA CSM.

Follow these steps:

1. On the Distribution Zone step, substep 2, review the current distribution zone parameters and allocation parameters
for data sets that you want to add. Update as applicable:

NOTE
You cannot change the current SMP/E environment parameters.

– Distribution Zone Name
Identifies the name for the distribution zone.

– Data Set Name Prefix
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Identifies the prefix for the name of the distribution zone data set.
– Catalog

Identifies the name of the SMP/E distribution zone catalog.
– Cross-Region

Identifies the cross-region sharing option for SMP/E data sets.
– Cross-System

Identifies the cross-system sharing option for SMP/E data sets.
– High-Level Qualifier

Specifies the high-level qualifier (HLQ) for all distribution zone data sets that are allocated during installation.
Product packaging defines the low-level qualifiers (LLQ) that cannot be changed.

– DSN Type
Specifies the DSN type for allocating distribution zone data sets.

– SMS Parameters / Data Set Parameters
Specify if this distribution zone is to use SMS (Storage Class, Management Class, Data Class) parameters or data
set (VOLSER, Unit) parameters. Complete the applicable fields.

NOTE
An information text area can appear at the bottom of the wizard. The area provides information that helps
you progress through the wizard. For example, if a field is highlighted (indicating an error), the information
text area identifies the error.

2. Select Next.
If there are any data sets to be created for the distribution zone, a list of data sets appears. If the list is empty, no new
data sets are going to be allocated.

Set Up Distribution Zone Parameters

When creating a distribution zone in the SMP/E environment where you want to install your product, specify distribution
zone parameters.

Follow these steps:

1. On the Distribution Zone step, substep 3, review the data set names if any appear. Select the Override link to
change the high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If any additional parameters appear, review the parameters that already have the default values assigned.
Edit the parameters if necessary and specify any missing parameters.

3. Select Next.
You see a summary of the installation task.

Start the Installation

After you complete setting up the SMP/E environment and its zones, you are ready to start the installation.

To start the installation, review the summary on the Summary step, and select Install.

A dialog that shows the progress of the task opens. When the task completes, Select Show Results on the Progress tab
to close this dialog. The task output browser opens, and you can view the action details.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status
later on the Tasks tab.

You completed the product installation. You can now start maintaining the installed products.
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Install Products Using SMP/E JCL
As a System Programmer, your responsibilities include installing products on your mainframe system. With this option,
you acquire a product pax file and the latest product updates from Broadcom Support and then install, maintain,
deploy, and configure the products on your systems. Batch jobs are provided to create the SMP/E environment. A basic
understanding of UNIX System Services (USS) is required.

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

You perform the following tasks to install a product with a pax file:

Figure 4: How_to_Install_a_Product_Using_a_Pax_File

When these steps are completed, you are ready to install preventive maintenance.

UNIX System Services Environment

You need a UNIX System Services (USS) directory and a file system with adequate space to perform the following tasks:

• Receive product pax files from CA Support.
• Perform utility functions to unpack the pax file into MVS data sets that you can use to complete the product installation.

We recommend that you allocate and mount a file system that is dedicated to Pax ESD. The amount of space that you
need for the file system depends on the following variables:

• The size of the pax files that you intend to download.
• Whether you plan to keep the pax files after unpacking them. We do not recommend this practice.
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We recommend that you use one directory for downloading and unpacking pax files. Reusing the same directory
minimizes USS setup. Complete the USS setup only one time. You reuse the same directory for subsequent downloads.
Alternatively, you can create a directory for each pax download.

WARNING
Downloading pax files for the SMP/E installation as part of the Pax ESD process requires write authority to the
UNIX System Services (USS) directories that are used for the Pax ESD process. In the file system that contains
the Pax ESD directories, you also need free space approximately 3.5 times the pax file size to download the pax
file and unpack its contents. For example, to download and unpack a 14 MB pax file, you need approximately
49 MB of free space in the file system hosting your Pax ESD directory.

Allocate and Mount a File System
The product installation process requires a UNIX System Services (USS) directory to receive the pax file and to perform
the unpack steps. We recommend that you allocate and mount a file system that is dedicated to the product acquisition.
We also recommend that you create a directory in this file system where the pax file will be located. This directory
(yourUSSpaxdirectory) is used later in the installation process when acquiring and unpacking the product pax file.

This procedure describes how to perform the following tasks:

• Allocate a zFS.
• Create a mount point in an existing maintenance directory of your choice in USS.
• Mount the file system on the newly created mount point.

NOTE
You must have SUPERUSER authority or the required SAF profile setting so you can issue the USS mount
command for the file system.

• (Optional) Permit write access to anyone in the same group as the person who created the directory.
WARNING
USS commands are case-sensitive.

Follow these steps:

1. Allocate the zFS by customizing the following sample JCL to your site requirements. Ensure that the zFS data set
name that you use conforms to your data set naming conventions for USS file systems. If the allocation of the file
system data set fails, it is because of environmental settings not allowing for the allocation.

NOTE
We recommend that you edit the JCL with NUMBER OFF (no sequence numbers in columns 73 through
80) and CAPS OFF. However, where needed use uppercase and lowercase values. For example,
YOUR_ZFS_DATA_SET_NAME value must be uppercase.
NOTE
The SYSIN DD must be indented at least one space.

//DEFINE   EXEC PGM=IDCAMS

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//AMSDUMP  DD   SYSOUT=*

//SYSIN    DD *

  DEFINE CLUSTER ( +

  NAME(YOUR_ZFS_DATA_SET_NAME) +

  STORAGECLASS(class) +

  LINEAR +

  CYL(primary secondary) +

  SHAREOPTIONS(3,3) +

  )

/*
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//FORMAT   EXEC PGM=IOEAGFMT,REGION=0M,

// PARM=('-aggregate your_zFS_data_set_name -compat')

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//STDOUT   DD   SYSOUT=*

//STDERR   DD   SYSOUT=*

//CEEDUMP  DD   SYSOUT=*

//*

          

The zFS is allocated.
2. Create a mount point for the file system. This example shows how to create your USS pax directory named /CA/

CAPAX in the existing /u/maint directory. From the TSO OMVS shell, enter the following commands:

cd /u/maint/

mkdir CA

cd CA

mkdir CAPAX

          

NOTE
Further references to this mount point appear as yourUSSpaxdirectory. You can reuse the same directory
for all product acquisitions to minimize USS setup. Alternatively, you can create a directory for each pax
download.

The mount point is created.
3. Mount the file system by customizing the following sample:

MOUNT FILESYSTEM('your_zFS_data_set_name')

MOUNTPOINT('yourUSSpaxdirectory')

TYPE(ZFS) MODE(RDWR)

PARM(AGGRGROW)

          

The file system is mounted.
4. (Optional) Set security permissions for the directory. You can use the chmod command to let other users access the

USS pax directory and its files. For example, to allow write access to the USS pax directory for other users in your
USS group, from the TSO OMVS shell, enter the following command:
chmod -R 775 /yourUSSpaxdirectory/

Write access is granted.
NOTE
For more information about the chmod command, see IBM z/OS UNIX System Services User Guide
(SA22-7802).

5. Verify that the file system is mounted. To do so, issue the following command from the system console:
/d omvs,file

The file system is mounted. Resolve errors before continuing.

Acquire the Product Pax Files
To begin the product installation procedure, copy the product pax file into the USS directory that you set up.

WARNING
FTP procedures vary due to local firewall and other security settings. To determine the appropriate FTP
procedure to use at your site, consult your local network administrators.

 51



 CA Cross-Enterprise Application Performance Management 10.2

This procedure explains how to transfer a product pax file from CA Support online to the mainframe.

Follow these steps:

1. Confirm the following UNIX System Services (USS) requirements:
– You have write authority to the USS directories that are used for the pax installation process.
– You have available USS file space.

NOTE
In the file system that contains the pax directories, you also need free space approximately 3.5 times the
pax file size to download the pax file and unpack its contents. For example, to download and unpack a 14
MB pax file, you need approximately 49 MB of free space in the file system hosting your pax directory.

If you do not have sufficient free space, error messages similar to the following appear:

EZA1490I Error writing to data set

EZA2606W File I/O error 133

              

2. Log in to Broadcom Support and select Mainframe Software.
3. Select Product Downloads, and then enter the product name or select the product from the list on the Download

Management page.
Your product entry opens at the Product Download tab.

NOTE
To optimize product and solution downloads from Broadcom Support, configure the following additional URLs
in your network security software and/or firewalls:

• For FTP, ftp://downloads.broadcom.com .
• For HTTPS, https://downloads.broadcom.com .

Sites that regulate access through an IP address must allow network access to 141.202.253.110 .
4. Locate the appropriate software package under PRODUCTS, and then complete either of the following steps to

download the product package:
– Select the product software package from the list and then select Download Package. You can also download

individual files from the product files list by selecting: Add to Cart under CART, HTTP Via Internet Browser under
DOWNLOAD, or FTP under FTP.

– Select ADD TO CART under CART, HTTP Via Internet Browser under DOWNLOAD, or FTP under FTP.
NOTE
When you select HTTP Via Internet Browser to download from https://downloads.broadcom.com, a zip file is
downloaded to your PC. The zip file is named ordernumber.zip. When you select FTP to download from ftp://
downloads.broadcom.com, log in with your Broadcom Support online username (email) and password. The
directory is the order number. Copy the downloaded file to your designated PC directory. We recommend
FileZilla or WinSCP for FTP downloads.
TIP
For more information about download methods and locations, see Downloading Products.

5. If you downloaded a zip file, unzip the file to prepare the product pax files for use.
The pax file is ready for FTP.

NOTE
Do not change the format of the pax.Z.

6. FTP the pax.Z files in binary mode to your mainframe USS file system.
For example, enter the following sample FTP commands from a Windows command prompt:

FTP mainframe  userid password

bin

lcd C:\PC\folder\for\thePAXfile

cd /yourUSSpaxdirectory/
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put paxfile.pax.Z

quit

exit

          

• mainframe
Specifies the z/OS system IP address or Domain Name Server (DNS) name.

• userid
Specifies your z/OS user ID.

• password
Specifies your z/OS password.

• C:\PC\folder\for\thePAXfile
Specifies the location of the pax file on your PC.

NOTE
If you specify a location that has blanks or special characters in the path name, enclose that value in
double quotation marks.

• yourUSSpaxdirectory
Specifies the name of the USS directory that you use for pax downloads.

• paxfile.pax.Z
Specifies the name of the pax file to upload.

You are now ready to extract the product pax file into a product directory that you create.

Create a Product Directory from the Pax File
The pax command performs the following actions:

• Extracts the files and directories that are packaged within the pax file.
• Creates a USS directory in the same directory structure where the pax file resides.
• Automatically generates a product and level-specific directory name.

Set the current working directory to the directory containing the pax file, and create a directory in your USS directory by
entering the following command:

pax -rvf pax-filename

Use the following sample JCL to extract the product pax file into a product installation directory.

//ESDUNPAX JOB (ACCOUNTNO),'UNPAX PAX FILE',

// MSGCLASS=X,CLASS=A,NOTIFY=&SYSUID

//*********************************************************************

//* This sample job can be used to invoke the pax command to create   *

//* the product-specific installation directory.                      *

//*                                                                   *

//* This job must be customized as follows:                           *

//* 1. Supply a valid JOB statement.                                  *

//* 2. Replace "yourUSSpaxdirectory" with the name of the USS         *

//*    directory used on your system for Pax ESD downloads.           *

//* 3. Replace "paxfile.pax.Z" with the name of the pax file.         *

//* NOTE: If you continue the PARM= statement on a second line,       *

//*       start entering characters in column 16 and make sure        *

//*       the 'X' continuation character is in column 72.     *

//*********************************************************************

//UNPAXDIR EXEC PGM=BPXBATCH,
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// PARM='sh cd /yourUSSpaxdirectory/; pax -rvf paxfile.pax.Z'

//*UNPAXDIR EXEC PGM=BPXBATCH,

//* PARM='sh cd /yourUSSpaxdirectory/; pax                              X

//*             -rvf paxfile.pax.Z'

//STDOUT DD SYSOUT=*

//STDERR DD SYSOUT=*

      

Follow these steps: 

1. Replace ACCOUNTNO with a valid JOB statement.
2. Replace yourUSSpaxdirectory with the name of the USS directory that you use for product downloads.

The job points to your specific directory.
3. Replace paxfile.pax.Z with the name of the pax file.

The job points to your specific pax file.
4. Submit the job.

The job creates the product directory.

NOTE
If the PARM= statement exceeds 71 characters, comment out the first UNPAXDIR. Then uncomment and
use the second form of UNPAXDIR instead. This sample job uses an X in column 72 to continue the PARM=
parameters to a second line.

Copy Installation Files to z/OS Data Sets
Use this procedure to invoke the SMP/E GIMUNZIP utility to create the SAMPJCL z/OS data set.

The file UNZIPJCL in the product directory contains a sample job to extract the installation package. You edit and submit
the UNZIPJCL job to copy the sample installation JCL to a z/OS data set.

Follow these steps:

1. Locate and read the product readme file or installation notes, if applicable, which resides in the product-specific
directory that the pax command created. This file contains the product-specific details that you require to complete the
installation procedure.
You have identified the product-specific installation details.

2. Use ISPF EDIT or TSO ISHELL to edit the UNZIPJCL sample job. You can perform this step in one of the following
ways:
– Use ISPF EDIT

Specify the full path name of the UNZIPJCL file.
– Use TSO ISHELL

Navigate to the UNZIPJCL file and use the E line command to edit the file.
The job is edited.

3. Change the SMPDIR DD PATH to the product-specific directory created by the pax command.
Your view is of the product-specific directory.

4. If ICSF is not active, perform the following steps:
a. Change the SMPJHOME DD PATH to your Java runtime directory. This directory varies from system to system.
b. Perform one of the following steps:

• Change the SMPCPATH DD PATH to your SMP/E Java application classes directory, typically /usr/lpp/smp/
classes/.

• Change HASH=YES to HASH=NO on the GIMUNZIP parameter.
One of the following outcomes occurs: ICSF is active or you are using Java.

5. Change yourHLQ to the high-level qualifier (HLQ) for z/OS SAMPJCL data set.  We suggest that you use a unique
HLQ for each expanded pax file to identify uniquely the package.
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6. Submit the UNZIPJCL job.
The UNZIPJCL job completes with a zero return code. Messages GIM69158I and GIM48101I in the output and
IKJ56228I in the JES log are acceptable. The SAMPJCL data set is created with the HLQ that you specified in the
UNZIP job. You use this data set to perform the product installation.

Prepare the SMPE Environment for a Pax Installation
The following steps describe the process to install products using native SMP/E JCL:

1. Download external HOLDDATA.
2. Allocate product data sets and SMP/E data sets.
3. Create an SMP/E environment.
4. Receive base functions and HOLDDATA.
5. Download and RECEIVE PTFs.
6. Run an SMP/E APPLY CHECK operation.
7. Apply base functions using SELECT GROUPEXTEND.
8. Run an SMP/E ACCEPT CHECK operation.
9. Accept base functions using SELECT GROUPEXTEND.
10. Configure the product according to your site requirements.

NOTE
Steps 1 through 3 of this process are documented in detail in this topic. Steps 4 through 9 are documented
in Run the Installation Jobs for a Pax Installation. If applicable to your product, Step 10 is documented in the
section describing how to complete product configuration.

The members that are used in this procedure prepare the data sets, initialize the zones, and create the DDDEFs for your
product.

Establishing a zSeries File System (zFS) may be required as part of the product installation or required as a feature of the
product.

For information about the members, see the comments in the JCL.

Follow these steps:

1. Customize the macro [hlq]SEDIT with your site-specific information and then copy the macro to your SYSPROC
location. Replace the rightmost parameters for each ISREDIT CHANGE command. Each time you edit an installation
member, type [hlq]SEDIT on the command line, and press Enter to replace the defaults with your specifications.
The macro is ready to customize the yourHLQ.SAMPJCL members.

NOTE
Set the DASD HLQ to the same value specified for yourHLQ within the JCL that is used to unzip the pax file.

NOTE
The following steps include instructions to execute the [hlq]SEDIT macro each time you open a new
SAMPJCL member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the
[hlq]AREAD member, and submit the [hlq]EDALL member.

2. Open the SAMPJCL member [hlq]1HOLD in an edit session and execute the [hlq]SEDIT macro from the command
line.
[hlq]1HOLD is customized.

3. Submit [hlq]1HOLD.
This job downloads the error and FIXCAT HOLDDATA from Broadcom Support.

4. Open the SAMPJCL member [hlq]2ALL in an edit session and execute the [hlq]SEDIT macro from the command line.
[hlq]2ALL is customized.

5. Submit [hlq]2ALL.
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This job produces the following results:
– The target and distribution data sets for your product are created.
– Unique SMPLTS, SMPMTS, SMPSCDS, and SMPSTS data sets for this target zone are created.

6. Complete the following steps only if your product requires a USS file system or if you want to install a feature of the
product that requires a USS file system:

WARNING
If the following members do not exist in SAMPJCL, this step does not apply to your product. Go to Step 7.

NOTE
You can customize the supplied HFS JCL to zFS, if your site requires it.

a. Open the SAMPJCL member ccc2ALLU in an edit session and execute the [hlq]SEDIT macro from the command
line.
ccc2ALLU is customized.

b. Submit ccc2ALLU.
This job allocates your HFS or zFS data sets.

c. Open the SAMPJCL member ccc3MKD in an edit session and execute the [hlq]SEDIT macro from the command
line.
ccc3MKD is customized.

d. Submit ccc3MKD.
This job creates all directories and mounts the file system.

7. Open the SAMPJCL member [hlq]3CSI in an edit session and execute the [hlq]SEDIT macro from the command line.
[hlq]3CSI is customized.

8. Submit [hlq]3CSI.
This job produces the following results:
– The CSI data set is defined.
– The SMPPTS and SMPLOG data sets are allocated.
– The global, target, and distribution zones are initialized.
– The DDDEF entries for your product are created.
– The DDDEFs for the required SMP/E data sets are created.

9. Complete the following steps to add the DDDEFs that are required for the file system to your SMP/E environment:
WARNING
If the following member does not exist in SAMPJCL, this step does not apply to your product. Go to Run the
Installation Jobs for a Pax Installation.

a. Open the SAMPJCL member ccc3CSIU in an edit session and execute the [hlq]SEDIT macro from the command
line.
ccc3CSIU is customized.

b. Submit ccc3CSIU.
This job customizes the CSI by adding the DDDEFs associated with the directory.

You are now ready run the installation jobs that are used to receive, apply, and accept SMP/E base functions. Go to Run
the Installation Jobs for a Pax Installation.

Run the Installation Jobs for a Pax Installation
Submit and run these SAMPJCL members in sequence. Do not proceed with any job until the previous job has completed
successfully.

NOTE
The following steps include instructions to execute the [hlq] SEDIT macro each time you open a new SAMPJCL
member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the [hlq] AREAD
member, and submit the [hlq] EDALL member.
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Follow these steps: 

1. Open the SAMPJCL member [hlq]4RECD in an edit session, and execute the [hlq]SEDIT macro from the command
line.
[hlq]4RECD is customized.

2. Submit [hlq]4RECD to receive SMP/E base functions and error HOLDDATA.
Your product is received and now resides in the global zone.

3. If an FMID was placed in error, download and receive PTFs from Broadcom Support.
4. Open the SAMPJCL member [hlq]5APP in an edit session, and execute the [hlq]SEDIT macro from the command line.

[hlq]5APP is customized.
5. Submit [hlq]5APP to apply SMP/E base functions with the CHECK option. If you find unresolved hold errors, we

recommend that you note these errors and verify that resolving PTFs are applied before implementing products in
production. Update the JCL to BYPASS the unresolved hold error IDs. After successful completion, rerun APPLY with
the CHECK option removed.
Your product is applied and now resides in the target libraries.

6. Open the SAMPJCL member [hlq]6ACC in an edit session, and execute the [hlq]SEDIT macro from the command line.
[hlq]6ACC is customized.

7. Submit [hlq]6ACC to accept SMP/E base functions with the CHECK option. After successful completion, rerun
ACCEPT with the CHECK option removed.
Your product is accepted and now resides in the distribution libraries.

Clean Up the USS Directory
This procedure is optional. If you decide to perform this procedure, do so after you complete the installation process and
when you do not need the installation files. When this procedure is done, you are ready to install preventive maintenance.

To free file system disk space for subsequent downloads after downloading and processing the pax files for your CA
Technologies mainframe product, we recommend removing the files from your USS directory and deleting unnecessary z/
OS data sets. You can delete the following items:

• Pax file
• Product-specific directory that the pax command created and all the files in it
• SMP/E RELFILEs, SMPMCS, and HOLDDATA MVS data sets. These data sets have the HLQ that you assigned in the

UNZIPJCL job.

NOTE
Retain non-SMP/E installation data sets such as yourHLQ.INSTALL.NOTES for future reference.

Follow these steps:

1. Navigate to your Pax ESD USS directory.
Your view is of the applicable USS directory.

2. Delete the pax file by entering the following command:
rm paxfile

paxfile
Specifies the name of the product pax file that you downloaded.
The pax file is deleted.

3. Delete the product-specific directory by entering the following command:
rm -r product-specific_directory

product-specific_directory

Specifies the product-specific directory that the pax command created.

The product-specific directory is deleted.
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NOTE
You can also use TSO ISHELL to navigate to the pax file and product-specific directory, and delete them using
the D line command.

When you are done with this step, you are ready to apply preventive maintenance as described in Maintain Products
Using Native SMP/E JCL.

Maintain the Cross-Enterprise APM Agent
CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM) is maintained using SMP/E.

Download Maintenance

Download SMP/E maintenance from CA Support online.

SMP/E RECEIVE and APPLY

SMP/E receives and applies the downloaded maintenance into SMP/E target paths /root/C7C4A20/C7C4HFS/ and /root/
C7C4A20/C7C4JAR/, using standard SMP/E batch JCL.

NOTE
This step does not alter the deployed run-time path /root/C7C4A20/Cross-Enterprise_APM/.

Starting Your Product
This section describes what you need to do to start CA Cross-Enterprise Application Performance Management (CA
Cross-Enterprise APM) and includes the following sub-sections:

• How to Deploy Without CA CSM
Information about the manual tasks you need to perform if you are not deploying your product using CA Chorus™

Software Manager (CA CSM).
• Configure the CA Cross-Enterprise APM Agent

Information about the configuration of the agent, including a high-level overview.
• Start the CA Cross-Enterprise APM Agent

Lists the MVS operator commands you need to start the agent. 
• Confirm the Connectivity

Advice on verifying the connection between the CA Cross-Enterprise APM agent and the Enterprise Manager.
• Stop the CA Cross-Enterprise APM Agent

Lists the MVS operator commands you need to stop the agent.
• Deploy an Updated Version of the CA Cross-Enterprise APM Agent

A step-by-step guide to deploying an updated version of the agent.

How to Deploy Without CA CSM
If you are not deploying your product using CA Chorus™ Software Manager (CA CSM), perform these manual tasks.

Deploy the CA Cross-Enterprise APM Agent

After you have installed the extension using the method that you prefer, deploy it.

Follow these steps:

1. Using ISPF View, customize the sample batch JCL in member smp.C7C4JCL(COPYSAMP), as instructed in the
sample JCL.
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NOTE
Before you continue with the next step, be aware that your customized job smp.C7C4JCL(COPYSAMP) is
not saved. Back it up if it is necessary.

2. Submit the batch job.
The job makes a copy of data set smp.C7C4JCL that you customize for your site.
This customized data set is named custom.JCL, using the high-level qualifier (custom) specified in the JCL.
Additionally, the contents of SMP/E Target data set, smp.C7C4JCL, are copied into the customizable data set
custom.JCL. The data set includes these members:
– COPYSAMP
– DEPLOY
– START
– STDENV
– STOP
– WILYZOS

3. Customize the sample batch JCL member in custom.JCL(DEPLOY) as instructed in the sample JCL.
4. Submit the batch job.

The job deploys (copies) the contents of your installed SMP/E target paths /root/C7C4A20/C7C4HFS and /root/
C7C4A20/C7C4JAR into the run-time path /root/C7C4A20/Cross-Enterprise_APM/.

5. Customize the sample CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM)
startup JCL PROC in the custom.JCL(WILYZOS) member. Follow the instructions inside that JCL, specifying
your /root/C7C4A20 zFS file system mount point.

WARNING
If the CA SYSVIEW® Performance Management (CA SYSVIEW) CNM4BLOD data set is not in the system
linklist, uncomment the corresponding STEPLIB statement.

6. Copy the member into a standard PROCLIB defined on your system, such as SYS1.PROCLIB.
7. Edit these variables in custom.JCL(STDENV):

– Set the SA_INSTALL variable to the actual Cross-Enterprise_APM installation path.
– Set the SYSVIEWPATH variable to the actual path of the CA SYSVIEW release-specific directory.
– Set the IRRRACFPATH variable to the actual path of the directory containing the IRRRacf.jar file (PassTicket

support).
– Set the JAVA_HOME variable to the installation path of the JRE.
– Set the LIBPATH variable to include the directory containing the libIRRRacf.so library (PassTicket support).
– Set the TZ="EST5EDT" export the TZ environment variable which specifies the time zone.

8. Save the member.

Extracted Files

The following list shows all the extracted files:

• STDENV
Is the shell script containing the main configuration variables for running the agent procedure.
Location: custom.JCL

• WILYZOS
Contains the job control language that starts and stops the agent.
Location: custom.JCL

• WILYZOS.sh
Is the script used to start or stop the agent.
Location: /root/C7C4A20/Cross-Enterprise_APM/
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NOTE
This shell script is necessary only if you run the agent from USS. We recommend that you run the agent from
the JCL.

• Cross-Enterprise_APM_Dynamic.properties
Configures the CA Cross-Enterprise APM properties.
Location: /root/C7C4A20/Cross-Enterprise_APM/config

• Introscope_Cross-Enterprise_APM.profile
Specifies CA Introscope® information. This agent configuration file provides all the required properties to connect and
communicate to Enterprise Manager.
Location: /root/C7C4A20/Cross-Enterprise_APM/config

• Cross-Enterprise_APMMetrics.xml
(Internal use only) Is the configuration file that includes the following information: list of metrics to be collected from and
the commands to get them.
Location: /root/C7C4A20/Cross-Enterprise_APM/data

• EULA.txt
Contains the End User License Agreement that you read and agree to.
Location: /root/C7C4A20/Cross-Enterprise_APM/data

• EULAInstructions.txt
Contains the instructions that are printed to the log when the product is started without an accepted EULA. The
instructions tell how to accept the EULA.
Location: /root/C7C4A20/Cross-Enterprise_APM/data

• InsightMetrics.xml
(Internal use only) Includes the following information: list of metrics to be collected from ® Performance Management
Option for DB2 for z/OS and the queries that are used to retrieve them.
Location: /root/C7C4A20/Cross-Enterprise_APM/data

• IntroscopeCAPIConfig.xml
(Internal use only) Is a required agent file.
Location: /root/C7C4A20/Cross-Enterprise_APM/data

• SMFRecords255C27.conf
(Internal use only) Is the SMF Records Definition file.
Location: /root/C7C4A20/Cross-Enterprise_APM/data

• SMFSend255C27.reqs
(Internal use only) Is the SMF Send Metrics Requests file.
Location: /root/C7C4A20/Cross-Enterprise_APM/data

• XnetErrors.xml
(Internal use only) Is the configuration file that defines actions to take in response to error conditions in the collection of
DB2 metrics.
Location: /root/C7C4A20/Cross-Enterprise_APM/data

• com.wily.introscope.ext.sysview.agent_<version>.jar
Contains the CA Introscope agent plug-in for .
Location: /root/C7C4A20/Cross-Enterprise_APM/ext

• Agent.jar
Contains required library files.
Location: /root/C7C4A20/Cross-Enterprise_APM/lib

• castor-1.0.4.jar
Contains required library files.
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Location: /root/C7C4A20/Cross-Enterprise_APM/lib

• commons-logging-1.0.4.jar
Contains required library files.
Location: /root/C7C4A20/Cross-Enterprise_APM/lib

• Cross-Enterprise_APM.jar
Contains required library files.
Location: /root/C7C4A20/Cross-Enterprise_APM/lib

• log4j-1.2.14.jar
Contains required library files.
Location: /root/C7C4A20/Cross-Enterprise_APM/lib

• Cross-Enterprise_APM.log
Is the log file.
Location: /root/C7C4A20/Cross-Enterprise_APM/logs

Configure the CA Cross-Enterprise APM Agent
This section provides a high-level overview of CA Cross-Enterprise Application Performance Management (CA Cross-
Enterprise APM) agent configuration and a step-by-step guide to configuring the agent.

This diagram gives a high-level overview of the CA Cross-Enterprise APM agent configuration steps:
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Figure 5: Configure the Cross-Enterprise APM Agent (Gliffy) 10.2

Before You Begin

Before you configure the CA Cross-Enterprise APM agent, verify that you have set up CAICCI for CA Cross-Enterprise
APM.

Configure Connection with CA SYSVIEW

Follow these steps:

1. Collect the metrics from CA SYSVIEW® Performance Management (CA SYSVIEW) by configuring the CA Cross-
Enterprise APM agent. Establish a session with the CA SYSVIEW user address space by setting these configurations:
a. Configure the SYSVIEWPATH statement in custom.JCL(STDENV). Point the statement to the zFS directory that is

created during the CA SYSVIEW SMP/E process. For example:

SYSVIEWPATH=/usr/lpp/sysview/cnm4e10

NOTE
Your directory varies according to the CA SYSVIEW release. Verify that the file being referenced in
STDENV resides at the path you provide here.

 62



 CA Cross-Enterprise Application Performance Management 10.2

b. Configure the Cross-Enterprise_APM_Dynamic.properties file:

SYSVIEW.connection.jobname=

NOTE
The jobname parameter is not required. The agent discovers the CA SYSVIEW user address space
running on the same system. This parameter is required only if you run multiple copies of CA SYSVIEW
and multiple user address spaces.

NOTE
For more information about setting the Cross-Enterprise_APM_Dynamic.properties configurations, see
Configure the Cross-Enterprise_APM_Dynamic.properties File.

2. Configure CA SYSVIEW to send the trace information to CA Cross-Enterprise Application Performance
Management (CA Cross-Enterprise APM).
a. Establish a TCP listener to which the CA SYSVIEW CICS and IMS loggers connect. The configuration is set by

editing this property in the Introscope_Cross-Enterprise_APM.profile file:

ppz.smf.socket.port=15029

NOTE
For more information about setting the Introscope_Cross-Enterprise_APM.profile configurations, see
Configure the Introscope_Cross-Enterprise_APM.profile File.

b. Connect the CICS logger and IMS logger tasks in the CA SYSVIEW server to the CA Cross-Enterprise APM TCP
listener on the specified port. Edit the indicated properties in the following CA SYSVIEW data set members:
• sysvhlq.CNM4BPRM(CICSLOGR)

Wily-Introscope-PortList CICSWILY

• sysvhlq.CNM4BPRM(IMSLOGR)

Wily-Introscope-PortList IMSWILY

• sysvhlq.CNM4BPRM(GROUPS)

DEFINE CICSWILY

       TYPE    PORTLIST

       DESC    'Wily Agent Listener Port '

       MEMBERS 15029

 

DEFINE IMSWILY

       TYPE    PORTLIST

       DESC    'Wily Agent Listener Port '

       MEMBERS 15029

NOTE
After you configure these settings, read and accept the end user license agreement.

Configure and Accept the End User License Agreement

Read and accept the end user license agreement.

WARNING
If you do not acknowledge the license agreement, error message WILY004E displays.

Follow these steps:

1. Open the EULA.txt file at /root/C7C4A20/Cross-Enterprise_APM/data, and read the terms.
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2. After you have agreed to the terms, open the Cross-Enterprise_APM_Dynamic.properties file at /root/C7C4A20/Cross-
Enterprise_APM/config and set the following property:

CA.Cross-Enterprise.APM.I.Read.And.Accept.End.User.License.Agreement = yes

3. Save the file.
The accepted agreement is applied after the agent is restarted.

Configure Network Topology and Firewall Settings

Open the firewall ports between CA Cross-Enterprise APM and the Enterprise Manager to allow them to communicate. To
allow two-way communication between the appropriate Enterprise Managers and the CA Cross-Enterprise APM agent,
update the firewall in both directions.

In a clustered environment, an Enterprise Manager serves as a Manager of Managers (MOM). The MOM manages the
other Enterprise Managers in the cluster (named Collectors). For load-balancing, the Introscope agents that connect to the
MOM are redirected to a Collector with the lightest weight-adjusted load. If an agent is disconnected from the Collector,
the agent reconnects to the MOM and can be assigned to a different Collector. In this MOM environment, configure the
CA Cross-Enterprise APM agent to connect directly to MOM or directly specify an Enterprise Manager.

Follow these steps:

1. Open the Introscope_Cross-Enterprise_APM.profile file at /root/C7C4A20/Cross-Enterprise_APM/config:
– Edit the agentManager.url.1=hostname:port property to the server name or IP address and port of the Enterprise

Manager (or MOM).

NOTE
If the CA Cross-Enterprise APM agent connects to a MOM with load-balancing, the connection port to
this MOM and all defined collectors must be opened. The connection port for the collector is defined in
the <agent-collector> element of the loadbalancing.xml file on the MOM host. For more information about
configuring load-balancing, see the CA Application Performance Management documentation.

– If you have multiple TCP/IP stacks with differing security permissions, specify the following properties:

agentManager.localIpaddress.1=

agentManager.localPort.1=

2. Save the changes.

To apply a change, start or restart the CA Cross-Enterprise APM agent.

Configure the Cross-Enterprise_APM_Dynamic.properties File

The Cross-Enterprise_APM_Dynamic.properties file is the main configuration file. This file allows you to specify these
settings for CA Cross-Enterprise APM:

 64

https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-enterprise-software/it-operations-management/application-performance-management/11-1.html


 CA Cross-Enterprise Application Performance Management 10.2

• Top worst-performing transactions to retain
• Regular expression pattern to filter which CICS regions to monitor
• Regular expression pattern to filter which transaction groups to monitor
• Regular expression pattern to filter which queue managers to monitor
• Regular expression pattern to filter which queues to monitor
• Regular expression pattern to filter which IMS subsystems to monitor
• Regular expression pattern to filter which IMS transaction groups to monitor
• Regular expression pattern to filter which CA Datacom/DB address spaces to monitor
• Regular expression pattern to filter which TCP/IP stacks to monitor
• Option to turn off collection of z/OS metrics
• Option to turn off collection of CA SYSVIEW metrics
• Option to turn off generation of CICS DB2 transaction traces
• Option to set the CA SYSVIEW XAPI time-out in seconds
• The format of the URL for the transaction trace click-through feature
• The frequency for which static metrics are reported
• The metric update interval for retrieving CA SYSVIEW metrics
• The parameters that are required to connect to a specific CA SYSVIEW
• The configuration options to turn off z/OS metric collection or metric collection completely
• The configuration options to allow distinct collection intervals for each metric category
• The following configuration properties must be set to collect metrics from the CA SYSVIEW Performance Management

for DB2 for z/OS (CA SYSVIEW for DB2) instances running on the local system:

• – SYSVDB2.metrics.collect
Determines whether metrics are collected from any CA SYSVIEW for DB2 instance running on the local system.
• no indicates that DB2-specific metrics are not collected.
• yes indicates that the CA Cross-Enterprise APM agent attempts to contact the configured Xnet agent subtask of

CA SYSVIEW for DB2 and retrieve DB2-specific metrics.

• – SYSVDB2.connection.port
Specifies the TCP/IP port that the local Xnet agent subtask of CA SYSVIEW for DB2 uses to listen for query
requests. This Xnet agent subtask must be enabled and configured for the CA Cross-Enterprise APM agent to
collect DB2-specific metrics. The value corresponds to the PORT parameter for Xnet. CA Application Performance
Management (CA APM) uses this property with the SYSVDB2.connection.hostname property to connect to Xnet.

• – SYSVDB2.passticket.support
Determines whether to use PassTickets when sending authentication information to the Xnet agent subtask of CA
SYSVIEW for DB2. To use the PassTicket authentication, the following conditions must be met:
• Your active z/OS security manager must be properly configured to allow for PassTicket creation.
• The user account that starts the CA Cross-Enterprise APM agent has permissions to create PassTickets.
• The Xnet agent subtask must be configured to allow for PassTicket authentication.

WARNING
When you set up PassTicket support, complete the security product configuration and enable Xnet
PassTicket support before setting this property to "yes". If Xnet PassTicket support is not enabled and
CA APM generates a PassTicket, the connection request fails. Multiple failed attempts will cause the
security product to suspend that user ID.

If this property is set to “yes”, PassTickets are used for the authentication instead of user passwords. If this
property is set to “no”, specify a valid user password in the SYSVDB2.password configuration property.

• – SYSVDB2.passticket.appl
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If the SYSVDB2.passticket.support property is set to “yes”, use this property to specify the application name for the
generation of PassTicket authentication tokens. The Xnet agent subtask must be configured to use this application
name by specifying the same value in the PASSNAME() configuration parameter.

• – SYSVDB2.username
Specifies the user name that is sent to the Xnet agent subtask for authentication. This property must always be
specified, regardless of whether PassTicket support is enabled.

• – SYSVDB2.password
Specifies the user password that is sent to the Xnet agent subtask for authentication. If PassTicket support is
not enabled, this property must be specified. If PassTicket support is enabled, this property is blank. For security
reasons, always use the PassTicket authentication to avoid storing unencrypted passwords in the configuration file.

• The following configuration properties identify the local DB2 entities from which you want to collect metrics:

• – SYSVDB2.subsystem.name.list
Specifies which local DB2 instances the CA Cross-Enterprise APM agent monitors. A connection is established to
each data collector instance of that is monitoring a DB2 subsystem in this comma-separated list. To collect metrics
from all monitored local DB2 subsystems, specify the “*” wildcard character.

• – SYSVDB2.group.name.list
Specifies which local DB2 data sharing groups the CA Cross-Enterprise APM agent monitors. A connection is
established to each data collector instance of that is monitoring a DB2 data sharing group in this comma-separated
list. To collect metrics from all monitored local DB2 data sharing groups, specify the “*” wildcard character.

SYSVDB2.subsystem.name.list and SYSVDB2.group.name.list can specify monitored objects more precisely using
advanced syntax.

This value is a comma-separated list of entries. Each entry has following format:

db2_name_mask[&agent_name_mask]

• db2_name_mask 
Specifies a name mask for the DB2 subsystems or DB2 data sharing groups.

• agent_name_mask 
(Optional) Specifies a name mask for the Xnet agents that are connected to the local data collector monitoring the
given DB2 resources. & acts as a separator.

The mask is character string optionally with wildcards that match the whole actual name. A wildcard (the “*” character)
matches zero or more characters in the name, for example:

• * matches any name.
• DB0* matches any name starting with DB0.
• *DB* matches any name containing DB.

The following examples show some use of the advanced syntax:

• This example collects metrics from all DB2 subsystems with names that start with DA1 or DB2 (for example, DA1A or
DB2A, but not DAT3):

SYSVDB2.subsystem.name.list=DA1*,DB2*

• This example collects metrics from DB2 subsystem DAT1 only if the subsystem is monitored through Xnet agent
AGENT1:

SYSVDB2.subsystem.name.list=DAT1&AGENT1

• This example collects metrics from any DB2 subsystem that is monitored through Xnet agent AGENT1:
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SYSVDB2.subsystem.name.list=*&AGENT1

• This example collects metrics from all DB2 data-sharing groups that satisfy the following conditions:
– Names ending with A or B
– Monitored through the Xnet agents that have names containing string PROD

SYSVDB2.group.name.list=*A&*PROD*,*B&*PROD*

• The remaining configuration properties in the Cross-Enterprise_APM_Dynamic.properties file that begin with the
“SYSVDB2” prefix have default values. These values function properly for most installations.
The following “SYSVDB2” configuration properties influence the collection performance of metrics from local DB2
subsystems:
– SYSVDB2.subsystem.refresh.intervalSpecifies how often the CA Cross-Enterprise APM agent performs the

following tasks:
• Refresh the list of accessible DB2 subsystems.
• Submit status queries to each subsystem.
The default value is adequate for most situations, but this value can be changed if necessary.Default: Half the value
of the SYSVDB2.update.interval parameter

• – SYSVDB2.subsystem.refresh.threads
Specifies how many operating system threads are used to process the tasks that are defined to run during the
DB2 subsystem refresh interval. If you want the DB2 subsystem refresh interval to execute more quickly, increase
the value. The increased value allows multiple tasks to execute simultaneously (at the cost of increased CPU
consumption during the refresh interval).
Default: 1, which means a single thread is used to issue status queries to each configured DB2 subsystem

• – SYSVDB2.update.interval
Specifies how often the CA Cross-Enterprise APM agent retrieves updated metric values from each configured DB2
subsystem. The value can be increased, which decreases the rate configured DB2 subsystems have to process
metric value queries.
Default: Value of the SYSVIEW.update.interval property

• – SYSVDB2.update.threads
Specifies how many operating system threads are used to process the metric value queries for each configured
DB2 subsystem. If you want the metric update interval to execute more quickly, increase the value. The increased
value allows multiple queries to execute simultaneously (at the cost of increased CPU consumption during the
metric update interval).
Default: 1, which means the same thread is used to process sequentially each configured DB2 subsystem query.

The properties file contains detail and examples, and lists the configuration options that help you determine what best
suits your environment.

Follow these steps:

1. Open the Cross-Enterprise_APM_Dynamic.properties file, which is at /root/C7C4A20/Cross-Enterprise_APM/config.
2. Edit and save the text file.

The changes will be applied after the agent picks them up dynamically.

Configure the Introscope_Cross-Enterprise_APM.profile File

The Introscope_Cross-Enterprise_APM.profile file is where the agent configuration required to communicate to Enterprise
Manager and the CA SYSVIEW agent are made.

Introscope_Cross-Enterprise_APM.profile is a CA Introscope agent configuration file that provides all required properties
to connect to and communicate with Enterprise Manager. Any update in the file requires that you restart the CA Cross-
Enterprise APM agent.
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The following property identifies the Enterprise Manager instance:

agentManager.url.1=hostname:port

In addition to other settings, you can set these properties that are related to CA SYSVIEW in this configuration file:

• Turn sampling on or off, and set the sampling interval.
• Set the buffer size for the socket receive in kilobytes.
• Disable or enable the ability to acquire metrics.
• Specify the TCP/IP port so the SMF records can be obtained from CA SYSVIEW.
• Set the agent antiflood threshold. The value specifies the number of traces that are sent to Enterprise Manager by the

CA Cross-Enterprise APM agent.
• Specify the amount of detail that is logged and the output location.
• If there are multiple IP stacks with different security permissions, specify the specific IP stack to bind the agent to.

The properties file contains detail and examples, and lists the configuration options that help you when configuring
settings for your environment.

Follow these steps:

1. Open the Introscope_Cross-Enterprise_APM.profile file, which is at /root/C7C4A20/Cross-Enterprise_APM/config.
2. Edit and save the text file.

Configure Transaction Sampling

Transaction sampling enables CA Introscope agents to take a transaction trace occasionally without having an explicit
transaction trace session running. The sampling does not apply any filtering and wakes up on a timer to take the sample.
The samples are visible from the Workstation.

WARNING
The sampled traces are only visible from the Workstation Investigator metric tree traces tab. The traces do not
show in the Transaction Trace Viewer of a transaction trace session.

Trace samples that are taken from a frontend agent automatically attempt to generate correlated cross-process backend
transaction traces. Samples that are generated directly from the agent do not always have correlated frontend traces.

Follow these steps:

1. Configure each front-end agent making the following edits to the IntroscopeAgent.profile file in the <Agent_Home>\wily
\core\config directory. This configuration controls the frontend sampling and the generation of correlated backend
traces that go with them.
– introscope.agent.transactiontracer.sampling.enabled

Enables or disables the transaction sampling. If this parameter is set to false, the other parameters are ignored.
Default: true

– introscope.agent.transactiontracer.sampling.interval.seconds
Specifies when the transaction sample is captured Default: Value in IntroscopeEnterpriseManager.properties

– introscope.agent.transactiontracer.sampling.perinterval.count
Specifies the number of samples that are captured in a transaction sampling interval.
Default: Value in IntroscopeEnterpriseManager.properties

2. Configure the CA Cross-Enterprise APM agent by opening the Introscope_Cross-Enterprise_APM.profile file, at /root/
C7C4A20/Cross-Enterprise_APM/config. This configuration generates backend samples independent of any frontend
samples being taken. These samples are the only backend samples that are labeled as the trace type, Sampled.
– introscope.sysview.agent.transactiontracer.sampling.enabled

Enables or disables the transaction sampling. If this parameter is set to false, the other parameters are ignored.
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Default: true
– introscope.sysview.agent.transactiontracer.sampling.interval.seconds

Specifies when the transaction sample is captured.
Default: 120 seconds
Limits: 1 second up to 300 seconds (5 minutes)

– introscope.sysview.agent.transactiontracer.sampling.perinterval.count
Specifies the number of samples that are captured in a transaction sampling interval.
Limits: 1 to 100
Default: 15

After you start or restart the CA Cross-Enterprise APM agent, the new settings are applied.

Start the CA Cross-Enterprise APM Agent
To start the CA Cross-Enterprise APM agent, issue one of the following MVS operator commands:

• MVS S WILYZOS
• MVS S WILYZOS,ACTION=START

Confirm the Connectivity
Verify the connection between the CA Cross-Enterprise APM agent and the Enterprise Manager hosts in both directions
by using the ping command.

Stop the CA Cross-Enterprise APM Agent
To stop the CA Cross-Enterprise APM agent, issue one of the following MVS operator commands:

• STOP WILYZOS
• START WILYZOS,ACTION=STOP

Deploy an Updated Version of the CA Cross-Enterprise APM Agent
While SMP/E is used to install the extension, deployment is required to create the executable run-time path. Likewise,
SMP/E is used to maintain or update the agent, deployment is required to update the executable run-time path.

Follow these steps to update the agent:

1. Shut down CA Cross-Enterprise APM agent by issuing the following MVS operator command:

MVS P WILYZOS

2. Submit the custom.JCL(DEPLOY) batch job.
The job deploys or copies the contents of your installed SMP/E target paths /root/C7C4A20/C7C4HFS and /root/
C7C4A20/C7C4JAR into the run-time path /root/C7C4A20/Cross-Enterprise_APM.

3. Restart CA Cross-Enterprise APM agent by issuing the following MVS operator command:

MVS S WILYZOS

NOTE
After initial deployment, subsequent executions of the custom.JCL(DEPLOY) job to deploy any maintenance
does not alter the /root/C7C4A20/Cross-Enterprise_APM/config run-time path. The path contains configurable
files that you have customized. If these files require maintenance, that maintenance contains HOLDDATA. The
HOLDDATA instructs you on how to update these files manually to deploy that maintenance.
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SMP/E ACCEPT

You can permanently SMP/E accept the maintenance that has been applied.

WARNING
The accepted maintenance cannot be undone.

If the deployed maintenance is good, accept the applied maintenance into the SMP/E Distribution libraries
smp.ASYWHFS and smp.ASYWJAR, using either CA Chorus™ Software Manager (CA CSM) or batch JCL.

SMP/E RESTORE

You can reject the maintenance that has been applied but not accepted, using SMP/E RESTORE.

If the deployed maintenance is bad, restore the SMP/E Target paths /root/C7C4A20/C7C4HFS and /root/C7C4A20/
C7C4JAR, using either CA CSM or batch JCL.

You then deploy (copy) the restored Target paths /root/C7C4A20/C7C4HFS and /root/C7C4A20/C7C4JAR into the run-
time path /root/C7C4A20/Cross-Enterprise_APM.

Upgrading from CA Cross-Enterprise APM 2.1 or 3.0
This article explains how to upgrade from CA Cross-Enterprise Application Performance Management (CA Cross-
Enterprise APM) release 2.1 or 3.0  to CA Cross-Enterprise APM release 10.2.

It is not possible to directly upgrade CA Cross-Enterprise APM. Instead, you must uninstall the older CA Cross-Enterprise
APM release and install the new one.

Follow these steps:

1. Stop CA Cross-Enterprise APM using the following MVS operator command:
     START WILYZOS,ACTION=STOP

2. Upgrade your software to meet the requirements for the new version of CA Cross-Enterprise APM. System
requirements and software requirements are listed in Preparing for Installation.

WARNING

Do not install a version of CA Cross-Enterprise APM that does not support your installed version of CA
SYSVIEW® Performance Management (CA SYSVIEW) or CA SYSVIEW® Performance Management Option
for DB2 for z/OS (CA SYSVIEW for DB2).

Do not install a version of CA Cross-Enterprise APM that does not support your installed version of CA
Application Performance Management (CA APM).

If you are upgrading from CA Cross-Enterprise APM 2.1 and you have your own custom dashboards in
CA APM, these dashboards must be updated to use a newer list of DB2 metrics. The DB2 for z/OS metric
names and paths provided by CA Cross-Enterprise APM changed in release 3.0.

Follow the instructions on how to prepare CA SYSVIEW and CA SYSVIEW for DB2 for use with CA Cross-Enterprise
APM.

3. Install the new version of CA Cross-Enterprise APM. Follow the instructions in the Installing section of this
documentation. 

4. Deploy the new version of CA Cross-Enterprise APM. Follow the instructions in the Deploy the Cross-Enterprise APM
Agent section of this documentation.

5. Configure the Cross-Enterprise_APM_Dynamic.properties file and the Introscope_Cross-Enterprise_APM.profile file in
the new version of Cross-Enterprise APM so that they match the files in your old version of CA Cross-Enterprise APM.
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WARNING

The Enterprise Manager connection properties and the DB2 connection properties have changed with this
release. These changes are described in the Release Notes.

NOTE

 For more information on configuring these files, see Configure the Cross-Enterprise APM Agent.
6. Uninstall the old version of CA Cross-Enterprise APM.

Benefits of Upgrading from CA Cross-Enterprise APM 2.1 or 3.0

For an overview of the benefits of upgrading from an older version of CA Cross-Enterprise APM to a newer version, see
the product documentation for each subsequent release: 

• CA Cross-Enterprise APM 3.0 - Enhancements to Existing Features
• To review Release Notes for previous releases
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Integrating
This section is for application administrators and provides the following information:

• How to integrate CA SYSVIEW® Performance Management and CA SYSVIEW Performance Management Option for
DB2 for z/OS with CA Application Performance Management (CA APM)

Integrate CA SYSVIEW and CA SYSVIEW for DB2 With CA APM
This section contains a detailed description of how to integrate CA SYSVIEW® Performance Management and CA
SYSVIEW Performance Management Option for DB2 for z/OS with CA Application Performance Management (CA APM).

As an application administrator, you want CA Application Performance Management (CA APM) to see performance data
from CA SYSVIEW® Performance Management (CA SYSVIEW) and CA SYSVIEW Performance Management Option for
DB2 for z/OS. You have already installed the products and CA Cross-Enterprise Application Performance Management
(CA Cross-Enterprise APM) in your environment. To enable the visibility, you configure the integration between the
products.

Follow these steps:

1. Verify that your environment is prepared and that all preparing for integration tasks and requirements have been met.
2. Install and enable the Enterprise Manager components.
3. Install and enable the Java agent components.
4. (Optional) Install the MQ Tracer on the front-end Java application.
5. Verify the installation.

Prepare for the Integration Procedure

Before you integrate the products, familiarize yourself with the various installers.

NOTE
For more information about Enterprise Manager and Workstation installers, see the APM Installation and
Upgrade section of the CA Application Performance Management documentation. For more information
about the Java agent installer, see the Java Agent section of the CA Application Performance Management
documentation.

Install and Enable the Enterprise Manager Components

While you install Enterprise Manager, the installation panel, Select Monitoring Options displays a full set of monitoring
options that you can select and enable. To enable and install the required components, select the CA Cross-Enterprise
Application Performance Management option.

NOTE
For the installation instructions for Enterprise Manager, see the APM Installation and Upgrade section of the CA
Application Performance Management documentation.

Perform the following steps to enable the CA Cross-Enterprise APM monitoring option subsequent to the initial installation
of Enterprise Manager.

Follow these steps:

1. Copy the contents from the <EM_Home>\examples\Cross-Enterprise_APM directory to the respective directories
within the <EM_Home> directory.

2. Verify that the files are in the following directories:

 72

https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-enterprise-software/it-operations-management/application-performance-management/11-1.html
https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-enterprise-software/it-operations-management/application-performance-management/11-1.html


 CA Cross-Enterprise Application Performance Management 10.2

<EM_Home>\config\modules\Cross-Enterprise_APM_SYSVIEW_Management_Module.jar

<EM_Home>\config\modules\Cross-Enterprise_APM_DB2zOS_Management_Module.jar

<EM_Home>\config\modules\NetMasterAgent_Management_Module.jar

<EM_Home>\ext\ddtv\Cross-Enterprise_APM_SYSVIEW.typeviewers.xml

<EM_Home>\ext\ddtv\Cross-Enterprise_APM_SYSVIEWMQObjects-typeviews.xml

<EM_Home>\ext\ddtv\NetMasterAgent_typeviewers.xml

<EM_Home>\product\enterprisemanager\features

\com.wily.introscope.ext.sysview.em.extensions.feature_<version>\feature.xml

<EM_Home>\product\enterprisemanager\plugins\com.wily.introscope.ext.sysview.common_<version>.jar

<EM_Home>\product\enterprisemanager\plugins\com.wily.introscope.ext.sysview.em_<version>.jar

<EM_Home>\scripts\Cross-Enterprise_APM_SYSVIEW.js

<EM_Home>\scripts\Cross-Enterprise_APM_Insight.js

<EM_Home>\scripts\Cross-Enterprise_APM_SYSVIEWMQQueueManagerAggregation.js

<EM_Home>\scripts\Cross-Enterprise_APM_SYSVIEWMQQueuesAggregation.js

<EM_Home>\ws-plugins\com.wily.introscope.ext.sysview.common.nl1_<version>.jar

<EM_Home>\ws-plugins\com.wily.introscope.ext.sysview.common_<version>.jar

<EM_Home>\ws-plugins\com.wily.introscope.ext.sysview.workstation_<version>.jar

<EM_Home>\ws-plugins\features\com.wily.introscope.ext.sysview.workstation.extensions.feature_<version>

\feature.xml

3. Restart the Enterprise Manager.

Enterprise Manager Component Files

The following list shows all the Enterprise Manager component files for CA Cross-Enterprise APM:

Cross-Enterprise_APM_SYSVIEW_Management_Module.jar and Cross-
Enterprise_APM_DB2zOS_Management_Module.jar

The management modules and dashboards.

Location: \config\modules

Cross-Enterprise_APM_SYSVIEW.typeviewers.xml and Cross-Enterprise_APM_SYSVIEWMQObjects-
typeviews.xml

The tab views that appear in CA Introscope® Workstation.

Location: \ext\ddtv

Cross-Enterprise_APM_SYSVIEW.js, Cross-Enterprise_APM_Insight.js, Cross-
Enterprise_APM_SYSVIEWMQQueueManagerAggregation.js, and Cross-
Enterprise_APM_SYSVIEWMQQueuesAggregation.js

The JavaScripts for calculated metrics.

Location: \scripts

feature.xml

The CA EEM plug-ins for the tracer filter.

Location: \product\enterprisemanager\features\com.wily.introscope.ext.sysview.em.extensions.feature_version

com.wily.introscope.ext.sysview.common_version.jar and com.wily.introscope.ext.sysview.em_version.jar

The Enterprise Manager plug-ins for the tracer filter.

Location: \product\enterprisemanager\plugins

feature.xml
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The Workstation plug-ins for tracer filter.

Location: \ws-plugins\features\com.wily.introscope.ext.sysview.workstation.extensions.feature_version

com.wily.introscope.ext.sysview.common.nl1_version.jar, com.wily.introscope.ext.sysview.common_version.jar,
and com.wily.introscope.ext.sysview.workstation_version.jar

The Workstation plug-ins for tracer filter.

Location: \ws-plugins

Uninstall CA Cross-Enterprise APM Components from Enterprise Manager

To uninstall the CA Cross-Enterprise APM components from Enterprise Manager, the following steps are necessary.

NOTE
For more information, see the APM Installation and Upgrade section of the CA Application Performance
Management documentation.

Follow these steps:

1. Stop the Enterprise Manager if it is running.
2. Remove all the CA Cross-Enterprise APM-related files from the <EM_Home> directory which are listed under

Enterprise Manager Component Files.

Install and Enable CA APM Java Agent Components

The following steps are necessary to install the CA APM Java Agent files.

Follow these steps:

1. If the CTG, web services, and HTTP tracers are not selected at installation time, copy the jar files from <Agent_Home>
\wily\examples\Cross-Enterprise_APM\ext to <Agent_Home>\wily\core\ext.

2. Select and run the Java agent installer for your environment.

NOTE
For more information, see the Java Agent section of the CA Application Performance Management
documentation.

After you run the installer, verify that these files are in the following directories:
– <Agent_Home>\wily\examples\Cross-Enterprise_APM\ext\com.wily.introscope.ext.sysview.agent_<version>.jar
– <Agent_Home>\wily\examples\Cross-Enterprise_APM\ext\ctg-tracer.jar
– <Agent_Home>\wily\examples\Cross-Enterprise_APM\ext\WS-SYSVIEW-Tracer.jar
– <Agent_Home>\wily\examples\Cross-Enterprise_APM\ext\http-tracer.jar

3. Enable the CTG CA SYSVIEW tracer:
a. Copy the ext\com.wily.introscope.ext.sysview.agent_<version>.jar and ext\ctg-tracer.jar files from the

<Agent_Home>\wily\examples\Cross-Enterprise_APM\ext directory to the existing <Agent_Home>\wily\core\ext
directory of the CA Introscope agent.

b. Verify that the ctg-tracer.jar and com.wily.introscope.ext.sysview.agent_<version>.jar files are located in the
<Agent_Home>\wily\core\ext directory.

c. Verify that the CTG_ECI_Tracer_For_Sysview.pbd file is in the <Agent_Home>\wily\core\config directory. Make the
following edits to the IntroscopeAgent.profile file in the <Agent_Home>\wily\core\config directory:
• Append CTG_ECI_Tracer_For_Sysview.pbd to the introscope.autoprobe.directives property, for example:

introscope.autoprobe.directivesFile=CTG_ECI_Tracer_For_Sysview.pbd,hotdeploy

• Specify the Enterprise Manager connection URL in the property agentManager.url.n, for example:

 74

https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-enterprise-software/it-operations-management/application-performance-management/11-1.html
https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-enterprise-software/it-operations-management/application-performance-management/11-1.html


 CA Cross-Enterprise Application Performance Management 10.2

agentManager.url.1=<EM hostname>:<EM port>

d. Add the ctgclient.jar file to the classpath. For example, "C:\Program Files\IBM\CICS Transaction Gateway\classes
\ctgclient.jar;". This path must be the same location that the monitored CTG client application uses.

e. Configure the CTG CA SYSVIEW Agent:
Copy the contents of the configuration template file Cross-Enterprise_APM_CTG_Config_Template.profile in the
<Agent_Home>\wily\core\config directory into the IntroscopeAgent.profile file in the <Agent_Home>\wily\core
\config directory. The template contains directions on how to use these additional configuration options. The
options allow you to specify whether your installation supports CTG channels, and the transactions to be traced by
matching on the program.

f. Restart the CTG-based client application that the Java agent monitors. The client application can itself be an
application server.

4. Enable the web services CA SYSVIEW tracer:
a. Copy the ext\com.wily.introscope.ext.sysview.agent_<version>.jar and ext\WS-SYSVIEW-Tracer.jar files from the

<Agent_Home>\wily\examples\Cross-Enterprise_APM\ext directory to the existing <Agent_Home>\wily\core\ext
directory of the CA Introscope agent.

b. Verify that the WS-SYSVIEW-Tracer.jar and com.wily.introscope.ext.sysview.agent_<version>.jar files are in the
<Agent_Home>\wily\core\ext directory.

c. Verify that the WS_Tracer_For_SYSVIEW.pbd file is in the <Agent_Home>\wily\core\config directory.
d. Make the following edits to the IntroscopeAgent.profile file in the <Agent_Home>\wily\core\config directory:

• Append WS_Tracer_For_SYSVIEW.pbd to the introscope.autoprobe.directives property, for example:

introscope.autoprobe.directivesFile=websphere-typical.pbl,hotdeploy,WS_Tracer_For_SYSVIEW.pbd

• Specify the Enterprise Manager connection URL in the property agentManager.url.n, for example:

agentManager.url.1=<EM hostname>:<EM port>

e. Restart the web services client application that the Java agent monitors. The client application can itself be an
application server.

5. Enable the HTTP CA SYSVIEW tracer:
a. Copy the ext\com.wily.introscope.ext.sysview.agent_<version>.jar and ext\http-tracer.jar files from the

<Agent_Home>\wily\examples\Cross-Enterprise_APM\ext directory to the existing <Agent_Home>\wily\core\ext
directory of the CA Introscope agent.

b. Verify that the http-tracer.jar and com.wily.introscope.ext.sysview.agent_<version>.jar files are in the
<Agent_Home>\wily\core\ext directory.

c. Verify that the HTTP_Tracer_For_SYSVIEW.pbd file is in the <Agent_Home>\wily\core\config directory.
d. Make the following edits to the IntroscopeAgent.profile file in the <Agent_Home>\wily\core\config directory:

• Append HTTP_Tracer_For_SYSVIEW.pbd to the introscope.autoprobe.directives property, for example:

introscope.autoprobe.directivesFile=websphere-typical.pbl,hotdeploy,HTTP_Tracer_For_SYSVIEW.pbd

• Specify the Enterprise Manager connection URL in the property agentManager.url.n, for example:

agentManager.url.1=<EM hostname>:<EM port>

e. Restart the HTTP-based client application that the Java agent monitors. The client application can itself be an
application server.

 75



 CA Cross-Enterprise Application Performance Management 10.2

Install the MQ Tracer (Optional)

This step is optional on the front-end Java application. Perform the following tasks only if your front-end application is
invoking CICS transactions using MQ.

If you use MQ tracer, you have the following options:

• Install the MQPowerPack tracer only if you want to trace the MQ application on the front-end application server and
CICS.

• Install all the MQPowerPack if you also want to trace the message flow through MQ.

To install the MQ tracer, follow the instructions that are provided in the CA APM for IBM WebSphere MQ documentation
for all MQ installation-related content.

Java Agent Component Files

The following table lists all the Java agent component files for CA Cross-Enterprise APM.

File Directory Structure Description
WS_Tracer_For_SYSVIEW.pbd <Agent_Home>\wily\core\config Required PBD for the web services

SYSVIEW tracer.
WS_Tracer_For_SYSVIEW-legacy.pbd <Agent_Home>\wily\example\legacy Required PBD for the web services

SYSVIEW tracer. The file uses the
legacy version agent. Copy this file to
<Agent_Home>\wily\core\config and use it
instead of WS_Tracer_For_SYSVIEW.pbd
if you want to run in legacy mode.

WS-SYSVIEW-Tracer.jar <Agent_Home>\wily\examples\Cross-Enter
prise_APM\ext

Required JAR.

CTG_ECI_Tracer_For_SYSVIEW.pbd <Agent_Home>\wily\core\config Required PBD for the CTG tracer. The file
uses lean agent.

CTG_ECI_Tracer_For_SYSVIEW-legacy.p
bd

<Agent_Home>\wily\examples\legacy Required PBD for the CTG tracer. The
file uses the legacy version agent.
Copy this file to <Agent_Home>\wily
\core\config and use it instead of
CTG_ECI_Tracer_For_SYSVIEW.pbd if
you want to run in legacy mode.

ctg-tracer.jar <Agent_Home>\wily\examples\Cross-Enter
prise_APM\ext

Required JAR.

HTTP_Tracer_For_SYSVIEW.pbd <Agent_Home>\wily\core\config Required PBD for the HTTP tracer. The file
uses lean agent.

HTTP_Tracer_For_SYSVIEW-legacy.pbd <Agent_Home>\wily\examples\legacy Required PBD for the HTTP tracer.
The file uses the legacy version agent.
Copy this file to <Agent_Home>\wily
\core\config and use it instead of
HTTP_Tracer_For_SYSVIEW.pbd if you
want to run in legacy mode.

com.wily.introscope.ext.sysview.agent_<ve
rsion>.jar

<Agent_Home>\wily\examples\Cross-Enter
prise_APM\ext

Required JAR.

http-tracer.jar <Agent_Home>\wily\examples\Cross-Enter
prise_APM\ext

Required JAR.

 76



 CA Cross-Enterprise Application Performance Management 10.2

Run with Legacy Mode PBDs

You can run with legacy versions of the PBDs instead of the new mode versions that are already placed in the directory
<Agent_Home>\wily\core\config.

Follow these steps:

1. Select and run the Java agent installer for your environment.

NOTE
For more information about legacy mode PBDs, see the Java Agent section of the CA Application
Performance Management documentation.

After you run the installer, verify that these files are in the following directories:
<Agent_Home>\wily\examples\legacy\CTG_ECI_Tracer_For_SYSVIEW-legacy.pbd
<Agent_Home>\wily\examples\legacy\WS_Tracer_For_SYSVIEW-legacy.pbd
<Agent_Home>\wily\examples\legacy\HTTP_Tracer_For_SYSVIEW-legacy.pbd

2. Copy the legacy PBD files to the existing <Agent_Home>\wily\core\config directory of the CA Introscope agent.
3. Copy the following files from the <Agent_Home>\wily\examples\Cross-Enterprise_APM\ext directory to the existing

<Agent_Home>\wily\core\ext directory of the CA Introscope agent:
– com.wily.introscope.ext.sysview.agent_<version>.jar
– ctg-tracer.jar
– WS-SYSVIEW-Tracer.jar
– http-tracer.jar

4. Enable the legacy CTG CA SYSVIEW tracer:
a. Make the following edits to the IntroscopeAgent.profile file in the <Agent_Home>\wily\core\config directory:

• Append CTG_ECI_Tracer_For_SYSVIEW-legacy.pbd to the introscope.autoprobe.directivesFile property, for
example:

introscope.autoprobe.directivesFile=CTG_ECI_Tracer_For_SYSVIEW-legacy.pbd,hotdeploy

• Specify the Enterprise Manager connection URL in the property agentManager.url.n, for example:

agentManager.url.1=<EM hostname>:<EM port>

b. Add the ctgclient.jar file to the class path, for example:

"C:\Program Files\IBM\CICS Transaction Gateway\classes\ctgclient.jar;"

This path must be the same location that the monitored CTG client application uses.
c. Configure the CTG CA SYSVIEW tracer:

Copy the contents of the configuration template file Cross-Enterprise_APM_CTG_Config_Template.profile in the
<Agent_Home>\wily\core\config directory into the IntroscopeAgent.profile file in the <Agent_Home>\wily\core
\config directory. The template contains directions on how to use these additional configuration options. The
options allow you to specify whether your installation supports CTG channels, and the transactions to be traced by
matching on the program.

d. Restart the CTG-based legacy client application that the Java agent monitors. The client application can itself be
an application server.

5. Enable the legacy web services CA SYSVIEW tracer:
a. Make the following edits to the IntroscopeAgent.profile file in the <Agent_Home>\wily\core\config directory:

• Append WS_Tracer_For_SYSVIEW-legacy.pbd to the introscope.autoprobe.directivesFile property, for example:

introscope.autoprobe.directivesFile=websphere-typical.pbl,hotdeploy,WS_Tracer_For_SYSVIEW-legacy.pbd

• Specify the Enterprise Manager connection URL in the property agentManager.url.n, for example:
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agentManager.url.1=<EM hostname>:<EM port>

b. Restart the web services client application that the Java agent monitors. The client application can itself be an
application server.

6. Enable the legacy HTTP CA SYSVIEW tracer:
a. Make the following edits to the IntroscopeAgent.profile file in the <Agent_Home>\wily\core\config directory:

• Append HTTP_Tracer_For_SYSVIEW-legacy.pbd to the introscope.autoprobe.directivesFile property, for
example:

introscope.autoprobe.directivesFile=HTTP_Tracer_For_SYSVIEW.pbd,hotdeploy

• Specify the Enterprise Manager connection URL in the property agentManager.url.n, for example:

agentManager.url.1=<EM hostname>:<EM port>

b. Restart the HTTP-based client application that the Java agent monitors. The client application can itself be an
application server.

Uninstall the Java Agent Component Files

If you want to uninstall the Java agent component files, perform these steps.

Follow these steps:

1. Stop the agent.
2. Edit the IntroscopeAgent.profile file in the wily directory by removing these entries from the

introscope.autoprobe.directives property.
– CTG_ECI_Tracer_For_SYSVIEW.pbd (or the legacy version)
– HTTP_Tracer_For_SYSVIEW.pbd (or the legacy version)
– WS_Tracer_For_SYSVIEW.pbd (or the legacy version)

3. Remove any files that are copied from <Agent_Home>\wily\examples\Cross-Enterprise_APM that are in the
<Agent_Home>\wily\core\ext directory.

4. Restart the agent.
The changes are applied.

Verify the Installation

After CA Cross-Enterprise APM has been successfully installed, launch CA Introscope and go to the Investigator. Verify
that you see the host name of the z/OS system, and see active metrics under the Cross-Enterprise APM Agent node and
back-end CICS traces:
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Troubleshooting
This section contains solutions and workarounds to some common problems you might encounter.

Problems with the SMF Socket Connection
Symptom:

CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM) stops immediately after startup.

This problem occurs when the port specified in the ppz.smf.socket.port property of the Introscope_Cross-
Enterprise_APM.profile file is in use.

The log file shows the following error message:

[ERROR]

   [com.wily.powerpack.sysview.multithread.SMFReaderMasterThread] Socket_Open: Error creating server socket: java.net.BindException: EDC8115I Address already in use.

[ERROR]

   [com.wily.powerpack.sysview.multithread.SMFReaderMasterThread] Socket_Open: Error probably caused by another copy listening on same port. Exiting

Solution:

Reserve the port in ppz.smf.socket.port property for the WILYZOS job.

CA SYSVIEW® Performance Management (CA SYSVIEW) requires this port to submit the SMF transaction records to CA
Cross-Enterprise APM. Reserve this port to get SMF records from CA SYSVIEW and to get CICS back-end transaction
traces. 

 

Some Transactions Do Not Appear in the Transaction Trace Viewer
Symptom:

Some front-end or back-end transactions do not appear in the Transaction Trace viewer.

Solution:

The following reasons can cause transactions not to appear:

• The transaction trace has been created to include or exclude back-end transactions.
• A transaction trace has been created, and the Trace All Supported Agents option was not selected.
• The Trace selected Agents option and CA Cross-Enterprise Application Performance Management (CA Cross-

Enterprise APM) were not selected for back-end transactions.
• The front-end agent has not been selected for front-end transactions.
• The transaction trace has been created with inapplicable criteria selected.

Solutions follow:

• Verify that you have selected the appropriate criteria.
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NOTE
For more information about how to create a transaction trace to include front-end or back-end transactions,
see Trace and Analyze Events.

• To determine if the criteria selection is the problem, clear all transaction trace options except for the User ID does not
exist option. Selecting this option allows all traces to be delivered to the transaction trace session window. This test
confirms whether a filter-specific issue exists.

Transactions do not appear in the Transaction Trace Viewer:

• If front-end transactions are not appearing in the Transaction Trace Viewer, verify that the transactions that invoke web
services, CTG, or MQ traces are running.
You can verify the web service, CTG CA SYSVIEW® Performance Management (CA SYSVIEW) tracer, or WebSphere
MQ live metric data for respective front-end agents in the Investigator tree.
– For the CTG CA SYSVIEW tracer, you can see the metrics under the CTGTracer node.
– For the web services tracer, you can see metrics under the WebServices node.
– For the MQ tracer, you can see metrics under the WebSphereMQ node.

• If front-end and back-end traces are not correlated, the back-end trace corresponding to the selected front-end trace
has probably not arrived yet. After a short delay, refresh the display by reselecting the trace. If it still is not correlating,
the following issues are possible:
– The antiflood threshold is set to low value. Antiflood threshold limits the number of transactions that are sent to the

Enterprise Manager. The recommended default antiflood threshold value is 200 transaction traces per 15 seconds.
If you set a low value for the antiflood threshold, many traces are discarded before they are sent to the Enterprise
Manager. The likelihood of correlation decreases.

– If the volume of transactions is large, you can start a new transaction trace window with a smaller duration or proper
back-end filter setting. This specification increases the chance of retention of the transaction of interest.

SMF Transactions Traces Missing
Symptom:

The SMF transactions are missing in the Transaction Trace Viewer.

Solution:

Ensure that the following values are the same:

• SMF record port configuration (ppz.smf.socket.port in the Introscope_Cross-Enterprise_APM.profile file)
• Port that is specified in the group pointed to by the Wily-Introscope-PortList parameter for each CICS logger in CA

SYSVIEW® Performance Management.

NOTE
For more information, see Configure the Cross-Enterprise APM Agent.

Correlation ID NotFound
Symptom:

The Correlation ID was not fund in the SMF record.

Solution:

CA SYSVIEW® Performance Management (CA SYSVIEW) has not been able to find the decoration. For more information
about how this decoration is done, see Trace and Analyze Events.

NOTE
A decoration is the transaction attribute annotation.
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When CA SYSVIEW finds a decorated transaction, it takes the following actions:

1. Create a Correlation IDs segment in the SMF record for the transaction.
2. Write the SMF record to the CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM)

TCP/IP port.

To verify that the SMF record for a transaction contains the correlation ID, execute the CA SYSVIEW CTRANLOG
command. Select an SMF record that was run as the result of some front-end application. Ensure that the SMF report
contains a Correlation IDs segment. If this segment is not in the SMF record, CA SYSVIEW did not find it in the
transaction and the record was not sent to the agent.

Possible reasons why SMF records are not given with a correction ID:

• The front-end web services, CTG, and MQ traces are not properly configured. Check the agent log for errors that are
related to respective front-end traces and correct them.

• If the front-end traces are configured properly, then it could be a CA SYSVIEW-specific issue. Contact your CA
SYSVIEW administrator.
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Using
This section contains information about dashboards and trace events.

Create Dashboards for Monitoring Applications
As an application support specialist, you want to create dashboards to provide end-to-end monitoring of an application.
The application is critical to the running of the business. You create two dashboards to achieve this goal:

• One dashboard monitors the metrics that reflect the health of the supporting infrastructure.
• The other dashboard provides a summary alert that tells you when problems occur in the infrastructure.

This scenario guides you through the process:

1. Acquire prerequisite knowledge.
2. Determine monitoring requirements.
3. (Optional) Create a management module.
4. Create alerts for the metrics to be monitored.
5. Create a summary alert.
6. Create a dashboard for the monitored metrics.
7. Create a dashboard for the summary alert.
8. Link the summary alert to the metrics dashboard.

At the end of the process, you can use the dashboards to monitor your application.

Acquire Prerequisite Knowledge

In this scenario, you create various objects. Review the APM Workstation section of the CA Application Performance
Management documentation.

• (Optional) Know how to create a management module (you can also use an existing one).
• Know how to create an alert (Simple Alert and Summary Alert).
• Know how to create a dashboard.
• Know how to link a dashboard object to another dashboard.

Determine Monitoring Requirements

Your application has the following supporting infrastructure components that CA Introscope® monitors:

• On the distributed side:
– Web server that the application uses.
– Application server that serves the application.
– WebSphere MQ that the application uses.

• On z/OS:
– WebSphere MQ that the application uses.
– CICS transaction group that contains the transactions of interest.

Note: You used CA SYSVIEW® Performance Management to set up the CICS transaction group.
– DB2 that the application uses

Review the component metrics, and determine the ones that you want to monitor.
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Follow these steps:

1. Connect to CA Introscope Workstation.
2. Click Workstation, New Investigator.
3. Click Metric Browser.
4. Expand the SuperDomain node, and locate the components.
5. Review the metrics for each component. Note the ones that you want to use to indicate the health of the components.

You have identified a collection of metrics that you want to monitor.

Create a Management Module

Before you can create alerts and dashboards, you require a management module to hold those elements. You can use an
existing module or can create one. This optional procedure describes how to create a management module.

To create a new Management Module:

1. From any Workstation window, select Workstation > New Management Module Editor.
2. In the Management Module Editor window, select Elements > New Management Module.
3. Enter a name for the Management Module in the Name field (this name appears in the Management Module Editor

tree.)
4. Enter a .jar file name for the Management Module, using alphanumeric characters without spaces (to comply with all

operating systems).
5. In the Domain Name field, use the pull-down menu to select which domain contains the Management Module.
6. Click OK.

The Management Module appears in the Management Module Editor tree. Modules are active and editable when they
are created.

Create Simple Alerts

You use alerts to warn you of problems. Create a Simple Alert for each of the metrics you identified previously.

Follow these steps:

1. Access Investigator.
2. Locate a metric you identified previously.
3. Right-click the metric, and select New Simple Alert from Metric "metric_name".
4. Define the alert:

– Update the Name field.
Note: Use informative names for alerts. When the recipient receives a notification (for example, in email), often the
only information they have is the alert name itself. Use a name that helps identify the source of an alert.

– Select the management module that you want to use to hold the alert.
Click OK.
The Management Module Editor opens showing the Configuration tab.

5. Configure the alert:
a. Click the Settings tab.
b. Select the Active check box.
c. Specify the alert triggering thresholds.
d. (Optional) Select the action to take when a threshold is crossed.

WARNING
Ensure that the action is active as indicated by the highlighted icon. If necessary, then after you apply the
configuration, locate the action under its management module. Select and activate the action.
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e. (Optional) Click the Description tab to enter descriptive text and important information about the alert in the
Description Text field.

Click Apply.

You have created a Simple Alert for a metric. Repeat these steps for the remaining metrics.

Note: When you create a Simple Alert, a corresponding metric grouping is created automatically in the same
management module. The grouping contains the metric that is the subject of the alert. After you create all the alerts, the
management module also contains the corresponding metric groupings.

Create a Summary Alert

A Summary Alert provides a way to show the status of multiple underlying component metrics with one overall status.
Instead of having to look at multiple metrics, you use one Summary Alert to indicate the combined health of the
components.

Follow these steps:

1. Access Management Module Editor.
2. Click Elements, New Alert, New Summary Alert.
3. Define the alert:

– Specify a name in the Name field.
Note: Because all alerts appear together under the Alerts node, use the name to distinguish Summary Alert from
Simple Alert.

– Select the management module that you want to use to hold the alert.
Click OK.
The created alert is selected showing the Configuration tab.

4. Configure the alert:
a. Click the Settings tab.
b. Select the Active check box.
c. Move the alerts that you created previously from the Available Alerts list to the Included alerts list.
d. Specify the alert triggering criteria.
e. (Optional) Select the action to take when the alert is triggered.

WARNING
Ensure that the action is active as indicated by the highlighted icon. If necessary, then after you apply the
configuration, locate the action under its management module. Select and activate the action.

f. (Optional) Click the Description tab to enter descriptive text and any important information about the alert in the
Description Text field.

Click Apply.

You have created a summary alert for reflecting the health of the infrastructure components that support your application.

Create a Dashboard for the Monitored Metrics

You want to monitor the health of each application infrastructure component as indicated by the metrics you identified
previously. You create a dashboard for monitoring these metrics.

Follow these steps:

1. Access Console.
2. Click Dashboard, New Dashboard.
3. Define the dashboard:

– Specify a name in the Name field.
– Select the management module that you want to use to hold the dashboard.
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Click OK.
The dashboard Editor window opens.

4. Edit the dashboard:
a. Drag the metric groupings for the metric you want to monitor from Management Module Editor, and drop the

groupings onto the dashboard.
A set of graphs is on the dashboard.

b. Identify each graph with a label: Select the Label tool from the tools pallet, click the dashboard, and type the label
in the text box.
Note: To group the label with the graph, use Edit, Group. To align objects, use Edit, Align.

5. Click File, Save.

You have created a metrics dashboard for monitoring the selected metrics of the infrastructure components that support
your application.

Create a Dashboard for the Summary Alert

You can use the summary alert as a single indicator of the health of your application. You create a dashboard for
monitoring this alert.

Note: You can also add the summary alert to an existing dashboard.

Follow these steps:

1. Access the Console.
2. Click Dashboard, New Dashboard.
3. Define the dashboard:

– Specify a name in the Name field.
– Select the management module that you want to use to hold the dashboard.
Click OK.
The dashboard Editor window opens.

4. Edit the dashboard:
a. Drag the summary alert that you created previously from Management Module Editor, and drop the alert onto the

dashboard.
An alert object appears on the dashboard.
Note: You can change the style of the object between multiple indicators and a single indicator. Right-click the
object, and select Data Options. Click the Alert tab, and select the style from the Alert Type drop-down list.

b. Identify the alert with a label.
Click File, Save.

You have created a summary alert dashboard to provide a single combined status of the infrastructure components that
support your application.

Link the Summary Alert to the Metrics Dashboard

When the alert on your summary alert dashboard indicates a problem, you want to be able to drill down to the underlying
metrics dashboard. You link the object on the summary alert dashboard to the metrics dashboard.

You have created your summary alert dashboard and still have the dashboard open in Editor.

Follow these steps:

1. Right-click the alert object, and select Object Links.
The Object Links dialog opens.

2. Click Add, and select your metrics dashboard from the Dashboard drop-down list. Click OK.
The Object Links dialog refreshes with the new link.
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3. Click OK, and then click File, Save.

You have created a link between your summary alert and your metrics dashboard. During operation, when the summary
alert warns you of a problem, you can double-click the alert object. The metrics dashboard opens, and you can find out
which infrastructure components are causing the problem. You can then investigate further, for example, by starting a
transaction trace session.

Use the Console to Identify Problems

View Dashboards

View CA Cross-Enterprise APM Dashboards in the CA Introscope® Console. Select a dashboard from the Dashboard
drop-down list or by clicking tabs.

Follow these steps:

1. Connect to the CA Introscope Workstation.
2. Go to Workstation > New Console.
3. Select a dashboard from the Dashboard drop-down list.

After you have selected a dashboard, use the dashboard drop-down list or click tabs to view other dashboards.

Alert Indicators

Alert indicators show the current status of an alert by lighting one of three colored symbols. The symbols correspond to
conditions defined in the alert.

• A red octagon indicates that the danger threshold was crossed.
• A yellow diamond indicates that the caution threshold was crossed.
• A green disc indicates that the status is normal.

If the alert has no data, the alert indicator is a gray disc.

An alert indicator with three color states can also be shown as a single symbol.

NOTE

For more information about alert indicators, see the APM Workstation section of the CA Application Performance
Management documentation.

Trace and Analyze Events
CA Introscope® allows the system administrator to select trace filter criteria and then analyze the results to improve
system performance.

The following list contains CA Introscope® features for tracing events:

• Create, view, browse, and search trace transactions events.
• Trace the transaction activity at the event level.
• Reduce the time that is required to identify a problem event.
• Generate cross-process transaction traces.
• Trace synchronous transactions that cross boundaries in the homogeneous application server environments.

NOTE
For more information, see the APM Workstation section of the CA Application Performance Management
documentation.
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WARNING
You need the appropriate Workstation permission to create a transaction trace. Contact your CA Introscope
administrator for the appropriate permissions.

About Cross-Process Transaction Traces

The modern applications are often multi-tier with processes running in the differing tiers calling each other. Often
performance problems happening in the front-end application process are due to problems happening on the back-
end process it uses. Tracing the front-end process is not sufficient to determine the cause of the issue. And it is often
impossible to tell which back-end processes it is calling.

Cross-process transaction tracing solves this problem. The tracing correlates the trace events of the front-end applications
with the corresponding trace events from back-end processes. You can diagnose back-end processes problems by
viewing a problematic front-end transaction trace event on CA Introscope Workstation. Then using that problematic event,
find the corresponding back-end trace events.

That back-end trace provides the “when, where, and why” of information that determines the cause of the problem. The
Information includes the server name, transaction processor, unit of work ID, transaction ID, and internal transaction
timings.

Cross-Process tracing is enabled when the appropriate front-end and back-end agents and tracers are installed.

• Back end
Is an external system, for example:
– Database
– Mail server
– Transaction processing system such as CICS or IMS
– Messaging system such as WebSphere MQ

• Front end
Is the component of an application that first handles an incoming request, for example:
– Servlet
– Java Server Pages (JSP)
– Management database
– Enterprise JavaBeans (EJB)

When a front-end transaction invokes a back-end transaction, two trace events are created. These events are sent to the
CA Introscope Enterprise Manager (EM): one from the front-end agent and the other from the back-end Cross-Enterprise
APM Agent. More back-end traces are generated for each additional back-end call that the front-end application makes.
The CA Introscope Workstation can display all these traces together on the Trace View tab. Selecting the front-end trace
event allows the workstation to fetch and display all correlated back-end traces on the same pane. Also, selecting a back-
end trace event causes the front-end and all correlated back-end traces to display together.

The front-end tracers for CICS Transaction Gateway (CTG) and web services insert a unique correlation identifier in the
front-end traces. The Cross-Enterprise APM Agent decorates the back-end calls into CICS with the same correlation
identifier. This decoration flags the back-end transaction call as originating from a monitored front-end transaction and
provides a unique identifier. CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM)
adds the same correlation identifier to the corresponding CICS back-end trace. The CA Introscope Workstation uses the
identifier in the front-end and back-end trace events to fetch corresponding traces for display. Only the CICS transactions
can be invoked using CTG and web services.

The front-end tracer for the MQ flags and MQ messages come from a monitored application. The MQ trace is correlated
with MQ message ID, correlation ID, or both. The MQ message ID or correlation ID provides an identifier for the
correlation between the front-end MQ traces and back-end traces. The back-end traces from both CICS and IMS
transactions have this correlation ID when MQ is the communication method.
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How to Trace Cross-Process Transactions
As a system administrator, your responsibilities often include monitoring systems, addressing known issues, and then
triaging these issues. You trace these systems issues using CA Introscope® to find the components that caused them.
To find these components, you construct filter criteria on the Transaction Trace screen. You then analyze the results to
determine the problem.

Use this scenario to guide you through the process:

Figure 6: How to Trace Cross-Process Transactions Gliffy 10.2

1. Enable cross-process transaction tracing.
2. Select the event duration and type filters.
3. Select the CICS or IMS filters.
4. Select the trace duration and agent filters, and start trace.
5. Narrow the trace by excluding front-end elements.
6. Analyze trace results

WARNING
Running a transaction trace can have a negative impact on the performance of the monitored application.

Completing this process lets you understand which filters criteria to select to find the problematic components and how to
analyze the results.

Enable Cross-Process Transaction Tracing

The CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM) component provides
transaction tracing across the multiple tiers of an application that invokes transactions on the mainframe. The currently
supported communications methods available out of the box are:

• CICS Transaction Gateway using Channels invoking the CICS transactions
• HTTP invocations from Java applications that extend HttpURLConnection which invoke CICS transactions
• HTTP invocations from Java applications that extend HttpURLConnection which invoke Java servlet applications

extending HttpServlet
• Web Services Calls into CICS
• WebSphere MQ Series messages sent to CICS or IMS transactions which the mainframe transaction retrieves using

function MQget()
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When properly configured, traces can be generated from all instrumented tiers of an application. These traces are then
shown in the Workstation together in the Trace View tab. The Trace View tab is accessible from the Transaction Trace
Viewer launched during a Transaction Trace session. The Trace View tab is also accessible from the Agents tab of the
Cross-Enterprise APM agent in the Investigator.

The Workstation can correlate the separate traces that run together into one view through a correlation ID. This correlation
ID is generated in the first tier of the application. The ID is then passed to the agents instrumenting transactions
invoked on subsequent tiers using the supported communications methods. For this process to work, each tier must be
instrumented and every used communications method must be supported and instrumented.

To instrument the application tiers for the communications methods, ensure that you have installed and enabled the CA
Application Performance Management (CA APM) Java agent components.

Select Event Duration and Type Filters

In the CA Introscope Workstation, select the event duration and type transaction filters to construct your trace filter criteria.

• Event duration
Allows you to select the minimum amount of time an event runs before it is added to the trace results.
Filtered Property: The Event duration filter does not use a property but is instead applied against the duration of the
transaction.
Value: Minimum duration of the transaction in milliseconds
Supported Trace Sources: Web Services, CTG or MQ front-end, and CICS or IMS back-end traces
Note: The minimum granularity for the duration filter is one millisecond. This duration can be longer than the typical
back-end z/OS transaction runs. To get the microsecond duration filter granularity on back-end transactions, omit this
filter and use the Microsecond Lifetime filter instead. If you use the Microsecond Lifetime filter, the Workstation does
not receive transaction traces from the front-end distributed tiers of the application. Run multiple transaction traces in
parallel to get the traces you want from the different tiers.

WARNING
A duration filter that is applied to a front-end agent causes all transaction correlated to any front-end
transaction to be returned from the Cross-Enterprise APM Agent or any other back-end agent. This behavior
can have a substantial negative impact on the performance. Applying this filter to a subset of available front-
end agents mitigates the performance degradation.

• Type Transaction Filters
Allows you to select the transaction filters types including user ID, URL, URL Query, header, parameters, and session
attributes.
Note: If you want to correlate traces across the tiers, match at least one trace session to transactions running on your
front-end tier. Ensure that all filters include the transactions that you are interested in generating traces from on the
front-end tier of your application. If the agent decides to generate a trace on the front-end tier, it communicates with
the back-end agents. This communication informs them to propagate this decision and generate correlated traces on
the other tiers. A propagation flag is passed using the instrumented communication method that informs downstream
agents of this decision.

Follow these steps:

1. Log in to the CA Introscope Workstation.
2. Select Workstation and then New Transaction Trace Session.
3. Select the Minimum transaction duration check box.
4. Enter the Minimum transaction duration value and from the drop-down list select Milliseconds or seconds.

Specify the minimum time that a transaction is traced.
Format: Numeric milliseconds or seconds.

5. (Optional) Enter transaction filters.
Note: Data is only available for use in these filters if the CA Introscope Agent is configured to capture it.
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Click the check box, and select one of the following filter criteria:
– User ID

Select user ID from the drop-down list and enter the user ID value.
Filtered Property: user ID
Value: User ID property of the transaction trace (that is, the user ID that ran the transaction)
Supported Trace Sources: IMS back-end only
Note: Data is only available for use in these filters if the CA Introscope Agent is configured to capture it.

– URL
Select URL from the drop-down list and enter the URL.
Value: The portion of the URL that is passed through to the servlet or JSP.
Supported Trace Sources: Not applicable to any trace source. Entering a value for this filter results in no trace
results.
Format: Remove the leading protocol specifier, computer name, and port number.
Example: /ExampleAppClientV6Web

– URL Query
Select URL Query from the drop-down list and enter the URL.
Value: The portion of the URL that specifies query parameters in the HTTP request.
Supported Trace Sources: Not applicable to any trace source. Entering a value for this filter results in no trace
results.
Format: Remove the leading protocol specifier, computer name, and port number.
Example: /ExampleAppClientV6Web

– Request Header
Enter Request Header from the drop-down list and enter the request header value.
Value: The HTTP request header.
Supported Trace Sources: Not applicable to any trace source. Entering a value for this filter results in no trace
results.

– Request Parameter
Enter Request Parameter from the drop-down list and enter the request parameter value.
Supported Trace Sources: Not applicable to any trace source. Entering a value for this filter results in no trace
results.

– Session Attribute
Enter a session attribute from the drop-down list and enter the session attribute.
Value: Your session information that consists of a name and value.
Supported Trace Sources: Not applicable to any trace source. Entering a value for this filter results in no trace
results.

6. (Optional) Enter conditional error-matching-processing Boolean filters.

WARNING
These transaction filters can negatively affect the performance.

The event duration and type filters are set. Proceed to selecting the CICS or IMS filters.

Select CICS or IMS Filters

After entering the event duration and type filters on the Transaction Trace screen, enter the CICS or IMS filter criteria.
You can skip this step if you do not want to restrict the trace generation to the mainframe system. If you want to generate
traces from the front end distributed tiers, it is best to skip this step.

Note: The CICS and IMS filters are mutually exclusive.

Select the check box, and enter the value for each filter as needed.
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• CICS server name (CTG) equals
Filtered Property: Job Name or Server Name
Supported Trace Sources: CICS back-end traces that were invoked using CTG.
Value: The name of the server that was used to invoke the CTG call.

• CICS/IMS communication method equals
Filtered Property: Communication Method
Supported Trace Sources: CICS or IMS back end
Value: Cross-process tracing is available for the front-end application that invokes the transaction through the following
communication CICS or IMS methods.
Enter one of these methods:
– CICS methods

• Web Service
The web services CA SYSVIEW® Performance Management (CA SYSVIEW) tracer is installed on top of the
Service-Oriented Architecture (SOA) tracer. A correlation ID with the front-end transaction trace enables matchup
with the corresponding back-end trace from the mainframe.
Recommend filter criteria:
Select the minimum transaction duration, enter a numeric value, and then select a duration unit from the drop-
down list.
Example: 5000 milliseconds
(Optional) Select URL of the application from the drop-down list and enter the URL.
Note: Remove the leading protocol specifier, computer name, and port number.
Example URL: /ExampleAppClientV6Web

• CTG Channel
The CTG CA SYSVIEW tracer includes a correlation ID with the front-end transaction trace that can be
associated with the corresponding mainframe back-end trace.
Recommend filter criteria:
Select the minimum transaction duration, enter a numeric value, and then select a duration unit from the drop-
down list.
(Optional) For CTG front-end traces with the Program Name and Transaction Name properties, select CICS
Program Name (CTG) equals, and enter the program name or transaction name.
Note: CTG front-end traces never have server name, web service name, or microsecond lifetime properties. If
these properties are entered in the filter criteria, no front-end traces appear in the Trace Viewer.

• MQ Trigger Message
The traces into the MQ Series do not use correlation IDs. The front-end and back-end correlation cannot be
made using this correlation ID. Instead, the correlation is done using a preexisting MQ message ID and MQ
correlation ID.
Recommend filter criteria:
Select the minimum transaction duration, enter a numeric value, and then select a duration unit from the drop-
down list.
This filter restricts the display to those transactions that run longer than the specified time.
Example: 5000 milliseconds
Note: The IBM WebSphere MQ Connectors and Messaging System Extension tracer is used as the MQ series
front-end tracer.

• HTTP
The HTTP CA SYSVIEW tracer includes a correlation ID with the front-end transaction trace that can be
associated with the corresponding mainframe back-end trace.
Recommend filter criteria:
Select the minimum transaction duration, enter a numeric value, and then select a duration unit from the drop-
down list.
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Example: 5000 milliseconds
(Optional) Select CICS/IMS Communication Method equals HTTP.
(Optional) Select URL of the application from the drop-down list and enter the URL. Be careful when using the
URL because it is specific to the tier being traced. If used, set the URL of the servlet of first tier of the application
that has an installed HTTP tracer.
Note: Remove the leading protocol specifier, computer name, and port number from any URL.
Example Servlet URL: /HTTPTest/servlet/FrontEndClient
Example CICS URL: /CICS/CWBA/DFJ$JWB1

– IMS methods
• MQ IMS Bridge

The front-end application used the IMS Bridge Queue to invoke the IMS transaction.
• MQ IMS Adapter.

The MQ IMS Adapter was used to get the MQ message that was sent from the front-end application.
• CICS program name (CTG) equals

Filtered Property: Program Name
Supported Trace Sources: CTG front end; CICS back end
Value: The name of the program that was executed on the CICS region.

• IMS transaction ID equals
Filtered Property: Transaction ID
Supported Trace Sources: IMS back-end
Value: The transaction name.

• IMS job name equals
Filtered Property: Job Name (Dependent Region)
Supported Trace Sources: IMS back-end
Value: IMS-dependent region job name that processed the transaction.

• CICS web service name equals
Filtered Property: Web Service Name
Supported Trace Sources: Web Services front end; CICS back end
Value: Name of the web service that is used to execute this transaction. This property is applicable only to web service
transaction tracers.

• CICS/IMS transaction lifetime lasting longer than
Filtered Property: Microsecond Lifetime
Supported Trace Sources: CICS or IMS back end
Value: The transaction lifetime in microseconds
Minimum value: One microsecond

• CICS/IMS transaction processor name equals
Filtered Property: Transaction Processor
Supported Trace Sources: CICS or IMS back end
Value: The transaction processor that ran the transaction, CICS or IMS

• IMS PSB name equals
Filtered Property: PSB Name
Supported Trace Sources: IMS back end
Value: The PSB name that is associated with the transaction.

• CICS transaction name (CTG) equals
Filtered Property: Transaction Name
Supported Trace Sources: CTG front end; CICS back end
Value: Name of the transaction on the CICS region.
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The CICS/IMS filters are set. Proceed to setting the trace duration and agents filters.

Select Trace Duration, Agent Filters, and Start Trace

After you enter the CICS or IMS filters on the Transaction Trace screen, enter the trace duration and agent filters. At the
end of this procedure, start the trace.

• Trace Duration
Allows you to set the maximum time in minutes a trace session can take.

• Agent Filters
Allows you to select the agent you want to trace.
You can apply different filters to the front-end application transactions, and the back-end z/OS transactions. In this
case one or more transaction traces can be run simultaneously where each selects different agents. For example, use
a duration filter on the front-end traces, while using the Microsecond Lifetime filter on the back-end traces.

Follow these steps:

1. Enter the trace session duration in minutes.
Values: Numeric

2. Click either the Trace all supported Agents or Trace Selected Agents check box.
– Trace all supported Agents

Traces supported agents that are currently connected, and any that connect during the Trace session.
– Trace selected Agents

Select the agents from the list. Use CTRL + click to select multiple agents.
3. Click OK to start the Transaction Trace session.

The Transaction Trace Viewer opens.

You have now set the filter criteria for:

• Event duration
• Type
• CICS or IMS
• Trace Duration
• Agents

Narrow Trace by Excluding Front-End Elements

You can exclude front-end elements from the trace by selecting options on the New Transaction Trace session.

To exclude front-end traces

1. Create a transaction trace session.
2. Click the following check boxes and enter the value for each filter.

– CICS/IMS transaction lifetime lasting longer than
– CICS transaction name (CTG) equals
– CICS server name (CTG) equals
– CICS program name (CTG) equals

3. Enter any other needed information and click OK.

To return CTG front-end traces

1. Create a transaction trace session.
2. Click the following check boxes and enter the value for each filter.

– CICS/IMS transaction name (CTG) equals
– CICS program name (CTG) equals
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3. Enter any other needed information and click OK.

To exclude CTG front-end traces

1. Create a transaction trace session.
2. Click the following check boxes and enter the value for each filter.

– CICS/IMS transaction lifetime lasting longer than
– CICS web service name equals
– CICS server name (CTG) equals

3. Enter any other needed information and click OK.

To exclude HTTP front-end traces

1. Create a transaction trace session.
2. Click the following check boxes and enter the value for each filter.

– CICS/IMS transaction lifetime lasting longer than
– CICS/IMS Communication Method equals
– CICS server name (CTG) equals
– CICS program name (CTG) equals

3. Enter any other needed information and click OK.

To exclude MQ front-end traces

1. Create a transaction trace session.
2. Click the following check boxes and enter the value for each filter.

– CICS/IMS transaction lifetime lasting longer than
– CICS transaction name (CTG) equals
– CICS server name (CTG) equals
– CICS web service name equals
– CICS program name (CTG) equals

3. Enter any other needed information and click OK.

Analyze Trace Results

Use the information in this section to understand your trace results.

Change Duration Time Intervals

Set the display units that are used for duration and call time by right-clicking the Duration column header on the
Transaction Trace Viewer window. Select one the following units from the drop-down list:

• Microseconds
• Milliseconds
• Seconds

Cross-Process Traces Time Alignment

Time alignments between system clocks in a cross-process trace often are not synchronized. Cross-process traces align
the trace with the front-end trace that invoked it.

Note: Usually traces display in an order that is based on the system clock where they originated. All back-end traces that
are sourced from the same Cross-Enterprise APM agent can be synchronized properly relative to each other but not the
correlated front-end transaction.

• CTG and web services
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CTG and web services calls are not displayed relative to their actual synchronization with the front end calling
transaction. The associated events for these back-end traces are group together, enlarged, and aligned to the left in
the Trace View.

• MQ calls
MQ calls are asynchronous and occur after the front-end application terminates. The delay is shown regardless of
discrepancies that clock synchronization introduces. In the Trace View, these events are not aligned, enlarged, or
grouped.

• IMS transaction trace timestamp
The IMS transaction trace timestamp starts when the transaction is placed on the input queue.
When searching for the corresponding IMS SMF record for a transaction trace, always use the Unit of Work ID from
the trace and the command:

IMSTLOG UOW <value_of_Unit_of_Work_ID>;

Do not use the timestamp from the IMS transaction trace in the Workstation to find the corresponding IMS SMF record
in CA SYSVIEW. The IMS SMF record time shows process start time instead. For the transactions that stay on the
input queue for a long time, these two values can differ significantly.

About Transaction Trace View

You could organize the information in one of two ways here.

The Transaction Trace View consists of top and bottom panes that help you analyze your trace results. The top pane
contains all the transaction trace events that are selected from the filter criteria. The bottom pane contains a set of views
that let you view the transaction trace results in different ways.

• Summary View
• Trace View
• Tree View
• Sequence View

Summary View

The Summary View shows metrics for the components in the selected transaction, such as:

• Path
• Number of calls
• Length of the call in milliseconds
• Minimum, average and maximum call times

The Call Time (ms) column is the duration that is spent in the component. The duration excludes any time that is spent in
any child components.

Note: The first time that you select a transaction in the transaction table, the Summary View opens. When you select a
previously opened transaction, it opens in the most recently selected view.

This information appears for the currently selected transaction:

• Fully qualified agent name
• Start time, in the agent computer system clock, of the invocation of the root component
• Execution time of the root component in milliseconds

Trace View

The Trace View shows the selected transaction trace in a graphical stack display. To expand and collapse the stack
of components, click the triangular arrow to the left of a transaction. When you select one of the components of a

 96



 CA Cross-Enterprise Application Performance Management 10.2

transaction, you can see component details in the bottom pane. The details include any properties from the component.
Most properties are located in at the top component of the stack, however subcomponents can also contain properties.

In addition to the selected transaction trace, this view shows any correlated cross-process transaction traces. To make
a trace the focus and investigate its components further, click the trace. For more information, see Trace and Analyze
Events.

The transaction traces generated from front-end agents where the CTG CA SYSVIEW Tracer is installed have options that
allow the launching of a back-end trace session. For more information about launching a back-end trace, see Launch a
New Back-End Transaction Trace Session from an Existing One.

Tree View

The Tree View is a hierarchical view of the components of the currently selected transaction trace. Each component
represents a Java method or mainframe timing that the transaction completed. A component shows its duration and a
percent of the total transaction lifetime that that duration represents.

The front-end traces that are generated from an instrumented Java application have the usual components that represent
methods in the Java call stack. To drill down to the methods that invoked the back-end applications on the mainframe,
expand the call stack in the tree.

Note: For the back-end traces generated by the Cross-Enterprise APM agent on z/OS, the tree view does not represent
an actual Java call stack. Instead, it is a set of nested timings that are taken during processing of a CICS or IMS
transaction.

The hierarchical structure of the transaction traces generated when processing a CICS or an IMS transaction are as
follows.

The Transaction traces consist of a series of CICS and IMS components.

• CICS Transaction Traces
Provides information about how time was spent in CICS transactions. Tracing a CICS transaction produces a CICS
Suspend trace. If the transaction invokes DB2 queries, you also get a CICS DB2 trace.
The following property in the Cross-Enterprise_APM_Dynamic.properties file controls the generation of the CICS DB2
trace:

SYSVIEW.CICS.Transaction.Trace.DB2

The CICS Suspend trace has the following hierarchy of components as identified by their paths:

CICS Regions|region|transaction_name|task_number|Suspend|Transaction Lifetime

Dispatch Time

  Program Load Time

 Suspend Time

  <Optional suspend time components>

The CICS DB2 trace has the following hierarchy of components as identified by their paths:

CICS Regions|region|transaction_name|task_number|DB2|Transaction Lifetime

 Program program_name|SSID ssid|statement_type Stmt #statement_number

The CICS transaction traces have the following components:
• Transaction Lifetime

Indicates the total time or transaction lifetime that equals the sum of input, processing, and output time.
Note: For more information, see CICS Transaction Lifetime Component Properties.

• Dispatch Time
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Is a child of a Transaction Lifetime and represents time spent dispatched and doing work. The CPU time is the portion
of dispatch time when the task is using processor cycles.
Note: For more information, see CICS Dispatch Time Component Properties. 

• Program Load Time
Is a child of Dispatch Time that shows how long the program took to load.

• Suspend Time
Accompanies Dispatch Time and represents time that is wasted in waiting for system resources.
Suspend Time has extra child components representing nonoverlapping timings.
Suspend Time also includes various overlapping timings that cannot be represented as a hierarchy. These timings are
represented as properties in the lower pane of the Trace View tab.
Zero duration time properties and components are not represented.
Tip: High suspend times on a running transaction indicate an issue.
Note: For more information, see CICS Suspend Time Component Properties.

• IMS Transaction Trace
Specifies the information about how time was spent in an IMS transaction. Tracing an IMS transaction produces a
single trace.
The IMS trace has the following hierarchy of components  (identified by their paths):

IMS Subsystems|subsystem_name|Transaction|transaction_name|Transaction Lifetime

 Input Queue Time

 Process Time

optional_components

 Output Queue Time

The IMS transaction trace has the following components:
– Transaction Lifetime

The total time or transaction lifetime equals the sum of input, processing, and output time which are its child
components.
Note: For more information, see IMS Transaction Lifetime Component Properties.

– Input Queue Time
The amount of time the input transaction waited in the message queue before being scheduled.

– Process Time
Process Time has extra child components representing nonoverlapping timing events. These optional components
are IMS Monitor type events such as:
• IWAIT
• DL/1
• External Subsystem calls that occur during the transaction lifetime
A single optional child component that contains properties for Event Count and Maximum Event Time represent
multiple events. The Event Count property indicates the number of events. The Maximum Event Time property has
the duration of the slowest instance of the event.

– Output Queue Time
The amount of time the transaction output waited in the output message queue before being forwarded to its
destination.

Sequence View

The Sequence View tab displays the caller-callee relationship between the segments of a transaction. The view makes
the sequencing order of the calls visually apparent.

Use the Sequence View if any of the following conditions are true:
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• A transaction with asynchronous calls
• Call processes running on agents that are not synchronized in time with each other
• Complex synchronous calls across multiple JVMs or CLRs

CICS with MQ Trigger Message Example Using the Tree View

This example shows the results from the following filter selections.

• Duration time greater than 40 microseconds
• CICS/IMS communication method equals CICS with MQ Trigger Message

The following procedure explains how to analyze these trace results using the tree view.

Follow these steps:

1. Click the Tree View tab in the Transaction Trace Viewer window.
The tree structure of the web service transaction trace components appears.

2. Highlight the transaction trace component.
The properties that are associated with that component appear.

Web Services Example Using Large Duration Time

This example shows how to analyze a duration time using the Trace View. The duration time on the transaction trace
screen was set to time greater than 5000 milliseconds.

The Transaction Trace Viewer shows a front-end task with a 5063-millisecond duration.

The Trace View shows that the front-end transaction calls a correlated back-end CICS transaction. The CICS transaction
has a 3675-millisecond duration. Over 70 percent of the transaction time was spent waiting on completion of the CICS
transaction. Most of that time was spent with the program dispatched.
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CTG Example for High Suspend Time

This example shows how to analyze a high suspend time using the Trace and Tree Views.

The filter criteria that was used for this example was an event duration of 78. The results for this selected criteria follow.

Follow these steps:

1. Highlight the transaction with the high duration time.
2. Click the Trace View.
3. The Trace View opens displaying the correlated front end and back-end traces.

To diagnose the problem, select the Tree View tab. To see the  associated properties, highlight the transaction trace
component.
The following example shows that the CICS transaction spends 77 percent of its time suspended. The dispatch time is
longer than the run time. Correct this issue.
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Problematic Transaction for Unit of Work

If the transaction is problematic, use the Unit of Work ID to investigate the back-end transaction using CA SYSVIEW. The
CA SYSVIEW administrators can find the corresponding SMF record for this transaction using the CA SYSVIEW GUI.

The value in this field can be used to look up the associated SMF record in SYSVIEW.

• For the IMS transactions:

IMSTLOG UOW <value_of_Unit_of_Work_ID>;

• For the CICS transactions:

CTRANLOG; SELECT UOWID EQ <value_of_Unit_of_Work_ID>;

You can also view extra transaction trace events that show the transaction activity within the back-end system from the
Workstation. These events are produced from the Cross-Enterprise APM Agent running on the mainframe. The events are
correlated with traces generated from the front-end agent.

The CICS back-end trace events provide information about the performance of transactions that run on CICS. Trace
events provide the following information in the Trace Viewer to help you diagnose the problem:

• Transaction name
• Transaction lifetime
• CPU time
• Suspend time
• Dispatch time

The IMS back-end trace events provide information about the performance of transactions that run on IMS. Trace events
provide the following information in the Trace Viewer to help you diagnose the problem.
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Launch a New Back-End Transaction Trace Session from an Existing One

Correlating front-end and back-end traces can be challenging when the filter is not narrowed to include fewer traces.
When there is a heavy volume of traces, you can launch a new transaction trace session from an existing one. This
launch creates a back-end transaction trace session from the selected web service or CTG front-end transaction trace,
and makes correlation more likely.

Follow these steps:

1. Click the problematic web service or CTG front-end transaction trace, on the Transaction Trace Viewer.
2. Highlight the last item on the Trace View tab, right-click, and select Launch New Trace from the pop-up menu.

A New Transaction Trace Session window opens with populated fields from the front-end trace.
3. Click OK to view transactions that meet the specified criteria in the Transaction Trace Viewer window:

The returned trace is the correlated front-end and back-end trace.

Mainframe Transaction Trace Components Properties
The section describes the mainframe transaction trace components and properties the Cross-Enterprise APM agent
generates for the mainframe transactions.

The transaction traces are built from standard performance information in the SMF records generated by CA SYSVIEW®

Performance Management (CA SYSVIEW). The transaction traces consist of a series of components that help you
diagnose problems. Each component has properties with names and values.

Some components are permanent and appear in every trace, while others are optional to reduce the size of the traces.
These optional components appear in the trace only if they are in one of these two sets:

• The top ten longest non-zero duration components
• Components whose duration is greater than five percent of their parent component
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CICS Transaction Tracing

Transactions that run on a CICS region that have been traced generate a minimum of one CICS transaction trace. That
transaction trace, the CICS Suspend/Dispatch transaction trace, contains suspend and dispatch timings. If any program
participating in the transaction calls DB2, a second transaction trace, the CICS DB2 transaction trace, is generated. The
trace provides DB2 timings.

CICS Transaction Lifetime Component Properties

This section lists all of the properties of the CICS transaction lifetime component. CICS transaction lifetime is the root
component of every CICS transaction trace. Its child components are nested within it. Properties that can be filtered in the
Transaction Trace Session dialog list the filter name.

• ABEND Code
An ABEND code appears in the bottom pane of the Trace View only when a transaction ends abnormally.

• Applid
The network ID of the target CICS server.
Format: A string up to eight characters in length

• CrossProcessData
A UUID that is used for correlation and is applicable only to web service transaction tracers.
Format: A 32-byte UUID

• Communication Method
The communication method that is used to invoke the transaction:
– Web Service
– CTG Channel
– MQ Trigger Message
– HTTP
Filter: CICS/IMS communication method equals

• IscopeMQID
(WebSphere MQ series tracer only) A 48-byte hexadecimal string that is used for the correlation with multiple UUIDs.
The name and value are reversed for performance improvements on correlation.

• IscopeCTGID
A 32-byte UUID used for the correlation with only one UUID; used with the CTG CA SYSVIEW tracers only. The name
and value are reversed for performance improvements on correlation.

• Job Name (Server Name)
The region where the CICS transaction was processed.
Filter: CICS server name (CTG) equals

• Microsecond Lifetime
The transaction duration in microseconds.
Filter: CICS/IMS transaction lifetime lasting longer than

• Program Name
The name of the last executed program in the CICS region. If multiple programs were run in an extended transaction,
one component per program is a child of the dispatch component. Each child component has a Program Name
property listing the associated program
Filter: CICS program name (CTG) equals

• SMF SysId
The identifier of the system delivering the SMF records.

• SeqNoCrossProcessData
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The sequence ID of the correlation UUID.
• Task Number

Identifies this transaction task.

• Trace ID
The trace identifier, a unique value that is generated for each trace event.

• Trace Type
The transaction trace type.
– Normal

A normal trace that is taken during a transaction trace session. Alternatively, a trace that correlates with a sample
from another agent.

– Sampled
A sample trace that is taken because sampling is set. The sample trace appears in the Transaction Trace Viewer
pane as correlated traces.

• Transaction Name
The name of the transaction in the CICS region.
Filter: CICS transaction name (CTG) equals

• Transaction Processor
The transaction processor that ran the transaction.
– CICS

Transaction was run on CICS.
Filter: CICS/IMS transaction processor name equals

• Umbrella Name
The transaction ID of the umbrella transaction when it invokes this transaction.

• Umbrella Type
The type of the umbrella transaction if present.

• Unit of Work ID
The unit of work ID associated with the transaction. Use the contents of this field to find the associated SMF record in
CA SYSVIEW.
CICS transactions:

CTRANLOG; SELECT UOWID EQ <value_of_Unit_of_Work_ID>;

NOTE
The CA SYSVIEW administrators can find the corresponding SMF record for this transaction using the CA
SYSVIEW GUI.

• Web Service Name
The name of the web service that is used to execute this transaction. This property is applicable only to web service
transaction tracers.
Filter: CICS web service name equals

CICS Dispatch Time Component Properties

CICS Dispatch Time is a child component of the CICS Transaction Lifetime root component. Dispatch time contains a
single property:

• CPU Time
The portion of dispatch time when the task is using processor cycles.
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CICS Suspend Time Component Properties

CICS Suspend Time is a child component of the CICS Transaction Lifetime root component. Suspend time contains these
properties:

• CICS Exceptions Wait Time
The accumulated wait time from all the exception conditions.

• Java Suspend Time
The elapsed time over which the CICS dispatcher domain suspends the user task while running in the CICS Java
Virtual Machine (JVM).

• Java Time
The total elapsed time that the user task spent in the CICS Java Virtual Machine (JVM)

• Max Hot-Pooling TCB Delay Time
The elapsed time the user task waited to obtain a CICS Hot-Pooling TCB (H8 mode). The MAXHPTCBS system
parameter sets the time limit that the CICS system can wait. The HPJ-compiled Java programs that are defined with
HOTPOOL(YES) use the H8 mode open TCB exclusively.

• QR TCB Wait For Dispatch
The elapsed time the user task waited for the CICS QR mode TCB to dispatch the task again. QR TCB Wait For
Dispatch is defined as aggregate wait times between the following events:
– Wait event completes.
– CICS dispatcher domain on the QR mode TCB dispatches the user task again.

• Waiting To Run Time
The elapsed time the user task waited for the CICS dispatcher domain to dispatch the task again. Waiting To Run Time
is defined as aggregate wait times between the following events
– Wait event completes.
– CICS dispatcher domain dispatches the user task again.
Other optional child components appear under Suspend Time if they:
– Represent a portion of the suspend time.
– Use non-zero time.
– Are in the top ten components by usage.
– Represent more than 5 percent of the Transaction Lifetime.

CICS DB2 Statement Component Properties

CICS DB2 statement is a child component of the CICS Transaction Lifetime root component:

Program program_name|SSID db2_ssid|query_statement_type[ Stmt #number]

• program_name
A program that ran in the transaction.

• db2_ssid
The ID of the DB2 subsystem on which the query ran.

• query_statement_type
The type of query statement.

• number
(Optional) A statement number that the DB2 precompiler generates.
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The number is available when the value of the CA SYSVIEW PERFORMANCE-DATA-DB2-BY-STMT option is Yes. You
can change this option dynamically for one or more CICS regions through the CCONFIG or CICSSET command. You can
change the option permanently by updating the option in the CNM4BPRM(CICSOPTS) member.

NOTE

For information about CA SYSVIEW commands, see the CA SYSVIEW online help.

WARNING
Setting the PERFORMANCE-DATA-DB2-BY-STMT option to Yes can potentially produce a large amount of
data.

This component contains the following properties:

• Average Time
The average time spent executing the DB2 statement.

• Maximum Time
The maximum time spent on a single run of a DB2 statement. The time includes both suspend and dispatch timings.

• Program Name
The program that executed the DB2 statement.

• Request Count
The number of times the program executed the DB2 statement from the indicated statement number. (If statement
numbers are disabled, this value is the number of times any DB2 statement of the indicated type was executed in the
program.) If the program ran multiple times within a transaction, then this value is cumulative.

• SSID
The ID of the DB2 subsystem on which the DB2 statements were executed.

• Statement Number
(Optional) A statement number that the DB2 precompiler generates (if configured).

• Statement Type
The type of DB2 statement.

NOTE
For a complete list of DB2 statements, see the IBM DB2 for z/OS SQL Reference.

• Total Time
The total time spent on all the DB2 statements executed. The time includes both suspend and dispatch timings.

IMS Transaction Lifetime Component Properties

This section lists all the properties of the IMS Transaction Lifetime component. IMS Transaction Lifetime is the root
component of every IMS transaction trace. Its child components are nested within it. Properties that can be filtered in the
Transaction Trace Session dialog list the filter name.

• – ABEND Code
The ABEND code when a transaction ends abnormally. The code, if displayed, appears on the bottom pane of the
Trace View.

• – Communication Method
The communication method that is used to invoke the transaction:
• MQ IMS Bridge
• MQ IMS Adapter

Filter: CICS/IMS communication method equals

• – CPU Time
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The CPU time the dependent region uses to process the transaction in microseconds. The percentage of the spent
Transaction Lifetime or Process time on the CPU is displayed in parentheses.

• – IscopeMQID
(WebSphere MQ series tracers only) Specifies a 48-byte hexadecimal string that is used for the correlation with
multiple UUIDs. The name and value are reversed for performance improvements on correlation.

• – Job Name (Dependent Region)
The dependent region job name of the IMS-dependent region that processed the transaction.
Filter: IMS job name equals

• – LTerm Name
The logical terminal name that is associated with this instance of the transaction.

• – Microsecond Lifetime
The duration of the Transaction Lifetime in microseconds.
Filter: CICS/IMS transaction lifetime lasting longer than

• – PSB Name
The program specification block (PSB) name that is associated with the transaction.
Filter: IMS PSB name equals

• – Region ID
The PST ID associated with the IMS-dependent region that processed the transaction.

• – Trace Type
The transaction trace type.

• – Normal
A normal trace is taken during a transaction trace session. Alternatively, a trace that correlates with a sample from
another agent.

• – Sample
A sample trace is taken because sampling is set. The sample trace appears on the Transaction Trace Viewer pane
as correlated traces.

• – Transaction Class
The transaction class where the transaction was scheduled.

• – Transaction ID
The transaction name
Filter: IMS transaction ID equals

• – Transaction Origin
The origin which can be either Shared Queues, OTMA, APPC, LOCAL, or the bit settings in the record description.

• – Transaction Priority
The priority at which the transaction was dispatched.

• – Transaction Processor
The transaction processor that ran the transaction.

• – IMS
Transaction was run on IMS.Filter: CICS/IMS transaction processor name equals

• – Transaction Type
The transaction types.

 107



 CA Cross-Enterprise Application Performance Management 10.2

• – • A - Program ABEND
• B - Processing restarted
• C - Conversational send/receive
• D - Transmit only conversations
• F - FORMAT entered
• M - Message switch
• O - Region Occupancy
• P - Program switch
• Q - Transmit only program switch
• R - Program running at ABEND
• S - Send/Receive processing
• T - Transmit only
• X - Conversational program switch
• Y - Transmit only conversational program switch
• Z - Transaction IMLB time-out

• – Unit of Work ID
The unit of work ID associated with the transaction. Use the contents of this field to find the associated SMF record
in CA SYSVIEW.

IMS transactions:

IMSTLOG UOW <value_of_Unit_of_Work_ID>;

• – User ID
The user ID associated with this instance of the transaction.
Filter: user ID

IMS Process Time Component Properties

This section lists all properties of the IMS Process Time child component. Process Time is a child component of the IMS
transaction lifetime root component.

• CPU Time
The CPU time the dependent region uses to process the transaction in microseconds. The percentage of the Process
Time spent on CPU is in parentheses.

IMS Optional Component Properties

This section lists all IMS optional component properties of the Process Time child component. Process Time is a child
component of the IMS transaction lifetime root component. The Optional Components are IMS Monitor type events such
as:

• IWAITs
• DL/1
• External Subsystem calls that occur during the transaction lifetime.

A single component represents each event type. These properties exist only if more than one event has occurred.

• Event Count
Specifies the longest duration of any event of this type.

• Maximum Event Time
Specifies the number of times the event occurred during the processing of the transaction.
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CTG Transaction Trace Components Properties
This section describes the components and properties added to Java traces by the CTG CA SYSVIEW Tracer.

CTG Tracing Properties

The use of the class method com.ibm.ctg.client.JavaGateway.flow() by an instrumented application generates the CTG
flow method trace component. Properties that can be filtered in the Transaction Trace Session dialog list the filter name.

Requests of the type com.ibm.ctg.client.CicsCpRequest have the following properties:

• CTG Request Class class name Default: com.ibm.ctg.client.CicsCpRequest
• CTG Request Type

Code Page
• Method

The method name is always equal to flow.

Requests of the type com.ibm.ctg.client.ECIRequest have the following properties:

• Communication Method communication method
– CTG Channel
– CommArea Static
– CommArea Dynamic
Filter: CICS/IMS communication method equals

• Correlation UUID correlation UUID:IScopeCTGID
Properties with this value have a name that specifies a UUID used for correlation. The value is applicable only to
CTG transaction traces. A different UUID is used for each CTG transaction, with multiple calls to a single extended
transaction using one UUID.Format: The name is a 32-byte UUID, and the value is IScopeCTGID.

• Class
The instrumented class is com.ibm.ctg.client.JavaGateway

• CTG Extend Mode  extend mode
The value that is used in the method call for the ECIRequest.Extend_Mode. Possible values are:
– ECI_BACKOUT—The transaction is being backed out.
– ECI_COMMIT—The transaction is being committed.
– ECI_EXTENDED—This value indicates one program call in an extended transaction.
– ECI_NO_EXTEND—This value indicates the first program call in a nonextended transaction or the last in an

extended transaction that is committing.
• CTG Server Name  server

The host name of the connected CTG Server.Default:  server
• CTG Request Classclass name  Default: com.ibm.ctg.client.ECIRequest
• Method

The instrumented method name is always equal to 'flow'.
• Program Name  program name

The name of the transaction that is invoked on the CTG Server. This property does not exist for backout and commit
calls.Filter: CICS program name (CTG) equals.

• Transaction Name
The name of the transaction that is invoked on the CTG Server.Filter: CICS transaction name (CTG) equals.

• User ID user
This property only exists if a user ID is set.Filter: User ID equals.

Requests of the type com.ibm.ctg.client.EPIRequest have the following properties:

• Class
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The instrumented class com.ibm.ctg.client.JavaGateway
• CTG Request Class class name Default: com.ibm.ctg.client.EPIRequest
• CTG Request Type

EPI
• CTG Server nameserver
• Method

The instrumented method name is always equal to "flow."
• Transaction Name  transaction ID
• User ID  user

This property only exists if a user ID is set.Filter: User ID equals.

Requests of the type com.ibm.ctg.client.ESIRequest have the following properties:

• Class
The instrumented class com.ibm.ctg.client.JavaGateway.

• CTG Request Class  class name Default: com.ibm.ctg.client.ESIRequest
• CTG Request Type

ESI
• Method

The instrumented method name is always equal to "flow."
• Server Name  server
• User ID  user

This property only exists if a user ID is set.Filter: User ID equals.

Requests of the type com.ibm.ctg.client.XARequest have the following properties:

• Class
The instrumented class is com.ibm.ctg.client.JavaGateway

• CTG Request Class  class name Default: com.ibm.ctg.client.XARequest
• CTG Request Type

XA
• Method

The instrumented method name is always equal to "flow."
• Server Name  server
• User ID  user

This property only exists if a user ID is set.
• XA Request Type

Has the following values:
– XA_START
– XA_END
– XA_PREPARE
– XA_COMMIT
– XA_ROLLBACK
– XA_FORGET
– XA_RECOVER
– CLEANUP

Blame Point Metrics

The blame point metrics that the CTG CA SYSVIEW Tracer generates are in the following folders, depending on the
request type:
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• Requests of the type com.ibm.ctg.client.CicsCpRequest are in the folder Backends | CTG Code Page.
• Requests of the type com.ibm.ctg.client.ECIRequest are in the one of the following folders:

– Backends | CTG ECI server server program program folder
– Backends | CTG ECT server server ECI_COMMIT folder
– Backends | CTG ECI server server ECI_BACKOUT folder

• Requests of the type com.ibm.ctg.client.EPIRequest are in the folder Backends | CTG EPI server server transaction
transaction.

• Requests of the type com.ibm.ctg.client.ESIRequest are in the folder Backends | CTG ESI server server.
• Requests of the type com.ibm.ctg.client.XARequest are in the folder Backends | CTG XA server server XA request

type with the following XA request types:
– XA_START
– XA_END
– XA_PREPARE
– XA_COMMIT
– XA_ROLLBACK
– XA_FORGET
– XA_RECOVER
– CLEANUP

• All other request types are in the Backends | CTG Unknown folder.

HTTP Transaction Trace Components Properties
The section describes the components and properties added to Java traces by the HTTP CA SYSVIEW Tracer. Each of
the transaction trace components and its properties are described.

HTTP Servlet Tracing Properties

Any subclass of HTTPServlet generates the HTTP Servlet component when one of the methods doGet(), doPut(),
doPost() or doDelete() is called. Properties that can be filtered in the Transaction Trace Session dialog list the filter name.

• Class
The class that implemented the HTTPServlet class.

• CrossProcessData
A UUID that is used for correlation and is applicable only to HTTP transaction tracers.
This property appears only if this component is the root component.
Format: A 32-byte UUID

• Communication Method
The communication method that is used to invoke the transaction. This value is always set to HTTP.
Filter: CICS/IMS communication method equals

• Method
The called method that was instrumented and which caused the component to be inserted.
Values: doGet, doPut, doPost, and DoDelete

• SeqNoCrossProcessData
The sequence ID of the correlation UUID.
This property appears only if this component is the root component.

• Trace ID
The trace identifier, a unique value that is generated for each trace event.
This property appears only if this component is the root component.
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• Trace Type
The transaction trace type.
This property appears only if this component is the root component.

• – Normal
A normal trace that is taken during a transaction trace session.
Alternatively, a trace that correlates with a sample from another agent.

– Sampled
A sample trace that is taken because sampling is set. The sample trace appears in the Transaction Trace Viewer
pane as correlated traces.

• URL
The URL of the servlet. The leading protocol specifier, computer name, and port number are not included.
Example: /HTTPTest/servlet/FrontEndClient
Filter: URL (from the drop-down list
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URL Connection Tracing Properties

This section lists all of the properties of the URLConnection Tracing component. Any subclass of URLConnection or
HttpURLConnection generates the URLConnection Tracing component when the method that implements setDoOutput ()
is called. Properties that can be filtered in the Transaction Trace Session dialog list the filter name.

• Class
The class that implemented the URLConnection or HttpURLConnection class.

• Communication Method
The communication method that is used to invoke the transaction. This value is always HTTP.
Filter: CICS/IMS communication method equals

• Method
The called method that was instrumented and which caused the component to be inserted. This value is always
setDoOutput.

• URL
The URL being invoked. The leading protocol specifier, computer name, and port number are not included.
Example: /CICS/CWBA/DFJ$JWB1
Filter: URL (from the drop-down list)

APM Team Center
Beginning with release 10.2, certain mainframe components can be displayed in the APM Team Center (ATC) user
interface.
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This section provides information specific to mainframe components only. For general documentation about APM Team
Center, see the APM Team Center section in the APM documentation.

Supported Components and Relationships

The APM Team Center user interface supports three types of mainframe components:

• CICS regions
• IMS subsystems
• DB2 subsystems

Any of these components that are monitored by Cross-Enterprise APM and that are part of instrumented transactions
will be displayed in APM Team Center. For details on how to instrument them, see the How to Trace Cross-Process
Transactions.

All supported components have a default selection of metrics and alerts relevant to their status attached out of the box.

Apart from the common basic attributes that are assigned to all ATC components mainframe components have some
additional attributes or attributes with specific meaning. They are listed below.

The following table shows the basic attributes specific to CICS region components:

Attribute Meaning
jobName CICS jobname
applid The CICS-specific VTAM application ID

The following table shows the basic attributes specific to IMS subsystem components:

Attribute Meaning
applicationName IMS subsystem name

The following table shows the basic attributes specific to DB2 subsystem components:

Attribute Meaning
SSID DB2 subsystem id

The set of relationships supported for mainframe components is based on the available Cross-Process instrumentation
capabilities and includes:

• Call to a CICS region initiated through a CICS Transaction Gateway server.
• Call to a CICS region through its Web Service connection.
• Call to a CICS region or IMS subsystem initiated through WebSphere MQ.
• DB2 operations initiated by a CICS transaction.

Known Limitations

Relationships Between Mainframe Components

There are limitations to how relationships involving mainframe components are shown in specific scenarios.

For client calls to CICS that go through a CICS Transaction Gateway that is itself instrumented and represented in APM
Team Center, there will be one relationship between the client component and the CICS component and another, separate
relationship between the client and the CTG component. No relationship between the CTG component and the CICS
component will be shown.
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For transactions involving calls to multiple CICS or IMS components, the relationships will not be always shown properly.
In these cases, the relationships will be based on timing information that is not always accurate. As a consequence, the
overall structure might include relationships that do not exist directly.

Differential Controls

Due to current Cross-Enterprise APM agent limitations, differential control definitions based on standard Cross-Enterprise
APM metrics do not always behave correctly.

In order to support differential control alerts attached to mainframe ATC nodes, the mainframe differential controls shipped
with the product use a separate set of metrics generated specifically for this purpose. These metrics reside under the
Differential Control metric folder and should not be used for any other purpose because they might be removed in a future
release.
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Reference
This section contains information about dashboards, metrics, reports, and messages, and includes the following
subsections:

• CA Cross-Enterprise APM Dashboards
An overview of the out-of-the-box dashboards that you can view in the console

• Metrics
An overview of the metrics collected by CA Cross-Enterprise APM that you can use for identifying problems

• MVS MessagesDetails of messages sent to the MVS message console
• Useful CA SYSVIEW Commands

A quick reference to CA SYSVIEW commands for CA Cross-Enterprise APM users

CA Cross-Enterprise APM Dashboards
CA Cross-Enterprise Application Performance Management provides a series of out-of-the-box dashboards that you can
view in the console. These dashboards include:

• Cross-Enterprise APM: Mainframe Health Overview
Provides general system status at a glance.

• Cross-Enterprise APM: z/OS System Health
Displays key metrics to help identify problems with the health of the z/OS system.

• Cross-Enterprise APM: CICS Regions Health
Displays the metrics that report on the health of the CICS regions.

• Cross-Enterprise APM: CICS Transaction Groups Details
Displays the metrics that report CICS transaction groups details.

• Cross-Enterprise APM: IMS Subsystems Health
Displays the metrics that report on the health of the IMS subsystems.

• Cross-Enterprise APM: IMS Transaction Groups
Displays the metrics that report on the health of the IMS transaction groups.

• Cross-Enterprise APM: DATACOM Address Spaces Health
Displays the metrics that report on the health of the DATACOM address spaces.

• Cross-Enterprise APM: Websphere MQ Queue Managers Health
Displays the metrics that report on the health of the WebSphere MQ queue managers.

• Cross-Enterprise APM: Websphere MQ Queues Health
Displays the metrics that report on the health of the WebSphere MQ queues.

• Cross-Enterprise APM: TCPIP Stacks Health
Displays the metrics that report on the health of the TCPIP stacks.

• Cross-Enterprise APM: DB2 z/OS Performance Overview
Provides an overview of the health of all monitored DB2 subsystems.

• Cross-Enterprise APM: DB2 z/OS Subsystem Information
Displays environmental information about each monitored DB2 subsystem.

• Cross-Enterprise APM: DB2 z/OS CPU Activity
Displays the CPU usage information from each monitored DB2 subsystem.

• Cross-Enterprise APM: DB2 z/OS Buffer Pool Activity
Displays the metrics that show how buffer pools are being utilized in each monitored DB2 subsystem.

• Cross-Enterprise APM: DB2 z/OS EDM Pool Activity
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Displays the metrics that show how the EDM pools are performing in each monitored DB2 subsystem.
• Cross-Enterprise APM: DB2 z/OS Lock Activity

Displays database lock processing metrics from each monitored DB2 subsystem.
• Cross-Enterprise APM: DB2 z/OS Log Activity

Displays transaction log metrics from each monitored DB2 subsystem.
• Cross-Enterprise APM: DB2 z/OS Workload

Displays summary workload performance metrics from each monitored DB2 subsystem (including SQL processing
metrics).

• Cross-Enterprise APM: DB2 z/OS More Information
Displays summary metrics such as work file shortages, RID and Starjoin pool failures, and data set allocation
percentages from each monitored DB2 subsystem.

• Cross-Enterprise APM: DB2 z/OS Data Sharing Groups
Displays summary metrics from each monitored DB2 Data Sharing Group.

Mainframe Health Dashboards
This section provides an overview of CA Cross-Enterprise Application Performance Management mainframe health
dashboards.

Mainframe Health Overview Dashboard
This dashboard offers a quick view of the health of the entire z/OS environment that CA Introscope® monitors. The
dashboard shows alert indicators that report the status for the dashboards available from the Overview dashboard. To
open the corresponding dashboards, double-click the alert indicator.

The following table identifies the dashboard alert indicators and corresponding dashboards that are monitored on this
dashboard:

Dashboard alert indicator Dashboard
z/OS System Health - LPAR Status Cross-Enterprise APM: z/OS System Health as it relates to LPAR

Status.
z/OS System Health - WLM Service Goals Cross-Enterprise APM: z/OS System Health as it relates to

Workload Management Service Goals.
CICS Regions Health Cross-Enterprise APM: CICS Regions Health
Websphere MQ Health Cross-Enterprise APM: Websphere MQ Queue Managers Health
IMS Subsystems Health Cross-Enterprise APM: IMS Subsystems Health
DATACOM Address Spaces Health Cross-Enterprise APM: DATACOM Address Spaces Health
TCPIP Stacks Health Cross-Enterprise APM: TCPIP Stacks Health

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: Mainframe Health Overview from
the Dashboard drop-down list. Double-click any of the status indicators and the corresponding dashboard opens.

z/OS System Health Dashboard

This dashboard displays the following key metrics to help identify problems with the health of the z/OS system:

• LPAR Status alert indicator
• LPAR Status
• Alerts Unacknowledged Problem and Warning Counts graph
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NOTE
The graph only shows the unacknowledged problem and warning counts, not the total unacknowledged
count.

• Workload Manager Service Goals
• Degradation Delay Analysis
• Common Storage Area (CSA %)
• Extended Storage Area (ECSA %)
• z/OS CP Busy (%)
• z/OS LPAR CP Busy (%)
• Tasks Ready To Dispatch
• I/O Rate Per Second

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: z/OS System Health from the
Dashboard drop-down list.

CICS Regions Health Dashboard

This dashboard displays the following key metrics to help identify problems with the health of CICS regions:

• CICS Regions Status alert indicator
Displays the regions status value for all metrics.

• CICS Regions Monitoring alert indicator
Displays the region monitoring value metrics for all regions.

• CICS Region Statuses
Displays the regions status value for the top ten CICS regions.

• CICS Alerts Unacknowledged Problem and Warning Counts graph

NOTE
The graph only shows the unacknowledged problem and warning counts, not the total unacknowledged
count.

• Average CPU Time Per Transaction (µs)
• Average Lifetime Per Transaction (µs)
• Average Suspend Time Per Transaction (µs)
• Transactions Per Second

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: CICS Regions Health from the
Dashboard drop-down list.

CICS Transaction Groups Details Dashboard

This dashboard displays the following key metrics to help identify problems with CICS transaction groups:

• Average CPU Time Used (µs)
• Average Lifetime (µs)
• Average Suspend Time (µs)
• Transaction Rate (Last System Interval)

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: CICS Transaction Groups from the
Dashboard drop-down list.

IMS Subsystems Health Dashboard

This dashboard displays the following key metrics to help identify problems with the health of the IMS subsystems:
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• IMS Subsystems Status alert indicator
• Transactions Rate Per Second
• Average Lifetime Per Transaction (µs)
• Transaction Queue Depth
• Average Input Queue Time Per Transaction (µs)
• Average CPU Time Per Transaction (µs)
• Average Processing Time Per Transaction (µs)
• Average Output Queue Time Per Transaction (µs)

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: IMS Subsystems Health from the
Dashboard drop-down list.

IMS Transaction Groups Health Dashboard

This dashboard shows the top ten for the following metrics in the IMS transaction groups:

• Transaction Rate Per Second
• Average Input Queue Time Per Transaction (µs)
• Average Processing Time Per Transaction (µs)
• Average Output Queue Time Per Transaction (µs)
• Average Lifetime per Transaction (µs)
• Average CPU Time Per Transaction (µs)

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: IMS Subsystems Health from the
Dashboard drop-down list.

CA Datacom Address Spaces Health Dashboard

This dashboard displays the following key metrics to help identify problems with the health of CA Datacom address
spaces:

• CA Datacom Address Spaces Status alert indicator
• CA Datacom Address Space Statuses
• CPU Time Per Interval (µs)
• Executed I/O Operations Count Per Interval

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DATACOM Address Spaces from
the Dashboard drop-down list.

Queue Managers Health Dashboard

This dashboard displays the following key metrics to help identify problems with the health of WebSphere MQ queue
managers:

• WebSphere MQ Queue Managers Status alert indicator
• WebSphere MQ Queues Full Status alert indicator
• MQ Alerts Unacknowledged Problem and Warning Counts graph

NOTE
The graph only shows the unacknowledged problem and warning counts, not the total unacknowledged
count.

• CPU Time Per Interval (µs)
• WebSphere MQ Queue Manager Statuses
• Executed I/O Operations Count Per Interval

 119



 CA Cross-Enterprise Application Performance Management 10.2

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: Websphere MQ Queue Managers
Health from the Dashboard drop-down list.

Websphere MQ Queues Health Dashboard

This dashboard displays the following key metrics to help identify problems with the health of WebSphere MQ queues:

• Queues Full Status
• Current Queue Depth %
• Open Input Count
• Open Output Count
• Queue Time (short-term average)
• Queue Time (long-term average)

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: Websphere MQ Queues Health
from the Dashboard drop-down list.

TCPIP Stacks Health Dashboard

This dashboard displays the following key metrics to help identify problems with the health of TCP/IP stacks:

• TCPIP Stacks Status alert indicator
• TCPIP Stack Statuses
• CPU Time Per Interval (µs)
• Executed I/O Operations Count Per Interval

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: TCPIP Stacks Health from the
Dashboard drop-down list.

DB2 z/OS Dashboards
This section provides an overview of CA Cross-Enterprise Application Performance Management DB2 z/OS dashboards.

DB2 z/OS Performance Overview Dashboard

This dashboard offers a quick view of the health of all DB2 for z/OS subsystems that CA Introscope® monitors. The
dashboard shows alert indicators that report the status for the dashboards available from this Overview dashboard. To
open the corresponding dashboards, double-click the alert indicator.

The following table identifies the dashboard alert indicators and corresponding dashboards that are monitored on this
dashboard:

Dashboard alert indicator Dashboard
DB2 Subsystems Cross-Enterprise APM: DB2 z/OS Subsystem Information
CPU Activity Cross-Enterprise APM: DB2 z/OS CPU Activity
Buffer Pool Activity Cross-Enterprise APM: DB2 z/OS Buffer Pool Activity
EDM Pool Activity Cross-Enterprise APM: DB2 z/OS EDM Pool Activity
Lock Activity Cross-Enterprise APM: DB2 z/OS Lock Activity
Log Activity Cross-Enterprise APM: DB2 z/OS Log Activity
Workload Cross-Enterprise APM: DB2 z/OS Workload
More Information Cross-Enterprise APM: DB2 z/OS More Information
Data Sharing Group Cross-Enterprise APM: DB2 z/OS Data Sharing Groups
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To view the dashboards from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS Performance Overview
from the Dashboard drop-down list.

Double-click any of the status indicators opens its corresponding dashboard.

To navigate to the Mainframe Health Overview dashboard, double-click the Mainframe Health Overview in the upper right-
hand corner.

DB2 z/OS Subsystem Information Dashboard

This dashboard displays the following information for each monitored DB2 for z/OS subsystem:

• Subsystem availability
• Total warning exceptions
• Total critical exceptions

For more information, see DB2 z/OS Subsystems Metric Categories.

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS Subsystem Information
from the Dashboard drop-down list.

DB2 z/OS CPU Activity Dashboard

This dashboard displays the following information for each monitored DB2 for z/OS subsystem:

• Total DB2 CPU Percentage
• MSTR CPU Percentage
• DBM1 CPU Percentage
• IRLM CPU Percentage
• MSTR CPU Usage (CP and zIIP)
• DBM1 CPU Usage (CP and zIIP)
• IRLM CPU Usage (CP and zIIP)
• DDF CPU Usage (CP and zIIP)

For more information, see the Subsystem CPU metrics.

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS CPU Activity from the
Dashboard drop-down list.

DB2 z/OS Buffer Pool Activity Dashboard

This dashboard displays the following information for each monitored DB2 for z/OS subsystem:
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• Page Read Efficiency
• Prefetch Failures
• Page Write Efficiency
• Page Write Requests
• Synchronous I/O
• Asynchronous Writes
• Available Pages Percentage
• Buffer Pool Size
• Prefetch I/O
• Prefetch Reads
• Page Get Requests
• Prefetch Requests
• Group Buffer Pool Statistics

– Page Read Efficiency
– Page Data Reads
– Page Empty Reads
– Write Failures

For more information, see the Buffer Pool and Group Buffer Pool metrics.

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS Buffer Pool Activity from
the Dashboard drop-down list.

DB2 z/OS EDM Pool Activity Dashboard

This dashboard displays the following information for each monitored DB2 for z/OS subsystem:

• EDM Pool Full Failures
• DBD Pool Full Failures
• Statement Pool Full Failures
• Cursor Table Load Percentage
• Package Table Load Percentage
• DBD Load Percentage
• Dynamic Statement Load Percentage
• DBD Pool Free Pages
• Statement Pool Free Pages
• DBD Pool Available Percentage
• Skeleton Package Table Available Percentage
• Skeleton Cursor Table Pages
• Skeleton Package Table Pages

For more information, see the EDM Pool metrics.

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS EDM Pool Activity from
the Dashboard drop-down list.

DB2 z/OS Lock Activity Dashboard

This dashboard displays the following information for each monitored DB2 for z/OS subsystem:
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• Deadlocks
• Timeouts
• Local Suspensions
• Global Suspensions
• Local Requests
• Global Requests
• Escalations

For more information, see the Locks metrics.DB2 z/OS Subsystems Metric Categories

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS Lock Activity from the
Dashboard drop-down list.

 

DB2 z/OS Log Activity Dashboard

This dashboard displays the following information for each monitored DB2 for z/OS subsystem:

• Active Log Space Available Percentage
• Checkpoints
• Minutes Between Checkpoints
• Active Reads
• Archive Reads
• Unavailable Buffer Waits
• Write Forced
• Write Waits
• Write No Waits

For more information, see the Log Activity metrics.

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS Log Activity from the
Dashboard drop-down list.

DB2 z/OS Workload Dashboard

This dashboard displays the following information for each monitored DB2 for z/OS subsystem:

• Maximum Users Percentage
• Maximum TSO Users Percentage
• Maximum Batch Users Percentage
• Maximum Remote Users Percentage
• Current Threads
• Maximum Threads
• Queued Create Thread Requests
• Create Thread Requests
• Single Phase Commits
• Aborts
• Select / Open Requests
• Insert / Update / Delete Requests
• Distributed SQL Activity
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– SQL Statements Sent
– SQL Statements Received
– Rows Sent
– Rows Received

For more information, see the Workload and Distributed Activity metrics.

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS Workload Activity from
the Dashboard drop-down list.

DB2 z/OS More Information Dashboard

This dashboard displays the following information for each monitored DB2 for z/OS subsystem:

• Dataset Open Percentage
• 4k Workfile Shortages
• 32k Workfile Shortages
• RID Pool Failures
• Starjoin Pool Failures
• Current Starjoin Pool Used Percentage
• Maximum Starjoin Pool Used Percentage
• Current Starjoin Pool Size
• Maximum Starjoin Pool Size

For more information, see the Misc (DB2 z/OS Subsystems).DB2 z/OS Subsystems Metric Categories

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS More Information from
the Dashboard drop-down list.

DB2 z/OS Data Sharing Groups Dashboard

This dashboard displays the following information for each monitored DB2 for z/OS Data Sharing Group:

• Data Sharing Group availability
• Total DB2 CPU Usage
• Page Read Efficiency
• EDM Pool Full Failures
• DBD Pool Full Failures
• Statement Pool Full Failures
• Deadlocks
• Timeouts
• 4k Workfile Shortages
• 32k Workfile Shortages
• Total Warning Exceptions
• Total Critical Exceptions
• MSTR CPU Usage (CP and zIIP)
• Group Buffer Pool Page Read Efficiency
• Group Buffer Pool Write Failures
• Current Thread Count
• Queued Create Thread Requests
• RID Pool Failures
• Starjoin Pool Failures
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For more information, see DB2 z/OS Data Sharing Group Metric Categories.

To view the dashboard from the CA Introscope console, select Cross-Enterprise APM: DB2 z/OS Data Sharing Groups
from the Dashboard drop-down list.

 

Metrics
Use metrics for identifying problems. You can view the metrics using CA Introscope® Workstation.

Metrics collected by CA Cross-Enterprise APM are split into the following major categories:

• CA SYSVIEW Metric Categories
• DB2 z/OS Subsystems Metric Categories
• DB2 z/OS Data Sharing Group Metric Categories

There are also some metrics that are not part of any category. You can find the following metrics directly under the agent
name in the metrics tree in the CA Introscope® Workstation:

• Polling Interval (sec)
Reports the polling interval used for CA SYSVIEW metrics. This value corresponds to the value of the
SYSVIEW.update.interval configuration option. This metric only appears if CA SYSVIEW metrics collection is enabled
using the SYSVIEW.Metrics.collect configuration option.

• DB2 Polling Interval (sec)
Reports the polling interval used for CA SYSVIEW for DB2 metrics. This corresponds to the value of the
SYSVDB2.update.interval configuration option. This metric only appears if CA SYSVIEW for DB2 metrics collection is
enabled using the SYSVDB2 .metrics.collect configuration option.

NOTE
For information about the GC Heap and Host metrics, see the APM Workstation section of the CA Application
Performance Management documentation.

WARNING

A set of metrics for defining differential controls is also situated at the following location in the folder structure:
Differential Control|<metric>. These metrics are designed for internal use within differential control definitions
and should not be used for any other purpose as they might be removed in a future release.

About CTG CA SYSVIEW Tracer Metrics

With the CTG CA SYSVIEW tracer, you receive metrics concerning CTG calls that are made by the application. These
blame-point metrics are known as backends of the frontend metrics. They also appear on the triage map.

The backend metrics for the sockets (host/port pairs) that are used to communicate with the CTG server also appear. The
CTG backend metrics also appear under Called Backends for any frontends that call it.
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Participation in the Application Map is as a backend with the same naming convention for the vertex.

On the Workstation Triage Map, you can view the backend by selecting the front end that calls it. A frontend must be
generated to see this backend. Some pbd must define frontend metrics for some method that in turn calls the method
com.ibm.ctg.client.JavaGateway.flow().
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On the map, the circular green icons that the arrows point to indicate that the metrics exist. These metric icons can be
used to access blame-point metrics for the call to the method com.ibm.ctg.client.JavaGateway.flow(). These metric icons
appear only when the application is up and the agent is connected to the EM. Mouse over the metric icon to view the
metrics.

CA SYSVIEW Metric Categories
You can collect metrics from a single instance of CA SYSVIEW® Performance Management (CA SYSVIEW). The agent
must be running on the same LPAR as that instance is running.

The configuration file, Cross-Enterprise_APM_Dynamic.properties, has configuration properties for the collection (yes,
no) or regex (regular expression) for each metric category. The properties that end with ‘.collect’ control whether the
associated CA SYSVIEW command is executed at all. The properties that end with ‘.regex’ can be set to the following
values:

• Blank to prevent the collection
• Regular expression to filter the queue managers, queues, address spaces, subsystems, or regions to collect

Within the regex value, you can also use selection criteria wildcards. For example, regex=CQ* gathers only those
regions beginning with the letters CQ.

If the collection for a metric category is enabled, then you can also specify the frequency of collection using the skip
interval properties.

The configuration file has specific examples and helping instructions that are contained within the file.

Each monitored CA SYSVIEW subsystem reports metrics. The metric categories are as follows:

z/OS Metrics
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Folders:

• – z/OS Metrics
– z/OS Metrics|Paging
– z/OS Metrics|Processor
– z/OS Metrics|Status
– z/OS Storage

Configuration properties:

• – SYSVIEW.ZOS.Metrics.collect=yes
– SYSVIEW.ZOS.Skip.Intervals=0

z/OS Alerts

Folders:

• – z/OS Metrics|Alerts

Configuration properties:

• – SYSVIEW.ZOS.Alerts.Metrics.collect=yes
– SYSVIEW.ZOS.Alerts.Skip.Intervals=0

z/OS Degradation Delay Analysis

Folders:

• – z/OS Metrics|Degradation Delay Analysis

Configuration properties:

• – SYSVIEW.ZOS.Delays.Metrics.collect=yes
– SYSVIEW.ZOS.Delays.Skip.Intervals=0

z/OS Workload Manager Service Goals

Folders:

• – z/OS Metrics|Workload Manager Service Goals

Configuration properties:

• – SYSVIEW.ZOS.WLM.Metrics.collect=yes
– SYSVIEW.ZOS.WLM.Skip.Intervals=0

CICS Regions

Folders:

• – CICS Regions|<region name>
– CICS Regions|<region name>|Dynamic Storage Area
– CICS Regions|<region name>|Status

Configuration properties:

• – SYSVIEW.CICS.Regions.regex=*
– SYSVIEW.CICS.Skip.Intervals=0

CICS Transaction Groups

Folders:

• – CICS Regions|<region name>|Transaction Groups|<Group name>
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Configuration properties:

• – SYSVIEW.CICS.TransactionGroups.regex=*
– SYSVIEW.CICS.Skip.Intervals=0

CICS Alerts

Folders:

• – CICS Regions
Metrics
• Unacknowledged Alert Count
• Unacknowledged Problem Count

– CICS Regions|<region name>|Alerts

Configuration properties:

• – SYSVIEW.CICS.Alerts.Regions.regex=*
– SYSVIEW.CICS.Alerts.Skip.Intervals=0

CICS Degradation Analysis

Folders:

• – CICS Regions|<region name>|Degradation Analysis|<Resource>

Configuration properties:

• – SYSVIEW.CICS.Degradation.Regions.regex=*
– SYSVIEW.CICS.Degradation.Skip.Intervals=0

DATACOM Address Spaces

Folders:

• – DATACOM Address Spaces|<address space name>

Configuration properties:

• – SYSVIEW.Datacom.Address.Space.regex=*
– SYSVIEW.Datacom.Address.Space.Skip.Intervals=0

 IMS Subsystems

Folders:

• – IMS Subsystems|<subsystem name>
– IMS Subsystems|<subsystem name>|Configuration Properties
– IMS Subsystems|<subsystem name>|Status

Configuration properties:

• – SYSVIEW.IMS.Subsystem.regex=*
– SYSVIEW.IMS.Subsystem.Skip.Intervals=0

IMS Transaction Groups

Folders:

• – IMS Subsystems|<subsystem name>|Transaction Groups|<group name>

Configuration properties:
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• – SYSVIEW.IMS.TransactionGroups.regex=*
– SYSVIEW.IMS.Subsystem.Skip.Intervals=0

MQ Queue Managers

Folders:

• – MQ Queue Managers
– MQ Queue Managers|<queue manager name>|Configuration Properties
– MQ Queue Managers|<queue manager name>|Status
– MQ Queue Managers|<queue manager name>|Queues [partial control]

Configuration properties:

• – SYSVIEW.MQ.QMs.regex=*
– SYSVIEW.MQ.Skip.Intervals=0

MQ Alerts

Folders:

• – MQ Queue Managers
Metrics
• Unacknowledged Alert Count
• Unacknowledged Problem Count

– MQ Queue Managers|<queue manager name>|Alerts

Configuration properties:

• – SYSVIEW.MQ.Alerts.QMs.reges=*
– SYSVIEW.MQ.Alerts.Skip.Intervals=0

MQ Queues

Folders:

• – MQ Queue Managers|<queue manager name>|Queues
– MQ Queue Managers|<queue manager name>|Queues|<queue name>|Configuration Properties
– MQ Queue Managers|<queue manager name>|Queues|<queue name>|Status

Configuration properties:

• – SYSVIEW.MQ.Queues.regex=*
– SYSVIEW.MQ.Skip.Intervals=0

TCP/IP Stacks

Folders:

• – TCPIP Stacks|<stack>
– TCPIP Stacks|<stack>|Status

Configuration properties:

• – SYSVIEW.TCPIP.Stack.regex=*
– SYSVIEW.TCPIP.Stack.Skip.Intervals=0

z/OS Metrics
The z/OS metrics appear under the folder: z/OS Metrics.

Additionally, the following z/OS-related data is reported in subfolders:

 130



 CA Cross-Enterprise Application Performance Management 10.2

• Paging
• Processor
• Status (z/OS Metrics)
• Storage

These z/OS metrics are in the z/OS metrics folder:

• IO Rate Per Second
(Disk I/O only) Displays the number of start I/Os per second for the system.

• LPAR Name
Displays the name of the LPAR.

• Spool Utilization (%)
Displays the indication of spool utilization.
Print spool %

• Tasks Ready To Dispatch
Displays the number of tasks that are ready to dispatch.

Paging

The z/OS paging metrics appear under the folder: z/OS Metrics|Paging.

These paging metrics are reported for z/OS:

• Available Frame Queue Average
Displays the average of the available frame queue.

• Local Page Dataset Slots In Use (%)
Displays the percentage of local page data set slots in use.

• Paging Per Second
Displays the paging rate per second for the system.

• Unreferenced Interval Count Average
Displays the average of unreferenced interval counts.

Processor

The z/OS processor metrics appear under the folder: z/OS Metrics|Processor.

These processor metrics are reported for z/OS.

• CP (%)
Displays the percentage of busy CPU from a z/OS point of view. This value includes only the CP processors.

• CPU (%)
Displays the percentage of busy CPU from a z/OS point of view. This value includes all processors.

• IFA (%)
Displays the percentage of busy CPU from a z/OS point of view. This value includes only the IFA processors.

• IIP (%)
Displays the percentage of busy CPU from a z/OS point of view. This value includes only the IIP processors.

• LPAR CP (%)
Displays the percentage of busy CPU from an LPAR point of view. This value includes only the CP processors.

• LPAR CPU (%)
Displays the percentage of busy CPU from an LPAR point of view. This value includes all processors.

• LPAR IFA (%)
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Displays the percentage of busy CPU from an LPAR point of view. This value includes only the IFA processors.
• LPAR IIP (%)

Displays the percentage of busy CPU from an LPAR point of view. This value includes only the IIP processors.

Status (z/OS Metrics)

The z/OS status metrics appear under the folder: z/OS Metrics|Status.

These status metrics are reported for z/OS:

• Dump Data Sets
Indicates that a dump data set is in use.

• Enqueue Conflicts
Indicates that a potential enqueue conflict could exist.

• Enqueue Reserves
Indicates that a potential enqueue reserve problem could exist. If this value is blank, it indicates that no problem exists.

• LPAR
Displays the LPAR with these values.
– 1

ACTIVE
– 0

All values except ACTIVE (that is, NO_COMM or NO_SRVR)
• SMF

Indicates that a potential SMF problem could exist with these values:
– 0

If the field is blank, no problem exists.
– 1

The field has the same value as the metric, which means a problem exists. In this case, the value would be SMF for
a problem.

• Tape Mounts
Indicates that a tape mount is pending with these values:
– 0

If the field is blank, no problem exists.
– 1

The field has the same value as the metric, which means a problem exists. In this case, the value would be TAP for
a problem.

• WTO
Indicates that a potential WTO problem could exist with these values:
– 0

If the field is blank, no problem exists.
– 1

The field has the same value as the metric, which means a problem exists. In this case, the value would be WTO for
a problem.

Storage

The z/OS storage metrics appear under the folder: z/OS Metrics|Storage.

These storage metrics are reported for z/OS.

• Common Storage Area (CSA %)
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Displays the percentage of common storage area in use.
• Extended Storage Area (ECSA %)

Displays the percentage of extended common storage area in use.
• Extended System Queue Area (ESQA %)

Displays the percentage of extended system queue area in use.
• System Queue Area (SQA %)

Displays the percentage of system queue area in use.

z/OS Alerts
All metrics are reported on every polling interval unless the alert has been acknowledged. In that case, the metrics are
absent and they go gray.

Only the alerts that are unacknowledged appear in the Workstation Investigator tree. Metrics appear under the z/
OS Metrics|Alerts folder. The metrics give total counts of these unacknowledged alerts. If you want alerting on the
CA SYSVIEW® Performance Management (CA SYSVIEW) z/OS alert activity, use these metrics to generate the CA
Application Performance Management (CA APM) alerts through the management module editor.

• z/OS Metrics|Alerts: Unacknowledged Problem Count
The current number of alerts that have a status of problem.

• z/OS Metrics|Alerts: Unacknowledged Alert Count
The current number of unacknowledged alerts.

• z/OS Metrics|Alerts: Unacknowledged Warning Count
The current number of MQ alerts that have a status of warning.

The metrics for each z/OS alert appear under the folder: z/OS Metrics|Alerts|<Alert Name>_<Resource Name>_<Alias
Name>.

• Alert Name
The name of the alert. In CA SYSVIEW, it is the variable name for the data collection element of the alert. This metric
is the prefix of the folder name for the alert.

• Alert Status
The current alert threshold status. This value can be NONE, NORMAL, HIGH, WARNING, or PROBLEM.

• Alert Status Value
The current alert threshold status as a numeric value. This value can be 0=NONE, 1=NORMAL, 2=HIGH,
3=WARNING, or 4=PROBLEM.

• Alias
The alias of the alert. In CA SYSVIEW, it is the alias for the resource argument. This metric is absent if it has no value.
This value becomes the third underscore separated segment of the metric folder name for the alert when it exists.

• Description
A description of the alert.

• Group
A group classification for the alert.

• Priority
The priority of the alert from 0 through 999 with 999 having the highest priority.

• Resource Name
The resource of the alert. In CA SYSVIEW, it is the resource argument that is used to qualify the collection element of
the alert. This metric is absent if it has no value. This value becomes the second underscore separated segment of the
alert folder name when it exists.

• Rule Type
The exception rule type. Possible values are:
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– UPPER—Upper limit threshold
– LOWER—Lower limit threshold
– CHANGE—Change in the value threshold
– STATE—State exception
– SUMMARY—Summarized entry

• Value
The value last used during threshold processing. If the resource does not currently have a threshold definition, the
value is the last value the data Collector collects.

The view on the z/OS Metrics folder tab Alerts has the following display:

• Unacknowledged alert, problem, and warning count on a single graph at the top
• Individual alerts in the table at the bottom

The columns are sorted by priority and then by status. (The highest-priority items appear at the top of the list, sorted
according to their status.) The Status Value column is color-coded according to severity. Red indicates a problem, yellow
indicates a warning.

Selecting the Overview tab in the z/OS Metrics|Alerts folder tab brings up an identical view.

 134



 CA Cross-Enterprise Application Performance Management 10.2

z/OS Degradation Delay Analysis
Degradation delay metrics appear only for the top 20 worst 'Job Name_ASID' as determined by the delay percent value. If
a job is outside the top 20, the metrics are not reported. The metrics are absent, and the job name changes to gray.

The metrics for each degradation delay appear under the folder: z/OS Metrics|Degradation Delay Analysis|<Job
Name>_<ASID>.

These metrics are listed in the order they appear on the Degradation Delay Analysis table. They are not in alphabetical
order.

• Job Name
Specifies the name of the job. The value forms the first part of the name of the degradation delay folder.

• ASID
Specifies the hexadecimal address space ID. This metric is absent if it has no value. This value becomes the second
underscore separated segment of the name of the degradation delay folder when it exists.

• Reason
Specifies the reason for the delay. The value of this metric determines how to interpret the ‘Detail’ metric. This table
lists the possible reasons and the meaning of the details provided:

Reason Explanation of the delay The 'Detail' metric provides

CPU CPU time was not available. The top five users upon which the CPU
resources were waiting. A multi-TCB
ASIC can be waiting on itself.

DEVICE Devices were not available. The top six devices upon which the job
was waiting.

STORAGE Storage was not available. No additional details are available.

JES JES resources were not available. JES2 Code Explanation:
0001 - Processing TSO OUTPUT
command request
0002 - Waiting for JES2 to cancel a job
0003 - Waiting for job status information
from JES2
0012 - Waiting for JES2 to purge a
SYSOUT file
0013 - Waiting for JES2 to restart a job
JES3 Code Explanation:
0023 - Dynamically allocating data set to
JES3
0026 - Changing DDNAME of device or
data set
0027 - Changing data set use from SHR
to OLD
0132 - Allocating or deallocating spool
data set
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HSM The HSM resources were not available. Code Explanation
03 - A data set is being recalled from
auxiliary storage.
05 - A data set is being recovered.
06 - A data set is being migrated.
07 - A data set is being backed up.
08 - A control data set record is being
read, or a JES3 C/I locate is being done.
12 - A data set is being deleted.

XCF The XCF resources were not available. No additional details are available.

MOUNT A device was waiting to be mounted. VOLSER waiting to be mounted

MESSAGE An operator reply was pending. The operator reply number

ENQUEUE An enqueue conflict exists. The QNAME:RNAME of the enqueue

• CPU
Specifies the percent of time the job was waiting for CPU resources during the interval.

• Device
Specifies the percent of time the job was waiting for a device during the interval.

• Storage
Specifies the percent of time the job was waiting for storage during the interval.

• Subsystem
Specifies the percent of time the job was waiting for a subsystem request during the interval.

• Operator
Specifies the percent of time the job was waiting for an operator response during the interval.

• Enqueue
Specifies the percent of time the job was waiting for access to an enqueue during the interval.

• Delay Percent
Specifies the percent of time the job was waiting for resources during the interval. This field is yellow to indicate
warning if it is 50 percent or greater but less than 75 percent. If the percent is 75 percent or more, the field is red to
indicate a problem. The threshold values for the warning and problem status modes are not modifiable.

• Detail
See the detail in the table for the Reason metric.

The view on the z/OS Metrics folder tab Degradation Delay Analysis displays all the individual degradation delays. The
Degradation Delay Analysis displays all the individual delays in a single table. The columns appear in the general order as
the CA SYSVIEW® Performance Management delays display, with the difference that ASID is displayed to the immediate
right of the Job Name and several other fields are not displayed. The rows are sorted on the Delay Percent column. The
most delayed items appear at the top and the highest status is first. The Delay Percent column color-coded as to the
severity. Red indicates greater than 75 percent delay, and yellow indicates greater than 50 percent delay. This view is also
available by selecting the z/OS Metrics|Degradation Delay Analysis folder and tab Overview on the right panel.

z/OS Workload Manager Service Goals
The workload manager metrics appear in the investigator tree under the z/OS Metrics, Workload Manager Service Goals
  folder. Each service goal has one subfolder using the Workload_Class_Period triplet as the name. The three part folder
name uses underscore separators between Workload, Class, and Period.

They all appear under the folder: z/OS Metrics|Workload Manager Service Goals|<Workload>_<Class>_<Period>.

• Workload
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Displays the name of the workload that is associated with this service class.
• Class

Displays the service class name.
• Period

Displays the period number.
• Importance

Displays the importance level ranging from 1 to 5, where 1 is most important. For discretionary goal types, the
character 'D' is displayed.

• Index
Displays the performance index. The condition level is set based on the following rules:

Index Importance Condition Index Value Color

Greater than 1.0 1, 2 Problem 4 Red

Greater than 1.0 3, 4, 5, D Warning 3 Yellow

Less than or equal to
1.0

Any Normal 1 None

Equal to 0 (zero) Any None 0 None

• Index Value
Displays the index condition value. Values are 0 = none, 1 = normal, 2 = warning, and 3 = problem.

• Goal Type
Displays the goal type. Possible values are:

Value Meaning

RESPPCT Response time percent

RESPAVG Response time average

VELOCITY Velocity

DISCRETE Discrete

SYSTEM System

The view on the z/OS Metrics folder tab Workload Manager Service Goals displays all individual workload manager
service goals. The rows are sorted on Index Value. The service goals most in threat appears at the top of the table. The
Index Value column is color-coded as to severity with red indicating problem and yellow indicating warning.

CICS Regions
The CICS region metrics monitor data for the CICS regions that are configured for your environment. The Cross-
Enterprise_APM_Dynamic.properties file contains the configuration.

The metrics appear under the folders (one for each region): CICS Regions|<region name>.

Additionally, the following CICS regions-related data is reported in subfolders:

• Status
• Dynamic storage area
• Transaction groups

A CICS region has the following metrics:

• Average CPU Time Per Transaction (µs)
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Specifies the average CPU time per transaction in microseconds.

• Average Lifetime Per Transaction (µs)
Specifies the average lifetime per transaction response time in microseconds.

• Average Suspend Time Per Transaction (µs)
Specifies the average suspend time per transaction per second in microseconds.

• Average Time Spent On File Control (µs)
Specifies the average time spent doing file control in microseconds.

• Average Waiting To Run Time (µs)
Specifies the average time waiting to run in microseconds.

• Number of Transactions
Specifies the number of transactions since the monitor has been running.

• Transactions Per Second
Specifies the number of transactions per second.

Status (CICS Regions)

The CICS region status metrics appear under the folder: CICS Regions|<region name>|Status.

These status metrics are reported for CICS regions. For the status metrics, every field from CA SYSVIEW® Performance
Management is displayed as two metrics.

The first metric without the value suffix shows the actual status as a string. The possible values vary from one metric to
another.

The second metric with the value suffix shows a numeric value for the status of the metric. This one applies to all status
metrics. The CICS metrics usually have the same mapping.

Possible values are:

• 0 is NONE.
• 1 is NORMAL.
• 2 is HIGH.
• 3 is WARNING.
• 4 is PROBLEM.

 

The following status metrics are available:

• DB Control Connection
Displays the database control connection status.

• DB Control Connection Value
Displays the value of the database control connection status. The values are:

• – Connected
– None

• DB2 Connection
Displays the database connection status.

• DB2 Connection Value
Displays the value of the database connection status. The values are.

• – Connected
– None
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• Maximum CICS Task
Displays the status indicator for the maximum CICS task status.

• Maximum CICS Task Value
Displays the value of the maximum CICS task status.

• Region Monitoring
Displays the CICS region. Region Monitoring shows the actual values which are:
– Active

Indicates that the CICS monitor is active.
– Cancelled

Indicates that the address space has been canceled and monitoring is terminated.
– Inactive

Indicates that the CICS monitor is inactive.
– Nostart

Indicates that the CICS monitor has never been started within this CICS region. The product is probably not
installed in the region.

– Restart
Indicates that you have to restart the CICS monitor. In most cases, this condition is due to the CICS region
terminating abnormally. The CICS monitor was not able to terminate properly. Restart the CICS monitor by using the
INIT line command, or execute the CICS transaction XPFS from within the CICS address space.

• Region Monitoring Value
Displays the value of the CICS Region Monitoring.

• Region Status
Displays the maximum of any of the other CICS status values (except the region monitoring value) as a string.
Values: None, Normal, High, Warning, or Problem

• Region Status Value
Displays the maximum value of any CICS region status.

• TCPIP Connection
Displays the status of the TCPIP connection.

• TCPIP Connection Value
Displays the value of the TCPIP connection.

• VTAM Connection
Displays the status of the VTAM connection.

• VTAM Connection Value
Displays the value of the VTAM connection.

• WEB Connection
Displays the status of the web connection.

• WEB Connection Value
Displays the value of the web connection status.

• WebSphere MQ Connection
Displays the status of the WebSphere MQ connection.

• WebSphere MQ Connection Value
Displays the value of the WebSphere MQ connection status.
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Dynamic Storage Area

The CICS region dynamic storage area metrics appear under the folder: CICS Regions|<region name>|Dynamic Storage
Area.

These dynamic storage area metrics are reported for CICS regions.

• Dynamic Storage Area (DSA) Amount Free
Specifies the amount of free dynamic storage area.

• Dynamic Storage Area (DSA) Free (%)
Specifies the percentage of free dynamic storage area.

• Extended Dynamic Storage Area (EDSA) Amount Free
Specifies the amount of free extended dynamic storage area.

• Extended Dynamic Storage Area (EDSA) Free (%)
Specifies the percentage of free extended dynamic storage area.

• Global Dynamic Storage Area (GDSA) Amount Free
Specifies the amount of free global dynamic storage area.

• Global Dynamic Storage Area (GDSA) Free (%)
Specifies the percentage of free global dynamic storage area.

CICS Transaction Groups
The CICS region transaction group metrics appear under the folders: CICS Regions|<region name>|Transaction Groups|
<Group name>.

Metrics are shown for transactions groups, not individual transactions. The CICS transaction groups are defined in CA
SYSVIEW® Performance Management. You can create the groups through the GROUPS command.

You can configure what transaction groups are monitored for the CICS regions in your environment. The Cross-
Enterprise_APM_Dynamic.properties file contains the configuration.

A CICS transaction group has the following metrics:

• Average CPU Time (µs)
Displays the average CPU time that is used in microseconds.

• Average File Control Time (µs)
Displays the average file control time in microseconds.

• Average Lifetime (µs)
Displays the average lifetime of the transaction in microseconds.

• Average Suspend Time (µs)
Displays the average time that is spent in a suspended state in microseconds.

• Average Waiting To Run Time (µs)
Displays the average time spent waiting to run in microseconds.

• Elapsed Time Since The Transaction Last Ran (sec)
Displays the time that has elapsed in seconds since the last transaction ran in seconds.

• Executed Transaction Count (This Interval)
Displays an aggregate of the number of times the transaction executed.

• Last Date Since The Transaction Ran
Displays the date the transaction was last started.

• Last Time Since The Transaction Ran
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Displays the time the transaction was last started.

• Transaction Rate (Last System Interval)
Displays the transaction rate within the last system interval.

CICS Alerts
All metrics are reported on every polling interval unless the alert has been acknowledged. In which case, the metrics are
absent, and they go gray. CICS Alerts shows partially blank rows when the time range other than current is selected. The
feature does not support strings in historical mode.

Only the alerts that are unacknowledged appear in the Workstation Investigator tree. Two metrics appear under the CICS
Regions folder. The metrics give total counts of these unacknowledged alerts over all CICS Regions. If you want alerting
on the CA SYSVIEW® Performance Management (CA SYSVIEW) CICS alert activity, use these metrics to generate the
CA Application Performance Management alerts through the management module editor.

• Unacknowledged Problem Count
The current number of CICS alerts that have a status of problem.

• Unacknowledged Alert Count
The current number of unacknowledged CICS alerts.

• Unacknowledged Warning Count
The current number of CICS alerts that have a status of warning.

The metrics for each CICS alert appear under the folder structure: CICS Regions|<Region>|Alerts|<Name> <Arg1> <Arg
2> <Task>.

• Alert Status
The current alert threshold status. This value can be NONE, NORMAL, HIGH, WARNING, or PROBLEM.

• Alert Status Value
The current alert threshold status as a numeric value. This value can be 0=NONE, 1=NORMAL, 2=HIGH,
3=WARNING, or 4=PROBLEM.

• Description
A description of the alert.

• Job Name
The CICS Region job name of the owning resource.

• Name
The name of the alert. In CA SYSVIEW, it is the variable name for the data collection element of the alert. This metric
is the prefix of the alert folder name.

• Priority
The priority of the alert from 0 through 999 with 999 having the highest priority.

• Resource Argument 1/Resource Argument 2
The first/second resource argument. In CA SYSVIEW, it is the first/second resource argument to qualify the collection
element of the alert. This metric is absent if it has no value. This value becomes the second and third underscore
separated segments of the alert folder name when they exist.

• Rule Type
The exception rule type. Possible values are:
– UPPER indicates the upper limit threshold.
– LOWER indicates the lower limit threshold.
– CHANGE indicates a change in the value threshold.
– STATE indicates a state exception.

• Subgroup
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The subgroup classification for the alert.
• Task

The task number of the task that is being monitored dynamically. This metric is absent if it has no value. This value
becomes the fourth pound sign (#) separated portion of the alert folder name when it exists.

• Value
The value last used during threshold processing. If the resource does not currently have a threshold definition, the
value is the last value the data collector collects.

CICS Degradation Analysis
CICS degradation analysis shows partially blank rows when the time range other than current is selected. This function
does not support strings in historical mode.

The metrics for each CICS degradation analysis appear under the folder structure: CICS Regions|<Region>|Degradation
Analysis|<Resource>.

• Average
Displays the average time for each transaction monitored.

• Job Name
Specifies the name of the CICS region.

• Row
Displays the row number to allow sorting to match how they are presented in CA SYSVIEW® Performance
Management.

• Percent
Displays the percent of lifetime that is spent on this resource activity.

• Resource
Displays the name of the resource for which timings were collected.

DATACOM Address Spaces

The DATACOM address space metrics monitor data for CA Datacom® address spaces.

The metrics appear under the folders (one for each address space): DATACOM Address Spaces|<address space>.

Additionally, the status for CA Datacom address spaces is reported in the alert subfolder. For more information about
these metrics, see the following Status (Datacom Address Spaces) section.

An address space has the following metrics:

• Amount Of Real Storage Used (kb)
Displays the amount of real storage in kilobytes the job is using in the private region.

• CPU Time Accumulated (µs)
Displays the accumulated CPU time in microseconds used by the job.

• CPU Time Per Interval (µs)
Displays the accumulated CPU time in microseconds used by the job for the interval specified.

• Datacom Release
Displays the CA Datacom release.

• EXCPs Outstanding
Displays the EXCPs outstanding. If this value reaches zero, an SC22 abend occurs.

• Executed Amount Of Wall Clock Time (sec)
The amount of time it takes the wall clock to execute for the CA Datacom address space.

• Executed I/O Operations Count
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Displays the number of I/O operations that the CA Datacom address space performs.
• Executed I/O Operations Count Per Interval

Displays the number of I/O operations that the CA Datacom address space performs for the specified interval.
• SVC Number

Displays the CA Datacom SVC number as defined in the DBSIDPR module.
• SubID

Displays the CA Datacom SUBID defined in the DBSIDPR module.
• System Table Value

Displays the system table value that is specified in the DATACOM parmlib member.
Default: 1000

Status (CA Datacom Address Spaces)

The DATACOM address space status metrics appear under the folder: DATACOM Address Spaces|<address space>|
Status.

A severity level status indicator and a symbolic job specifier report the CA Datacom address spaces status.

• Address Space Value
Displays the values for the severity status indicator. Possible values with descriptions:
– 0 and 1

Normal condition
– 2

A notification or highlighted condition
– 3

A warning condition
– 4

A problem or critical condition
• Address Space

Displays the symbolic job specifier. Possible values with descriptions:
– NS

Nonswappable
– LSW

Logically swapped
– GO OUT

Currently being swapped out
– GO IN

Currently being swapped in
– IN

Swapped in
– OUT TO

Swapped out--terminal output wait
– OUT TI

Swapped out--terminal input wait
– OUT LW

Swapped out--long wait
– OUT XS

Swapped out--auxiliary storage shortage
– OUT RS

Swapped out--real storage shortage
– OUT DW
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Swapped out--detected wait
– OUT RQ

Swapped out--requested swap
– OUT NQ

Swapped out--enqueue exchange swap
– OUT EX

Swapped out--exchange on recommended value
– OUT US

Swapped out--unilateral swap
– OUT TS

Swapped out--transition swap
– OUT IC

Swapped out--improve central storage
– OUT IP

Swapped out--improve system paging
– OUT MR

Swapped out--make room
– OUT AW

Swapped out--APPC wait
– OUT OI

Swapped out--input wait
– OUT OO

Swapped out--output wait
– OUT LS

Swapped out--logical swap
– OUT LF

Swapped out--logical swap fail
– OUT SR

Swapped out--real swap

IMS Subsystems
The IMS subsystem metrics appear under the folders (one for each subsystem): IMS Subsystems|<subsystem name>.

Additionally, the status for IMS subsystems is reported. For more information about status metrics, see the following
Status (IMS Subsystems) section.

A subsystem has the following metrics:

• Amount Of Real Storage Used (kb)
Displays the amount of real storage in kilobytes the control region is using in the private region.

• Average CPU Time Per Transaction (µs)
Displays the CPU time per transaction in microseconds.

• Average Input Queue Time Per Transaction (µs)
Displays the input queue time in microseconds. The input transactions waited over this time in the input message
queue for scheduling. This value is an average.

• Average Lifetime Per Transaction (µs)
Displays the sum of inqueue, process, and outqueue time. This value is the average in microseconds.

• Average Output Queue Time Per Transaction (µs)
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Displays the amount of time transaction output waiting in the message queue before being delivered to its final
destination. This value is the average in microseconds.

• Average Processing Time Per Transaction (µs)
Displays the transaction processing time in microseconds. This value is the amount of time it took to process the
transaction once it is scheduled. This value is an average.

• CPU Time Accumulated (µs)
Displays the accumulated CPU time in CPU microseconds the control region is using in the private region.

• CPU Time Per Interval (µs)
Displays the accumulated CPU time in CPU microseconds the control region is using in the private region during the
last metric polling interval.

• Count Of Databases Stopped
Displays the number of databases that are currently in a stopped state.

• Count Of External Systems Not Connected
Displays the number of external subsystems that are not currently in a connected state.

• Count Of Programs Stopped
Displays the number of programs that are currently in a stopped state.

• Count Of Transactions Stopped
Displays the number of transactions that are currently in a stopped state.

• Executed I/O Operations Count
Displays the number of I/O operations that the control region performs.

• Jobname
Displays the name of the IMS control region.

• Monitored By SYSVIEW
Indicates whether CA SYSVIEW® Performance Management (CA SYSVIEW) is monitoring the IMS subsystem.
Possible values are:

• – MON
Indicates that the product is monitoring the IMS subsystem.

– Blank
Indicates that the product is not monitoring the IMS subsystem.

• Transaction Queue Depth
Displays the volume of jobs in the IMS transaction queue.

• Transactions Rate Per Second
Displays the transaction rate per second over the requested interval.

• Transaction Rate Per Interval
Displays the rate of IMS transactions per CA SYSVIEW monitoring interval.

• Configuration Properties|IMS Subsystem Name
Displays the IMS subsystem name.

Status (IMS Subsystems)

The IMS subsystem status metrics appear under the folder: IMS Subsystems|<subsystem name>|Status.
This metric appears as a string value and numeric status indicator.

• Subsystem
Displays the status of the current control region status.
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• Subsystem Value
Displays the value of the status of the current control region status with these values.

• – 0
NONE

– 1
NORMAL

– 2
HIGH

– 3
WARNING

– 4
PROBLEM

IMS Transaction Groups
Metrics are shown for transactions groups, not individual transactions. The IMS transaction groups are defined in CA
SYSVIEW® Performance Management. You can create the groups through the GROUPS command.

The IMS subsystem transaction groups metrics appear under the folder: IMS Subsystems|<subsystem name>|Transaction
Groups|<group name>.

You can configure what transaction groups are monitored for the IMS subsystem in your environment. The Cross-
Enterprise_APM_Dynamic.properties file contains the configuration.

An IMS transaction group has the following metrics:

• Average CPU Time Per Transaction (µs)
Displays the CPU time per transaction.

• Average Input Queue Time Per Transaction (µs)
Displays the average input queue time. This value is the time input transactions waited in the input message queue for
scheduling.

• Average Lifetime per Transaction (µs)
Displays the sum of input queue, process, and output queue time. This value is an average.

• Average Output Queue Time Per Transaction(µs)
Displays the average amount of time transaction output waiting in the message queue before being delivered to its
final destination.

• Average Processing Time Per Transaction (µs)
Displays the average transaction processing time. This value is the amount of time it took to process the transaction
once it is scheduled.

• Transaction Group Name
Displays the name of the transaction group.

• Transaction Rate Per Second
Displays the transaction rate per second over the requested interval.

MQ Queue Managers
The MQ queue manager metrics monitor data for the queue managers that are configured for your environment. The
Cross-Enterprise_APM_Dynamic.properties file contains the configuration.

The metrics appear under the folder: MQ Queue Managers|<queue manager name>.

Additionally, the following queue manager-related data is reported in subfolders:
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• Configuration Properties (Queue Managers)
• Queues
• Status (Queue Managers)

A WebSphere MQ queue manager has the following metrics:

• Aggregated Maximum Queue Depth Reached
Displays an aggregated value of all the queue managers for the maximum value from all maximum queue depth
reached.

• Aggregated Queue Manager Value
Displays an aggregated value of all the queue managers for the maximum value from all queue manager values.

Configuration Properties (Queue Managers)

The values of the MQ queue managers configuration properties do not change frequently.

The metrics appear under the folder: MQ Queue Managers|<queue manager name>|Configuration Properties.

These configuration property metrics are reported for queue managers.

• Channel Initiator Address Space ID
Displays the identifier of the channel initiator address space.

• Channel Initiator Job Name
Displays the name of the channel initiator job.

• Command Prefix
Displays the command prefix.

• DB2 Data Sharing Group Name
Displays the name of the DB2 Data Sharing Group.

• DB2 Name
Displays the name of the group attach or DB2.

• Monitored By SYSVIEW
Indicates whether CA SYSVIEW® Performance Management (CA SYSVIEW) is monitoring the queue manager.
Possible values are:
– MON

Indicates that the product is monitoring the queue manager.
– Blank

Indicates that the product is not monitoring the queue manager.
To monitor a queue manager, specify a MONITOR statement in the MQSMON member of PARMLIB to include the
queue manager either explicitly or through generics.

• OTMA XCF Group Member Name Of The IMS Bridge
Displays the OTMA XCF group member name of the IMS Bridge.

• OTMA XCF Group Of The IMS Bridge
Displays the OTMA XCF group of the IMS Bridge.

• Queue Manager Address Space ID
Displays the address space identifier of the queue manager.

• Queue Manager Job Name
Displays the name of the queue manager job.

• Queue Manager Name
Displays the name of the queue manager.

• Queue Sharing Group Name
Displays the name of the queue sharing group.

• WebSphere MQ Version
Displays the version of the WebSphere MQ.
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Status (Queue Managers)

The values of the MQ queue manager status change frequently.

The metrics appear under the folder: MQ Queue Managers|<queue manager name>|Status.

These status metrics are reported for queue managers:

• Amount Of Real Storage Used (kb)
Displays the amount of real storage in kilobytes the queue manager address space is using in the private region.

• CPU Time Accumulated (µs)
Displays the accumulated CPU time in CPU microseconds used by the queue manager address space.

• CPU Time Per Interval (µs)
Displays the accumulated CPU time in CPU microseconds used by the job for the interval specified.

• Channel Initiator
Displays the channel initiator status. Possible values are:
– ACTIVE

The channel initiator is active.
– INACTIVE

The channel initiator is not active.
• Executed Amount Of Wall Clock Time (sec)

Displays the amount of time it takes the wall clock to execute for the queue manager address space.
• Executed I/O Operations Count

Displays the number of I/O operations that the queue manager address space performed.
• Executed I/O Operations Count Per Interval

Displays the number of I/O operations that the queue manager address space performed for the specified interval.
• Queue Manager

Displays the queue manager status. Possible values are:
– ACTIVE

The queue manager is active.
– INACTIVE

The queue manager is not active.
– QUIESCE

The queue manager is quiescing.
• Queue Manager Value

Displays the status indicator for the Queue Manager Status with these values.
– 0

NONE
– 1

NORMAL
– 2

HIGH
– 3

WARNING
– 4

PROBLEM

MQ Alerts

All metrics are reported on every polling interval unless the alert has been acknowledged. In which case, the metrics are
absent and they go gray.
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Only the alerts that are unacknowledged appear in the Workstation Investigator tree. If there are no unacknowledged
alerts, these metrics are zero.

• Unacknowledged Problem Count
The current number of MQ alerts that have a status of problem.

• Unacknowledged Alert Count
The current number of unacknowledged MQ alerts.

• Unacknowledged Warning Count
The current number of MQ alerts that have a status of warning.

The metrics for each MQ alert appear under the folder structure: MQ Queue Managers|<manager>|Alerts

• Alert Status
The current alert threshold status. This value can be NONE, NORMAL, HIGH, WARNING, or PROBLEM.

• Alert Status Value
The current alert threshold status as a numeric value. This value can be 0=NONE, 1=NORMAL, 2=HIGH,
3=WARNING, or 4=PROBLEM.

• Description
A description of the alert.

• Name
The name of the alert. In CA SYSVIEW® Performance Management (CA SYSVIEW), it is the variable name for the
data collection element of the alert. This metric is the prefix of the alert folder name.

• Priority
The priority of the alert from 0 through 999 with 999 having the highest priority.

• Queue Manager Name
The name of the queue manager

• Resource Name (Optional)
The resource of the alert. CA SYSVIEW is the resource argument to qualify the collection element of the alert. This
metric is absent if it has no value. This value becomes the second underscore separated portion of the alert folder
name, when it exists.

• Rule Type
The exception rule type. Possible values are:
– UPPER indicates the upper limit threshold.
– LOWER indicates the lower limit threshold.
– CHANGE indicates a change in the value threshold.
– STATE indicates a state exception.

• Subgroup
The subgroup classification for the alert. Possible values are:
CHANNEL - MQ channel alert
PAGESET - MQ page set alert
POOL - MQ buffer pool alert
QMGR - MQ queue manager alert
QUEUE - MQ queue alert

• Value
The value last used during threshold processing. If the resource does not currently have a threshold definition, the
value is the last value the data collector collects.
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MQ Queues

The MQ queue metrics monitor data for the queues that belong to queue managers that are configured for your
environment. The Cross-Enterprise_APM_Dynamic.properties file contains the configuration.

The MQ queues metrics appear under the folder: MQ Queue Managers|<queue manager name>|Queues.

Additionally, the following queue-related data is reported in subfolders:

A WebSphere MQ queue has the following metrics:

• Aggregated Get Messages Value
Displays the aggregate of the maximum value from all get messages value metrics for all queues in the queue
manager.

• Aggregated Put Messages Value
Displays the aggregate of the maximum value from all put messages value metrics for all queues in the queue
manager.

• Maximum Queue Depth (% Queue Full)
Displays the aggregate of the maximum value from all current queue depth (% Queue Full) for all queues in the queue
manager.

• Maximum Queue Depth Reached
Displays the aggregate of the maximum value from all maximum queue depth that is reached for all queues in the
queue manager.

Configuration Properties (Queues)

The values of the MQ queue configuration properties do not change frequently. These configuration property metrics are
reported for queues that belong to queue managers.

The MQ queue configuration properties metrics appear under the folder: MQ Queue Managers|<queue manager name>|
Queues|<queue name>|Configuration Properties.

The properties have the following metrics:

• Description
Displays the description of the queue.

• Get Messages
Displays whether the Get operations are allowed:
– Enabled
– Disabled

• Get Messages Value
Displays the value of the Get Messages command with these values:
– 0Enabled
– 1Disabled

• Max Queue Depth
Displays the maximum number of messages that are allowed on the queue.

• Put Messages
Displays whether the Put operations are allowed:
– Enabled
– Disabled

• Put Messages Value
Displays the value of the Put Messages command with these values:
– 0
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Enabled
– 1

Disabled
• Queue Name

Displays the name of the queue.

Status (Queues)

The values of the MQ queue status change frequently.

The MQ queue status metrics appear under the folder: MQ Queue Managers|<queue manager name> Queues|<queue
name>|Status.

These status metrics are reported for queues that belong to queue managers:

• Current Queue Depth
Displays the number of messages on the queue.

• Current Queue Depth (% Queue Full)
Displays the percentage of fullness of the queue.

• Last Elapsed Get Time (ms)
Displays the elapsed time in milliseconds since the last Get command was executed.

• Last Elapsed Put Time (ms)
Displays the elapsed time in milliseconds since the last Put command was executed.

• Last Get Date
Displays the date of the last Get command.

• Last Get Time
Displays the time of the last Get command.

• Last Put Date
Displays the date of the last Put command.

• Last Put Time
Displays the time of the last Put command.

• Open Input Count
Displays the number of handles that are currently valid for removing messages from the queue.

• Open Output Count
Displays the number of handles that are currently valid for adding messages to the queue.

• Queue Time (Long Term Avg.)
Displays the average time, in milliseconds, that a message spent on the queue. The average is based on activity over
a longer period. Compare with Queue Time (Short Term Avg).

• Queue Time (Short Term Avg.)
Displays the average time, in milliseconds, that a message spent on the queue. The average is based on activity over
a shorter period. Compare with Queue Time (Long Term Avg).

TCP/IP Stacks
The TCP/IP stack metrics appear under the folders: TCPIP Stacks|<stack>.

The status for TCP/IP stacks is reported in the status subfolder. For more information about status metrics, see the
following Status (TCP/IP Stacks) section.

• Amount Of Real Storage Used (kb)
Displays the amount of real storage in kilobytes the TCP/IP stack address space is using in the private region.

• CPU Time Accumulated (µs)
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Displays the accumulated CPU time in microseconds, used by the TCP/IP stack.
• CPU Time Per Interval (µs)

Displays the CPU time per interval for the TCP/IP stack.
• Communications Server Version And Release

Displays the Communications Server version and release in the format v.r. Possible values are:
– 1.7

Communications Server 1.7
– 1.6

Communications Server 1.6
– 1.5

Communications Server 1.5
– 1.4

Communications Server 1.4
• Enabled For IPV6

Indicates whether the TCP/IP is enabled or not for Internet Protocol version 6 (IPv6).
• Executed Amount Of Wall Clock Time (sec)

Displays the amount of time it takes the wall clock to execute for the TCP/IP stack address space.
• Executed I/O Operations Count

Displays the number of I/O operations that the TCP/IP stack address space performed.
• Executed I/O Operations Count Per Interval

Displays the number of I/O operations that the TCP/IP stack address space performed for the specified interval.
• Hostname

Displays the host name that the TCP/IP stack retrieved at startup from the TCPIP.DATA file that was found.
• Monitored By SYSVIEW

Indicates whether the product is monitoring the TCP/IP stack:
– MON

Indicates that the product is monitoring the TCP/IP stack.
– Blank

Indicates that the product is not monitoring the TCP/IP stack.
To monitor a TCP/IP stack, specify a MONITOR statement in the TCPMON member of PARMLIB to include the TCP/IP
job name either explicitly or through generics.

Status (TCP/IP Stacks)

The TCP/IP stacks status metrics appear under the folder: TCPIP Stacks|<stack>|Status.

These status metrics are reported for TCP/IP stacks:

• Address Space
Displays the status of the TCP/IP address-space with these values:
– ABENDED

The TCP/IP address space has ended abnormally.
– ACTIVE

The TCP/IP address space is active.
– STOPPING

The TCP/IP address space is in the process of stopping.
– STOPPED

The TCP/IP address space has been stopped.
– DOWN

The TCP/IP address space is in a DOWN condition.
• Address Space Value
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Displays the status indicator for the address space with these values:
– 0 indicates NONE.
– 1 indicates NORMAL.
– 2 indicates HIGH.
– 3 indicates WARNING.
– 4 indicates PROBLEM.

DB2 z/OS Subsystems Metric Categories
You can configure the collection of metrics from one or more DB2 subsystems running on the local LPAR. The
Insight.DB2.subsystem.name.list property specifies the DB2 subsystems from which you want to collect metrics. The
property is in the Cross-Enterprise_APM_Dynamic.properties file.

Each monitored DB2 subsystem reports metrics in the following categories:

• • Buffer Pool
• Distributed Activity
• EDM Pool
• Exceptions
• General
• Group Buffer Pool
• Locks
• Log Activity
• Misc
• Subsystem CPU

• – Workload

Buffer Pool (DB2 z/OS Subsystems)
These buffer pool metrics are reported for each monitored DB2 subsystem:

• Asynchronous Writes
Displays the number of write I/O operations that are made during the last polling interval.

• Available Pages (%)
Displays the percentage of buffer pool pages that are free for use by other applications.

• Dataset Opens
Displays the total number of times data sets were physically opened for the buffer pool during the last polling interval.

• Page Get Requests
Displays the number of data page access requests made during the last polling interval.

• Page Read Efficiency
Displays the percentage of time that the data requested is already in the buffer pool and not loaded from disk during
the last polling interval.

• Page Write Efficiency
Displays the ratio of the number of buffer pool pages that are written to the number of write operations that are
performed during the last polling interval.

• Page Write Requests
Displays the number of update buffer pool pages that are written out to disk during the last polling interval.

• Prefetch Failed
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Displays the number of times that DB2 failed to honor a prefetch request because the prefetch threshold was reached
during the last polling interval.

• Prefetch IO
Displays the number of prefetch read I/O requests made during the last polling interval.

• Prefetch Reads
Displays the number of pages that have been read into the buffer pool using sequential prefetch I/O operations during
the last polling interval.

• Prefetch Requests
Displays the number of requests to preread pages for index and table spaces during the last polling interval.

• Synchronous IO
Displays the number of synchronous I/O operations that have occurred to or from DB2 page sets during the last polling
interval.

• VPool Size
Displays the number of buffers that are allocated for all virtual buffer pools.

Distributed Activity (DB2 z/OS Subsystems)
These distributed SQL activity metrics are reported for each monitored DB2 subsystem:

• Rows Received
Displays the number of rows of data that is retrieved from the remote server location during the last polling interval.

• Rows Sent
Displays the number of rows of data that is sent to the remote requester location during the last polling interval.

• SQL Received
Displays the number of SQL statements received from the remote requester location during the last polling interval.

• SQL Sent
Displays the number of SQL statements sent to the remote server during the last polling interval.

EDM Pool (DB2 z/OS Subsystems)
These EDM pool metrics are reported for each monitored DB2 subsystem:

• Cursor Table Load (%)
Displays the ratio of how many load requests resulted in no I/O due to the requested resource already being loaded
during the last polling interval.

• DBD Load (%)
Displays the ratio of how many load requests for DBD (database descriptor) pages result in no I/O due to the resource
already being loaded during the last polling interval.

• DBD Pool Free Pages
Displays the number of free pages in the DBD pool free chain.

• DBD Pool Full Failures
Displays the number of times an application has a DBD loaded into the DBD pool, but was unable to do so because all
pages in the DBD pool were in use during the last polling interval.

• DBD Pool Pages
Displays the number of pages that are allocated to the DBD pool.

• DBD Pool Pages Available (%)
Displays the percentage of DBD Pool pages that are free for use by other applications.

• DBD Used Pages
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Displays the number of pages of the DBD pool that are allocated to the database descriptors (DBDs).
• Dynamic Statement Load (%)

Displays the percentage of how many requests for dynamic statements are satisfied using statements that are already
in the dynamic statement cache during the last polling interval.

• EDM Pool Full Failures
Displays the number of times that DB2 was unable to find or replace pages in the EDM pool because all pages were in
use during the last polling interval.

• Package Table Load (%)
Displays the ratio of how many load requests for package table pages result in no I/O due to the resource already
being loaded during the last polling interval.

• Skeleton Cursor Table Pages
Displays the number of pages of the EDM pool that are allocated to skeleton cursor tables (SKCTs).

• Skeleton Package Table Pages
Displays the number of pages of the EDM (environmental descriptor manager) pool that are allocated to skeleton
package tables (SKPTs).

• Skeleton Package Table Pages Available (%)
Displays the percentage of skeleton package table pages that are free for use by other applications.

• Statement Pool Free Pages
Displays the number of free pages in the EDM statement pool.

• Statement Pool Full Failures
Displays the number of EDM statement pool full failures during the last polling interval.

• Statement Pool Pages
Displays the total number of pages in the EDM statement pool.

• Statement Pool Used Pages
Displays the number of  used pages in the statement pool.

Exceptions (DB2 z/OS Subsystems)
These CA SYSVIEW® Performance Management Option for DB2 for z/OS exception metrics are reported for each
monitored DB2 subsystem:

• Application Critical Exceptions
Displays the number of critical application exceptions during the last exception cycle.

• Application Warning Exceptions
Displays the number of warning application exceptions during the last exception cycle.

• Database Critical Exceptions
Displays the number of critical database exceptions during the last exception cycle.

• Database Warning Exceptions
Displays the number of warning database exceptions during the last exception cycle.

• Subsystem Critical Exceptions
Displays the number of critical subsystem exceptions during the last exception cycle.

• Subsystem Warning Exceptions
Displays the number of warning subsystem exceptions during the last exception cycle.

• Total Critical Exceptions
Displays the total number critical exceptions (subsystem, database, and application) detected during the last exception
cycle.

• Total Warning Exceptions
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Displays the total number of warning exceptions (subsystem, database, and application) detected during the last
exception cycle.

General (DB2 z/OS Subsystems)
These general metrics are reported for each monitored DB2 subsystem:

• Availability
Displays whether you can connect to the database in text form. This metric can have one of the following values:
– AVAILABLE

Displays if the Cross-Enterprise APM Agent can establish a connection to the CA SYSVIEW® Performance
Management Option for DB2 for z/OS (CA SYSVIEW for DB2) agent monitoring the selected instance of DB2.

– UNAVAILABLE
Displays if the selected DB2 subsystem, CA SYSVIEW for DB2 agent, or Xnet communication infrastructure is
down. This value also displays if the monitored DB2 subsystem was recycled since the last polling interval.

• Availability Value
Displays whether you can connect to the database in numeric form. This metric can have one of the following values:
– 1

Displays if the Cross-Enterprise APM Agent can establish a connection to a CA SYSVIEW for DB2 agent monitoring
the selected instance of DB2.

– 0
Displays if the selected DB2 subsystem, CA SYSVIEW for DB2 agent, or Xnet communication infrastructure is
down. This value also displays if the monitored DB2 subsystem was recycled since the last polling interval.

• DB2 Start Time
Displays the date and time that the subsystem was started.

• Data Sharing Group Name
Displays the DB2 data sharing group name (if any).

• Data Sharing Member Name
Displays the DB2 member name within a DB2 data sharing group (if any).

• Location Name
Displays the location name by which distributed applications connect to the DB2 subsystem.

• Release Number
Displays the version number of the monitored DB2 subsystem.

• SMF ID
Displays the SMF ID for the z/OS system.

• Subsystem Name
Displays the name of the monitored DB2 subsystem.

Group Buffer Pool (DB2 z/OS Subsystems)
These group buffer pool metrics are reported for each monitored DB2 subsystem:

• Page Data Reads
Displays the number of pages that are read from the pool during the last polling interval.

• Page Empty Reads
Displays the number of reads that failed to find the requested data from the pool during the last polling interval.

• Page Read Efficiency
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Displays the following ratio during the last polling interval: read requests where data was returned to total read
requests. A low ratio indicates that the average time that a page resides in the pool is too short.

• Write Failures
Displays the number of incomplete coupling facility write requests because of storage resource shortage during the last
polling interval.

Locks (DB2 z/OS Subsystems)
These locking metrics are reported for each monitored DB2 subsystem:

• Deadlocks
Displays how many times an application could not obtain a lock from the Lock Manager (IRLM) during the last polling
interval because of deadlock.

• Escalations
Displays how many times DB2 successfully performed a lock escalation on a tablespace during the last polling interval.

• Global Requests
Displays the global number of lock requests for physical locks (P-locks) during the last polling interval.

• Global Suspensions
Displays the number of suspends because of an IRLM global resource contention during the last polling interval. A
contention occurs when the IRLM lock states were in conflict.

• Local Requests
Displays how many times DB2 requested a lock from IRLM on behalf of the application during the last polling interval.

• Local Suspensions
Displays how many times an application obtaining a lock from IRLM was delayed during the last polling interval. These
delays are due to the resource being held by another task with an incompatible lock.

• Timeouts
Displays how many times an application could not obtain a lock from IRLM during the last polling interval because of
time-out.

Log Activity (DB2 z/OS Subsystems)
These logging metrics are reported for each monitored DB2 subsystem:

• Active Log Space Available (%)
Displays the percentage of active log space currently available.

• Active Reads
Displays the number of DB2 log reads finding data in the active log data sets during the last polling interval.

• Archive Reads
Displays the number of DB2 log reads finding data in the archive log data sets during the last polling interval.

• Checkpoints
Displays the number of checkpoints DB2 has taken during the last polling interval.

• Minutes Between Checkpoints
Displays the average number of minutes between checkpoints since DB2 was last started.

• Unavailable Buffer Waits
Displays how many times DB2 found no log buffer in which to place data during the last polling interval.

• Write Forced
Displays how many times DB2 issued a synchronous WRITE request to the active log during the last polling interval.

• Write No Waits
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Displays how many times DB2 issued a NOWAIT WRITE request to the active log during the last polling interval.
• Write Waits

Displays the number of wait log write requests that are encountered during the last polling interval.

Misc (DB2 z/OS Subsystems)
These miscellaneous metrics are reported for each monitored DB2 subsystem:

• Current Starjoin Pool Size
Displays the current size of the star join pool in MB.

• Current Starjoin Pool Used (%)
Displays the percentage of the star join pool currently in use.

• DDF Status
Indicates whether the Distributed Data Facility (DDF) is started (ACTIVE) or not (INACTIVE).

• DDF Status Value
Indicates whether the Distributed Data Facility (DDF) is started (1) or not (0).

• Dataset Open (%)
Displays the current number of database data sets open as a percentage of the DSMAX DSNZPARM parameter.

• Maximum Starjoin Pool Size
Displays the maximum size of the star join pool in MB.

• Maximum Starjoin Pool Used (%)
Displays the highest percentage of the star join pool that is used since DB2 was last started.

• RID Pool Failures
Displays the number of times the RID list processing failed due to the following conditions:

• – Lack of RID storage
– Lack of RIDs
– Too many concurrent processes during the last polling interval

• RLF Status
Indicates whether the resource limit facility (RLF) is started (ACTIVE) or not (INACTIVE).

• RLF Status Value
Indicates whether the resource limit facility (RLF) is started (1) or not (0).

• Starjoin Pool Allocation Requests
Displays the number of allocation requests in the star join pool that are issued during the last polling interval.

• Starjoin Pool Failures
Displays the number of failures that a full star join pool causes during the last polling interval.

• Workfile Shortage 32K
Displays how many times that space in a 4-KB tablespace was used because space in a 32-KB tablespace was not
available during the last polling interval.

• Workfile Shortage 4K
Displays how many times that space in a 32-KB tablespace was used because space in a 4-KB tablespace was not
available during the last polling interval.

Subsystem CPU (DB2 z/OS Subsystems)
These CPU metrics are reported for each monitored DB2 subsystem:
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• DB2 Elapsed Time
Displays the number of microseconds the DB2 subsystem was active during the last polling interval.

• DBM1 CP CPU Usage
Displays the amount of CP CPU used by the DBM1 address space during the last polling interval. The value is in
microseconds.

• DBM1 CPU (%)
Displays the percentage of CPU used by the DBM1 address space during the last polling interval.

• DBM1 zIIP CPU Usage
Displays the amount of zIIP CPU used by the DBM1 address space during the last polling interval. The value is in
microseconds.

• DDF CP CPU Usage
Displays the amount of CP CPU used by the DDF address space during the last polling interval. The value is in
microseconds.

• DDF CPU (%)
Displays the percentage of CPU used by the DDF address space during the last polling interval.

• DDF zIIP CPU Usage
Displays the amount of zIIP CPU used by the DDF address space during the last polling interval. The value is in
microseconds.

• IRLM CP CPU Usage
Displays the amount of CP CPU used by the IRLM address space during the last polling interval. The value is in
microseconds.

• IRLM CPU (%)
Displays the percentage of CPU used by the IRLM address space during the last polling interval.

• IRLM zIIP CPU Usage
Displays the amount of zIIP CPU used by the IRLM address space during the last polling interval. The value is in
microseconds.

• MSTR CP CPU Usage
Displays the amount of CP CPU used by the MSTR address space during the last polling interval. The value is in
microseconds.

• MSTR CPU (%)
Displays the percentage of CPU used by the MSTR address space during the last polling interval.

• MSTR zIIP CPU Usage
Displays the amount of zIIP CPU used by the MSTR address space during the last polling interval. The value is in
microseconds.

• Processor Count
Displays the number of processors that are currently allocated for the LPAR.

• Total CPU (%)
Displays the percentage of CPU used by all DB2 address spaces (except for DDF) during the last polling interval.

Workload (DB2 z/OS Subsystems)
These workload metrics are reported for each monitored DB2 subsystem:

• Aborts
Displays the number of implicit and explicit ROLLBACKs (ABORTs) processed by the Subsystem Services component
during the last polling interval.

• Call Requests
Displays the number of SQL CALL statements that are issued during the last polling interval.
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• Create Thread Requests
Displays the number of successful create thread requests that the Subsystem Services component processed during
the last polling interval.

• Current Background Threads
Displays the current number of connections to DB2 from batch.

• Current DBAT Threads
Displays the current number of active remote connections.

• Current Foreground Threads
Displays the number of TSO connections in use as defined by the IDFORE DSNZPARM parameter.

• Current Threads
Displays the current number of active users in DB2.

• Delete Requests
Displays the number of SQL DELETE statements that are issued during the last polling interval.

• Dynamic Requests
Displays the number of SQL DESCRIBE and SQL PREPARE statements that are issued during the last polling
interval.

• InsUpdDel Requests
Displays the number of the following statements that are issued during the last polling interval:

• – SQL INSERT
– SQL UPDATE
– SQL DELETE

• Insert Requests
Displays the number of SQL INSERT statements that are issued during the last polling interval.

• Maximum Background Threads
Displays the maximum number of concurrent connections that DB2 allows from batch.

• Maximum Batch Users (%)
Displays the percentage of maximum batch connections in use as defined by the IDBACK DSNZPARM parameter.

• Maximum DBAT Threads
Displays the maximum number of database access threads (DBATs) that can be allocated concurrently.

• Maximum Foreground Threads
Displays the maximum number of users that are allowed to be identified to DB2 from the TSO foreground
simultaneously.

• Maximum Remote Users (%)
Displays the percentage of maximum remote connections in use as defined by the MAXDBAT DSNZPARM parameter.

• Maximum TSO Users (%)
Displays the percentage of maximum TSO connections in use as defined by the IDFORE ZPARM parameter.

• Maximum Threads
Displays the maximum number of allied threads (threads that are started at the local subsystem) that can be allocated
concurrently.

• Maximum Users (%)
Displays the percentage of maximum users currently active in DB2.

• Queued Create Thread Requests
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Displays the number of create threads the DB2 Subsystem Services component processes that have waited or were
queued. This situation is because the maximum number of concurrent threads had been reached during the last polling
interval.

• SelectOpen Requests
Displays the number of SQL SELECT and SQL OPEN statements that are issued during the last polling interval.

• Syncs
Displays the number of successful single phase COMMITs (SYNCs) processed by the Subsystem Services component
during the last polling interval.

• Update Requests
Displays the number of SQL UPDATE statements that are issued during the last polling interval.

DB2 z/OS Data Sharing Group Metric Categories
You can configure the collection of metrics from one or more DB2 data sharing groups running on the local LPAR. The
Insight.DB2.group.name.list property specifies the DB2 data sharing groups from which you want to collect metrics. The
property is in the Cross-Enterprise_APM_Dynamic.properties file.

Each monitored DB2 data sharing group reports metrics in the following categories:

• Buffer Pool
• CPU
• Distributed Activity
• EDM Pool
• Exceptions
• General
• Group Buffer Pool
• Locks
• Log Activity
• Misc
• Workload

Buffer Pool (DB2 z/OS Data Sharing Group)
These buffer pool metrics are reported for each monitored DB2 Data Sharing Group:

• Asynchronous Writes
Displays the number of write I/O operations that member subsystems performed during the last polling interval.

• Available Pages (%)
Displays the percentage of buffer pool pages from member subsystems that are free for use by other applications.

• Dataset Opens
Displays how many times data sets were opened for buffer pools in member subsystems during the last polling
interval.

• Page Get Requests
Displays the number of data page access requests that member subsystems made during the last polling interval.

• Page Read Efficiency
Displays the percentage of time the buffer pool serviced the data that member subsystems requested during the last
polling interval. The requested data was not loaded from the disk.

• Page Write Efficiency
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Displays the ratio of the following numbers during the last polling interval: The number of buffer pool pages that
member subsystems wrote to the total number of write operations that were performed.

• Page Write Requests
Displays the total number of updated buffer pool pages that member subsystems wrote to disk during the last polling
interval.

• Prefetch Failed
Displays how many times DB2 dishonored a prefetch request because the prefetch threshold was reached during the
last polling interval.

• Prefetch IO
Displays the number of prefetch read I/O requests that member subsystems made during the last polling interval.

• Prefetch Reads
Displays the number of pages that member subsystems read into buffer pools using sequential prefetch I/O operations
during the last polling interval.

• Prefetch Requests
Displays how many times member subsystems requested to preread pages for index and table spaces during the last
polling interval.

• Synchronous IO
Displays the number of synchronous I/O operations on DB2 page sets for member subsystems during the last polling
interval.

• VPool Size
Displays the number of buffers that are allocated for virtual buffer pools in member subsystems.

CPU (DB2 z/OS Data Sharing Group)
These CPU metrics are reported for each monitored DB2 Data Sharing Group:

• DB2 Elapsed Time
Displays the combined number of microseconds for which the member DB2 subsystems have been active since the
last polling interval.

• DBM1 CP CPU Usage
Displays the amount of CP CPU used by the DBM1 address spaces of member subsystems during the last polling
interval. The value is in microseconds.

• DBM1 CPU (%)
Displays the average percentage of CPU used by the DBM1 address spaces of member subsystems during the last
polling interval.

• DBM1 zIIP CPU Usage
Displays the amount of zIIP CPU used by the DBM1 address spaces of member subsystems during the last polling
interval. The value is in microseconds.

• DDF CP CPU Usage
Displays the amount of CP CPU used by the DDF address spaces of member subsystems during the last polling
interval. The value is in microseconds.

• DDF CPU (%)
Displays the average percentage of CPU used by the DDF address spaces of member subsystems during the last
polling interval.

• DDF zIIP CPU Usage
Displays the amount of zIIP CPU used by the DDF address spaces of member subsystems during the last polling
interval. The value is in microseconds.

• IRLM CP CPU Usage
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Displays the amount of CP CPU used by the IRLM address spaces of member subsystems during the last polling
interval. The value is displayed in microseconds.

• IRLM CPU (%)
Displays the average percentage of CPU used by the IRLM address spaces of member subsystems during the last
polling interval.

• IRLM zIIP CPU Usage
Displays the amount of zIIP CPU used by the IRLM address spaces of member subsystems during the last polling
interval. The value is in microseconds.

• MSTR CP CPU Usage
Displays the amount of CP CPU used by the MSTR address spaces of member subsystems during the last polling
interval. The value is in microseconds.

• MSTR CPU (%)
Displays the average percentage of CPU used by the MSTR address spaces of member subsystems during the last
polling interval.

• MSTR zIIP CPU Usage
Displays the amount of zIIP CPU used by the MSTR address spaces of member subsystems during the last polling
interval. The value is in microseconds.

• Processor Count
Displays the total number of processors that are currently allocated for member subsystems.

• Total CPU (%)
Displays the average percentage of CPU used by all DB2 address spaces of all member subsystems (except for DDF)
during the last polling interval.

Distributed Activity (DB2 z/OS Data Sharing Group)
These distributed SQL activity metrics are reported for each monitored DB2 Data Sharing Group:

• Rows Received
Displays the combined number of rows of data that member subsystems retrieved from the server location during the
last polling interval.

• Rows Sent
Displays the combined number of rows of data that member subsystems sent to the requester location during the last
polling interval.

• SQL Received
Displays the combined number of SQL statements that member subsystems received from the requester location
during the last polling interval.

• SQL Sent
Displays the combined number of SQL statements that member subsystems sent to the remote server during the last
polling interval.

EDM Pool (DB2 z/OS Data Sharing Group)
These EDM pool metrics are reported for each monitored DB2 Data Sharing Group:

• Cursor Table Load (%)
Displays the ratio of how many member subsystem load requests required no I/O during the last polling interval. The
requested resource was already being loaded.

• DBD Load (%)
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Displays the ratio of how many member subsystem load requests for the database descriptor (DBD) pages required no
I/O during the last polling interval. The requested resource was already being loaded.

• DBD Pool Free Pages
Displays the total number of free pages in the DBD pool free chains of member subsystems.

• DBD Pool Full Failures
Displays the total number of DBD pool full failures that member subsystems detected during the last polling interval.

• DBD Pool Pages
Displays the total number of pages that are allocated to the DBD pools of member subsystems.

• DBD Pool Pages Available (%)
Displays the percentage of DBD pool pages from member subsystems that are free for use by other applications.

• DBD Used Pages
Displays the number of DBD pool pages from member subsystems that are allocated to DBDs.

• Dynamic Statement Load (%)
Displays the percentage of how many requests from the member subsystems the dynamic statement cache satisfies
during the last polling interval.

• EDM Pool Full Failures
Displays the number of times that member subsystems were unable to find or replace pages in the EDM pool during
the last polling interval. All pages were in use.

• Package Table Load (%)
Displays the ratio of how many member subsystem load requests for package table pages required no I/O during the
last polling interval. The requested resource was already being loaded.

• Skeleton Cursor Table Pages
Displays the total number of EDM pool pages from member subsystems that are allocated to skeleton cursor tables
(SKCTs).

• Skeleton Package Table Pages
Displays the total number of EDM pool pages from member subsystems that are allocated to skeleton package
tables (SKPTs).

• Skeleton Package Table Pages Available (%)
Displays the percentage of SKPT pages from member subsystems that are free for use by other applications.

• Statement Pool Free Pages
Displays the total number of free pages in the EDM statement pools of member subsystems.

• Statement Pool Full Failures
Displays the total number of EDM statement pool full failures that member subsystems detected during the last polling
interval.

• Statement Pool Pages
Displays the total number of pages in the EDM statement pools of member subsystems.

• Statement Pool Used Pages
Displays the total number of pages that are used in the EDM statement pools of member subsystems.

Exceptions (DB2 z/OS Data Sharing Group)
These CA SYSVIEW® Performance Management Option for DB2 for z/OS exception metrics are reported for each
monitored DB2 Data Sharing Group:

• Application Critical Exceptions
Displays the sum of critical application exceptions that member subsystems detected during the last exception cycle.

• Application Warning Exceptions
Displays the sum of warning application exceptions that member subsystems detected during the last exception cycle.

• Database Critical Exceptions
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Displays the sum of critical database exceptions that member subsystems detected during the last exception cycle.
• Database Warning Exceptions

Displays the sum of warning database exceptions that member subsystems detected during the last exception cycle.
• Subsystem Critical Exceptions

Displays the sum of critical subsystem exceptions that member subsystems detected during the last exception cycle.
• Subsystem Warning Exceptions

Displays the sum of warning subsystem exceptions that member subsystems detected during the last exception cycle.
• Total Critical Exceptions

Displays the total critical exceptions (subsystem, database, and application) that member subsystems detected during
the last exception cycle.

• Total Warning Exceptions
Displays the total warning exceptions (subsystem, database, and application) that member subsystems detected
during the last exception cycle.

General (DB2 z/OS Data Sharing Group)
These general metrics are reported for each monitored DB2 Data Sharing Group:

• Availability
Indicates whether you can connect to the Data Sharing Group in text form. This metric can have one of the following
values:
– AVAILABLE

Indicates that Cross-Enterprise APM Agent can connect to a CA SYSVIEW® Performance Management Option for
DB2 for z/OS (CA SYSVIEW for DB2) agent that is monitoring a DB2 group member subsystem.

– UNAVAILABLE
Indicates that Cross-Enterprise APM Agent cannot connect to a local DB2 group member subsystem. The following
reasons are possible:
• No local DB2 group member subsystems have active CA SYSVIEW for DB2 agents that can query for the DB2

Data Sharing Group metrics.
• The Xnet communication infrastructure is not properly configured or is not currently operational.

• Availability Value
Displays whether you can connect to the DB2 Data Sharing Group in numeric form. This metric can have one of the
following values:
– 1

Indicates that Cross-Enterprise APM Agent can connect to a CA SYSVIEW for DB2 agent that is monitoring a DB2
group member subsystem.

– 0
Indicates that Cross-Enterprise APM Agent cannot connect to a local DB2 group member subsystem.

• DB2 Start Time
Displays the sorted list of dates and times that each member subsystem was started.

• Data Sharing Group Name
Displays the name of the DB2 Data Sharing Group.

• Member Count
Displays the number of member subsystems that are assigned to this DB2 Data Sharing Group.

• Member List
Displays the sorted list of DB2 Data Sharing Group member subsystem names.
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Group Buffer Pool (DB2 z/OS Data Sharing Group)
These group buffer pool metrics are reported for each monitored DB2 Data Sharing Group:

• Page Data Reads
Displays the number of pages that member subsystems read from the group buffer pool during the last polling interval.

• Page Empty Reads
Displays how many times member subsystems read from the pool but could not find the data during the last polling
interval.

• Page Read Efficiency
Displays the following ratio for the last polling interval: read requests from member subsystems where data was
returned to total read requests. A low ratio indicates that the average time that a page resides in the group buffer pool
is too short.

• Write Failures
Displays the number of coupling facility write requests from member subsystems that could not complete during the
last polling interval. A lack of coupling facility storage resources causes the incompletion.

Locks (DB2 z/OS Data Sharing Group)
These locking metrics are reported for each monitored DB2 Data Sharing Group:

• Deadlocks
Displays the total number of times that an application on a member subsystem could not obtain a lock from the internal
resource lock manager (IRLM) because of a deadlock during the last polling interval.

• Escalations
Displays the total number of times that member subsystems successfully performed lock escalations on a table space
during the last polling interval.

• Global Requests
Displays the global number of lock requests that member subsystems made for physical locks (P-locks) during the last
polling interval.

• Global Suspensions
Displays total number of suspensions on member subsystems because of an IRLM global resource contention
(conflicting IRLM lock states) during the last polling interval.

• Local Requests
Displays the total number of times that a member subsystem requested a lock from IRLM on behalf of the application
during the last polling interval.

• Local Suspensions
Displays the total number of times that an application on a member subsystem was delayed in obtaining a lock from
IRLM during the last polling interval. The requested resource was being held by another task with an incompatible lock.

• Timeouts
Displays the total number of times that an application on a member subsystem could not obtain a lock from IRLM after
waiting for a site-specified period during the last polling interval.

Log Activity (DB2 z/OS Data Sharing Group)
These logging metrics are reported for each monitored DB2 Data Sharing Group:

• Active Reads
Displays the total number of times the active log data sets satisfied the member subsystem requests for log data
during the last polling interval.

• Archive Reads

 166



 CA Cross-Enterprise Application Performance Management 10.2

Displays the total number of times the archive log data sets satisfied the member subsystem requests for log data
during the last polling interval.

• Checkpoints
Displays the number of checkpoints that member subsystems took during the last polling interval.

• Unavailable Buffer Waits
Displays the total number of times member subsystems could not place data into a log buffer because buffer was
unavailable during the last polling interval.

• Write Forced
Displays the total number of times member subsystems issued a synchronous WRITE request to the active log during
the last polling interval.

• Write No Waits
Displays the total number of times member subsystems issued a NOWAIT WRITE request on behalf of an application
to the active log during the last polling interval.

• Write Waits
Displays the total number of WAIT LOG WRITE requests that member subsystems encountered during the last polling
interval.

Misc (DB2 z/OS Data Sharing Group)
These miscellaneous metrics are reported for each monitored DB2 Data Sharing Group:

• Current Starjoin Pool Size
Displays the combined size of star join pools (in MB) across all member subsystems.

• Current Starjoin Pool Used (%)
Displays the combined percentage of star join pool space currently in use across all member subsystems.

• RID Pool Failures
Displays the combined number of times the RID list processing has failed during the last polling interval across all
member subsystems. The following reasons are possible:
– Lack of RID storage
– Lack of RIDs
– Too many concurrent processes

• Starjoin Pool Allocation Requests
Displays the combined number of star join pool allocation requests made during the last polling interval across all
member subsystems.

• Starjoin Pool Failures
Displays the combined number of failures because of a full star join pool during the last polling interval across all
member subsystems.

• Workfile Shortage 32K
Displays the combined number of times the following conditions occurred during the last polling interval across all
member subsystems: Space in a 4-KB tablespace was used because space in a 32-KB tablespace was not available.

• Workfile Shortage 4K
Displays the combined number of times the following conditions occurred during the last polling interval across all
member subsystems: Space in a 32-KB tablespace was used because space in a 4-KB tablespace was not available.

Workload (DB2 z/OS Data Sharing Group)
These workload metrics are reported for each monitored DB2 Data Sharing Group:

• Aborts
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Displays the combined number of implicit and explicit ROLLBACKs (ABORTs) that the DB2 Subsystem Services
component of member subsystems has processed during the last polling interval.

• Call Requests
Displays the combined number of SQL CALL statements that member subsystems issued during the last polling
interval.

• Create Thread Requests
Displays the combined number of the successful CREATE THREAD requests that the DB2 Subsystem Services
component of member subsystems has processed during the last polling interval.

• Current Background Threads
Displays the combined number of batch connections to DB2 in all member subsystems.

• Current DBAT Threads
Displays the combined number of active remote connections in all member subsystems.

• Current Foreground Threads
The combined number of TSO connections in use as defined by the IDFORE DSNZPARM parameter in all member
subsystems.

• Current Threads
Displays the combined number of active users in DB2 from all member subsystems.

• Delete Requests
Displays the combined number of SQL DELETE statements that member subsystems issued during the last polling
interval.

• Dynamic Requests
Displays the combined number of SQL DESCRIBE and SQL PREPARE statements that member subsystems issued
during the last polling interval.

• InsUpdDel Requests
Displays the combined number of the SQL INSERT, SQL UPDATE, and SQL DELETE statements that member
subsystems issued during the last polling interval.

• Insert Requests
Displays the combined number of SQL INSERT statements that member subsystems issued during the last polling
interval.

• Queued Create Thread Requests
Displays the combined number of the CREATE THREAD requests that have waited or were queued during the last
polling interval. The concurrent thread limit was reached.

• SelectOpen Requests
Displays the combined number of SQL SELECT and SQL OPEN statements that member subsystems issued during
the last polling interval.

• Syncs
Displays the combined number of successful single phase COMMITs (SYNCs) that the DB2 Subsystem Services
component of member subsystems has processed during the last polling interval.

• Update Requests
Displays the combined number of SQL UPDATE statements that member subsystems issued during the last polling
interval.

MVS Messages
This section details the messages sent to the MVS message console.
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WILY001I

Cross-Enterprise APM has been started.

Reason:

CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM) was started.

Action:

No action is required. This message is informational.

WILY002I

Cross-Enterprise APM is being initialized.

Reason:

CA Cross-Enterprise APM is initializing.

Action:

No action is required. This message is informational.

WILY003I

Cross-Enterprise APM has been stopped.

Reason:

CA Cross-Enterprise APM was stopped.

Action:

No action is required. This message is informational.

WILY004E

Failure to accept the end user license agreement is preventing the agent from starting.

Reason:

CA Cross Enterprise APM has an End User License Agreement (EULA) that must be accepted to run the product.

Action:

Read the EULA located in the data/EULA.txt file. Setting the following configuration property to "yes"
indicates that you have read, understood, and will comply with the terms and conditions of the EULA: Cross-
Enterprise.APM.I.Read.And.Accept.End.User.License.Agreement = yes.
This property is in the config/Cross-Enterprise_APM_Dynamic.properties file.

WILY005E

The metric polling thread failed to initialize.

Reason:

A misconfiguration or fatal error prevented the metric polling thread from initializing.

Action:

Check your settings in Cross-Enterprise_APM_Dynamic.properties, Cross-Enterprise_APM.log, or the JZOS console for
more information about the error.

See the logs for more messages, which identify the reason the polling thread failed to initialize.
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WILY006E

Cross-Enterprise APM failed to establish a connection to the Enterprise Manager.

Reason:

A misconfiguration or fatal error prevented the Cross-Enterprise APM Agent from connecting to Enterprise Manager.

Action:

Check your settings in Introscope_Cross-Enterprise_APM.profile and Cross-Enterprise_APM.log for more information
about the error.

See the logs for more messages, which identify the reason it failed to connect

WILY007E

The SMF record processor failed to initialize.

Reason:

A misconfiguration or fatal error prevented the Cross-Enterprise APM Agent from starting an internal thread. The thread
processes the SMF records delivered by CA SYSVIEW® Performance Management (CA SYSVIEW) and turned into
transaction traces.

Action:

Check your settings in Introscope_Cross-Enterprise_APM.profile, Cross-Enterprise_APM.log, or the JZOS console for
more information about the error.

See the logs for more messages, which identify the reason it failed to initialize.

WILY008E

Cross-Enterprise APM initialization failed on the SYSVIEW for DB2 Metrics Polling.

Reason:

A misconfiguration or fatal error prevented the Cross-Enterprise APM Agent from starting thread for polling metrics from
 CA SYSVIEW ® Performance Management Option for DB2 for z/OS (CA SYSVIEW for DB2).

Action:

Check your settings in Introscope_Cross-Enterprise_APM.profile or Cross-Enterprise_APM.log for more information about
the error.

See the logs for more messages, which identify the reason metric polling failed to initialize.

WILY009E

Cross-Enterprise APM SYSVIEW for DB2 Metrics Polling unable to proceed until connection options are changed.

Reason:

A misconfiguration prevented the Cross-Enterprise APM Agent connecting to Xnet to poll metrics from CA SYSVIEW for
DB2.

Action:

See Cross-Enterprise_APM.log for more messages, which identify the reason why metric polling stopped. Correct the
appropriate configuration options in Introscope_Cross-Enterprise_APM.profile. After the configuration is corrected, the
metric polling resumes automatically.
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WILY010E

Cross-Enterprise APM SYSVIEW for DB2 Metrics Polling unable to proceed and will now terminate.

Reason:

A fatal error prevented the Cross-Enterprise APM Agent from polling metrics from CA SYSVIEW for DB2.

Action:

Check Cross-Enterprise_APM.log or the JZOS console for more information about the error and contact technical support
if necessary.

 

Useful CA SYSVIEW Commands
CA SYSVIEW® Performance Management (CA SYSVIEW) provides many commands. Not all are available when licensed
and configured for only the CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM)
option. This quick reference supplements the CA SYSVIEW documentation to assist you in navigating the CA SYSVIEW
panels:

• For data collection validation and configuration
• For creating groups for use with CA Cross-Enterprise APM

NOTE

: Online help is available from within CA SYSVIEW by pressing F1 on any menu or panel. Alternately, typing
HELP and the command name gives you the online help for that command. For example, typing HELP
CICSLIST on the command line displays the online help for the CICSLIST command.

General Commands
These commands provide general information about CA SYSVIEW® Performance Management:

LIBS Command

The LIBS command displays information about the product libraries and data sets that are in use. In the ISPF interface,
you can browse or edit these libraries directly.

STATUS Command

The STATUS command displays various product and status information. For CA Cross-Enterprise Application
Performance Management (CA Cross-Enterprise APM), you can use the command to validate that the CEAPM option is
present, for example:

Product

    Title CA SYSVIEW

    Name SYSVIEW

    Release 14.0

    Service Level 0000

    Build 0820

    Copyright (C) 2014 CA

    Options BASE,CICS,DATACOM,MQSERIES,MVS,IMS,CAPTURE,TCPIP,CEAPM
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TOPICS Command

The TOPICS command displays a list of online help topics.

To access topics that relate to CA Cross-Enterprise APM, enter SELECT CLASS = CEAPM on the command line.

CICSLOGR and IMSLOGR Commands

The CICSLOGR and IMSLOGR commands display status, statistics, and configuration information related to the
CICS and IMS logging tasks in CA SYSVIEW. The loggers are responsible for logging transaction and other data to
various destinations, including the CA Cross-Enterprise APM agent. If you are using the cross-product tracing portion of
CA Cross-Enterprise APM, the loggers need to be active and connected to CA Cross-Enterprise APM.

The data on each display is similar. If you are not running or tracing one of the subsystems, there is no need to execute
the corresponding logger command for validation.

The Status field should show ACTIVE to indicate that the logger task is running. You may have to scroll to the right for
the next set of fields. The Portlist field identifies the name of the PORTLIST group that the logger will use to connect
to CA Cross-Enterprise APM. This group should have been set up in Step 2b in Configure the Cross-Enterprise APM
Agent. You can use the GROUPS command to display the contents of the groups, which is one or more TCP ports.

After a trace is initiated and a transaction matching the trace is executed and completes, the logger connects to the
CA Cross-Enterprise APM agent and sends transaction data over. This transaction data count is reflected in the TCPSend
field. If this field is zero or blank, it indicates that either a trace was not initiated or a matching transaction was not
executed.

CICSLOGR
Cmd      SSID Jobname  CICSLOGR Status    CICS     Records     TranDet ...  TCPSend    TCPByteS ... PortList

________ GSVX SYSVIEW  CICSLOGR ACTIVE       6       14564        7404 ...        6       24572 ... CICSWILY

IMSLOGR
Cmd      SSID Jobname  Asid IMSLOGR Status   IMSID    TrnRecs ...  TCPSend    TCPByteS PortList

________ GSVX SYSVIEW  031C IMSLOGR ACTIVE   SS71        1522 ...       10       32572 IMSWILY

Data Collection Validation
These commands help you to determine whether CA SYSVIEW® Performance Management (CA SYSVIEW) is configured
correctly for CA Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM) and whether it is
correctly capturing data:

ASADMIN Command

The ASADMIN (Address Space Administration) command displays information about the CA SYSVIEW address spaces
running on your system. The displayed panel shows the status of the various tasks running in those address spaces. The
panel also provides line commands, such as START and STOP, which enables you to control the task execution.
On the panel, enter SELECT JOBNAME = SYSVIEW and ensure that the following tasks are active:

• For MVS, the MVSDATA task must be active.
• For CICS, the CICSDATA task must be active. The CICSLOGR task is active if you plan to do cross-process tracing

into CICS.
• For IMS, the IMSDATA task must be active. The IMSLOGR task is active if you plan to do cross-process tracing into

IMS.
• For WebSphere MQ, the MQSDATA task must be active.
• For TCP/IP, the TCPDATA task must be active.
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If any of these tasks are not active, you can manually start them by typing START on the Cmd line. You can also stop a
task using the STOP line command.
To start a data collection task permanently, modify the CNM4BPRM(SYSVIEW) member that is read at task startup.
Changes will take effect next time CA SYSVIEW is started.
Some SYSVUSER tasks must be running for the CA Cross-Enterprise APM agent to connect to CA SYSVIEW. These
tasks are the XS* cross-system tasks that start automatically with the SYSVUSER job.

CICSLIST Command

The CICSLIST command displays information about CICS regions.
In the Status column, ACTIVE indicates that CA SYSVIEW monitoring is active in that region. NOSTART indicates that CA
SYSVIEW monitoring is not started for that region.

DCLIST Command

The DCLIST command displays information about CA Datacom address spaces that are currently being monitored. A list
of active address spaces are obtained dynamically.

IMSLIST Command

The IMSLIST command displays information about IMS control regions.
The Status column on this panel indicates whether that control region is active. CA SYSVIEW recognizes all the defined
IMS subsystems and automatically monitors all active control regions.

MQLIST Command

The MQLIST command displays information about defined WebSphere MQ subsystems.
The Status column on this panel indicates whether a queue manager is active or inactive. The Mon column indicates
whether monitoring is configured for a queue manager.

TCPLIST Command

The TCPLIST command displays information about defined TCP/IP stacks.
The Status column indicates the status of a TCP/IP stack. The Mon column indicates whether monitoring is configured for
a stack.

USERS Command

The USERS command displays user session information. When the CA Cross-Enterprise APM job (WILYZOS) is running
and connected to CA SYSVIEW, the job name is listed.
You can use the LISTLOG line command to help you verify that the CA Cross-Enterprise APM agent is working properly.
LISTLOG lists the commands that the agent is entering against CA SYSVIEW. Not seeing commands within the defined
interval (in the agent properties file) indicates a possible problem.

Group Definition Commands
Groups are used for CICS and IMS to group similar transaction groups, MQ queue manager and queue groups, and TCP
port list groups together for monitoring purposes. 

For information about queue manager and queues, see Use Groups to Filter Queue Managers and Queues.

For more information about TCP port lists, see Configure the Cross-Enterprise APM Agent.

The IMS and CICS groups can consist of one or many transactions. These transactions can be for the same application
or performance profile. With CA Cross-Enterprise Application Performance Management, these groups are available for
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metric viewing and dashboard creation. Groups in CA SYSVIEW appear in CA Application Performance Management in
the next metric update interval.

GROUPS Command

The GROUPS command enables you to create CICS and IMS transaction groups, MQ queue manager and queue
groups, and TCP port list groups.

The following example shows the panel that the command displays:

Cmd  Type     Group    Instance Exclude  Member                  Description                         

____ ?type    ?AddGrp  ?instanc n/a      n/a                     ?description                        

____ CICSTRAN CICS     *        INCLUDE  ?AddMember              CICS transaction group              

____ .        .        .                 CEMT                    .                                   

____ .        .        .                 CEDA                    .                                   

____ .        .        .                 CECI                    .                                   

____ .        .        .                 CEBR                    .                                   

____ IMSTRAN  IMSTSF            INCLUDE  ?AddMember              CA Chorus - TSF IMS Transactions    

____ MQQMGR   WILYQM            INCLUDE  ?AddMember              Wily monitored queue managers       

____ .        .                          *                       .                                   

____ MQQUEUE  WILYQUE           INCLUDE  ?AddMember              Wily monitored queues                

____ .        .                          *                       .                                    

____ PORTLIST CICSWILY          INCLUDE  ?AddMember              Wily APM portlist                    

____ .        .                          15029                   .                                    

____ .        IMSWILY           INCLUDE  ?AddMember              Wily APM portlist                    

____ .        .                          15029                   .

IMS Transaction Group

The first line enables you to add a group. The values that are prefixed with a question mark (?) indicate type-over fields.

To create an IMS transaction group

1. Complete all the type-over fields. The following fields have special requirements:
– Group

Defines a name for the group.
Limits: Seven characters

– Type
Specifies the group type. Specify IMSTRAN for an IMS transaction group.

Press Enter.
The panel refreshes to show the new group with the Member field primed for input.

2. Enter the name of the transaction that you want to add to the group in the Member field.
The panel refreshes to show the added transaction member.

3. Repeat Step 2 for each transaction that you want to add.

Repeat this procedure for each group you want to create.

CICS Transaction Group

Each monitored CICS region has its own line. The line enables you to add a group to a region. Values that are prefixed
with a question mark (?) indicate type-over fields.

To create a CICS transaction group

1. Complete all the type-over fields. The following fields have special requirements:
– Group
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Defines a name for the group.
Limits: Seven characters

– Type
Specifies the group type. Specify CICSTRAN for a CICS transaction group.

– Instance
Specifies the logical group instance qualifier, which is the name of the CICS region to which this group belongs. 
This field supports masking, so for example, if the group pertains to all CICS regions and your variable length-
masking character is an asterisk (*), then you can enter a single asterisk in this field.

Press Enter.
The panel refreshes to show the new group with the Member field primed for input.

2. Enter the name of the transaction that you want to add to the group in the Member field.
The panel refreshes to show the added transaction member.

3. Repeat Step 2 for each transaction that you want to add.

Repeat this procedure for each group you want to create.
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Additional Resources
This section contains links to the following documentation sets and other related sites:

• How to Configure PassTickets for CA SYSVIEW for DB2
• Documentation for Other Products in This Solution (provides links to related product bookshelves)
• Documentation Library for Prior Releases (provides a link to documentation for prior releases of CA Cross-Enterprise

Application Performance Management)
• Social Media and Education Resources

How to Configure PassTickets for CA SYSVIEW for DB2
As an application administrator, you want to configure PassTickets to provide seamless and secured access by CA
Cross-Enterprise Application Performance Management (CA Cross-Enterprise APM) to CA SYSVIEW® Performance
Management Option for DB2 for z/OS (CA SYSVIEW for DB2) data. The data enables an application support specialist,
using CA Introscope®, to see the DB2 issues that affect an application.

CA Cross-Enterprise APM operates in a networked environment. PassTickets provide enhanced security across a
network. The networked entities can communicate without specific passwords or password phrases.

Use this scenario to guide you through the process:
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Figure 7: How to Configure PassTicket for CA SYSVIEW for DB2 (Gliffy) 10.2

1. Review requirements.
2. (z/OS security administrator) Configure PassTickets in the external security manager (ESM).
3. (CA SYSVIEW for DB2 administrator) Enable PassTicket support in Xnet.
4. Enable PassTicket support in CA Cross-Enterprise APM.

At the end of the process, the user ID of the CA Cross-Enterprise APM WILYZOS job has the authority to generate a
PassTicket. CA Cross-Enterprise APM can access CA SYSVIEW for DB2 using PassTickets.

Review Requirements

The configuration of PassTickets involves other roles:

• A z/OS security administrator must configure PassTickets in ESM.
• A CA SYSVIEW for DB2 administrator must enable PassTickets in Xnet.

Gather the necessary information, and pass the information to those roles so they can complete their task.
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Follow these steps:

1. Gather the following information:
– The application name (appl_name) that you want for the PassTicket definition. For example, DB2TOOLS.

Limits: One through eight characters
Note: If PassTicket support is already enabled in Xnet (PASSNAME(appl_name) parameter is specified in the
CDBAPARM(PXNPARM) data set member), use that appl_name as the application name. 

– User ID of the WILYZOS job (wilyzos_user_id) to authorize for PassTicket generation.
2. Ask the z/OS security administrator to configure PassTickets in ESM using the information in Step 1.
3. Ask the CA SYSVIEW for DB2 administrator to enable PassTickets in Xnet for appl_name.

Configure PassTickets in ESM

As a z/OS security administrator, you receive a request for a new PassTicket definition. You have the following
information:

• The application name (appl_name) that you want to use for the PassTicket definition. For example, DB2TOOLS.
• The user ID of the WILYZOS job (wilyzos_user_id) to authorize PassTicket generation.

Follow these steps:

1. Define the application session key. This key activates PassTickets in ESM for the CA SYSVIEW for DB2 instance to
which CA Cross-Enterprise APM connects.

2. Authorize the WILYZOS job to generate PassTickets for the application.

Examples are provided for CA ACF2™, CA Top Secret®, and the IBM resource access control facility (RACF).

Example: Use CA ACF2 to Configure PassTickets 

You want to configure PassTickets for the DB2TOOLS application. DB2TOOLS is the application name (appl_name) that
this example uses.

Follow these steps:

1. Associate a session key with DB2TOOLS:

SET PROFILE(PTKTDATA) DIVISION(SSIGNON)

INSERT DB2TOOLS SSKEY(session_key) MULT-USE

F ACF2,REBUILD(PTK),CLASS(P)

– session_key
The session (encryption) key that uses 16 hexadecimal digits (creating an 8-byte or 64-bit key). Use a site-specific
key value. Keep the value secret.
Example: 0123456789ABCDEF

The CA SYSVIEW for DB2 session key is defined. You can reuse the same PassTicket multiple times.
2. Enable the WILYZOS job to generate PassTickets for the DB2TOOLS application:

SET RESOURCE(PTK)

RECKEY IRRPTAUTH ADD(DB2TOOLS.- UID(wilyzos_uid) SERVICE(UPDATE,READ) ALLOW)

– wilyzos-uid
The CA ACF2 UID For the WILYZOS job. This UID must be able to generate a PassTicket for any user.

3. Permit access to the DB2TOOLS application for each user that is permitted to access the CA SYSVIEW for DB2 data:
Note: Complete this step only if you have already defined the DB2TOOLS application resources. If you inserted a
GSO CLASMAP record to change the type code for the APPL class to APL, use APL instead of SAF in the commands.

ACF
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SET RESOURCE(SAF)

RECKEY DB2TOOLS ADD(UID(wilyzos_uid) SERVICE(READ) ALLOW)

RECKEY DB2TOOLS ADD(useridn UID(useridn_uid) SERVICE(READ) ALLOW)

F ACF2,REBUILD(SAF)

– useridn and useridn_uid
The user ID and UID of the user requests access to CA Cross-Enterprise APM.

The WILYZOS job can generate PassTickets for the specified user IDs.

 

NOTE

The example is provided as a guideline. For detailed information about using these commands, see the
Administrating section of the CA ACF2 for z/OS documentation on DocOps.ca.com.

Example: Use CA Top Secret to Configure PassTickets

You want to configure PassTickets for the DB2TOOLS application. DB2TOOLS is the application name (appl_name) that
this example uses.

Note: If the PTKTDATA class and ownership for the PassTicket resource IRRPTAUTH have been defined, skip Step 1 and
Step 2.

Follow these steps:

1. Update the Resource Descriptor Table (RDT) to define the PTKTDATA class by entering the following command:

TSS ADDTO(RDT) RESCLASS(PTKTDATA) RESCODE(n) ACLST(ALL,NONE,READ,UPDATE) MAXLEN(37) MAXOWN(9)

2. Assign the ownership of the IRRPTAUTH PassTicket resource:

TSS ADDTO(department) PTKTDATA(IRRPTAUTH)

– department
A preexisting department.

3. Set up the host system to accept PassTickets:
a. Define the application resource, and assign the ownership:

TSS ADDTO(department) APPLICATION(DB2TOOLS)

The application is defined to this department. This ownership lets a department administrator (or higher) define
permissions for generating and validating PassTickets.

b. Update the Node Descriptor Table (NDT) to associate a session key with DB2TOOLS:

TSS ADDTO(NDT) PSTKAPPL(DB2TOOLS) SESSKEY(session_key) SIGNMULTI

• session_key
A session (encryption) key that uses 16 hexadecimal digits (creating an 8-byte or 64-bit key). Use a site-specific
key value. Keep the value secret.
Example: 0123456789ABCDEF

The CA SYSVIEW for DB2 session key is defined. You can reuse the same PassTicket multiple times.
4. Complete the following steps for the user ID of the WILYZOS job:

a. Enable the job to generate PassTickets for the DB2TOOLS application:

TSS PERMIT(wilyzos_user_id) PTKTDATA(IRRPTAUTH.DB2TOOLS.) ACCESS(READ,UPDATE)

This step gives CA Cross-Enterprise APM permission to use the session key value to generate PassTickets.
b. Permit access to the application:
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TSS PERMIT(wilyzos_user_id) APPLICATION(DB2TOOLS)

5. Permit access to the application for each user that is permitted to access the CA SYSVIEW for DB2 data:

TSS PERMIT(useridn) APPLICATION(DB2TOOLS)

– useridn
The user ID of the user that requests access to CA Cross-Enterprise APM.

This step gives specific users access to DB2 performance data, including the ability to validate PassTickets that are
generated using the session key value.

The WILYZOS job can generate PassTickets for the specified user IDs.

NOTE

 This example is provided as a guideline. For detailed information about using these commands, see the
Command Functions section of the CA Top Secret for z/OS documentation on DocOps.ca.com.

Example: Use IBM RACF to Configure PassTickets.

You want to configure PassTickets for the DB2TOOLS application. DB2TOOLS is the application name (appl_name) that
is used in this example.

Follow these steps:

1. Define the DB2TOOLS application by entering the following commands:

RDEFINE APPL DB2TOOLS UACC(NONE)

SETROPTS CLASSACT(APPL)

SETROPTS GENERIC(PTKTDATA)

2. Activate the PassTicket class if it is not currently active:

SETROPTS CLASSACT(PTKTDATA) RACLIST(PTKTDATA)

3. Define a profile that associates a session key with DB2TOOLS:

RDEFINE PTKTDATA DB2TOOLS SSIGNON(KEYMASKED(session_key)) APPLDATA('NO REPLAY PROTECTION')

– session_key
A session (encryption) key that uses 16 hexadecimal digits (creating an 8-byte or 64-bit key). Use a site-specific
key value. Keep the value secret.
Example: 0123456789ABCDEF 

The profile and CA SYSVIEW for DB2 session key are defined. The same PassTicket can be reused multiple times.
4. Enable the WILYZOS job to generate PassTickets for the DB2TOOLS application:

RDEFINE PTKTDATA IRRPTAUTH.DB2TOOLS.* UACC(NONE)

PERMIT IRRPTAUTH.DB2TOOLS.* ID(wilyzos_user_id) CLASS(PTKTDATA) ACCESS(UPDATE)

5. Permit access to the DB2TOOLS application for each user that is permitted to access the CA SYSVIEW for DB2 data:

PERMIT DB2TOOLS CLASS(APPL) ID(wilyzos_user_id) ACCESS(READ)

PERMIT DB2TOOLS CLASS(APPL) ID(useridn)

– useridn
The user ID of the user that requests access to CA Cross-Enterprise APM.

6. Refresh the APPL and PTKTDATA classes with the following commands:

SETROPTS RACLIST(APPL) REFRESH
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SETROPTS RACLIST(PTKTDATA) REFRESH

The WILYZOS job can generate PassTickets for the specified user IDs.

NOTE

 This example is provided as a guideline. For detailed information about using these commands, see the IBM
RACF product documentation.

Enable PassTicket Support in Xnet

As a CA SYSVIEW for DB2 administrator, you receive a request to enable PassTicket support in Xnet. You have the
application name (appl_name) that is used for PassTicket definition. For example, DB2TOOLS.

To enable PassTicket support in Xnet, ensure that the following parameter is specified in the CDBAPARM(PXNPARM)
data set member:

PASSNAME(appl_name)

Enable PassTicket Support in CA Cross-Enterprise APM

When the following configuration is done, enable PassTicket support in CA Cross-Enterprise APM:

• PassTickets are configured in ESM.
• PassTicket support is enabled in Xnet.

Follow these steps:

1. Configure the following parameters in the JCL(STDENV) data set member:

IRRRACFPATH=

LIBPATH=

Note: For information about these parameters, see the comments in the member.
2. Configure the following properties in the Cross-Enterprise_APM_Dynamic.properties file:

SYSVDB2.passticket.support=yes

SYSVDB2.passticket.appl=appl_name

SYSVDB2.username=wilyzos_user_id

CA Cross-Enterprise APM can access CA SYSVIEW for DB2 using PassTickets. The CA SYSVIEW for DB2 data can be
accessed for monitoring through CA Introscope.

Documentation for Other Products in This Solution

Installation Documentation - Other Products in This Solution

This documentation provides installation information for the other products in this solution:
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• CA Application Performance Management - 10.2 - IBM WebSphere MQ
• CA Application Performance Management - 10.2 - Installing
• CA Application Performance Management - 10.2 - Java Agent
• CA Common Services for z/OS - 14.1 - Installing
• CA Database Management Solutions for DB2 for z/OS - 18.0 - Installing CA Database Management Products
• CA SYSVIEW® Performance Management Option for DB2 for z/OS - 18.0 - System Reference Guide (Bookshelf)
• CA SYSVIEW® Performance Management - 14.1 - Installing

Documentation Library for Prior Releases
You can find earlier related libraries at the following location techdocs.ca.com.

Social Media and Education Resources
For more information on CA Cross-Enterprise Application Performance Management (Cross-Enterprise APM) and related
products, the following resources are available:

• YouTube - CA Application Performance Management
• Facebook
• Twitter - CA Mainframe
• CA Communities
• LinkedIn
• Flipboard - CA System z Performance Management Cookbook
• Flipboard - CA Application Performance Management Cookbook

Further information on Cross-Enterprise APM is also available from the CA Education portal:

• CA Education Portal http://education.ca.com/educationservices?ext=F
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Product Accessibility Features
CA Cross-Enterprise Application Performance Management relies on the user interface provided in CA Application
Performance Management (CA APM).

For information about the CA APM accessibility features, see the Product Accessibility Features article in the CA APM
documentation.
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Documentation Legal Notice
This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred
to as the “Documentation”) is for your informational purposes only and is subject to change or withdrawal by Broadcom
at any time. This Documentation is proprietary information of Broadocm and may not be copied, transferred, reproduced,
disclosed, modified or duplicated, in whole or in part, without the prior written consent of Broadcom.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or otherwise make
available a reasonable number of copies of the Documentation for internal use by you and your employees in connection
with that software, provided that all Broadcom copyright notices and legends are affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the
applicable license for such software remains in full force and effect. Should the license terminate for any reason, it is your
responsibility to certify in writing to Broadcom that all copies and partial copies of the Documentation have been returned
to Broadcom or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CA PROVIDES THIS DOCUMENTATION “AS IS”
WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL
CA BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT, FROM
THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST INVESTMENT,
BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF CA IS EXPRESSLY ADVISED IN ADVANCE OF
THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and
such license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is Broadcom Inc.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the
restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)
(3), as applicable, or their successors.

Copyright ©  Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. All
trademarks, trade names, service marks, and logos referenced herein belong to their respective companies.
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