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Install or Upgrade NetMaster Products
Download a PDF of this Installing section.

Standard SMP/E installation and maintenance best practices are used to install and maintain Broadcom mainframe z/OS
products. The installation process includes all the tasks that are typically performed by a systems programmer to acquire
the products and make them ready for use in a production environment. 

You can install NetMaster products using either CSM or native SMP/E batch processing through the Installation Utility.
CSM is an intuitive web-based tool that automates and simplifies many installation activities on z/OS systems. CSM also
makes it easier to obtain and apply corrective, preventive, and recommended maintenance. The web-based interface
enables you to install and maintain your products faster and with less chance of error. As a best practice, we recommend
that you install mainframe products and maintenance using CSM. Using CSM, someone with limited knowledge of JCL
and SMP/E can install a product. CSM uses the following standard installation process across all mainframe products:

• Acquisition -- This task transports the software to your z/OS system.
• Installation using SMP/E -- This task creates an SMP/E environment and runs the RECEIVE, APPLY, and ACCEPT

steps. The software is not tailored.
• Configuration -- This task creates tailored JCL and region parameters that bring the software to an executable state.

NOTE

If you do not have CSM, you can download it from the Broadcom Support site. Follow the installation instructions
in the CSM documentation.

Suggested Process to Install, Configure, and Maintain NetMaster Products
For ease of use, we recommend that you use CSM to install and maintain all NetMaster products. When you use CSM
to install a product, you can more easily use CSM later to apply maintenance regularly. We recommend that you use the
Install Utility (not CSM) to configure all NetMaster products, for these reasons:

• You must use the Installation Utility to configure every NetMaster product except NetMaster NM for TCP/IP. (You can
use either method to configure NetMaster NM for TCP/IP)

• If you install NetMaster NM for TCP/IP and other NetMaster products, you cannot use CSM to configure NetMaster NM
for TCP/IP unless you run it in a different instance than the other NetMaster products.

The following flow chart describes the recommended installation, configuration, and maintenance pathways for the
NetMaster suite of products, which includes:

• NetMaster NM for TCP/IP
• NetMaster FTM
• NetMaster NA
• NetMaster NM for SNA
• SOLVE:FTS
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Figure 1: NetMaster installation flow

If you are installing NetMaster NM for TCP/IP only, you can use CSM for all steps (acquire, install, configure), though
it is not recommended for configuration. If you are installing NetMaster NM for TCP/IP and other NetMaster products,
we recommend that you follow this process to install all NetMaster products. Details about each task follow later in this
section.

1. Prepare to Install by confirming that your site meets all installation requirements.
2. (Recommended) Acquire Products Using CSM.

Alternatively, you can download the pax file from Broadcom Support site for use with the Install Utility in Step 3.
3. (Recommended) Install NetMaster products using CSM.

Alternatively, you can install the NetMaster products using the Install Utility.
4. (Recommended) Configure NetMaster Products Using the Install Utility.

Alternatively, you can use CSM to configure NetMaster NM for TCP/IP only. Review the related caveats about this
option at the beginning of this section. For instructions, see Configure NetMaster NM for TCP/IP Using CSM.

5. Perform maintenance, both immediately after installation and regularly according to your site standards:
a. Apply product maintenance, using one of the following tools:

• (Recommended) CSM
CSM is recommended for applying product maintenance, regardless of which tool you used to install NetMaster
products.

• Install Utility
b. Apply Maintenance for VSAM and RAMDB

6. Perform the following additional post-installation tasks in the order that they appear. Skip any task that does not apply
to your site.
– Prepare IBM Communications Server (TCP/IP and FTM Only)
– Prepare IBM Ported Tools for z/OS (TCP/IP Only)
– Set Up File Transfer Resources (FTM Only)
– Prepare to Start Your Products
– Start Your Products
– Customize NetMaster Products
– Upgrade (Migrate) Your Product
– Define UNIX System Service (USS) Authorization
– Using NetMaster NA with Other Products
– Deploy and Configure on Multiple Systems

Review the information and follow the instructions in these sections, in the order that they appear.

Overview of the Upgrade Process
Follow this process to upgrade NetMaster products:

1. Understand the terminology:
– Region means the started tasks that run the NetMaster software. The region points to data sets for a specific

release of NetMaster, for example, 12.1 or 12.2.
– In a parallel upgrade, you install the new software and create a new region for it. While you test it, you keep your

existing installation running in the old region.
– In an in-place upgrade, you update the region to point to the new NetMaster data sets instead of the data sets from

an earlier release.
2. Decide whether to perform a parallel upgrade or an in-place upgrade. Typically, you perform a parallel upgrade in a

test environment to test the new software. After you have tested it, you typically perform an in-place upgrade in your
production environment. Our documentation follows this model.

3. Prepare to Upgrade (Migrate), which typically includes migrating your existing parameter group values, MODS files,
knowledge base, and so on to the new region.
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4. Follow the same processes and procedures as a new installation, including all installation tasks outlined in the
Installation Checklist.
The documentation includes upgrade-specific information, as needed, such as in the following sections:
– Update the NPF and SAF Security Members in Prepare to Start Your Products  
– Upgrade (Migrate) Your Product.  

Prepare to Install
To install your product(s), we recommend that you understand:

• JCL
• TSO/ISPF
• Your organization's IT environment, enterprise structure, and region structure
• z/OS environment and installing software in this environment
• z/OS UNIX System Services

Consult with the following personnel, as required:

• Security Administrator for access
• Storage Administrator for DASD allocations
• Systems Programmer for z/OS and VTAM definitions

This installation instructions that follow the Prepare to Install topics explain how to install all of the NetMaster suite
products:

• NetMaster NM for TCP/IP
• NetMaster FTM
• NetMaster NA
• NetMaster NM for SNA
• SOLVE:FTS

You can install multiple products in the NetMaster family based on what you have purchased. You can also set up multiple
products in one region. These products can be installed and configured concurrently.

Unless noted otherwise, each section applies to all of the NetMaster products.

As an initial step, make sure to review the following topics:

• Installation Checklist - A chronological overview of the steps in an initial NetMaster installation
• Review Installation and Configuration Best Practices
• Installation Worksheet - A worksheet to gather the required information before you install and configure (or set up) the

NetMaster products. For post-installation, it also lets you record the names of the data sets created by the installation
and configuration process for future reference

Installation Checklist
To plan your installation of NetMaster products, review the following checklist. This checklist provides a summary of the
required steps for a base installation (first-time installation) in the order they should be performed. The checklist includes
a brief description of the steps, with links to the comprehensive information required for the installation. The checklist
also identifies the roles that are typically required to complete the step, which enables the pre-installation planning team
(systems programmer, security administrator, and so on) to focus on the tasks for which they are responsible.
Print this page and use the Status column to mark the task complete, to be done (TBD), or not applicable (N/A).
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Prepare for Installation

Step Description Role Status

Review Installation and
Configuration Best Practices

• Configure SMP/E Internet
Service Retrieval for
maintenance

• Sign up for hiper
notifications.

• Register on the Broadcom
Support Portal.

• Apply IBM maintenance.

Systems Programmer
Security Administrator
Database Administrator

Complete, TBD, or N/A.

Address Software Requirements • An IBM-supported z/OS
release.  Refer to the z/OS
Compatibility Matrix for more
information. 

• A locally installed,
compatible browser for web
components

• Current versions of any
products that you intend to
monitor via NetMaster FTM

Systems Programmer
Security Administrator

Complete, TBD, or N/A.

Address Common Components
and Services Requirements

The latest version of Common
Components and Services
(CCS) with the following service
components:
• CAIRIM
• LMP
• CAICCI
• CAISDI/soap

Systems Programmer
Security Administrator

Complete, TBD, or N/A.

Address Security Requirements Verify the installer user ID
privileges and system authority.

Security Administrator Complete, TBD, or N/A.

Address Storage Requirements Space requirements for
installation, SMP/E libraries,
and setup for both individual
NetMaster suite products and
the entire suite.

Systems Programmer
Security Administrator

Complete, TBD, or N/A.

Select an Installation Method
Refer to the "Suggested
Process to Install, Configure,
and Maintain NetMaster
Products" section.

Use either CSM (recommended)
or use the Install Utility (SMP/E).

System Programmer Complete, TBD, or N/A.

Fill out the Installation
Worksheet

A downloadable worksheet that
provides you with a template to
enter the necessary installation
values for all NetMaster
products.

System Programmer Complete, TBD, or N/A.
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Install NetMaster Products

Step Description Role Status

Install Products Using z/OSMF
or
Install Products using the Install
Utility (SMP/E)
or
Install Products using CSM

Create the product SMP/E and
runtime environment (SMP/E
data sets, target libraries, and
distribution libraries). While
either method can be used
for the installation, CSM is
recommended.

Systems Programmer Complete, TBD, or N/A.

Maintain Products Using z/
OSMF Workflow
or
Install Maintenance using the
Install Utility (SMP/E)
or
Install Maintenance using CSM

Apply all PTFs required to bring
your NetMaster products to
the current maintenance level.
While either method can be
used for maintenance, CSM is
recommended.

• Download maintenance
(corrective and preventive)
automatically using SMP/
E Internet Service Retrieval
or manually from Broadcom
Support.

• Obtain the current SMP/E
HOLDDATA (download the
external HOLDDATA file).

• Receive, apply, and accept
maintenance.

Systems Programmer Complete, TBD, or N/A.

(Optional) Deploy Products
using CSM
or
Deploy Products Manually

If you are installing on a single
system and your site standards
allow running out of your SMP/E
libraries, deployment is optional.
Deployment copies the product
libraries and USS libraries.
If you applied maintenance
to the SMP/E environment
libraries, copy those updated
data sets and libraries to your
runtime environment for the
maintenance to take effect. You
can then configure the software
for use on those systems.

Systems Programmer Complete, TBD, or N/A.

Set Up Auto Mount Add the mount of the USS file
to SYS1.PARMLIB(BPXPRMxx)
to ensure that the file system
is automatically mounted after
future IPLs.

Systems Programmer Complete, TBD, or N/A.

Configure NetMaster Products

You can configure NetMaster products:
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• With a z/OSMF workflow
• With the Install Utility
• With CSM

IMPORTANT
Before configuring your product(s), review the following guidelines:

• You cannot configure SOLVE:FTS with a z/OSMF workflow.
• It is highly recommended to use the Install Utility to configure NetMaster NM for TCP/IP, even if it is the only

installed product, and even if it was installed with CSM.
• If you installed NetMaster NM for TCP/IP and any other NetMaster product, the Install Utility must be used to

configure all of the products except NetMaster NM for TCP/IP.
• If you installed NetMaster NM for TCP/IP and any other NetMaster product, you can use CSM to configure

NetMaster NM for TCP/IP only if it is run in a different instance than the other products. Though possible, this
is not recommended.

All NetMaster Products Except SOLVE:FTS - z/OSMF Worklow Configuration

Step Description Role Status

Use a z/OSMF Configuration
Workflow to Configure
NetMaster Products

Use a z/OSMF workflow to
configure NetMaster products.

Systems Programmer Complete, TBD, or N/A.

NetMaster NM for TCP/IP (installed with CSM, without other NM Products) - CSM Configuration

Step Description Role Status

Deploy NetMaster NM for TCP/
IP

Use the Software Deployment
Service (SDS) component of
CSM.

Systems Programmer Complete, TBD, or N/A.

Configure NetMaster NM for
TCP/IP

Use a configurable deployment
in CSM.

Systems Programmer Complete, TBD, or N/A.

NetMaster NM for TCP/IP (installed with any other NM Products) - Install Utility (SMP/E) Configuration

Step Description Role Status

Configure all NetMaster
products

Review the region setup, specify
the SOLVE SSI region, specify
the product region, specify
the NMFTP monitor region
(for NetMaster FTM only), and
created VTAM definitions and
tables.

Systems Programmer Complete, TBD, or N/A.

Post Installation Tasks for NetMaster Products

Perform the steps that are relevant to your installation.
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Step Description Role Status

Prepare the IBM
Communications Server
(NetMaster NM for TCP and
NetMaster FTM only)

Perform the tasks required to
enable communication between
IBM Communications Server
and both NetMaster NM for
TCP/IP and NetMaster FTM.

Systems Programmer Complete, TBD, or N/A.

Prepare IBM Ported Tools for z/
OS
(NetMaster NM for TCP/IP only)

Prepare IBM Ported Tools for
z/OS to communicate with
NetMaster NM for TCP/IP.
This enables your NetMaster
installation to generate FTM
SMF records.

Systems Programmer Complete, TBD, or N/A.

Set up File Transfer Resources
(NetMaster FTM only)

Define and implement file
transfer resources for NetMaster
FTM.

Systems Programmer Complete, TBD, or N/A.

Prepare to Start Your Products Update and verify the necessary
tasks and data set members.

Systems Programmer Complete, TBD, or N/A.

Start Your Products Perform the SSI and region
related tasks required to start
your products.

Systems Programmer Complete, TBD, or N/A.

Customize NetMaster Products Perform common customization
actions for all NetMaster
Products.

Systems Programmer Complete, TBD, or N/A.

Apply Maintenance for VSAM
and RAMDB

Apply maintenance to the VSAM
and RAMDB data sets.

Systems Programmer Complete, TBD, or N/A.

Define UNIX System Service
(USS) Authorization

Set up OMVS segment security
definitions to provide UNIX
System Services authorization
for your regions.

Systems Programmer Complete, TBD, or N/A.

Upgrade (Migrate) Your Product Perform upgrade-related
migration tasks, including the
migration of your knowledge
base, custom MODS files and
entries, and NSCNTL data
(if you use NetMaster NM for
SNA). In addition, this section
includes a topic on how to
synchronize migrated regions.

Systems Programmer Complete, TBD, or N/A.

Review Installation Best Practices
Before you begin the installation process, review these installation best practices.

Manage Security and Integrity Fixes

Broadcom offers Security and Integrity maintenance that addresses a security or integrity exposure. We categorize this
maintenance as a “SECINT” or “Security or Integrity” fix type using our mainframe software packaging system. With
each Security or Integrity Fix, Broadcom also offers access to Security Advisory articles that include more details and
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context about a security or integrity exposure. Each article details the CVSS score, the CVSS Vector String, the affected
components, and the CVE numbers, if applicable. This central resource offers self-service information and an email
subscription service to be alerted about new security advisories.

Business Value:

This maintenance lets you quickly identify and apply security or integrity maintenance. The proactive notifications let you
address security issues immediately.

More information:

Maintain Security and Integrity Fixes

Broadcom Security Advisories Portal

Configure SMP/E Internet Service Retrieval for Product Maintenance

Configure SMP/E Internet Service Retrieval to eliminate the need to download maintenance manually. This service uses
the IBM SMP/E RECEIVE ORDER command to acquire Broadcom mainframe product maintenance. This service enables
you to acquire maintenance on demand or to schedule an SMP/E job to run as needed.

If you are an existing CSM customer, you can also use this service to download maintenance and dramatically reduce the
time that is required to download PTFs.

Business Value:

SMP/E Internet Service Retrieval can reduce hours of maintenance time to just minutes, making your system
programmers more productive and allowing them to focus on higher value tasks. SMP/E Internet Service Retrieval:

• Eliminates time-consuming fix searches and the need to select maintenance manually from the Broadcom Support
portal

• Automates delivery of Broadcom maintenance directly to your mainframe
• Fulfills orders based on the status of your SMP/E environments
• Enables scheduling of maintenance downloads
• Facilitates an easier installation of Recommended and Preventive service

More information:

Configure SMP/E Internet Service Retrieval

Implement a Proactive Preventive Maintenance Strategy

Use CARS to implement a proactive preventive maintenance strategy. CARS is patterned after the IBM preventive
maintenance model, Recommended Service Upgrade (RSU). With CARS, you can install preventive maintenance for
most Broadcom z/OS based products consistently on a schedule that you select (monthly, quarterly, annually). You
can follow the same schedule that you use to apply IBM maintenance, or you can implement a schedule for Broadcom
products only.

Business Value:

Keeping your products current with maintenance helps your team remain productive and minimizes errors while safely
protecting your systems. If you do not install preventive maintenance regularly, you risk encountering known problems for
which we have published and tested fixes. Early notification about the potential need to apply a required fix helps avoid
unscheduled downtime and assists you in proactively maintaining your software.

More information:

CARS
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Sign up for Hiper Notifications

Sign up for HIPER notifications for all Broadcom products on the Broadcom Support website so that you receive
notification of potential problems for your products as soon as possible. Subscribe to HIPER and other product
notifications like security advisories within the Broadcom Support portal. Sign in and select Subscriptions under MY
ACCOUNT. Select the alerts that you want and Submit.

Business Value:

Early notification about the potential need to apply a required fix helps avoid unscheduled downtime and assists you in
proactively maintaining your software.

Apply IBM Maintenance

Apply IBM maintenance for z/OSMF, SMP/E, and other components and products that are used during the software
installation process using the following FIXCAT:
IBM.DrivingSystem-RequiredService

Obtain the latest IBM HOLDDATA and run the SMP/E REPORT MISSINGFIX command to determine whether any
required PTFs are missing:
SET BDY(GLOBAL),

REPORT MISSINGFIX ZONES(ZOS24)

  FIXCATA(IBM.DrivingSystem-RequiredService).

Business Value:

Missing APARs can affect the operation or performance of your product.

Installation Worksheet for All Options
Download PDF version of the checklist to enter your organization's values.

This page is the installation worksheet for all NetMaster products. Unless noted otherwise, each parameter on the
worksheet applies to all NetMaster products.

During the installation and setup process, you enter values that are used to do the following:

• Allocate data sets.
• Set initial parameters.
• Prepare for the use of your product.

You can print this page to record the values that you use when you install the product.

Note: For information about data sets, see Reference.

Installation

This section helps you gather information required for installation.

Job Information

Gather the following job information:

• Batch job class
Record the value that your site uses here:
Class = ____________________
Default: A
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Unload DASD

Gather the following information that is related to the DASD to which the software is unloaded:

• Data set prefix
Do not include the name of your planned product region.
Limits: Maximum 29 characters
Record the value that your site uses here:
?dsnpref = ____________________

• DASD unit
Record the value that your site uses here:
?device_out = ____________________

• DASD volume serial number
Record the value that your site uses here:
?volser = ____________________

Installation Parameters

Gather the following information about the installation:

• Allocation Parameters
Use these prefixes for high-level qualifiers for the different data set groups.
Record the values that your site uses here:
– SMP/E Target

Data Set Prefix = ____________________
Management class = ____________________
Storage class = ____________________
Volume serial number = ____________________
Unit = ____________________

– SMP/E Distribution
Data Set Prefix = ____________________
Management class = ____________________
Storage class = ____________________
Volume serial number = ____________________
Unit = ____________________

– SMP/E Libraries
Data Set Prefix = ____________________
Management class = ____________________
Storage class = ____________________
Volume serial number = ____________________
Unit = ____________________

– SMP/E CSI
Data Set Prefix = ____________________
Management class = ____________________
Storage class = ____________________
Volume serial number = ____________________

– SMPTLIB
Data Set Prefix = ____________________
Volume serial number = ____________________
Unit = ____________________

• zFS Mount Point
Record the value that your site uses here:
__________________________________
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Default: /cai/NetMaster/NMC2/CA
• Language Environment Parameters

Record these language environment values:
– Language Environment link-edit input 2

Record the value that your site uses here:
SCEEBND2 = ____________________
Default: CEE.SCEEBND2

– Language Environment link-edit input
Record the value that your site uses here:
SCEELIB = ____________________
Default: CEE.SCEELIB

– Language Environment library
Record the value that your site uses here:
SCEELKED = ____________________
Default: CEE.SCEELKED

– IBM macros
Record the value that your site uses here:
MODGEN = ______________________
Default: SYS1.MODGEN

• Data set that contains the GIMZPOOL member
Record the value that your site uses here:
____________________
Default: SYS1.MACLIB

Region Setup

SOLVE Subsystem Interface Region

Gather the following information about the SSI region:

• Name of the SSI started task (ssiname)
Record the value that your site uses here:
____________________
Default:

• Name of the SSI SYSIN member
This member contains control statements for starting the SSI.
Record the value that your site uses here:
SYSIN = ____________________
Default: SSISYSIN

• Name of the optional SSI parameter member
This member contains startup parameters for the SSI. If omitted, startup parameters are included in the SSI SYSIN
member previously described.
Record the value that your site uses here:
PARAMETER = ____________________

• Subsystem ID for an SSI started task
Record the value that your site uses here:
SSID = ____________________
Default: SOLV

• Prefix for SSI data sets
Record the value that your site uses here:
____________________
Default: dsnpref
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Name of the stack for EE packet processing (stack_name|NONE)

Identify the stack that is used for Enterprise Extender (EE) traffic. The value is the name of the stack job or started task.

PAEESTACK = ____________________

IPSec monitoring (NO|YES)

Determine whether you want to collect IPSec information for an IPSECURITY-enabled stack:

IPSECNMI = ____________________

Product Region

Gather the following information about the product region:

• Product region started task name (rname)
Record the value that your site uses here:
____________________
Default: NM

• Product region SYSIN member name
Record the value that your site uses here:
SYSIN = ____________________
Default: RUNSYSIN

• Primary VTAM ACB name for the product region
Record the value that your site uses here:
PRI = ____________________
Default: NM

• Domain ID
Specifies an ID that uniquely identifies the region in a multisystem environment:
NMDID = _________________

NOTE
Default: NM01

• Mixed case passwords
Specifies whether the case is preserved (YES) or whether the case is forced to uppercase (NO):
____________________
Default: NO

• Security exit setting (NO|NMSAF|NMSAFF|lmname)
Record the value that your site uses here:
SEC = ____________________
Default: NO

NOTE
For more information about setting your security exit, see Security.

• SYSOUT
Specifies the SYSOUT subparameters. You can specify a class, a writer, and a form.
______________________________
Default: *

• Cross-Enterprise APM Interface
Specifies whether the region supports integration with Cross-Enterprise APM. If you specify YES, the following
parameter is added to the dsnpref.rname.TESTEXEC(RUNSYSIN) member:
PPREF='PROD=APM'

____________________
Default: NO

• Prefix for VSAM data sets local to the product region
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Record the value that your site uses here:
____________________
Default: dsnpref.rname

• Prefix for sequential data sets local to the product region
Record the value that your site uses here:
____________________
Default: dsnpref.rname

• Prefix for TESTEXEC
Record the value that your site uses here:
____________________
Default: dsnpref.rname

• Prefix for UAMS or full name of existing UAMS
Record the value that your site uses here:
____________________
Default: dsnpref

• Prefix for shareable VSAM data sets
Record the value that your site uses here:
____________________
Default: dsnpref.NMC2

• Prefix for shareable PARMLIB data sets
Record the value that your site uses here:
____________________
Default: dsnpref.NMC2.PARMLIB

• AOM subsystem interface ID
Record the value that your site uses here:
AOMSSID = ____________________
Default: Domain ID of the region

NOTE
Verify that this value does not conflict with other subsystems. The AOM subsystem interface enables system
message flow to the region.

• AOM SSI command prefix string
Record the value that your site uses here:
____________________
Default: aomssid>

• AOM message suppression character
Record the value that your site uses here:
____________________
Default: /

NOTE
If you use a command string prefix for other tasks, verify that this value is not in conflict with them.

• External application ACB pool names
– Full-screen terminal prefix

Record the value that your site uses here:
____________________
Default: NMMAF

– LU1 terminal prefix
Record the value that your site uses here:
____________________
Default: NMMAV
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NetMaster NA Only

These parameters apply to NetMaster NA only.

• Volume serial number of a DASD that can be used to create temporary data sets (if required)
Record the value that your site uses here:
____________________

• (Optional) Primary Program Operator (PPO) ACB Name
Record the value that your site uses here:
____________________
Default: NMPPO

NetMaster NM for SNA Only

These parameters apply to NetMaster NM for SNA only.

• (Optional) Primary Program Operator (PPO) ACB Name
Record the value that your site uses here:
____________________
Default: NMPPO

• (Optional) Communications Network Management (CNM) ACB Name
Record the value that your site uses here:
____________________
Default: NMCNM

• (Optional) Session Awareness (SAW) ACB Name
Record the value that your site uses here:
____________________
Default: NMNTS

NMFTP Monitor (NetMaster FTM)

These parameters apply to NetMaster FTM only.

Gather the following NMFTP Monitor information:

• Name of the NMFTP Monitor started task(nmftname)
Record the value that your site uses here:
____________________
Default: NMFTPMON

• Name of the NMFTP Monitor SYSIN member
Record the value that your site uses here:
SYSIN = ____________________
Default: FTPSYSIN

• Name of the NMFTP Monitor parameter member
This member contains startup parameters for the NMFTP monitor. If omitted, startup parameters are included in the
NMFTP Monitor SYSIN member previously described.
Record the value that your site uses here:
PARAMETER = ____________________

• Subsystem ID for an NMFTP Monitor started task
Record the value that your site uses here:
SSID = ____________________
Default: NFTP

• Prefix for NMFTP Monitor data sets
Record the value that your site uses here:
____________________
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Default: dsnpref

VTAM Definitions

Gather the following information related to VTAM definitions:

• VTAM major node name
Record the value that your site uses here:
____________________
Default: VTAMAPPL

• System macro library
Record the value that your site uses here:
____________________
Default: SYS1.MACLIB

• VTAM network definitions library
Record the value that your site uses here:
____________________
Default: SYS1.VTAMLST

• VTAM macro library
Record the value that your site uses here:
____________________
Default: SYS1.SISTMAC1

• VTAM load library
Record the value that your site uses here:
____________________
Default: SYS1.VTAMLIB

• (Optional) External Interface Package (EIP) ACB Prefix
Record the value that your site uses here:
____________________
Default: NMTSO

TCP/IP Setup

Gather the TCP/IP setup information:

• Name and release of the TCP/IP software
Record the value that your site uses here:
____________________

IBM Communications Server

Gather information for IBM Communications Server:

• Started task user ID for product region
Record the value that your site uses here:
____________________

• Started task user ID for SOLVE SSI
Record the value that your site uses here:
____________________

• PW.SRC data set name
Record the value that your site uses here:
____________________
Default: /etc/pw.src

• Stack IP address
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Record the value that your site uses here:
____________________

• PROFILE.TCPIP data set name
Record the value that your site uses here:
____________________

• FTP.DATA data set name
Record the value that your site uses here:
– ____________________

• TCPIP.DATA data set name
Record the value that your site uses here:
____________________

File Transfer Setup (NetMaster FTM)

These parameters apply to NetMaster FTM only:

Gather the File Transfer setup information in the following parameters:

XCOM Data Transport

Name of the XCOM Data Transport startup JCL procedure

Record the value that your site uses here:

____________________

Name of the Default Options Table

Record the value that your site uses here:

____________________

CONNECT Direct

CONNECT:Direct for OS/390 user ID and password for the region

Record the value that your site uses here:

____________________

Concatenation of CONNECT:Direct PROCESS files

Record the value that your site uses here:

____________________

Name of the CONNECT:Direct startup JCL procedure

Record the value that your site uses here:

____________________

CONNECT:Direct for OS/390 initialization parameter

• STATISTICS.EXIT
Record the value that your site uses here:
____________________

Name of user exit, if you are using an existing exit

Record the value that your site uses here:

____________________
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CONNECT Mailbox

Name of the CONNECT:Mailbox VSAM administration file

Record the value that your site uses here:

____________________

Name of the CONNECT:Mailbox startup JCL procedure

Record the value that your site uses here:

____________________

CONNECT:Mailbox for MVS initialization parameters

• Name of user exit, if you are using an existing exit
Record the value that your site uses here:
____________________

• Name of the ODF file
Record the value that your site uses here:
____________________

FTP

SAF qualifier for access control

Record the value that your site uses here:

____________________

Startup Tasks

Gather information for the startup tasks:

• Initial administrator user ID
Record the value that your site uses here:
____________________

• Initial administrator password
Record the value that your site uses here:
____________________

• Port number for inbound connections (if you intend to use TCP/IP as a transport method for INMC links) (
NetMaster FTM only)
Record the value that your site uses here:
____________________
Default: 2636

• Port number for Mainframe Team Center - Network Management
Mainframe Team Center - Network Management is for NetMaster NM for TCP/IP only.
MTC-NM is for NetMaster NM for TCP/IP and NetMaster FTM only.
Record the value that your site uses here:
____________________
Default: NONE

Post-Installation

After you have completed the installation and setup processes, record the data set names that the Install Utility generates
for future reference.

• Installation data set
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Record the generated value here:
____________________
Default: dsnpref.NMC2.CC2DJCL

• Installation JCL data set
Record the generated value here:
____________________
Default: dsnpref.NMC2.C2DINST.JCL

SOLVE SSI setup JCL data set

Record the generated value here:

____________________

Default: dsnpref.NMC2.ssiname.JCL

Region setup JCL data set

Record the generated value here:

____________________

Default: dsnpref.NMC2.rname.JCL

NMFTP Monitor region setup JCL data set (NetMaster FTM only)

Record the value generated by the Install Utility here:

____________________

Default: dsnpref.NMC2.nmftname

VTAM JCL data set

Record the generated value here:

____________________

Default: dsnpref.NMC2.VTAM.JCL

Licensing and FMID Requirements
Each NetMaster product requires specific FMIDs, as follows.

WARNING

You must install all required FMIDs for a product to function properly. The FMID requirements apply whether you
use CSM or a pax file to install a product.

• All NetMaster products
– CC2D810 SOLVE SSI
– CC2D811 Broadcom Management Services

• NetMaster NM for TCP/IP
– CC11C20  - product FMID
– CC2D81R - NetMaster ReportCenter (optional)

• NetMaster FTM
– CC17C20  - product FMID
– CC11C20 - the product FMID for NetMaster NM for TCP/IP

NetMaster FTM requires this FMID even if you do not run it.
– CC2D81R - NetMaster ReportCenter (optional)

• NetMaster NA
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– CC18C20  - product FMID
• NetMaster NM for SNA

– CC2AC20  - product FMID
• SOLVE:FTS

– CDEMC20  - product FMID

The following table summarizes these requirements:

NetMaster NM for TCP/IP NetMaster FTM NetMaster NA NetMaster NM for SNA SOLVE:FTS

CC2D810 CC2D810 CC2D810 CC2D810 CC2D810

CC2D811 CC2D811 CC2D811 CC2D811 CC2D811

CC11C20 CC17C20 CC18C20 CC2AC20 CDEMC20

CC2D81R (optional) CC11C20

CC2D81R (optional)

Software Requirements

Operating Environment

Verify that you have the appropriate operating environment, namely an IBM-supported release of z/OS. Refer to the z/OS
Compatibility Matrix for more information.

Requirements for Mainframe Team Center - Network Management
Mainframe Team Center - Network Management requires one of the following browsers installed locally:

• Firefox
• Google Chrome
• Internet Explorer 11.0

Mainframe Team Center - Network Management is the modern web interface for NetMaster NM for TCP/IP.

NOTE
The WebCenter component was deprecated in April of 2020, and all of the associated functionality and
documentation have been removed. For details, refer to the associated Product Update.

Requirements for ReportCenter
ReportCenter is an option for NetMaster NM for TCP/IP and NetMaster FTM.The Install Utility provides an option
to install the ReportCenter feature. Install, set up, and customize your product region completely before you
install ReportCenter. For information, see ReportCenter.

NOTE
The ReportCenter component was deprecated in April of 2020. For details, refer to the associated Product
Update. While ReportCenter's viewing and reporting functionality is no longer available, customers can still use
the product for data collection, and the relevant documentation is included in this space. For information on how
you can use NetMaster to access your report data outside of ReportCenter, refer to the Database Structure topic
in this space.

Requirements for SYSVIEW Access
If you require the SYSVIEW command feature, the SYSVIEW CNM4BLOD data set must be accessible to your product
region.
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Additional Software Requirements for NetMaster FTM
The following requirements apply to NetMaster FTM only.Verify that you have installed the current supported version of
product you intend to monitor:

• XCOM Data Transport for Windows
• XCOM Data Transport for Windows for z/OS
• CONNECT:Direct for z/OS
• CONNECT:Direct for UNIX
• CONNECT:Direct for Windows
• CONNECT:Mailbox
• SOLVE:FTS r11 or later

CCS Requirements
Your system must have a currently supported version of Common Components and Services. The Common Components
and Services load libraries must be accessible to the product address space and the SOLVE SSI address space through
the JCL STEPLIB or system linklist.

NOTE
The latest version of Common Components and Services is included in your package.

The following Common Components and Services are used with the NetMaster products:

• LMP of the CAIRIM Common Service
Authorizes your product features. LMP provides a standardized and automated approach to the tracking of licensed
software. The service uses common real-time enforcement software to validate the configuration. LMP reports
activities that are related to the license, usage, and financials of Broadcom products.

• CAICCI

NOTE
Provides mainframe enterprise applications with a common communications software layer. This service is
required, for example, when forwarding alerts to Unicenter Service Desk.

• CAISDI/soap
Is the z/OS Simple Object Access Protocol (SOAP) client that communicates with Unicenter Service Desk. The
component manages the communication using TCP/IP to Unicenter Service Desk and provides the basic mechanisms
that let mainframe products open Unicenter Service Desk tickets. This component is required for all Unicenter Service
Desk integration.

NOTE
If other mainframe products are installed at your site, some of these services are already installed.

LMP Key Requirements

The License Management Program (LMP) tracks licensed software in a standardized and automated way. LMP uses
common real-time enforcement software to validate the user configuration. LMP reports on activities that are related to the
license, usage, and financials of Broadcom products.

Your product is licensed with an LMP key. You acquire the LMP key with one of the following methods:

• From your product media
• With Pax ESD
• From Broadcom Support

NOTE
For more information about LMP keys, see the Common Components and Services documentation.
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Code LMP Statements to Authorize Your Products

Before you start each NetMaster product, code LMP statements for product license authorization.

Follow these steps:

1. Install CAIRIM.
2. Activate LMP.
3. Add your product license codes to the LMP statements.
4. Place the LMP statements in the KEYS member of the CAW0OPTN data set.

NOTE
The KEYS member of the CAW0OPTN data set is specified in the CAS9 JCL procedure. For more information,
see the  Common Components and Services Administration Guide.

KEYS Member - Add Execution Key

To ensure a proper initialization, add the LMP execution key, provided on your product key certificate, to the CAIRIM
parameters. To define a LMP execution key to the CAIRIM parameters, modify the KEYS member.

This sample parameter structure for the KEYS member has the following format:

PROD(pp) DATE(ddmmmyy) CPU(tttt-mmmm/ssssss)

LMPCODE(kkkkkkkkkkkkkkkk)

The parameter definitions are as follows:

• PROD(pp)
Specifies the two-character product code. This code agrees with the product code already in use by
the CAIRIM initialization parameters for any earlier releases of this product (if applicable).
The possible NetMaster values are:
– Y7 - NetMaster NM for TCP/IP
– YX - NetMaster NM for SNA
– XY - NetMaster NA
– X3 - NetMaster FTM
– ZI - SOLVE:FTS

• DATE(ddmmmyy)
Specifies the LMP licensing agreement expiration date, for example, 13MAR20.

• CPU(tttt-mmmm/ssssss)
– tttt

Specifies the CPU type on which LMP is to run, for example, 3090.
– -mmmm

Specifies the CPU model on which LMP is to run, for example, 600.

NOTE
If the CPU type and or model require fewer than four characters, blank spaces are inserted for the unused
characters.

• LMPCODE(kkkkkkkkkkkkkkkk)Specifies the execution key (kkkkkkkkkkkkkkkk). The key certificate that is shipped
with each LMP software solution provides this LMP execution key.

Example: Add LMP Execution Key

This example shows a control statement for the LMP execution software parameter.

PROD(<productcode>) DATE(27JUN20) CPU(3090-600/370623)

LMPCODE(52H2K06130Z7RZD6)
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In this example, with your product running on the specified CPU, the LMP licensing agreement will expire on June 27,
2020. The product code and execution key values are different when you install your product at your site.

For information about how to define the LMP execution key to the CAIRIM parameters, see the  Common Components
and Services Administration Guide.

LMP Key Certificate

Examine the LMP key certificate. Your certificate contains the following information:

• Product Name
Defines the trademarked or registered name of your product as licensed for the designated site and CPUs.

• Product Code
Defines a two-character code that corresponds to the product.

• Supplement
Defines the reference number of your license for a particular facility and has the following format:
nnnnnn-nnn

This format differs slightly inside and outside North America and, in some cases, the reference number is not provided
at all.

• CPU ID
Defines the code that identifies the specific CPU for which installation of this product is valid.

• Execution Key
Defines an encrypted code that LMP requires for installing your product. During the installation, it is referred to as the
LMP code.

• Expiration Date
Defines the date when your license expires and has the following format:
ddmmmyy

   Example: 21Mar20

• Technical Contact
Defines the name of the designated technical contact at your site who is responsible for the installation and
maintenance of your product. Broadcom addresses all LMP correspondence to this person.

• MIS Director
Defines the name of the Director of MIS or the person who performs such a function at your site. If the title but not
the name of the individual is indicated on the certificate, supply the actual name when correcting and verifying the
certificate.

• CPU Location
Defines the address of the building in which the CPU is installed.

Security Requirements

Security Requirements

IMPORTANT
If you are upgrading to release 12.0 of NetMaster NM for TCP/IP or NetMaster FTM, there are additional TCP/
IP stack-related security requirements that are detailed in the Post installation Tasks section of the installation
instructions. Specifically, make sure to review the Prepare IBM Communications Server (TCP/IP and FTM only)
topic so that you understand all of the 12.0 related security requirements.

When you prepare your z/OS task for startup, the following authorities are required on your system:
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• If you plan to use Electronic Software Delivery (ESD) to download the product, you require access to UNIX System
Services (USS).

• You have READ authority to data sets with a prefix of CAI.*.
• You have UPDATE authority to the following data sets or libraries:

– Started task PROCLIB that stores the run-time JCL job, for example, SYS1.PROCLIB
– SYS1.PARMLIB
– SYS1.VTAMLST or the library that stores VTAM application definitions and VTAM initialization parameters
– SYS1.VTAMLIB for terminal mode table definitions
– Master catalog, a requirement if you intend to define alias entries for data set prefixes

• You have authority to update the following initialization parameter data set members if necessary:
– SYS1.PARMLIB(IEFSSNxx) to add subsystem IDs
– SYS1.PARMLIB(IEAAPFxx) to APF-authorize your load libraries
– SYS1.PARMLIB(CONSOLxx) if your system does not use extended MCS consoles
– SYS1.PARMLIB(LPALSTxx) if you want to use the SOLVE SSI task as the PPI provider
– SYS1.PARMLIB(PROGxx) if you want Auditor for z/OS or  to know of your products for your auditors

• Ensure that the following conditions are met:
– The user IDs associated with your started tasks have access to the run-time data sets created by the installation

and setup processes (UPDATE authority required).
– The user ID associated with the product region started task is authorized to issue system commands.
– The user IDs associated with the product and SOLVE SSI region must have authority to use UNIX System Services.

Storage Requirements
Verify that you meet the storage requirements for all products that you want to install.

Storage Requirements for All NetMaster Products

To install all NetMaster products listed at the top of this page, meet the following 3390 DASD space requirements:

• Installation via CSM or Pax file requires 174 MB of z/OS UNIX file system space for the downloaded and unpacked
files.

• For the installation and setup, the following spaces are required:
– Installation = 1378 cylinders
– IBM System Modification Program/Extended (SMP/E) libraries = 1613 cylinders
– Setup = 1496 cylinders
– Setup temporary work area = 1400 cylinders

Storage Requirements for NetMaster NM for TCP/IP

NetMaster NM for TCP/IP has the following 3390 DASD space requirements:

• Installation via CSM or Pax file requires 174 MB of z/OS UNIX file system space for the downloaded and unpacked
files.

• For the installation and setup, the following spaces are required:
– Installation = 1191 cylinders
– IBM System Modification Program/Extended (SMP/E) libraries = 1265 cylinders
– Setup = 1360 cylinders
– Setup temporary work area = 1400 cylinders
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Storage Requirements for NetMaster FTM

NetMaster FTM has the following 3390 DASD space requirements:

• Installation via CSM or Pax file requires 174 MB of z/OS UNIX file system space for the downloaded and unpacked
files.

• For the installation and setup, the following spaces are required:
– Installation = 1253 cylinders
– IBM System Modification Program/Extended (SMP/E) libraries = 1467 cylinders
– Setup = 1498 cylinders
– Setup temporary work area = 1400 cylinders

Storage Requirements for NetMaster NA

NetMaster NA has the following 3390 DASD space requirements:

• Installation via CSM or Pax file requires 174 MB of z/OS UNIX file system space for the downloaded and unpacked
files.

• For the installation and setup, the following spaces are required:
– Installation = 941 cylinders
– IBM System Modification Program/Extended (SMP/E) libraries = 1166 cylinders
– Setup = 808 cylinders
– Setup temporary work area = 1400 cylinders

Storage Requirements for NetMaster NM for SNA

NetMaster NM for SNA has the following 3390 DASD space requirements:

• Installation via CSM or Pax file requires 174 MB of z/OS UNIX file system space for the downloaded and unpacked
files.

• For the installation and setup, the following spaces are required:
– Installation = 1024 cylinders
– IBM System Modification Program/Extended (SMP/E) libraries = 1284 cylinders
– Setup = 801 cylinders
– Setup temporary work area = 1400 cylinders

Storage Requirements for SOLVE:FTS

SOLVE:FTS has the following 3390 DASD space requirements:

• Installation via CSM or Pax file requires 174 MB of z/OS UNIX file system space for the downloaded and unpacked
files.

• For the installation and setup, the following spaces are required:
– Installation = 932 cylinders
– IBM System Modification Program/Extended (SMP/E) libraries = 1213 cylinders
– Setup = 792 cylinders
– Setup temporary work area = 1400 cylinders

Concurrent Releases
You can install this release of your product and can continue to use an older release in another SMP/E environment. If you
plan to continue to run a previous release, consider the following points:
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• When you install the product into an existing SMP/E environment, the new installation deletes previous releases in that
environment.

• If you acquired your product using SMP/E JCL, select different target and distribution zones for your new release from
where your current release is installed. The new zones use different libraries than your current release.

NOTE
CSM™ (CSM) installs a product into a new SMP/E environment by default. You can select an existing SMP/E
environment from your working set.

• Define DDDEF entries in your new zones to point SMP/E to the proper libraries for installation. Ensure that they point
to the new release libraries.

Prepare to Upgrade (Migrate)
When you upgrade, you migrate data from the old region to the new region, for example, from the 12.1 region to the
12.2 region. You can also migrate data as part of a same-release migration, for example, cloning or replicating the same
release of NetMaster from one region to another.

Some migration tasks require actions on the region that you are migrating from. If you plan to reuse resources, ensure
that you perform the following tasks before you shut down your existing region for the last time. These resources can
include the access control block (ACB) name and started task name.

NOTE

Do not migrate or re-use content from CC2DPLD, CC2DMAPO, CnnnnEXEC, MODSDIS, or PANLDIS datasets
from older product releases.

To upgrade NetMaster products, you follow this general process:

1. Understand the terminology:
– Region means the started tasks that run the NetMaster software. The region points to data sets for a specific

release of NetMaster, for example, 12.1 or 12.2.
– In a parallel upgrade, you install the new software and create a new region for it. While you test it, you keep your

existing installation running in the old region.
– In an in-place upgrade, you update the region to point to the new NetMaster data sets instead of the data sets from

an earlier release.
2. Decide whether to perform a parallel upgrade or an in-place upgrade. Typically, you perform a parallel upgrade in a

test environment to test the new software. After you have tested it, you typically perform an in-place upgrade in your
production environment. Our documentation follows this model.

3. Prepare to Upgrade (this topic), which typically includes migrating your existing parameter group values, MODS files,
knowledge base, and so on to the new region.

4. Follow the same processes and procedures as a new installation, including all installation tasks outlined in the
Installation Checklist.
The documentation includes upgrade-specific information, as needed, such as in the following sections:
– Update the NPF and SAF Security Members in Prepare to Start Your Products  
– Upgrade (Migrate) Your Product.  

Prerequisites

Verify that you have performed all tasks in Prepare to Install, including completing your installation worksheets and
verifying the installation prerequisites.
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Migrate Parameter Group Values

To migrate previous parameter group values to a new product region, you migrate the initialization (INI) file. Migrating the
INI file is a three step process:

1. Generate the INI file in the old region. If you have already done so, you can skip this step.
2. Configure the INI file for the new region.
3. Start the new region using your INI file.

The following sections describe each step in detail.

Generate the Initialization File

Perform these tasks to configure a region from an initialization file. If you are deploying multiple regions, each region must
be configured for its local environment. After you have configured your first region, you can build an initialization file from
that region. You can then configure it for use with your other regions. By building an INI file from your first new region,
you can work more efficiently because you are copying the environmental settings rather then re-defining them for each
region.

The initialization file is produced from a running region for your product.

Complete the following steps:

1. From the Primary Menu, enter /CUSTOM.
The Customizer panel appears.

2. Select the option G - Generate INI Procedure.
The Generate INI Procedure panel appears.

3. Enter the data set name and the member name of the file in the Generate INI File Details section.

NOTE
The data set must be in the COMMANDS concatenation of the RUNSYSIN member for the region in which it
is used.

4. Ensure that the member name and data set name are correct. Enter YES in the Replace Member? field if you are
replacing an existing member.

5. Press F6 (Action).
The initialization file is generated.

6. Make a note of the data set and member names and press F6 (Confirm).
The details are saved.

Configure the Initialization File

The initialization file must be configured before it can be used for other regions. You can perform this configuration as
follows:

• Configure an individual initialization file for each region.
• Configure a common initialization file for multiple regions.

You can use system variables and static system variables with both of these methods. The variables substitute for the
initialization parameters in the INI file.

You can delete the configuration section for a whole parameter group to let the new regions use the defaults.

WARNING
Review and update the file if necessary. Verify that names such as ACBs, data sets, and interfaces are suitable
for the new region. After you start the region, you can review the parameter values and can regenerate the
initialization file if necessary. Generation of the INI file replaces custom code, such as code that includes MVS
system symbols, with the actual values. If you regenerate the file, you must reapply the custom code.
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NOTE

During the region initialization, the initialization file passes all parameter values to the INI file procedure and the
procedure overwrites the parameter group values. If you do not want to overwrite some settings, comment out or
delete the corresponding statements in the initialization file.

Configure Individual Initialization Files

You can customize an initialization file from one region so that it can be used for another region, as follows:

1. Open the initialization file in edit mode using your TSO editing tool.
2. Substitute the parameters in the initialization file with one of the following values:

– Hard-coded data set names for the region in which the file is used
– System variables
These substitutions enable the initialization file to work in regions with different data sets than the region in which it
was generated.

3. Save the changes to the initialization file.
4. Copy the initialization file to the region TESTEXEC or one of the other libraries in the COMMANDS concatenation.
5. Repeat steps 1 through 4 for each initialization file needed.

NOTE
To facilitate this procedure, ensure that the source region and the destination regions have the same product
sets.

Configure a Common Initialization File

You can customize an initialization file using variables so that it can be used for multiple regions, as follows:

1. Create a data set that is available to every region to be initialized from the common initialization file, for example,
PROD.INIFILES.

2. Add the newly created data set to the COMMANDS concatenation of the RUNSYSIN member to every region to be
initialized from the common initialization file.

NOTE
RUNSYSIN is located in TESTEXEC.

3. Copy the generated initialization file into the new INIFILES data set.
4. Open the initialization file in edit mode using your TSO editing tool.
5. Replace the relevant generated variables in the initialization file with the following system variables:

– &ZDSNQLCL
The local VSAM data set qualifier.

– &ZDSNQSHR
The shared VSAM data set qualifier.

– &ZACBNAME
The primary VTAM ACB name that the region uses.

– &ZDSNQLNV
The local non-VSAM data set qualifier.

– &ZDSNQSNV
The shared non-VSAM data set qualifier.

– &ZNMDID
The domain identifier.

– &ZNMSUP
The system user prefix.

6. Replace the relevant generated variables in the initialization file with the z/OS static system symbols as follows:
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– &SYSCLONE
The short name for the system.

– &SYSNAME
The name of the system.

– &SYSPLEX
The name of the sysplex.

– &SYSR1
The IPL VOLSER.

7. Save the changes to the initialization file.

Configure Your Region to Start From the Initialization File

The INIFILE parameter in the RUNSYSIN member specifies the name of the initialization file. Updating your RUNSYSIN
member causes your region to set its initialization parameters from the initialization file. All Customizer parameter settings
are overwritten.

IMPORTANT
If you update a parameter group online and you want to keep the changes for subsequent region startups, you
must regenerate the initialization file.

Follow these steps:

1. Open your RUNSYSIN member using a text editor.
2. Insert the line PPREF='INIFILE=membername' into your RUNSYSIN member.
3. Save the member.

Prepare to Migrate Knowledge Base

If you want to migrate your knowledge base, consider the following:

• To keep a copy of an old distributed ResourceView template (for example, you might have modified it), copy this
template to a new template image version above 0009. You can copy a template image from the Template System
Image List panel (/RADMIN.T.I).

• To keep a copy of an old distributed EventView rule set (for example, you might have modified it), make a copy of this
rule set under a different name. (If the rule set is associated with a system image, update the association accordingly.)
You can copy a rule set from the Ruleset List panel (/EADMIN.R.R).

Prepare for Multi-system Network Migration

When preparing for a multi-system migration, keep in mind the following guidelines:

• You cannot link and synchronize a new region with a region running an earlier release of the product.
• You can use migration mode to help in the migration of an existing multisystem network.

Migration mode gives the new product region the same level of visibility as normal synchronization, but with a slightly
reduced command capability. The main difference between migration mode and normal synchronization is that the
databases are not synchronized. Maintaining the database at a single point is not possible in migration mode.

If you are upgrading multiple synchronized regions to this release, use the following steps as a general guideline for the
process. Detailed steps can be found in the Synchronize a Migrated Region topic, in the Upgrade (Migrate) Your Product
section of the installation topics.

1. Ensure that your existing multi-system network has at least two focal regions. If you have only one focal region, unlink
a subordinate region and relink it as a focal region.

2. Choose a focal region, and unlink it from the multi-system network.
3. Upgrade the focal region, and perform migration tasks.
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4. After you have completed all of the steps in this guide, link your new focal region in migration mode to an existing focal
region.
After the new region is linked back, you can monitor all resources for all linked regions from the new region.

5. Select the next product region that you want to upgrade, and unlink it.
6. Upgrade this product region, and then synchronize it to the focal region that you upgraded in Step 3.
7. Continue until all regions are upgraded.

Each region can be migrated as required without losing the benefits of multi-system monitoring.

NOTE
You only perform knowledge base migration for the first region because the focal knowledge base contains
details of all linked regions.

NOTE
You only link the first new focal region in migration mode.

Install Products Using z/OSMF
As a systems programmer, your responsibilities include acquiring, installing, maintaining, and configuring mainframe
products on your systems. z/OSMF lets you perform these tasks for Broadcom mainframe products and mainframe
products from other vendors. z/OSMF lets you manage software on your z/OS systems through a browser at any time,
from any location. By streamlining some traditional tasks and automating others, z/OSMF can simplify some areas of
system management and also reduce the level of expertise that is required for managing system activities. Experienced
users can view, define, and update policies that affect system behavior, monitor system performance, and manage their z/
OS software.

As products and vendors adopt z/OSMF services, you can install and maintain all your mainframe products in a common
way according to industry best practices. After configuration is complete, you can execute the product and easily provision
new software instances for use on other systems throughout your environment.

Use the following topics to guide you through the installation process using z/OSMF:

• Address z/OSMF Requirements
Provides information about z/OSMF general configuration and security requirements.

• Acquire a z/OSMF Portable Software Instance
Provides the steps to acquire the product software from Broadcom Support by downloading the z/OSMF portable
software instance to the z/OSMF host. You must then register the portable software instance in z/OSMF.

• Install Product Software Using z/OSMF Deployments
Provides the steps to install (deploy) the portable software instance to an LPAR using z/OSMF Deployments. This step
creates the SMP/E environment and runs the RECEIVE, APPLY, and ACCEPT steps to prepare the software instance
for SMP/E operations. This step also:

• Customizes the data set names that are defined to SMP/E.
• Mounts required USS files if necessary.
• Performs workflow execution to customize the deployed runtime environment for use on a specific z/OS system.

• Import Product Information into z/OSMF
Provides the steps to import the Broadcom product information file so that z/OSMF has access to the latest product
release information. For a list of products using z/OSMF, see Mainframe Products using z/OSMF in the Mainframe
Common Maintenance Procedures documentation.

When these tasks are completed, you are ready to install preventive maintenance. You can also configure software
instances using z/OSMF workflows.

Address z/OSMF Requirements
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Before you install your Broadcom mainframe products using IBM z/OSMF, address the installation and security
requirements in the following table:

NOTE
Your systems programmers and security administrators can complete these tasks in parallel.

Task Role

Apply required maintenance for Common Components and Services (CCS) Version
15.0 (SO12499)
The CCS PTF installs load module stubs for select IBM products into your installed CCS
library hlq.CAW0CALL. If you are prompted during installation for the data set name of a
load library for an IBM product that is not installed, specify your installed hlq.CAW0CALL
data set name.

Systems programmer

Configure z/OSMF
The IBM z/OS Management Facility Configuration Guide is your primary source of
information about how to configure z/OSMF. You can open the IBM documentation in a
separate browser tab for reference during installation of your products using z/OSMF
Deployments. To prevent configuration errors and to enable z/OSMF Software Update
for maintenance, apply all z/OSMF related maintenance before you begin the installation
process.

Systems programmer, security
administrator, domain administrator

Configure z/OSMF security for ACF2, Top Secret, or IBM RACF as applicable to
authorize users and resources. To prevent SSL handshake failures when importing
product information into z/OSMF, make sure that you have added the Digicert
Intermediate CA certificate to the z/OSMF keyring. For information, see Import Product
Information into z/OSMF.

Security administrator

Confirm that the installer has read, create, update, and execute privileges in z/OS.
Write access is also required to the UNIX System Services (USS) directories that are
used for the installation process. To deploy a product that has USS components, the
installer's user ID must have access to the appropriate resource profiles in the UNIXPRIV
class, access to the BPX.SUPERUSER resource profile in the FACILITY class, or
UID(0). For UNIXPRIV, read access is required to SUPERUSER.FILESYS.CHOWN,
SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

Security administrator

Address the following USS requirements:
• Create a USS directory to receive the z/OSMF pax file and to perform the unpack

steps.
• Confirm that you have write authority to the USS directories that are used for the z/

OSMF pax installation process.
• Confirm that you have available USS file space.
To download and unpack the pax file, you need free space that is approximately 3.5
times the pax file size in the file system that contains the pax directories. For example, to
download and unpack a 14-MB pax file, you need approximately 49 MB of free space in
the file system hosting your pax directory. If you do not have sufficient free space, error
messages like EZA1490I Error writing to data set or EZA2606W File I/O error 133 can
occur.

Systems programmer, security
administrator

Configure SMP/E Internet Service Retrieval to receive and download maintenance on
a regular cadence or build custom maintenance packages (order PTFs, APARs, critical,
recommended, all, or just HOLDDATA). This step is our recommended best practice when
installing maintenance and is required to use z/OSMF Software Update. For configuration
details, see the Mainframe Common Maintenance Procedures documentation.

Systems programmer, security
administrator

After these requirements have been addressed, you are ready to acquire a z/OSMF Portable Software Instance or
Configure a Software Instance using z/OSMF Workflows.
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Acquire a z/OSMF Portable Software Instance
As a systems programmer, you can acquire an IBM z/OSMF portable package for your product from Broadcom Support
and then add the portable software instance to z/OSMF. The product SMP/E environments are pre-built at Broadcom,
backed up, and made available for download as a z/OSMF portable software instance. After you acquire the portable
software instance, you can use z/OSMF Deployments to perform the installation and z/OSMF workflows to perform post-
install configuration.

The following diagram illustrates the acquisition process:

When you complete the acquisition process, the product software is ready for installation using z/OSMF Deployments.

NOTE
Before you begin the acquisition process, ensure that you have addressed the z/OSMF requirements.

Use the following topics to guide you through the z/OSMF product acquisition process:

1. Order the z/OSMF portable software instance.
NOTE
For a list of Broadcom mainframe products that provide a z/OSMF package, see Mainframe Products using
z/OSMF for Software Maintenance.

2. Register the portable software instance in z/OSMF.

Order the z/OSMF Portable Software Instance

You can order the z/OSMF portable software instance from the Broadcom Support and then download the package
to a local z/OSMF host as a single pax file. You can download directly to the mainframe or you can download to your
workstation and then transfer the pax file to the mainframe. A file transfer utility, such as FTP, is required to transfer data
to the mainframe.

The portable software instance is a portable form of a software instance, including the SMP/E CSI data sets, all
associated SMP/E-managed target and distribution libraries, non-SMP/E-managed data sets, and meta-data that is
required to describe the product software instance.
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NOTE
To optimize downloads from Broadcom Support, configure the downloads.broadcom.com URL for HTTPS
and Secure FTP in your network security software, firewalls, or both. Sites that regulate access through an IP
address are required to allow network access to 141.202.253.110.

1. Go to Broadcom Support at https://support.broadcom.com, and select Software, Mainframe Software, and
Downloads.

2. Log in using your Broadcom Support username and password.
The My Downloads page appears.

3. Select a product from the list or enter the product name in the Search field.
The product page appears with two tabs under the product name: Products and Solutions.

4. Under Products, select the product that you want to download.
A list by release, service pack, and language appears.

5. Click the hypertext link to select a release.
The Primary Downloads page appears. This page shows the available product-specific software packages that you
can select to download.
If an Additional Downloads page is available, this page shows additional software packages that are related to your
product selection that you can download. These products may already be installed.

6. Review the packages that are appear under Primary Downloads and Additional Downloads and complete the
following steps:
a. Select the zOSMF Package (productid.VnnRn.ZOSMF.pax.Z) and other files that you want to include in the

product download.
If more than one package is available, you can only select one.

b. Select Download Selected, HTTPS Download, or Secure FTP Download. Secure FTP Download is the
preferred method. For download tips, see Product Download Help. For sample JCL and security requirements, see
Download Methods and Locations.

The product package is downloaded.
7. Execute JCL to unpack the installation file and restore the individual pax files. Sample JCL follows:

//USSBATCH EXEC PGM=BPXBATCH

//STDOUT   DD SYSOUT=*

//STDERR   DD SYSOUT=*

//STDPARM  DD *

sh cd /yourUSSpaxdirectory/; 

pax -rvf yourpaxfilename.ZOSMF.pax.Z

/*

Customize the sample JCL as follows and then submit for execution:
a. Add a JOB statement.
b. Update the USS directory (yourUSSpaxdirectory) with the path name where you want to copy the pax file.
c. Update yourpaxfilename with the name of the pax file that you want to copy to the mainframe.
USSBATCH can take several minutes to execute. A return code of zero is expected. Any other return code indicates a
problem.

After successful execution, the individual pax files have been restored and are ready for use. Go to Register Portable
Software Instance in z/OSMF.

Register Portable Software Instance in z/OSMF

After you have acquired and downloaded the portable software instance to a local z/OSMF host system, you must log
in to z/OSMF to register the product software and define the portable software instance to z/OSMF as shown in the
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following procedure. When you complete these steps, the portable software instance is registered in z/OSMF and ready
for installation (deployment).

1. Log in to the z/OSMF web interface and select your user ID in the top or bottom right-hand corner to switch between
the Desktop Interface and Classic Interface.

2. Complete either of the following steps to display the Software Management page:
a. In the Desktop Interface, select Software Management.
b. In the Classic Interface, select Software, Software Management.

3. Select Portable Software Instances to define your portable software instance to z/OSMF.
4. Select Add from the Actions menu and select From z/OSMF System.

The Add Portable Software Instance page displays.
5. Complete the following steps:

a. Select or type the system name (destination LPAR) and UNIX directory (destination USS directory) where the
portable software instance files reside and select Retrieve.

b. Enter a name for the new portable software instance. You can also enter an optional description and assign one or
more categories that display existing packages.

c. Select OK.
The new portable software instance is now defined to z/OSMF.

The portable software instance is now registered in z/OSMF and ready to install (deploy). Go to Install Product Software
using z/OSMF Deployments.

Install Product Software Using z/OSMF Deployments
As a systems programmer, your responsibilities include installing product software in your z/OS environment. After
the portable software instance or software instance is registered in z/OSMF, you can use z/OSMF Deployments to
install the product software and create the product data sets (global, CSI, target libraries, and distribution libraries) for
the new software instance. The deployment jobs create a copy of the source product data sets to create the product
target runtime environment. Creating a copy of the SMP/E target data sets keeps the SMP/E environment clean and it
also isolates the product runtime environment for maintenance activities. You can also perform z/OSMF workflows to
customize the SMP/E data sets, mount UNIX System Services (USS) files if necessary, and configure the new software
instance on the target system.

To install Broadcom mainframe products using z/OSMF and make the product software available for use on a system
by users and other programs, define a new deployment. This step defines the SMP/E environment name and the prefix
of the CSI data set in z/OSMF. You also specify data set allocation parameters for all SMP/E data sets, target libraries,
and distribution libraries. To define a new deployment, complete the deployment checklist (specify the USS path, DSN,
VOLSERs), and submit the deployment jobs through the z/OSMF user interface. When the deployment is complete, you
have a source and target copy of the software.

NOTE
For more information about these tasks, see Deploying software in the IBM documentation.

Subsequent maintenance activities for the product update the SMP/E environment without affecting your active product
runtime environments. You decide when to redeploy the maintenance-updated SMP/E target data sets to each of the
product runtime environments.

Before you begin this process, review the installation best practices and verify the installation requirements in Prepare for
Installation.

NOTE
The installer requires read, create, update, and execute privileges in z/OS. Write access is also required to the
USS directories that are used for the installation process. To deploy a product that has USS components, the
installer's user ID must have access to the appropriate resource profiles in the UNIXPRIV class, access to the
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BPX.SUPERUSER resource profile in the FACILITY class, or UID(0). For UNIXPRIV, read access is required to
SUPERUSER.FILESYS.CHOWN, SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

1. Display the Deployments table in z/OSMF (Software Management, Deployments).
2. Define a new deployment by selecting New from the Actions menu.

The deployment checklist displays. You can also modify, view, copy, cancel, or remove existing deployments.
3. Complete the deployment checklist items as described in Defining new deployments in the IBM documentation.

As you complete the deployment checklist, be sure to make the following selections:
a. Specify the properties for this deployment (name, description, and optional category).
b. Select the software to deploy.

For this step, select the Portable Software Instance button and select your package.
c. Select the objective for this deployment to indicate where and how you want to install the selected portable

software instance.
For this step, indicate that you want to create a software instance and specify the global zone CSI and the system
where the target software instance will reside.

d. Check for missing SYSMODs and view missing SYSMOD reports.
For this step, deselect the following report options:
• Requisite SYSMODs and Fix Categories reports
• Regressed SYSMODs and HOLDDATA Delta reports

e. Configure this deployment to define the target software instance.
• For DLIBs, specify Yes to copy the distribution zones and libraries that are associated with the source software.

You can customize the names and the storage class or volumes of the new data sets.
• For Model, indicate The source software to use as a model. z/OSMF uses the data sets, volumes, mount

points, catalogs, and SMP/E zones that are associated with the model to specify default values for the target
software instance.

• For SMP/E Zones, the DLIB and TLIB names do not typically need to be changed.
• For Data sets, change the target data set name prefix to the one that you want to use for your deployment.

Specify a volume or storage class to identify where to create the target data sets.
• For Catalogs, no action is required assuming that your target data set prefix is defined in a user catalog.
• For Volumes and Storage Classes, no action is required. A summary is presented of the target data sets to be

created and how much space is required.
• For Mount Points, review the mount points for the UNIX file system data sets that are included in the target

software instance. When specifying a new target mount point, retain the static path extension in the path name
to prevent failures in the configuration workflow. For example, targetpathname.

NOTE
If your product does not include USS directories, ignore this instruction.

f. Define the job settings to generate JCL to install the software and view the deployment summary. For this step,
update the JOB statement as needed.

NOTE
If the target system for the deployment is in a JES Multi-Access Spool (MAS) and the mount point is only
accessible from the target system, add a System Affinity (SYSAFF) to the job card to ensure execution
on the system where the zFS resides.

g. Submit the deployment jobs in sequential order, wait for each job to complete, and then select Refresh to register
job completion in z/OSMF.
A return code of zero is expected.
When all deployment jobs have executed successfully, you have unzipped and renamed the product data sets, and
updated the CSI data sets. The product data sets have also been successfully copied and the properties for the
target software instance have been specified.

h. Execute workflows if any exist for the software being deployed. Most products have at least one of the following
workflows:
• Post SMP/E Workflow
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Updates the CSI with site-specific external data sets, relinks load modules, and optionally mounts USS
directories.

NOTE
If prompted for the data set name of a load library for an IBM product that is not installed, specify your
installed Common Components and Services for z/OS CCS_hlq.CAW0CALL data set name.

• Base installation Workflow
Configures a new software instance for your product software.

• Upgrade Workflow
Updates an existing software instance for your product to a new product release.

NOTE
For a list of products with workflows to complete post-install configuration, see Mainframe Products using
z/OSMF for Software Management in the Mainframe Common Maintenance Procedures documentation.

i. Specify a name and description for the new target software instance.

The deployment process is complete. The new software instance is defined to z/OSMF. You are now ready to Import
Product Information into z/OSMF before you install product maintenance.

Import Product Information into z/OSMF
As a systems programmer, your responsibilities include maintaining a current repository of acquired product packages
that are ready for installation in your mainframe environment. z/OSMF lets you view a consolidated list of the products and
maintenance packages that are included in each software instance or portable software instance. You can import product
information for the Broadcom mainframe products that you have installed on z/OS into z/OSMF. After retrieving the
information, you can use the Products page in the z/OSMF Software Management task to obtain a list of products that are
contained in your software instances. This information helps you to determine which products are nearing or have reached
end of service (EOS) or end of life (EOL) support. This information is useful when planning for future installations and
upgrades. You can also use this information to identify software instances that will be affected by changes to a product.

The product information file for Broadcom mainframe products is stored on the following FTP directory:

https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

To prevent SSL handshake failures when importing product information into z/OSMF, use the following procedure to
enable secure downloads:

1. Download the certificate from the following URL:
https://ftpdocs.broadcom.com/WebInterface/redirectFTPDocs.html?path=/cadocs/0/certs/digicert-old/Digi-
Intermediate.crt
Note the location on your workstation where the certificate was downloaded.

2. Upload the certificate as text data to your z/OS system in RECFM=VB and LRECL=84 format.
If you use FTP, use the following FTP commands to avoid truncation:
ASCII

QUOTE SITE WRAP LRECL=84 RECFM=VB

PUT your_PC_file_name 'your.mvs.dataset.name' (REPLACE

quit

3. Add the certificate to the existing z/OSMF IZUSVR keyring.
– For ACF2, specify:

SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH.yourcertname DSN('your.zos.dataset.name') -

  LABEL(yourlabeldescription)
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CONNECT CERTDATA(CERTAUTH.yourDigicertCAcertname) KEYRING(IZUSVR.keyr01) RINGNAME(IZUKeyring.IZUDFLT)

 USAGE(CERTAUTH)

– For Top Secret, specify:
TSS ADD(CERTAUTH) DIGICERT(yourDigicertCAcertname) LABLCERT(yourlabelname) - 

DCDSN('your.zos.dataset.name') TRUST

            

TSS ADD(IZUSVR) KEYRING(zosmfringname) RINGDATA(CERTAUTH,yourDigicertCAcertname) -

USAGE(CERTAUTH)

– For IBM RACF, specify:
RACDCERT CERTAUTH ADD('your.zos.dataset.name') WITHLABEL('yourlabelname') TRUST

RACDCERT ID(IZUSVR) CONNECT(CERTAUTH LABEL('your_digicertCA_label') +

RING(keyringname) USAGE(CERTAUTH))

To load the contents of this file into z/OSMF, you can:

• Load the file from the Broadcom URL
• Load the file from your local workstation
• Load the file from a z/OS data set or UNIX file

After the file is loaded, you can then retrieve the product information in z/OSMF from the Products view in the Software
Management task (see Displaying a list of your products in the IBM documentation).

NOTE
If you create software instances or portable software instances in z/OSMF, import the product information file
again so that you have current information that is displayed about your installed products. We recommend that
you repeat the following procedures on a regular schedule or at least monthly to ensure that you have current
Broadcom product information available in z/OSMF. This process ensures that you have access to all product
packages as they become available. For more information, see Retrieving product information from product
information files in the IBM documentation.

Load the File from the Broadcom URL

Use the following procedure to load the contents of the Broadcom product information file into z/OSMF directly from the
Broadcom FTP directory.

1. Log in to the z/OSMF web interface.
2. Complete either of the following steps:

– In the Desktop Interface, select Software Management.
– In the Classic Interface, select Software, Software Management.
The Software Management dashboard displays.

3. Select Products.
The Products table list is displayed.

4. Select Retrieve End of Service Information from the Actions menu or select the Retrieve End of Service Information
button if available.
The Select Product Information File page displays.

5. Complete the following steps:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from the

Actions drop-down menu under Product Information Files.
The Add Product Information File page is displayed.

b. Select URL and then specify the following URL in the URL field.
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

c. Specify a description in the Description field.
d. Select OK.
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The product information file table is updated with the new URL.
6. Select the new URL and select Retrieve.

The contents of the file are loaded into z/OSMF.

You can now view the Broadcom product information that has been retrieved from the Software Management dashboard.

Load the File from Your Local Workstation

Use the following procedure to load the contents of the Broadcom product information file into z/OSMF from your local
workstation.

1. Download the product information file from the following Broadcom FTP directory to your local workstation using your
Web Browser or an FTP client:
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

2. Log in to the z/OSMF web interface.
3. Complete either of the following steps:

– In the Desktop Interface, select Software Management.
– In the Classic Interface, select Software, Software Management.
The Software Management dashboard displays.

4. Select Products.
The Products table list displays.

5. Select Retrieve End of Service Information from the Actions menu.
The Select Product Information File page displays.

6. Select the option to Select a file that resides on your local workstation, enter your file name and description, and
select Retrieve.
The contents of the file are loaded into z/OSMF.

You can now view the Broadcom product information that has been retrieved from the Software Management dashboard.

Load the File from a z/OS Data Set or UNIX File

Use the following procedure to load the contents of the Broadcom product information file into z/OSMF from a z/OS data
set or UNIX file that the primary z/OSMF host can access.

1. Use FTP to download the product information file directly to the mainframe.
NOTE
Upload the file with binary in the FTP JCL so that the file is not converted to the EBCDIC character set.

Sample JCL follows that you can customize and execute:
//FTPSTEP  EXEC PGM=FTP,PARM='(EXIT=08' 

//SYSTCPD  DD DSN=your_TCP/IP_data_set_name,DISP=SHR 

//SYSPRINT DD SYSOUT=* 

//OUTPUT   DD SYSOUT=* 

//INPUT    DD * 

ftp.broadcom.com 21 

anonymous email_address 

cd /pub/MSPSaccount/JSON/ 

dir 

asc 

locsite LR=80 REC=FB BLOCKSI=0 

locsite PRI=20 SEC=10 CY 

get BroadcomProdInfo.txt 'z/OS_data_set' (REPLACE

– your_TCP/IP_data_set_name
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Specify the TCP/IP stack for an external network.
– email_address

Specify your valid email address.
– z/OS_data_set

Specify the z/OS data set name where you want to save the product information file. If the specified data set does
not exist, it is created during the download process.

2. Log in to the z/OSMF web interface.
3. Complete either of the following steps:

– In the Desktop Interface, select Software Management.
– In the Classic Interface, select Software, Software Management.
The Software Management dashboard displays.

4. Select Products.
The Products table list displays.

5. Select Retrieve End of Service Information from the Actions menu or select the Retrieve End of Service Information
button if available.
The Select Product Information File page displays.

6. Complete the following fields:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from the

Actions drop-down menu under Product Information Files.
The Add Product Information File page displays.

b. Select Primary z/OSMF system and specify the z/OS_data_set_name in the Data set or UNIX file field.
The primary z/OSMF host system must be able to access the specified data set or UNIX file.

c. Specify a description in the Description field and select OK.
The product information file table is updated with the new URL.

7. Select the new URL and select Retrieve.
The contents of the file are loaded into z/OSMF.

You can now view the Broadcom product information that has been retrieved from the Software Management dashboard.

Install NetMaster Products Using the Install Utility
This page explains how to install NetMaster products using the Install Utility.

WARNING

We recommend that you install NetMaster products using CSM, not the Install Utility. For details, see Install or
Upgrade NetMaster Products.

Perform the following tasks to install NetMaster products using the Install Utility. The Install Utility is in the CC2DJCL data
set on the product PAX file that you download from the Broadcom Support site.

1. Allocate and mount the file system.  
2. Acquire the product pax file.  
3. Create a product directory from the pax file.  
4. Copy the installation files to z/OS data sets.  
5. Unload the Installation Data Set v12.2.  
6. Specify the JCL library and run the jobs. 
7. (Optional) Clean up the USS directory.
8. Apply Product Maintenance.
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WARNING

For a NetMaster product to function properly, you must install all the FMIDs that it requires. For details, see the
Licensing and FMID Requirements topic.

UNIX System Services Environment

You need a UNIX System Services (USS) directory and a file system with adequate space to perform the following tasks:

• Receive product PAX files from Broadcom Support.
• Perform utility functions to unpack the pax file into MVS data sets that you can use to complete the product installation.

We recommend that you allocate and mount a file system that is dedicated to Pax Electronic Software Delivery (ESD).
The amount of space that you need for the file system depends on the following variables:

• The size of the PAX files that you intend to download.
• Whether you plan to keep the PAX files after unpacking them. We do not recommend this practice.

We recommend that you use one directory for downloading and unpacking PAX files. Reusing the same directory
minimizes USS setup. Complete the USS setup only one time. You reuse the same directory for subsequent downloads.
Alternatively, you can create a directory for each PAX download.

WARNING
Downloading PAX files for the SMP/E installation as part of the Pax ESD process requires write authority
to the UNIX System Services (USS) directories that are used for the Pax ESD process. In the file system
that contains the Pax ESD directories, you also need free space approximately 3.5 times the pax file size to
download the PAX file and unpack its contents. For example, to download and unpack a 14 MB PAX file, you
need approximately 49 MB of free space in the file system hosting your Pax ESD directory.

Allocate and Mount a File System
We recommend that you allocate and mount a file system that is dedicated to the product acquisition. We also
recommend that you create a directory in this file system that will house the PAX file. The product installation process
requires a USS directory to receive the PAX file and to perform the unpack steps.

You can use the zSeries File System (zFS) for PAX downloads. This procedure describes how to perform the following
tasks:

• Allocate a zFS.
• Create a mount point in an existing maintenance USS directory of your choice.
• Mount the file system on the newly created mount point.

NOTE
You must have either SUPERUSER authority, or the required SAF profile setting to allow you to issue the
USS mount command for the file system.

• Optionally, permit write access to anyone in the same group as the person who created the directory.

WARNING
USS commands are case-sensitive.

Follow these steps:

1. Allocate the file system by customizing one of the following samples to your site requirements:
– On a zFS, use the following sample:

//DEFINE   EXEC PGM=IDCAMS

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//AMSDUMP  DD   SYSOUT=*

//SYSIN    DD *
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  DEFINE CLUSTER ( +

  NAME(your_zFS_data_set_name) +

  STORAGECLASS(class) +

  LINEAR +

  CYL(primary secondary) +

  SHAREOPTIONS(3,3) +

  )

/*

//FORMAT   EXEC PGM=IOEAGFMT,REGION=0M,

// PARM=('-aggregate your_zFS_data_set_name -compat')

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//STDOUT   DD   SYSOUT=*

//STDERR   DD   SYSOUT=*

//CEEDUMP  DD   SYSOUT=*

//*

The file system is allocated.

NOTE
Ensure that the zFS data set name that you use conforms to your data set naming conventions for USS file
systems. If the allocation of the file system data set fails, it is because of environmental settings not allowing
for the allocation.

2. Create a mount point for the file system. This example shows how to create a /CA/CAPAX directory in an existing
directory, /u/maint. From the TSO OMVS shell, enter the following commands:
cd /u/maint/

mkdir CA

cd CA

mkdir CAPAX

NOTE
This document refers to this structure as yourUSSESDdirectory.

The mount point is created.
3. Mount the file system. For a zFS system, use the example below as a guide:

MOUNT FILESYSTEM('your_zFS_data_set_name')

      MOUNTPOINT('yourUSSESDdirectory')

      TYPE(ZFS)  MODE(RDWR)

      PARM(AGGRGROW)

The file system is mounted.
4. (Optional) Set security permissions for the directory. You can use the chmod command to let other users access the

ESD directory and its files. For example, to allow write access to the ESD directory for other users in your USS group,
from the TSO OMVS shell, enter the following command:
chmod -R 775 /yourUSSESDdirectory/

Write access is granted.

NOTE
For more information about the chmod command, see the IBM z/OS UNIX System Services User Guide
(SA22-7802).

Acquire the Product PAX File
To begin the Broadcom product installation procedure, copy the product PAX file into the USS directory that you set up.

 44



 Installing

WARNING
FTP procedures vary due to local firewall and other security settings. To determine the appropriate FTP
procedure to use at your site, consult your local network administrators.

This procedure explains how to transfer a product PAX file from Broadcom Support to the mainframe.

Follow these steps:

1. Confirm the following UNIX System Services (USS) requirements:
– You have write authority to the USS directories that are used for the PAX installation process.
– You have available USS file space.

NOTE

In the file system that contains the pax directories, you also need free space approximately 3.5 times the
pax file size to download the pax file and unpack its contents. For example, to download and unpack a 14
MB pax file, you need approximately 49 MB of free space in the file system hosting your pax directory.

If you do not have sufficient free space, error messages similar to the following appear:
EZA1490I Error writing to data set

EZA2606W File I/O error 133

2. Log in to Broadcom Support.
3. Select DOWNLOAD MANAGEMENT.
4. Locate your product in the download management tool.

Your product entry opens at the Product Downloads tab.
5. Locate the appropriate software package.

TIP

To change the release, select the package and use the release drop-down.

If applicable, agree to the end user license agreement (EULA).
6. Select a download method:

TIP
Review the Broadcom Support Download Methods and Locations help topic.

– If you select Enhanced Download Manager, a dialog opens. Follow the prompts to download the installer.
The installer then downloads your product files to the location on your PC, as specified in the installer. Go to Step
10.

– If you select FTP, you are redirected to Cart History.
You receive an email notification when your files are ready. The email includes a link to your Cart History. Go
to Step 7.

– If you have previously set your download preference, the installer begins the download process. Go to Step 7 or 10
based on your download setting.

7. Select PREFERRED FTP (recommended) next to your package in Cart History.
Your FTP download details appear.

8. Copy the following sample JCL into a data set member and update it with your FTP details:

TIP

Use the guidance in the job to update each variable. Also, replace ACCOUNTNO with a valid JOB
statement. Replace yourTCPIP.PROFILE.dataset with the name of the TCP/IP profile data set for your
system. Consult your local network administrators, if necessary.

//GETPAX   JOB (ACCOUNTNO),'FTP GET PAX ESD PACKAGE',

//          MSGCLASS=X,CLASS=A,NOTIFY=&SYSUID

//***********************************************************************
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//* This sample job can be used to download a pax file directly from    *

//* Broadcom Support to a USS directory on your z/OS system.           *

//*                                                                     *

//* When editing the JCL ensure that you do not have sequence numbers   *

//* turned on.                                                          *

//*                                                                     *

//* This job must be customized as follows:                             *

//* 1. Supply a valid JOB statement.                                    *

//* 2. The SYSTCPD and SYSFTPD JCL DD statements in this JCL may be     *

//*    optional at your site. Remove the statements that are not        *

//*    required. For the required statements, update the data set       *

//*    names with the correct site-specific data set names.             *

//* 3. Replace "Host" based on the type of download method.             *

//* 4. Replace "YourEmailAddress" with your email address.              *

//* 5. Replace "yourUSSpaxdirectory" with the name of the USS           *

//*    directory used on your system for Pax ESD downloads.             *

//* 6. Replace "FTP Location" with the complete path                    *

//*    and name of the pax file obtained from the FTP location          *

//*    of the product download page.                                    *

//***********************************************************************

//GETPAX   EXEC PGM=FTP,PARM='(EXIT TIMEOUT 120',REGION=0M

//SYSTCPD  DD   DSN=yourTCPIP.PROFILE.dataset,DISP=SHR

//SYSFTPD  DD   DSN=yourFTP.DATA.dataset,DISP=SHR

//SYSPRINT DD   SYSOUT=*

//OUTPUT   DD   SYSOUT=*

//INPUT    DD   *

Host

anonymous YourEmailAddress

lcd yourUSSpaxdirectory

binary

get FTP_location

quit

/*

9. Submit the job.

WARNING
If your FTP commands are incorrect, this job can fail and still return a zero condition code. Read the
messages in the job DDNAME SYSPRINT to verify that the FTP succeeded.

After you run the JCL job, the PAX file resides in the specified mainframe USS directory.
10. If you downloaded a zip file, unzip the file to use the product PAX files.

The PAX file is ready for FTP.

NOTE
Do not change the format of the pax.Z.

11. Open a Windows command prompt.
The command prompt appears.

12. Customize and enter the following FTP commands:
FTP mainframe userid password

bin

lcd C:\PC\folder\for\thePAXfile

cd /yourUSSpaxdirectory/

put paxfile.pax.Z

quit
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exit

– mainframe
Specifies the z/OS system IP address or DNS name.

– userid
Specifies your z/OS user ID.

– password
Specifies your z/OS password.

– C:\PC\folder\for\thePAXfile
Specifies the location of the pax file on your PC.

NOTE
If you specify a location that has blanks or special characters in the path name, enclose that value in
double quotation marks.

– yourUSSpaxdirectory
Specifies the name of the USS directory that you use for pax downloads.

– paxfile.pax.Z
Specifies the name of the pax file to upload.

The PAX file is transferred to the mainframe. Go to Create a Product Directory from the PAX File.

Create a Product Directory from the PAX File
Use the sample job later on this page to extract the product pax file into a product installation directory.

Follow these steps:

1. Set the current working directory to the directory containing the PAX file, and create a directory in your USS directory
by entering the following command:
pax -rvf pax-filename 

2. Edit the sample job below as follows:
a. Supply a valid JOB statement.
b. Replace yourUSSpaxdirectory with the name of the USS directory that you use for product downloads.

The job points to your specific directory.
c. Replace paxfile.pax.Z with the name of the PAX file.

The job points to your specific PAX file.
3. Submit the job.

The job creates a product installation directory and extracts the product PAX file to the directory.

NOTE
If the PARM= statement exceeds 71 characters, comment out the first UNPAXDIR. Then uncomment and
use the second form of UNPAXDIR instead. This sample job uses an X in column 72 to continue the PARM=
parameters to a second line.

Sample Job

Use the following sample job as a model to extract the product pax file into a product installation directory:

//ESDUNPAX JOB (ACCOUNTNO),'UNPAX ESD PACKAGE ',

// MSGCLASS=X,CLASS=A,NOTIFY=&SYSUID

//*********************************************************************

//* This sample job can be used to invoke the pax command to create   *

//* the product-specific installation directory.                      *

//*                                                                   *

//* This job must be customized as follows:                           *
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//* 1. Supply a valid JOB statement.                                  *

//* 2. Replace "yourUSSESDdirectory" with the name of the USS         *

//*    directory used on your system for ESD downloads.               *

//* 3. Replace "paxfile.pax.Z" with the name of the pax file.         *

//* NOTE: If you continue the PARM= statement on a second line, make  *

//*       sure the 'X' continuation character is in column 72.        *

//*********************************************************************

//UNPAXDIR EXEC PGM=BPXBATCH,

// PARM='sh cd /yourUSSESDdirectory/; pax -rvf paxfile.pax.Z'

//*UNPAXDIR EXEC PGM=BPXBATCH,

//* PARM='sh cd /yourUSSESDdirectory/; pax                              X

//*             -rvf paxfile.pax.Z'

//STDOUT DD SYSOUT=*

//STDERR DD SYSOUT=*

Copy Sample Installation JCL to a z/OS Data Set
After you create a product directory for the extracted contents of the pax file, use the UNZIPJCL job as described in the
following procedure to copy the sample installation JCL to a z/OS data set.

1. Locate and read the product readme (or installation notes) file in the product-specific directory that the pax command
or ESDUNPAX sample JCL created. This file contains the product-specific details that you require to complete the
installation procedure.
You have identified the product-specific installation details.

2. Edit the UNZIPJCL sample job in the product-specific directory using ISPF EDIT or TSO ISHELL:
– Change the SMPDIR DD PATH to the product-specific directory created by the pax command.

Your view is of the product-specific directory.
– If the z/OS Integrated Cryptographic Service Facility (ICSF) is not active, perform the following steps:

a. Change the SMPJHOME DD PATH to your Java runtime directory. This directory varies from system to system.
b. Perform one of the following steps:

• Change the SMPCPATH DD PATH to your SMP/E Java application classes directory, typically /usr/lpp/smp/
classes/.

• Change HASH=YES to HASH=NO on the GIMUNZIP parameter.
One of the following outcomes occurs: ICSF is active or you are using Java.

– Change yourHLQ to the high-level qualifier (HLQ) for the z/OS SAMPJCL data set.  We suggest that you use a
unique HLQ for each expanded pax file to identify the package uniquely.

The UNZIPJCL job is edited.
3. Submit the UNZIPJCL job.

The UNZIPJCL job completes with a zero return code. Messages GIM69158I and GIM48101I in the output and
IKJ56228I in the JES log are acceptable. The SAMPJCL data set is created with the HLQ that you specified in the
UNZIP job. Use the members in this data set to perform the product installation.

Unload the Installation Data Set
The Install Utility, which is delivered in the PAX file, enables you to generate and run the JCL required to install your
product.

The Install Utility unloads into the dsnpref.CAI.NMC2.CC2DJCL data set, where dsnpref is a prefix that you specify for
your product data sets.

After you have unzipped the data sets as described in the previous task, Copy Installation Files to z/OS Data Sets, take
one of the following actions:
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• Rename dsnpref.CAI.NMC2.CC2DJCL to dsnpref.NMC2.CC2DJCL
• Copy the members in dsnpref.CAI.NMC2.CC2DJCL into dsnpref.NMC2.CC2DJCL

Specify JCL Library and Run Jobs
Next, you specify the installation JCL library, and you generate and run the installation jobs.

Specify the Installation JCL Library

The installation process creates the dsnpref.NMC2.INSTDB database to store details of each installation that you perform.
If you are also installing other products in the Broadcom Mainframe Network Management family of products, this
database manages those installations. These details include the products that you install and the installation values that
you specify.

NOTE

When you perform the next task, Generate and Run the Installation Jobs, the INSTALLATION
JCL Library Creation panel lets you specify your installation JCL library. The default library name
is dsnpref.NMC2.C2DINST.JCL, where dsnpref is the same data set prefix that you used for the
dsnpref.NMC2.CC2DJCL data set.

If your installation JCL library exists, take one of the following actions:

• Specify a new data set name at that panel.
• Delete the existing library by issuing a TSO DELETE command.

Generate and Run the Installation Jobs

Generate and run the installation jobs for the NetMaster product or products that you purchased:

• NetMaster NM for TCP/IP
• NetMaster FTM
• NetMaster NA
• NetMaster NM for SNA
• SOLVE:FTS

During the installation process, you provide the site-specific installation information that you previously collected in your
installation worksheet. This information is used to generate the installation JCL.

On each of the Install Utility panels, you can use the following keys:

• Enter to proceed to the next panel
• F1 to display online help
• F3 to return to the previous panel
• F4 to exit and return to the main menu

NOTE
If you exit the Install Utility at any stage, you can return to it from the ISPF/PDF TSO Command Shell prompt.
Execute the following command: EXEC 'dsnpref.NMC2.CC2DJCL(C2DINST)'

To generate and run the installation jobs, complete the following steps:

1. At the ISPF/PDF TSO Command Shell prompt, execute the following command:
EXEC 'dsnpref.NMC2.CC2DJCL(C2DINST)'

The Install Utility panel appears.
2. Press Enter.

The Installation Utility Primary Menu panel appears.
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3. Enter 1 (Set Installation Parameters).
The Software Delivery Method panel appears.

4. Complete each of the panels as they open. Press [Enter] at the completion of each panel.
You can take the default options or can specify site-specific values.

IMPORTANT
When defining the options, ensure that the location specified for the zFS Mount Point (on panel 4) is NOT
the same as the location of the Software Delivery pax file (on panel 1).

For information about the fields, press F1 (Help).
5. Enter 2 (Install Products).

The INSTALLATION Primary Menu panel appears.
6. Enter 1 (Select Products to Install).

The INSTALLATION Product Selection panel appears with previously installed products unavailable.
You can install one or more of the following NetMaster products. Verify that you have a license for each product that
you install.
– NetMaster NM for TCP/IP
– NetMaster FTM
– NetMaster NA
– NetMaster NM for SNA
– SOLVE:FTS

7. Enter S next to the product name and press Enter. You can enter S next to multiple products to install multiple
products at one time. You must be licensed for any products you install.
The INSTALLATION Product Confirmation panel appears, confirming your selections.
If you have already installed another product in the product family, the INSTALLATION Components Already Installed
panel appears, confirming your selections.

8. Press Enter to confirm your selection, and complete each of the INSTALLATION panels as they open.
You can take the default options or can specify site-specific values.

9. In your post-installation worksheet, record the data set name into which the JCL was generated.
You can submit the jobs from the panel or directly from this data set after exiting the panel.

10. Submit and run the following installation jobs in sequence. Do not proceed with any job until the previous job has
completed successfully.
– I01ALLOC

Allocates the data sets.
IMPORTANT
Before running the I01ALLOC job, ensure that the CC2DZFS data set name, including the high level
qualifier prefix, matches the other Target data set names. If you updated the Allocation Parameters (panel
3) when setting the installation parameters, it might incorrectly display the the CSI data set high level
qualifier prefix.

– I02INSMP
Initializes the SMP/E data sets.

– I03RCSMP
Performs an SMP/E RECEIVE.

– I04AKSMP
Performs an SMP/E APPLY CHECK. This job is listed only if maintenance exists.

– I05RSSMP
Performs an SMP/E RESTORE. This job is listed only if maintenance exists.

– I06APSMP
Performs an SMP/E APPLY.

– I07ACSMP
Performs an SMP/E ACCEPT.

 50



 Installing

11. Press F3.
You are returned to the Primary Menu panel.

Clean Up the USS Directory
Cleaning up the USS directory is optional. If you decide to perform the procedure, do so after you complete the installation
process and when you do not need the installation files anymore.

To free file system disk space for subsequent downloads after downloading and processing the PAX files for your product,
we recommend removing the files from your USS directory and deleting unnecessary MVS data sets. You can delete the
following items:

• PAX file
• Product-specific directory that the pax command created and all of the files in it
• SMP/E RELFILEs, SMPMCS, and HOLDDATA MVS data sets

These data sets have the HLQ that you assigned in the UNZIPJCL job.

NOTE
For future reference, you should retain any non-SMP/E installation data sets, such as
yourHLQ.C2DINST.NOTES.

Follow these steps:

1. Navigate to your Pax ESD USS directory.
Your view is of the applicable USS directory.

2. Delete the PAX file by entering the following command:
rm paxfile

– paxfile
Specifies the name of the product pax file that you downloaded.

The PAX file is deleted.
3. Delete the product-specific directory by entering the following command:

rm -r product-specific_directory

– product-specific_directory
Specifies the product-specific directory that the pax command created.

The product-specific directory is deleted.

NOTE
You can also use TSO ISHELL to navigate to the PAX file and product-specific directory, and delete them using
the D line command.

Install Products Using CSM
Review the following high-level process for installing product software using CSM.

As a systems programmer, you can acquire, install, and deploy your mainframe product software on z/OS systems using
CSM. CSM simplifies and unifies the management of your Broadcom mainframe products on z/OS systems. You can use
CSM to manage your product software in a common way according to industry best practices. You can also obtain and
apply corrective and recommended maintenance easier. A web-based interface lets you install and maintain your products
faster and with less chance of error.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
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Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
that CSM will no longer be enhanced and maintenance and technical support, including self-service support, will
be discontinued effective June 30, 2023. For full details, see the End of Life Announcement.

If you do not have CSM installed, download it from Broadcom Support.

WARNING
To install a product using CSM, you must modify the SYSPRINT size. The default allocation of 30 cylinders is
insufficient to complete the installation. Increase the allocation parameters of the SYSPRINT data set to at least
120 cylinders.

Use the following topics to guide you through the product installation process using CSM:

• Acquire Your Products Using CSM
• Install Your Products Using CSM

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

When these steps are completed, you are ready to install preventive maintenance.

Acquire Products Using CSM
As a system programmer, your responsibilities include maintaining an up-to-date repository of acquired product packages
that are ready for installation in your mainframe environment. CSM provides a product list that lets you display the list
of licensed product installation and maintenance packages and to download these packages. Also, you can update the
product list to add external product packages that you acquired outside of CSM so that they are ready for installation using
CSM.

The following diagram shows the product acquisition process:
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Figure 2: Acquiring_Products_CIG

1. Configure CSM.
2. Download the product package from Broadcom Support or add an external product package:

– Download from Broadcom Support:
a. Update the product list.
b. Download product packages.

– Add external product package:
a. Add external product installation packages.
b. Add external product maintenance packages.

After you complete this process, the product packages are ready for installation with CSM.

NOTE
For more information about acquiring products, see the CSM online help.
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Configure CSM

Before you start acquiring product packages, configure a Broadcom Support Online account, a CSM account, and the
required download settings. If you have previously configured these settings, update the product list.

Follow these steps:

1. Start your Web browser, and enter the CSM access URL, which you can get from your system administrator.

NOTE
If the Notice and Consent Banner appears, read and confirm the provided information.

2. Enter your z/OS login user name and password, and log in.
The initial page appears. You are prompted to perform configuration.

3. Configure the following settings:
– Proxies that CSM uses to communicate with Broadcom Support Online.

If proxies are not used, the following port numbers are used: HTTPS Port Number 443 and FTP Port Number 21.

WARNING
If your site uses proxies, review your proxy credentials on the User Settings, Software Acquisition page.

– The USS path to the temporary directory for downloaded software packages
If you do not specify the directory, default settings are used that you can change later.

NOTE
These settings are also available on the System Settings, Software Acquisition page.

Select Next.
You are prompted to define your Broadcom Support account.

4. Select New.
You are prompted for the credentials to use on Broadcom Support.

5. Specify the credentials, select OK, and then Next.
You are prompted to review your user settings.

NOTE
These settings are available on the User Settings page.

6. Change the settings or keep the defaults, and then select Finish.
A dialog opens, which shows the progress of the configuration task.

7. Select the Settings tab, and review other settings, as needed.
You have configured CSM to acquire products.

Update the Product List

The product list displays a list of downloadable licensed product packages. To see the current list of available product
packages for download, update the Available Products tree.

Follow these steps:

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. (Optional) Update the product list only with packages that belong to specific site IDs.

a. Select the Edit button in the Filter section and associate one or more site IDs to a filter in the Edit Filter window.
b. Select the filter in the Filter section.
c. Right-click the Products link at the top of the product tree and select Update Product List.

4. Select the Update Product List link in the Actions section on the left side.
Updating of the product list with all products for all site IDs starts.

NOTE
Skip this step if you updated the product list only for a selected filter.
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5. Confirm the update.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details. Select Close to close the
task output browser.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

The product list is updated.

Download Product Packages

You can download product installation and maintenance packages from the updated product catalog so they are ready for
installation.

Follow these steps:

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the product name on the Available Products tree.

The product releases are listed in the Releases table on the right.
4. Download product packages by selecting one of the following options:

– To download product packages for all product releases, right-click the product name in the list, and select Update
Product.

– To download packages only for specific releases, select one or more releases in the Releases table on the right
and select the Update Product Releases link.

5. View the downloaded packages using either of the following options:
– To display the downloaded maintenance packages, select the product release icon

in the product list.
– To display the downloaded base installation package, select the product gen level icon

below the product release in the product list.

The product packages are downloaded and ready for installation.

Add External Product Installation Packages

Sometimes you have product installation packages that you downloaded outside of CSM. For example, you do not
have an HTTP or an FTP access in your mainframe environment, or the required packages are not available from the
Broadcom Support website. You can use CSM to install these external packages according to your organization policy. If
you are using this installation option, first add the external packages to the CSM software catalog.

Follow these steps:

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the Add Product link in the Actions section.
4. Specify the name, release, and gen level of the product, and select OK.

The product is added to the product list.
5. Select the gen level of the product that you want to download on the product tree.

The Base Install Packages section appears on the right.
6. Select the Add External Package button.
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7. Specify one of the following package types and package details, and select OK.
– UNIX File

Adds an installation package that is located in a USS directory in binary mode.
– FTP File

Adds a product package that is not published on Broadcom Support. For example, a beta version of a product.
Specify the FTP host, FTP port, FTP path, package name, and the user name and password to access the FTP
location.

8. Refresh the page to see the added product package.
The product installation package is now listed in the product list and is available for installation with CSM.

Add External Product Maintenance Packages

Sometimes you have maintenance packages, for example, unpublished maintenance or a program temporary fix (PTF),
that you downloaded outside of CSM. You can use CSM to install these external maintenance packages per your
organization policy. For this installation option, first add the packages to the CSM software catalog.

Usually, the maintenance is placed as a single package. However, some Broadcom products have older aggregated
maintenance packages that were released before December 31, 2013. An aggregated package is a file that comprises
several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts all the
nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package is
marked with the CUMULATIVE type.

Follow these steps:

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the product release for which the maintenance applies.

The maintenance packages for the release are listed.
4. Select the Add External Maintenance button.

You are prompted to specify the package.
5. Specify one of the following package types and package details:

– Data Set
Adds a maintenance package that is located in a z/OS data set with a logical record length of 80 and with a record
format of fixed blocks.

– UNIX File
Adds a maintenance package that is located in a USS directory in binary mode.

– FTP File
Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading a
PTF to validate it. Specify the FTP host, FTP port, FTP path, maintenance package name, and the user name and
password to access the FTP location.

– Solution
Adds a published solution from Broadcom Support.

6. Refresh the page to see the added maintenance package.
The product maintenance package is now listed in the product catalog and is available for installation with CSM.

You completed the acquisition process. The product packages are ready for installation with CSM.

Install Your Product Using CSM
As a systems programmer, your responsibilities include installing products in your z/OS environment using CSM. This step
of the installation process creates or updates the SMP/E environment (global, target, and distribution zones).

The following diagram shows the major steps to install your product using CSM.
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1. (Optional) Configure base installation settings.
2. (Optional) Configure a working set of SMP/E environments.
3. Initiate product installation and review product information.
4. Select an installation type.
5. Review installation prerequisites if any are presented.
6. Take one of the following steps to select an SMP/E environment:

– Create an SMP/E environment:
a. Set up the global zone.
b. Create a target zone.
c. Create a distribution zone.

– Use an existing SMP/E environment from your working set:
a. Update the global zone.
b. Set up the target zone: Either create a target zone or use an existing target zone.
c. Set up the distribution zone: Either create a distribution zone or use an existing distribution zone.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation.
Doing so means that you can apply maintenance to your current version, if necessary.
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7. Review the installation summary and start the installation.

Configure Base Installation Settings

You can configure base installation settings on the System Settings, Software Installation page.

1. Select the Settings tab, and select the Software Installation link under System Settings in the Settings section on the
left side.

2. In the SIS Base Install - File System section, select the file system type that is used when installing a product that
allocates file systems. If you select Product Specific File System, the file system that is used for installing a product
is defined according to the product metadata. Otherwise, the product metadata is overwritten.

3. In the Execute Checks During Base Installation section, configure the following settings by selecting or clearing
corresponding checkboxes:
– Execute Apply Check During Base Installation

Verifies that all requirements for the Apply step are satisfied before the Apply step executes. If the Apply Check
step fails, installation stops and all the previous steps are undone.

– Suspend Base Installation After Apply Check
Suspends the base installation process after Apply Check is completed and generates pending installation actions
for the SMP/E environment where the product is being installed. This check box is enabled if you enable the
Execute Apply Check During Base Installation checkbox.

– Execute Accept Check During Base Installation
Verifies that all requirements for the Accept step are satisfied before the Accept step executes. If the Accept Check
step fails, installation stops and all the previous steps are undone.

– Suspend Base Installation After Accept Check
Suspends the base installation process after Accept Check is completed and generates pending installation actions
for the SMP/E environment where the product is being installed. This check box is enabled if you enable the
Execute Accept Check During Base Installation checkbox.

4. Select Apply.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on
the Tasks tab.

The base installation settings are configured.

NOTE
If you configure the base installation settings to execute checks during base installation, CSM creates a pending
installation for the SMP/E environment. For more information about the pending installation, see the CSM online
help.

Configure a Working Set of SMP/E Environments

If you plan to install a product in an existing SMP/E environment, add this SMP/E environment to your working set. A
working set is a selected group of SMP/E environments with which you want to work. Although you can have only one
working set, you can have as many SMP/E environments in it as you need.

CSM does not have a default working set.

If you do not have the SMP/E environment in your working set, you can only create a new SMP/E environment during
product installation. In this case, exit the installation wizard, configure your working set and then restart the wizard.

1. Select the SMP/E Environments tab, and select the SMP/E environments that you want to include in a working set.
An information text area under the list of SMP/E environments displays the number of environments you selected.

2. Select Use as Working Set.
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3. Select OK.
The working set is configured.
The new working set replaces a previously defined working set.

You can display only those SMP/E environments that are in your working set by selecting Show Working Set Only.

Initiate Product Installation

You can install a downloaded product from the Products tab. The process starts a wizard that guides you through the
installation. At the end of the wizard, a task dynamically invokes the SMP/E and other utilities that are required to install
the product.

1. Select the Products tab.
2. Perform one of the following steps:

– If the package was acquired using CSM:
From the product list on the left side, select the required product gen level (the innermost level in the product list
under the release level of a product; for example, SP0 or 0110). Locate the product package that you want to install,
select Actions to the right of the package, and select Install.

– If the package was acquired outside of CSM:
In the Actions section in the left pane, select the Install External Package link. Enter the location of the package.
Select OK.

The Introduction step of the wizard appears where you can Review Product Information.

Review Product Information

Review the information about the product that you are installing.

1. On the Introduction step, review the information about the installation.
If the product license agreement appears, review it. If you agree, accept it. If you do not accept the license agreement,
you cannot proceed with the installation.

2. Select Next.
You are prompted to select the type of installation.
An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

Select an Installation Type

When you install a product, you select an installation type. There can be one or more installation types, according to the
product.

When you select the custom installation type, you are prompted to select the features that you want to install. If your
selected features require installation of other features, the installation wizard includes the required features to the
installation process. If your selected features are mutually exclusive, the installation wizard excludes any features
conflicting with the features you selected last from the installation process. For example, you select feature 1 and select
feature 2 that is mutually exclusive with feature 1. The wizard automatically excludes feature 1.

1. On the Features step, select the type of installation, and select Next.
2. (Optional) If you select the custom installation type, select the features to install, and select Next.

A summary of the features to install appears, with prerequisites.

Review Installation Prerequisites

Some products require an installation of other products first.
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Review the summary of installation prerequisites to verify that all prerequisites are satisfied on the Prerequisites step.

• If no prerequisites exist, select Next.
You are prompted to select an SMP/E environment for the installation.

• If all prerequisites exist and are satisfied, you are prompted to locate the installed prerequisites.
Install the product to the same SMP/E environment and the target zone where the product prerequisites are installed.
a. From the SMP/E environment drop-down list, select an SMP/E environment with the installed prerequisites. This

drop-down list represents all CSM-managed SMP/E environments where the prerequisites are installed.
A list of target zones for the selected SMP/E environment where the prerequisites are installed is populated.

b. From the target zone drop-down list, select a target zone within the selected SMP/E environment where the
prerequisites are installed.

c. Select Next.
You are prompted to confirm the selected SMP/E environment for the installation.

• If prerequisites are not satisfied, perform one of the following actions:
– Select Cancel to exit the wizard. Install the prerequisites or migrate an SMP/E environment to CSM where the

prerequisites are installed. Restart the installation.
– Open CSM in another browser window and install the prerequisites, or migrate an SMP/E environment to CSM

where the prerequisites are installed. When done, select Refresh on the Prerequisites step of the wizard. Then,
select the SMP/E environment and a target zone where the prerequisites are installed. Select Next to continue the
product installation.
You are prompted to confirm the selected SMP/E environment for the installation.

Select an SMP/E Environment

You select the SMP/E environment where you want to install your product in. You can create an SMP/E environment, or
you can select an existing SMP/E environment from your working set. You can configure your working set from the SMP/E
Environments tab.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

If you select an SMP/E environment being used in CSM by another user, a notification message appears. You are
prevented from performing any actions on the SMP/E environment. You can wait until the notification message disappears
and the SMP/E environment becomes available or can select Cancel to select another SMP/E environment.

1. On the SMP/E Environment step, substep 1, take one of the following steps:
– Select Create a New SMP/E Environment to create an SMP/E environment.
– Select an existing SMP/E environment from your working set.

• If no existing SMP/E environment appears, exit the wizard, configure your working set, and restart the wizard.
• If your product has the installed prerequisites, the SMP/E environment with the installed prerequisites that

you selected at the Prerequisites step of the wizard is preselected for you. You cannot select another SMP/E
environment. You cannot create a SMP/E environment.

NOTE
When you install a product in an existing SMP/E environment where HOLDDATA is received, the
product installation may fail.

2. Select Next.
You are prompted to complete one of the following tasks:

• Create an SMP/E environment
• Review parameters of an existing SMP/E environment.
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Create an SMP/E Environment

You can create an SMP/E environment while you are installing a product. During the process, you are asked to specify the
following information:

• The SMP/E environment name and the prefix of the CSI data set in CSM
• Data set allocation parameters

You can specify data set allocation parameters collectively for all SMP/E data sets, target libraries, and distribution
libraries that are allocated during product installation. You allocate data sets using one of the following methods:

• Allocate data sets using SMS parameters.
• Allocate cataloged data sets using UNIT and optionally VOLSER.
• Allocate uncataloged data sets using UNIT and VOLSER.

If you allocate uncataloged data sets, specify a VOLSER. Based on the value that you enter, CSM performs the following
validations to ensure integrity of the installation:

• The value of VOLSER must specify a mounted volume.
• You must have ALTER permissions for the data sets with the entered high-level qualifier (HLQ) on the volume that

VOLSER defines.
• To test allocation, CSM temporarily allocates one of the uncataloged data sets that are allocated during the installation.

a. The data set is allocated with one track for both primary and secondary space.
b. CSM verifies that the data set has been allocated on the specified volume.
c. The data set is deleted.
If the data set allocation fails or the data set cannot be found on the specified volume, you cannot proceed with the
product installation wizard.

1. On the SMP/E Environment step, substep 2, review and specify the following parameters as applicable:
– SMP/E Environment Name

Defines the SMP/E environment name.
– Data Set Name Prefix

Defines the prefix for the name of the CSI VSAM data set.
– Catalog

Defines the name of the SMP/E CSI catalog.
– Cross-Region

Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You cannot
edit it.

– Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

– High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all SMP/E data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ). The low-level qualifiers cannot be changed.

– DSN Type
Specifies the DSN type for allocating SMP/E data sets.

– SMS Parameters / Data Set Parameters
Specifies if this SMP/E environment is using SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment appear.
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Review Parameters of an Existing SMP/E Environment

When you use an existing SMP/E environment to install your product, you review the SMP/E environment parameters.
If applicable, you also specify parameters for any new data sets to be allocated while installing a product. During the
process, you are asked to review allocation parameters for new data sets, which you can customize for each data set. The
existing data sets remain intact.

The Software Installation Service (SIS) determines which data sets exist and which must be allocated for the installation
using an existing SMP/E environment. If the SIS determines that new data sets must be allocated, you are prompted to
specify the data set allocation parameters. The data set allocation parameters are prepopulated with the values from the
existing data set that was found first.

1. On the SMP/E Environment step, substep 2, review the current SMP/E environment parameters and allocation
parameters for data sets that must be added to the SMP/E environment. Update the information as applicable.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment, if any,
appear.

Set Up SMP/E Environment Parameters

When creating an SMP/E environment for your product installation, you specify SMP/E environment parameters.
When using an existing SMP/E environment for installing your product, you review and, if necessary, update its SMP/E
environment parameters.

You can assign different prefixes to each newly allocated data set during the installation process.

1. On the SMP/E Environment step, substep 3, specify whether to use SMS parameters (Storage Class, Management
Class, Data Class) or Unit parameters for allocating work DDDEFs for the SMP/E environment. Complete the
appropriate fields.
The allocation parameters that you specify for work DDDEFs are applied only to new work DDDEFs that are created
during the installation. The existing work DDDEFs, if any, remain intact.

NOTE
The settings for allocating work DDDEFs are globally defined on the System Settings, Software
Installation tab. You must have the appropriate access rights to be able to modify these settings.

2. Review the data set names if any appear. Select the Override link to change the high-level qualifier of the data set
name and the allocation parameters. Select OK.

3. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

4. Select Next.
You are prompted to select a target zone to use.

Select a Target Zone

You select a target zone in the SMP/E environment where you want to install your product. You create a target zone or
select an existing target zone in the SMP/E environment (if you use an existing SMP/E environment).

1. On the Target Zone step, substep 1, perform one of the following actions:
– Select Create a New Target Zone to create a target zone.
– Select an existing target zone in the SMP/E environment.

This option is available only if you selected to use an existing SMP/E environment.
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WARNING

• If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

• If your product has the installed prerequisites, the target zone of the SMP/E environment with the installed
prerequisites that you selected at the Prerequisites step of the wizard is preselected for you. You cannot
select another target zone. You cannot create a target zone.

2. Select Next.
You are prompted to create a target zone or use an existing target zone.

Create a Target Zone

You can create a target zone in a new or an existing SMP/E environment where you install your product. The target zone
parameters are prepopulated with the values that are entered for the SMP/E environment. You can change data set
allocation parameters.

You can specify a different SMP/E environment data set to be used for a new target zone.

1. On the Target Zone step, substep 2, review and specify the target zone SMP/E parameters as applicable.
– Target Zone Name

Defines the name for the target zone.
– Create New CSI Data Set

Specifies that a new CSI data set will be created for the target zone.
– Data Set Name Prefix

Defines the prefix for the name of the target zone data set. This field is only enabled when you have selected the
Create New CSI Data Set check box.

– Catalog
Defines the name of the SMP/E target zone catalog. This field is only enabled when you have selected the Create
New CSI Data Set check box.

– Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You cannot
edit it.

– Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

– High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all target zone data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ) and they cannot be changed.

– DSN Type
Specifies the DSN type for allocating target zone data sets.

– SMS Parameters / Data Set Parameters
Specifies if this target zone uses SMS parameters (Storage Class, Management Class, Data Class) or data set
parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the target zone appears.
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Use an Existing Target Zone

When using an existing target zone for installing your product, you review and, if necessary, update its parameters.

1. On the Target Zone step, substep 2, review the current target zone parameters and allocation parameters for data
sets that must be added. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
If there are any data sets to be created for the target zone, a list of data sets appears. If the list is empty, no new data
sets are going to be allocated.

Set Up Target Zone Parameters

When creating a target zone in the SMP/E environment for your product installation, specify target zone parameters.

1. On the Target Zone step, substep 3, review the data set names if any appear. Select the Override link to change the
high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If more parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You are prompted to confirm the distribution zone.

Confirm a Distribution Zone

You must confirm a distribution zone of the SMP/E environment where you want to install your product. Depending on
whether you created a target zone or you selected an existing target zone, create a distribution zone or select an existing
distribution zone in the SMP/E environment.

1. On the Distribution Zone step, substep 1, review the selected option for the distribution zone.
– If you are using an existing target zone, the related distribution zone is automatically selected. You cannot select

other distribution zones or cannot create one.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

– If you are creating a target zone, you can create a distribution zone or you can select an existing distribution zone.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the
new target zone. This action breaks the relationship from the previous target zone that was related to
this distribution zone. You cannot accept maintenance packages from the previous target zone to this
distribution zone using CSM.

2. Select Next.
You are prompted to set up the distribution zone.

Create a Distribution Zone

You can create a distribution zone that is related to the newly created target zone. The distribution zone parameters are
prepopulated with the values that are entered for the SMP/E environment. You can change data set allocation parameters.

You can specify a different SMP/E environment data set to be used for the new distribution zone.
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You can also specify the same SMP/E environment data set as the one that you specified for the target zone. In that case,
the target and distribution zones share the SMP/E environment data set. The SMP/E environment data set is allocated
using the parameters that you have defined when specifying the target zone.

1. On the Distribution Zone step, substep 2, review and specify the following parameters as applicable:
– Distribution Zone Name

Defines the name for the distribution zone.
– Create New CSI Data Set

Specifies that a new CSI data set is created for the distribution zone.
– Data Set Name Prefix

Defines the prefix for the name of the distribution zone data set. This field is only enabled when you have selected
the Create New CSI Data Set check box.

– Catalog
Defines the name of the SMP/E distribution zone catalog. This field is only enabled when you have selected the
Create New CSI Data Set check box.

– Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You cannot
edit it.

– Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

– High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all distribution zone data sets that are allocated during installation.
Product packaging defines the low-level qualifiers (LLQ) that cannot be changed.

– DSN Type
Specifies the DSN type for allocating distribution zone data sets.

– SMS Parameters / Data Set Parameters
Specify if this distribution zone is to use SMS parameters (Storage Class, Management Class, Data Class) or data
set parameters (VOLSER, Unit, Catalog). Complete the applicable fields.

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the distribution zone appears.

Use an Existing Distribution Zone

You can use an existing distribution zone that is related to the existing target zone you selected, or with a new target zone.
The distribution zone parameters are prepopulated with the values that are entered for the SMP/E environment. You can
change data set allocation parameters.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the new target
zone. This action breaks the relationship from the previous target zone that was related to this distribution zone.
You cannot accept maintenance packages from the previous target zone to this distribution zone using CSM.

1. On the Distribution Zone step, substep 2, review the current distribution zone parameters and allocation parameters
for data sets that you want to add. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
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If there are any data sets to be created for the distribution zone, a list of data sets appears. If the list is empty, no new
data sets are going to be allocated.

Set Up Distribution Zone Parameters

When creating a distribution zone in the SMP/E environment where you want to install your product, specify distribution
zone parameters.

1. On the Distribution Zone step, substep 3, review the data set names if any appear. Select the Override link to
change the high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You see a summary of the installation task.

Start the Installation

After you complete setting up the SMP/E environment and its zones, you are ready to start the installation.

To start the installation, review the summary on the Summary step, and select Install.

A dialog that shows the progress of the task opens. When the task completes, Select Show Results on the Progress tab
to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on the
Tasks tab.

You completed the product installation. You can now start maintaining the installed products.

Install Maintenance
After you have successfully installed any Broadcom mainframe product software, check for important product
maintenance that may have been released after the product installation package was prepared. The product releases are
built and maintained using standardized SMP/E packaging and installation procedures. These procedures include error
and FIXCAT HOLDDATA, new product features, and product interoperability validation. PTFs that pass interoperability test
criteria are released monthly and designated as CARS.

You can install the following types of maintenance:

• Corrective maintenance that fixes an issue.
• Preventive maintenance to avoid problems that others have reported or to provide a compatibility fix for hardware and

software.
• FIXCAT maintenance to support a particular hardware device, software release, or new product function.

WARNING
You can initiate a maintenance installation activity at any time using z/OSMF Software Update, SMP/E JCL, or
CSM. However, before you do so, we recommend that you obtain the current SMP/E HOLDDATA.

See Broadcom Mainframe Product Maintenance for a list of solutions that have been published within the last year. From
this page, you can search solutions for all Broadcom mainframe products by product name, date, or keyword. You can
also search for new product features or by a CARS level (CARSID). You can also find HIPER or PE PTFs and security
or integrity PTFs. Once you have your list, you can download in Excel or CSV format. To download PTFs automatically
without having to search regularly on the portal, use SMP/E Receive Order.

For a comprehensive collection of articles that are dedicated to all mainframe maintenance concepts and procedures, see
Mainframe Common Maintenance Procedures.
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Maintain Products Using z/OSMF Software Update
As a systems programmer, you are responsible for keeping your systems current with product maintenance to ensure
optimal system usage. To do so, use IBM z/OSMF Software Update. Software Update provides an easy to follow wizard
that guides systems programmers of all levels through the maintenance process. z/OSMF Software Update offers a
modern approach to software maintenance and provides the following features:

• Corrective Service
Installs a software update to fix an issue.

• Preventive Service
Installs vendor-recommended software updates.

• FIXCAT
Installs software updates (Fix Categories) that provide a new function to a system.

NOTE
We continue to support CSM Version 6.0 and Release 6.1. However, we are not adding new features to CSM.
We recommend that you use z/OSMF Software Update to apply maintenance to z/OS software.

Prerequisites

Ensure that you meet the following software requirements before you use Software Update:

• Configure z/OSMF as described in the IBM Knowledge Center and address the z/OSMF security requirements for
ACF2, Top Secret, or IBM RACF as applicable.

• Apply all z/OSMF Software Update related maintenance from IBM.
• Register your SMP/E environments (CSIs) in z/OSMF Software Management. For more information, see Software

Management task in the IBM documentation.
TIP
A migration tool is provided to help you register existing CSM and non-CSM CSIs as new software instances
in z/OSMF. For more information about the migration tool, see Migrate SMP/E Environments into z/OSMF.

• Receive all PTFs, HOLDDATA, and CARS. For more information, see Configure SMP/E Internet Service Retrieval.
NOTE
You can install only SYSMODs that are already received in the GLOBAL zone of the CSI.

Use Software Update

Log in to your instance of z/OSMF and click the Software Update icon on the desktop. If the Software Update icon does
not appear on the desktop, open the App Center in the bottom-left corner.

You can now maintain software instances, using the z/OSMF Software Update functionality. For more information on how
to use Software Update, see Software Update in the IBM documentation.

Apply Product Maintenance Using the Install Utility
This page explains how to use the Install Utility to apply maintenance for NetMaster products.

WARNING
If you installed the products using CSM, do not use this procedure to apply maintenance. Instead, use either z/
OSMF Software Update or  CSM to apply maintenance.

Maintenance includes program temporary fixes (PTFs) that supersede all authorized program analysis reports (APARs)
that were created up to that time. Details of the superseded APARs are available as comments within the PTFs. To use
the Install Utility to apply maintenance for the NetMaster products, perform the following tasks:
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Perform Preliminary Tasks

WARNING
The dsnpref.NMC2.CC2DLINK data set must be in your system linklist before you start the maintenance. You
can also create a STEPLIB to the data set name (DSN) in your TSOPROC.

The product maintenance is provided as system modification program (SMP) fixes. The fixes consist of PTFs applied
using the IBM System Modification Program/Extended (SMP/E) tool.

WARNING
Check the HOLDDATA for maintenance for the VSAM or RAMDB data sets. If necessary, apply maintenance for
VSAM and RAMDB data sets for each of your NetMaster regions.

Apply Product Maintenance

This section describes how to apply individual SMP fixes using the Install Utility.

NOTE
The individual SMP fixes are only available from the Broadcom Support site.

When you receive the SMP fixes, unload them into one of the following data sets:

• A sequential data set
• A member of a partitioned data set

Multiple SMP fixes can be appended into a single data set or member.

Follow these steps:

1. Access the ISPF/PDF Primary Menu.
2. Select the COMMAND option.

The ISPF Command Shell panel appears.
3. At the command prompt, enter the following command:

EXEC 'dsnpref.NMC2.CC2DJCL(C2DINST)'

4. At the Install Utility title panel, press Enter.
The Install Utility Primary Menu panel appears.

5. At the Install Utility Primary Menu panel, enter 8 (Maintain Products).
The MAINTENANCE Primary Menu panel appears.

6. Enter 3 (Apply individual SMP fixes from a DASD data set).
The MAINTENANCE DASD Fixes Dataset Name panel appears.

7. Enter the data set name that contains the SMP fixes to be applied and press Enter.
8. Complete the fields on the following MAINTENANCE panels as they open.
9. At the MAINTENANCE JCL Library Creation panel, review your fix JCL library.

The default library name is:
dsnpref.NMC2.FIX.DASD.JCL

– dsnpref
Is the same data set prefix that you used for the dsnpref.NMC2.CC2DJCL data set.

NOTE
For each maintenance application, use a new output data set. A new data set helps ensure that the only jobs
in your maintenance JCL library are the jobs that are required for the maintenance. To use a new data set:

10. Press Enter to proceed with the generation of the maintenance JCL.
When the JCL generation is complete, a list of generated jobs and a description of each member appears.

11. Note the name of the data set into which the JCL was generated.
12. Submit and run the following jobs in sequence. Do not proceed with any job until the previous job has completed

successfully.
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Each job must complete with return code 0 unless otherwise indicated.

WARNING
For the maintenance of additional features, the SMP/E apply job must be run on a system that was used
during installation. The system has the z/OS UNIX file system that is used during installation and mounted
for read/write access.

1. F11RCSMP—SMP RECEIVE and SMP LIST of existing HOLDDATA and SOURCEIDs already applied. If a job
step returns a code of 04, there is no HOLDDATA present.

2. Review the information and, for any held APARs that you want to apply, add the correct BYPASS HOLDx operands
to the corresponding APPLY control statement for those APARs. Do this by manually editing the F12APSMP job
that contains the SMP control statements. For information about the BYPASS HOLDx operands, see IBM’s SMP/E
Commands manual.

3. F12APSMP—SMP APPLY.
13. Press F3.

The Install Utility Primary Menu panel appears.

WARNING

Verify that you have checked the HOLDDATA for maintenance for the VSAM or RAMDB data sets. If necessary,
apply maintenance for VSAM and RAMDB data sets for each of your NetMaster regions.

Use CARS to Implement a Proactive Maintenance Strategy

Broadcom formerly delivered product maintenance using Service Packs. We have replaced this model with
Recommended Service (CARS) for z/OS, which provides more flexibility and granular application intervals. CARS is
patterned after the IBM preventive maintenance model, Recommended Service Upgrade (RSU). With CARS, you can
install preventive maintenance for most Broadcom z/OS-based products in a consistent way on a schedule that you select
(for example, monthly, quarterly, annually).

Broadcom periodically releases Service Updates. A Service Update is a product installation file and all PTFs pres-applied
up to the last CARS level.

We recommend that you develop and implement a proactive preventive maintenance strategy whereby you regularly
apply maintenance. You could follow the same schedule that you use to apply IBM maintenance, or you could implement
a schedule for Broadcom products only.

Maintain Products Using CSM
Use the procedures in this topic to receive, apply, and accept maintenance for your products using CSM.

CSM provides a product list that lets you display the list of licensed product maintenance packages and to download these
packages. You can also manage external maintenance packages that were acquired outside of CSM so that they can be
applied using  CSM.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
that CSM will no longer be enhanced and maintenance and technical support, including self-service support, will
be discontinued effective June 30, 2023. For full details, see the End of Life Announcement.

NOTE
During your initial product installation, apply all product maintenance. Otherwise, you may have to repeat the
deployment and configuration processes.
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The following diagram shows the maintenance process using CSM:

Use the following procedure to maintain products using CSM:

1. (Optional) Configure automatic HOLDDATA download.
2. (Optional) Configure CSM to reject unneeded maintenance.
3. Download product maintenance packages.

– (Optional) Configure CSM to perform automatic maintenance updates.
4. (Optional) Manage maintenance downloaded outside of CSM. As part of this management, you can also view the

aggregated package details.
5. Receive maintenance.
6. (Optional) Reject maintenance.
7. Apply maintenance.

a. Consider whether you require a product USERMOD.
b. Review and process any unresolved HOLDDATA.
c. Apply CARS maintenance.
d. (Optional) Apply FIXCAT maintenance.

8. (Optional) Restore maintenance.
9. Accept maintenance.
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– (Optional) Accept maintenance in GROUPEXTEND mode.

After you complete this process, the maintenance packages for your products are accepted.

You have deployed and configured a product across your enterprise. Now you are applying maintenance to this product.
Create a deployment and a configuration for this product to get this maintenance to your target systems.

Configure Automatic HOLDDATA Download

You can configure CSM to download automatically the available HOLDDATA that it uses for each maintenance installation.
You then have current information about what maintenance packages are marked as PE (PTF in Error).

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the HOLDDATA Settings section, select the Enable Automatic Updates checkbox.
3. Set up values for the following fields, and select Apply:

– Owner of Update Task
Specifies the TSO user ID under which the update task is run.

– Recurrence
Specifies how often the task recurs.

– Update Software Catalog Every number of Days or Update Software Catalog On day of week Every number
of Weeks
Specifies the frequency of downloading HOLDDATA to your software catalog, in days or weeks, depending on the
value the Recurrence field.

Example: Imagine you set the recurrence for a specific number of days and you set the time that precedes the
current time. Then the first update occurs in the specified number of days at the specified time. For example, on
Monday at 10.30 am, you set the number of days to 3 and time to 07.00. The first update then occurs on the third
day, Thursday, at 7.00 am. When you set the time past the current time, the first update occurs on the same day
at the time set. For example, on Monday at 10.30 am, you set the number of days to 3 and time to 11.00. The first
update then occurs on that Monday at 11.00 am.

– System Time
Specifies the system time when an automatic update occurs. The system time reflects your CSM application server
time zone. The TZ parameter within Tomcat startup libraries defines the time zone. If the TZ parameter is not
defined, the CSM application server time zone defaults to GMT - Greenwich Mean Time.

Local time is calculated based on the system time that you set.

NOTE
To download available HOLDDATA to the software catalog immediately, select Update Immediately.

The automatic HOLDDATA download is configured.

Configure CSM to Reject Unneeded Maintenance from the SMP/E Environment

During the regular, FIXCAT, or CARS maintenance wizard execution, CSM may receive maintenance. Some maintenance
packages may not be directly associated with the maintenance that you want to apply.

You can configure CSM to reject the maintenance that was received but not applied during the wizard execution.

• If you exit the wizard before the maintenance installation started, CSM rejects the maintenance that has been received
during the wizard execution. The SMP/E environment is restored to the state that it had before you started the wizard.

• If you navigated through the wizard steps, started the maintenance installation task, and the task completed
successfully, CSM rejects the received but not applied maintenance that is not directly associated with the
maintenance that you have applied.
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This process ensures that your SMP/E environments do not contain unneeded received maintenance.

1. Select the Settings tab, and select the Software Installation link under System Settings on the left side.
2. In the Maintenance Installation section, select the Reject Received Maintenance checkbox.
3. Select Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

CSM is configured to reject unneeded maintenance.

Download Product Maintenance Packages

You can download maintenance packages for installed products through the Products tab. You can download:

• All maintenance packages for a product
• Only maintenance packages that have been released from the time the product release was updated last

NOTE
The information for HIPERs and new maintenance on the Software Status tab is based on the current
information in your software catalog. Update the product list on a daily or weekly basis to keep it current.

WARNING

You can also download maintenance using the SMP/E Internet Service Retrieval. This option uses the IBM
SMP/E RECEIVE ORDER command to download Broadcom mainframe product maintenance over the Internet,
by securely submitting an order for PTFs and HOLDDATA to a remote Broadcom server. This service eliminates
the manual steps that are required to download maintenance from Broadcom Support. The orders are fulfilled
based on the status of your SMP/E environments. Based on your order criteria, all PTFs and their requisites are
downloaded automatically and received to your system.

To use this download option, complete the procedures to configure the SMP/E Internet Service Retrieval as
described in the Mainframe Common Maintenance Procedures documentation. After you set up this service, you
can use CSM to apply and accept your maintenance.

1. Verify that your CSM login user name is associated with a registered user of Broadcom Support on the Software
Acquisition Settings page.
CSM uses the credentials to access Broadcom Support.

2. Select the name of the product for which you want to download maintenance in the product list on the left side.
Maintenance information about the product appears in the Releases section on the right side.

3. For the product release for which you want to download maintenance, select the Actions drop-down list to the right of
the release. Complete one of the following steps:
– Select Update Product Release to download all maintenance packages for the product release.
– Select Get Latest Maintenance to download only maintenance packages that have been released from the time

the product release was updated last.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are downloaded.
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Configure CSM to Perform Automatic Maintenance Updates

You can configure CSM to perform automatic maintenance updates (downloading and receiving maintenance) for
products that are installed in an SMP/E environment.

Manage Maintenance Downloaded Outside of CSM

Sometimes you acquire maintenance packages, such as unpublished maintenance, PTF, APARs, and USERMODs,
outside of CSM. For example, you are validating a test PTF released for a product. You can add information about these
maintenance packages to CSM from the Products tab.

Adding these maintenance packages to CSM provides you with a complete view of all the maintenance for a product
release. After a package is migrated, you can use CSM to apply the maintenance.

Usually, the maintenance is placed as a single package. However, some Broadcom mainframe products still have older
aggregated maintenance packages that were released before December 31, 2013. An aggregated package is a file that
comprises several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts
all the nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package
is marked with the CUMULATIVE type.

When you insert an aggregated package, CSM assigns a fix number to it. The fix number is unique and contains eight
characters. The first two characters are AM (for Aggregated Maintenance) and a unique six-digit number follows. The
number value increases by 1 with each added aggregated package.

If the aggregated maintenance package has the same fix number as one of its nested packages, only the nested package
is added. The aggregated package itself is not available in the list of maintenance packages.

1. Select the Products tab, and select the product release for which the maintenance applies.
2. Select the Add External Maintenance button.
3. Specify one of the following package types and package details:

– Data Set
Adds a maintenance package that is located in a z/OS data set with an LRECL of 80 and RECFM of FB.

– UNIX File
Adds a maintenance package that is located in a USS directory in binary mode.

– FTP File
Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading a
PTF to validate it.
• FTP Host

Specifies the FTP server where the maintenance package is located. Select a server from the list, or provide
your FTP server host.

• FTP Port
Specifies the FTP port number for the FTP server.

• FTP Path
Defines the FTP path where the maintenance package is located. Start the path with a forward slash (/). Enter
only a forward slash to specify the root directory.
Example: /outgoing/

• Maintenance Name
Defines the maintenance package name.
Example: RO01111.bin

• User Name
Defines a valid user name to access the FTP location.

• Password
Defines a valid password to access the FTP location.

– Solution
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Adds a published solution on Broadcom Support.

NOTE
To add several data sets or UNIX file packages from the same location, use masking.

4. Select OK.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance package with the related information is saved in the CSM database. To see the added package, refresh
the page.

View Aggregated Package Details

You can view which nested packages are included in the aggregated package. The information includes the fix number,
package type, and package description.

NOTE
Aggregated maintenance packages were discontinued December 31, 2013. However, some Broadcom
mainframe products have aggregated maintenance packages that were released before this date.

1. Select the Products tab, and select the product release that has the aggregated package whose details you want to
view.

2. Select the Fix # link for the aggregated package.
The Maintenance Package Details dialog opens.

3. Select the Nested Packages tab.
A list of nested packages that the aggregated package contains appears.

Receive Maintenance

After maintenance has been downloaded for a product, you can receive the maintenance to the global zone of an SMP/E
environment where the related products are installed. Once received, maintenance packages can be applied.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment where you want to receive maintenance
packages.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to receive, and select the Receive link.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the receiving, and select Next.
5. Review and adjust the receive list selections as required, and select Next.
6. Review the summary, and select Receive.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are received to the SMP/E environment global zone.
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Reject Maintenance

You can reject a received maintenance package. Information about the maintenance package is removed from the SMP/E
environment global zone.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to reject maintenance.
2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria

defined.
3. Select the maintenance packages that you want to reject, and select the Reject link. You can filter out only received

packages.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the rejection, and select Next.
5. Review and adjust the rejected list selections as required, and select Next.
6. Review the summary, and select Reject.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are rejected. Information about the maintenance packages is removed from the SMP/E
environment global zone.

Apply Maintenance

After maintenance has been downloaded for a product, you can apply the maintenance to products that are installed in an
SMP/E environment.

WARNING
Before you apply maintenance, ensure that required file systems are mounted and that you have specified the
correct path to the DDDEFs that are contained in the file systems. The path must be the mount point of the zFS
file system, plus the directory /CA. For example, if the zFS file system is mounted at /broadcom/abc, the DDDEF
path must be /broadcom/abc/CA.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the SMP/E environment is locked and other CSM users cannot perform any
action against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes,
the lock releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to apply
maintenance to.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to apply, and select the Apply link.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
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message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Follow the instructions on the wizard to navigate through the wizard steps.
5. From the Summary step, review the summary, and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You have completed acquiring and applying maintenance. You can accept the applied maintenance (except USERMODs)
from the SMP/E Environments, Maintenance tab.

USERMODs

A product USERMOD can be provided as a published maintenance package downloaded during the Update Product
process. When CSM downloads a package including a ++USERMOD statement, it is loaded under the product with a
USERMOD type. You can install these packages using CSM but cannot accept them because they are not intended to be
permanent.

You can create a USERMOD manually, or we can provide an unpublished maintenance package as a USERMOD. In this
case, the USERMOD file, which contains the ++USERMOD statement and the body of the USERMOD, must be managed
as an externally downloaded package.

Unresolved HOLDDATA Processing

When you apply maintenance, review and process any unresolved HOLDDATA for the applied maintenance and its
prerequisites. The maintenance wizard displays all unresolved HOLDDATA and lets you review the HOLDDATA and
details about the HELD maintenance. You can then bypass the HOLDDATA or exclude the HELD maintenance. CSM
determines unresolved HOLDDATA by running SMP/E APPLY GROUP/GROUPEXTEND CHECK.

In the maintenance wizard, you can perform the following actions:

• Select HOLDDATA (HOLDDATA TYPE, REASON, or maintenance) to bypass it.
• Leave HOLDDATA unselected to exclude it. If you do not select a HOLDDATA entry checkbox, CSM excludes the

HELD maintenance from the processing.

If you exclude at least one HELD maintenance package, CSM runs an appropriate SMP/E APPLY GROUP/
GROUPEXTEND CHECK command to verify the processing. CSM verifies whether other maintenance requires the
excluded maintenance. If so, CSM also excludes it from processing.

If the SMP/E APPLY GROUP/GROUPEXTEND CHECK command discovers further unresolved HOLDDATA, you are
notified about all unresolved HOLDDATA again. Select what HOLDDATA to bypass and what HELD maintenance to
exclude.

This iterative process repeats until all HOLDDATA is resolved or bypassed. You can then proceed to the next step.

A list of maintenance packages that are excluded during the processing of unresolved HOLDDATA is displayed in the
Summary step.

Apply CARS Maintenance

CSM lets you track and apply CARS maintenance for your products.
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CARS is a set of maintenance packages that have been tested in a mainframe-integrated system test environment. Install
CARS maintenance to keep your products current. Broadcom releases CARS maintenance regularly. The release date
determines the CARS maintenance level.

To learn about new CARS maintenance that is available, download the files that are listed for published CARS
maintenance. You can configure CSM to download these files automatically, or add CARS files manually. You can filter
this maintenance in the SMP/E Environments, Maintenance section based on information that is in the files. You can
also select the packages that are applicable within a CARS level.

You can apply particular CARS maintenance packages. You can update all products in an SMP/E environment.

A CARS file can list a maintenance package that the HOLDDATA marked as PE (PTF in Error). The CARS file can also
reflect a corrective maintenance package for this PE that is not listed in this CARS file. This situation can occur if a
maintenance package is found in error after the CARS file is published. The CARS processing continues as expected, and
the maintenance package that is marked as PE is not applied. However, the CARS level for the product is not updated to
the current level until you apply the corrective maintenance package to the SMP/E environment.

Configure Automatic CARS File Download

You can configure CSM to download available CARS files automatically. After download, the files are stored in a USS
directory under the software catalog.

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the CARS Setting section, select the Enable Automatic Updates checkbox.
3. Set up field values and select Apply.

NOTE
To download available CARS files to the software catalog immediately, select Update Immediately.

The automatic CARS file download is configured.

Add a CARS File

If you cannot automatically download available CARS files, add them to the software catalog manually. Use the Add
CARS File link. The files that were added manually are stored in the same USS directory as other files.

1. Download the CARS file using FTP from the Broadcom file server directly to your USS directory.
a. Connect to the FTP site at the following location:

ftp://ftp.broadcom.com

b. Log in to ftp.broadcom.com as follows:
user name: anonymous
password: your-email-address
 

c. Change to the following directory:
/pub/ASSIGNS

d. Change your download mode to ASCII.
e. Download the CARS file. These files appear in the format:

CARyymm.TXT

2. In the CSM web-based interface, select the Products tab, and select the Add CARS File link in the Actions section on
the left side.

3. Specify the USS path to the CARS file you want to add, and select OK.
Information about the CARS file is saved in the CSM Software Catalog USS database.

Apply CARS Maintenance to an SMP/E Environment
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You can upgrade products that are installed in an SMP/E environment to a specific CARS level. During processing, CSM
verifies that maintenance packages that are associated with the selected CARS level can be applied to the products, and
then applies the packages.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to upgrade the CARS level for.

Select the Actions drop-down list to the right of the SMP/E environment, and select Upgrade CARS Level.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the CARS maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Apply FIXCAT Maintenance

CSM lets you select and apply maintenance for your products according to FIXCAT.

FIXCAT (fix category) associates a maintenance package to one or more categories of PTFs (for example, installation,
function, z/OS version, or communication).

FIXCAT data is provided in the same file as error HOLDDATA. Error HOLDDATA contains FIXCAT HOLDDATA statements
that assign a maintenance package to a category. Select a category, and CSM determines and applies associated
maintenance packages to the selected products installed in an SMP/E environment.

Masking Maintenance Categories

When you select maintenance categories in the wizard, you can use masking.

Use an asterisk (*), or a percent sign (%), or both to specify naming masks. An asterisk substitutes for any number of
symbols. A percent sign substitutes for one symbol.

For example:

• System.z/OS.*
Selects all the categories whose names start with System.z/OS.

• System.z/OS.%%
Selects all the categories under System.z/OS whose last segment consists of two symbols.

Apply Maintenance by FIXCAT Category

You can select and apply maintenance for your products based on FIXCAT using CSM.
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As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to apply FIXCAT

maintenance. Select the Actions drop-down list to the right of the SMP/E environment, and select Update Using Fix
Categories.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary, and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the FIXCAT maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Restore Maintenance

You can restore (back out) an applied maintenance package (but not an accepted maintenance package).

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to restore
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to restore, and select the Restore link. You can filter out only applied
packages.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the restoring, and select Next.
5. Review and adjust the list selections as required. Select Zones to review and adjust the zones where the maintenance

is restored from. You can only perform maintenance actions on zones you select here. Select OK to confirm the
selection and return to the wizard, and select Next.

6. Review the prerequisites if they exist, and select Next. CSM restores these prerequisites as part of the maintenance
restoring process.

7. Review the summary, and select Restore.
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A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are restored.

Accept Maintenance

After maintenance has been applied, you can accept the maintenance for products that are installed in an SMP/E
environment. You cannot accept USERMODs.

Use this procedure to accept the maintenance in GROUP mode.

WARNING
Before you start, update the HOLDDATA in your software catalog. To do so, select Update HOLDDATA in the
Actions section on the Software Catalog page. You can also set up the automatic HOLDDATA download as
described previously in this article.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to accept
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to accept, and select the Accept link.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the maintenance, and select Next.
5. Review and adjust the accept list selections as required. Select Zones to review and adjust the zones where the

maintenance is accepted. You can only perform maintenance actions on zones you select here. Select OK to confirm
the selection and return to the wizard, and select Next.

6. Select the installation mode for the selected maintenance, and select Next.
7. Perform one of the following actions to address prerequisites:

– If no prerequisites exist, select Next. A list of HOLDDATA appears.
– If prerequisites exist and are available, review them, and Select Next. A list of HOLDDATA appears. The

prerequisites are accepted as part of the process.
– If a prerequisite is not available, the wizard cannot continue. Select Cancel to exit the wizard. Acquire the

prerequisite and restart the process.
8. Review HOLDDATA entries, if they exist. Select Export Table to open all HOLDDATA information for all selected

maintenance in a separate browser window. Selecting Export Table is similar to running the LIST SYSMODS
HOLDDATA command within your SMP/E environment.

9. Select Next.
SMP/E work DDDEFs of SMPWRKx and SYSUTx, with their allocation parameters, are listed.

10. Review the work DDDEF allocation parameters, and edit them, if necessary, to verify that sufficient space is allocated
for them during the maintenance acceptance:

NOTE
Changes in the allocation parameters apply to the current maintenance processing only.

1. Select Override for a DDDEF to edit its allocation parameters.
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A pop-up window opens.
2. Make the necessary changes, and select OK to confirm.

The pop-up window closes, and the DDDEF entry is selected in the list indicating that the allocation parameters
have been overridden.

You can also:

• Update allocation parameters for the DDDEFs automatically by select Resolve Overrides.
CSM provides values for all DDDEFs based on the total size of the selected maintenance packages being
accepted. All DDDEF entries are selected in the list indicating that the allocation parameters have been overridden.

NOTE
To edit the allocation parameters for a DDDEF after automatically updating them with the Resolve
Overrides button, select Override. Make the necessary changes. Select OK to confirm and return to the
wizard.

• Cancel a parameter update for any DDDEF by clearing its checkbox.
11. (Optional) Select View SMP/E Work DDDEFs to review SMP/E work DDDEF and their allocation parameters for the

selected SMP/E environment zones. Select Close to return to the wizard.

NOTE
Sometimes, the allocation parameters differ from the allocation parameters that you obtained using the
Resolve Overrides button.

Select Next.
12. Review the summary, and select Accept.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens and you can view the action details.

The maintenance packages are accepted.

Accept Maintenance in GROUPEXTEND Mode

CSM lets you invoke the SMP/E utility with the GROUPEXTEND option enabled for accepting maintenance.

When you accept maintenance in GROUPEXTEND mode, the following installation modes are available:

• Accept Check
Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode.

• Accept
Accepts the maintenance to the selected SMP/E environment in GROUPEXTEND mode.

• Accept Check and Accept
Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode. Then
accepts it if possible.

For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or HOLDDATA
prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets you check if any
prerequisites or HOLDDATA exist and report them in the task output.

How Maintenance in GROUPEXTEND Mode Works

Accept maintenance in GROUPEXTEND mode in the following sequence:

1. Apply all maintenance packages that you want to include by the GROUPEXTEND option.
2. Run the maintenance in Accept check mode.
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– If the task fails, review SMPOUT in the task output. Review if there are missing (not applied) maintenance
packages or HOLDDATA that must be resolved or bypassed.

– If the task succeeds, review SMPRPT in the task output. Review what maintenance packages were found and
accepted.

3. Run the maintenance in Accept mode. Specify the maintenance packages that you want to exclude and HOLDDATA
that you want to bypass, if any exist.
The followings options are available for bypassing HOLDDATA:
– HOLDSYSTEM
– HOLDCLASS
– HOLDERROR
– HOLDUSER

You can run the maintenance in Accept mode in the same CSM session after Accept check mode is completed. The
values that you entered for Accept check mode are then prepopulated on the wizard dialogs.

Accept Maintenance with the GROUPEXTEND Option Enabled

You can accept maintenance (except USERMODs) with the GROUPEXTEND option enabled.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment holding the maintenance packages that you
want to accept in GROUPEXTEND mode.

2. Select Maintenance.
Maintenance packages available for the products are listed. If you do not see any maintenance packages, verify that
you have maintenance view criteria defined.

3. Select the maintenance packages that you want to accept in GROUPEXTEND mode, and select the Accept
GROUPEXTEND link.

NOTE
If you select an SMP/E environment that is being used by another user, a notification message appears. You
are prevented from performing any actions on the SMP/E environment. Wait until the notification message
disappears and the SMP/E environment becomes available, or select Cancel to select another SMP/E
environment.

4. Review the information about the maintenance, and select Next.
The packages that you want to accept are listed.

NOTE
Select a link in the Status column for a maintenance package, if available, to review a list of zones. The
zones indicate where the maintenance package is received, applied, or accepted. Select Close to return to
the wizard.

5. Review the packages, and select Next.

WARNING
For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or
HOLDDATA prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets
you review if any prerequisites or HOLDDATA exist and report them in the task output. Run the maintenance
in Accept check mode first.

6. Read the information that is displayed on this tab, and select Next.
The installation options appear.

7. Specify installation options as follows, and select Next:
a. Select the installation mode for the selected maintenance.
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b. Review the GROUPEXTEND options and select the ones that you want to apply to the maintenance:
• NOAPARS

Excludes APARs that resolve error reason ID.
• NOUSERMODS

Exclude USERMODs that resolve error reason ID.
c. (Optional) Enter maintenance packages that you want to exclude in the Excluded SYSMODs field. You can enter

several packages, separate them by a comma.
The Bypass HOLDDATA step of the wizard appears.

8. (Optional) Enter the BYPASS options for the HOLDDATA that you want to bypass during the maintenance installation.
You can enter several BYPASS options, separate them by a comma.

9. Select Next.
10. Review the summary, and select Accept GROUPEXTEND.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE

• If you run the maintenance installation in Accept check mode and the task succeeds, review SMPRPT in
the task output. Review what maintenance packages were found and accepted.

• If you run the maintenance installation in Accept check mode and the task fails, review SMPOUT in the
task output. Review if there are missing (not accepted) maintenance packages or HOLDDATA that must
be resolved or bypassed.

You completed maintaining products with CSM.

HOLDDATA
When you apply maintenance, you typically encounter SMP/E HOLDDATA. We use HOLDDATA to notify your SMP/E
system of SYSMODs that have errors or special conditions. We support system and external HOLDDATA.

System HOLDDATA

System HOLDDATA indicates data that is an in-stream part of the SYSMOD, informing you of special conditions. The
following reasons are used with SYSTEM HOLDDATA for your product.

• ACTION
Indicates that you must perform special processing before or after you apply this SYSMOD.

• AO
Affects automated operations. It changes the message identifier or the displacement of a field inside the message.

• DB2BIND
Indicates that DBRMs have changed and packages must be rebound.

• DDDEF
Indicates that data sets and DDDEFs are being added or modified.

• DELETE
Deletes the SYSMOD load module. You cannot reverse this type of SYSMOD with the SMP/E RESTORE command.

• DEP
Indicates a dependency for this SYSMOD that you must externally verify.

• DOC
Indicates a documentation change with this SYSMOD.

• DOWNLD
Indicates that some or all the elements that this SYSMOD delivers are to be downloaded to a workstation.

• DYNACT
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Describes the steps to dynamically activate this fix without performing an IPL.
• EC

Indicates that this SYSMOD requires a hardware engineering change. An EC hold SYSMOD usually does not affect
the product unless the EC is present on the hardware device.

• ENH
Introduces a small programming enhancement. The hold contains the instructions to implement the enhancement. If no
action is required to implement the enhancement, give a summary of the enhancement.

• EXIT
Indicates that changes delivered by this SYSMOD require reassembly of user exits.

• EXRF
Indicates that the SYSMOD must be installed in both the Active and Alternate Extended Recovery Facility Systems.

• IPL
Indicates that an IPL is required for this SYSMOD to take effect. This option is used only when there is no alternative
for dynamic activation.

• MSGSKEL
Indicates that the SYSMOD contains internationalized message versions that must be run through the message
compiler for each language.

• MULTSYS
Apply this SYSMOD to multiple systems for pre-conditioning, coexistence, or exploitation.

• RESTART
Indicates that after applying this SYSMOD, the site must perform a special restart as opposed to a routine restart.

• SQLBIND
Indicates that a bind is required for a database system other than DB2.

External HOLDDATA

External HOLDDATA is not part of the PTF. The HOLDDATA resides in a separate file and contains both error and FIXCAT
HOLDDATA. The error HOLDDATA is used for SYSMODs that have been distributed and later are discovered to cause
problems. The FIXCAT HOLDDATA helps identify maintenance that is required to support a particular hardware device,
software, or function.

Download the external HOLDDATA from Broadcom Support to a DASD file, and allocate the file to the SMPHOLD
DD statement. To take care of the external HOLDDATA, receive it into your SMP/E environment. SMP/E receives the
HOLDDATA from Broadcom-supplied jobs.

You can find JCL to download the external HOLDDATA in your SAMPJCL member. Open xxx60RCH or xxx1HOLD in
an edit session and execute the xxxSEDIT macro on the command line (xxx is the high-level identifier for your product).
Then, submit the JCL.

Error HOLDDATA

If a SYSMOD has unresolved error HOLDDATA, SMP/E does not install it unless you add a bypass to your APPLY
command. You can bypass error HOLDDATA in situations that are not applicable to you. Error HOLDDATA that is not
applicable to you can include a problem that happens only with a hardware device that you do not have or in a product
feature that you do not use.

When Broadcom publishes a SYSMOD that resolves the error HOLDDATA, the resolving SYSMOD supersedes the error
HOLDDATA. This action lets you apply the original SYSMOD with the fixing SYSMOD.

The only manual task is running a REPORT ERRSYSMODS. This report identifies the following:

• Any held SYSMODs already applied to your system
• Any resolving SYSMODs that are in RECEIVE status

SMP/E identifies the SYSMOD to apply to correct the situation.
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FIXCAT HOLDDATA

Broadcom provides FIXCAT HOLDDATA to help identify maintenance that is required to support a particular hardware
device, software, or function. Fix categories are supplied as SMP/E FIXCAT HOLDDATA statements. Each FIXCAT
HOLDDATA statement associates an APAR and its related fixing PTF to one or more fix categories.

Complete Configuration Tasks
After your product installation and maintenance tasks are complete, you must deploy and configure your product for
execution.

The deployment is a simple copy of the product SMP/E target data sets, which can then be configured for use on systems
across your enterprise. The deployed objects include target libraries that are defined to SMP/E (also known as the
deployment libraries). Creating a copy of the product SMP/E target data sets keeps the SMP/E environment clean and
isolates the product SMP/E environment from the runtime foundation that is used in the day-to-day operation of the
product. Subsequent maintenance activities update the SMP/E environment without affecting the active product runtime
environments. For maintenance to take effect, you must deploy the updated data sets and libraries to your runtime
environments.

The configuration process tailors the product runtime environment for use on a specific z/OS system.

You can configure and deploy your product using z/OSMF workflows, CSM, or manually (the Installation Utility).

It is possible, as illustrated in the Installing topic, to install, maintain, and configure NetMaster products using different
methods. However, with the NetMaster suite of products, there are some limitations to which configuration tool can be
used, depending on the installation method that was used:

• If you installed ONLY NetMaster NM for TCP/IP, you can use EITHER CSM OR the Installation Utility to configure the
product.

• If you installed NetMaster NM for TCP/IP AND any other NetMaster products, you can use ONLY the Installation Utility
to configure the products.

NOTE
In multiple product installations, NetMaster NM for TCP/IP can be configured with CSM if it is run in a
different instance than the other products.

Based on your configuration and deploy method, use the appropriate articles to configure and deploy your product.

Product Configuration and UNIX System Services (USS) Authorization

If you installed NetMaster NM for TCP/IP or NetMaster FTM , the started task IDs require USS authorization in
an OMVS segment security definition for:

• The product region, which requires access to the sockets interfaces
• The SOLVE SSI region of the Packet Analyzer

Before you set up USS authorization, ensure that your JCL security parameter is correct. Specifically, the SEC= JCL
parameter in the NMDRVCTL DD RUNSYSIN member must be set to any value except NO. For more details refer to the
following topics:

• Prepare IBM Communications Server
• Define UNIX System Service (USS) Authorization
• Product Region JCL Parameters (SEC= description)
• Security

Configure NetMaster Products using a z/OSMF Workflow
As a systems programmer, security administrator, or someone responsible for managing the configuration of your z/OS
systems, you can use z/OSMF workflows to configure a product software instance with less effort, time, and mainframe
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expertise. The workflows guide you through the configuration process and help automate configuration of a product
instance. This approach significantly reduces the time that is required to perform configuration tasks.

Following the installation of an SMP/E environment for the NetMaster product suite, you can use a z/OSMF workflow to
configure and deploy the individual products, including:

• NetMaster NM for TCP/IP
• NetMaster FTM
• NetMaster NM for SNA
• NetMaster NA

Through the z/OSMF workflow, you:

• Create run-time data sets that contain SMP/E code and local region data sets.
• Create a Product Region procedure, the supporting SSI procedures (usually started tasks), and the related SYSIN

parameter members. If multiple products are selected, the workflow configures them to run in a single region.
• Create VTAM MAJNODE and application definitions.
• Migrate data from prior product versions.

To configure a software instance using z/OSMF workflows:

• Address prerequisites
• Register z/OSMF workflows
• Execute z/OSMF workflows

When these tasks are completed, the product or component is ready for use on the system where the software instance
was configured.

Address Prerequisites

Before you begin the process:

• Ensure that your site has configured z/OSMF as described in the IBM documentation and addressed the z/OSMF
security requirements for ACF2, Top Secret, or IBM RACF, as applicable. Appropriate permissions are required to
register and execute workflows and add software instances in z/OSMF.

• If you installed using CSM or native SMP/E JCL, register your SMP/E environment (CSI) as a software instance in z/
OSMF. To do so, see Adding software instances in the IBM documentation.

• Apply all z/OSMF related product maintenance to ensure the workflows are available for use. Workflows are provided
as part of a portable software instance or through PTF maintenance.

In addition, make sure to provide a valid JOB statement that includes your ACCOUNTINFO and MSGCLASS information.

WARNING
Do not use the default MSGCLASS value. For information on how to define a JOB statement, refer to the IBM
Knowledge Center article on customizing JOB statements.

The prerequisite tasks can be performed in parallel by your systems programmers and security administrators.

Set up the Properties File (optional)
A properties file is optionally available for you to use in executing workflows. Known in z/OSMF as a workflow variable
input file, it allows you to re-use site-specific information when creating and executing multiple workflows. When
configuring multiple sites through z/OSMF, the use of a properties file saves time and ensures that standards are
consistent. To prepare the properties file, follow these steps:

1. Locate the NetMaster Product Configuration Workflow file, which is named Dsnpref.NMC2.CC2DSAMP(CC2DZPC1).
2. Review the comment in CC2DZPC1.
3. Copy the CC2DZPC1 member and update it as required for your NetMaster installation.
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When you register the workflow, as described below, you can enter the name of the properties file. Then, when you
execute the workflow, all of the variable definition fields are automatically populated via the properties file. 

Register the Workflow

1. Log in to the z/OSMF web interface.
2. Ensure that your JOB statement is updated as described in the above referenced IBM documentation article.
3. Select Workflows from the navigation tree (classic interface), or click the Workflows icon (desktop interface).
4. Select Create Workflow from the Actions menu. The Create Workflow panel appears.
5. Enter the system name in the Location (system) of definition and variable input files field. 
6. Enter the data set with member name dsnpref.NMC2.CC2DXML(CC2DZWC1) in the Workflow definition file field.
7. Optionally, if you are using a properties file, as described above, enter the data set with the member name in the

Workflow variable input file field.
8. Click Next.
9. Enter a unique Workflow name.
10. Enter the Owner user ID.
11. Select Assign all steps to owner user ID.
12. Click Finish. The steps for the newly registered workflow display, and the workflow is available to execute for

NetMaster deployment and configuration.

Execute the Workflow

The z/OSMF workflow defined for NetMaster can be entirely automated, depending on your preferences. After you
complete the first non-automated step, Workflow Overview and Variable Definition, the configuration process can be
completed without further action, assuming that there are no errors.

IMPORTANT
To initiate the automated process, you must select the step (Create SMP/E code copy Run-Time libraries in
this case), and then select Perform from the Actions menu. If you click the link for a step, and then use the
Perform tab, the step completes, but the next steps will not proceed automatically. The steps below describe the
automated process.

To execute the workflow, and configure your Netmaster product(s), follow these steps:

1. From the workflow steps display, click the link for the first step, Workflow Overview and Variable Definition.  The
view opens to the workflow description on the General tab.

2. Review the workflow description.
3. Click the Perform  tab. The Input Variables view displays.
4. Select the NetMaster product(s) to be configured.
5. Click Next. The next set of input variables, Data Set Names appears.

– If you entered a properties file in the registration process, the Data Set Names fields, as well as all of the other
variables (e.g., Storage, Product Region, etc...) will be filled in; click Next at each window to review the variable
settings. When finished, proceed to step 10 below.

– If you did not enter a properties file during registration, continue with step 6.
6. Enter all of the required information (indicated by red asterisks), and click Next.
7. Repeat step 6 for all of the remaining variables, e.g., Storage, Product Region, etc....
8. When all of the variables are entered (or are automatically populated), click Finish. The view returns to the workflow

steps, and step 1 should display as Complete, while step 2 should display as Ready.
9. Select step 2, Create SMP/E code copy Run Time libraries.
10. De-select step 1, Workflow Overview and Variable Definition.
11. From the Actions menu, or by right-clicking on the link, select Perform. The Perform Automated Step dialog

appears.
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12. Keep the default option - Automatically perform the selected step, and all subsequent automated steps,
according to their declared step dependencies, until one of the following occurs... and click Ok. The workflow
steps re-appear. To track the automated progress, as the steps change from Ready to Complete, click Refresh. 
When all the steps display as Complete, the workflow is finished, and your NetMaster run-time environment will be
available.

Update the Run-time Code Generated by the Configuration Workflow

A second z/OSMF workflow - CC2DZWU1 - is available to update the run-time code generated by the configuration
workflow (CC2DZWC1). For details on executing the update workflow, see the "Update NetMaster Run-time Code with a
z/OSMF Workflow" article.

Post Configuration Tasks

Following the workflow registration and execution, do the following:

1. Use the NetMaster Shared Content Library installation section to determine the required post-configuration steps.
Refer to the "Post Installation Tasks" section.

2. Start and verify the instance.

Update NetMaster Run-time Code with a z/OSMF Workflow
If you configured one or more NetMaster products with the CC2DZWC1 workflow, you can use a second workflow,
CC2DZWU1, to update the generated run-time code with code from the most current SMP/E environment. Specifically, the
workflow executes the following steps:

1. Creates .NEW data sets and populates them with the latest SMP/E code.
2. Deletes .OLD data sets (if present from a prior run).
3. Renames the current named run-time datasets to .OLD
4. Renames .NEW datasets to current run-time named datasets.

The z/OSMF workflow updates:

• The CC2DPLD, CC2DMAPO, CC2DLINK, and CC**EXEC MVS libraries
• ****DIS related code
• The nmInterface USS directory

Run the CC2DZWU1 workflow after you have applied maintenance to your SMP/E environment, and it is ready for roll-out
to a run-time environment. The general process of running the update workflow is identical to the configuration workflow,
with the same registration and execution steps. And, as withe the configuration workflow, the update workflow can utilize a
properties file to automatically fill in variables.

Update Workflow Prerequisites

• Complete the configuration workflow.
• Prior to starting the update workflow, stop the NetMaster Region and SOLVESSI tasks.

Register the Workflow

1. Log in to the z/OSMF web interface.
2. Ensure that your JOB statement is updated, as described in the IBM Knowledge Center article on customizing JOB

statements.
3. Select Workflows from the navigation tree (classic interface), or click the Workflows icon (desktop interface).
4. Select Create Workflow from the Actions menu. The Create Workflow panel appears.
5. Enter the system name in the Location (system) of definition and variable input files field. 
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6. Enter the data set with member name dsnpref.NMC2.CC2DXML(CC2DZWU1) in the Workflow definition file field.
7. Optionally, if you used a properties file for the configuration workflow, it can be re-used for the update workflow. Enter

the data set with the member name in the Workflow variable input file field.
8. Click Next.
9. Enter a unique Workflow name.
10. Enter the Owner user ID.
11. Select Assign all steps to owner user ID.
12. Click Finish. The steps for the newly registered workflow display, and the workflow is available to execute for

NetMaster deployment and configuration.

Execute the Workflow

The z/OSMF update workflow can be entirely automated, depending on your preferences. After you complete the first
non-automated step, Workflow Overview and Variable Definition, the configuration process can be completed without
further action, assuming that there are no errors.

IMPORTANT
To initiate the automated process, you must select the step (Create SMP/E code copy Run-Time libraries in
this case), and then select Perform from the Actions menu. If you click the link for a step, and then use the
Perform tab, the step completes, but the next steps will not proceed automatically. The steps below describe the
automated process.

To execute the workflow, and configure your Netmaster product(s), follow these steps:

1. From the workflow steps display, click the link for the first step, Workflow Overview and Variable Definition.  The
view opens to the workflow description on the General tab.

2. Review the workflow description.
3. Click the Perform  tab. The Input Variables - Data Set Names view displays.

– If you entered a properties file in the registration process, the Data Set Names fields, as well as all of the other
variables (e.g., Storage) will be filled in; click Next at each window to review the variable settings. When finished,
proceed to step 6 below.

– If you did not specify a properties file during registration, enter the data set names, and continue with step 4.
4. Click Next. The next set of input variables, Storage appears.
5. Enter all of the required information (indicated by red asterisks), and click Next. The Review Information view

displays.
6. Click Finish. The view returns to the workflow steps, and step 1 should display as Complete, while step 2 should

display as Ready.
7. Select step 2, Create .NEW SMP/E code copy Run-Time libraries.
8. De-select step 1, Workflow Overview and Variable Definition.
9. From the Actions menu, or by right-clicking on the link, select Perform. The Perform Automated Step dialog

appears.
10. Keep the default option - Automatically perform the selected step, and all subsequent automated steps,

according to their declared step dependencies, until one of the following occurs... and click Ok. The workflow
steps re-appear. To track the automated progress, as the steps change from Ready to Complete, click Refresh. 
When all the steps display as Complete, the workflow is finished, and your NetMaster run-time environment will be
available.

Configure NetMaster Products Using the Installation Utility
Perform the tasks on this page to configure your products using the Installation Utility (not CSM). The Installation Utility
(Install Utility) is in the CC2DJCL data set in the NetMaster PAX file that you downloaded from Broadcom Support.
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You use the Installation Utility to set up the regions for this product.

WARNING
You must put the dsnpref.NMC2.CC2DLINK data set in your system linklist before you start setting up regions.
You can also create a STEPLIB to the data set name (DSN) in your TSOPROC.

How Region Setup Works

You can have more than one region on a system. Each region runs as a started task.

The Installation Utility uses the site-specific information that you collected during installation preparation to generate the
jobs that build the regions. If you need more regions, you can reuse the Installation Utility to create them.

WARNING
After you have run a setup job, you cannot alter the results using the setup software. You can use the setup
software to create a region, or you can manually customize the JCL for the existing region.

Region Contents

Your product is comprised of the following components:

• SOLVE Subsystem Interface (SSI) – Applies to all NetMaster products except SOLVE:FTS
Provides the communication between the product region and other software on a system. One SSI can serve multiple
product regions.

• Product Region
Provides the user interface to the product. To use the product, you log on to this region. You can have more than one
product region on a system.

SOLVE SSI as Common Component

The SOLVE SSI is a common component for multiple Broadcom product families and can serve multiple product regions
on a system. The following methods are available:

• One shared SSI to serve all product families.
• A separate SSI for each product family (Broadcom Mainframe Network Management, SOLVE:Operations Automation,

and SOLVE:Access).
• A mix of the first two methods, for example, SOLVE:Access has its own SSI and Broadcom Mainframe Network

Management and SOLVE:Operations Automation share an SSI.

If you have already installed another Mainframe Network Management product with a SOLVE SSI, you do not need
to set up another SOLVE SSI. You must, however, ensure that the SOLVE SSI parameters suit your product and site
requirements.

Product Configuration and UNIX System Services (USS) Authorization

If you installed NetMaster NM for TCP/IP or  NetMaster FTM, the started task IDs require USS authorization in
an OMVS segment security definition for:

• The product region, which requires access to the sockets interfaces
• The SOLVE SSI region of the Packet Analyzer

Before you set up USS authorization, ensure that your JCL security parameter is correct. Specifically, the
SEC= JCL parameter in the NMDRVCTL DD RUNSYSIN member must be set to any value except NO. For more details
refer to the following topics:
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• Prepare IBM Communications Server
• Define UNIX System Service (USS) Authorization
• Product Region JCL Parameters (SEC= description)
• Security

Specify the SOLVE SSI Region

This procedure provides the communication between the product region and other software on a system.

1. At the ISPF/PDF TSO Command Shell prompt, execute the following command:
EXEC 'dsnpref.NMC2.CC2DJCL(C2DINST)'

The Install Utility panel appears.

NOTE
On each of the Install Utility panels, you can use the following keys:

• Enter to proceed to the next panel
• F1 to display the online help
• F3 to return to the previous panel
• F4 to exit and return to the main menu

2. Press Enter.
The Installation Utility Primary Menu panel appears.
– If you installed the product using CSM, continue to step three.
– If you installed the product with the Installation Utility, continue to step four.

3. Follow these steps for CSM installations:
a. Enter 1.

The Software Delivery Method panel appears.
b. Complete the panel:

• Enter S next to CSM.
• Specify the name of the CSI data set used during the product installation in the SMP/E CSI Used field.

c. Press Enter. Complete the remaining Installation Parameter panels. Ensure ZONE and zFS panels match values
set via CSM Install process.

4. Enter 3.
A panel appears listing several approaches to implement your SSI environment. For more information, press F1
(Help).

5. Press Enter.
The SETUP SOLVE SSI Primary Menu panel appears.

6. Enter 1 (Add a Region).
The SETUP Specify SOLVE SSI Name panel appears.

7. Enter the name (ssiname) and description of the SSI region you are setting up.
The setup software uses the name to generate the started task JCL. For example, if the name is SOLVE SSI, your
started task JCL is named SOLVESSI.

8. Complete each of the SETUP panels as they appear. Accept the default values, or specify site-specific values.

NOTE
The Installation Utility allows you configure an SSI that works with other products, enabling the SSI to be
shared.

The Installation Utility generates a series of setup jobs into the dsnpref.NMC2.ssiname.JCL library.
9. Record the name of the data set into which the JCL was generated in your post-installation worksheet.
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NOTE
If you are setting up a new SSI, continue with these steps. Otherwise, skip the remaining steps in this
procedure. Verify that the required SSI parameters are present in your existing shared SSI, and update them
as necessary.

10. Submit and run the following jobs:
– S01SSIAL

Allocates local files, the SSIDB dataset if the value in the Enable the Packet Analyzer field on the SETUP Region
Parameters panel is set to YES.

– S02SSIAS
Allocates shared files, the SSIPARM dataset.

– S03SSILD
Copies the PDS members to dsnpref.NMC2.SSIPARM.

– S04MIGRT
Copies data from earlier releases.
This job is only generated if the value in the Enable the Packet Analyzer field on the SETUP Region Parameters
panel is set to YES.

11. Press F3.
The Install Utility Primary Menu panel appears.

Specify the Product Region

The Installation Utility allows you set up a region with the products you installed. If you need extra regions, you can reuse
the Installation Utility to create them.

To specify the product region:

1. At the ISPF/PDF TSO Command Shell prompt, execute the following command:
EXEC 'dsnpref.NMC2.CC2DJCL(C2DINST)'

The Install Utility panel appears.

NOTE
On each of the Install Utility panels, you can use the following keys:

• Enter to proceed to the next panel
• F1 to display the online help
• F3 to return to the previous panel
• F4 to exit and return to the main menu

2. Press Enter.
The Install Utility Primary Menu panel appears.

3. Enter 4 (Setup a NetMaster/SOLVE Product Region).
The SETUP Product Region Primary Menu panel appears.

4. Enter 1 (Add a Region).
The SETUP Specify Product Region Name panel appears.

NOTE
If you want to add this product to an existing region, enter 4 (Add Products and Additional Features to a
Region). Select the appropriate region.

5. Enter the name (rname) and description of the region you are setting up.
The Install Utility uses the name that you entered to generate local data set names and the started task JCL. For
example, you enter REGION01 as the region name. Then, your started task JCL is REGION01 and a local region file,
such as the Virtual File System (VFS), is dsnpref.REGION01.VFS.
The SETUP Product Selection panel appears.

6. Enter S next to the products you are licensed to include in the region.
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7. Complete each of the SETUP panels as they open. Accept the default values, or specify site-specific values. For
information about the fields, press F1 (Help).

NOTE
On the SETUP Region Information panel, ensure that the Subsystem Interface Identifier value identifies the
SOLVE SSI you intend to use.

The setup software generates a series of setup jobs in the dsnpref.NMC2.rname.JCL library.
8. Record the name of the data set into which the JCL was generated in your post-installation worksheet.
9. Submit and run the following jobs in the listed sequence. Do not proceed with any job until the previous job has

completed successfully.
– S01LCALC

Allocates the region-specific (local) data sets. If you are upgrading and have increased the size of a particular file,
modify the JCL to increase the space allocation as required.

– S02SHALC
Allocates the shared run-time data sets.

– S03LDVIP
Populates the MODS and PANELS files.

– S04LDVSM
Populates the other VSAM files.

– S05LDPDS
Copies some PDS members to dsnpref.rname.TESTEXEC or dsnpref.PARMLIB for use by the product region. If
this product is being added to an existing region, the RUNSYSIN and IIAPARMS are overwritten.
When the region starts for the first time, the values in IIAPARMS set up certain parameter group values. On
subsequent startups, the region uses the parameter group values. The IIAPARMS values are then only used if
INIRESET=YES is specified or if the VFS data set is reset.

NOTE
The member names for IIAPARMS and SXPARMS include the domain ID, so they appear as IIAdmid and
SXPdmid.

– S06MIGRT
Copies site-specific VSAM data from an earlier release.

NOTE

• The utility also generates the following jobs: S10DUMP and S11REST. These jobs help you deploy
the configuration files for your region to a target system, when a shared DASD is not available. The
S10DUMP job creates a backup data set that includes the configuration files for the region, which you
deploy to the target system. The S11REST job, when submitted on the target system, restores the
configuration files from the backup data set. In addition to deploying the configuration files, also deploy
the target libraries. CSM can facilitate this deployment.

• After your product is installed, it monitors the size of your VSAM data sets. For more information about
tuning VSAM data sets, see Reference.

10. Press F3.
The Install Utility Primary Menu panel appears.

Create VTAM Definitions and Tables

You use the Create VTAM Definitions and Tables facility to set up your VTAM major node. This node contains application
definition statements for all ACBs required by your product regions. Perform this task initially when all product regions
have been set up. If you change any regions or you add more regions later, perform the task again.
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NOTE
You use the major node that you create in the following procedure to activate your VTAM applications.

1. At the ISPF/PDF TSO Command Shell prompt, execute the following command:
EXEC 'dsnpref.NMC2.CC2DJCL(C2DINST)'

The Install Utility Primary Menu panel appears.
2. Enter 6 (Create VTAM Definitions and Tables).

The VTAM Primary Menu panel appears.
3. Enter 1 (Create VTAM Definitions and Tables).

The VTAM Data Sets panel appears.
4. Enter the VTAM major node name (vtamname) and data set names of the requested IBM data sets.

The VTAM ACBs panel appears. The panel displays the prefix for External Interface Package (EIP) ACBs and the
names of all product regions and the ACBs associated with them.

NOTE
If >>> appears, you can use F10 (right) to display all ACBs.

5. Enter the prefix for EIP ACBs.
6. Complete each of the remaining panels as they appear. Accept the default values, or specify site-specific values.

For information about the fields, press F1 (Help).
7. Submit and run the following jobs in sequence:

– V01LDVTM
Copies major node into the specified VTAMLST data set.

– V02ASMOD – Applies to all NetMaster products except SOLVE:FTS
Assembles the VTAM MODE table.
This job is required only if you want to provide users with access to external applications. Your product uses VTAM
mode tables that are assembled and linked into a load library available to VTAM. The tables lets users access
external applications.

– V03CNMRT (NetMaster NM for SNA only)
Assembles CNM Routing table.
This job is only required if you intend to use the Network Error Warning System (NEWS). VTAM uses the CNM
routing table to send CNM records across the CNM interface to NEWS and the Network Tracking System (NTS).

8. Press F3.
The Install Utility Primary Menu panel appears.

9. Enter X.
The Install Utility closes.
Press F1 (Help) for information about any panel.

Configure NetMaster NM for TCP/IP Using CSM
IMPORTANT

Before you perform the tasks on this page, verify that you have reviewed all configuration-related
recommendations in Install or Upgrade NetMaster Products.

A configuration is a CSM object that you create to tailor your installed software or CSM deployed software. Configuration
makes your software usable in your environment. A configuration contains the profiles, variables, and resources specific
to your environment.

To configure NetMaster NM for TCP/IP, perform these tasks:
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Deploy NetMaster NM for TCP/IP

The Software Deployment Service (SDS) facilitates the mainframe product deployment from the software inventory of the
driving system to the target system. This facilitation includes deploying installed products that are policy-driven with a set
of appropriate transport mechanisms across a known topology.

You can use the SDS component of CSM to deploy a mainframe product that you have already acquired and installed.

You perform the following high-level tasks to deploy your products using CSM:

1. (Optional) Set up methodologies.

NOTE
You can also set up methodologies when creating a deployment.

2. Create the deployment.
3. (Optional) Save the deployment for editing and deploying later.
4. (Optional) Change the deployment: Add and edit systems, products, custom data sets, and methodologies.
5. Deploy:

a. Take a snapshot.
b. Transmit to target.
c. Deploy (unpack) to mainframe environment.

6. (Optional) Delete the deployment.

After the deployment process completes, the product is ready for you to configure.

Configure NetMaster NM for TCP/IP

Follow this process to configure NetMaster NM for TCP/IP:

1. From the Deployments tab, select a configurable deployment, select the associated product, and click Create
Configuration to open the Configuration wizard.

2. Create the configuration by completing all the steps in the wizard:
a. Define a configuration name and select a target system.
b. Select configuration functions and options.
c. Define system preferences.
d. Create target settings.
e. Select and edit resources.

3. Build the configuration. The last step of the Configuration wizard lets you build the configuration. If needed, you can
edit the configuration and can build the configuration again.

4. Implement the configuration. The implementation process in CSM guides you and provides detailed instructions to
start, stop, and manage the steps of the implementation process.

Post Installation Tasks
Review the topics in the this section to determine which tasks you need to complete. The tasks that you will need to
complete depend on which NetMaster products you are running, and how you want to customize your environment. Most
of the topics apply to NetMaster NM for TCP/IP.

Prepare IBM Communications Server (TCP/IP and FTM Only)
Perform these tasks to prepare IBM Communications Server to communicate with NetMaster NM for TCP/IP and
NetMaster FTM.

Most tasks apply to NetMaster NM for TCP/IP only, but a few tasks apply to NetMaster FTM only or to both products. See
each section for details.
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NOTE

Tasks that use SERVAUTH assume that it has been previously RACLISTed and activated.

Review Your SOLVE SSI Configuration

This task applies to NetMaster NM for TCP/IP only.

The SOLVE SSI provides SMF events including Telnet, IP Connection, and FTP transfers events to the product region.

Review the dsnpref.NMC2.SSIPARM (SSISYSIN) member, and ensure the following parameter settings:

• SMF=YES -- To process SMF records

Verify that SMF Records Are Being Created and Processed

This task applies to NetMaster NM for TCP/IP only.

Verify that the Communications Server is set up to generate the SMF type 119 records for the following events:

• Telnet events
• Connection events
• FTP events

SOLVE SSI intercepts the SMF records, and the product region uses the records to enable the following functions:

• Application name generation
• Event history reporting
• Telnet connection identification

NOTE
The SOLVE SSI Packet Analyzer parameter PASMFWRITE and the NetMaster TCP/IP application name
definitions (/IPAPPLS) jointly control whether SMF records are written to IBM SMF log files. If SOLVE SSI is
not running, all records for all connections are written to SMF. Thus, to ensure that NetMaster record filtering is
always active and that the SMF log file does not receive unwanted records, SOLVE SSI should be kept running
at all times.

Follow these steps:

1. Check the TCP/IP Stack PROFILE.TCPIP configuration member for TCP connect, FTP client, and Telnet client record
creation.
The SMFCONFIG statement specifies whether the following SMF records are created:
– TCP connection start
– TCP connection end
– FTP and Telnet client records
Example:
...

SMFCONFIG TYPE119 TCPINIT TCPTERM FTPCLIENT TN3270CLIENT

...

If you omit the SMFCONFIG statement or a particular parameter, an SMF record is not created.
2. Check the PROFILE.TCPIP configuration member TELNETGLOBALS (recommended) or TELNETPARMS sections

for Telnet server record creation for the following lines:
TELNETGLOBALS

…

; For all Ports

; Telnet Server connection SMF logging

SMFINIT TYPE119
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SMFTERM TYPE119

ENDTELNETGLOBALS

;

TELNETPARMS

...

; For a specific port

PORT nn

; Telnet Server connection SMF logging

SMFINIT TYPE119

SMFTERM TYPE119

ENDTELNETPARMS

;

The SMFINIT statement controls session start and the SMFTERM statement controls session end records.
3. Check the FTP.DATA configuration member for the following line:

SMF    TYPE119

– If the member has changed in step 1, restart the TCP/IP stack started task.
– If the member has changed in step 2, restart the TELNET server started task.
– If the member has changed in step 3, restart the FTP server started task

NOTE
Alternatively, you can issue these changes in an OBEYFILE.

Set Up zERT Data Collection

This optional task applies to NetMaster NM for TCP/IP only.

NetMaster NM for TCP/IP uses the IBM Comunications Service Network Management Interface (NMI) to
collect zERT detail and summary SMF records. The ability to see aggregated views of zERT detail records, through
summary records, provides your organization with greater flexibility in how you manage valuable security data. And, the
availability of zERT data allows users to set and enforce network policies for your organization. To take full advantage of
NetMaster's zERT data collection, you configure the TCP/IP stack PROFILE dataset for both DETAIL and SUMMARY
record types.

Prerequisites

To set up NetMaster NM for TCP/IP to collect zERT data, complete the following prerequisites.

• Ensure that your installation is running on z/OS Release 2.3 or higher.
• Ensure that your installation is up to date with the latest maintenance, particularly PTFs ______.

Enable zERT DETAIL Record Collection - NMI zERT service (SYSTCPER)

To collect zERT DETAIL records that allow you to view the cryptographic protection attributes for existing TCP and EE
connections and to set zERT-based policies for your network:

• Enable the GLOBALCONFIG ZERT parameter in the TCP/IP stack PROFILE dataset, for each TCP/IP stack on which
zERT data will be collected. When set, NETSTAT CONFIG displays ZERT: Yes.

• For each TCP/IP stack, specify the NETMONITOR ZERTSERVICE parameter. When set, NETSTAT CONFIG displays
ZERTSrv: Yes.

• For each TCP/IP stack, specify the NETMONITOR ZERTSERVICEBYPOLICY parameter. This parameter
collects zERT detail records generated by policy-based enforcement actions. When set, NETSTAT CONFIG displays:
ZertSrvByPolicy: YES.

• Configure the user ID assigned to the SOLVE SSI (NMSSI) as follows:
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– If a profile for the resource is defined, for each TCP/IP stack, permit the NMSSI user ID READ access to the
SERVAUTH class resource named EZB.NETMGMT.sysname.tcpname.SYSTCPER.

– If a profile for the resource is not defined, the user ID must be a superuser.
IMPORTANT
In a multi-level secure environment, a profile for the resource must be defined.

• If you set SMFCONFIG TYPE119 ZERTDETAIL in the Stack PROFILE.TCPIP configuration for NetMaster, disable the
setting.

NOTE
If you enabled 119 zERT detail SMF records for other purposes or applications, it can remain enabled for
uses other than NetMaster.

Enable zERT SUMMARY Record Collection -  NMI zERT service (SYSTCPES)

To collect zERT SUMMARY records:

• For each TCP/IP stack, specify the GLOBALCONFIG ZERT AGGREGATION parameter. When set, NETSTAT
CONFIG displays: ZERT: Yes Aggregation: Yes.

• For each TCP/IP stack, specify the NETMONITOR ZERTSUMMARY parameter. When set, NETSTAT CONFIG
displays: ZertSum: Yes.

• Configure the user ID assigned to the SOLVE SSI (NMSSI) as follows:
– If a profile for the resource is defined, for each TCP/IP stack, permit the NMSSI user ID READ access to the

SERVAUTH class resource named EZB.NETMGMT.sysname.tcpname.SYSTCPES.
– If a profile for the resource is not defined, the user ID must be a superuser.

IMPORTANT
In a multi-level secure environment, a profile for the resource must be defined.

For additional details on these settings, refer to the zERT article in the IBM Documentation.

IMPORTANT
If your installation is running on z/OS release 2.3 or higher, you MUST start NM zERT Service (SYSTCPER), as
described above. Failure to do so will result in errors.

After completing the prerequisites, set up security for the EZB.NETMGMT.sysname.tcpname.SYSTCPER SERVAUTH
class resource:

Security Requirements in an ACF2 System
SET RESOURCE(SER)

COMPILE

$KEY(EZB) TYPE(SER)

NETMGMT.sysname.tcpipname.SYSTCPER UID(uid) SERVICE(READ) ALLOW

STORE

• SER
This is the value set in the CLASMAP definition in the GSO for SERVAUTH resources.

• uid
Specifies the UID of the region user.

Security Requirements in a Top Secret System

TSS PER(userid)

SERVAUTH(EZB.NETMGMT.sysname.tcpipname.SYSTCPER)

ACCESS(READ)

• userid

 98

https://www.ibm.com/docs/en/zos/2.3.0?topic=security-zos-encryption-readiness-technology-zert


 Installing

Specifies the ACID of the region user.

Security Requirements in a RACF System

PER EZB.NETMGMT.sysname.tcpipname.SYSTCPER CLASS(SERVAUTH)

ID(userid)

ACCESS(READ)

• userid
Specifies the user ID of the region user.

Set Up UNIX Authorization for Started Task User IDs
These tasks apply to both NetMaster NM for TCP/IP and NetMaster FTM.The started task user IDs require UNIX System
Services authorization in an OMVS segment security definition, for the following regions:

• The product region, which requires access to the sockets interfaces
• The SOLVE SSI region of the Packet Analyzer

To provide this authorization, follow these steps:

1. Define the UNIX System Service (USS) authorization for the following user IDs:
– The started task user ID of the product region
– The started task user ID of SOLVE SSI

2. Add CC2DLINK to the LINKLIST. for details, see Prepare to Start Your Products.
3. Verify that the SEC= parameter in the NMDRVCTL DD RUNSYSIN member is set to any value except NO, for

example, NMSAF.

Authorize Product Region Command Access
This task applies to both NetMaster NM for TCP/IP and NetMaster FTM.

NOTE
For ACF2, perform this task only if it is set up to protect operator commands.

Your product uses z/OS operator VARY TCPIP commands to perform some functions, for example:

• Packet tracing
• Device activations and deactivations
• Dropping connections
• Verifying Telnet LU status

Your security system must authorize the user ID associated with your product region to issue these commands. The
following OPERCMDS resources require UPDATE access level:

• MVS.VARY.TCPIP.PKTTRACE
• MVS.VARY.TCPIP.OBEYFILE
• MVS.VARY.TCPIP.DROP
• MVS.VARY.TCPIP.TELNET.ACT
• MVS.VARY.TCPIP.TELNET.INACT

Authorize individual users to the OPERCMDS resources in the following circumstances:

• You plan to configure your system to use SAF user security.
• You are using a partial security exit that returns a SAF UTOKEN (for example, NMSAFPX).

Sample Authorization in an ACF2 System that Protects Operator Commands
This example authorizes an ACF2 UID for the operator VARY TCPIP commands:
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$KEY(MVS) TYPE(OPR)

VARY.TCPIP.- UID(uid_string) SERVICE(UPDATE) ALLOW

Sample Authorization in a Top Secret System
This example authorizes a Top Secret accessor ID (ACID) for the operator VARY TCPIP commands:
TSS PER(acid) OPERCMD(MVS.VARY.) ACCESS(UPDATE)

Sample Authorization in a RACF System
This example authorizes a RACF user ID for the operator VARY TCPIP commands:
PERMIT MVS.VARY.TCPIP.* CLASS(OPERCMDS) ID(uuuuuuu) ACCESS(UPDATE)

Authorize SOLVE SSI Command Access

IMPORTANT
The tasks in this section are relevant only if the SSIPARM PATRACENMI is set to NO. The default setting for this
parameter is YES in release 12.2 of NetMaster NM for TCP/IP.

This task applies to NetMaster NM for TCP/IP only.

NOTE
For ACF2, perform this task only if it is set up to protect operator commands.

The Packet Analyzer issues VARY TCPIP commands. Your security system must authorize the user ID associated with
your SOLVE SSI region to issue these commands. The OPERCMDS resources to be accessed, and required access
levels are as follows:

• MVS.VARY.TCPIP: UPDATE access
• MVS.VARY.TCPIP.PKTTRACE: CONTROL access

Example Authorization in an ACF2 System that Protects Operator Commands
This example authorizes an ACF2 UID for the operator VARY TCPIP commands:

$KEY(MVS) TYPE(OPR)

VARY.TCPIP.- UID(uid_string) SERVICE(UPDATE) ALLOW

VARY.TCPIP.PKTTRACE UID(uid_string) SERVICE(DELETE) ALLOW

Example Authorization in a Top Secret System
This example authorizes a Top Secret accessor ID (ACID) for the operator VARY TCPIP commands:

TSS PER(acid) OPERCMD(MVS.VARY.) ACCESS(ALL)

Example Authorization in a RACF System
This example authorizes a RACF user ID for the operator VERY TCPIP commands:

PERMIT MVS.VARY.TCPIP.* CLASS(OPERCMDS) ID(uuuuuuu) ACCESS(UPDATE)

PERMIT MVS.VARY.TCPIP.PKTTRACE CLASS(OPERCMDS) ID(uuuuuuu) ACCESS(CONTROL)

SNA Network Management Interface Setup
This task applies to NetMaster NM for TCP/IP only.The SNA Network Management Interface (SNANMI) of the product
requires the VTAM SNAMGMT server to be enabled.To enable the VTAM SNAMGMT server, specify SNAMGMT=YES
in a VTAM start option list, VTAMLST member ATCSTRxx. To enable the SNAMGMT server dynamically, enter the
command:

 100



 Installing

F NET,VTAMOPTS,SNAMGMT=YES

The SNA Network Management Interface has the following security requirements:

• The user ID assigned to the VTAM address space must have an OMVS segment and have write access to the /var
directory.

• If you use a SERVAUTH class resource to control access to the VTAM SNAMGMT server, grant the SOLVE SSI user
ID access to the resource. The resource name is IST.NETMGMT.sysname.SNAMGMT, where sysname is the system
name where the interface is used.

The presence of NSN58n messages in the SOLVE SSI log indicates access problems to /var and
IST.NETMGMT.sysname.SNAMGMT.

Examples: Setting IST.NETMGMT.sysname.SNAMGMT security

This example sets the security requirements in an ACF2 system:
SET RESOURCE(SER)

COMPILE

$KEY(IST) TYPE(SER)

  NETMGMT.sysname.SNAMGMT UID(uid) SERVICE(READ) ALLOW

STORE

• SER
Is the value set in the CLASMAP definition in the GSO for SERVAUTH resources.

• uid
Specifies the UID of the region user.

This example sets the security requirements in a Top Secret system:
TSS PER(userid) SERVAUTH(IST.NETMGMT.sysname.SNAMGMT) ACCESS(READ)

• userid
Specifies the ACID of the region user.

This example sets the security requirements in a RACF system:
PER IST.NETMGMT.sysname.SNAMGMT CLASS(SERVAUTH) ID(userid) ACCESS(READ)

• userid
Specifies the user ID of the region.

IPSec Network Management Interface Setup
This task applies to NetMaster NM for TCP/IP only. If you use IPSec, you can use the IPSec Network Management
Interface (IPSECNMI) of the product to monitor it. The interface requires the IKED daemon to be active.The IPSec
Network Management Interface has the following security requirements:

• The user ID assigned to the SOLVE SSI address space must have the following requirements:
– An OMVS segment defined
– Access to the /var/sock directory
– Write access to the /var/sock/ipsecmgmt socket

• If you use a SERVAUTH class resource to control access to the interface, grant the SOLVE SSI user ID access to the
resources:
EZB.NETMGMT.sysname.tcpipname.IPSEC.DISPLAY

EZB.NETMGMT.sysname.tcpipname.IPSEC.CONTROL

EZB.NETMGMT.sysname.sysname.IKED.DISPLAY

– sysname
Specifies the system name where the interface is used.

– tcpipname
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Specifies the name of the TCP/IP stack.
• If you do not use a SERVAUTH class resource to control access, the SOLVE SSI user ID must have one of the

following authorities:
– An OMVS superuser
– Permitted to access to the FACILITY class SAF resource BPX.SUPERUSER

The presence of NIS58n messages in the SOLVE SSI log indicates access problems to /var and EZB.NETMGMT.**.

Examples: Setting EZB.NETMGMT.sysname.tcpipname.IPSEC.DISPLAY security

This example sets the security requirements in an ACF2 system:
SET RESOURCE(SER)

COMPILE

$KEY(EZB) TYPE(SER)

  NETMGMT.sysname.tcpipname.IPSEC.DISPLAY UID(uid) SERVICE(READ) ALLOW

STORE

• SER
Is the value set in the CLASMAP definition in the GSO for SERVAUTH resources.

• uid
Specifies the UID of the region user.

This example sets the security requirements in a Top Secret system:
TSS PER(userid) SERVAUTH(EZB.NETMGMT.sysname.tcpipname.IPSEC.DISPLAY) ACCESS(READ)

• userid
Specifies the ACID of the region user.

This example sets the security requirements in a RACF system:
PER EZB.NETMGMT.sysname.tcpipname.IPSEC.DISPLAY CLASS(SERVAUTH) ID(userid) ACCESS(READ)

• userid
Specifies the user ID of the region.

Trace Network Management Interface
This task applies to NetMaster NM for TCP/IP only. The IBM real-time application-controlled TCP/IP trace Network
Management Interface (NMI) provides real-time TCP/IP stack data to network management applications based on filters
set by an application trace instance. The Trace NMI has the following security requirements:

• Define new System Authorization Facility (SAF) profiles in the SERVAUTH class.
• Authorize the user ID assigned to the SOLVE SSI address space to the profiles.
• Grant the SOLVE SSI user ID READ access to the resources:

EZB.TRCCTL.sysname.tcpipname.OPEN

EZB.TRCCTL.sysname.tcpipname.PKTTRACE

EZB.TRCSEC.sysname.tcpipname.IPSEC

– sysname
Specifies the system name where the interface is used.

– tcpipname
Specifies the name of the TCP/IP stack.

The presence of NFSU8n messages in the SOLVE SSI log indicates access problems to EZB.TRCCTL.** and
EZB.TRCSEC.**.

Examples: Setting EZB.TRCCTL.sysname.tcpipname.OPEN security

This example sets the security requirements in an ACF2 system:
SET RESOURCE(SER)
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COMPILE

$KEY(EZB) TYPE(SER)

  TRCCTL.sysname.tcpipname.OPEN UID(uid) SERVICE(READ) ALLOW

STORE

• SER
Is the value set in the CLASMAP definition in the GSO for SERVAUTH resources.

• uid
Specifies the UID of the region user.

This example sets the security requirements in a Top Secret system:
TSS PER(userid) SERVAUTH(EZB.TRCCTL.sysname.tcpipname.OPEN) ACCESS(READ)

• userid
Specifies the ACID of the region user.

This example sets the security requirements in a RACF system:
PER EZB.TRCCTL.sysname.tcpipname.OPEN CLASS(SERVAUTH) ID(userid) ACCESS(READ)

• userid
Specifies the user ID of the region.

NOTE

For more information on using IBM Trace NMI to collect packets, see the PATRACENMI parameter in the Packet
Analyzer and SOLVE SSI topic.

Authorize Users to View Packet Payload Data (SmartTrace Data)
This task applies to NetMaster NM for TCP/IP only. Because the IP packets can contain sensitive information, your
external security system (ACF2, Top Secret, or RACF) must grant authority to view the payload data. The user must
have READ access to NETMSTR.PKTTRACE.region, where region is the region ACB name, as specified in the PRI=
parameter in the RUNSYSIN member.

Grant Access to SmartTrace Data Using ACF2
To set up definitions to allow access to SmartTrace in your region with ACB NMTEST, issue the following commands:
[ACF]

SET RESOURCE(FAC)

COMPILE *

$KEY(NETMSTR.PKTTRACE.*) TYPE(FAC)

To permit user USER1 to access SmartTrace data, issue the following command:
$KEY(NETMSTR.PKTTRACE.NMTEST) TYPE(FAC) USER1(USER1) READ(ALLOW)

STORE

[END]

Grant Access to SmartTrace Data Using Top Secret
To set up definitions to allow access to SmartTrace in your region with ACB NMTEST, issue the following commands:
TSS ADD(dept) IBMFAC(NETMSTR)

TSS PERMIT(USER1) IBMFAC(NETMSTR.PKTTRACE.*) ACCESS(NONE)

To permit user USER1 to access SmartTrace data, issue the following command:
TSS PERMIT(USER1) IBMFAC(NETMSTR.PKTTRACE.NMTEST) ACCESS(CONTROL)

Grant Access to SmartTrace Data Using RACF
To set up definitions to allow access to SmartTrace in your region with ACB NMTEST, issue the following commands:
RDEFINE FACILITY NETMSTR.PKTTRACE.* UACC(NONE)
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RDEFINE FACILITY NETMSTR.PKTTRACE.NMTEST UACC(NONE)

SETROPTS RACLIST(FACILITY) REFRESH

To permit user USER1 to access SmartTrace data, issue the following command:
PERMIT NETMSTR.PKTTRACE.NMTEST CLASS(FACILITY) ID(USER1) ACCESS(READ)

User Authorization for IP Security Functions
This task applies to NetMaster NM for TCP/IP only.If you use IPSec, your security system must authorize the individual
users for read access to the SERVAUTH resource:

• To view data about IP security:
EZB.IPSECCMD.sysname.stackname.DISPLAY

• To perform a control function against a tunnel:
EZB.IPSECCMD.sysname.stackname.CONTROL

Examples: Authorizing IP security displays and commands

This example authorizes IP security on an ACF2 system:
$KEY(MVS) TYPE(OPR) EZB.IPSECCMD.sysname.stackname- UID(uid_string) SERVICE(READ) ALLOW

This example authorizes IP security on a Top Secret System:
TSS PER(acid) OPERCMD(EZB.IPSECCMD.sysname.stackname) ACCESS(READ)

This example authorizes IP security on a RACF System:
PE EZB.IPSECCMD.sysname.stackname CLASS(SERVAUTH) ID(uuuuuuu) ACCESS(READ)

OSAENTA Setup
This task applies to NetMaster NM for TCP/IP only.To trace and view Open System Adapter (OSA) Ethernet level frames
via the OSA-Express network traffic analyzer (OSAENTA) function, the following prerequisites must be met:

• The TCPIP stack PROFILE specification ‘NETMONITOR NTATRCSERVICE’ needs to be set. This will display as
‘NtaSrv: YES’ in a NETSTAT CONFIG display.

• The user ID assigned to the NETMASTER SSI (NMSSI)
– must have READ access to the SERVAUTH class resource named

‘EZB.NETMGMT.sysname.tcpname.SYSTCPOT’ if a profile for the resource is defined; or
– must be a superuser if a profile for the resource is not defined.

In a multilevel secure environment, a profile for the resource must be defined.

Examples for Setting EZB.NETMGMT.sysname.tcpipname.SYSTCPOT security

This example sets the security requirements in an ACF2 system:
SET RESOURCE(SER)

COMPILE

$KEY(EZB) TYPE(SER)

  NETMGMT.sysname.tcpipname.SYSTCPOT UID(uid) SERVICE(READ) ALLOW

STORE

• SER
This is the value set in the CLASMAP definition in the GSO for SERVAUTH resources.

• uid
Specifies the UID of the region user.

This example sets the security requirements in a Top Secret system:
TSS PER(userid) SERVAUTH(EZB.NETMGMT.sysname.tcpipname.SYSTCPOT) ACCESS(READ)

• userid
Specifies the ACID of the region user.
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This example sets the security requirements in a RACF system:
PER EZB.NETMGMT.sysname.tcpipname.SYSTCPOT CLASS(SERVAUTH) ID(userid) ACCESS(READ)

• userid
Specifies the user ID of the region user.

Generate SMF Records for FTP Event Flow
This task applies to NetMaster FTM only, and specifically when you want to monitor FTP events.In order to monitor FTP
events, the Communications Server must be set up to generate the SMF records. The SMF records are intercepted by the
NMFTP Monitor region and are used by the product region to enable:

• File Transfer events monitoring
• Event history reporting

To set up the Communications Server, follow these steps:

1. Add the following line to the PROFILE.TCPIP configuration member to enable the SMF API:
NETMONITOR SMFSERVICE

2. Restart the TCP/IP started task.

NOTE
Alternatively, you can issue this change in an OBEYFILE.

After you have configured the Communications Server as described above, you can then:

• Monitor FTP event failures
• Grant the NMFTP Monitor region access to the SMF records in the Network Monitoring Interface (NMI) API.

These actions are described in the sections that follow.

Generate FTP Post-Processing Transfer Failures Event Flow
Use this procedure to monitor all FTP failures. The process below includes two scenarios, depending on whether your
installation has an existing user exit:

To generate transfer failures without an existing user exit, complete the following steps:

1. Copy the supplied exit -  dsnpref.NMC2.CC2DPLD(NMPOSTPR) - to a LNKLST dataset or an FTP server STEPLIB
library.

2. Rename the supplied exit to FTPOSTPR.
3. If you are using RACF and program control is active, use the following commands to add FTPOSTPR to program

control:
RDEFINE PROGRAM FTPOSTPR ADDMEM('library'//NOPADCHK) UACC(READ)

SETROPTS WHEN(PROGRAM) REFRESH

– library
Identifies the library that contains FTPOSTPR.

To generate transfer failures with an existing user exit, complete the following steps:

1. Modify your existing FTP post-transfer processing user exit (FTPOSTPR) by inserting the following code fragment
immediately before exiting:
*------------(NetMaster For File Transfer Management )-----------------

*

*       .------------------------------------------------------------.

*       | Call the CA NMFT FTP Post-Transfer Processing module       |

*       '------------------------------------------------------------'

         L     R15,=V(NM000FPX)

         O     R15,=X'80000000'
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         BASSM R14,R15                  Call NM000FPX

         L     R14,=A(NEXT0000+X'80000000')

         BSM   0,R14                    Ensure in 31-BIT if required

         SPACE 2

NEXT0000 DS    0H

These lines are added in the module entry section, and register 1 must point to the parameter list passed to
FTPOSTPR.

2. Modify your existing FTP post-transfer processing user exit (FTPOSTPR) link-edit deck by inserting the following:
//AC2DLOAD DD DISP=SHR,DSN=dsnpref.NMC2.AC2DLOAD

//SYSLIN   DD    *

  ...

  INCLUDE AC2DLOAD (NM000FPX)

  INCLUDE AC2DLOAD (NM000Y51)

  ORDER             NM000FPX

  ORDER             FPXDATA

  ORDER             NM000Y51

  ENTRY    FTPOSTPR

  MODE     AMODE(31)

  MODE     RMODE(ANY)

  NAME     FTPOSTPR(R)

3. Submit the modified job to assemble and link edit the exit.
4. Ensure that the user exit load module is in a cataloged data set and placed in an APF authorized library that the FTP

server accesses using STEPLIB, linklist, or LPA.

NOTE
The existing FTP Control Customizer parameter group option, "Enable FTP Event Receiver," also controls the
FTP Post Processing User Exit event delivery.

NMFTP Monitor Access to NMI API SMF Records
You can use one of the following methods to grant the NMFTP Monitor region access to Network Management Interface
(NMI) API SMF records:

• SERVAUTH
• BPX.SUPERUSER

SERVAUTH
If you want to ensure the highest level of security, define the SERVAUTH profile name
EZB.NETMGMT.sysname.tcpname.SYSTCPSM and grant the NMFTP Monitor user ID READ access to this profile name.

NOTE
SERVAUTH is the recommended method.

WARNING

• After the SERVAUTH facility has been defined to your security system, TCP/IP resource protection will be
enabled. This affects the ability of users to access TCP/IP resources other than SYSTCPSM. For example,
it may restrict the ability to open sockets, bind to non-ephemeral ports, use Netstat, and use certain network
resources. Before you use this method, see the IBM Communications Server IP Configuration Guide for
more information about TCP/IP resource protection.

• If your security setup does not distinguish between a resource profile not defined and a user not permitted
to that resource, you may need to define profiles for resources other than SYSTCPSM whenever the
SERVAUTH class is active. See the IBM Communications Server IP Configuration Guide for more
information.

 106



 Installing

SERVAUTH Example: ACF2 System
SET RESOURCE(SER)COMPILE *

$KEY(EZB) TYPE(SER)

NETMGMT.SYSA.TCPIPA.SYSTCPSM UID(USER1) SERVICE(READ) ALLOW

STORE

NOTE
Instead of using TSO, you can use the ACFBATCH utility in JCL. If you do this, omit the [ACF] and [END] lines.

SERVAUTH Example: Top Secret System
TSS ADD SERVAUTH(EZB.NETMGMT.SYSA.TCPIPA.SYSTCPSM)

TSS PER(nmuser) SERVAUTH(EZB.NETMGMT.SYSA.TCPIPA.SYSTCPSM)

  ACCESS(READ)

SERVAUTH Example: RACF System
RDEFINE SERVAUTH EZB.NETMGMT.SYSA.TCPIPA.SYSTCPSM UACC(NONE)

SETR RACLIST(SERVAUTH) REFRESH

PE EZB.NETMGMT.SYSA.TCPIPA.SYSTCPSM CLASS(SERVAUTH) ID(nmuser)

  ACCESS(READ)

BPX.SUPERUSER
If you are less concerned with security, grant the NMFTP Monitor user ID READ access to the BPX.SUPERUSER facility.

BPX.SUPERUSER Example: ACF2
SET RESOURCE(FAC)

COMPILE *

$KEY(BPX) TYPE(FAC)

SUPERUSER UID(USER1) SERVICE(READ) ALLOW

STORE

NOTE
Instead of using TSO, you can use the ACFBATCH utility in JCL. If you do this, omit the [ACF] and [END] lines.

BPX.SUPERUSER Example: Top Secret
TSS PER(nmuser) IBMFAC(BPX.SUPERUSER) ACCESS(READ)

BPX.SUPERUSER Example: RACF
PE BPX.SUPERUSER CLASS(FACILITY) ID(nmuser) ACCESS(READ)

Set Up the SNMP Agent
These tasks apply to both NetMaster NM for TCP/IP and NetMaster FTM.

NOTE
Do not perform this task if OSNMPD is already configured.

Follow these steps:

1. Configure the SNMP agent (OSNMPD) by following the instructions in the IBM Communications Server IP
Configuration Guide.

2. Locate the PW.SRC data set in the OSNMPD started task JCL. This data set can be:
– A z/OS data set, for example:
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//SYSPWSRC DD DISP=SHR,DSN=TCPIP.DATA(PWSRC)

– A z/OS UNIX file, for example:
/etc/pw.src

3. In the PW.SRC data set, configure a community name for use by the local host IP address.

WARNING
Community names are case-sensitive. The default community name is public in lowercase.

As an example with multiple IP addresses, a Communications Server has the IP addresses 192.168.8.1 and
192.168.1.2. Your PW.SRC data set could contain something like the following statement:
public 192.168.0.0 255.255.0.0

As an example with a single IP address, a Communications Server has the IP address 192.168.0.1. Your PW.SRC
data set could contain something like the following statement:
public 192.168.0.1 255.255.255.255

Activation of the SNMP Query Engine (SNMPQE) is not necessary. Your product performs the engine functions
internally.

4. Locate the PROFILE data set.
5. Set up the TCP/IP sub-agent in the PROFILE data set by following the instructions in the IBM Communications Server

IP Configuration Guide, for example:
SACONFIG COMMUNITY public AGENT 161 ENABLED

6. Activate the SNMP agent (OSNMPD) by following the instructions in the IBM Communications Server IP Configuration
Guide.

Prepare IBM Ported Tools for z/OS (TCP/IP Only)
Prepare IBM Ported Tools for z/OS to communicate with NetMaster NM for TCP/IP.

Use the following customization process to generate and process OpenSSH SMF events:

• Set up IBM Ported Tools for z/OS to generate the SMF type 119 records for connection events.
• SOLVE SSI intercepts the SMF records. The product region uses the records to enable event history reporting.
• Set up the z/OS operating system to enable Ported Tools for z/OS OpenSSH SMF record types to be processed.

Generate SMF Records

NetMaster NM for TCP/IP supports generating FTP SMF events from the IBM Ported Tools for z/OS.

To enable this functionality, perform these steps:

1. Set up z/OS to collect OpenSSH SMF records.
a. Confirm that SMF data collection for type 119 and subtype 96, 97, and 98 records are active.

2. Set up OpenSSH to collect SMF records.
a. Confirm that the file /etc/ssh/zos_ssh_config contains the keyword ClientSMF TYPE119_U83 or ClientSMF

TYPE119_U84
b. Confirm that the file /etc/ssh/zos_sshd_config contains the keyword ServerSMF TYPE119_U83 or ServerSMF

TYPE119_U84

NOTE

Refer to IBM Ported Tools for z/OS: OpenSSH User's Guide section "Setting up OpenSSH to Collect SMF
Records" for more information.
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Set Up File Transfer Resources (FTM Only)
If you are using NetMaster FTM, perform these tasks to define and implement your File Transfer resources.

Customize Managed XCOM Data Transport Regions

To customize a XCOM Data Transport region to work with NetMaster FTM, follow these steps:

1. Verify that the values of the following parameters in the XCOM Data Transport Default Options Table are set as
follows:
NETMAST=YES
RECVRID=xcom-event-receiver-id
The value of the RECVRID parameter must match the XCOM Data Transport event receiver ID specified in the XCAPI
parameter group. If the parameter is not specified, it assumes the value $RFFTEVR.
ERRINTV= default (or lower) value
This setting helps ensure that the monitors display the status of the transfer request accurately.

2. If you make changes to the default parameters, reassemble and link the Default Options Table.
3. If you have not already done so, copy the dsnpref.NMB0.FTSAMP(XCUSRMOD) job member to the

dsnpref.rname.TESTEXEC data set and complete the following steps. The job applies user modification (USERMOD)
to include the exit in the XCOM Data Transport region.
a. Review the comments in the copy, and update the variables that start with a question mark (?).
b. Submit the customized job.
c. Restart the XCOM Data Transport region and return to the setup procedure.

How SOLVE:FTS Regions Work

If you are using SOLVE:FTS and want to customize a SOLVE:FTS region to work with this product, perform the
procedures in this section.

This product can manage SOLVE:FTS in the same region using the FTSMGR FTSSELF template. Links are only required
to manage remote regions.

Define the Link to the Product Region

The NetMaster FTM and SOLVE:FTS regions communicate with an INMC link.

Follow these steps:

1. Log on to the SOLVE:FTS region, and select Operator Console Services.
2. Enter the following DEFLINK command to enable the dynamic creation of an INMC link:

DEFLINK LUNAME=acb-name LINK=link-name

– acb-name
Specifies the ACB name of the product region to which the SOLVE:FTS region is to establish a link.

– link-name
Specifies a name that identifies the link.

3. Enter SHOW LINK=DYNAMIC to check that the allowed number of dynamic links will not be exceeded.
4. Issue the following command:

SYSPARMS DYNLMAX=number

– number
Sets the number of allowed dynamic links.

The number of dynamic links is increased.
5. Ensure that the DEFLINK and the SYSPARMS commands are included in the NMREADY procedure for the

SOLVE:FTS region to enable the automatic execution of the commands during region startup.
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Install the SOLVE:FTS Message Handler

NOTE
If the release of the SOLVE:FTS region is at least r11.5, there is no need to install the $RFAGENT message
handler in it because extra data is provided on $$FTS events.

The SOLVE:FTS message handler, $RFAGENT, processes SOLVE:FTS events before they are sent to the NetMaster
FTM region. If your SOLVE:FTS region is the same as your NetMaster FTM region, $RFAGENT is already available, so
you do not need to copy it.

To install the handler, copy dsnpref.NMC2.CC17EXEC($RFAGENT) to the NCL procedures library (normally
dsnpref.rname.TESTEXEC) in the SOLVE:FTS region.

WARNING
The $RFAGENT message handler must be present in each pre-r11.5 SOLVE:FTS region that you want to
monitor.

How Managed CONNECT Direct Regions Work

Use the procedures in this section to implement the flow of CONNECT:Direct events.

Implement Statistics Exits in the Managed CONNECT Direct Regions

NOTE

The File Transfer statistics exit in each managed CONNECT:Direct region must be current for the version of
NetMaster FTM you are running.

Follow these steps:

1. Include the supplied APF-authorized CC2DLINK library (dsnpref.NMC2.CC2DLINK) in the system LINKLIST
concatenation.

NOTE

The dsnpref.NMC2.CC2DLINK library contains a default NMCDSTEX exit load module.
2. Depending on your current CONNECT:Direct setup, update the following statements in the

dsnpref.NMC2.CC17SAMP(NMCDSTEX) statistics exit as required:
$RFCDSTX

USREXIT=NONE,EPSRCVR=$RFFTEVR,

EXCLUDE=NONE

WARNING
If modifications are required, copy the distributed member to the TESTEXEC data set for the region for
modification.

If you are already using a CONNECT:Direct statistics exit, specify the load module name of your exit in the USREXIT
parameter.

1. If you are excluding records from the CONNECT:Direct statistics file, copy the list of excluded record types to the
EXCLUDE parameter. Remove STAT.EXCLUDE from the CONNECT:Direct initialization parameter.

2. Ensure that the value of the EPSRCVR parameter matches the CONNECT:Direct event receiver ID specified in the
CDAPI parameter group of NetMaster FTM. Multiple CONNECT:Direct regions can use the EPSRCVR ID concurrently.

NOTE
The NMCDSTEX member also contains comments that provide additional background information.

If you updated the NMCDSTEX statistics exit in TESTEXEC, perform the following steps:

1. Copy the ASMCDSTX job from the dsnpref.NMC2.CC17SAMP library to the dsnpref.NMC2.rname.JCL library.
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2. Customize the ASMCDSTX job in the dsnpref.NMC2.rname.JCL library, following the instructions in the file.
3. Submit the customized job to assemble and link edit the exit. Place the job in a library in the system LINKLIST that is

searched before CC2DLINK.

Change the value of the CONNECT:Direct initialization parameter STATISTICS.EXIT to NMCDSTEX.

NMCDSTEX is the default statistics exit name. If you assemble and link edit the exit manually, the statistics exit name that
you specify must match the exit name in the ASMCDSTX job.

Example: One Region

In this example, one product region (NMFTA) exists in one LPAR. The event receiver ID in the CDAPI parameter group of
NMFTA is configured with a value ($RFFTEVR). Typically, all CONNECT:Direct regions in the LPAR are configured with
the same event receiver ID in their statistics exits so that region NMFTA can monitor them.

Example: Multiple Regions

This example has two product regions (NMFTA and NMFTB) in one LPAR. The event receiver ID in the CDAPI parameter
group of NMFTA is configured with $RFTEVRA and NMFTB is configured with $RFTEVRB.

The event receiver ID in the statistics exits of individual CONNECT:Direct regions determines the scope of monitoring for
each FT region. In this example, NMFTA monitors CONNECT:Direct Region 1 and CONNECT:Direct Region 2. NMFTB
monitors CONNECT:Direct Region 3 and CONNECT:Direct Region 4.
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Customize CONNECT Direct Initialization Parameters

Your product region uses the CONNECT:Direct interface program DMCHLAPI to interface with a CONNECT:Direct region
and must log in to that region. CONNECT:Direct limits the number of batch users that can sign on concurrently. You
increase this limit to let the extra users log in.

Follow these steps:

1. If the value of the MAXBATCH initialization parameter is either zero or too low, increase the value by 1.
2. Verify that MCS.SIGNON is specified in the initialization parameters.
3. Verify that the CONNECT:Direct startup JCL procedure and the STATISTICS.EXIT initialization parameter are updated.
4. Restart the CONNECT:Direct region.

Define the Region as a CONNECT:Direct User

Use this procedure to enable the product region to execute commands in the managed CONNECT:Direct regions.

Follow these steps:

1. Define this product as a user in each CONNECT:Direct region.
2. Verify that the defined user is authorized for the following functions:

– Change, delete, flush, select, and suspend processes
– Selecting the network map
– Other functions that you want to be able to perform from the region

For CONNECT:Direct for z/OS or CONNECT:Direct for MVS, you can use the following example as a model to specify the
authority of a user:

CHANGE=Y

DELPR=Y

FLUSH=Y

SELNET=Y

SELPR=Y

SELSTAT=Y

SUBMITTER.CMDS=(Y Y Y Y Y)

For more information about how to specify the authority of a CONNECT:Direct user, see the CONNECT:Direct for MVS
Installation and Administration Guide or the CONNECT:Direct for OS/390 Installation and Administration Guide.

Prepare to Start Your Products
Before you start and use your NetMaster products, perform the following preparation tasks:

Unless noted otherwise, each section applies to all NetMaster products, including SOLVE:FTS.

Update the Started JCL Task, If Necessary

The Installation Utility places RUNSYSIN (for the product region) in a default data set. If you move this member to a more
secure data set, update the started task JCL to point to the new data set.

The Installation Utility places the following SYSIN and parameter members into default data sets:

• SSIPARMS and SSISYSIN - for SOLVE SSI – applies to all NetMaster products, except SOLVE:FTS
• RUNSYSIN - for the product region
• FTPPARMS and FTPSYSIN - for NMFTP Monitor – applies to NetMaster FTM only
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If you move these members into a more secure data set, update the started task JCL and SYSIN members to point to that
data set.

Verify the TESTEXEC Data Set

The Installation Utility populates the TESTEXEC data set based on the values that are entered during the installation and
setup process.

Review the members in TESTEXEC to:

• Ensure that they meet your site-specific requirements
• Reapply any previous customization that is still required

Review the following members in dsnpref.rname.TESTEXEC:

• NMREADY - This NCL procedure executes as part of system initialization after the VTAM ACBs opened successfully.
• NMINIT - This NCL procedure executes as part of system initialization before the VTAM ACBs open.

Adhere to the following cautions:

• Do not code any SYSPARMS commands in the NMINIT or NMREADY procedures.
• Do not activate or modify links, or use commands such as DEFLINK, DEFTRANS, and ISR in NMINIT or NMREADY.

In a multi-system network, the region uses link definitions during initialization. Defining DEFLINK, DEFTRANS, and
ISR in these procedures can interfere with region linkage.

Review the Region Started Task Parameter Member

The Installation Utility generates the RUNSYSIN member using the values that are entered during the installation and
setup process. RUNSYSIN specifies the region parameters.

Review RUNSYSIN:

• Ensure that it meets your site-specific requirements
• Reapply any previous customization that is still required

If you have set SUBS=YES in the member, you can update the RUNSYSIN started task members to use z/OS static
system symbols. System symbols help in the planning of future deployment.

Review the following parameters in dsnpref.rname.TESTEXEC(RUNSYSIN):

• PPREF='XOPT=SDUMP'
Specifies that the ABEND dumps are written to the SYS1.DUMP data set.
To specify your own data set, remove the parameter and add the SYSMDUMP DD statement to the generated task in
dsnpref.NMC2.rname.JCL(rname).

• PPREF='INIFILE=????????'
Specifies the INI file that is used for parameter customizations.
To use a migrated INI file, un-comment the parameter and replace the question marks with the name of the INI file.

Review the SOLVE SSI Started Task Parameter Member

This section applies to all NetMaster products, except SOLVE:FTS.

The installation process generates the SSIPARM data set based on the values that are entered during the installation and
setup process. SSIPARM specifies the SSI started task parameters.

Review the data set:

• Ensure that the members meet your site-specific requirements
• Reapply any previous customization that is still required
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Review the following members in dsnpref.NMC2.SSIPARM:

• SSISYSIN
(Optional) (If you are using an existing shared SOLVE SSI region, you do not have to review this member.)
If SUBS=YES is set, you can update the SSISYSIN started task member to use z/OS static system symbols. System
symbols help in the planning of future deployment.

• SSIPARMS
(Optional) (If you are using an existing shared SOLVE SSI region, you do not have to review this member.)
This member is present only if you created it when you specified the SSI region.

Parameters can be shared with any other products using this SSI. Review these parameters, and ensure that they are set
correctly for the products (these parameters can be in SSISYSIN or SSIPARMS).

For more information about sharing a SOLVE SSI, refer to the SOLVE Subsystem Interface topics.

Review and Copy the Product Region Started Task

The installation process generates a product region started task. Ensure that it meets your site-specific requirements; if
necessary, reapply any previous customization that is still required.

NOTE

To assist you in the planning of future deployment, you can update the product region started task to use z/OS
static system symbols.

Follow these steps:

1. Review and update the DD statements in the product region started task member dsnpref.NMC2.rname.JCL(rname)
for your site-specific requirements.

2. For CONNECT:Direct, verify that the started task can access the CONNECT:Direct load library, such as by having the
library in the link list or by a STEPLIB DD statement in the started task member.
This step applies to NetMaster FTM only.

3. Copy the reviewed member to SYSx.PROCLIB.

Review and Copy the SOLVE SSI Started Task

NOTE
If you are using an existing shared SOLVE SSI region, skip this procedure. This section applies to all NetMaster
products, except SOLVE:FTS.

The installation process generates an SSI started task that you must review to ensure that it meets your site-specific
requirements. If necessary, reapply any previous customization that is still required.

This procedure reviews, updates, and copies the SSI started task to a procedure library.

NOTE

To assist you in the planning of future deployment, you can update the product region started task to use z/OS
static system symbols.

Follow these steps:

1. Review and update the DD statements in the SSI started task member dsnpref.NMC2.ssiname.JCL(ssiname) for your
site-specific requirements.

2. Copy the reviewed member to SYSx.PROCLIB.
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Review and Copy the NMFTP Monitor Started Task (NetMaster FTM Only)

NOTE

You do not need to perform this task if you did not specify the NMFTP Monitor. This section applies to NetMaster
FTM only.

To assist you in planning future deployment, you can update the NMFTP Monitor started task to use MVS static system
symbols.

Follow these steps:

1. In the NMFTP Monitor started task member dsnpref.NMC2.nmftname.JCL(nmftname), review and update the DD
statements for your site-specific requirements.

2. Copy the reviewed member to SYSx.PROCLIB.

Set Up the Subsystem Identifier

The setup of your product environment usually requires the following subsystem identifier (SSID) values that were defined
during the setup process:

• An SSID value for the subsystem identifier for the SOLVE SSI - The SSI started task automatically identifies this SSID
value to the system.
This identifier applies to all NetMaster products, except SOLVE:FTS.

• An SSID value to enable the use of z/OS commands and messages - This SSID is named the AOM subsystem
interface ID (AOM SSID). The product region started task automatically identifies this SSID value to the system.
This identifier applies to all NetMaster products, except SOLVE:FTS.

• An SSID value for the subsystem identifier for the NMFTP Monitor - The NMFTP Monitor started task automatically
identifies this SSID value to the system.
This identifier applies to NetMaster FTM only.

If you want the SSID values to be set permanently and available at system IPL time, you can set them in the
SYS1.PARMLIB(IEFSSNxx) member. Ensure that you add the AOM SSID first (after JES) in the list of subsystem names,
because the first region listed in the SYS1.PARMLIB(IEFSSNxx) member controls the processing of messages by the
subsystem interface.

Authorize Load Libraries

Most of the products have their own load library but also require the load libraries of supporting services. The following
load libraries must be APF-authorized:

• CC2DLINK, for USS support
WARNING
USS support requires that your system linklist includes the data set CC2DLINK and that CC2DLINK is APF-
authorized. For a list of all requirements for USS support, see the Release Notes for your product.

• CC2DPLD
WARNING
Verify that you added the CC2DPLD load libraries to the region STEPLIB, not the system linklist.

To APF-authorize your load libraries, add the run-time load libraries to the APF list, SYS1.PARMLIB(IEAAPFxx).

To dynamically APF-authorize the load libraries, issue the following z/OS command:

SETPROG APF,ADD,DSNAME=&loadlib,VOLUME=&volser

• &loadlib
Specifies the name of the load library.

• &volser
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Specifies its volume serial number.

To dynamically APF-authorize load libraries that the Storage Management Subsystem (SMS) controls, issue the following
z/OS command:

SETPROG APF,ADD,DSNAME=&loadlib,SMS

Mount CC2DZFS File

During product installation, the CC2DZFS dataset is created and mounted. The path name is stored in the IIA member in
the NetMaster PARMLIB dataset. CC2DZFS contains the nminterface directory and its contents, which are used by MTC-
Network Management (untarred from the C2DNMI file), the web interface for NetMaster NM for TCP/IP.

Before starting your products, do the following:

• Ensure that the SMP/E installation data set, CC2DZFS, is mounted at system IPL, via the
SYS1.PARMLIB(BPXPRMxx) member. Once mounted, maintenance can be applied.

• Ensure that the required CC2DZFS contents are deployed/available to any LPARs on which either MTC-Network
Management or ReportCenter (if installed) will be used. Also, verify that CC2DZFS is mounted post-IPL.

Define Link Libraries

To define the load module to the system linklist, include the library dsnpref.NMC2.CC2DLINK in an LNKLST statement in
SYS1.PARMLIB(PROGxx), for example:

LNKLST ADD NAME(LNKLST00) DSNAME(dsnpref.NMC2.CC2DLINK)

For USS support, verify that:

• Your system linklist includes the data set CC2DLINK.
• CC2DLINK is APF-authorized.

NOTE
For a list of all requirements for USS support, see the Release Notes for your product.

NOTE
Common load modules are used for all Broadcom Mainframe Network Management products. Only include one
copy of this dsnpref.NMC2.CC2DLINK library in the system linklist.

Assign Consoles

This task applies to all NetMaster products, except SOLVE:FTS.

Your product needs a pool of consoles (either JES or extended MCS consoles) to issue system commands. As delivered,
this product uses extended MCS consoles that are dynamically defined.

To use JES consoles instead of the default MCS consoles, define at least six consoles that other products are not using.

1. Open the SYS1.PARMLIB(CONSOLxx) member.
2. Add the following statement for each console you want to define:

CONSOLE DEVNUM(SUBSYSTEM)...

Perform an IPL to activate the updated CONSOLxx member.

To start using the JES consoles, also update the $RM CONSOLES Customizer parameter group. For details about
updating parameter groups, see Customize NetMaster Products.

 116



 Installing

Activate VTAM Applications

Activate the VTAM applications for your regions. The Create VTAM Definitions and Tables facility builds a VTAM major
node that contains APPL definitions for all product regions. The member V01LDVTM copies vtamname to your VTAMLST
data set. This data set is the VTAM library that contains all the major node and application definitions that your product
uses.

1. Add vtamname to the startup list in your VTAMLST(ATCCONxx) member.
2. Activate the VTAM major node by entering the following VTAM command:

V NET,ACT,ID=vtamname

3. Check that all of the applications are defined to VTAM after the activation. Display the major node by entering the
following VTAM command:
D NET,ID=vtamname,E

Set Up OSA/SF Support (NetMaster NM for TCP/IP Only)

If you run OSA/SF on the system, your product region can use it to monitor the OSAs. To enable OSA/SF functionality, the
OSA/SF load library must be available to your product region.

The OSA/SF API task has the following functions:

• Monitor OSA performance.
• Obtain configuration information for OSA resources.

Follow these steps:

1. Examine the z/OS link list for SYS1.SIOALMOD. If SYS1.SIOALMOD is not in the link list, add it to the STEPLIB DD
statement in the product region started task member dsnpref.NMC2.rname.JCL(rname). For example:
//STEPLIB DD DSN=dsnpref.NMC2.CC2DPLD,DISP=SHR

// DD DSN=SYS1.SIOALMOD,DISP=SHR

2. Verify that the following tasks are in the same system:
– The TCP/IP stack with the primary OSA device definition
– OSA/SF
– Your product region

Note: For more information about defining resources to monitor OSAs, see the NetMaster NM for TCP/IP documentation.

Verify Allocation of System Resources (NetMaster NM for TCP/IP Only)

This task applies to NetMaster NM for TCP/IP only.

The Packet Analyzer intercepts real-time data from TCP/IP stacks, so it is important that the SOLVE SSI runs with
sufficient system resources allocated. To ensure that your workload manager definitions reflect this requirement, review
them and change accordingly.

To ensure that the statistics reported by the Packet Analyzer are complete, start the SOLVE SSI as early as possible in
the IPL process. Start it immediately after any TCP/IP stack and before the NetMaster NM for TCP/IP region.

Set Up the SOLVE PPI (NetMaster NM for SNA Only)

SOLVE SSI provides several functions including the SOLVE Program-to-Program Interface (SOLVE PPI).

NOTE
If you specified PPI=YES for the SOLVE SSI, you must set up the SOLVE PPI.

To use the SOLVE PPI, make the CNMNETM module available for execution using one of the following options:
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• Add the dsnpref.NMC2.CC2DLPA library to LNKLST, which is defined in SYS1.PARMLIB(LNKLSTxx).
• Copy CNMNETM, including the aliases CNMCNETV and CNMNETV, from the dsnpref.NMC2.CC2DLPA library to a

data set in LNKLST.
For a list of data sets in LNKLST, see SYS1.PARMLIB(LNKLSTxx).
If you are replacing NetView PPI with SOLVE PPI, remove the NetView CNMNETV module from the Pageable Link
Pack Area (PLPA) data set.

• Use the VTAM First Failure Data Capture (FFDC) facility.
To use this facility:
a. Ensure that the relevant modules are in LPA.
b. Copy CNMNETM, including the aliases CNMCNETV and CNMNETV, from the dsnpref.NMC2.CC2DLPA library to a

PLPA data set.
For a list of data sets in the LPA, see SYS1.PARMLIB(LPALSTxx).

c. Perform an IPL, specifying Clear Link Pack Area (CLPA).

Note: You can make the CNMNETM module available for dynamic execution using the SETPROG LNKLST command or
the SETPROG LPA command. To make these modules available for dynamic execution, ask a z/OS systems programmer
for assistance.

Update NPF and SAF Security Members, if Necessary (Upgrades Only)

This section applies to all NetMaster products except SOLVE:FTS.

The installation process generates Network Partitioning Facility (NPF) and System Authorization Facility (SAF) security
members.

If you have previously customized any of these security members, update the regenerated members with your changes.

Start Your Products
To start your NetMaster products, perform these tasks. If you want to run other NetMaster products in the same region,
verify that you have installed these products before you perform these tasks.

  

Start the SOLVE SSI Region

Perform this procedure only if you use a new SOLVE SSI region:

• If you use an existing shared SOLVE SSI region and you did not change anything when specifying the SOLVE SSI
region, skip this procedure.

• If you use an existing shared SOLVE SSI region and you have changed something, skip this procedure and proceed to
the Restart the SOLVE SSI Region section later on this page.

To start the SSI region, issue the following command from the MVS console:

S ssiname,REUSASID=YES

 ssiname is the name that you specified for the SSI during the setup process.

NOTE

If you use cross memory services, specifying REUSASID=YES makes the address space ID of a terminated
SOLVE SSI reusable. Otherwise, the ID is unavailable until after the next IPL.

To stop the SSI started task, issue the following command from the MVS console:

P ssiname
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Restart the SOLVE SSI Region

Perform this procedure only if you are using an existing shared SOLVE SSI region and you made changes when you
specified the SOLVE SSI region when you configured your NetMaster product.

1. Stop the SOLVE SSI started task, issue the following command from the MVS console:
P ssiname

2. Start the SOLVE SSI region, issue the following command from the MVS console:
S ssiname,REUSASID=YES

NOTE

If you use cross memory services, specifying REUSASID=YES makes the address space ID of a terminated
SOLVE SSI reusable. Otherwise, the ID is unavailable until after the next IPL.

Start the Region

To start the region, issue the following command:

S rname,REUSASID=YES

 rname is the name that you specified for the region during the setup process.

NOTE

• If you use cross memory services, specifying REUSASID=YES makes the address space ID of a terminated
SOLVE SSI reusable. Otherwise, the ID is unavailable until after the next IPL.

• To stop the started task, issue the following command from the MVS console: P rname.

Perform the Initial Logon

NOTE
 If your region is using an existing UAMS data set, you already have an administrator user ID available for the
region. You can use that ID to log on to the region.

1. Log on to the product region. You can use the VTAM logon command:
LOGON APPLID(priacbnm)

 priacbnm is the name of the primary VTAM ACB application that is nominated in the PPREF='PRI=priacbnm'
command in dsnpref.rname.TESTEXEC(RUNSYSIN).
The region logon panel appears.

2. Enter the user ID INSTALL and password 99999999, and press Enter.
The Primary Menu for UAMS appears.
The INSTALL 99999999 is a special user ID and password combination. The credentials can be used once only and
are accepted if the USERID data set is empty. The only functions that the INSTALL user ID can perform are for user ID
maintenance.

Add the Initial Administrator User ID

The only functions that the INSTALL user ID can perform are those functions that are associated with user ID
maintenance. To access other functions, add an initial administrator user ID.

NOTE
If you are using a full security exit, user authorities are not specified through UAMS. Specify these authorities as
structured fields in your Security exit. For more information, see Security.
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 To define an initial user with full authority to UAMS 

1. At the Primary Menu for UAMS, type the initial administrator user ID in the User field, USER in the Definition Type
field. Select the option, A - Add User Definition.
The User Details panel appears.

2. Type the initial password and user details for this initial user ID.

WARNING
The user must change the password again at first logon.

3. Go to the UAMS definition panels, and ensure that you give full authority to this initial user for future administration
tasks. Set the following minimum values:
– User Authorities panel, page 2

Authority Level: 255
APPC Access Key: ALL
APPC Access Lock: ALL

– Access Authorities panel, page 3
Set all fields to Y.

– Network Management Details panel, page 7
Set the fields that correspond to the features your site has configured to Y or the maximum authority.

–  (SOLVE:FTS Only) FTS Details panel, page 9
Control Transmission Privileges - System: Y

– AOM MVS Details panel, page 11
Console Authority: M

– Print Services Manager Details panel, page 12
For all fields, set the maximum authority (1 through 4).

– Report Writer Details panel, page 13
For all fields, set the maximum authority (1 through 4).

4. Press F3.
The user definition is saved.

Perform Subsequent Logon

You are now ready to log on to your product and begin using it as an authorized user.

1. Press F3 to log off the product region.
2. Log on using your new initial administrator user ID and password.
3. If necessary, change your password:

a. Enter U.P.
b. Change the password, and confirm your change.
c. Press F3 (File) to save the change.

NOTE
 

•  If you set SEC=NMSAF in the RUNSYSIN member, you are not required to change your password. 
• UNIX System Services (USS) support for NetMaster products requires that the NMDRVCTL DD

RUNSYSIN member set the SEC= parameter to any value except NO, for example, NMSAF. 
• (Optional) To enable users to log on to the product from TSO:

–  dsprefix.NMC2.CC2DLMD0 data set to linklist or STEPLIB concatenation for the appropriate TSO
procedure

–  dsprefix.NMC2.CC2DSAMP data set to the SYSHELP concatenation for the appropriate TSO
procedure
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Region Start at IPL Considerations 

If starting regions automatically at IPL time, the following should be taken into account. The Product Region is dependent
on SOLVESSI services, so starting the SOLVESSI region before the Product Region is recommended. The SOLVESSI
region and Product region should be started after system VTAM, TCPIP, and OMVS resources are available.

If running NMFT, the NMFTP Monitor Region should be started after the SOLVESSI region.  

Customize NetMaster Products
Perform the following tasks to customize your NetMaster products.

1. On this page, perform the common customization tasks and review the common customization information for all
NetMaster products, as follows:

2. On the child pages, perform the unique customization tasks and review the unique customization information for each
NetMaster product that you have installed and configured, as follows:

NOTE

After you have completed the initial customization tasks for your product, as explained on this page, you can
customize your product in many other ways. For details, see the Implementing section of the NetMaster NM for
TCP/IP documentation.

After you complete customization, you can use product system variables and z/OS static system symbols to help
you plan the future deployment to multiple regions. You generate an initialization (INI) file where you can use
these variables and symbols. For information about setting up the INI file, refer to the Administrating topics in
your product specific documentation.

Meet Your Initial Site-Specific Customization Requirements

You set various parameters for your site-specific requirements. To review and update the parameter groups in your
product region, use Customizer.

NOTE
Customizer is used to set most of your region parameters. If you want to change any SYSPARMS values that
Customizer does not handle permanently, contact Broadcom Support.

WARNING
Setting certain SYSPARMS to values other than the defaults can render certain product features inoperable.

Only a user with UAMS maintenance authority can customize the region. The UAMS definition for that user has an APPC
Access Key and Lock value of ALL. Refer to the Working with UAMS topics for more information.

From the System Parameters panel, you can select the following options:

• Fast Setup
Customizes the required parameter groups and quickly implements your region. The option provides default values
wherever possible, but lets you review all the required parameter groups to ensure that they match your installation
standards. You can customize other parameters later.

WARNING
For the region to become operational, review all the parameter groups in this option.

• Custom Setup
Customizes the required parameter groups, and other file and data set names. The option brings the system
operation closer to your installation standards. You can quickly implement your region and still perform some extra
customization. The option has the following features:
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– Provide some default values.
– Let you specify names for certain files and data sets.
– Let you review the required parameter groups (which are highlighted).

• Complete Setup
Customizes all initialization and customization parameters.

Customize Parameter Values

You can use the provided default values or can customize the parameter values to suit the requirements of your site.

NOTE
All parameters have default values.

Follow these steps:

1. Enter U next to the parameter group that you want to review, and make the necessary changes for your site.
2. Press F6 (Action) to apply the change immediately. You can view the results by pressing F5 (ILog).

NOTE
The F6 action is not available for some parameters.

3. Press F3 (File) to save your changes and indicate that you have reviewed the group.

The value that you assign to a parameter is associated with one or more actions, such as setting SYSPARMS or
allocating data sets. You can action some parameter groups as soon as you enter appropriate values on the parameter
panel. However, changes to some parameters (for example, MODS file names) can only be applied by restarting the
product region.

NOTE

You can apply changes without saving them. When you restart, the values return to the last saved values. You
can also save the changes without applying them. The values take effect on the next startup.

If you exit the customization process before reviewing all required parameter groups, you can log off and
continue with the customization later. Alternatively, another authorized user can log on and complete the
customization process. Users cannot access the region until all the required parameter groups have been
reviewed.

Update and Review Common Fast Setup Customization Parameters

To begin the process of updating and reviewing the Fast Setup Customization parameters, select the Fast Setup
Customization Parameters option. The Fast Setup panel appears.

Implement System Identification Parameters

This procedure implements system identification parameters.

Follow these steps:

1. Enter U next to the System Identifications parameter group.
The SYSTEMID - System Identifications panel appears. The parameter group has two panels.

2. Complete the fields on the panels. For information about the fields, press F1 (Help).
3. Press F6 (Action) to action the entries.
4. Press F3 (File) to save your settings.

The Fast Setup panel appears with the Reviewed column marked Yes for the parameter group.

Note: The system ID does not take effect until the next system initialization.
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Implement Operating System Identifiers Parameters

This procedure implements the operating system identifiers.

This procedure applies to all NetMaster products except SOLVE:FTS.

Follow these steps:

1. Enter U next to the Operating System Identifiers parameter group.
The OPSYSIDS - Operating System Identifiers panel appears.
Complete the fields on this panel. If the system uses the JES3 job entry subsystem, ensure that information about the
job entry subsystem is updated.

NOTE
Press F1 (Help) for more information.

2. Press F6 (Action) to action the entries.
3. Press F3 (File) to save your settings.

The Fast Setup panel appears with the Reviewed column marked Yes for the parameter group.

Update and Review Unique Fast Setup Customization Parameters and Additional Parameter Groups

You can optionally continue the process of updating and reviewing the Fast Setup Customization parameters by
accessing unique parameters for each option, as follows.

Depending on which product features you want to implement, review other parameter groups and add any values that you
saved from your old product region.

You can review these parameter groups now or later, as follows:

• Now -- Select the Complete Setup Customization Parameters option to list all parameter groups and review the
relevant groups. When you complete the review, exit the list and the System Parameters panel.

• Later -- Exit the System Parameters panel. (When you are ready to review these parameter groups, enter /PARMS to
list the groups.)

Review and Resolve Initialization Failures

If either or both of the following entities are unavailable, fatal errors occur. For example, you are unable to log on.

• Panel libraries
• MODS control files

NOTE
If the Panel libraries are missing, the region displays the N59005 message. The message indicates that the
$MHMENU panel is not found. To retry, press F3; to log off, press F4.

A Customizer parameter group always produces initialization log messages. The messages are echoed to the activity log.
If you cannot log on to the region, display the activity log SYSOUT DD using SYSVIEW, SDSF, or an equivalent utility. The
ddnames are LOG1 through to LOG9.

Resolve Initialization Failures

If you log on to a region where the initialization of a parameter group has failed, Customizer displays the System
Initialization In Progress dialog. This dialog indicates progress and assists you with identifying and rectifying any problems
by displaying the current initialization status and whether actions associated with parameter groups have failed.

Follow these steps:

1. Enter S next to List Only Failed Parameters.
2. Enter L next to a failed parameter group to view its log and look for error messages.
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3. Use the message online help and the full activity log to determine the cause of the failure.
4. Make the necessary changes to the parameter group and press F6.

The parameter group changes are applied.
5. Press F3 to save the changes.

Apply Actions to Parameter Groups

You can apply the following actions to listed parameter groups:

• S or B (Browse) to browse parameter group details.
• H (Help) to view the online help for a parameter group.
• U (Update) to update parameter group details.
• AC (Action) to action a parameter group.
• L (Log) to view the associated initialization and customization log.
• I (Ignore) to tell the system to ignore a failed parameter group and proceed to run dependent parameter groups. This

action is not available when initializing for the first time.

WARNING
Ignoring parameter groups is not recommended. Consider carefully before applying this action.

• SD (Set Default) to reset the parameter group values to the default values.

NOTE
Press F1 (Help) for more information.

An action can only be performed against an already completed parameter group or a failed parameter group.

When you correct an error by updating a parameter group, you must action that group before processing can continue
(unless you apply the Ignore action). To action the parameter group, take one of the following steps:

• Press F6 (Action) when you finish updating the parameter group.
• Apply AC (Action) to the listed parameter group.

Tune Transient Logs

Reduce storage by tuning your transient logs. Disable all logging initially, and then implement logging for business critical
applications. Mainframe storage costs money. Use only if there is a business requirement. Tuning the size of transient
logs enables you to set storage at a level appropriate to your business requirements.

The transient logs provide a snapshot history of activities at the resource level. From a resource monitor, you can use the
SETTLOG command to disable logging or reset the log size for one or more monitored resources.

Use zIIPs, If Available

If IBM System z Integrated Information Processors (zIIPs) are available, set up your regions to use zIIPs.

Using zIIPs provides the following benefits:

• Reducing the execution time on the normal central processing unit (CPU), providing savings in billable CPU time
• Freeing up processing cycles from the CPU to other work
• Exploiting the processing power of zIIPs

The following JCL parameters control the usage of zIIPs: PAEXMODE for the SOLVE Subsystem Interface and XM for the
region. For information about the parameters, see the SOLVE Subsystem Interface and Reference sections.
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Implement NMSAF Solution

The NMSAF solution is built around a partial security exit. The solution uses the User Access Maintenance Subsystem
(UAMS) data set to store information for your product region, and uses your installed security product to perform user
validation and password checking (through the IBM-defined system authorization facility (SAF) interfaces).

Your organization has the flexibility of allowing the administrator to control specific region authorities while ensuring that
your security product secures access to the region.

For more information about the NMSAF solution and UAMS, see Security.

Customize NetMaster NM for TCP/IP
After you have completed the common customization tasks for NetMaster NM for TCP/IP, perform the following
unique customization tasks for the product:

Update and Review the Unique Fast Customization Parameters for NetMaster NM for TCP/IP

When you performed the common customization tasks for NetMaster NM for TCP/IP, you updated and reviewed the
common fast customization parameters for all NetMaster products. Next, update and review the unique fast customization
parameters for NetMaster NM for TCP/IP, as follows:

Implement the TCP/IP Sockets Interface Parameters

This procedure enables TCP/IP support. Access to sockets interfaces requires UNIX System Services authorization,
which should have been done via the section Prepare IBM Communications Server (TCP/IP and FTM Only).

Follow these steps:

1. Enter U next to the TCP/IP Sockets Interface parameter group.
The first SOCKETS - TCP/IP Sockets Interface panel appears.

2. Tab to the TCP/IP Software Type input field, and enter the required value.
Only one type of TCP/IP software can be configured as the sockets interface in each region.

3. Complete the remaining fields on the first panel.
For more information, press F1 (Help).

The Inbound Connections Port field contains a default port number. If another region on this system is already using that
number, update the field.

NOTE
The port number must be unique on a system.

• Press F8.
The second panel for this parameter group appears.

• Complete the fields on the panel.
Specify the details of the TCP/IP software as follows:
– If you are using the IBM Communications Server, enter your TCPIP.DATA data set name in the TCPIP.DATA DSN

field. Review the Domain Name Resolution fields.
– If you are using TCPaccess CS, enter the required SSID in the TCPaccess CS SSID field. The SSN parameter in

the TCPaccess CS startup procedure identifies the subsystem ID.
• Press F6 (Action) to set the specified values and start the interface.
• Press F3 (File) to save your settings.

The Complete Setup panel appears with YES in the TCP/IP Sockets Interface Reviewed field.
• Press F3 (Exit).

The System Parameters panel appears.
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Meet Prerequisites for Using Web Interfaces

NOTE
The WebCenter component was deprecated in April of 2020. MainFrame Team Center for Network Management
(MTC-NM), which is documented in this space, is the official replacement for WebCenter. For details, refer to the
associated Product Update

If you are using Mainframe Team Center - Network Management, instruct all users to take the following actions:

• Clear the cache of their web browser to prevent them from getting a mix of old and new web files.
• Disable the pop-up blocker, or define Mainframe Team Center - Network Management as an allowed website.

Specify Web Interface Parameters

To specify web interface parameters, use the WEBCENTER - Web Interface Controls parameter group in the 3270
interface.

IMPORTANT
This parameter group, originally designed for WebCenter,  now applies exclusively to Mainframe Team Center -
Network Management, and the Access WebCenter field now indicates WebCenter Disabled.

Follow these steps:

1. Enter U next to the WebCenter Web Interface parameter group.
The WEBCENTER - WebCenter Web Interface Controls panel appears.

2. Tab to the Web Interface Port input field, and enter a unique value.
3. Complete the fields on the panel.

NOTE

For more information, press F1 (Help).
4. When you have completed all the fields, press F6 (Action) to set the specified values.

The web interface parameters are implemented.

NOTE

Save the location of the generated Access URL. You use this URL to access your product region using
WebCenter.

5. Press F3 (File) to save your settings.
The Fast Setup panel appears with the Reviewed column marked Yes for the WebCenter web interface parameters.

6. Press F3 (Exit).
You return to the System Parameters panel, and the parameters are implemented.

Update Additional Parameter Groups for NetMaster NM for TCP/IP

Update the following additional parameter groups for the product, if applicable:

Enable Metrics Feed to DX Application Performance Management

Perform this task only if you have a Cross-Enterprise APM license and you want to feed data to DX Application
Performance Management from this product region.

The APMEPAGENT parameter group configures the metrics feed to DX Application Performance Management.

NOTE
For information about how to configure DX Application Performance Management, see DX Application
Performance Management.
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Follow these steps:

1. Enter U next to the APMEPAGENT parameter group.
The APMEPAGENT - DX Application Performance Management EPAgent panel appears.

2. Complete the fields as required:
– Set the Enable EPAgent Client? field to YES.
– Set the IP Addr/Host Name that identifies your Environment Performance Agent.

NOTE
For information about the fields, press F1 (Help).

3. Press F6 (Action) to action the entries.
The region starts to feed metrics.

4. Press F3 (File) to save your settings.
The Complete Setup panel appears.

Implement External Applications Access

Perform this task only if you have installed NetSpy and you want to be able to start a NetSpy session from your product
region.

Follow these steps:

1. Enter U next to the $RM EXTAPPLS parameter group.
The EXTAPPLS - External Applications Access panel appears.

2. Under NetSpy Application Specifications, enter the NetSpy ACB Name.

NOTE
For information about the remaining fields, press F1 (Help).

3. Press F6 (Action) to action the entries.
4. Press F3 (File) to save your settings.

The Complete Setup panel appears.

Implement Links to NetSpy

Perform this task only if you have installed NetSpy and you want to make its data available to your product region.

Follow these steps:

1. Enter U next to the $ES NETSPYLINKS parameter group.
The NETSPYLINKS - Links to NetSpy Applications panel appears.

2. Enter the ACB name of the NetSpy X-communication (NSYXNAME). This name is used for the following
communications:
– NetSpy-to-NetSpy communication
– NetSpy-to-NetMaster communication

NOTE
For information about the fields, press F1 (Help).

3. Press F6 (Action) to action the entries.
4. Press F3 (File) to save your settings.

The Complete Setup panel appears.
5. Press F3 (Exit).

The System Parameters panel appears.

Discover System Resources

You can discover your system resources using Express Setup.
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Express Setup discovers resources and stores their definitions in a system image. Express Setup starts after initial
customization has completed.

Express Setup relies on SNMP, name lookup, and Netstat. Ensure that these facilities are configured correctly for
the stack that you previously configured.

NOTE
Express Setup uses SNMP to discover the IP nodes. If you have any special SNMP requirements for IP nodes,
define them using the Maintain SNMP Installation Details option on the TCP/IP Administration Menu. The
shortcut is /IPADMIN.S. The special requirements can include nonstandard community names or a requirement
to use a specific SNMP version.

Follow these steps:

1. Exit from the System Parameters panel if you have not already done so.
The Confirm Express Setup panel appears.

2. Select IP Express Setup.
3. Specify the values in the System Image and Version fields. These values default to the local z/OS system name and

the next available version number.
4. (Optional) Configure the $RMEXPR6 control member:

a. Copy dsnpref.NMC2.CC2DEXEC($RMEXPR6) into dsnpref.rname.TESTEXEC.
b. Update the dsnpref.rname.TESTEXEC($RMEXPR6) specifications. (For example, comment out the resources you

do not need to discover.)
c. Rename $RMEXPR6, and use this name in the Control Member field.

NOTE
For an overview of what resources Express Setup builds when using the default $RMRXPR6 control
member, see the online help.

5. Set Load Image? to YES.
This system image is loaded after the discovery has completed.

6. Set the Create Application Name Definitions? field to YES.

NOTE
When the value is YES, application name definitions are created automatically for important discovered
address spaces. You can implement extra application names manually later. For more information, refer to
the Implementing topics in the NetMaster NM for TCP/IP documentation. If you are migrating, set this field to
NO and migrate your application name definitions.

7. Press F6 (Action).
The Express Setup Status panel appears. This panel reports the progress of the resource discovery and the number of
resources successfully discovered.

NOTE
Your site configuration determines the duration of this process.

To access Express Setup after your first logon, enter /RADMIN.AD.I at the command prompt.

NOTE
For information about reviewing and administering the resources that Express Setup discovers, refer to the
Implementing topics in the NetMaster NM for TCP/IP documentation.

Set Up the System Image to Load on Restart

This procedure ensures that a system image is loaded when the region initializes.

Follow these steps:

1. Enter /PARMS at the command prompt.
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The Parameter Groups panel appears.
2. Enter U next to the $RM AUTOIDS parameter group.

The AUTOIDS - Automation Identifiers panel appears.
3. Enter a question mark (?) in the System Image Name field.

The System Image List panel appears.
4. Select the System Image and Version you specified during Express Setup.
5. Press F6 (Action) if the system image is not already loaded.

WARNING
F6 (Action) replaces the currently loaded system image. If you do not want to load the system image now,
skip this step.

6. Press F3 (File).
The system image loads each time the product region starts.

Review Region Status

After you complete the initial product customization, review the status of your region to verify that it is ready for use.

Follow these steps:

1. Enter /IPTEST at the command prompt.
A summary of region configuration details appears.

2. Ensure that the information that appears is as expected based on the customization that you have performed in this
section.

NOTE
Red text indicates an error, and yellow text indicates a warning.

3. Address any errors or warnings by reviewing the customization steps that you previously performed to ensure that you
have not missed any steps.

 For more information about how to perform a self-test, see the Administrating topics in the NetMaster NM for TCP/IP
documentation.

Use Express Setup

Express Setup defines a collection of resources, which is a static snapshot at the time of discovery. The collection is not
updated dynamically even if a new resource appears a minute later. To capture new resources, update the collection. Add
new resources to the collection (or system image) manually.

Review your monitoring environment over time. Add local knowledge to the monitoring setup. Modify the discovered
resources so that you are monitoring only things that are critical to your business. Modify the monitoring of a resource
from the IP resource monitor (/IPMON) using the UM line command.

Aim to get your region to satisfy the following objectives:

• Everything that is monitored is useful so that each alert must be taken notice of and each status change is significant.
• Only the things you want are monitored, but in depth.
• The automated actions are targeted and valuable.

Monitoring everything wastes system resources and is distracting -- inconsequential alerts can distract you while causing
you to miss the important ones. Removing unnecessary monitoring also reduces the processing that the region has to do.

Express Setup is a process that you run during your first logon to a new region. The process uses rules to discover the IP
resources that are present at the time it runs, such as:
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• Address spaces
• IP nodes within a specified number of hops
• Defined Open Systems Adapter (OSA)
• Virtual IP address (VIPA)
• Enterprise Extender (EE) devices

If requested, Express Setup also defines simple business applications.

What Express Setup discovers can only be a starting point for your monitoring environment. Express Setup does not know
your business or your wider network.

Everything Express Setup discovers is placed in a system image. You can have multiple system images, each containing
a particular collection of resources. System images are given unique names -- generally the system ID and a version
number (for example, SYS1-0001). A region can have only one system image active at a time.

You can rerun Express Setup but only if a major reconfiguration has occurred since the last time it was run. Rerunning
Express Setup creates another system image, which has to be reconfigured from scratch. The changes that you made to
the existing system image are not propagated to the new image.

For more information, see Implementing.

Customize NetMaster FTM
After you have completed the common customization tasks for NetMaster FTM, perform the following
unique customization tasks for the product:

Update and Review the Unique Fast Customization Parameters for NetMaster FTM

When you performed the common customization tasks for NetMaster FTM, you updated and reviewed the common fast
customization parameters for all NetMaster products. Next, update and review the unique fast customization parameters
for NetMaster FTM, as follows:

Implement the TCP/IP Sockets Interface Parameters

This procedure enables TCP/IP support. Access to sockets interfaces requires UNIX System Services authorization,
which should have been done via the section Prepare IBM Communications Server (TCP/IP and FTM Only).

1. Enter U next to the TCP/IP Sockets Interface parameter group.
The first SOCKETS - TCP/IP Sockets Interface panel appears.

2. Tab to the TCP/IP Software Type input field, and enter the required value.
Only one type of TCP/IP software can be configured as the sockets interface in each region.

3. Complete the remaining fields on the first panel.
For more information, press F1 (Help).

The Inbound Connections Port field contains a default port number. If another region on this system is already using that
number, update the field.

NOTE
The port number must be unique on a system.

• Press F8.
The second panel for this parameter group appears.

• Complete the fields on the panel.
Specify the details of the TCP/IP software as follows:
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– If you are using the IBM Communications Server, enter your TCPIP.DATA data set name in the TCPIP.DATA DSN
field. Review the Domain Name Resolution fields.

– If you are using TCPaccess CS, enter the required SSID in the TCPaccess CS SSID field. The SSN parameter in
the TCPaccess CS startup procedure identifies the subsystem ID.

• Press F6 (Action) to set the specified values and start the interface.
• Press F3 (File) to save your settings.

The Complete Setup panel appears with YES in the TCP/IP Sockets Interface Reviewed field.
• Press F3 (Exit).

The System Parameters panel appears.

Implement File Transfer Mechanism Parameters

If you are licensed for CONNECT:Direct or CONNECT:Mailbox, the fast setup displays the following interface parameters:

• CDAPI -- CONNECT:Direct
• CMAPI -- CONNECT:Mailbox

To implement file transfer mechanism parameters:

1. Enter U beside the required parameter group (either CDAPI or CMAPI). The selected panel appears.
2. Complete the fields on this panel. Press F1 (Help) for more information.
3. Press F6 (Action) to action the entries.
4. Press F3 (File) to save your settings.

The Customizer : Fast Setup panel appears with the Reviewed column marked Yes for each updated field.
5. Repeat these steps for the other parameter group.

Update and Review Additional File Transfer Mechanism Parameter Groups for NetMaster FTM

To begin the process of updating and reviewing other customization parameters, open the System Parameters panel, and
select Custom Setup or Complete Setup. Update and review the following parameter groups:

If you are using XCOM Data Transport or a file transfer application that interfaces with NetMaster FTM through the generic
event API, you need to review and update the appropriate parameter group:

• XCOM Data Transport interface parameters - XCAPI
• Generic API interface parameters - GEAPI

NOTE

You must reassemble your NMFT Generic Support API code if you use an IPv6 address as the source or target
node address.

To update the parameters:

1. Enter U beside the required parameter group.
The selected panel appears.

2. Complete the fields on this panel. Press F1 (Help) for more information.
3. Press F6 (Action) to action the entries.
4. Press F3 (File) to save your settings.

The Customizer : Fast Setup panel appears with each updated field marked as YES.
5. Repeat these steps for the other parameter group.

To set up a generic file transfer product to work with this product, see Administrating.
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Customize Region for FTP Events

Use this procedure to enable the flow of FTP events to and the receipt of the events in your region.

1. Access the FTPCNTL parameter group.
2. To monitor the IBM FTP Server:

a. Verify that you have prepared your TCP/IP interface for the IBM Communications Server.
The FTP event flow to the region is enabled.

b. For the FTPCNTL parameter group, set the following options:
• Enable FTP Event Receiver = YES.
• FTP Transfer ID = FTPXFER.

3. Press F6 (Action).
Your changes are implemented.

Define File Transfer Resources to Your Region

This task partially builds your file transfer management environment.

If you are using this product for the first time, use the File Transfer Assisted Resource Definition Facility. The facility
provides default parameter values that determine how and when automation will operate.

To use the File Transfer Assisted Resource Definition Facility:

1. At the AutoAssist Setup panel, enter S beside the File Transfer Assisted Resource Definition option.
The Assisted Resource Definition panel appears. (If you are using a model 2 terminal, press F8 to scroll forward to
select the option.)

2. Define the file transfer resources.
For more information about how to define resources, see Administrating.

Define the Region as a SOLVE:FTS User

You can enable the product region to execute commands in the managed SOLVE:FTS regions.

To define a region as a SOLVE:FTS user, complete the following steps:

1. Define its BSYS background user in each of the SOLVE:FTS regions by copying its user ID definition, xxxxBSYS.
2. In the product region, enter CMD at a command prompt to access the Command Entry panel.
3. Enter SHOW USERS to list the users who are currently logged on to the region and find the ID of the BSYS

background user.

Review Region Status

After you complete the initial product customization, review the status of your region to verify that it is ready for use.

1. Enter the SELFTEST command on the OCS panel at the command prompt.
A summary of region configuration details appears.

2. Verify that the information that appears is as expected based on the customization that you have performed in this
section.

NOTE
Red text indicates an error, and yellow text indicates a warning.

3. Address any errors or warnings by reviewing the customization steps that you previously performed to ensure that you
have not missed any steps.

For more information about how to perform a self-test, see the Administrating. topics in the NetMaster NM for TCP/IP
documentation.
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Automation for File Transfer Schedule Monitors

Use the Additional Details panel of an FTSCHD-class file transfer schedule monitor resource when automating schedule
activities.

Business Value:

NetMaster FTM encourages the automation of manual processes. Coding of automation is expensive in terms of time,
effort, and maintenance when point solutions are developed. The Additional Details panel stores specified text as
variables that you can use in a generic process. Building automation using generic processes enables one piece of
automation code to be used for multiple resources.

Additional Considerations:

The definition for a file transfer schedule monitor resource includes an Additional Details panel, where you can add 16
lines of free-format text. Values entered at this panel are available to processes as variables, &ZRMDBADDET1 through
&ZRMDBADDET16. Each line can hold 70 characters of text. The Additional Details panel supplements other panels
whereby resource data is made available to automation processing.

Monitoring of file transfer schedules is often closely related to batch processing. A good use of this panel is to standardize
areas of this panel for use in building generic automation for batch processing, for example:

• Use Line 1 to specify the prerequisite suite of batch jobs.
• Use Line 2 to specify the contact details (for example, name and telephone number) for the prerequisite jobs.
• Use Line 3 to specify the post-processing suite of batch jobs.
• Use Line 4 to specify the contact details for the post-processing jobs.

Your automation process can use &ZRMDBADDET1through &ZRMDBADDET4 to ascertain batch processing details, and
you can define one generic process to manage all file transfer schedules.

More Information:

For more information about how to define processes, see the Administrating topics in the NetMaster NM for TCP/IP
documentation.

Customize NetMaster NA
After you have completed the common customization tasks to NetMaster NA, perform the following unique customization
tasks for the product.

Update and Review the Unique Fast Customization Parameters for NetMaster NA

When you performed the common customization tasks for NetMaster NA, you updated and reviewed the common fast
customization parameters for all NetMaster products. Next, update and review the unique fast customization parameters
for NetMaster NA, as follows:

Implement the PPO Message Interface

Use this procedure to implement the Primary Program Operator (PPO) message interface.

Follow these steps:

1. Enter U beside the PPO Message Interface Details parameter group. The PPO - PPO Message Interface Details panel
appears.

2. Verify the PPO ACB Name.
3. Press F6 (Action) to set the specified values and start the interface.
4. Press F3 (File) to save your settings.
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The Customizer : Fast Setup panel appears with the Reviewed column marked Yes for the PPO Message Interface
Details.

Implement SNA Automation Specifications

Use this procedure to implement the SNA automation specifications.

Follow these steps:

1. Enter U beside the SNA Automation Specifications parameter group. The AUTOSNACNTL - SNA Automation
Specifications panel appears.
You may accept the default values and customize them later. If you want to customize the parameter group, see
Administrating.

2. Press F6 (Action) to action the entries.
3. Press F3 (File) to save your settings.

The Customizer : Fast Setup panel appears with the Reviewed column marked Yes for the SNA automation
specifications.

Update and Review Additional Parameter Groups  for NetMaster NA

To begin the process of updating and reviewing other customization parameters, open the System Parameters panel, and
select Custom Setup or Complete Setup. Update and review the parameter groups, as described in the sections below.

Implement the TCP/IP Sockets Interface Parameters

This procedure enables TCP/IP support. Access to sockets interfaces requires UNIX System Services authorization,
which is descrbed in Prepare IBM Communications Server (TCP/IP and FTM Only).

Follow these steps:

1. Enter U next to the TCP/IP Sockets Interface parameter group.
2. Tab to the PFS Name input field, and enter the required value. This is the name of the z/OS Communications Server

TCP/IP job.
3. The Inbound Connections Port field contains a default port number. If another region on this system is already using

that number, update the field.
NOTE
The port number must be unique on a system.

4. (Optional) Specify the Retry Interval.
5. Specify the Obeyfile DSN for the Work Dataset.
6. Press F6 (Action) to set the specified values and start the interface.
7. Press F3 (File) to save your settings.

The display returns to the Parameter Groups listing and displays the Parameter group $NM SOCKETS updated
message.

For more information on entering fields, press F1 (Help).

Network Discovery

Review and customize the AUTOSNACNTL parameter group to discover only those resources that are relevant to your
automation requirements. For example, we do not recommend that you discover all logical units (LUs). If you must monitor
some LUs, then customize your filter to identify this subset specifically.

Business Value:

Monitoring everything wastes system resources and is very distracting -- you can be distracted by inconsequential alerts
while missing the important ones. Removing unnecessary monitoring also reduces the processing the region has to do.
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Additional Considerations:

NetMaster NA performs a network discovery based on a customizable discovery filter. In a large SNA network, based on
the scope of the discovery, you can discover tens of thousands of resources. While NetMaster NA scales to monitor large
networks, it is prudent to discover only relevant resources.

More Information:

For more information about how to customize SNA resource discovery, see Administrating.

Perform Additional Customization

You have now completed the initial customization tasks for your product. Administrating describes other ways that you can
customize your product.

NOTE
You can enable your product to work with NetMaster NM for SNA and Tivoli NetView.

Customize CA NetMaster NM for SNA
After you have completed the common customization tasks for NetMaster NM for SNA, perform the following
unique customization tasks for the product.

NOTE
After you complete customization, you can use product system variables and z/OS static system symbols to help
you plan the future deployment to multiple regions. You generate an initialization (INI) file where you can use
these variables and symbols. For information about setting up the INI file, see Administrating.

Update and Review the Unique Fast Customization Parameters for NetMaster NM for SNA

When you performed the common customization tasks for NetMaster NM for SNA, you updated and reviewed the
common fast customization parameters for all CA NetMaster products. Next, update and review the unique fast
customization parameters for NetMaster NM for SNA, as follows:

Implement the PPO Message Interface

Use this procedure to implement the Primary Program Operator (PPO) message interface.

Follow these steps:

1. Enter U beside the PPO Message Interface Details parameter group. The PPO - PPO Message Interface Details panel
appears.

2. Verify the PPO ACB Name.
3. Press F6 (Action) to set the specified values and start the interface.
4. Press F3 (File) to save your settings.

The Customizer : Fast Setup panel appears with the Reviewed column marked Yes for the PPO Message Interface
Details.

Implement the CNM Interface

To implement the CNM interface, you need to define the following:

• CNM ACB details
• CNM procedure and status
• CNM user exit and status
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NOTE
Before performing this procedure, ensure that you have set up the CNM Routing Table.

Follow these steps:

1. Enter U beside the CNM Interface Details parameter group. The CNM - CNM Interface Details panel appears.
2. Verify the CNM ACB Name.
3. Complete the remaining fields on the panel. For information on these fields, press F1 (Help).
4. Press F8 (Forward). The second panel for this parameter group appears.
5. Complete the CNM User Exit Details. For information on these fields, press F1 (Help).

NOTE
This page allows you to specify a CNM user exit. If you are installing NetMaster NM for SNA for the first
time, you must leave this blank and consider implementing a user exit later. See Administrating for more
information about the CNM user exit.

6. Press F6 (Action) to set the specified values and start the interface.
7. Press F3 (File) to save your settings.

The Customizer : Fast Setup panel appears with the Reviewed column marked Yes for the CNM interface details.

Implement SAW

To implement session awareness (SAW), you must define the following:

• SAW ACB details
• SAW start options and status
• SAW user exit and status

NOTE
Before performing this procedure, ensure that you have set up the CNM Routing Table.

Follow these steps:

1. Enter U beside the Session Awareness (SAW) Details parameter group. The SAW - Session Awareness (SAW)
Details panel appears.

2. Verify the SAW ACB Name.
3. Complete the remaining fields on the panel. For information on these fields, press F1 (Help).
4. Press F8.

The second panel for this parameter group appears.
5. Complete the NTS User Exit Details. For information on these fields, press F1 (Help).

NOTE
This page allows you to specify an NTS user exit. If you are installing NetMaster NM for SNA for the first
time, leave this blank and consider implementing a user exit later. See Administrating for more information
about the NTS user exit.

6. Press F6 (Action) to set the specified values and start session awareness.
7. Press F3 (File) to save your settings.

The Customizer : Fast Setup panel appears with the Reviewed column marked Yes for the Session Awareness (SAW)
Details.

Update and Review Additional Parameter Groups for NetMaster NM for SNA

To begin the process of updating and reviewing other customization parameters, open the System Parameters panel, and
select Custom Setup or Complete Setup. Update and review the following parameter groups:
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Implement the TCP/IP Sockets Interface Parameters

This procedure enables TCP/IP support. Access to sockets interfaces requires UNIX System Services authorization,
which is descrbed in Prepare IBM Communications Server (TCP/IP and FTM Only).

Follow these steps:

1. Enter U next to the TCP/IP Sockets Interface parameter group.
2. Tab to the PFS Name input field, and enter the required value. This is the name of the z/OS Communications Server

TCP/IP job.
3. The Inbound Connections Port field contains a default port number. If another region on this system is already using

that number, update the field.
NOTE
The port number must be unique on a system.

4. (Optional) Specify the Retry Interval.
5. Specify the Obeyfile DSN for the Work Dataset.
6. Press F6 (Action) to set the specified values and start the interface.
7. Press F3 (File) to save your settings.

The display returns to the Parameter Groups listing and displays the Parameter group $NM SOCKETS updated
message.

For more information on entering fields, press F1 (Help).

Perform Additional Customization

You have now completed the initial customization tasks for your product.

Administrating describes other ways that you can customize your product.

Apply Maintenance for VSAM and RAMDB
Perform these tasks to apply maintenance to VSAM and RAMDB data sets:

Update VSAM Data Sets

If an installed SMP fix contains maintenance for the VSAM data sets, an action needs to be performed to update the
product run-time VSAM datasets. The required update can be performed several alternative ways. Decide which best
suits your environment.

• The SMP fix contains HOLDDATA with JCL examples to manually update the product run-time VSAM datasets.
• If an installed SMP fix contains maintenance for the VSAM data sets, maintenance option 8.V of the Installation Utility

becomes available. To complete the maintenance, select the option to generate JCL to update the data sets for the
regions you have set up.

• Enhancement PTF SO07237 provides a VSAMUPDATE parameter group that enables automated VSAM updates.

Generate VSAM update JCL via Install Utility:

1. Access the ISPF/PDF Primary Menu, and select the COMMAND option.
The ISPF Command Shell panel appears.

2. At the command prompt, execute the following command:
EXEC 'dsnpref.NMC2.CC2DJCL(C2DINST)'

The Install Utility title panel appears.
3. Press Enter.

The Install Utility Primary Menu panel appears.
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4. Enter 8 (Maintain Products).
The MAINTENANCE Primary Menu panel appears.

5. Enter V (Update MODS, PANELS, and NETINFO data sets with installed maintenance).
The MAINTENANCE Shared Region Data Sets panel appears.

6. Review the information, and press Enter.
7. At the MAINTENANCE JOBCARD Information panel, specify your JOBCARD details and press Enter.
8. At the MAINTENANCE JCL Library Creation panel, review your fix JCL library. The library has the following default

name:
dsnpref.NMC2.FIX.VSAMUPD.JCL

– dsnpref
Specifies the same data set prefix that is used for the dsnpref.NMC2.CC2DJCL data set.

NOTE
Each time that you apply maintenance, use a new output data set. The new data set ensures that your
maintenance JCL library includes only the jobs that are required for the maintenance you are installing. To
use a new data set, take one of the following actions:

• Delete the library by issuing a TSO DELETE command and the library name, at the command prompt.
• Specify a new data set name.

9. Press Enter to proceed with the generation of the maintenance JCL.
10. Submit and run the job F21RFRSH.

The job updates the VSAM data sets.

NOTE
The utility also generates the following jobs: F22DUMP and F23REST. If a shared DASD is not available,
the jobs help you deploy those updates to a target system. The F22DUMP job creates a backup data set
that includes the updated VSAM data sets, which you deploy to the target system. This backup data set is
dsnpref.DFDSS.SHARED. The F23REST job, when submitted on the target system, restores the updated
VSAM data sets from the backup data sets.

11. Press F3.
The Install Utility Primary Menu panel appears.

12. Press F4 to exit the Install Utility Primary Menu panel and return to the ISPF Command Shell panel, or continue with
the other options.

Automatic Updates via VSAMUPDATE parameter group:

You might want to use automatic VSAM updates on a Test LPAR only, and then manually deploy updates to Production,
along with non-VSAM (LOADLIB and EXEC code), as per site procedures.

IMPORTANT

To prevent file corruption in cases where the MODS and Panels datasets are shared between NetMaster
Regions, verify that VSAMUPDATE is enabled on only one region.

1. In a multisystem environment, where DASD is shared, the MODS and Panels datasets are shared between LPARS,
and NetMaster Regions are linked, choose a focal point region to perform VSAM updates.

2. If the product region COMMANDS DD concatenation is using the SMP/E low level qualifier naming scheme
(CxxxEXEC), ensure that the corresponding CxxxVSMI datasets are available to the product region.

3. If the COMMANDS DD is not using the SMP/E low level qualifier, allocate a VSAMINIT DD in the NMDRVCTL
allocation control member (RUNSYSIN) that has the corresponding CxxxVSMI contents.

4. Log on to the product region and enter /PARMS.
The $NM VSAMUPDATE parameter group is displayed.

5. Update the parameter group and set Enable VSAM updates? to YES.
6. Press F6 to action.
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The VSAMINIT DD will be verified if preallocated or dynamically allocated if needed. A check for missing VSAM
maintenance is performed.

7. Press F3 to save your update.

NOTE

When VSAM updates are enabled and an update is performed, a VSAM refresh occurs on connected
regions.

RAMDB Maintenance

This section describes how to apply the maintenance to RAMDB and details the command syntax of the $RMDB04D
maintenance utility. You apply this maintenance in an active region.

WARNING
The RAMDB data set must not be updated with the individual replacement records using the IDCAMS REPRO
command.

You use $RMDB04D OPT=APPLY to apply the maintenance. When applying maintenance, you can use the DIFF operand
to display details of what differences are being added, replaced, or deleted by the maintenance.

Create Backup RAMDB

As a safety precaution, create a backup of your RAMDB, RAMDBd, before applying maintenance.

Follow these steps:

1. Allocate RAMDBd in the same way that RAMDB was allocated.
The cluster definition is in dsnpref.NMC2.rname.JCL(S01LCALC).

2. Stop the product region.
3. Copy the data from RAMDB to RAMDBd using IDCAMS REPRO command.

NOTE
For information, see the example in dsnpref.NMC2.rname.JCL(S04LDVSM).

4. Restart the product region.

Apply Maintenance to RAMDB

You can apply the maintenance directly to your RAMDB. The maintenance can then propagate to all connected regions,
if any. If necessary, you can restore the maintenance using your RAMDBd as input (if the maintenance has not yet been
applied to RAMDBd).

Follow these steps:

1. Log on to your product region and enter CMD.
The command entry panel appears.

2. Check the RAMDB fix by entering the following command:
$RMDB04DOPT=APPLYFIX=fix-name CHECK=YES

– fix_name
Is RAM@UPDT for published solutions or TZddddd for test fixes.

When the APPLY CHECK finishes, a report appears. The report shows whether an APPLY of the fix will be successful
and also exactly what changes will result from the APPLY.
You perform this step for the following reasons:
– See what happens if a fix is applied to a RAMDB.
– See whether a fix has been applied to a RAMDB.

3. Apply the RAMDB fix by entering the following command:
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$RMDB04D OPT=APPLY FIX=fix_name

NOTE
If a RAMDB fix does not apply correctly or you want to restore a fix, restore the RAMDB maintenance.

Restore RAMDB Maintenance

(Optional) The RESTORE option can be used to remove an applied fix from the RAMDB by using RAMDBd as input. The
fix is effectively reversed. Any added objects are deleted and any deleted or replaced objects are copied from RAMDBd
back to the RAMDB.

To restore the fix, enter the following command:

$RMDB04D OPT=RESTORE FIX=fix_name DDBDSN=?RAMDBd-dataset-name DDB=?RAMDBd

• ?RAMDBd
Specifies the ddname for the backup RAMDB.

• ?RAMDBd-dataset-name
Specifies the full data set name of the backup RAMDB.

RAMDB Maintenance Utility Syntax

This section describes the syntax of the RAMDB maintenance utility.

$RMDB04D OPT=APPLY

This utility option applies a fix to a RAMDB or verify a fix against a RAMDB.

This option has the following format:

$RMDB04D OPT=APPLY

         FIX=fix-number

        [DDNAME=ddname | DATASET=dataset-name]

        [CHECK={NO | YES]

        [DIFF={YES | NO}]

        [FORCE={NO | YES}]

        [CONFIRM={YES | NO}]

        [DB=file-id [DBDSN=db-dataset-name]] 

• OPT=APPLY
Specifies that a fix is being applied to a RAMDB.

• FIX=fix-number
Specifies the fix number. This number is used as the member name of the input partitioned data set.

• DDNAME=ddname | DATASET=dataset-name
(Optional) Specifies one of the following parameters:
– DDNAME parameter if you have already allocated the data set containing the fix to the system
– DATASET parameter if you want to allocate the data set containing the fix and to free the data set after the fix has

been retrieved
These two parameters are mutually exclusive and, therefore, you cannot specify both of them. If neither is specified,
the COMMANDS DD concatenation in the region is used.

• CHECK={NO | YES}
(Optional) Specifies whether the fix is checked. If you specify YES, the fix is checked only for compatibility with the
database. The fix is not applied to the database. The verification phase is always performed regardless of the value
specified. However, this parameter determines whether the phase is the only phase to be performed.

• DIFF={YES | NO}
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(Optional) Specifies whether differences are displayed. If you specify YES, the differences between the target objects
and the new objects in the fix are displayed for each updated object. This report applies to any SET (update) and
CREATE (add) actions in the fix member where the target objects already exist.
Default: YES

• FORCE={NO | YES}
(Optional) Specifies whether the fix is applied regardless of the success or failure of the verification phase. However, if
CHECK=YES is specified, the FORCE parameter has no effect.

• CONFIRM={YES | NO}
(Optional) Specifies whether the fix is retrieved and the syntax is checked before being presented as a panel for
browsing. The panel enables you to view the fix and confirm the application. After you confirm, the fix is applied, and
the message log displays another panel for browsing. If you specify NO, the fix is applied without presenting any
confirmation panel. The message log is written to the terminal rather than being displayed as a panel.
The message log is always written to the activity log regardless of the options specified.

• DB=file-id [DBDSN=db-dataset-name]
(Optional) Specifies the DB parameter to apply the fix to a database other than the currently allocated RAMDB. This
parameter specifies the file ID of the target database. If you also specify the DBDSN parameter, the specified data
set is allocated a ddname, file-id. The data set is then opened and started. The database is not freed after the fix is
applied. If the database is already allocated, the specified data set name is verified as allocated to the ddname, file-id.
The data set is opened to the same file ID.

$RMDB04D OPT=RESTORE

This utility option reverses the effect of a fix.

This option has the following format:

$RMDB04D OPT=RESTORE

         FIX=fix-number

        [DDNAME=ddname | DATASET=dataset-name]

        [CONFIRM={YES | NO}]

        [TDB=target-file-id [TDBDSN=target-dataset-name]] 

        [DDB=source-file-id [DDBDSN=source-dataset-name]] 

• OPT=RESTORE
Specifies that a fix, which has been applied to the target RAMDB, is being reversed.

• FIX=fix-number
Specifies the fix number that you want to back out of the RAMDB. This number is used as the member name of the fix
data set. The number is verified against the contents of the member for the correct fix.

• DDNAME=ddname | DATASET=dataset-name
(Optional) Specifies one of the following parameters:
– DDNAME parameter if you have already allocated the data set containing the fix to the system
– DATASET parameter if you want to allocate the data set containing the fix and to free the data set after the fix has

been retrieved
These two parameters are mutually exclusive and, therefore, you cannot specify both of them. If neither is specified,
the COMMANDS DD concatenation in the region is used.

• CONFIRM={YES | NO}
(Optional) Specifies whether the fix is retrieved and the syntax is checked before being presented as a panel for
browsing. The panel lets you view the fix and confirm the restoration process. After you confirm, the fix is removed
and the original data restored. The message log is presented as another panel for browsing. If you specify NO, the
restoration process proceeds without presenting any confirmation panel. The message log is written to the terminal
rather than being displayed as a panel.
The message log is always written to the activity log regardless of the options specified.

• TDB=target-file-id [TDBDSN=target-dataset-name]
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(Optional) Reverses a fix in a database other than the currently allocated RAMDB. This parameter specifies the file ID
of the target database. If you also specify the TDBDSN parameter, the specified data set is allocated a ddname, target-
file-id.The data set is then opened and started. The database is not freed after the restoration process. If the database
is already allocated, the specified data set name is verified as allocated to the ddname, target-file-id. The data set is
opened to the same file ID.

• DDB=source-file-id [DDBDSN=source-dataset-name]
(Optional) Specifies the file ID of the source database.

NOTE
Restoration requires the specification of the distribution (source) database through the DDB parameter.The
source database must be a copy of the original database. If you also specify the DDBDSN parameter,
the specified data set is allocated a ddname, source-file-id. The data set is then opened and started. The
database is not freed after the restoration process. If the database is already allocated, the specified data set
name is verified as allocated to the ddname, source-file-id. The data set is opened to the same file ID.

Define UNIX System Service (USS) Authorization
NOTE

All tasks apply to NetMaster NM for TCP/IP and NetMaster FTM.

NetMaster NA and NetMaster NM for SNA can optionally use the SOCKETS Interface. In this case, perform the
step described in the "Set Up OMVS Segment for Region STCs" section that follows.

Defining UNIX System Service (USS) authorization gives the product region access to the sockets interfaces, grants the
ability to issue UNIX shell commands, and lets the SOLVE SSI region collect data for the Packet Analyzer. This section
describes how to set up OMVS segment security definitions to provide UNIX System Services authorization for your
regions.

Meet USS Authorization Requirements

To complete this task, you must have the following rights:

• Administrative access to your security package
• OMVS shell write privileges

To authorize a user, you can use one of the following OMVS segments:

• Default OMVS segment
• Specific OMVS segment

USS commands run by default under the region Started Task userid. The userid for the NetMaster region must have an
OMVS segment that specifies a uid number and a home directory in the external security product definition. See the next
section, Set Up OMVS Segment for Region STCs.

The authorization of users requires either a passticket implementation or NetMaster region access to the BPX.DAEMON
facility. See Configure for User Level USS Authorization later on this page.

Set Up OMVS Segment for Region STCs

To set up an OMVS segment for each region STC that you want to authorize:

1. Assign an OMVS UID number to each region STC. If your security administrator does not have a policy for assigning
OMVS UID numbers, use a unique number.
If you are implementing daemon processing for user level authorization, then the region STC must be a superuser.
For ACF2: To define a non-zero superuser, specify the RESTRICT keyword on the INSERT for the user ID.
For RACF: To define a non-zero superuser, specify TRUSTED(YES) on the RDEFINE for the user ID

 142



 Installing

NOTE

For more information about OMVS UID numbers, see the IBM UNIX System Services Planning guide.
2. Define the OMVS segment for each region STC. For a region STC IDuuuuuuu, UID number nnn, and user home

directory /u/name, enter the following commands:
– For an ACF2 for z/OS system, enter the following commands:

SET PROFILE(USER) DIV(OMVS)

INSERT uuuuuuu UID(nnn) HOME(/u/name) PROGRAM(/bin/sh)

– For a Top Secret for z/OS system, enter the following commands:
TSS ADD(uuuuuuu) HOME(/u/name) OMVSPGM(/bin/sh) UID(nnn)

GROUP(OMVSGRP)

– For a RACF system, enter the following command:
ALU uuuuuuu OMVS(UID(nnn) HOME(/u/name) PROGRAM(/bin/sh))

NOTE
The OMVS segment must contain a home directory (HOME) and a login shell (PROGRAM or OMVSPGM).

3. Confirm the contents of the OMVS segment by entering the following commands:
– For an ACF2 for z/OS system, enter the following commands:

SET PROFILE(USER) DIV(OMVS)

LIST uuuuuu 

– For a Top Secret for z/OS system, enter the following command:
TSS LIS(uuuuuu) DATA(ALL)

– For a RACF system, enter the following command:
LISTUSER uuuuuu OMVS NORACF

4. Define a home directory to each region STC, and ensure that the UID has at least READ access to it.
For example, to set up the directory, /u/name for UID(nnn), issue the following commands in the OMVS UNIX shell:
mkdir /u/name

chown nnn /u/name

chmod 777 /u/name 

5. Confirm the owner and access to the directory by using the following command:
ls -ld /u/name 

The following result appears:
drwxrwxrwx   2 usergroup  8192 Sep  31 14:58 /u/name 

6. Ensure that the region STC has read/write access to the Unix System Services path. This path, which is defined in /
PARMS USS, enables communication between the region and UNIX System Services, and contains a UNIX socket
and a link entry for the NM129 file. The default path is /tmp; it can be customized for your organization in /PARMS
USS. After region startup, issue the SELFTEST UNIXBSYS command to verify access.

7. If you are using the NetMaster SYSLOGD interface, ensure that the NetMaster user ID has READ access to
SUPERUSER.PROCESS.GETPSENT and SUPERUSER.PROCESS.KILL in the USS privileges of your external
security system; this enables the system to restart SYSLOGD during region initialization.

NOTE
If you use CAHFS security in ACF2 or TSS, the NetMaster user ID will need read access
to BPX.CAHFS.PROCESS.GETPSENT and BPX.CAHFS.PROCESS.KILL instead of
SUPERUSER.PROCESS.* statements.

Configure for User Level USS Authorization

In a default configuration, all UNIX commands (USS,NETSTAT) run under the region STC userid. Regions running
SEC=NMSAF or SEC=NMSAFF can use either daemon or passtickets processing to authorize users for UNIX, as follows:
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• If you have previously implemented passtickets for OMVSAPPL and are generating them successfully, then the
passtickets are used to create a user authorized environment (__passwd). You do not need to perform any additional
steps to authorize the region STC userids. 

• If you have not previously implemented passtickets, we recommend you use daemon processing to create a user
authorized environment (setuid). For details, see Enable Daemon Processing on this page.

• If daemon processing is not an option at the customer site, you will need to implement passtickets for OMVSAPPL. For
details, see Enable Passticket Generation for OMVSAPPL on this page.

• Set up an OMVS segment for NetMaster users, if you have not already done so. You might have already have set up
an OMVS segment for Netmaster users under TSO. In that case, you do not need to create another OMVS segment
for NetMaster users. For instructions to set up the OMVS segment if necessary, see Set Up OMVS Segment for
NetMaster Users on this page.

Enable Daemon Processing

To enable daemon processing:

1. Verify that the NetMaster Region STC is defined as a superuser according to the installation and security standards of
your organization.
This approach applies whether you are using Top Secret for z/OS, ACF2, or IBM RACF.

2. If your site has defined the BPX.DAEMON facility, grant READ access the NetMaster STC user ID.
The following sections provide the TSO commands for doing so, for Top Secret for z/OS, ACF2, and IBM RACF.

NOTE

If the region is not permitted to create the user environment, the system logs the following message: N2U202
UNIX ENVIRONMENT USING REGION AUTHORITY. The UNIX command is processed under the NetMaster
STC user ID.

Top Secret for z/OS

In Top Secret for z/OS systems, enter these commands:

TSS PERMIT(acid) IBMFAC(BPX.DAEMON) ACC(READ)

TSS REFRESH(acid) JOBNAME(*)

ACF2

In ACF2 systems, enter the following commands:

SET RESOURCE(FAC) 

RECKEY BPX ADD(DAEMON UID(acid) SERVICE(READ) ALLOW)

Enter the following console command to refresh ACF2:

F ACF2,REBUILD(FAC)

RACF

In RACF systems, enter the following commands:

PERMIT BPX.DAEMON CLASS(FACILITY) ID(acid) ACC(READ)

SETROPTS RACLIST(FACILITY) REFRESH

For More Information

See the following sections of the IBM UNIX System Services Planning manual for more details on daemon processing:
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• Setting up for daemons
• Establishing the correct level of security for daemons

Enable Passticket Generation for OMVSAPPL

If you have not already enabled passticket generation for applid OMVSAPPL, follow these instructions to enable it for your
security product: ACF2, Top Secret for z/OS, or IBM RACF. You do not need to perform any additional steps to enable
passticket generation in NetMaster NM for TCP/IP.

For instructions to use OMVSAPPL, see the IBM UNIX System Services Planning Guide.

Session Key

The session key is used as input into the passticket generator, to create the passticket that is used instead of a password.
This description of the session key applies to ACF2, Top Secret for z/OS, and IBM RACF. Keep this description in mind
when you implement the instructions in one of the following sections for your security product.

(session key)

Defines an encryption key of 16 random hexadecimal digits. These digits form an 8-byte or 64-bit session key.  At your
discretion, you can use any session key. NetMaster NM for TCP/IP accepts any session key that you create.

An example follows:

0123456789ABCDEF

ACF2

Enter the following commands to set the security requirements in an ACF2 for z/OS system:

SET PROFILE(PTKTDATA) DIVISION(SSIGNON) 

INSERT OMVSAPPL SSKEY(session key) MULTI-USE 

F ACF2,REBUILD(PTK),CLASS(P)

Restart the NetMaster NM for TCP/IP region and check the SYSLOG for message BPXP014I.

If these messages do not appear, you do not need to enter any more commands.

If the messages are present, enter the following ACF2 commands:

SET RESOURCE(PGM) 

COMPILE 

$KEY(NM702) TYPE(PGM) 

UID(*) ALLOW

STORE

SET RESOURCE(PGM)

COMPILE 

$KEY(NM129) TYPE(PGM) 

UID(*) ALLOW

STORE

Top Secret for z/OS

Enter the following commands to set the security requirements in a Top Secret for z/OS system:

TSS ADD(RDT) RESCLASS(PTKTDATA) ACLST(ALL,READ)
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TSS ADD(NDT) PSTKAPPL(OMVSAPPL) SESSKEY(session key) SIGNMULTI

Restart the NetMaster NM for TCP/IP region.

RACF

Enter the following commands to set the security requirements in a RACF system:

RDEFINE APPL OMVSAPPL UACC(READ) 

SETROPTS CLASSACT(APPL)

SETROPTS CLASSACT(PTKTDATA) RACLIST(PTKTDATA)

RDEFINE PTKTDATA OMVSAPPL SSIGNON(KEYMASKED(session key)) APPLDATA('NO REPLAY PROTECTION')

SETROPTS RACLIST(PTKTDATA) REFRESH

Restart the NetMaster NM for TCP/IP region and check the SYSLOG for messages ICH420I and BPXP014I.

If these messages are not present, you do not need to enter any more commands.

If the messages are present, enter the following RACF commands:

RDEF PROGRAM NM702 UACC(READ) ADDMEM('hlq.NMC2.CC2DLINK'//NOPADCHK)

RDEF PROGRAM NM129 UACC(READ) ADDMEM('hlq.NMC2.CC2DPLD'//NOPADCHK)

SETR WHEN(PROGRAM) REFRESH

Set Up OMVS Segment for NetMaster Users

This procedure sets up an OMVS segment for each NetMaster user ID that you want to authorize in order to use OMVS
functions.

1. Assign an OMVS UID number to each user ID. If your security administrator does not have a policy for assigning
OMVS UID numbers, use a unique number.

NOTE
For more information about OMVS UID numbers, see the IBM UNIX System Services Planning guide.

2. Define the OMVS segment for each user. For a user ID uuuuuuu, UID number nnn, and user home directory /u/name,
enter the following commands:
– For an ACF2 for z/OS system, enter the following commands:

SET PROFILE(USER) DIV(OMVS)

INSERT uuuuuuu UID(nnn) HOME(/u/name) PROGRAM(/bin/sh)

– For a Top Secret for z/OS system, enter the following commands:
TSS ADD(uuuuuuu) HOME(/u/name) OMVSPGM(/bin/sh) UID(nnn)

GROUP(OMVSGRP)

– For a RACF system, enter the following command:
ALU uuuuuuu OMVS(UID(nnn) HOME(/u/name) PROGRAM(/bin/sh))

NOTE
The OMVS segment must contain a home directory (HOME) and a login shell (PROGRAM or OMVSPGM).

3. Confirm the contents of the OMVS segment by entering the following commands:
– For an ACF2 for z/OS system, enter the following commands:

SET PROFILE(USER) DIV(OMVS)

LIST uuuuuu 

– For a Top Secret for z/OS system, enter the following command:
TSS LIS(uuuuuu) DATA(ALL)

– For a RACF system, enter the following command:
LISTUSER uuuuuu OMVS NORACF
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4. Define a home directory to each user ID, and ensure that the UID has at least READ access to it.
For example, to set up the directory, /u/name for UID(nnn), issue the following commands in the OMVS UNIX shell:
mkdir /u/name

chown nnn /u/name

chmod 777 /u/name 

5. Confirm the owner and access to the directory by using the following command:
ls -ld /u/name 

The following result appears:
drwxrwxrwx   2 user group  8192 Sep  31 14:58 /u/name 

Upgrade (Migrate) Your Product
To migrate the NetMaster products, perform the tasks on this page, beginning with the prerequisite tasks. Typically, you
perform these tasks as part of completing an upgrade that you started in Prepare to Upgrade. You can also perform these
tasks as part of a same-release migration, for example, cloning or replicating the same release of NetMaster from one
region to another. See Install or Upgrade NetMaster Products for an overview of the upgrade process.

NOTE

The contents of the following files are migrated during the Region Setup process: IPFILE, MSDB, NEWSFIL,
NTSLOG, PSPOOL, UAMS, VFS, and SSIDB.

When performing a migration, keep in mind that the installation and configuration processes migrate some NetMaster
information through various S0*MIGRT jobs. For details on the migration jobs, refer to Configure NetMaster Products
Using the Install Utility. 

Unless noted otherwise, each section applies to all NetMaster products, including SOLVE:FTS.

After you complete the tasks on this page, perform the tasks on the following pages, if applicable:

• Synchronize a Migrated Region (all NetMaster products except SOLVE:FTS)
• Review Other Migration Information (NetMaster NA only)

Prerequisite Tasks

Before you complete this section, perform these tasks:

• Verify that you have performed the tasks in Prepare to Install and Prepare to Upgrade.
• Verify that you have installed and configured the NetMaster 12.2 products, using either CSM or the Installation Utility

(Pax file).
• Start your region if you have not already done so.

Migrate the Knowledge Base

This section applies to all NetMaster products except SOLVE:FTS.

The knowledge base is where you store your resource definitions. System images, in which you define the resources a
region manages, are part of the knowledge base.

For more information about the knowledge base, see Reference.

As part of region setup, a knowledge base is created, comprising the following data sets:

• RAMDB
• ICOPANL

Migrate any existing data that you want to keep to this knowledge base.
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WARNING
Do not use the IDCAMS REPRO command to manage the definitions in the knowledge base.

In r11.5, Graphical Monitor support was added to this product. If you are migrating from a prior release, and have created
your own resource groups, ensure that they do not use the following names:

ASMON CSM IPNDE ROUTR VIPA
CIP EE NCPMN STACK
CIPRT FT OSA TCPIP

Migrate Your Existing Knowledge Base

If you are migrating multiple synchronized regions, you only perform this task for the first focal region. You do not have
to perform this task when migrating subsequent regions because when you link the regions, the knowledge base is
synchronized.

WARNING
Keep the old knowledge base until your new product regions are performing correctly.

To migrate your existing knowledge base to a new product region, complete the following steps:

1. Shut down the region using your existing knowledge base.
2. From the new product region, enter /RAMUTIL.M.

The RAMDB Migration Utility panel appears.
3. Perform the following steps:

a. Specify the data set name for your existing RAMDB in the Old RAMDB Data Set Name field.
The data set name is dsnpref.rname.RAMDB.

b. Specify NO in the Selective Migration field to migrate all definitions.
The utility migrates only customized definitions from the old knowledge base to the knowledge base in the new
product region. Definitions that are not migrated are listed for further action.

c. Press F6 (Action) to display the Migration Statistics panel.
4. After migration has completed, perform the following steps:

a. Look for the components that have a non-zero value in the Not Copied column. (The utility does not copy a
component if the component exists in the new knowledge base.)
You might have customized some of these components and want to copy them.

b. Enter R next to the components that you want to copy, and copy the records.
The copying options depend on whether a component contains multiple objects, such as a system image, or is the
object itself, such as a user profile definition.

5. After you have copied the components, exit the migration utility.

NOTE
If you do not want to move directly from your established regions to the new product regions, you can run the
two releases in parallel.

How to Copy Multi-Object Components

WARNING
The products use template images $TEMPLAT 0001 through 0009 for the distribution of new and updated
template definitions. Do not overwrite or replace them in the knowledge base.

If a component contains multiple objects, you operate on the component as a whole. You can perform the following
actions:
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• Merge the component in the old knowledge base into the component in this knowledge base. Only objects that do not
exist in this knowledge base are migrated. Existing objects are unchanged.

• Overwrite the existing objects in this knowledge base with the objects in the old knowledge base. This operation does
not affect any objects that are not in the old knowledge base.

• Replace the component in this knowledge base with the component in the old knowledge base.

NOTE
To migrate specific objects, see the activity log and use the RMMUAD05 messages to determine which objects
have not been copied. You can then delete the appropriate objects and redo the migration by merging. To list
only the RMMUAD05 messages in the log, enter TEXT RMMUAD05.

How to Copy Single-Object Components

For a component that is the object, do one of the following:

• Rename the component to create a copy of the component in this knowledge base using a different name.
• Overwrite the existing component in this knowledge base with the component in the old knowledge base.

Apply Updated Templates

After you have migrated your knowledge base, review the distributed templates. For information about changes to the
distributed knowledge base, see the Release Notes for your product.

Follow these steps:

1. Review the distributed templates. Determine whether they are suitable for your requirements:
a. Enter /RADMIN.T.

The Template Definition menu appears.
b. Select the option that lists the definitions you want to review.

2. If you use any template image other than the default (as specified in the OPSYSIDS parameter group), copy the
required definitions to your working template images.

WARNING
When you copy definitions from the distributed to your working images, you can replace your working
definition with a distributed definition of the same name. If you want to retain your working definition, make a
copy of the definition beforehand.

If you want to copy all the new definitions, follow these steps:
a. Enter /RADMIN.T.I.
b. Enter C next to the distributed image.
c. Update the Database Version field with your working image version, and press F3 (File).

This step starts the process to merge the distributed template image with the target image. The Confirm System
Image Merge panel appears.

d. Specify YES in the Enter 'YES' to OVERLAY Like-named Components field.
If you want to copy changed definitions, copy them one by one.

3. If you want to apply a template, perform the following steps. The template is applied to all the resource definitions (in
one or more system images) that use it.
a. Enter R next to the parent template image.
b. Enter AP next to the resource template that you want to apply.
c.To ensure that the template is applied in full, specify RESET and REPLACE.

WARNING
If you want to retain an old definition, make a copy of the definition before you apply the template.
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Migrate Custom MODS Files and Entries, if Applicable

NOTE

If you have not created your own MODS file, or added entities to the default MODSUSR file, skip the steps
described in this section.

Perform one of the following tasks, whichever applies to your environment:

• Copy All Entries in Your MODS File
• Copy Individual MODS Definitions

Copy All Entries in Your MODS File

To keep using all user-defined entities in your MODS file, use the IDCAMS REPRO command to copy the contents of your
MODS file to the file for the new region.

Copy Individual MODS Definitions

To keep using some but not all user-defined entities in your MODS file, use the /MODSADE, as explained in this section.

You can copy the following entities from your MODS file:

• Application definitions
• Command definitions
• Criteria definitions
• Help definitions
• List definitions
• Menu definitions
• Message definitions
• Print Services definitions
• Report definitions
• Table definitions

Complete the following steps:

1. Allocate the old MODS file by updating the MODSFILES parameter group in Customizer.
For information about how to update the parameter group, enter /PARMS on any panel, select $NM MODSFILES, and
press F1 (Help).

2. Enter /MODSADE from any panel.
The Entity Administration Menu appears.

3. Specify the source and target files. (For example, copy your entities from the MODSUSR data set used by the old
region to the MODSUSR data set used by this region.) Select C - Copy Definitions.
The Entity List panel appears.

4. Select the entities that you want to copy, and press Enter.
5. De-allocate the old MODS file by updating the MODSFILES parameter group in Customizer.

Migrate Custom Panel Files, If Applicable

You can copy some or all custom panel files, as follows:

• Copy All Custom Panel Files
• Copy Individual Custom Panel Definitions
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NOTE

• If you have not created your own PANL file or added entities to the default PANLUSR file, do not perform this
step.

• You do not need to migrate installation-defined icon panels in the ICOPANL file. These panels are recreated
during the knowledge base migration.

• The PANELLIBS parameter group in Customizer controls the allocation of panels data sets. For more
information, enter /PARMS from any panel, select $NM PANELLIBS, and press F1 (Help).

Copy All Custom Panel Files

To keep using all custom panel files, use the IDCAMS REPRO command to copy the contents of your PANELS file to the
file for the new region.

Copy Individual Panel Files

To keep using some but not all custom panel entities, follow these steps:

1. Allocate the old PANELS file by updating the PANELLIBS parameter group in Customizer.
2. Enter /PANELS on any panel.

The Panel Maintenance Menu appears.
3. Specify the source and target files. (For example, copy your panels from the PANLUSR data set used by the old region

to the PANLUSR data set used by this region.) Select M - Move/Copy Panels Between Libraries.
The Panel Copy List appears.

4. Select the entities that you want to copy, and press Enter.
5. De-allocate the old PANELS file by updating the PANELLIBS parameter group in Customizer.

Migrate IPLOG Records, if Applicable (NetMaster NM for TCP/IP Only)

If you want to use the IPLOG records from a previous release such as 12.0 or 12.1, use IDCAMS REPRO to migrate them
to Release 12.2

Migrate NSCNTL Data (If Necessary, for NetMaster NM for SNA Only)

If you have not made any changes to your back-level file, you can use the Release 12.2 NSCNTL file and omit this step. If
you made changes to your file, execute the NSCNTL file migration utility to identify your changes.

To migrate your NSCNTL file using the $SNNSCNV utility procedure

1. Start the region, using the latest distributed NSCNTL file.
2. Enter =O at a command prompt. The Operator Console Services (OCS) panel appears.
3. Enter $SNNSCNV DSN= datasetname at the ==> prompt. The procedure reads the old NSCNTL file, produces a

report, and displays it.

NOTE
datasetname is the DSN name of the back-level NSCNTL file.

4. Scroll through the migration report, reading the explanatory text and observing categories that are highlighted to
indicate a change.

NOTE
To print the migration report for easy reference, press F11 (Print).

5. To migrate your old NSCNTL file to the current release, press F6 (Migrate). The NSCNTL : Record Migration List panel
appears.

NOTE

F6 (Migrate) appears only if both of the following apply:
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• The target NSCNTL file, that is the file allocated to this region, with the current product release, has
update access. The Migration Summary section of the report instructs you how to enable migration if the
file is read-only.

• There are records (SNAMS focal points and entry points or CNM code points) that qualify for migration.

If you have changed any of the following Cat 004 Process-ID definitions in your old NSCNTL file for NetMaster NA,
you do not need to reapply them:
AL0001, AL0002, AL0003, AL0010

EV0001, EV0002, EV0003, EV0004

6. Type C beside each record that you want to copy to your new NSCNTL file and press Enter. The migration utility
updates the Status column to show the effect of this action. The new status shown for each record is as follows:
– Copied - if the record did not already exist in the new file
– Replaced - if the record already existed in the new file
For further information, see the comments contained within the migration utility.

How to Run Your Old Region in Parallel with the New Region

If your existing region uses global mode AUTOMATED to perform desired state management, you can ease your new
product regions into production as described in this section.

If you do not want to move directly from your existing regions to the new regions, you can do the following:

1. Create an equivalent region for each of your existing regions, so that you have a mirrored pair on each system.
2. Initially, have the existing region performing automation, and the new region running in the global mode of MANUAL

(that is, merely monitoring) but using the same data.
3. Gradually, reverse the global mode of operation between the mirrored pairs until the new regions are performing

automation.

This suggested scenario provides you with a hot backup, letting you instantly swap from a new region to the established
region if you experience any problems. You can then correct the problem before swapping back to try the new region
again.

Synchronize a Migrated Region
If you plan to synchronize the region you are migrating with other regions, review the information and complete the tasks
in the following sections.

Unless noted otherwise, each section applies to all NetMaster products, except SOLVE:FTS.

Important Considerations Prior to Linking

Consider the following points before linking:

• The first region that is linked in migration mode must be used to perform all monitor, command, and control functions
across the entire multi-system environment.

• Migration mode does not support database synchronization between the old and new product regions. We recommend
that you do not perform database maintenance while operating in migration mode.

• If database maintenance is unavoidable, apply the maintenance in an old region and again in a new region. With this
process, changes are propagated to all linked regions.

Link in Migration Mode

You can link your first migrated product region to your existing product regions in migration mode.
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Migration mode lets you migrate your existing product regions in an orderly fashion while maintaining visibility and control
of your entire multi-system environment.

NOTE

• Apply the relevant maintenance to your product region.
• If the RUNSYSIN member for your existing product region specifies the NMSUP parameter, specify this

parameter in the RUNSYSIN member for your new product region. The NMSUP parameter helps to decrease
the number of unique background user IDs that must be defined if you are using an external security
package.

For more information, see Security.

 To link a migrated product region to an existing product region, complete the following steps: 

1. Enter =/MADMIN.MM in the new product region.
2. Specify the name of an existing focal region in your multi-system network.
3. Press F6 (Action).

Migrate Subsequent Regions

When a subsequent product region is migrated to the new release, you can use this procedure to link it to the first
migrated product region.

 To link the subsequent product region, complete the following steps: 

1. Enter =/MADMIN.SD.
2. Specify the first Release 12.2 product region as the remote region.
3. Specify the role for this region (focal or subordinate).
4. Press F6 (Action).
5. Repeat these steps for all of the remaining subordinate and focal regions. Migrate is the focal region that you first

linked using migration mode last.
This migration sequence retains the visibility to the multi-system network throughout the migration process.

A Multi-system Network Migration Example

The following diagram shows a multi-system network with two focal regions and four subordinate regions:
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 To migrate a multi-system network 

1. Unlink Focal 2 from the existing multi-system network, as shown in the following diagram:

  

2. Upgrade Focal 2 to Release 12.2.

3. Link Focal 2 to Focal 1 in migration mode, as shown in the following diagram:
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4. Unlink Subordinate 1 from the multi-system network and upgrade it to Release 12.2.

5. Link and synchronize Subordinate 1 to Focal 2, as shown in the following diagram:

 

6. Repeat Steps 4 and 5 for Subordinates 2-4 and Focal 1.

How to Run Your Old Region in Parallel with the New Region

If your existing region uses global mode AUTOMATED to perform desired state management, you can ease your new
product regions into production as described in this section.
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If you do not want to move directly from your existing regions to the new regions, you can do the following:

1. Create an equivalent region for each of your existing regions, so that you have a mirrored pair on each system.
2. Initially, have the existing region performing automation, and the new region running in the global mode of MANUAL

(that is, merely monitoring) but using the same data.
3. Gradually, reverse the global mode of operation between the mirrored pairs until the new regions are performing

automation.

This suggested scenario provides you with a hot backup, letting you instantly swap from a new region to the established
region if you experience any problems. You can then correct the problem before swapping back to try the new region
again

 

Review Other Migration Information (Network Automation only)
if you are using  NetMaster NA, review the following migration considerations and perform the required actions, as
needed. 

Coexistence with Other Broadcom Mainframe Network Management Products

Only one product can have ownership of the Primary Program Operator (PPO) or the Communication Network
Management (CNM) interface on a system. When you use NetMaster NA together with NetMaster NM for SNA, or Tivoli
NetView on the same system, you should review the PPO (for PPO messages) and the CNM (for CNM data) parameter
groups to ensure that this product receives the relevant messages and data.

Coexistence with NetMaster NM for SNA

Run NetMaster NM for SNA in the same region as NetMaster NA. If you run the products in separate regions, specify the
NetMaster NM for SNA logon requirements in the EXTAPPLS parameter group.

Same Region Considerations

To run NetMaster NM for SNA in the same region, you should perform the following:

• Ensure that the RUNSYSIN procedure (created during product setup) includes NetMaster NM for SNA.
• Ensure that the RUNSYSIN procedure includes the NetMaster NM for SNA data sets in the COMMANDS DD.

Separate Region Considerations

Some resource-specific commands are not functional if you run the products in separate regions.

If you need to run the products in separate regions on the same system, you should review the ISRIN parameter group
(enter /PARMS). This group enables you to set up proper communications between the two regions.

CNM Data Considerations

To use CNM data, you must initialize the Network Error Warning System (NEWS) in the product region. However, if you
have an existing NetMaster NM for SNA region, you can use it concurrently for a while for receiving CNM data from VTAM
before combining it with this product.

To receive CNM data from a separate region, identify the link to that region in the ISRIN parameter group (enter /PARMS).

Coexistence with Tivoli NetView

If you want to receive PPO events from Tivoli NetView, switch on the Inter-system Routing (ISR) link to the Tivoli NetView
product in the ISRIN parameter group.
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If you want to receive CNM data from Tivoli NetView, you must also have NetMaster NM for SNA running in the same
region as NetMaster NA. Switch on the ISR link to Tivoli NetView in the ISRIN parameter group.

Using NetMaster NA with Other Products
Use NetMaster NA to add value to the NetMaster NM for SNA product.

NOTE

This page applies to the NetMaster NA and NetMaster NM for SNA products only.

Before you use NetMaster NA, review the following sections and perform the tasks:

Customize NetMaster NM for SNA to Work with NetMaster NA

NetMaster NA is designed to add value to NetMaster NM for SNA. The two products can be executed on the same system
and run in the same or separate regions. However, you should run both NetMaster NM for SNA and this product in the
same region.

WARNING
If the products run in separate regions, you need to implement the links between the regions.

NOTE
For CNM data flow, there must be a copy of the Network Error Warning System (NEWS, which is a component
of NetMaster NM for SNA) running in the same region as this product. Without CNM alerts, SNA resources
can still be properly managed, but a subset of the error and performance conditions will not be detected. Your
primary NetMaster NM for SNA can, however, still exist in a separate region.

If You Run NetMaster NM for SNA in the Same Region

If you are running NetMaster NM for SNA in the same region, you should review the NetMaster NM for SNA initialization
details in the SNAINIT parameter group, as shown in the following example:

 PROD------------------ Customizer : Parameter Group ----------------Page 1 of 1

 Command ===>                                                  Function=Browse  

 .- SNAINIT - NetMaster for SNA Init Process ----------------------------------.

 |                                                                             |

 | NetMaster for SNA Initialization Details:                                   |

 |                                                                             |

 |   Initialization process .... $NSINIT                                       |

 |                                                                             |

 ’-----------------------------------------------------------------------------’

The initialization process is intended to execute all initialization requirements for products associated with NetMaster NM
for SNA. By default, the standard procedure $NSINIT is specified. If a copy of this procedure is made for customization,
that procedure name should be specified.

You can continue to customize NetMaster NM for SNA by sending and receiving CNM data.

Send and Receive CNM Data

NOTE
For CNM data flow, there must be a copy of NetMaster NM for SNA licensed in the same region as this product.

You perform this procedure using the first page of the CNM and the ISRIN Customizer : Parameter Group panels.
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 PROD------------------ Customizer : Parameter Group ----------------Page 1 of 2

 Command ===>                                                  Function=Browse

 .- CNM - CNM Interface Details -----------------------------------------------.

 |                                                                             |

 |   CNM ACB Name .............. NMCNM  (default NMCNM)                        |

 |       Current status/Name ... ACTIVE NMCNM                                  |

 |   CNM Procedure Name ........ $NWCNMPR  (default $NWCNMPR)                  |

 |       Current status/NCL ID   Active 000470                                 |

 |   Initially Active? ......... YES       (Yes, No, default YES)              |

 |   Currently Active? ......... YES       (Yes to Activate, No to Suspend)    |

 PROD------------------ Customizer : Parameter Group ----------------Page 1 of 1

 Command ===>                                                  Function=Browse

 .- ISRIN - ISR (Inbound) -----------------------------------------------------.

 |                                                                             |

 | PPO Messages:                                                               |

 |   ISR Link Name .............                                               |

 |   Is the ISR Link to NetView?  ________ (No if NetMaster, Yes if NetView)   |

 | CNM Data:                                                                   |

 |   ISR Link Name .............                                               |

 |   Is the ISR Link to NetView?  ________ (No if NetMaster, Yes if NetView)   |

To send and receive CNM data in NetMaster NA:

1. In the CNM parameter group, specify the required CNM ACB name. The CNM ACB Name is the name of the ACB
used to send and receive CNM requests and responses, and optionally, used to receive unsolicited CNM data.

NOTE
If the ACB specified is unable to receive unsolicited CNM data, the name of the region where it resides must
be specified in the ISR Link Name field on the ISRIN Parameter Group panel.

2. In the ISRIN parameter group, complete the CNM data fields. The ISR Link Name is the name of the NetMaster NM for
SNA region in which the CNM ACB that is able to receive unsolicited CNM data is located. This automatically initiates
a link from this product to that other region.

3. If the region specified in the ISRIN CNM data ISR Link Name field is NetMaster for SNA, specify an outbound ISR link
from that region to this product. In the NetMaster NM for SNA region, specify the link in the ISROUT parameter group.
The group issues the following commands to start a link:
LINK START=link-name

ISR ENABLE=NEWS LINK=link-name SOL=YES UNSOL=OUT

link-name is the CNM data ISR link name in the ISROUT parameter group. The following illustration shows this
relationship.

4. If the region specified in the ISRIN CNM data ISR Link Name field is NetView, enter YES in the Is the ISR Link to
NetView? field. If not, specify NO.
For more information about the parameter groups, press F1 (Help) to display the help.
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Receive Unsolicited PPO Messages

NetMaster NA can receive PPO messages.

You perform this procedure using the PPO and the ISRIN Parameter Group panels.

 PROD------------------ Customizer : Parameter Group ----------------Page 1 of 1

 Command ===>                                                  Function=Browse

 .- PPO - PPO Message Interface Details ---------------------------------------.

 |                                                                             |

 |   PPO ACB Name .................... ________  (default NMPPO)               |

 |                                                                             |

 | 1 PPO Procedure Name .............. ________  (default $RSPPOPR)            |

 |                                                                             |

 PROD------------------ Customizer : Parameter Group ----------------Page 1 of 1

 Command ===>                                                  Function=Browse  

 .- ISRIN - ISR (Inbound) -----------------------------------------------------.

 |                                                                             |

 | PPO Messages:                                                               |

 |   ISR Link Name .............                                               |

 |   Is the ISR Link to NetView?  ________ (No if NetMaster, Yes if NetView)   |

To enable NetMaster NA to receive PPO messages

1. In the PPO parameter group, specify the required PPO ACB name. The PPO ACB Name is the name of the ACB used
to receive unsolicited PPO messages. If the ACB is not resident in this region, specify the name of the region where
it resides. Specify the name in the PPO Messages ISR Link Name field on the ISRIN Initialization Parameters panel.
(The ISR Link Name is the name of the region in which the PPO ACB is located. This value automatically initiates a
link from NetMaster NA to the other region.)

2. If the region specified in the ISRIN ISR Link Name field is NetMaster NM for SNA, specify an outbound ISR link from
that region to the NetMaster NA region. In the NetMaster NM for SNA region, specify the link in the ISROUT parameter
group.
The group issues the following commands to start a link:
LINK START=link-name

ISR ENABLE=PPO LINK=link-name SOL=YES UNSOL=OUT

DEFMSG DELIVER=(PPO,REMOTE) ALL

link-name is the PPO messages ISR link name in the ISROUT parameter group.
3. If the region specified in the ISRIN ISR Link Name field is NetView, specify YES in the Is the ISR Link to NetView?

field. If not, specify NO.

NOTE
If you want to obtain PPO messages from another region, ensure that any &PPODEL verbs in the
PPOPROC NCL procedure in that region use the LOCAL operand. The operand enables remote delivery of
the affected messages.

4. The other field in the PPO parameter group is PPO Procedure Name whose value must be $RSPPOPR. If you have
special processing requirements for your PPO messages, create a $RSPPOEX exit procedure in NCL and put it in the
TESTEXEC data set.
The $RSPPOPR procedure calls this exit for every received PPO message. Ensure that your exit does not introduce
delays that can cause overflow of the message queue. The following variables are shared to the exit:
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– &PPO* message profile variables as described in Network Control Language Programming.
– &EXRESOURCE variable that contains the name of the resource that is associated with the message. Setting this

variable ensures that only the messages in the SNA model for this resource are checked for state changes and
actions. You can use this variable to attribute a message to a specific resource.

– &EXRESOURCE2 variable that contains the name of a second resource if the message is applicable to two
resources.

5. If the exit sets 1 as the return code, the region ignores the PPO message. You can use this return code to filter out
messages that do not require further processing.

6. Filter out messages that do not require further processing. If the exit sets 1 as the return code, the region ignores the
PPO message.

Deploy and Configure on Multiple Systems

Overview

The following diagram shows an example of a multi-system environment. Logging on to Console A allows visibility to all
resources. Logging on to Console B allows visibility to the subordinate system image only.

Business Value:

Particularly in large multi-system environments, deployment can be both arduous and time consuming. Following an
effective and proven process has the following values:
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• Reduce the time that is taken to migrate to new releases, and therefore enable access to new functions more readily.
• Free key resources to perform other tasks, such as the exploitation of product functions.
• Reduce the likelihood of errors and subsequent outages because of poor deployment processes.

Additional Considerations:

We recommend that you use the CSM Software Deployment Service (SDS) to deploy the product SMP/E target libraries
to the remote systems.

NOTE
For more information about SDS, see the Administrating topics in the CSM documentation.

You set up and configure the product once, typically on a test system, which becomes the deployment system. After the
product is configured, you create backup data sets for the configuration files. You can then use SDS to deploy the product
target libraries and simultaneously, the backup data sets as custom data sets. On the remote system, you can restore the
configuration files from the deployed backup data sets.

How Deployment Works

Before you proceed to perform the multi-system deployment, properly configure one region.

Typically, multi-system deployment consists of the following stages:

1. Create a generic RUNSYSIN member and a generic initialization file for sharing between regions.
2. Copy the required data sets to and allocate them on the target systems.
3. Deploy started task members on target systems.
4. APF-authorize load libraries on target systems.
5. Determine focal and subordinate regions.
6. Link regions to create the multi-system environment.

Software Changes

Changes are required to set up subsystem IDs, load libraries, and VTAM:

• Two subsystem IDs are required for the initialization of the required subsystems. The IDs have the following default
values:
– SOLV for the SOLVE Subsystem Interface (SSI), which enables a region to communicate with other software on the

system
– Domain ID of the region for the region interface that enables a region to issue operating system commands and

receive messages
The SOLVE SSI started task and the region automatically identify these IDs to the system. If you want to set the IDs
permanently, you can set them in the SYS1.PARMLIB(IEFSSNxx) member. Add the ID for the region interface first
(after the job entry subsystem (JES)) in the list of subsystem names.

• The following load library for the NetMaster products must be APF-authorized: CC2DPLD.
• A VTAM major node member, which contains application definition statements for all ACBs required by your product

region, must be created and added to SYS1.VTAMLST. You can use the Install Utility option, Create VTAM Definitions
and Table, to perform this task.

NOTE
For more information, see Install or Upgrade NetMaster Products.

Security Considerations

The security considerations follow:
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UAMS VSAM Data Set Sharing

Implement record-level sharing (RLS), and include the XOPT=RLSU parameter in the SYSIN member for each product
region sharing the UAMS VSAM data set.

Multiple users on multiple systems can update a UAMS VSAM data set simultaneously. The standard VSAM share
options do not ensure data set integrity with simultaneous updates from multiple systems. Using RLS, the UAMS VSAM
data set can be shared without the possibility of corruption, which reduces the possibility of region outage.

The implementation of RLS requires the proper configuration and availability of SMSVSAM. Some SMS rules for the RLS-
managed data sets are also required on the systems using RLS.

Search "Security" for more information about the sharing of UAMS data set using RLS. The IBM DFSMS guides describe
the implementation of RLS for VSAM data sets. For a comprehensive overview of RLS, see the chapter "VSAM Record
Level Sharing" in the IBM Redbooks publication VSAM Demystified (SG24-6105).

Background Users

In a multi-system environment, reduce the number of background user IDs you add to security by specifying the same
value for NMSUP in all regions. This practice helps simplifying the administration of internal background user IDs, and
reduces the possibility of outages because of nonexistent or incorrectly defined user IDs.

NetMaster NM for TCP/IP uses background users to perform various tasks. By default, the NMSAF solution checks the
background user IDs in advanced program-to-program communications (APPC). Add them to your installed security
product.

NOTE
The following NMSAF SXCTL parameters set the user ID checking: APPCCHECK and SYSCHECK.

The following list identifies the background user IDs:

• xxxxAOMP
• xxxxBLOG
• xxxxBMON
• xxxxBSVR
• xxxxBSYS
• xxxxLOGP
• xxxx

Is the prefix specified by the NMSUP region job control language (JCL) parameter.

By specifying the same value for NMSUP in all regions, you only have to add one background user to security. For
example, if you set NMSUP to MFNM in all regions, then the user ID for the xxxxBSYS background users in those regions
is MFNMBSYS.

To use NMSUP, add the following statement to the TESTEXEC(RUNSYSIN) members for the regions, using the same
xxxx value:

PPREF='NMSUP=xxxx'

For information about SXCTL, see Security.

Create Generic Initialization File and RUNSYSIN Member for Multiple Regions

Create a generic RUNSYSIN member that points to a generic initialization file, as follows. You can use this generic
member for all the regions that are deployed in your enterprise.

1. Generate the initialization file for a properly configured region. Use the /CUSTOM.G panel shortcut.
2. Replace specific information in the file by region variables and system symbols.

A generic initialization file is created.
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3. Replace specific information in RUNSYSIN by system symbols.
4. Update RUNSYSIN with the following statement:

PPREF='INIFILE=xxxxINI'

– xxxxINI
Is the name of the generic initialization file.

A generic RUNSYSIN member is created.
5. Start the region using the generic RUNSYSIN member, and verify that it is free of errors.

If initialization errors occur, review RUNSYSIN and the initialization file to correct the errors.
6. Repeat the previous step until the region initializes without error.

The generic RUNSYSIN member is ready for use by other regions.

Region Initialization File

Region customization parameters are stored in a virtual file system (VFS) data set. The data set is a virtual storage
access method (VSAM) data set and is not easy to update outside of NetMaster NM for TCP/IP. However, a RUNSYSIN
member can point to an initialization file member in TESTEXEC by using the INIFILE parameter.

An initialization file is a Network Control Language (NCL) procedure that contains the parameter information.

When an initialization file is in use, the region gets the parameter information from the file at startup. The region also
updates the VFS data set. Because the region uses the initialization file each time it starts up, any changes you make
manually using the /PARMS panel shortcut are not retained. To keep the changes, regenerate the file using the /
CUSTOM.G panel path.

You can use the initialization file as a backup of the parameters in the VFS data set. Generate it before updating the
parameters using /PARMS.

The initialization file is also useful during rollout to other systems because it is relatively simple to update for different
systems. By using product variables and system symbols, the file can be made generic enough for all the regions you plan
to deploy.

NOTE
For more information about how to use a region initialization file, refer to the Setting Up the Initialization File
topic in the NetMaster NM for TCP/IP documentation.

Generic Initialization File

You can modify an initialization file to use system symbols to support its use throughout your enterprise.

Example: Initialization File With System Symbols

The following sample code shows statements for the IPFILES parameter group using the &SYSNAME system symbol:

.IPFILES

   &$IAP$IPDBDSN = &STR NETW.NM.NETM&SYSNAME.IPFILE 

   &$IAP$IPLDSN = &STR NETW.NM.NETM&SYSNAME.IPLOG 

   &$IAP$IPDTDSN = &STR NETW.NM.NETM&SYSNAME.IPDETAIL 

   &$IAP$IPTRDSN = &STR NETW.NM.NETM&SYSNAME.IPTREND 

   &$IAP$IPLSDSN = &STR NETW.NM.NETM&SYSNAME.IPLOGSEQ

Generic RUNSYSIN

By building a RUNSYSIN member using system symbols, you can create a generic RUNSYSIN member that can be
deployed throughout your enterprise.

You can identify the symbols that are defined to your system from the response to the following system command:
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D SYMBOLS

To enable the substitution of symbols, include the following statement in RUNSYSIN:

SUBS=YES

Example: RUNSYSIN with System Symbols

The following sample code shows RUNSYSIN statements using the &SYSNAME and &SYSCLONE system symbols:

SUBS=YES -* Required to invoke system symbols

PGM=NM001 

ERROR=U0001 

PPREF='PRI=NETM&SYSNAME' -* if &SYSNAME = "ABCD", PRI=NETMABCD 

PPREF='NMDID=&SYSCLONE.NW' 

PPREF='INIT=NMINIT' 

PPREF='READY=NMREADY' 

PPREF='SSID=NMSS' 

PPREF='DSNQLCL=NETW.NM.NETM&SYSNAME' 

PPREF='DSNQLNV=NETW.NM.VSAM.NETM&SYSNAME'

NOTE
A symbol in the middle of the name must be defined with two periods (..), for example:

DD=VFS,DISP=SHR,DSN=NETW.NM.NETM&SYSNAME..VFS

Deploy Data Sets

During the deployment, you copy data sets to the target systems. However, in a shared DASD environment, you do not
need to copy shared data sets.

Copy the following data sets. Unless otherwise noted, all data sets apply to all NetMaster products.
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• ALERTH
• EVNTARC – NetMaster FTM only
• EVNTDB – NetMaster FTM only
• EVNTSEQ – NetMaster FTM only
• FTLOG01 – NetMaster FTM only
• FTLOG02 – NetMaster FTM only
• FTLOG03 – NetMaster FTM only
• FTSCHD – NetMaster FTM only
• ICOPANL
• IPFILE – NetMaster NM for TCP/IP and NetMaster FTM only
• IPLOG – NetMaster NM for TCP/IP and NetMaster FTM only
• IPLOGSEQ – NetMaster NM for TCP/IP and NetMaster FTM only
• IPMIBX – NetMaster NM for TCP/IP and NetMaster FTM only
• MODSUSR
• MSDB
• NMLOG01
• NMLOG02
• NMLOG03
• NTSLOG – NetMaster NM for SNA only
• OBEYFILE – NetMaster NM for TCP/IP and NetMaster FTM only
• PANLUSR
• PSPOOL
• RAMDB
• RAMDBST
• RAMDBWK
• RSDB – NetMaster NA only
• SSIDB – NetMaster NM for TCP/IP and NetMaster FTM only
• TESTEXEC
• VFS

The following data sets can be shared:

• CC11EXEC – NetMaster NM for TCP/IP and NetMaster FTM only
• CC17EXEC – NetMaster FTM only
• CC18EXEC – NetMaster NA only
• CC2AEXEC – NetMaster NM for SNA only
• CC2DEXEC
• CC2DJCL
• CC2DPLD
• CC2DMAPO
• CC2DZFS

Copy this file either as a new zFS file or a non-zFS path (for example, HFS). Refer IBM documentation for information
about using zFS in a shared file system environment.
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NOTE

For more information on when and how to deploy CC2DZFS, see Mount CC2DZFS file on the Prepare to
Start Your Products page.

• CDEMEXEC – SOLVE:FTS only
• MODSDIS
• NETINFO
• NSCNTL – NetMaster NM for SNA only
• PANLDIS
• PARMLIB
• REXXAN
• REXXREP
• UAMS

One method to distribute data sets is to use a backup utility, such as DFDSS, to create a single data set. You can then
have this data set transferred to the target systems and restored.

When the Install Utility sets up a region, the utility creates the following data set members:

• S10DUMP
Creates backup data sets that include the configuration files for the region. These backup data sets are
dsnpref.DFDSS.LOCAL (containing files specific to the region) and dsnpref.DFDSS.SHARED (containing files that
multiple regions can share).

• S11REST
Restores the configuration files from the backup data sets.

After you submit the S10DUMP job, you use SDS to deploy the created backup data sets to the target system. Also, you
copy the S11REST job to the target system. On the target system, you submit S11REST to restore the configuration files.

Deploy Started Tasks

During the deployment, you copy the region and SOLVE SSI started task members to SYSx.PROCLIB on the target
systems.

Software Changes on Target Systems

During the deployment, you add the subsystem IDs and ACBs, and APF-authorize the load libraries on the target systems

Configure Multiple Systems

You can link regions together into a complex. A complex can have two types of regions: focal and subordinate.

A focal region has visibility to, and command and control capabilities over, every region in the complex, including other
focal regions.

A subordinate region only sends data to the focal regions. A subordinate does not receive data from other regions in the
complex.

To reduce network traffic, focal regions only receive status information if someone is actually using one of the various
monitors.

In a multi-system environment, operators can log on to one focal region and monitor the entire complex.

The Resource Automation Monitor database (RAMDB) for a focal region contains copies of the system images for all
regions within the complex. The RAMDB for a subordinate region contains only the system images for itself.
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In general, you configure regions on communication management configuration (CMC) systems (hosts) as focal, and all
the others as subordinate.

Prepare RAMDB Before Linking

You can use the following methods to prepare RAMDB before you link your regions to set up the multi-system
environment:

WARNING
When you link two regions, one region has the database that you want and the other region has its database
overwritten. Linking must always be initiated from the region whose database is to be overwritten.

• You can create the system images for the individual systems on which the regions are deployed. You then assign one
region as focal, transmit the images from the other regions to it, and then link the other region to it.
The linking must be done from the new region where the database is deleted and rebuilt to mirror the database in the
focal region.

• You can create the system images for all the required systems in the complex in the main focal region. Then each new
region can be deployed with the default RAMDB provided during setup. The default RAMDB is deleted and rebuilt with
the required system images when the region is linked to the focal region.

After the regions are linked, their RAMDBs are kept synchronized automatically.

NOTE
For more information about how to set up a multi-system environment, refer to the Administering a Multisystem
Environment section of the NetMaster NM for TCP/IP documentation.
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