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Announcements and News
Includes information about conferences, community events, and product news.   

New Security Advisories Consolidated CSV File
Broadcom now offers a .CSV file that contains a consolidated list of security advisories affecting all supported
Broadcom mainframe products. This file lets you easily search the Common Vulnerabilities and Exposures (CVE)
information. You can also access the Security Advisory articles that include more details and context about
the security or integrity exposure. Broadcom updates this file daily. For CSV download instructions, see this
Broadcom Support article (login required).

Mainframe Technical Exchanges: June and October 2023
Join us for the Mainframe Technical Exchanges in person in Plano, Texas (June 13-15) and virtually on October
3-5. Connect with Mainframe Experts who share the latest technical education and product demos and respond
to your questions and feedback. These no-cost educational events are a great way to network with peers and
experts from across the globe.
Bookmark this page for current registration and event information.

Custom Maintenance Acquisition Interface
Use the Create Service Order Online Interface to order, download, and receive maintenance packages for
Broadcom mainframe product solutions. This option is more streamlined than using the SMP/E Internet Service
Retrieval batch JCL option and requires no firewall changes.

Direct Product Acquisition into z/OSMF
A new GIMZIP download option is available to acquire a portable software instance from a secure Broadcom
download server directly from z/OSMF. To determine if your product is GIMZIP enabled, see Mainframe Products
using z/OSMF for Software Management.

Consolidated Product Lifecycle Overview
Use the new Broadcom Mainframe Product Lifecycle Page to determine the end-of-service (EOS) or end-of-life
(EOL) support dates for Broadcom mainframe products and releases. This information is useful when planning
installations and upgrades.

Chorus Software Manager (CSM) End of Life
As part of our ongoing commitment to customer success and to help our customer base achieve their strategic
business initiatives, we are investing our resources in z/OSMF for software management. We are discontinuing
technical support for CSM effective June 30, 2023. Thereafter, CSM will have limited functionality. In accordance
with the terms and conditions, guidelines, and parameters of the Broadcom support program, which is
documented in the Broadcom Software Maintenance Policy Handbook, this announcement provides written
notification of End of Life for CSM. For full details, see the End of Life Announcement. If you do not have CSM
installed, we recommend that you install z/OSMF to manage your software. For installation and usage details, see
the IBM documentation and the Broadcom product installation best practices at techdocs.broadcom.com.

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To
migrate existing environments, see Migrate SMP/E Environments to z/OSMF.
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Release Notes
Includes new feature descriptions, product compatibility details, and third-party software agreements.

The release notes explain the key features and details for Auditor for z/OS (Auditor). The product helps you to identify the
system, application, and security exposures in z/OS environments. These items arise from improper system configuration
and operational errors, intentional circumvention of controls, and malicious attacks. Auditor is used as part of an overall
program of compliance, security, and software management. This program helps to ensure the integrity of your base
operating system and application processing environments. The product helps you to establish and to maintain the
integrity of your platform operating system to meet compliance regulations and business auditing requirements.

Auditor addresses a significant exposure point in the z/OS operating system by empowering you to perform
comprehensive auditing, integrity checks, and verifications. The product helps you perform these tasks through
capabilities that:

• Gather and display the system hardware information
• Gather and display the system software information
• Analyze system customization variables
• Review executables
• Inspect programs
• Monitor the file usage
• Give suggestions
• Answer questions and more

Key Benefits
Simplifies management Robust auditing, integrity check, and verification capabilities.
Improves operational

efficiency
Greater visibility and insight into systems.

Reduces time-
consuming tasks

Provides auditing and customizable system functions.

Reduces learning curve Comprehensive tutorial and support materials.

Key Features
Gathers and displays

information on the
system hardware

and software.

Enables you to perform a high-level look at your computer system.

Monitors operator
consoles

Displays the active and inactive consoles that are defined to the system, system ID, and Sysplex ID of the
console. Other vital information is also displayed.

Analyzes system
customization variables

Details the options used to customize the operating system.

Reviews executables Enables you to minimize this task and provide information that is accurate.
Inspects programs

and monitors their use
Monitors file usage Provides the capability to monitor usage and ensure the integrity of your files.

GA Continuous Delivery Release
The Continuous Delivery model provides product features and fixes to you faster.
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We are pleased to present you with the Generally Available (GA) Continuous Delivery (CD) release of Auditor. We
enhance this version using the CD model, which provides new features and product fixes to you faster with easier
deployment.
In the CD release model:

• Enhancements are delivered in the maintenance service stream as feature PTFs. New product features and fixes are
no longer bundled together.

• Enhancements are delivered disabled where possible to give you more control over when and how the features
are implemented. With new features disabled, you control when to make the new features available for use in your
environment. Explicit action is required to enable the feature.

• Product validation programs are available so that you can influence feature design and test new features and
capabilities before they are made generally available (GA). For more information about these programs, go to https://
validate.broadcom.com or contact your product manager.

• Individual product fixes are provided when needed, separate from product features. You can apply product fixes
without enabling new features, which limits exposure to more features being applied in a production environment.
These changes can limit SMP/E dependencies that were forced previously by bundling features and fixes together.

After ongoing testing with other Broadcom mainframe products, the new features and product fixes are added into
the Broadcom Recommended Service for z/OS (CARS), with the aim to enhance product quality and the integrity of
your environment. CARS is an important part of a good preventive maintenance philosophy that lets you develop and
implement a proactive maintenance strategy in which you apply preventive maintenance on a regular schedule.

IMPORTANT
Use the Create Service Order online interface or SMP/E Internet Service Retrieval to acquire product
maintenance. The online interface makes it easy to order a maintenance package from Broadcom Support. The
batch interface uses the IBM SMP/E RECEIVE ORDER command and can reduce hours of maintenance time
to just minutes. You can acquire maintenance on-demand or can schedule an SMP/E job to run regularly, which
eliminates time-consuming fix searches and the need to select maintenance manually through the Broadcom
Support Portal.

New Features
The new features in this Auditor release offer you increased flexibility and efficiency. We release features using PTFs for
simple installation.

Auditor Version 12.1 provides the following enhancements. To implement a feature, download the PTF or CARS ID listed
in the title. If a feature entry does not include a PTF or CARS ID, the feature is part of the original Version 12.1 pax file.

TIP
Use this link to view the PTF numbers for each new feature in this article. The PTFs in this link are
updated programmatically so you always have access to the current New Feature PTFs.

PTF Analysis Capabilities to SYSVIEW (LU03495) (CARS2201)

Auditor now supports the SYSVIEW Product PTF Analysis enhancement. Product PTF Analysis combines PTF tracking
elements from your run-time SYSVIEW XML library with maintenance data found in the Auditor SMP/E installation CSI
library.

PTF Analysis lets you perform the following tasks:

• Determine the applied PTFs and APARs.
• View detailed descriptions of published PTFs.
• Compare the PTFs that are applied on each LPAR using the Cross-System component.
• View detailed SYSMOD information from the SMP/E CSI data set that was used during installation and maintenance.
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CSM

CSM Release 5.1 and Version 6.0 let you manage and organize tasks with policies. Use task management policies to
copy, delete, and move task output. Select tasks that are based on criteria including their age and their type. Create task
policies using the Task Policy wizard.

Serviceability This release of your security product includes enhancements to support CSM serviceability. Serviceability
helps users identify, manage, and respond to a failing program.
Serviceability enables the following:

• Ensures that error messages provide clear information for use in problem determination.
• Identifies ownership of resources.
• Ensures module and storage protection.
• Facilitates self-help.
• Simplifies identification of preventative and corrective maintenance.

Data Set Name Changes

The names of all data sets have been changed for Auditor Release 12.1. We recommend that you carefully review the
following table and assess any impact these changes have to your installation. Changes can impact z/OS configuration
definitions, ISPF configuration/operation procedures, operating procedures, assembly/link-edit customization jobs and
procedures, scheduled jobs, and more.

Auditor Target Library r12.0 Name r12.1 Name

Clists CAI.EXAMINE.CAICLS0 CAI.CAJ0CLS0

DBASE2 CAI.EXAMINE.CAIDBS2 CAI.CAJ0DATA

ISPF Messages CAI.EXAMINE.CAIMSG0 CAI.CAJ0MSG0

ISPF Panels CAI.EXAMINE.CAIPNL0 CAI.CAJ0PNL0

ISPF Tables CAI.EXAMINE.CAITBL0 CAI.CAJ0TBL0

Programs CAI.EXAMINE.CAILOAD CAI.CAJ0LOAD

TNG Modules CAI.EXAMINE.CAITNGM CAI.CAJ0OBTV

Procedures CAI.EXAMINE.CAIPROC CAI.CAJ0PROC

JCL Members CAI.EXAMINE.CAJ0JCL CAI.CAJ0JCL0

XML Data CAI.EXAMINE.CCJ0XML CAI.CAJ0XML

Auditor Runtime Library r12.0 Name r12.1 Name

DBASE1 CAI.EXAMINE.CAIDBS1 CAI.EXAMINE.CAIDBS1

Baseline CAI.EXAMINE.BASELINE CAI.EXAMINE.BASELINE

Central Parameter File CAI.EXAMINE.EPARM.DATA CAI.EXAMINE.EPARM.DATA

Auditor Distribution Library r12.0 Name r12.1 Name

Clists CAI.EXAMINE.ACJ0CLS0 CAI.AAJ0CLS0

DBASE2 CAI.EXAMINE.ACJ0DBS2 CAI.AAJ0DATA

ISPF Messages CAI.EXAMINE.ACJ0MSG0 CAI.AAJ0MSG0

ISPF Panels CAI.EXAMINE.ACJ0PNL0 CAI.AAJ0PNL0

ISPF Tables CAI.EXAMINE.ACJ0TBL0 CAI.AAJ0TBL0
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Programs CAI.EXAMINE.ACJ0LOAD CAI.AAJ0LOAD

TNG Modules CAI.EXAMINE.ACJ0TNGM CAI.AAJ0OBTV

Procedures CAI.EXAMINE.ACJ0PROC CAI.AAJ0PROC

JCL Members CAI.EXAMINE.AAJ00JCL CAI.AAJ0JCL0

XML Data CAI.EXAMINE.ACJ0XML CAI.AAJ0XML

Installation Changes

Broadcom mainframe products support a standardized installation and packaging methodology. This methodology
simplifies product installation and maintenance and offers additional installation choices.

With Auditor Release 12.1, you can select one of these methods of product installation (base license only):

• CSM
• Pax-Enhanced ESD

Auditor SMP/E packaging has been streamlined and standardized. Specific changes are as follows:

• Product installation jobs have been replaced. Auditor packaging has been simplified and standardized to conform
to Broadcom Mainframe packaging and installation standards. Doing so provides a singular look-and-feel for all
Broadcom mainframe products. Carefully review the installation instructions.
Product installation sample jobs have been separated from product configuration and sample usage jobs. The former
now reside in the CAI.SAMPJCL data set, and the latter now reside in the CAI.CAJ0JCLx data sets and are also SMP/
E-maintained.

• Data set names have changed.
• The FMID naming convention has changed. Auditor Version 12.0 FMIDs followed the CJ0C000 format whereas

Release 12.1 FMIDs follows the new CAJ0nnn format. The FMID for Auditor Release 12.1 is CAJ0C10.

For more information, see the Product Maintenance Letter (PML) that accompanies Auditor Release 12.1.

z/OS Support

For Auditor Release 12.1 z/os support, see the z/OS Compatibility matrix.

Integrate with Security Insights
Integrate your Broadcom mainframe security products with Security Insights for reports that help you understand
mainframe security risks and recommendations.

Security Insights aggregates data from your mainframe environment and its security products into reports that offer
insights into your mainframe security posture. These reports help you identify and reduce risk to your mainframe to
improve its risk profile.

Security Insights correlates data from the available products in your mainframe environment. Therefore, the more security
products you have deployed on your mainframe, the richer the insights. Security Insights is available to any customer with
a licensed Broadcom mainframe security product.

For more information, see the Security Insights documentation.
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Release Compatibility and Support
Release compatibility and support information lets you see all of the tools Broadcom offers to assist in the product
lifecycle.

The following resources are available from Broadcom Support online:

• Broadcom Mainframe Installation and Maintenance Tools
• Mainframe Software Security Advisories (login required)
• Broadcom Mainframe Product Maintenance Solutions List
• Recommended Service for z/OS (CARS)
• Migrate SMP/E Environments into z/OSMF

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To migrate
existing environments, see Migrate SMP/E Environments to z/OSMF.

• Mainframe Essentials Software Risk Assessment video
• Broadcom Mainframe Product Lifecycle Page
• Mainframe Compatibilities
• Broadcom Support Network Details

For other technical insights and to consult your peers and product management, monitor our global communities:

• Broadcom Mainframe Software Division (MSD) Microsite
• Broadcom Mainframe Software Communities
• Auditor Community
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Product Accessibility Features
Broadcom is committed to addressing user accessibility in the development of its products and documentation to help all
customers, regardless of ability, to accomplish vital business tasks.

Auditor offers accessibility enhancements through the use of your emulator or operating system.

Keyboard

You can make the following keyboard adjustments through your operating system:

• Repeat Rate (Filter Keys)
Defines how quickly a character repeats when a key is struck.

• Tones (Toggle Keys)
Defines tones when pressing certain keys.

• Sticky Keys
Defines the modifier key, such as Shift, Ctrl, Alt, or the Windows Logo key, for shortcut key combinations. Sticky keys
remain active until another key is pressed.

Mouse

You can use the following options through your operating system to make your mouse faster and easier to use:

• Click Speed
Defines how fast to click the mouse button to make a selection.

• Click Lock
Sets the mouse to highlight or drag without holding down the mouse button.

• Reverse Action
Sets the reverse function controlled by the left and right mouse keys.

• Blink Rate
Defines how fast the cursor blinks or if it blinks at all.

• Pointer Options
Lets you do the following:
– Hide the pointer while typing
– Show the location of the pointer
– Set the speed that the pointer moves on the screen
– Choose the pointer's size and color for increased visibility
– Move the pointer to a default location in a dialog box

Keyboard Shortcuts

The product supports operating system- and browser-based keyboard shortcuts.

Product Names and Abbreviations
This documentation references the following products and abbreviations:
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• Auditor for z/OS (Auditor)
• Authorized Program Facility (APF)
• ACF2™ for z/OS (ACF2)
• CA 1® Tape Management
• CA 7® Workload Automation (WA CA 7 Edition)
• Chorus™ Software Manager (CSM)
• Common Components and Services for z/OS (CCS)
• Datacom® (Datacom)
• Disk™ Backup and Restore (Disk)
• Endevor®
• External Security Manager (ESM)
• Hierarchical File System (HFS)
• High-level Qualifier (HLQ)
• Hypertext Transfer Protocol Secure (HTTPS)
• IDMS™

• Job Control Language (JCL)
• Librarian®

• Logical Partition (LPAR)
• Netview
• PanAudit Plus
• Panvalet®
• Partitioned Data Set/Partitioned Data Set Extended (PDS/PDSE)
• Resource Access Control Facility (RACF)
• Roscoe®

• Scheduler® Job Management (Scheduler)
• Secure Socket Layer (SSL)
• Sort®
• SYSVIEW® Performance Management (SYSVIEW)
• System Modification Program/Extended (SMP/E)
• Teleview™

• Top Secret® for z/OS (Top Secret)
• TPX™ Session Management for z/OS (TPX)
• User ID (UID)
• UNIX System Services (USS)
• zSeries File System (zFS)
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Installing
Review the steps to acquire, install, deploy, and configure your product.

Standard SMP/E installation and maintenance best practices are used to install and maintain Broadcom mainframe z/OS
products. The installation process includes all the tasks that are typically performed by a systems programmer to acquire
the products and make them ready for use in a production environment.

You can install Broadcom mainframe product software using IBM z/OSMF, CSM, or native SMP/E batch processing.

NOTE
z/OSMF installation is not available for every product.

z/OSMF and CSM are intuitive web-based tools that automate and simplify many installation activities on z/OS systems.
These applications also make obtaining and applying corrective, preventive, and recommended maintenance easier.

The following graphic provides a high-level overview of the installation process for Broadcom mainframe products:
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These steps are described in the following procedure:

1. Prepare for the installation by reviewing best practices and verifying that the software, hardware, security, and other
installation requirements have been met.

2. Acquire the product software using one of the following methods:
– From Broadcom Support, download a z/OSMF (filename.zOSMF.pax.Z) or classic SMP/E JCL (filename.pax.Z)

package. Only one can be selected.
NOTE
If a z/OSMF package is not available, select the SMP/E JCL package. A z/OSMF package is not available
for all products.

– From CSM, select a classic SMP/E JCL package from the product list. You cannot acquire a z/OSMF portable
software instance from CSM.

3. Perform an SMP/E installation to install the product software using one of the following methods:
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– If you downloaded a z/OSMF package from Broadcom Support, install using z/OSMF Deployments.
– If you downloaded a classic SMP/E JCL package from Broadcom Support, use either of the following options:

• Install using native SMP/E JCL
• Install using CSM

– If you downloaded a classic SMP/E JCL package from CSM, start the installation process from the SMP/E
Environments tab in CSM.

4. Install maintenance using z/OSMF Software Update, SMP/E JCL, or CSM.
NOTE
Use SMP/E Internet Service Retrieval to download and receive maintenance. This service lets you acquire
maintenance on demand and to schedule an SMP/E job to run as needed. The SMP/E Internet Service
Retrieval can reduce hours of maintenance time to just minutes, making your system programmers more
productive and allowing them to focus on higher value tasks. Migrate existing CSIs to z/OSMF and use z/
OSMF Software Update to manage software updates.

5. Finalize the installation:
– Configure your product.
– Deploy your product.
For these tasks, use the methods that your product supports and in the preferred sequence per your site.

Prepare for Installation
Review this topic to prepare to install, configure, and deploy your Broadcom product software.

To prepare for an installation or upgrade, your installation team (systems programmer, security administrator, and so
on) should review the installation and configuration tasks to determine the high-level requirements by role. Doing so can
help you complete the process faster without any delays waiting for tasks to be completed at the last minute.

To install your product, we recommend that you understand:

• JCL
• TSO/ISPF
• Your organization IT environment, enterprise structure, and region structure
• z/OS environment and installing software in this environment
• z/OS UNIX System Services

Consult with the following personnel, as required:

• Security administrator for access
• Storage administrator for DASD allocations
• Systems programmer for z/OS definitions

TIP
If you plan to use z/OSMF to install or configure your product, review the installation best practices, which
include comprehensive z/OSMF video training from IBM. To access z/OSMF training from Broadcom, log in to
the Broadcom Support portal and search for a course in Learning@Broadcom. To migrate your existing SMP/E
environments (CSIs) to z/OSMF, see z/OSMF Migration.

You can install this release of your product and can continue to use an older release in another SMP/E environment. If you
plan to continue to run a previous release, consider the following points:

• When you install the product into an existing SMP/E environment, the new installation deletes previous releases in that
environment. We recommend that you install into a new CSI.

• If you acquire your product using SMP/E JCL, select different target and distribution zones for your new release from
where your current release is installed. The new zones use different libraries than your current release.

• Define DDDEF entries in your new zones to point SMP/E to the proper libraries for installation. Ensure that they point
to the new release libraries.
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Installation Checklist
Use this installation checklist to plan and execute your product installation

This checklist summarizes the required steps for a base installation (first-time installation) in the order you should perform
them. The checklist includes a brief description of the steps, with links to the comprehensive information required for the
installation. The checklist also identifies the roles that are typically required to complete the step, which enables the pre-
installation planning team (systems programmer, security administrator, and so on) to focus on the tasks for which they
are responsible. Use the Status column to track your progress.

NOTE
You can often perform the security-related tasks in parallel with the other installation and configuration tasks.

To download an Excel spreadsheet of this checklist, click here.

Prepare for Installation

Step Description Role Status

Review Installation Best
Practices

• Configure SMP/E Internet
Service Retrieval for
maintenance.

• Sign up for Hiper
Notifications.

• Register on Broadcom
Support.

• Apply IBM maintenance.

Database Administrator
Security Administrator
Systems Programmer

Complete, In-progress, or N/A.

Review Your Product Download
Options

Review where your product
pax files reside in Download
Management on Broadcom
Support.

Systems Programmer Complete, In-progress, or N/A.

Address Hardware and
Operating System Requirement

• 600 KB of main storage.
• Approximately 60 cylinders

of permanent 3390 space or
its equivalent.

• z/OS level (see Mainframe
Compatibilities).

Security Administrator
Systems Programmer

Complete, In-progress, or N/A.

Address Software Requirements • Authority to create (allocate)
and load (update) the
installation data sets.

• Authority to read the PAX
installation file as loaded on
your system.

• IBM ISPF/Program
Development Facility (ISPF/
PDF).

Security Administrator
Systems Programmer

Complete, In-progress, or N/A.

Address Common Components
and Services Requirements

Common Components and
Services Version 15.0 with the
following service requirements:
• CAIRIM
• LMP

Security Administrator Complete, In-progress, or N/A.

Address Storage Requirements Summarizes the data set space
requirements by device type.

Security Administrator
Systems Programmer

Complete, In-progress, or N/A.
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Step Description Role Status

Address Installation Data Set
Requirements

Verify ending qualifiers for the
installation data sets.

Systems Programmer Complete, In-progress, or N/A.

Address Previous Installation
Versions

• Deleting older version.
• Keeping two different

versions.
• Retaining the User Profile

Database.

Systems Programmer Complete, In-progress, or N/A.

Install Auditor

Step Description Role Status

Install Products Using z/OSMF
or
Install Products Using SMP/E
JCL
or
Install products Using CSM

Create the product SMP/E and
runtime environment (SMP/E
data sets, target libraries, and
distribution libraries).

Systems Programmer Complete, In-progress, or N/A.

Maintain Products Using z/
OSMF Software Update
or
Maintain Products Using SMP/E
JCL
or
Maintain Products Using CSM

Apply all PTFs required
to bring Auditor to current
maintenance
• Download maintenance

(corrective and preventive)
automatically using SMP/E
Internet Service Retrieval or
manually from Broadcom
Support.

• Obtain the current SMP/E
HOLDDATA (download the
external HOLDDATA file).

• Receive, apply, and accept
maintenance.

Systems Programmer Complete, In-progress, or N/A.

Configure Auditor

Task Description Role Time Estimate Status

Customize the Central
Parameter File

• Allocate the Central
Parameter File

• Define and Populate
the Central Parameter
File

• SYMBPARM Member
• ETAOPTNS Member

-- Audit Event Support
• EXDATA Member

Database Administrator
Security Administrator
Systems Programmer

30 minutes Complete, In-progress, or
N/A.

Allocate the DBASE1
Database

The DBASE1 database
is used by  to hold user-
specific information.

Systems Programmer 30 minutes Complete, In-progress, or
N/A.
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Task Description Role Time Estimate Status

Customize the
EXAMSTRT CLIST

The EXAMSTRT
CLIST dynamically
reconcatenates the ISPF
libraries to include the
Auditor libraries.

Systems Programmer 30 minutes Complete, In-progress, or
N/A.

Link Librarian Interface
Routines (Optional)

Do not perform this
procedure if you do not
process Librarian files
with Auditor.

Systems Programmer 30 minutes Complete, In-progress, or
N/A.

Link Panvalet Interface
Routines (Optional)

Do not complete this
procedure if you do not
process Panvalet files
with Auditor.

Systems Programmer 30 minutes Complete, In-progress, or
N/A.

Verify Your Installation Start Auditor and execute
tasks to confirm access,
data flow, and system
stability.

Systems Programmer Complete, In-progress, or
N/A.

Review Installation Best Practices
Before you begin the installation process, review these installation best practices.

Manage Security and Integrity Fixes

Broadcom offers Security and Integrity maintenance that addresses a security or integrity exposure. We categorize this
maintenance as a “SECINT” or “Security or Integrity” fix type using our mainframe software packaging system. With
each Security or Integrity Fix, Broadcom also offers access to Security Advisory articles that include more details and
context about a security or integrity exposure. Each article details the CVSS score, the CVSS Vector String, the affected
components, and the CVE numbers, if applicable. This central resource offers self-service information and an email
subscription service to be alerted about new security advisories.

Business Value:

This maintenance lets you quickly identify and apply security or integrity maintenance. The proactive notifications let you
address security issues immediately.

More information:

Maintain Security and Integrity Fixes

Broadcom Security Advisories Portal

Configure SMP/E Internet Service Retrieval for Product Maintenance

Configure SMP/E Internet Service Retrieval to eliminate the need to download maintenance manually. This service uses
the IBM SMP/E RECEIVE ORDER command to acquire Broadcom mainframe product maintenance. This service enables
you to acquire maintenance on demand or to schedule an SMP/E job to run as needed.

If you are an existing CSM customer, you can also use this service to download maintenance and dramatically reduce the
time that is required to download PTFs.

With SMP/E Internet Service Retrieval, you can make service requests for maintenance on demand or as scheduled
jobs that enable a more automated approach to downloading maintenance. To create a service order request online from
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secure Broadcom download servers, see Use the Create Service Order Online Interface. This option is more streamlined
than using the SMP/E Internet Service Retrieval batch JCL option and requires no firewall changes.

Business Value:

SMP/E Internet Service Retrieval can reduce hours of maintenance time to just minutes, making your system
programmers more productive and allowing them to focus on higher value tasks. SMP/E Internet Service Retrieval:

• Eliminates time-consuming fix searches and the need to select maintenance manually from the Broadcom Support
portal

• Automates delivery of Broadcom maintenance directly to your mainframe
• Fulfills orders based on the status of your SMP/E environments
• Enables scheduling of maintenance downloads
• Facilitates an easier installation of Recommended and Preventive service

More information:

Configure SMP/E Internet Service Retrieval

Implement a Proactive Preventive Maintenance Strategy

Use CARS to implement a proactive preventive maintenance strategy. CARS is patterned after the IBM preventive
maintenance model, Recommended Service Upgrade (RSU). With CARS, you can install preventive maintenance for
most Broadcom z/OS based products consistently on a schedule that you select (monthly, quarterly, annually). You
can follow the same schedule that you use to apply IBM maintenance, or you can implement a schedule for Broadcom
products only.

Business Value:

Keeping your products current with maintenance helps your team remain productive and minimizes errors while safely
protecting your systems. If you do not install preventive maintenance regularly, you risk encountering known problems for
which we have published and tested fixes. Early notification about the potential need to apply a required fix helps avoid
unscheduled downtime and assists you in proactively maintaining your software.

More information:

Recommended Service for z/OS

Sign up for Product Update Notifications

Sign up for product update notifications for all Broadcom products so that you receive notification of potential problems for
your products as soon as possible. Subscribe to critical alerts and other product notifications like security advisories within
the Broadcom Support portal. Sign in and select Notification Settings under your user name and profile. Select the alerts
that you want. Your preferences are automatically saved.

Business Value:

Early notification about the potential need to apply a required fix helps avoid unscheduled downtime and assists you in
proactively maintaining your software.

Apply IBM Maintenance

Apply IBM maintenance for z/OSMF, SMP/E, and other components and products that are used during the software
installation process using the following FIXCAT:
IBM.DrivingSystem-RequiredService

Obtain the latest IBM HOLDDATA and run the SMP/E REPORT MISSINGFIX command to determine whether any
required PTFs are missing:
SET BDY(GLOBAL),
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REPORT MISSINGFIX ZONES(ZOS24)

  FIXCATA(IBM.DrivingSystem-RequiredService).

Business Value:

Missing APARs can affect the operation or performance of your product.

Review z/OSMF Training Videos

The following training is offered to help you and your team learn z/OSMF basics. We recommend that all members of your
installation team review these videos before they use z/OSMF:

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To migrate
existing environments, see Migrate SMP/E Environments to z/OSMF.

• Review IBM's z/OSMF Tutorials
• ServerPac Installation with z/OSMF: Tutorial 1 - Gain Access
• z/OSMF Management Facility
• z/OSMF Training - Introduction, Process, and Impact to Existing Customers 200

Business Value:

You and your team receive training so you can work efficiently in the IBM z/OSMF interface.

Review Your Product Download Options
Review this article to understand your product download options for Auditor.

This article explains where your product pax files reside in Download Management on Broadcom Support Online. You can
only view the products on Broadcom Support Online for which your site is licensed. The path to specific products may vary
based on your site license.

If your site is solely licensed for one product, download it by entering the product name (for example, Auditor) in the
product search on Broadcom Support Online.

Entitlements Included with ACF2 and Top Secret

The entitlement for Advanced Authentication Mainframe and Trusted Access Manager for Z is now included with licensure
for ACF2 and/or Top Secret. If your site is licensed for ACF2 or Top Secret, the entitlement also allows the use of
Advanced Authentication Mainframe and/or Trusted Access Manager for Z in your IBM RACF environments.

With this entitlement, download Advanced Authentication Mainframe and Trusted Access Manager for Z by entering ACF2
or Top Secret in the product search on Broadcom Support Online. Select the applicable version, and select the product
package for download.

Security Insights

If your site is licensed for any Broadcom Mainframe Security product, you have no-cost access to Security Insights. To
download the product, enter the licensed product name in the product search on Broadcom Support Online.

Next Steps

You are now prepared to navigate to the proper location on Broadcom Support Online to download your software
package. Based on your site preference, continue to Install Products using z/OSMF, Install Products Using SMP/E JCL, or
Install Products Using CSM. Each installation article explains how to download your products.
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Hardware and Operating System Requirements
To install and run Auditor for z/OS you need:

• 600 KB of main storage. Auditor performs best in a region of two or more megabytes.
• Approximately 60 cylinders of permanent 3390 space or its equivalent.
• Select the disk volume for Auditor. You need approximately 60 cylinders of 3390 DASD space.

Before you install and configure Auditor for z/OS, verify that your system meets the requirements for the supported IBM
zEnterprise versions and the IBM z/OS versions, see the Compatibility matrix.

Software Requirements
This section details software requirements for installing Auditor for z/OS.

To install and run Auditor for z/OS, select the Auditor data set names that you want to use, and ensure that you have the
following authority:

• Authority to create (allocate) and load (update) the installation data sets
• Authority to read the PAX installation file as loaded on your system

Auditor is based on the Interactive System Productivity Facility (ISPF) and requires the IBM ISPF/Program Development
Facility (ISPF/PDF). Auditor operates under TSO as a standard ISPF/PDF application.

You do not need APF authorization to install Auditor. The only Auditor functions that need APF authorization to run are
z/OS UNIX analysis and baseline historical analysis. The system only reads z/OS internal data structures and system
libraries. When access control software is present, you need read authority only.

Auditor can be installed from:

• Pax file
Installs the product on a single CPU. The pax file can originate from Pax Enhanced Electronic Delivery or CSM. To
complete this installation, use the SMP/E installation procedure. This option is available only for perpetual licenses.

• An Internal Traveling Tape
Used with multiple CPUs, one CPU at a time. Use the Non-SMP/E option to install this tape.

• An External Traveling Tape
For mainframe IT auditors who use Auditor to audit their customers. Use the Non-SMP/E option to install this tape.

Common Components and Services Requirements

The following Common Components and Services components are used with Auditor for z/OS perpetual license:

• CAIRIM
• LMP

If other Broadcom products are installed at your site, some of these services might already be installed.

NOTE
The services are not required for the traveling license.

About the Service Level

Broadcom provides the service level designation for Common Components and Services for z/OS to ensure that you
are using the correct version. It also ensures you are using the correct documentation for the Common Components and
Services for z/OS tape that you are running.

To use LMP, Auditor requires Common Components and Services for z/OS at service level C1/9901 or higher.
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The service level indicates the level of functionality of the Common Components and Services for z/OS installation
and maintenance tapes for which a corresponding documentation set is published. Each time a new service or new
or enhanced function is added (installed through either a new genlevel or maintenance tape), the service level is
incremented. In such a situation, the release number usually remains the same (the Common Components and Services
for z/OS release number pertains to the CAIENF service and changes only when the release of the CAIENF service itself
advances). When the release number does advance, the genlevel and service level are also incremented.

Using LMP

LMP provides a standardized and automated approach to the tracking of licensed software. The LMP key certificate that
you received with your Auditor installation or maintenance tape (if applicable) contains the following information:

• Product Name
The trademarked or registered name of Auditor licensed for the designated site and CPUs.

• Product Code
A two-character code that corresponds to Auditor.

• Supplement
The reference number of your license for the particular Auditor, in the format nnnnnn - nnn. This format differs slightly
inside and outside North America, and sometimes, is not provided at all.

• CPU ID
The code that identifies the specific CPU for which installation of your Auditor is valid.

• Execution Key
An encrypted code LMP requires for Auditor initialization. During installation, it is referred to as the LMP code.

• Expiration Date
The date (dd mmm yy as in 15 JAN 02) your license for Auditor expires.

• Technical Contact
The name of the technical contact at your site, who is responsible for the installation and maintenance of the
designated Auditor. This contact is the person to whom Broadcom addresses all LMP correspondence.

• MIS Director
The name of the Director of MIS or the person who performs that function at the site. If the certificate indicates the title,
but not the name of the individual, you should supply the actual name when correcting and verifying the certificate.

• CPU Location
The address of the building where the CPU is installed.

LMP is a part of CAIRIM (Resource Initialization Manager), another one of the Common Components and Services.
Once CAIRIM has been installed or maintained at service level C1/9901 or higher, LMP support is available for all LMP-
supported Broadcom software solutions. If CAIRIM is not at the minimum service level, Auditor could abend with a S0C6
in LTDMRTJN.

You must add the LMP execution key, provided on the key certificate, to the CAIRIM parameters to ensure proper
initialization of the Broadcom software solution. To define a LMP execution key to the CAIRIM parameters, modify
member KEYS in the OPTLIB data set.

The parameter structure for member KEYS is as follows:

PROD(pp) DATE(ddmmmyy) CPU(tttt-mmmm/ssssss) LMPCODE(kkkkkkkkkkkkkkkk)

pp
Required. Specifies the two-character product code. For any given LMP software solution, this code agrees with
the product code the CAIRIM initialization parameters for earlier genlevels of Auditor use.

ddmmmyy
Specifies the LMP licensing agreement expiration date.
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tttt-mmmm
Required. Specifies the CPU type and model (for example: 2064-116) where Auditor is to run. If the CPU type or
model require fewer than four characters, insert blank spaces for the unused characters.

ssssss
Required. Specifies the serial number of the CPU where the LMP software solution runs.

kkkkkkkkkkkkkkkk
Required. Specifies the execution key that is needed to run the LMP software solution. The key certificate that is
shipped with each LMP software solution provides this LMP execution key.

The following example shows a control statement for the LMP execution software parameter. Although this example uses
Sort to represent the Broadcom solution, this LMP execution key value is invalid and provided as an example only.

PROD(SL) DATE(01JAN04) CPU(2064-116 /370623) LMPCODE(52H2K06130Z7RZD6)

For a full description of the procedure for defining the LMP execution key to the CAIRIM parameters, see the Common
Components and Services for z/OS documentation.

Common Components and Services for z/OS can cause Auditor to abend with a completion code of SCA0. If this abend
occurs, consult your Common Components and Services for z/OS documentation for information.

Storage Requirements
The Auditor for z/OS installation program dynamically allocates each of the Auditor data sets on the disk volume identified
by the VOLUME control statement. Additional space on that volume is required for temporary work areas and is released
when the installation program completes.

You can use the ISPF/PDF Data Set List Utility to identify disk volumes that have adequate free space. The table following
summarizes the Auditor data set space requirements by device type:

Non-SMP/E Data Set SMP/E Data Set 3390 Tracks
CLIST CAJ0CLS0 5
DBASE1 CAIDBS1 165
DBASE2 CAJ0DATA 75
LOAD CAJ0LOAD 79
MESSAGES CAJ0MSG0 10
PANELS CAJ0PNL0 150
PROCS CAJ0PROC 2
TABLES CAJ0TBL0 3
TNGMODS CAJ0OBTV 3
Temporary Tracks for Installation 44
Temporary Cylinders for Installation 3
Total Tracks 523
Total Cylinders 35 (approximately)

The amount of DBASE1 space needed depends primarily on the number of users and their use of the freezer and notes
facilities. These estimates are approximate because service can affect requirements. You can free any unused space in
any of these data sets except DBASE1.
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Installation Data Set Requirements
The Auditor for z/OS installation data sets require the following ending qualifiers:

Library Ending Qualifier
CLIST CAJOCLS0
DBASE1 CAIDBS1
DBASE2 CAJ0DATA
LOAD CAJ0LOAD
MESSAGES CAJ0MSG0
PANELS CAJ0PNL0
TABLES CAJ0TBL0

Previous Installation Versions
If an earlier version of Auditor resides on the system, delete it before you install the new version.

To keep two different versions of Auditor on the same system, have separate copies of DBASE1 for each version.

If an earlier version of Auditor allocated a central parameter file for use with Unicenter SNMP traps it can be reused.
Specify the existing name in the EPDSN parameter.

Retaining the User Profile Database

The user profile database (prefix.EXAMINE.DBASE1 in non-SMP/E installations prior to Release 12.1 or prefix.CAIDBS1
for SMP/E installations) stores all user description records, including your name and job function, and all system analysis
data that Auditor retains. The installation program automatically allocates and initializes the user profile database.

Make a backup copy of the user profile database periodically to ensure that data is available for review later, even if new
versions of Auditor are installed. For more information, see Back Up and Restore User Profile Database.

If you are installing a new version of Auditor, you can retain the user profile database. (When variables or the location of
an Auditor function changes in a new release, batch scripts from previous releases might not work.)

When you run the installation program and reuse the previously selected prefix value, the user profile database is not
replaced. The installation program issues a message to confirm that Auditor retained the earlier user profile database. (A
new CAIDBS1 database is created by running the optional ALLCDBS1 job supplied in the CAJ0JCL0 library. Sites that
decide to retain their old CAIDBS1 database can skip running this job.)

Install Products Using z/OSMF
Learn how to install product software using z/OSMF.

As a systems programmer, your responsibilities include acquiring, installing, maintaining, and configuring mainframe
products on your systems. z/OSMF lets you perform these tasks for Broadcom mainframe products and mainframe
products from other vendors. z/OSMF lets you manage software on your z/OS systems through a browser at any time,
from any location. By streamlining some traditional tasks and automating others, z/OSMF can simplify some areas of
system management and also reduce the level of expertise that is required for managing system activities. Experienced
users can view, define, and update policies that affect system behavior, monitor system performance, and manage z/OS
software.

As products and vendors adopt z/OSMF services, you can install and maintain all your mainframe products in a common
way according to industry best practices. After configuration is complete, you can execute the product and easily provision
new software instances for use on other systems throughout your environment.
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Use the following topics to guide you through the installation process using z/OSMF:

Address z/OSMF Requirements
Provides information about z/OSMF general configuration and security requirements.

Acquire a z/OSMF Portable Software Instance
Provides the steps to acquire the product software from Broadcom Support and register the portable software
instance in z/OSMF.

Install Product Software Using z/OSMF Deployments
Provides the steps to install (deploy) the portable software instance to an LPAR using z/OSMF Deployments. This
step creates the SMP/E environment and runs the RECEIVE, APPLY, and ACCEPT steps to prepare the software
instance for SMP/E operations. This step also:

• Customizes the data set names that are defined to SMP/E.
• Mounts required USS files if necessary.
• Performs workflow execution to customize the deployed runtime environment for use on a specific z/OS

system.

Import Product Information into z/OSMF
Provides the steps to import the Broadcom product information file so that z/OSMF has access to the latest
product release information. For a list of products using z/OSMF, see Mainframe Products using z/OSMF in the
Mainframe Common Maintenance Procedures documentation.

TIP
See our installation best practices article for a list of comprehensive z/OSMF video training from IBM.

When these tasks are completed, you are ready to install preventive maintenance. You can also configure software
instances using z/OSMF workflows.

Address z/OSMF Requirements
Prepare for installation using z/OSMF by addressing the requirements in this topic.

Before you install your Broadcom mainframe products using IBM z/OSMF, address the installation and security
requirements in the following table:

NOTE
Your systems programmers and security administrators can complete these tasks in parallel.

Task Description Role

Apply required maintenance
for Common Components
and Services (CCS) Version
15.0 (SO12499)

The CCS PTF installs load module stubs for select IBM products into your
installed CCS library hlq.CAW0CALL. If you are prompted during installation
for the data set name of a load library for an IBM product that is not installed,
specify your installed hlq.CAW0CALL data set name.

Systems Programmer

Configure z/OSMF The IBM z/OS Management Facility Configuration Guide is your primary
source of information about how to configure z/OSMF. You can open the IBM
documentation in a separate browser tab for reference during installation of your
products using z/OSMF Deployments. To prevent configuration errors and to
enable z/OSMF Software Update for maintenance, apply all z/OSMF related
maintenance before you begin the installation process.

Systems Programmer,
Security Administrator,
Domain Administrator

Configure z/OSMF security
for ACF2, Top Secret, or
IBM RACF

Configure security in your ESM to authorize users and resources. To prevent
SSL handshake failures when importing product information into z/OSMF, make
sure that you have added the Digicert Intermediate CA certificate to the z/OSMF
keyring. For information, see Import Product Information into z/OSMF.

Security Administrator
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Task Description Role

Confirm installer privileges Confirm that the installer has read, create, update, and execute privileges
in z/OS. Write access is also required to the UNIX System Services (USS)
directories that are used for the installation process. To deploy a product
that has USS components, the installer's user ID must have access to
the appropriate resource profiles in the UNIXPRIV class, access to the
BPX.SUPERUSER resource profile in the FACILITY class, or UID(0). For
UNIXPRIV, read access is required to SUPERUSER.FILESYS.CHOWN,
SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

Security Administrator

Address USS requirements • Create a USS directory to receive the z/OSMF pax file and to perform the
unpack steps.

• Confirm that you have write authority to the USS directories that are used for
the z/OSMF pax installation process.

• Confirm that you have available USS file space.
To download and unpack the pax file, you need free space that is approximately
3.5 times the pax file size in the file system that contains the pax directories. For
example, to download and unpack a 14-MB pax file, you need approximately 49
MB of free space in the file system hosting your pax directory. If you do not have
sufficient free space, error messages like EZA1490I Error writing to data set or
EZA2606W File I/O error 133 can occur.

Systems Programmer,
Security Administrator

Configure SMP/E Internet
Service Retrieval

Lets you receive and download maintenance on a regular cadence or build
custom maintenance packages (order PTFs, APARs, critical, recommended, all,
or just HOLDDATA). This step is our recommended best practice when installing
maintenance and is required to use z/OSMF Software Update. For configuration
details, see the Mainframe Common Maintenance Procedures documentation.

Systems Programmer,
Security Administrator

After these requirements have been addressed, you are ready to acquire a z/OSMF Portable Software Instance or
Configure a Software Instance using z/OSMF Workflows.

Acquire a z/OSMF Portable Software Instance
Learn how to acquire a z/OSMF portable software instance.

As a systems programmer, you can acquire a z/OSMF portable software instance (PSWI) for your product from Broadcom
Support and then add the portable software instance to z/OSMF. The product SMP/E environments are pre-built at
Broadcom, backed up, and made available for download as a PSWI.

The PSWI includes the SMP/E CSI data sets, all associated SMP/E-managed target and distribution libraries, non-SMP/E-
managed data sets, and metadata that is required to describe the PSWI.

The following diagram illustrates the acquisition process:
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1. Review the installation best practices and address all requirements.
2. Complete one of the following tasks to Order the z/OSMF Portable Software Instance:

– Download the PSWI to the z/OSMF host from the Broadcom download server.
Before you use this option, complete the one-time security configuration tasks to use the RECEIVE
FROMNETWORK (RFN) process through GIMGTPKG and SMP/E. See Prepare for Secure Internet Delivery.

– Download the PSWI to your laptop and FTP it to a USS directory on the mainframe or download it to z/OS.
3. Register the portable software instance in z/OSMF.

Prepare for Secure Internet Delivery

Perform the following one-time security configuration steps to instruct the SMP/E RECEIVE command and the
GIMGTPKG service routine to download the PSWI using HTTPS. GIMGTPKG performs the SMP/E RECEIVE
FROMNETWORK TRANSFERONLY command functions. SMP/E supports secure and encrypted download operations
using HTTPS (HTTP over SSL, Secure Sockets Layer). The default z/OS Java truststore manages the certificates.

NOTE
If your site has already configured the server certificate to acquire solutions and process maintenance requests
through https://downloads.broadcom.com, skip this task. Go to order the z/OSMF Portable Software Instance.

1. Download the certificate:
https://ftpdocs.broadcom.com/cadocs/0/certs/digi-inter-new/digicert_intermediate_2031.crt

Record the location on your workstation where the certificate now resides.
2. Upload the certificate as text data to your z/OS system in RECFM=VB and LRECL=84 format. If you use FTP, use the

following commands to avoid truncation:
ASCII

QUOTE SITE WRAP LRECL=84 RECFM=VB

PUT your_PC_file_name 'your.zos.dataset.name'

quit

The certificate now resides on z/OS.
3. Add the certificate to the External Security Manager (ESM) database:

– For ACF2, specify:
SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH yourcertname DSN(‘your.zos.dataset.name’) -

  LABEL(yourlabelname) USAGE(CERTAUTH) TRUST

– For Top Secret, specify:
TSS ADD(CERTAUTH) DIGICERT(yourcertname) LABLCERT(yourlabelname)-

DCDSN(‘your.zos.dataset.name’) TRUST

– For IBM RACF, specify:
RACDCERT CERTAUTH ADD(‘your.zos.dataset.name’) + 

WITHLABEL(‘yourlabelname’) TRUST
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The ESM database now includes the certificate.
4. Grant UPDATE access to the IBMFAC(IRR.DIGTCERT.LISTRING) to the user ID submitting the FTP JCL:

– For ACF2, specify:
SET RESOURCE(FAC)

RECKEY IRR ADD( DIGICERT.LISTRING UID(userid) SERVICE(UPDATE) ALLOW)

– For Top Secret, specify:
TSS PER(userid) IBMFAC(IRR.DIGTCERT.LISTRING) ACC(UPDATE)

– For IBM RACF, specify:
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(userid) ACCESS(UPDATE)

The user that submits the FTP JCL can use a virtual CERTAUTH keyring to authenticate the FTP server. The
certificate does not need to be added to the keyring of the FTP user.

The one-time security configuration is complete. You are now ready to Order the z/OSMF Portable Software Instance.

Order the z/OSMF Portable Software Instance

You can order the z/OSMF portable software instance from the Broadcom Support and download the PSWI using GIMZIP
to z/OSMF or download the PSWI to a local z/OSMF host as a single pax file. You can download directly to the mainframe
or you can download to your workstation and then transfer the pax file to the mainframe. A file transfer utility, such as FTP,
is required to transfer data to the mainframe.

Use the following procedure to create a service order from the Broadcom Support site for a product-specific PSWI:

1. Go to Broadcom Support and select Software, Mainframe Software, and My Downloads.
2. Log in using your Broadcom Support username and password.

The My Downloads page appears.
3. Select a product from the list or enter the product name in the Search field.

The product page appears with two tabs under the product name: Products and Solutions.
4. Under Products, select the product that you want to download.

A list by release, service pack, and language appears.
5. Use the hypertext link to select a release.

The Primary Downloads page appears. This page shows the product-specific software packages that you can select
to download.
If an Additional Downloads page is available, this page shows more software packages that are related to your
product selection that you can download. These products may already be installed.

6. Review the packages that appear under Primary Downloads and Additional Downloads and complete the following
steps:
a. View the file information for the product that you want by selecting the right arrow key (>) or by selecting Expand

All.
b. Select the checkbox under Download for the PSWI (productid.VnnRn.ZOSMF.pax.Z) and other files that you

want to include in the product download.
c. Select one of the following download methods:

• If your product is RFN-enabled, a GIMZIP download option is available. Select GIMZIP to acquire the product
package from the Broadcom download server directly to your z/OSMF host system using z/OSMF Software
Management. Go to Step 7.

• Select HTTPS Download or Secure FTP Download to download the files from the Broadcom download server.
Secure FTP Download is the preferred method. Go to Step 8.
To select a download method from the Download Manager, select Download Selected. This option lets you
download multiple files at one time.

For download tips, see Product Download Help. For sample JCL and security requirements, see Download Methods
and Locations.

7. If you selected GIMZIP, the GIMZIP text changes to Order is Placed. An email is sent to the order creator.
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Complete the following steps to generate the required SERVER XML to download the PSWI from the FTP download
server to your mainframe using the GIMGTPKG service routine. GIMGTPKG transports the GIMZIP packages from a
remote FTP server to a local host.
a. Use the link in the email to access the order details (site ID, order number, and product release) on the Download

History page in the Download Manager on Broadcom Support.
b. Select GIMZIP to access the service order details (SERVER XML) in a text file. For example:

<SERVER 

   host=”ftpserver.broadcom.com”

   user=”joesmith”

   pw=”password”

 > 

 <PACKAGE

    file=”/order/product/GIMPAF.XML”

    hash=”01234567890123456078901234567890”

    id=”BROADCOM”

 > 

 </PACKAGE> 

</SERVER>

The SERVER XML contains the required information for the download server to receive the network package.
c. Copy the SERVER XML to your clipboard and change the id tag to name the subdirectory in the SMPNTS

directory. Use this copy to register the PSWI in z/OSMF using the Add From Download Server option.
Go to Register the Portable Software Instance in z/OSMF.

8. If you selected Secure FTP in Step 6, the Secure FTP Download Instructions pop-up appears.
a. Copy the host URL (downloads.broadcom.com) and paste it into a browser.
b. Log in using one of the following options:

• Broadcom Support Portal username and password
• Secure Access Token

To use this option, select Generate Access Credentials, specify your email address and password, and select
Generate. Before you close the window, copy and save the generated FTP credential details (username and
password) into a text file.

c. Copy the path for the zip file located in Order Location. This file identifies the order to be downloaded. For
example, /12345678.zip.

d. Use the following sample JCL with an added JOB card to download the z/OSMF pax file using FTP:
 //GETPAX   EXEC PGM=FTP,REGION=0K

 //SYSPRINT DD SYSOUT=*

 //OUTPUT   DD SYSOUT=*

 //INPUT    DD *

 downloads.broadcom.com

 supportportalemail or generatedUsername 

 supportportalpassword or generatedPassword

 Binary

 get orderlocation + ‘yourUSSpaxDirectory’ (rep

 quit

 /*

 //*

e. Execute JCL to unpack the installation file and restore the individual pax files. Sample JCL follows:
//USSBATCH EXEC PGM=BPXBATCH

//STDOUT   DD SYSOUT=*

//STDERR   DD SYSOUT=*

//STDPARM  DD *

//* Be sure that there are no line numbers on the input lines.
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sh cd /yourUSSpaxdirectory/;

pax –rvf productid.VnnRn.ZOSMF.pax.Z

/*

//*

Customize the sample JCL as follows:

• Add a JOB statement.
• Update the USS directory (yourUSSpaxdirectory) with the path name where you want to copy the pax file.
• Update productid.VnnRn.ZOSMF.pax.Z with the name of the pax file that you want to copy to the mainframe.
• Submit the customized JCL.

USSBATCH can take several minutes to execute. A return code of zero is expected. Any other return code
indicates a problem.
You can also use OMVS to unpax the z/OSMF pax file. For example:
$ cd /yourUSSpaxdirectory

$ pax -rvf productid.VnnRn.ZOSMF.pax.Z

After successful execution, the individual pax files are restored and ready for use. You are now ready to register
the PSWI in z/OSMF using the Add From z/OSMF System option.

Go to Register Portable Software Instance in z/OSMF.

Register Portable Software Instance in z/OSMF

After you acquire and download the PSWI to a local z/OSMF host system, log in to z/OSMF to register the product
software and define the PSWI to z/OSMF as shown in the following procedure. When you complete these steps, the PSWI
is registered in z/OSMF and ready for installation (deployment).

1. Log in to the z/OSMF web interface and select your user ID in the top or bottom right-hand corner to switch between
the Desktop Interface and Classic Interface.

2. Complete one of the following steps to display the Software Management page:
a. In the Desktop Interface, select Software Management.
b. In the Classic Interface, select Software, Software Management.

3. Select Portable Software Instances to define your PSWI to z/OSMF.
4. Select Add from the Actions menu and select From Download Server (GIMZIP download) or From z/OSMF System

(HTTPS or Secure FTP download) as applicable.
For detailed steps, see Tutorial 2 - Add a PSWI from IBM.
Use the default CLIENT XML or if needed, specify the CLIENT XML attributes that you use in other SMP/E jobs to
download software products or PTFs from the Broadcom download servers. For example:
<CLIENT  downloadmethod="https"

         downloadkeyring="javatruststore"

         javahome="/usr/lpp/java/J8.0"

         >

</CLIENT>

NOTE
For more information about specifying the CLIENT XML tag, see Content of CLIENT data set in the IBM
documentation.

downloadmethod
Specifies the network protocol for downloading the files from a remote server. HTTPS is the only supported
option. When you specify https, certificates are required to perform the SSL handshake with the HTTPS server to
encrypt the network activity. The location of the certificates is defined using the downloadkeyring attribute.
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downloadkeyring
Identifies the location of the certificates that are required to perform SSL operations with the HTTPS server
where the files to be downloaded reside. Specify the name for an external security manager (ESM) keyring or the
keyword javatruststore.
The name of the keyring can specify a real or a virtual keyring.
To indicate that all CA certificates that are defined in the ESM can be used to perform SSL operations, specify
“*AUTH*/*” for the CERTAUTH virtual keyring userid/keyring value.

javahome
Specifies the location of the Java runtime to be used by SMP/E.

The PSWI exists on your z/OS system and is defined to z/OSMF. The product software is ready for installation. Go to
Install Product Software using z/OSMF Deployments.

Install Product Software Using z/OSMF Deployments
Learn how to install product software using z/OSMF Deployments.

As a systems programmer, your responsibilities include installing product software in your z/OS environment. After
the portable software instance or software instance is registered in z/OSMF, you can use z/OSMF Deployments to
install the product software and create the product data sets (global, CSI, target libraries, and distribution libraries) for
the new software instance. The deployment jobs create a copy of the source product data sets to create the product
target runtime environment. Creating a copy of the SMP/E target data sets keeps the SMP/E environment clean and it
also isolates the product runtime environment for maintenance activities. You can also perform z/OSMF workflows to
customize the SMP/E data sets, mount UNIX System Services (USS) files if necessary, and configure the new software
instance on the target system.

To install Broadcom mainframe products using z/OSMF and make the product software available for use on a system
by users and other programs, define a new deployment. This step defines the SMP/E environment name and the prefix
of the CSI data set in z/OSMF. You also specify data set allocation parameters for all SMP/E data sets, target libraries,
and distribution libraries. To define a new deployment, complete the deployment checklist (specify the USS path, DSN,
VOLSERs), and submit the deployment jobs through the z/OSMF user interface. When the deployment is complete, you
have a source and target copy of the software.

NOTE
For more information about these tasks, see Deploying software in the IBM documentation.

Subsequent maintenance activities for the product update the SMP/E environment without affecting your active product
runtime environments. You decide when to redeploy the maintenance-updated SMP/E target data sets to each of the
product runtime environments.

Before you begin this process, review the installation best practices and verify the installation requirements in Prepare for
Installation.

NOTE
The installer requires read, create, update, and execute privileges in z/OS. Write access is also required to the
USS directories that are used for the installation process. To deploy a product that has USS components, the
installer's user ID must have access to the appropriate resource profiles in the UNIXPRIV class, access to the
BPX.SUPERUSER resource profile in the FACILITY class, or UID(0). For UNIXPRIV, read access is required to
SUPERUSER.FILESYS.CHOWN, SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

1. Display the Deployments table in z/OSMF (Software Management, Deployments).
2. Define a new deployment by selecting New from the Actions menu.

The deployment checklist displays. You can also modify, view, copy, cancel, or remove existing deployments.
3. Complete the deployment checklist items as described in Defining new deployments in the IBM documentation.
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As you complete the deployment checklist, be sure to make the following selections:
a. Specify the properties for this deployment (name, description, and optional category).
b. Select the software to deploy.

For this step, select the Portable Software Instance button and select your package.
c. Select the objective for this deployment to indicate where and how you want to install the selected portable

software instance.
For this step, indicate that you want to create a software instance and specify the global zone CSI and the system
where the target software instance will reside.

d. Check for missing SYSMODs and view missing SYSMOD reports.
For this step, deselect the following report options:
• Requisite SYSMODs and Fix Categories reports
• Regressed SYSMODs and HOLDDATA Delta reports

e. Configure this deployment to define the target software instance.
• For DLIBs, specify Yes to copy the distribution zones and libraries that are associated with the source software.

You can customize the names and the storage class or volumes of the new data sets.
• For Model, indicate The source software to use as a model. z/OSMF uses the data sets, volumes, mount

points, catalogs, and SMP/E zones that are associated with the model to specify default values for the target
software instance.

• For SMP/E Zones, the DLIB and TLIB names do not typically need to be changed.
• For Data sets, change the target data set name prefix to the one that you want to use for your deployment.

Specify a volume or storage class to identify where to create the target data sets.
• For Catalogs, no action is required assuming that your target data set prefix is defined in a user catalog.
• For Volumes and Storage Classes, no action is required. A summary is presented of the target data sets to be

created and how much space is required.
• For Mount Points, review the mount points for the UNIX file system data sets that are included in the target

software instance. When specifying a new target mount point, retain the static path extension in the path name
to prevent failures in the configuration workflow. For example, targetpathname/staticpathextension.

NOTE
If your product does not include USS directories, ignore this instruction.

f. Define the job settings to generate JCL to install the software and view the deployment summary. For this step,
update the JOB statement as needed.

NOTE
If the target system for the deployment is in a JES Multi-Access Spool (MAS) and the mount point is only
accessible from the target system, add a System Affinity (SYSAFF) to the job card to ensure execution
on the system where the zFS resides.

g. Submit the deployment jobs in sequential order, wait for each job to complete, and then select Refresh to register
job completion in z/OSMF.
A return code of zero is expected.
When all deployment jobs have executed successfully, you have unzipped and renamed the product data sets, and
updated the CSI data sets. The product data sets have also been successfully copied and the properties for the
target software instance have been specified.

h. Execute the workflows for the software being deployed. Most products have at least one of the following workflows:
Post SMP/E Workflow

Updates the CSI with site-specific external data sets, relinks load modules, and optionally mounts USS
directories.

NOTE
If prompted for the data set name of a load library for an IBM product that is not installed, specify your
installed Common Components and Services for z/OS CCS_hlq.CAW0CALL data set name.
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Configuration Workflows
Configures a new software instance or an existing software instance. For example, an upgrade workflow updates
an existing software instance for your product to a new product release.

NOTE
For a list of products with workflows to complete post-install configuration, see Mainframe Products using
z/OSMF for Software Management in the Mainframe Common Maintenance Procedures documentation.

i. Specify a name and description for the new target software instance.

The deployment process is complete. The new software instance is defined to z/OSMF. You are now ready to Import
Product Information into z/OSMF before you install product maintenance.

Import Product Information into z/OSMF
Learn how to import a product information file into z/OSMF.

As a systems programmer, your responsibilities include maintaining a current repository of acquired product packages
that are ready for installation in your mainframe environment. z/OSMF lets you view a consolidated list of the products and
maintenance packages that are included in each software instance or portable software instance.

You can import product information for the  Broadcom mainframe products that you have installed on z/OS into z/
OSMF. After you retrieve the product information, use z/OSMF Software Management to obtain a list of products that
are contained in your software instances. This information helps you to determine which products are nearing or have
reached end of service (EOS) or end of life (EOL) support. This information is useful when planning future installations
and upgrades. You can also use this information to identify software instances that will be affected by changes to a
product.

The product information file for Broadcom mainframe products is stored on the following FTP directory:

https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

You can load the contents of the Broadcom product information file into z/OSMF from:

• The Broadcom FTP directory directly
• Your local workstation
• A z/OS data set or UNIX file

After you load the file, retrieve the product information in z/OSMF from the Products view in the Software Management
task.

If you create software instances or portable software instances in z/OSMF, import the product information file again so that
you have current information to display for your installed products.

Broadcom recommends that you repeat the load procedure on a regular schedule or at least monthly to ensure that
you have current Broadcom product information available in z/OSMF. This process ensures that you have access to all
product packages as they become available.

Enable Secure Downloads

To prevent SSL handshake failures when importing product information into z/OSMF, confirm that you added the Digicert
root certificate to the z/OSMF keyring.

Use the following procedure to enable secure downloads:

NOTE
This procedure assumes that you have configured z/OSMF security for ACF2, Top Secret, or IBM RACF to
authorize users and resources.

1. Download the Digicert root certificate:
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https://ftpdocs.broadcom.com/cadocs/0/zosmf/digi-root.crt

Record the location on your workstation where the certificate now resides.
2. Upload the certificate as text data to your z/OS system in RECFM=VB and LRECL=84 format. If you use FTP, use the

following FTP commands to avoid truncation:
ASCII

QUOTE SITE WRAP LRECL=84 RECFM=VB

PUT your_PC_file_name 'your.zos.dataset.name'

quit

The certificate now resides on z/OS.
3. Add the certificate to the existing z/OSMF IZUSVR keyring.

For ACF2, specify SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH.yourcertname DSN('your.zos.dataset.name') -

  LABEL(yourlabeldescription)

CONNECT CERTDATA(CERTAUTH.yourDigicertCAcertname) KEYRING(IZUSVR.keyr01)

 RINGNAME(IZUKeyring.IZUDFLT) USAGE(CERTAUTH)

For Top Secret, specify TSS ADD(CERTAUTH) DIGICERT(yourDigicertCAcertname) LABLCERT(yourlabelname) - 

DCDSN('your.zos.dataset.name') TRUST

            

TSS ADD(IZUSVR) KEYRING(zosmfringname) RINGDATA(CERTAUTH,yourDigicertCAcertname) -

USAGE(CERTAUTH)

For IBM RACF, specify RACDCERT CERTAUTH ADD('your.zos.dataset.name') WITHLABEL('yourlabelname') TRUST

RACDCERT ID(IZUSVR) CONNECT(CERTAUTH LABEL('your_digicertCA_label') +

RING(keyringname) USAGE(CERTAUTH))

The certificate is now connected. To verify, review the messages for each command.

You can now load the contents of the product information file into z/OSMF.

Load the Product Information File into z/OSMF

Use the following procedure to load the contents of the product information file into z/OSMF:

1. Select the following link to download the product information file from the Broadcom FTP directory to your workstation
or to a z/OS data set or UNIX file on the mainframe:
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

NOTE
To load the product information file into z/OSMF directly, go to Step 2.

Complete either of the following steps:

• Use your Web Browser or an FTP client to download to your local workstation. Upload the file with binary in the
FTP JCL so that the file is not converted to the EBCDIC character set.

• Use FTP to download the file directly to a z/OS data set or UNIX file on the mainframe. Sample JCL follows that
you can customize and execute:
//FTPSTEP   EXEC PGM=FTP,PARM=’(EXIT=08’

//SYSTCPD   DD DSN=your_TCPIP_data_set_name,DISP=SHR

//SYSPRINT  DD SYSOUT=*

//OUTPUT    DD SYSOUT=*

//INPUT     DD *

ftp.broadcom.com 21

anonymous email_address

cd /pub/MSPSaccount/JSON/

dir
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asc

locsite LR=80 REC=FB BLOCKSI=0

locsite PRI=20 SEC=10 CY

get BroadcomProdInfo.txt ‘zos_data_set’ (REPLACE

Customize the sample JCL as follows:

1. Add a JOB statement per your site standards to the beginning of the JCL.
2. Specify the TCP/IP stack (your_TCPIP_data_set_name) for an external network.
3. Specify your valid email address (email_address).
4. Specify the z/OS data set name (zos_data_set) where you want to save the product information file. If the

specified data set does not exist, it is created during the download process.
5. Submit for execution.

A return code of zero is expected. Any other return code indicates a problem.

The product information file is now available to load into z/OSMF.
2. Log in to the z/OSMF web interface and go to the Software Management dashboard.
3. Select Products.

The Products table list displays.
4. Select Retrieve End of Service information from the Actions menu or select the Retrieve End of Service

information button if available. The Select Product Information File page displays.
5. Complete one of the following steps:

– To load the file into z/OSMF directly from the Broadcom FTP directory:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from

the Actions drop-down menu under Product Information Files.
The Add Product Information File page displays.

b. Copy the Broadcom product information file URL, paste it into the URL field, specify a description, and select
OK.
The product information file table is updated with the new URL.

c. Select the new URL and select Retrieve.
The contents of the file are loaded into z/OSMF.

– To load the file from your local workstation, select the option to Select a file that resides on your local
workstation, enter your file name, a description, and select Retrieve. The contents of the file are loaded into z/
OSMF.

– To load the file from a z/OS data set or UNIX file that the z/OSMF host can access:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from

the Actions drop-down menu under Product Information Files.
The Add Product Information File page displays.

b. Select Primary z/OSMF system, specify the z/OS data set name in the Data set or UNIX file field, specify a
description, and select OK.
The product information file table is updated with the new URL.

c. Select the new URL and select Retrieve.
The contents of the file are loaded into z/OSMF.

Use the Software Management dashboard in z/OSMF to view your product information.

Install Products Using SMP/E JCL
As a systems programmer, your responsibilities include installing products on your mainframe system. With this option,
you acquire a product pax file and the latest product updates from Broadcom Support and then install, maintain,
deploy, and configure the products on your systems. Batch jobs are provided to create the SMP/E environment. A basic
understanding of UNIX System Services (USS) is required.
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NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

You perform the following tasks to install a product with a pax file:

When these steps are completed, you are ready to install preventive maintenance.

UNIX System Services Environment

You need a UNIX System Services (USS) directory and a file system with adequate space to perform the following tasks:

• Receive product pax files from Broadcom Support.
• Perform utility functions to unpack the pax file into z/OS data sets that you can use to complete the product installation.

We recommend that you allocate and mount a dedicated file system for this process. The amount of space that you need
for the file system depends on the following variables:

• The size of the pax files that you intend to download.
• Whether you plan to keep the pax files after unpacking them. We do not recommend this practice.

We recommend that you use one directory for downloading and unpacking pax files. Reusing the same directory
minimizes USS setup. Complete the USS setup only one time. You reuse the same directory for subsequent downloads.
Alternatively, you can create a directory for each pax download.

WARNING
Downloading pax files for the SMP/E installation requires write authority to the USS directories that are used
for the native SMP/E JCL installation process. In the file system that contains the pax directories, you also
need free space approximately 3.5 times the pax file size to download the pax file and unpack its contents. For
example, to download and unpack a 14-MB pax file, you need approximately 49 MB of free space in the file
system hosting your pax directory.
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Allocate and Mount a File System
The product installation process requires a UNIX System Services (USS) directory to receive the pax file and to perform
the unpack steps. We recommend that you allocate and mount a file system that is dedicated to the product acquisition.
We also recommend that you create a directory in this file system where the pax file will be located. You will use this
directory (yourUSSpaxdirectory) later in the installation process when acquiring and unpacking the product pax file.

NOTE
To issue the USS mount command for the file system, read access is required to the SAF resource name
SUPERUSER.FILESYS.USERMOUNT in the UNIXPRIV class.

1. Create a mount point for the file system. This example shows how to create your USS pax directory named
yourdirectory/PAX in the existing /u/maint directory. From the TSO OMVS shell, enter the following commands:
cd /u/maint/

mkdir yourdirectory

cd yourdirectory

mkdir PAX

Further references to this mount point appear as yourUSSpaxdirectory. You can reuse the same directory for all
product acquisitions to minimize USS setup. Alternatively, you can create a directory for each pax download.

The mount point is created.
2. (Optional) Set security permissions for the directory. You can permit write access to anyone in the same group as the

person who created the directory. For example, to allow write access to the USS pax directory for other users in your
USS group, enter the following command from the TSO OMVS shell or the Telnet or SSH client of choice at your site:

NOTE
USS commands are case-sensitive.

chmod -R 770 /yourUSSpaxdirectory/

Write access is granted. Other users can access the USS pax directory and its files.
3. Allocate the zFS by customizing the following sample JCL to your site requirements:

//DEFINE   EXEC PGM=IDCAMS

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//AMSDUMP  DD   SYSOUT=*

//SYSIN    DD *

  DEFINE CLUSTER ( +

  NAME(YOUR_ZFS_DATA_SET_NAME) +

  STORAGECLASS(class) +

  LINEAR +

  CYL(primary secondary) +

  SHAREOPTIONS(3 3) +

  )

/*

//FORMAT   EXEC PGM=IOEAGFMT,REGION=0M,

// PARM=('-aggregate YOUR_ZFS_DATA_SET_NAME -compat')

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//STDOUT   DD   SYSOUT=*

//STDERR   DD   SYSOUT=*

//CEEDUMP  DD   SYSOUT=*

//*
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– Add a JOB card.
– Issue the NUM ON command followed by UNNUM to edit the JCL with number off (no sequence numbers in columns

73 through 80).
– Issue the CAPS OFF command. However, where needed, use uppercase and lowercase values. For example,

YOUR_ZFS_DATA_SET_NAME must be uppercase and aggregate and compat must be lowercase.
– Ensure the zFS data set name that you use conforms to your data set naming conventions for USS file systems.

If the allocation of the file system data set fails, it is because of environmental settings now allowing for the
allocation.

– Ensure that the SYSIN DD is indented at least one space.
When these edits are complete, the zFS is allocated.

4. Mount the file system by customizing the following sample:
//MOUNT    EXEC PGM=IKJEFT01,REGION=0M          

//SYSTSPRT DD SYSOUT=*                        

//SYSTSOUT DD SYSOUT=*                        

//SYSTSIN  DD *

MOUNT FILESYSTEM('your_zFS_data_set_name') +

MOUNTPOINT('yourUSSpaxdirectory') +

TYPE(ZFS) MODE(RDWR) +

PARM('AGGRGROW')

/*

The file system is mounted.
5. Verify that the file system is mounted. To do so, enter the following commands from the Telnet or SSH client:

cd {yourUSSpaxdirectory}

df -k .

The output shows the mount point and the mount data set. Resolve errors before continuing to Acquire the Product
Pax Files.

Acquire the Product Pax Files
To begin the product installation procedure, copy the product pax file into the USS directory that you set up.

NOTE
To optimize downloads from Broadcom Support, configure the downloads.broadcom.com URL for HTTPS
and Secure FTP in your network security software, firewalls, or both. Sites that regulate access through an IP
address are required to allow network access to 141.202.253.110.

This procedure explains how to transfer a product pax file from Broadcom Support online to the mainframe.

1. Confirm that you have addressed the following UNIX System Services (USS) requirements:
– Write authority to the USS directories that are used for the pax installation process.
– Available USS file space.

NOTE
In the file system that contains the pax directories, you also need free space approximately 3.5 times the
pax file size to download the pax file and unpack its contents. For example, to download and unpack a 14-
MB pax file, you need approximately 49 MB of free space in the file system hosting your pax directory.

If you do not have sufficient free space, error messages similar to the following appear:
EZA1490I Error writing to data set

EZA2606W File I/O error 133

2. Go to Broadcom Support at https://support.broadcom.com, and select Software, Mainframe Software, and My
Downloads.

3. Log in using your Broadcom Support username and password.
The My Downloads page appears.
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4. Select a product from the list or enter the product name in the Search field.
The product page appears with two tabs under the product name: Products and Solutions.

5. Under Products, select the product that you want to download.
A list by release, service pack, and language appears.

6. Click the hypertext link to select a release.
The Primary Downloads page appears. This page shows the available product-specific software packages that you
can select to download.
If an Additional Downloads page is available, this page shows additional software packages that are related to your
product selection that you can download. These products may already be installed.

7. Review the packages that appear under Primary Downloads and Additional Downloads and complete the following
steps:
a. Select the SMP/E JCL Package (classic pax) and other files that you want to include in the product download.

If more than one package is available, you can only select one.
b. Select Download Selected, HTTPS Download, or Secure FTP Download. Secure FTP Download is the

preferred method. For download tips, see Product Download Help. For sample JCL and security requirements, see
Download Methods and Locations.

The product package is downloaded.

You are now ready to extract the contents of the product package into a product directory that you create.

Create a Product Directory from the Pax File
After you acquire and download the product package (pax file), you are ready to create a product directory in which to
extract the contents of the package. You can do so using the pax command or the ESDUNPAX sample JCL.

Use the pax Command

To use the pax command to create a product directory, enter:
cd /yourUSSpaxdirectory/

pax -rvf pax-filename

These commands set the current working directory in your USS directory to the directory containing the pax file and
performs the following actions:

• Extracts the files and directories that are packaged within the pax file.
• Creates a USS directory in the same directory structure where the pax file resides.
• Automatically generates a product and level-specific directory name.

The product directory is created. You are now ready to copy the sample installation JCL to a z/OS data set.

Use the ESDUNPAX Sample JCL

To use the ESDUNPAX sample JCL to create a product directory, copy the following JCL sample and edit as indicated:
//ESDUNPAX JOB (ACCOUNTNO),'UNPAX PAX FILE',

// MSGCLASS=X,CLASS=A,NOTIFY=&SYSUID

//*********************************************************************

//* This sample job can be used to invoke the pax command to create   *

//* the product-specific installation directory.                      *

//*                                                                   *

//* This job must be customized as follows:                           *

//* 1. Supply a valid JOB statement.                                  *

//* 2. Replace "yourUSSpaxdirectory" with the name of the USS         *

//*    directory used on your system for pax file downloads.          *
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//* 3. Replace "paxfile.pax.Z" with the name of the pax file.         *

//* NOTE: If you continue the PARM= statement on a second line,       *

//*       start entering characters in column 16 and make sure        *

//*       the 'X' continuation character is in column 72.     *

//*********************************************************************

//UNPAXDIR EXEC PGM=BPXBATCH,

// PARM='sh cd /yourUSSpaxdirectory/; pax                              X

//             -rvf paxfile.pax.Z'

//STDOUT DD SYSOUT=*

//STDERR DD SYSOUT=*

Save your changes, type SUBMIT on the command line, and press Enter to execute the job.

The product directory is created. You are now ready to Copy the Sample Installation JCL to a z/OS Data Set.

Copy Installation Files to z/OS Data Sets
Use this procedure to invoke the SMP/E GIMUNZIP utility to create the SAMPJCL z/OS data set.

The file UNZIPJCL in the product directory contains a sample job to extract the installation package. You edit and submit
the UNZIPJCL job to copy the sample installation JCL to a z/OS data set.

1. Locate and read the AREADME (or installation notes) file in the product-specific directory that the pax command
created. This file lists the required data set members to complete the installation process.
The product-specific installation details are available.

2. Edit the UNZIPJCL sample job in the product-specific directory using ISPF EDIT or TSO OMVS:
– Change yourHLQ to the high-level qualifier (HLQ) for z/OS SAMPJCL data set. Use a unique HLQ for each

expanded pax file to identify uniquely the package.
– Change YOUR USS DIRECTORY to the product-specific directory that was created by the pax command, where the

pax file resides.
– Set HASH to YES or NO to indicate whether GIMUNZIP performs SHA-1 hash checking for the archive files that

were specified in the SYSIN data set. If HASH=YES, GIMZIP requires Integrated Cryptographic Services (ICSF) or
Java to compute an SHA-1 hash value. If HASH=NO, no hash value checking is performed.

3. Type SUBMIT on the command line and press Enter to execute the UNZIPJCL job.
The UNZIPJCL job reads the downloaded files and directories and creates the SAMPJCL data set. Return code zero
is expected. Messages GIM69158I and GIM48101I in the output and IKJ56228I in the JES log are acceptable. The
SAMPJCL data set is created with the HLQ that you specified in the UNZIPJCL job. Perform the installation using the
members in this data set.

You are now ready to Prepare the SMP/E Environment for a Pax Installation.

Prepare the SMP/E Environment for a Pax Installation
The members in the following procedure are used to prepare the product data sets, initialize the SMP/E zones, and create
the DDDEFs for your product. These steps include:

• Allocating product and SMP/E data sets, and product USS data sets and directories
• Creating and customizing the SMP/E CSI
• (Optional) Customizing the SMP/E CSI for USS

For information about the members, see the JCL comments.

Follow these steps:

1. Customize the macro AUDSEDIT as follows with your site-specific information:
a. Replace the rightmost parameters for each ISREDIT CHANGE command.
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b. Set the PRODHLQ to the same value specified for yourHLQ within the JCL that is used to unzip the pax file.
c. (Optional) Set the NULLFILE HLQ if applicable and use it for the IMS, HSSR, and CICS DDDEF specifications

when valid system libraries do not exist in your environment. This setting does not apply to every product.
d. Save your changes and then copy the macro to your SYSPROC location.
The macro is ready to customize the yourHLQ.SAMPJCL members.
When you edit an installation member, type AUDSEDIT on the command line, and press Enter to replace the defaults
with your specifications.

NOTE
Set the DASD HLQ to the same value specified for yourHLQ within the JCL that is used to unzip the pax file.

NOTE
The following steps include instructions to execute the AUDSEDIT macro each time you open a new
SAMPJCL member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the
AUD$READ member, and submit the AUDEDALL member.

2. Open the SAMPJCL member AUD1ALL in an edit session and execute the AUDSEDIT macro from the command line.
AUD1ALL is customized.

3. Submit AUD1ALL.
This job produces the following results:
– Creates the target and distribution data sets for your product.
– Creates unique SMPLTS, SMPMTS, SMPSCDS, and SMPSTS data sets for this target zone.

4. Open the SAMPJCL member AUD2CSI in an edit session and execute the AUDSEDIT macro from the command line.
AUD2CSI is customized.

5. Submit AUD2CSI.
This job produces the following results:
– Defines the CSI data set.
– Allocates the SMPPTS and SMPLOG data sets.
– Initializes the global, target, and distribution zones.
– The DDDEF entries for your product are created.
– The DDDEFs for the required SMP/E data sets are created.

You are now ready run the installation jobs that are used to receive, apply, and accept SMP/E base functions. Go to Run
the Installation Jobs for a Pax Installation.

Run the Installation Jobs for a Pax Installation
The members in the following procedure are used to receive, apply, and accept SMP/E base functions. Submit and run
these SAMPJCL members in sequence. Do not proceed with any job until the previous job has completed successfully.

NOTE
The following steps include instructions to execute the AUDSEDIT macro each time that you open a new
SAMPJCL member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the AUD
$READ and submit the AUDSEDIT member.

Follow these steps:

1. Open the SAMPJCL member AUD3RECD in an edit session and execute the AUDSEDIT macro from the command
line.
AUD3RECD is customized.

NOTE
If you do not want to install a specific component, you can comment out the applicable FMID in the RECEIVE
job.

2. Submit AUD3RECD to receive SMP/E base functions.
Your product is received and now resides in the global zone.
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3. Open the SAMPJCL member AUD4APP in an edit session and execute the AUDSEDIT macro from the command line.
AUD4APP is customized.

4. Submit AUD4APP to APPLY SMP/E base functions.
Your product is applied and now resides in the target libraries.

NOTE
The AUD4APP APPLY job receives an RC = 04. If your site is using the Librarian or Panvalet interface, see
Interface with Librarian and Panvalet for installation instructions.

5. Open the SAMPJCL member AUD5ACC in an edit session and execute the AUDSEDIT macro from the command
line.
AUD5ACC is customized.

6. Submit AUD5ACC to ACCEPT SMP/E base functions.
Your product is accepted and now resides in the distribution libraries.

You can now clean up the USS directory (optional) or apply preventive maintenance as described in Maintain Products
using SMP/E JCL

Clean Up the USS Directory
This procedure is optional. If you decide to perform this procedure, do so after you complete the installation process and
when you do not need the installation files. When this procedure is done, you are ready to install preventive maintenance.

To free file system disk space for subsequent downloads after downloading and processing the pax files for your
Broadcom mainframe product, remove files from your USS directory and delete unnecessary z/OS data sets. You can
delete the following items:

• Pax file
• Product-specific directory that the pax command created and all the files in it
• SMP/E RELFILEs, SMPMCS, and HOLDDATA MVS data sets. These data sets have the HLQ that you assigned in the

UNZIPJCL job.

NOTE
Retain non-SMP/E installation data sets such as yourHLQ.INSTALL.NOTES for future reference.

1. Navigate to your Pax ESD USS directory.
Your view is of the applicable USS directory.

2. Delete the pax file by entering the following command:
rm paxfile

paxfile Specifies the name of the product pax file that you downloaded.

The pax file is deleted.
3. Delete the product-specific directory by entering the following command:

rm -r product-specific-directory

product-specific-
directory

Specifies the product-specific directory that you created previously using the pax command or sample
JCL.

The product-specific directory is deleted.

NOTE
You can also use TSO ISHELL to navigate to the pax file and product-specific directory, and delete them using
the D line command.

When you are done with this step, you are ready to install maintenance.
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Install Products Using CSM
Review the following high-level process for installing product software using CSM.

As a systems programmer, you can acquire, install, and deploy your mainframe product software on z/OS systems using
CSM. CSM simplifies and unifies the management of your Broadcom mainframe products on z/OS systems. You can use
CSM to manage your product software in a common way according to industry best practices. You can also obtain and
apply corrective and recommended maintenance easier. A web-based interface lets you install and maintain your products
faster and with less chance of error.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
that CSM will no longer function as of June 30, 2023. For full details, see the End of Life Announcement.

If you do not have CSM installed, we recommend that you install z/OSMF to manage your software. For
installation and usage details, see the IBM documentation and the Broadcom product installation best practices at
techdocs.broadcom.com.

WARNING
To install a product using CSM, you must modify the SYSPRINT size. The default allocation of 30 cylinders is
insufficient to complete the installation. Increase the allocation parameters of the SYSPRINT data set to at least
120 cylinders.

Use the following topics to guide you through the product installation process using CSM:

• Acquire Your Products Using CSM
• Install Your Products Using CSM

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

When these steps are completed, you are ready to install preventive maintenance.

Acquire Your Product Using CSM
As a systems programmer, your responsibilities include maintaining an up-to-date repository of acquired product
packages that are ready for installation in your mainframe environment. CSM provides a product list that lets you display
the list of licensed product installation and maintenance packages and to download these packages. Also, you can update
the product list to add external product packages that you acquired outside of CSM so that they are ready for installation
using CSM.

The following diagram shows the product acquisition process:
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1. Configure CSM.
2. Download the product package from Broadcom Support or add an external product package:

– Download from Broadcom Support:
a. Update the product list.
b. Download product packages.

– Add external product package:
a. Add external product installation packages.
b. Add external product maintenance packages.

After you complete this process, the product packages are ready for installation with CSM.

Configure CSM

Before you start acquiring product packages, configure a Broadcom Support Online account, a CSM account, and the
required download settings. If you have previously configured these settings, update the product list.

1. Start your Web browser, and enter the CSM access URL, which you can get from your system administrator.

NOTE
If the Notice and Consent Banner appears, read and confirm the provided information.

2. Enter your z/OS login user name and password, and log in.
The initial page appears. You are prompted to perform configuration.

3. Configure the following settings:
– Proxies that CSM uses to communicate with Broadcom Support Online.

If proxies are not used, the following port numbers are used: HTTPS Port Number 443 and FTP Port Number 21.
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WARNING
If your site uses proxies, review your proxy credentials on the User Settings, Software Acquisition
page.

– The USS path to the temporary directory for downloaded software packages
If you do not specify the directory, default settings are used that you can change later.

NOTE
These settings are also available on the System Settings, Software Acquisition page.

Select Next.
You are prompted to define your Broadcom Support account.

4. Select New.
You are prompted for the credentials to use on Broadcom Support.

5. Specify the credentials, select OK, and then Next.
You are prompted to review your user settings. These settings are available on the User Settings page.

6. Change the settings or keep the defaults, and then select Finish.
A dialog opens, which shows the progress of the configuration task.

7. Select the Settings tab, and review other settings, as needed.
You have configured CSM to acquire products.

Update the Product List

The product list displays a list of downloadable licensed product packages. To see the current list of available product
packages for download, update the Available Products tree.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. (Optional) Update the product list only with packages that belong to specific site IDs.

a. Select the Edit button in the Filter section and associate one or more site IDs to a filter in the Edit Filter window.
b. Select the filter in the Filter section.
c. Right-click the Products link at the top of the product tree and select Update Product List.

4. Select the Update Product List link in the Actions section on the left side.
Updating of the product list with all products for all site IDs starts.

NOTE
If you updated the product list only for a selected filter, skip this step.

5. Confirm the update.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details. Select Close to close the
task output browser.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

The product list is updated.

Download Product Packages

You can download product installation and maintenance packages from the updated product catalog so they are ready for
installation.

1. Log in to CSM using your credentials.
2. Select the Products tab.
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3. Select the product name on the Available Products tree.
The product releases are listed in the Releases table on the right.

4. Download product packages by selecting one of the following options:
– To download product packages for all product releases, right-click the product name in the list, and select Update

Product.
– To download packages only for specific releases, select one or more releases in the Releases table on the right

and select the Update Product Releases link.
5. View the downloaded packages using either of the following options:

– To display the downloaded maintenance packages, select the product release icon

in the product list.
– To display the downloaded base installation package, select the product gen level icon

below the product release in the product list.

The product packages are downloaded and ready for installation.

Add External Product Installation Packages

Sometimes you have product installation packages that you downloaded outside of CSM. For example, you do not
have an HTTP or an FTP access in your mainframe environment, or the required packages are not available from the
Broadcom Support website. You can use CSM to install these external packages according to your organization policy. If
you are using this installation option, first add the external packages to the CSM software catalog.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the Add Product link in the Actions section.
4. Specify the name, release, and gen level of the product, and select OK.

The product is added to the product list.
5. Select the gen level of the product that you want to download on the product tree.

The Base Install Packages section appears on the right.
6. Select the Add External Package button.
7. Specify one of the following package types and package details, and select OK.
UNIX File

Adds an installation package that is located in a USS directory in binary mode.
FTP File

Adds a product package that is not published on Broadcom Support. For example, a beta version of a product.
Specify the FTP host, FTP port, FTP path, package name, and the user name and password to access the FTP
location.

8. Refresh the page to see the added product package.
The product installation package is now listed in the product list and is available for installation with CSM.

Add External Product Maintenance Packages

Sometimes you have maintenance packages, for example, unpublished maintenance or a program temporary fix (PTF),
that you downloaded outside of CSM. You can use CSM to install these external maintenance packages per your
organization policy. For this installation option, first add the packages to the CSM software catalog.

Usually, the maintenance is placed as a single package. However, some Broadcom products have older aggregated
maintenance packages that were released before December 31, 2013. An aggregated package is a file that comprises
several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts all the
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nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package is
marked with the CUMULATIVE type.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the product release for which the maintenance applies.

The maintenance packages for the release are listed.
4. Select the Add External Maintenance button.

You are prompted to specify the package.
5. Specify one of the following package types and package details:
Data Set

Adds a maintenance package that is located in a z/OS data set with a logical record length of 80 and with a record
format of fixed blocks.

UNIX File
Adds a maintenance package that is located in a USS directory in binary mode.

FTP File
Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading
a PTF to validate it. Specify the FTP host, FTP port, FTP path, maintenance package name, and the user name
and password to access the FTP location.

Solution
Adds a published solution from Broadcom Support.

6. Refresh the page to see the added maintenance package.
The product maintenance package is now listed in the product catalog and is available for installation with CSM.

You completed the acquisition process. The product packages are ready for installation with CSM.

Install Your Product Using CSM
This topic describes how to install your Broadcom mainframe products using CSM.

As a systems programmer, your responsibilities include installing products in your z/OS environment using CSM. This step
of the installation process creates or updates the SMP/E environment (global, target, and distribution zones).

The following diagram shows the major steps to install your product using CSM.
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1. (Optional) Configure base installation settings.
2. (Optional) Configure a working set of SMP/E environments.
3. Initiate product installation and review product information.
4. Select an installation type.
5. Review installation prerequisites if any are presented.
6. Take one of the following steps to select an SMP/E environment:

– Create an SMP/E environment:
a. Set up the global zone.
b. Create a target zone.
c. Create a distribution zone.

– Use an existing SMP/E environment from your working set:
a. Update the global zone.
b. Set up the target zone: Either create a target zone or use an existing target zone.
c. Set up the distribution zone: Either create a distribution zone or use an existing distribution zone.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation.
Doing so means that you can apply maintenance to your current version, if necessary.
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7. Review the installation summary and start the installation.

Configure Base Installation Settings

You can configure base installation settings on the System Settings, Software Installation page.

1. Select the Settings tab, and select the Software Installation link under System Settings in the Settings section on the
left side.

2. In the SIS Base Install - File System section, select the file system type that is used when installing a product that
allocates file systems. If you select Product Specific File System, the file system that is used for installing a product
is defined according to the product metadata. Otherwise, the product metadata is overwritten.

3. In the Execute Checks During Base Installation section, configure the following settings by selecting or clearing
corresponding checkboxes:

Execute Apply Check During Base Installation
Verifies that all requirements for the Apply step are satisfied before the Apply step executes. If the Apply Check
step fails, installation stops and all the previous steps are undone.

Suspend Base Installation After Apply Check
Suspends the base installation process after Apply Check is completed and generates pending installation actions
for the SMP/E environment where the product is being installed. This check box is enabled if you enable the
Execute Apply Check During Base Installation checkbox.

Execute Accept Check During Base Installation
Verifies that all requirements for the Accept step are satisfied before the Accept step executes. If the Accept
Check step fails, installation stops and all the previous steps are undone.

Suspend Base Installation After Accept Check
Suspends the base installation process after Accept Check is completed and generates pending installation
actions for the SMP/E environment where the product is being installed. This check box is enabled if you enable
the Execute Accept Check During Base Installation checkbox.

4. Select Apply.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on
the Tasks tab.

The base installation settings are configured.

NOTE
If you configure the base installation settings to execute checks during base installation, CSM creates a pending
installation for the SMP/E environment. For more information about the pending installation, see the CSM online
help.

Configure a Working Set of SMP/E Environments

If you plan to install a product in an existing SMP/E environment, add this SMP/E environment to your working set. A
working set is a selected group of SMP/E environments with which you want to work. Although you can have only one
working set, you can have as many SMP/E environments in it as you need.

CSM does not have a default working set.

If you do not have the SMP/E environment in your working set, you can only create a new SMP/E environment during
product installation. In this case, exit the installation wizard, configure your working set and then restart the wizard.

1. Select the SMP/E Environments tab, and select the SMP/E environments that you want to include in a working set.
An information text area under the list of SMP/E environments displays the number of environments you selected.
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2. Select Use as Working Set.
3. Select OK.

The working set is configured.
The new working set replaces a previously defined working set.

You can display only those SMP/E environments that are in your working set by selecting Show Working Set Only.

Initiate Product Installation

You can install a downloaded product from the Products tab. The process starts a wizard that guides you through the
installation. At the end of the wizard, a task dynamically invokes the SMP/E and other utilities that are required to install
the product.

1. Select the Products tab.
2. Perform one of the following steps:

– If the package was acquired using CSM:
From the product list on the left side, select the required product gen level (the innermost level in the product list
under the release level of a product; for example, SP0 or 0110). Locate the product package that you want to install,
select Actions to the right of the package, and select Install.

– If the package was acquired outside of CSM:
In the Actions section in the left pane, select the Install External Package link. Enter the location of the package.
Select OK.

The Introduction step of the wizard appears where you can Review Product Information.

Review Product Information

Review the information about the product that you are installing.

1. On the Introduction step, review the information about the installation.
If the product license agreement appears, review it. If you agree, accept it. If you do not accept the license agreement,
you cannot proceed with the installation.

2. Select Next.
You are prompted to select the type of installation.
An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

Select an Installation Type

When you install a product, you select an installation type. There can be one or more installation types, according to the
product.

When you select the custom installation type, you are prompted to select the features that you want to install. If your
selected features require installation of other features, the installation wizard includes the required features to the
installation process. If your selected features are mutually exclusive, the installation wizard excludes any features
conflicting with the features you selected last from the installation process. For example, you select feature 1 and select
feature 2 that is mutually exclusive with feature 1. The wizard automatically excludes feature 1.

1. On the Features step, select the type of installation, and select Next.
2. (Optional) If you select the custom installation type, select the features to install, and select Next.

A summary of the features to install appears, with prerequisites.

 57



 Auditor for z/OS 12.1

Review Installation Prerequisites

Some products require an installation of other products first.

Review the summary of installation prerequisites to verify that all prerequisites are satisfied on the Prerequisites step.

• If no prerequisites exist, select Next.
You are prompted to select an SMP/E environment for the installation.

• If all prerequisites exist and are satisfied, you are prompted to locate the installed prerequisites.
Install the product to the same SMP/E environment and the target zone where the product prerequisites are installed.
a. From the SMP/E environment drop-down list, select an SMP/E environment with the installed prerequisites. This

drop-down list represents all CSM-managed SMP/E environments where the prerequisites are installed.
A list of target zones for the selected SMP/E environment where the prerequisites are installed is populated.

b. From the target zone drop-down list, select a target zone within the selected SMP/E environment where the
prerequisites are installed.

c. Select Next.
You are prompted to confirm the selected SMP/E environment for the installation.

• If prerequisites are not satisfied, perform one of the following actions:
– Select Cancel to exit the wizard. Install the prerequisites or migrate an SMP/E environment to CSM where the

prerequisites are installed. Restart the installation.
– Open CSM in another browser window and install the prerequisites, or migrate an SMP/E environment to CSM

where the prerequisites are installed. When done, select Refresh on the Prerequisites step of the wizard. Then,
select the SMP/E environment and a target zone where the prerequisites are installed. Select Next to continue the
product installation.
You are prompted to confirm the selected SMP/E environment for the installation.

Select an SMP/E Environment

You select the SMP/E environment where you want to install your product in. You can create an SMP/E environment, or
you can select an existing SMP/E environment from your working set. You can configure your working set from the SMP/E
Environments tab.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

If you select an SMP/E environment being used in CSM by another user, a notification message appears. You are
prevented from performing any actions on the SMP/E environment. You can wait until the notification message disappears
and the SMP/E environment becomes available or can select Cancel to select another SMP/E environment.

1. On the SMP/E Environment step, substep 1, take one of the following steps:
– Select Create a New SMP/E Environment to create an SMP/E environment.
– Select an existing SMP/E environment from your working set.

• If no existing SMP/E environment appears, exit the wizard, configure your working set, and restart the wizard.
• If your product has the installed prerequisites, the SMP/E environment with the installed prerequisites that

you selected at the Prerequisites step of the wizard is preselected for you. You cannot select another SMP/E
environment. You cannot create a SMP/E environment.

NOTE
When you install a product in an existing SMP/E environment where HOLDDATA is received, the
product installation may fail.

2. Select Next.
You are prompted to complete one of the following tasks:
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• Create an SMP/E environment
• Review parameters of an existing SMP/E environment.

Create an SMP/E Environment

You can create an SMP/E environment while you are installing a product. During the process, you are asked to specify the
following information:

• The SMP/E environment name and the prefix of the CSI data set in CSM
• Data set allocation parameters

You can specify data set allocation parameters collectively for all SMP/E data sets, target libraries, and distribution
libraries that are allocated during product installation. You allocate data sets using one of the following methods:

• Allocate data sets using SMS parameters.
• Allocate cataloged data sets using UNIT and optionally VOLSER.
• Allocate uncataloged data sets using UNIT and VOLSER.

If you allocate uncataloged data sets, specify a VOLSER. Based on the value that you enter, CSM performs the following
validations to ensure integrity of the installation:

• The value of VOLSER must specify a mounted volume.
• You must have ALTER permissions for the data sets with the entered high-level qualifier (HLQ) on the volume that

VOLSER defines.
• To test allocation, CSM temporarily allocates one of the uncataloged data sets that are allocated during the installation.

a. The data set is allocated with one track for both primary and secondary space.
b. CSM verifies that the data set has been allocated on the specified volume.
c. The data set is deleted.
If the data set allocation fails or the data set cannot be found on the specified volume, you cannot proceed with the
product installation wizard.

1. On the SMP/E Environment step, substep 2, review and specify the following parameters as applicable:
SMP/E Environment Name

Defines the SMP/E environment name.
Data Set Name Prefix

Defines the prefix for the name of the CSI VSAM data set.
Catalog

Defines the name of the SMP/E CSI catalog.
Cross-Region

Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all SMP/E data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ). The low-level qualifiers cannot be changed.

DSN Type
Specifies the DSN type for allocating SMP/E data sets.
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SMS Parameters / Data Set Parameters
Specifies if this SMP/E environment is using SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment appear.

Review Parameters of an Existing SMP/E Environment

When you use an existing SMP/E environment to install your product, you review the SMP/E environment parameters.
If applicable, you also specify parameters for any new data sets to be allocated while installing a product. During the
process, you are asked to review allocation parameters for new data sets, which you can customize for each data set. The
existing data sets remain intact.

The Software Installation Service (SIS) determines which data sets exist and which must be allocated for the installation
using an existing SMP/E environment. If the SIS determines that new data sets must be allocated, you are prompted to
specify the data set allocation parameters. The data set allocation parameters are prepopulated with the values from the
existing data set that was found first.

1. On the SMP/E Environment step, substep 2, review the current SMP/E environment parameters and allocation
parameters for data sets that must be added to the SMP/E environment. Update the information as applicable.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment, if any,
appear.

Set Up SMP/E Environment Parameters

When creating an SMP/E environment for your product installation, you specify SMP/E environment parameters.
When using an existing SMP/E environment for installing your product, you review and, if necessary, update its SMP/E
environment parameters.

You can assign different prefixes to each newly allocated data set during the installation process.

1. On the SMP/E Environment step, substep 3, specify whether to use SMS parameters (Storage Class, Management
Class, Data Class) or Unit parameters for allocating work DDDEFs for the SMP/E environment. Complete the
appropriate fields.
The allocation parameters that you specify for work DDDEFs are applied only to new work DDDEFs that are created
during the installation. The existing work DDDEFs, if any, remain intact.

NOTE
The settings for allocating work DDDEFs are globally defined on the System Settings, Software
Installation tab. You must have the appropriate access rights to be able to modify these settings.

2. Review the data set names if any appear. Select the Override link to change the high-level qualifier of the data set
name and the allocation parameters. Select OK.

3. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

4. Select Next.
You are prompted to select a target zone to use.
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Select a Target Zone

You select a target zone in the SMP/E environment where you want to install your product. You create a target zone or
select an existing target zone in the SMP/E environment (if you use an existing SMP/E environment).

1. On the Target Zone step, substep 1, perform one of the following actions:
– Select Create a New Target Zone to create a target zone.
– Select an existing target zone in the SMP/E environment.

This option is available only if you selected to use an existing SMP/E environment.

WARNING

• If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

• If your product has the installed prerequisites, the target zone of the SMP/E environment with the installed
prerequisites that you selected at the Prerequisites step of the wizard is preselected for you. You cannot
select another target zone. You cannot create a target zone.

2. Select Next.
You are prompted to create a target zone or use an existing target zone.

Create a Target Zone

You can create a target zone in a new or an existing SMP/E environment where you install your product. The target zone
parameters are prepopulated with the values that are entered for the SMP/E environment. You can change data set
allocation parameters.

You can specify a different SMP/E environment data set to be used for a new target zone.

1. On the Target Zone step, substep 2, review and specify the target zone SMP/E parameters as applicable.
Target Zone Name

Defines the name for the target zone.
Create New CSI Data Set

Specifies that a new CSI data set will be created for the target zone.
Data Set Name Prefix

Defines the prefix for the name of the target zone data set. This field is only enabled when you have selected the
Create New CSI Data Set check box.

Catalog
Defines the name of the SMP/E target zone catalog. This field is only enabled when you have selected the Create
New CSI Data Set check box.

Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all target zone data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ) and they cannot be changed.

DSN Type
Specifies the DSN type for allocating target zone data sets.
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SMS Parameters / Data Set Parameters
Specifies if this target zone uses SMS parameters (Storage Class, Management Class, Data Class) or data set
parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the target zone appears.

Use an Existing Target Zone

When using an existing target zone for installing your product, you review and, if necessary, update its parameters.

1. On the Target Zone step, substep 2, review the current target zone parameters and allocation parameters for data
sets that must be added. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
If there are any data sets to be created for the target zone, a list of data sets appears. If the list is empty, no new data
sets are going to be allocated.

Set Up Target Zone Parameters

When creating a target zone in the SMP/E environment for your product installation, specify target zone parameters.

1. On the Target Zone step, substep 3, review the data set names if any appear. Select the Override link to change the
high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If more parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You are prompted to confirm the distribution zone.

Confirm a Distribution Zone

You must confirm a distribution zone of the SMP/E environment where you want to install your product. Depending on
whether you created a target zone or you selected an existing target zone, create a distribution zone or select an existing
distribution zone in the SMP/E environment.

1. On the Distribution Zone step, substep 1, review the selected option for the distribution zone.
– If you are using an existing target zone, the related distribution zone is automatically selected. You cannot select

other distribution zones or cannot create one.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

– If you are creating a target zone, you can create a distribution zone or you can select an existing distribution zone.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the
new target zone. This action breaks the relationship from the previous target zone that was related to
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this distribution zone. You cannot accept maintenance packages from the previous target zone to this
distribution zone using CSM.

2. Select Next.
You are prompted to set up the distribution zone.

Create a Distribution Zone

You can create a distribution zone that is related to the newly created target zone. The distribution zone parameters are
prepopulated with the values that are entered for the SMP/E environment. You can change data set allocation parameters.

You can specify a different SMP/E environment data set to be used for the new distribution zone.

You can also specify the same SMP/E environment data set as the one that you specified for the target zone. In that case,
the target and distribution zones share the SMP/E environment data set. The SMP/E environment data set is allocated
using the parameters that you have defined when specifying the target zone.

1. On the Distribution Zone step, substep 2, review and specify the following parameters as applicable:
Distribution Zone Name

Defines the name for the distribution zone.
Create New CSI Data Set

Specifies that a new CSI data set is created for the distribution zone.
Data Set Name Prefix

Defines the prefix for the name of the distribution zone data set. This field is only enabled when you have selected
the Create New CSI Data Set check box.

Catalog
Defines the name of the SMP/E distribution zone catalog. This field is only enabled when you have selected the
Create New CSI Data Set check box.

Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all distribution zone data sets that are allocated during installation.
Product packaging defines the low-level qualifiers (LLQ) that cannot be changed.

DSN Type
Specifies the DSN type for allocating distribution zone data sets.

SMS Parameters / Data Set Parameters
Specify if this distribution zone is to use SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog). Complete the applicable fields.

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the distribution zone appears.
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Use an Existing Distribution Zone

You can use an existing distribution zone that is related to the existing target zone you selected, or with a new target zone.
The distribution zone parameters are prepopulated with the values that are entered for the SMP/E environment. You can
change data set allocation parameters.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the new target
zone. This action breaks the relationship from the previous target zone that was related to this distribution zone.
You cannot accept maintenance packages from the previous target zone to this distribution zone using CSM.

1. On the Distribution Zone step, substep 2, review the current distribution zone parameters and allocation parameters
for data sets that you want to add. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
If there are any data sets to be created for the distribution zone, a list of data sets appears. If the list is empty, no new
data sets are going to be allocated.

Set Up Distribution Zone Parameters

When creating a distribution zone in the SMP/E environment where you want to install your product, specify distribution
zone parameters.

1. On the Distribution Zone step, substep 3, review the data set names if any appear. Select the Override link to
change the high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You see a summary of the installation task.

Start the Installation

After you complete setting up the SMP/E environment and its zones, you are ready to start the installation.

To start the installation, review the summary on the Summary step, and select Install.

A dialog that shows the progress of the task opens. When the task completes, Select Show Results on the Progress tab
to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on the
Tasks tab.

You completed the product installation. You can now start maintaining the installed products.

Install Maintenance
After you have successfully installed any Broadcom mainframe product software, check for important product
maintenance that may have been released after the product installation package was prepared. The product releases are
built and maintained using standardized SMP/E packaging and installation procedures. These procedures include error
and FIXCAT HOLDDATA, new product features, and product interoperability validation. PTFs that pass interoperability test
criteria are released monthly and designated as CARS.

You can install the following types of maintenance:
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• Corrective maintenance that fixes an issue.
• Preventive maintenance to avoid problems that others have reported or to provide a compatibility fix for hardware and

software.
• FIXCAT maintenance to support a particular hardware device, software release, or new product function.

WARNING
You can initiate a maintenance installation activity at any time using z/OSMF Software Update, SMP/E JCL, or
CSM. However, before you do so, we recommend that you obtain the current SMP/E HOLDDATA.

See Broadcom Mainframe Product Maintenance for a list of solutions that have been published within the last year. From
this page, you can search solutions for all Broadcom mainframe products by product name, date, or keyword. You can
also search for new product features or by a CARS level (CARSID). You can also find HIPER or PE PTFs and security
or integrity PTFs. Once you have your list, you can download in Excel or CSV format. To download PTFs automatically
without having to search regularly on the portal, use SMP/E Receive Order. To create a service order request online from
Broadcom Support, Use the Create Service Order Online Interface.

For a comprehensive collection of articles that are dedicated to all mainframe maintenance concepts and procedures, see
Mainframe Common Maintenance Procedures.

Maintain Products Using z/OSMF Software Update
As a systems programmer, you are responsible for keeping your systems current with product maintenance to ensure
optimal system usage. To do so, use IBM z/OSMF Software Update. Software Update provides an easy to follow wizard
that guides systems programmers of all levels through the maintenance process. z/OSMF Software Update offers a
modern approach to software maintenance and provides the following features:

Corrective Service Installs a software update to fix an issue.
Preventive Service Installs vendor-recommended software updates.

FIXCAT Installs software updates (Fix Categories) that provide a new function to a system.

NOTE
We are not adding new features to CSM. We recommend that you use z/OSMF Software Update to apply
maintenance to z/OS software.

Prerequisites

Ensure that you meet the following software requirements before you use Software Update:

• Configure z/OSMF as described in the IBM documentation and address the z/OSMF security requirements for ACF2,
Top Secret, or IBM RACF as applicable.

• Apply all z/OSMF Software Update-related maintenance from IBM.
• Register your SMP/E environments (CSIs) in z/OSMF Software Management. For more information, see Software

Management task in the IBM documentation.
TIP
A migration tool is provided to help you register existing CSM and non-CSM CSIs as new software instances
in z/OSMF. For more information about the migration tool, see Migrate SMP/E Environments into z/OSMF.

• Download and receive maintenance, HOLDDATA, and CARS maintenance for your products. As a best practice, we
recommend that you do so on a daily or weekly basis and that you automate this process using SMP/E Receive Order
(see Configure SMP/E Internet Service Retrieval). You can also perform these tasks manually from Broadcom Support
or Use the Create Service Order Online Interface.

NOTE
You can only apply maintenance for SYSMODs that are already received in the GLOBAL zone of the CSI.
IMPORTANT
The ASSIGN statements for CARS maintenance are not cumulative. To install the latest CARS maintenance,
download all YEARLY ASSIGN files, and then download the monthly ASSIGN files as needed.

 65

https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/AllProducts.HTML
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/configure-ca-smp-e-internet-service-retrieval.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/use-the-create-service-order-online-interface.html
http://techdocs.broadcom.com/maintenance.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/security/ca-acf2-for-z-os/16-0/installing/configure-z-os-management-facility-for-ca-acf2.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/security/ca-top-secret-for-z-os/16-0/installing/configure-z-os-management-facility-for-ca-top-secret.html
https://www.ibm.com/docs/en/zos/2.4.0?topic=software-management-task
https://www.ibm.com/docs/en/zos/2.4.0?topic=software-management-task
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/getting-started/z-osmf-requirements/migrate-smp-e-environments-into-z-osmf.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/configure-ca-smp-e-internet-service-retrieval.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/use-the-create-service-order-online-interface.html


 Auditor for z/OS 12.1

Use Software Update

Log in to your instance of z/OSMF and click the Software Update icon on the desktop. If the Software Update icon does
not appear on the desktop, open the App Center in the bottom-left corner.

You can now maintain software instances, using the z/OSMF Software Update functionality. For more information about
how to use Software Update, see Software Update in the IBM documentation.

Maintain Products Using SMP/E JCL
Learn how to install product maintenance (receive, apply, accept) using SMP/E JCL.

As a System Programmer, your responsibilities include maintaining products and maintenance packages in your
mainframe environment. You can download, receive, apply, and accept maintenance manually.

Download and Receive Maintenance

Maintenance and HOLDDATA is available at Broadcom Support. After you complete the maintenance process, the
product is ready to deploy.

Use this procedure during product installation and for ongoing preventive maintenance in non-installation use cases
according to your maintenance strategy.

1. Select your download option:
– Download maintenance using the SMP/E Internet Service Retrieval

This option uses the IBM SMP/E RECEIVE ORDER command to download Broadcom Mainframe product
maintenance over the Internet, by securely submitting an order for PTFs and HOLDDATA to a remote Broadcom
server. This service eliminates the manual steps that are required to download maintenance from Broadcom
Support. The orders are fulfilled based on the status of your SMP/E environments. Based on your order criteria, all
PTFs and their requisites are downloaded automatically and received to your system.
To use this download option, see Configure SMP/E Internet Service Retrieval. After your PTFs are downloaded and
received, go to Step 15.

– Download maintenance manually from Broadcom Support
With this option, you manually select PTFs and build a package for all applicable PTFs and requisites. You then
use the CAUNZIP utility to unpackage and receive the files. This utility processes ZIP packages directly on z/
OS without the need for an intermediate platform, such as a Microsoft Windows workstation. The utility resides in
yourCCSHLQ.CAW0JCL(CAUNZIP). To use this download option, you must be running Common Components and
Services Version 15.0. Review the CAUNZIP requirements and then go to Step 2.

2. Log in to Broadcom Support and select Mainframe Software.
3. Enter the PTF Solution ID or complete either of the following steps to search from the product page:

– Enter the product name to display the product page. Select the SUPPORT tab, and then select Download.
– Select Product Downloads, enter the product name or select the product from the list.
Your product entry opens at the Product Download tab.

4. Select Solution Download.
5. Select the applicable software release.

A list of published solutions is displayed.
6. Select ADD ALL TO CART or locate the solution or solutions you want in the list and select Cart, HTTP, or FTP

(recommended).

TIP
For more information about download methods and locations, see Downloading Products.

7. Run the CAUNZIP utility.
CAUNZIP unzips the package of published solutions and creates an SMPNTS file structure that the SMP/E RECEIVE
FROMNTS command can process. After execution completes, the ZIPRPT data set contains the summary report. The
summary report:
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– Summarizes the content of the product order ZIP file.
– Details the content of each data set and the z/OS UNIX files produced.
– Provides a sample job to receive the PTFs in your order.

8. Review the sample job that is provided in the CAUNZIP output ZIPRPT file.
9. Cut and paste the JCL into a data set.
10. Specify your SMP/E CSI on the SMPCSI DD statement.
11. Submit the job to receive the PTFs in your order.
12. Verify that you have the values from the base installation in the AUDSEDIT macro, which you customized in the

installation steps.
13. Open the SAMPJCL member AUD6RECP in an edit session and execute the AUDSEDIT macro from the command

line.
NOTE
Update AUD6RECP SAMPJCL to download the HOLDDATA file.

AUD6RECP is customized.
14. Submit AUD6RECP.

The job downloads the external HOLDDATA file.
15. Go to the next topic to apply and accept your maintenance.

Apply and Accept Maintenance

After downloading and receiving your maintenance package, use this procedure to apply and optionally accept corrective
maintenance:

1. Open the SAMPJCL member AUD7APYP in an edit session and execute the AUDSEDIT macro from the command
line.
AUD7APYP is customized.

2. Submit AUD7APYP.
The PTFs are applied.

3. (Optional) Open the SAMPJCL member AUD8ACCP in an edit session and execute the AUDSEDIT macro from the
command line.
AUD8ACCP is customized.

4. (Optional) Submit AUD8ACCP.
The PTFs are accepted.

NOTE
You do not have to submit the job now. You can accept the PTFs according to your site policy.

Corrective maintenance is complete.

Maintain Products Using CSM
Use the procedures in this topic to receive, apply, and accept maintenance for your products using CSM.

CSM provides a product list that lets you display the list of licensed product maintenance packages and to download these
packages. You can also manage external maintenance packages that were acquired outside of CSM so that they can be
applied using  CSM.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
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that CSM will no longer function as of June 30, 2023. For full details, see the End of Life Announcement.If you
do not have CSM installed, we recommend that you install z/OSMF to manage your software. For installation
and usage details, see the IBM documentation and the Broadcom product installation best practices at
techdocs.broadcom.com.

NOTE
During your initial product installation, apply all product maintenance. Otherwise, you may have to repeat the
deployment and configuration processes.

The following diagram shows the maintenance process using CSM:

Use the following procedure to maintain products using CSM:

1. (Optional) Configure automatic HOLDDATA download.
2. (Optional) Configure CSM to reject unneeded maintenance.
3. Download product maintenance packages.

– (Optional) Configure CSM to perform automatic maintenance updates.
4. (Optional) Manage maintenance downloaded outside of CSM. As part of this management, you can also view the

aggregated package details.
5. Receive maintenance.
6. (Optional) Reject maintenance.
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7. Apply maintenance.
a. Consider whether you require a product USERMOD.
b. Review and process any unresolved HOLDDATA.
c. Apply CARS maintenance.
d. (Optional) Apply FIXCAT maintenance.

8. (Optional) Restore maintenance.
9. Accept maintenance.

– (Optional) Accept maintenance in GROUPEXTEND mode.

After you complete this process, the maintenance packages for your products are accepted.

You have deployed and configured a product across your enterprise. Now you are applying maintenance to this product.
Create a deployment and a configuration for this product to get this maintenance to your target systems.

Configure Automatic HOLDDATA Download

You can configure CSM to download automatically the available HOLDDATA that it uses for each maintenance installation.
You then have current information about what maintenance packages are marked as PE (PTF in Error).

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the HOLDDATA Settings section, select the Enable Automatic Updates checkbox.
3. Set up values for the following fields, and select Apply:
Owner of Update Task

Specifies the TSO user ID under which the update task is run.
Recurrence

Specifies how often the task recurs.
Update Software Catalog Every number of Days

or Update Software Catalog On day of week Every number of Weeks
Specifies the frequency of downloading HOLDDATA to your software catalog, in days or weeks, depending on the
value the Recurrence field.
Example: Imagine you set the recurrence for a specific number of days and you set the time that precedes the
current time. Then the first update occurs in the specified number of days at the specified time. For example, on
Monday at 10.30 am, you set the number of days to 3 and time to 07.00. The first update then occurs on the third
day, Thursday, at 7.00 am. When you set the time past the current time, the first update occurs on the same day
at the time set. For example, on Monday at 10.30 am, you set the number of days to 3 and time to 11.00. The first
update then occurs on that Monday at 11.00 am.

System Time
Specifies the system time when an automatic update occurs. The system time reflects your CSM application
server time zone. The TZ parameter within Tomcat startup libraries defines the time zone. If the TZ parameter is
not defined, the CSM application server time zone defaults to GMT - Greenwich Mean Time.
Local time is calculated based on the system time that you set.

NOTE
To download available HOLDDATA to the software catalog immediately, select Update Immediately.

The automatic HOLDDATA download is configured.

Configure CSM to Reject Unneeded Maintenance from the SMP/E Environment

During the regular, FIXCAT, or CARS maintenance wizard execution, CSM may receive maintenance. Some maintenance
packages may not be directly associated with the maintenance that you want to apply.
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You can configure CSM to reject the maintenance that was received but not applied during the wizard execution.

• If you exit the wizard before the maintenance installation started, CSM rejects the maintenance that has been received
during the wizard execution. The SMP/E environment is restored to the state that it had before you started the wizard.

• If you navigated through the wizard steps, started the maintenance installation task, and the task completed
successfully, CSM rejects the received but not applied maintenance that is not directly associated with the
maintenance that you have applied.

This process ensures that your SMP/E environments do not contain unneeded received maintenance.

1. Select the Settings tab, and select the Software Installation link under System Settings on the left side.
2. In the Maintenance Installation section, select the Reject Received Maintenance checkbox.
3. Select Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

CSM is configured to reject unneeded maintenance.

Download Product Maintenance Packages

You can download maintenance packages for installed products through the Products tab. You can download:

• All maintenance packages for a product
• Only maintenance packages that have been released from the time the product release was updated last

NOTE
The information for HIPERs and new maintenance on the Software Status tab is based on the current
information in your software catalog. Update the product list on a daily or weekly basis to keep it current.

WARNING

You can also download maintenance using the SMP/E Internet Service Retrieval. This option uses the IBM
SMP/E RECEIVE ORDER command to download Broadcom mainframe product maintenance over the Internet,
by securely submitting an order for PTFs and HOLDDATA to a remote Broadcom server. This service eliminates
the manual steps that are required to download maintenance from Broadcom Support. The orders are fulfilled
based on the status of your SMP/E environments. Based on your order criteria, all PTFs and their requisites are
downloaded automatically and received to your system.

To use this download option, complete the procedures to configure the SMP/E Internet Service Retrieval as
described in the Mainframe Common Maintenance Procedures documentation. After you set up this service, you
can use CSM to apply and accept your maintenance.

1. Verify that your CSM login user name is associated with a registered user of Broadcom Support on the Software
Acquisition Settings page.
CSM uses the credentials to access Broadcom Support.

2. Select the name of the product for which you want to download maintenance in the product list on the left side.
Maintenance information about the product appears in the Releases section on the right side.

3. For the product release for which you want to download maintenance, select the Actions drop-down list to the right of
the release. Complete one of the following steps:
a. Select Update Product Release to download all maintenance packages for the product release.
b. Select Get Latest Maintenance to download only maintenance packages that have been released from the time

the product release was updated last.
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A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are downloaded.

Configure CSM to Perform Automatic Maintenance Updates

You can configure CSM to perform automatic maintenance updates (downloading and receiving maintenance) for
products that are installed in an SMP/E environment.

Manage Maintenance Downloaded Outside of CSM

Sometimes you acquire maintenance packages, such as unpublished maintenance, PTF, APARs, and USERMODs,
outside of CSM. For example, you are validating a test PTF released for a product. You can add information about these
maintenance packages to CSM from the Products tab.

Adding these maintenance packages to CSM provides you with a complete view of all the maintenance for a product
release. After a package is migrated, you can use CSM to apply the maintenance.

Usually, the maintenance is placed as a single package. However, some Broadcom mainframe products still have older
aggregated maintenance packages that were released before December 31, 2013. An aggregated package is a file that
comprises several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts
all the nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package
is marked with the CUMULATIVE type.

When you insert an aggregated package, CSM assigns a fix number to it. The fix number is unique and contains eight
characters. The first two characters are AM (for Aggregated Maintenance) and a unique six-digit number follows. The
number value increases by 1 with each added aggregated package.

If the aggregated maintenance package has the same fix number as one of its nested packages, only the nested package
is added. The aggregated package itself is not available in the list of maintenance packages.

1. Select the Products tab, and select the product release for which the maintenance applies.
2. Select the Add External Maintenance button.
3. Specify one of the following package types and package details:
Data Set

Adds a maintenance package that is located in a z/OS data set with an LRECL of 80 and RECFM of FB.
UNIX File

Adds a maintenance package that is located in a USS directory in binary mode.
FTP File

Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading
a PTF to validate it.

FTP Host Specifies the FTP server where the maintenance package is located. Select a server from the list, or
provide your FTP server host.

FTP Port Specifies the FTP port number for the FTP server.
FTP Path Defines the FTP path where the maintenance package is located. Start the path with a forward slash

(/). Enter only a forward slash to specify the root directory.
Example: /outgoing/

Maintenance Name Defines the maintenance package name.
Example: RO01111.bin

User Name Defines a valid user name to access the FTP location.
Password Defines a valid password to access the FTP location.
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Solution
Adds a published solution on Broadcom Support.

NOTE
To add several data sets or UNIX file packages from the same location, use masking.

4. Select OK.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance package with the related information is saved in the CSM database. To see the added package, refresh
the page.

View Aggregated Package Details

You can view which nested packages are included in the aggregated package. The information includes the fix number,
package type, and package description.

NOTE
Aggregated maintenance packages were discontinued December 31, 2013. However, some Broadcom
mainframe products have aggregated maintenance packages that were released before this date.

1. Select the Products tab, and select the product release that has the aggregated package whose details you want to
view.

2. Select the Fix # link for the aggregated package.
The Maintenance Package Details dialog opens.

3. Select the Nested Packages tab.
A list of nested packages that the aggregated package contains appears.

Receive Maintenance

After maintenance has been downloaded for a product, you can receive the maintenance to the global zone of an SMP/E
environment where the related products are installed. Once received, maintenance packages can be applied.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment where you want to receive maintenance
packages.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to receive, and select the Receive link.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the receiving, and select Next.
5. Review and adjust the receive list selections as required, and select Next.
6. Review the summary, and select Receive.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.
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The maintenance packages are received to the SMP/E environment global zone.

Reject Maintenance

You can reject a received maintenance package. Information about the maintenance package is removed from the SMP/E
environment global zone.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to reject maintenance.
2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria

defined.
3. Select the maintenance packages that you want to reject, and select the Reject link. You can filter out only received

packages.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the rejection, and select Next.
5. Review and adjust the rejected list selections as required, and select Next.
6. Review the summary, and select Reject.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are rejected. Information about the maintenance packages is removed from the SMP/E
environment global zone.

Apply Maintenance

After maintenance has been downloaded for a product, you can apply the maintenance to products that are installed in an
SMP/E environment.

WARNING
Before you apply maintenance, ensure that required file systems are mounted and that you have specified the
correct path to the DDDEFs that are contained in the file systems. The path must be the mount point of the zFS
file system, plus the directory /CA. For example, if the zFS file system is mounted at /broadcom/abc, the DDDEF
path must be /broadcom/abc/CA.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the SMP/E environment is locked and other CSM users cannot perform any
action against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes,
the lock releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to apply
maintenance to.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to apply, and select the Apply link.
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NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Follow the instructions on the wizard to navigate through the wizard steps.
5. From the Summary step, review the summary, and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You have completed acquiring and applying maintenance. You can accept the applied maintenance (except USERMODs)
from the SMP/E Environments, Maintenance tab.

USERMODs

A product USERMOD can be provided as a published maintenance package downloaded during the Update Product
process. When CSM downloads a package including a ++USERMOD statement, it is loaded under the product with a
USERMOD type. You can install these packages using CSM but cannot accept them because they are not intended to be
permanent.

You can create a USERMOD manually, or we can provide an unpublished maintenance package as a USERMOD. In this
case, the USERMOD file, which contains the ++USERMOD statement and the body of the USERMOD, must be managed
as an externally downloaded package.

Unresolved HOLDDATA Processing

When you apply maintenance, review and process any unresolved HOLDDATA for the applied maintenance and its
prerequisites. The maintenance wizard displays all unresolved HOLDDATA and lets you review the HOLDDATA and
details about the HELD maintenance. You can then bypass the HOLDDATA or exclude the HELD maintenance. CSM
determines unresolved HOLDDATA by running SMP/E APPLY GROUP/GROUPEXTEND CHECK.

In the maintenance wizard, you can perform the following actions:

• Select HOLDDATA (HOLDDATA TYPE, REASON, or maintenance) to bypass it.
• Leave HOLDDATA unselected to exclude it. If you do not select a HOLDDATA entry checkbox, CSM excludes the

HELD maintenance from the processing.

If you exclude at least one HELD maintenance package, CSM runs an appropriate SMP/E APPLY GROUP/
GROUPEXTEND CHECK command to verify the processing. CSM verifies whether other maintenance requires the
excluded maintenance. If so, CSM also excludes it from processing.

If the SMP/E APPLY GROUP/GROUPEXTEND CHECK command discovers further unresolved HOLDDATA, you are
notified about all unresolved HOLDDATA again. Select what HOLDDATA to bypass and what HELD maintenance to
exclude.

This iterative process repeats until all HOLDDATA is resolved or bypassed. You can then proceed to the next step.

A list of maintenance packages that are excluded during the processing of unresolved HOLDDATA is displayed in the
Summary step.
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Apply CARS Maintenance

CSM lets you track and apply CARS maintenance for your products.

CARS is a set of maintenance packages that are installed and tested regularly on the Broadcom Mainframe Software
Division development, test, and production systems. Install CARS maintenance to keep your products current. Broadcom
releases CARS maintenance regularly. The release date determines the CARS maintenance level.

To learn about new CARS maintenance that is available, download the files that are listed for published CARS
maintenance. You can configure CSM to download these files automatically, or add CARS files manually. You can filter
this maintenance in the SMP/E Environments, Maintenance section based on information that is in the files. You can
also select the packages that are applicable within a CARS level.

You can apply particular CARS maintenance packages. You can update all products in an SMP/E environment.

A CARS file can list a maintenance package that the HOLDDATA marked as PE (PTF in Error). The CARS file can also
reflect a corrective maintenance package for this PE that is not listed in this CARS file. This situation can occur if a
maintenance package is found in error after the CARS file is published. The CARS processing continues as expected, and
the maintenance package that is marked as PE is not applied. However, the CARS level for the product is not updated to
the current level until you apply the corrective maintenance package to the SMP/E environment.

Configure Automatic CARS File Download

You can configure CSM to download available CARS files automatically. After download, the files are stored in a USS
directory under the software catalog.

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the CARS Setting section, select the Enable Automatic Updates checkbox.
3. Set up field values and select Apply.

NOTE
To download available CARS files to the software catalog immediately, select Update Immediately.

The automatic CARS file download is configured.

Add a CARS File

If you cannot automatically download available CARS files, add them to the software catalog manually. Use the Add
CARS File link. The files that were added manually are stored in the same USS directory as other files.

1. Download the CARS file using FTP from the Broadcom file server directly to your USS directory.
a. Connect to the FTP site at the following location:

https://ftp.broadcom.com/secureuser/downloads

b. Log in to ftp.broadcom.com as follows:
user name: anonymous
password: your-email-address

c. Change to the following directory:
/pub/ASSIGNS

d. Change your download mode to ASCII.
e. Download the CARS file. These files appear in the format:

CARyymm.TXT

2. In the CSM web-based interface, select the Products tab, and select the Add CARS File link in the Actions section on
the left side.

3. Specify the USS path to the CARS file you want to add, and select OK.
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Information about the CARS file is saved in the CSM Software Catalog USS database.

Apply CARS Maintenance to an SMP/E Environment

You can upgrade products that are installed in an SMP/E environment to a specific CARS level. During processing, CSM
verifies that maintenance packages that are associated with the selected CARS level can be applied to the products, and
then applies the packages.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to upgrade the CARS level for.

Select the Actions drop-down list to the right of the SMP/E environment, and select Upgrade CARS Level.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the CARS maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Apply FIXCAT Maintenance

CSM lets you select and apply maintenance for your products according to FIXCAT.

FIXCAT (fix category) associates a maintenance package to one or more categories of PTFs (for example, installation,
function, z/OS version, or communication).

FIXCAT data is provided in the same file as error HOLDDATA. Error HOLDDATA contains FIXCAT HOLDDATA statements
that assign a maintenance package to a category. Select a category, and CSM determines and applies associated
maintenance packages to the selected products installed in an SMP/E environment.

Masking Maintenance Categories

When you select maintenance categories in the wizard, you can use masking.

Use an asterisk (*), or a percent sign (%), or both to specify naming masks. An asterisk substitutes for any number of
symbols. A percent sign substitutes for one symbol.

For example:
System.z/OS.*

Selects all the categories whose names start with System.z/OS.
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System.z/OS.%%
Selects all the categories under System.z/OS whose last segment consists of two symbols.

Apply Maintenance by FIXCAT Category

You can select and apply maintenance for your products based on FIXCAT using CSM.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to apply FIXCAT

maintenance. Select the Actions drop-down list to the right of the SMP/E environment, and select Update Using Fix
Categories.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary, and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the FIXCAT maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Restore Maintenance

You can restore (back out) an applied maintenance package (but not an accepted maintenance package).

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to restore
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to restore, and select the Restore link. You can filter out only applied
packages.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the restoring, and select Next.
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5. Review and adjust the list selections as required. Select Zones to review and adjust the zones where the maintenance
is restored from. You can only perform maintenance actions on zones you select here. Select OK to confirm the
selection and return to the wizard, and select Next.

6. Review the prerequisites if they exist, and select Next. CSM restores these prerequisites as part of the maintenance
restoring process.

7. Review the summary, and select Restore.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are restored.

Accept Maintenance

After maintenance has been applied, you can accept the maintenance for products that are installed in an SMP/E
environment. You cannot accept USERMODs.

Use this procedure to accept the maintenance in GROUP mode.

WARNING
Before you start, update the HOLDDATA in your software catalog. To do so, select Update HOLDDATA in the
Actions section on the Software Catalog page. You can also set up the automatic HOLDDATA download as
described previously in this article.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to accept
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to accept, and select the Accept link.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the maintenance, and select Next.
5. Review and adjust the accept list selections as required. Select Zones to review and adjust the zones where the

maintenance is accepted. You can only perform maintenance actions on zones you select here. Select OK to confirm
the selection and return to the wizard, and select Next.

6. Select the installation mode for the selected maintenance, and select Next.
7. Perform one of the following actions to address prerequisites:

– If no prerequisites exist, select Next. A list of HOLDDATA appears.
– If prerequisites exist and are available, review them, and Select Next. A list of HOLDDATA appears. The

prerequisites are accepted as part of the process.
– If a prerequisite is not available, the wizard cannot continue. Select Cancel to exit the wizard. Acquire the

prerequisite and restart the process.
8. Review HOLDDATA entries, if they exist. Select Export Table to open all HOLDDATA information for all selected

maintenance in a separate browser window. Selecting Export Table is similar to running the LIST SYSMODS
HOLDDATA command within your SMP/E environment.

9. Select Next.
SMP/E work DDDEFs of SMPWRKx and SYSUTx, with their allocation parameters, are listed.
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10. Review the work DDDEF allocation parameters, and edit them, if necessary, to verify that sufficient space is allocated
for them during the maintenance acceptance:

NOTE
Changes in the allocation parameters apply to the current maintenance processing only.

1. Select Override for a DDDEF to edit its allocation parameters.
A pop-up window opens.

2. Make the necessary changes, and select OK to confirm.
The pop-up window closes, and the DDDEF entry is selected in the list indicating that the allocation parameters
have been overridden.

You can also:

• Update allocation parameters for the DDDEFs automatically by select Resolve Overrides.
CSM provides values for all DDDEFs based on the total size of the selected maintenance packages being
accepted. All DDDEF entries are selected in the list indicating that the allocation parameters have been overridden.

NOTE
To edit the allocation parameters for a DDDEF after automatically updating them with the Resolve
Overrides button, select Override. Make the necessary changes. Select OK to confirm and return to the
wizard.

• Cancel a parameter update for any DDDEF by clearing its checkbox.
11. (Optional) Select View SMP/E Work DDDEFs to review SMP/E work DDDEF and their allocation parameters for the

selected SMP/E environment zones. Select Close to return to the wizard.

NOTE
Sometimes, the allocation parameters differ from the allocation parameters that you obtained using the
Resolve Overrides button.

Select Next.
12. Review the summary, and select Accept.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens and you can view the action details.

The maintenance packages are accepted.

Accept Maintenance in GROUPEXTEND Mode

CSM lets you invoke the SMP/E utility with the GROUPEXTEND option enabled for accepting maintenance.

When you accept maintenance in GROUPEXTEND mode, the following installation modes are available:
Accept Check

Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode.
Accept

Accepts the maintenance to the selected SMP/E environment in GROUPEXTEND mode.
Accept Check and Accept

Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode. Then
accepts it if possible.

For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or HOLDDATA
prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets you check if any
prerequisites or HOLDDATA exist and report them in the task output.

How Maintenance in GROUPEXTEND Mode Works
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Accept maintenance in GROUPEXTEND mode in the following sequence:

1. Apply all maintenance packages that you want to include by the GROUPEXTEND option.
2. Run the maintenance in Accept check mode.

– If the task fails, review SMPOUT in the task output. Review if there are missing (not applied) maintenance
packages or HOLDDATA that must be resolved or bypassed.

– If the task succeeds, review SMPRPT in the task output. Review what maintenance packages were found and
accepted.

3. Run the maintenance in Accept mode. Specify the maintenance packages that you want to exclude and HOLDDATA
that you want to bypass, if any exist.
The followings options are available for bypassing HOLDDATA:
– HOLDSYSTEM
– HOLDCLASS
– HOLDERROR
– HOLDUSER

You can run the maintenance in Accept mode in the same CSM session after Accept check mode is completed. The
values that you entered for Accept check mode are then prepopulated on the wizard dialogs.

Accept Maintenance with the GROUPEXTEND Option Enabled

You can accept maintenance (except USERMODs) with the GROUPEXTEND option enabled.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment holding the maintenance packages that you
want to accept in GROUPEXTEND mode.

2. Select Maintenance.
Maintenance packages available for the products are listed. If you do not see any maintenance packages, verify that
you have maintenance view criteria defined.

3. Select the maintenance packages that you want to accept in GROUPEXTEND mode, and select the Accept
GROUPEXTEND link.

NOTE
If you select an SMP/E environment that is being used by another user, a notification message appears. You
are prevented from performing any actions on the SMP/E environment. Wait until the notification message
disappears and the SMP/E environment becomes available, or select Cancel to select another SMP/E
environment.

4. Review the information about the maintenance, and select Next.
The packages that you want to accept are listed.

NOTE
Select a link in the Status column for a maintenance package, if available, to review a list of zones. The
zones indicate where the maintenance package is received, applied, or accepted. Select Close to return to
the wizard.

5. Review the packages, and select Next.

WARNING
For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or
HOLDDATA prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets
you review if any prerequisites or HOLDDATA exist and report them in the task output. Run the maintenance
in Accept check mode first.

6. Read the information that is displayed on this tab, and select Next.
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The installation options appear.
7. Specify installation options as follows, and select Next:

a. Select the installation mode for the selected maintenance.
b. Review the GROUPEXTEND options and select the ones that you want to apply to the maintenance:

NOAPARS
Excludes APARs that resolve error reason ID.

NOUSERMODS
Exclude USERMODs that resolve error reason ID.

c. (Optional) Enter maintenance packages that you want to exclude in the Excluded SYSMODs field. You can enter
several packages, separate them by a comma.

The Bypass HOLDDATA step of the wizard appears.
8. (Optional) Enter the BYPASS options for the HOLDDATA that you want to bypass during the maintenance installation.

You can enter several BYPASS options, separate them by a comma.
9. Select Next.
10. Review the summary, and select Accept GROUPEXTEND.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE

• If you run the maintenance installation in Accept check mode and the task succeeds, review SMPRPT in
the task output. Review what maintenance packages were found and accepted.

• If you run the maintenance installation in Accept check mode and the task fails, review SMPOUT in the
task output. Review if there are missing (not accepted) maintenance packages or HOLDDATA that must
be resolved or bypassed.

You completed maintaining products with CSM.

HOLDDATA
When you apply maintenance, you typically encounter SMP/E HOLDDATA. We use HOLDDATA to notify your SMP/E
system of SYSMODs that have errors or special conditions. We support system and external HOLDDATA.

System HOLDDATA

System HOLDDATA indicates data that is an in-stream part of the SYSMOD, informing you of special conditions. The
following reasons are used with SYSTEM HOLDDATA for your product.

• Action
Indicates that you must perform special processing before or after you apply this SYSMOD.

• AO
Affects automated operations. It changes the message identifier or the displacement of a field inside the message.

• DB2BIND
Indicates that DBRMs have changed and packages must be rebound.

• DDDEF
Indicates that data sets and DDDEFs are being added or modified.

• DELETE
Deletes the SYSMOD load module. You cannot reverse this type of SYSMOD with the SMP/E RESTORE command.

• DEP
Indicates a dependency for this SYSMOD that you must externally verify.

• DOC
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Indicates a documentation change with this SYSMOD.
• DOWNLD

Indicates that some or all the elements that this SYSMOD delivers are to be downloaded to a workstation.
• DYNACT

Describes the steps to dynamically activate this fix without performing an IPL.
• EC

Indicates that this SYSMOD requires a hardware engineering change. An EC hold SYSMOD usually does not affect
the product unless the EC is present on the hardware device.

• ENH
Introduces a small programming enhancement. The hold contains the instructions to implement the enhancement. If no
action is required to implement the enhancement, give a summary of the enhancement.

• EXIT
Indicates that changes delivered by this SYSMOD require reassembly of user exits.

• EXRF
Indicates that the SYSMOD must be installed in both the Active and Alternate Extended Recovery Facility Systems.

• IPL
Indicates that an IPL is required for this SYSMOD to take effect. This option is used only when there is no alternative
for dynamic activation.

• MSGSKEL
Indicates that the SYSMOD contains internationalized message versions that must be run through the message
compiler for each language.

• MULTSYS
Apply this SYSMOD to multiple systems for pre-conditioning, coexistence, or exploitation.

• RESTART
Indicates that after applying this SYSMOD, the site must perform a special restart as opposed to a routine restart.

• SQLBIND
Indicates that a bind is required for a database system other than Db2.

External HOLDDATA

External HOLDDATA is not part of the PTF. The HOLDDATA resides in a separate file and contains both error and FIXCAT
HOLDDATA. The error HOLDDATA is used for SYSMODs that have been distributed and later are discovered to cause
problems. The FIXCAT HOLDDATA helps identify maintenance that is required to support a particular hardware device,
software, or function.

Download the external HOLDDATA from Broadcom Support to a DASD file, and allocate the file to the SMPHOLD
DD statement. To take care of the external HOLDDATA, receive it into your SMP/E environment. SMP/E receives the
HOLDDATA from Broadcom-supplied jobs.

You can find JCL to download the external HOLDDATA in your SAMPJCL member. Open AUD6RECP in an edit session
and execute the AUDSEDIT macro on the command line. Then, submit the JCL.

Error HOLDDATA

If a SYSMOD has unresolved error HOLDDATA, SMP/E does not install it unless you add a bypass to your APPLY
command. You can bypass error HOLDDATA in situations that are not applicable to you. Error HOLDDATA that is not
applicable to you can include a problem that happens only with a hardware device that you do not have or in a product
feature that you do not use.

When Broadcom publishes a SYSMOD that resolves the error HOLDDATA, the resolving SYSMOD supersedes the error
HOLDDATA. This action lets you apply the original SYSMOD with the fixing SYSMOD.

The only manual task is running a REPORT ERRSYSMODS. This report identifies the following:
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• Any held SYSMODs already applied to your system
• Any resolving SYSMODs that are in RECEIVE status

SMP/E identifies the SYSMOD to apply to correct the situation.

FIXCAT HOLDDATA

Broadcom provides FIXCAT HOLDDATA to help identify maintenance that is required to support a particular hardware
device, software, or function. Fix categories are supplied as SMP/E FIXCAT HOLDDATA statements. Each FIXCAT
HOLDDATA statement associates an APAR and its related fixing PTF to one or more fix categories.

Complete Configuration Tasks
After your product installation and maintenance tasks are complete, you must configure your product for execution. The
configuration process tailors the product runtime environment for use on a specific z/OS system.

The topics in this section describe the minimum configuration tasks needed before Auditor for z/OS can be started,
customized, and used in your environment.

Customize the Central Parameter File
Describes how to create and allocate the central parameter file before using Auditor.

If you are using a central parameter file, you must create and allocate the file before using Auditor.

NOTE
If you used CSM to download the product pax file, continue with the installation from this point.

Allocate the Central Parameter File

Perform the following steps to allocate the central parameter file. The JCL for this job is in the ALLCCPRM member of the
CAJ0JCL0 library.

1. Change the ALLCCPRM JOB statement to your site’s standards.
2. Specify the following parameters:
HLQ

Specifies the high-level qualifier of the data sets to be created.
CPMVOL

The volume where the central parameter file is allocated. This value should match the EPVOL control statement
that is specified when making the central parameter file available when choosing the method "CNFGZAP
USERMOD" below.

SYSDA
The generic or esoteric unit name for permanent disk allocations.

3. Run the job.
The central parameter file is allocated.

Define and Populate the Central Parameter File

After you define and populate, make the central parameter file available to Auditor for use during initialization processing.
Use one of the following methods:
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Method 1: CNFGZAP USERMOD

When you install Auditor using SMP/E, you can optionally customize and apply the CNFGZAP USERMOD to specify
the name of the central parameter. For more information about customizing and applying this USERMOD, see Generate
the Configuration zap below. When the central parameter file is specified in this manner, Auditor performs the following
processing during initialization:

• Dynamically allocate the named file.
• Attempt to open the file and process its contents.
• Close and deallocate the file and continue initialization.

If an error prevents Auditor from allocating and opening the file, if Auditor continues initialization depends on the setting
of the EPFAIL=setting from the configuration zap. The default, EPFAIL=NO, means that Auditor continues without
processing the central parameter file. Specifying EPFAIL=YES means that Auditor terminates initialization processing.

Generate the Configuration Zap

If you use features which require the Auditor central parameter file, create a configuration zap which tells Auditor where
the file is. The JCL for this job is in the GENCZAP member of the CAJ0JCL0 library.

NOTE
Instead of customizing and applying the configuration zap, you can use the CAJ0PARM DD statement (file)
to specify the name of the central parameter. Doing so provides greater flexibility in using Auditor advanced
features that require use of the central parameter file.

1. Change the GENCZAP JOB statement to your site’s standards.
2. Change the HLQ parameter in the GENCZAP procedure to match the CAI parameter specified in EXMSMPE

Procedure.
3. Set the following parameters in the SYSIN stream:
EPDSN

Specifies the data set name of the central parameter data set. If not specified, no central parameter data set is
used.

EPVOL
Specifies the volume serial number of the central parameter file data set. If it is omitted (recommended), the
catalog is used to find the data set.

EPJSCAT
Specifies whether the Auditor step can contain a JOBCAT or STEPCAT statement. The default is NO.

EPFAIL
Specifies the action Auditor takes if it cannot open the central parameter file.
DEFAULTS

Continue using the product defaults.
WARN

Continue, but issue a message to the user and SYSLOG.
FAIL

Issue a message to the user and terminate Auditor.
4. Submit the job.

The configuration zap in the CNFGZAP member of the CAJ0JCL0 library is generated.

Receive the Configuration Zap

The JCL for this job is in the RECCZAP member of the CAJ0JCL0 library.

1. Change the JOB statement to your site’s standards.
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2. Change the data set name of the SMPPTFIN DD statement to point to the CNFGZAP member of the CAJ0JCL0
library.

3. Run the job.
The configuration zap CNFGZAP is received.

Apply the Configuration Zap

The JCL for these jobs is in the APCCZAP and APPCZAP members of the CAJ0JCL0 library.

1. Change the APCCZAP JOB statements to your site’s standards.
2. Run APCCZAP.

An APPLY CHECK on the configuration zap, CNFGZAP is performed.
3. Change the APPCZAP JOB statements to your site’s standards.
4. Run APPCZAP.

The configuration zap, CNFGZAP is applied.

Method 2: CAJ0PARM File

You can optionally allocate the CAJ0PARM DD statement (file) to your central parameter file. Auditor checks if a DD
statement (file) has been defined for CAJ0PARM. If so, Auditor does the following:

• Attempts to open the file and process its contents.
• Close and deallocate the file and continue initialization.

Note the following points about this processing:

1. If the CAJ0PARM file is found, Auditor does not process the configuration elements defined using the CNFGZAP
USERMOD, namely:
– EPDSN
– EPVOL
– EPJSCAT
– EPFAIL

2. If an open or other processing error occurs, Auditor continues without processing the central parameter file.

Parameter File Use

If you are using one of the following advanced Auditor features, be sure to define, populate, and make available the
central parameter file for Auditor usage.

SNMP Trap Support
The OPTIONS and TRAPAUTH members are used to customize SNMP trap processing.

Audit Event Support
Use the ETAOPTNS member to customize Audit event processing.

Symbolic Data Variable Substitution
The SYMBPARM member is used to specify symbolic data variable substitution values.

APF Analysis of UNIX System Services (USS) Hierarchical File System (HFS)
The EXDATA member is used to name the external data store needed for this function.

SNMP Trap Support

This section describes the OPTIONS and TRAPAUTH members and how to define SNMP traps.

OPTIONS Member

The OPTIONS member contains the following parameters.
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NOTE
The sample OPTIONS member is located in the CAJ0JCL0 library.

TRAPAUTH=[ALLOW|PREVENT|SAF]
Specifies the authorization required to issue SNMP traps by using the TRAP ON command.
ALLOW

Lets all users issue traps.
PREVENT

(Default) Forbids all users from issuing traps.
SAF

Causes Auditor to issue a SAF authorization call whenever an attempt is made to issue a trap. The SAF
call has a class of CAEXAMIN, and one of the following entity names:
TRAPAUTH.TEST

For test traps generated through the use of DEBUG flag 16.
TRAPAUTH.BATCH

For other traps issued in batch jobs.
TRAPAUTH.TSO

For other traps issued from a TSO session.
LOGUSE=[NONE|BATCH|TSO|ALL]

Specifies whether an SNMP trap should be issued when a user enters or leaves Auditor. This can be used to
track use of Auditor.
NONE

(Default) Suppresses use logging.
BATCH

Logs only batch use.
TSO

Logs only TSO use.
ALL

Logs both batch and TSO use.

Because these logging SNMP traps are not initiated by the user, no SAF authorization call is performed for them, even if
TRAPAUTH=SAF is specified.

To include comments in the member put an asterisk in column one of the comment line.

For a sample OPTIONS member click here.

TRAPAUTH Member

The TRAPAUTH member specifies the Unicenter nodes where SNMP traps from Auditor should be sent.

NOTE
The sample TRAPAUTH member is located in the CAJ0JCL0 library.

Specify the nodes as follows, one per line:

NodeID IPAddress Description
NodeID

A label that can be used for quick identification of the line. If a nodeID is followed by an asterisk, debug mode
(ENFSNMPM tracing) is enabled for the node. Do not activate debug mode unless instructed to by Broadcom
Support.
Range: 1 to 8 characters
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IPAddress
A standard IP address, www.xxx.yyy.zzz, or a DNS name for the node.

Description
Free-form descriptive text to help remember what the IP address refers to.

To include comments in the member put an asterisk in column one of the comment line.

For a sample TRAPAUTH member click here.

Define Auditor SNMP Traps

If you are using SNMP traps, run the WSDEFMSA command file on your Unicenter systems. The commands in this file
define Auditor SNMP traps to Unicenter so they display as intelligible messages instead of raw data.

If you have installed from the perpetual license tape (J0C0nn) and have used the SMP/E installation method, the
WSDEFMSA command file is installed with Auditor in the prefix.CAJ0OBTV library.

If you are using the non-SMP/E installation method, use the following JCL as a model to copy the data set containing the
WSDEFMSA command file from tape to disk:

//LOADTNGM  JOB

//*

//*  LOAD CAITNGM LIBRARY FROM TAPE

//*

//JS010     EXEC  PGM=IEBCOPY,REGION=0M

//SYSPRINT  DD SYSOUT=*

//TAPE      DD DSN=AUD.EXAMINE.TNGMODS,

//             UNIT=CART,DISP=OLD,

//             VOL=SER=J0C0nn,

//             LABEL=(15,SL,EXPDT=98000)

//DISK      DD DSN=prefix.CAITNGM,

//             UNIT=SYSDA,DISP=(NEW,CATLG,DELETE),

//             SPACE=(TRK,(2,2,2)),

//             DCB=(RECFM=VB,DSORG=PO,LRECL=256,BLKSIZE=6233)

//SYSIN     DD *

  C I=TAPE,O=DISK

//

The file containing the WSDEFMSA command file must be transferred to the Unicenter machines. To do this, establish
an FTP session from the Unicenter machine to z/OS. The command file is an ASCII file, so there is no need to specify
BINARY or IMAGE to FTP. Issue the GET command to download the prefix.CAITNGM(WSDEFMSA) member, renaming it
to WSDEFMSA.CMD.

After you download WSDEFMSA.CMD to the Unicenter machine, run it from the command prompt. Unicenter must be
active when you run WSDEFMSA.CMD. The command file issues the commands to define the Auditor traps.

SYMBPARM Member

The SYMBPARM member supplies symbolic substitution variable names and corresponding data values for date fields.
This substitution capability is not available for normal TSO-based sessions and is meant to be used only in a batch, or
“silent auditing” environment.

NOTE
The sample SYMBPARM member is located in the CAJ0JCL0 library.

The only valid fields for which this substitution process is performed are the TO and FROM date fields for the functions:
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• SMF record search (1.5.4)
• Job history SMF search (4.4)
• Program history SMF search (5.4)
• File history SMF search (6.5)

Specify one or more statements as appropriate to define each symbolic variable name and its substitution value. The
specific syntax is:

column 1 column 10

0+++|++++1++++|+++2+++|++++3+++|+++4...

    symname    symvalue

symname
Specifies symbolic substitution name that the user will specify as a date value when they create the actual batch
auditing script. The symname name must begin in column 1 and start with an ampersand (&). For example,
&symname.
Range: 1 to 8 characters

symvalue
Specifies the actual substitution value that Auditor will substitute when the batch script is actually run. The
symvalue value must begin in column 10. Use the following format to specify symvalue:
&TODAY{-n}

&TODAY
A reserved Auditor variable equivalent to the current date value at the time the batch script is executed

-n
(Optional) An algebraic value to be subtracted from the current date. For example, &TODAY-1 can be
used to select SMF records starting with yesterday.

For a sample SYMPARM member click here.

ETAOPTNS Member -- Audit Event Support

The ETAOPTNS member contains the following parameters:

Note: The sample ETAOPTNS member is located in the CAJ0JCL0 library.

ETAUDIT= [ALLOW|PREVENT|SAF]
Use this parameter to specify the authorization required to issue Audit events by using the EVENTS ON
command:
ALLOW

Lets all users issue events.
PREVENT

(Default) Forbids all users from issuing events.
SAF

Causes Auditor to issue a SAF authorization call whenever an attempt is made to issue an event. The
SAF call has a class of CAEXAMIN and one of the following entity names:
ETAUDIT.TEST

For test events generated through the use of DEBUG flag 16.
ETAUDIT.BATCH

For other events issued in batch jobs.
ETAUDIT.TSO

For other events issued from a TSO session.
The access type is read.
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LOGUSE=[NONE|BATCH|TSO|ALL]
Use this parameter to specify whether an Audit event is issued when a user enters or leaves Auditor. This can be
used to track the use of Auditor.
NONE

(Default) Suppress logging.
BATCH

Log only batch use.
TSO

Log only TSO use.
ALL

Log both batch and TSO use.

Because these logged Audit events are not initiated by the user, a SAF authorization call is not performed for them, even if
ETAUDIT=SAF is specified.

To include comments in the member, put an asterisk (*) in column one of the comment line.

For a sample ETAOPTNS member click here.

EXDATA Member

The EXDATA member identifies the data set name of the external data store used by the HFS File APF analysis function.

Auditor processes this member during initialization and stores the specified data set name and optional volume. Auditor
does not try to open the specified data set until the 2.2.4 APF/HFS Analysis function is selected. Changes made to the
EXDATA member after an Auditor session is active take effect only after that session is restarted.

The EXDATA member contains the following parameters, which both begin in column one:

Note:The sample EXDATA member is located in the CAJ0JCL0 library.

EXDSNAM=datasetname
(Required) Specifies the fully qualified name of the external data store data set created by the EXHFSPP job
supplied in the CAJOJCL0 data set. Each Auditor user that uses the HFS/APF Analysis function must have
appropriate read access to this data set.

EXDSNVOL=volser
(Optional) Specifies the optional volume serial name of the disk volume on which the external data store specified
by the EXDSNAM statement is located. This statement is only needed if the data set named by EXDSNAM is not
cataloged.

For a sample EXDATA member click here.

Allocate the DBASE1 Database
How to allocate the DBASE1 database is described here.

The DBASE1 database is used by Auditor to hold the user-specific information.

If you already have a DBASE1 file, you do not have to run this job. Use the existing DBASE1 file so you do not lose
the existing user information. If you are changing from a non-SMP/E installation to an SMP/E installation, rename your
DBASE1 file from prefix.DBASE1 to prefix.CAIDBS1.

The JCL for this job is in the ALLCDBS1 member of the CAJ0JCL0 library.

1. Change the JOB statement to meet the standards of your site.
2. Specify the parameters:
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HLQ
The high-level qualifier for the DBASE1 file. The file is allocated with the name hlq.CAIDBS1.

DBSVOL
The volume where the DBASE1 file is allocated.

SYSDA
The generic or esoteric unit name for permanent disk allocations.

3. Run the job.
The database is allocated.

Customize the EXAMSTRT CLIST
The EXAMSTRT CLIST dynamically reconcatenates the ISPF libraries to include the Auditor libraries. Use the
EXAMSTRT CLIST when Auditor libraries are not included in the standard logon procedure.

1. Open the EXAMSTRT CLIST in prefix.CAJ0CLS0 for editing.
2. Change CAI.EXAMINE.CAJ0LOAD to the name of your Auditor load library, CAJ0LOAD.

Link Librarian Interface Routines (Optional)
How to link the Librarian files with is shown.

Perform this procedure only if you process Librarian files with Auditor.

The JCL for this procedure is in the LINKFAIR member of the JOBS library.

1. Change the JOB statement to the standards at your site.
2. Change the parameters:
HLQ

The high-level qualifier for the CAJ0LOAD library.
FAIR

The data set name of the Librarian load library.
3. Run the job.

The Librarian FAIR is linked to Auditor.

NOTE
Rerun this procedure whenever maintenance is applied to the LTDMFAIR routine of Auditor.

Link Panvalet Interface Routines (Optional)
How to link the Panvalet files with Auditor is shown.

Perform this procedure only if you process Panvalet files with Auditor.

The JCL for this procedure is in the LINKPAM member of the CAJ0JCL0 library.

1. Change the JOB statement to the standards at your site.
2. Specify the parameters:
HLQ

The high-level qualifier for the CAJ0LOAD library.
PAM

The data set name of the Panvalet load library.
3. Run the job.

The Panvalet PAM interface modules are linked into Auditor.

 90



 Auditor for z/OS 12.1

NOTE
Rerun this procedure whenever maintenance is applied to the LTDMPAMA routine of Auditor.

Technical Considerations
This section contains important information to consider when installing and implementing the product. For example, you
can review the logon procedure updates required to support Auditor or learn how to add Auditor to the ISPF/PDF Primary
Option Menu.

Copy the Program Library
To improve performance, copy the Auditor program library (prefix.CAJ0LOAD) into any link pack area (LPA) data set.
Additionally, the system maintains only one copy of the product in auxiliary (paging) storage.

You can move all Auditor load modules to SYS1.LPALIB except the non-reentrant modules LTDMFAIR and LTDMPAMA,
and the non-refreshable module LTDMCOMM.

Before copying the Auditor program library into LPA storage, consider the following issues:

• The total size of the Auditor load library exceeds 800 KB (RMODE24).
• A z/OS IPL with a create link pack area (CLPA) command is required to activate any updates made to the LPA data

sets.
• The data center should evaluate the impact against the benefits of placing Auditor in link pack area (LPA) storage.

Expand the User Profile Database
The user profile database (prefix.CAIDBS1) contains a profile record for each Auditor user. This record contains the user’s
skill and experience levels, session options, and other individual customization information.

Many Auditor functions save system status information for later recall and comparison. These functions include the
Program and File Freezer operations and the documentation facilities of Console Analysis, System Exit Analysis, and I/O
Appendage Analysis. Use of these functions can increase the space that is required for the user profile database.

The user profile database is a partitioned data set (PDS). The initial primary space allocation is 1000 blocks of 6 KB with a
30-block secondary extent and 230 directory blocks.

If the user profile database runs out of space, you can receive an x37 abend. If this occurs, perform the following actions:

• Use the ISPF/PDF Data Set Utility to reallocate the user profile database under a name different.
• Use the ISPF/PDF Data Set Copy Utility to copy the current user profile database into the newly created data set.
• Rename both data sets so that the new database replaces the full data set.

Determine CLIST Library Format
The data center can choose the record format (RECFM) for the prefix.EXAMINE.CLIST library. When the TSO EXEC
command executes a CLIST from the Auditor CLIST library, the format of the CLIST library is not relevant. TSO
determines the record format from the attributes of the CLIST library.

If the Auditor CLIST library is incorporated into an existing TSO logon procedure, the record format that is selected
should match that of other CLIST libraries already in use in that procedure. This is necessary because CLIST libraries are
concatenated together under the SYSPROC ddname. All libraries in a concatenation must have like attributes. Therefore,
the record formats of each library must be identical. Otherwise, error messages and abends can occur.

You can use the TSO LISTALC STATUS command to find the names of the CLIST libraries that your own logon procedure
refers to. First, locate the SYSPROC ddname in the LISTALC command output. The data set name appearing in the line
immediately above SYSPROC is the name of a CLIST library. Next, issue a LISTDS command specifying that data set
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name. Check the record format returned in the RECFM column. V or VB indicates variable record format, and F or FB
indicates fixed record format for the CLIST library.

If you do not include DD statements for Auditor libraries in the TSO logon procedure, you can obtain access to those data
sets by invoking the EXAMSTRT CLIST from the TSO READY mode. When EXAMSTRT receives control, it invokes an
Auditor module that allocates the Auditor data sets. The Auditor data set names are derived from the name of the LOAD
library, which is specified in the EXAMSTRT CLIST.

When allocated, the Auditor data sets are inserted at the top of the relevant TSO and ISPF/PDF data set concatenations.
The prefix.CAJ0CLS0 library becomes the first data set in the SYSPROC concatenation. Similarly, other Auditor libraries
are inserted at the top of the ISPF/PDF program (ISPLLIB), panel (ISPPLIB), message (ISPMLIB), and table (ISPTLIB)
library concatenations. In this way, if duplicate member names occur in any of these concatenations, the system always
uses the Auditor version. Those allocations then remain in effect during the TSO session.

Add Auditor as a Standard ISPF/PDF Application
How to offer Auditor to your users as a standard ISPF/PDF application is shown.

You can offer Auditor to your users as a standard ISPF/PDF application. You can include Auditor as an option on the
ISPF/PDF Primary Option Menu so users can invoke Auditor directly.

To include Auditor on the ISPF/PDF Primary Option Menu, modify the TSO logon procedure to include the Auditor data
sets and add an Auditor application entry to the ISPF/PDF Primary Option Menu.

Add Auditor Data Sets to the TSO Logon Procedures

Libraries that contain TSO logon procedures are typically update-protected. You can make a copy of the logon procedure,
update it, and turn it over to the appropriate data center personnel for implementation.

1. Identify your TSO logon procedure. If you do not know the name of your TSO logon procedure, invoke the following
EXAMPROC CLIST to identify it:
EXEC 'prefix.CAJ0CLS0(EXAMPROC)'

2. Identify the procedure library (proclib) that contains your TSO logon procedure.
3. Update the ISPF/PDF message data set list. The data sets concatenated under the ISPMLIB ddname are searched

to locate messages that ISPF/PDF applications, including Auditor, generate. Add the library that is named
prefix.CAJ0MSG0 to the ISPMLIB concatenation.

4. Update the ISPF/PDF program library list. ISPF/PDF first searches the data sets concatenated under the ISPLLIB
ddname to locate programs that are invoked under Auditor control. If this ddname is present in your logon procedure,
add the library that is named prefix.CAJ0LOAD to the concatenation list. If the ISPLLIB ddname is not present, add
that library to the STEPLIB ddname concatenation.
If Auditor was installed with the Panvalet Access Method (PAM) add the Panvalet load library that contains the
PVPVLAMS program to the ISPLLIB or STEPLIB concatenation.

5. Update the ISPF/PDF panel data set list. The data sets concatenated under the ISPPLIB ddname are searched for
the menus, data entry, and data display panels Auditor presents. Add the library that is named prefix.CAJ0PNL0 to the
ISPPLIB concatenation.

6. Update the ISPF/PDF table data set list. The data sets concatenated under the ISPTLIB ddname are searched to
locate permanent and saved command tables ISPF/PDF applications created. Add the prefix.CAJ0TBL0 library to the
ISPTLIB concatenation.

7. Update the TSO CLIST data set list. TSO searches the data sets concatenated under the SYSPROC ddname to
locate command lists (CLISTs). CLISTs invoke Auditor when an ISPF/PDF menu option is not provided. If you want to
invoke Auditor using a CLIST, add the library that is named prefix.CAJ0CLS0 to the SYSPROC concatenation.

8. Add Auditor database data sets.
Auditor uses two databases:
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– User profile database (DBASE1)
– System knowledge database (DBASE2)
Add a DD statement for each database to the TSO logon procedure:
//DBASE1 DD DSN=prefix.CAIDBS1,DISP=SHR

//DBASE2 DD DSN=prefix.CAJ0DATA,DISP=SHR

9. (Optional) Add the Auditor central parameter file.
If your site uses advanced Auditor features that require use of the central parameter file, you can specify this data set
in one of two ways. If your site wants to specify the central parameter file using the CAJ0PARM DD statement (file),
you can update your TSO logon procedure accordingly with the appropriate data set name.

NOTE
If you are a Panvalet user, see Interface with Librarian and Panvalet for information about other logon procedure
requirements.

Add Auditor to the ISPF/PDF Primary Option Menu

After the Auditor data sets are allocated and integrated into the corresponding ISPF/PDF data set concatenations, you
can invoke Auditor directly from ISPF/PDF or through the TSO command. You can invoke the EXAMINE CLIST from the
ISPF/PDF command line to enter Auditor. Alternately, you can provide Auditor as an option on the ISPF/PDF Primary
Option Menu.

Libraries that contain ISPF/PDF panels are usually update-protected. You can make a copy of the Primary Option Menu,
update it as described in this section, and then turn it over to the data center personnel for implementation.

1. Locate ISR@PRIM. The panel library that is distributed with ISPF/PDF contains the ISPF/PDF Primary Option Menu.
Most likely, that library is first in the ISPPLIB ddname concatenation in the TSO logon procedure. The Primary Option
Menu member name is ISR@PRIM. If necessary, search each panel library for ISR@PRIM or use the ISPF PANELID
ON command to display the member name of the ISPF panel currently displayed.

2. Edit a copy of the ISR@PRIM menu panel. You add two lines to that panel as follows:
3. Add the statement that follows to the panel )BODY section. This line defines the text that appears on the Primary

Option Menu. You can change the option number (E) or the entry description (Auditor - by CA) to comply with data
center standards. Structure the text like this example:
%   E +<AUD> - by CA

4. Add the statement that follows to the panel )PROC section. This statement defines the program to invoke when the
Auditor menu option is selected. Change the menu option number (E) to agree with any changes that are made to the
sample )BODY line. Do not change the text that is enclosed in single quotation marks in any way.
E,'PGM(LTDMMAIN) NOCHECK'

Panel Preprocessing

Auditor panels are not preprocessed. Preprocessing can cause operational problems because Auditor sometimes handles
its panels outside of the ISPF control.

LIBDEF Considerations

Some sites use the ISPF LIBDEF facility when integrating products into their panel structures. Integrating products can
minimize file allocations to files that are required by the executing applications.

You can use the LIBDEF facility to allocate these data sets to the ISPPLIB and ISPMLIB library types, respectively.

Auditor provides a sample REXX EXEC called EXAMLIBD that demonstrates how LIBDEF services can be used with
Auditor.

The LIBDEF service has two options: the DATASET format, and the LIBRARY format.
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Also, the Auditor load library (prefix.CAJ0LOAD) cannot be specified using the LIBDEF service. This restriction exists
because Auditor calls its modules through low-level SVCs below the ISPF layer. You must make this data set available for
use by using one of the following methods:

• Inclusion in the ISPLLIB concatenation ot the TSO session.

NOTE
You cannot use the LIBDEF service to allocate the prefix.CAJ0LOAD data set to the ISPLLIB library type.
Attempts to do so will result in S806 abends upon invoking Auditor.

• Inclusion in the STEPLIB concatenation of the TSO LOGON procedure.
• Inclusion in the system LPA.
• Inclusion in the system linklist.

DBASE1 and DBASE2

During ISPF execution, you can allocate DBASE1 and DBASE2 before Auditor executes. You can also deallocate
DBASE1 and DBASE2 after Auditor executes. Because Auditor users require write access to DBASE1, you can create
separate or private copies of DBASE1 that can prohibit the use of shared work groups. Segregating DBASE1 can be
required because DBASE1 (the Auditor user profile database) contains sensitive information. Other users should not
disclose or corrupt this information. Auditor does initialize an empty partitioned data set (PDS) for use as a DBASE1 data
set on the first use.

Determine TSO Region Size Requirements
You may need to adjust your TSO region size to avoid ABENDs.

The total program size of Auditor is approximately 1345 KB, although only about 663 KB of this total is active in the user’s
address space at any one time.

In addition to the storage occupied by Auditor programs, both Auditor and ISPF/PDF acquire significant amounts of
storage during execution. Auditor uses storage for I/O buffers, work areas, and so on. ISPF/PDF acquires additional
storage to manage the variable pools and tables that Auditor generates. The size of these variable pools and tables
depends on the particular Auditor functions performed. Some functions, such as the SMF Analysis function, can generate
very large tables.

Broadcom recommends a region size of 5120 KB (5 MB), if available, or a minimum region size of 3072 KB (3 MB).
Provide additional storage if you analyze large amounts of data. If the TSO region size is not large enough, Auditor can
present partial tables with appropriate warning messages, and your Auditor session abends. If an abend occurs, log on
with a larger region size or choose more restrictive data and record selection criteria.

Authorize Access Control Software
This article describes considerations for access control software such as ACF2, Top Secret, and RACF.

If the data center uses access control software, both the installer and Auditor users must have the authority to access
various Auditor and system data sets.

The access requirements of the Auditor installer are different from those of the Auditor user. The installer must be able
to create the Auditor data sets using the data that is supplied on the distribution tape. The user must be able to read the
programs and information that is contained in the Auditor data sets and to update the Auditor user profile database.

You can use the Auditor Key System Data Set Display function to identify the APF, linklist, LPA, and other z/OS system
data sets Auditor frequently searches.
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The following table lists the access requirements for Auditor data sets for SMP/E installations and z/OS system data sets.

Data Set Name Installer Access User Access Considerations
prefix.CAJ0JCL0 Create None SAMPJCL
prefix.CAJ0CLS0 Create Read
prefix.CAIDBS1 Create Update User profile database
prefix.CAJ0DATA Create Read System knowledge database
prefix.CAJ0LOAD Create Execute
prefix.CAJ0MSG0 Create Read
prefix.CAJ0PARM Create Read Optional central parameter file
prefix.CAJ0PNL0 Create Read
prefix.CAJ0PROC Create Execute
prefix.CAJ0TBL0 Create Read
prefix.CAJ0OBTV Create None
prefix.BASELINE Create Update Baseline historical analysis
librarian.loadlib Read N/A Librarian users only
panvalet.loadlib Read Execute Panvalet users only
SYS1.LINKLIB Execute Read Link-edit, loader, and superzap
SYS1.LOGREC N/A Read
SYS1.LPALIB N/A Read
SYS1.NUCLEUS N/A Read
SYS1.PARMLIB N/A Read See the following Special

Considerations section.
SYS1.PROCLIB N/A Read
SYS1.SVCLIB N/A Read
SYS1.MANx N/A Read SMF data sets
All linklist libraries N/A Read
All APF libraries N/A Read
All logical parmlib libraries N/A Read
prefix.PAX Read N/A Distribution tape
PASSWORD (for option 6.1.1) N/A Read
tsoprefix.NEEDED.THIS.FOR.EXAMINE.
ANALYSIS

N/A Create Dummy data set (never opened)

Special Considerations

To perform system PARMLIB analysis processing, access to more than one SYS1.PARMLIB may be required. Depending
on your system configuration and the system configuration that the auditors want to examine, you must also have read
access to the following data sets:

• SYS0.IPLPARM through SYS9.IPLPARM (on any DASD volume), if any or all of these data sets are used at your site.
These typically reside on one of the following DASD volumes):
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– System residence (SYSRES)
– Input/Output Definition file (IODF)

• Any PARMLIB data sets specified in any LOADxx IPL LOADPARM member. These data sets can reside on any
SYSRES or IODF volume, or any other volume when access is made through a master catalog entry or a hard-coded
volume serial number.

• Any master catalog used to locate any PARMLIB data set. Depending on the audit parameters requested by the
auditor, catalogs other than the current master catalog that is used by the executing system might be used to access
PARMLIB data sets.

ACF2 Requirements

ACF2 controls data set access to both tape and disk data sets. Data center security administrators can grant access
privileges in the following ways:

• The administrator can write data set access rules that permit or deny each access type by data set.
• The administrator can assign global data set access privileges to individual users.

Each data set access falls into one of the following access types:

Read Access Required to open a data set for input. Auditor users must have read access for all Auditor data sets and all
system data sets identified in the preceding table. They must also have read access for all other data sets
that Auditor analyzes or processes.
Installers must have read authority to all data sets on the distribution tape.

Write Access Required to open a data set for both input and output. You must have write access authority to add or
update information in a data set. All Auditor users must have write access authority for the user profile
database (prefix.CAIDBS1). No other Auditor data sets are updated. Auditor never updates z/OS system
data sets.
Installers must have write access authority for all Auditor data sets so that the installation program can load
Auditor data sets from the corresponding distribution data sets.

Allocate Access Required to initially allocate, rename, or scratch a disk-resident data set. You must have allocate access
authority to create, rename, or delete a data set. Auditor users do not need allocate access authority for
any system or Auditor data sets.
Installers must have allocate access authority for all Auditor data sets so that the installation program can
dynamically allocate the Auditor data sets on the selected disk volume.

Execute Access Required to open a program library to load and execute a program. The data center security administrator
can provide this type of protection for the Auditor program library (prefix.CAJ0LOAD).

The security administrator can also add the READALL privilege to the logonid records of selected Auditor users. This
privilege permits read access to all data sets, regardless of the content of any associated access rules. This is very helpful
if Auditor performs a complete review of the z/OS system. The READALL privilege permits selected Auditor users to
conduct system reviews without the need of ACF2 access rule updates.

Other ACF2 logonid record attributes, including NON-CNCL (non-cancelable) and SECURITY (security officer), also
provide suitable access capabilities to users, but are much more powerful than required for Auditor use.

Some ACF2 sites also use the ACF2 Panvalet interface. This optional interface provides a security control point that
extends ACF2 security to Panvalet data sets.

NOTE
Review special considerations for ACF2 Panvalet interface users.

If ACF2 denies access to data sets that Auditor attempts to open, a security violation occurs. Auditor usually receives
control in this case and informs the user of the violation. However, if the number of security violations that occur in the
session exceeds the MAX-VIO (maximum violation) level, ACF2 terminates the session in accordance with normal ACF2
operation.
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Auditors must have READ access to the CSVDYNEX.LIST ENTITY of the FACILITY CLASS to use the Dynamic Exit
Analysis and SMF Dynamic Exit Analysis facilities.

Top Secret Requirements

Top Secret controls access to both disk and tape data sets. Security administrators (SCA, VCA, or DCA) grant access
privileges by specifying the appropriate data set access capabilities in the accessor IDs (ACIDs) of the user, department,
or division. Alternatively, data set access authorities can be granted to a specific user or set of users by using the cross-
system authorization that TSS PERMIT provides. Each data set access falls into one of the following access categories:

Read access Required to open a data set for input. You must have read access authority to look at information in a data
set. Auditor users must have read access authority for all Auditor data sets, all system data sets identified
in the table in the Access Control Software Considerations section, and all other data sets that Auditor
analyzes or processes.
Installers must have read access authority to the distribution PAX file as loaded on your system.

Update access Required to open a data set for output. You must have update access authority to add or update the
information in a data set. All Auditor users must have update access authority for the user profile database
(prefix.CAIDBS1). No other Auditor data sets are updated. Auditor never modifies z/OS system data sets.

All access Required to initially allocate, rename, or scratch a disk-resident data set. You must have all access
authority to create, rename, or delete a data set. Auditor users do not need all access authority for any
Auditor or system data sets for any system or Auditor data sets.
Installers must have all access authority for all Auditor data sets so the installation program can dynamically
allocate the Auditor data sets on the selected disk volume. Users do not create, rename, or scratch data
sets using Auditor. They do not need all access authority.

Fetch access Required to open a program library to load and execute a program. The security administrator can provide
this type of protection for the Auditor program library (prefix.CAJ0LOAD).

The security administrator uses these access requirements to make the relevant Auditor and z/OS system data sets
available to Auditor users by performing one of the following activities:

• The security administrator (SCA, VCA, or DCA) can create a group or departmental profile ACID that provides the
necessary Auditor and z/OS system data set access capabilities. These ACIDs then must be connected to the
appropriate Auditor user ACIDs.

• The security administrator can assign ownership of the Auditor data sets and selected z/OS system data sets to a
single user with Auditor users cross-authorized to the owner’s ACID (using the TSS PERMIT command).

RACF Requirements

IBM RACF controls access to both disk and tape data sets. The data center security administrator grants access
privileges by generating appropriate discrete or generic data set profiles or by assigning global data set access privileges
to individual user ID or group profiles.

Read access is required to open a data set for input. You must have read access authority to look at the information in a
data set. All Auditor users must have read access authority for:

• All Auditor data sets
• All system data sets identified in the table in the section Access Control Software Considerations
• All other data sets that Auditor analyzes or processes.

Installers must have read access authority to the distribution PAX file as loaded on your system.

Run Auditor
The topics in this section explain the authorities that are required to run Auditor for z/OS, how to invoke and end a
session, and menu options.
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Grant Authority to View Dynamic Exits
How to grant permission to TSO user ID running Auditor is shown.

Auditor can display information about dynamic z/OS exits and dynamic SMF exits. To allow z/OS to return this information
to Auditor, the TSO user ID that Auditor is running under must have permission from the access control software at the
site. The security administrator should grant the following SAF authority:

• Class: FACILITY
• Entity: CSVDYNEX.LIST
• SAF Authority: read

The Auditor SMF and system exits display (functions 1.5.3 and 3.3) require read access to the IBM facility
CSVDYNEX.LIST when dynamic exits are used. If you do not have the appropriate SAF authority, the following warning is
issued at the TSO terminal or in the batch ISPF log:

Authorization required

ACF2 Commands

The security administrator uses the following security commands to grant this access:

SET C(GSO)

LIST LIKE(CLASMAP-)

Look for the CLASMAP for RESOURCE(FACILITY) and see what is defined for RSRCTYPE. The RSRCTYPE is the
three-character TYPE code in the following resource rule. In our example, we use FAC.

Create a resource rule:

$KEY(CSVDYNEX.LIST) TYPE(FAC)

        UID(xxx) SERVICE(READ) ALLOW

Top Secret Commands

Your system administrator must define the CSVDYNEX resource by establishing ownership.

This example establishes ownership for a department, DEPT123:

TSS ADD(DEPT123) IBMFAC(CSVDYNEX)

The security administrator can then grant permission to individual Auditor users or to profiles that allow access to the
dynamic exits:

TSS PERMIT(acid) IBMFAC(CSVDYNEX.LIST) ACCESS(READ)

The resource IBMFAC is defined without the DEFPROT attribute in the Top Secret RDT. IBM restrictions require that the
resource is both owned and permitted before Auditor can detect that authorization is given to view dynamic exits. Give this
information to the security administrator at your site, with the ACIDs or criteria specifying who can use this function.

RACF Commands

This procedure describes how to grant access to CSVDYNEX on a system using RACF.

1. Enter the command:
RLIST FACILITY CSVDYNEXT.LIST

The system searches for any resource profile that already protects CSVDYNEX.LIST. The profile name may be
specific or generic.

2. (Optional) If an appropriate resource profile is not found, enter the command:

 98



 Auditor for z/OS 12.1

RDEFINE FACILITY CSVDYNEX.LIST

CSVDYNEX.LIST is defined.
3. Enter the command:

PERMIT CSVDYNEX.LIST CLASS(FACILITY) ID(xxxx) ACC(READ)

The TSO user ID that runs Auditor is granted read permission to the appropriate resource profile.
4. Enter the command:

SETROPTS RACLIST(FACILITY) REFRESH

The changed resource profile is activated.

Administer Data Set Access Rules
When a data center uses access control software to protect its data sets, you must obtain permission to read Auditor data
sets and certain system data sets. During execution, Auditor accesses program modules, ISPF/PDF panels, messages,
and its database entries. All Auditor users must have permission to read these data sets. Auditor updates the user profile
database during the Auditor session. All Auditor users must have permission to update the data set that contains the user
profile database.

Auditor reads system data sets to perform many of its analysis functions. Normally, users must have the authority to read
the system procedure libraries (proclibs), the link list libraries (including SYS1.LINKLST), APF-authorized libraries, and all
other z/OS system (SYS1) libraries. If Auditor functions process other data sets, such as Librarian or Panvalet libraries,
Auditor users need READ access to the data sets of those products too. When Auditor reads a volume table of contents
(VTOC), it allocates and deletes a dummy data set whose name begins with the TSO prefix of the user. The user must
have authority to allocate a data set on a particular volume for Auditor to read its VTOC.

Auditor never modifies the data sets it analyzes. Auditor users need write or update authority only for the user profile
database, which is named prefix.CAIDBS1. After Auditor is installed, users do not need the authority to create, delete,
rename, or in any way modify other Auditor or system data sets.

The Auditor central parameter file holds the parameters that are associated with SNMP trap and Auditor support. If your
site uses this file and the parameters are common to all users, restrict access to the file as follows:

• Allow READ access for all Auditor users.
• Allow UPDATE access for systems or security staff only.

Authorize Resource Access
If your site uses SNMP traps or Audit events with Auditor, you may need security system permission for read access to
the CAEXAMIN class resources.

Read access is necessary in the following situations:

• The TRAPAUTH-SAF parameter is specified in the central parameter file OPTIONS member.
• The ETAUDIT-SAF parameter is specified in the central parameter file ETAOPTNS member.

In this case, a SAF call is issued whenever a user performs an action that tries to generate an SNMP trap or an Audit
event.

Set Up the EXAMMON Address Space
How to set up the EXAMMON address space is shown.

The z/OS UNIX analysis, baseline historical analysis, and SMF log stream features require EXAMMON.
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EXAMMON Address Space

The EXAMMON procedure starts the long-running EXAMMON address space.

NOTE
The EXAMMON address space must run with TIME=1440 specified to prevent inadvertent timeouts.

Traveling license users should consider that EXAMMON allocates 1 KB of subpool=241 key=zero ECSA storage. This
allocation remains allocated during the IPL.

To run EXAMMON, you must meet the following requirements:

• The CAEXAMIN resource class must be defined to your access control software.
See your security administrator to define this resource.

• The EXAMMON address space callers must be authorized.
• The TSO user running Auditor must have read access to the SAF resource.
• The EXAMMON address space requires a user ID configured for each ESM to run under.

NOTE
If the EXAMMON address space is shut down while another address space connected to it, message: IEF352I
ADDRESS SPACE UNAVAILABLE is displayed. No action is required.

1. APF-authorize the Auditor execution load library (prefix.CAJ0L0AD).
2. Open the supplied EXAMMON procedure (prefix.CAJ0PROC).
3. Customize the EXAMMON procedure:

a. Define a user ID that the EXAMMON procedure runs under.
b. Modify the STEPLIB DD statement to refer to the appropriate data set containing the authorized Auditor load

modules (typically prefix.CAJ0LOAD).
4. Configure the user ID for each ESM.
5. Add EXAMMON to an appropriate system procedure library (for example, SYS1.PROCLIB).

EXAMMON and z/OS UNIX Analysis

When EXAMMON is used with the z/OS UNIX analysis feature, a TSO or batch user running Auditor uses z/OS cross-
memory services to communicate with the EXAMMON address space.

The TSO or batch user is granted access only if the user has read access to the protected SAF resource:

CLASS=CAEXAMIN

ENTITY=EXAMMON.BPXEKDA

EXAMMON and External Security

Auditor utilizes the CAEXAMIN SAF generalized resource class to control access to EXAMMON address space functions.
You can define this resource class to your external security manager (ESM) to use this security functionality.

Add the EXA Resource Rule Type Code for ACF2

Add the EXA resource rule type code to the list of resident resource rule directories. Access to the EXAMMON.BPXEKDA
resource is then granted.

1. Issue the SHOW RESIDENT command within the ACF command to see if EXA is already defined as resident. Output
like the following sample appears:
show resident 

-- RESIDENT DIRECTORIES -- 

CKC, RULES GLOBALLY RESIDENT 

-- RESIDENT INFOSTORAGE DIRECTORIES -- 
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DPLN, RECORDS LOCALLY RESIDENT DTBL, RECORDS LOCALLY RESIDENT 

DDBS, RECORDS GLOBALLY RESIDENT DBPL, RECORDS TRANSIENT 

-- RESIDENT ACCESS RULES -- 

PAY ABC SYS1

NOTE
If EXA is defined as resident, you do not need to proceed to step 2.

2. Issue the following commands to define the EXA resource rule type code as a resident directory:
ACF

SET CONTROL(GSO)

CHANGE INFODIR TYPES(R-REXA) ADD

3. Issue the following command to activate the new or changed INFODIR record:
F ACF2,REFRESH(INFODIR)

The EXA resource rule type code is added to the list of resident resource rule directories.

Define CAEXAMIN SAF Resource Class to ACF2

ACF2 provides no default SAF CLASMAP definition for the CAEXAMIN resource class. Issue the following commands to
define and activate this class in an ACF2 environment:

SET CONTROL(GSO)

INSERT CLASMAP.caexamin RESOURCE(CAEXAMIN) RSRCTYPE(EXA) POSIT()

Issue the following commands to implement this class in an ACF2 environment:

F ACF2,REFRESH(CLASMAP)

You can now write resource rules using the R-EXA resource rule type to govern access to Auditor EXAMMON functions.

Define Access to CAEXAMIN Resources Under ACF2

You can define access to CAEXAMIN resources under ACF2. Use the following sample commands to grant access to the
EXAMMON.BPXEKDA resource:

1. Create a resource rule:
$KEY(EXAMMON.BPXEKDA) TYPE(EXA)

UID(xxx) SERVICE(READ) ALLOW

2. Issue the following command to refresh the in-storage resource rule directory:
F ACF2,REBUILD(EXA),CLASS(R)

Access to the EXAMMON.BPXEKDA resource is granted.

Define CAEXAMIN SAF Resource Class to Top Secret

Issue the following commands to define the CAEXAMIN SAF resource class to Top Secret:

TSS ADD(RDT) RESCLASS(CAEXAMIN) POSIT() ACLST(READ)

Issue the following commands to establish the resource owner:

TSS PERMIT(acid) CAEXAMIN(EXAMMON.BPXEKDA) ACC(READ)

Define Access to CAEXAMIN Resources Under Top Secret

You can define access to CAEXAMIN resources under Top Secret.

To grant access to the EXAMMON.BPXEKDA resource, issue the following sample command:
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 TSS PERMIT(acid) CAEXAMIN(EXAMMON.BPXEKDA) ACCESS(READ)

Access to the EXAMMON.BPXEKDA resource is granted.

Define CAEXAMIN SAF Resource Class to RACF

Issue the following commands to define the CAEXAMIN SAF resource class to RACF:

SETR CLASSACT(CDT) AUDIT(CDT) RACLIST(CDT)

 RDEFINE CDT CAEXAMIN UACC(NONE) CDTINFO(MAXLENGTH(39) FIRST(ALPHA)

   OTHER(ALPHA,NUMERIC,NATIONAL,SPECIAL) RACLIST(ALLOWED) DEFAULTUACC(NONE)

   GENLIST(DISALLOWED) POSIT(303))

 SETR RACLIST(CDT) REFRESH

        SETROPTS AUDIT(CAEXAMIN) CLASSACT(CAEXAMIN) RACLIST(CAEXAMIN) GENERIC(CAEXAMIN)

Define Access to CAEXAMIN Resources Under RACF

You can define access to CAEXAMIN resources under RACF. Use the following sample commands to grant access to the
EXAMMON.BPXEKDA resource:

1. (Optional) Issue the following command if an appropriate resource profile is not found:
RDEFINE CAEXAMIN EXAMMON.BPXEKDA

EXAMMON.BPXEKDA is defined.
2. Issue the following command to grant read permission to the appropriate resource profile for the TSO user ID that runs

Auditor:
PERMIT EXAMMON.BPXEKDA CLASS(CAEXAMIN) ID(xxxx) ACC(READ)

3. Issue the following command to activate the profile:
SETROPTS RACLIST(CAEXAMIN) REFERESH

Access to the EXAMMON.BPXEKDA resource is granted.

EXAMMON and Baseline Historical Analysis

When EXAMMON is used with the baseline historical analysis feature, the EXAMMON address space is used as a
workload scheduler. The address space then facilitates the automatic submission of batch jobs to perform the actual
baseline analysis and comparison functions.

The Auditor functions for baseline processing are selected with definitions in the POLICY file. For information, see the
Technical Reference.

Update the EXAMMON JCL procedure by adding:

• DD statement for the POLICY DDNAME, specifying the name of the POLICY data set you created
• The following DD statement after the POLICY DDNAME

//INTRDR  DD   SYSOUT=(A,INTRDR)

EXAMMON and SMF Log Streams

Because EXAMMON is required when recording SMF records in log streams, a TSO or batch user running Auditor must
be authorized to communicate with the EXAMMON address space.

The TSO or batch user must have read access to the protected SAF resource, as follows:

CLASS=CAEXAMIN

ENTITY=EXAMMON.IFAQUERY
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Verify Your Installation
This article explains how to verify that your installation was successful.

Auditor runs as an ISPF/PDF application program under the control of TSO or TSO/E. Several methods can be used to
provide access to Auditor. The method that you use depends on the intended use of Auditor within your organization. The
following list shows some typical methods:

• Installations wishing widespread use of Auditor may modify one of their primary ISPF selection panels to offer it as a
choice.

• Installations wishing limited use of Auditor may require that authorized users gain access using special procedures.
Special procedures may be a different TSO logon procedure or using a special invocation procedure.

The following methods are available to acquire the data sets to execute Auditor:

• Within an existing TSO/ISPF session: EXAMLIBD REXX EXEC
This sample REXX EXEC performs the following processes:
– Uses z/OS, TSO, and ISPF services to make Auditor data sets available for use within an active TSO/ISPF session.
– Invokes Auditor.
– Uses z/OS, TSO, and ISPF services to release the acquired data sets.
You can use this REXX EXEC directly within ISPF as a command or embedded in a menu selection panel or another
CLIST/REXX (as might be invoked under a selection panel process).
To use the EXAMLIBD REXX EXEC, you must include the prefix.CAJ0CLS0 clist data set within your SYSPROC
concatenation, or you must copy the EXAMLIBD REXX EXEC to a data set within your SYSPROC concatenation. You
must also make the Auditor load library available for use using one of the following inclusions:
– Inclusion in the ISPLLIB concatenation of the TSO session.

NOTE
You cannot use the LIBDEF service to allocate the prefix.CAJ0LOAD data set to the ISPLLIB library type.
Attempts to do so will result in S806 abends upon invoking Auditor.

– Inclusion in the STEPLIB concatenation of the TSO LOGON procedure.
– Inclusion in the system LPA.
– Inclusion in the system linklist.

• Logon Procedure JCL Updates
In most data centers, systems programmers create TSO logon procedures for their users. This technique is convenient
if Auditor is available as a standard ISPF/PDF application.

NOTE
For information about the logon procedure updates required to support Auditor, see the Technical
Considerations section.

• EXAMSTRT CLIST
Use this method to dynamically acquire the proper data sets without modifying the TSO logon procedure.
Review the EXAMSTRT clist in the prefix.CAJ0CLS0 data set. Ensure that the load library that is specified in the CALL
statement matches the name that is specified as part of your installation process. Apply changes as appropriate now.

1. Log on to TSO. If the data center created a logon procedure to support Auditor users, specify the procedure by using
the PROC operand of the LOGON command.
TSO responds with the READY prompt.

2. (Optional) Acquire Auditor data sets (if the logon procedure does not include allocations for the data sets):
a. Exit ISPF/PDF.

The TSO READY prompt is displayed.
b. Enter the command:

EXEC 'prefix.CAJ0CLS0(EXAMSTRT)'

The Auditor data sets are acquired.
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The Auditor data sets remain allocated for the remainder of the TSO session. Exiting and entering Auditor or ISPF/
PDF does not affect these allocations.

3. (Optional) Enter the ISPF command from TSO READY (if the logon procedure supports Auditor).
The ISPF/PDF panel is displayed.

4. Begin the Auditor session by performing one of the following actions:
– If the data center added an Auditor menu option, select that option.
– If Auditor is  not on the ISPF/PDF Primary Option Menu, enter the following command:

TSO %EXAMINE

The first time a new user runs Auditor, the system presents a tutorial.

NOTE
For information about adding Auditor to the ISPF/PDF Primary Option Menu, see the Technical Considerations
section.

End an Auditor Session
To end the Auditor session:

• Enter the exit request (=X) from any command line
• Select the exit option (X) from the Auditor Primary Menu

The system returns you to the ISPF/PDF screen where you entered Auditor.

Menu Options
Describes the menu options for Auditor

Auditor has seven options on its Primary Menu. The USER option is administrative, the other options are analytical:

0 USER Sets user profile, format, report, and batch options.
1 MANAGEMENT Display z/OS overview, hardware, SMF, and operator information.

2 CHOICES Display z/OS installation choices, options, and parameters.
3 TECHNICAL Examine z/OS internals, including LPA, PPT, SVC, and exits.

4 JOBS Display JES options, proclibs, scan job, and JCL information.
5 PROGRAMS Identify, compare, freeze, scan, and correlate programs.

6 FILES Check integrity, scan, freeze, compare, and analyze files.
7 ESM Analyze the External Security Manager.

8 BASELINE Review baseline alerts and perform baseline maintenance.
9 UNIX Analyze z/OS UNIX.

User Information

The options on the Change User Profile Information menu maintain information in the Auditor user profile database
including:

• Your name
• Your work group
• Prompt mode
• Language you want to use for conversing
• Format to use to display the date
• Format to use to display numbers
• Report options that you prefer
• Nonstandard system data set prefixes that your data center uses
• SMP/E consolidated software inventory (CSI) that you prefer
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Auditor collects this information during the introductory tutorial and stores it in the user profile. You can select these user
information options to change your user profile as your preferences change.

This menu also includes the batch job facility option that runs Auditor as a batch job.

Management Information

The options on the Management Information menu provide a high-level look at the computer system. The information
includes:

• Overview of the data center
• Display of all hardware attached to the system
• Summary of hardware errors that occurred on the system
• Display of operator consoles, with help for tracking their physical location
• Complete System Management Facility (SMF) analysis

System Installation Choices

The System Installation Choices menu options display information about the selected system installation options:

• System parameter library (Parmlib)
• Authorized Program Facility (APF)
• System modification program extended (SMP/E)
• Key system libraries
• TSO user attributes data set (UADS)
• System catalogs

Technical Information

The Technical Information section provides a review of the internal components of the z/OS system:

• Subsystems defined to the system
• User I/O appendages and their current status
• System exits and their current status
• System link pack area (LPA) and its contents
• Fixed and modified link pack areas (FLPA and MLPA)
• Analysis of the program properties table (PPT)
• Analysis of the SVCs in effect on the system

Job Information

The Auditor Job Information menu provides information about the job entry subsystem (JES) parameters. It also provides
options to scan procedure libraries (proclibs), search job control language (JCL) libraries, and produce a history of job
use. These options present:

• An analysis of the job entry subsystem parameters
• A review of the JES2 procedure libraries
• A search of the JCL libraries for jobs, programs, and files
• A job use history, as determined from a search of SMF records

Program Information

The Program Information menu options examine programs and monitor their use:
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• Origin of each program
• Display of the size, date, language, superzaps, privileges, and other statistics for each program
• Comparison of source programs or load modules
• Analysis of SMF records to determine a history of a program’s use
• Detection of changes to programs, including superzap changes
• List of load modules without corresponding source modules

File Information

The options on the Auditor File Information menu examine the files on the system. You can select options to:

• Examine library, password, and VTOC integrity
• Search for files using the system catalog
• Search for files that reside on specific volumes
• Compare files and identify the differences
• Scan SMF records to produce a history of file use
• Detect when a file changed

ESM

The options on the ESM menu examine the external security manager and its set up. You can select options to analyze:

• Security exits
• The security files
• SAF resource class analysis

Baseline

The options on the Baseline Analysis menu to allow the user to view baseline alerts as well as perform baseline
maintenance.

UNIX

The options on the z/OS UNIX Analysis menu display how z/OS UNIX is initialized and configured.

Define Baseline File
The BASELINE file contains alerts and status results from executed baseline processing.

If you will be using the Baseline historical analysis facility, allocate the BASELINE history file to:

• Your online TSO/ISPF session (using the 'BASELINE' DD name for online baseline processing). This allocation is done
with the TSO ALLOC command, as shown in the following example:
TSO ALLOC F(BASELINE) DSN('CAI.EXAMINE.BASELINE') SHR REUSE

This allocation may also be incorporated into a site-defined startup CLIST or REXX. The BASELINE DD name
allocation may be specified within a startup TSO procedure.

• The EXAMBASE JCL procedure generated with the 0.6.2 user profile function (using the 'BASELINE' DD name for
batch baseline processing). If function 0.6.2 is executed while a BASELINE file is already allocated to your TSO
session with a DD name of 'BASELINE', it is automatically added within the generated EXAMBASE JCL.

The BLDBASE sample job is distributed in the prefix.CAJ0JCL0 library. Edit the sample sizes specified in the job to your
needs. The sizes depend on the following conditions:
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• Number of functions selected for baseline processing
• Timing intervals for each repeated baseline function
• Number of users involved in baseline processing

The BLDBASE job allocates a file named CAI.EXAMINE.BASELINE. Customize this name, the volume serial
specification, and the space allocation to meet your site's requirements.

WARNING
You cannot share a BASELINE file across multiple z/OS images.

Traveling License Usage
The Auditor traveling license typically has a one year expiration date. These licenses expire on January 1 each year,
unless otherwise indicated. Broadcom makes new copies of Auditor traveling license installation files available in advance
of the expiration date. These new copies include an extended expiration date with new maintenance and features, when
available.

Always use the latest installation files available and delete any obsolete installations. The extracted directory name
identifies the Auditor release and service pack level.

If you plan to install Auditor in a data center that uses access control software, discuss the Auditor data set access
requirements with the data center security administrator before your visit. The security administrator usually is responsible
for creating a TSO account (user ID) and assigning data set access authorities.

If Auditor was used previously at the data center, determine whether the user profile database (prefix.EXAMINE.DBASE1
or prefix.CAIDBS1) is still online. If it is not, you can restore the backup copy so that the information from the last review
is available for follow-up. Note that the naming convention has changes; please make the necessary changes to JCL and
procedures, or rename files as required.

WARNING
After completing the review, remove Auditor and all data sets that contain any portion of Auditor, including
panels, messages, and programs from the system.

Troubleshooting Installation Problems
This section describes some common problems you can encounter when you install or reinstall Auditor. The following list
outlines possible causes and resolutions.

Auditor abends with a system CA0 abend

Symptom: If you attempt to install Auditor without the LMP execution key or if the key is incorrect, Auditor abends.

Solution: Provide the correct LMP execution key.

Auditor data sets were previously allocated

Symptom: If you attempt to reinstall Auditor and the installation program finds data sets with the same names as those it
is trying to allocate, the program fails. INST-920 messages appear in the job listing to identify the duplicate data sets.

Solution: This problem occurs when the PREFIX control statement specifies the same high-level qualifier used when a
previous version of Auditor was installed. You have the following options:

• Delete the old libraries and rerun the installation program. This might not be appropriate if the earlier version is still in
use. For information on which data sets to delete and which you may want to back up for use in the new release of
Auditor, see Back Up and Restore User Profile Database and Remove Auditor.

• Choose a different data set prefix for the new release of Auditor. This lets you avoid interfering with users still working
with the earlier release. The installation program allocates a new copy of the user profile database. You can copy
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or rename the existing user profile database at a later date so that the information previously collected by Auditor is
available to users of the new release.

CLIST names duplicate data center CLISTs or command processors

Symptom: The installation program places the TSO command lists (CLISTs) that activate Auditor in the prefix.CAJ0CLS0
library. If the data center already has CLISTs named EXAMINE, EXMISPF, EXAMPROC, or EXAMSTRT in another CLIST
or command library, a conflict can occur.

Solution: When the Auditor CLISTs have the same name as other CLISTs, rename the Auditor CLISTs to eliminate the
conflict.

When a command processor exists with the same name as an Auditor CLIST, rename the Auditor CLIST to eliminate the
conflict or enter a percentage sign (%) in front of the Auditor CLIST name when you invoke the CLIST. This is a standard
TSO convention that forces the selection of a CLIST instead of an identically named command processor. For example, to
invoke Auditor from ISPF/PDF using the EXAMINE CLIST, enter the following on the ISPF/PDF command line:

TSO %EXAMINE

Retained Wrong Database

Symptom: If you attempt to execute Auditor with the wrong level of the internal system knowledge database (ddname of
DBASE2), you experience errors, possibly an internal abend of type 3 in GLDW.

Solution: You can retain only the user profile database (ddname of DBASE1, data set name of prefix.EXAMINE.DBASE1
or prefix.CAIDBS1) from an earlier level of Auditor. The level of the system knowledge database, DBASE2, must match
the rest of the load libraries, panels, and so on, of Auditor.

Interface with Librarian and Panvalet

Install the Librarian Interface

Auditor provides support for users of Librarian Release 4.3 and above. You can find the Librarian level identifier on the
headings of the reports produced by AFOLIBR, the Librarian batch utility.

Auditor uses the Librarian File Access Interface Routines (FAIR) to access Librarian libraries and members. This is a
standard Librarian facility that Broadcom distributes and maintains. During the installation process, FAIR is linked into the
Auditor program library, prefix.CAJ0LOAD. The Librarian program library is not modified.

To properly link the Librarian interface contained in Auditor, you must change the LIBRLOAD DD statement in the
LINKFAIR member of the CAJ0JCL0 library to point to the appropriate Librarian program library before running the job as
part of the SMP/E procedure.

Some data centers remove FAIR from the Librarian program library. If the FAIR modules were moved, update the
LIBRLOAD DD statement accordingly.

Install the Panvalet Interface

Data centers using ACF2 can also install the ACF2 Panvalet interface, which is distributed with each release of ACF2.
This interface completely replaces Panvalet security mechanisms and provides, among other features, Panvalet
command validation. Auditor provides support for users of Panvalet Release 14.4 and later levels. No support is available
for earlier Panvalet releases. You can find the Panvalet level identifier on the headings of the reports that PAN#1
produces.

When a Panvalet command is issued, the interface is invoked from ACF2 through the Panvalet security exit. The interface
intercepts the Panvalet command before it executes and ensures that the user has the authority to issue the command
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by checking a privilege attribute in the user’s logonid record. If the user has the required authority, the interface permits
execution of the Panvalet command.

Auditor uses the Panvalet Access Method (PAM) to access Panvalet libraries and members. This is a standard Panvalet
facility that Broadcom distributes and maintains. During the installation process, the PAM is loaded from the Panvalet
program library and linked into the Auditor program library, prefix.CAJ0LOAD. The Panvalet program library is not
modified.

To properly link the Librarian interface contained in Auditor, you must change the PANLOAD DD statement in the
LINKPAM member of the CAJ0JCL0 library to point to the appropriate Panvalet program library before running the job as
part of the SMP/E installation procedure.

A JOBLIB or STEPLIB DD statement might be required to execute Panvalet. If so, the associated program library is (most
likely) the same library provided for the PANLOAD DD statement. If the Panvalet program library is added to the system’s
linklist, no JOBLIB or STEPLIB is required. You can identify it by using the Auditor Link List Library display (option 2.4.2).

Some data centers remove the PAM from the Panvalet program library because it is not sensitive to the library control
codes and access control codes that implement security for other facilities of that product. If the PAM module is moved,
update the PANLOAD DD statement accordingly.

When an Auditor function accesses a Panvalet library or member, PAM invokes the PVPVLAMS module contained in the
Panvalet program library. This module is the runtime component of the Panvalet Access Method.

The Auditor installation program assumes that the program library the PANLOAD DD statement identifies also contains
the PVPVLAMS runtime routine. During installation, the EXAMSTRT CLIST is updated so that it acquires that program
library. If, in fact, a different program library contains PVPVLAMS, use ISPF Edit to update the PAN= operand in the
EXAMSTRT CLIST to the data set that contains PVPVLAMS.

If the data center updated the TSO logon procedure for Auditor users, add the appropriate Panvalet load library to the
ISPLLIB or STEPLIB DD statement concatenation.

Note: For clients who intend to install Auditor with both the ACF2 Panvalet and Librarian interfaces, a Panvalet-generated
error message will be issued whenever the ACF2 Panvalet interface attempts to open a Librarian file. The error message
is: PM022 Invalid Lib File xxxxxxxx, where xxxxxxxx is the system-generated ddname of the file.

This message indicates that Panvalet failed in its attempt to open a non-Panvalet file. Auditor will next try to open the file
in question using the Librarian interface.

Back Up and Restore User Profile Database
There are many reasons to save the Auditor user profile database (DBASE1). By backing up this database, you ensure
that all of the data Auditor retained is available for later review, even if new versions of Auditor are installed since you last
used the database. For example, you might need the data for follow-up comparisons of programs or files that you “froze”
during an earlier review. Similarly, Auditor traveling license users can back up the database on tape upon completion of
their reviews. In any case, because the user profile database is the only data set that is actually modified when you run
Auditor, it is a good precaution to periodically make a backup copy. Establish a regular schedule for making backups of
the user profile database.

You can use sample JCL to create or restore a backup copy of the user profile database, prefix.EXAMINE.DBASE1 (for
Auditor Release 12.0 and earlier, using the non-SMP/E installation procedure) or prefix.CAIDBS1 (for Auditor releases
that use the SMP/E installation procedure). Because the database is implemented using a standard partitioned data set
(PDS), you can use IEBCOPY unload and load operations to create and restore backup copies. You can also use this
backup-and-restore sequence to increase the size of the data set.

NOTE
If you are moving from an earlier release of Auditor, you need to double the size of the storage allotted to
DBASE1.
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You can customize the following sample JCL to back up the user profile database. Make appropriate substitutions for the
JOB statement and DD statement operands that appear in lowercase.

NOTE
This sample specifies data set names as defined with the SMP/E installation procedure. Change the data set
names to reflect your naming conventions.

Sample User Profile Database Backup JCL
//jobname  JOB (data center accounting parameters)

//*

//*** BACKUP: USER PROFILE DATABASE

//*

//BACKUP  EXEC PGM=IEBCOPY,REGION=512K

//SYSPRINT DD  SYSOUT=*

//SYSUT3   DD  UNIT=diskunit,SPACE=(CYL,(1,1))

//SYSUT4   DD  UNIT=diskunit,SPACE=(CYL,(1,1))

//DATABASE DD  DISP=SHR,DSN=prefix.CAIDBS1

//TAPE     DD  DISP=(,KEEP),UNIT=unitname,VOL=SER=tapvol,

//             DSN=BACKUP.prefix.CAIDBS1

//SYSIN    DD  *

  COPY INDD=DATABASE,OUTDD=TAPE

//

Sample User Profile Database Restore JCL

You can customize the following sample JCL to restore the user profile database. Make appropriate substitutions for the
JOB statement and DD statement operands that appear in lowercase.

NOTE
This sample specifies data set names as defined with the SMP/E installation procedure. Change the data set
names to reflect your naming conventions.

//jobname  JOB (data center accounting parameters)

//*

//*** RESTORE: USER PROFILE DATABASE

//*

//RESTORE EXEC PGM=IEBCOPY,REGION=512K

//SYSPRINT DD  SYSOUT=*

//SYSUT3   DD  UNIT=diskunit,SPACE=(CYL,(1,1))

//SYSUT4   DD  UNIT=diskunit,SPACE=(CYL,(1,1))

//DATABASE DD  DISP=(NEW,CATLG),DSN=prefix.CAIDBS1,

//             UNIT=diskunit,VOL=SER=dskvol,

//             SPACE=(CYL,(primary,secondary,dirblks))

//TAPE     DD  DISP=OLD,UNIT=tapeunit,VOL=SER=tapvol,

//             DSN=BACKUP.prefix.CAIDBS1

//SYSIN    DD  *

  COPY INDD=TAPE,OUTDD=DATABASE

//

Remove Auditor
This article explains the options to remove Auditor.
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Remove a Non-SMP/E Installation

If Auditor was installed without SMP/E, use this procedure to remove it.

1. (Optional) To save the user description records and system analysis data that Auditor collected, make a copy of the
user profile database.

2. Use the ISPF/PDF Data Set Utility to delete Auditor data sets:
– prefix.EXAMINE.CLIST
– prefix.EXAMINE.DBASE1
– prefix.EXAMINE.DBASE2
– prefix.EXAMINE.LOAD
– prefix.EXAMINE.MESSAGES
– prefix.EXAMINE.PANELS
– prefix.EXAMINE.PROCS
– prefix.EXAMINE.TABLES

3. If Auditor was added to local TSO logon procedures, delete those references from the procedure concatenations.
Remove the DBASE1 and DBASE2 DD statements entirely:
– SYSPROC
– DBASE1
– DBASE2
– ISPLLIB/STEPLIB
– ISPMLIB
– ISPPLIB
– ISPTLIB

4. If you used the Auditor Panvalet interface, you can also delete the reference to the runtime Panvalet program library in
the ISPLLIB concatenation.

Remove an SMP/E Installation

If Auditor was installed with SMP/E, use this procedure to remove Auditor.

To delete Auditor from the target system, run the following jobs:

• prefix.CAJ0JCL0(J0EXDFxx)
• prefix.CAj0J0(J0EXUCxx)
xx

Specifies the appropriate release number (for example, 35 for Auditor r3.5).

If the results of the J0EXCKxx job show any entries within the SMPLIST output, remove the entries to ensure that Auditor
is removed from your SMP/E environment.
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Getting Started
This section explains key benefits and discusses the key information needed for z/OS management. You can review z/
OS installation options and parameters, key technical facilities, the job entry subsystem (JES), job control language (JCL),
and the jobs processed on the system. Auditor also finds information about the programs and files used on the system.

Day 1 Task Checklist
Users can execute the tasks in this checklist to start using Auditor.

This checklist summarizes key tasks to start using this product after the product is up and running. This checklist applies
to any new user. However, even experienced users can benefit from reviewing this content. The checklist includes a
brief description of the tasks, with links to procedures. The checklist also identifies the roles that are typically required to
complete the task. Use the Status column to track your progress.

This checklist is not all inclusive but represents the top tasks that we recommend you execute on Day 1.

TIP
The tasks in this checklist are not in sequential order except where noted. Therefore, you can run tasks in
parallel.

To download an Excel spreadsheet of this checklist, click here.

Configure Auditor

Task Description Role Status

Copy the Program Library To improve performance, copy the Auditor program library. Systems Programmer Complete, In-progress, or N/A.

Determine CLIST Library Format If the Auditor CLIST library is incorporated into an existing TSO logon procedure, the record format selected should match that of other CLIST libraries already in
use in that procedure.

Systems Programmer Complete, In-progress, or N/A.

Add Auditor as a Standard ISPF/PDF Application You can include Auditor as an option on the ISPF/PDF Primary Option Menu so users can invoke Auditor directly. Systems Programmer Complete, In-progress, or N/A.

Determine TSO Region Size Requirements Broadcom recommends a region size of 5120 KB (5 MB), if available, or a minimum region size of 3072 KB (3 MB). Systems Programmer Complete, In-progress, or N/A.

Authorize Access Control Software If the data center uses access control software, both the installer and Auditor users must have the authority to access various Auditor and system data sets. Security Administrator
Systems Programmer

Complete, In-progress, or N/A.

Grant Authority to View Dynamic Exits Auditor can display information about dynamic z/OS exits and dynamic SMF exits. Database Administrator
Security Administrator
Systems Programmer

Complete, In-progress, or N/A.

Administer Data Set Access Rules When a data center uses access control software to protect its data sets, you must obtain permission to read Auditor data sets and certain system data sets. Database Administrator
Security Administrator
Systems Programmer

Complete, In-progress, or N/A.

Authorize Resource Access If your site uses SNMP traps or Audit events with Auditor, you may need security system permission for read access to the CAEXAMIN class resources. Database Administrator
Security Administrator
Systems Programmer

Complete, In-progress, or N/A.

Set Up the EXAMMON Address Space The z/OS UNIX analysis, baseline historical analysis, and SMF log stream features require EXAMMON. Security Administrator
Systems Programmer

Complete, In-progress, or N/A.

Define Baseline File • Baseline Setup
• Baseline File Considerations
• Baseline Options
• Baseline Policy File Configuration

Systems Programmer Complete, In-progress, or N/A
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Reviewing the Operating System
Explains the importance of reviewing the operating system.

If you use a computer, you work with an operating system. Even the smallest personal computers or mobile phones have
operating system programs that control the hardware of the computer. Programs that users write communicate their needs
for data to the operating system rather than to the computer’s hardware.

The operating system acts as an interpreter between the programs and the computer, reading the program to find out
what data it needs from the hardware and relaying that information to the hardware in machine language. In this way,
programming is much simpler. Programs ask the operating system to process a command. Instead of including hundreds
or thousands of machine instructions that are necessary for the program to work with an input/output device, the program
asks the operating system to process a read or write command.

Operating systems perform many other important functions. For example, large operating systems coordinate the use of
the computer’s resources among many users at the same time by rapidly switching one or more central processing units
(CPU) from user to user, and by managing a shared catalog and file system facility.

With each new generation of computers, operating systems become more complex. Modern operating systems perform
multiprogramming, multitasking, telecommunications, virtual storage processing, and a multitude of other important
functions. The programs that make up these operating systems are an integral part of the computer. They control virtually
all activity in the system.

A highly developed operating system like z/OS performs all the functions described above; schedules the processing
of programs, subsystems, and started tasks; and monitors much of the activity that occurs in the system. z/OS also
processes job control language (JCL) statements that tell z/OS which files and programs to use for processing, how to
process them, and where to put the resulting output. z/OS also coordinates and controls the activities of the hardware
devices attached to the system, such as tape drives, disk drives, terminals, control units, and printers. More than 5,000
programs are at work in the z/OS operating system.

Why Worry about the Operating System?
You can compare z/OS to a house with many rooms that contain your most valuable possessions. The house can be
well built, with a strong front door and a massive lock. However, if you leave the windows and back doors wide open, the
house is as vulnerable as it would be without those precautions. Similarly, you can regularly review the computer’s data
sets and program change authorization, but if you do not also review the computer’s operating system, you cannot be
sure that there are not other ways of accessing and modifying data through the operating system.

Before the mid-1970s, few people had access to computer systems or the knowledge to access the components of the
operating system. The late 1970s and early 1980s, however, saw a technological explosion in the use of computers to
process all types of information. Today, more people have access to more data than ever before, and they also have more
access to and know more about the operating system. You can no longer assume that only a systems programmer can
make changes to your operating system.

Computer viruses, worms, Trojan horses, and trap doors all threaten the security of your computer. These mechanisms
cannot only damage your files; they can infect the operating system and generally interrupt the processing on your
system.

Therefore, any security review of a computer system that addresses the data sets and programs processed on the
computer, but ignores the operating system that physically controls that data is an incomplete review.

What About Access Control Software?
Organizations in the business world have always had a system of checks and balances (such as separation of function)
to ensure the integrity of their records. As organizations depend more and more on computers to maintain their data, they
realize how the computer compromises these checks and balances. Password-based security systems are unworkable.
Only access control software can control the information that users are permitted to access.
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Products such as ACF2, Top Secret, and RACF provide a high degree of control over user activity. Yet all of these
products function as extensions of the operating system’s mechanisms. Every one of them is vulnerable to attack through
the operating system.

For example, an APF-authorized program can circumvent or disable any security mechanism, alter any audit trail, and
access and modify any production data in the computer in spite of access control software. Once a computer virus is APF-
authorized, it can obtain supervisor state and the master storage protection key. These powers let the virus circumvent the
access control software and move around the system at will.

Some data centers have over one hundred APF libraries that contain thousands of programs, and APF is just one of the
operating system’s facilities. Because the operating system has ultimate control over the computer hardware, nothing is
safe if it has integrity exposures.

How Does Auditor Fit In?
Auditor is a comprehensive software package that can perform an automated technical review of the system hardware
and software environment and identify integrity exposures. Unlike previous software packages, Auditor reviews the
complex z/OS operating system itself. Auditor can perform a variety of analysis functions in a matter of seconds or
minutes. Before Auditor, it could take days to determine the current system status and review the controls, if any, that
were in place on a z/OS system.

Auditor provides a realtime view of the computer system without affecting system performance. It is solely an inspection
tool and does not permit users to change the system in any way. Auditor does not circumvent the computer system’s
access control mechanisms. It relies on the access authorities that you have. If you have a powerful user ID, you probably
can use all Auditor functions. Otherwise, you have to obtain the necessary authorizations before you can view certain
displays.

We designed Auditor so that the user can install it. It has no system option or logical Parmlib requirements. The only basic
installation choices are how much library space to give to the system, whether to add Librarian or Panvalet library support,
whether to make Auditor an ISPF/PDF menu option, and what command list (CLIST) format to use.

Auditor does not require APF authorization, logical Parmlib updates, or an initial program load (IPL). It requires only read
access to the system files and libraries it analyzes.

Data centers that use Auditor often prefer to install software using the IBM system modification program (SMP/E), a tool
that provides tracking and change control. For these sites, Auditor can be installed with SMP/E. The SMP/E installation
augments, but does not replace, the installation method described above.

The Auditor central parameter file allows you to specify common options for the users. This file is dynamically allocated
when Auditor is started and makes it possible to specify site-wide options such as:

• Simple Network Management Protocol (SNMP) traps
• Audit events
• Symbolic date substitution support
• Hierarchical File System (HFS) analysis support

Is It Difficult to Use Auditor?
Before we developed Auditor, only experienced EDP auditors and security specialists with a systems programming
background could perform an extensive operating system review. They had to do much of the work manually or with
utilities that were difficult to use. Even with the necessary data processing expertise, a z/OS review could take weeks or
even months to perform. In addition, the problem of what to do once the experts left always existed.

In contrast, we designed Auditor for those without a wide systems software background. You do not have to be a z/
OS expert to use Auditor. As part of the support that Broadcom offers with Auditor, we provide detailed instructions on
using the system and comprehensive educational material, both online and in print, to aid those users new to the z/OS
environment. An expansive help feature guides you through your use of Auditor. In addition to this content, we provide
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an extensive System Review Checklist that provides a detailed series of tests to perform on each aspect of the operating
system. Each section corresponds to the structure of the online Auditor system.

Auditor includes an easy-to-use report generator, so it is simple to print Auditor displays. With the system’s report options,
you can tailor printed output.

You can use Auditor online or in a batch mode, which we also call the “Silent Auditor”. With the batch job facility, you can
use Auditor to run time-consuming functions in batch while you use Auditor, TSO, or another application in split-screen
mode. In addition, repetitive audit functions can be captured in batch scripts and then run automatically using automated
job scheduling solutions such as Scheduler or CA 7.

Data center users can combine Auditor batch scripts with SNMP trap Support or Auditor event support to automatically
audit parts of their systems periodically and send messages to a Unicenter workstation or Auditor client about any
exceptional conditions found.

How Do Audit Software Products Fit In?
Generalized audit software (GAS) is made up of programs that extract data from various production data sets, make
various computations, and issue the results in a report format. GAS products are different from Auditor in that they
analyze and verify applications software data where Auditor analyzes programs and parameters of the operating system.

GAS products generally can:

• Search files for statistical purposes
• Extract specific data from a file
• Compare files for discrepancies
• Select data samples and evaluate the results
• Produce files and audit reports

Software products such as PanAudit Plus, IDMS Database Culprit Option, and VM:Webgateway are excellent examples
of these types of products. Each provides calculating capabilities, sampling capabilities, and a variety of audit reports that
provide detailed information on the contents of application data files.

You can use audit software products with Auditor to perform the most comprehensive systems review possible. Use
Auditor to perform a comprehensive review of the operating system environment and GAS products to review the contents
of application data sets.
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Using STIG Articles
Includes mainframe security standard review and implementation guidelines.

When applied to Auditor, the security standards decrease the risk of unauthorized disclosure of sensitive information. We
developed the Security Technical Implementation Guides (STIGs) to enhance the confidentiality, integrity, and availability
of customers using our mainframe products.

Implementation Responsibility

Before you implement these settings in a production environment, especially within large user populations, we
recommend that you evaluate the specified configuration settings in a local, representative test environment. The
extensive variety of environments makes it impossible to test these configuration settings for all potential software
configurations.

IMPORTANT
Broadcom accepts no liability for the consequences of applying specific configuration settings that are made
based on the security standard. For some production environments, failure to test before implementation may
lead to a loss of required functionality.

Evaluating the risks and benefits of a system’s circumstances and requirements is the system owner’s responsibility. The
evaluated risks resulting from not applying specified configuration settings must be approved by the responsible
authorizing official within respective organizations. Furthermore, Broadcom implies no warranty that the application of all
specified configurations results in a system that is 100 percent secure. We provide these security standards as guidelines.
Ensure that all applicable security guidance is applied at the device-hardening level and the architectural level because
some settings may not be configurable in all environments. Each STIG is limited to the specific Auditor and assumes that
you have fully and properly implemented all security controls within respective external security manager.

Severity Definitions

These definitions are a measure of vulnerabilities that are used to assess a facility or system security posture. Each STIG
in this document is assigned one of the following values:
Severity 1- High

Any vulnerability, the exploitation of which directly and immediately result in loss of confidentiality, availability, or
integrity.

Severity 2 - Medium
Any vulnerability, the exploitation of which has a potential to result in loss of confidentiality, availability, or integrity.

Severity 3 - Low
Any vulnerability, the existence of which degrades measures to protect against loss of confidentiality, availability,
or integrity.

Depending upon the specific details within the access granted, aggregated risks may exist. The resulting risks could
increase the risk severity from one level to another.

User Roles and Least Privilege Access

The following list details typical roles at the z/OS system level regardless if 0 to 500 applications are running. These roles
correspond to the roles allowed to have specific access levels within the STIG. Your organization, least privilege, and
separation of role requirements determine who is assigned a role by user ID. We recommend that you build a formalized
document that defines all roles, duties, responsibilities, and specific access allowed and approved for each role.
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• z/OS Application Scheduler/Production Team (DCSPTEAM)
• z/OS Application Security Team (DSECTEAM)
• z/OS CICS System Programmer (CICSSYSP)
• z/OS Communications System Programmer (COMMSYSP)
• z/OS Database System Programmer (DBASYSP)
• z/OS DB2 System Programmer (DB2SYSP)
• z/OS IDMS System Programmer (IDMSSYSP)
• z/OS Operations (ZOSOPER1)
• z/OS Storage Administrator System Programmer (DASDSYSP)
• z/OS System-Level Product Schedulers/Support Team (PCSPTEAM)
• z/OS System/LPAR Level Mainframe Security Team (ZSECTEAM)
• z/OS System Programmer (ZOSSYSP1)

Access is granted only based on valid requirements to product resources as documented by roles that individuals are
assigned.

STIG Articles by Findings for Auditor for ACF2
A table that presents a list of Auditor for ACF2 STIG articles sorted by severity and includes short descriptions.

This article provides a list of all Auditor for ACF2 STIG articles. Select the specific Broadcom STIG ID to assess and
implement the guidance.

• Severity 1:  High
• Severity 2:  Medium
• Severity 3:  Low

To manage your STIG implementation, download this Excel spreadsheet .

Broadcom STIG ID Title Description

BAUDA001
Severity 1

Protect Auditor APF Loadlib Data Sets
Auditor

Shows how to identify your APF load library data sets that
are not properly protected and how to remove access from
unauthorized logonids. Ensure that access is logged in accordance
with the procedure in this article

BAUDA004
Severity 1

Define Auditor SAF Resource to ACF2 Shows how to identify the  Auditor environment and resources that
are not defined properly to the ESM and how to configure, define,
and ensure that the  Auditor resources are properly given through
the ESM.

BAUDA002
Severity 2

Protect Auditor Installation Data Sets Shows how to identify your installation data sets that are not
properly protected and how to remove inappropriate access from
unauthorized logonids.

BAUDA003
Severity 2

Protect Auditor EXAMMON Started Task Shows how to identify whether this started task is properly defined
and issue the proper commands to effect any needed corrections.

BAUDA005
Severity 2

Protect Auditor Configuration Data Set
and User Profile Database

Shows how to identify whether your  Auditor configuration data set
and user profile database are properly protected and how to remove
inappropriate access from unauthorized logonids.

BAUDA006
Severity 2

Protect Auditor Baseline Function and
Baseline Files

Shows how to identify whether your  Auditor configuration data
set and baseline file are properly protected and how to remove
inappropriate access from unauthorized logonids.

BAUDA007
Severity 3

Protect the Auditor Output Files Shows how to ensure that your  Auditor output is being directed to a
secure data set unique to each user.
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STIG ID - BAUDA001: Protect Auditor APF Loadlib Data Sets
Use STIG article BAUDA001 to identify your APF load library data sets that are not properly protected and remove access
from unauthorized logonids.

Severity: 1

The Authorized Program Facility list designates the libraries that can contain program modules which possess a
significant capability to bypass system and security controls. Unauthorized access could result in the compromise of the
operating system environment, external security manager, applications, and customer data.

The organization must ensure that write or greater access to all APF-authorized libraries is limited to the responsible
system programmers based on the documented roles performed. Also, the organization must ensure that all write or
greater access is logged. To reduce risk, greater than read access to APF load libraries should only be authorized during
times of approved change.

This STIG article shows how to identify your APF load library data sets that are not properly protected and how to remove
access from unauthorized logonids. Ensure that access is logged in accordance with the procedure in this article.

Identity Audit Finding

Complete these steps to determine if you should consider remediation:

1. Generate the reports to display who has access to Auditor APF load library data sets. The data sets typically have
names ending in .CAJ0LOAD. While it is not a best practice, some organizations may include copying some or all of
the APF-authorized modules in these libraries to other system libraries already in the APF. Ensure you have identified
all relevant libraries:
ACF

ACCESS DSNAME(Auditor APF library data set name)

Auditor APF library data set name
Specifies the name of any Auditor APF load library data sets as installed.

The product displays who has access to Auditor APF load library data sets:
ACF

ACCESS DSNAME('SYS2.AUDITOR.CAJ0LOAD')

ACCESS Subcommand Results as of 10/12/21-14:36 for: SYS2.AUDITOR.CAJ0LOAD   

                                                                            

Key: SYS2                                                                  

                                                                            

Ruleline: - UID(*) READ(A) WRITE(A) ALLOC(A) EXEC(A)                       

Logonids with access to: SYS2.AUDITOR.CAJ0LOAD SYSPRG1 READ(A), WRITE(A)

Lids: All logonids  AUDITOR1 READ(A), WRITE(A) ALL LIDS READ(A)

Display the full list of active APF authorized libraries:
D PROG,APF

The console command can be used to verify the active Auditor APF data set names against the installation list.
2. View the reports to identify all logonids with access to Auditor APF load library data sets.

– If WRITE or greater access to the APF load libraries is limited only to responsible z/OS system programmers,
based on documented assigned roles, and only authorized during times of approved change, your organization
does not have an audit finding.

– If any user logonid is found with greater than READ access to Auditor APF load library data sets, your organization
has an audit finding. See Remediate Audit Finding.

– If the ACF2 data set rules for APF libraries do not specify logging for any write or greater access, your organization
has an audit finding. See Remediate Audit Finding.
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Remediate Audit Finding

Limit all access greater than read to time frames of approved changes and reduce to read only outside of approved
change windows, including for system programmers.

1. Review your organization's access authorization to Auditor APF load library data sets and evaluate the impact of
removing access from logonids. A logonid can be either an individual user or part of a group that is specified either
using masking characters on a UID string or in an X-ROL record.

2. Change the rules that refer relevant Auditor load library data sets to remove WRITE or greater access for each logonid
that should not have it to Auditor APF load library data sets:
ACF

SET RULE

  RECKEY APF_library_data set_HLQ

  MOD(Rest_of_APF_library_data set_name

  UID(*****OPRTOR) READ(A))

UID (*****OPRTOR)
Specifies the UID of the logonids from which greater-than-READ access is being removed.

APF library data set name
Specifies the name of Auditor APF load library as installed.

3. Ensure logging for write or greater access is in place for APF load library data sets by specifying “L” inside the
parentheses following WRITE or ALLOCATE access:
ACF

SET RULE

  RECKEY APF_library_data set_HLQ MOD(Rest_of_APF_library_data set_name UID(*****SYSPRG1) READ(A) WRITE(L)

 A(L))

4. Re-issue the ACCESS commands to verify that the Auditor APF load library data sets access no longer exists for
unauthorized logonids:
ACF

ACCESS DSNAME(APF Load Library Data Set Name)

ACCESS Subcommand Results as of 10/12/21-14:36 for: SYS2.AUDITOR.CAJ0LOAD   

                                                                            

Key: SYS2                                                                  

                                                                            

Ruleline: Rest_of_APF_library_data set_name UID(*****SYSPRG1) READ(A) WRITE(L) ALLOC(L)                   

    

Logonids with access to: data set_name SYSPRG1 READ(A), WRITE(L), ALLOC(L)

APF Load Library Data Set Name
Specifies the name of the APF load library as installed.

Output should confirm that Auditor APF load library data set WRITE or greater access no longer exists for
unauthorized logonids.

Ensuring APF load library data sets are properly protected reduces risk and exposures to the organization, ensuring the
mainframe is not compromised by exploitation of APF.

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.
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CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Type: Technical

References: NIST SP 800-53: AC-3
NIST SP 800-53A: ACF-3.
NIST: NIST SP 800-53 Revision 4: AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

References: NIST SP 800-53 Revision 4: AC-6(9)

STIG ID - BAUDA002: Protect Auditor Installation Data Sets
Use STIG article BAUDA002 to identify your installation data sets that are not properly protected. See how to remove
inappropriate access from unauthorized logonids.

Severity: 2 - Medium

Auditor installation data sets can use privileged functions and have access to sensitive data. Failure to properly restrict
access to these data sets could result in violating the integrity of the base product, which could result in compromising the
operating system or sensitive data.

The organization must ensure that write or greater access to Auditor installation data sets is limited to only the responsible
system programmers who perform the installation and upgrade of the software product. The Information Systems Security
Officer (ISSO) must also ensure that access is granted only during limited periods of approved installation and upgrade
projects and all access greater than read is logged. Read access can be given to Auditors, security team, and automation
team users. All failures and successful write and write or greater access must be logged.

The system programmers who are responsible for the product must identify and document the product data sets and
categorize them according to who requires write or greater access, and if required, ensure that all write or greater access
is logged. The system programmer must identify if any additional users or groups require write or allocate access for
specific data sets. Once documented, the system programmer must work with the ISSO to ensure that the resources are
properly restricted within Top Secret.

This STIG article shows how to identify your installation data sets that are not properly protected and how to remove
inappropriate access from unauthorized logonids.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Run the reports to display who has access to Auditor installation data sets, which are typically named hlq.CAJ0- as of
r12.1.
ACF

ACCESS DSNAME(Auditor installation data set name)

Auditor installation data set name
Specifies the name of the Auditor installation data sets to be reported. The product displays who has access to
the Auditor installation data sets.
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View the reports to identify all logonids with access to Auditor installation data sets:
ACF

ACCESS DSNAME('SYS2.AUDITOR.CAJ0JCL0')

 ACCESS Subcommand Results as of 10/12/21-14:28 for: SYS2.AUDITOR.CAJ0JCL0       

                                                                        

 Key: SYS2                                                             

                                                                        

 Ruleline: - UID(*) READ(A) EXEC(A)                                     

 Lids: All logonids 

2. Verify that access to the Auditor installation data sets is properly restricted. If any of the following guidance is not true,
your organization has an audit finding. See Remediate Audit Finding.
– The ESM data set access authorizations restrict read access to Auditors, Auditor users, and Auditor STC or batch

users. The example that is given in step one shows all users with READ access as allowed.
– The ESM data set access authorizations restrict write or greater access to the responsible product systems

programming or automation team personnel.
– The ESM data set access authorizations specify that all write or greater access permissions are set up to log the

access.

Remediate Audit Finding

Remove excessive access from users, UIDs, or roles.

1. Review your organization's access authorization to Auditor installation data sets and evaluate the impact of removing
access from unauthorized logonids. A logonid can be either an individual user or part of a group that is specified either
using masking characters on a UID string or in an X-ROL record.

2. Change the rules that refer relevant Auditor installation data sets to remove access for each logonid that should not
have it:
ACF

SET RULE

RECKEY Auditor_installation_data_set_HLQ DEL(Rest_of_data_set_name UID(*****APPUSR1))

data set name
Specifies the name of the Auditor installation data set.

Once you have changed the ruleset, you must recompile it.
3. Ensure logging for write or greater access is granted to Auditor installation data sets by specifying “L” inside the

parentheses following WRITE or ALLOCATE access:
ACF

SET RULE

RECKEY Installation_library_data_set_HLQ MOD(Rest_of_data_set_name UID(*****SYSPRG1) READ(A) WRITE(L)

 A(L))

4. Re-issue the ACCESS command to verify that the Auditor installation data set access no longer exists for
unauthorized logonids:
ACF

ACCESS DSNAME(data set name)

ACCESS Subcommand Results as of 10/12/21-14:28 for: data set name       

                                                                        

 Key: data set HLQ                                                             

                                                                        

 Ruleline: Rest_of_data_set_name UID(*****SYSPRG1) READ(A) WRITE(L) ALLOC(L)                              

       

Logonids with access to: data set name SYSPRG1 READ(A), WRITE(L), ALLOC(L)
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data set name
Specifies the name of the Auditor installation data set being verified.

Output should confirm that Auditor installation data set access no longer exists for logonids.

Ensuring product installation data sets are properly protected reduces risk and exposures to the organization.

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Type: Technical

References: NIST SP 800-53: AC-3
NIST SP 800-53A: ACF-3.
NIST: NIST SP 800-53 Revision 4: AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

References: NIST SP 800-53 Revision 4: AC-6(9)

STIG ID - BAUDA003: Protect Auditor EXAMMON Started Task
Use STIG article BAUDA003 to identify whether this started task is properly defined and issue the proper commands to
effect any needed corrections.

Severity: 2 - Medium

If the Auditor z/OS UNIX analysis, baseline historical analysis, or SMF log stream features are being used, the
EXAMMON started task (STC) is required. The STC must be defined and given specific resource access. By defining the
started as a logonid, Auditor lets ACF2 control the access. Failure to properly control these capabilities could compromise
the operating system environment, ACF2, and customer data.

The organization must ensure the Auditor EXAMMON started task is properly and individually defined to ACF2.

This STIG article shows how to identify whether this started task is properly defined and issue the proper commands to
effect any needed corrections.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Run the following report to display the Auditor STCs:
ACF

SHOW STCID

The product displays the Auditor STCs:
--STARTED TASK TABLE -
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STCID    LOGONID   GROUP

======   ========= =======

...

EXAMMON  EXAMMON       

...

The STC name that is used by Auditor is EXAMMON, which should also be its logonid.
2. Determine if the Auditor Started Task is defined in the output of the listing as a STC. The associated logonid should be

the name of the STC. Run the following report to display the individual STC logonids:
ACF

LIST STC_LID

STC_LID
The name of the Auditor STC logonid being verified, which should be EXAMMON.

3. Review the STC logonid listing and verify that only privileges of STC are defined. If this guidance is not true, your
organization has an audit finding. See Remediate Audit Finding.

Remediate Audit Finding

The Information Systems Security Officer (ISSO) and the system programmer for Auditor must ensure that the product's
Started Task is properly defined.

1. Ensure that the Auditor started task is properly defined to the ESM. The product installation documentation indicates
how the started task is identified and notes any additional attributes that must be specified. The following example
shows the attributes that should be specified for the Auditor task's logonid:
ACF

SET LID

INSERT USING(ACFSTCID) EXAMMON NAME(STC FOR Auditor) STC 

In this example, EXAMMON is the STC logonid.
2. Add a GSO STC record for the started task PROC and logonid. In this example, EXAMMON is the STC being defined

and EXAMMON is also the logonid under which the STC is running:
ACF

SET CONTROL(GSO)

INSERT STC LOGONID(EXAMMON) STCID(EXAMMON)

3. Run the following report to verify the Auditor Started Task logonid is listed as a started task:
ACF

SHOW STCID

--STARTED TASK TABLE --

STCID    LOGONID   GROUP

======   ========= =======

...

EXAMMON  EXAMMON

...

Ensuring the Auditor STC is properly defined reduces risk and exposure to the organization.

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.
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CCIs: CCI-000764

CCI: CCI-000764

Published Date: 2009-09-17

Definition: The information system uniquely identifies and authenticates organizational users (or processes acting on
behalf of organizational users).

Type: Technical

References: NIST SP 800-53: CM-5(6)
NIST SP 800-53A: CM-5(6).1
NIST SP 800-53 Revision 4: CM-5(6)

STIG ID - BAUDA004: Define Auditor SAF Resource to ACF2
Use STIG article BAUDA004 to identify the Auditor environment and resources that are not defined properly to ACF2.
Configure, define, and ensure that the resources are properly given through ACF2.

Severity: 1 - High

Your organization must be set up to use external security. Setting up ACF2 and related definitions and giving appropriate
access allows ACF2 to properly control access to Auditor. The best security practice is to use a unique resource class for
controlling Auditor resources access such as the recommended CAEXAMIN resource class.

When fully activated, Auditor lets ACF2 control the access to its functions such as issuing SNMP traps and Audit events
and communicating with the EXAMMON address space. Failure to properly control these capabilities could compromise
the applications and customer data.

This STIG article shows how to identify the Auditor environment and resources that are not defined properly to ACF2.
Also, this STIG article shows how to configure, define, and ensure that Auditor resources are properly defined.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

To ensure that ACF2 is enabled and activated, confirm that specific resources are set to be externally secured in
the appropriate Auditor configuration members. Also confirm that the Auditor EXA resource class is defined as the
CAEXAMIN resource and permitted to users using their UID or X-ROL based on their need to use Auditor.

1. Verify that the central parameter file is enabled (EPDSN= parameter in the EXAMMON JCL) and gives the data set
name (typically hlq.CAJ0PARM). Ensure that the parameter values are in place:
– In the OPTIONS member, TRAPAUTH=SAF
– In the ETAOPTNS member, ETAUDIT=SAF
If either parameter is not set to SAF, or if EPDSN is not set to specify a central parameter file in the EXAMMON JCL,
your organization has an audit finding. See Remediate Audit Finding.

2. List the three CAEXAMIN rule sets to verify that Auditor users have access as defined under roles and resources:
ACF

SET RESOURCE(EXA)

LIST TRAPAUTH

LIST ETAUDIT

LIST EXAMMON

Review the output looking for users of Auditor by X-ROL, UID, or logonid. If the output indicates that the CAEXAMIN
EXA resource class is undefined, your organization has a finding. See Remediate Audit Finding.

3. If the Auditor z/OS UNIX analysis, baseline historical analysis, or SMF log stream features are being used, the
EXAMMON Started Task (STC) is required. If the EXAMMON STC is in use but the LIST output does not show users

 124



 Auditor for z/OS 12.1

of Auditor having access to any rules in the EXAMMON $KEY, your organization has a finding. See Remediate Audit
Finding.

4. If users of Auditor need access to generate SNMP traps, but are not listed as having access using the TRAPAUTH
$KEY, your organization has a finding. See Remediate Audit Finding.

5. If users of Auditor need access to generate audit events, but are not listed as having access using the ETAUDIT $KEY,
your organization has a finding. See Remediate Audit Finding.

6. If the output shows anyone other than legitimate users of Auditor having access to any of the above resources, your
organization has a finding. See Remediate Audit Finding.

Remediate Audit Finding

The Information Systems Security Officer (ISSO) and the system programmer for Auditor must ensure that the product is
using external security appropriately.

1. Define the central parameter file. Populate with relevant members and specify the data set name in the EPDSN=
parameter in the EXAMMON JCL. In the OPTIONS member of the central parameter file, ensure that the TRAPAUTH
parameter is present and set:
TRAPAUTH=SAF

In the ETAOPTNS member of the central parameter file, ensure that ETAUDIT parameter is present and set:
ETAUDIT=SAF

2. Define the EXA resource rule type code as a resident directory to enable external security:
ACF

SET CONTROL(GSO)

CHANGE INFODIR TYPES(R-REXA) ADD

F ACF2,REFRESH(INFODIR)

3. Define and activate the class in an ACF2 environment.
SET CONTROL(GSO)

INSERT CLASMAP.CAEXAMIN RESOURCE(CAEXAMIN) RSRCTYPE(EXA) POSIT()

F ACF2,REFRESH(CLASMAP)

4. Give access to the appropriate CAEXAMIN resources using the TYPE(EXA) rules for TRAPAUTH, ETAUDIT, and
EXAMMON $KEYs. There are three categories of CAEXAMIN resource:
– Generate SNMP traps (TRAPAUTH).
– Generate Auditor events (ETAUDIT).
– Communicate with Auditor and SMF (EXAMMON).

TRAPAUTH
Gives users the authority to generate SNMP traps in TSO or BATCH or as a TEST.
ACF

SET RESOURCE(EXA)

COMPILE *

$KEY(TRAPAUTH) TYPE(EXA)

 TSO UID(user1) SERVICE(READ) ALLOW

 BATCH UID(user2) SERVICE(READ) ALLOW

 TEST UID(user3) SERVICE(READ) ALLOW

 - UID(user4) SERVICE(READ) ALLOW

END

STORE

END 

In this example, a resource ruleset was created.
user1

Allowed to have Auditor issue SNMP traps under TSO but not under batch or for testing.
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user2
Allowed to have Auditor issue SNMP traps under batch but not under TSO or for testing.

user3
Allowed to have Auditor issue SNMP traps, for example, if developing or testing auditing procedures.

user4
Includes all three permissions.

ETAUDIT
Gives users the authority to generate Audit events in TSO or BATCH or as a TEST:
ACF

SET RESOURCE(EXA)

COMPILE *

$KEY(ETAUDIT) TYPE(EXA)

 TSO UID(user1) SERVICE(READ) ALLOW

 BATCH UID(user2) SERVICE(READ) ALLOW

 TEST UID(user3) SERVICE(READ) ALLOW

 - UID(user4) SERVICE(READ) ALLOW

END

STORE

END

In this example, a resource rule was created.
user1

Allowed to have Auditor issue audit events under TSO but not under batch or for testing.
user2

Allowed to have Auditor issue audit events under batch but not under TSO or for testing.
user3

Allowed to have Auditor issue audit events, for example, if developing or testing auditing procedures.
user4

Includes all three permissions.
EXAMMON

Give users the authority to communicate with this Auditor address space and record Auditor SMF records. If
the Auditor z/OS UNIX analysis, baseline historical analysis, or SMF log stream features are being used, the
EXAMMON STC is required.
ACF

SET RESOURCE(EXA)

COMPILE *

$KEY(EXAMMON) TYPE(EXA)

 BPXEKDA UID(user1) SERVICE(READ) ALLOW

 IFAQUERY UID(user2) SERVICE(READ) ALLOW

 - UID(user3) SERVICE(READ) ALLOW

END

STORE

END 

In this example, a resource rule is created.
user1

Allowed to use z/OS cross-memory services to communicate with the EXAMMON address space.
user2

Allowed to communicate with the EXAMMON address space to record SMF records when running
Auditor.
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user3
Includes both permissions.

5. Issue the refresh command to refresh the in-storage resource rule directory:
F ACF2,REBUILD(EXA),CLASS(R)

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-000035, CCI-000213, CCI-002234, CCI-002235

CCI: CCI-000035

Published Date: 2009-09-14

Definition: The information system provides the capability for privileged administrators to configure the organization
defined security policy filters to support different security policies.

References: NIST SP 800-53 (v3): AC-4 (11)
NIST SP 800-53 Revision 4 (v4): AC-4 (11)
NIST: NIST SP 800-53A (v1): AC-4 (11).1 (ii)

Type: technical

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

References: NIST: NIST SP 800-53 : AC-3
NIST: NIST SP 800-53A : AC-3.1
NIST: NIST SP 800-53 Revision 4 : AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST: NIST SP 800-53 Revision 4 : AC-6 (9)

CCI: CCI-002235

Published Date: 2013-06-24

Definition: The information system prevents non-privileged users from executing privileged functions to include disabling,
circumventing, or altering implemented security safeguards/countermeasures.

Type: technical

References: NIST: NIST SP 80-53 Revision 4: AC-6 (10)

STIG ID - BAUDA005: Protect Auditor Configuration Data Set and User Profile
Database
Use STIG article BAUDA005 to identify whether your Auditor configuration data set and user profile database are properly
protected. Remove access from unauthorized logonids.
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Severity: 2 - Medium

The two types of configuration files that can be used by  Auditor are the central parameter file (typically hlq.CAJ0PARM)
and the user profile database (typically hlq.CAIDBS1). When the file and database exist,  Auditor uses them to determine
a wide range of settings for its behavior, and their contents count as sensitive production data which is necessary to
ensure that the product works properly. The file and database are both partitioned data sets (PDS) and the contents are
kept in a range of members. Failure to properly restrict access to these members could result in loss or exposure of critical
data. Ensure that the central parameter file and user profile database are properly protected, with only authorized users
having READ access and only  Auditor administrators having WRITE access.

Only  Auditor administrators should have update access to the parameter file. Only authorized  Auditor users should have
update access to the user profile database and should read access to the parameter file. The organization must ensure
that update or greater access to the parameter data set and greater than update access to the user profile database
is limited to only the responsible system programmers and  Auditor administrators who perform the organizational
responsibilities for managing the  Auditor environment. Read access can be given to auditors and users of Auditor
with valid business justification for viewing the configuration. Any access by individual users of update or greater to the
parameter data set or greater than update to the user profile database must be logged. The system programmers and 
Auditor administrators who are responsible for the product must identify and document the  Auditor configuration data
set and the user profile database. Once documented, the Information Systems Security Officer (ISSO) ensures that the
resources are properly restricted within ACF2.

This STIG article shows how to identify whether your  Auditor configuration data set and user profile database are properly
protected and how to remove access from unauthorized logonids.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Generate the reports to display who has access to the Auditor configuration data set, typically named hlq.CAJ0PARM
(see the EXAMMON JCL, parameter EPDSN=), and the user profile database, typically named hlq.CAIDBS1:
ACF

ACCESS DSNAME(Auditor configuration data set name)

ACCESS DSNAME(Auditor user profile data set name)

Auditor configuration data set name
Specifies the name of the Auditor configuration data set to be reported. The product displays who has access to
the Auditor configuration data sets.

Auditor user profile database data set name
Specifies the name of the Auditor user profile database data set to be reported. The product displays who has
access to it.

ACF

ACCESS DSNAME('hlq.CAJ0PARM’)

$KEY(hlq)

Logonids with access to: hlq.CAJ0PARM SYSPRG1 READ, WRITE

AUDITAD READ, WRITE ALL LIDS READ

hlq.CAJ0PARM is a sample data set name. Each organization has their own unique data set names that must be
documented.

2. View the reports to identify all logonids with access to Auditor configuration and user profile database data sets.
3. Verify that access to the Auditor configuration and user profile database data sets is properly restricted. If any of the

following guidance is not true, your organization has an audit finding. See Remediate Audit Finding.
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– The ESM data set access authorizations restrict read access for the configuration data set to administrators and
users of Auditor. The example that is given above shows LID AUDITAD with READ and WRITE access.

– The ESM data set access authorizations restrict WRITE access for the user profile database data set to
administrators and users of Auditor.

– The ESM data set access authorizations restrict WRITE or greater access to the configuration data set and greater
than WRITE access to the user profile database data set to the responsible product systems programming or
Auditor administrator personnel for the approved limited maintenance time.

– The ESM data set access authorizations specify that all WRITE or greater access permissions to the configuration
data set and greater than WRITE access to the user profile database data set are set up to log the access.

Remediate Audit Finding

Remove excessive access from users or profiles.

1. Review your organization's access authorization to organizational Auditor data sets and evaluate the impact of
removing access from unauthorized logonids. A logonid can be an individual user or part of a group that is specified
either using masking characters on a UID string or in an X-ROL record.

2. Change the rules that refer relevant Auditor configuration and user profile database data sets to remove WRITE or
greater access for each logonid that should not have it:
COMPILE 

$KEY(data set HLQ)

  Rest of data set name UID(*****OPRTOR) READ(A)

STORE

UID
Specifies the UID of the users from which access is being revoked.

data set name
Specifies the name of the Auditor configuration or user profile database data set.

3. Ensure logging for write or greater access is in place for configuration and user profile database data sets by
specifying “L” inside the parentheses following WRITE or ALLOCATE access:
COMPILE

$KEY(data set HLQ)

  Rest of data set name UID(*****SYSPRG1) READ(A) WRITE(L) A(L)

STORE

UID
Specifies the UID of the users from which access is being logged.

data set name
Specifies the name of Auditor configuration and user profile database data sets.

4. Re-issue the ACCESS command to verify that the Auditor configuration and user profile database data sets accesses
no longer exist for unauthorized logonids:
ACF

ACCESS DSNAME(Auditor data set name)

data set name
Specifies the name of the Auditor configuration or user profile database data sets being verified.

Output should confirm that Auditor configuration and user profile database data sets access no longer exists for
specified logonids.

Ensuring organizational product data sets are properly protected reduces risk and exposures to the organization.
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Control Correlation Identifier

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

References: NIST: NIST SP 800-53 : AC-3
NIST: NIST SP 800-53A : AC-3.1
NIST: NIST SP 800-53 Revision 4 : AC-3

Type: technical

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST: NIST SP 800-53 Revision 4 : AC-6 (9)

Type: technical

STIG ID - BAUDA006: Protect Auditor Baseline Function and Baseline Files
Use STIG article BAUDA006 to identify whether your Auditor configuration data set and baseline file are properly
protected. See how to remove access from unauthorized logonids.

Severity: 2 - Medium

The organization must properly define and secure the data sets used for baseline monitoring and reporting.

Auditor offers baseline historical analysis processing, which is the ability to establish and track baseline values for critical
system data and settings, allowing for identification and alerting of when these values have changed. When used,
baselines are a critical source of security information which must be protected from improper access or modification.

Ensure if baseline monitoring is in use:

• The policy file, which contains the configuration of the baseline feature in member POLTJS, is properly secured.
• The freezer database, which contains digital signatures of files and programs being monitored and is located within the

data set that contains the profile database, is properly secured (see STIG article BAUDA005).
• The EXAMMON STC is defined, properly secured, and running (see STIG article BAUDA003).
• The baseline file, which contains the status of baseline monitoring, is properly defined and protected from unauthorized

viewing or modification.

The system programmers and Auditor administrators who are responsible for the product must identify and document the
Auditor policy PDS and baseline VSAM files. Once documented, the Information Systems Security Officer (ISSO) ensures
that the resources are properly restricted within ACF2

This STIG article shows how to identify whether your Auditor configuration data set and baseline file are properly
protected. The STIG article also shows how to remove access from unauthorized logonids.
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Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Identify the names of the POLICY and BASELINE data sets. While these data sets are typically hlq.POLICY and
hlq.BASELINE, review any JCL members in the hlq.CAJ0JCL0 library that have been modified and contain current
data set names, or else the TSO JCL PROCs of those who have access to use Auditor for BASELINE activities, gives
the proper data set names for DD names BASELINE and POLICY.

2. Generate the reports to display who has access to Auditor BASELINE and POLICY data sets:
ACF

ACCESS DSNAME(data set name)

data set name
Specifies the name of the Auditor BASELINE or POLICY data set to be reported. The product displays who has
access to the data set.

ACF

ACCESS DSNAME('hlq.BASELINE’)

$KEY(hlq)

Logonids with access to: hlq.BASELINE SYSPRG1 READ, WRITE AUDUSR READ, WRITE

hlq.BASELINE is a sample data set name. Each organization has their own unique data set names that must be
documented.

3. View the reports to identify all logonids with access to Auditor BASELINE and POLICY data sets.
4. Verify that access to the Auditor BASELINE and POLICY data sets is properly restricted. If any of the following

guidance is not true, your organization has an audit finding. See Remediate Audit Finding:
– The ESM data set access authorizations restrict READ and WRITE access to auditors, Auditor online, or batch

users. The example that is given shows the logonid AUDUSR with READ and WRITE access as allowed.
– The ESM data set access authorizations restrict greater than WRITE access to the responsible product support

team personnel.
– The ESM data set access authorizations specify that all greater than WRITE access permissions are set up to log

the access.

Remediate Audit Finding

Remove excessive access from users or profiles:

1. Review your organization's access authorization to organizational Auditor data sets and evaluate the impact of
removing access from unauthorized logonids. A logonid can be an individual user or part of a group that is specified
using masking characters on a UID string or in an X-ROL record.

2. Change the rules that refer relevant Auditor BASELINE or POLICY data sets to remove access for each logonid that
should not have it to Auditor BASELINE or POLICY data sets:
COMPILE

$KEY(data set HLQ)

Rest of data set name UID(*****OPRTOR) READ(A) WRITE(A)

STORE

UID
Specifies the UID of the users from which access is being revoked.

Data set name
Specifies the name of the Auditor BASELINE or POLICY data set.

3. Ensure logging for greater than WRITE access is in place for BASELINE and POLICY data sets by specifying “L”
inside the parentheses following ALLOCATE access:
COMPILE

$KEY(Auditor data set HLQ)

Rest of data set name UID(*****SYSPRG1) READ(A) WRITE(A) A(L)
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STORE

UID
Specifies the UID of the users from which access is being logged.

data set name
Specifies the name of Auditor BASELINE or POLICY data set as installed.

4. Re-issue the ACCESS command to verify that the Auditor BASELINE and POLICY data sets access no longer exists
for unauthorized logonids:
ACF

ACCESS DSNAME(Auditor data set name)

data set name
Specifies the name of the Auditor BASELINE or POLICY data set being verified.

Output should confirm that Auditor BASELINE and POLICY data set access no longer exists for specified logonids.

Ensuring organizational product data sets are properly protected reduces risk and exposures to the organization.

Control Correlation Identifier

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

References: NIST: NIST SP 800-53 : AC-3
NIST: NIST SP 800-53A : AC-3.1
NIST: NIST SP 800-53 Revision 4 : AC-3

Type: technical

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST: NIST SP 800-53 Revision 4 : AC-6 (9)

Type: technical

STIG ID - BAUDA007: Protect the Auditor Output Files
Use STIG article BAUDA007 to ensure that your Auditor output is being directed to a secure data set unique to each user.

Severity: 3 - Low

The organization must ensure that the destination for sensitive Auditor output, such as baseline reports, is properly
defined and secured to avoid disclosure or overwriting.

Auditor produces sensitive output about security-related matters in response to its commands, including BASELINE
reporting. The output may default to being placed on a JES SYSOUT queue or a miscellaneous data set if it is not
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directed to a secure location. The output is a critical source of security information which must be protected from improper
access or modification.

Ensure that all Auditor output is directed to a secure location. To avoid overwriting of output between users, that secure
destination must be unique to each Auditor user. It must be a data set to which the user has exclusive access, or to which
only Auditor users have access.

This STIG article shows how to ensure that your Auditor output is being directed to a secure data set unique to each user.

Identity Audit Finding

Complete these steps to determine if you should consider remediation:

1. Examine the JCL used by TSO (logon PROC) and BATCH users of Auditor, and ensure that there is an EXAM$OUT
DD statement (or else a dynamic allocation in the startup CLIST or REXX EXEC for TSO/ISPF users). If this DD
statement or allocation is absent, your organization has an audit finding. See Remediate Audit Finding.

2. Ensure that the data set allocated is unique to the user, generally by having a unique identifier such as the logonid in
the data set name, to avoid overwriting of the data by other users. If it is not, your organization has an audit finding.
See Remediate Audit Finding.

3. Ensure that only this user, or this user and other Auditor users, have access to the data set. Review the output. If
users that are not users of Auditor have access to the data set, your organization has an audit finding. See Remediate
Audit Finding.
ACF

ACCESS DSNAME(data set name)

data set name
Specifies the name of the output data set to be reported. The product displays who has access to the data set.

ACF

ACCESS DSNAME('myuserid.EXAMOUT’)

$KEY(myuserid)

Logonids with access to: myuserid.EXAMOUT SYSPRG1 READ, WRITE myuserid READ, WRITE, ALLOCATE

myuserid.EXAMOUT is an example data set name. Each organization has their own unique data set names that must
be documented.

Remediate Audit Finding

Remove excessive access from users or profiles.

1. Allocate the data set (FBA, LRECL=133), if it does not exists, with sufficient space to hold the anticipated output, either
as sequential or partitioned. Give the data set a unique name that no other user can accidentally allocate.

2. Ensure that the unique output data set is allocated with DD name EXAM$OUT, either in JCL or dynamically under
TSO, before Auditor is invoked.

3. Review your organization's access authorization to the unique output data set and evaluate the impact of removing
access from unauthorized logonids. A logonid can be an individual user or part of a group specified using masking
characters on a UID string or in an X-ROL record.

4. Change the rules that refer the data set to remove access for each logonid that should not have it:
COMPILE

$KEY(data set HLQ)

 Rest of data set name UID(*****OPRTOR) READ(A) WRITE(A)

STORE

UID
Specifies the UID of the users from which access is being revoked.

data set name
Specifies the name of the data set.
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5. Re-issue the ACCESS command to verify that the unique output data set access no longer exists for unauthorized
logonids:
ACF

ACCESS DSNAME(data set name)

data set name
Specifies the name of the unique output data set being verified.

Output confirms that data set access no longer exists for the specified logonids.

Ensuring organizational product data sets are properly protected reduces risk and exposures to the organization.

Control Correlation Identifier

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-001199

CCI: CCI-001199

Published Date: 2009-09-21

Definition: The information system protects the confidentiality and/or integrity of organization-defined information at rest.

References: NIST: NIST SP 800-53 (v3): SC-28
NIST: NIST SP 800-53 Revision 4 (v4): SC-28
NIST: NIST SP 800-53A (v1): SC-28.1

Type: technical

STIG Articles by Findings for Auditor for Top Secret
A table that presents a list of Auditor for Top Secret STIG articles sorted by severity and includes short descriptions.

This article provides a list of all Auditor for Top Secret STIG articles. Select the specific Broadcom STIG ID to assess and
implement the guidance.

• Severity 1:  High
• Severity 2:  Medium
• Severity 3:  Low

To manage your STIG implementation, download this Excel spreadsheet.

Broadcom STIG ID Title Description

BAUDT001
Severity 1

Protect Auditor APF Load Library Data
Sets

Shows how to identify your APF load library data sets that are not
properly protected and how to remove access from unauthorized
ACIDs. Ensure that access is logged in accordance with the
procedure in this article.

BAUDT004
Severity 1

Define  AuditorSAF resource to the ESM Shows how to identify the  Auditor environment and resources
that are not defined properly to the ESM and how to configure,
define, and ensure the  Auditorresources are properly given through
the ESM.

BAUDT002
Severity 2

Protect Auditor Installation Data Sets Shows how to identify your installation data sets that are not
properly protected and how to remove inappropriate access from
unauthorized ACIDs.
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Broadcom STIG ID Title Description

BAUDT003
Severity 2

Protect Auditor EXAMMON Started Task Shows how to identify whether the EXAMMON Started
Task is properly defined and issue the proper commands to effect
any needed corrections.

BAUDT005
Severity 2

Protect Auditor configuration data set and
user profile database

Shows how to identify whether your Auditor configuration data set
and user profile database are properly protected and how to remove
inappropriate access from unauthorized ACIDs.

BAUDT006
Severity 2

Protect Auditor baseline function and
baseline file

Shows how to identify whether your Auditor configuration data
set and baseline file are properly protected and how to remove
inappropriate access from unauthorized ACIDs.

BAUDT007
Severity 3

Protect Auditor output files Shows how to ensure that your Auditor output is being directed to a
secure data set unique to each Auditor user.

STIG ID - BAUDT001: Protect Auditor APF Loadlib Data Sets
Use STIG article BAUDT001 to identify your APF load library data sets that are not properly protected and remove access
from unauthorized ACIDs.

Severity: 1-High

The Authorized Program Facility list designates the libraries that can contain program modules which possess a
significant capability to bypass system and security controls. Unauthorized access could result in the compromise of the
operating system environment, External Security Manager (ESM) applications (ACF2, Top Secret, or IBM RACF), and
customer data.

The organization must ensure that UPDATE or greater access to all APF-authorized libraries is limited to system
programmers based on documented roles performed. Also, the organization must ensure that all UPDATE or greater
access is logged. To reduce risk, greater than READ access to APF load libraries should only be authorized during times
of approved change.

This STIG article shows how to identify your APF load library data sets that are not properly protected and how to remove
access from unauthorized ACIDs. Ensure that access is logged in accordance with the procedure in this article.

Identity Audit Finding

Complete these steps to determine if you should consider remediation:

1. Generate the reports to display who has access to Auditor APF load library data sets. The data sets typically have
names ending in .CAJ0LOAD. While it is not a best practice, some organizations may include copying some or all of
the APF-authorized modules in these libraries to other system libraries already in the APF. Ensure you have identified
all relevant libraries:
TSS WHOHAS DSN(Auditor_APF_library_data_set_name)

Auditor_APF_library_data_set_name
Specifies the name of any Auditor APF load library data sets as installed.

The product displays who has access to Auditor APF load library data sets.
TSS WHOHAS DSN('SYS2.AUDITOR.CAJ0LOAD')

            

DATASET   = SYS2.                                           OWNER(SYSDEPT )

XAUTH     = SYS2.AUDITOR.CAJ0LOAD                           ACID(SYSPRG1 ) 

  ACCESS  = ALL

  ACTION  = AUDIT                                                        

XAUTH     = SYS2.AUDITOR.CAJ0LOAD                           ACID(AUDITOR1)

  ACCESS  = READ                                                       

XAUTH     = SYS2.AUDITOR.CAJ0LOAD                           ACID(*ALL*   ) 
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  ACCESS  = READ                                                        

The full list of active APF authorized libraries can be displayed using the z/OS console command:
D PROG,APF

The console command can be used to verify the active Auditor APF data set names against the installation list.
2. View the reports to identify all logonids with access to Auditor APF load library data sets.

– If UPDATE or greater access to the APF load library is limited only to responsible z/OS system programmers,
based on documented assigned roles, and only authorized during times of approved change, your organization
does not have an audit finding.

– If any user ACID is found with greater than READ access to Auditor APF load library data sets, your organization
has an audit finding. See Remediate Audit Finding.

– If the Top Secret data set rules for APF libraries do not specify logging for any UPDATE or greater access, your
organization has an audit finding. See Remediate Audit Finding.

Remediate Audit Finding

Limit all access greater than READ to time frames of approved changes and reduce to READ ONLY outside of approved
change windows, including for system programmers.

1. Review your organization's access authorization to Auditor APF load library data set and evaluate the impact of
removing access from ACIDs.

2. Revoke the Auditor APF load library data set permissions for each ACID that should not have access to Auditor APF
load library data set:
TSS REVOKE(acid) DSN(APF_library_data_set_name)

acid
Specifies the ACID of the userid or profile from which access is being revoked.

APF_library_data_set_name
Specifies the name of Auditor APF load library as installed.

The product confirms your change.
3. Use one of the following methods to ensure logging for UPDATE or greater access is granted to APF load library data

sets:
a. Use ACTION(AUDIT) on any permissions granting greater than READ access:

TSS PERMIT(acid) DATASET(APF_data_set_name) ACCESS(UPDATE) ACTION(AUDIT)

acid
Specifies the ACID of the user ID or profile from which access is being revoked.

OR
b. Add APF Load library data set to the Global Audit Record with the access levels to be logged:

TSS ADD(AUDIT) DATASET(APF_data_set_name) ACCESS(CONTROL,CREATE,SCRATCH,UPDATE,WRITE)

APF_data_set_name
Specifies the name of Auditor APF load library as installed.

4. Re-issue the WHOHAS commands to verify that the Auditor APF load library data set access no longer exists for
unauthorized ACIDs:
TSS WHOHAS DSN(APF_load_library_data_set_name)

APF_load_library_data_set_name
Specifies the name of the APF load library as installed.

The output should confirm that Auditor APF load library data set access no longer exists for unauthorized ACIDs.

Ensuring APF load library data sets are properly protected reduces risk and exposures to the organization, ensuring the
mainframe is not compromised by exploitation of APF.
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Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Type: technical

References: NIST SP 800-53: AC-3
NIST SP 800-53A: AC-3.1
NIST SP 800-53 Revision 4: AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST SP 800-53 Revision 4: AC-6(9)

STIG ID - BAUDT002: Protect Auditor Installation Data Sets
Use STIG article BAUDT002 to identify your installation data sets that are not properly protected. See how to remove
inappropriate access from unauthorized ACIDs.

Severity: 2-Medium

Auditor installation data sets can use privileged functions and have access to sensitive data. Failure to properly restrict
access to these data sets could result in violating the integrity of the base product, which could result in compromising the
operating system or sensitive data.

The organization must ensure that UPDATE or greater access to Auditor installation data sets is limited to only the
responsible system programmers who perform the installation and upgrade of the software product. The Information
Systems Security Officer (ISSO) must also ensure that access is granted only during limited periods of approved
installation and upgrade projects and all access greater than READ is logged. READ access can be given to auditors,
security team, and automation team users. All UPDATE or greater access must be logged.

The system programmers who are responsible for the product must identify and document the product data sets and
categorize them according to who requires UPDATE or greater access, and if required, ensure that all UPDATE or greater
access is logged. The system programmer must identify if any additional users or groups require UPDATE or alter access
for specific data sets. Once documented, the system programmer must work with the ISSO to ensure that the resources
are properly restricted within the External Security Manager (ESM) applications (ACF2, Top Secret, or IBM RACF) that are
active on the system.

This STIG article shows how to identify your installation data sets that are not properly protected and how to remove
inappropriate access from unauthorized ACIDs.
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Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Run the reports to display who has access to Auditor installation data sets:
TSS WHOHAS DSN(Auditor_installation_data_set_name)

Auditor_installation_data_set_name
Specifies the name of the Auditor installation data set to be reported. The product displays who has access to the
Auditor installation data sets, which are mostly named hlq.CAJ0* as of r12.1.

2. View the reports to identify all ACIDs with access to Auditor installation data sets:
TSS WHOHAS DSN(hlq.CAJ0)

  data set    = hlq.                                       OWNER(SYSDEPT ) 

   XAUTH      = hlq.CAJ0                                   ACID(AUDITAD) 

    ACCESS    = READ                                                      

...                                                        

3. Verify that access to the Auditor installation data sets is properly restricted. If any of the following guidance is not true,
your organization has an audit finding. See Remediate Audit Finding.
– The ESM data set access authorizations restrict READ access to auditors, Auditor users, and Auditor STC or batch

users with valid business justification. The example that is given in the previous step shows profile AUDITAD (users
with valid requirement to access Auditor) with READ access as allowed.

– The ESM data set access authorizations restrict UPDATE or greater access to the responsible product systems
programming or automation team personnel.

– The ESM data set access authorizations specify that all UPDATE or greater access permissions are setup to log
the access.

Remediate Audit Finding

Remove excessive access from users or profiles.

1. Review your organization's access authorization to Auditor installation data sets and evaluate the impact of removing
access from unauthorized ACIDs. An ACID can be either an individual user or a Profile that is connected to multiple
users.

2. Remove the Auditor installation data set access for each ACID that should not have access to Auditor installation data
sets:
TSS REVOKE(acid) DSN(data_set_name)

acid
Specifies the ACID of the user or profile from which access is being revoked.

data_set_name
Specifies the name of the Auditor installation data set.

The product confirms your change.
3. Use one of the following methods to ensure logging for update or greater access is granted to Auditor installation data

sets:
a. Use ACTION(AUDIT) on any permissions granting greater than READ access:

TSS PERMIT(acid) DATA SET(data_set_name) ACCESS(UPDATE) ACTION(AUDIT)

acid
Specifies the ACID of the user or profile from which access is being revoked.

data_set_name
Specifies the name of Auditor APF loadlib as installed.

b. Add Auditor data set to the Global Audit Record with the access levels to be logged:
TSS ADD(AUDIT) DATA SET(data_set_name) ACCESS(CONTROL,CREATE,SCRATCH,UPDATE,WRITE) 

 138



 Auditor for z/OS 12.1

data_set_name
Specifies the name of Auditor APF loadlib as installed.

4. Re-issue the WHOHAS command to verify that the Auditor installation data set access no longer exists for
unauthorized ACIDs:
TSS WHOHAS DSN(data_set_name)

data_set_name
Specifies the name of the Auditor installation data set being verified.

Output should confirm that Auditor installation data set access no longer exists for ACIDs.

Ensuring product installation data sets are properly protected reduces risk and exposures to the organization.

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. For more information, see
the National Institute of Standards and Technology website.

CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Type: technical

References: NIST SP 800-53: AC-3
NIST SP 800-53A: ACF-3.1
NIST SP 800-53 Revision 4: AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST SP 800-53 Revision 4: AC-6 (9)

STIG ID - BAUDT003: Protect Auditor EXAMMON Started Task
Use STIG article BAUTA003 to identify whether this Started Task is defined properly and issue the proper commands to
effect any needed corrections.

Severity: 2-Medium

If the Auditor z/OS UNIX analysis, baseline historical analysis, or SMF log stream features are being used, the
EXAMMON Started Task (STC) is required. It must be defined and given specific resource access. By defining the Started
Task as an ACID to the system External Security Manager (ESM) applications (ACF2, Top Secret, or IBM RACF), Auditor
allows the ESM to control the access. Failure to properly control these capabilities could compromise the operating
system environment, ESM, and customer data.

The organization must ensure the Auditor EXAMMON Started Task is properly and individually defined to Top Secret.

This STIG article shows how to identify whether this Started Task is properly defined and issue the proper commands to
effect any needed corrections.
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Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Run the following report to display the Auditor Started Tasks:
TSS LIST(STC) DATA(ALL)

The product displays the Auditor Started Tasks.
ACCESSORID = *STC*     NAME       = STARTED-TASKS             

TYPE       = GLOBAL    SIZE       =     4352  BYTES           

CREATED    = 08/31/93  00:00  LAST MOD   = 05/04/20  07:40    

...

STC        = EXAMMON   ACID       = EXAMMON       

... 

***

The STC name that is used by Auditor is EXAMMON, which should also be its ACID.
2. Determine if the Auditor Started Task is defined in the output of the listing as a Started Task. The associated ACID

should be the name of the Started Task. Run the following report to display the Started Task ACID:
TSS LIST(STC_acid) DATA(ALL)

STC_LID
The name of the Auditor Started Task ACID being verified, which should be EXAMMON.

3. Review the STC ACID listing and verify the following guidance. If any of the following guidance is not true, your
organization has an audit finding. See Remediate Audit Finding.
– You will have one ACID assigned to the EXAMMON Started Task. It is recommended that the name for the ACID

also be EXAMMON.
– It should be defined with a facility of STC and no other facilities.
– It should have the PROTECTED attribute.

Remediate Audit Finding

The Information Systems Security Officer (ISSO) and the system programmer for Auditor must ensure that the product's
Started Task is properly defined.

1. Ensure that the Auditor Started Task is properly defined to the ESM. The product installation documentation indicates
how the Started Task is identified and notes any additional attributes that must be specified. Enter the following
commands to create the Auditor Started Task ACID. This example shows the attributes that should be specified for the
Auditor task's EXAMMON ACID, using the PROTECTED attribute:
TSS CREATE(EXAMMON) TYPE(USER) NAME('CA Auditor REGION ACID') -

DEPT(dept) FAC(STC) PROTECTED

In this example, EXAMMON is the STC ACID.
2. Add the STC ACID to the STC record. In this example, EXAMMON is the STC being defined and EXAMMON is also

the ACID under which the STC is running:
TSS ADD(STC) PROCN(EXAMMON) ACID(EXAMMON)

3. Run the following report to verify the Auditor Started Task ACID IS listed as a Started Task:
TSS LIST(STC) DATA(ALL)

Ensuring the Auditor Started Task is properly defined reduces risk and exposure to the organization.

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.
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CCIs: CCI-000764

CCI: CCI-000764

Published Date: 2009-09-17

Definition: The information system uniquely identifies and authenticates organizational users (or processes acting on
behalf of organizational users).

Type: technical

References: NIST SP 800-53: CM-5 (6)
NIST SP 800-53A: CM-5 (6).1
NIST SP 800-53 Revision 4: CM-5 (6)

STIG ID - BAUDT004: Define Auditor SAF Resource to Top Secret
Use STIG article BAUTA004 to identify whether the Auditor SAF Resource to the External Security Manager
(ESM) applications is defined properly and issue the proper commands to effect any needed corrections.

Severity: 1-High

The organization must set up Auditor to use External Security.

Your organization must be set up to use external security. Setting up the proper External Security Manager (ESM - ACF2,
Top Secret, or IBM RACF) and related definitions and giving appropriate access allows the ESM to properly control
access to Auditor. The best security practice is to use a unique resource class for controlling Auditor resources access
such as the recommended CAEXAMIN resource class.

When external security is fully activated Auditor allows the ESM to control the access to its functions such as issuing
SNMP traps and Audit events and communicating with the EXAMMON address space. Failure to properly control these
capabilities could compromise the applications and customer data.

This STIG article shows how to identify the Auditor environment and resources that are not defined properly to the ESM
and how to configure, define, and ensure the Auditor resources are properly given through the ESM.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

To ensure that External Security is enabled and activated, you must confirm that these resources are set to be externally
secured in the appropriate Auditor configuration members and that the CAEXAMIN resource is defined and appropriately
permitted to users or their connected PROFILEs based on their need to use Auditor.

1. Verify that the central parameter file is enabled (the EPDSN= parameter in the EXAMMON JCL specifies this and give
the data set name - typically hlq.CAJ0PARM), then ensure that the following parameter values are in place:
– In the OPTIONS member, TRAPAUTH=SAF
– In the ETAOPTNS member, ETAUDIT=SAF
If either parameter is not set to SAF, or if EPDSN is not set to specify a central parameter file in the EXAMMON JCL,
your organization has a finding. See Remediate Audit Finding.

2. Issue a TSS WHOHAS command for the three categories of CAEXAMIN resources (TRAPAUTH., ETAUDIT., and
EXAMMON.):
TSS WHOHAS CAEXAMIN(TRAPAUTH.)

TSS WHOHAS CAEXAMIN(ETAUDIT.)

TSS WHOHAS CAEXAMIN(EXAMMON.)

Review the output looking for users of Auditor. If the output indicates that the CAEXAMIN resource type is undefined,
your organization has a finding. See Remediate Audit Finding.
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3. If the output shows that the prefix TRAPAUTH. is not owned, your organization has a finding. See Remediate Audit
Finding.

4. If the output shows that the prefix ETAUDIT. is not owned, your organization has a finding. See Remediate Audit
Finding.

5. If the output shows that the prefix EXAMMON. is not owned, your organization has a finding. See Remediate Audit
Finding.

6. If the Auditor z/OS UNIX analysis, baseline historical analysis, or SMF log stream features are being used, the
EXAMMON Started Task (STC) is required. If the EXAMMON STC is in use but the TSS WHOHAS output does not
show users of Auditor having access to any CAEXAMIN(EXAMMON.) resources, your organization has a finding. See
Remediate Audit Finding.

7. If users of Auditor need access to generate SNMP traps, but are not listed as having access to any
CAEXAMIN(TRAPAUTH.) type resources, your organization has a finding. See Remediate Audit Finding.

8. If users of Auditor need access to generate audit events, but are not listed as having access to any
CAEXAMIN(ETAUDIT.) type resources, your organization has a finding. See Remediate Audit Finding.

9. If the output shows anyone other than legitimate users of Auditor having access to any of the resources listed in the
previous bullets, your organization has a finding. See Remediate Audit Finding.

Remediate Audit Finding

The Information Systems Security Officer (ISSO) and the system programmer for Auditor must ensure that the product is
using external security appropriately.

1. Define the central parameter file. Populate with relevant members and specify the data set name in the EPDSN=
parameter in the EXAMMON JCL. In the OPTIONS member of the central parameter file, ensure that the TRAPAUTH
parameter is present and set:
TRAPAUTH=SAF

In the ETAOPTNS member of the central parameter file, ensure that ETAUDIT parameter is present and set:
ETAUDIT=SAF

2. Define the CAEXAMIN resource class to the RDT to enable external security in Auditor:
TSS ADD(RDT) RESCLASS(CAEXAMIN) POSIT() ACLST(READ) ATTR(LONG)

3. Define the CAEXAMIN resource prefixes as owned by an appropriate organizational ACID under Top Secret. There
are three categories of CAEXAMIN resource:
– Generate SNMP traps (TRAPAUTH)
– Generate Auditor events (ETAUDIT.)
– Communicate with Auditor and SMF (EXAMMON.)
TSS ADD(acid) CAEXAMIN(TRAPAUTH) 

TSS ADD(acid) CAEXAMIN(ETAUDIT.)

TSS ADD(acid) CAEXAMIN(EXAMMON.)

acid
Specifies an Organization ACID of Department, Division, or Zone.

4. Permit access to the CAEXAMIN resources under Top Secret:
TRAPAUTH.

Give users the authority to generate SNMP traps in TSO or BATCH or as a TEST.
TSS PERMIT(user1) CAEXAMIN(TRAPAUTH.TSO)

TSS PERMIT(user2) CAEXAMIN(TRAPAUTH.BATCH)

TSS PERMIT(user3) CAEXAMIN(TRAPAUTH.TEST)

TSS PERMIT(user4) CAEXAMIN(TRAPAUTH.)

user1
Allowed to have Auditor issue SNMP traps under TSO but not under batch or for testing.
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user2
Allowed to have Auditor issue SNMP traps under batch but not under TSO or for testing.

user3
Allowed to have Auditor issue SNMP traps, for example, if they were developing or testing auditing
procedures.

user4
Includes all three permissions.

ETAUDIT.
Give users the authority to generate Audit events in TSO or BATCH or as a TEST.
TSS PERMIT(user1) CAEXAMIN(ETAUDIT.TSO)

TSS PERMIT(user2) CAEXAMIN(ETAUDIT.BATCH)

TSS PERMIT(user3) CAEXAMIN(ETAUDIT.TEST)

TSS PERMIT(user4) CAEXAMIN(ETAUDIT.)

user1
Allowed to have Auditor issue Audit events under TSO but not under batch or for testing.

user2
Allowed to have Auditor issue Audit events under batch but not under TSO or for testing.

user3
Allowed to have Auditor issue Audit events, for example, if they were developing or testing auditing
procedures.

user4
Includes all three permissions.

EXAMMON.
Give users the authority to communicate with this Auditor address space and record Auditor SMF records. If
the Auditor z/OS UNIX analysis, baseline historical analysis, or SMF log stream features are being used, the
EXAMMON STC is required.
TSS PERMIT(user1) CAEXAMIN(EXAMMON.BPXEKDA)

TSS PERMIT(user2) CAEXAMIN(EXAMMON.IFAQUERY)   

TSS PERMIT(user3) CAEXAMIN(EXAMMON.)

        

user1
Allowed to use z/OS cross-memory services to communicate with the EXAMMON address space.

user2
Allowed to communicate with the EXAMMON address space to record SMF records with read access to
the protected SAF resource when running Auditor.

user3
Includes both permissions.

5. Re-run the TSS WHOHAS commands to ensure that the desired outcome has been achieved:
TSS WHOHAS CAEXAMIN(TRAPAUTH.)

TSS WHOHAS CAEXAMIN(ETAUDIT.)

TSS WHOHAS CAEXAMIN(EXAMMON.)

Ensuring that the Auditor SAF resource to the ESM is properly defined for external security reduces risk and exposure to
the organization.
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Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-000035, CCI-000213, CCI-002234, CCI-002235

CCI: CCI-000035

Published Date: 2009-09-14

Definition: The information system provides the capability for privileged administrators to configure the organization
defined security policy filters to support different security policies.

Type: technical

References: NIST: NIST SP 800-53 (v3): AC-4 (11)
NIST: NIST SP 800-53 Revision 4 (v4): AC-4 (11)
NIST: NIST SP 800-53A (v1): AC-4 (11).1 (ii)

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Type: technical

References: NIST: NIST SP 800-53: AC-3
NIST: NIST SP 800-53A: AC-3.1
NIST: NIST SP 800-53 Revision 4: AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST: NIST SP 800-53 Revision 4: AC-6 (9)

CCI: CCI-002235

Published Date: 2013-06-24

Definition: The information system prevents non-privileged users from executing privileged functions to include disabling,
circumventing, or altering implemented security safeguards/countermeasures.

Type: technical

References: NIST: NIST SP 800-53 Revision 4: AC-6 (10)

STIG ID - BAUDT005: Protect Auditor Configuration Data Set and User Profile
Database
Use STIG article BAUDT005 to identify your configuration parameters that are not properly protected. See how to remove
inappropriate access from unauthorized ACIDs.

Severity: 2-Medium

Two types of configuration parameter files that may be used by Auditor are: the central parameter file (typically
hlq.CAJ0PARM) and the user profile database (typically hlq.CAIDBS1). When they exist, Auditor uses them to determine
a wide range of settings for its behavior. Their contents count as sensitive production data which is necessary to ensure

 144



 Auditor for z/OS 12.1

that the product works properly. They are both partitioned data sets (PDSs) and their contents are kept in a range of
members. Failure to properly restrict access to these members could result in loss or exposure of critical data. Therefore,
the organization must ensure that the central parameter file and user profile database are properly protected, with only
authorized users having READ access and only Auditor administrators having UPDATE access.

Only Auditor administrators should have UPDATE access to the parameter file, and only authorized Auditor users should
have UPDATE access to the user profile database and should READ access to the parameter file. The organization
must ensure that UPDATE or greater access to the parameter data set and greater than UPDATE access to the user
profile database is limited to only the responsible system programmers and Auditor administrators who perform the
organizational responsibilities for managing the Auditor environment. READ access can be given to auditors and users of
Auditor with valid business justification for viewing the configuration. Any access by individual users of UPDATE or greater
to the parameter data set or greater than UPDATE to the user profile database must be logged.

The system programmers and Auditor administrators who are responsible for the product must identify and document the
Auditor configuration data set and the user profile database. Once documented, the Information Systems Security Officer
(ISSO) ensures that the resources are properly restricted within the External Security Manager (ESM) applications (ACF2,
Top Secret or IBM RACF) that are active on the system.

This STIG article shows how to identify whether your Auditor configuration data set and user profile database are properly
protected and how to remove inappropriate access from unauthorized ACIDs.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Run the reports to display who has access to the Auditor configuration data set, typically named hlq.CAJ0PARM (see
the EXAMMON JCL, parameter EPDSN=), and the user profile database, typically named hlq.CAIDBS1:
TSS WHOHAS DSN(Auditor_configuration_data_set_name)

TSS WHOHAS DSN(Auditor_user_profile_database_data_set_name)

Auditor_configuration_data_set_name
Specifies the name of the Auditor user profile database data set to be reported. The product displays who has
access to it.

Auditor_user_profile_database_data_set_name
Specifies the name of the Auditor configuration data set to be reported. The product displays who has access to
the Auditor configuration data set.

TSS WHOHAS DSN(HLQ.CAJ0PARM)

  data set    = HLQ.                                        OWNER(SYSDEPT ) 

    XAUTH     = HLQ.CAJ0PARM                                ACID(AUDITUSR) 

    ACCESS    = READ                                                      

...

HLQ.CAJ0PARM is an example data set name, each organization has their own unique data set names that must be
documented.

2. View the reports to identify all ACIDs with access to the Auditor configuration data set and the user profile database.
3. Verify that access to these data sets is properly restricted. If any of the following guidance is not true, your organization

has an audit finding. See Remediate Audit Finding.
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– The ESM data set access authorizations restrict READ access for the configuration data set to administrators and
users of Auditor. The example that is given previously shows profile AUDITUSR (users with valid requirement to
access Auditor) with READ access as organizationally allowed.

– The ESM data set access authorizations restrict UPDATE access for the user profile database data set to
administrators and users of Auditor.

– The ESM data set access authorizations restrict UPDATE or greater access to the configuration data set and
greater than UPDATE access to the user profile database data set to the responsible product systems programming
or Auditor administrator personnel for the approved limited maintenance time.

– The ESM data set access authorizations specify that all UPDATE or greater access permissions to the configuration
data set and greater than UPDATE access to the user profile database data set are set up to log the access.

Remediate Audit Finding

Remove excessive access from users or profiles.

1. Review your organization's access authorization to the Auditor configuration and user profile database data sets and
evaluate the impact of removing access from unauthorized ACIDs. An ACID can be either an individual user or a
Profile that is connected to multiple users.

2. Remove the organizational Auditor data set access for each ACID that should not have access to Auditor configuration
data sets:
TSS REVOKE(acid) DSN(data_set_name)

acid
Specifies the ACID of the user or profile from which access is being revoked.

data_set_name
Specifies the name of the Auditor configuration or user profile database data set.

The product confirms your change.
3. Use one of the following methods to ensure logging for UPDATE or greater access is granted to the Auditor

configuration and user profile database data sets:
a. Use ACTION(AUDIT) on any permissions granting greater than READ access:

TSS PERMIT(acid) DATA SET(data_set_name) ACCESS(UPDATE) ACTION(AUDIT)

acid
Specifies the ACID of the user or profile from which access is being revoked.

data_set_name
Specifies the name of Auditor configuration or user profile database data sets

OR
b. Add Auditor data set to the Global Audit Record with the access levels to be logged:

TSS ADD(AUDIT) DATA SET(data_set_name) 

ACCESS(CONTROL,CREATE,SCRATCH,UPDATE,WRITE) 

data_set_name
Specifies the name of Auditor configuration or user profile database data sets.

4. Re-issue the WHOHAS command to verify that the Auditor configuration and user profile database data set accesses
no longer exist for unauthorized ACIDs:
TSS WHOHAS DSN(data_set_name)

data_set_name
Specifies the name of the Auditor configuration or user profile database data sets being verified.

Output should confirm that Auditor configuration and user profile database data sets access no longer exists for
ACIDs.

Ensuring product installation data sets are properly protected reduces risk and exposures to the organization.
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Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. For more information, see
the National Institute of Standards and Technology website.

CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Type: technical

References: NIST SP 800-53: AC-3
NIST SP 800-53A: ACF-3.1
NIST SP 800-53 Revision 4: AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST SP 800-53 Revision 4: AC-6 (9)

STIG ID - BAUDT006: Protect Auditor Baseline Function and Baseline Files
Use STIG article BAUDT006 to identify whether the Auditor baseline function and baseline files are defined properly and
issue the proper commands to effect any needed corrections.

Severity: 2-Medium

The organization must properly define and secure the data sets used for baseline monitoring and reporting.

Auditor offers baseline historical analysis processing, which is the ability to establish and track baseline values for critical
system data and settings, allowing for identification and alerting of when these values have changed. When used, this is
therefore a critical source of security information which must be protected from improper access or modification.

Ensure  if baseline monitoring is in use:

• The policy file, which contains the configuration of the baseline feature in member POLTJS, is properly secured.
• The freezer database, which contains digital signatures of files and programs being monitored and is located within the

data set that contains the profile database, is properly secured (see STIG article BAUDT005).
• The EXAMMON STC is defined, properly secured, and running (see STIG article BAUDT003).
• The baseline file, which contains current status of baseline monitoring, is properly defined and protected from

unauthorized viewing or modification.
• The system programmers and Auditor administrators who are responsible for the product must identify and document

the Auditor policy PDS and baseline VSAM files. Once documented, the Information Systems Security Officer (ISSO)
ensures that the resources are properly restricted within the External Security Manager (ESM) applications (ACF2,Top
Secret, or IBM RACF) that are active on the system.

• This STIG article shows how to identify whether your Auditor configuration data set and baseline file are properly
protected and how to remove inappropriate access from unauthorized ACIDs.
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Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Identify the names of the POLICY and BASELINE data sets. While these are typically hlq.POLICY and hlq.BASELINE,
reviewing any JCL members in the hlq.CAJ0JCL0 library that have been modified and contain current data set names,
or else the TSO JCL PROCs of those who have access to use Auditor for BASELINE activities, will give the proper
data set names for DD names BASELINE and POLICY.

2. Run the reports to display who has access to each of these data sets:
TSS WHOHAS DSN(data_set_name)

data_set_name
Specifies the name of the Auditor BASELINE or POLICY data set to be reported. The product displays who has
access to the specified data set.

TSS WHOHAS DSN(hlq.BASELINE)

 data set    = hlq.                                       OWNER(SYSDEPT ) 

  XAUTH      = hlq.BASELINE                               ACID(AUDITUSR) 

    ACCESS   = UPDATE                                                    

...

hlq.BASELINE is an example data set name. Each organization has their own unique data set names that must be
documented.

3. View the reports to identify all ACIDs with access to the Auditor BASELINE and POLICY data sets.
4. Verify that access to the Auditor BASELINE and POLICY data sets is properly restricted. If any of the following

guidance is not true, your organization has an audit finding. See Remediate Audit Finding.
– The ESM data set access authorizations restrict UPDATE access to auditors and Auditor online or batch users. The

example that is given previously shows profile AUDITUSR (users with valid requirement to access Auditor) with
UPDATE access as organizationally allowed.

– The ESM data set access authorizations restrict greater than UPDATE access to the responsible product systems
programming or Auditor administrator personnel for the approved limited maintenance time.

– The ESM data set access authorizations specify that all greater than UPDATE access permissions are set up to log
the access.

Remediate Audit Finding

Remove excessive access from users or profiles:

1. Review your organization's access authorization to the Auditor BASELINE and POLICY data sets and evaluate
the impact of removing access from unauthorized ACIDs. An ACID can be either an individual user or a PROFILE
connected to multiple users.

2. Remove the organizational Auditor data set access for each ACID that should not have access to Auditor BASELINE
and POLICY data sets:
TSS REVOKE(acid) DSN(data_set_name)

acid
Specifies the ACID of the user or profile from which access is being revoked.

data_set_name
Specifies the name of an Auditor BASELINE or POLICY data set.

The product confirms your change.
3. Use one of the following methods to ensure logging for greater than UPDATE access is granted to the Auditor

BASELINE and POLICY data sets:
a. Use ACTION(AUDIT) on any permissions granting greater than UPDATE access:

TSS PERMIT(acid) DATA SET(data_set_name) ACCESS(CREATE) ACTION(AUDIT)
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acid
Specifies the ACID of the user ID or profile from which access is being revoked.

data_set_name
Specifies the name of Auditor BASELINE or POLICY data set.

OR
b. Add Auditor data set to the Global Audit Record with the access levels to be logged:

TSS ADD(AUDIT) DATASET(data_set_name) ACCESS(CONTROL,CREATE,SCRATCH)

data_set_name
Specifies the name of Auditor BASELINE or POLICY data set.

4. Re-issue the WHOHAS command to verify that the Auditor BASELINE and POLICY data sets access no longer exists
for unauthorized ACIDs:
TSS WHOHAS DSN(data_set_name)

data_set_name
Specifies the name of the Auditor BASELINE or POLICY data set being verified.

Output should confirm that Auditor BASELINE and POLICY data set access no longer exists for ACIDs.

Ensuring organizational product data sets are properly protected reduces risk and exposures to the organization.

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. For more information, see
the National Institute of Standards and Technology website.

CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Type: technical

References: NIST SP 800-53: AC-3
NIST SP 800-53A: ACF-3.1
NIST SP 800-53 Revision 4: AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST SP 800-53 Revision 4: AC-6 (9)

STIG ID - BAUDT007: Protect the Auditor Output Files
Use STIG article BAUDT007 to Auditor output files that are not properly protected and remove access from unauthorized
ACIDs.

Severity: 3-Low

The organization must ensure that the destination for sensitive Auditor output such as baseline reports is properly defined
and secured to avoid inappropriate disclosure or overwriting.
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Auditor produces sensitive output about security-related matters in response to many of its commands, including
BASELINE reporting. This output may default to being placed on a JES SYSOUT queue or a miscellaneous data set if
it is not specifically directed to a secure location. This output is a critical source of security information which must be
protected from improper access or modification.

It is therefore necessary to ensure that all Auditor output is specifically directed to a secure location. To avoid overwriting
of output between users, that secure destination must be unique to each Auditor user, and it must be a data set to which
they have exclusive access, or to which only Auditor users have any access.

This STIG article shows how to ensure that your Auditor output is being directed to a secure data set unique to each
Auditor user.

Identity Audit Finding

Complete these steps to determine if you should consider remediation:

1. Examine the JCL used by TSO (logon PROC) and BATCH users of Auditor, and ensure that there is an EXAM$OUT
DD statement (or else a dynamic allocation in the startup CLIST or REXX EXEC for TSO/ISPF users). If this DD
statement or allocation is absent, your organization has an audit finding. See Remediate Audit Finding.

2. Ensure that the data set allocated is unique to the user, generally by having a unique identifier such as their ACID in
the data set name, to avoid overwriting of the data by other Auditor users. If it is not, your organization has an audit
finding. See Remediate Audit Finding.

3. Ensure that only this user, or this user and other Auditor users, have access to the data set, by issuing the following
command and reviewing the output; if users that are not users of Auditor have any access to the data set, your
organization has an audit finding. See Remediate Audit Finding.
TSS WHOHAS DSN(data_set_name)

data_set_name
Specifies the name of the output data. The product displays who has access to it.

TSS WHOHAS DSN(myuserid.EXAMOUT)

 data Set   = myuserid.                                    OWNER(myuserid)

  XAUTH     = myuserid.EXAMOUT                             ACID(myuserid) 

    ACCESS  = ALL                                                      

...                                                        

myuserid.EXAMOUT is an example data set name. Each organization has their own unique data set names that
must be documented.

Remediate Audit Finding

Remove excessive access from users or profiles.

1. If the data set does not exist, allocate it (FBA, LRECL=133) with sufficient space to hold the anticipated output, either
as sequential or partitioned. Give it a unique name that no other user will accidentally allocate.

2. Ensure that the unique output data set is allocated with DD name EXAM$OUT, either in JCL or dynamically under
TSO, before Auditor is invoked.

3. Review your organization's access authorization to the unique output data set and evaluate the impact of removing
access from unauthorized ACIDs. An ACID can be either an individual user or a Profile that is connected to multiple
users.

4. Remove the unique output data set access for each ACID that should not have access to it:
TSS REVOKE(acid) DSN(data_set_name)

acid
Specifies the ACID of the user or profile from which access is being revoked.

data_set_name
Specifies the name of the output data set.
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The product confirms your change.
5. Re-issue the WHOHAS command to verify that the data set access no longer exists for unauthorized ACIDs:

TSS WHOHAS DSN(data_set_name)

data_set_name
Specifies the name of the APF load library as installed.

Output should confirm that data set access no longer exists for ACIDs.

Ensuring organizational product data sets are properly protected reduces risk and exposures to the organization.

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-001199

CCI: CCI-001199

Published Date: 2009-09-21

Definition: The information system protects the confidentiality and/or integrity of organization-defined information at rest.

Type: technical

References: NIST: NIST SP 800-53 (v3): SC-28
NIST: NIST SP 800-53 Revision 4 (v4): SC-28
NIST: NIST SP 800-53A (v1): SC-28.1

STIG Articles by Findings for Auditor for IBM RACF
A table that presents a list of Auditor for IBM RACF STIG articles sorted by severity and includes short descriptions.

This article provides a list of all Auditor for IBM RACF STIG articles. Select the specific Broadcom STIG ID to assess and
implement the guidance.

• Severity 1:  High
• Severity 2:  Medium
• Severity 3:  Low

To manage your STIG implementation, download this Excel spreadsheet.

Broadcom STIG ID Title Description

BAUDR001
Severity 1

Protect AuditorAPF Load Library Data
Sets

Shows how to identify your APF load library data sets that
are not properly protected and how to remove access from
unauthorized user IDs. Ensure that access is logged in accordance
with the procedure in this article

BAUDR004
Severity 1

Define  Auditor SAF Resource to
IBM RACF

Shows how to identify the Auditor environment and resources that
are not defined properly to IBM RACF.

BAUDR002
Severity 2

Protect Auditor Installation Data Sets Shows how to identify your installation data sets that are not
properly protected and how to remove inappropriate access from
unauthorized user IDs.

BAUDR003
Severity 2

Protect Auditor EXAMMON Started Task Shows how to identify whether this started task is properly defined
and issue the proper commands to effect any needed corrections.
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Broadcom STIG ID Title Description

BAUDR005
Severity 2

Protect Auditor Configuration Data Set
and User Profile Database

Shows how to identify whether your Auditor configuration data set
and user profile database are properly protected and how to remove
inappropriate access from unauthorized user IDs..

BAUDR006
Severity 2

Protect  Auditor Baseline Function and
Baseline Files

Shows how to identify whether your Auditor configuration data
set and baseline file are properly protected and how to remove
inappropriate access from unauthorized user ID.

BAUDR007
Severity 3

Protect the Auditor Output Files Shows how to ensure that your Auditor output is being directed to a
secure data set unique to each Auditor user.

STIG ID - BAUDR001: Protect Auditor APF Loadlib Data Sets
Use STIG BAUDR001 to identify your APF load library data sets that are not properly protected. Learn how to remove
access from unauthorized user IDs, and ensure that access is logged.

Severity: 1 - High

The Authorized Program Facility (APF) list designates the libraries that can contain program modules which possess a
significant capability to bypass system and security controls. Unauthorized access could result in the compromise of the
operating system environment, external security manager, applications, and customer data.

The organization must ensure that update or greater access to all APF-authorized libraries is limited to
system programmers, based on documented roles performed. Also, the organization must ensure that all update or
greater access is logged. To reduce risk, greater than read access to APF load libraries should only be authorized during
times of approved change.

This STIG article shows how to identify your APF load library data sets that are not properly protected and how to remove
access from unauthorized user IDs. Ensure that access is logged in accordance with the procedure in this article.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Generate the reports to display who has access to the Auditor APF load library data sets. The data sets typically have
names ending in .CAJ0LOAD. While it is not a best practice, some organizations include copying the APF-authorized
modules in these libraries to other system libraries already in the APF. Identify all relevant libraries:
LISTDSD DATASET(Auditor APF library data set name) ALL

LISTDSD DATASET(Auditor APF library data set name) ALL GENERIC

Auditor APF library
data set name

Specifies the name of any Auditor APF load library data set as installed.

The product displays who has access to Auditor APF load library data sets, either through discrete or generic data set
profiles:
 INFORMATION FOR DATASET SYS2.AUDITOR.CAJ0LOAD (G)    

                                                          

 LEVEL  OWNER    UNIVERSAL ACCESS   WARNING   ERASE       

 -----  -------- ----------------   -------   -----       

  00    SYSADM          NONE          NO      NO          

                                                          

 AUDITING                                                 

 --------                                                 

 FAILURES(READ)                                           

                                                          

 NOTIFY                                                         

 --------                                                       
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 NO USER TO BE NOTIFIED                                         

                                                                

 YOUR ACCESS  CREATION GROUP  DATASET TYPE                      

 -----------  --------------  ------------                      

    ALTER        SYS1           NON-VSAM                        

                                                                

 GLOBALAUDIT                                                    

 -----------                                                    

  NONE                                                          

                                                                

 NO INSTALLATION DATA                                           

                                                                

               SECURITY LEVEL                                   

 ------------------------------------------                     

 NO SECURITY LEVEL                                              

                                                                

 CATEGORIES                                                     

 ----------                                                     

 NO CATEGORIES                                                  

                                                                

 SECLABEL                                                       

 --------                                                       

 NO SECLABEL                                                    

                                                                

 CREATION DATE  LAST REFERENCE DATE  LAST CHANGE DATE           

 (DAY) (YEAR)        (DAY) (YEAR)      (DAY) (YEAR)             

 -------------  -------------------  ----------------           

  177    21      NOT APPLICABLE FOR GENERIC PROFILE             

 ALTER COUNT  CONTROL COUNT  UPDATE COUNT  READ COUNT                           

 -----------  -------------  ------------  ----------                           

 NOT APPLICABLE FOR GENERIC PROFILE                                             

                                                                                

    ID     ACCESS                                                               

 --------  -------                                                              

 NO ENTRIES IN STANDARD ACCESS LIST                                             

                                                                                

    ID    ACCESS   CLASS                ENTITY NAME                             

 -------- ------- -------- ---------------------------------------------------- 

 NO ENTRIES IN CONDITIONAL ACCESS LIST 

Display the full list of active APF authorized libraries and verify the active Auditor APF data set names against the
installation list.
D PROG,APF

Display the Global Access Table (GAT) entries to look for any Auditor data set names in the GAT.
RLIST GLOBAL DATASET

2. View the reports to identify user IDs with access to Auditor APF load library data sets.
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– If a data set profile does not exist, your organization has an audit finding. See Remediate Audit Finding.
– If update or greater access to the APF load library is limited only to responsible z/OS system programmers, based

on documented assigned roles, and only authorized during times of approved change, your organization does not
have an audit finding.

– If any user ID is found with greater than read access to Auditor APF load library data sets, your organization has an
audit finding. See Remediate Audit Finding.

– If there is default access (UACC) of READ or greater, your organization has an audit finding. See Remediate Audit
Finding.

– If there are any entries that are made within the RACF Global Access Table (GAT) of READ or greater, your
organization has an audit finding. See Remediate Audit Finding.

– If the RACF data set settings for APF libraries do not specify logging for any update or greater access, your
organization has an audit finding. See Remediate Audit Finding.

Remediate Audit Finding

Limit all access greater than read to time frames of approved changes. Reduce to read only outside of approved change
windows, including for system programmers.

1. Review your organization's access authorization to Auditor APF load library data set and evaluate the impact of
removing access from user IDs.

2. Add a data set profile, if one does not exist:
ADDSD APF library data set profile name UACC(NONE)

3. Set the UACC to NONE and remove access to the  Auditor relevant load library data set permissions for each user ID
that should not have access to  Auditor APF load library data set:
ALTDSD APF library data set profile name UACC(NONE)

PERMIT APF library data set profile name DELETE ID(user ID)

user ID Specifies the user ID of the userid and group from which access is being revoked.
APF library

data set name
Specifies the name of the  Auditor APF load library as installed.

The product confirms your change.
4. Remove any data sets from the Global Access Table (GAT):

RALTER GLOBAL DATASET DELMEM(APF data set name) 

APF data set name Specifies the name of Auditor APF load library as installed.
5. Ensure logging for update or greater access is granted to APF load library data sets. Use ALTDSD to specify auditing

for any access greater than READ to the data sets:
ALTDSD APF data set name GLOBABLAUDIT(ALL(UPDATE,ALTER,CONTROL))

APF load library
data set name

Specifies the name of Auditor load library as installed.

Output should confirm that Auditor APF load library data set access no longer exists for unauthorized user IDs.
Ensuring APF load library data sets are properly protected reduces risk and exposures to the organization, ensuring
the mainframe is not compromised by exploitation of APF

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.
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CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Type: Technical

References: NIST SP 800-53: AC-3
NIST SP 800-53A: ACF-3.
NIST: NIST SP 800-53 Revision 4: AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

References: NIST SP 800-53 Revision 4: AC-6(9)

STIG ID - BAUDR002: Protect Auditor Installation Data Sets
Use STIG article BAUDR002 to identify your installation data sets that are not properly protected. See how to remove
inappropriate access from unauthorized user IDs.

Severity: 2 - Medium

Auditor installation data sets can use privileged functions and have access to sensitive data. Failure to properly restrict
access to these data sets could result in violating the integrity of the base product, which could result in compromising the
operating system or sensitive data.

The organization must ensure that update or greater access to Auditor installation data sets is limited to only the
responsible system programmers who perform the installation and upgrade of the software product. The Information
Systems Security Officer (ISSO) must also ensure that access is granted only during limited periods of approved
installation and upgrade projects and all access greater than read is logged. Read access can be given to auditors,
security team, and automation team users. All failures and successful write and update or greater access must be logged.

The system programmers who are responsible for the product must identify and document the product data sets and
categorize them according to who requires update or greater access, and if required, ensure that all update or greater
access is logged. The system programmer must identify if any additional users or groups require update or must alter
access for specific data sets. Once documented, the system programmer must work with the ISSO to ensure that the
resources are properly restricted within IBM RACF.

This STIG article shows how to identify your installation data sets that are not properly protected and how to remove
inappropriate access from unauthorized user IDs.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Display who has access to Auditor installation data sets, which are typically named hlq.CAJ0* as of r12.1:
LISTDSD data set(Auditor installation data set name) ALL

LISTDSD data set(Auditor installation data set name) ALL GENERIC

Auditor installation
data set name

Specifies the name of the Auditor installation data sets to be reported. The product displays who has
access to the Auditor installation data sets.

Ensure you have identified all relevant libraries.
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2. View the reports to identify all user IDs with access to Auditor installation data sets:
INFORMATION FOR data set SYS2.AUDITOR.CAJ0* (G)    

                                                          

 LEVEL  OWNER    UNIVERSAL ACCESS   WARNING   ERASE       

 -----  -------- ----------------   -------   -----       

  00    SYSADM          NONE          NO      NO          

                                                          

 AUDITING                                                 

 --------                                                 

 FAILURES(READ)                                           

                                                          

 NOTIFY                                                         

 --------                                                       

 NO USER TO BE NOTIFIED                                         

                                                                

 YOUR ACCESS  CREATION GROUP  data set TYPE                      

 -----------  --------------  ------------                      

    ALTER        SYS1           NON-VSAM                        

                                                                

 GLOBALAUDIT                                                    

 -----------                                                    

  NONE                                                          

                                                                

 NO INSTALLATION DATA                                           

                                                                

               SECURITY LEVEL                                   

 ------------------------------------------                     

 NO SECURITY LEVEL                                              

                                                                

 CATEGORIES                                                     

 ----------                                                     

 NO CATEGORIES                                                  

                                                                

 SECLABEL                                                       

 --------                                                       

 NO SECLABEL                                                    

                                                                

 CREATION DATE  LAST REFERENCE DATE  LAST CHANGE DATE           

 (DAY) (YEAR)        (DAY) (YEAR)      (DAY) (YEAR)             

 -------------  -------------------  ----------------           

  177    21      NOT APPLICABLE FOR GENERIC PROFILE             

 ALTER COUNT  CONTROL COUNT  UPDATE COUNT  READ COUNT                           

 -----------  -------------  ------------  ----------                           

 NOT APPLICABLE FOR GENERIC PROFILE                                             

                                                                                

    ID     ACCESS                                                               

 --------  -------                                                              

 AUDITAD   READ                                             

                                                                                

    ID    ACCESS   CLASS                ENTITY NAME                             

 -------- ------- -------- ---------------------------------------------------- 

 NO ENTRIES IN CONDITIONAL ACCESS LIST   
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3. Verify that access to the Auditor installation data sets is properly restricted. If any of the following guidance is not true,
your organization has an audit finding. See Remediate Audit Finding. The RACF data set access authorizations restrict
read access to auditors, Auditor users, and Auditor STC or batch users.
– If a data set profile does not exist, your organization has an audit finding. See Remediate Audit Finding. 
– No READ or above default access (UACC).
– No READ or above access that is found in the RACF Global Access Table for these resources.
– The RACF data set access authorizations restrict update or greater access to the responsible product systems

programming or automation team personnel.
– The RACF data set settings should specify that all update or greater accesses are set up to be logged.

Remediate Audit Finding

Remove excessive access from users or profiles.

1. Review your organization's access authorization to  Auditor installation data sets and evaluate the impact of removing
access from unauthorized user IDs. A user ID can be either an individual user or a group profile that is connected to
multiple users.

2. Add a data set profile, if one does not exist:
ADDSD data set profile name UACC(NONE)

3. Set the UACC to NONE and remove the Auditor installation data set access for each user ID that should not have
access:
ALTDSD data set name UACC(NONE)

PERMIT data set name DELETE ID(user ID)

user ID Specifies the user ID of the user or profile from which access is being revoked.
data set name Specifies the name of the Auditor installation data set.

The product confirms your change.
4. Ensure logging for update or greater access is granted to Auditor installation data sets:

ALTDSD data set name GLOBALAUDIT(ALL(UPDATE,ALTER,CONTROL)) 

data set name Specifies the name of Auditor installation data set.
5. Re-issue the LISTDSD commands to verify that the Auditor installation data set access no longer exists for

unauthorized user IDs:
LISTDSD data set(data set name) ALL

LISTDSD data set(data set name) ALL GENERIC 

data set name Specifies the name of the Auditor installation data set being verified.

Output should confirm that Auditor installation data set access no longer exists for user IDs.

Ensuring product installation data sets are properly protected reduces risk and exposures to the organization.

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14
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Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Type: Technical

References: NIST SP 800-53: AC-3
NIST SP 800-53A: ACF-3.
NIST: NIST SP 800-53 Revision 4: AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

References: NIST SP 800-53 Revision 4: AC-6(9)

STIG ID - BAUDR003: Protect Auditor EXAMMON Started Task
Use STIG article BAUDR003 to identify whether the EXAMMON started task is properly defined. See how to issue the
proper commands to effect any needed corrections.

Severity: 2 - Medium

If the Auditor z/OS UNIX analysis, baseline historical analysis, or SMF log stream features are being used, the
EXAMMON started task (STC) is required. The STC must be defined and given specific resource access. By defining the
STC as a user ID to RACF, Auditor lets IBM RACF control the access. Failure to properly control these capabilities could
compromise the operating system environment, RACF, and customer data.

The organization must ensure the Auditor EXAMMON started task is properly and individually defined to RACF.

This STIG article shows how to identify whether this started task is properly defined and issue the proper commands to
effect any needed corrections.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Run a report to display the  started tasks:
RLIST STARTED * STDATA NORACF

The product displays all started tasks, allowing to browse for the Auditor started tasks:
.

.

.

 CLASS      NAME               

 -----      ----               

 STARTED    CAAuditor.* (G)      

                               

 STDATA INFORMATION            

 ------------------            

 USER= CAAuditor                 

 GROUP= STCGROUP               

 TRUSTED= NO                   

 PRIVILEGED= NO                

 TRACE= NO                     

.

.

.

The STC name that is used by Auditor is EXAMMON, which should also be the user ID.
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2. Determine if the Auditor STC is defined in the output of the listing as an STC. The associated user ID should be
EXAMMON. Run a report to display the STC user ID:
LISTUSER STC_user_ID TSO OMVS

STC_user_ID The name of the Auditor started task user ID being verified, which should be EXAMMON.
3. Review the STC user ID listing. Verify that the STC is defined with no privileges. If not, your organization has an audit

finding. See Remediate Audit Finding.
4. Review the OMVS portion of the output. If the UID is set to 0, your organization has an audit finding. See Remediate

Audit Finding.
5. Review the STARTED resource record that maps to the user ID. Verify if the STARTED resource record is defined with

NOPRIVILEGED AND NOTRUSTED attributes. If not, your organization has an audit finding. See Remediate Audit
Finding.

Remediate Audit Finding

The Information Systems Security Officer (ISSO) and the system programmer for Auditor must ensure that the product's
STC is properly defined.

1. Ensure that the product's STC is properly defined to IBM RACF. The product installation documentation indicates how
the STC is identified and notes other attributes that must be specifies. Specify NOPASSWORD to the Auditor task's
user ID:
ADDUSER EXAMMON DFLTGRP(STCGROUP) OWNER(STCADMIN) NOPASSWORD

In this example, EXAMMON is the STC user id.
2. Ensure that the product's STC has appropriate OMVS characteristics:

ALTUSER EXAMMON OMVS(HOME(u/EXAMMON) PROGRAM(/bin/sh) AUTOUID)

In this example, EXAMMON is the STC user ID.
3. Add the STARTED record for the STC userid and include the NOPRIVILEGED and NOTRUSTED attributes:

RDEFINE STARTED EXAMMON.* UACC(NONE) STDATA(USER(EXAMMON) GROUP(STCGROUP))

RALTER STARTED EXAMMON.* STDATA(NOPRIVILEGED NOTRUSTED)

In this example, EXAMMON is the STC being defined and EXAMMON is the user ID under which the STC is running.
4. Run the report to verify that the RACF started task user ID is listed as an STC:

RLIST STARTED * STDATA NORACF

Ensuring the Auditor STC is properly defined reduces risk and exposure to the organization.

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-000764

CCI: CCI-000764

Published Date: 2009-09-17

Definition: The information system uniquely identifies and authenticates organizational users (or processes acting on
behalf of organizational users).

Type: Technical

References: NIST SP 800-53: CM-5 (6)
NIST SP 800-53A: CM-5 (6).1
NIST: NIST SP 800-53 Revision 4: CM-5 (6)
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STIG ID - BAUDR004: Define Auditor SAF Resource to IBM RACF
Use STIG article BAUDR004 to identify the Auditor environment and resources that are not defined properly to IBM RACF.
See how to configure, define, and ensure the Auditor resources are properly given through IBM RACF (RACF).

Severity: 1 - High

The organization must set up Auditor to use external security. Setting up RACF, related definitions, and giving appropriate
access, lets RACF properly control access to Auditor. The best security practice is to use a unique resource class for
controlling Auditor resources access such as the recommended CAEXAMIN resource class.

When fully activated, Auditor lets RACF control the access to functions such as, issuing SNMP traps and audit events and
communicating with the EXAMMON address space. Failure to properly control these capabilities could compromise the
applications and customer data.

This STIG article shows how to identify the Auditor environment and resources that are not defined properly to RACF.
Also, this STIG article shows how to configure, define, and ensure the Auditor resources are properly defined.

Identify Audit Finding

To ensure that RACF is enabled and activated, confirm that specific resources are set to be externally secured in the
appropriate Auditor OPTIONS members. Also, confirm that the CAEXAMIN resource is defined and appropriately
permitted to users or their connected GROUP PROFILEs based on their need to use Auditor.

1. Verify that the central parameter file is enabled (EPDSN= parameter in the EXAMMON JCL) and gives the data set
name, typically hlq.CAJ0PARM:
– In the OPTIONS member, TRAPAUTH=SAF.
– In the ETAOPTNS member, ETAUDIT=SAF.
If either parameters are not set to SAF, or if EPDSN is not set to specify a central parameter file in the EXAMMON
JCL, your organization has a finding. See Remediate Audit Finding.

2. Verify that the appropriate CAEXAMIN resource profiles have been created and permitted:
RLIST CAEXAMIN *

Review the output looking for users of Auditor.
3. If the output indicates that the CAEXAMIN resource type is undefined, your organization has a finding. See Remediate

Audit Finding.
4. If the Auditor z/OS UNIX analysis, baseline historical analysis, or SMF log stream features are being used, the

EXAMMON started task (STC) is required. If the EXAMMON STC is in use but the RLIST output does not show users
of Auditor having access to any CAEXAMIN class EXAMMON. resource profiles, your organization has a finding. See
Remediate Audit Finding.

5. If users of Auditor need access to generate SNMP traps, but are not listed as having access to any CAEXAMIN class
TRAPAUTH type resource profiles, your organization has a finding. See Remediate Audit Finding.

6. If users of Auditor need access to generate audit events, but are not listed as having access to any CAEXAMIN class
ETAUDIT type resource profiles, your organization has a finding. See Remediate Audit Finding.

Remediate Audit Finding

The Information Systems Security Officer (ISSO) and the system programmer for Auditor must ensure that the product is
using external security appropriately.

1. Define the central parameter file. Populate with relevant members and specify the data set name in the EPDSN=
parameter in the EXAMMON JCL. In the OPTIONS member of the central parameter file, ensure that the TRAPAUTH
parameter is present and set:
TRAPAUTH=SAF

In the ETAOPTNS member of the central parameter file, ensure that ETAUDIT parameter is present and set:
ETAUDIT=SAF

 160



 Auditor for z/OS 12.1

2. Define the CAEXAMIN SAF resource to RACF to enable external security in Auditor:
SETR CLASSACT(CDT) AUDIT(CDT) RACLIST(CDT)

RDEFINE CDT CAEXAMIN UACC(NONE) CDTINFO(MAXLENGTH(39) FIRST(ALPHA)

OTHER(ALPHA,NUMERIC,NATIONAL,SPECIAL) RACLIST(ALLOWED) DEFAULTUACC(NONE)

GENLIST(DISALLOWED) POSIT(303))

SETR RACLIST(CDT) REFRESH

SETROPTS AUDIT(CAEXAMIN) CLASSACT(CAEXAMIN) RACLIST(CAEXAMIN) GENERIC(CAEXAMIN)

3. Define the CAEXAMIN resource profiles for prefixes TRAPAUTH, ETAUDIT, and EXAMMON:
RDEFINE CAEXAMIN TRAPAUTH.TSO

RDEFINE CAEXAMIN TRAPAUTH.BATCH

RDEFINE CAEXAMIN TRAPAUTH.TEST

RDEFINE CAEXAMIN TRAPAUTH.*

RDEFINE CAEXAMIN ETAUDIT.TSO

RDEFINE CAEXAMIN ETAUDIT.BATCH

RDEFINE CAEXAMIN ETAUDIT.TEST

RDEFINE CAEXAMIN ETAUDIT.*

RDEFINE CAEXAMIN EXAMMON.BPXEKDA

RDEFINE CAEXAMIN EXAMMON.IFAQUERY

RDEFINE CAEXAMIN EXAMMON.*

4. Give access to the appropriate CAEXAMIN resources using the TYPE(EXA) rules for TRAPAUTH, ETAUDIT, and
EXAMMON $KEYs. There are three categories of CAEXAMIN resource:
– Generate SNMP traps (TRAPAUTH).
– Generate Auditor events (ETAUDIT).
– Communicate with Auditor and SMF (EXAMMON).

TRAPAUTH Gives users the authority to generate SNMP traps in TSO or BATCH or as a test.
Give permission to a user that requires Auditor to issue SNMP traps under TSO but not under batch or
for testing:
PERMIT TRAPAUTH.TSO CLASS(CAEXAMIN) ID(user) ACCESS(READ)  

Give permission to a user that requires Auditor to issue SNMP traps under batch but not under TSO or
for testing purposes:
PERMIT TRAPAUTH.BATCH CLASS(CAEXAMIN) ID(user) ACCESS(READ)

Give permission to a user that must test having Auditor issue SNMP traps. For example, if they are
developing or testing auditing procedures:
PERMIT TRAPAUTH.TEST CLASS(CAEXAMIN) ID(user) ACCESS(READ)

Give permission to a user that requires all three permissions:
PERMIT TRAPAUTH.* CLASS(CAEXAMIN) ID(user) ACCESS(READ)

ETAUDIT Gives users the authority to generate audit events in TSO or BATCH or as a TEST.
Gives permission to a user that requires Auditor to issue audit events under TSO but not under BATCH
or to TEST:
PERMIT ETAUDIT.TSO CLASS(CAEXAMIN) ID(user) ACCESS(READ)

Gives permission to a user that requires Auditor to issue audit events under TSO or to TEST:
PERMIT ETAUDIT.BATCH CLASS(CAEXAMIN) ID(user) ACCESS(READ)

Gives permission to a user that must test having Auditor issue audit events. For example, if they are
developing or testing auditing procedures:
PERMIT ETAUDIT.TEST CLASS(CAEXAMIN) ID(user) ACCESS(READ)

Give permission to a user that requires all three permissions:
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PERMIT ETAUDIT.* CLASS(CAEXAMIN) ID(user) ACCESS(READ)

EXAMMON Give users the authority to communicate with this Auditor address space and record Auditor SMF
records. If the Auditor z/OS UNIX analysis, baseline historical analysis, or SMF log stream features are
being used, the EXAMMON STC is required.
A TSO or BATCH user running Auditor requires use of z/OS cross-memory services to communicate
with the EXAMMON address space. Give an Auditor user that requires this access BPXEKDA
permission:
PERMIT EXAMMON.BPXEKDA CLASS(CAEXAMIN) ID(user) ACCESS(READ) 

Because EXAMMON is required when recording SMF records in log streams, a TSO or batch user
running Auditor and recording SMF records must be authorized to communicate with the EXAMMON
address space and have read access to the protected SAF resource, as follows:
Authorize a TSO or BATCH user running Auditor and recording SMF records to communicate with the
EXAMMON address space and have read access to the protected SAF resource:
PERMIT EXAMMON.IFAQUERY CLASS(CAEXAMIN) ID(user) ACCESS(READ)

Give permission to a user that requires both permissions:
PERMIT EXAMMON.* CLASS(CAEXAMIN) ID(user) ACCESS(READ)

5. Issue the refresh command to activate the profile:
SETROPTS RACLIST(CAEXAMIN) REFERESH

6. Verify that the CAEXAMIN resource profiles were created and permitted:
RLIST CAEXAMIN *

Control Correlation Identifier (CCI)

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-000035, CCI-000213, CCI-002234, CCI-002235

CCI: CCI-000035

Published Date: 2009-09-14

Definition: The information system provides the capability for privileged administrators to configure the organization
defined security policy filters to support different security policies.

References: NIST SP 800-53 (v3): AC-4 (11)
NIST SP 800-53 Revision 4 (v4): AC-4 (11)
NIST: NIST SP 800-53A (v1): AC-4 (11).1 (ii)

Type: technical

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

References: NIST: NIST SP 800-53 : AC-3
NIST: NIST SP 800-53A : AC-3.1
NIST: NIST SP 800-53 Revision 4 : AC-3

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.
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Type: technical

References: NIST: NIST SP 800-53 Revision 4 : AC-6 (9)

CCI: CCI-002235

Published Date: 2013-06-24

Definition: The information system prevents non-privileged users from executing privileged functions to include disabling,
circumventing, or altering implemented security safeguards/countermeasures.

Type: technical

References: NIST: NIST SP 80-53 Revision 4: AC-6 (10)

STIG ID - BAUDR005: Protect Auditor Configuration Data Set and User Profile
Database
Use STIG article BAUDR005 to identify whether your Auditor configuration data set and user profile database are properly
protected. See how to remove access from unauthorized user IDs.

Severity: 2 - Medium

Two types of configuration files that can be used by Auditor are the central parameter file (typically hlq.CAJ0PARM) and
the user profile database (typically hlq.CAIDBS1). When the file and database exist, Auditor uses them to determine
a wide range of settings for its behavior. Their contents count as sensitive production data, which is necessary to
ensure that the product works properly. The files are partitioned data sets (PDSs) and the content is kept in a range of
members. Failure to properly restrict access to these members could result in loss or exposure of critical data. Therefore,
the organization must ensure that the central parameter file and user profile database are properly protected, with
only authorized users having READ access and only Auditor administrators having UPDATE access. Only authorized
users should have update access to the user profile database and read access to the parameter file. The organization
must ensure that update or greater access to the parameter data set and greater than update access to the user
profile database is limited to only the responsible system programmers and Auditor administrators who perform the
organizational responsibilities for managing the Auditor environment. Read access can be given to auditors and users
of Auditor with the valid business justification for viewing the configuration. Any access by individual users of update or
greater to the parameter data set or greater than update to the user profile database must be logged.

The system programmers and Auditor administrators who are responsible for the product must identify and document the
product configuration data set and the user profile database. Once documented, the Information Systems Security Officer
(ISSO) ensures that the resources are properly restricted within IBM RACF (RACF).

This STIG article shows how to identify whether your Auditor configuration data set and user profile database are properly
protected and how to remove access from unauthorized user IDs.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Run the reports to display who has access to the Auditor configuration data set (typically named hlq.CAJ0PARM), and
the user profile database (typically named hlq.CAIDBS1). See the EXAMMON JCL, parameter EPDSN=:
LISTDSD DATASET(Auditor configuration data set name) ALL

LISTDSD DATASET(Auditor configuration data set name) ALL GENERIC

LISTDSD DATASET(Auditor user profile data set name) ALL

LISTDSD DATASET(Auditor user profile data set name) ALL GENERIC

Auditor configuration
data set name

Specifies the name of the Auditor configuration data set to be reported. The product displays who has
access to the Auditor configuration data sets.
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Auditor user
profile database
data set name

Specifies the name of the Auditor user profile database data set to be reported. The product displays
who has access:

INFORMATION FOR DATASET HLQ.CAJ0PARM (G)    

                                                          

 LEVEL  OWNER    UNIVERSAL ACCESS   WARNING   ERASE       

 -----  -------- ----------------   -------   -----       

  00    SYSADM          NONE          NO      NO          

                                                          

 AUDITING                                                 

 --------                                                 

 FAILURES(READ)                                           

                                                          

 NOTIFY                                                         

 --------                                                       

 NO USER TO BE NOTIFIED                                         

                                                                

 YOUR ACCESS  CREATION GROUP  DATASET TYPE                      

 -----------  --------------  ------------                      

    ALTER        SYS1           NON-VSAM                        

                                                                

 GLOBALAUDIT                                                    

 -----------                                                    

  NONE                                                          

                                                                

 NO INSTALLATION DATA                                           

                                                                

               SECURITY LEVEL                                   

 ------------------------------------------                     

 NO SECURITY LEVEL                                              

                                                                

 CATEGORIES                                                     

 ----------                                                     

 NO CATEGORIES                                                  

                                                                

 SECLABEL                                                       

 --------                                                       

 NO SECLABEL                                                    

                                                                

 CREATION DATE  LAST REFERENCE DATE  LAST CHANGE DATE           

 (DAY) (YEAR)        (DAY) (YEAR)      (DAY) (YEAR)             

 -------------  -------------------  ----------------           

  177    21      NOT APPLICABLE FOR GENERIC PROFILE             

 ALTER COUNT  CONTROL COUNT  UPDATE COUNT  READ COUNT                           

 -----------  -------------  ------------  ----------                           

 NOT APPLICABLE FOR GENERIC PROFILE                                             

                                                                                

    ID     ACCESS                                                               

 --------  -------                                                              

 NO ENTRIES IN STANDARD ACCESS LIST                                             

                                                                                

    ID    ACCESS   CLASS                ENTITY NAME                             
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 -------- ------- -------- ---------------------------------------------------- 

 NO ENTRIES IN CONDITIONAL ACCESS LIST 

hlq.CAJ0PARM is a sample data set name. Each organization has their own unique data set names that must be
documented.

2. View the reports to identify all user IDs with access to Auditor configuration and user profile database data sets.
3. Verify that access to the Auditor configuration and user profile database data sets is properly restricted. If any of the

following guidance is not true, your organization has an audit finding. See Remediate Audit Finding.
a. The ESM data set access authorizations restrict read access for the configuration data set to administrators and

users of Auditor.
b. The ESM data set access authorizations restrict update access for the user profile database data set to

administrators and users of Auditor.
c. READ or above default access (UACC).
d. No READ or above access that is found in the RACF Global Access Table for these resources.
e. The ESM data set access authorizations restrict update or greater access to the configuration data set and greater

than update access to the user profile database data set to the responsible product systems programming or
Auditor administrator personnel for the approved limited maintenance time.

f. The ESM data set access authorizations specify that all update or greater access permissions to the configuration
data set and greater than update access to the user profile database data set are set up to log the access.

Remediate Audit Finding

Remove excessive access from users or profiles:

1. Review your organization's access authorization to Auditor configuration and user profile database data sets and
evaluate the impact of removing access from unauthorized user IDs and group profiles.

2. Set the UACC to NONE and remove the organizational Auditor data set access for each user ID and group profile that
should not have access to the Auditor configuration or user profile database data set:
ALTDSD data set name UACC(NONE)

PERMIT data set name DELETE ID(user ID)

user ID Specifies the user ID of the user or profile from which access is being revoked.
data set name Specifies the name of the Auditor configuration or user profile database data set.

The product confirms your change.
3. Ensure logging for update or greater access is granted to Auditor configuration and user profile database data sets:

ALTDSD data set name GLOBALAUDIT(ALL(UPDATE,ALTER,CONTROL)) 

data set name Specifies the name of Auditor configuration or user profile database data set.
4. Re-issue the LISTDSD commands to verify that the Auditor configuration and user profile database data set access no

longer exists for unauthorized user IDs:
LISTDSD DATASET(data set name) ALL

LISTDSD DATASET(data set name) ALL GENERIC

data set name Specifies the name of the Auditor configuration or user profile database data set being verified.

Output should confirm that Auditor configuration and user profile database data set access no longer exists for user
IDs.

Control Correlation Identifier

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.
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CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

References: NIST: NIST SP 800-53 : AC-3
NIST: NIST SP 800-53A : AC-3.1
NIST: NIST SP 800-53 Revision 4 : AC-3

Type: technical

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST: NIST SP 800-53 Revision 4 : AC-6 (9)

Type: technical

STIG ID - BAUDR006: Protect Auditor Baseline Function and Baseline Files
Use STIG article BAUDR006 to identify whether your Auditor configuration data set and baseline file are properly
protected. See how to remove access from unauthorized user IDs.

Severity: 2 - Medium

The organization must properly define and secure the data sets used for baseline monitoring and reporting.

Auditor offers baseline historical analysis processing, which is the ability to establish and track baseline values for critical
system data and settings, allowing for identification and alerting of when these values have changed. When used, this is a
critical source of security information which must be protected from improper access or modification.

Ensure if baseline monitoring is in use, the policy file, which contains the configuration of the baseline feature in member
POLTJS, is properly secured. Ensure that the freezer database, which contains digital signatures of files and programs
being monitored, is located within the data set that contains the profile database and is properly secured (see STIG
article BAUDR005). Also ensure that the EXAMMON STC is defined, properly secured, and running (see STIG article
BAUDR003), and the baseline file, which contains status of baseline monitoring, is properly defined and protected from
unauthorized viewing or modification.

The system programmers and Auditor administrators who are responsible for the product must identify and document the
Auditor policy PDS and baseline VSAM files. Once documented, the Information Systems Security Officer (ISSO) ensures
that the resources are properly restricted within RACF.

This STIG article shows how to identify whether your Auditor configuration data set and baseline file are properly
protected and how to remove inappropriate access from unauthorized user IDs.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Identify the names of the POLICY and BASELINE data sets. While these are typically hlq.POLICY and hlq.BASELINE,
reviewing any JCL members in the hlq.CAJ0JCL0 library that have been modified and contain current data set names,
or else the TSO JCL PROCs of those who have access to use Auditor for BASELINE activities, gives the proper data
set names for DD names BASELINE and POLICY.
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2. Run the reports to display who has access to Auditor BASELINE and POLICY data sets:
LISTDSD DATASET(Auditor BASELINE data set name) ALL

LISTDSD DATASET(Auditor BASELINE data set name) ALL GENERIC

LISTDSD DATASET(Auditor POLICY data set name) ALL

LISTDSD DATASET(Auditor POLICY data set name) ALL GENERIC

Auditor BASELINE or
POLICY data set name

Specifies the name of the Auditor BASELINE or POLICY data set to be reported. The product displays
who has access to the data sets.

INFORMATION FOR DATASET HLQ.BASELINE (G)    

                                                          

 LEVEL  OWNER    UNIVERSAL ACCESS   WARNING   ERASE       

 -----  -------- ----------------   -------   -----       

  00    SYSADM          NONE          NO      NO          

                                                          

 AUDITING                                                 

 --------                                                 

 FAILURES(READ)                                           

                                                          

 NOTIFY                                                         

 --------                                                       

 NO USER TO BE NOTIFIED                                         

                                                                

 YOUR ACCESS  CREATION GROUP  DATASET TYPE                      

 -----------  --------------  ------------                      

    ALTER        SYS1           NON-VSAM                        

                                                                

 GLOBALAUDIT                                                    

 -----------                                                    

  NONE                                                          

                                                                

 NO INSTALLATION DATA                                           

                                                                

               SECURITY LEVEL                                   

 ------------------------------------------                     

 NO SECURITY LEVEL                                              

                                                                

 CATEGORIES                                                     

 ----------                                                     

 NO CATEGORIES                                                  

                                                                

 SECLABEL                                                       

 --------                                                       

 NO SECLABEL                                                    

                                                                

 CREATION DATE  LAST REFERENCE DATE  LAST CHANGE DATE           

 (DAY) (YEAR)        (DAY) (YEAR)      (DAY) (YEAR)             

 -------------  -------------------  ----------------           

  177    21      NOT APPLICABLE FOR GENERIC PROFILE             

 ALTER COUNT  CONTROL COUNT  UPDATE COUNT  READ COUNT                           

 -----------  -------------  ------------  ----------                           

 NOT APPLICABLE FOR GENERIC PROFILE                                             

                                                                                

    ID     ACCESS                                                               
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 --------  -------                                                              

 NO ENTRIES IN STANDARD ACCESS LIST                                             

                                                                                

    ID    ACCESS   CLASS                ENTITY NAME                             

 -------- ------- -------- ---------------------------------------------------- 

 NO ENTRIES IN CONDITIONAL ACCESS LIST

HLQ.BASELINE is a sample data set name. Each organization has their own unique data set names that must be
documented.

3. View the reports to identify all user IDs with access to Auditor BASELINE and POLICY data sets.
4. Verify that access to the Auditor BASELINE and POLICY data sets is properly restricted. If any of the following

guidance is not true, your organization has an audit finding. See Remediate Audit Finding.
– The ESM data set access authorizations restrict UPDATE access to auditors, Auditor online, or batch users.
– No READ or above default access (UACC).
– No READ or above access that is found in the RACF Global Access Table for these resources.
– The ESM data set access authorizations restrict greater than UPDATE access to the responsible product systems

programming or Auditor Administrator personnel for the approved limited maintenance time.
– The ESM data set access authorizations specify that all greater than UPDATE access permissions are set up to log

the access.

Remediate Audit Finding

Remove excessive access from users or profiles:

1. Review your organization's access authorization to Auditor BASELINE and POLICY data sets and evaluate the impact
of removing access from unauthorized user IDs and group profiles.

2. Set the UACC to NONE and remove the organizational Auditor data set access for each user ID and group profile that
should not have access to the Auditor BASELINE and POLICY data sets:
ALTDSD data set name UACC(NONE)

PERMIT data set name DELETE ID(user ID)

user ID Specifies the user ID of the user or profile from which access is being revoked.
data set name Specifies the name of the Auditor BASELINE or POLICY data set.

The product confirms your change.
3. Ensure logging for greater than UPDATE access is granted to Auditor configuration data sets:

ALTDSD data set name GLOBALAUDIT(ALL(ALTER,CONTROL)) 

data set name Specifies the name of Auditor BASELINE or POLICY data set as installed.
4. Re-issue the LISTDSD commands to verify that the Auditor BASELINE and POLICY data set access no longer exists

for unauthorized user IDs:
LISTDSD DATASET(data set name) ALL

LISTDSD DATASET(data set name) ALL GENERIC

data set name Specifies the name of the Auditor BASELINE or POLICY data set being verified.

Output should confirm that Auditor BASELINE and POLICY data set access no longer exists for user IDs.

Ensuring organizational product data sets are properly protected reduces risk and exposures to the organization.

Control Correlation Identifier

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.
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CCIs: CCI-000213, CCI-002234

CCI: CCI-000213

Published Date: 2009-09-14

Definition: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

References: NIST: NIST SP 800-53 : AC-3
NIST: NIST SP 800-53A : AC-3.1
NIST: NIST SP 800-53 Revision 4 : AC-3

Type: technical

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical

References: NIST: NIST SP 800-53 Revision 4 : AC-6 (9)

Type: technical

STIG ID - BAUDR007: Protect the Auditor Output Files
Use STIG article BAUDR007 to ensure that your Auditor output is being directed to a secure data set unique to each user.

Severity: 3 - Low

The organization must ensure that the destination for sensitive Auditor output such as baseline reports is properly defined
and secured to avoid inappropriate disclosure or overwriting.

Auditor produces sensitive output about security-related matters in response to many of its commands, including
BASELINE reporting. This output may default to being placed on a JES SYSOUT queue or a miscellaneous data set if it
is not directed to a secure location. The output is a critical source of security information which must be protected from
improper access or modification.

Ensure that all Auditor output is directed to a secure location. To avoid overwriting of output between users, a secure
destination must be unique to each user and must be a data set to which they have exclusive access, or to which only
Auditor users have any access.

This STIG article shows how to ensure that your Auditor output is being directed to a secure data set unique to each
Auditor user.

Identify Audit Finding

Complete these steps to determine if you should consider remediation:

1. Examine the JCL used by TSO (logon PROC) and BATCH users of Auditor, and ensure there is an EXAM$OUT DD
statement (or else a dynamic allocation in the startup CLIST or REXX EXEC for TSO/ISPF users). If this DD statement
or allocation is absent, your organization has an audit finding. See Remediate Audit Finding.

2. Ensure that the data set allocated is unique to the user, generally by having a unique identifier such as their user ID
in the data set name, to avoid overwriting of the data by other Auditor users. If it is not, your organization has an audit
finding. See Remediate Audit Finding.

3. Review the output and ensure only this user, or this user and other Auditor users, have access to the data set. If users
that are not users of Auditor have any access to the data set, your organization has an audit finding. See Remediate
Audit Finding.
LISTDSD DATASET(data set name) ALL
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LISTDSD DATASET(data set name) ALL GENERIC

data set name Specifies the name of the output data. The product displays who has access to it.

Remediate Audit Finding

Remove excessive access from users or profiles.

1. Allocate the data set (FBA, LRECL=133) with sufficient space to hold the anticipated output, either as sequential or
partitioned. Give the data set a unique name that no other user accidentally allocates.

2. Ensure that the unique output data set is allocated with DD name EXAM$OUT, either in JCL or dynamically under
TSO, before Auditor is invoked.

3. Review your organization's access authorization to the unique output data set and evaluate the impact of removing
access from unauthorized user IDs and group profiles.

4. Set the UACC to NONE and remove the unique output data set access for each user ID and group profile that should
not have access:
ALTDSD data set name UACC(NONE)

PERMIT data set name DELETE ID(user ID)

user ID Specifies the user ID of the user or profile from which access is being revoked.
data set name Specifies the name of the unique output data set.

The product confirms your change.
5. Re-issue the LISTDSD commands to verify that the unique output data set access no longer exists for unauthorized

user IDs:
LISTDSD DATASET(data set name) ALL

LISTDSD DATASET(data set name) ALL GENERIC

data set name Specifies the name of the data set being verified.

Output should confirm that data set access no longer exists for non-Auditor user IDs.

Ensuring organizational product data sets are properly protected reduces risk and exposures to the organization.

Control Correlation Identifier

A Control Correlation Identifier (CCI) list provides a standard identifier and description for each of the singular, actionable
statements that comprise a control or best practice. The following CCIs are related to this STIG. The following CCIs are
related to this STIG. For more information, see the National Institute of Standards and Technology website.

CCIs: CCI-001199

CCI: CCI-001199

Published Date: 2009-09-21

Definition: The information system protects the confidentiality ad/or integrity of organization-defined information at rest.

References: NIST: NIST SP 800-53 (v3): SC-28
NIST: NIST SP 800-53: Revision 4 (v4): SC-28
NIST: NIST SP 800-53A (v1): SC-28.1

Type: technical

CCI: CCI-002234

Published Date: 2013-06-24

Definition: The information system audits the execution of privileged functions.

Type: technical
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References: NIST: NIST SP 800-53 Revision 4 : AC-6 (9)

Type: technical
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Using
Information and procedures for end users.

This section provides instructional information for data processing professionals who use Auditor to review the security,
integrity, and control of the z/OS operating system. The major topics described in this include background information
about the need for thorough reviews of the z/OS operating system and basic z/OS system architecture and control
concepts.

Online Help

Press the help key (F1) when you need an explanation of the display you are working with or need to know what to enter
next. Press F3 to resume processing.

Overview and Introductory Tutorials

The first time that you use an Auditor option, a first use overview description is displayed.

To turn off the the introductory information, enter:

INTRO OFF

To view the introductory screens after the first time that you use Auditor, enter:

INTRO ON

To turn the first use overview displays on, enter:

OVERVIEW ON

To turn the first use overview displays off, enter:

OVERVIEW OFF

Operating System Concepts
This article details operating system concepts.

FMIDs and SMP/E

IBM distributes major component options as function modification identifiers (FMIDs). Each component of the operating
system has been assigned an FMID. The system modification program extended (SMP/E) maintains an inventory of
modules installed on the system, indexed by FMID. You can display the FMIDs for thousands of programs by using the
Auditor Product Information Display. IBM provides SMP/E as an automated change-control system for both IBM and user-
supplied updates to z/OS.

SMP/E has a data set called the consolidated software inventory (CSI), which serves as a master directory. You can use
SMP/E to identify most of the program products that are incorporated into z/OS.

Unfortunately, the use of SMP/E is optional under z/OS. Not all program products that IBM and ISV/OEM vendors market
are distributed in SMP/E format. Further, many third-party software applications are not distributed in SMP/E format.

Many audit and security experts agree that SMP/E should install any system software that modifies z/OS in any
way. Program development standards should require the use of SMP/E to apply locally developed operating system
modifications. This protects the installed software from interference by IBM maintenance and documents the modification.
You can request a list of SMP/E user modifications (USERMODs) from the data center’s technical support staff.
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z/OS Features

z/OS is the latest version of the Multiple Virtual Storage (MVS) operating system. It is the largest, most complex operating
system by IBM. It is designed to perform system control functions in large-scale computer systems. z/OS was designed
to emphasize the features of RAS (reliability, availability, and serviceability). MVS was the first IBM operating system for
which a formal integrity statement was written.

One of the general capabilities that all versions of z/OS provide is multiple virtual storage support, which is the creation
of 2 GB virtual storage address spaces that use auxiliary DASD storage. The introduction of 64-bit address support in
z/OS Version 1 Release 2 increases this capability to 16 exabytes with suitable CPU’s. The virtual storage technique
makes real storage appear larger than it really is to applications programs. z/OS also provides support for the largest IBM
processors and a component called the time sharing option (TSO). All TSO users and batch jobs have their own individual
virtual storage address spaces.

z/OS performs job entry functions through one of two available job entry subsystems: JES2 or JES3.

To optimally use the hardware resources, z/OS also provide a system resource manager (SRM) or workload manager
(WLM) to dynamically control the system workload. z/OS also permit dynamic allocation and deallocation of data sets. z/
OS have a VSAM master catalog which supports user-defined VSAM user catalogs. z/OS permits virtual input and output
(VIO) for temporary data sets to speed up processing.

With the advent of newer IBM processors, IBM introduced a number of important facilities that made it easier to more
effectively connect multiple connected processors to operate as a single cohesive system. Parallel sysplex, or sysplex,
generically refers to a group of such processors that are configured as a single, logical unit that run in parallel to process
an installation’s workload. A special hardware/software facility known as the Coupling Facility provides sophisticated clock
management, high-speed shared storage, and high-speed communication for the interconnected processors.

A sysplex environment provides numerous advantages. For one, it is possible to dynamically reconfigure the available
system resources to allow for changes in workload. For another, it provides redundancy and backup capability in the event
of one or more processor failures.

Specific Coupling Facility functions include the cross system coupling facility (XCF) and cross-system extended services
(XES).

XCF provides high-speed services for allowing one system to communicate with another system. Products such as
ACF2 and Top Secret use XCF to broadcast console operator commands to other systems that participate as a group of
connected systems, or an XCF group.

XES provides sophisticated memory caching facilities which allow for high-speed data sharing across connected systems.
Products such as ACF2 and Top Secret use XES services to provide high-speed access to shared security information.

LPA Libraries

z/OS implements a link pack area (LPA) that consists of a large number of programs preloaded into a virtual storage area
available to all address spaces. The pageable link pack area (PLPA) is loaded when z/OS is initially started with what is
referred to as a cold start. A cold start is performed when the computer operator selects the create link pack area (CLPA)
option at IPL time. PLPA, with the fixed and modified link pack area (FLPA and MLPA) files, forms a high-speed, memory-
resident library system for z/OS. LPA-resident modules can be fetched without accessing the program library files.

You can control most z/OS options and parameters from the system parameter library (also known as the logical Parmlib).
During IPL, z/OS reads the logical Parmlib, and depending on what is specified, z/OS can prompt the computer operator
for additional information. It is possible to restrict much of what the operator is permitted to specify or change.

Job Entry Subsystems

z/OS uses one of the two available job entry subsystems (JES). Each system has its own method of specifying options.
JES2 uses a data set called the HASP parameter file (HASPPARM). JES3 uses a data set commonly called the
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initialization deck (INIT deck). Both JES2 and JES3 must be considered separately from z/OS during an audit or security
review.

Later sections explain how each of these facilities work and what audit, security, and control issues are apparent for each
one. The System Review Checklist provides the detailed audit tests to perform in each area.

System Managed Storage (SMS)

The IBM System-Managed Storage (SMS) is part of Data Facility Product (DFP). It allows disk space to be managed as a
pool, freeing programmers from having to worry about where a particular file is located or how much space is required.

Understanding the Integrity Statement

For audit purposes, it is important to remember that the z/OS operating systems are one of three IBM operating systems
that are backed by an integrity statement. This policy letter spells out what IBM means by operating system integrity. IBM
defines it as the inability of any program not authorized by a mechanism under the customer’s control to:

• Circumvent or disable store or fetch protection
• Access an operating system password-protected or a RACF-protected resource (RACF is the resource access control

facility)
• Obtain control in an authorized state (APF-authorized, supervisor state, or with a protection key of less than eight)

It is important to understand z/OS security mechanisms. They operate in all systems even when an access control
software package is present. Storage protection is a hardware feature. It works by dividing main storage into 4 KB blocks.
Each block of storage is assigned a storage protection key. Each program that runs on the computer is also assigned a
storage key, which is kept in the program status word (PSW), a special hardware register. Whenever a program tries to
modify a block of storage, the hardware checks the PSW key to ensure it matches the storage block key. If it does, the
hardware permits the change to proceed. If it does not, the hardware sends an interrupt to the operating system to abend
the program. This hardware feature is called storage protection.

IBM took this process one step further by taking advantage of the hardware’s ability to perform the same key checking
on read operations. This is called fetch protection. The hardware was designed to use 16 storage protection keys.
Key 0 has special status and is considered to be the master key, permitting access to all storage. Various operating
system components use keys 1 through 7. All virtual storage user programs run in storage key 8. V=R programs (that is,
programs in real storage) run in keys 9 through 15. From a security and integrity standpoint, a program with key 0 can
access any real storage on the computer, enabling undetected access to all production data.

Privileged Instructions

In addition to storage protection keys, the hardware also designates certain machine instructions as restricted from
general use. These are called privileged instructions (privops). These instructions can compromise the security or integrity
of the computer. Examples include the instructions that set and check storage protection keys, those that start physical I/
O operations, and those that set the master clock. A bit setting in the PSW register determines if a program is permitted
to use the restricted instructions. Programs that are permitted to use the instructions are in supervisor state. Those that
cannot are in problem state.

Authorized Program Facility

z/OS uses a concept called the Authorized Program Facility (APF) to control which programs are permitted to use system
storage keys and supervisor state. The integrity statement places the responsibility for security with its customers. This is
particularly true of APF.

Viruses and Other Software Threats
In this content, contaminated software refers to viruses, logic bombs, trap doors, Trojan horses, or any combination of
these. Virus programs typically combine the capabilities of traditional techniques such as logic bombs, trap doors, and
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Trojan horses with the ability to replicate and spread to (or infect) other software. When we refer to a virus, we mean any
type of contaminated software that can infect another program or computer system.

Fortunately for mainframe users, most of the virus incidents reported involve personal computers (PCs) and PC-based
server computers. Once a PC is infected, its design and the extensive sharing of software promote the spread of viruses.
Mainframes have largely escaped the virus plague because they were designed from the beginning to support multiple
users. Unfortunately, mainframes are at great risk because the information stored on them is so vital to the welfare and
success of corporations. Already, techniques and mechanisms that allow a virus to infect these systems have been
identified.

In addition, and perhaps more importantly, mainframe users might be subject to denial-of-service (DOS) outages in which
modern TCP/IP networks might be inundated with high volumes of traffic, all of which can negatively impact the ability of
the network to provide adequate service to all of its users - including mainframe users.

Be aware that an employee is just as likely to create viruses as is someone outside your company. In fact, someone with
access to your system and a grievance against your company has more of an opportunity and a motive to create havoc in
your system than a stranger.

Because you depend on mainframe-based systems to run your business, early detection of viruses is imperative before
they disrupt your data center’s operations. Even elaborate off-site disaster recovery plans, which are effective against
physical destruction, could prove ineffective if the virus was already moved to the data vaults with the organization’s
backup tapes. You can use Auditor to help identify viruses before they have the opportunity to spread and cause
significant damage.

Spreading Contaminated Software
Personal computers, bulletin boards that contain public domain software, networks, and time-sharing systems are
particularly vulnerable to viral attack. In addition, viruses can attack the z/OS operating system when the proper conditions
are met, such as extensive program sharing or lack of proper security.

Infecting Personal Computers

Viruses spread easily in PCs because most PCs lack internal controls and many PC users share software. Because most
PCs are designed to be single user systems in which the operating system and the user share the same address space,
they do not have the internal controls that normally protect z/OS facilities, such as the Authorized Program Facility (APF),
supervisor state, storage protection keys, access control software, and data set passwords. All executing programs have
access to everything in the computer. So, nothing stops a malicious program from attacking either the operating system or
application programs. In addition, the large-scale sharing of programs among PC users contributes to the rapid spread of
contaminated software.

In theory, it might be possible for PCs to contribute to the spread of viruses if they emulate 3270-type terminals.
Potentially, a virus could infect the PC, detect 3270 emulation, and insert viral source code during your TSO session. In
this scenario, the infected PC would intercept and momentarily suppress the resulting TSO dialog until after the mutant
form of the z/OS code was successfully implanted. The infected PC might even purge all spooled job information by
entering appropriate SDSF commands or job control language (JCL) statements. You probably would not question the
delay, assuming it was caused by a brief peak in the z/OS work load.

Infecting Bulletin Boards

The popularity of electronic bulletin boards and the availability of public domain software is another way that contaminated
software spreads. If you become infected through contact with contaminated public domain software, the virus can be
passed to other users who are in contact with you. A virus can propagate by reading the electronic mail distribution lists of
the victim and sending itself to everyone on the lists. You do not have to exchange diskettes or CDs for a virus to attack
your PC. Just participating in a network with other machines can do it.
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Infecting Networks

Recent incidents show how particularly vulnerable networks are to viral attacks. Because of their ability to replicate
themselves and spread to other computers, viruses can clog networks at amazing rates before they are discovered and
purged. Furthermore, the problem is not restricted by national boundaries. Viruses have been reported all over the world.
Incidents of viruses that spread over telecommunications networks add a new dimension to the threat. Some security
experts even suggest the potential of international computer terrorism.

Infecting Time-Sharing Systems

Viruses can also attack time-sharing systems. z/OS-based, time-sharing systems such as TSO/ISPF are just as
vulnerable to attack as other systems. However, many online systems, such as CICS, IMS, and IDMS, are transactional
systems. They seem to have less exposure than time-sharing systems because they do not normally provide access to
text editors, compilers, linkage editors, debuggers, and other facilities readily available to time-sharing users. Unless the
master operator’s commands are available or the systems developers built in a trap door that viruses can exploit, attacks
on a transactional system are more difficult. Although properly designed and implemented transactional systems are
highly resistant to external attack, internal attacks are always possible through the operating system.

Infecting the Operating System

Although viruses are considerably more difficult to construct for the z/OS operating system than for WinTel PCs, viruses
are possible from a technical point of view. The z/OS operating system was designed to support multiple users, so it has
many of the internal controls that PCs lack. Internal control mechanisms, such as the Authorized Program Facility (APF),
distinct problem (user) and supervisor (system) states, and storage protection keys, make it possible for z/OS to support
and protect multiple users and itself. Different address spaces separate users from each other and the operating system.
However, because users must share system programs (such as LPA, linklist, or application programs), insufficient security
controls would make the z/OS operating system vulnerable to viral attack.

Sharing Programs

Mainframe users can be vulnerable to viruses if they share programs. Just as the large-scale sharing of software
contributes to the spread of contaminated software among PC users, the sharing of programs on mainframes invites
infected software into these systems. If two users can access and update the same library, the risk of spreading a virus is
introduced. The speed at which a virus can spread is directly related to the amount of program sharing you permit among
your users. Frequent sharing increases infection opportunities, while infrequent sharing reduces them. Partitioning your
user community into independent groups with as little overlap as possible increases your administrative overhead but
reduces your risk of infection. Fortunately, disk space is inexpensive and automated administration tools are available.

Bypassing the Security System

A virus can infect only those programs that the security system lets it infect. However, even in a system with strong
internal controls, many security mechanisms do not prevent an infected program under the control of an authorized user
ID from making unauthorized program changes to other programs. Many security systems grant the identical access
privileges that your user ID has to the programs that you execute. This assumes that you always know and approve of
what a program is doing on your behalf. Viruses can take advantage of this design decision to secretly update program
libraries that the security system permits your user ID to update. The virus inserts itself into programs on behalf of your
user ID and begins to infect other programs and libraries that you can access. You can protect your program libraries by
using existing z/OS access control software facilities. You can use these facilities to establish both an environment and an
authorized path for library updates that your user ID can perform.

NOTE

 To implement these controls with each of the major access control software packages, see the Detecting and
Controlling Software Threats section. Remember, however, that any decision to improve your resistance to
viruses has performance and flexibility costs.
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Understanding Software Threats
Virus programs combine logic bombs, Trojan horses, or trap doors with the dangerous ability to reproduce and spread
to other computer systems. This ability to directly or indirectly replicate and spread distinguishes viruses from other
system threats and makes them particularly dangerous to networks, time-sharing systems, bulletin boards, and operating
systems with inadequate controls. While viruses are relatively new, logic bombs, Trojan horses, and trap doors have been
around for years. Viruses that use these mechanisms with each other pose a significant threat to computer systems and
networks.

What Is a Virus?

Not all experts agree on the definition of a virus. Some feel the term should be reserved for programs that need a host
to replicate and spread to other programs. Others think that a virus can either self-replicate or use a host program to
spread to other computer systems. Some use the term worm to describe a self-replicating program that does not need
to attach itself to another program. In this content, virus means any type of contaminated software that can replicate and
spread to another program or computer system. This definition includes both self-replicating worms and host-dependent
subroutines.

Viruses come in various degrees of technical sophistication. A PC virus that emulates a 3270-type terminal suggests a
relatively large, complex PC virus program. A virus that brings down an entire z/OS system by submitting thousands of
spurious jobs through the internal reader and flooding all job queues is significantly less technical. Viruses can suspend
innocent user IDs by submitting jobs with valid user IDs and randomly chosen passwords. MOUNT commands issued
through JCL could disrupt production processing. RESERVEs issued against the online shared disk packs would disrupt
the entire data center.

Viruses can function in a z/OS operating system at an application or a system level. Application viruses attack the files,
libraries, and storage areas that the victim can update. System-level viruses, however, have no such limitations; they can
infect the z/OS operating system itself. They can attack all programs, files, and libraries, and even your access control
software. In fact, a well-designed virus can enter your system at an application level and then transform itself into a virus
that attacks the system when the opportunity presents itself.

Because most z/OS systems have access control software, viruses must find a way to bypass the security system and
avoid alerting the data center’s security officer to its presence. It is usually easier for an unsuspecting victim to authorize
the virus. All the virus has to do is wait patiently for a victim who has update access privileges to an Authorized Program
Facility (APF) library.

By executing under the authority of a victim with APF update capabilities, the virus can place itself in an APF library. This
fulfills one of the requirements for becoming APF-authorized. Another requirement is marking itself with an authorization
code, which z/OS does not restrict in any way. All the virus has to do then is to issue the MODESET supervisor call to
become APF-authorized. Therefore, by controlling access to an APF library, you can control whether a virus becomes
APF-authorized.

Because most security software products let their users list information about their IDs, viruses can test their victims
for the proper access privileges. For example, a virus that runs in a RACF-controlled system can use the LISTUSER
command to determine the characteristics of the user profile under which it is executed. The OPERATIONS privilege
would let the virus update APF libraries. Unless their use is restricted, ACF2 provides the LIST and CHANGE
subcommands for similar purposes. Top Secret uses the LIST, ADDTO, and PERMIT commands to perform these
functions. For more information, see System Installation Choices.

After a z/OS APF library is compromised, the virus can obtain supervisor state and the master storage protection key (key
0). A virus so authorized then operates at the more dangerous system level. With these powers, the virus can circumvent
all security mechanisms and move around the system at will. An APF-authorized virus could quickly identify the various
locations in the z/OS environment into which it could copy or link edit parts of itself. System modules, compilers, utility
programs, and even TSO CLISTs are likely candidates.
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Although it is more likely to be self-contained, a virus does not have to reside in one contiguous load module. In fact, a
virus distributed throughout a number of distinct modules probably makes more sense to a criminal because it is more
difficult to detect and dissect. Very small and highly specialized, destructive modules could be placed into system utilities
such as language translators, the linkage editor, and other utilities that provide services for application programs. In reality,
the virus does not have to contain these destructive modules. Instead, it could consist of instructions that act only as bomb
detonators.

Regardless of the technique, the virus usually attempts to place itself in a location where a potential victim executes it.
The virus can then spread to other parts of the system or remain where it is and implant logic bombs into application
programs. The virus could propagate to other systems through any mechanism that moves load modules or source
modules to other computers. JES networks, batch transmission facilities (for example, BDT), public domain software, and
dial-in terminals with upload and download facilities are the most likely means of propagation.

What Is a Logic Bomb?

The most common form of all contaminated software is the logic bomb. Logic bombs are pieces of logic that lie dormant
until triggered by some internal or external event. This code can be incorporated into z/OS modules or embedded in
application programs. You can trigger a bomb by a date (a time bomb), which is the most common method, or by some
combination of input data (an event bomb). The same program can contain both types of bombs.

Time bombs can be found in a system routine that is frequently executed and performs day or time checking. Because
commercial data processing depends on billing cycles, month-end closings, fiscal year processing, and so on, time bombs
placed in date-oriented logic are assured that they are periodically executed.

Input data can trigger event bombs. Usually, event bombs execute when a certain transaction is submitted or withheld
from the system. For example, an event bomb’s design can require that a transaction be submitted periodically to prevent
it from executing. Once the designer leaves the company or is otherwise unable to supply the transaction, the bomb is
triggered.

Another example is a bomb triggered by the number of employees on the payroll file. In this case, the bomb lies dormant
in a small company until that company grows. As soon as the number of employees reaches the trigger number, the
computer experiences problems.

The design of a logic bomb determines what happens when it explodes. Logic bombs can stop programs from running,
erase master files, destroy backup tapes, and mimic hardware failures by corrupting random bytes of data. You cannot
recover data that is lost due to a logic bomb if your virus-free backup tapes are reused before you detect the bomb.

Ironically, the commercial software industry is the primary developer of logic bombs. Software publishers, in an attempt to
prevent unauthorized copying of their software, can incorporate logic bombs. Before a program executes, its logic bomb
performs tests to determine if a program is running on its original diskette or a copied diskette. This can involve checking
for nonstandard disk formats, I/O errors in certain disk locations, or laser holes burned into the diskette.

What Is a Trap Door?

A trap door is a method of gaining access to information or z/OS features that are normally beyond a user’s access
authority. The distinguishing feature of a trap door is that it is intentionally hidden and used only when needed. The trap
door is often a special command, available only to those users who know how to activate it.

Trap doors are very popular in the z/OS mainframe world. Unfortunately, your data center’s own technical support staff
members can put them into z/OS for various reasons. The most common reasons are that the systems programmers want
to:

• Install z/OS maintenance without performing an IPL
• Issue operator commands from their TSO terminals
• Bypass the security system in case they need to perform system diagnosis or repairs off-shift

Trap doors circumvent established controls and expose the system to other threats, such as viruses and logic bombs. You
can impact the reliability of your z/OS system by ad hoc updating of system modules and control blocks that inadvertently
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damage the system. Your computer operators cannot maintain control of your system when users are submitting master
console commands from TSO terminals anywhere in the network. Your security officer cannot successfully keep out
hackers, thieves, other outsiders, or unauthorized insiders if they can bypass your security system.

What Is a Trojan Horse?

A Trojan Horse is a program that tricks an unsuspecting victim into performing some function under his access
authorization or into divulging confidential information. Trojan horses take advantage of the fact that few security
systems are designed to protect users from themselves. Standard security system implementations assume that we are
responsible for all programs and data under our control. Most security systems protect users from each other and control
access to files and data not owned by the user. They protect resources from users, but not users from resources. Usually,
any program that executes under a given user ID can access any of the data files owned by that ID. However, if you
inadvertently execute a Trojan horse, it can actually be erasing or searching all your files.

Disguised as logon dialogs, ISPF dialogs, utilities, or games, Trojan horses work by fooling you. Trojan horse logon
dialogs work best in environments where people share terminals or PCs. In a z/OS environment, the hacker can create
a program that displays a signon screen that looks exactly like the standard signon screen. You sit down at your terminal
and key in your user ID and password. The hacker’s program can reply that the maximum number of users are logged on
and to try again later. You then leave, unaware that the hacker’s program recorded your user ID and password. The Trojan
horse continues to run until the hacker keys in a secret command to unlock it and retrieves all the user IDs and passwords
that the program collected.

Any time you cannot log on to the system, you can circumvent this type of Trojan horse by powering off the terminal and
powering it back on. This action should abend the Trojan horse and let you access the system. Also, if you suspect a
Trojan horse recorded your password, change your password.

The PC versions of this type of Trojan horse can simulate or capture an image of the TSO, CICS, IMS, or other signon
screens that contain your ID and password. The hacker simply uses the PC to occasionally harvest the latest IDs and
passwords. These programs can easily be brought into a data center on floppy disks and installed in shared PCs or PCs
of prominent users. No system modifications are required.

Another technique is the concealed command. This technique tricks someone with the proper authority into issuing a
particular command for you. This technique works because IBM 3270-type devices are screen-oriented and transmit or
receive an entire screen buffer at a time. An attribute byte that precedes each data field on the screen tells the hardware
whether the field is alphabetic, numeric, protected, unprotected, high intensity, nondisplayable, or so on. Nondisplayable
fields provide an opportunity for the hacker to exploit. When an innocuous-looking but tempting message such as
“Important message waiting, please press Enter” is sent to a victim, the victim does not realize that a restricted command
is hidden in a “dark” field of the message screen. If the message tricks the victim into pressing the Enter key, the hidden
command is executed under the victim’s authority.

Time-sharing systems such as TSO/ISPF are vulnerable to Trojan horses. Hackers can make attractive games available
in a system library and invite everyone to try their skills. While curious and unsuspecting users are playing the games, the
Trojan horse is busy picking their pockets. Even though the game programs reside in a public library, they actually execute
under the players’ user IDs. Hackers can use this technique to gain access to a user’s program library. Once in the library,
the Trojan horse can use virus concepts to spread to other programs and libraries that the user has access to. If these
programs are shared by other users, the virus can latch on to these programs and infect the entire system, and eventually,
the operating system.

Detecting and Controlling Software Threats
Because of the potential damage that viruses can cause to an operating system, you should emphasize prevention to
control the spread of contaminated software. Recovering from the damage of a virus is considerably more difficult than
preventing a virus by identifying and disabling it before it executes. You can use Auditor to help you identify suspicious
modules or detect unauthorized program changes before they infect a z/OS data center. Remember that anything you
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do to reduce your exposure to viruses potentially increases your administrative overhead, but identifying and containing
viruses can give you the time and flexibility that you need to react.

 

Some general controls that you can follow are:

• Choose the proper z/OS options and parameters.
• Reduce program sharing.
• Use your access control software product to restrict update access to system and production libraries.
• Implement effective change-control procedures.
• Create a quality assurance function.
• Use physical devices such as modem call-back, encryption, and terminal lock devices to protect networks.
• Use personal identification devices, digital certificates, or other mechanisms.

If you should encounter a virus while reviewing your system, remember that viruses must be executed to infect a
computer system. In addition, most viruses quietly replicate for an extended period before their internal time bombs
detonate. If your terminal’s PF keys cannot be reprogrammed through an escape key sequence embedded in the data
stream, browsing a module that contains a virus is perfectly safe. There have been incidents in the PC world of the virus
reprogramming the PF keys to delete files once the keys were pressed. However, this scenario is unlikely on a mainframe
if you do not have a programmable terminal. Above all, do not delete the infected program. Quarantine the infected
program by preserving a copy of the virus so that you can eradicate it and prosecute its designer. Your technical support
staff should disassemble the infected code to learn how it functions and what it was designed to do.

The following sections explain specific ways that you can detect and control the different types of infected software.

Detecting Viruses

Viruses can infect your operating system or spread through your program libraries. If your program libraries are infected
and you have access to the system libraries, it might be possible for a virus to attack the operating system, causing
widespread damage to multiple users.

Generally, you can use some of these techniques to detect the presence of a virus:

• Use the Auditor SMF Analysis Function to detect whether an abnormally high number of updates are made to your
program libraries.

• Investigate changes that do not correlate with authorized change-control procedures.
• Monitor identical changes to multiple programs or libraries.
• Investigate any control section (CSECT) that does not follow a standard naming convention. Use the Auditor Program

Statistics, Program Origin, and Product Identity displays to identify these modules.
• Browse programs to look for eye-catchers, which commercial software publishers use to record copyright notices,

version and level numbers, and other types of maintenance information.
• Look for literal information that might identify a virus. A phrase such as “Gotcha” would be very suspicious.

Protecting the Operating System

To prevent a viral infection in a z/OS system, identify and protect the critical gateways that let a virus gain supervisor state
or the master storage protection key (key 0). Start with the APF library system. Use the APF Library Analysis Functions to
review APF. After making certain that your security software package is protecting all of the specified libraries, trace the
origin of all APF library modules to a responsible source. Looking at program names might not be enough because clever
virus designers probably follow IBM naming conventions. Use the Auditor Product Identity Display to help identify program
names. Furthermore, do not rely on the load module length to detect infection because many programs contain “patch”
areas that can hide a small virus.

Next, use the SVC Analysis Option to analyze all supervisor calls (SVCs) with particular emphasis on type 3 and type
4 SVCs, which are normally executed from one of the virtual storage-resident link pack areas (LPAs). Because a virus
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must be executed, it can intercept commonly installed, high-use SVCs. Carefully review the SVC table entries that point
to memory addresses in areas like the common service area (CSA or ECSA) or the modified link pack area (MLPA or
EMLPA). Because many program products modify the z/OS SVC table to dynamically install program modules, you must
determine which programs are legitimate. An unaccountable SVC table alteration can indicate that a virus has dynamically
infected the z/OS system and inserted itself by front-ending a legitimate SVC, which means that the virus gets control
before the SVC.

Examine other z/OS facilities also. Check for unusual program properties table (PPT) entries. Carefully review system
exits, appendages, and subsystems. Thoroughly research any irregularities by looking for anything that could indicate the
presence of a virus. For example, look for program libraries that have grown inexplicably from the last compile. Use the
Auditor Program Statistics Display to obtain the size and compilation and link dates.

Protecting Your Program Libraries

To protect your program libraries, you can use existing access control facilities or develop your own security validation
module. This module would then be added to your key utilities such as IEBCOPY and the linkage editor (IEWL).
Remember, any program that executes under your ID can access everything that your ID owns or is able to access,
unless you take some precautions. Unlike in a PC environment, you can control concealed updates to your own program
load libraries. This section describes how you can use each of the major access control packages (ACF2, Top Secret, or
RACF) to limit unintentional access to your own load libraries. It also explains techniques for installing your own security
module.

Using Access Control Software

The access control software approach establishes both an environment and an authorized path for library updates that
can be done under your user ID. You decide what the environment and the authorized path should be. For example, you
might need to link a new module into a load library. You might also want to add or delete load modules or compress the
load library. When you perform these functions, you normally use an ISPF screen or a batch job executing IEBCOPY
or the linkage editor. The access control software can ensure that changes to your own load libraries occur only when
the update is performed through IEBCOPY or the linkage editor from a secured system library, or in a certain ISPF
environment. Any attempt to update a library outside of these conditions is prevented. Therefore, your programs are
protected from infection if you inadvertently execute someone else’s virus-infected program.

Because these techniques are designed to stop any update attempts of your program libraries except through normal
compile and link, copy, or compress operations, you need to change a rule or contact your data security administrator
to perform any nonstandard activity, such as to zap a module. Also, these techniques are effective only if the system
software is both uninfected and protected from attack.

The specific techniques available in each access control software package are described in the following sections.

ACF2

You can protect load libraries by disassociating the load libraries from the user’s ID. This removes the user’s implicit
ownership of these libraries. To do this, you create a departmental rule set and rename the high-level qualifier of each
logonid’s load libraries to place them in it.

Alternatively, you can specify RULEVLD for each logonid, which invokes ACF2 rule checking even for owned data sets.
You can then add access rules to each user’s existing rule set granting him access.

Using either technique, grant each logonid unrestricted read and execute access to its own load libraries. However,
restrict write access to the linkage editor (IEWL) and IEBCOPY programs through ACF2 program pathing. Use the LIB
option to specify that these programs must come from a secured system library. For example, add these rules to control
updates to your own program load libraries:

$KEY(logonid)

 my.lib UID(******logonid) READ(A) EXEC(A)
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 my.lib UID(******logonid) WRITE(A) PGM(IEWL) LIB('SYS1.LINKLIB')

 my.lib UID(******logonid) WRITE(A) PGM(IEBCOPY) LIB('SYS1.LINKLIB')

Then, add a rule granting complete access to everything else:

$KEY(logonid)

- UID(******logonid) READ(A) WRITE(A) ALLOC(A) EXEC(A)

Top Secret

Ensure that users do not keep their own load libraries. If necessary, Top Secret users can transfer ownership of their load
libraries to their departmental administrator (DCA). You can rename these libraries with a valid department high-level
qualifier, if required:

TSS ADDTO(deptacid) DSN('dept.myacid.lib')

You then grant each user unconditional read and fetch permission to enable access to any program executed by their
ACID. You would also grant update permission to each ACID, but only if the update was performed using the linkage
editor or IEBCOPY utility programs executed from a secured system library. The TSS commands are:

TSS PERMIT(myacid) DSN('dept.myacid.lib') ACC(READ,FETCH)

TSS PERMIT(myacid) DSN('dept.myacid.lib') ACC(UPDATE

PRIVPGM(IEWL,IEBCOPY) LIB('SYS1.LINKLIB')

RACF

Use the program access to data set support in RACF to protect a user’s load libraries. This is easily accomplished for
group libraries because their profiles allow explicit specification of each user ID’s access privileges. However, because
RACF automatically permits a user ID full access to files with names that begin with that user ID, it is very difficult to
prevent involuntary user ID access to individual user-owned libraries. However, you can use the RACHECK preprocessing
exit (ICHRCX01) to screen library update requests and deny those that do not meet the proper criteria. Successful
implementation of this approach depends on locally developed code to allow the exit to recognize the load libraries of
individual user IDs.

Alternately, you can rename the high-level qualifier of each user ID’s load libraries and prevent all access:

RENAME 'userid.load.lib' 'newname.load.lib'

The disadvantage of this method is that it can add many new profiles to the RACF data set. Once this is done, however,
you can make Global Access Checking (GAC) entries or write data set profiles to permit each user ID unrestricted read
access to its libraries. Update access is then controlled through standard RACF program access support.

You can define an authorized path by naming the linkage editor and IEBCOPY in a conditional access list specified in the
general resource DATASET class. Specify your user ID, the utility name, and write access authority in the access list for
each of your load libraries. For example, these rules create a profile for a new library name, give read access to the user,
and control update access to the new library through a specified program:

ADDSD ('newname.load.lib') UACC(NONE) GENERIC

PERMIT('newname.load.lib') ID(userid) ACCESS(READ) GENERIC

PERMIT('newname.load.lib') ID(userid) ACCESS(UPDATE) GENERIC

    WHEN(PROGRAM(IEBCOPY IEWL*))

Writing Your Own Security Module

For additional protection, regardless of your security software, you can install a security validation module to front-end
your IEBCOPY and linkage editor utilities. This module would verify the conditions that invoke the utility and journal utility
control statements for audit review. It could even prompt TSO users for confirmation of library update intent. To discourage
tampering with the security module, you could place protected utilities in the pageable link pack area (PLPA) that is read-
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only virtual storage instead of the disk-resident system libraries. However, PLPA modules must be reentrant and your
access control software must permit program path control from LPA.

Detecting Logic Bombs

To detect logic bombs in a z/OS environment, check for unauthorized machine language changes (for example, zaps or
other hooks) in widely used z/OS modules that you cannot trace to a standard system maintenance procedure, such as
SMP/E. The Auditor SMP Analysis Function can detect these changes in an SMP/E environment. Insist that your data
center apply z/OS and applications system maintenance through an auditable change-control process such as SMP/E.
Use the Auditor Program Statistics Display to look for nonstandard CSECT names in IBM modules. Compare suspicious
modules to the original distribution libraries.

Review the contents of the link pack areas. Use the Auditor Link Pack Area Display and the Fixed and Modified LPA
Display to investigate suspicious modules that a logic bomb could activate. Pay particular attention to the modified
link pack area (MLPA and EMLPA). Most bombs either crash the system or corrupt data. Those intended to take down
the system probably need APF authorization. With the Auditor APF Library Analysis displays, check the APF libraries
carefully. Use the Auditor System Exit Display to check the system exits. Review all z/OS exit source code and ensure
that each exit’s purpose, use, and function are documented.

Sometimes you can detect a logic bomb by looking for its trigger. Review each module carefully for this type of logic. If it
checks for a particular job name, data set name, program name, or user ID, find out why.

Detecting Trap Doors

z/OS trap doors are most easily implemented as either time-sharing option (TSO) commands or as operating system
supervisor calls (SVCs). TSO commands are convenient for programmers to use, and SVCs are easily issued from either
TSO or batch programs. Trap door TSO commands normally require APF authorization; therefore, you can find them
in the IKJEFTE2 and IKJEFTE8 tables or their TSO/E counterparts, IKJTABLS and IKJEFTAP. Use the Auditor TSO
Information Summary to examine these tables carefully for suspicious entries.

You can find trap door SVCs in the link pack area (LPA) or the z/OS nucleus. Pay particular attention to user-defined SVC
numbers 200 through 255. Various program products and locally developed functions can use these SVCs, which make
them a likely hiding place for a trap door. Do not ignore other SVCs reserved for specific IBM products that might not be
installed in your z/OS system, such as the reserved RACF SVCs from 130 through 133.

Although APF-authorized TSO commands and user-supplied SVCs are the easiest way to implement trap doors, system
exits, subsystems, appendages, and the program properties table (PPT) also offer opportunities for malicious users. Use
the appropriate Auditor displays to analyze these components of the operating system.

Sometimes you can find trap doors by finding the modules that service them. Usually the installer requires access to an
APF library. Using your access control software to prevent unauthorized update of these libraries is critical to controlling
trap doors. Review the current contents of APF libraries with the Auditor APF Library Analysis displays and periodically
check these modules to ensure they were not changed outside the approved procedures. You can use the Program
Freezer Function to detect programs that changed and the Program Comparison Option to analyze the changed APF
programs. Critical modules can be tampered with during system maintenance or when you IPL an unsecured z/OS test
system. Eliminate duplicate and obsolete modules. Identify nonstandard modules. Analyze the memory-resident LPA
using the Auditor Link Pack Area Display. Use the Auditor SMP Analysis displays to search your load libraries for modules
that were not installed using SMP/E.

Detecting Trojan Horses

 Trojan horses are difficult to detect when they are embedded in applications software or utilities. You must use good
administrative procedures to prevent their introduction in the first place. Be wary of public domain software, free utilities,
and software brought by temporary contractors, consultants, or new employees. Review TSO user data sets, and review
the System Management Facility (SMF) log on a regular basis to check for critical data set updates that do not have
corresponding change-control authorization. Use the Auditor SMF Analysis displays to analyze SMF. Use the Auditor
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SMP Analysis Functions to monitor load library changes and determine whether proper change-control procedures were
followed.

You can find Trojan horses embedded in the operating system by using the same analysis techniques that you used to
find logic bombs and trap doors. However, a Trojan horse designer places his creation where a victim is certain to execute
it. In contrast, the creator of a logic bomb or trap door tries to place his work where no one else sees it. Trojan horses are
almost always added to, or called from, a popular system module, CLIST, or utility function.

To reduce your risk of a Trojan horse attack, never move load modules directly from test libraries to production libraries.
Always insist on reviewing the program source code and recompiling the production programs from the certified source
code. You can use the Auditor Program Comparison and Program Freezer displays to help perform these reviews. You
must thoroughly review programs because the Trojan horse could be included or copied into a program before or during
the compilation, assembly, or link-editing processes.

If you have VTAM, protect your network using VTAM session manager software. Products such as TPX and Teleview
improve network security by controlling access to the network itself. For example, to access TPX or Teleview, you must
supply a user ID and password, which ACF2, Top Secret, or RACF validates. After you are authorized, TPX or Teleview
presents a menu that lets you sign on to another system, such as CICS, TSO, or VM. This type of protection lets the host
access control software, working through the session manager, to effectively control access to applications on the remote
network.

Requirements for Using Auditor

Access Control Software Prerequisites

Auditor was designed to be independent of any access control software package, such as ACF2, Top Secret, and RACF,
that can be installed on your system. Auditor works equally well with any of these systems.

Auditor inherits whatever access authority you have. Therefore, Auditor cannot access data sets to which you do not have
access. For example, to analyze the z/OS parameter library (logical Parmlib), you must have read-access authority to all
libraries that comprise the logical parmlib.

Requirement for Sites Running BrightStor ASM2

If your site is running ASM2, issue the following TSO command before you begin your Auditor session:

ALLOC FILE(X$IIXRN) DATASET(DUMMY)

This prevents BrightStor ASM2 from reloading archived data sets when you use Auditor.

Product Usage Introduction
The analysis categories cover two broad categories of analysis: system-related analysis of the software and hardware
that make up the z/OS environment (options 1-3) and analysis of the jobs, programs, and files that the system processes
(options 4-9). Auditor is structured in a top-down fashion, from most general to most specific:

• The Management Information menu options provide a high-level analysis of the z/OS system that Auditor is running
on. This menu provides information such as the CPU model type and serial number, date and time of last IPL, and the
job entry subsystem used. Information on the data center’s hardware configuration, the hardware error rate, operator
console capabilities, and SMF recording is also included in this function.

• The System Installation Choices menu goes a little deeper by detailing the options that customized z/OS to fit
the needs of the data center. The z/OS System Installation Choices menu options review areas such as the z/OS
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parameter library (logical Parmlib), authorized program facility (APF), system modification program (SMP/E), key z/OS
system libraries, the time-sharing option (TSO), user attributes data set (UADS), and z/OS system catalogs.

• The Technical Information menu reviews the internal components of z/OS. These menu options analyze information
about the subsystems that run under z/OS, I/O appendages, z/OS system exits, link pack area (LPA), fixed and
modified LPA (FLPA and MLPA), program properties table (PPT), and supervisor call routines (SVCs).

• The Job Information menu options provide information on the job entry subsystem parameters JES uses and the
names of JES procedure libraries. They also perform complex searches of the JCL libraries and display history
information about job use as recorded in the SMF files or log streams.

• The Program Information menu provides analysis information about the programs that run on the system. The
information provided by these options includes the origin of programs, the dates of compilation and link-edit, and the
size of modules. You can also compare one source program to another and one load module to another. You can also
review history information about program use and monitor program changes.

• The File Information menu provides information about the files that are stored and processed on the system. Integrity
analysis is performed for the z/OS password system, load libraries, and volume tables of contents (VTOCs). Auditor
can also perform complex searches for cataloged files, find files on specific volumes, compare different versions of the
same file, provide a history of file use through the SMF records, and detect changes in files.

• The ESM (external security manager) analysis menu provides information about the ESM in use on the system being
audited. The information provided includes analysis of security-related exit points (both ESM and SAF), ESM security
files, and class descriptor table (CDT) entries and definitions, and standard IBM-defined CDT definitions.

• The Baseline alerts menu provides the means to view alerts and reports generated by baseline historical analysis
processing. Alerts generated for a specific TSO user ID can be viewed from this function, along with the saved
comparison output from completed processing.

• The z/OS UNIX analysis menu displays the current z/OS UNIX configuration options. These options might have been
changed after the system IPL by dynamic modifications.

User Profile Information
Information about you and the way you use Auditor is stored in a user profile. The profile includes your name, language
preference, job function, skill level, the date format that you prefer, and other Auditor session options.

Auditor automatically collects user profile information the first time that you use it. The system uses this profile information
to tailor its displays to make your use of the system as efficient as possible. Use the options on the Change User Profile
Information menu to review or change the information that Auditor maintains in your profile.

Name Selection
Auditor uses your name with the information that is obtained in the other areas of the user profile information to build an
initial user profile.

1. Select option 1 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 1.
The Name Selection screen is displayed.

3. Enter the new name over the name displayed. You can enter up to 20 characters. You can also indicate whether you
want greetings and goodbye messages at signon and signoff.

Specify Job Function
The first time that you use Auditor, it prompts you for the types of jobs that you perform and saves your responses in your
user profile.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.
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2. Select option 2.
The Specify Job Function screen is displayed.

3. Enter X (or other character) next to each job description that applies to you. To remove a job function, blank it out with
the space bar or ERASE EOF key. Select as many of the job functions that apply to you.

Indicate Skill Level
The first time that you use Auditor, the system requests and records your skill level. Auditor stores this information in your
user profile in the Auditor user profile database (DBASE1).

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 3.
The Indicate Skill Level screen is displayed.

3. Enter the number that best indicates your data processing experience.

Work Group Selection
Auditor uses work groups to store the results of your freezer requests. The information is kept in the freezer database.
You make all subsequent accesses to that information through its original work group. The available types of work groups
are:

Personal A personal work group is created with your user ID. No other users can access your personal work group.
This is the default value for freezer processing.

System A system work group is also created for each CPU at your site. The system work group can be accessed
by all users who work on that CPU. Therefore, users can share information about changes to files and
programs.

Shared You can create shared work groups that all users can access across CPUs using shared DASD. Shared
work groups contain information gathered by all users.

When you select a work group, the information is stored in your user profile in the Auditor user profile database. You can
change work groups at any time by following these steps:

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 4.
The Work Group Selection screen is displayed. The work group that you are currently using is shown. The default
value is your own personal work group, which is created for you when you first access this display or any Auditor
freezer function.

3. You can select any of the work groups listed on this display or you can create a new work group by entering a 1- to 32-
character name in the New Group field. The remaining fields describe the existing work groups that you can choose.
See the online help for additional information.

4. (Optional) To delete a work group that you created, enter D (Delete) next to the name of a shared work group. Be
sure that the work group does not contain important processing results. There is no recovery from this function. All
information in the work group is deleted from the freezer database when you delete the work group. You cannot delete
your personal work group.

Work Group Prompt Mode
Work Group Prompt mode is an optional function that lets you specify a work group when you use freezer options and
notebook processing. If the prompt mode is not enabled, Auditor uses your personal work group that is specified on the
Work Group Selection screen.
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If you change your group in the prompt, Auditor uses that group until you change it again through the prompt or the panel.
If prompt mode is not enabled, Auditor uses the work group that you specified on the Work Group Selection screen (or by
default, your personal work group) when you use the freezer options or the notebook.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 5.
The Work Group Prompt Mode screen is displayed. If you decide that you want the work group you specified on
the Work Group Selection screen to handle all your freezer or notebook processing, you do not have to access this
screen. You are not prompted to specify a work group when you use the NOTES command, issue the F (Freeze) line
command, or use any of the freezer functions.

3. Enter YES in the Prompt for group field to be prompted for a work group whenever you initiate a freezer or notebook
processing.

Language
The Language Selection option determines which language that you want to use to communicate with Auditor. Auditor
currently displays information in English only.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 2.
The Change User Display Options submenu is displayed.

3. Select option 1.
The Language Selection option is displayed.

Date Format
Auditor can display dates in several formats. The first time that you use Auditor, the system asks you to select a format to
represent dates on the displays. You can change the date format at any time during an Auditor session.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 2.
The Change User Display Options submenu is displayed.

3. Select the Date Format option.
The Change User Profile Information menu is displayed.

4. Enter the number of the format that you prefer.

Specify Number Format
Because Auditor is used in multilingual countries, it can adjust the number format to the format that is the most familiar to
the individual user.

The first time that you use Auditor, the system asks you to select a format to represent numbers on Auditor displays. You
can select the format that you prefer for number displays on the Auditor panels and output screens. The format can be
changed at any time during an Auditor session.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 2.
The Change User Display Options submenu is displayed.

3. Select option 3.
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The Specify Number Format screen is displayed.
4. Enter the number of the format that you prefer.

Auditor Report Options
You can change the way your Auditor reports print at any time during an Auditor session.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 3.
This option lets you choose:
– The number of lines to print on each page.
– The JES destination that you want to route reports to.
– The SYSOUT class that indicates the category of output and the device to route the output to.
– Whether to print the report in all uppercase or in uppercase and lowercase characters.
– A heading that you want to print as a heading on Auditor reports.

3. To change your selections, enter the option that you prefer.

Batch Options
This article explains batch job options.

You can run Auditor as a background or batch job. Using the batch options, you can:

• Schedule daily jobs
• Perform monitoring functions
• Execute long-running displays without losing the use of your terminal

For example, you can use the batch options to perform an analysis of the SMP/E CSI in the background while you remain
logged on to TSO in the foreground.

To use these options, your site must run ISPF/PDF Version 2 Release 3 or later.

The batch options (or batch job facility) also lets you:

• Detect unauthorized updates or viruses more easily because changes in key system libraries can be found by
scheduling the freeze and compare functions daily.

• Produce reports of your choice regularly without logging on to TSO.
• Automatically schedule Auditor batch jobs as part of the production work load.
• Run batch jobs during off hours when system work loads are lighter.
• Send preconfigured scripts ahead and have them executed before the internal auditors arrive.
• Establish a centrally developed and managed audit procedure for Auditor.
• Automate SMF audits by creating and reusing the same JCL scripts.

The Batch Job facility requires that you create, modify, and submit JCL to execute a batch job. The JCL tells Auditor what
options that you selected. These options describe the order in which you want to perform particular Auditor functions. The
output of the batch job is routed to the destination of your choice (SYSOUT or a data set on disk).

Auditor in batch runs the same way as Auditor online. The batch JCL establishes the background TSO environment and
executes CLISTs to start ISPF/PDF and Auditor in batch. Each of these programs (TSO, ISPF/PDF, and Auditor) requires
certain data sets, which are normally allocated through CLISTs and your TSO logon procedure in an online environment.
Before Auditor can run in batch, you must execute Auditor online at least once so that it can create your batch JCL using
these data sets.
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Batch JCL Create/Change

You can create initial batch JCL only in Auditor.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 4.
The Batch Facility menu is displayed.

3. Select the Batch JCL Create/Change option.
If you have already created the JCL stream, you are placed in ISPF/PDF Edit for that JCL data set.
For new JCL, a JCL skeleton is automatically created from data sets allocated to the task input/output table (TIOT)
of your TSO session. The TIOT contains all of the ddnames and data set concatenations available to your session.
Because of this, only you should use the JCL that you created to run a batch Auditor job. If someone else uses your
JCL, unpredictable results can occur. You can, however, submit the batch JCL with different Auditor scripts to produce
customized sets of reports.

4. Enter the data set name of the script of batch JCL that you want to work with. You can also enter the script data set
name that contains the Auditor options to execute.
Auditor places you in ISPF/PDF Edit for that JCL stream. See the online help for more information.

Modifying the Batch JCL

You can modify the JCL to conform to your site’s standards for JOB statements. Edit your batch JCL through the Batch
JCL Create/Change option or ISPF/PDF Edit. To edit the JCL, you must have write access to the data set that contains
the JCL. You are placed in ISPF/PDF Edit after you enter the data set name of the batch JCL.

The JCL contains detailed comments to indicate areas that might require your attention. If you are inexperienced with
JCL, a systems programmer familiar with TSO and ISPF/PDF at your site should review your batch JCL.

Select Batch Functions

ISPF/PDF and Auditor are online systems that select options interactively. In batch mode, no interactive option choice is
possible. Therefore, you must select the functions that you want Auditor to perform before executing the batch job. This
set of instructions is known as a script for the Auditor batch job.

You can create any number of scripts for different sets of review procedures. Each script can contain any number of
Auditor functions. Each script is stored in a data set that you select.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 4.
The Batch Facility menu is displayed.

3. Select option 2.
The Select Batch Functions screen is displayed.

4. Enter:
– A short description of the script for your own use to distinguish among the various scripts you create.
– The type of reporting you want.
– A data set name that contains the script.
You are placed in Batch Script Create mode and a warning message is displayed. While you are in this mode, you
are creating the script of the functions that you want Auditor to perform. Initially, you see the Auditor Primary Option
menu. Select any option just as you do during any online Auditor session. You can also use the JUMP function (=) to
tell Auditor what functions to perform. Auditor does not perform these options now, but records them in a script file that
is used later when you run the Auditor batch job. When a display requires input, enter the information just as you do for
online Auditor displays and it is stored for the function in the script.
Certain Auditor functions are not available in this mode. For example, you cannot access the Batch Job Facility menu
(0.4) or the JES2 Proclib Display option (4.2) while you are writing a script.
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5. After you select all of the options to include in your script, enter SCRIPT OFF.
Auditor returns to its normal operating mode and saves the script in your script file. You can also exit Auditor (=X) to
save the script.

WARNING
Do not attempt to edit the script data set from ISPF/PDF. The script can contain variable data that can consist of
hexadecimal data that is not displayable. Editing the script from ISPF/PDF can damage the script and can cause
your batch job to fail.

Submit Batch Job

Once you create a script and your batch JCL, you can execute the batch job. Certain sites have restrictions about job
submission (for example, your TSO logon ID must be authorized to submit jobs, and you need read or allocate access to
certain data sets), so you need to follow local procedures. Also, the Auditor DBASE1 data set might not be available to
you online while functions such as freezing files are accessing this data set from a batch mode.

As an experienced user, you can submit batch JCL while you are in ISPF/PDF Edit on the batch JCL data set using the
SUBMIT subcommand. Or, you can use the TSO SUBMIT command to execute your job without being in ISPF/PDF Edit.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 4.
The Batch Facility menu is displayed.

3. Select option 3.
The Submit Batch Job screen is displayed.

4. Enter a script name to run instead of the one specified as the EXAMSCRP ddname. This field does not change your
existing batch JCL, but it modifies the EXAMSCRP DD statement in the submitted JCL.

5. Specify a file that contains the batch JCL and also specify an optional script data set.

Running SMF in Batch

You can run batch SMF searches regularly by creating and then reusing the same JCL script without editing it. You might,
for example, want to run a batch SMF search overnight of the SMF records for the previous day. The report would be
ready for you the next morning.

To do this, you create your JCL in your usual manner. When you get to the SMF search display of your choice, you enter
symbolic date parameters in the date fields. You could enter &YDAY (today’s date minus one or yesterday) in the From:
Date field and leave the To: Date field blank (blank defaults to the current date). Submit your JCL in your usual manner.

You can use the same JCL script, without editing, for the next daily report because the blank date field always defaults to
the current date and the &YDAY symbolic always indicates the current date minus one or yesterday. You can run weekly
batch reports at the end of your week by inserting &WEEK in the From: Date field.

The &YDAY and &WEEK symbolic variables that are described above must be defined in the SYMBPARM member of the
central parameter file.

System Options
How to manage system options for Auditor is shown.

You can specify system options for the data sets you want to examine. You can select an option to change the prefix that
is used for certain system data sets or change the SMP/E CSI and zones to search.
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Select Data Set Prefix

The first time that you use Auditor, the system asks you to indicate the data set prefix that the data center uses for key z/
OS data sets. Auditor saves your response in your user profile. The Data Set Prefix function records the prefix that your
data center uses for the key z/OS system data sets. Typically, this prefix is SYS1, but some data centers use a different
prefix. You can change the prefix at any time during an Auditor session.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 5.
The Change User Profile Information menu is displayed.

3. Select option 1.
The Select Data Set Prefix screen is displayed.

4. Enter the high-level qualifier that you want Auditor to use to construct the data set names of the IMAGELIB and
NUCLEUS data sets.

SMP/E CSI Search

The SMP/E CSI Selection option searches for and lists all of the consolidated software inventories (CSIs) on the system.
This option selects the CSI to use in analyzing SMP/E. From the SMP/E CSI Selection screen, you can also limit your
processing to specific zones.

This process takes a considerable amount of time if your site has many cataloged data sets.

SMP/E uses the consolidated software inventory (CSI) to track and install changes to the operating system. The CSI is
a VSAM-keyed sequential data set, which is logically divided into zones. The three types of zones -- global, target, and
distribution -- contain control information that SMP/E uses to process and track the maintenance and installation of fixes
and products. Auditor compares the contents of the libraries that you select to the CSI. Typically, CSIs are separated into
major product groups.

1. Select option 0 from the Primary menu.
The Change User Profile Information menu is displayed.

2. Select option 5.
The Change User Profile Information menu is displayed.

3. Select option 2.
The SMP/E option is displayed.

4. Select the CSI that governs the product you are interested in, such as z/OS, CICS, or IMS.I

CSI Violations

If you interrupt the CSI search and ask the search to use the data sets gathered so far, Auditor displays a panel. The
panel asks whether to save the new, but possibly less complete, list. Regardless of whether you save the new data set list
in DBASE2, you can still use the partial list now to make a CSI selection to use during this session.

An example of the CSI list display follows. To select one of these CSIs, enter S (Select) next to it.

  <AUD> Auditing - SMP/E GLOBAL CSI LIST  -------- Row 1 of 12

  Currently using ***  NO CURRENT CSI  ***

  Enter S next to the CSI NAME to Select it, B to Browse, or F to Freeze.

  CSI NAME                                     CSI INFORMATION

- -------------------------------------------  --------------------------------

  ACF2IMS.INSTALL.IMS.R810.CSI                 SMP/E CSI

  SMPEV.DB2220.CSI                             CSI not cataloged to mastercat
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  SMPEV.DB2230.CSI                             CSI not cataloged to mastercat

  TEST.BETA210.SMPCSI.CSI                      CSI not cataloged to mastercat

  TEST.KO52SP02.SMPCSI.CSI                     CSI not cataloged to mastercat

  TEST.KO53BETA.SMPCSI.CSI                     CSI not cataloged to mastercat

  TEST.KO53BT02.SMPCSI.CSI                     CSI not cataloged to mastercat

  TEST.KO53BT03.SMPCSI.CSI                     CSI not cataloged to mastercat

  TEST.KO53BT12.SMPCSI.CSI                     CSI not cataloged to mastercat

  TEST.KO53BT13.SMPCSI.CSI                     CSI not cataloged to mastercat

  TEST.TESTGA.SMPCSI.CSI                       CSI not cataloged to mastercat

  TEST.V5L3GA.SMPCSI.CSI                       CSI not cataloged to mastercat

******************************* BOTTOM OF DATA ********************************

For more information about these fields, see the online help. By default, Auditor includes all zones in its processing unless
you limit the processing to a particular zone or group of zones. Auditor shows you the zones that this CSI contains on the
SMP/E Zone Selection display.

If you do not have access to the CSIs through your access security software, you can get numerous violations. Auditor
survives the violations unless the access security software cancels the TSO session.

When you use the SMP/E analysis functions or run option 2.3.1 or run option 0.5.2, you are prompted for a CSI. A pop-
up window is displayed. You can use the current list of CSIs or you can ask Auditor to create a new list of CSIs from the
system catalogs. You can then select the CSI to process.

If no CSI list exists in the Auditor database, Auditor begins the CSI search. A prompt is not shown.

SMP/E Zone Selection

The SMP/E consolidated software inventory (CSI) is logically divided into the zones:

Global
Defines all other zones and describes the system modifications (SYSMODs) in the CSI and the system utilities
that are invoked during SMP/E processing. The DD definitions that are needed for dynamic allocation of data sets
are also contained.

Target
Defines the target system libraries.

Distribution
Defines the distribution libraries.

Use this procedure to change Auditor SMP/E processing to a particular zone or group of zones:

1. From the SMP/E Zone Selection screen, select the zones whose statuses are to change.
2. Enter S (Select) next to a zone changes the entry in the IN USE column from NO to YES or from YES to NO.
3. Press Enter.

The selections are displayed but they are not saved to the database.
4. Press F3 (End).

The selections are saved and become active. Auditor uses the zones that you selected as the default whenever you
perform an SMP/E analysis function.

Baseline Options
The baseline analysis feature can automatically perform a subset of the Auditor functions.

This feature requires:
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• A data set for the JCL procedures and other related files
• A baseline analysis policy file to the long-running EXAMMON address space by means of its POLICY file

1. From the Primary menu, select option 0.
The Change User Profile information menu is displayed.

2. Select option 6.
The Baseline JCL create menu is displayed.

3. Select the JCL EDIT function.
A simple execution JCL skeleton is created.

4. Customize the JOB statement to meet your installations requirements. Specify the desired data set that will contain the
JCL skeleton.

5. Save the JCL.
6. Select the Procedure Create function.

Three other members are created into the data set you specified:
EXAMBASE

JCL procedure
The data sets defined reflect those allocated to your TSO session task input/output table (TIOT)
allocations. The created JCL procedure is subject to the same restrictions as the generated batch JCL
streams. It should only be used with the TSO userid under which it was created.

SYSIN and SYSTSIN These members are needed by EXAMBASE. Do not edit these members.
7. (Optional) You can customize the generated EXAMBASE procedure. Normally, customization is not needed.
8. (Optional) Save the procedure.

You can modify the generated JCL skeleton at any time.

Summary of Changes
To see a summary of the changes included in the current release, select the Changes option (0.C). Select an option to
display additional details.

NOTE

The release notes content describes release changes in detail, as well.

Primary Menu
After you complete the first use overview, the Primary menu is displayed.

To select an option:

• Enter the number of the option on the Option line.
• Entering an equal sign (=) followed by the number of the function. For example, for Installation Choices, enter =3.
• Ask for the function on the command line. For example:

– Show me the SMF options
– I want to compare files
– Give me program information
– Display the system proclibs
– Show me APF-authorized TSO commands

Primary Commands
This article explains the primary commands that you use with this product.

Primary commands are entered on the command line at the top of an Auditor display. Use these commands to control
displays and the online documentation:
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BASELINE
Use this command to examine the system to verify compliance with procedures and controls and then store the
configuration in a VSAM-based history file.

END
(Standard ISPF command or function key) Exits the display you are in.

EVENTS ON|OFF
Use this parameter to turn the generation of Audit events on or off. Events are generated for certain Auditor
functions and sent to Audit to notify security administrators of audit worthy events. Before you can issue Audit
events, your site must enable them. Depending on how Auditor is configured, your security system might need to
authorize you to issue events.

INTRO ON|OFF
Turns the introductory displays on or off.

LOCATE
Locates information on the displays.

OVERVIEW ON|OFF
Displays the functional overview panels for functions in Auditor.

QUIT
Ends the current display and cancels any line commands that have not executed yet.

RESET
Cancels line commands that you entered on a panel but have not entered yet.

SORT
Sorts information on the displays.

TRAP ON|OFF
Turns the generation of SNMP traps on or off. These traps are generated for certain Auditor functions. They are
sent to a Unicenter workstation to notify security administrators of audit worthy events. Before you can issue
SNMP traps, your site must enable them. Depending on how Auditor is configured, your security system might
need to authorize you to issue traps.

SORT Command -- Change Order

Use the SORT command to sort information in ascending or descending order.

This command has the following format:

SORT column1-ID order column2 -- ID order

column1 -ID and column2-ID
The abbreviations that Auditor uses for the columns that you want to sort on.

order
Can be:
A

(Default) Sorts the column in ascending order.
D

Sorts the column in descending order.
Finding an Abbreviation

for a Column
To use the Auditor SORT command, specify the column name or abbreviation to sort the column that you
want.
The abbreviations that Auditor uses for columns are usually shortened versions of the column name. If you
enter an invalid sort field, Auditor lists the valid fields that you can specify. Enter SORT ? on the command
line to find the acceptable abbreviations.
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Column Sorting You can sort the display in the order that you require. For most columns, you can sort in ascending or
descending order. For columns that contain numbers, sorting in ascending order arranges data from zero
to the largest number included on the display. For columns that contain alphabetic information, sorting in
ascending order arranges information from A to Z. In the same way, Auditor sorts columns in descending
order from the largest number to the smallest in numeric columns and from Z to A in alphabetic columns.

Multiple Column Sorting The SORT command can sort multiple columns. Enter the abbreviation for the primary column that you
want to sort first and the secondary column later in order of precedence. This two-column sort refines your
search for specific information on Auditor screens.

LOCATE Command -- Move to Top

Use the LOCATE command to move your information to the top of the display.

The LOCATE command is useful for isolating the audit issues that are worthy of review. On displays where Auditor
recommends entries for review, such as the Library Analysis Selection, you can enter SORT REVIEW followed by
LOCATE * to find all entries that Auditor recommends for your review. If you enter LOCATE without a character string,
Auditor asks you to specify what you want to locate.

This command has the following format:

LOCATE charstring

charstring
Specifies the value of the field you want to locate. If you sorted the display, Auditor searches the first or primary
column specified for the sort.
Default: The primary column that the display is sorted on.

Example: LOCATE command

This example searches the MEMBERS column for entries of 500 or more.

SORT MEMBERS A DUPLICATES A followed by LOCATE 500

SORT and LOCATE Together

Use the SORT and LOCATE commands together to see specific ranges of information.

Example: SORT and LOCATE commands

This is a sample of the Find Duplicate APF Programs display:

-- <AUD> - FIND DUPLICATE APF PROGRAMS -- Row 39 to 50 of 132

 These are the 131 APF libraries accessed of the 244 defined.

  86 were not accessible and  27 were duplicates.

 Enter S beside LIBRARY NAME for duplicate member list, B to Browse,

 or F to Freeze.

   LIBRARY NAME                                  VOLSER  MEMBERS  DUPLICATES

-  --------------------------------------------  ------  -------  ----------

   ISF.SISFLOAD                                  MVZ14A        38          0

   ISF.SISFLPA                                   MVZ14A         2          2

   ISP.SISPLOAD                                  MVZ14A       292          0

   ISP.SISPLPA                                   MVZ14A       184        184

   MQM.SCSQANLE                                  MVZ14A        32          0

   MQM.SCSQAUTH                                  MVZ14A     3,029          0

   MQM.SCSQLINK                                  MVZ14A         2          0

   MQM.SCSQLOAD                                  MVZ14A        70          0
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   MQM.SCSQSNLE                                  MVZ14A         2          0

   SYS1.CMDLIB                                   MVZ14A       295         14

   SYS1.CSSLIB                                   MVZ14A       618        618

   SYS1.DGTLLIB                                  MVZ14A       568          0

COMMAND ===>                                                  SCROLL ===> CSR

 

To list the data sets in order of the number of duplicates that each contains, enter SORT DUPLICATES A on the command
line. Auditor displays the information sorted by the number of duplicate entries in each library:

------- <AUD> - FIND DUPLICATE APF PROGRAMS -- Row 24 to 35 of 132

 These are the 131 APF libraries accessed of the 244 defined.

  86 were not accessible and  27 were duplicates.

 Enter S beside LIBRARY NAME for duplicate member list, B to Browse,

 or F to Freeze.

   LIBRARY NAME                                  VOLSER  MEMBERS  DUPLICATES

-  --------------------------------------------  ------  -------  ----------

   SYS1.SHASMIG                                  MVZ14A       184          0

   SYS1.SHASLINK                                 MVZ14A        35          0

   MQM.SCSQLOAD                                  MVZ14A        70          0

   MQM.SCSQAUTH                                  MVZ14A     3,029          0

   MQM.SCSQANLE                                  MVZ14A        32          0

   MQM.SCSQSNLE                                  MVZ14A         2          0

   MQM.SCSQLINK                                  MVZ14A         2          0

   ISP.SISPLOAD                                  MVZ14A       292          0

   ISF.SISFLOAD                                  MVZ14A        38          0

   GIM.SGIMLMD0                                  MVZ14A        43          0

   EUVF.SEUVFLPA                                 MVZ14A         2          0

   CICSSYS.CTS230.PROD.SDFHAUTH                  CICS04        18          1

COMMAND ===>                                                  SCROLL ===> CSR

 

To review only APF libraries with more than 500 duplicates, enter LOCATE 500 on the command line. Because you sorted
the display on the Number of Duplicates column, Auditor searches that column for the entries in that column that are equal
to or greater than 500, as shown in this sample:

------- <AUD> - FIND DUPLICATE APF PROGRAMS  Row 120 to 125 of 132

 These are the 131 APF libraries accessed of the 244 defined.

  86 were not accessible and  27 were duplicates.

 Enter S beside LIBRARY NAME for duplicate member list, B to Browse,

 or F to Freeze.

   LIBRARY NAME                                  VOLSER  MEMBERS  DUPLICATES

-  --------------------------------------------  ------  -------  ----------

   CEE.SCEERUN                                   MVZ14A     5,429        559

   CEE.SCEELKED                                  MVZ14A     8,373        581

   SYS1.CSSLIB                                   MVZ14A       618        618
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   SYS2.CA90S.CAILIB                             MVZ14A       710        707

   SYS2.SYSV77.LOADLIBA                          MVZ14A     1,246      1,147

   SYS1.LPALIB                                   MVZ14A     1,641      1,641

COMMAND ===>                                                  SCROLL ===> CSR

 

Line Commands
This article explains the line commands that you use with this product.

Line commands are entered next to a selection row on an Auditor table display. The commands you can use for each
panel are listed at the top of the panel. The Auditor line commands are:

A (Access)
Display security entitlement information for specific data sets listed in an Auditor results table.

B (Browse)
Browse information from Auditor displays.

D (Description)
Add information to save about entries on the panels:

• Operator Console Display
• APF-Authorized TSO Table Entries
• Subsystem Display
• User I/O Appendage Analysis
• z/OS System Exit Display
• IBM SVC Analysis

F (Freeze)
Freeze programs and files.

H (History)
Display change history for a program or file in the freezer database. Available in the FREEZE and QUERY freezer
options.

I (Information)
Display additional information about entries on the Program Properties Table Analysis panel.

L (Log)
Display change log for a file or program or file in the freezer database. Available in the FREEZE and QUERY
freezer options.

S (Select)
Perform additional analysis tailored to a particular function.

If you enter an invalid line command next to an entry, Auditor prompts you to enter a valid line command. You can enter
the valid line command from window. You do not have to return to the main display and over type the incorrect command.

If the table contains too many rows to display on the screen, using the forward or backward commands (F8 and F7) does
not execute line commands you already entered. After you scroll through the display and specify all of your requests,
press Enter and all of the line commands you entered on the display execute in sequence.

ACCESS Command -- Access Information

Use the ACCESS command to query the ESM for security entitlement information on data set members listed in an
Auditor results table.
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Enter A next to the selection that you want information on.

BROWSE Command -- Display Information

Use the BROWSE command to display information such as data set members and storage-resident routines directly from
the display that identifies them.

Enter B next to the selection that you want to browse.

To review data set members enter B next to a member. Auditor calls the ISPF/PDF Browse function.

Press END (usually F3) to return to the previous screen.

SELECT Command -- Additional Analysis

Use the select command S (Select) line command to perform additional analysis specific to the Auditor display you issue
the command from. The examples in this section show you some of the different functions the S line command performs.

When you enter S (Select) next to an entry on the Find Duplicate APF Programs display, Auditor searches the APF
libraries and LPA for members with the same name.

 ------ <AUD> - FIND DUPLICATE APF PROGRAMS --------- Row 1 of 186

 

 These are the 185 APF libraries accessed of the 528 defined.

 319 were not accessible and  24 were duplicates.

 Enter S beside LIBRARY NAME for duplicate member list, B to Browse,

 or F to Freeze.

   LIBRARY NAME                                  VOLSER  MEMBERS  DUPLICATES

-  --------------------------------------------  ------  -------  ----------

     --LPA--                                      N/A       2,748      2,687

   ACF2IMS.R710.MATRIXA                          ACF001         2          2

   ACF2IMS.R710.MATRIXB                          ACF001         2          2

   ACF2IMS.R710.MODBLKSA                         ACF001         5          5

   ACF2IMS.R710.MODBLKSB                         ACF001         5          5

   ACF2IMS.R710.SDFSRESL                         SCAC16     1,319          8

   ACF2IMS.R810.MATRIXA                          ACF001         6          6

   ACF2IMS.R810.MATRIXB                          ACF001         6          6

   ACF2IMS.R810.MODBLKSA                         ACF001         4          4

   ACF2IMS.R810.MODBLKSB                         ACF001         4          4

   ASMA.SASMMOD1                                 MVZ14I        24          1

   CA90SMVS.SMPSP03.CAILIB                       CA90S5       691        691

COMMAND ===>                                                  SCROLL ===> PAGE

 

When Auditor completes its search of APF libraries and LPA, it shows you all duplicate modules on the List Duplicate APF
Programs display. This display shows you all libraries that contain identically named programs.

- <AUD> Auditing-LIST DUPLICATE APF PROGRAMS  -  Row 1 to 13 of 146

COMMAND ===>                                                  SCROLL ===> CSR  

                                                                               

     There were     4043 duplicate modules found in                            

     library QA.PROD.LINKLIB                                                   

                                                                               

     Enter B beside MEMBER to Browse, F to Freeze.                             
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      MEMBER    SIZE   VOLSER                      LIBRARY                     

   - --------  ------  ------  --------------------------------------------    

     $CCFB100  00D748  MVSPP3  QA.TEST.LINKLIB                                 

               00D748  MVSPP6  QA.PROD.LINKLIB                                 

               00D748  MVSPP9  QA.PROD.M9109.LINKLIB                           

               00D748  MVX61A  SYS2.CAPROD.LINKLIB                             

     $CCFB101  00CE60  MVSPP3  QA.TEST.LINKLIB                                 

               00CE60  MVSPP6  QA.PROD.LINKLIB                                 

               00CE60  MVSPP9  QA.PROD.M9109.LINKLIB                           

               00CE60  MVX61A  SYS2.CAPROD.LINKLIB                             

     $CCFB102  011B68  MVSPP3  QA.TEST.LINKLIB                                 

               011B68  MVSPP6  QA.PROD.LINKLIB                                 

 

On some Auditor displays, the S line command performs the same function as the B (Browse) command, as in the
following example.

--- <AUD> Auditing - PARMLIB MEMBER STATUS  --  Row 1 to 13 of 146 

COMMAND ===>                                                  SCROLL ===> PAGE 

                                                                               

There are     146 members in SYS1.PARMLIB                                      

                          on SYSCAT                                            

                                                                               

To Browse, enter S or B next to MEMBER name. To Freeze, enter F.               

                                                                               

   PARMLIB   CURRENT   CHANGE                     MEMBER                       

   MEMBER    STATUS    DETECTED                   DESCRIPTION                  

- --------  ---------  ---------  ---------------------------------------------

  $$$COIBM  Unchanged   4 NOV 01  IBM Copyright notice                         

  $$ISPF    Unchanged   6 JUL 03  UNRECOGNIZED MEMBER                          

s $$ISPFT   Unchanged  19 MAR 03  UNRECOGNIZED MEMBER                          

  $$START   Unchanged  26 APR 02  UNRECOGNIZED MEMBER                          

  ADYSET00  Unchanged   4 NOV 01  Dump suppression criteria                    

  ADYSET01  Unchanged   4 NOV 01  Dump suppression criteria                    

  ADYSET02  Unchanged   4 NOV 01  Dump suppression criteria                    

  BBXJOBS   Unchanged   4 NOV 06  UNRECOGNIZED MEMBER                          

  BLSCECT   Unchanged  15 NOV 02  IPCS / AMDPRDMP data formatting exits        

  BLSCUSER  Unchanged  22 NOV 02  UNRECOGNIZED MEMBER                          

  CLOCK00   Unchanged   4 NOV 01  TOD operator prompting and GMT offset        

  CLOCK01   Unchanged  11 NOV 01  TOD operator prompting and GMT offset        

 

When you press Enter after entering S next to an entry, Auditor calls the ISPF/PDF browse function. You can then review
the contents of $$ISPFT.

BROWSE - SYS1.PARMLIB($$ISPFT) -- VOL(SYSCAT) ------ LINE 00000044 COL 001 080

COMMAND ===>                                                  SCROLL ===> PAGE

  CONTROL LIST CONLIST SYMLIST

/*

/* SET ISPF SESSION PARAMETERS

/*

WRITE

WRITE * ALLOCATIONS FOR ISPF VERSION &ISPFVER. IN PROGRESS *
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/*

/* PROCESS LIBRARY CONCATENATIONS

/*

CONTROL NOMSG

FREE FILE(ISPLLIB,ISPMLIB,ISPPLIB,ISPSLIB,ISPTLIB)

FREE FILE(ISPPROF,ISPTABL)

FREE FILE(SYSPROC,SYSHELP)

FREE FILE(STARFILE,BETAFILE,BSB10U2,DBASE1,DBASE2,TMC,AUDIT)

FREE ALL

IF &TRACE. NE  THEN +

CONTROL MSG

IF &ISPFVER. = 3 THEN DO

  SET &PVRSN. = &STR(ISP.V3R1M0)

  SET &RVRSN. = &STR(ISR.V3R1M0)

  SET &SPFLB. =

        

FREEZE Command -- Freeze Programs and Files

Use the FREEZE (F) command to take a snapshot of a program or file.

You can also use the program freezer and file freezer options. This process is part of the Auditor Freezer function. When
you freeze a program, Auditor marks the program or file with a unique digital signature. This digital signature lets Auditor
compare the current version of the program or file with previous versions. Auditor stores these digital signatures with
other information about the program or file in the freezer database. Using the results of freezer processing, you can track
changes to a program or file.

When you freeze a program or file, Auditor initiates freezer processing. It displays the results of this processing in
several different formats. One of these formats is the change summary. The change summary is an outline of important
information about the program or file. For example, the change summary can tell you when the program or file was last
changed and how many times it was frozen since that date.

Based on the information in the change summary, you can then request more detailed information about changes to the
program or file. A detailed list of up to 10 changes to a program or file is contained in the change log. The change log
contains such valuable information as:

• When the program or file was frozen
• How many times the program or file was frozen
• Who froze the program or file
• What Auditor found when it froze the program or file

The kind of information that Auditor includes in the change log depends on the type of program or file that you freeze. For
example, if you are tracking changes to a library, the change log shows you the number of members in the library. If you
are tracking changes to a program, the change log shows you the size of the module. Auditor tailors the display to show
you the kind of information that you should be concerned about.

You can use the F (Freeze) line command on most Auditor table displays. Enter F next to an entry to begin freezer
processing.

DESCRIPTION Command -- Add User Descriptions

Use the DESCRIPTION (D) command to enter descriptions for entries that Auditor shows you. Panels that enter user
descriptions list the D line command at the top of the screen.

When you enter D next to the entry, the Update Console Description pop-up screen is displayed.

Enter a description of the entry. Auditor saves the description for your future use.
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Viewing Change Information

The Freeze and Query options view detailed information on Auditor’s findings with the Browse, Change History, and
Change Log panels. The Browse function, lets you look at a program while you are in Auditor. The Change History and
Change Log show you information such as when freezes were done, who froze the program, and whether Auditor found
changes.

HISTORY Command -- View Change History

Use the HISTORY (H) command next to a program or data set member listed on the Program Refreeze Report panel or
the Program Freezer Database panel to see the program’s change history.

The change history summarizes up to ten freezes to the program by comparing the current version of the program to the
previous versions. Auditor tells you whether a change occurred between freezes.

Auditor tailors the information on the change history to the kind of program you are reviewing, whether it is a source
program, load module, library, or stored program. For example, if the program is a library, Auditor shows you the Library
Change History panel.

The Change Log

The change log stores information about up to ten changes made to a program. Freezes that showed no changes are not
listed on this panel. Enter L next to the program name on the Program Refreeze Report panel or the Program Freezer
Database panel.

Character Masking
Use masking to search for a series of items, such as files or programs that have some characters in their names in
common.

Use an asterisk (*) to represent a single character that is not a blank or a null. You can use an asterisk in any position in a
name. Use a dash ( - ) to represent an unlimited series of characters. You can enter a dash by itself to represent all items
in the category or you can use it in an item name.

 Example: asterisk masking 

If you enter ABC*EF, Auditor displays:

• ABCDEF
• ABC1EF
• ABCQEF
• ABC$EF

 Example: dash masking 

• ABCDEF
• ABCC2EF
• ABC.F23.EF
• ABCEF
• ABC#.EF
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Maskable Fields

You can use masking in the following types of fields.

 Field Type  Maximum Length  Example 
Volume serial name 6 WORK0* or WORK - 
Program or member name 10 *MASPZAP or - ZAP
Job name 8 AP12345* or AP12 - 
DDname 8 IEFRDE* or - RDER
DSname 46 including quotes AUD.WORK0* or AUD. - 
Parm 256 (DECK,LIST,’LINCNT=8*’) or (DECK, - )
Unit 8 SYSD* or - DA
File name 46 including quotes ‘DOC.WORK.TEST*’ or ‘DOC. - . - ’

In the previous table, dsname and file name are the same. Enclose them in quotation marks unless you want your TSO
user ID prefixed to the front of the file name. For example, if your user ID is USERABC and you enter SYS1.LINKLIB,
Auditor assumes you mean the file named USERABC.SYS1.LINKLIB. Enter “SYS1.LINKLIB” in quotation marks to ensure
that you indicate the correct data set.

Auditor accepts 44 characters for a data set name, plus 2 more for the quotes, totaling 46 characters. Program or member
names in Panvalet can be up to 10 characters. For PDSs, PDS/Es, or Librarian programs or members, the maximum is
eight characters.

Product Integration

Common Components and Services and Auditor

Auditor is an important part of the Common Components and Services for z/OS strategy and incorporates the principles
of Common Components and Services for z/OS. For example, Auditor provides a user-friendly interface between the
auditor or data center personnel and the complex z/OS environment. Further, Auditor gives you simple explanations
of complicated concepts. As such, Auditor is both an audit tool and a training tool. And because Auditor is designed to
provide an independent view of the z/OS operating system, it does not affect system performance in any way.

Auditor offers a unique contribution of its own to Common Components and Services for z/OS through CAIPVI. CAIPVI is
a Common Components and Services for z/OS component that provides a means for applications to identify themselves
and return important audit information to Auditor. A complete description of CAIPVI is contained in the next section.

CAIPVI

The Broadcom Product Validation Interface (CAIPVI) is the major contribution Auditor makes to Common Components
and Services for z/OS. CAIPVI provides an installation verification service for Broadcom and other vendor software to
ensure that these products are correctly installed and to verify runtime integrity.

While CAIPVI was originally developed for use with Broadcom software, this technology can verify the integrity of any
product. This capability is possible through the use of an encrypted Broadcom Product Description Module (CAIPDM)
which is shipped with the vendor-supplied product. Once installed, CAIPVI uses the information described in the Product
Description Module to verify that the product is correctly installed and running properly.

Currently, CAIPVI supports user SVCs and system exits, both of which are common points where software integrity can
be compromised. CAIPVI also recognizes product interfaces in other areas such as I/O appendages, PPT, TSO APF
commands, subsystems, and SMF records. Because CAIPVI completes audit information by recognizing valid software
and software intercepts, fewer entries require time-consuming review.
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Management Information
You can perform several steps to review a z/OS system. Use the forms in the System Review Checklist to plan your
review. You are in the best position to evaluate the situation at the data center you are reviewing. Therefore, do not
hesitate to tailor our suggestions to fit your circumstances.

Once you plan the review, receive the completed Computer System Profile forms, and check the data center’s
documentation and procedure manuals, you are ready to use Auditor to analyze the computer system as it actually
functions. The efficiency of every computer system depends on factors such as the type of computer used, its hardware
configuration, and the types of software running on the system. The Management Information Options provide an overall
view of the computer system.

This section explains the concerns that you should keep in mind while using the Auditor Management Information Options.
The following topics are explained:

• Hardware and z/OS operating system software
• Hardware errors and error rates
• Operator console locations, capabilities, and vulnerabilities
• Role of the system management facility (SMF)

System Overview Display
This article explains how to use the system overview display.

The System Overview Display (1.1) provides basic, high-level information about the computer system that you are
reviewing. This display shows:

• The type of central processing unit (CPU)
• The CPUs serial number
• The date and time of the last initial program load (IPL)
• The release of z/OS in use
• The amount of common service area (CSA) in use.

The System Overview Display contains the CPU type and serial numbers. Some plug-compatible manufacturer (PCM)
vendors (Amdahl, for example) present their own model numbers. Others appear as an equivalent IBM processor. If a
CPU model (such as 2064) is available, Auditor displays it, letting you further verify your billing information. Auditor also
recognizes whether your z/OS system is running as a guest under VM.

Auditor also displays the six-digit serial numbers of each processor in your system. The processor serial numbers can be
useful in verifying billing information.

The release of the z/OS operating system that is shown should be reasonably current. Reasonably current usually means
that the release is four to six months behind the most recent release.  Waiting to install the latest operating system release
allows you to avoid any major problems in that release. On the other hand, it is not wise to be too far behind the current
release. Staying reasonably current reduces the exposure to system problems and positions the data center to benefit
from hardware improvements.

Unscheduled IPLs can indicate serious system problems. And monitoring both CSA and private area sizes and use
can be helpful in performance tuning. As the CSA area increases in size, the private area correspondingly decreases.
A decrease in the private area usually presents no major problems. The decrease can have an impact on certain
applications with specific private area storage requirements, particularly for the below-the-line storage.

The z/Architecture indicator identifies whether the current operating system is running in ESA/390 mode, or 31-
bit addressing, or whether it is running in z/Architecture mode (64-bit addressing). Normally the current operating
system should have no affect whatsoever on any application or system functions. There may be certain advanced
functions of program products or applications which may depend on z/Architecture mode.
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Obtain a System Overview

1. Select option 1 from the Primary menu.
The Management Information menu is displayed.

2. Select option 1.
The z/OS System Overview displays the operating system release number that the data center is using. Also
displayed are:
– The time and date of the last IPL
– The amount of CSA in use
– Information relating to how the current IPL was performed
– The available size of the private area
– The JES2 node name (if defined)
– The current z/Architecture level set indicator is also shown.

Job Entry Subsystem

Besides verifying the current version of z/OS in use on the computer, the Auditor System Overview Display also identifies
the job entry subsystem (JES) used and the date and time of the latest IPL. Data centers can use JES2 or JES3. Each of
these job entry subsystems performs basically the same functions in a z/OS system. Both JES2 and JES3 manage jobs
from the moment that they are read into the system until the job output is purged.

In an environment with more than one processor, JES2 functions differently. Each JES2 processor is independent of
the others, even though they can share common spool files. JES3, on the other hand, introduces centralized control
over all its processors, selecting work from a common job queue. A steady flow of enhancements in the last few years
has reduced the major differences between the two systems. If the data center is satisfied with the performance of
the JES version that is in use, switching versions is not necessary. See Job Information for more information about job
entry subsystems.

Options and Parameters

When you identify the version of JES in use, check the z/OS options and parameters. Most options and parameters are
stored in members of the system parameter library, or logical Parmlib. References in documentation to SYS1.PARMLIB
usually refers to the logical Parmlib. The logical Parmlib can be one or more parameter library data sets concatenated
together to form a single library. For instance, the SMF options are stored in the SMFPRMxx member of parmlib, where
xx is a two-character ID chosen by the data center. One of the options that can be included in the SMFPRMxx member
is whether to include a system management facilities (SMF) ID in each SMF record. You can find this information on the
Auditor System Overview Display.

Placing an SMF ID in each SMF record lets the data center trace SMF records back to the system they were recorded on.
System identification is useful in a multiple system environment. Without system identification, it is difficult to trace SMF
records back to the system where they were created.

SYSGEN and IOGEN

Although these terms refer to obsolete operating system functions, you may still hear them referenced from time to time.
SYSGEN and IOGEN referred to the process whereby system options and parameters are chosen, followed by the
regeneration of the operating system with the modified options. IOGEN was basically a subset of the SYSGEN process in
that it was used to modify the system I/O configuration, perhaps to add or delete devices.

IOCP and HCD

Today, the SYSGEN process has largely been replaced by the addition of other logical Parmlib members. These members
control the initialization and operation of the system. The IOGEN process was replaced, first by a facility called Input/
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Output Configuration Program (IOCP). IOCP was then replaced by a newer facility called Hardware Configuration
Definition (HCD).

Both IOCP and HCD support dynamic changes to defined hardware devices. These changes allow other hardware
devices to be dynamically added, subject to certain limitations.

While the specific details of IOCP and HCD are not covered by Auditor, you should nevertheless be aware of these
facilities and their use at your site. The internal change control procedures in place to record changes to these
configuration definitions are also important to know.

Initial Program Load

Once a system is installed, it is necessary to start the z/OS operating system through a procedure called an IPL. IPLs
should be scheduled and performed only when necessary. If scheduled IPLs for maintenance activities or changes to
the system parameters are performed once or twice per week, particularly during off hours, the impact to the system
productivity should be minimal. On the other hand, unscheduled IPLs usually indicate system problems. While z/OS
provides the capability to dynamically refresh system options after IPL, there are certain changes that can be introduced
only with an IPL. Some changes can only be introduced with a cold start IPL (CLPA). An example of the latter might be an
IPL to recreate the link pack area (LPA).

Remember, each IPL carries some risk that z/OS parameters can be changed or that something can be incorporated
into the operating system that introduces a security or integrity problem. Unless OPI=NO is specified in the IEASYSxx
members of the logical Parmlib, the computer operator can alter z/OS parameters at IPL. Alternate general logical
Parmlib members can be specified in response to the prompt ENTER SYSTEM PARAMETERS. Specifying OPI=NO can
reduce the ability of the operator to alter z/OS parameters, but it can also limit the ability of the operator to recover from
parameter problems. You can determine if the OPI parameter is used by reviewing the Parmlib IPL Map Display (2.1.1)
and by browsing the IEASYSxx logical Parmlib members.

Because any IPL presents the chance to modify the operating system, each IPL should be documented in the shift log of
the operator. To ensure that the reason for each IPL is documented, the SMF option IPL=PROMPT should be included
in the SMFPRMxx members of parmlib. Operations and technical support should then review the reason for each IPL to
verify that no unauthorized changes occurred.

The date and time that is entered at IPL are critical, and it is necessary to ensure they are correct. If not, it is possible
that the data center’s security system could be circumvented, a tape management system or scheduling job can produce
undesirable results, or system journals could become damaged. You can verify the date and time of the last system IPL.
The first line of the System Overview Display (1.1) identifies the current running date and time, which should be checked
against a calendar and a reliable clock.

Also of importance when discussing IPLs are the following items:

• Address and volume of the system residence (SYSRES) volume that is used to supply the operating system.
• Address and volume of the DASD unit containing the Input/Output Definition File (IODF) produced by the HCD

process.
• The contents of the eight-character LOADPARM value that is specified at IPL from the SYSCTL hardware frame or

from the IPL command if a z/VM Virtual Machine is used.
• All operator-supplied data, responses to prompts, and so on, during the IPL process.

The SYSRES volume should be tightly controlled to protect against any undesired modification. Installation procedure
should dictate which DASD volume is to be used to perform the IPL. The actual IPL should not deviate from that
procedure unless the reason is approved by management and is sufficiently documented.

Similarly, the IODF volume and in particular the IODF data set should be tightly controlled to protect against an undesired
modification. Again, installation procedure should dictate which DASD volume is to be specified at IPL. The actual address
that is specified at IPL should not deviate from that procedure unless the reason is approved by management and is
sufficiently documented. The IODF address is specified as part of the eight-character LOADPARM value that is supplied
by the computer operator when performing the actual IPL.
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The eight-character LOADPARM value contains two major items of interest, the address of the IODF volume and the two-
character suffix of the LOAD member to be used during IPL initialization processing. The LOAD member contains critical
information which can specify the master catalog, initial IEASYSxx member value, the logical Parmlib data sets, and more.
The LOAD member is obtained by first searching through the SYS0.IPLPARM through SYS9.IPLPARM data sets on the
IODF volume, and then through the SYS1.PARMLIB data set residing first on the IODF volume, then on the SYSRES
volume.

The operator-supplied data that is specified during IPL is also significant because the operator can specify numerous
overrides which can affect how the system is IPL’d. Among other things, the operator can override the default master
scheduler JCL (MSTJCLxx) member which might in turn be able to supply overrides for critical system libraries such as
the procedure library (IEFPDSI), the logical Parmlib library (IEFPARM) and others.

A valuable tool to use during an IPL review is the console log. The console log indicates which, if any, logical Parmlib
members were used to tailor the system. Keep in mind, however, that certain information, such as the alternate general
member entered at IPL, can be prevented from printing with the Message Processing Facility (MPF). If possible, always
use a printout of the disk version of the console log.

Tuning Specifications

Not only does an IPL present an opportunity to change the system parameters, it can also provide an opportunity to alter
z/OS tuning specifications. For example, the virtual memory that each job or TSO user uses is called an address space. z/
OS shares an area of virtual storage across all address spaces called common service area or CSA. When we speak of
CSA, we actually are referring to the below-the-16MB line CSA and the above-the-16 MB line extended common system
area (ECSA). Auditor reports on the use of CSA and ECSA on the System Overview Display. Although CSA permits
sharing information between address spaces, it reduces the size of what is called the private area, a major component of
each individual address space.

The System Overview Display also reports on the size of the private area, both in terms of below-the-16MB line private
area storage and above-the-16MB line private area storage. If the CSA size is too large, there is less space for the
individual address spaces. Inadequate space for address spaces can cause increased paging and poor response
time. Therefore, the technical support staff must choose an optimum CSA size. All z/OS systems require at least some
performance tuning. Use a performance and tuning software tool such as the IBM resource management facility (RMF).

Find Hardware Information Display
The Find Hardware Information Display (1.2) provides critical information about the hardware that is used on the system.
The type and number of I/O devices are good indicators for the processing capabilities of the system.

The Find Hardware Information Display identifies I/O devices by IBM generic model numbers. Remember this when
reviewing billing documents. Plug compatible manufacturers (PCMs) sell IBM-equivalent disk drives. Although the Find
Hardware Information Display can show 3390s, the actual equipment can be a version of a 3390 from another vendor.

Each I/O device is represented in z/OS by a unique unit control block (UCB). The systems programmer uses the
Hardware Configuration Definition (HCD) facility to customize the exact devices that are to be used by the system. The
output of the HCD process is a data set called the Input/Output Definition File, or IODF. While the IODF is initially specified
at IPL time, it is possible to refresh the IODF definitions while the system is running. Thus, you may find that Auditor
displays more UCBs than actual devices.

On the Find Hardware Information Display, you can see the UCBs for all potential hardware that is installed on the system.
The UCB ADDR and DEVICE STATUS fields of the display contain hardware information. If the DEVICE STATUS field
shows that a device is offline, the device may not physically exist. However, the only sure method is to perform a physical
inventory of the data center.
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Find Hardware Information

As data centers grow in size, it becomes difficult to track all the equipment that the system uses. The Find Hardware
Information display helps you find information about the hardware that is configured on the system. This information can
help pinpoint potential security risks, such as a direct access storage device (DASD) with removable media. You can
control physical access to these devices. Also, you can use this information to verify the billing information.

1. Select option 1 from the Primary menu.
The Management Information menu is displayed.

2. Select option 2.
The Find Hardware Information displayed.

3. Enter your selection criteria.
The Find Hardware Information display shows the status of the equipment that is attached to the computer system.
This equipment includes tape, unit record, channel-to-channel (CTC) adapters, DASD, graphic display terminals, and
MVS system.

Direct Access Storage Device

One of the storage device types that are displayed on the Auditor Hardware Device Display is the DASD. DASD refers to
all disk-like storage devices, such as diskettes, mass storage systems, and data cells. Modern DASD devices, such as
the IBM 3390, permit storage of over 60 gigabytes of data at a relatively low cost. Because DASD devices enable fast,
random access to data, the role of magnetic tape has shifted increasingly to that of file backup. Tape is well suited to this
role because it can hold vast amounts of data at a low cost. The new high-speed, data-streaming tape cartridge drives,
such as the IBM 3840, accelerate this trend.

The storage media cannot be moved from the disk drive of most of the newer DASD devices. However, some DASD
devices, such as the older IBM 3330s, 3340s, and 3370s do have removable media. If the computer environment is not
physically secured, these removable media disk drives can present a significant security risk. Owing to the age of these
devices, it is unlikely that you encounter any of them in your data center.

Removable Media Disks

Removable media disk drives are also a critical concern from the access control software standpoint. For example, an
APF library can exist on a disk pack named XYZ. A disk pack can be substituted with another pack labeled XYZ for
the original. Access control software cannot detect the difference between the original pack and the substitute pack.
A removable disk pack can also be taken from the data center. The information that is contained on the pack can then
be modified and returned to the system. Access control software cannot prevent changes to the pack when it is off the
system.

Hardware Error Display
The Hardware Error Display (1.3) provides information on the errors that occur on the computer system. The Error
Device Statistics are recorded in the SYS1.LOGREC system data set. This file usually resides on the system residence
(SYSRES) volume and is present in all z/OS systems.

The error records written to LOGREC document hardware failures, selected software failures, and system error
conditions. You can use the information that LOGREC provides for diagnostic and measurement purposes. Vendor
personnel use this information to service the hardware.

One way that a data center can effectively lower its hardware error rate is to run the IBM Environmental Recording Editing
and Printing (EREP) program. This program identifies devices that are experiencing intermittent failures. These devices
can then be singled out for service before permanent failures occur.

Various EREP reports can then be generated using the SYS1.LOGREC records as input. The EREP reports include the
System Summary Report, System Exception Report, Trends Report, Threshold Report, and the Detail Edit and Summary
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Report. For EREP to be an effective tool, an IBM field engineer or a member of the technical support staff of the data
center should review these reports regularly.

View Hardware Errors

Use information about the hardware errors that occur on your system to diagnose device problems and measure
performance. A high error rate indicates the need to change the hardware maintenance procedures that the data center
currently uses.

The LOGREC facility records hardware errors in z/OS. When an error occurs (such as hardware failures, selected
software failures, and system conditions), z/OS writes a record of the event to the data set named SYS1.LOGREC.

The LOGREC data set is named SYS1.LOGREC, though your data center may have renamed it. z/OS requires LOGREC
to be defined in the MASTER JCL. Auditor uses the Master Task Input/Output Table (TIOT) to locate the LOGREC data
set.

1. Select option 1 from the Primary menu.
The Management Information menu is displayed.

2. Select option 3.
The Hardware Error screen displays:
– The number of tape errors
– The number of DASD errors
– The error rate per hour for the attached hardware devices

Preventing Tape Drive Errors

A good preventive maintenance program is another way to maintain a low level of hardware errors. The data center
should establish schedules for cleaning tape drives, changing air filters on the disk drives or tape drives, and vacuuming
the printers. If LOGREC indicates an excessive number of hardware errors, the data center should run hardware
diagnostics and tests as part of the preventive maintenance program.

Ongoing maintenance of the tape library should include cleaning, degaussing (demagnetizing), and recertifying tapes.
Tape-cleaning mechanisms that also demagnetize tapes are available.

Monitoring Tape Error Rates

Ensure that the number of tape drive errors that occur is reasonable. The Auditor Hardware Error Display aids you in this
matter. Because tape drives today are designed with certain self-correcting capabilities, few permanent errors should
occur. Temporary errors, on the other hand, can occur with some frequency, but are usually corrected by the tape drive.
When the tape drive cannot read a tape, it automatically backspaces and attempts to read it again. This process can be
repeated many times until the tape is read.

Error rates should be monitored and compared to a baseline of acceptable performance. If this is not done, gradually
increasing error rates that are caused by aging or neglected tapes or hardware, can cause the system performance to
deteriorate. When the problem is finally discovered, great expenditures can be required to replace the defective tapes or
repair malfunctioning hardware.

Disk Drive Errors

After you determine if the number of tape drive errors is reasonable, examine the disk drive error rates. The Hardware
Error Display helps you in your analysis. Most disk drives have built-in recovery mechanisms, similar to tape drive
mechanisms. Disk drives are also equipped with alternate tracks, which can be substituted for a defective area of disk
space. Because many of the newer disk drives are sealed and do not contain removable media, they should have low
error rates. Any disk errors should be noted with concern.
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Hardware reliability can depend on how well the service personnel of the vendor maintain the equipment. Sometimes
equipment can have a poor performance record at one site, but can perform perfectly well at another location.
Unfortunately, no clear pattern exists to account for this difference.

Any analysis of the true cost of alternative vendor equipment should be done. Consider the cost of possible increased
downtime, reruns, hardware errors, abends, IPLs, and so on, which can occur from using that equipment.

Service Level Objectives

Establish service level objectives to provide the standards by which all computer services are judged. Service level
objectives indicate to both data center personnel and system users what type of service they should expect. There should
be a published statement of service levels. Service level examples are the highest level of acceptable system outage time,
the level of time sharing availability, CICS response time, and so on.

Many audit authorities recommend establishing a procedure for weekly status meetings. All system outages, abends,
hardware errors, and other abnormalities should be discussed and then assigned to the proper data center personnel for
review and follow-up. The operator shift log can be a valuable tool in determining system problems.

Operator Console Display
The Operator Console Display (1.4) provides information about the z/OS operator consoles that are used in the data
center.

z/OS consoles can start and stop jobs, control security mechanisms, initiate an initial program load (IPL) z/OS, and vary
I/O devices online or offline. No passwords, logons, or other mechanisms protect the operator console. Anyone with
physical access to a console can use it. Several dozen consoles can exist in a data center, all with powerful capabilities.

View Operator Console Information

Consoles provide a means of communication between the operator and the computer. The two types of consoles are:
hardcopy, which prints on paper, and CRT displays, which have a cathode ray tube (CRT) or plasma screen.

Although it is possible to enter system commands from other types of devices, the operator console is the tool that is
used to initiate an IPL, vary hardware equipment online and offline, issue JES commands, execute programs, or submit
JCL. Because consoles are the primary operator communications device, they must be physically secure from access by
unauthorized personnel.

Review inactive and active consoles because inactive consoles can be made active with the VARY console command.

The Operator Console Display shows you the following information:

• The number of z/OS operator consoles defined to the system
• How to track the physical location of each console
• Command groups that can be issued from the messages that each console can receive
• Active Parmlib members for specific consoles
• For consoles in a sysplex:

– The logical name and alternate logical name of the console
– The user who is signed on to the console, if applicable
– The name of any alternate group the console is part of
– The system ID of the console
– The Sysplex ID of the console

The operator console is the primary device that controls the z/OS operating system. Because passwords and access
control software do not protect consoles, ensure that they are physically secure from access by unauthorized personnel.
Also, protect operator commands.

1. Select option 1 from the Primary menu.
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The Management Information menu is displayed.
2. Enter option 4.

The Operator Console Display is displayed.
3. (Optional) Enter D (Description) next to a console ID to record its location and description. You can enter a 1-character

to 35-character description and the location of the console. You can change this description at any time.

Operator Console Types

z/OS supports several different types of operator consoles. The most commonly used console is a 3270-type terminal that
was equipped with a special keyboard for use during IPL and problem analysis. The master console (obsolete since z/OS
1.8) can shut down the system, take a system dump, load processor microcode, and initiate an IPL. Only one console is
designated as the master console at any time, but the data center should have alternate consoles available. An alternate
console is selected when the master console fails, permitting the continued operation of the system. You can determine if
an alternate console exists for each operator console by reviewing the alternate ID field on the operator console display.

Console Messages

Not all messages are sent to all consoles. A routing code is assigned to a message when a program issues the message.
Consoles are configured to receive certain groups of routing codes. For example, routing code 1 is assigned to messages
that require an action from the master console. Routing code 5 is assigned to tape library messages. Routing code 9 is
assigned to security messages. This useful message classification feature permits a data center to segregate consoles by
function and location. From a control standpoint, all messages should be limited to the appropriate consoles. For example,
RACF messages should be sent only to the security console.

Remote Consoles

Data centers that use remote readers, printers, terminals, and so on, often have operator consoles available at these
remote locations. For example, these data centers often have a remote job entry (RJE) station located off-site. In this
case, the remote console primarily checks on job status, displays jobs in the output queue, determines if their remote
equipment was online or offline, and so on. Use all remote consoles that are located outside of a secured area, such as
the computer room, for information only, and do not permit them to issue operator commands.

Physical Console Security

Besides off-site consoles, a data center can also place other consoles in the perimeter of the computer room or other
physically secured areas. Areas such as the tape library, tape drive area, printer room, scheduling area, IMS, or CICS
Master Terminal Operator (MTO) area usually all require operator consoles. Each console should be restricted to those
commands that are required to perform the required functions.

Because it is possible to switch the location of a console by unfastening the coaxial cable connector that is attached to the
control unit, all control units should be in the perimeter of the computer room or other secured area. Usually these control
units are IBM 3174s or PCM-vendor equivalents. Again, physical security is the most important aid to controlling operator
consoles.

Ordinary Terminals as Consoles

Certain vendor and user-developed programs let their users transform an ordinary TSO terminal into an operator console,
which usually can only be accomplished only by APF-authorized programs. You can determine if such a program exists at
the data center by reviewing the APF-Authorized TSO Table Entries Display (2.2.3) and the various APF Library Analysis
displays (2.2).

In addition, authorized TSO users using products such as SDSF, or native TSO facilities such as the CONSOLE and
OPERATOR commands have access to console facilities through use of MVS Console Services to establish an extended
console session. Typically, access to such functions requires appropriate access from the external security manager
(ESM) in use on your system.
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It is also possible to include operator commands in job control language (JCL). However, this can be controlled with the
appropriate JES2 or JES3 parameters. See the JES Parms Display (4.1) for more information.

Sysplex Considerations

The sysplex (system complex) is a cross-system coupling facility (XCF) as a means of running multiple CPUs from one
console. It is a method of communication between systems in a multiple processor environment that improves global
resource serialization. If a console is part of a sysplex, the Operator Console Display (1.4) shows the ID of the sysplex a
console is in.

System Management Facility
The sysplex identifies consoles with an eight-digit logical name. Remote consoles (consoles attached to another CPU in
the sysplex) cannot have a three-digit address code.

The Operator Console Display shows the console’s logical name and the logical name of an alternate console, if there is
one. You can define groups of consoles to run at the same time. The Operator Console Display shows you the ID of any
group a console is part of.

The System Management Facility (SMF) is a component of the operating system that journals information about specific
system events. These events include the beginning and ending of jobs and job steps, and the opening and closing of data
sets. The SMF Analysis displays (1.5) format SMF records that you can use to account for system use and to analyze
system performance. Several aspects of SMF are worth reviewing:

• SMF options, which are specified in the z/OS logical Parmlib parameter library
• SMF data sets or log streams, which collect SMF records
• SMF exits, which are user-supplied programs that can cancel jobs, process accounting information, implement

resource billing strategies, and so on
• The SMF records themselves

SMF can play an integral role in access control software processing. Both Top Secret and RACF use SMF to journal
their records. Top Secret does so optionally. If the appropriate SMF controls, options, and exits are not implemented, the
integrity of the access control software records is questionable.

SMF options define how SMF operates on the system. These options are read into the system at IPL. The operator can
change these options with the SETSMF console command. The SMF Options Display shows you which SMFPRMxx
member (where xx represents a two-character suffix) of the logical Parmlib library was last used to specify the SMF
options for the system.

Changing SMF Options

You can change the SMF options in effect on the system. These changes can be made in several ways. Because SMF
options are specified in a SMFPRMxx member of the logical Parmlib, it is common for changes to be made using ISPF/
PDF Edit. Normally, ISPF/PDF statistics indicate when the change was made and by whom. However, these statistics are
not reliable because they can be altered or removed. The IBM IEBUPDTE utility does not provide statistical information if
it makes parmlib modifications.

Depending on the SMF options chosen for the data center, the console operator can choose an alternate SMF
parmlib member or to alter individual parameters through the operator prompt and reply process during IPL. The SMF
PROMPT(LIST) and PROMPT(ALL) parameters permit SMF changes during IPL.

The computer operator can also use the SET SMF command after IPL to change SMF operations. The SET SMF
command cannot be disabled without z/OS modifications. In addition to the SET SMF command, the SETSMF command
permits operators to alter individual SMF parameters. Although the names of these commands are very similar, the SET
SMF and SETSMF commands are completely different in purpose and function. The data center can disable operator use
of the SETSMF command by using the SMF PROMPT(IPLR) or NOPROMPT parameter.
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The PROMPT(ALL) or PROMPT(IPLR) SMF parameters require the operator to enter a reason for each IPL. Operations
and technical support staffs should review all unscheduled IPLs on a regular basis. You can see what the operator entered
for a reason by reviewing the SMF type 90 record with the SMF Search Option (1.5.4).

Although the SMF options can specify that key SMF records be recorded, SMF exits can suppress these records. The
IEFU83, IEFU84, and IEFU85 SMF exits are expressly provided to suppress records. IEFU83 is called by SVC 83 and
IEFU84 and IEFU85 are branch-entered. The SMF Exits Display (1.5.3) shows you if these exits are present in the
system.

Dummy Exits

IBM distributes SMF with dummy exits that let system programmers later link edit out the dummy or exit stub and link in a
real exit program. IBM-distributed exit stubs have a byte length of 8 or 20 bytes. However, the only way you can be sure
that you are viewing stubs rather than active exits is to obtain a copy of the exit object code and review it. Because SMF
exits are normally found in LPA, you have to trace the library of origin. Auditor analyzes SMF exit code to determine if it is
a stub.

You can use the SMF Exits Display (1.5.3) to obtain the name, description, and length of each SMF exit. An exit is flagged
for review if it is not a stub or if Auditor detects possible tampering.

You can use the z/OS System Exit Display (3.3) to determine the library of origin of each exit. When you have this
information, you can use the B (BROWSE) line command to review a copy of the object code. You need to review the
object code yourself or have a member of the technical support staff perform a peer review of the code. When the review
is complete, you can use the z/OS System Exit Display (3.3) to document the review, indicating proper approval.

You can also ensure that future changes to SMF exits are recorded by using the Program Freezer Display (5.5). You can
also find it useful to make a copy of certain exits, using the ISPF/PDF Copy function. These copies can then be compared
to later versions of the ISPF/PDF exits with the Program Comparison Function (5.3).

SMF Data Sets and Log Streams

The SMF files or log streams that collect SMF records are as important to system security as the SMF options chosen and
the SMF exits in effect.

Each SMF MANx file collects records until it is full. Recording is automatically switched to the next file in sequence. At
the same time, the operator receives a message that indicates that a dump of the full SMF file is required. This process
continues through the rest of the files. When the last file is full, the process starts over again with the first file in the
sequence, but only if the first file is empty.

The computer operator must ensure that the SMF files are dumped on a timely basis. If an SMF file becomes full and the
next SMF file in sequence was not dumped, SMF cannot write any more data to disk, and it stops recording data. SMF
does keep count of how many records it cannot capture. Once the SMF files are cleared, SMF generates a type 7 record,
indicating how many SMF records were lost. You can review the SMF Scan Display for a record type 7.

The IFASMFDP program unloads the SMF files from the online SMF disk data sets. The archive data sets can be on disk
or other storage media, such as tape or MSS. Just as SMF can select the SMF record types to record, so does the SMF
dump program. The IFASMFDP program has three exits that can suppress SMF records from its output data sets. You
should review these SMF dump program exits to determine their purpose, use, and function.

The SMF log streams are an alternate recording mechanism for all system SMF records.

A site can have several SMF log streams defined and active. Each log stream record a range of SMF record types, by
using the SMFPRMxx PARMLIB member. The log stream structures use LOGR services to maintain buffer data in the
LOGR subsystem. The LOGR services offload the data when the buffer full threshold specified in the log stream definition
is reached and purges the data according to criteria specified in the log stream definition.
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The IFASMFDL dump program is provided for log streams. This program dumps the contents of the log streams to
sequential data sets on tape or DASD. It also routes different records to separate files. During the dump process, SMF
records the following:

• A dump header record (type 2) at the beginning of the dump data sets
• A dump trailer record (type 3) at end of the dump data sets

SMF Analysis
Describes how to use the systement management facility.

This article explains how to use the System Management Facility (SMF).

SMF collects information about z/OS system events. SMF produces an audit trail of z/OS system events by recording
events in SMF data sets or log streams. SMF writes records for events such as:

• The logon and logoff of TSO users
• The reconfiguration of devices
• Initiation and termination of jobs
• The signon and signoff of NJE users
• System status information, such as:

– Data set status (opened, closed, renamed, or scratched)
– VSAM catalog information
– Job output statistics (cards punched and lines printed)

The benefits of using Auditor to review SMF options, files, and exits are as follows:

• Online retrieval and interpretation of SMF records -- Auditor performs online searches of active or inactive SMF files
or dumped copies of SMF files or log streams. It can select particular records or ranges of records based on search
criteria (such as date, time, and job name). Auditor interprets and presents the SMF record information in easy-to-
understand language. For example, a message can read JOB ABC OPENED FILE XYZ FOR INPUT or USER XYZ
LOGGED ON TO TSO AT 10:00 AM.

• An examination of the current SMF options -- The SMF facility records events as they occur in the system, providing a
journal of this activity. Each type of event is assigned a unique record number. The journaling of each type of event is
optional.
Auditor tells you which events are or are not recorded. The recording of the proper events is critical because the
information in SMF records can help locate inefficiencies, better manage DASD space, increase system performance,
and identify system-wide problem areas.

• Information about the SMF files or log streams on the system -- SMF files contain all SMF records collected on the
system. This includes a journal of all events occurring in the system and SMF records access control software (such
as ACF2, Top Secret, and RACF) logs. The loss of SMF records when the files are not dumped at appropriate times, or
when computer operators or SMF exits alter or delete these records, can jeopardize the integrity of this audit trail.

• Auditor provides the names and locations of all SMF files on the system, identifies which SMF file is currently active,
and notes any SMF files that need dumping. This information helps you ensure that SMF files are correctly maintained
and are adequately protected from unauthorized use or modification.

• If log stream recording is active, Auditor reports on information such as the buffer size for each log stream, whether it is
the default log stream, if it is active, if it is being cleaned up, or if it is connected at the time.

• A summary of the SMF exits in use on the system -- SMF exits are user-tailorable, IBM-supplied routines that take
control from a job at the beginning of a job or before the processing of a job step. IBM supplies these exits as dummy
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stub modules. Systems programmers can tailor these exits to suit a data center’s needs. All SMF exits are APF-
authorized.

• SMF exits can modify all JCL, including changing file names, program names, job accounting information, and altering
job priorities. SMF exits can cancel programs, jobs, and SMF records before they are journalled.

• The Auditor SMF Analysis function identifies the SMF exits in effect on the system, flags which exits you should review,
and provides a brief description and the purpose of each exit. It also identifies the location of each exit in storage.
Because of the power afforded to SMF exits, ensure their protection and carefully monitor their use.

You can specify SMF exits in the logical parmlib members PROGxx and SMFPRMxx. Console operators or APF-
authorized programs can add exits or change their attributes dynamically. SMF exits defined in the logical parmlib member
PROGxx can have more than one exit program associated with a single exit point. Each exit can be associated with a
certain job name or mask. Each exit can also have thresholds for the number of total or consecutive abends required to
disable it. Auditor shows all exit programs active at each exit point.

SMF Options Display

The SMF Options Display lets you review the SMF options currently in effect. SMF system options are obtained from
the SMFPRMxx member of the logical parmlib. z/OS reads these options during IPL. The SMF options control how SMF
operates on the system. The SMF options that a data center chooses determine which SMF records are recorded, which
SMF exits are in effect, and whether an operator can change the SMF parameters at IPL.

The SMF Options Display shows you the SMF options in effect on the system and indicates which options the operator
can change at IPL. The values in the display are obtained from the SMF control blocks, including SMCA. This means
that they are the options currently in effect. We recommend that you compare the SMF options and values in this Auditor
display to the contents of the logical parmlib member indicated in the display. If the options in the logical parmlib member
differ from those indicated in the display, the SMF options have been altered since system IPL.

To display the SMF options

1. Select option 1 from the Primary menu.
The Management Information menu is displayed.

2. Select option 5.
The SMF Analysis submenu is displayed.

3. Select option 1.
The SMF Options are displayed. Scroll down to see the entire display.

SMF exits IEFU83, IEFU84, and IEFU85 can suppress the recording of certain SMF records. See the SMF Exit Display
(1.5.3) for information about the SMF exits in use.

This message text is displayed on the screen regardless of whether SMF exits IEFU83, IEFU84, and IEFU85 are active.
To determine if any of these exits are active, go to option 1.5.3.

Common IBM-Defined SMF Record Types

The following record types represent the most common SMF record types as IBM supplies them. SMF record types 128
through 255 are reserved for both vendor and data center use. See your systems programmer for information on user
SMF record types.

00 Initial program load (IPL)
01 System statistics
02 Dump header
03 Dump trailer
04 Step termination
05 Job termination
06 JES2 output writer
06 External writer
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06 Print services facility
06 JES3 output writer
07 SMF data lost
08 I/O configuration
09 Vary device online
10 Allocation recovery
11 Vary device offline
14 Input or RDBACK data set activity
15 Output data set activity
16 DFSORT statistics
17 Scratch data set status
18 Rename data set status
19 Direct access volume
20 Job initiation
21 Error statistics by volume
22 Configuration
23 SMF status record
24 JES2 Spool Offload
25 JES3 device allocation
26 JES2 job purge
26 JES3 job purge
28 Network performance monitor statistics
30 Common address space work (combines 4, 5, 20, 34, 35, 40)
31 TIOC initialization
32 TSO user work accounting record
33 APPC/MVS TP accounting record
34 TS-step termination
35 Logoff
36 Integrated catalog facility catalog
37 Network problem determination application
38 Network performance monitor statistics
39 NLDM response time
40 Dynamic DD
41 Data-in-virtual ACCESS/UNACCESS record
42 DFSMS statistics
43 JES2 start
43 JES3 start
45 JES2 withdrawal
47 JES2 signon/start line (BSC only)
47 JES3 signon/start line/logon
48 JES2 signoff/stop line (BSC only)
48 JES3 signoff/stop line/logoff
49 JES2 integrity (BSC only)
49 JES3 integrity
50 ACF/VTAM tuning statistics
52 JES2 logon/start line (SNA only)
53 JES2 logoff/stop line (SNA only)
54 JES2 integrity (SNA only)
55 JES2 network signon record
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56 JES2 network integrity record
57 JES2 network SYSOUT transmission record
57 JES3 networking SYSOUT transmission record
58 JES2 network signoff record
59 z/OS file-to-file transmission record
60 VSAM volume data set updated
61 Integrated catalog facility define activity
62 VSAM component or cluster opened
63 VSAM entry defined
64 VSAM component or cluster status
65 Integrated catalog facility delete authority
66 Integrated catalog facility alter authority
67 VSAM entry delete
68 VSAM entry rename
69 VSAM data space defined, extended, or deleted
70 CPU activity
71 Paging activity
72 Workload activity
72 Monitor III
73 Channel path activity
74 Device activity
75 Page/swap data set activity
76 Trace activity
77 Enqueue activity
78 Monitor I activity
79 Monitor II activity
80 RACF processing record
81 RACF initialization record
82 Security (Cryptographic facility)
83 RACF auditing record
84 JMF data record
89 Summary usage data record
90 System status record
91 Batchpipes/MVS statistics
92 Open MVS file system activity
94 IBM Tape Library Dataserver stats
96 Cross Memory service provider charge back
99 System Resource Manager record

100 DB2 statistics
101 DB2 accounting
102 DB2 performance
110 CICS statistics
118 TCP/IP statistics

SMF Files

SMF data sets record all system SMF records. Up to 36 files can be defined on a single system. SMF journals records
to these data sets, and, as each file reaches its capacity, SMF automatically switches to the next file and continues SMF
recording.
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The SMF files contain the SMF records collected on the system. It is possible to lose SMF records if the data sets become
full and are not dumped. It is also possible to alter or delete records from the data sets. A type-7 SMF record indicates lost
data conditions.

To display the SMF data sets

1. Select option 1 from the Primary menu.
The Management Information menu is displayed.

2. Select option 5.
The SMF Analysis submenu is displayed.

3. Select option 2.
The SMF Files screen displays the names and location of the SMF data sets, the data set that is currently active and
how full it is, and whether a dump of the data set is required.

To browse an SMF file, Auditor allocates a temporary data set and copies the SMF records into it. However, if SMS
handles temporary data sets at your site, your ACS routines must not route temporary data sets to VIO. Otherwise,
Auditor will be unable to display the file.

SMF Log Streams

The SMF log streams are an alternate recording mechanism for all system SMF records.

A site can have several SMF log streams defined and active. Each log stream can be assigned a range of SMF record
types to record, through the SMFPRMxx PARMLIB member. The log stream structures use LOGR services to maintain
buffer data in the LOGR subsystem. The LOGR services offload the data when the buffer full threshold specified in the log
stream definition is reached and purges the data according to criteria specified in the log stream definition.

SMF Exits/Dynamic SMF Exits

SMF exits are routines the data center supplies that can take control from a job at the beginning of a job or before the
processing of a job step. Systems programmers can tailor these exits to suit the data center’s needs.

IBM supplies stubs for each exit. A stub is an executable module that returns control to the caller without affecting
processing. The use of a stub does not change any data or logic. Auditor determines whether an exit is a stub and
displays that information on the screen. If Auditor finds evidence that an IBM-supplied stub might have been changed, it
marks the exit entry with an asterisk (*) for your review.

SMF exits can be specified in Parmlib member PROGxx or in member SMFPRMxx. APF-authorized programs or console
operators can add these exits or change their attributes dynamically.

SMF exits defined in Parmlib member PROGxx can have more than one exit program associated with a single exit point.
Each exit can be associated with a certain job name or mask. It can have thresholds for the number of total or consecutive
abends required to disable the exit. Auditor shows all exit programs active at each exit point.

To view SMF exits

1. Select option 1 from the Primary menu.
The Management Information menu is displayed.

2. Select option 5.
The SMF Analysis submenu is displayed.

3. Select option 3.
The SMF Exits screen displays the SMF exits.

SMF Exit Library Search

When you enter the S (Search) line command, the SMF Exit Library Search panel is displayed. Auditor searches the link
pack area and all LPALIST, APFLIST, and LINKLIST libraries.
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SMF Search Criteria

SMF records are assigned record numbers that uniquely identify the type of system activity recorded. For example, SMF
record 00 represents a system IPL, and SMF record 26 represents a JES2 job purge.

NOTE

For a description of each SMF record type, see the IBM z/OS SPL: System Management Facility manual.

SMF records journal many types of events that occur on the system. They can also indicate whether data center
standards are followed. In addition, most access control software applications create audit trails using SMF.

Use the SMF Search Criteria option to display specific SMF records. Auditor searches the LPA list and the linklist to verify
SMF record formats with CAIPVI. It then displays common fields that are present in a number of these records, such as
job name and data set name.

This option searches for specific types of SMF records by date and time. You can also select SMF records related to
specific jobs, programs, or data sets. For example, you can select job initiation and termination statistics by entering a
specific job name or mask. SMF records related to a particular job can show job initiation and termination statistics.

To use this option, enter your selection criteria. After you enter your criteria, the SMF Scan screen shows you all of the
selected records.

To interrupt the SMF Search Criteria screen, press PA1.

Selecting SMF Records by Date and Time

The SMF Search Criteria screen has two time and date fields that you can use to select specific SMF records. Auditor
uses this information to select SMF records according to the date and time that a record was created.

You enter a starting date in the From: Date field and an ending date in the To: Date field to select a time period for
searching SMF records.

For example, if the current date is March 10, 2003, and you want to select only SMF records written on March 9, 2003,
enter 9 MAR 03 in the From: Date field and 9 MAR 03 in the To: Date field. If you choose to view dates in a different
format, you enter the dates in that format. Auditor also handles dates into the next century. If you enter the year as 00
through 49, Auditor recognizes these dates as 2000 through 2049. You can enter a specific date or date range, or leave
the date fields blank so that the current date is used by default.

When using batch scripts, it is possible to define special symbolic date variables for use in specifying the “TO” and/or
“FROM” date. This allows you to generate scripts that are more flexible in that they can be captured once and then rerun
many times without modification.

In the same way, use the From: Time and To: Time fields to select the time period for the search.

For example, if the current time is 17:00, and you want to select only SMF records written between 08:00 and 16:00, you
enter 08:00 in the From: Time field and 16:00 in the To: Time field.

In this way, you can select SMF records for any specific time period you want to see.

For example, to see all SMF records created during the first shift on one day or all SMF records created during the first
shift during an entire month, you can combine the Date and Time fields to select the specific time period you want to
review.

Selecting SMF Records by Job, Program, or File

You can use the record selection fields on the SMF Search Criteria screen to limit your search to SMF records that are
related to specific jobs, programs, or files. For example, you can select SMF record types 14 (input data set activity) and
15 (output data set activity). Then, by designating a particular job name, you can see a list of data sets that were allocated
as input and output for the specified job.
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With these record selection parameters, you can target your SMF record search by cross-referencing related SMF
records. For example, you can relate job records to file or program records.

To review general job information instead of the more specific information this search provides, you can use the Job
History option (4.4). In the same way, if you want to review general program and file information, see the Program History
option (5.4) or the File History option (6.5). These options show you general information about jobs, programs, or files.
They automatically select the SMF record types that relate to each function.

You can run a batch SMF search regularly by using symbolic date parameters in the date fields.

This search may take a considerable amount of time.

To select SMF records

1. Select option 1 from the Primary menu.
The Management Information menu is displayed.

2. Select option 5.
The SMF Analysis submenu is displayed.

3. Select 4.
The SMF Search Criteria screen is displayed on the SMF Scan display.

System Installation Choices
After you obtain an overall view of the system you are about to review, you must become more familiar with the
components of the z/OS operating system. The next area for review is the software choices that determine how the
system runs and how secure the system actually is.

Use the System Installation Choices menu to examine installation options that affect how z/OS function. You can review
the tree structure and member status of the logical parmlib data set to determine which libraries, TSO commands, and
programs have APF authorization and where they and any duplicates are located. This menu also lets you review the
selectable units used to add or modify z/OS functions at the data center and to display the APF, linklist, LPA, and other
key libraries. Other functions review the user attributes data set (UADS), which contains important information about TSO
users at the data center, and to identify the master and user z/OS catalogs.

This section provides you with the concerns to consider while reviewing the System Installation Choices menu options:

• Structure and use of the system logical Parmlib parameter library (also known as just parmlib)
• Importance of the authorized program facility (APF), the powers it grants, and how APF authorization can be obtained
• Importance of using the system modification program (SMP/E), the importance of the consolidated software inventory

(CSI), and how its integrity can be compromised
• Importance of analyzing the key system libraries, such as the APF and link pack area (LPA) libraries
• Information on TSO and the system catalogs

Parameter Library
This article explains how to use the Parmlib parameter library.

The system logical Parmlib parameter library (2.1), often referred to as SYS1.PARMLIB or simply parmlib, is the source of
many of the initialization options of the system and is a critical element of the audit process.

The logical Parmlib consists of one or more partitioned data sets (PDS) that provide a single location for the specification
of most z/OS options and parameters. This information is read during an initial program load (IPL) and again in response
to operator commands. It is combined with other supplemental information that the computer operator supplies during
the IPL process. Parmlib members determine the SMF options, the APF library list, the LPA library list, the link library
list, appendages, subsystems, and contents of FLPA and MLPA for the system. Parmlib is made up of various members,
which can exist in multiple data sets concatenated together as part of what is called the logical parmlib. The logical
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parmlib contains both the master (IEASYSxx) members, and any members referenced by the master IEASYSxx
members.

The logical Parmlib is usually specified through PARMLIB statements in the system LOADxx member (specified at IPL
time through the LOADPARM value). You can also specify the logical Parmlib definitions through the master scheduler
JCL (MSTJCLxx) used at IPL time.

The MSTJCLxx members can exist as data-only load modules link-edited into the SYS1.LINKLIB data set and as
members in the SYS1.PARMLIB data set. In either case, the logical Parmlib contents are specified through the IEFPARM
DD statement. If this statement is not provided, the default is to use SYS1.PARMLIB, which must be cataloged and must
reside on the SYSRES or the IODF DASD volume. A default MSTJCL00 member is provided as part of SYS1.LINKLIB. It
does not have an IEFPARM DD statement, so SYS1.PARMLIB is used by default.

You can use the IEEMSJCL source member to customize your installation requirements, and then assemble it using
the high-level assembler and link-edit it into SYS1.LINKLIB. You should rename this member to something other than
MSTJCL00. The IBM-supplied default module should never be altered for any reason. Alternatively, you can create
an MSTJCLxx member in SYS1.PARMLIB. If identically named MSTJCLxx members exist in both SYS1.LINKLIB and
SYS1.PARMLIB, the SYS1.PARMLIB is checked first, followed by SYS1.LINKLIB.

The Parmlib Information option (2.1) helps you analyze the contents of the logical parmlib library. With this function, you
can:

• Detect when each member of the logical parmlib was last changed
• Display a map of the logical parmlib members and their referenced members
• List the master members and the members each controls
• Determine the purpose of each member
• Browse each member of the logical parmlib
• Display the contents of the logical parmlib concatenation in use on this system
• Display the system LOAD parameters for the current system IPL, and specify different LOAD parameters to allow

analysis of a different logical parmlib structure (such as for a different system, an alternate SYSRES volume).

The parameter library contains the options and parameters that tailor the configuration and resources of the data center.
As needs change in the data center, these parameters can also change. You should closely monitor Parmlib members
because they play a major part in the control of performance and security.

The z/OS logical parmlib provides a central location for the specification of z/OS system options and parameters. During
system initialization (IPL), the system reads the parameter information in SYS1.PARMLIB and logical parmlib data sets. It
combines this information with other system operator commands that are entered during IPL. The SYS1.PARMLIB library
and other logical parmlib data sets can reside on the system residence (SYSRES) volume. Alternatively, the data center
can catalog the library, and the system determines the library location from the catalog.

The logical parmlib contains a master member, IEASYS00. The logical parmlib also contains general members (identified
by the prefix IEASYSxx) and specialized members to which general members refer. General members are like alternate
master members. At IPL, the operator might specify a master member suffix, or one might be defined in the system
LOADxx member that is identified by the eight-character LOADPARM value that is specified at IPL. The general members
to which this master member refers are merged with the master member. However, the operator can override the merging
of selected general members. This merge specifies the options and parameters that define the subsystems, SMF options,
APF libraries, I/O appendages, and so on. The process of merging master and general Parmlib members is described in
the IBM z/OS MVS Initialization and Tuning Guide and z/OS MVS Initialization and Tuning Reference.

Analyze the Contents of your System’s Logical Parameter library

The Auditor Parmlib Information option analyzes the contents of your system’s logical parmlib parameter library. You can
request a map of the general Parmlib members and the specialized members to which they refer. You can determine the
purpose of each member. And you can check Parmlib members for changes and can browse their contents.

1. Select option 2 from the Primary menu.
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The System Installation Choices menu is displayed.
2. Select option 1.

The Parmlib Information screen is displayed.
3. You have two choices to identify the logical parmlib data sets to be selected for analysis:

– The first, and the easiest, is to specify a single, specific data set such as SYS1.PARMLIB. By default, Auditor uses
the catalogued version, so you want to select an alternate data set you can specify the volume serial number of the
DASD volume on which the data set resides.

– The preferred, and default approach, is to let Auditor identify the logical parmlib data sets to use based on
pertinent IPL criteria which includes the SYSRES volume, the IODF volume, the LOADxx member suffix, and other
information.

You can override the following values, all of which are initially set to reflect pertinent values for the current IPL
environment:
– The IPL System Residence volume in effect for the current IPL
– Either or both the IODF value and the LOADxx member suffix
– The HWNAME value
– The LPARNAME value
– The VMUSERID value

By default, if the IPL unit, IODF unit, and LOADxx suffix are non-blank, Auditor uses them to select the logical parmlib
data sets that would be in effect if the system had been IPL’d in this configuration. To select only a single logical parmlib
data set for analysis, ensure that you first blank out these three fields and then specify the single data set name and
optionally it is VOLSER name.

Concatenation Notes

A few notes on how z/OS determines the logical Parmlib concatenation:

• In relation to master JCL, the SYS1.LINKLIB and SYS1.PARMLIB data sets referenced in the previous section,
Parameter Library, are the single, actual data sets by these names, and not the system linklist concatenation or the
logical Parmlib concatenation.

• PARMLIB statements (if present) within the LOADxx member, will always override IEFPARM DD statement information
that is contained in the master JCL member used.

• You can override the default master JCL MSTJCLxx member MSTJCL00 at the console at IPL time by specifying the
following:
MSTRJCL=nn

Where nn identifies the suffix of the MSTJCLxx member to be used.
• Invalid or missing data sets names in MSTJCLxx members cause the IPL to fail while invalid or missing data set

names in a LOADxx member’s PARMLIB statements may cause an error and possible prompt at the console, but
generally, it is possible for the IPL to continue.

• You can concatenate up to 120 data sets under the IEFPARM DD statement in MSTJCLxx members and up to 16 data
sets under the LOADxx member’s PARMLIB statement (plus one for SYS1.PARMLIB). The SYS1.PARMLIB data set is
automatically added to the end, if it is not already defined.
In either case, both are limited by DF/SMS to a maximum of 120 DASD extents which can be allocated to a
concatenated PDS. It is important to monitor the number of DASD extents for critical system data sets.
Exceeding these limits will cause the IPL to fail, so it’s important to monitor the number of DASD extents for critical
system data sets. The data sets are discarded in error when a LOADxx member is used at IPL time. When used after
IPL through the SETLOAD command, the SETLOAD command will fail in this instance.

• Only partitioned data sets (PDS) can be specified within the MSTJCLxx member’s IEFPARM DD statement. The
same restriction is true for LOADxx members that are used initially during the IPL process. However, you can use the
SETLOAD command to specify one or more partitioned data set extended (PDSE) data sets in a LOADxx member that
is used after IPL.
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Other Parmlib Considerations

z/OS requires that parmlib reside on the system residence (SYSRES) volume if it is not cataloged.

It is important to learn how the parmlib is structured because it is one of the most important system libraries. Note the
following:

• The z/OS parameter library usually contains several dozen members. Each member has a unique format, and a
different component of z/OS uses them.

• Most parmlib member names are composed of a six-character prefix followed by a two-character suffix. The prefix is
usually fixed according to the function of the member. The site can select the suffix. IBM-supplied members have 00 as
their suffix. For a list of parmlib members in the various z/OS architectures, see the Technical Reference.

• Multiple versions of some parmlib members can exist by varying the member name suffix. This does not apply to all
members.
Parmlib members can be grouped into general and specialized members. Each general member contains parameters
and references to various specialized members.
One general member is designated as the master member, named IEASYS00. Parmlib is organized in an inverted tree
structure with IEASYS00 at the top of the tree. z/OS always use the master member during IPL and can optionally use
alternate general members that supplement IEASYS00.

Alternate General Parmlib Members

The console operator can specify alternate general members at IPL in response to the ENTER SYSTEM PARAMETERS
prompt. For example, the operator can enter SYSP=xx, where xx is the two-character suffix of an alternate general
member, such as IEASYS01.

The operator can also supply a series of alternate general member suffixes. For example, the operator could enter
SYSP=(01,02,04) in response to the ENTER SYSTEM PARAMETERS prompt.

Each member is processed, working from left to right, always starting with the master general member (IEASYS00) and
examining each of the alternate general members (IEASYSxx) that contain overrides to the master general member.

IPL parameters can specify a LOADxx member from (searched in this order):

• SYS9.IPLPARM on the IODF volume
• SYS1.PARMLIB on the IODF volume
• SYS1.PARMLIB on the SYSRES volume

The LOADxx member can specify alternate general parmlib members similar to the operator SYSP response. Often,
alternates may be the preferred approach to minimize operator intervention.

The system forms a consolidated list of general member parameters and specialized member references as follows:

• The consolidated list is initialized with the contents of the master general member, IEASYS00.
• The system examines the alternate members and adds the parameters and specialized member references that were

not mentioned in the master member to the consolidated list.
• If the system finds a reference that is already in the consolidated list, it replaces the entry in the list with the reference

in the alternate member.

Many data centers have only one or two IEASYSxx alternate general members in a single, centralized library. However,
other sites may choose to use a common logical Parmlib data set for common parameters that are used by all CPUs in
a complex, and then use unique logical Parmlib data sets for those parameter members that are unique to each CPU. In
any event, the data center staff should have adequate documentation that defines the purpose, use, and function of each
alternate general parameter member and the data sets which comprise the logical Parmlib concatenation as a whole.
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Specialized Parameter Members

The master and alternate general parmlib members contain both parameter values and “directors” that contain suffixes
used with standardized names to form the member names of specialized parameter members.

When a single director contains multiple suffixes, like CONS=(01,08), the parameter values in member CONSOL01 are
set, then the parameter values in CONSOL08 are added to or replace those from CONSOL01 (if CONSOL01 sets values
for the same parameter).

Some specialized parameter members have specific parameter formats and do not contain directors.

Overriding Parmlib Specifications

Data centers can use the OPI option to restrict computer operators from overriding parmlib members specified in
IEASYS00.

If OPI=NO is included in the IEASYS00 master member, z/OS does not let the computer operator enter the names of
alternate general members during IPL. OPI=NO can also be set at the parameter level to prevent the substitution of
parameters that are specified in IEASYS00 when the consolidated parameter list is built.

Parmlib IPL Map

The Parmlib IPL Map Display (2.1.1) is helpful in deciphering the structure of the logical Parmlib. It identifies the master
member, lists each alternate general member, and shows you which specialized members each one refers to. If you have
a copy of the console log of the operator, you can see which, if any, alternate general members were specified at IPL. You
can also build a consolidated parameter list. See the parmlib section of the System Review Checklist for the specific steps
to follow when reviewing logical Parmlib members.

The logical parmlib library has one master general member (IEASYS00). It can also contain other general members.
Each general member can reference other specialized members. At IPL, the operator can select one or more general
members and the members they reference. General members have names in the form IEASYSxx, where xx represents
two identifying characters, such as IEASYS01.

The logical parmlib tree structure indicates if the members referenced actually exist and if orphan members are present.
An orphan is a logical parmlib member that is not a general member or a specialized member that a general member
references.

The Parmlib IPL Map display shows you a list of general and specialized members that each member references and
indicates the function of each module. The display also shows you what other members a member references and the
purpose of each member. The Parmlib IPL Map display also identifies orphan members. Use this procedure to view the
map.

1. Select option 1 from the Parmlib Information screen.
The Parmlib IPL Map screen is displayed with the specific logical parmlib data sets that will be used for this analysis.

2. If you are satisfied that this data set list is correct, press F3 to continue processing.
3. (Optional) Enter S (Select) or B (Browse) next to a member name to browse the contents of the member.
4. (Optional) Enter an F to freeze an entry and monitor changes to it.

Updating Parmlib

Logical Parmlib data sets are typically partitioned data sets (PDS) that contain 80-byte card-image records. These
are normally updated online through TSO or in batch using the IEBUPDTE utility. Many audit and security specialists
recommend that no one should have standing update access to logical Parmlib data sets. In addition, because logical
Parmlib data sets contain lists of authorized libraries, I/O appendages, SMF options, and other sensitive information,
some experts recommend not even permitting read access.
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Most logical Parmlib members are referred to only during IPL and often, updates that are made after an IPL are not
effective until the next IPL. Some operating system facilities can, however, be dynamically altered after an IPL has been
performed. For example, the list of authorized libraries can be changed after an IPL.

To monitor changes to the logical parmlib, you can use the following displays:

• The APF Library Display (2.4.1) searches z/OS control blocks for its information instead of reporting the specifications
in parmlib.

• The Parmlib Member Status Display (2.1.2) is valuable for monitoring changes to these key system libraries because
the display can detect changes that are made to logical Parmlib members.

Parmlib Member Status

The members of the logical parmlib provide most of the parameters that tailor the computer’s resources to meet the
specific needs of the data center. These members determine which libraries have APF authorization, what subsystems
run on the system, and the performance parameters in effect on the system. Parameters change as needs change.
Because logical parmlib members are subject to change, you should monitor them closely.

Auditor detects changes to logical parmlib members by using a digital signature algorithm. Each time that an Auditor
user at the data center selects the Parmlib Member Status option, Auditor “freezes” each logical parmlib member, which
creates a “digital signature” for each member. Then Auditor compares these signatures to the most recent ones. If a
member was changed since the last time this option was used, the member is marked as CHANGED and the current date
is entered in the CHANGE DETECTED field. This method is 99.998 percent accurate in detecting changes.

When different users at the same data center select the Parmlib Member Status option daily, Auditor displays the status
for a changed member as CHANGED and fills in the current date for the first user of the day. However, successive users
of this display see Unchanged in the CURRENT STATUS field for this member. This is because Auditor freezes and
compares each member of the logical parmlib for this option and, if no changes occur between the times this display is
used, Auditor does not detect a change. Use this procedure to review member status.

1. Enter option 2 from the PARMLIB Information screen.
The PARMLIB Member Status screen lists the specific logical parmlib data sets used for this analysis.

2. If you are satisfied that this data set list is correct, press F3 to continue processing.
3. Enter an S (Select) or a B (Browse) next to any member to browse its contents.
4. (Optional) To freeze a Parmlib member to monitor changes to it, enter an F next to the member name.

Parmlib Data Set Status

To access the Parmlib Data Set Status screen, select option 3 from the Parmlib Information screen.

Important Parmlib Members

Logical Parmlib members that are important for audit security and control reasons are:

• The linklist members LNKLSTxx and CVSLLAxx
• The APF library members IEAAPFxx and PROGxx
• The appendage member IEAAPP00
• The subsystem member IEFSSNxx
• The SMF member SMFPRMxx.
• The members IEASVCxx, SCHEDxx, and CONSOLxx should also be inspected. These members supply parameters

that formerly could be altered only during SYSGEN.
• You should pay close attention to the members COFVLFxx and COFDLFxx that control hyperbatch and hyperspaces.
• If the data center uses DF/SMS, review the member IGDSMSxx because it contains controls for the system-managed

storage (SMS) facility.
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SYSn.IPLPARM

If HCD (hardware configuration definition) defines the I/O configuration, you should also consider the following to be
another high level on the inverted tree structure of parmlib:

• The SYSn.IPLPARM data sets on the IODF volume
• The SYS1.PARMLIB data set on the IODF volume and then on the SYSRES volume

You should also investigate update access to these data sets and the data sets they point to, especially the IODF data
set.

If HCD is not used, you should still investigate update access to any data set the LOADxx member in SYS1.PARMLIB
points to, especially the MVSCP data set.

These data sets are significant from an auditing perspective because they determine where the LOADxx member
is loaded from, and the LOADxx member can determine the data sets which together comprise the logical Parmlib
concatenation.

Also important is the eight-byte LOADPARM value that is specified by the operator at IPL time. This specifies the four-byte
address of the IODF volume, and also specifies the two-character suffix of the LOADxx member to be used.

An audit of operational IPL procedures might be considered to verify that the IODF address to be used, along with the
LOADPARM value which identifies both the IODF volume address and the LOADxx member suffix is valid.

APF-Authorized Libraries
This article explains how to use the authorized program facility (APF).

APF, option 2.2, is the key security feature of the operating system under the user’s control. Programs that meet APF-
authorization requirements can issue the MODESET supervisor call (SVC) to switch themselves into supervisor state
and system storage protection keys (0-7). Programs in supervisor state are permitted to execute privileged machine
instructions.

• System storage protection keys (0-7) provide access to system storage areas.
• Key 0 provides the means to access all main storage.

APF-authorized programs can circumvent or disable all security mechanisms, including ACF2, Top Secret, RACF, and
other access control software products, in addition to accessing all production data. Only unusual measures such as
hardware controls or encryption can protect data from an APF-authorized program.

APF-authorized programs are also explicitly granted the power to:

• Update a volume table of contents (VTOC)
• Use certain SVCs
• Inherit certain powers the z/OS program properties table (PPT) grants

Programs can optionally be linked with an AC-CODE (control statement SETCODE AC(1)) that gives them additional job-
step authority when executed from authorized libraries.

Normally, when z/OS starts a new job step, the first program specified (the job-step program, for instance MYPROG in the
following statement:

// EXEC PGM=MYPROG

must have AC(1) (or non-0 for pre-XA systems) and come from an authorized library for the step to run authorized. Then
that program and subsequent programs in that step can execute programs from authorized libraries that do not have
job-step authority. These programs, too, can run authorized. At any time during program execution, an APF-authorized
program can then use the MODESET SVC to gain supervisor state and load storage keys into the PSW.
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Controlling APF Authorization

According to the z/OS integrity statement IBM issued, APF is a “mechanism under the customer’s control.” This makes
the data center responsible for maintaining the contents and integrity of the APF library system. It is important to have a
strategy for dealing with APF-authorized libraries that is realistic and workable.

Anyone can use the linkage editor and the control statement that marks a program as AC(1). Therefore, almost any
program can be designated as job-step authorized. The critical restraint is control of the list of authorized libraries and of
access to these libraries. Unfortunately, z/OS does not mark a library in any way to designate it as an APF library. You
cannot list the VTOC of a disk pack or catalog to see which libraries are APF libraries.

z/OS knows which libraries are APF-authorized because it maintains an internal table of library names. This table is
constructed at IPL from two logical Parmlib members, the old-style IEAAPFxx list, and the newer PROGxx list. The in-
storage list always contains at least two entries: SYS1.SVCLIB and SYS1.LINKLIB.

Hierarchical File System (HFS)

In addition, it is possible for APF-authorized programs to reside within the UNIX System Services (USS) Hierarchical File
System (HFS). Because this is a completely different file structure than standard PDS and PDSE-based libraries, the
standard IEAAPFxx and PROGxx controls do not pertain to HFS files. The BPXPRMxx logical Parmlib member, along with
the SET OMVS command, controls USS operational characteristics.

For a HFS program to be considered APF-authorized, the following must be true:

• The program itself must have the APF extended attribute set by the program binder.
• The file system in which the program itself is contained must be mounted with the SETUID attribute set. If the file

system is mounted with NOSETUID that file system is said to be uncontrolled and the APF extended attribute is
therefore not honored.

• Optionally, the AUTHPGMLIST control can designate a list of APF-authorized pathnames and program names.

For further details about these BPXPRMxx and SET OMVS-based controls, see the IBM z/OS MVS Initialization and
Tuning Reference and IBM z/OS UNIX System Services Planning.

APF-Authorized Libraries

The specification of which libraries are APF-authorized differs slightly by z/OS release. See the IBM Initialization and
Tuning Guide and Initialization and Tuning Reference for your release. For recent systems, the libraries are named in the
parmlib member IEAAPFxx or the PROGxx members.

Specification through the PROGxx members allows dynamic alteration (effective immediately, not just at IPL) of the
system’s list of APF-authorized libraries. Some sites also use program products such as SYSVIEW or other authorized
system programming tools to authorize libraries dynamically (regardless of the level of z/OS). Auditor can show you which
libraries are authorized now, even if the logical Parmlib members have changed since IPL or libraries were dynamically
authorized after IPL.

When libraries are specified as authorized but no volume is specified, the data set must be SMS-managed for this
authorization to be valid (all SMS-managed data sets are cataloged). It is also possible to authorize a data set only if it
is on the IPL volume or only if it is on the master catalog volume. When the IPL volume or the master catalog volume is
required, z/OS resolves the volume at IPL and Auditor shows the real volser. When a library is authorized, the modules
loaded from it are authorized regardless of how the data set was allocated-whether from Joblib, Steplib, or Tasklib or
accessed from LPA or LINKLST. (Tasklib includes ordinary JCL DD, TSO ALLOC, DYNALLOC, or SVC 99.)

APF Authorization of LPA Modules

Specification of the libraries z/OS uses at IPL to load the link pack area (LPA) differs in each z/OS release, but the LPA
modules are always APF-authorized when executed in LPA. On recent systems, during an IPL with the CLPA parameter,
z/OS opens the LPALST concatenation to create LPA.
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The system always begins the LPALST concatenation with the SYS1.LPALIB data set first. SYS1.LPALIB is always
considered authorized when it begins the LPALST concatenation during IPL (but SYS1.LPALIB is not necessarily
authorized after IPL). All other LPA libraries must be in the APF list to successfully create LPA; otherwise only
SYS1.LPALST is used.

After IPL, all programs that reside in LPA are considered APF-authorized when executed in LPA (not allocated through
joblib, steplib, or tasklib). However, if a program is added to SYS1.LPALIB after IPL, that does not necessarily cause
the program to be authorized when executed from the library through allocation to Joblib, Steplib, or Tasklib (though it
becomes authorized when executed in LPA after the next IPL with the CLPA parameter).

PLPA libraries must be cataloged and must be APF-authorized to be specified for MLPA or FLPA. There are system
parameters that can prevent or allow page protection of the FLPA and PLPA modules. This prevents the reentrant
LPA programs from being modified by themselves or other authorized programs. See the IBM Initialization and Tuning
Reference for more information about authorization under IEASYSxx, IEALPAxx and IEAFIXxx. PLPA libraries are
specified in the LPALSTxx member of parmlib.

There are different considerations for whether modules from LPA libraries become authorized when loaded for execution
through different types of allocations:

• When loaded through an allocation to Joblib, Tasklib, or Steplib, the fact that they are in LPA libraries is irrelevant to
their APF authorization. When used this way, authorization is determined only by whether they are also in the APF list.

• When executed in LPA, all LPA modules are authorized.

APF Authorization of Linklist Modules

The specification of which modules from linklist libraries (and LLA) are authorized when accessed through different types
of allocations differs by z/OS release.

Modules in the LNKLST concatenation can execute without the libraries being specifically allocated to the job, much like
LPA modules are available to all jobs.

The LLA facility improves performance by caching some LNKLST modules in storage. LNKLST modules are available to
all jobs. Not all libraries in the LNKLST concatenation are necessarily authorized when accessed through the LNKL ST
concatenation.

The LNKLSTxx parmlib members and the LNKAUTH parameter of the IEASYSxx parmlib member (and possibly the
APFLSTxx members) determine whether a library’s modules are authorized when accessed this way. Authorized
programs, while running, cannot usually load programs from an unauthorized library in the LNKLST concatenation.

z/OS behaves as if the unauthorized libraries in LNKLST were not in LNKLST. Libraries in the LNKLST concatenation
must be cataloged in the master catalog. The contents of the libraries can be changed, and the changes reflected
immediately (with execution of appropriate LLA commands) but the list of libraries in the LNKLST concatenation only
changes at IPL. SYS1.LINKLIB always starts the LNKLST concatenation, followed by SYS1.MIGLIB and SYS1.CSSLIB,
then the libraries specified in parmlib. LNKLST concatenation only changes at IPL. Unlike other concatenations, LNKLST
can include unauthorized libraries while allowing authorized libraries in the concatenation to remain authorized. Auditor
always knows which libraries are authorized through LNKLST now.

There are two different ways of executing these modules:

• When allocated through Joblib, Tasklib, or Steplib, the fact that they are in linklist libraries is irrelevant to authorization.
When used this way, the APF list solely determines authorization.

• When executed from the LNKLST concatenation (or LLA), if the IEASYSxx parameter LNKAUTH=LNKLST, then all
LNKLST modules are authorized when accessed through the LNKLST concatenation. If the IEASYSxx parameter
LNKAUTH=APFTAB, then only modules in libraries in the APF list are authorized when accessed through the LNKLST
concatenation.
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Concatenation of Authorized and Unauthorized Libraries

Normally (not LNKLIB) when you mix authorized and unauthorized libraries in a concatenation to a single ddname, all the
libraries in the concatenation lose authorization.

Access to APF Libraries

Most audit and security authorities agree that no one should have standing update authority to the APF libraries. Updates
should go through a quality assurance or change control procedure. The operations staff should participate in their
promotion to production.

Duplicate authorizations for libraries make the lists z/OS searches unnecessarily long, and could impact performance.
Duplicate program names in the APF-authorized libraries indicate that there is poor control against users running obsolete
or regressed versions of modules. This could allow users to circumvent “integ” APARs and otherwise destroy the integrity
of trusted authorized facilities by running mixed levels of a single program product or other subsystem.

APF Libraries and JCL

Some data centers have as many as 100 or more APF libraries that contain as many as 4000 or 5000 programs. Good
maintenance procedures are vital to system security and integrity in these environments.

When you review the contents of APF libraries, pay particular attention to the programs that the linkage editor marks APF-
authorized. Any program in an APF library is APF-authorized, but only those that the linkage editor marks APF-authorized
can acquire that authorization when directly named in a JCL EXEC statement. Programs named in JCL are called job-
step programs. APF requires only that the job-step program is marked as authorized. From that point on, other programs
can be called, regardless of whether they are marked as authorized. The only requirement is that they come from an APF-
authorized library.

It is possible for an authorized program to attach an unauthorized program as another task, and for the authorized
program to protect itself through storage keys. But normally, when an authorized program runs an unauthorized program,
they both become unauthorized or abend. If the authorized program is already in key 0 or supervisor state, the system
cannot protect itself and abends the program. If the authorized program was program state and user key when it
attempted to execute the unauthorized program, it loses authorization and abends only if it attempts to modeset or
execute privileged instructions or authorized programs.

APF Library Sources

Keep in mind several considerations when you attempt to identify all of your APF-authorized libraries:

• The system linklist that consists of SYS1.LINKLIB and its concatenations is optionally authorized.
• The explicit APF library list is specified by the appropriate IEAAPFxx and/or PROGxx member(s) of the logical Parmlib

library.
• SYS1.SVCLIB is always APF-authorized.
• All modules contained in LPA, including the MLPA and FLPA extensions, are considered to reside in an APF-

authorized library.
• SYS1.NUCLEUS is not APF-authorized, but it might as well be because most of the z/OS nucleus runs authorized.

There are other peculiarities in the way APF functions. For example, the linklist libraries are not considered authorized
when JOBLIB or STEPLIB refer to them unless they are also mentioned in the explicit APF library list. Even then, if any of
the libraries in a JOBLIB or STEPLIB concatenation is unauthorized, the entire concatenation is considered unauthorized.

Controlling APF through Access Control

As stated before, the key to controlling APF is controlling access to APF-authorized libraries. Use the Auditor displays and
your access control software to verify that each library is protected from unauthorized access and modification. See the
System Review Checklist for specific tests you should perform for APF-authorized libraries.
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It is possible to fool z/OS into thinking that a program is APF-authorized when in reality it is not. The z/OS program loader
sets a bit in an z/OS control block (called the JSCB authorization bit) to designate an APF-authorized program. Systems
programmers can install user SVCs to set this bit, making the program appear authorized. These authorization SVCs are
both popular and easy to use. An ordinary application program calls the SVC, and the program becomes APF-authorized
instantly. Perform the checklist tests for them as a necessary part of your APF review.

TSO Information Summary

APF-authorized TSO commands and programs execute in an authorized state. Therefore, you must monitor these
commands and programs closely to control their use and function using the TSO Information Summary (2.2.3).

TSO Commands

Most TSO processing occurs under the control of TSO commands that are command processing programs that reside in a
library specified in the system link library list (LNKLSTxx), in SYS1.LPALIB, or in STEPLIB libraries.

The TSO CALL command loads and executes a program from a load module library. The program can be user-written or
it can be a system module, such as a utility program. TSO CALL can execute a program from any accessible load library.
CALL can be issued from TSO READY or from a background terminal monitor program (TMP), which is a program that
provides an interface between the terminal user, the user’s program, and the TSO control program.

Some data centers do not permit use of the TSO CALL command because a user can invoke any program in any library
to which he has access. Instead, by forcing the use of TSO commands only, they restrict TSO commands to the system
linklist, LPA modules, and commands in STEPLIB libraries. This also lets them take advantage of ACF2 command
limiting, if they are ACF2 users.

Tables of Authorized Commands and Programs

Certain TSO commands and programs are APF-authorized. z/OS maintains tables of authorized commands in the
APFCTABL in CSECT IKJEFTE2. Authorized programs that the CALL command can access are listed in the APFPTABL
in CSECT IKJEFTE8. Authorized programs that the TSO Service Facility can access are listed in the APFTTABL in
CSECT IKJEFTAP. These CSECTs reside in member IKJEFT02 in SYS1.LPALIB or in member IKJTABLS.

TSO Service Facility

The TSO Service Facility lets a TSO user invoke authorized commands, programs, or CLISTs from an unauthorized
environment, such as ISPF/PDF. The TSO Service Facility is executed by any commands or programs that call program
IKJEFTSR (alias TSOLNK). ISPF/PDF automatically invokes the TSO Service Facility to access authorized commands
and programs. APF-authorized programs that can be invoked through the TSO Service Facility must be listed in the
APFTTABL table.

Review Considerations

You should carefully review any programs whose names are in the TSO Information Summary Display. It is possible to
use the TSO Information Summary to pass an authorized program a “parameter” list like that the CALL macro generated.
If the authorized program permits user exit routines, users can pass the addresses of their exit routines in the argument
list and receive control in their own code in an authorized state (for example, the IBM IDCAMS utility). For this reason,
IBM explicitly recommends that data centers exclude IDCAMS from APFTTABL. Check any program names other than
the defaults of IEBCOPY and IKJEFF76 for function and integrity.

You can invoke most TSO commands and programs from a background TMP environment. In some cases, batch TMP
should not issue TSO commands. For example, the OPER command lets users enter a subset of operator commands
like CANCEL. Because it might not be advantageous for batch programs to issue operator commands, it is advisable to
restrict the use of selected TSO commands (such as OPER) in the background environment. The NSCPTABL in CSECT
IKJEFTNS lists those TSO commands that cannot be issued from batch programs. As with the other tables, CSECT
IKJEFTNS is also found in the LPA module IKJEFT02.
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APF Library Analysis
Describes how to analyze APF libraries using Auditor.

The Authorized Program Facility (APF) is one of the most important security facilities. If a program meets APF-
authorization requirements, it can enter into supervisor state and storage protection key 0 (zero) by issuing the MODESET
supervisor call (SVC). While in supervisor state, a program can execute restricted machine instructions. In storage
protection key 0, a program can access all main storage of the computer. This means that it is possible for APF-authorized
programs to circumvent all standard z/OS security mechanisms and gain access to secured data.

To gain APF-authorization, a program must be link edited with an authorization code of 1. In addition to having the proper
authorization code, a program must also be placed in a designated APF-authorized library.

APF is also used for other special authorization purposes, such as updating a volume table of contents (VTOC), using
APF-protected SVCs, and using certain special powers granted by the z/OS program properties table (PPT).

APF Library Statistics Summary

APF-authorized libraries can contain programs with nonzero authorization codes that permit them to run as APF-
authorized job-step tasks. It is important to know the number and location of all APF-authorized programs in the system.
It is even more important to know the location of the APF-authorized superzap (AMASPZAP) programs on the system.
The locations of these programs are important because they can alter or zap a volume table of contents (VTOC). APF-
authorized libraries are specified in the IEAAPFxx and LNKLSTxx members in the logical parmlib.

The APF Library Statistics Summary display shows a summary of information about APF libraries on the system. Auditor
identifies the APF libraries and then summarizes the information about these libraries on the display. Auditor also lets you
take a more detailed look at the APF libraries on the APF Library Statistics Detail Display, which displays when you press
Enter. Auditor marks any APF-authorized superzap programs that it recognizes on the detail display.

1. From the z/OS System Installation Choices screen, select option 2.
The APF Library Analysis submenu is displayed.

2. Select option 1.
The APF Library Statistics Summary is displayed.

3. To browse a library enter, B (Browse) next to its name or freeze it by entering F (Freeze).

Find Duplicate APF Programs

z/OS automatically recognizes some libraries as APF-authorized, such as SYS1.SVCLIB and SYS1.LINKLIB, according to
standard conventions. Other libraries must be explicitly designated as APF-authorized by their inclusion in the IEAAPFxx
member in SYS1.PARMLIB. z/OS also consider modules that reside in the link pack area (LPA) as APF-authorized, just as
if they resided in an APF-authorized library.

Many data centers designate additional APF-authorized libraries. Having multiple APF-authorized libraries introduces the
possibility of creating duplicate APF programs. Duplicate APF programs and libraries increase the possibility of programs
bypassing security controls and the exposure of executing an outdated copy.

The Find Duplicate APF Programs option identifies the APF libraries that contain members that have the same names
as those of members in other APF libraries. This display also searches the LPA for members that appear in other APF
libraries and identifies the DASD volume where each APF library resides.

1. From the z/OS System Installation Choices screen, select option 2.
The APF Library Analysis submenu is displayed.

2. Select option 2.
The Find Duplicate APF Programs screen is displayed.

3. Enter an S (Select) next to a library name to see a list of duplicate APF programs.
The List Duplicate APF Programs screen displays the name of each APF-authorized library that contains a program or
member with the same name found in a different APF-authorized library or in the link pack area (LPA). If you entered
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an S (Select) next to one or more of the libraries, Auditor displays the names of other APF-authorized libraries that
contain identically named programs. If Auditor finds identically named programs in the LPA, you see APF in this field. If
you select more than one library, Auditor shows you a series of screens (one for each library you selected).
The fields on this screen display information about duplicate APF programs, such as their location and size. Each
duplicate APF program is listed separately, showing all libraries that contain identically named programs. To end the
display or view other selected members, press the END key (usually F3).

4. (Optional) Enter B (Browse) next to the library name to browse a library.
5. (Optional) Enter F (Freeze) to monitor changes to a library.

APF-Authorized TSO Table Entries Display

The control of APF authorization for TSO commands and programs is critical to z/OS security. Because APF-authorized
TSO commands and programs can bypass system validity checks and security, you should review the entries in these
tables to ensure that system integrity is not compromised. The main areas of interest are:

APF-authorized
commands

These are APF-authorized TSO command processors. These commands are listed in the APFCTABL table.

APF-authorized
programs

These are other APF-authorized programs that can be invoked by using the TSO CALL command. These
programs are listed in the APFPTABL table.

APF-authorized
TSO services

These are APF-authorized programs that the TSO Service Facility can execute. These programs are listed
in the APFTTABL table.

The location of the tables identified in the list above depends on the version of z/OS used by the data center. These
CSECTs can reside in the IKJET02 or IKJTABLS member of SYS1.LPALIB. These tables can be built from parmlib at IPL.

Unsupported batch commands are another area of interest that Auditor analyzes in this display. Unsupported batch
commands are TSO command processors or programs that are not permitted to execute in batch. These commands
and programs are listed in the NSCPTABL table in the IKJEFT02 (or IKJTABLS) member of SYS1.LPALIB. If the data
center uses TSO/E Release 4 or later, these tables can be built from Parmlib at IPL. Although this table is not concerned
with APF commands as such, the data center can use this table to prevent the use of certain commands in a batch
environment.

The APF-authorized TSO Table Entries display locates all APF-authorized TSO tables. To view a specific group of entries,
for example all tables marked for review by Auditor, use the SORT command.

To search the libraries on the system for a module, enter S (Select) next to that library. Auditor displays the TSO APF
Library Search display. To record a description for a library, enter D next to that library. The pop-up description panel is
displayed. You can enter your description.

To access the APF-Authorized TSO Table Entries, select option 3 (2.2.3).

To view all of the entries in a certain group, for example all tables that Auditor has flagged as recommended for review,
use the SORT command (see the Using Display Commands section in the “Introduction” section for information).

TSO APF Library Search Display

When you select an entry from the APF-authorized TSO Table Entries, Auditor searches all eligible APF libraries for the
module listed in the NAME field. The eligible APF libraries include all LPA libraries, SYS1.SVCLIB, the linklist library, and
all APF libraries.

When Auditor completes the search, the TSO APF Library Search is displayed. You can enter B to browse a program or F
to freeze it.
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HFS Analysis

One of the more significant concerns auditors have had is that of APF authorized programs residing within USS-
maintained files. With Auditor Auditing, you can collect information about HFS-resident programs having the APF
extended attribute set.

To use this functionality, define and populate the Auditor External data store.

To access the HFS Analysis screen, select option 4 (2.2.4). The HFS Analysis screen is displayed.

SMP/E Analysis
Describes how to analyze SMP/E using Auditor.

z/OS is a complex operating system that consists of a base product supplemented by a number of optional components.
These components make the process of installing and maintaining z/OS very difficult.

Installation and Maintenance

When z/OS was first developed, you installed or changed the operating system and its components using the system
generation (SYSGEN) process. z/OS options and parameters were described in macros that were then assembled and
link-edited. This process was lengthy and involved multiple steps that could introduce errors.

The SYSGEN process has been replaced by easier-to-use pregenerated methods of packaging which greatly simplify the
installation process. One such implementation is a partially generated z/OS system called installation productivity option
(IPO). Although IPO was the custom built installation process offering (CBIPO) or custom built product delivery offering
(CBPDO), the concept remains the same. With CBIPO or CBPDO, IBM copies the components and products that you
order on to a tape and ships it to you. This tape contains load modules, object modules, macro libraries, and distribution
libraries. Many of these libraries come ready to use, so they just have to be copied on to your system.

If you are installing z/OS for the first time or completely replacing your existing system, you should consider installing
a CBIPO. The CBIPO system contains program temporary fixes (PTFs) for a specific maintenance level (genlevel) of
the operating system. These PTFs are generally available on program update tapes (PUT tapes). PUT tapes contain
maintenance that IBM distributes about every six weeks. CBIPO is recommended for large-scale changes and requires
less skill to install than a CBPDO. However, if you want to upgrade your existing system or update a specific component
or subsystem, you should consider using a CBPDO. The CBPDO system includes PTFs that are not yet released on PUT
tapes. The CBPDO is meant for incremental changes and requires more skill to install than a CBIPO.

Both CBIPO and CBPDO considerably simplify the installation process.

Even with CBIPO and CBPDO, you can find the installation and maintenance process confusing, time-consuming,
and error-prone. This is because you must still separately install other vendor products, outstanding fixes, local user
modifications (USERMODs), and exits to generate a new z/OS system.

To maintain an existing system, you must continually install PUT tapes containing outstanding fixes. Occasionally, during
the maintenance process, these fixes inadvertently overlay other fixes that are necessary. This can impact other parts
of the system. IBM avoided these maintenance problems by requiring that fixes be applied only when other fixes were
already installed. Soon, however, the coordination of all of these fixes and their requirements became too complex to
handle manually, so IBM developed SMP/E to mechanize the installation and maintenance of z/OS system software.

Installation and Maintenance of Broadcom Products

Once a Broadcom product is installed at your site, you must apply maintenance from time to time. Maintenance usually
consists of fixes to the software, updates to the documentation, and updated tapes. Maintenance is supplied in the
following ways:
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• Maintenance tapes
• APARs and PTFs
• Through the Customer Service System (CSS)

Because maintenance is packaged in SMP/E format, you can install your Broadcom product installation and maintenance
tapes using SMP/E.

Program fixes are provided in response to errors in the code of a product. Fixes are usually in the form of a zap, module
replacement, or source update. Broadcom supplies fixes as either an APAR (authorized program analysis report) or a PTF
(program temporary fix). An APAR is an official, tested fix to a software problem. A PTF can be a Test PTF, a Special PTF,
or an Official PTF. A Test PTF is a test version of a fix; a Special PTF modifies a documented function of a product; and
an Official PTF is a tested, official module intended to fix one or more problems, always in the form of a source or module
replacement.

Change Control Policies and Procedures

Before using SMP/E directly to control the installation and maintenance of your software environment, your site should
formulate a change control management policy and related procedures. While SMP/E can control the changes made
to your software, you must use it consistently to be effective. Your security policy must stress the use of SMP/E as the
change control system and outline procedures to control its use.

Because SMP/E can introduce fixes that modify the expected results of a critical software program, you must control
access to it. You must also have procedures to control and track the distribution of the tapes that contain SMP/E programs
and fixes. This ensures that SMP/E only controls the system and does not corrupt it. You must also ensure that access
control software and physical controls that protect access to SMP/E through ISPF/PDF and SMP/E data sets, tapes,
fixes, and so on, are in place. Check the appropriate user profiles, permissions, and access rules to determine whether
appropriate software controls are implemented. Physical controls include tracking and placing tapes in tape libraries. You
can implement other procedures to validate whether SMP/E successfully processed a maintenance tape by establishing
quality assurance procedures to review system maintenance activities.

Controlling access to SMP/E also includes keeping audit trails of who installed SMP/E, who maintains it, when SMP/E was
installed, and whether these audit trail reports are properly accounted for and filed. These records are vital to establishing
responsibility and accountability for systems software changes.

Your procedures should ensure frequent and periodic backups of SMP/E data sets to ensure that they are not lost or
corrupted. The SMP/E data sets map the structure of the operating system, and if lost, could endanger the integrity of
the system. If they had to be rebuilt from old copies, vital information might be lost or misplaced. The Auditor SMF Scan
Display can show you SMF records that tell you whether SMP/E components were backed up properly and on a regular
basis. You should ensure that these backups were completed successfully.

The changes made to the system should also undergo quality assurance testing before they are implemented. System
modifications (SYSMODs), PTFs, and other changes can all be avenues for introducing either inadvertent errors or
malicious changes.

A working knowledge of SMP/E is considered a special skill in today’s software environments, so the staff members who
work with and install SMP/E must have an adequate level of training to ensure effective use. Computer-based training
(CBT), DVDs, video tapes, and training classes are ways to obtain additional training. Studying the product documentation
is another way. Your policy should outline the minimum training that is acceptable for staff members who use SMP/E. The
policy should describe procedures to ensure that training is completed.

An Overview of SMP/E

The integrity of the z/OS operating system depends on the soundness of the systems software maintenance process.
Good change control procedures are critical to achieving a high degree of system integrity. Consequently, IBM developed
SMP/E as the primary mechanism for controlling changes to the z/OS systems software environment.
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Role of SMP/E

SMP/E is a tool to install and maintain software changes to the z/OS operating system. If used properly and consistently, it
acts as the official registrar of software that is currently executing in the system. It does all of the following:

• Coordinates the application of new functions, changes, and maintenance by ensuring that the proper levels of software
are installed in the current environment before the changes are applied

• Invokes the proper system utility programs, such as the linkage editor or superzap, to install z/OS system components
or apply maintenance to them

• Tracks the changes SMP/E installed in its own data sets

SMP/E Features

SMP/E offers significant performance advantages, such as:

• Displays that operate under ISPF/PDF
• Dynamic allocation of data sets
• Improved exception processing of system modifications (SYSMODs)
• New VSAM SMP/E control data sets

Use of a single version of SMP/E greatly simplifies maintenance, training, and support requirements. While different
versions of SMP/E can coexist to ease your conversion and migration, CSIs formatted under one version are not available
under the other version. Therefore, if your site is using multiple versions of SMP/E, you should determine whether plans
exist to consolidate processing using a single version of SMP/E.

SMP/E Structure

To install and coordinate software changes, SMP/E uses its own database, consisting of the following components:

Consolidated software
inventory (CSI)

SMP/E uses the CSI data sets as a directory to control the installation and maintenance process. The CSI
maintains records of the structure and content of the operating system.

PTF temporary
storage (PTS)

This data set serves as temporary storage of changes that are installed.

Other work and
utility data sets

Examples include data sets that contain JCL, macros, time-stamped records, and backup copies of
changes.

Although data centers usually use a single SMP/E database to manage all of their software, it is possible to use separate
databases for z/OS, telecommunications, and other applications. A single SMP/E database consists of one or more CSI
(sharing only one global zone), PTS, and other work and utility data sets.
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Figure 1: SMP-E Structure

You can, however, separate products into more than one database.
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Figure 2: SMP-E Structure2

Because CSI data sets contain records defining the structure of the z/OS system, Auditor uses them to determine whether
SMP/E processing was correctly performed. Auditor compares the actual changes it finds in system modules to the
records of changes that SMP/E keeps. Auditor does not currently inspect the PTS and SCDS data sets.

SMP/E Consolidated Software Inventory (CSI)

Each SMP/E database has one or more consolidated software inventory (CSI) data sets. These data sets are VSAM
key sequenced data sets (KSDSs). They control SMP/E processing and keep records of the structure of the operating
system. SMP/E uses the CSIs to control and track the installation of systems software changes. Auditor uses information
contained in these data sets to analyze whether SMP/E is correctly tracking maintenance in system libraries.

CSI data sets are logically divided into zones. Each CSI can contain one or more of three types of zones: the global,
target, and distribution zones.

Each zone tracks one or more z/OS component or program product.
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Global zone Each SMP/E database contains a single global zone. This zone is an index to its associated target and
distribution zones in the SMP/E database. It contains entries that describe the changes waiting to be
installed and system utilities that SMP/E uses to install changes.
The CSI that you specify for Auditor processing must contain the global zone. You can search all of the
zones by default or limit processing to a particular zone. If you limit processing, you must select the global
zone as one of the zones. We recommend that you select all of the zones if you do not know which ones
to process. The SMP/E Zone Selection screen displays when you limit processing on the CSI Selection
Display (0.5.2 or 2.3.1).

Target zones Each CSI can have multiple target zones. These zones contain entries that describe the contents and
construction of target libraries. Target libraries contain the executable programs that make up system
components and program products.

Distribution zones Each CSI can have multiple distribution zones. These zones describe the contents of the distribution
libraries that contain the master copy of all components of the operating system. They are used, for
example, to restore target libraries when maintenance was improperly applied. Distribution zone entries are
similar to target zone entries.

Defining Single or Multiple CSIs

Besides multiple SMP/E databases, you can define your CSI as a single or multiple structure. A single CSI structure
shares one CSI among multiple products and keeps track of all system activity for those products. It contains one global
zone and one or more target or distribution zones. It lets you control your system from a single point. However, because
SMP/E requires exclusive use of the entire CSI to process a zone, a single structure prevents you from running more than
one background SMP/E job at a time.

Figure 3: Defining Single or Multiple CSIs

The multiple CSI structure defines unique CSIs for multiple products. When a multiple CSI structure exists, the CSIs share
a single global zone. Typically, products such as z/OS, CICS, and IMS each have their own CSI. This structure lets you
run more than one background SMP/E job at a time. You can also define a multiple structure to meet more of your site’s
needs. Programming support, backup and update needs, security goals, and location of support teams can influence
whether your site establishes a single or a multiple CSI structure.

Following is an illustration of a multiple CSI structure:
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Figure 4: Defining Single or Multiple CSIs2

It is possible to construct a multiple SMP/E database that contains single and multiple CSI structures like the following
one. Just remember that, if multiple CSIs are used, you must select each CSI that contains a global zone when you use
Auditor to analyze SMP/E.

Figure 5: Defining Single or Multiple CSIs3

Selecting the CSI Data Set Name

You can use the CSI Search Option (0.5.2 or 2.3.1) to select the CSI that you want Auditor to use in processing. You can
use the current list of CSIs or ask Auditor to create a new list from the system catalogs.

 238



 Auditor for z/OS 12.1

CSI Entries

CSI data sets contain entries that SMP/E uses to maintain your system. You create these entries by using SMP/E
commands, or SMP/E automatically creates them during system and product installation. You can use Auditor to analyze
these entries and tell you whether SMP/E maintains a given program or applied a fix to a particular control section
(CSECT) of a program. A control section is the smallest grouping of code that the linkage editor can process.

Target and distribution zone entries describe the status and structure of their corresponding libraries. Auditor uses LMOD
and MOD entries to determine whether SMP/E correctly maintains a library.

LMOD entries Contain the information that SMP/E needs to update or replace a given load module. LMOD subentries
describe which libraries a load module resides in and various link-edit information about the load module.

MOD entries Describe one or more CSECTs. MOD entries list all of the load modules that a CSECT was link-edited
into. This lets SMP/E identify the affected load modules when a change is applied to a particular CSECT.
MOD entries also describe the function and service level (that is, version) of each CSECT. SMP/E updates
appropriate MOD subentries whenever a fix is applied to a CSECT. These subentries, called modification
identifiers, tell Auditor whether SMP/E applied a change to a given CSECT:

Function
Modification

Identifier (FMID)

Identifies the function system modification (SYSMOD) of an element. For example,
the FMID HBB7707 identifies the program product, z/OS Version 1 Release 4.

Replacement
Modification

Identifier (RMID)

Identifies the last SYSMOD that replaced a CSECT.

Update
Modification

Identifier (UMID)

Identifies the SYSMODs that changed a CSECT. SMP/E adds the SYSMOD ID
of the change to the UMID list associated with the entry. It remains there until the
CSECT is totally replaced. At the time the CSECT is replaced, a new RMID value is
determined and the old UMID list is cleared.

Analyzing SMP/E

You can use the SMP/E CSI Search Display (0.5.2 or 2.3.1) to tell Auditor to process a particular CSI.

Once you select the CSI, you can ask Auditor to tell you what program products SMP/E installed in your system. The
Installed Products Display (2.3.3) tells you the FMID, the zone that the product is defined in, a description of the product,
the vendor, and the program number for each product.

The Product Information Display (2.3.2) cross-references information about common program products. It lists FMIDs,
descriptions, program numbers, vendors, and component numbers. For example, you can use this display when you
want more information about a product, and you already know the FMID from reading a dump or scanning a module. For
example, you can split the screen while browsing a module in one of the 3.0 options of Auditor to find the product name of
an FMID.

Alternately, you can mask the Description field to find all occurrences of a particular product. For example, if you enter
-ISPF/PDF- in this field, you find all products that list ISPF/PDF in their description. The Component Name field of this
display accepts component codes for Broadcom without the CA- prefix. It also recognizes alternate names, such as TMS,
DUO, AMASPZAP, and so on.

SMP/E Processing

SMP/E installs software changes (called SYSMODs) in the system’s libraries using batch SMP/E commands or online
ISPF/PDF displays. Through these commands and displays, SMP/E invokes standard system utilities to perform actual
installation or maintenance functions. SMP/E tracks the SYSMOD installations in its own database, the CSI.
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System Modifications (SYSMODs)

SMP/E identifies software changes as system modifications (SYSMODs).

SYSMODs also contain statements (called MCS statements) that control the installation of software changes on to the
system. When you install a SYSMOD, you are adding, replacing, or updating elements of the system. Elements are those
parts of programs (such as macros, modules, or other types of data) that make up the operating system. The CSI records
the addition, replacement, or update of these elements. Fixes update elements to bring the operating system up to a
certain release. MCS statements describe the software changes and any relationships that the changes have with other
elements or fixes that are already installed on your system.

The following types of SYSMODs exist:

Function SYSMODs New releases of the operating system, program products, or updated functions of an existing program
product. Function SYSMODs consist of two types: base and dependent functions. Base functions add
or replace a complete part of the system. Dependent functions rely on the base function being installed.
They usually update a subset of the elements the base function introduced. Function SYSMODs usually
introduce the new elements (such as modules, macros, source, and assembler statements, and so on) and
explain how they all fit together.

Program Temporary
Fixes (PTFs)

These SYSMODs are program fixes for reported problems. A PTF is usually a complete replacement
for an element (such as another module). A PTF applies to a particular function SYSMOD and can have
relationships with other PTFs. The linkage editor often replaces the modules on the system. PTFs are
distributed on program update (PUT) tapes and are applicable to a large number of users. They often
address several related authorized program analysis reports (APARs).

Authorized Program
Analysis Report

(APAR) Fixes

These types of SYSMODs are usually created to circumvent a particular problem. An APAR is a fix that
updates an element or a number of elements. They always depend on a particular function SYSMOD being
installed and can also depend on other PTFs. Often, the superzap utility applies APARs. They are usually
superceded by PTFs distributed on PUT tapes.

User Modifications
(USERMODs)

Users create these SYSMODs to alter or add new system functions. USERMODs always depend on
a function SYSMOD and sometimes other PTFs, APARs, or USERMODs being installed. USERMODs
consist of fixes that add, replace, or update existing functions.

Using information from the CSI, SMP/E selects the elements or fixes to install from the SYSMOD. This means that SMP/
E selects which elements must be installed into the libraries based on the relationships of SYSMODs being installed,
SYSMODs already installed, and the function and service level of elements in the CSI. For example, SYSMODs can
require that other prerequisite SYSMODs already be installed. SMP/E uses modification identifiers to determine this
information. The FMID defines the function of an element, the RMID tells which SYSMOD last replaced an element, and
the UMIDs list tells which SYSMODs updated an element since the last time the element was replaced. SMP/E needs to
know what other SYSMODs are installed so that it does not overlay a portion of another SYSMOD. The UMIDs and RMID
of all elements give SMP/E this information.

Target and Distribution Libraries

Once SMP/E selects the elements or fixes, SMP/E installs them into target and distribution libraries. Target libraries
contain the executable programs of the running system. Distribution libraries contain the master copy of the programs and
create the target libraries. The distribution libraries can also act as backup libraries or input into the SYSGEN process.

It is important to know what is in system libraries. You might have duplicate copies or different releases of a product that
you did not know about. You should ensure that vendor billing documents agree with what is on your system. SMP/E also
might not know about some of these, so these products probably are not properly maintained. If you discover a product
that SMP/E does not know about, you should investigate further.

You can use Auditor to tell you what products are installed in a given library. The Product Identity Selection Display (2.3.4)
compares the contents of a given library to the CSI to find each module’s associated FMIDs, uses these FMIDs to find
other product information in the Auditor database, and displays this information. For each product it recognizes, you see
the program name, its alias (if any), the FMID, description, and vendor.
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This display is similar to the Program Origin display (5.1), but it uses information contained in the CSI with the Auditor
database to identify program products. The Program Origin display uses standard naming conventions to identify the
product. Although the Product Identity display relies on more specific data for its comparison, you might still use the
Program Origin display to find the name of a program when, for example, a product uses an unrecognizable FMID or does
not have an FMID.

SMP/E Commands

To process, SMP/E uses various commands to define the CSI data set, to install SYSMODs, and to perform various other
tasks.

The UCLIN and JCLIN commands establish the SMP/E CSI data sets. The UCLIN command also lets you create or
change entries in your CSI. The JCLIN command can define information about the content of your target libraries and the
structure of the load modules contained in them.

Once you define the CSI, you can use the SMP/E RECEIVE, APPLY, and ACCEPT commands to install SYSMODs.

These commands let you install SYSMODs in several stages for greater flexibility over the installation process.

RECEIVE
When reading SYSMODs from a product tape, the RECEIVE command places the SYSMODs into the global
zone and a temporary storage data set (called the PTS data set). SMP/E does not install them yet but records
each SYSMOD and the system components that it affects. At this point, SMP/E determines which changes are
applicable to your particular system and discards those that are not.

APPLY
The APPLY command applies the SYSMODs to the target libraries. This command invokes system utilities to
install the SYSMODs. At this point, you should perform quality assurance testing to ensure that other parts of the
system are not adversely affected.

REJECT
You can use the REJECT command to remove a SYSMOD from the PTS and global zone after a RECEIVE
operation.

RESTORE
If needed, this command can remove SYSMODs using distribution libraries to restore the target libraries to their
previous condition.

ACCEPT
After you test the changes and are satisfied that they are correct, you can use the ACCEPT command to apply
the SYSMODs to the distribution libraries. The SYSMODs are now permanently installed in your system and can
no longer be rejected.

System Utilities

The linkage editor, The APPLY and ACCEPT commands invoke system utilities, such as superzap or to perform the actual
installation of the SYSMOD into its appropriate libraries. SMP/E also uses these utilities to back out failing maintenance
during RESTORE processing.

When SMP/E uses superzap to apply fixes, it instructs superzap to place the SYSMOD ID in an identification data record
(IDR data record) in the affected CSECT of the load module. IDR data records store fix (zap) information. SMP/E then
records the SYSMOD ID in the UMID subentry of the appropriate MOD entry in the CSI.

On rare occasions, the IDR data record can become too full. The linkage editor initializes a certain number of IDR data
records when it creates a load module, and when superzap fills these, the SYSMOD information is no longer captured.
You can use the Program Freezer Function, however, to determine if changes were made, regardless of the availability of
IDR data.
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When SMP/E uses the linkage editor to install a new function or a replacement module, the linkage editor clears and
resets the IDR data records of the program. You can use the Program Statistics Display to identify modules that the
linkage editor completely replaced. You can find these modules by sorting the Program Statistics Display output by link-
edit date. Note whether the program was relinked after its initial installation. Change control authorizations should support
any link-edits that occurred after the date that the product was installed.

Program Library Structure

SMP/E installs updates in program libraries. It is important to know that program libraries are partitioned data sets (PDSs).
From a logical point of view, a PDS is an indexed file. It contains a directory component and a data component.

Directory Component

The directory component of a PDS contains eight-character member names that are physically kept in alphabetical order.
Each directory entry points to where its associated member is located in the data component. However, the directory of a
PDS can contain more than member names and pointers. Optionally, additional data can be placed in the directory. For
example, ISPF/PDF stores ISPF/PDF statistics, and the linkage editor stores information about load modules.

The linkage editor can also change what the member names represent in a directory. A member name usually points to a
unique PDS member. However, for load modules, multiple member names can point to the same physical member. This
technique lets you specify a synonym, or an alias, for a member. You can create an unlimited number of alias entries for
each member. SMP/E tracks these alias relationships, and when changes are installed, updates the original member.
You can use Auditor to verify whether the library alias relationships match those recorded in the SMP/E CSI. The Library
Analysis Display flags all the directory entries that do not match the information contained in the CSI.

Data Component

The data component of a PDS consists of one or more data blocks separated by end-of-file markers. The structure of the
PDS data component can also depend on the product that uses it. The linkage editor creates a PDS data component that
includes a number of differently formatted records. For audit purposes, we review IDR data records because they contain
information about changes to a program.

When SMP/E invokes the superzap utility to apply a fix, superzap applies the fix and places control information in one of
the program’s IDR data records. This information includes the date of the fix and it’s SYSMOD ID. SMP/E also places the
SYSMOD ID in the UMID subentry of the MOD entry in the CSI that corresponds to this program.

Auditor compares the IDR data information to the corresponding MOD entries (the UMID subentries) in the CSI. In this
way, Auditor determines if a particular fix was applied using SMP/E.

Auditor relies on the underlying integrity of the PDS and PDSE structure for it to process correctly. The structure of a
PDS and/or PDSE can be corrupted if the system goes down during a PDS compress operation or because of a software
error in managing PDSs. These can cause an alias relationship to be inaccurate or change the collating sequence in the
directory. You can use the Library Integrity Analysis Function to ensure that all members of a load library can be loaded.
You can use the Program Statistics Display to investigate modules with load errors.

Validating Program Libraries

You must search critical program libraries to determine the programs SMP/E maintains. Critical program libraries
include linklist, LPA, and APF-authorized libraries. You can use the Key z/OS Libraries Display to select the libraries that
correspond to the CSI that you are using. Run the Library Analysis Display against each of these libraries to check the
program names and aliases against the CSI.

SMP/E Problems

SMP/E is an open-ended system, meaning that SMP/E cannot ensure that a fix recorded in its CSI still exists in the library.
Ideally, the contents of a library should match what the CSI records, but occasionally this is not the case.
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The integrity of the operating system depends on the accuracy of the CSI. When you apply product maintenance and
install new program products using SMP/E, the accuracy of the CSI can determine whether the installation is successful.
Despite its importance, use of SMP/E is optional. You can install changes without its knowledge or permission, making the
CSI inaccurate.

Systems programmers can compromise the accuracy of the CSI by applying critical fixes without using SMP/E, usually for
the sake of expediency. Additionally, some sites can implement local exits that heavily impact the operation of the system.
Often, SMP/E does not manage these exits. Moving, copying, or adding programs to a library outside the control of SMP/
E also can cause maintenance problems, such as the loss or regression of critical PTFs. You can execute a copy of a load
module that is different from the version that SMP/E maintains. Over time, changes made to the SMP/E-managed version
make it different than the copy.

Copies of modules can be introduced into the system for some of the following reasons:

• TSO commands that are normally resident in linklist libraries are sometimes copied to link pack area (LPA) libraries for
improved performance.

• Some sites acquire a measure of virtual storage constraint relief (VSCR) by moving modules from LPA libraries to
linklist-resident libraries.

• Load modules are copied from test systems to APF-authorized libraries to let new versions of utilities execute with APF
authorization.

Other circumstances, such as a system crash or an SMP/E abend, can also cause the CSI to lose its integrity.

You can use Auditor to detect discrepancies between libraries and information maintained in the CSI. Auditor lets you:

• Identify programs in the library that SMP/E does not maintain
• Detect modules that were added, moved, or copied to libraries outside of SMP/E control
• Detect alias relationships that are not correctly maintained
• Identify CSECTs that SMP/E updated or were replaced outside of SMP/E control

The Library Analysis Display (2.3.5) compares the contents of a given library to entries in a selected CSI. This display
uses the CSI and zones that you selected on the SMP/E CSI Search Display (0.5.2 or 2.3.1) for its comparison. If you
want to search more than one CSI, rerun this display for each CSI. We suggest that you do not limit processing to a
particular zone during an audit. If you are a systems programmer, however, you might want to limit Auditor processing to a
particular zone or group of zones when you are using Auditor to monitor an SMP/E installation of a product.

Programs SMP/E Does Not Maintain

If you want to identify programs that SMP/E does not maintain, use the Library Analysis display. Auditor attempts to find
these programs by searching for LMOD entries in the CSI that match the programs in the library. If one cannot be located,
it searches for a MOD entry that matches the program. If a MOD entry is found, Auditor displays a message explaining
this conflict. If neither entry is found, Auditor knows that SMP/E does not maintain this program and informs you of this
fact.

Programs in a Library Other than the CSI-Defined Library

If you receive the PROGRAM/LIBRARY CONFLICTS WITH SELECTED CSI message while using the Library Analysis
Display (2.3.5) and the message lists a library other than the one you selected, the program can be moved or copied to
another library without SMP/E knowledge. In this case, Auditor found an LMOD entry in the CSI, but SMP/E associated
the program with a library other than the one that you selected.

You can use ISPF/PDF browse in split-screen mode to determine whether the program was moved or copied. If the
program resides in the library the message designates, it can be copied. If the program is not in this library, it can be
moved. This distinction is important because it affects the type of maintenance problems that can occur. If a program was
moved, the SMP/E maintenance process can abend. If a program was copied, SMP/E applies maintenance to the SMP/E-
managed version, but the copied program of the selected library becomes out-of-date because no maintenance is applied.
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Alias Relationships

You can also use the Library Analysis Display (2.3.5) to determine whether SMP/E is tracking alias relationships correctly.
To do this, Auditor finds an alias relationship in the CSI by looking for the corresponding LMOD entry of the program
that the alias is assigned to. If Auditor finds this LMOD entry, it looks at the link-edit control cards that build the LMOD
during SMP/E installation. If the ALIAS control card matches the alias of the program, the CSI correctly defines this
alias relationship. If Auditor cannot find an LMOD entry, it searches for a matching MOD entry and TALIAS subentry that
corresponds to the program. If found, you know that the alias relationship exists in the CSI but not in the way that the
library defines it. If neither of these entries (LMOD or MOD) is found, Auditor knows that the CSI does not know about the
alias relationship. If Auditor determines that a library’s alias relationships are in conflict, you should follow up with technical
support to ensure that they are resolved.

Updated Control Sections

You can use Auditor to verify that SMP/E applied maintenance to program CSECTs. The Program Updates Selection
Display (2.3.6) detects all program CSECTs that were changed through superzap. Auditor shows you both SMP/E-
maintained CSECTs and other CSECTs that were updated without the knowledge of SMP/E by finding the MOD entry in
the CSI that corresponds to the CSECT being analyzed. If found, Auditor compares the IDR data records in the program
to the UMID subentries in the MOD entry, and if they are the same, concludes that SMP/E updated this CSECT. If they are
different, SMP/E is not aware of all the changes made to the program.

When SMP/E replaces a module, it clears the list of old UMIDs in the CSI and places a new RMID value in the entry. To
install the module, SMP/E invokes the linkage editor that relinks the module. This clears and resets the CSECT’s IDR data
records. Although CSECTs that were relinked do not have SYSMODs in their IDR data records, you can use the Program
Freezer function (5.5) to find CSECTs that were replaced after an installation. You can also run the Program Statistics
Display (5.2) against the library and compare its output against previous results. If a program’s link-edit dates changed,
modifications could be made to the program subsequent to its initial installation. Change control authorization records
should substantiate any change to link-edit dates.

Auditor SMP/E Analysis
This article explains how to use SMP/E with Auditor.

z/OS is a complex operating system that consists of many different components. These components make z/OS difficult
to install and maintain because they can be interdependent. Your site can use several processes to install z/OS. One
process is a system generation (SYSGEN) that selects, assembles, and link edits these components together. IBM has
created other processes for an easier installation. IBM can create and ship to you one of the following processes:

• Installation Productivity Option (IPO)
• Custom-Built Installation Process Offering (CBIPO)
• Custom-Built Product Delivery Offering (CBPDO)

With these processes, many of the z/OS components that you order are custom built and can be copied directly to
your system. When you add other products, user modifications, exits, and maintenance, the process of installing and
maintaining z/OS becomes increasingly complex and unmanageable.

SMP/E helps you install and maintain products by tracking the changes that are made to your system. SMP/E processes
changes packaged as a system modification or SYSMOD. A SYSMOD can be a function, an Authorized Program Analysis
Request (APAR) fix, a program temporary fix (PTF), or a user modification (USERMOD). IBM and other vendors use
function modification identifiers (FMIDs) to distribute and track new or enhanced function SYSMODs.

SMP/E uses the consolidated software inventory (CSI) to control the installation of changes to your system. The CSI
consists of target, distribution, and global zones that describe the construction of your system. The SMP/E CSI zones
contain the control information that tracks all of the changes to the system libraries.

SMP/E installs SYSMODs on two types of libraries: target and distribution. Target libraries contain the executable copy of
code that your system runs. Distribution libraries contain a master copy of all programs on the system. You can create or
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back up your system with distribution libraries. The contents of each set of libraries, ideally, should match what each set of
CSI zones records but, occasionally, this is not the case.

The integrity of your operating system depends on the accuracy of the CSI. When you apply product maintenance and
install new features using SMP/E, the accuracy of the CSI determines whether the installation is successful. If SMP/E is
used faithfully, the CSI is the only system-managed repository detailing the construction of the components of the system.
However, despite the importance of accuracy, common systems programming practices can invalidate this information.

Because using SMP/E is optional, SMP/E is aware of only the maintenance and SYSMODs that it applies. Systems
programmers sometimes apply critical fixes without SMP/E, usually for the sake of expediency. Also, some sites might
implement local exits that significantly impact the operation of the system. Often, SMP/E does not manage these exits. In
fact, you must define several IBM exits, including the TSO Preprompt exit, to SMP/E before the exit can be brought under
SMP/E control.

You can also affect the accuracy of your CSI by executing copies of system load modules rather than the versions that
SMP/E maintains. Over time, changes can be made to SMP/E-managed versions that make them different from the
copies. Copies are often introduced into the system for the following reasons:

• TSO commands that are normally resident in linklist libraries are sometimes copied to link pack area (LPA) libraries for
performance purposes.

• Some sites acquire a measure of virtual storage constraint relief (VSCR) by moving modules from LPA libraries to
linklist resident libraries.

• Load modules are copied from test systems to APF-authorized libraries to allow new versions of utilities to execute
with APF authorization.

Auditor can validate the accuracy of the SMP/E CSI by comparing it to the production libraries. This lets you:

• Obtain descriptions of common program product information, such as FMIDs
• Show the program products defined in a specified CSI
• Show the program products that are installed in a given library
• Detect modules that were added, moved, or copied to libraries outside of SMP/E control
• Identify the control sections (CSECTs) of programs that were zapped (updated) or replaced outside of SMP/E control

Many of these analyses are potentially long-running because of the large volume of information being compared.
Depending on the criteria you select,  the configuration of your system, and the time of day, some of the displays can run
from five to ten minutes. We recommend that you use the batch facility to run the more time-consuming functions. Also, if
you limit your searches by using the program mask fields on the displays, Auditor usually takes less time to process.

CSI Search

SMP/E uses the consolidated software inventory (CSI) to track and install changes to the operating system. The CSI
is a VSAM-keyed sequential data set that is logically divided into zones. The three types of zones -- global, target, and
distribution -- contain control information that SMP/E uses to process and track the maintenance and installation of fixes
and products. Auditor compares the contents of the libraries that you select to the CSI. Typically, CSIs are separated into
major product groups. This display permits you to select the CSI that governs the product you are interested in, such as z/
OS, CICS, or IMS.

If you do not have access to the CSIs through your access security software, you can get numerous violations. Auditor
survives the violations unless the access security software cancels the TSO session.

1. From the Primary Menu menu, select option 2.
The System Installation Choices Menu is displayed.

2. Select option 3.
3. The Program Library Analysis Using SMP/E screen is displayed.
4. Select option 1.
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The Program Library Analysis Using SMP/E screen is displayed. If no CSI list exists in the Auditor database, Auditor
begins the CSI search without showing the prompt.

5. To use the current CSI list, press Enter. To update this list, enter YES in the Create a new list using the system
catalogs field.
Auditor processes a new list and displays it on the SMP/E Global CSI List. This process can take a considerable
amount of time if your site has many cataloged data sets.

6. (Optional) If you interrupt the CSI search and ask to use the data sets gathered so far, Auditor displays a panel asking
whether to save the new but possibly less complete list. Regardless of whether you save the new data set list in
DBASE2, you can still use the partial list now to make a CSI selection the default to use during this session.

7. To select one of the CSIs enter S (Select) next to it.

By default, Auditor includes all of the zones in its processing unless you limit the processing to a particular zone or group
of zones. Auditor shows you the zones that this CSI contains on the SMP/E Zone Selection display.

SMP/E Zone Selection

The SMP/E consolidated software inventory (CSI) is logically divided into the zones:

Global Defines all of the other zones, describes the system modifications (SYSMODs) in the CSI and the system
utilities that are invoked during SMP/E processing, and contains the DD definitions that are needed for
dynamic allocation of data sets.

Target Define the target system libraries.
Distribution Define the distribution libraries.

1. Select the zones whose statuses are to change from the SMP/E Zone Selection screen.
2. Enter S (Select) next to a zone changes the entry in the IN USE column from NO to YES or from YES to NO.
3. To review your selections before you save them, press Enter.

The selections are displayed but not saved to the database.
4. To save the selections and make them active, press F3.

Auditor uses the zones that you selected as the default whenever you perform an SMP/E analysis function.

Product Information

You can display common program product information that is contained in the Auditor internal database. This information
includes the function modification identifier (FMID), vendor, component name and number, program number, and
description of the product. SMP/E uses FMIDs to identify all program products. You do not have to specify a CSI or library
name to use this display.

1. From the Primary Menu, select option 2.
The System Installation Choices Menu is displayed.

2. Select option 3.
The Program Library Analysis Using SMP/E screen is displayed.

3. Select option 2.
The Product Information Selection screen is displayed. By default, the entire internal database is displayed.

4. Specify one or more of these fields to limit the information that Auditor displays to the program products that match
your criteria. You can mask criteria with an asterisk (*) or a dash ( - )
The program products that match your selected criteria are displayed.

Installed Products

You can determine what program products SMP/E has installed on your system. You must have already selected a CSI
from the SMP/E CSI Search display for this option to function.

1. From the Primary Menu, select option 2.
The System Installation Choices Menu is displayed.
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2. Select option 3.
The Program Library Analysis Using SMP/E screen is displayed.

3. Select option 3.
The Installed Products Display screen is displayed with the FMID, zone, description, vendor, and program number of
the product.

Product Identity

You can display lists all of the members of a given library and can identify what products those members belong to. This
display combines FMID information that is contained in the CSI and the Auditor internal database to identify program
modules. The Program Origin option relies on naming conventions to identify a program.

During processing, Auditor verifies the library contents against information in the CSI and its own database. Auditor uses
the information that you specify in the Product Identity Selection screen to find associated FMIDs in the CSI. Once the
FMIDs are found, Auditor attempts to locate the corresponding FMID entries in its internal database. Auditor then displays
the program names, FMIDs, descriptions, and vendors for those products that match the criteria that you specified.
Auditor also shows you when the program is an alias of another program.

You can limit the search to only those programs that cannot be found in the CSI by specifying YES in the Display
unrecognized programs only field. If you specify NO, Auditor presents all program products and flags those not found
in the CSI. If Auditor cannot find an FMID entry in the FMID list, that entry in the display is also flagged for review. This
indicates that more research is necessary to determine the origin of that particular FMID.

1. From the Primary Menu, select option 2.
The System Installation Choices Menu is displayed.

2. Select option 3.
The Program Library Analysis Using SMP/E screen is displayed.

3. Select option 4.
The Product Identity Selection screen is displayed. Auditor returns only the program products that match all of the
criteria. You can also mask each field to retrieve all of the program products.
To create this display, Auditor uses information from the SMP/E CSI to search the FMID table. If Auditor cannot find an
FMID in the CSI or cannot identify the program product that is represented by the FMID, Auditor flags the program with
an asterisk.

Library Analysis

For performance, virtual storage constraint relief (VSCR), or other reasons, your site might move programs from linklist
libraries to link pack area (LPA) libraries or from LPA libraries to linklist libraries. When this is done without the knowledge
or control of SMP/E, the CSI becomes inaccurate.

Moving, copying, or adding programs to a library outside the control of SMP/E can cause maintenance problems, such
as the loss or regression of critical program temporary fixes (PTFs). If you copy a program from one library to another
without the knowledge of SMP/E, SMP/E continues to apply maintenance only to the program about which it knows. The
copied program in the other library becomes back-leveled. This copied program could be executed in place of the SMP/E-
managed program, causing errors.

The Auditor Library Analysis option can determine if SMP/E maintains certain programs in a given program library. This
option compares the contents of a program library to its associated information in the CSI that you select. This comparison
shows you if:

• Any programs in the library are not maintained by SMP/E
• All of the alias relationships in the library are correctly maintained according to the CSI
• SMP/E installed a program in a library other than the library that you specified

1. From the Primary Menu, select option 2.
The System Installation Choices Menu is displayed.
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2. Select option 3.
The Program Library Analysis Using SMP/E screen is displayed.

3. Select option 5.
The Library Analysis Selection screen is displayed.

4. Enter the name of the library that you want to compare to the CSI.
By default, Auditor displays all of the programs that match the program mask of the selected library and recommends
those programs for which it could not find information in the CSI for review. Auditor reads the library directory, checks
the directory members against the LMOD and MOD entries in the CSI, and flags any program entries that do not agree
with the control information in the CSI with an asterisk.
SMP/E also tracks alias relationships. If the alias relationship that is defined in the library does not match what the CSI
has defined, Auditor flags it and displays a message in the Information field.
If you enter YES in the Display only programs recommended for review field, Auditor displays only those programs that
should be reviewed. The Library Analysis Display follows with sample data.

You can also search for the name of a specific program or group of programs. To interrupt the processing of this display,
press PA1. The Library Analysis can run several minutes if used against a large library such as SYS1.LPALIB. We
recommend that you use the batch facility to run this option.

Program Updates

You can compromise the integrity of the CSI when you apply maintenance or fixes directly to programs without the
knowledge of SMP/E. This can cause problems such as mismatched program levels, dropped maintenance, and the
inability to apply new maintenance.

With the Auditor SMP/E interface, you can detect zaps or updates that were applied to a program outside the control of
SMP/E. This analysis detects zaps on a CSECT level. Auditor compares the updated CSECTs of programs in a given
library to the associated UMID information stored in the selected CSI. Auditor tells you if:

• SMP/E applied the update
• SMP/E did not apply the update
• The CSECT or program is not in the CSI

1. From the Primary Menu, select option 2.
The System Installation Choices Menu is displayed.

2. Select option 3.
The Program Library Analysis Using SMP/E screen is displayed.

3. Select option 6.
The Program Updates Selection screen is displayed.

4. Enter a library name and, optionally, a program name or mask.
By default, Auditor displays all of the updated, or zapped, control sections (CSECTs) of programs that match the
program mask in the specified library. Those that were updated outside of SMP/E control are marked for subsequent
review. During this processing, Auditor searches the library for all changed programs or members and compares them
to the CSI to determine if SMP/E applied the update. If the update modification identifier (UMID) in the CSI matches
the program’s IDR data, SMP/E applied the update.
A UMID entry tracks an update to a program’s CSECT. SMP/E adds UMIDs to the CSECT’s other UMIDs for each
function that installs an update to the CSECT. When SMP/E invokes superzap to install the update, superzap places
IDR data in the load modules to track the change.
For each program, Auditor provides the name of the zapped CSECT, the zone, and a brief description. Also, Auditor
shows you when the program is an alias of another program.
If you enter YES for the Display only programs recommended for review field, Auditor displays only the CSECTs of the
programs that were updated outside of the control of SMP/E.

5. To display more detailed information, enter S (Select) next to a program name.
Only one detailed analysis per CSECT displays at a time. When you enter an S next to multiple CSECTs, Auditor
shows you each detailed display each time you press F3.
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Program Updates Detail Display

When you select a CSECT from the Program Updates Display screen, Auditor shows detailed information about the
CSECT that was zapped. This information includes:

• The CSECT of the library where the zap was applied
• The CSI zone where the SMP/E control information (MOD entry) was found
• The FMID (function modification identifier) of the function that owns the CSECT
• The RMID (replacement modification identifier) of the last function that replaced the CSECT
• The list of load modules that the CSECT resides in
• The cause of the last update to the MOD entry
• UMIDs (update modification identifiers) that installed the updates
• IDR data, which contains the date of the update, from superzap

Key z/OS Libraries
The key z/OS libraries are data sets that have a significant impact on the integrity of z/OS. These data sets contain IPL
parameters and the programs that make up z/OS. Many audit and security specialists agree that the key z/OS files and
libraries include all data sets with the SYS1 prefix and the APF, LPA, and the system linklist libraries. The system linklist
consists of SYS1.LINKLIB and the list of libraries that are concatenated to it. All of these libraries should be protected from
unauthorized access and update.

Most systems programmers feel that they need access to all key libraries if there is problems. There is some truth to
this. The need for security cannot impede people’s ability to get their jobs done. The key is to find a tolerable balance
between control and maintainability. Many specialists recommend that no one be permitted standing update access to the
production z/OS libraries, although provision does need to be made for emergency access. Read access is permitted on
a need-to-know basis. Even in data centers that permit standing update access, it is often possible to partition access. For
example, the person who maintains CICS would not need access to the z/OS nucleus file, and the person specializing in
TSO would not need access to the IMS library (IMS.RESLIB).

The key z/OS data sets are:

• APF-authorized data sets
• LNKLST concatenation data sets
• LINK PACK data sets
• Password-protected data set
• PASSWORD data set
• TSO brodcast data set
• Printer Imagelib data set
• IOCDS data set
• Logical Parmlib data set(s)
• Iplparm data set
• Logrec data sets
• SMF-recording data sets or log streams
• Nucleus data sets

APF List Library Display

One of the most important security features in z/OS is the Authorized Program Facility (APF). If a program meets APF-
authorization requirements, it can move into supervisor state and storage protection key zero by issuing the MODESET
supervisor call (SVC). In supervisor state, a program can gain access to restricted machine instructions. In storage
protection key zero, a program has unlimited access to all main storage.
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APF-authorized libraries contain programs that require APF authorization. Each member in these libraries can potentially
circumvent the security mechanisms of z/OS and any access control software. For these reasons, APF libraries should be
monitored closely for frequency of updates and proper access controls.

The APF List Library Display shows you the data set names of all APF libraries, how many extents each library has, the
DASD volume where each APF library resides, and the OS password or RACF protection of the libraries.

1. From the Primary Menu, select option 2.
The System Installation Choices Menu is displayed.

2. Select option 4.
The Key z/OS Libraries submenu is displayed.

3. Select option 1.
The APF List Library Display screen is displayed.

4. To browse a data set by enter B (Browse) next to it.
5. (Optional) To freeze an entry by enter F (Freeze).

Linklist Library Display

The z/OS system linklist libraries contain many of the programs that make up the operating system environment. These
programs include the linkage editor, an assembler-language processor, system utility programs, and service aid programs.
Linklist libraries often contain data center applications programs.

The z/OS system linklist is a concatenation of several libraries that can be referenced collectively. The set of members
that are named in the LNKLSTxx member of the logical parmlib identifies linklist libraries. The SYS1.LINKLIB data set is
always specified first. It contains IBM-distributed programs, although it can also contain user programs. All other linklist
libraries are handled as concatenations to SYS1.LINKLIB. Normally, the data center concatenates various applications
program libraries to SYS1.LINKLIB. The data center has the option of making one or all of the libraries APF-authorized.

Linklist libraries are important because most users can execute their contents. Therefore, you should review these
libraries carefully to ensure that they do not contain any user-written programs with extraordinary powers.

The Linklist Library Display shows you the names of all linklist libraries, the DASD volume where each library resides, and
the protect status of the libraries.

Auditor takes the information on the Linklist Library Display directly from z/OS system storage. Therefore, the list of
libraries that are displayed represents the current list of libraries that form the system linklist. Compare this list to the
LNKLSTxx members in the logical parmlib to ensure that they agree.

LPA Library Display

The link pack area (LPA) is a special area of virtual system storage that is reserved during the system IPL. The LPA
contains routines and programs that all tasks on the system can access concurrently. The LPA area is loaded with fresh
copies of routines and programs whenever the create link pack area (CLPA) option is specified during an IPL. Multiple
LPA libraries can be present as defined in the LPALSTxx member of the logical parmlib.

The LPA libraries contain the SVC routines, access methods, and selected user programs that all tasks on the system can
use concurrently. Because the LPA libraries contain these vital components of the system, you must ensure that they are
protected properly.

1. From the Primary Menu, select option 2.
The System Installation Choices Menu is displayed.

2. Select option 4.
The Key z/OS Libraries submenu is displayed.

3. Select option 3.
The LPA Library Display screen is displays the LPA libraries, the DASD volume where the library resides, and the
protection status of each library.
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Key System File Display

The integrity of z/OS depends on several key system files. These files include APF-authorized libraries, system linklist
libraries, and LPA libraries.

Because the key system files contain all of the components of the system, it is important to determine if they are protected
properly. The z/OS Key System File Display screen shows you all of the key system libraries, the DASD volume where
each key system file resides, and if the library is APF-authorized.

1. From the Primary Menu, select option 2.
The System Installation Choices Menu is displayed.

2. Select option 4.
The Key z/OS Libraries submenu is displayed.

3. Select option 4.
The z/OS Key System File Display screen lists the z/OS files that have the greatest audit significance.

Linklist Duplicates Display

z/OS automatically recognizes some libraries as part of the linklist, such as SYS1.LINKLIB and SYS1.MIGLIB, according
to standard z/OS convention. Other libraries must be explicitly designated as linklist libraries by their inclusion in the
LNKLSTxx or PROGxx members in the logical parmlib.

Most data centers designate other linklist libraries. Having multiple linklist libraries introduces the possibility of different
versions of the same program in multiple libraries. Depending on the order in which the libraries are defined in the
LNKLISTxx or PROGxx members, either the new version or the old version might be executed. This problem is
compounded by the fact that large data centers frequently sort the library names alphabetically to make it easy to find
them when editing the logical parmlib members. Thus, a library’s order search sequence might depend on its name rather
than the timeliness of its contents.

The Duplicate Linklist Modules option identifies the linklist libraries that contain members that have the same names as
those of members in other linklist libraries. These libraries can then be checked to make sure that the current library is first
in the search sequence.

1. From the Primary Menu, select option 2.
The System Installation Choices Menu is displayed.

2. Select option 4.
The Key z/OS Libraries submenu is displayed.

3. Select option 5.
The Duplicate Linklist Modules screen is displayed.

4. Enter S (Select) next to a library name.
A list of programs in that library that are duplicated in other linklist libraries is displayed.

5. Enter B next to the library name to browse a library.
6. (Optional) Enter F to freeze and monitor changes to a library.

TSO Analysis
The time sharing option (TSO) is primarily a programmer’s tool. TSO offers an editor, language translators, utility
programs for file manipulation, and test facilities. TSO also can execute batch programs in “foreground mode.” The
SUBMIT command lets interactive users submit jobs to z/OS for normal batch-stream processing. For these reasons,
terminal users view TSO as the interactive, concurrent use of system resources.

TSO is now a standard feature rather than an option. Communication between TSO and the terminal is generally
handled by the virtual telecommunications access method (VTAM). Two access methods handle communication between
TSO and the terminal: the telecommunications access method (TCAM), also known as TSO/TCAM, or the virtual
telecommunications access method (VTAM) also known as TSO/VTAM.
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The user attributes data set (UADS) lists each user that is authorized to use TSO. UADS is a partitioned data set (PDS).
Each member of UADS identifies an individual TSO user and includes the user’s identity, password, account number, and
logon procedure. Usually, this data set is named SYS1.UADS. A data center can rename the UADS data set, but z/OS
requires that UADS be defined in the MASTER JCL. Auditor reviews the Master Task Input/Output Table (TIOT) to locate
the UADS ddname.

UADS is not automatically password-protected, nor is the information encrypted. Anyone with proper access authority can
read and modify UADS. Normally, the data center assigns a password to the UADS data set, but this password must be
assigned explicitly.

Analyze the TSO

UADS is important because it defines the powers that are granted to each TSO user on the system. The TSO Analysis
screen shows you all of the TSO user IDs on your system, the attributes of each user ID, and a map of the password,
account, and procedure information for each user ID.

1. From the Primary Menu, select option 2.
The System Installation Choices screen is displayed.

2. Select option 4.
The Key z/OS Libraries submenu is displayed.

3. Select option 5 (2.5).
The TSO Analysis screen is displayed.

4. To map the password, account, and procedure information for a user, enter an S (Select) next to that user ID.
5. To display information about a user ID, enter S (Select) next to that user ID.

The TSO PSWD/ACCT/PROC screen is displayed.

TSO User Attributes Data Set

The data set where TSO maintains information about its users is called SYS1.UADS, the TSO user attributes data
set. UADS stores information about each of its users, such as passwords and accounting information. Because this
information is not encrypted, anyone who accesses UADS can read its contents. If an access control package is not in
use, a data set password must be assigned to UADS after z/OS installation because UADS is not protected by default.

Access Control Software Protection

If a data center uses an access control software package, the method of protection changes somewhat. For example,
ACF2 takes over TSO password management and can also take over the other functions that UADS normally performs.
However, this option is not the default. The NOUADS parameter must be specified in the GSO OPTS record of ACF2.
RACF and Top Secret require the use of UADS, although both use their own password management techniques. All three
of these systems encrypt and store the logon passwords in their own databases. These systems ignore the passwords in
UADS. Even systems that normally do not use UADS, however, usually keep a UADS data set in case the system is used
in an emergency without starting the security system.

User Attributes Data Set

The UADS data set is a partitioned data set that contains members for each authorized user of TSO. Each UADS logical
member consists of one or more physical PDS members and contains four types of information:

• User identifier
• Passwords
• Account numbers
• Procedure names
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This information is organized in an inverted tree structure, with the user ID at the top of the tree. Each user ID can have
multiple passwords. Each password can access multiple accounts. Each account can have multiple procedures, called
logon procs.

The TSO user uses the ACCNT keyword during logon to specify which account to use. Users use the PROC keyword
during logon to specify which procedure to use. Different accounts are used mainly for billing purposes. A logon proc
defines the set of libraries that a TSO user can access during an online session. Some data centers use their logon procs
to control which commands and files a TSO user can access.

Fortunately, few data centers use the full UADS tree structure, usually because it is difficult to administer. It is common,
however, to have a single password for a user, along with a single account, but to permit more than one logon proc.
This gives users some flexibility without being too complicated. From a control standpoint, auditors must verify that
passwords, accounts, and procs are given out on a need-to-have basis. Most audit and security authorities recommend
that passwords be changed periodically.

TSO user IDs who have “account” authority normally do online UADS maintenance. These IDs also need access to the
SYS1.UADS file to update information. It is also possible to apply maintenance to UADS in batch by executing the TSO
terminal monitor program (TMP), IKJEFT01. Batch executions automatically gain account authority, regardless of the user
ID that initiated them. From a control standpoint though, the key issue is blocking access to the SYS1.UADS data set
because changes can be made with any number of utility programs.

UADS Privileges

UADS permits some special privileges for TSO users. The MOUNT privilege permits a TSO user to access tape files from
the online session. OPERATOR permits a subset of console operator commands to be used, including those that can
cancel another TSO user’s sessions. The JCL privilege permits users to send batch jobs to the job entry subsystem (JES)
for subsequent execution.

Issuing Operator Commands from TSO Terminals

Most data centers restrict the use of MOUNT and OPERATOR privileges on both security and operation grounds, but the
JCL privilege is a requirement for programmers that do batch compilations and tests.

The control of program products that permit console operator commands to be issued from a TSO terminal (such as
Omegamon or Resolve) is a major concern. These powerful products are sold as performance monitors or productivity
aids for system programmers. They gain authorization through special SVCs or through the APF library system.

Be sure to read both the SVC and APF sections to identify APF-authorized TSO commands, programs, and SVCs.

The TSO CONSOLE command can also allow users to issue operator commands. You should audit sysout viewing
facilities to be sure that only appropriate access to spool is granted, and that any facilities for issuing operator commands
are properly restricted. (Access is commonly limited to control of a user’s own jobs.)

Catalog Display
The z/OS catalog system stores unit and volume information about data sets. Its use is largely optional for normal jobs.
The catalog is not consulted if the unit and volume information is provided in the job control language (JCL) that describes
a non-VSAM data set. VSAM data sets must be cataloged.

The z/OS system catalog stores unit and volume information about data sets. A data center is not required to use the
system catalog. The system does not consult the system catalog when the JCL provides unit and volume information.

The catalog system has a tree structure. The master catalog is at the top of the tree and is always an integrated catalog
facility (ICF) catalog. z/OS systems use these types of catalogs:

• An ICF master catalog (MCAT)
• Optional ICF user catalogs (UCATs)
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All VSAM files must be cataloged in the MCAT or a UCAT. Non-VSAM files can be cataloged in an MCAT or UCAT.

Analyze the Catalog Display

Because most of the z/OS system libraries are cataloged, it is important to guard catalogs against unauthorized updates.
You can specify one set of catalog pointers during IPL and then change the pointers after the IPL. Although z/OS
continues to use the original catalog pointer, an in-depth manual review could be misleading.

Auditor obtains the system catalog information directly from the z/OS storage. Therefore, you see the catalogs that are
currently active on the system.

1. From the Primary Menu, select option 2.
The System Installation Choices screen is displayed.

2. Select option 4.
The Key z/OS Libraries submenu is displayed.

3. Select option 6.
The z/OS Catalog screen displays the name of each system catalog, the DASD volume where the catalog resides, the
type of catalog (MCAT, or UCAT) it is, and the organization of the catalog.
To interrupt this function, press PA1.

Catalog System

The catalog system is organized in an inverted tree structure. The master catalog at the top of the tree. In z/OS, the
master catalog is always an ICF catalog. The master catalog does not have to be located on the system residence
(SYSRES) volume. You can find it by using the Catalog Display. The master catalog contains information about data sets
and pointers to other catalogs. These catalogs, in turn, have data set information or still more pointers to more catalogs.

You can find three types of catalogs in a z/OS system. The MCAT is a required ICF catalog. You probably find only
optional ICF UCATs as well. z/OS requires that VSAM and non-VSAM files are cataloged in the MCAT or a UCAT.

Review Considerations

The audit, control, and security issues for the catalog system are fairly straightforward.

• Most data centers use VSAM password protection to prevent updates to their master catalog or to list the VSAM
passwords for any subordinate UCATs. They use the VSAM alias facility to define which UCAT handles which groups
of names. The alias lets the master catalog stay reasonably small to speed up search time. More importantly, it makes
it easier to recover the MCAT from a backup if it is damaged. With few entries, the MCAT does not change often.
Because z/OS cannot be IPLed without an MCAT, it is of key importance.

• Because most of the z/OS system libraries are cataloged, it is important to guard the integrity of the catalog system to
prevent the substitution of a fake library for the real one by altering the catalog pointer.
Because z/OS stores the location of many of its libraries at IPL, it is possible to IPL with the catalog pointing to one set
of libraries and then recatalog a different set after the IPL.
z/OS continues to use the original set of libraries, and any review based on the current state of the catalog is
misleading. Auditor displays, therefore, do not rely on the catalog. Auditor consults z/OS itself for information about the
location of files that z/OS is using.

• Another aspect to consider is the manner in which the master catalog is identified. In actuality, there is no difference
between an ICF master catalog and an ICF user catalog. An ICF catalog is identified as being the master catalog
when when performing a z/OS IPL.

Identify the master catalog name to the system when performing an IPL:
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• The easiest, and most common, is through use of the SYSCAT statement within the LOADxx initialization parameter.
When specified in this manner, the operator does not receive any prompt whereby they can override the master
catalog name.

• If the LOADxx member does not specify a SYSCAT statement, then it is possible to use an old mechanism called the
SYSCATLG member. This refers to a member link-edited into the SYS1.NUCLEUS data set which is used to specify
the master catalog data set. Because this mechanism is cumbersome to customize and use, it has fallen out of favor,
and has been almost universally replaced by the LOADxx member’s SYSCAT statements.

In any event, when auditing the LOADxx member used at IPL, care should be taken to also track the SYSCAT statement
to guard against any changes which might affect the master catalog specification.

Technical Information
The Technical Information options examine the internal components of z/OS. The options on this menu review:

• The z/OS subsystems in use at the data center
• The I/O appendages and the system exits and their status
• The contents of the link pack area (LPA)
• The entries listed in the program properties table (PPT) and their origins
• The supervisor calls (SVCs) that can access the main storage of the computer to perform system services

To display the z/OS Technical Information menu, select option 3 from the Primary Menu.

This section examines the configuration of the operating system. It includes information about the internal components of
z/OS. It describes the concerns you should keep in mind as you review z/OS with the Technical Information menu options:

• Ways in which a subsystem can be defined to z/OS and the possible security exposures of user subsystems
• How I/O appendages can subvert the system
• Use of system exits and the need to review them
• Security-related concerns for the z/OS link pack area (LPA), the modified link pack area (MLPA), fixed link pack area

(FLPA), z/OS program properties table (PPT), and supervisor calls (SVCs)

 

Subsystems
This article describes the Subsystem Display and usage in Auditor.

A subsystem is a collection of programs that provides services to z/OS and the jobs that run under the control of z/OS.
An example of a subsystem is the job entry subsystem (JES) that controls the entry of jobs into z/OS and the printing or
punching of output. ACF2 is a subsystem. IMS and CICS can be run as subsystems.

Defining Subsystems

Subsystems have four-character names that you must define to z/OS. The Subsystem Display shows subsystems by an
IEFSSNxx member of parmlib or the IEASYSxx IPL directory member. The operator uses the SSN=xx operand to identify
the appropriate member at IPL.

When a subsystem is defined by IEFSSNxx, a subsystem initialization routine can be specified. This routine can perform
subsystem initialization tasks at IPL.

An APF-authorized program can establish a subsystem by modifying the control blocks z/OS uses to monitor subsystems.
The IBM Information Management System (IMS) and Secondary Operator Facility (SOF) use this method. The Subsystem
Display shows you all subsystems and indicates how they were introduced to z/OS.

A subsystem supplies control blocks and programs that monitor z/OS system events. Frequently, a subsystem is also
associated with an address space (that is, a long-running batch job or started task), such as is done with ACF2. However,
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this is not a z/OS requirement. Thus, you cannot rely on the z/OS DISPLAY ACTIVE JOBS (DA) command or any similar
facility to identify subsystems.

The SSVT (subsystem vector table) is a control block that is built by each subsystem. The SSVT indicates the functions of
a subsystem and the addresses of the routines that perform those functions.

Special Treatment

Subsystems are unique among other APF-authorized programs because of the special treatment that they receive.
Subsystems are notified when certain events occur, such as when a job starts or ends or when an operator command is
entered. Some access control software packages accord them special treatment, and they can be active without showing
up in standard console displays. This special treatment poses various security issues.

For example, consider the treatment of operator commands. When the operator enters a command, it is passed to
all active subsystems, one at a time. Each subsystem can ignore the command or act on it, and can keep it for itself
or can pass it on to the next subsystem. If no subsystem claims a command, z/OS processes it. The IBM virtual
telecommunications access method (VTAM) uses this method to accept its commands. A clandestine subsystem might
also use it to intercept commands and produce fake replies or just to look at commands as they go by. For example,
a clandestine subsystem might watch for replies to requests for passwords and might record them. The Subsystem
Display shows you the status of each subsystem, whether it is Active or Dormant, and the number of functions it supports.
Subsystems that are Dormant do not intercept or monitor operator commands or other system events.

Security Considerations

Another potential security problem involves a subsystem’s ability to bypass data set access validation by some access
control software packages. Some access control software does not validate data set access for subsystems that are
defined at IPL. If it did, and if access permissions that were erroneously specified prevented the primary job entry
subsystem from operating, the user would be stuck. The user could not fix the access permission without bringing up the
primary job entry subsystem, but they could not bring up the primary job entry subsystem without correcting the access
permissions.

If a subsystem is initialized at IPL by specifying a subsystem initialization routine in IEFSSNxx, it can be active without
having a started task associated with it. This can also happen if a subsystem terminates without doing the proper cleanup.
Either way, the subsystem can be active without showing up on a display of active jobs. In this way, it can silently alter the
operator command stream while leaving no audit trail. The Subsystem Display helps you determine when a subsystem
was initialized. If it lists a subsystem as defined in IEFSSNxx or dynamically, you can use the Parmlib IPL Map Display to
determine if the subsystem was defined in an IEFSSNxx member. If it was not, then it was defined dynamically.

Auditor shows you the name of each subsystem defined to the system. This name does not have to match any job name
in the system. The Subsystem Display can also show “nondisplayable” subsystem names in a hexadecimal format. One of
the following classifications is given for each subsystem:

• Primary Job Entry Subsystem
• z/OS Master Subsystem
• User Defined Subsystem

You should discuss each user-defined subsystem with the technical support staff to determine its function.

Update Subsystem

The Subsystem Display lists the subsystems active on the system, where the subsystem control blocks reside in storage,
and how many functions each subsystem supports. Auditor obtains the list of active subsystems directly from z/OS
storage.

1. From the Primary Menu, select option 3.
The z/OS Technical Information screen is displayed.

2. Select option 1.
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The Subsystem Display screen is displayed. You cannot enter information on this panel.
3. Enter D next to the subsystem name that you want to update.

The Update Subsystem Description screen is displayed. The first two fields that are displayed provide information
about the subsystem.

User I/O Appendage Analysis
An appendage is a user-written routine that provides extra control over input/output (I/O) operations. An appendage can
examine the status of these operations using status information that is usually hidden from applications.

Appendages are seldom needed for ordinary programs. They are used mostly by telecommunications monitors, access
methods, and other system programs that perform special error processing.

Security Risks with Appendages

Writing appendages is an esoteric business. If appendages could only modify I/O operations, they would be a limited
risk to security. It is possible to penetrate a system through modifying I/O operations, but it is difficult. Appendages are
dangerous because they receive control in a supervisor state. This lets them issue privileged instructions and to access
all system memory. Appendages are threats to system security just as APF-authorized programs are, and they must be
controlled in the same way.

Normally, a program must be APF-authorized to access user I/O appendages. APF-authorization prevents ordinary
programs from misusing an appendage to gain unauthorized access. However, it is possible to permit the use of an
appendage by any program by specifying it in the IEAAPP00 member of parmlib. If the system finds a parmlib member
that is named IEAAPP00, it builds a list of the appendages that are named in this member. For more information about
parmlib, see the description of the z/OS system parameter library in System Installation Choices. The last two characters
of the name of each I/O appendage in IEAAPP00 that is for general use are specified. They range from WA to Z9. You
cannot assume that any appendage specified in IEAAPP00 is either inherently harmless or does enough of its own
checking to keep from being subverted by a clandestine caller. You must verify this information for yourself.

Review Considerations

To ensure that I/O appendages are not subverting the system, you first must ensure that the libraries that contain them are
properly protected. z/OS requires that appendages be kept in SYS1.SVCLIB, SYS1.LPALIB, or any of the LPA libraries.
The LPA Library Display gives you the names of LPA libraries. Make sure that these libraries are protected from an
unauthorized update. See the System Review Checklist for the specific tests that you must perform.

Reviewing Source Programs

Next, you should obtain the source code for the user appendages. The source code for vendor supplied appendages may
be difficult to get. Many vendors consider their code proprietary and do not give it out. Many audit and security experts feel
that you can assume that, because the company is betting its reputation on the quality of its programming, it should not
compromise your security in any way. In any case, you should obtain the source code for any appendages that are written
by local systems programmers.

Once you have the source code, review it. If you do not read assembler language, you must ask another systems
programmer for a “peer review.” You must determine what the appendage does and why it is necessary to have it. For
appendages that are mentioned in IEAAPP00, you also must ensure that they have sufficient self-protection to avoid
being subverted by unauthorized programs.

APF-authorized programs are more tightly controlled. Even if an APF program wanted to subvert the system, it would
have easier ways to do damage than through an I/O appendage.

You can also use the Program Freezer to make digital signatures of the appendages in SYS1.SVCLIB or the LPA libraries.
The next time that you do a review, you can use the Program Freezer again to see if any of the appendages have
changed. You can also use the ISPF/PDF Copy function to make copies of the appendages. If you copy them now, you
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can run the Program Comparison display during a later review to obtain the details of any changes. Many operating
system components and most program products and subsystems provide exit points that let data centers tailor their use or
provide new functions.

Exits are user-written programs that obtain control at decision-making points in the vendor’s software. For example, when
a job uses all of the time that is allocated for its use, it is normally terminated by z/OS with an S522 abend code. z/OS
provides an exit that is called IEFUTL (Time Limit) to extend the time that is allocated to a job, that is based on criteria that
the data center decides to use. Exits are usually written in assembler language by a systems programmer.

Review the Status of a User Appendage

Optionally, a data center can obtain control during I/O operations by writing an I/O appendage routine. An appendage can
examine the status of I/O operations by examining status information at the hardware level. The appendage can receive
control during various I/O operations. I/O operations include I/O start, program interruption, end of extent, channel end, or
abnormal end. Because appendages get control before, after, or during I/O operations, the appendages can alter data.

Auditor searches SYS1.SVCLIB, the LPA libraries, and the linklist to find user I/O appendages. The User I/O Appendage
Analysis option shows the number of user appendages on your system and whether programs that use these user
appendages must be APF-authorized.

1. From the Primary Menu, select option 3.
The z/OS Technical Information screen is displayed.

2. Select option 2.
The User I/O Appendage Analysis screen is displayed.

3. From this screen you can:
– Enter D next to one of the appendages to update the review status and description of an I/O appendage
– Enter B to browse an appendage
– Enter F to freeze an appendage

Display and Update the I/O Appendage Review Description

Each time you review an appendage program, Auditor records the date and time. You can use the I/O Appendage Review
function to record a 30-character description of the results of your review of the appendage program. You can also use
this function to modify the review information.

1. Select the User I/O Appendage Analysis option.
2. Enter S (Select) or D (Description) next to the module you want to review.

The I/O Appendage Review panel is displayed.
3. Record specific information about the appendage programs on this panel.

System Exits
The z/OS operating system contains many exit points. Most of the major components of z/OS provide exit points so that
a data center can tailor the system to meet its unique requirements. Exit points are also provided in most IBM program
products and subsystems. Vendors of applications software also typically provide exit points. Although software vendors
sometimes supply the exit routine, it is more likely that someone at the data center wrote the exit routine.

Auditor recognizes many vendor exits and identifies the location and length of many of these exits. If Auditor finds a
condition worthy of audit, it recommends that you review the exit by placing an asterisk (*) next to the exit entry on the
z/OS System Exit Display screen. Auditor displays the reason for the review recommendation on the System Exit Detail
panel.

Systems software often branches to an exit routine when a decision must be made. For example, SMF provides an exit
that can extend the CPU time that is allotted to a job after it uses up all of its allocated time. Because some system exits
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(such as the SMF exit described previously) are APF-authorized, it is important to review the system exits to verify that
they do not compromise the integrity of the system.

Potential Exit Exposures

From an audit and security standpoint, exits are important for several reasons:

• Exits can make the system operate differently from the way the vendor documentation describes it.
For example, SMF and JES2 exits can require that jobs use certain JCL parameters or can supply parameters that are
missing. Some data centers have implemented support for whole new JCL statements.

• Exits can introduce exposures in the security of your system.
Many exits receive control in the supervisor state or can get control when they want to. This lets them look at or modify
all system storage, even to the extent of disabling the access control software that the data center uses.
Exits can suppress audit trails.
The IEFU83, IEFU84, and IEFU85 exits can delete records that would otherwise be written to the SMF data sets.
The IEECVXIT exit can delete messages that would normally be written to the log of the operator.

• Exits can change some system limits.
The IEALIMIT exit can change the amount of main memory a job can use.
The IEFUTL exit can keep a job from being canceled when it runs out of time.
The IEFUSO exit can keep it from being canceled when it prints too many lines.

• Exits can control who can do what.
The IKJEFF10 and IKJEFF53 exits can control the jobs that TSO users can submit or cancel.
The IKJEFLD exit can control the ways TSO users can log on to the system.
Exits have so much control over things that they are often used as control points by access control software.

• Exits can submit jobs or issue operator commands.
For example, the IEFU29 exit can issue a command to dump SMF data sets when they get full.

Review Considerations

Exits pose the same threats to system security that APF-authorized programs do, and they must be controlled in the same
manner. To ensure that clandestine exits are not destroying the integrity of the system, first ensure that the libraries which
contain them are properly protected. Exits are kept in many places. Some are kept in LPA libraries. Others are kept in
linklist libraries. Some are linked into the system nucleus in SYS1.NUCLEUS.

For most system exits, the component and load module name provide an indication of where the exit resides. The
COMPONENT field of the z/OS System Exit Display (3.3) names the system component that each exit belongs to. The
exit’s description is also displayed. For example, the z/OS System Exit Display can list combinations of DFP, JES2, z/
OS, SMF, and TSO components. All SMF exits are usually found in SYS1.LPALIB or the LPA libraries. TSO exits are
normally kept in the linklist libraries, except for IKJEFLD, which is in the LPA libraries. z/OS exits, other than those in
SYS1.NUCLEUS, usually reside in the LPA libraries.

Due to the architecture of JES3, Auditor cannot locate JES3 exits. JES3 exits are located in private storage that Auditor
cannot access.

In addition, Auditor cannot report on exits that are specified as parameters in the logical parmlib.

Reviewing Source Code

Next, you should obtain the source code for each exit. You probably cannot obtain source code for exits that are supplied
by software vendors because they usually consider their source code proprietary information. Many audit and security
experts recommend that you accept vendor software on “faith” if it is part of a distributed release to the customer base of
the product. However, you should insist on reviewing the source code for any exits written locally..

Once you have the source code, review it. If you do not read assembler language, you must request a systems
programmer to perform a “peer review.” Determine the function of each exit and whether it is necessary.
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You can use the Program Freezer (5.5) to monitor changes to exits in various libraries. You can make a copy of the exits
if you like with the ISPF/PDF Copy function. Then you can use the Program Freezer again during the next review to see if
anything changed. If it did, you can use the Program Comparison Display (5.3) with the old and new copies and can see
what was changed. See the System Review Checklist for more information.

Standard Exits

The z/OS Standard Exit Display identifies most of the standard exits in place on the system. The display also includes a
brief description of the exit, the name of the entry point where the exit code resides, and the name of the load module that
contains the exit program.

1. From the Primary Menu, select option 3.
The z/OS Technical Information screen is displayed.

2. Select option 3.
The z/OS Exits menu is displayed

3. Select option 1.
The z/OS System Exit Display screen is displayed.

4. Enter S (Select) next to the exit.
Information about the exit program is displayed for review.

System Exit Detail

Each time that you review an exit program, Auditor records the date and time. To record or modify information about your
review of an exit use the System Exit Detail option.

1. Select the z/OS System Exit Display option.
2. Enter S (Select) next to the exit.

The System Exit Detail panel is displayed. You can enter status information and a description up to 30 characters long.
If the exit is flagged with an asterisk on the previous panel, Auditor displays the reason for the review recommendation
on this panel.

3. Enter N (Notes).
The Update z/OS Exit Description pop-up is displayed. You can enter information about the exit on this panel for future
reviews.

Dynamic Exits Display

Certain exits can be specified in the logical parmlib members EXITxx, SMFPRMxx, and other places. In addition, z/OS
provide a dynamic exit facility that allows exits to be specified in the logical parmlib member PROGxx. The exits specified
here have other characteristics that have not been seen before:

• An exit point has a name of up to 16 characters.
• Multiple exit programs can be invoked at a single point.
• Exit programs can reside in the link pack area, linklist, or in any cataloged authorized library.
• Exits can be associated with a job name or prefix. This association lets the exit be tailored specifically for production

jobs, CICS, or for one specific job name.
• After a specified number of abends in the exit program, it is rendered inactive. This abend count is specified by the

site, is specific to the exit program, and can be total or consecutive abends.
• Exits can be added, modified, or removed through Parmlib, console commands, or a programming interface.
• Program products such as ACF2 can specify their own exits dynamically.

The list of exits this applies to are limited. The list includes allocation exits that were previously specified in EXITxx and
SMF exits that were previously specified in SMFPRMxx. Any exits that are dynamically defined by any products are also
included. The allocation exits are:
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• Allocated/Offline Device Installation Exit
• Specific Waits Installation Exit
• Volume ENQ Installation Exit
• Volume Mount Installation Exit
• IEFDB401-Allocation Input Validation Routine

System exits can be specified in Parmlib member PROGxx and, or instead of, in member EXITxx. Multiple exits can be
specified for a single exit point.

Exits can display at the console using the DISPLAY PROG,EXIT command. Exits can be dynamically added, deleted, or
have their status changed using the SETPROG EXIT command.

The z/OS Dynamic Exits function locates and analyzes exits specified in Parmlib members EXITxx, SMFPRMxx, and
PROGxx.

1. From the z/OS Technical Information screen, select option 3 (3.3).
The z/OS Exits menu is displayed

2. Select option 2.
The z/OS Dynamic Exits screen is displayed.

3. Enter S (Search) next to the entry you want information about.
The Dynamic Exit Library Search display is displayed.

Link Pack Area Analysis
The z/OS link pack area (LPA), option, is primarily a performance tool to speed up the z/OS operation. Frequently used
modules are loaded into the virtual storage for fast access. Alternatively, z/OS would have to search its libraries each time
a module is needed. Because library directory block sizes are small and the loading process is slow, the system could
waste time loading modules.

The solution to this problem was to use the link pack area as a kind of memory-resident library, much like the RAM disks
of microprocessors. z/OS loads LPA only at system IPL, and even then, only by request. Then, LPA is built in virtual
storage and is immediately paged out to disk. A directory is built as an index to the contents of LPA. Whenever z/OS
needs a module, it consults the LPA directory. The module is paged in from disk, if necessary.

By making LPA read-only, z/OS can limit its paging operations to one way only which speeds up things because
updated pages do not need to be saved on disk. Because virtual storage is managed on a demand basis, modules
that are frequently referred to tend to be kept in real storage. Infrequently used modules require paging operations
when referenced. Because all LPA modules are kept in page data sets on disk, LPA is saved from one IPL to another.
LPA is reloaded only during a cold start IPL. A cold start IPL is performed with the Create LPA (CLPA) command.
The load modules in libraries that are listed in the LPALSTxx member are loaded in addition to the load modules from
SYS1.LPALIB, whose modules are always loaded. Thus, the count of LPA libraries that Auditor gives is not the same as
the count in LPALSTxx members.

If you look at the console operator’s log sheet, you can determine if LPA was reloaded by the operator’s response to
the IEA101A SPECIFY SYSTEM PARAMETERS prompt. The reply R 00,CLPA means that LPA is rebuilt from the LPA
libraries. Although rarely done, an LPA reload can also be specified in the IEASYSxx member of the logical Parmlib. LPA
is built from the LPA library list that is provided by the data center. You can find the list in the logical Parmlib. Use the
Parmlib IPL Map Function to identify and browse the LPALSTxx member to obtain the library names.

If the DUPLEX= parameter is specified in the IEASYSxx member, z/OS creates two copies of the virtual storage LPA on
disk. If z/OS encounters an I/O error, it uses a backup copy and LPA continues to operate. In theory, LPA is vulnerable to
attacks on the page data sets. Many security experts do not see this as a credible threat due to the complexity of the page
data sets’ internal structure. However, the page data sets should always be protected from unauthorized access.
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Types of LPA

Although we commonly speak of LPA, there are actually three distinct LPA areas in z/OS, each serving a different
purpose:

• Pageable link pack area (PLPA) and extended PLPA (EPLPA)
• Fixed link pack area (FLPA) and extended FLPA (EFLPA)
• Modified link pack area (MLPA) and extended MLPA (EMLPA)

The MLPA and the FLPA are described later in this section. Each LPA area has a corresponding ‘E’ area that exists above
the virtual 16-MB line, where LPA modules link edited RMODE=31 or RMODE=ANY are placed.

The PLPA is a range of virtual storage addresses that is set aside for special use at IPL. PLPA contains SVC routines,
access methods, other system programs, and selected user programs. As its name implies, PLPA is pageable. However,
no physical page-outs are performed once the IPL process has completed. Any changes made to modules residing
in PLPA are lost when the next page-in operation occurs. Because all users share the modules in PLPA, all program
modules in PLPA must be reentrant and read-only.

The PLPA is what is usually meant when people refer to LPA. PLPA has hundreds or even thousands of modules in it. z/
OS usually searches the PLPA before it searches the system linklist for a program module. If a module is found in LPA,
the system uses that version without consulting SYS1.LINKLIB or its concatenations. Always check LPA to verify that the
program is the correct version.

Fortunately, z/OS requires programs in LPA to be reentrant. You can use the Program Statistics Display (5.2) to determine
which programs are candidates for LPA. Programs can be placed in LPA and not be reentrant. In older z/OS releases,
z/OS does not enforce reentrancy. However, if z/OS is forced to page a copy from disk, any program that modifies itself
during execution can get overlaid in memory. More recent z/OS releases can enforce the reentrancy requirement using
the dynamic address translation (DAT) hardware.

Arranging LPA Modules

One can tell z/OS how to physically arrange the modules in LPA. Systems programmer can then put modules that are
frequently accessed in the same page through the IEAPAKxx member of parmlib. You can use the Parmlib IPL Map
display to select and browse this member.

LPA is controlled primarily by controlling access to the LPA libraries. The data center should have documentation that
defines the purpose, use, and function of any modules in LPA. Modules that IBM normally recommends data centers
place in LPA does not require any extra documentation.

Authorization for LPA

All modules are APF-authorized when executed in LPA. Only modules that are link edited with the proper AC-CODE can
be named on a JCL EXEC statement to start a job step.

Before MVS/XA, early z/OS releases only used SYS1.LPALIB to create the link pack area at IPL time. Regardless of
whether SYS1.LPALIB was listed in the IEAAPFxx or PROGxx logical Parmlib members to specify it should be APF-
authorized, the system would automatically consider it APF-authorized only at CLPA IPL time when it created LPA, so that
the loaded LPA modules are marked as APF authorized.

Even though SYS1.LPALIB is automatically considered APF-authorized during CLPA, other libraries specified in
LPALSTxx in parmlib must be specified in IEAAPFxx or PROGxx. When building LPA, the system creates the LPALST
concatenation to load the LPA modules from. Like any other concatenation, if the data sets concatenated contained
authorized and non-authorized data sets, the entire concatenation is considered not authorized.

Because the system does not automatically consider libraries other than SYS1.LPALIB authorized at CLPA IPL time, an
unauthorized library in LPALSTxx causes all the libraries in the LPALST concatenation to be unauthorized, which z/OS
does not allow. If LPALSTxx contains any libraries not in IEAAPFxx or in PROGxx, then at CLPA IPL time z/OS recreates
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the LPALST concatenation loading modules from only SYS1.LPALST. All modules are APF-authorized when executed in
LPA (though only those link edited with the proper AC-CODE can be named on a JCL EXEC statement to start a job step).

How Systems Programmers Make Changes to LPA Modules

One final point concerns how systems programmers can change LPA modules. Because LPA is read-only and is frozen
between IPLs, systems programmers need a way to change LPA modules. They usually use one of the following methods
to do this; they:

• Use the IBM-provided modified link pack area (MLPA).
• Use the real storage fixed link pack area (FLPA).
• MODREP LPA modules.

MODREP is a technique that loads a module into some accessible area of storage (usually CSA). Then the LPA directory
is updated to point to the new module instead of the old one in LPA. MODREPs can be detected from the LPA Display by
looking for module addresses that fall above or below the bounds of the virtual storage LPA. There are numerous products
and system programming tools that perform this type of processing. One such example is SYSVIEW.

Before you begin your review of the link pack area, read the following section on fixed and modified LPA. They should
always be considered as part of an LPA review.

Display Link Pack Area Information

The system reserves a range of storage for its use during the z/OS system initialization (IPL). This storage area is called
the link pack area (LPA). There are three types of LPA storage:

• Pageable link pack area (PLPA), which is pageable and loaded from the LPA library list.
• Modified link pack area (MLPA), which is also pageable but can be loaded from any linklist data set. MLPA often tests

modules that can later be moved into an LPA library.
• Fixed link pack area (FLPA), which is not pageable and can be loaded from a linklist library. FLPA is usually used for

those frequently used load modules that enhance the performance.

Because LPA storage contains vital system components, it is important to determine if it is adequately protected. The Link
Pack Area Display shows you a list of the names and aliases of all modules that are stored in PLPA, MLPA, and FLPA.
The display also tells you whether those modules are APF-authorized and their storage addresses and lengths.

Use this procedure to display Link Pack Area information.

1. From the Primary Menu, select option 3.
The z/OS Technical Information screen is displayed.

2. Select option 4.
The Link Pack Area Display screen is displayed.

3. Enter S (Select) next to the module to be reviewed.
The LPA Library Search panel displays specific information about the date that the program was linked into LPA,
the size of the program, and the library where it resides. Programs that are loaded from non-system libraries and
dynamically added to the LPA do not have their libraries located.

4. (Optional) Enter B next to a module to browse it or F to freeze it.

Fixed and Modified LPA
Like the link pack area (LPA), the modified link pack area (MLPA), option, can be used for reentrant modules from
selected system or user libraries. MLPA acts as an extension to Pageable link pack area (PLPA), and it exists only during
the current IPL. The MLPA is not saved from one IPL to another as the LPA is. MLPA modules do not have to be read-
only and they can be modified. The principal use of MLPA is to test modules before adding them to PLPA. Fixed link pack
area (FLPA) exists solely as a performance feature. The FLPA is similar to the PLPA except that the FLPA area is not
pageable. Because its pages cannot be paged out or stolen, FLPA modules are always immediately available.
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Unlike modules in PLPA, modules that are loaded into FLPA and MLPA can come not only from the LPA libraries, but also
from SYS1.SVCLIB and any of the linklist libraries. MLPA and FLPA modules must be reentrant by default. To disable the
reentrancy enforcement, you can specify the NOPROT option in the general parameter member that names the specific
IEAFIXxx and IEALPAxx members (that define FLPA and MLPA respectively). All of this makes their control more difficult.
However, both of these memory-resident libraries are fairly small, and between the two of them, rarely contain more than
a few dozen modules.

The FLPA stores programs or routines that benefit from not being paged. Because modules in the FLPA can be quickly
accessed when needed, it is common for data centers to place other modules in the FLPA for system performance and
tuning purposes.

Modules in the MLPA temporarily add or replace SVC routines and test replacement PLPA modules that an IBM program
temporary fix (PTF) modified. The MLPA acts as an extension to the PLPA, but is not saved from one IPL to another as
the PLPA is.

Programs in the FLPA and MLPA are selected from system or user libraries. These programs are accessible by all tasks
on the system concurrently. Reentrancy is not enforced if the NOPROT parameter of the IEASYSxx members that are
named IEAFIXxx or IEALPAxx is specified. These parameters can override the reentrancy restriction. 

Once resident in the system, z/OS considers programs in PLPA, MLPA, and FLPA to be APF-authorized, even though the
programs can originate in non-APF libraries before they become resident in system storage.

The system builds FLPA before it builds MLPA. If a module resides in FLPA, it cannot also become resident in MLPA.
Therefore, if an identical module name is specified in both IEAFIXxx and IEALPAxx, only the FLPA version is resident
and available for processing.

The MLPA, FLPA, PLPA Analysis option shows you the names of all MLPA and FLPA modules and their aliases, where
they reside, and comments about the modules. Auditor obtains the information for this display from the active link pack
area queue (ALPAQ).

1. From the Primary Menu, select option 3.
The z/OS Technical Information screen is displayed.

2. Select option 5.
The modules that reside in the FLPA and MLPA are displayed.

3. To perform a more detailed analysis of one or more of the modules, enter an S (Select) next to those modules.
The detailed information screen is displayed.

4. (Optional) Enter B next to a module to browse it, F to freeze it.

Loading FLPA and MLPA

FLPA and MLPA are both loaded at IPL, and unlike PLPA, must be reloaded at each IPL. The systems programmer
can control the contents of FLPA through the IEAFIXxx member in the logical Parmlib. MLPA is controlled through the
IEALPAxx member, where xx is a two-character parmlib member name suffix. Both of these members work in the same
manner. A list of modules is specified along with the name of the library that each module is to be loaded from. There can
be multiple LPA libraries. The entire concatenation is referred to in IEALPAxx or IEAFIXxx as SYS1.LPALIB. There can
also be multiple LNKLST libraries that are similarly referred to collectively as SYS1.LINKLIB when specified in IEALPAxx
or IEAFIXxx. The LNKLST concatenation can contain libraries that are not APF-authorized. These libraries cannot load
MLPA or FLPA. FLPA and MLPA can be loaded from any APF-authorized library, and the real data set name should be
specified.

Finding the Linklist Libraries

Although you specify data set name and module names in IEALPAxx or IEAFIXxx, in systems where the library name can
refer to a concatenation (as explained above), more than one module can appear to qualify. In these systems, careful
review of duplicate modules in linklist is important for both integrity and security.
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You can find the system linklist libraries with the Linklist Library Display. If multiple copies of the modules exist in the
linklist or LPA libraries, z/OS searches the libraries in the order they are concatenated in, stopping at the first module it
finds. z/OS loads that module into FLPA or MLPA and ignores all other modules.

When a module is requested without using JOBLIB or STEPLIB, z/OS searches the FLPA first, then the MLPA, the LPA,
and finally the system linklist. One key test determines if the same module is located in several places. See the System
Review Checklist for specific tests to perform. It is important to remember that z/OS considers FLPA and MLPA resident
modules to be APF-authorized, just like those in PLPA.

Normally, FLPA is used for performance tuning of z/OS. For example, IBM recommends that some modules be placed in
FLPA, such as the timer SVCs (IGC0004F and IGC0004G). They work faster because they do not have to be paged in.
IBM advises that the best candidates for FLPA are those modules that are used infrequently but are needed for a  fast
response, such as those supporting interactive transaction processing.

Systems programmers use MLPA primarily for testing new versions of LPA modules. However, you can also find that they
also use dynamic LPA extension programs, such as MODREP, to do testing. These programs load test copies of modules
into common storage, and then modify the LPA directory to “activate” the new module.

Because most audit and security experts recommend reviewing LPA, MLPA, and FLPA as a group, be sure to read the
LPA section carefully and perform the tests that are specified in the System Review Checklist for a complete review.

Program Properties Table
Describes how to use the program properties table with Auditor.

Certain system programs must run with special powers. For example, programs such as disk pack backup and recovery
programs might require access to password-protected data sets without actually knowing the password. The program
properties table (PPT), option, lists these programs by name and the special properties that are assigned to each. A
program must reside in an APF-authorized library to be assigned the special powers found in its PPT entry. The program
does not have to be marked ACCODE=1 by the linkage editor.

The name of the PPT control section (CSECT) is IEFSDPPT. IEFSDPPT is a load module in SYS1.LINKLIB. PPT entries
that are defined by the data center or updated by IBM are specified in the SCHEDxx logical Parmlib member. Each
entry in the PPT includes the program name, attribute bytes, and a storage protection key field. Special properties are
designated as flags in the attribute byte.

Certain attributes (as follows) in the Program Properties Table Analysis display are of extreme importance from the audit
and security controls standpoint:

Dataset
Integrity Bypass

This attribute, labeled PPTNDSI in IBM documentation, permits access to a data set under exclusive
control of another job. This is expressed as DISP=OLD in JCL. Because the other job does not know that
its exclusive control is being overridden, the PPT-named program must be cautious about what it does
to the data set. This attribute is ignored unless the program is running as a single-step job or single-step
started task.

Security Bypass This attribute (PPTNOPAS) permits a program to access password-protected data sets without providing
the appropriate password. ACF2 does not honor data set password bypass; RACF and Top Secret do.

Key This attribute displays the storage protect key that the system assigns to programs in the PPT. Keys
are assigned only if the PPTSKEY attribute is also provided. If omitted for the data sets it controls, z/OS
assigns the default key value of 8.
Protect keys 8 through 15 are user storage keys. Most applications programs run in key 8. Keys less than
8 are system keys and are assigned to parts of the operating system and its subsystems. For example, the
Information Management System (IMS) uses key 7. Telecommunications access methods, such as TCAM
and VTAM, use key 6. The job entry subsystem, JES2 or JES3, uses key 1.
The master storage key, key 0, is used for many z/OS control blocks, but its use includes more than that. A
program that runs in key 0 can access storage in any key. This includes control block storage that indicates
whether the program is APF-authorized. Programs that run in key 0, supervisor state, or APF-authorized
have equal power. Possession of one of these powers permits a program to gain the other two.
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PPT Privileges

The privileges that are assigned in the PPT are powerful and should be appropriately restricted. They do not convey,
however, anything that an APF-authorized program could not obtain itself with a little extra coding. The PPT is just a
convenient way to assign these powers.

The Auditor fields and the corresponding PPT flags are of greatest concern to system auditors. Several fields are shown,
however, that can be useful to technical support or systems programming personnel:

NON-CANCEL (PPTNCAL)
Prevents the operator from canceling the program. The program can still be removed from the system by using
the FORCE jobname,ARM command, but this is done only in emergencies because it can impact the operating
system.

SWAP (PPTNSWP)
Prevents swapping out the storage of the program to auxiliary storage. This is a performance option for programs
that are frequently inactive but must respond quickly when needed. It saves the system overhead that is required
by swapping the storage back in. Use it with discretion because it can degrade the performance of the rest of the
system.

SMF TIMING BYPASS (PPTSYSTK)
Indicates whether job-step timing is enforced for the program.

CPU AFFN (PPTCPUA)
Designates the processors in a multiprocessor environment where the program is permitted to run. All unmodified
IBM PPT entries designate that the programs run on all processors.

Extra PPT Programs

The PPT usually contains several extra entries that are important programs. These entries are included in the PPT when
z/OS comes from IBM and most data centers do not bother to change them. For example, there is an entry for the JES2
mainline program (HASJES20) and the JES3 mainline program (IATINTK), even though few data centers have both.
Similarly, there are entries for both TCAM and VTAM. A data center may have both TCAM and VTAM.

When extra names exist in the PPT, it is easier for someone to slip a program with one of these names into an APF-
authorized library and perform unauthorized activities. This can be done without using the PPT, but it would require
more coding, and a programmer might not bother. Furthermore, using the PPT has the advantage of providing programs
with special powers without marking them as job-step APF-authorized, an action that is much more likely to attract the
attention of an auditor.

The PPT also contains five dummy entries at the end of the table. If these entries are altered or deleted, it could indicate
that other standard PPT entries were also altered.

For more details about PPT flags, see the following IBM manuals: z/OS MVS Initialization and Tuning Guide and z/OS
MVS Initialization and Tuning Reference.

The PPT Analysis Display (3.6) shows you a list of the PPT programs, their flags, and storage keys. You also see the
libraries where these programs reside by a scan of all APF-authorized libraries. Module sizes and link-edit dates are also
shown. Check for duplicate copies of these programs on the system. One might not belong in the list. You should be
interested if a program is old or its size differs significantly from the others.

MVS/ESA and the PPT

The system builds the PPT by merging the IEFSDPPT member of SYS1.LINKLIB with the SCHEDxx members that were
specified in IEASYSxx according to the following rules:
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• If an entry in the SCHEDxx member also appears in SYS1.LINKLIB (the IBM default PPT), the PPT entry from the
SCHEDxx member overlays the IBM entry and sets the IBM ENTRY field to NO.

• If an entry is found in the SCHEDxx member of the logical Parmlib that is not in the PPT, the system adds the entry to
the PPT at the first available spot.

• If duplicates are found in the non-IBM PPT entries, the first of the duplicate entries is used. The system ignores the
second entry. Auditor displays all entries in IEFSDPPT and the contents of all SCHEDxx members in the logical
Parmlib.

Auditor displays all PPT entries and all SCHEDxx members that are specified in the logical Parmlib on the PPT Analysis
Display (3.6).

Review Considerations

Most experts recommend that data centers clean out any unused entries for the security reasons outlined previously.
However, some experts feel that taking out entries could be construed as a recommendation to modify the operating
system. Programs that are specified in the PPT to have extraordinary powers should be carefully controlled. Ideally, you
should inspect the source code for each of these programs to determine their purpose, use, and function. However, you
might not be able to obtain the source code for proprietary programs.

However, you should carefully check any applications programs or locally written programs that you find in the PPT. It is
not unheard of to have applications programs in the PPT, but it should be rare and done only under limited circumstances.
Systems programmers may place locally written programs in the PPT. You should check these also. As with other source
code reviews, if you do not read Assembler language, you should request a “peer review” of the code. These programs
should be adequately documented as to their purpose, use, and function.

These user-supplied programs are listed in the SCHEDxx members of SYS1.PARMLIB.

See the System Review Checklist for the specific tests that you should perform when reviewing the PPT.

Analyze the Program Properties Table

The PPT Table Analysis panel lists PPT program names and the type of privileges that each program has. It can also
show you the library where each program resides. Besides providing information to help with a system audit, the display
also provides details about each program. These details can be useful to systems programmers, such as whether
the program can be swapped out of main storage, if a system operator can cancel the program, the CPU affinity if the
program is run in a multiprocessor environment, and other details.

For information about PPT flags, see the IBM publications z/OS MVS: Initialization and Tuning Guide, and z/OS MVS
Initialization and Tuning Reference. Use this procedure to view the properties table.

1. From the Primary Menu, select option 3.
The z/OS Technical Information screen is displayed.

2. Select option 6.
The PPT Table Analysis panel is displayed.

3. Enter an S (Select) next to any PPT program name on the panel to search eligible APF libraries and the link pack area
(LPA) for this program.
The system builds the PPT by merging the IEFSDPPT member of SYS1.LINKLIB with the SCHEDxx members that
were specified in IEASYSxx according to the following rules:
– If an entry is found in the SCHEDxx member of the logical parmlib that is not in the PPT, the system adds the entry

to the PPT at the first available spot.
– If there are duplicates in the non-IBM PPT entries, the first of the duplicate entries is used. The system ignores the

second entry. Auditor displays all entries in IEFSDPPT and the contents of all SCHEDxx members in the logical
parmlib.

Auditor displays all PPT entries and all SCHEDxx members that are specified in the logical parmlib on the PPT
Analysis panel.
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4. To view additional information about programs in the PPT with the Program Properties Table Info panel, enter I
(Information) next to the name of the program.
The Program Properties Table Info screen is displayed.

PPT Library Search

To gain the powers granted by the program properties table (PPT), a program must reside in an APF-authorized library or
in the link pack area. Even if the program is not linked as authorized, it still gains the special privileges that are assigned
by the PPT.

The PPT Library Search lets you display specific information about each program that resides in the PPT. This information
includes the date that the program was linked into the library of origin, the size of the program, and the library where the
program resides.

1. From the Primary Menu, select option 3.
The z/OS Technical Information screen is displayed.

2. Select option 6.
The Program Properties Table Analysis panel is displayed.

3. Enter S (Select) next to one or more PPT programs to request the search.
The PPT Library Search panel is displayed. You cannot enter information on this panel. You can browse the program
by entering B (Browse) next to it or can freeze it by entering F (Freeze).

If this panel displays only the program name in the PROGRAM field and Auditor searched all of the possible libraries, the
program that is displayed indicates a security exposure. A user could create a program with the same name and could
place it in an APF library or into the LPA. This lets the program gain the special privileges that are assigned to that entry in
the PPT.

Supervisor Call (SVC) Analysis
This article explains how to use the supervisor call (SVC).

The SVC is a special machine instruction (hex 0A) that programs use to communicate with the operating system. The
SVC passes a parameter list to the operating system to tell it what system service the calling program is requesting.
Examples include data set allocate and file OPEN and CLOSE. z/OS components that perform these services must often
run in a supervisor state or the master storage key 0 so they can update system control blocks. The SVC instruction
lets them do this, even when they are called from an unauthorized program. When the SVC returns control to the calling
program, it relinquishes the authorized state. The programs that are invoked by the SVC instruction are also called SVCs.

The SVC Analysis function shows you the number of SVCs, their names, who supplied the SVC, and where SVCs reside
in storage. Different versions of z/OS can include different SVCs. Auditor always displays the SVCs that are actually in
use on the system.

SVC Types

Up to 256 primary SVCs can be defined to z/OS. They are specified by one or more IEASVCxx members of the logical
Parmlib. Each SVC is assigned a type from 1 to 6. The type indicates to the operating system (among other things) where
the SVC is stored. If it is type 1, 2, or 6, it is link edited into the z/OS system nucleus into the IEANUC0x member of
SYS1.NUCLEUS, where x is a one-character suffix (usually 1). If it is type 3 or 4, it is stored in an LPA library. If it is type
5, it is a dummy place holder entry in the SVC table and the file does not exist anywhere. It can be changed later to a real
SVC entry by using the superzap program.

Other IBM SVCs are also defined by the Extended SVC Routing facility, or ESR. This facility was provided in earlier MVS
releases to extend the number of SVCs available for each SVC type.

The SVC Analysis Display shows you the type of each SVC displayed. Because Auditor gets its information directly
from the z/OS memory-resident SVC table, it is more reliable than reviewing the IEASVCxx logical Parmlib members
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because the display includes SVC entries that might have been dynamically created by suitably authorized processes.
By convention, IBM supplies SVCs with numbers less than 200. See the System Review Checklist for specific tests to
perform on these SVCs.

User SVC Security Exposures

The real problem is user SVCs that are numbered 200 through 255. Many program products have user SVCs. Among
them are transaction processing systems (such as IMS and CICS), sort programs (such as Sort), and many others. Data
centers frequently have two or three sets of SVCs for these program products so they can test new releases while they
run the production versions concurrently. At many data centers, systems programmers have an authorization SVC that
makes any program APF-authorized. Normally, they do not use it to deliberately circumvent system security-rather, they
do it because it seems easier than dealing with APF libraries and change control procedures. However, it can also easily
be used to subvert the system.

Some program products have included similar SVCs. One popular space management product formerly had an SVC that
made it APF-authorized so it could run the IBM IEBCOPY utility, which must run authorized. In the past, IBM published
the source for a similar SVC to let ISPF/PDF run IEBCOPY. The SVC checked to ensure that it was called legitimately, but
the checks were easily circumvented. Performance monitoring and system tuning tools such as Resolve and Omegamon
frequently have SVCs that let them issue operator commands. Other products, such as the IBM Spool Display and Search
Facility (SDSF) also have these SVCs. These SVCs might not screen sufficiently to determine who is calling them. The
ingenious hacker can issue any command that they want.

More potential for security exposures exists with user SVCs than anywhere else in the system. As with other high-
authority programs, first you must prevent unauthorized access and update to the libraries where they reside. Except
for the SVCs that are link edited to the nucleus, SVCs are normally kept in the LPA libraries. These libraries should be
protected from unauthorized updates. The LPA Library Display shows the names of all LPA libraries. SVCs can also be
placed in MLPA or FLPA.

Reviewing Source Code

It is also important to check the source code for all user SVCs. Even though you probably cannot review the source code
for proprietary SVCs, the vendor might be willing to supply details about the security of the SVC. Sometimes, particularly if
the SVC is small (a good candidate for being an authorization SVC), you might want to decompile it from the load module.
Decompiling from the load module requires a good decompiler program or a lot of machine-language expertise, but you
can discover some surprising things this way.

The source code should be available for any locally written SVCs. Determine what the SVC does and what self-protection
mechanisms it has. If you are unable to read assembler language, obtain a “peer review” of the source code. You can use
the Program Freezer Option to obtain a hash total of the program, which you can use during the next review to determine
if any changes were made to the SVC. You can also use the ISPF/PDF Copy function to copy the SVC. In the next review,
you can use the Program Comparison display to review any changes that were made since you originally froze the SVC.
See the SVC checklist of the System Review Checklist for specific tests that you should perform on SVCs.

Analyze the SVC

Auditor displays four SVC Analysis panels:

• IBM SVC Analysis displays standard primary IBM SVCs. These SVCs have SVC numbers in the range of zero (0) to
199

• User SVC Analysis displays SVCs with numbers in the range of 200 to 250
• ESR SVC Analysis for Extended SVC Router SVCs
• SVCUPDTE Journal Analysis

1. From the Primary Menu, select option 3.
The z/OS Technical Information screen is displayed.

2. Select option 7.
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The SVC Analysis submenu is displayed.
3. Enter the number of the option that you want to use.

For each SVC displayed on the analysis display, Auditor performs a series of evaluations to identify unusual module
structures or relationships. When Auditor detects an unusual condition, it places an asterisk (*) in the review
recommendation field of the corresponding SVC.

4. To review the SVC, enter S next to the SVC
The Detailed SVC Information screen is displayed. Auditor gets the information that is displayed on this panel from the
SVC table and IBM documentation.

SVCUPDTE Journal Analysis

z/OS maintains a record of updates that SVC table update service users made to the SVC table service. Users can
invoke this service by APF-authorized requesters through the SVCUPDTE macro. When the SVC table is updated using
SVCUPDTE, the previous SVC table entry is captured in the SVC update recording table with the information about the
program that issued the SVCUPDTE.

The SVC update recording table consists of a single entry for each of the 256 standard SVC numbers, just as the SVC
table contains one entry for each SVC. Because there is only one entry for each SVC, the recording table contains only
information about the most recent change to the corresponding SVC table entry. However, an SVCUPDTE count is
maintained in the recording table entry that contains the total number of times that the associated SVC was modified or
replaced by successive SVC updates.

Once the significant SVC update activity is identified, a table of SVC update recording entries is constructed and
displayed. Each entry in the table corresponds to information extracted from a single SVC update record.

Detailed Analysis

Auditor displays the SVCUPDTE Journal Detailed Analysis panel when you select an SVC entry from the SVCUPDTE
Journal Analysis panel. This panel continues the analysis of an SVC update. This analysis focuses on the modules that
processed the SVC -- both the module that is replaced by the SVC update and the module introduced. Auditor displays
information about the source of the SVC update (module or logical parmlib member), if available.

1. Select option 4 (3.7.4) from the SVC Analysis screen.
The SVCUPDTE Journal Analysis screen is displayed.

2. Enter an S (Select) next to any SVC entry that you want to review.
The SVCUPDTE Detailed Analysis screen is displayed. The first two rows describe the module that originally
processed the SVC and the module that now processes the SVC. The third row identifies which module requested the
SVC update.

3. To browse one of the SVCs listed on this display, enter B (Browse) next to it.
4. (Optional) To freeze an SVC and monitor any changes to it, enter F (Freeze) next to it.

Attribute Comparison

The SVCUPDTE Journal Attribute Comparison panel is displayed when you enter YES in the DISPLAY SVC
ATTRIBUTES field on the SVCUPDTE Journal Detailed Analysis display. This display focuses on the attributes of both the
replaced SVC and the new SVC that the SVC update introduces.

If the SVC is not granted any of these attributes, NO ATTRIBUTES displays. If the SVC is inactive, this field is not
presented.

SVCUPDTE
The operating system maintains a record of updates that users of the SVC table update service make to the SVC table.
APF-authorized requesters can invoke this service with the SVCUPDTE macro. When the SVC table is updated by using

 270



 Auditor for z/OS 12.1

SVCUPDTE, the previous SVC table entry is captured in the SVC update recording table, with information about the
program that issued the SVCUPDTE.

The SVC update recording table has a single entry for each of the 256 standard SVC numbers, just as the SVC table
contains one entry per SVC. Because there is only one entry for each SVC, the update recording table retains information
about only the most recent change to the corresponding SVC table entry. However, an SVCUPDTE count is maintained
in the recording table entry that contains the total number of times the associated SVC was modified or replaced by
successive SVC updates.

APF-Authorized Programs

Often, APF-authorized program products use the SVCUPDTE macro to implant intercepts that modify or enhance
the operation of standard z/OS system services, such as OPEN and WTO. The data center can review the SVC
update recording table to determine if these intercepts are really present, whether several products intercept the same
service and possibly interfere with each other, and moreover, to assess the overall integrity of crucial operating system
components. However, APF-authorized programs can update the SVC table directly without using SVCUPDTE and
without generating the corresponding SVC update recording entry. We recommend that you review the SVC update
recording table at the same time that you review the SVC table.

You can analyze significant entries in the SVC update recording table with the SVC Journal Analysis Option. This option
is on the SVC Analysis menu. If this option is selected on a z/OS system that does not include the SVC update recording
feature, Auditor displays a message, and no analysis is performed.

Nucleus Initialization Program and SVCs

When SVC update recording is active, Auditor first identifies the SVC update entries that are of specific interest to the
data center. SVCUPDTE is used heavily during the execution of the Nucleus Initialization Program (NIP). In particular,
NIP initializes all of the type 3 and type 4 SVCs and makes additional adjustments to other types of SVCs, including ENQ
(enqueue) and DEQ (dequeue). These SVC updates indicate a properly functioning system. In general, they are of little
interest. Therefore, Auditor focuses on SVC updates that occur as a result of logical Parmlib designations and data center
programming, as is described in the following.

Systems permit the data center to define or modify predefined SVCs by one or more IEASVCxx logical Parmlib members.
In those members, the SVCPARM statement and its parameters define the new SVC type, attributes, and name (or
alias) of the load module that services the SVC requests. As in earlier releases of z/OS, all SVCs acquire control in an
authorized state. The data center must carefully control SVCs. Updates made to IBM SVCs by IEASVCxx are particularly
noteworthy because of the risks inherent in modifying IBM code.

It is important to determine the reason for any SVC updates made by data center programming and to understand SVC
updates originated by IEASVCxx. Auditor identifies all SVC updates that occur once normal system operation begins-that
is, after the completion of NIP.

 

Job Information
The Job Information menu options examine job-related components of the operating system. The options provide detailed
information about job entry subsystem (JES) parameters, batch jobs, and started tasks. This menu also provides features
that you can use to scan procedure libraries (proclibs) and display a history of job use.

This section outlines the concerns to keep in mind while reviewing the Job Information areas, such as:
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• How the JES parameters selected at a data center can affect system performance and security
• How to identify the system procedure libraries and some of the problems with their use, including the use of operator

started tasks
• Some of the common pitfalls and problems using JCL
• What to look for when analyzing the run history of jobs

Job Entry Subsystem
Jobs are processed on a z/OS system by a job entry subsystem, JES2 or JES3. Each JES subsystem schedules the work
moving through the computer and performs spooling operations. Although the two z/OS job entry subsystems have similar
names, they evolved from two different sources. JES2 is the z/OS version of HASP (Houston Automatic Spooling and
Priority System) and JES3 is the z/OS version of ASP (Asymmetric Processing System).

How JES Processes Jobs

When either of these JES systems runs on a single CPU, JES2 and JES3 perform the same functions. Both JES systems
process jobs from the moment they are entered into the system to the point at which the jobs are purged from the system.
However, if more than one CPU exists in the configuration, the differences between the two JES systems are more
apparent. In a multiple-processor configuration, each JES2 CPU is independent of the others, even though they can share
a common spool file. JES3, however, controls all of its processors as a group. JES2 systems use multiple job queues.
JES3 uses a single job queue. All of its processors are arranged in a ring structure, which is controlled by the JES3 global
processor. Other processors in the complex are called local processors. Although all of the local processors share a
common job queue, all jobs reach that queue only through the one central JES3 component, the global processor. The
global processor selects and distributes work to the other processors.

Sometimes people ask which JES is best. Each system has its group of partisans. About 80 to 90 percent of all z/OS data
centers use JES2. For smaller CPU installations, the numbers are even higher. However, the 10 - 20% of data centers
that run JES3 are some of the largest data centers in the United States. During the last few years, a steady stream of
enhancements (such as JES2 shared spool and network job entry (NJE)) reduced the major differences between the two
systems. There is probably little reason to switch if a data center is happy with the JES system that it is currently using.

Differences Between JES2 and JES3

Both JES2 and JES3 run in their own address spaces. Both systems must be started by a console operator command
just as any other started task or subsystem must after IPL. Both JES2 and JES3 use their own parameter files, which
are normally kept separate from the z/OS parameter library. Because they are designed to provide the job scheduling
and initiation functions, both JES systems introduce a number of console operator commands to accomplish this task.
JES2 operator commands have a dollar sign ($) as a prefix. JES3 commands begin with an asterisk (*). All of the original
operating system commands are still available, which can cause some confusion to those users unfamiliar with JES. This
is particularly true when both z/OS and JES use the same command to produce different output. For example, both DA
and $DA are DISPLAY ACTIVE commands, but the first is for z/OS and the second is for JES2.

Auditor analyzes both JES2 and JES3 parameters. The JES Parms Display determines which JES system you have on
your system and displays the appropriate information. The System Review Checklist specifies a number of tests that
you can perform on key JES parameters. However, you should be aware that, unlike almost all other Auditor displays,
the JES Parms Displays are based on the contents of the JES2 or JES3 parameter file rather than on the information
that resides in z/OS memory. This is because JES runs in its own address space that Auditor cannot access without
APF authorization. Auditor, by its design, is not APF-authorized, and therefore, must depend on the contents of the JES
parameter file. You are, therefore, urged to use the File History Search Display to monitor modifications to the JES2
parameter file. Most audit and security experts agree that no one should have standing, unrestricted access to this key
file.
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Review and Security Considerations

Just as it is possible for someone to modify the current JES parameter file, the computer operator can switch JES
parameter files at JES startup. You can detect the use of an alternate JES parameter file by reviewing the console log
(SYSLOG) for the JES2 startup command. This is normally the first command entered after z/OS IPL. However, JES can
be stopped and restarted at any time without an IPL. To detect a switch, search for the S JES2... operator reply to the
HASP426 SPECIFY SYSTEM OPTIONS prompt. If you find that the operator entered JCL parameters or a HASPPARM=
response, key them into the JES2 Parms Display. Auditor then locates and shows you the contents of the JES2 parameter
file that started JES2.

A large number of parameters are associated with JES2, and Auditor reports on the parameters associated with the
JOBCLASS, STCCLASS, and TSUCLASS statements. The System Review Checklist tests for the key ones, such as
permitting operator commands in the JCL and bypassing tape label processing. One of these parameters is bypass label
processing (BLP). This parameter permits access to any tape data sets. From a security standpoint, if the access control
software does not control BLP, jobs with an ID that is permitted to bypass label processing can access any tape data sets.
If the access control software on a system does control BLP, it overrides the value displayed on the JES Parms Display.

For the auditor, the most important parameters in a JES3 data center are included in the CIPARM (converter interpreter
parameters) and STANDARDS statements. The CIPARM statements specify the values that govern all jobs submitted
under that CIPARM ID. The STANDARDS statement specifies which CIPARM ID is used for TSO jobs, started tasks,
and jobs submitted through the internal reader. Jobs that are submitted in some other way, such as through a statement
reader, can be assigned a CIPARM ID by the operator when he submits the job.

JES Parms Display
The z/OS operating system requires Job Entry Subsystem (JES). JES controls the scheduling and submission of jobs. It
is the component in a z/OS system that processes jobs and manages system input/output (I/O) processing and spooling.
JES parameters determine whether the programmer’s name and job accounting information is required to run a job. The
parameters can permit a job to bypass tape label processing (BLP), compromising tape file integrity. JES options can also
permit users to include console operator commands in job control language (JCL). In short, JES parameters specify how
and with what restrictions jobs run on the system.

Auditor helps you evaluate the options and parameters in effect in a JES environment. The JES parameters are important
because they specify how and with what restrictions your system runs. The JES Parms Display lets you choose optional
JES parameters and analyze their effect, and shows you the logon, started task, and batch conversion parameters.

Auditor determines whether you are running JES2 or JES3 and displays the appropriate information about your JES
system. For JES2 systems, Auditor reports on the JOBCLASS, STCCLASS, and TSUCLASS statements. Auditor reads
the JES parameters that it displays on the JES Parms Display from the data set where JES reads them. Unlike other
Auditor displays, these JES values are not obtained from z/OS storage. It is possible that the JES startup parameters
could be changed, or the JES procedure could be changed to point to another parameter data set after JES was started.
In this case, the display might not reflect the parameters actually used to start JES.

You can specify optional parameters and JES procedure DD statements that the operator can use when initializing JES.
Auditor shows you the effects that different options have on JES.

JES2 Parms Display

In z/OS, a job entry subsystem (JES) prepares jobs for execution and removes their output from the system.

Use the JES2 Parms Display screen to enter any optional parameters or ddnames on this screen.

Auditor displays an asterisk (*) next to values in a column that are in error. To locate the value in error scan the flagged
row for a second asterisk that identifies the invalid field.
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JES3 Parms Display

For the auditor, the most important initialization parameters in a JES3 data center are included in the converter interpreter
parameters (CIPARM) and standards statements. The CIPARM statements specify the values that govern all jobs
submitted under that CIPARM ID. The standards statement specifies which CIPARM ID to use for TSO jobs, started tasks,
and for jobs submitted through the internal reader. The operator can assign a CIPARM ID to jobs that are submitted in
some other way, such as through a card reader, when he submits the job.

Use the JES3 Parms Display to enter alternate JES3 parameters that the operator can use when initializing JES3. Auditor
shows you the effects that different options have on JES3.

Auditor displays an asterisk (*) next to values in a column that are in error. To locate the value in error scan the flagged
row for a second asterisk that identifies the invalid field.

JES2 Procedure Library Display
The z/OS procedure library (proclib) stores job control language for JCL procedure references and console operator
started tasks. A started task is one of three main units of work in a z/OS system. A started task is initiated by a z/OS
START command, usually issued from the operator console. The name in the START command (such as START
DUMPJOB) is searched for in the system proclib. Then the JCL in that member is executed.

When a job is submitted to the job entry subsystem, JES resolves any procedure references by searching proclib and its
concatenations. The original JCL is merged with the JCL that is stored under the name that the job referred to. You can
look at the SYSOUT listing for a job and can identify the procedure library statements. Procedure library statements all
have an XX in columns 1 and 2 instead of the // or /* found in the input JCL.

Generally, each procedure uses the symbolic substitution feature of JCL. Symbolic substitution allows modification of
specific values in the stored procedure before the procedure is submitted as a job. JES2 accesses the JCL stored under
the proclib member and merges it with the submitted JCL. This merged JCL is then placed in the appropriate job queue
for execution.

The JES2 Proclib Display shows you the names of the JES2 procedure libraries on the system and tells you whether
an operator is permitted to modify these libraries. This screen follows with sample data. This display uses the JES2
procedure in SYS1.PROCLIB to find the procedure libraries that JES2 uses. The JES2 procedure might have been
changed after JES2 was started. In that case, the proclibs that is indicated by the display might not be the proclibs that
JES2 is using.

JCL in the Procedure Library

The only exception to this rule is when the input stream JCL overrides the JCL in the procedure library. When this occurs,
you find /X in columns 1 and 2 to indicate which statement was overridden. In any case, JES stores the merged JCL
stream on an input queue for later execution. Depending on which of the two job entry subsystems is used with the
operating system, this is one or more job queues. (JES2 uses one queue; JES3 uses multiple queues.) An initiator then
selects the JCL from the appropriate queue, and the job begins allocation.

Another lesser-known function of proclib is the storage of the JCL that is used for computer operator started tasks. These
are special jobs that are activated from the operator console by a “start” command. Started task JCL must be stored in
SYS1.PROCLIB or one of its concatenations.

Therefore, a review of JCL should always include the various proclibs, starting with SYS1.PROCLIB. Determining the
names of the additional proclibs is worth the effort. JES2 users can use the Proclib Display (4.2) to obtain the default
library names. If the display indicates that an operator can modify any of the default names, you should obtain a copy
of the console SYSLOG for the time period around IPL. This lets you determine if JES2 was started with any symbolic
substitutions for library names.

Look for the HASP426 SPECIFY SYSTEM OPTIONS operator prompt that is generated by JES2 when it first starts. If
symbolics are used, you see them following the S JES2... command that the operator entered. On the Proclib Display
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(4.2), enter the exact same S JES2 information that the operator specified. Auditor performs all substitutions and displays
the actual proclibs that is used for this execution of JES.

Reviewing Proclib

The JES2 Proclib Display also shows all potential proclibs. Any partitioned data set in the JES startup JCL can be
designated as a proclib if a JOBPARM statement refers to it. Even libraries that do not have a fixed 80-byte record format
can be used as proclibs. You should scan each of the libraries that are shown in the display, even if they are not intended
for use as proclibs.

Assigning different proclibs to different job classes in JES by the JES parameter specifications is another exposure that
is frequently overlooked. Because of STEPLIB and JOBLIB statements, this can mean that different versions of the same
program are used, depending on which job class is selected. See the JES Parms Displays to determine which proclibs are
assigned to which job classes.

Most security experts recommend protecting all proclibs from unauthorized update. It does little good to protect production
JCL if the proclibs are vulnerable to uncontrolled modification. Because a job can use a JES JOBPARM statement to
access any proclib, all proclibs should be treated as a group for access control purposes.

Proclib Search

The Proclib Search searches selected procedure libraries (proclibs) and members for browsing. You specify a selection
criteria, such as a program mask, data set name mask, or ddname mask. Auditor searches all members of the proclib and
displays a list of members that match your criteria.

By reviewing the parameters specified in procedure library members, you can determine how certain files are used and
can ensure they are accessed according to established standards. Reviewing procedure libraries and their contents is
important. The proclib members can indicate access to restricted resources and information that threatens the integrity of
the system.

The Proclib Search Data option scans library members that use a certain program or refer to a certain file. This display
shows you a list of selected members and lets you browse proclib members.

1. From the Primary menu, select option 4.
The Job Information menu is displayed.

2. Select option 2.
The JES2 Proclib screen is displayed.

3. Enter S (Select) next to the library name.
The Enter Proclib Search Data screen is displayed.

4. Enter your search criteria on this screen.
The members that met the criteria are displayed.

5. Enter S (Select) or B (Browse) next to a member to browse it.
The contents of the member are displayed.

6. (Optional) To freeze a member, enter F next to it.

Search JCL Libraries
Security considerations for the job control language (JCL) libraries and performing a JCL library scan is covered here.

 275



 Auditor for z/OS 12.1

JCL communicates information to the operating system about which files and programs that you want run. JCL has grown
rapidly in the last few years. Besides traditional JCL, we now have JES JCL that includes new parameters that control
networking operations. Some of the JCL statements you find are:

Statement Function Use
// JOB Job Statement Assigns job and programmer names,

accounting information, job, and message
classes

// EXEC Execute Statement Names the program or JCL procedure to
execute

// DD Data Definition Names the files that are processed
// Command Used for z/OS operator commands
// PROC Procedure Start Marks the start of an instream JCL

procedure (one that does not use proclib)
// PEND Procedure End Indicates the end of the instream JCL

procedure
//* Comment or JES3 Controls Used for JES3 parameters and comments

to document the job
/* EOF Used for JES2 parameters and marking

end-of-file

Started Tasks

Every job requires a JOB statement to identify the job, except for a special job that is called an operator started task.
An operator started task is started from an operator console. Their JCL is stored in SYS1.PROCLIB or one of its
concatenations.

Started tasks normally consist of a single job step. Until recently, started tasks were exempt from many of the restrictions
that are placed on regular jobs. When using the Search JCL Libraries (4.3) facility to search for the execution of certain
programs, do not forget that the EXEC statement does not always name a program. It can name a JCL procedure, which
is one or more JCL statements that are retrieved from one of the proclibs. Procedure references should be checked
carefully because it is possible to use symbolic variables in JCL to obscure what is actually going on. For example,
instead of putting EXEC PGM=AMASPZAP in the JCL, a programmer could put EXEC PGM=X in JCL that is stored as a
procedure reference. The procedure could then be called, passing superzap as a parameter.

Security Considerations

As an even trickier technique, a programmer could code part of the program name in the procedure, and then pass only
part of the program name as a parameter. This would foil scans looking for the entire program name as a character
string. Besides looking for procedure references, be alert to the presence of JOBLIB and STEPLIB DD statements in
production JCL. They can mean that production programs are executed from unauthorized test libraries. If both JOBLIB
and STEPLIB are found in a job, the JOBLIB is not used during the step that contains the STEPLIB.

Be alert to the unauthorized use of JOBCAT or STEPCAT DD statements in the JCL. They permit the jobs to execute
using files that are cataloged in private catalogs. Because z/OS permits files with the exact same names to exist on the
system as long as they are on separate volumes, using a private catalog in place of the system catalog would permit the
substitution of a bogus file for a legitimate one. This technique is called spoofing.

Do not overlook the various JES statements that can be found in the JCL. Unless disabled, both JES2 and JES3 permit
operator commands in the JCL using the // (NULL) statement, and JES2 permits them in the /* (EOF) statement.
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Scan a Library for JCL

The JCL Search Library and Display option scan any library that contains JCL and selects all members that match
the selection criteria. You can enter any combination of job names, program names, parameter (PARM) information,
ddnames, unit, time, region, data set name references, or volume serial number references as selection criteria. Auditor
can scan JCL stored in standard partitioned data sets (PDSs), partitioned data sets extended (PDSEs), CAI.CAILIB
libraries, or Panvalet libraries.

1. From the Primary menu, select option 4.
The Job Information menu is displayed.

2. Select option 3.
The Enter JCL Search Data screen is displayed.

3. Enter your search criteria.
The members that meet the criteria are displayed.

4. To browse a member, enter S (Select) or B (Browse) next it.
5. (Optional) To freeze a member enter F next to it.

Job History Search
Details about performing a Job history search and the different outputs are shown here.

A job consists of one or more steps. Each step consists of one or more programs or tasks. As each job step ends, it
returns a completion code to the operating system. The completion code is sent through the return macro for a normal
end or the abend macro (SVC 13) for an abnormal end. An abend is the termination of a task before it is finished due to
an error condition that is not resolved by recovery facilities while the task is executing. An abend can also occur for other
reasons, such as an I/O error or an operator CANCEL command. There are two kinds of abends: program-generated or z/
OS-generated.

Job Abends

Analysis of job abends can tell you much about how the data center is run. If you find many operator cancel commands,
it can indicate that operators are confused about what to run or when to run it. Timeouts (such as S522s or S722s) can
indicate that people are leaving their TSO terminals unattended or that operators are not satisfying tape mounts in a
timely fashion. Any of the S0Cs series of abends for production programs (particularly S0C7s) can indicate that insufficient
quality assurance was performed before a program was placed into production.

You should be aware, however, that the absence of an abend is not always an indication that a program ended normally.
z/OS gives programs a way of trapping abends and preventing termination in most cases. The SPIE macro traps the 0Cx
series of program interruptions and the STAE macro traps most system-generated abends. In z/OS, the extended SPIE
and extended STAE macros (ESPIE and ESTAE) are also available. Therefore, some programs might not terminate when
errors are detected. Auditor itself uses this technique to continue running, even if an error occurs in one of its modules.

Some programming languages (such as PL/1) make extensive use of SPIE and STAE to trap errors. This is how the PL/1
“On Error” block gains control in the event of problems. Some data centers choose to use PL/1 with SPIE turned on,
but STAE can be turned off. This permits “On Error” to catch program interruptions, but not system-generated abends.
Therefore, analysis of abends for PL/1 programs should be approached carefully.

Review Job History

A job’s processing history indicates whether certain data center procedures are ignored. For example, jobs cannot be
sufficiently tested before they are put into production, time parameters can be incorrectly coded, or excessive system
storage space can be requested. The Job History Search lets you select SMF information on job run history and review
the return codes for the job.
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You can also use the Job History Search Display (4.4) to determine if and when a particular job was run. Remember that
the Job History Search display is based on the analysis of SMF records. By default, it uses the active SMF file or log
streams.

If the job information you want is not on the active file and SMF recording is routed to SMF MANx files, try the other
SYS1.MANx files (where x is a one-character suffix) if they are available. You can obtain the names from the SMF Files
Display (1.5.2). If you still cannot locate the SMF file that contains the time period that you want to review, locate an
archive copy of the appropriate file. Operations staffs refer to these as SMF dump tapes. Request the one you want and
load it on an accessible disk volume. Enter the name of the file that you chose on the File History Search Display (6.5)
and proceed as normal. If the file is on the tape, it must be cataloged.

NOTE
You must have the TSO MOUNT privilege to view the file.

1. From the Primary menu, select option 4.
The Job Information menu is displayed.

2. Select option 4.
The Job History Search screen is displayed.

3. Enter search criteria. You can enter a specific date or date range, or can leave the date fields blank so that the current
date is used by default. This job history includes information that is contained in SMF record types 4 - 6, 10, 14, 15, 17,
18, 20, 25, 26, 30, 32, 34, 35, 60 - 69, and 82.
(Optional) To run a batch SMF job history regularly use symbolic date parameters in the date fields. For information,
see the section “User Profile Information”.
The selected SMF records are displayed.

SMF Records for Jobs

Here is one last warning. The Job History Search Display (4.4) requires that the system journals SMF record types 4
and 5. Type 4 records are produced for job steps. Type 5 records are produced for the job itself. Any data set activity
that is shown for the job requires the recording of SMF record types 14, 15, and 17 for non-VSAM files, and SMF types
60 through 69 for VSAM. The combined record, SMF type 30, can be used in lieu of the other data set records. If any of
these records are missing, the display you see is incomplete. Because the collection of SMF records can be turned on
and off, you have to be careful about jumping to conclusions about what you see in the display. Furthermore, the IEFU83
and IEFU84 SMF exits can cancel SMF records, so be sure to check the SMF Options (1.5.1) and Exits (1.5.3) displays.

See the SMF Analysis section in Management Information and the System Review Checklist for specific tests that you can
use to verify the integrity of SMF.

Program Information
Use the the Program Information options to examine programs and to monitor their use. The options on this menu:

• Review the origins of programs in use at the data center and program statistics
• Compare two source modules to one another
• Compare two load modules to one another
• Freeze programs for later comparison
• Locate any load modules on the system for which the source code no longer exists

This section provides the concerns that you should keep in mind while reviewing the information provided by the Program
Information menu options:
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• Determine what vendor software products actually exist on the system
• Review both systems software and user program libraries for APF-authorized programs
• Compare versions of the same program to detect any unauthorized changes
• Track the use of certain key production programs
• Freeze programs as a change detection mechanism
• Identify production programs that do not have corresponding source code

Program Origin Display
Describes the Program Origin display.

The z/OS operating system consists of thousands of modules, and each program product contributes from a dozen to
a hundred or so more. Unfortunately, the names of these programs are not always well documented. Even if they are
documented, you have to go to each vendor to find the names of its modules.

Locally written systems and applications programs can be included with the z/OS and program product modules. These
old programs might have been included in the past when library controls were less stringent. The original purpose of some
programs might be forgotten. Although these programs should have been deleted long ago, they were too hard to identify
when mixed in with the thousands of z/OS and program product modules.

Security Concerns

It is important to know what is in the z/OS system libraries. A library that is excessively large is the ideal place for
someone to hide an unauthorized program. Also, if the data center staff does not know what is in its libraries, they cannot
be sure that the program products that they delete from the system are really gone. It is possible for programmers to make
copies of these programs. Copies of these programs could be hidden in a large library amid thousands of other programs.
If you discover one of these product programs during a review, you should investigate it.

You can use the Program Origin Display (5.1) to select programs that you want to analyze based on program name
or prefix, product name, or vendor name. Or you can ask for all the programs Auditor does not know about. They are
probably locally written programs.

Identifying Program Products

For each program it recognizes, the Program Origin display tells you the product name, vendor name, and whether the
vendor requires the program to be APF-authorized. You can then use the Program Statistics Display (5.2) to see if the
module really is APF-authorized. Any module that has APF authorization when is not required is a needless security
exposure.

The Program Origin display might not be able to identify some program products. We are interested in hearing about
these program products that you run into and will look into incorporating them into future releases of the Program Origin
display.

See Program Origin Information

You must review programs and must determine if they require APF authorization to avoid integrity exposures. The Find
Program Origin screen lets you select the type of program that you want to search. The screen shows you the program
names for a particular product and a description of the product.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 1.
The Find Program Origin screen is displayed.

3. Enter the name of the program library and the selection criteria to limit program selection.
The Display Program Origin screen lists all programs that matched your selection criteria. For information on the fields
on this screen, press F1 (Help).
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4. Enter S (Select) next to any programs that you want to additional information for.
Information such as program versions, product numbers, and FMIDs is displayed.

5. (Optional) To browse a program, enter B next to it.
6. (Optional) To freeze a program, enter F next to it.

Program Statistics Display
The Program Statistics Display and output is described here.

In a data center of any size, it is not easy to maintain effective controls on the various programs that reside on the system.
The production programs and systems support programs that are used at a data center are of particular concern to
auditors and security experts.

Before a program becomes executable by the system, the following steps must occur. First, a program is written in one of
several available computer languages. Then, the appropriate language translator (such as the COBOL compiler) formats
the program into a machine language object module. The linkage editor then combines the object modules with other
object modules from other programs or subroutines into a single, machine-readable load module.

When the link-edit process is complete, these executable programs are kept in partitioned data sets (PDSs) or partitioned
data sets extended (PDSEs), both commonly referred to as load libraries. The directory entries for the members of a load
library contain information about each module that is stored in the library. This information includes whether a program is
APF-authorized, its link-edit date, load module size, and if AMASPZAP (superzap) was used on the module.

Identify Program Statistics

The Program Statistics Display (5.2) provides information about all the key steps in this process. The display shows the
language of the source program, the date it was compiled, and any subroutines that were used. It also shows superzap
information, link-edit SSI information, link-edit date, module size, and APF-authorization requirements.

Use the Get Program Statistics option to select APF-authorized programs for review. Auditor shows you the date that the
program was link edited, the size of the module, CSECT information, and whether the program was modified (zapped)
with AMASPZAP.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 2.
The Get Program Statistics screen is displayed.

3. Enter the name of the program library that you want information for. To limit program selection, enter selection criteria.
The program information is displayed.

4. Enter S (Select) next to any program name.
Information about the control section (CSECT) associated with the program is displayed.

5. (Optional) To browse a program, enter B next to it
6. (Optional) To freeze a program, enter F next to it.

You can also use this display to find programs that are renamed IBM utilities, such as superzap. Most likely, a duplicate
utility is the same size and has the same link-edit date as the original. Use the SORT command to identify such
duplicates. Enter SORT DATE SIZE on the command line of this screen to sort the programs by link-edit date and linked
size. Then browse any programs that appear to be duplicates.

APF-Authorized Programs

Because APF-authorized programs can present a vital security risk, it is important to determine if APF-authorized
programs exist in either production application libraries or individual user libraries. Although in rare instances there
can be a valid reason for having an APF-authorized program in a production application library, most experts feel that
APF-authorized programs should never be kept in individual user libraries. You can determine which libraries are APF-
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authorized with the APF Library Analysis Display (2.2). You can then correlate the APF-Authorized Library Display (2.4.1)
to the authorization requirements that appear on the Program Statistics Display.

Review Considerations

You should also review programs that reside in production libraries to ensure that the load module and control section
(CSECT) sizes conform to data center standards. You should ensure that link-edit dates agree with the dates on the
change control forms. If any irregularities are discovered, decompile the module and request a “peer review” of the code.

The residency mode of each CSECT determines if the CSECT is compatible with 24-bit or 31-bit addressing. The detail
display of the Program Statistics Display shows you each CSECT’s residency mode.

The possible use of superzap on a production or system program is a potential security risk. Superzap can modify volume
tables of contents (VTOCs) to remove the RACF indicator. Newer RACF versions do not use this indicator. Superzap can
also modify data in production data sets stored on disk. The Program Statistics Display shows you if key z/OS system
libraries or production programs were superzapped. When you find a program that was superzapped, you can also
determine which CSECT of the program was affected.

Program Comparison
The Program Comparison Display and output are described here.

During a review, you must examine the actual program code. If you are not familiar with a programming language used,
you must request a “peer review” of the program code. Either way, to scan the source code by eye is tedious at best and
subject to error, or to compare two load modules is extremely difficult. The Program Comparison Display (5.3) provides
you with a simple solution to both of these problems. You can compare one source program to another and one load
module to another. Program Comparison automatically determines which type of file that you asked it to compare.

Because many data centers store source programs in Librarian or Panvalet libraries, you can select an option when
Auditor is installed that allows you to compare programs in these libraries.

The Program Comparison display can be a valuable tool when you review system programs as exits, I/O appendages,
SVCs, and APF-authorized programs. For instance, you can compare different versions of the same system exit. You
can use the z/OS System Exit Display (3.3) to identify the exits on the system. Obtain an archived copy of the exit and
compare the current one to the archived one using the Program Comparison display.

In most z/OS data centers, many programmers work on the same application systems. This can cause confusion when
trying to determine exactly what has changed between different versions of programs. The ability to compare one program
to another or one source to another is important because it reinforces the change control procedures at the data center.

Use the Program Comparison option to:

• Compare both source programs and load modules
• Show the differences between old and new source programs and between old and new load modules
• Compare source programs in Librarian, Endevor Change Manager or Panvalet libraries.

Tracking Production Program Changes

Another need for program comparison involves production programs that are used in sensitive applications, such as
payroll and accounts receivable. By using the Program Comparison display (5.3), you can detect any unauthorized
changes or clandestine code that is hidden in the program.

Inadequate change and system implementation procedures can seriously impact the data center when the situation
involves key system or production programs. For instance, it is entirely possible for a load module and source program to
have the same name, yet the load module was not necessarily created from the corresponding source program. However,
you can determine if the load module corresponds to the source program by using the Program Correlation Display (5.6)
to verify that the source program does indeed exist. Once this is accomplished, you can compile and link edit the source
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program into a new load module. The new load module can then be compared to the load module in question by using the
Program Comparison display to determine if they are the same.

Tracking Source Code Changes

Finally, the Program Comparison display can help track multiple changes to the source code. In medium to large computer
data centers, it is not uncommon to have many programmers working on the same applications systems. This can cause
confusion when you want to review the changes that occurred between different versions of programs or their source
code. Many programmers working on the same applications systems could indicate the inadequate management control
of program changes.

If many programmers are working on one program, use the Program Comparison display (5.6) to compare each test
version of the program to the version in production. This comparison shows you the updates that each programmer
incorporated. Later, you can compare the final update program to the production version to verify that the correct updates
were made.

Compare Programs

When comparing source programs, Auditor determines which source lines were deleted, inserted, or changed. This
means that, if one line is deleted from a source program, Auditor can show just that line number. Similarly, if one line is
inserted, Auditor indicates the inserted line only. This prevents an entire program from being marked as changed even
though only one line is different.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 3.
The Program Comparison screen is displayed.

3. Enter the names of two program libraries and two programs to compare. You can also specify whether Auditor should
ignore or consider sequence numbers when it compares the programs.
The Load Module Comparison screen displays the results of the comparison of the old and new load modules.

You cannot use the Load Module Comparison function to perform compares of load modules which are already loaded
into your TSO address space. Examples of such programs include Auditor itself, TSO modules, and ISPF/PDF modules.

Compare Endevor Elements

Endevor elements use a naming convention different to z/OS. An Endevor element name comprises:

• Environment
• System
• Subsystem
• Element
• Type
• Stage

Each part can be as long as eight characters, except for the element, which can be 10 characters, a separate screen is
used to specify them.

1. Enter +ENDEVOR for the library name.
Auditor prompts with Specify Endevor Element screen.

2. Enter all the parts of the element name.
Auditor retrieves the element from Endevor and compares it. Auditor creates a “baseline” freeze for the programs
and stores the resulting signature data in the database. For a first freeze, no change detection is possible yet. The
Program Freezer Add panel redisplays with your input and a temporary message indicating the number of new
additions.
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The Source Compare Results screen displays the lines of code that appear in the more current version of the program,
but not in the older version.

Program History Search
The Program History Search display and output is shown here.

Sometimes it is necessary to track the use of certain production programs. For example, you might want to examine the
use of a payroll program or an accounts payable program. You might also want to see the abend history of a program or
group of programs. The Program History Search display (5.4) can detect the execution of programs based on records that
are collected by the System Management Facility (SMF). Only the SMF record types related to the program activity are
examined. These record types include record type 4 (step termination), record type 30 (common address space work),
and record type 34 (time-sharing termination).

Tracking Program Use

The Program History Search display (5.4) helps you track the use of programs. Unauthorized use of powerful utilities
such as AMASPZAP, IEHATLAS, ICKDSF, and IEHINITT, indicates the need to track programs. Authorized use of these
programs should be tightly controlled.

You should also verify the data center backup and recovery procedures by performing history searches on the programs
that do the backups, such as Disk, ASM2, and ADRDSSU. If the programs cannot be located with the use of the Program
History Search display, review the procedures.

Reviewing Program Abends

A high incidence of production program abends could indicate inadequate testing procedures. You can use the Program
History Search display to determine if production jobs are ending abnormally. You should also review the operator shift
log for the given time frame to determine if the problems are being followed up. If important production programs do not
appear on the display, check the operator shift logs to find the reason.

Remember, the Program History Search display requires that the SMF record types indicated previously are being
recorded. If any of these records are missing, your display is not complete. Because SMF recording can be turned on and
off, do not jump to conclusions about the information provided in the display. You should check the SMF Options Display
(1.5.1) to determine if the correct SMF record types are being recorded. You should also check the SMF Exits display to
determine if the IEFU83 and IEFU84 SMF exits can cancel SMF records.

See SMF Analysis in the Management Information section for more information on the SMF options and exits in effect on
your system. Also see System Review Checklist for specific tests that you can perform to verify the integrity of the SMF
records.

Review Program History

SMF records can be collected on the activity of all programs that are processed on your system. This data is often used
in performance reviews of applications and investigations into abnormal job terminations. Review the program history to
ensure that data center policies are followed in the processing of programs and jobs.

Use the Program History Search option to select programs for to display by date and time.

Auditor uses SMF record types 4, 30, and 34 to produce this display. If the system is not collecting these SMF record
types, Auditor does not find the information to display. Auditor displays information that is contained in SMF record types
4, 30, and 34. You can determine which SMF records the system is collecting from the Auditor SMF Options Display.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 4.
The Program History Search screen is displayed.
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3. Enter your search criteria on this screen. You can enter a specific date or date range. The current date is used by
default when the date field is blank.
The Program History screen displayed with the SMF records that met the criteria.

4. (Optional) To run a batch SMF program history regularly, use symbolic date parameters in the date fields. For
information, see User Profile Information.

Program Freezer
This article details the program freezer.

Program Freezer Overview

In any data center, programs are constantly changing. You can learn several things by watching how often they change.
If programs in a production library are changed again and again over a short period of time, it can mean that they are not
properly tested before they are put into production. This can cause a high incidence of program abends. It is also possible
that programs require multiple changes because the user has poorly defined requirements. If sensitive programs are
changed frequently (such as a payroll or accounts receivable program), it could be a sign of covert activity on the part of a
programmer.

If good change control procedures are in place, you should be able to tie each change to an authorized request. But how
do you know if the change control procedures really work? You must be able to determine what programs changed.

There are several ways to do this. You could search through SMF records, looking for updates to program libraries. But
for any period of time at all, the volume of SMF records you need to review is tremendous. Also, the SMF records do not
usually tell you which program was changed, only that the library was updated. Alternately, you could keep a secure copy
of all the program libraries and could compare the secure copy of each program to the current copy. However, just reading
the output from all of these comparisons, not to mention running them, is a monumental task. One of the most reliable
alternatives is to use the Program Freezer Option (5.5).

To detect inefficiencies in change control procedures and to prevent unwanted manipulation of sensitive data, it is
important to monitor changes to production programs. The Auditor Program Freezer functions let you take “snapshots” of
programs and monitor them for later comparison and detection of any changes, including source programs in CAI.CAILIB,
Panvalet, Endevor, or Librarian .libraries.

You can compare the snapshot later to another snapshot of the program to determine if any changes were made. You can
use Program Freezer options to monitor:

• Load modules
• Source programs
• Endevor elements
• Library members
• Exits
• SVCs
• LPA modules

Libraries can be frozen with the File Freezer option. The library freeze of a PDS directory detects and reports changes at
the member level. It is faster to freeze the PDS directory using option 6.6 than to freeze each member individually. You
can then freeze members that were changed using the Program Freezer to investigate the changes in detail. The File
Freezer option can also detect changes to sequential files that are not libraries or VSAM KSDS or ESDS.

Most programs are frozen using the Program Freezer Add and Refreeze Program panels, or the F (Freeze) line command
on a row of an Auditor table display. Programs in storage, exits, SVCs, and LPA modules, however, are added to the
Auditor freezer database or refrozen only with the F line command. You can use the Program Freezer Query and Program
Freezer Delete panels for these programs.
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When Auditor freezes a program, it creates a “digital signature” for the program and saves it with other information about
the program in the Auditor freezer database. Auditor compares this same signature to the signature that it creates the next
time you freeze the program. If Auditor finds differences, the entry is flagged on the display. You can freeze any number of
programs, depending on the size of your DBASE1, the Auditor database.

Auditor displays the results of its freezes to a program in two formats: a change history and a change log. The change
history shows the results of up to 10 freezes to a program. It displays these results in terms of time periods and compares
the most recent freeze to each previous freeze. Using a program’s change history display, you can discover programs that
were changed and then changed back again. You can also monitor whether your staff is freezing a program regularly.

The change log stores the results of up to 10 changes to the program. It displays only those intervals during which a
change occurred and discards the intervals between changes. Therefore, the change log shows you the “end points”
of relevant time intervals. Using the change log, you can determine how often a program is changed, indicating how
thorough your data center’s testing program is.

When you ask Auditor to freeze a program, it saves this information in a work group in the freezer database. Work groups
are pools or “folders” that store freezer processing. By default, Auditor provides you with a personal work group to process
your freezer requests. No other user can access your personal work group through Auditor. However, if you want to share
the results of freezer processing with other users, you can select a different work group or can create a work group. You
can create a new work group by selecting option 1.4 from the Change User Profile Information menu. If you want Auditor
to ask you to select a work group every time you want to freeze a program, you must enable prompt mode. By default,
Auditor does not prompt you for a work group.

Detecting Program Changes

The Program Freezer Option (5.5) reads programs or whole libraries in source, object, or load module format and
calculates a “digital signature” for each program. This process is known as freezing the program. Auditor stores the
program’s digital signature with other information about the program in the freezer database. Later, you can freeze the
program again and Auditor determines whether the program changed in the interim by comparing the new data that it
collects to the data in the freezer database.

You can freeze individual programs or you can freeze all of the programs in a particular file or library, including programs
in Endevor, Librarian and Panvalet libraries. If, at any time, you decide that you no longer need to monitor changes to a
particular program, you can delete the entry from the freezer database. The number of files you can freeze is limited only
by the size of DBASE1, the Auditor database.

The freeze technique has a 99.998 percent chance of detecting any change to a program. This percentage is even greater
for source programs, because they generally use only the letters A through Z, the digits 0 through 9, and a few special
characters. Load modules use the full 256 character set permitted by the IBM EBCDIC coding scheme. Fewer than 80
characters of storage are required in the Auditor database for each program that is frozen.

Freezing Programs

Auditor lets you freeze programs, source programs, load modules, and libraries. You can also freeze LPA modules and
other storage areas such as SVCs and system exits to detect core zaps or changes in IPL parameters. If you change the
name or location of a program after you freeze it, you can change the information in the freezer database to reflect this.
This way, you can continue to monitor changes to a program when its name or location changes.

When Auditor freezes a program, it categorizes the program by type and collects information relevant to that type.
For example, the information that Auditor collects for a source program differs from what it collects for a library. This
process lets Auditor provide you with a more detailed explanation of what caused the change to the program. Rather than
informing you only that a change occurred, Auditor tells you that the library has new members or that the location of the
program module changed. Because multiple changes to a program can make it difficult to pinpoint the exact origin of the
change, Auditor gives you its “best guess” of what happened to cause the change.

Auditor can store the results of up to ten changes to a program. This lets you monitor a program over time and obtain
a history for the program. Using this information, you can better understand how efficiently your data center operates
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and how effective your change control procedures are. You can also gather data about possible security exposures and
violations. Using this detailed information, you can investigate further and can discover how a program was changed, who
changed it, and why it was changed.

If you have the storage space to keep a secure copy of each program, you can watch changes even more closely. The
Program Freezer facility provides you with a quick way to learn which programs you need to compare, eliminating the
headache of trying to run comparisons on everything.

Add a Program to the Auditor Database

Because programs are frequently updated, you must monitor these changes to ensure that they conform to your data
center’s change control practices. However, even the best data center policies cannot always catch “changes made on
the fly” or changes to protected data. Using the Auditor Program Freezer functions, you can detect changes that escape
the normal methods of detection.

Use the Program Freezer Add option the first time you freeze a program. This option adds the program to the Auditor
database and performs the initial freeze. Once you add a program to the freezer database, you can use the Refreeze
Program panel to refreeze and monitor changes to that program.

Auditor considers a file a program if it is a member or is in virtual storage. If the file is not a program, use the File Freezer
option. Use only the Program Freezer Delete and Program Freezer Query options for programs in virtual storage -- the
Program Freezer Add panel cannot be used for programs in virtual storage. All programs that you can add using the
Program Freezer Add panel can be added using the File Freezer Add panel.

The ADD function does not change program information already in the database. To refreeze programs in the database at
the same time, use the REFREEZE option and then add the new programs.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 5.
The Program Freezer options are displayed.

3. Select option 1.
The Program Freezer Add screen is displayed with the frozen programs listed.

4. Press Enter.
The Program To Add To Freezer panel is displayed with a preview of the results of your request for review.

5. Press F3 to cancel the additions or change NO to YES to confirm the initial freezes.

Change Program Freezer Database

You can change the existing freeze data to reflect changes in a program’s data set, member, or volume names.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 5.
The Program Freezer options are displayed.

3. Select option 2.
The Change Program Freezer Database panel is displayed.

4. Press Enter.
The Programs To Change In Freezer panel is displayed.

5. Use this panel to add the changes to the Auditor freezer database.

Merging Freezer Information

You can use the CHANGE panel to merge the information from two different data sets in the freezer database. For
example, suppose you have two data sets, MYDATA and YOURDATA. If you rename YOURDATA to MYDATA, the freezer
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data in both data sets is now contained in MYDATA. (The counter for the number of freezes can be meaningless until the
next refreeze.)

Program Freezer Delete

You can remove information from the program freezer.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 5.
The Program Freezer options are displayed.

3. Select option 3.
The Program Freezer Delete panel is displayed.

4. Press Enter.
The Programs To Delete From Freezer panel is displayed.

5. Review the information and press Enter.

Refreeze Program

You can use the Freeze option to monitor changes to programs in the freezer database.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 5.
The Program Freezer options are displayed.

3. Select 4.
The Refreeze Program screen is displayed.

4. Select a program and press Enter.
The Program Refreeze Report screen is displayed with the change information about the program.

Program Freezer Query

The QUERY option does not freeze programs or change information in the Auditor database. This option lets you view the
information from other Auditor panels.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 5.
The Program Freezer options are displayed.

3. Select option 5.
The Program Freeze Query screen is displayed.

4. Complete the fields on this display and press Enter.
The results of the search are displayed.

5. From this panel you can enter:
– B (Browse) to browse a program,
– H (History) to review the program’s change history
– L (Log) to review the program’s change log

Program Correlation
The Program Correlation option usage is shown here.

The Program Correlation option (5.6) identifies load modules that do not have corresponding source code, including
source programs stored in Librarian and Panvalet libraries.
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Determining Program Functions

Determining what a program is doing by looking at the load module is difficult. A source program is processed by a
compiler or assembler and a linkage editor to put it in a form that the hardware can work with. This machine language
version of the program is difficult to read and follow. An expert systems programmer sometimes can recreate the source
for a load module, but it requires a tremendous amount of time and effort.

If you do not have the source for a program, you cannot know for certain what the program is doing. Unauthorized code
could be hidden in it. However, more often than not, if source code is lost, it is due to inadequate controls rather than any
improper intent. The loss is usually discovered when the program abends in production and the programmer tries to find
it so he can fix the bug. Even if the lack of source code is discovered while trying to enhance the program, stopping and
rewriting the original program generally requires a good deal of programmer time and effort.

You can detect these problems by periodically using the Program Correlation function to detect any load modules without
source. Any missing source can be noted and time can be scheduled to recreate the program later in an orderly fashion.

Finding Missing Source Code

The Program Correlation option finds missing source code by comparing the directories of the source and load libraries.
This option cannot tell you that the load module was actually created from the corresponding source module; that is
almost as difficult as recreating the source module from the load module. But the fact that the names are the same
means, at least, that they are probably versions of the same program.

The Program Correlation option assumes that there is a single source library for each load library. If there are many
source libraries that supply programs for a single load library, you need to merge the source libraries into one temporary
source library to get an accurate report.

The Program Correlation option requires the load libraries to be partitioned data sets (PDSs) or Partitioned data sets
extended (PDSEs). Source libraries can be PDSs, PDSEs, or Librarian or Panvalet libraries, if you select the Librarian or
Panvalet option during Auditor installation. If the source or load library is a PANEXEC library, you must unload it to a PDS
or to a PDSE before you run the Program Correlation option.

Match a Load Module with its Source

Even with efficient change control standards, old load modules are not always deleted from the system. Also, after a
period of time, the location of vital source programs can be forgotten. Auditor can help you identify load modules that do
not have a corresponding source program. In this way, you can identify critical source programs that should be located.

The Program Correlation option compares a load module library to a source code library. If a load module library member
does not have a corresponding member in the source code library, Auditor displays the missing source code member.
To use the Program Correlation option, load module libraries must be partitioned data sets (PDSs) or partitioned data
sets extended (PDSEs). Source code libraries can be PDSs, PDSEs, CAI.CAILIB libraries, Panvalet libraries, or Librarian
libraries.

The correct operation of this function depends on the existence of a standard that each CSECT exists in its own source
member. If there is more than one source or loadlib involved, some interpretation of the output might be required.

1. From the Primary menu, select option 5.
The Program Information menu is displayed.

2. Select option 6.
The Program Correlation screen is displayed.

3. Enter the name of a program source library and its corresponding load library name.
The Program Correlation screen lists programs for which there is a load module but no corresponding source program.
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File Information
The Auditor File Information options monitor and manage the files maintained on the z/OS system. The File Information
options:

• Provide information about the integrity functions of the system
• Provide information about and any catalogs or volumes that you want to review
• Compare files
• Display a history of file use
• Verify the integrity of VTOCs
• Freeze files for later review
• Check the status of files that you froze

Keep the following points in mind while reviewing the File Information menu options:

• Check the integrity of key facilities z/OS uses for processing data sets on the system, such as the PASSWORD facility,
load library directories, and the volume tables of contents (VTOCs)

• Find key files and user data sets
• Find wasted space on the system
• Compare versions of the same data file to detect possible unauthorized changes

This section describes why you should track the history of key applications data sets through SMF records. It also
describes how freezing a file can aid you in monitoring changes over an extended period of time.

Integrity Analysis
This article provides details about integrity analysis.

Integrity Analysis Overview

Data centers can take great pains to ensure that the data on their computers is accurate, but if the operating system
cannot find it or if it is not properly protected, these efforts are to no avail. Data files must be monitored to ensure
their integrity. This is especially true of system-related data, such as partitioned data set (PDS) directories, partitioned
data set extended (PDSE) directories, disk volume tables of contents (VTOCs) and VTOC indexes (VTOCIX), and the
PASSWORD data set.

The mechanisms that care for this data must be monitored too. The Integrity Analysis option (6.1) examines three of the
most important mechanisms that care for data:

• The PASSWORD facility
• The directories of load libraries
• The volume tables of contents (VTOCs) of disk volumes

Password Integrity Analysis

When a user password-protects a data set, a bit or flag is set on the volume where the data set is kept and the password
is entered in the PASSWORD file. If the flag is off, it is assumed that the data set is unprotected, even if a password exists
for it in the PASSWORD file.

If the PASSWORD file is out of sync with the volumes, a couple of things can happen.

• If the PASSWORD file shows that a data set is protected, but the volume does not, users can access the data set
without knowing the password.

• If the volume indicates that the data set is protected, but the PASSWORD file does not, no one can access the data
set.
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Sharing disks between multiple CPUs can also cause the PASSWORD file to be out of sync with the volumes. The
PASSWORD files must be on the system residence (SYSRES) volume. If two CPUs are used, two PASSWORD files are
needed. When the PROTECT command adds a password to a data set, it enters the password only in the PASSWORD
file for one system. The data set must also be password-protected on the other CPU or that system cannot access the
data set.

It is possible for someone with the proper knowledge to turn off the password-protection flag on the volume by using
an APF-authorized copy of the superzap program. However, few (if any) good reasons for doing this exist. You should
investigate all mismatches between the PASSWORD file and the volumes that Auditor detects to determine if and why
password flags are being zapped off.

Mismatches in the password protection facility indicate that it might be possible to bypass the system’s security. By
analyzing the passwords that are contained in the z/OS PASSWORD file and comparing this information with appropriate
data set control blocks (DSCBs), you can review the information about mismatches in the password protection facility.

WARNING

To do this, you must have read access authority to the PASSWORD data set.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 1.
The Integrity Analysis screen is displayed.

3. Select option 1.
The Password Integrity Analysis screen is displayed. Do not enter information on this display. For information on the
fields on this screen, press F1 (Help).

Library Integrity Analysis

Another mechanism that manages data on the system concerns the programs that are stored in load libraries and their
directories. Program libraries can contain programs that z/OS cannot run. When the linkage editor processes a program to
convert it from object modules to a loadable format, certain errors can occur that keep it from running. The linkage editor
puts the machine language program in the program library anyway, but marks it with a flag that tells z/OS not to run it.

It is easy for programmers to miss the messages that tell them that a program is not executable. If proper testing and
change control procedures are in effect at the data center, this type of situation should be detected before a program
is put into production. However, it is possible that the programmer discovers the problem only when the production job
stream that was supposed to run his program abends in the middle of the night.

Load libraries can be damaged through hardware errors or through improper sharing of libraries. Many people
simultaneously trying to update a load library without using standard procedures can easily damage a load library. The
directory of the library gets tangled, and when z/OS tries to load a program, it gets garbage instead.

It is also possible that a load library can “bury” procedure library (proclib) members. Any PDS, even load libraries, can be
proclibs. If you detect any errors in a load library, it would be wise to use the JES2 Proclib Display (4.2) to see if that load
library is shown as a potential proclib. The Program Library Analysis function (6.1.2) analyzes the load libraries on the
system. It reads through the directory of a library and attempts to load each program, just as z/OS would if the program
were running. If any programs fail to load, Auditor tells you which ones did not load. Otherwise, it indicates that no load
library errors are found.

Errors can occur during link-editing that cannot be readily detected. It is also possible that data can be stored in a load
library to hide it. Auditor detects these irregularities in the load libraries on the system.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 1.
The Integrity Analysis screen is displayed.

3. Select option 2.
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The Program Library Analysis screen is displayed with the load library members that contain load errors.
4. Enter the name of the library that you want to analyze.

Auditor displays the member (or program) name, abend code, and an error reason code.
For information on the fields on this screen, press F1 (Help).

The abend and reason codes that can display on Program Library Analysis screen are:

Abend Code ReasonCode Explanation

106 0B A system error occurred while processing
the module.

106 0C Not enough main storage was available to
process the module.

106 0D The module contained an invalid record
type.

106 0E The module contained an invalid address.

106 0F An input/output error occurred while
processing the module.

306 30 Not authorized through SAF to access the
module.

706 04 The linkage editor marked the load module
as not executable.

Volume Analysis

Another important mechanism that manages data on a computer system is the VTOC. The VTOC keeps track of the
locations of all data sets on a volume. You cannot find data sets without the VTOC, even if they exist on a volume. It is
similar to looking for information in a huge library without using the card catalog.

VTOCs can become damaged in several ways. System and hardware errors can cause the information that is reflected in
the VTOCs to be inaccurate. Hardware errors are the most common cause of VTOC errors. Because the VTOC is needed
to find any data set on a volume, the system spends a lot of time reading the VTOC. If a disk controller malfunctions, and
data is damaged on the disk pack, most likely the VTOC is damaged.

Programmer error is another cause of VTOC damage. Sometimes, you must alter a VTOC with an APF-authorized
version of the superzap program. For instance, you might have to alter a VTOC when trying to recover inadvertently
deleted data sets or to recover from a hardware error. If the VTOC is altered in error, it can be damaged or unusable.
There are few times when it is necessary to alter a VTOC in this way. These updates must be tightly controlled because
it is possible to bypass data security this way. A password-protect bit can be zapped off, or a new data set name can be
zapped in so that access control software thinks that it is a different data set.

The Disk Volume Analysis option (6.1.3) scans the VTOCs and displays any errors that it finds. VTOC errors must be
described in somewhat esoteric terms. The analysis can tell you that the DOS/DIRF bit is on or you have a VTOC error in
Format 4 High Water Mark. These errors are tied in with the internal structure of the VTOC and are hard to describe in any
other way.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 1.
The Integrity Analysis screen is displayed.

3. Select option 3.
The Volume Integrity Analysis screen is displayed with any:
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– I/O errors in the VTOCs of disk packs
– Invalid data in VTOCs
– Inaccurate VTOC free space counts.

4. Enter the serial number of the volume to analyze. (You can also use masking.) You must be able to allocate a
temporary data set on the volumes that you entered.
Any errors are displayed on the Volume Integrity Analysis screen. For information on the fields on this screen, press
F1 (Help).

With the information from this display, you can approach the technical support staff of the data center. You can ask why
the VTOCs are this way, and what they intend to do to correct the situation.

Catalog File Scan
The Catalog File Scan display and usage is described here.

Complex data set naming conventions can also be detected by using the Catalog File Scan display. For example, a data
center might name its IMS databases like this:

IMS.functional-area.fiscal-year.test.production-ID

If you want to find all the test databases, ask for IMS.-.TEST.-. Then you would see databases like these:

IMS.ACCTING.YR2003.TEST.PAYABLES

IMS.PAYROLL.YR2003.TEST.CARDS

IMS.PERSONL.YR2003.TEST.PEOPLE

You can limit your selection further by asking for password-protected and unprotected data sets. Or you can ask for only
those files that were created, accessed, or expired in a particular range of dates.

You need no special access permissions to find data sets with the Catalog File Scan display. The name, location, and
statistics display for each data set selected. The contents of the data set are not displayed, so access is not necessary.

If you want to know more about the way catalogs work, see the description of z/OS system catalogs in the System
Installation Choices section.

One of the problems that you can encounter while performing a review is locating various cataloged user and production
data sets on the system. Suppose, for example, that you want to find all the cataloged JCL data sets for a TSO user. By
convention, these data sets have names that end in CNTL. You can use the TSO LISTCAT command to list data sets
whose names start with userid or userid.JOBS, for example, but you cannot list data sets that start with userid and end
with CNTL.

The Catalog File Scan option locates these data sets when you use a simple masking scheme. You can abbreviate parts
of the data set name. An asterisk (*) represents any single character, and a dash (-) indicates any string of characters. For
example, to find the data sets whose names start with userid and end with CNTL, you ask for userid.-.CNTL.

Auditor shows you information about selected cataloged files, letting you review them for possible integrity deficiencies.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 1.
The Integrity Analysis screen is displayed.

3. Select option 2.
The Catalog File Scan screen is displayed.

4. Enter your selection criteria for the file scan on this display.
The Catalog Search Display screen is displayed with the files that met the criteria.
For information on the fields on this screen, press F1 (Help).

5. (Optional) To browse one of the cataloged files, enter B (Browse) next to it.
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6. (Optional) To freeze an entry to monitor changes to it, enter F (Freeze) next it.

NOTE
Files that have an expiration date of 31 DEC 99 (99365 or 99366) are considered to be “never-scratch” dates.
Any combination of a valid expiration date range in the From date and To date fields will not select a file which
has an expiration date of either 99365 or 99366 since these two dates are not truly expiration dates. To ensure
that you select files that have either of these two dates specified, do not use any dates in the From date and To
date fields.

Volume File Scan
The Volume File Scan display and usage is described here.

The Volume File Scan option (6.3) performs complex data set searches of disk volumes. This can help you in many ways.

You can find wasted space by looking for data sets on a volume that are not listed in the system catalogs or that are listed
as being on a different volume. You can find data sets that were not accessed in a long time. You should investigate all of
these data sets. These data sets can be unnecessary.

The volume scan function can also be very useful for searching the system for things such as unsupported or unlicensed
products. You could search all your application volumes (with an appropriate mask) for load libraries (dsorg=pds recfm=u).

Reviewing Protection for Data Sets

Key z/OS libraries and other important data sets must be protected. The Volume File Scan display shows you which data
sets on the system residence (SYSRES) volume or other critical volumes are protected. You can ask for date-protected
data sets that cannot be updated until their expiration date passes. You can ask to see data sets that are protected by
password, Top Secret, or RACF. Bear in mind, however, that newer releases of Top Secret and RACF do not depend on
this RACF-protection flag. You can also ask for all data sets that are not protected.

The Volume File Scan displays the number of extents that each data set comprises. z/OS limits data sets to 16 extents,
except for PDSE data sets, which can have up to 123 extents. If a job tries to further expand its extents, an abend occurs.
Some key z/OS data sets are permitted only one extent. It is possible that z/OS can hang up if this number is exceeded.
Data sets with many extents can indicate poor disk space management procedures.

You do not need any special access permissions to find data sets with the Volume File Scan option. The name, location,
and statistics display for each data set selected. The contents of the data set do not display, so access is not required.

Review Files

Use the Volume File Scan to show where files are located in storage and the names of all files that are cataloged, not
cataloged, and mis-cataloged.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 3.
The Volume File Scan screen is displayed.

3. Enter your selection criteria.
The Volume File Search Display screen is displayed with information about the selected files. For information on the
fields on this screen, press F1 (Help).

4. (Optional) To browse one of the files listed on this display, enter B next to the data set name.
5. (Optional) To freeze a file and monitor changes to it, enter F next to it.

NOTE
Files that have an expiration date of 31 DEC 99 (99365 or 99366) are considered to be “never-scratch” dates.
Therefore, any combination of a valid expiration date range in the From date and To date fields will not select a
file which has an expiration date of either 99365 or 99366 since these two dates are not truly expiration dates.
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To ensure that you select files that have either of these two dates specified, do not use any dates in the From
date and To date fields.

File Comparison
The File Comparison display and usage is described here.

When you review the production files of a data center, you can determine if two files are identical in certain respects. For
example, suppose that you are reviewing a conversion of an accounts payable file to use the nine-digit ZIP+4 codes. How
do you know that the changes made to the file were limited to the ZIP code conversion? The programs can have overlaid
another field by mistake or neglected to copy a field from the input record to the output record. A bogus company can be
added to the master file.

If you assume that the file was converted with no errors, you might be correct. However, you do not know unless you
actually compare both the old and new versions of the file. Of course, you could use the IBM IEBCOMPR comparison
utility. It tells you that every record is different between the old and new files. However, you can also use the File
Comparison display (6.4). It shows you the differences between the files in only the columns that you specify. You can
ignore the columns that you expect to be different and concentrate on the ones that should remain unchanged.

You can display changes that occurred between different versions of files, including those in Librarian, Endevor, and
Panvalet libraries.

NOTE

Load modules are compared using the Program Comparison option, not the File Comparison option.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 4.
The File Comparison screen is displayed.

3. Enter the names of the files that you want to compare. You can also enter the columns to compare and a file in which
to store the output from the comparison.
The File Compare Results screen is displayed. For information on the fields on this screen, press F1 (Help).

File History Search
Describes how to perform a file history search using Auditor.

Just as you might want to monitor the activity of a given program, so you might want to monitor data files. The System
Management Facility (SMF) creates a record every time a data file is opened, scratched, or renamed. The File History
Search display (6.5) can show you only the records that pertain to files. The SMF file record types that can display
include:

Types 14 and 15 Data set access.
Types 17 and 18 Scratch and rename data sets.
Types 60, 62, 63,

64, 67, and 68
VSAM-related activity.

Types 61, 65, and 66 Integrated catalog facility activity.

It can be important to check the key z/OS files periodically for updates or renames. Ensure that only authorized users are
making updates. The File History Search (6.5) can also find unauthorized updates to a file.

If you detect a change in a file that you had previously frozen with the File Freezer display (6.6), you can use the File
History Search display (6.5) to find out who updated it last. You can also use this option to track the use of files that
contain source code for production jobs. If unauthorized users were updating the source code, control procedures should
be reviewed.
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The File History Search display (6.5) detects files that are used more frequently than others. This could indicate if the
direct access storage devices (DASD) are balanced correctly. All of the most highly accessed data sets should not be on
the same volume.

Ensure that not only the authorized users are using the data sets, but also the authorized jobs and programs. Ensure that
the type of access for each file is consistent with the job function.

WARNING

Because the File History Search display (6.5) requires that the SMF types indicated above are being journaled,
your display is not complete if the data center does not record all of these types. Because SMF recording can
be turned on and off, do not jump to conclusions about the information provided in the display. You should check
the SMF Options Display (1.5.1) to determine if the correct SMF record types are being recorded. You should
also check the SMF Exits display to determine if the IEFU83 and IEFU84 SMF exits can cancel SMF records.

See System Management Facility for more information about the SMF options and exits in effect at the data
center. Also see the System Review Checklist for specific tests that you can perform to verify the integrity of your
SMF records.

SMF records can be collected on the activity of all files that are processed on the system. You can use this data to
determine the user or job that performed some action on a file. By reviewing the activity history of production files, you can
determine if data center procedures are followed or if any malicious changes to files were made.

The File History Search option lets you select files for display by date and time. Auditor shows you the type of activity that
occurred. By analyzing the SMF records, Auditor produces a history of files activity.

NOTE

Although Auditor examines SMF record numbers 14, 15, 17, 18, 30, 60, 61, 62, 63, 64, 65, 67, and 68, your
computer must be recording these SMF record types for this Auditor function to work properly.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 5.
The File History Search screen is displayed.

3. Enter the names of the files that you want to see SMF history for. You can enter a specific date or date range, or can
leave the date fields blank so that the current date is used by default.
The File History screen is displayed. For information on the fields on this screen, press F1 (Help)

You can run a batch SMF file history search regularly (daily, weekly, and monthly, for example) by using symbolic date
parameters in the date fields. For information, see the section “User Profile Information”.

File Freezer
This article provides details about the File Freezer functionality in Auditor.

File Freezer Overview

In many data centers, some files do not change often but have a great impact when they do. These include control files,
history files, and payroll master files (files that can determine where money goes or what records are kept). Because
these files change infrequently, they can escape the formal change control procedures that are applied to important
production files. However, these files are the very files that can be subject to covert changes and should be analyzed
during a review. Ideally, each change to a file should have a change request that is associated with it. However, to test the
data center’s change control procedures, you must have a way of detecting changes to the production files.

You can use several methods to detect file changes. You could keep a secure copy of the file and could run a comparison
program against the two files from time to time. However, some of these files are very large. Keeping two copies of each
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one means depleting your storage quickly. It might even be necessary to increase the number of disk drives at the data
center or to expand the tape library just to hold those extra copies.

Alternatively, you could look at SMF records to see who was changing the file. Looking at SMF records also can take up
so much time that it is impractical. SMF generates a large volume of records. If you are looking for an illegitimate update,
and you do not know when it happened, the number of records that you must review gets excessive very quickly. The
easiest way to detect file changes is to use the Auditor File Freezer option.

Every data center contains files that are vital to the operation of your company, such as payroll files, production files,
and control files. Usually, such files are changed infrequently. However, when these files are changed, they can have
a tremendous effect on your data center and your company. It is important to monitor changes to such sensitive files
and ensure that change control practices are followed. You can use the File Freezer options to take “snapshots” of
files to review any changes that are made to them. You can use these options to freeze key z/OS system files, such as
SYS1.PROCLIB or the JES2 parameter library. In the same way, you can compare snapshots of production master files to
ensure that their integrity was not compromised.

The Auditor freezer exists in two different places in the panel hierarchy: as the Program Freezer (5.5) and as the File
Freezer (6.6). The initial change panel (before history or log line commands are entered) differs slightly (the Program
Freezer display is more member-oriented). The two freezers perform the same function for two different entities:
programs and files. To Auditor, a program is anything that has a member name or an area of storage (such as SVCs and
subsystems). A file is any data set or member.

The File Freezer can run against members of a PDS (source lib, loadlib, parmlib, and so on), PDS/E, or Panvalet or
Librarian library. It can also run against a VSAM KSDS or ESDS data set, a sequential data set, or Endevor elements. The
File Freezer does not work against areas (such as SVCs or subsystems).

You can also use the File Freezer to perform a library freeze, which freezes and saves other information from the PDS
directory. The library freeze reports whether there are changes at the member level, but does not do any input or output to
the members. Therefore, it is usually faster than freezing all of the members individually, while providing most of the same
information. The limitation of a library freeze is that it cannot detect changes if a member changed without the directory
changing. This is rare, but can occur with the AMASPZAP program. This is possible with low-level EXCP I/O where the
programmer writes his own Channel Command Words (CCWs). To do a library freeze, specify the PDS/PDSE data set
name but do not specify a member name or mask.

When Auditor freezes a file, it creates a unique “digital signature” for the file and stores that signature with other
information about the file in the Auditor freezer database. Auditor then compares this signature to the signature that it
creates the next time you ask Auditor to freeze the file. If Auditor finds changes to a file, the entry is flagged on the display.
Each frozen file requires 160 bytes of storage in the freezer database, which is located in DBASE1. You can freeze as
many files as DBASE1 can hold.

Auditor displays the results of its freezes to a file in two formats: a change history and a change log. The file’s change
history shows the results of up to 10 freezes to the file. These results are displayed in terms of time periods by comparing
the most recent freeze to each previous freeze. The change history lets you quickly discover whether the file was changed
and changed back again. It also lets you monitor your staff by showing whether they are freezing the file regularly.

The file’s change log displays up to 10 changes to the file. The change log displays only those intervals during which a
change occurred. Auditor discards any intervals when the file remained unchanged. Therefore, the change log shows you
the “end points” of relevant time intervals. The information on the change log can help you determine how thorough your
data center’s testing program is, because it shows you how often a file is being changed.

When Auditor performs a freeze on a file, it saves this information in a work group in the freezer database. Work groups
are pools or “folders” that store freezer processing. By default, Auditor provides you with a personal work group to process
your freezer requests. No other user can access your personal work group. However, if you want to share the results of
freezer processing with other users, you can select a different work group or can create a new one. You can create a new
work group by selecting option 1.4 from the Change User Profile Information menu. See the Select Work Group section in
the “User Profile Information” section for a description of how to select and create a work group.
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If you want Auditor to ask you to select a work group every time you want to freeze a file, then you must enable prompt
mode. By default, Auditor does not prompt you for a work group. For an explanation of how to enable or disable prompt
mode, see the Work Group Prompt Mode section in the “User Profile Information” section.

Using Auditor to Detect File Changes

The File Freezer option creates a “digital signature” for each file and stores the result in its database. This is called
freezing the file. The file’s digital signature is stored with other information about the file in the freezer database. Later, you
can refreeze the file, and Auditor tells you if the file changed in the interim by comparing the new data that it collects to the
data in the freezer database.

You can check individual files (including VSAM files), subsystems, members of a library, or all library members (including
Endevor, Librarian, and Panvalet libraries). The number of files you can freeze is limited only by the size of DBASE1, the
Auditor database. Each frozen file requires only 160 characters in the freezer database. This requires much less space
than you would need if you kept a copy of the whole file. If at any time you decide that you no longer need to monitor
changes to a file, you can delete the entry for that file from the database.

The method used to freeze files has a 99.998 percent chance of detecting a change to the file. This percentage is even
higher for files that contain only alphanumeric characters and punctuation, such as source programs.

Freezing Files

You can freeze sequential files, PDS and PDSE members, and libraries. You can also freeze subsystems such as JES2,
JES3, or CICS to detect core zaps or changes in IPL parameters. If you change the name or location of a file after you
freeze it, you can change the information in the freezer database to reflect this. This way, you can continue to monitor
changes to a file when its name or location changes.

When a file is frozen, it is categorized by type and relevant information to that type is collected. For example, the
information that is collected for a subsystem differs from what it collects for a library. This process lets Auditor provide a
more detailed explanation of what caused the change to the file. Rather than informing you only that a change occurred,
Auditor tells you that the library has new members or that the size of the subsystem changed. Because multiple changes
to a file can make it difficult to pinpoint the exact origin of the change, Auditor gives you its “best guess” of what happened
to cause the change.

Auditor can store the results of up to ten changes to a file. This capability lets you monitor a file over time and obtain a
history for the file. Using this information, you can gain a good picture of how efficiently your data center operates and
how well your change control procedures are working. You can also gather data about possible security exposures and
violations. Using this detailed information, you can investigate further and can discover how a file was changed, who
changed it, and why it was changed.

If you have the storage space to keep a secure copy of each file, you can watch changes even more closely. Particularly
sensitive files, such as payroll master files, can merit such attention, but other files can be overlooked. The File
Freezer facility provides a quick way to learn which files you need to compare, eliminating the headache of trying to run
comparisons on everything.

Add Files to the File Freezer

Because files are constantly updated, it is important to monitor changes that are made to them. A data center’s change
control practices cannot always identify changes that are made to protected data.

The File Freezer Add option adds a file to the Auditor freezer database and performs the initial freeze. If you attempt to
add files to the freezer database that are already in the database, Auditor tells you that these files are duplicates and does
not add or refreeze them. The ADD function does not change file information already in the database.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 6.
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The File Freezer screen is displayed.
3. Select option 1.

The File Freezer Add panel is displayed. For information on the fields on this screen, press F1 (Help).
4. Enter the information on the screen.

File Freezer Database Changes

When a data set is moved or its name changes, the freezer must be aware of the change so that comparison with
previous freezes remains meaningful. The Change File Freezer Database option lets you change the freezer database
to reflect changes in data set, member, or volume names. Change File Freezer Database cannot change the type that is
associated with existing freeze data.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 6.
The File Freezer screen is displayed

3. Select option 2.
The Change File Freezer Database screen is displayed. For information on the fields on this screen, press F1 (Help).

4. Use this screen to add the changes to the Auditor freezer database.

Merge Freezer Information

You can use the CHANGE panel to merge the information from two different data sets in the freezer database. For
example, suppose you have two data sets, MYDATA and YOURDATA. If you rename YOURDATA to MYDATA, the freezer
data in both data sets is now contained in MYDATA. (The counter for the number of freezes can be meaningless until the
next refreeze.)

File Freezer Delete

The File Freezer Delete option lets you remove information you no longer need from the freezer database.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 6.
The File Freezer screen is displayed

3. Select option 3.
The File Freezer Delete screen is displayed.

4. Select the file to be deleted.
The Files To Delete From Freezer screen is displayed.

5. Press Enter.
The file is deleted the information from the database.

Refreeze File

The Refreeze option lets you monitor changes to files in the freezer database.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 6.
The File Freezer screen is displayed.

3. Select option 4.
The Refreeze File screen is displayed.

4. Select a file and press Enter.
The File Refreeze Report panel displays the change information about the file you refroze.
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5. (Optional) To view detailed information about Auditor’s findings use the Auditor Browse, Change History, and Change
Log panels.

File Freezer Query

Rather than tracking one file at a time, you can track a group of files that share specific characteristics.

1. From the Primary menu, select option 6.
The File Information Menu is displayed.

2. Select option 6.
The File Freezer screen is displayed.

3. Select option 5.
The File Freezer Query screen is displayed.

4. Complete the fields on this display and press Enter.
The results of the search are displayed on the File Freezer Database display.

5. To browse a file, enter B (Browse) next to the file name. To review thechange history of a file, enter H (History) next to
the data set name. To review the file’s change log, enter L (Log).

Key Data Set Security Analysis
System data sets should be tightly controlled by an external security manager (ESM) such as:

• ACF2
• Top Secret
• RACF

The security controls for key libraries and other system data sets are an important auditing consideration. To obtain the
security controls for a particular data set, use the ACCESS command to query the ESM. From any panel, type A on the
line next to data set entry.

Auditor uses the IRRSEQ00 (R_admin) security callable service to interface to the ESM. To use this security callable
service:

• The SAF security class governing access to the FACILITY class must be active and validated
• Each Auditor user must have read access to the SAF resource:

– IRR.RADMIN for ACF2
– IRR.RADMIN for Top Secret
– IRR.RADMIN.LISTDSD for RACF

Key Data Set Analysis with ACF2

In order to use the ACCESS command:

• The command must be enabled within the active GSO OPTS record. Consult with your systems programmer or
security administrator to verify this setting.

• The user using the command must minimally be an unscoped auditor.

To analyse a data set, enter A on the line next to the entry.

Auditor invokes the ACCESS command which returns a list of applicable data set access rules and the rule lines within
them that govern the security access policy for the data set.

WARNING
The output may not reflect all possible allowed access situations. For example, Logonid-based privileges such
as NON-CNCL, PRIV-CTL, READALL, SECURITY, MAINT, PREFIX, and others are not in the output. A security
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audit should separately audit special, high-privileged users and other special situations such as the use of Multi-
Level Security (MLS) granting access, a Logonid's SUSPEND status and the use of SAF and ACF2 user exits.

Key Data Set Analysis with Top Secret

To analyse a data set, enter A on the line next to the entry.

Auditor invokes the Top Secret WHOHAS command which returns:

• A list of all ACIDs, within the administrator's scope, that have access to the applicable data set
• The access permissions and the permissions within them that govern the security access policy for the data set

WARNING
 The output may not reflect all possible allowed access situations. For example, ACID-based privileges such
as NODSNCHK are not in the output. A security audit should separately audit high privileged users and other
situations such as the use of Multi-Level Security (MLS) granting access, a ACID's SUSPEND status, and the
use of SAF and Top Secret user exits. For information about the Top Secret WHOHAS command, see the Top
Secret command functions documentation.

Key Data Set Analysis with RACF

Auditor requires the RACF subsystem to be active for the R_admin (IRRSEQ00) callable service to issue the LISTDSD
service. The RACF subsystem enables remote RACF administration and provides an execution environment for most
RACF commands.

To analyse a data set, enter A on the line next to the entry.

Auditor invokes the RACF LISTDSD service which returns a list of:

• All applicable data set profiles
• The profiles lines within them that govern the security access policy for the data set

WARNING
 The output may not reflect all possible allowed access situations. For example, user profile based privileges
such as SPECIAL, OVERRIDE, and OPERATIONS are not in the output. A security audit should separately
audit special high-privileged users and other special situations such as the use of SAF and RACF user exits. For
information about the RACF LISTDSD and subsystem command, see the RACF System Programmer's Guide.

External Security Manager Information
The implementation of the External Security Manager (ESM) is as important as the implementation of the z/OS operating
system itself. Use Auditor to analyze the ESM on the system. The ESM may be ACF2, Top Secret, or IBM’s Security
Server RACF. You can analyze the following items:

• Security exits
• Security file
• SAF resource classes

Security Exit Analysis
Auditor provides a combined, customized analysis of the exit points actively running on the ESM product. Any exit point
can have an impact on the flow of security processing.

There are a number of common SAF exit points applicable to all ESM products that impact things on a global level by:

• Modifying the SAF parameter list contents
• Choosing to not invoke a particular process
• Overriding the results as determined by ESM processing
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Each ESM also provides a unique set of exit points that are applicable only to that product. Auditor displays a hierarchical
view of the exit points to demonstrate the exits installed on a system and how they might then interact with each other.

Security-related exit points analysis should include:

• The exit points available to the ESM
• The exit points belonging to the z/OS System Authorization Facility (SAF) component

SAF provides generalized security facilities. SAF calls are typically generated by the z/OS RACROUTE assembler
macros. These RACROUTE macros can provide security functions such as signon and signoff processing and data set
and resource authorization.

Additional SAF-related security functions are provided by SAF RACF Callable Services and Policy Director Authorization
Services (PDAS). 

To audit the ESM it is important to consider how the ESM integrates with the operating system, specifically the SAF
component. An audit of the ESM by itself is insufficient.

A SAF RACROUTE macro invocation expands to generate a function-specific parameter list followed by the invocation of
the SAF router program. The SAF router analyzes all incoming SAF requests, invoking the ESM as appropriate to process
the request. 

The SAF router is a documented interface. Installations can write their own versions. An installation-specific replacement
SAF router is not recommended. 

The SAF RACROUTE request processing flow is:

• A component issues a SAF RACROUTE call
• The SAF router receives control
• The SAF router exit (ICHRTX00/ICHRTX01), if defined, receives control. 
• The SAF router calls the ESM router 
• The ESM router invokes the ESM product

Each of these points is worthy of auditing because any can impact the overall processing of a security call.

Security Exit Analysis Considerations

When auditing security exits you should consider:

• Is it an installation-written application that issues the security call? How you be certain that the application properly
interprets the SAF codes and takes the proper action by implementing the denial of the access? Because the SAF call
is issued by installation-written code the program should be subject to tight auditing scrutiny that entails:
– Examination and testing of the actual code
– Traditional security/change controls on the source/executable libraries containing the applications

• If the SAF router is modified or replaced by a non-IBM or non-Broadcom version, the router should be subject to
auditing along with a review of the code.

• If a SAF router exit is used the exit code should be audited
• If one or more ESM exits are used by the ESM, they should be audited
• The SAF router supports two user exit points, one for z/OS system initialization (ICHRTX01) and one after initialization

is complete (ICHRTX00). This exit point can modify the SAF parameter list and set a return code value which
bypasses ESM invocation. For example:
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– An authorization request can be modified so that the entity being authenticated is adjusted from a tightly protected
entity to one with less security controls.

– An exit might exist to enforce a “good guy” list. Pre-defined users are automatically granted access without securing
an access determination from the ESM.

– An exit might be used to eliminate an audit trail in the form of ESM logging records. If a site depends on standard
security loggings to determine when accesses to secure resources were made the security loggings will not be
present.

ESM Security File Analysis
It is important to consider the security files and how they are defined to and used by the ESM. Audit the security data sets
in use and monitor this usage over time to track deviations.

For example, a systems programmer uses the “A” set of security files with the ESM. During a routine audit it is found that
the “B” set are being used. If the change is legitimate, there should be auditable change control records. If the change
is improper an audit of the security file contents might find not find any abnormalities. Without an audit to check on the
legitimacy of the actual security files in use this situation might not be caught.

This function displays the appropriate security files for the ESM. For ACF2, this includes the primary and alternate cluster/
backup data sets. For Top Secret, this includes the SECFILE and audit tracking file. For RACF, this includes the primary
data sets and any backup data sets allocated.

ESM SAF Class Descriptor Table (CDT) Analysis
The CDT is a general data structure used to define the generalized SAF resource classes and characteristics.

The SAF CLASS is a general grouping of the type of authorization. Requests for:

• z/OS data sets are grouped together under the pre-defined DATASET SAF class
• z/OS MVS console commands are grouped together under the OPERCMDS SAF class

Within each class, the ENTITY refers to the resource.

If an authorization request is issued for a SAF CLASS not defined via a CDT entry, the request fails.

Controls within the CDT affect how authorization processing is performed. For example, maximum entity length and
whether CLASS allows mixed-case entity names.

Each ESM has its own way of specifying CDT entries:

ACF2 Defines a series of global system option records known as CLASMAPS, which map a one-to-eight
character SAF class name to a three-character ACF2 resource rule type code.

Top Secret Defines a set of records known as resource definition table.
RACF Supplies the default CDT table for default SAF classes. Users can add CDT definitions but they cannot alter

or delete general characteristics of the default classes.

The CDT is an auditable element of the ESM. If a default CDT class is deleted security could be bypassed. If the
maximum entity length is improperly adjusted valid entity names could be truncated or disallowed. If the CASE class
attribute is changed from the default value of UPPER to MIXED unpredictable results may occur. A SAF class may be
changed to a lesser-known and lesser secured SAF class allowing users access to resources that they should be denied
access to.

This function compares the in-storage CDT defined for the ESM to the IBM defaults.

SAF Router Analysis
The SAF RACF Callable Service may invoke user exit IRRSXT00. This exit may:
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• Alter the contents of the SAF RACF callable service parameter list
• Be invoked both prior to and after the processing of the SAF RACF allable services request allowing it to set return

codes bypassing the ESM

The SAF PDAS services may invoke user exit IRRSZR10. This exit may:

• Alter the contents of the PDAS request parameter list
• Set return codes to bypass the ESM

The SAF router interface should not be replaced by a locally written version. Use function, 5 (SAF Router Analysis) to
analyse the SAF router program. This function identifies the SAF router in use and compares it to the router intended for
use by the ESM. Sites running either ACF2 or Top Secret utilize the SAFRTSFR module. Sites running RACF utilize the
ICHSFR00 module.

Baseline Alerts and Maintenance
The Auditor baseline function automatically detects any audit worthy changes to the system.

The baseline function will:

• Automatically run a comparison between the live system against the baseline at specific intervals
• Generate a report and issues an alert if any discrepancies between the live analysis and the baselined analysis occurs

Use Auditor baselining to automatically detect audit-worthy changes to the system. This reduces the time to verify that a
system complies with site standards. Baseline is a specific Auditor function in which the results have been reviewed and
approved as a secure, reliable and verifiable instance of the specific function.

The functions that you monitor with baselining are as follows:

Baseline Function ID
APF duplicates 222
APF statistics 221
Key library - APF 241
Key library - Key 244
Key library - Linklist 242
Key library - LINKDUPS 245
Key library - LPA 243
Parmlib data sets 213
Parmlib map 211
Parmlib status 212
System overview 11
SMF exits 153
SMF files 152
SMF options 151
TSO 223

Baseline Setup
Baseline processing can be performed online and in batch.

There are two types of baselines; capture and analysis. These baselines can be established, run through the Auditor
panels, or automatically using the policy control records in member POLTJS of the baseline policy configuration file.

 303



 Auditor for z/OS 12.1

Both online and batch processing require the allocation of the baseline VSAM file. Use the BLDBASE job provided in the
AUD.EXAMINE.JOBS library to create this file.

Allocate the BASELINE history file to:

• Your online TSO/ISPF session using the 'BASELINE' DD name for online baseline processing. This is done with a TSO
ALLOC command, for example:
TSO ALLOC F(BASELINE) DSN('CAI.EXAMINE.BASELINE') SHR REUSE

This allocation may also be incorporated into a site defined start-up CLIST or REXX. The BASELINE DD name
allocation may also be specified within a start-up TSO procedure.

• The EXAMBASE JCL procedure generated with the 0.6.2 user profile function, using the 'BASELINE' DD name for
batch baseline processing. If function 0.6.2 is executed while a BASELINE file is already allocated to your TSO session
with a DD name of 'BASELINE' it is automatically added within the generated EXAMBASE JCL.

The process to set up batch processing is:

• Allocate the Policy file
• Run function 0.6.1 to create skeleton JCL used in the automatic batch job submission processing
• Run function 0.6.2 to create members EXAMBASE, SYSIN, and SYSTSIN
• Create a POLTJS member responsible for determining how often a baseline capture is executed and how often

baseline compares are performed
• Start the EXAMMON procedure

How the Baseline Process Works
If there is already a baseline function established, issuing BASELINE after an online Auditor function causes a baseline
compare. If there are changes, the following message is issued and an ALERT is generated in the 8.1 Baseline - Alert
Review panel:

Auditor has detected audit worthy changes for the following function: 2.4.3 KEY LPA LIBS userid

If there is no baseline function established (no entry in the 8.2 Baseline - Baseline Content panel), the baseline snapshot
is created and appears in the 8.2 panel.

To set up a baseline to detect to detect changes to results returned by function 2.4.1, complete the following actions:

• Start Auditor and run function 2.4.1, the APF List Library Display
• Verify that every defined APF authorized library is valid
• Issue the ‘BASELINE’ keyword at the command prompt to save the output
• Configure Auditor to automatically run a comparison against the baseline for function 2.4.1 at specific intervals

If any discrepancies between the live analysis and the baselined analysis occurs, Auditor will generate:

• A report of the discrepancies
• An alert record to the user defined in the Auditor baseline parameter file configuration

Alerts displayed in the 8.1 Baseline - Alert Review panel, are displayed by users who manually issue the BASELINE
command after executing the function. For baseline analysis that run automatically from the policy file member POLTJS,
the 8.1 display entries are associated with the user that setup the baseline analysis jobs in 0.6.2 Auditor Baseline -
Procedure Create.

Generating Batch JCL
Use the 0.6.2 Auditor Baseline - Procedure Create to perform baseline setup. This function creates a SYSTSIN file that
contains a PROFILE PREFIX(xxxxxxxx) statement. xxxxxxxx is used to notify a user of the alerts as well as to create
an entry in the baseline VSAM file. There are no allocations done in the EXAMBASE job with the xxxxxxxx prefix. Only
user xxxxxxxx is able to see the alert in the 8.1 Baseline - Alert Review panel.
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Automatic Batch Job Submission Processing Logonid

The JCL control member generated by function 0.6.1 Baseline - JCL Edit must provide a jobcard which conforms to site
standards and specifies a USER= user ID for the user ID that the EXAMBASE procedure runs under. This JCL member
resides in the xxxxxxxx.EXAMINE.POLICY file.

Baseline Contention Issues

The following occurs if more than one user is in the 8.1 Baseline - Alert Review or 8.2 Baseline - Baseline Content
functions:

IEC161I 052(009,DECRO01)-084,BLAMI02,PROC395,PROC395,BAELINE,,,

IEC11I TSS.EXAMINE.BASELINE,TSS.EXAMINE.BASELINE.DATA,ICF.VMVXE34

VSAM FILE - OPEN ERROR

EXAMINE.BASELINE VSAME file is allocated as SHAREOPTIONS(1,3). When the EXAMBASE procedure runs, it will fail
if the EXAMINE.BASELINE VSAME file is allocated to an Auditor user that is Auditor.

Baseline Policy File Configuration
Auditor baseline feature requires a policy data set. The policy data set:

• Must be allocated as a partitioned data set (PDS).
• Have the attributes DSORG=PO, RECFM=FB,LRECL=80,BLKSIZE= a multiple of 80 bytes
• The Policy DD must be part of the Authorized Task execution environment.
• You may have only one active policy data set per z/OS image. Allocate multiple policy data sets if the scope of your z/

OS environment spans multiple z/OS images.
• Should be appropriately secured

The auditor responsible for establishing and maintaining the baseline audit policy requires read/write access. The user ID
used to run the batch baseline jobs requires read access.

The PDS contains the POLTJS member responsible for supplying the parameters necessary for Auditor to automatically
handle batch job submissions for baseline processing. This member:

• Supports resolution records and policy control records
• Is created and maintained by the user

Resolution Records
The resolution record determines how often Auditor polls for new job submission requests as it scans the POLTJS
member for updates. Resolution records have the format:

Columns Length Description
1-10 (10) Literal ‘RESOLUTION’
11 (1) Blank
12-13 (2) Minutes (two digit numeric with leading zero

if necessary)
14 (1) Blank
15-80 (86) Used for comments

There should be one RESOLUTION record in the POLTJS member only.

Example: Resolution record
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This example polls for new job submission requests every three minutes, scanning the Policy Control records for changes:

RESOLUTION 03

Policy Control Records
There can be several Policy Control records in the POLTJS member. Have only two records per supported Auditor
baseline function. One record to determine how often the product establishes a baseline for a supported function, and the
other to determine how often baseline compares are run in the background for this function.

The format of a policy control record is:

Columns Length Description
1-8 (8) Function Name or ‘*xxxxxxx’ (Comment);

the function name is currently a 2 or 3
character numeric followed by blanks

9 (1) Blank
10 (1) Autobase / Baseline (A/B)
11 (1) Blank
12-14 (3) Interval Days component (numeric value

000-364). Required with leading zeros if
necessary.

15 (1) Blank
16-17 (2) Interval Hours component (numeric value

00-23). Required with leading zeros if
necessary.

18 (1) Blank
19-20 (2) Interval Minutes component (numeric value

00-59). Required with leading zeros if
necessary.

21 (1) Blank
22 (1) Immediate / Now / Expire / Defer (I/N/E/D)
23 (1) Blank
24-31 (8) JCL Control Member Name in this data set

to be submitted. This member is generated
by function 0.6.1, it provides a jobcard
which should conform to site standards.

32-80 Use for comments

Autobase and Baseline Parameters

The Autobase / Baseline parameter determines if the policy record is associated with:

• Capturing a baseline (Autobase)
• Running baseline compares (Baseline)

Denoting that the function is a baseline job within the policy file tells Auditor to:

• Run the desired function in the normal manner
• Locate the saved baseline results for that function
• Compare the current function results against the saved baseline results
• Generate an exception report if differences are found
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The Autobase keyword on a policy control record indicates how often a new baseline snap-shot is established for a given
function. It provides the same results as specifying the BASELINE primary command during an online TSO session, with
the exception that it is automatically generated by Auditor in batch on an interval basis as specified on the policy control
record.

If the policy member POLTJS has a record for a function with an "A" and a baseline snapshot has already been taken for
that function, a baseline analysis compare is run that creates an alert.

If policy member POLTJS has "B" baseline analysis and there is no baseline function already obtained, an "A" baseline
capture is run.

Interval Parameter

The interval parameters determine how often the specific baseline capture or baseline analysis job is submitted for
execution. This interval can be broken into days, hours, and minutes.

Policy Control Record Notes

If the policy member POLTJS has a record for a function with an "A" and a baseline snapshot has already been taken for
that function, instead a baseline analysis compare is run that creates an alert.

If policy member POLTJS has "B" baseline analysis and there is no baseline function already obtained, a baseline "A"
baseline capture is run.

Immediate, Expire, Now, and Defer Parameters

Use the Immediate, Now, Expire, and Defer parameters to determine the action to take once Auditor is ready to submit a
job to JES for execution.

Immediate
Specifies that Auditor submits the associated job and then waits for the specified interval before submitting the job
again the next time the EXAMMON subtask wakes up.

Now
Works hand in hand with the Immediate parameter. When changed from ‘N’ to ‘I’ or ‘I’ to ‘N’ it will automatically
submit the job when the EXAMMON task wakes up and then reset the interval timer to the new specified time.

Defer
Specifies that Auditor waits for one defined interval cycle and then runs the associated job when the EXAMMON
task wakes up. The interval is then reset and the job is repeated again when the interval expires.

Expire
Specifies that the user has the option of resetting the interval to the defined interval value on-the-fly. The job then
runs on expiration of that interval. This can be used to delay job processing.

List Baseline Function Instances
This article describes how to use Auditor to maintain the baseline function instances.

You can use Auditor to maintain the baseline alerts raised.

1. Select option 8 - ‘Review baseline alerts and perform baseline maintenance’
The BASELINE ANALYSIS FUNCTIONS panel is displayed.

2. Selection option 2.
A list of the base lined function instances is displayed.

3. From this panel you can:
Remove these instances if they are no longer relevant at the site using the "S" or "D" line command.
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Listing Alerts
This article describes how to use Auditor to review baseline alerts.

You can use Auditor to review the baseline alerts.

1. Select option 8 - ‘Review baseline alerts and perform baseline maintenance’.
The BASELINE ANALYSIS FUNCTIONS panel is displayed.

2. Selection option 1
A list of alerts is displayed.

3. From this panel, you can:
– Select an alert to display the detected changes
– Delete an alert

NOTE
The only commands available are (D) or (S). Both commands delete the record. There is no browse function.

z/OS UNIX Analysis
Describes how to analyze z/OS UNIX using Auditor.

One of the most critical elements of auditing any operating system are the controls which govern how the operating
system operates.

z/OS has a primary central source of initialization controls referred to as Parmlib. Understanding Parmlib and other
controls is essential to auditing the system.

The Parmlib Map and Parmlib Status functions audit the Parmlib members specified at IPL time. The z/OS UNIX
configuration options and controls primary Parmlib member is BPXPRMxx.

The installation many dynamically alter the z/OS UNIX configuration options and controls after initialization is complete.

Before making any type of dynamic configuration change consider:

• Is it for the duration of the IPL or permanent?
• What change control procedures control how and when a dynamic change is made?
• What audit trails are available? The only logging records recorded are those by the ESM.

An audit based on the BPXPRMxx Parmlib members used during IPL may not be complete. Changes made after IPL may
not be reflected. For the audit to be complete, an audit of z/OS UNIX should include:

• The Parmlib-based controls used at IPL
• All available methods for effecting dynamic post-IPL configuration changes

The EXAMMON Address Space

The EXAMMON address space is a special APF-authorized address space providing secure access to authorized
functions by UNIX analysis.

Use of EXAMMON may be inappropriate traveling license configurations because it cannot be completely removed until
the system is re-IPL’d. Consult with site management personnel to ascertain the type of license used by Auditor and
whether use of EXAMMON is appropriate for your installation.

UNIX Analysis Preparation

z/OS UNIX configuration begins with the BPXPRMxx Parmlib members used at IPL. The member names can be specified
with:

• The OMVS= keyword in the IEASYSnn master Parmlib member:
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OMVS=nn

OMVS=(nn)

OMVS=(nn,mm)

nn
Specifies member BPXPRMnn)

nn
Specifies member BPXPRMnn)

nn
Specifies member BPXPRMnn

mm
Specifies member BPXPRMmm

• The OMVS= parameter in response to the “ENTER SYSTEM PARAMETERS” prompt at IPL. When specified in this
manner, the BPXPRMxx members specified override those specified in IEASYSxx members used at IPL.

If multiple members are specified the first instance of a BPXPRMxx parameter is used.

UNIX Configuration Change Detection

Run the 9.1.1, 9.1.2, 9.1.3, 9.1.4, and 9.1.5 z/OS UNIX analysis functions at IPL and record the results for later use to
ascertain whether any of the options have been altered.

z/OS UNIX options can be changed after IPL by use of the:

• SET OMVS command to designate a different BPXPRMxx member is used for z/OS UNIX configuration options
• SET OMVS command to designate that a specific BPXPRMxx option should be immediately changed
• OMVS MOUNT command to mount and dismount file systems

To detect if z/OS UNIX configuration options have changed use the z/OS UNIX Summary Analysis function (9.1.1) to
determine if the BPXPRMxx members in use differ from the at-IPL members previously identified.

A change infers that someone issued a SET OMVS=xx command to alter the BPXPRMxx member. If this has been done:

• Search the system log for this command
• If your installation is securing the MVS OPERCMDS resource class, query the ESM’s security logging records

UNIX Summary Analysis
To display general information about z/OS UNIX, select option 9.1.1.

The address space ID (ASID) of the OMVS address space and the suffix of the BPXPRMxx members used during IPL or
modified after IPL by the SET OMVS MVS command are displayed.

File System Display
You can specify the file system mounts performed at IPL via the BPXPRMxx member. Subsequent mounts can be done
dynamically by the MOUNT command.

To display general information about the mounted file systems, select option 9.1.2.

Note the mount time and date. If this is different from the IPL time and date, the file system was dynamically mounted
subsequent to the IPL. Some file systems mounted at IPL time might not be displayed if they have been dynamically
dismounted.

A SAF security check against the UNIXPRIV class, SUPERUSER.FILESYS.MOUNT entity may display loggings if
appropriately configured in your ESM’s logging files or SMF.

Information about file system mounts is recorded in the OpenMVS File System Activity records.
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LIMITS Display
z/OS UNIX resources have default overall limits which a z/OS process, user, or job can use. For example, the
MAXPROCUSER limit controls the maximum number of z/OS UNIX processes active under a single z/OS UNIX user ID.

To display information about the global limit values in force for the system, select option 9.1.3.

For each displayable LIMIT value, the display lists the maximum value, the current used value, and the high-water-mark
usage value.

Options Display
To display the various options related to z/OS UNIX configuration, select option 9.1.4.

Physical File Systems Display
To display the physical file systems (PFS) in use on this system, select option 9.1.5.

Using ISPF/PDF
Auditor operates under the IBM Interactive System Productivity Facility/Program Development Function (ISPF/PDF).
Because Auditor functions in much the same way as ISPF/PDF, it is important to understand how ISPF/PDF works, what
ISPF/PDF-related functions you use, and what new functions Auditor provides for your use.

Although you can perform a wide variety of tasks using ISPF/PDF, this section covers only those tasks related to Auditor.
If you require more information about ISPF/PDF, see its online help feature or the appropriate IBM publication.

ISPF/PDF is an IBM program product that acts as an interface between the user and various interactive applications. The
base program product of ISPF/PDF is the Dialog Manager, that, as its name suggests, manages the dialogs between the
user and the computer system. A dialog usually consists of the following elements:

• Menu selection screens that let you select a particular processing option
• Commands or programs that you use to perform the processing you selected
• Selection criteria screens, where you can supply additional information required for processing
• Display screens that display information after processing is completed
• Information screens, such as the online help panels, that provide you with information about how to perform a

particular function

The number of applications that run under ISPF/PDF depends on the needs of the data center. Besides ISPF/PDF, you
can have several user-designed applications. In short, ISPF/PDF is a hierarchically structured program interface that
provides a series of panels that can process information between you and the computer system.

Auditor and ISPF/PDF
Auditor is an ISPF/PDF application program. Therefore, you can run Auditor in split-screen mode like any other ISPF/PDF
function. You can run Auditor opposite Browse, Edit, or other functions. You can also run two copies of Auditor at once, if
you want. Auditor provides you with a series of menu, selection, and display screens that you can use to select and review
information on your z/OS environment.

WARNING

Auditor reviews information that is normally protected from general access and can therefore require special
access. Because you can also review various transaction files and programs, you can need special access to
this information.

All ISPF/PDF program function (PF) keys perform their usual function or have no effect on Auditor. All ISPF/PDF key
settings are honored, including nonstandard settings. Check ISPF/PDF screen 0.3 for your own particular specifications.
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Auditor uses PF keys for help, split-screen processing, return, and vertical scrolling. None of the displays use the
horizontal scrolling usually assigned to PF10 and PF11. Nor does Auditor use the find-and-replace keys (normally PF5
and PF6).

When items are selected from one of the Auditor table displays, Auditor waits until you press Enter before it begins
processing. This is different from some ISPF/PDF functions, which process selected items if you press Enter or one of the
scroll PF keys. With Auditor, the scroll keys just scroll, and only Enter starts processing. Auditor supports the standard
ISPF/PDF scroll control values: HALF, PAGE, CSR, and any numeric value you specify.

Screen Formats
Most of the Auditor screens are designed for data entry or review. You are prompted to provide a selection option,
required to enter selection criteria, or presented with display information.

Header Lines

On most of the Auditor screens, the top three lines of the screen are reserved for the header lines. These lines are labeled
(1), (2), and (3) on the following sample screen.

• Line 1 contains the product name and the name of the screen you are viewing.
• Line 2 contains the command line field and the scroll area, if applicable.
• Line 3 contains the message area.

The header lines display as in the following example:

(1) ---<AUD> - z/OS  SYSTEM EXIT DISPLAY  -------- ROW 1

(2) COMMAND ===>                                                   SCROLL ===> 

                                                                               

(3) 74   exits were found. Those marked "*" have an unknown library of origin. 

Menus

Menus select the functional area of Auditor or ISPF/PDF that you want to use. The command line enters an option code (a
number or a letter) representing one of the options provided in the body of the screen.

This sample menu screen shows how you would select option 1:

(1) ---<AUD> - z/OS TECHNICAL INFORMATION  ------ ROW 1

(2) COMMAND ===> 1                                                 SCROLL ===> 

                                                                               

                                                                               

      1  SUBSYSTEMS - Display information about z/OS subsystems     

                                                                               

      2  APPENDAGES - User I/O appendage display and status review             

Selection Criteria Screens

As the name suggests, the selection criteria screens specify the type of information you want to review, either a broad
area of analysis or a more limited area of analysis, depending on the information you enter in the selection fields.

The following example of a selection criteria screen displays the selection of a library name, member name, and volume
name.

   (1) -----<AUD> - FILE COMPARISON -------------

   (2) COMMAND ===>
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       Old file:

          Library name ===> 'AUDDOC.MVS.TEXT'

          Member       ===> SMF

          Volume       ===> WORK01 ( If not cataloged )

Pop-up Screens

In some cases, Auditor must interrupt its dialog with you to ask a brief question or present additional information. To do so,
a pop-up screen appears. For example, when you enter an invalid line command, a list of commands that are valid for that
display appear. You can then enter the valid command in the pop-up screen.

The example pop-up screen that follows displays the response from Auditor to a request for CSI processing.

 -------<AUD> - PROGRAM LIBRARY ANALYSIS USING SMP/E  --------------

 OPTION  ===> 1

 

 

    1  CSI SEARCH          -  Display cataloged global CSI data sets on system

                    .<AUD> - GLOBAL CSI LIST CHOICES -----.

    2  PRODUCT INFO |                                                 |  numbers

                    |  The list of SMP/E global CSIs was obtained     |

    3  INSTALLED PR |  from the system catalogs and saved by SYSNKM   | ted CSI

                    |  on 14 DEC 02                                   |

    4  PRODUCT IDEN |                                                 | ibrary

                    |  Create a new list using                        |

    5  LIBRARY ANAL |  the system catalogs? ===> NO   ( YES or NO )   | ed CSI

                    |                                                 |

    6  PROGRAM UPDA '-------------------------------------------------' d CSI

Function Keys and Commands
Describes ISPF function keys and commands used in Auditor.

ISPF/PDF provides commands to aid you in your processing. Many of these commands are also used in Auditor. You can
enter commands by:

• Entering the command on the command line on your screen and pressing the Enter key
• Pressing a program function (PF) key that is defined with the command
• Pressing other function keys that were defined for your use, such as the Enter key or Attn key

The following sections describe the various ISPF/PDF commands and program function keys that you use while reviewing
Auditor displays.

Program Function Keys

Program function (PF) keys are keys on your keyboard that are programmed to issue a particular command. PF keys
save time and reduce typing errors. Default PF keys are supplied with ISPF/PDF. However, you can change your PF
key commands by selecting ISPF/PDF option 0.3 or entering the KEYS command on the command line of an ISPF/PDF
screen.

ISPF can display the meaning of the PF keys. PFSHOW or PFSHOW ON displays the PF key settings at the bottom of
the screen. PFSHOW OFF does not display the settings. Because the PF key setting display can obstruct your viewing of
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important Auditor output, we recommend that you run with PFSHOW off (the setting, like your PF key settings, is recorded
in your ISPF profile data set from TSO session to session).

The QUIT command can be useful for canceling multiple outstanding row commands. So if you are a frequent Auditor
user or have a lot of PF keys available for customization, you might consider assigning QUIT to one.

Keyboards normally have 12 or 24 PF keys, depending on the type. Following is a list of the default assignments of the PF
keys provided with ISPF/PDF.

PF1 (Help) Invokes the ISPF/PDF help feature. After you access Auditor, you also use this key to invoke the Auditor
help feature. If you press PF1 while you are reviewing the Auditor help feature, you invoke the ISPF/PDF
help facility.

PF2 (Split) Splits your screen. This key is helpful if you want to view two screens at the same time to compare data.
Auditor also supports this function. To terminate split-screen mode, press the END key (PF3) or enter =x on
the command line of one of the screens and press Enter.

PF3 (End) Ends an ISPF/PDF or Auditor function. When you press PF3, the next higher level system screen appears.
When you press END on an ISPF/PDF or Auditor help screen, the tutorial ends, and you return to the
screen where you originally invoked the help facility.
When you press PF3 on the primary ISPF/PDF menu, ISPF/PDF is ended. Likewise, when you press PF3
on the Primary menu, Auditor is ended.

PF4 (Return) Returns you to the ISPF/PDF Primary menu. However, because you can also return to this menu by
entering the JUMP (=) command on the command line and pressing Enter, we suggest that you redefine
PF4 as the PRINT command. This prints Auditor display screens and other screen images.
When you issue the PRINT command, the contents of the screen are copied to your ISPF/PDF list data set.
You can print the list data set when you terminate your ISPF/PDF session.
Auditor also contains an easy-to-use report feature for printing displays.

PF5 (RFind) Issues the RFIND command to search for characters that you specify in the ISPF/PDF Browse or Edit
functions. Auditor supports the RFIND command only on Browse displays such as the Parmlib IPL Map and
the Parmlib Member Status displays.

PF6 (RChange) Issues the RCHANGE command to change characters that you specify in the ISPF/PDF Browse or Edit
functions. Auditor does not support the RCHANGE command.

PF7 (Up) Scrolls up on a display screen. Generally, you can use the SCROLL UP command on any display screen
that has more data than fits on the logical screen. Auditor supports the SCROLL UP command.

PF8 (Down) Scrolls down on a display screen. Again, you can use the DOWN command on both ISPF/PDF and Auditor
display screens.

PF9 (Swap) Moves or swaps you from one logical screen to the other while you are in split-screen mode. If the cursor is
near the middle of the screen when you invoke the SWAP command, the cursor returns to the last position
that it had on the other display screen.
If the screens are split less than five lines from the top or bottom of one of the split screens, SWAP moves
the cursor to the other screen, and the split line is moved from near the top of the screen to near the bottom
of the screen, enabling you to switch the screens back and forth.

PF10 (Left) Shifts you left on the screen, displaying the data that was previously to the left on the screen. Auditor does
not support the LEFT command.

PF11 (Right) Shifts right on the screen, displaying the data that was previously to the right of the screen. Auditor does
not support the RIGHT command.

PF12 (Retrieve) Displays the commands that you previously entered in last-in-first-out order.

Enter Key

The Enter key is located at the bottom right of your keyboard. You use Enter in several ways, depending on the type of
processing you are performing:
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• If you enter information on a menu, selection, or display screen, press Enter to process this information.
• If you are reviewing the Auditor introduction, functional overviews, or the help feature, press Enter to display the next

screen in the sequence.

Cursor Keys

You can also use the following cursor keys located on the keyboard:
®½ The TAB DOWN key moves your cursor down the screen to the first position of each data entry field.
½¬ The TAB UP key moves the cursor up the screen to the first position of each data entry field.
¿ The NEW LINE key moves the cursor down the screen to the first position of the first data entry field on the

next line

Remember, when you are viewing a menu or display screen, your cursor movement can be greatly restricted. When you
are viewing an introduction screen, you cannot move the cursor with any of the keys described above.

PA1 and RESET Keys

When working on a non-SNA terminal, the PA1 and the RESET keys let you interrupt long-running Auditor functions. On
most terminals, you press the RESET key and then the PA1 key. The function is interrupted, and an Attention Interrupt
screen appears. You have three options:

• End processing
• Resume processing
• Use the data gathered so far.

Remember, if you choose to use the data gathered so far, only partial data is used, which can be misleading.

When interrupting processing, the RESET key unlocks the keyboard (just as it does after incorrect input locks the
keyboard) and the PA1 key interrupts processing. If there is no function processing (the APPLICATION did not lock the
keyboard), the PA1 key has another purpose under ISPF; it retransmits the last screen buffer from the mainframe. This
is useful, for instance, if you enter incorrect changes to an input panel (like a selection criteria screen) or change your
mind before pressing enter; pressing PA1 returns the screen to what the system last presented (much like CICS does in
response to the CLEAR key).

Attn Key

If you are using an SNA terminal, press the Attn (attention) key to interrupt long-running Auditor functions.

Commands

Besides the commands that you program your PF keys to issue, you can use other commands when you use Auditor. You
can enter the following commands on the command line of any Auditor screen. Type the command and press Enter.

NOTE

For more information about using these commands, see the online help.

PANELID

The PANELID command displays the name of the Auditor screen in the upper left corner of your display. This is often
useful to the Auditor technical support staff to identify any problems you might encounter. Entering PANELID alone toggles
whether the ID is displayed. If it is on, PANELID turns it off; if it is off, PANELID turns it on. You can also enter PANELID
ON and PANELID OFF to turn it on or off, respectively.
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JUMP Function

To use the JUMP function, you enter an equal sign (=) followed by the number of the system function that you want to
transfer to. JUMP lets you move from one system function to another without having to go through all of the layers of
panels normally viewed when you use PF3. Once you enter the appropriate information on the command line, press the
Enter key and you jump to the function you want. Following is an example of the JUMP function:

COMMAND ====> =1 (go directly to option 1, <AUD> Management menu)

COMMAND ====> =1.5.4 (go directly to option 1.5.4, SMF Search Criteria)

SORT Command

Use the SORT command to sort a table by one or more of its column headings. For example, you can enter SORT FMID
to sort the table in ascending order by FMID. You can also specify the order (A for ascending and D for descending) that
you want to sort by. Ascending is the default. If you want to know a column heading name, enter:

SORT ?

LOCATE Command

Use the LOCATE (or L) command to display a specific data line when you are viewing a browsed or sorted table display
in Auditor. Type LOCATE followed by the character string that you want to locate. If you did not previously enter the
SORT command, Auditor searches the left-hand column of the screen. If you sorted the display, Auditor locates the first or
primary column specified for the sort.

BROWSE Command

If the display contains module names, you can browse any module by entering B next to the module name, and Auditor
places you into ISPF/PDF Browse for that module.

FREEZE Command

You can enter F (FREEZE) next to entries on most Auditor table displays to freeze them. This command lets you monitor
changes to programs and files.

SELECT Command

You can enter S (for SELECT) to perform additional analysis tailored to the screen you issue it from. This command lets
you view the entry’s change history, browse it, or perform other functions. It is available on many Auditor displays.

MAX, BOTTOM, and TOP Commands

Use the MAX (or M) command when scrolling on a display that contains more data than fits on a logical screen. MAX
indicates to scroll the maximum number of data lines. You can use the MAX command with the PF7 (scroll up) key to
scroll to the top of the data or the PF8 (scroll down) key to scroll to the bottom of the display data.

The BOTTOM and TOP commands also take you to the bottom or top of the display. These commands are entered on the
command line and are executed when you press Enter.

Files, Data Sets, and Libraries
ISPF/PDF and Auditor both require you to enclose all file, data set, and library names in single quotation marks unless
you want to prefix your TSO prefix (usually the same as your user ID) to the name.

The following example illustrates the use of single quotation marks:

File name ===> 'SYS1.LINKLIB'
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If the file name was not enclosed in single quotation marks, it could be translated into the following example:

File name ===> 'USERID.SYS1.LINKLIB'

Using the Dialog Feature
An online expert answers your questions about Auditor, z/OS, and audit and security topics. For information about a
specific concept or z/OS feature, enter a brief question on the command line. You can also ask questions about the
terminology that Auditor uses or to access the area of Auditor you want to review. You can enter your questions on the
command line of most Auditor screens, except the introduction and help screens.

Here are a few guidelines:

• Short questions work best (for example, What is the PPT? or How do I control APF?).
• Punctuation is optional.
• You can use uppercase, lowercase, or any combination.
• Correct spelling is not critical, except for key words or acronyms, such as APF, PPT, or SMF.
• Use one question about one subject. Do not refer to different key words in the same question (for example, What are

the security exposures in APF and the PPT?).
• Do not use pronouns.

You can use the dialog feature to switch to a different Auditor feature instead of entering the menu option number. For
example, you can enter Show me SMF options or I want to compare files, and you are transferred to that option. The
guidelines for instructing Auditor to change options are the same as listed above. If you use the dialog feature to change
to another option, when you leave that option, Auditor does not return you to the previous option.

NOTE

You cannot use the dialog feature to ask questions from the online help, tutorials, notebook, or data set browse
displays.

If the dialog feature cannot access the information you request or if you entered a spelling error, a message such as What
do you mean?, I don’t understand, or Could you repeat that in a different way? appears in the messages area of your
screen.

Using Masking in Data Entry Fields
Masking is substituting a special character in an entry in a field to represent any character or range of characters in that
entry. You can use masking when you want to search for a series of items, such as files or programs that have some
characters in their names in common. Because it can be extremely time-consuming to enter each name individually,
masking lets you select several items at once by entering a mask name, that is, a common name and a masking symbol.

The asterisk (*) and the dash (-) masking characters are supported.

Asterisk (*) Masking Character

Use an asterisk (*) as a wild card to represent a single character that is not a blank or a null. Although you can enter an
asterisk by itself, it is more likely that you would use it as a masking symbol in a name. You can use an asterisk at any
position in a name.

The following example illustrates how you might use an asterisk as a mask in a file name:

 If you entered this mask in the file name:  Auditor would show: 
ABC*EF ABCDEF

ABC1EF
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ABCQEF
ABC$EF

ABCDEF* ABCDEF2
ABCDEFG
ABCDEFQ
ABCDEF$

Auditor would not show you this file name: ABCDEF

Dash (-) Masking Character

You use a dash (-) as a series of wild cards. A dash can represent an unlimited series of characters. You can enter a
dash by itself to represent all items in the category you want to review, or you can use it in an item name. The following
example illustrates how you might use a dash as a mask in a file name.

 If you entered this mask as the file name:  Auditor would show: 
ABC-EF ABCDEF

ABCC2EF
ABC.F23.EF
ABCEF
ABC#.EF

Fields You Can Mask

You can use masking in the following types of fields. The maximum character length of each field type is shown in
parentheses.

 Field Type  Example 
Volume serial name (6) WORK0* or WORK-
Program or member name (10) *MASPZAP or -ZAP
Job name (8) AP12345* or AP12-
DDname (8) IEFRDE* or -RDER
DSname (46 including quotes) AUD.WORK0* or AUD.-
Parm (256) (DECK,LIST,’LINCNT=8*’) or (DECK,-)
Unit (8) SYSD* or -DA
File name (46 including quotes) ‘DOC.WORK.TEST*’ or ‘DOC.-.-‘

In the previous list, dsname and file name are the same. Enclose them in quotation marks unless you want your TSO user
ID prefixed to the front of the file name. For example, if your user ID is USERABC, and you enter SYS1.LINKLIB, Auditor
assumes you mean the file named USERABC.SYS1.LINKLIB.

Enter ‘SYS1.LINKLIB’ in quotation marks to ensure that you indicate the correct data set. Up to 44 characters can be
specified for the data set name, plus two more for the quotes, totaling 46 characters. Program or member names in
AllFusion Ca-Panvalet can be up to ten characters. For PDSs, PDSEs, or Librarian programs or members, the maximum
is eight characters.
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Printing Screen Images
Although Auditor provides an easy-to-use report feature for printing displays, you can also obtain a hard copy of Auditor
screens by using the ISPF/PDF PRINT command.

You can issue the PRINT command through a programmed PF key or by entering the PRINT command on the command
line of an Auditor screen. Because the introduction screens do not have command line fields, we suggest that you
program one of your PF keys for the PRINT command.

When you issue the PRINT command, the contents of the screen are copied into your ISPF/PDF list data set that can be
printed on termination of your ISPF/PDF session.

ISPF/PDF List Data Set
The ISPF/PDF list data set is automatically allocated when you access ISPF/PDF. Although this data set can accumulate
a variety of different types of information, this section describes using your list data set to print only screen images. If you
require more detailed information on the use of the ISPF/PDF list data set, see the ISPF/PDF Tutorial, option 0.2.

To use the ISPF/PDF list data set option to print screen images, access ISPF/PDF option 0.2 and complete the Log and
List Defaults screen as instructed below. The list data set parameters that you specify in ISPF/PDF option 0.1 determine
how your screen images are printed. Although more than one method to print your screen images is available, we
recommend that you use the ISPF/PDF list data set with user-specified job statement information.

The following illustration is a sample display of both the list data set options and JOB statement information:

    -----------------  LOG AND LIST DEFAULTS  -------------------

    COMMAND ===>

 

    LOG DATA SET DEFAULT OPTIONS    LIST DATA SET DEFAULT OPTIONS

    -----------------------------   -----------------------------

    Process option   ===> D    (1)  Process option   ===> PD

    SYSOUT class     ===> A    (2)  SYSOUT class     ===> A

    Local printer ID ===>      (3)  Local printer ID ===>

    Lines per page   ===> 60   (4)  Lines per page   ===> 60

    Primary pages    ===> 0    (5)  Primary pages    ===> 600

    Secondary pages  ===> 0    (6)  Secondary pages  ===> 400

 

    VALID PROCESS OPTIONS:

    PD - Print data set      K - Keep data set (without printing)

        and delete     (7)  D - Delete data set (without printing)

 

    JOB STATEMENT INFORMATION: (8) (Required for system printer)

      ===> //LAMAN01 JOB (MYTSOID),'KATHY',MSGCLASS=X,NOTIFY=MYID

      ===> /*ROUTE PRINT LOCAL

      ===> //*

      ===> //*

 

The following describes the fields on the Log and List Defaults screen:

Process Option This field should specify PD, telling the system to submit the job to print and then delete it. This field is
required to print your screen images.

SYSOUT class Fill in this field with the appropriate SYSOUT class. Get this information from the data center’s technical
support staff.

Local printer ID Do not enter anything in this field if you completed the SYSOUT class.
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Lines per page This field formats your printout. Enter 60 if you are printing six lines per inch. Enter 80 if you are printing
eight lines per inch.

Primary pages You must specify this field to print your screens. To allocate the list data set, enter 1 or a greater number in
this field.

Secondary pages You must specify this field to print your screens. Enter 1 or a greater number in this field.
Job statement

parameters
This field supplies the JCL information required to submit the background print job when your ISPF/
PDF session ends. Include your JOB statement, accounting information, message class, and route print
instructions. If you are not familiar with JCL or the data center’s specific information, review this information
with the technical support staff.

Obtain Hardcopy Printouts
To obtain hard copies from Auditor displays:

• Use the print key on the keyboard to print screen images on 3270-type local printers. You can determine if a local
printer is available to your particular CRT by looking for the printer symbol, which is found on the bottom line of the
screen display.

• Use the ISPF/PDF Print feature. Press the ISPF-defined print key (usually F4 or F12) or enter PRINT on the command
line. ISPF/PDF saves all screens that you select for printing in a data set named userid.ISPFx.LIST, where x is a
sequential number assigned by ISPF. You specify what you want ISPF/PDF to do with this data set when you leave
ISPF. ISPF/PDF usually submits a batch utility to print and delete the list data set, although you can request that the
list data set be saved. If you save the data set when you exit ISPF, you can use the TSO rename command to give
it a new name. This practice is useful because, each time you enter ISPF, the list data set is allocated. Because it is
always “in use,” you cannot browse or edit its contents. Renaming the data set lets you reenter ISPF/PDF and browse
the renamed list data set.

• Use the Auditor report feature. The Auditor displays, such as functions that compare data sets, can create “spin-off”
data sets. These are sequential data sets or partitioned data set members that contain the Auditor displays, similar to
those displayed on the terminal. You can process this data set with a report writer or print it using the ISPF/PDF Print
function. Auditor dynamically allocates and deallocates these data sets. No explicit user action is needed. These files
are created in printer format.

Record Notes during an Audit
Record your findings during an Auditor audit for any subject with the Notebook facility.

The Work Group that is displayed is the one Auditor creates for you automatically. To specify a different work group use
the Work Group selection. You can also use Work Group Prompt Mode to choose the work group you want every time you
use the Notebook facility. For information, see the section “User Profile Information”.

To view or record notes from the primary menu

1. Enter NOTES on the command line.
The NOTEBOOK SELECTION screen is displayed.

2. Enter S next to the required subject.
The Notebook screen is displayed.

3. Record information on this screen.
Your notes are saved for future use during Auditor sessions.

To view or record notes from other panels

1. Enter NOTES on the command line.
The Notebook screen is displayed.

2. Record information on this screen.
Your notes are saved for future use during Auditor sessions.
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To view or record notes on subjects other than the panel you are in

1. Enter NOTES subject on the command line.
The Notebook screen is displayed.

2. Record information on this screen.
Your notes are saved for future use during Auditor sessions.

Interrupting Analysis Processing
When an analysis function runs for more than a few seconds, a wait screen displays. Each wait screen describes the type
of processing in progress and what area of the system Auditor is analyzing. This lets you monitor the progress of the work.
Certain options, such as the SMF History Display, can run for a long time. If you do not want Auditor to process all of the
data or you want to stop the processing, you can interrupt the analysis.

Each time that Auditor updates the information on the wait screen, it checks to see if you requested an interruption. If
it finds no such request, it continues processing. On most terminals, you can end processing by pressing the program
attention key (PA1).

Some terminals (specifically those on SNA control units) do not permit you to interrupt processing by pressing PA1.
On these terminals, press the attention key (ATTN) instead. If you are in doubt, do not press the ATTN key if you have
not tried the PA1 key. On certain VTAM systems, pressing the attention key terminates your Auditor session. If you are
using a PC for a terminal or accessing TSO through a terminal emulator, consult the emulator documentation for the right
combination of keys to interrupt Auditor.

Once you interrupt processing, an Attention Interrupt menu is displayed. This display lets you terminate processing,
resume processing, or use the data that Auditor gathered so far.

If you use only the data gathered so far, only partial data is used, which might be misleading. Use your own judgment
about the validity of an Auditor analysis when you use partial data.

Sample JCL
The sample batch JCL that Auditor generates follows. Descriptions of the required JCL statements follow this sample.

//TSTUSER1 JOB                                                          00000100

//*                                                                     00000300

//*                                                                     00000400

//*                                                                     00000500

//********************************************************************* 00000600

//*                                                                     00000700

//* THE FOLLOWING BATCH JCL HAS BEEN BUILT FROM FILES ALLOCATED TO      00000800

//* YOUR TSO SESSION.  SOME FILES MAY NOT BE NECESSARY FOR CORRECT      00000900

//* EXECUTION OF BATCH Auditor.  SOME FILES MAY NOT HAVE BEEN           00001000

//* CORRECTLY CONCATENATED IF YOUR SITE USES THE "LIBDEF" FACILITY OF   00001100

//* ISPF.  REVIEW THIS JCL CAREFULLY BEFORE USING IT!                   00001200

//*                                                                     00001300

//********************************************************************* 00001400

//*                                                                     00001500

//STEP1  EXEC  PGM=IEBCOPY,REGION=1056K                                 00001600

//*                                                                     00001700

//********************************************************************* 00001800

//*                                                                     00001900

//* COPY THE USER ISPF PROFILE DATASET TO A TEMPORARY PDS               00002000

//*                                                                     00002100

//********************************************************************* 00002200

//*                                                                     00002300
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//SYSPRINT  DD  SYSOUT=*                                                00002400

//OUTPR  DD DSN=&&PROF,SPACE=(CYL,(2,1,18),RLSE),                       00002500

//       UNIT=SYSALLDA,DISP=(,PASS,DELETE)                              00002600

//INPR   DD DISP=SHR,DSN=TSTUSER.ISPF.ISPPROF                           00002700

//SYSIN  DD  *                                                          00002800

 COPY OUTDD=OUTPR,INDD=INPR                                             00002900

/*                                                                      00003000

//STEP2  EXEC  PGM=IKJEFT01,REGION=4096K                                00003100

//*                                                                     00003200

//********************************************************************* 00003300

//*                                                                     00003400

//* EXECUTE BATCH TSO. CHECK ALL DDS AND COMMENTS CAREFULLY!            00003500

//*                                                                     00003600

//********************************************************************* 00003700

//*                                                                     00003800

//*                                                                     00003900

//********************************************************************* 00004000

//*                                                                     00004100

//* STEPLIB LOAD LIBRARIES                                              00004200

//*                                                                     00004300

//********************************************************************* 00004400

//*                                                                     00004500

//*                                                                     00005900

//********************************************************************* 00006000

//*                                                                     00006100

//* TSO HELP LIBRARIES                                                  00006200

//*                                                                     00006300

//********************************************************************* 00006400

//*                                                                     00006500

//SYSHELP  DD DSN=SYS1.HELP,                                            00006600

//            DISP=SHR                                                  00006700

//*                                                                     00007000

//********************************************************************* 00007100

//*                                                                     00007200

//* ISPF LOAD LIBRARIES--SHOULD INCLUDE 'QUAL.EXAMINE.LOAD'             00007300

//*                                                                     00007400

//********************************************************************* 00007500

//*                                                                     00007600

//ISPLLIB  DD DSN=CAI.EXAMINE.CAILOAD,                                  00007700

//            DISP=SHR                                                  00007800

//*                                                                     00008000

//********************************************************************* 00008100

//*                                                                     00008200

//* ISPF MESSAGES LIBRARIES--SHOULD INCLUDE 'QUAL.EXAMINE.MESSAGES'     00008300

//*                                                                     00008400

//********************************************************************* 00008500

//*                                                                     00008600

//ISPMLIB  DD DSN=CAI.EXAMINE.CAIMSG0,                                  00008700

//            DISP=SHR                                                  00008800

//* THE DATASET ABOVE HAS BEEN ALLOCATED TO THE USER'S TSO SESSION      00008900

//* WITH THE 'LIBDEF' FACILITY OF ISPF.                                 00009000

//         DD DSN=SYS2.ISPMLIB,                                         00009100

//            DISP=SHR                                                  00009200
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//         DD DSN=ISP.SISPMENU,                                         00009300

//            DISP=SHR                                                  00009400

//         DD DSN=ISF.SISFMLIB,                                         00009500

//            DISP=SHR                                                  00009600

//*                                                                     00010500

//********************************************************************* 00010600

//*                                                                     00010700

//* ISPF SKELETON LIBRARIES                                             00010800

//*                                                                     00010900

//********************************************************************* 00011000

//*                                                                     00011100

//ISPSLIB  DD DSN=ISP.SISPSENU,                                         00011500

//            DISP=SHR                                                  00011600

//         DD DSN=ISP.SISPSLIB,                                         00011700

//            DISP=SHR                                                  00011800

//*                                                                     00012300

//********************************************************************* 00012400

//*                                                                     00012500

//* ISPF USER PROFILE LIBRARY                                           00012600

//*                                                                     00012700

//********************************************************************* 00012800

//*                                                                     00012900

//ISPPROF  DD  DSN=*.STEP1.OUTPR,DISP=(OLD,PASS)                        00013000

//*                                                                     00013100

//*                                                                     00013200

//********************************************************************* 00013300

//*                                                                     00013400

//* ISPF TABLE OUTPUT LIBRARIES                                         00013500

//*                                                                     00013600

//********************************************************************* 00013700

//*                                                                     00013800

//ISPTABL  DD DSN=TSTUSER.ISPF.ISPPROF,                                 00013900

//            DISP=SHR                                                  00014000

//*                                                                     00014100

//********************************************************************* 00014200

//*                                                                     00014300

//* ISPF TABLE INPUT LIBRARIES--SHOULD INCLUDE 'QUAL.EXAMINE.TABLES'    00014400

//*                                                                     00014500

//********************************************************************* 00014600

//*                                                                     00014700

//ISPTLIB  DD DSN=TSTUSER.ISPF.ISPPROF,                                 00014800

//            DISP=SHR                                                  00014900

//         DD DSN=SYS2.ISPTLIB,                                         00015100

//            DISP=SHR                                                  00015200

//         DD DSN=ISP.SISPTENU,                                         00015300

//            DISP=SHR                                                  00015400

//         DD DSN=ISF.SISFTLIB,                                         00015500

//            DISP=SHR                                                  00015600

//*                                                                     00016300

//********************************************************************* 00016400

//*                                                                     00016500

//* ISPF PANEL LIBRARIES--SHOULD INCLUDE 'QUAL.EXAMINE.PANELS'          00016600

//*                                                                     00016700
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//********************************************************************* 00016800

//*                                                                     00016900

//ISPPLIB  DD DSN=CAI.EXAMINE.CAIPNL0,                                  00017000

//            DISP=SHR                                                  00017100

//* THE DATASET ABOVE HAS BEEN ALLOCATED TO THE USER'S TSO SESSION      00017200

//* WITH THE 'LIBDEF' FACILITY OF ISPF.                                 00017300

//         DD DSN=SYS2.ISPPLIB,                                         00017400

//            DISP=SHR                                                  00017500

//         DD DSN=ISP.SISPPENU,                                         00017600

//            DISP=SHR                                                  00017700

//         DD DSN=ISF.SISFPLIB,                                         00017800

//            DISP=SHR                                                  00017900

//*                                                                     00018800

//********************************************************************* 00018900

//*                                                                     00019000

//* AUDITOR DBASE1 LIBRARY                                              00019100

//*                                                                     00019200

//********************************************************************* 00019300

//*                                                                     00019400

//DBASE1   DD DSN=TSTUSER.CAIDBS1,                                      00019500

//            DISP=SHR                                                  00019600

//*                                                                     00019800

//********************************************************************* 00019900

//*                                                                     00020000

//* AUDITOR DBASE2 LIBRARY                                              00020100

//*                                                                     00020200

//********************************************************************* 00020300

//*                                                                     00020400

//DBASE2   DD DSN=CAI.EXAMINE.CAIDBS2,                                  00020500

//            DISP=SHR                                                  00020600

//*                                                                     00020800

//********************************************************************* 00020900

//*                                                                     00021000

//* TSO CLIST LIBRARIES--MUST INCLUDE 'QUAL.EXAMINE.CLIST'              00021100

//*                                                                     00021200

//********************************************************************* 00021300

//*                                                                     00021400

//SYSPROC  DD DSN=CAI.EXAMINE.CAICLS0,                                  00021500

//            DISP=SHR                                                  00021600

//         DD DSN=TSTUSER.CLIST,                                        00021800

//            DISP=SHR                                                  00021900

//         DD DSN=SYS1.CLIST,                                           00022000

//            DISP=SHR                                                  00022100

//         DD DSN=SYS2.CLIST,                                           00022200

//            DISP=SHR                                                  00022300

//         DD DSN=ISP.SISPCLIB,                                         00022400

//            DISP=SHR                                                  00022500

//*                                                                     00023400

//********************************************************************* 00023500

//*                                                                     00023600

//* THE LIBRARY OR LIBRARIES BELOW MAY HAVE BEEN ALLOCATED TO YOUR      00023700

//* ISPF SESSION WITH THE 'LIBDEF' COMMAND.  AUDITOR CANNOT TELL        00023800

//* TO WHICH DD NAME THEY SHOULD BE CONCATENATED.  BY INSPECTING THE    00023900
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//* DATASET(S) BELOW, DETERMINE TO WHICH DD NAME (IF ANY) THEY SHOULD   00024000

//* BE CONCATENATED:                                                    00024100

//* ISPLLIB, ISPPLIB, ISPTLIB,                                          00024200

//* ISPMLIB, ISPSLIB, ISPTABL, OR ISPFILE.                              00024300

//*                                                                     00024400

//* //ISP15333 DD DSN=TSTUSER.TST1SP02.CAIPNL0,                         00024500

//* //            DISP=SHR                                              00024600

//* //ISP15332 DD DSN=TSTUSER.XE61.SPFLOG1.LIST,                        00024800

//* //            DISP=SHR                                              00024900

//* //ISP15334 DD DSN=TSTUSER.TST1SP02.CAIMSG0,                         00025100

//* //            DISP=SHR                                              00025200

//*                                                                     00025400

//********************************************************************* 00025500

//*                                                                     00025600

//*                                                                     00025700

//********************************************************************* 00025800

//*                                                                     00025900

//* THE FOLLOWING DDNAMES ARE NOT STANDARD ISPF DDNAMES. THE DATASETS   00026000

//* ALLOCATED TO THEM MAY OR MAY NOT BE NECESSARY FOR SUCCESSFUL        00026100

//* EXECUTION OF ISPF IN BATCH MODE.  IT IS POSSIBLE THAT YOUR SITE     00026200

//* USES THE 'LIBDEF' FACILITY OF ISPF TO ALLOCATE THESE DDNAMES TO     00026300

//* ISPF FOR YOUR USE.  CHECK WITH YOUR ISPF ADMINISTRATOR IF YOU       00026400

//* ARE NOT SURE OF THE USE OF THESE DDNAMES AND DATASETS.              00026500

//*                                                                     00026600

//* //RES      DD DSN=SYS1.LINKLIB,                                     00026700

//* //            DISP=SHR                                              00026800

//* //LIB      DD DSN=SYS2.LINKLIB,                                     00026900

//* //            DISP=SHR                                              00027000

//* //OMVPROC  DD DSN=SYS1.SBPXEXEC,                                    00027100

//* //            DISP=SHR                                              00027200

//* //OMVPLIB  DD DSN=SYS1.SBPXPENU,                                    00027300

//* //            DISP=SHR                                              00027400

/* //OMVMLIB  DD DSN=SYS1.SBPXMENU,                                     00027500

/* //            DISP=SHR                                               00027600

/* //OMVTLIB  DD DSN=SYS1.SBPXTENU,                                     00027700

/* //            DISP=SHR                                               00027800

/* //SYS00059 DD DSN=CAI.EXAMINE.CAICLS0,                               00027900

/* //            DISP=SHR                                               00028000

/* //SYSEXEC  DD DSN=ISP.SISPEXEC,                                      00028100

//* //            DISP=SHR                                              00028200

//*                                                                     00029200

//********************************************************************* 00029300

//*                                                                     00029400

//*                                                                     00029500

/********************************************************************** 00029600

/*                                                                      00029700

//* ISPF LOG DATASET                                                    00029800

//*                                                                     00029900

/********************************************************************** 00030000

/*                                                                      00030100

/ISPLOG DD SYSOUT=*,DCB=(LRECL=125,BLKSIZE=129,RECFM=VA)                00030200

//*                                                                     00030300

//*                                                                     00030400
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//********************************************************************* 00030500

//*                                                                     00030600

//* USE THE SYSABEND DD STATEMENT ONLY WITH THE DIRECTION OF            00030700

//* CA AUDITOR TECHNICAL SUPPORT.                                       00030800

//*SYSABEND  DD  SYSOUT=*                                               00030900

//*                                                                     00031000

//********************************************************************* 00031100

//*                                                                     00031200

//*                                                                     00031300

//*                                                                     00031400

//********************************************************************* 00031500

//*                                                                     00031600

//* IF YOU DESIRE YOUR OUTPUT GO TO A DATASET OR SYSOUT CLASS OF        00031700

//* YOUR CHOICE, MAKE A REAL DD CARD OF THE FOLLOWING COMMENT.          00031800

//*EXAM$OUT  DD  DSN=YOUR.DSNAME                                        00031900

//*                                                                     00032000

//********************************************************************* 00032100

//*                                                                     00032200

//*                                                                     00032300

//*                                                                     00032400

//********************************************************************* 00032500

//*                                                                     00032600

//* TSO OUTPUT DATASET -- REQUIRED FOR BATCH EXECUTION.                 00032700

//*                                                                     00032800

/********************************************************************** 00032900

/*                                                                      00033000

/SYSTSPRT   DD  SYSOUT=*                                                00033100

//*                                                                     00033200

//*                                                                     00033300

//********************************************************************* 00033400

/*                                                                      00033500

//* TSO INPUT DATASET -- REQUIRED FOR BATCH EXECUTION.                  00033600

//*                                                                     00033700

//********************************************************************* 00033800

/*                                                                      00033900

//SYSTSIN  DD  *                                                        00034000

 PROFILE PREFIX(TSTUSER)                                                00034100

 ISPSTART CMD(%EXAMBATX) BDISPMAX(1000)                                 00034200

/*                                                                      00034300

//*                                                                     00034400

//********************************************************************* 00034500

//*                                                                     00034600

//* FILL IN THE FOLLOWING DD STATEMENT WITH THE DATASET NAME OF THE     00034700

//* SCRIPT FILE YOU CREATED WITH THE SCRIPT-CREATE FUNCTION.            00034800

//*                                                                     00034900

//********************************************************************* 00035000

//*                                                                     00035100

//EXAMSCRP  DD  DISP=SHR,                                               00035200

//    DSN=TSTUSER.BATCHJCL(SCRIPT)                                      00035300

/*                                                                      00035400

The following explains the JCL and ddnames required to execute ISPF/PDF and Auditor:
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JOB statement
This is the first JCL statement in the batch job. If you created a JOB statement for ISPF/PDF option 0.2 (ISPF/
PDF Log and List defaults), Auditor uses that JOB statement in your batch JCL. If not, a JOB statement skeleton
is supplied. Check the JOB statement for the correct accounting, job class, message class, and other information.

SYSPRINT ddname
This ddname is a standard JCL statement. It tells the system where to direct your output.

ISPPROF ddname
The first step (STEP1) of your batch job executes program IEBCOPY, a standard IBM utility, to make a temporary
copy of your ISPF/PDF Profile data set (ISPPROF). You must allocate your ISPPROF data set as DISP=SHR to
use this temporary copy to perform ISPF/PDF functions online while running Auditor in batch.

ISPLOG ddname
ISPF/PDF writes its log information to the ISPLOG data set. Refer to this data set for possible error messages
when a batch job does not produce the reports that you expected.

EXAM$OUT ddname
This ddname routes your report to a different SYSOUT class or a destination other than that defined by your
report options. To change the destination, create a DD statement with the ddname of EXAM$OUT and supply
whatever DD information you like. You can route Auditor reports to network node destinations or a sequential data
set on disk.
Without the EXAM$OUT DD statement, your output is written to a dynamically allocated SYSOUT file. The Select
Report Options display controls many of the attributes of this SYSOUT file.

SYSTSPRT ddname
Batch TSO uses the SYSTSPRT data set for its output messages. Frequently, the same messages that ISPF/
PDF writes to ISPLOG is displayed in the SYSTSPRT data set. TSO also writes its own operational and error
messages to SYSTSPRT. If problems occur with the Auditor batch run, Broadcom Support might need to refer to
SYSTSPRT.

SYSTSIN ddname
This data set is the input driver for the batch TSO session. These two TSO commands, needed to start batch
ISPF/PDF with batch Auditor, appear directly after the //SYSTSIN DD statement:
PROFILE PREFIX(userid)

ISPSTART CMD(%EXAMBATX) BDISPMAX(1000)

PROFILE
Supplies your TSO logon ID as the high-level qualifier for any unqualified data set names that you specify. Your
batch Auditor job also uses this prefix to locate your personal profile records in the Auditor DBASE1 data set. For
this reason, you alone should use the JCL that you create to run a batch Auditor job.

ISPSTART
Starts ISPF/PDF and tells it to execute Auditor. The CMD operand tells ISPF/PDF to execute the EXAMBATX
CLIST after ISPF/PDF is initialized. The BDISPMAX operand limits the number of panel displays your job can
perform. This limit is set at 1000. Do not modify this number without first consulting with Auditor technical support.

EXAMSCRP ddname
This ddname points to the script that directs the Auditor job.

The following ddnames are required:

DBASE1 ddname
Auditor DBASE1 data set.

DBASE2 ddname
Auditor DBASE2 data set.

ISPLLIB ddname
ISPF/PDF load libraries and Auditor load library.
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ISPPLIB ddname
ISPF/PDF panel libraries and Auditor panel library.

ISPMLIB ddname
ISPF/PDF message libraries and Auditor message library.

ISPTLIB ddname
ISPF/PDF table input libraries and Auditor table library.

SYSPROC ddname
TSO CLIST libraries and Auditor CLIST library.

Some sites use the LIBDEF facility to dynamically reallocate data sets to ISPF/PDF based on the requirements of the
ISPF/PDF function performed. LIBDEF can simplify TSO logon procedures used at your site and cut down on needless
allocations of data sets. However, it can also make it difficult for Auditor to determine why a data set is allocated to your
TSO session.

Auditor will try to identify if panel or message data sets were allocated to the ISPF session by means of the LIBDEF
facility. If such data sets are found, they will be included in the generated batch JCL stream as discrete DD statements
included within the appropriate concatenation, for example, ISPPLIB or ISPMLIB). Auditor will not attempt to replicate the
LIBDEF process used to specify these data sets within the generating user’s online TSO session.

Carefully review this generated JCL stream to ensure the following:

• The generated JCL statements are correct and that the Auditor panel and message data sets are properly included.
• The number of DASD extents for each of the ISPPLIB and ISPMLIB concatenations do not exceed the DF/SMS-

imposed limit of 255 extents. If this occurs, you can expect to see the IEC141I 013-E4 message when you attempt to
run this job.

Auditor creates comment statements out of the LIBDEF data sets and ddnames that it does not recognize as necessary
ISPF/PDF ddnames. Review these comments to determine whether these data sets are necessary to run your batch job.

SNMP Traps
This article describes how SNMP traps are used and configured in Auditor.

SNMP Trap Basics

Simple Network Management Protocol (SNMP) is an Internet standard protocol for communicating management
information between networked applications. SNMP traps are messages that convey information about unscheduled
events.

ACF2 and Top Secret use SNMP traps to notify Unicenter workstations about security violations. This lets security
administrators deal with violations in real time, rather than waiting for a daily violation report.

You can configure Auditor to use SNMP traps to notify a Unicenter workstation of audit-worthy events. When Auditor
is used online for improvised queries, such notification is unnecessary: the person running Auditor sees the results of
those queries immediately. But you can use SNMP traps in Auditor batch scripts that are run periodically by a scheduling
package, such as Scheduler or CA 7. These batch scripts can run day after day or hour after hour, silently auditing the
system. When they discover something audit-worthy, they can send an SNMP trap message to a Unicenter workstation,
notifying security personnel to review the details in the job’s output.

You can use SNMP traps optionally to notify Unicenter whenever someone enters or leaves Auditor. This feature has
many uses:

• It can help justify the purchase of Auditor by showing how much it is used.
• It can identify would-be hackers who might be using Auditor to search for weaknesses in the security of the system.
• It can identify future systems programmers who could use mentoring to ensure that they do not become future

hackers.
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Because excessive use of SNMP traps could clutter consoles, you can restrict their use by specifying parameters in the
Auditor central parameter file. Use of the central parameter file is optional, but you must use it if you use SNMP traps.)

Use of traps can be restricted as follows:

• Anyone can issue SNMP traps
• No one can issue SNMP traps
• SNMP traps can be issued only if authorized by the security system

SNMP traps to indicate Auditor use can be generated as follows:

• Never
• For batch use only
• For TSO use only
• For all use

Auditor functions that can generate SNMP traps are:

• APF-authorized TSO commands (option 2.2.3)
• File compare (option 6.4)
• File freezer (Option 6.6)
• MLPA and FLPA modules (Option 3.5)
• z/OS exits (Option 3.3)
• Program compare (Option 5.3)
• Program Properties Table (Option 3.6)
• Program freezer (Option 5.5)
• Supervisor calls (Option 3.7)

Checklist for Using SNMP Traps

Before you can generate SNMP traps at your data center, you must put several things in place:

• You must have a TCP/IP network.
• You must have a Unicenter workstation.
• ENF must be configured to propagate SNMP traps.
• Auditor must be installed with the central parameter file (EPDSN=) option.
• The TNGNODES member of the central parameter file must point to a Unicenter workstation.
• The OPTIONS member of the central parameter file must specify TRAPAUTH=ALLOW or TRAPAUTH=SAF.

If TRAPAUTH=SAF is specified, your security system must allow you access to the following resources in the
CAEXAMIN class:
– TRAPAUTH.BATCH for generating SNMP traps in batch
– TRAPAUTH.TSO for generating SNMP traps under TSO
– TRAPAUTH.TEST for generating test SNMP traps

• You must turn on traps in Auditor with the TRAP ON command.

Generating SNMP Traps

To turn traps in Auditor on or off, enter:

TRAP {ON|OFF}

By bracketing certain functions with TRAP ON and TRAP OFF commands, you can generate batch scripts that generate
SNMP traps for some functions but do not generate traps for other functions.
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When you use traps in a batch script, enter SCRIPT ON (or its equivalent option, 0.4.2) before entering the TRAP ON
command so that the TRAP ON command is generated into the script.

For options that display tables, SNMP traps are generated for each row that is flagged with an asterisk, indicating that it is
noteworthy.

Batch Scripts

You can use Auditor batch scripts with SNMP traps or Audit events to act as silent auditors, automatically running
periodically and informing Unicenter or Audit when audit-worthy-findings are encountered.

To set up a batch script that runs periodically:

• Use the Batch Script option (0.4.2) to set up the audits you want to perform. Begin with a TRAP ON / EVENTS ON
command

• Use the JCL Edit option (0.4.1) to set up the JCL to run the batch script
• If you have a scheduling package, such as Scheduler or CA 7, schedule the job to run however often you need
• If you do not have a scheduling package, make the JCL a started task and use JES2 automatic commands to run it

periodically:
– Remove the JOB statement from the batch JCL and copy it to a member of a procedure library, such as

SYS1.PROCLIB.
– Issue a JES2 automatic command to start the task:

$TA,T= hh. mm,'S BATCHAUD'

Test Traps

When you are setting up Common Components and Services and your TCP/IP network to communicate SNMP traps or
Audit events from Auditor to the Unicenter workstation or Audit, you might find it useful to quickly generate SNMP traps or
Audit Events at will to see if they are going through.

1. From the primary menu enter:
DEBUG

The Set Debug Flags screen is displayed.
2. Change the value for the debug flag (16) from 0 to 1 and press Enter.

A test SNMP trap is generated.
3. Press F3.

The primary menu is displayed.
4. Examine the Unicenter workstation event log for a message similar to:

<AUD> user name from source source on system sysid issued a TEST trap.

5. Examine the Audit client event log for a message similar to:
06/21/2006 03:08:55 PM ACF2 USI269ME LOCAL REDDE02 EXAMINE/TSU06028 Examine event 2611

6. Select the entry.
Detailed event information about the test trap is displayed.

WARNING
Use other debug flags at the instruction of Broadcom Support only.

Using Audit Events
Audit events are messages about unscheduled events sent to Audit.

ACF2 and Top Secret use events to notify an Audit client about security violations. This allows security administrators to
deal with violations in real time, rather than waiting for a daily violation report.

 329



 Auditor for z/OS 12.1

Audit Events in Real Time

You can configure Auditor to use events to notify an Audit client of audit-worthy events. When Auditor is used online for
improvised queries, event notification is unnecessary because the person running Auditor sees the results of the queries
immediately.

Scheduled Audit Events

Use Audit events in Auditor batch scripts run periodically by a scheduling package, such as Scheduler or CA 7. Batch
scripts can run day after day or hour after hour, silently auditing the system. When they discover something auditworthy,
they send an Audit event to an Audit client, notifying security personnel to review the details in the job's output.

Auditor Access Events

You can use events to notify Audit whenever someone enters or leaves Auditor. Use this to:

• Determine how often Auditor is being used
• Identify hackers using Auditor to search for security weaknesses

Event Generation Restriction

Excessive use of Audit events can clutter Audit client applications. Use the Auditor central parameter file parameters to
restrict their use.

Audit events can be set up so that:

• Anyone can issue events
• No one can issue events
• Only users authorized by the security system issue events

Audit events can be set up so that events to indicate Auditor use are generated:

• Never
• For batch use only
• For TSO use only
• For all use

Auditor functions that can generate Audit events are:

• APF-authorized TSO commands (option 2.2.3)
• File compare (option 6.4)
• File freezer (Option 6.6)
• MLPA and FLPA modules (Option 3.5)
• z/OS exits (Option 3.3)
• Program compare (Option 5.3)
• Program Properties Table (Option 3.6)
• Program freezer (Option 5.5)
• Supervisor calls (Option 3.7)

Checklist for Using Audit Events
Before you can generate Audit events at your data center, you must:
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• Have a TCP/IP network
• Have an Audit client active
• Configure ENF to propagate Audit events
• Install Auditor with the central parameter file (EPDSN=) option
• Set the ETAOPTNS member of the central parameter file to specify ETAUDIT=ALLOW or ETAUDIT=SAF. If

ETAUDIT=SAF is specified, your security system must allow you access to the following resources in the CAEXAMIN
class:
– ETAUDIT.BATCH to generat Audit events in batch
– ETAUDIT.TSO to generat Audit events under TSO
– ETAUDIT.TEST to generat test Audit events

• Turn on events in Auditor with the EVENTS ON command

Audit Events Generation
To turn events in Auditor on or off, use the EVENTS command:

EVENTS {ON|OFF}

To generate Audit events for specific functions, bracket the functions with the EVENTS ON and EVENTS OFF commands
to generate batch scripts.

To ensure that the EVENTS ON command is generated into a script, enter SCRIPT ON (or its equivalent option, 0.4.2)
before entering the EVENTS ON command.

For options that display tables, Audit events are generated for each row flagged with an asterisk.

Example: TSO APF commands analysis results

-- <AUD> - APF-AUTHORIZED TSO TABLE ENTRIES --- Row 1 to 14 of 113

  Enter S beside a line for a library Search for that module.  Enter D to

  update description.

  Entries recommended for review are marked "*"

       NAME          DESCRIPTION           TABLE             REMARKS

 -   -------- --------------------------- -------- -----------------------------

     ALG      Change group profile        APFCTABL RACF default TSO entry

     ALTDSD   Change dataset profile      APFCTABL RACF default TSO entry

     ALTGROUP Change group profile        APFCTABL RACF default TSO entry

     ALTUSER  Change user profile         APFCTABL RACF default TSO entry

     ALU      Change user profile         APFCTABL RACF default TSO entry

   * APTALLOC Unrecognized program        APFTTABL Recommended for review

     AU       Define new users            APFCTABL RACF default TSO entry

     BLKUPD   Connect to group            APFCTABL RACF default TSO entry

Example: record output in Audit

06/21/2005 03:00:56 PM Examine USI269ME LOCAL REDDE02 EXAMINE/TSU06028 Examine event 2605

After selecting an entry, the following data is displayed:

OS              : z/OS 1.7

LocationIP      : 141.202.204.69

Category        : Examine event

Log             : Examine

Function        : TSO APF Commands (2.2.3)

Log Name        : Examine

Element         : APTALLOC

Message         : Examine has flagged this element for review
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Parmlib Considerations
Parmlib contains the parameters for your z/OS operating system.

Use the lists and tables in this section with Auditor displays to review and manage your z/OS system.

Parmlib Members (All z/OS Releases)

The logical parmlib contains the parameters for your z/OS operating system. These parameters specify particular options
for your system. They also affect the performance and tuning of your operating system. Before you can review and
manage your z/OS operating system effectively, you must know which logical parmlib members belong to which z/OS
architecture. This knowledge is important to sites that run multiple z/OS systems, not all of which are the same version.

This list describes the logical parmlib members available in the various z/OS architectures. Use this list to detect “dead” or
inactive logical parmlib members in your z/OS system:

ADYSETxx Contains controls for dump analysis and eliminate (DAE) processing
ALLOCxx Contains the defaults for allocation requests

APPCPMxx Contains the APPC/MVS LU specifications
ASCHPMxx Contains the APPC/MVS transaction scheduler and initiator class definitions
BLSCECT Contains controls for dump formatting exit routines

BPXPRMxx Open Edition z/OS parameters.
CLOCKxx Sets the TOD (time-of-day) clock prompt.
CNGRPxx Contains the console group definitions
CNLxxxxx Contains the message language translation exits
COFDLFxx Contains controls for the data lookaside facility (hiperbatch)
COFVLFxx Contains controls for the virtual lookaside facility

COMMNDxx Contains the list of commands issued after initialization
CONFIGxx Contains the reconfiguration options for processors, storage, and channel paths
CONSOLxx Defines console configurations
COUPLExx Contains controls for the cross-system coupling facility (XCF)
CTIGRS00 Contains the trace options for global resource serialization

CTIGXCF00 Contains the trace options for the cross-system coupling facility (XCF)
CTIRSM00 Contains the trace options for the real storage manager
CTncccxx Contains the Component Tracing Option
CVSLLAxx Defines the list of libraries that can be refreshed in LLA
DEVSUPxx Contains controls for the data record capability compaction formation of a 3480 subsystem

DIAGxx Contains the common storage tracking GETMAIN/FREEMAIN/STORAGE trace
EXITxx Contains the installation exits for allocation decisions

EXSPATxx Contains controls for recovery from excessive spin conditions
GRSCNFxx Contains the serialization controls for globally shared resource
GRSRNLxx Contains the resource name list for global resource serialization
GTFPARM Contains Global Trace Facility (GTF) controls
IEAABD00 Contains SYSABEND controls
IEAAPFxx Contains the list of authorized program libraries
IEAAPP00 Contains the list of authorized user I/O appendage ratios
IEACMD00 Contains controls for IBM commands processed during initialization
IEADMP00 Contains sysdump controls
IEADMR00 Contains sysdump controls
IEAFIXxx Contains the directory of modules to fix in real storage
IEAIPSxx Contains performance parameters for the System Resource Manager (workload controls)
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IEAOPTxx Contains resource management controls for the System Resource Manager
IEALPAxx Concatenation list of modules in the modified link pack area (MLPA)
IEAPAK00 Contains the list of modules in LPALSTxx that are loaded between page boundaries to reduce page faults
IEASLPxx Contains controls for slip commands
IEASVCxx Contains controls for user supervisor calls (SVCs)
IEASYSxx Contains the IPL directory
IECIOSxx Contains the controls for the missing interrupt handler (MIH)
IEFSSNxx Contains the controls for the subsystem name table
IGDSMSxx Contains controls for System Managed Storage (SMS)

IGDDFPKxx Specifies DFSMS/MVS components licensed
IKJPRM00 Contains time-sharing controls for TSO/TCAM
IKJTSO00 Contains controls for programs authorized through TSO services
LNKLSTxx Contains the directory of data sets concatenated to linklist
IPCSPRxx Contains controls for IPCS session parameters
LOADxx Contains controls for the dynamic hardware configuration feature

LPALSTxx Contains the list of data sets to concatenate into PLPA
MMSLSTxx Contains controls for the z/OS message service
MPFLSTxx Contains message controls
NUCLSTxx Contains the modules the site wants added or deleted from NUCLEUS at IPL
PFKTABxx Contains definitions for the program function key table
PROGxx Contains the APF-authorized program list that allows dynamic update

SCHEDxx Contains controls for the eligible device table, the size of the master trace table, and programs in PPT
SMFPRMxx Contains SMF options
TSOKEY00 Contains time sharing controls for TSO/VTAM
VATLSTxx Contains the volume attribute list
XCFPOLxx Contains controls for the cross-system coupling facility (XCF)

Exits Specified in Parmlib

The Auditor System Exit Display identifies z/OS exits, the exits in most IBM program products, and many vendor-supplied
exits.

This table lists the exits specified as parameters in the logical parmlib. Carefully review these exits. Because the names
for these exits are site-specific, Auditor cannot identify them. Use this table to find the additional exits that Auditor does
not report on.

Parmlib Member Parameter Description

BLSCECT EXIT= Specifies the installation exits that gain
control to format dump analyses for the
interactive problem control system (IPCS).

COFDLFxx CONEXIT(exit-name) Specifies the installation exit that controls
hiperbatch, the data lookaside facility.

CSVLLAxx EXIT1(on|off) Specifies whether the CSVLLIX1 exit is
active.

EXIT2(on|off) Specifies whether the CSVLLIX2 exit is
active.
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EXITxx IEF_VOLUME_ENQ= Specifies the name of the user exit that
gains control when the system issues a
write-to-operator (WTO) request stating that
there is an excessive ENQ on an essential
volume.

IEF_VOLUME_MNT= Specifies the name of the user exit that
gains control when the system issues a
write-to-operator (WTO) request stating that
it needs a volume mounted.

IEF_SPEC_WAIT= Specifies the name of the user exit that
gains control when the system issues a
write-to-operator (WTO) request stating that
it is waiting for a volume or unit to become
free

IEF_ALLC_OFFLN= Specifies the name of the user exit that
gains control when the system issues a
write-to-operator (WTO) request stating that
it is waiting for a volume that is allocated or
offline.

MMSLSTxx EXIT(exit-name) Specifies the user exits that gain control
before or after message translation

MMSLSTxx USERXIT(exit-name) Specifies the user exit for write-to-operator
(WTO) and write-to-operator-with-reply
(WTOR) requests. This exit can reply to,
suppress, or retain system messages.

.CMD Statement Specifies the name of a user exit that
issues a command.

SMFPRMxx EXIT(exit1,exit2...) Specifies which SMF exits are activated.

Logical Parmlib Exits

IBM provides the PROGxx parmlib member EXIT parameter as an alternative to EXITxx. Unlike the exits listed above
for earlier releases, you can display allocation exits and SMF exits supported under the dynamic exits facility under the
Auditor Dynamic Exits display and the SMF Dynamic Exits display. Thus, they might not require additional research
outside of Auditor capabilities. These exits can come from LPA, LNKLST, IEANUC0x, or any cataloged APF library.
PROGxx also allows multiple modules to gain control at a single exit point, and allows dynamic changes to the list of
active exits and modules called (through the SETPROG operator command and the CSVDYNEX command). The exits
supported under the dynamic exits facility are: z/OS allocation exits, as described under EXITxx member above. Auditor
can now locate:

• IEF_VOLUME_ENQ
• IEF_VOLUME_MNT
• IEF_SPEC_WAIT
• IEF_ALLC_OFFLN

The site can change names of SMF exits. Auditor can now locate these exits regardless of their names:

Allocation Volume Mount Installation Exit
IEFACTRT SMF Job/Job Step Termination Exit
IEFDB401 Allocation Input Validation Routine
IEFUAV User Account Validation Routine
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IEFUJI Job Initiation Exit
IEFUJV Job Validation Exit
IEFUSI Step Initiation Exit
IEFUSO SYSOUT Limit Exit
IEFUTL Time Limit Exit
IEFU29 SMF Dump Exit
IEFU83 SMF Record Exit
IEFU84 SMF Record Exit
IEFU85 SMF Record Exit
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System Review Checklists
Includes comprehensive checklists to simplify analysis of your z/OS software.

This section contains checklists to help you perform a state-of-the-art analysis of the z/OS systems software environment
using Auditor. This section provides the step-by-step procedures for your review; the Using section provides the “why”
information for these procedures and offers advice on using this checklist and describes the access requirements to
perform the review. The Using section also contains more valuable information about auditing the z/OS operating system
environment.

Use this group of checklists with the information in the Using section to perform a comprehensive review of the z/OS
operating systems in the data center. You can also see the online help and natural-query language function for “how to”
information for your audit. The Using section provides detailed information about each function and information about
accessing the help and using the natural-query language function.

Guidelines

Although many data centers share common problems, each site is unique. While the audit tests described in this section
reflect the view of most data processing auditors and security professionals, you are in the best position to decide what is
appropriate for the data center under review.

WARNING

You can modify, copy, extract, retype, or reproduce the checklist material in any way, but with the understanding
that this material is only for use by licensed Auditor users in their own data centers. All other reproduction,
copying, publication, or other use of this material is strictly prohibited without the written permission of
Broadcom.

Organization

This section contains the following information:

Operating
System Review

Contains checklists to plan your review. Use these checklists with the more specific function-oriented
checklists.

Management
Information

Provides checklists that analyze z/OS overview information. They analyze the system, hardware devices
and errors, operator consoles, and the options that control system management facility (SMF) records.

ystem Installation
Choices

Contains checklists to analyze the integrity of libraries. They review the system parameter library, APF-
authorized libraries, System Modification Program Extended (SMP/E), key system libraries, Time Sharing
Option (TSO), and access controls that protect catalogs.

Technical Information Contains checklists to analyze z/OS internal control blocks and tables. They analyze the z/OS subsystems,
user I/O appendages, z/OS system exits, link pack area (LPA) libraries, fixed and modified LPA, program
properties table (PPT), and supervisor calls (SVCs).

Job Processing
Information

Provides checklists to analyze JES processing. Specifically, these checklists analyze JES2 and JES3
parameters, procedure libraries, job control language (JCL) libraries, and job-related history records stored
in SMF files or log streams.

Program Information Includes checklists to analyze programs that z/OS process. They can help you analyze information about
a program’s origin, execution history, or contents of program libraries. You can use these checklists to
review exit load modules and production source modules, to detect and review changes to load and source
modules, and to correlate source modules with load modules.

File Information Provides checklists to analyze the way z/OS processes files. They analyze the integrity of the z/OS
password system, load libraries, and VTOCs. They review the names and locations of z/OS libraries,
analyze disk packs, and review the efficiency of change-control practices. Other checklists let you review
differences in applications or system data files or SMF records that journal access, and other operations.
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Operating System Review Checklists
This section contains the checklists to plan your review of the z/OS operating system environment as it exists in the data
center. These checklists help you:

• Plan the tasks that you need to complete
• Determine the resources that you require
• Assign specific tasks to the auditors who assist you
• Track the status of the review
• Determine basic information about the data center’s computer and software

Initial Review Tasks

Action Step Status Remarks
Introduction to data center personnel.
Explain the purpose, scope, and
methodology of the review.

  

Obtain a work area and TSO terminal.   
Verify the availability of z/OS and ISPF/
PDF.

  

Obtain a user ID with read-access authority
to the APF libraries, the system linklist
libraries, the SYS1 prefix files, the logical
Parmlib libraries, and the PASSWORD file.

  

Interview the technical support staff and
prepare a work paper that documents the
organization’s structure.

  

Ask the technical support staff to complete
the Computer System Profile and return it
to you.

  

Obtain copies of all forms, standards, and
procedures that data center personnel use.

  

Prepare a work paper that details the
change control procedures in use. Be
specific about the steps of the promotion-to-
production process and the controls used.

  

Document the extent of owner-user-
custodian relationship in use by the data
center and its users.

  

Document what separation of function
exists in the technical support staff.
Determine if access is permitted on a need-
to-know basis.

  

Review previous audit work papers and
note follow-up items for the current review.

  

Complete the personnel and section
assignment control sheets as required.

  

Use the section status control sheet to
monitor the progress of the review.
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Computer System Profile
Give this form to the data center staff to fill out because they can provide information that can otherwise be difficult to
obtain. You can use Auditor to verify many of their responses on this form.

Item Data Center Uses Examples Remarks
CPU, Vendor, Type, Serial
Number

IBM,
9672-R83, 2064-1C7, 9021-900
010194, 033048

z/OS operating system z/OS 1.8
Number of operator consoles 6, 4, 12
Job entry subsystem JES2 or JES3
Type of DASD devices 3390-A98, 3390-B9C, 2105-800
Total number of DASD devices 36, 456, 1234
Number of removable disk
drives

3330, 3340, 3370

Number of tape drives 8, 24, 48
Number of shared tape drives 2, 8, 16
Access control software ACF2, Top Secret, RACF
Access control software library
names

SYS1.PPLIB

Library management software Panvalet, Librarian, Endevor
Library management software
library

TECH.PROD.MASTER

Tape management software Dynam/T, CA 1
Tape management software
library names

SYS1.LINKLIB

Job scheduling system Scheduler, CA 7
Job scheduling system library
names

SYS1.CA7.LIB

Database management system IMS, Db2, IDMS, Datacom
Database management system
library name

IMSVS.RESLIB

Data communication manager CICS, Datacom
Data communication manager
library name

CICS.PROD.LOAD

Time-sharing system TSO, Roscoe, VSPC
Time-sharing system library
name

SYS1.CMDLIB

Performance tools used RMF, Omegamon, SYSVIEW,
Resolve

Performance tool library name SYS1.PERFLIB
Telecommunications access
methods

TCPaccess, VTAM, TCPIP

Telecommunication access
methods library name

SYS1.TELCMLIB
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VTAM session manager TPX, Teleview, NetView/Access
Other Auditor

Review Status Control Sheet

Auditor Section Section Status Work Paper
Done

Comment
Complete

Review in Fact Audit Report Remarks

Management
(1.0):
Overview 1.1
Hardware 1.2
Error Rates 1.3
Consoles 1.4
SMF 1.5
SMF Options
1.5.1
SMF Recording
1.5.2
SMF Exits 1.5.3
SMF Search
1.5.4
Installation
Choices (2.0):
Parmlib Map
2.1.1
Parmlib Status
2.1.2
Parmlib Dataset
2.1.3
APF Statistics
2.2.1
APF Duplicates
2.2.2
APF TSO CMDS
2.2.3
HFS Analysis
2.2.4
SMP/E Analysis
2.3
Key Libraries 2.4
APF Libraries
2.4.1
Linklist Libraries
2.4.2
LPA Libraries
2.4.3
TSO Analysis 2.5
Catalog List 2.6

 339



 Auditor for z/OS 12.1

Technical (3.0):
Subsystems 3.1
Appendages 3.2
Exits 3.3
LPA 3.4
FLPA/MLPA 3.5
PPT 3.6
SVC 3.7
Jobs (4.0):
JES Parameters
4.1
JES Proclibs 4.2
JCL Search 4.3
Job History 4.4
Programs (5.0):
Identify Origin 5.1
Statistics 5.2
Compare
Programs 5.3
Program History
5.4
Program Freezer
5.5
Correlate
Libraries 5.6
Files (6.0):
Password
Integrity 6.1.1
Library Integrity
6.1.2
Volume Integrity
6.1.3
Catalog Scan 6.2
Volume Scan 6.3
Compare Files
6.4
File History 6.5
File Freezer 6.6
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ESM (7.0)
Base SAF Exits
7.1.1
OMVS/SAF Exits
7.1.2
Policy Director
7.1.3
ESM Exits 7.1.4
SAF Router
Modules 7.1.5
Security File 7.2
SAF Resource
Class 7.3
Baseline (8.0)
Alert Review 8.1
Baseline Content
8.2
JCL Edit 0.6.1
Procedure Create
0.6.2
UNIX (9.0)
Summary 9.1
File System 9.2
Limits 9.3
Options 9.4
PFS 9.5

Personnel Assignment Control Sheet

Person
Assigned

Sections
Assigned

Planned Start Actual Start Planned
Finish

Actual Finish Net Time Remarks
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Section Assignment Control Sheet

Auditor Section Person Assigned Date Started Date Finished Review Remarks
Management (1.0):
Overview 1.1
Hardware 1.2
Error Rates 1.3
Consoles 1.4
SMF 1.5
SMF Options 1.5.1
SMF Recording 1.5.2
SMF Exits 1.5.3
SMF Search 1.5.4
Installation
Choices (2.0):
Parmlib Map 2.1.1
Parmlib Status 2.1.2
Parmlib Dataset
2.1.3
APF Statistics 2.2.1
APF Duplicates 2.2.2
APF TSO CMDS
2.2.3
HFS Analysis 2.2.4
SMP/E Analysis 2.3
Key Libraries 2.4
APF Libraries 2.4.1
Linklist Libraries
2.4.2
LPA Libraries 2.4.3
TSO Analysis 2.5
Catalog List 2.6
Technical (3.0):
Subsystems 3.1
Appendages 3.2
Exits 3.3
LPA 3.4
FLPA/MLPA 3.5
PPT 3.6
SVC 3.7
Jobs (4.0):
JES Parameters 4.1
JES Proclibs 4.2
JCL Search 4.3
Job History 4.4
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Programs (5.0):
Identify Origin 5.1
Statistics 5.2
Compare Programs
5.3
Program History 5.4
Program Freezer 5.5
Correlate Libraries
5.6
Files (6.0):
Password Integrity
6.1.1
Library Integrity 6.1.2
Volume Integrity
6.1.3
Catalog Scan 6.2
Volume Scan 6.3
Compare Files 6.4
File History 6.5
ESM (7.0)
Base SAF Exits 7.1.1
OMVS/SAF Exits
7.1.2
Policy Director 7.1.3
ESM Exits 7.1.4
SAF Router
Modules 7.1.5
Security File 7.2
SAF Resource
Class 7.3
Baseline (8.0)
Alert Review 8.1
Baseline Content 8.2
JCL Edit 0.6.1
Procedure Create
0.6.2
UNIX (9.0)
Summary 9.1
File System 9.2
Limits 9.3
Options 9.4
PFS 9.5

Management Information Checklists
To complete the checklists in this section, access the Auditing Management Information Menu by selecting option 1 from
the Auditor Primary Menu.

The audit tests described in these checklists analyze z/OS overview information. The checklists are used for the following:
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• System Overview Display
Review important z/OS system information.

• Hardware Device Display
Inventory and evaluate the hardware that the data center uses.

• Hardware Error Display
Review the error rates for hardware devices at the data center.

• Operator Consoles
Evaluate the location and security of the operator consoles in use.

• System Management Facility
Review the options that control SMF recording.

Use the W/P Ref column on these checklists to record a cross-reference to the work paper that documents your findings
about the aspect of z/OS that the checklist analyzes.

System Overview Display Checklist
Use the System Overview Display (1.1) to obtain important z/OS system information. You do not need any file access.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Determine that the

current day, date, and
time displayed on the
first line of the System
Overview Display (1.1) is
correct.

   

2 Determine the CPU type
and serial numbers from
the display. Verify that
this information agrees
with the data center’s
billing information.

   

3 Determine if the z/OS
release shown in the
display is reasonably
current.

   

4 Verify from the display
that the job entry
subsystem (JES) listed
in the Computer System
Profile is correct.

   

5 The SMF ID identifies
the machine that is
generating the SMF
records. Ensure that it is
unique for a multiple CPU
environment.
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6 The JES CPU ID and
JES node name (JES2)
identify machines in a
network job entry (NJE)
multiple CPU network.
Verify that these IDs are
unique for your CPU.

   

7 The date and time of
the last IPL from the
display. Verify that the
IPL was documented
in the operator’s shift
log report. If applicable,
verify that the reason for
the IPL was recorded
in Technical Support
change authorization
records.

   

8 z/OS can be set up to
require the operator
to enter a reason for
the IPL. Use the SMF
Options Display (1.5.1)
to see if the operator
IPL reason prompt and
response option was
specified.

   

9 Request the computer
operator’s console log
sheet for the period of
time immediately before
and after the last IPL.
Prepare a work paper to
use with later displays
that use IPL parameters.
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10 Verify that Technical
Support does
performance tuning on
an ongoing basis. They
should monitor common
service area (CSA and
ECSA) levels carefully if
they exceed 90 percent.
In addition, the sizes
of the below-the-line
private area as well as
the above-the-line private
area are listed as well.
While not particularly
audit-worthy, changes
in these values should
nevertheless be noted as
application problems and
outages could result if the
private area storage size
were reduced.
Note: We recommend
that you evaluate CSA
levels several times per
day to provide more
accurate results.

   

11 The last line indicates
how system performance
is controlled. On most
systems, an IBM
component called the
Workload Manager
(WLM) is responsible
for balancing system
resources against the
executing workload.

   

Hardware Device Display Checklist
Use the Hardware Device Display (1.2) to obtain hardware information from z/OS. You do not need access to any file.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Determine the maximum

number of DASD,
tape, and MSS devices
permitted on this z/
OS system. Compare
these numbers with the
Computer System Profile
sheet to determine if
there is sufficient room
for growth.
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2 Enter the IBM-supplied
device name SYSALLDA
(or a local equivalent)
and ALL as the device
status to verify that
public, private, and
storage mount status
agrees with data center
policy.

   

3 Check to see if your
installation has
removable DASD media
(3330, 3340, 3370 device
types). Enter 3330 as
the device name to
verify that the number of
removable media disk
drives agrees with the
Computer System Profile.
Repeat this test with
device names 3340 and
3370.

   

4 If you found removable
media in Step 3,
determine if the data
center wrote procedures
for the control of
removable disk packs.
These procedures should
detail the conditions for
mounting or dismounting
a pack and the rules for
importing or removing
a pack from the data
center.

   

5 Verify that the numbers
and types of devices
agree with vendor’s
billing documents to
ensure the accuracy of
those billings.

   

6 Determine if the data
center entered into
purchases of obsolete
equipment based
on lease-versus-buy
analysis, which ignores
newer, more cost
effective equipment.

   

Hardware Error Display Checklist
The Hardware Error Display (1.3) summarizes the rate of errors for disk and tape devices. You must have access to the
SYS1.LOGREC file to use this display.

Auditor___________________________ Location___________________ Page____of____
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Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Determine if data center

personnel run the
IBM EREP program
(IFCEREP1) for error
analysis at least once a
week.

   

2 Determine if data
center personnel have
a program of periodic
preventive maintenance
(PM) for equipment.

   

3 Verify that tapes are
periodically cleaned,
degaussed, and
recertified. Does the data
center keep maintenance
logs, add dates to tape
labels, and document
tape maintenance?

   

4 Are high-maintenance
devices (such as tape
and cartridge drives,
printers, and so on)
cleaned in accordance
with manufacturer
recommendation?
This usually involves
cleaning drive capstans,
heads, and pinch rollers
with cotton swabs and
alcohol.

   

5 Determine if follow-up
studies were made to
determine the actual
cost effectiveness of
alternative hardware
vendors by analyzing the
cost of reruns and down
time.

   

6 From the display,
determine if the error
rates for tape drives
are reasonable and
acceptable for the data
center. Determine if these
rates are monitored on a
historical basis against
baseline performance
levels.
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7 Determine if disk
drive error rates are
reasonably low. Modern
disk drives should
rarely encounter errors
that affect data or
applications. Make sure
reports on hardware
environment status are
monitored and preventive
maintenance schedules
are adjusted when
needed so that disk
errors, memory parity
errors, and so on are
addressed while the
hardware and operating
system can correct them.
Determine whether
correctable problems
were allowed to escalate
into more serious
errors that cause job
reruns, performance
degradation, or service
outages.

   

8 Determine how service
level objectives are
decided. Make certain
they reflect the actual
needs of the company.
These can include
considerations such as:
Availability objectives
(scheduled up-time
hours, infrequency of
unavailability, and rarity
of teleprocessing or
other disconnections,
interruptions, or outages.)
Time-of-day performance
commitments (response
time, turn-around time,
run time, and mount time)
Capacity headroom
objectives (online work,
storage, and spool DASD
space; print capacity and
free CSA)
In this step, concentrate
on the hardware
vendor and operations
responsibilities. Review
whether they were met in
the past.
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9 Are abends, outages,
and system down times
reported, reviewed, and
subjected to follow-up?

   

Operator Console Display Checklist
Computer operator consoles are used to start and stop jobs, control hardware, alter security specifications, control
networks and databases, and for many other important functions.

WARNING

Review inactive consoles because inactive consoles can be made active with the VARY console command.

Use the Operator Console Display (1.4) to review the operator consoles.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Using the display,

determine the number of
operator consoles and
their addresses.

   

2 Determine the physical
location of each console
and enter this information
on the Update Console
Location screen (1.4.1).
Ensure that all consoles
that are located outside
the computer room are
in secured areas that
are accessible only to
authorized people.

   

3 If you found any console
outside a secured area,
determine from the
display if it has INFO as
the command group. This
indicates that the console
cannot be used to enter
operator commands and
is for informational use
only.

   

4 Locate each of the
teleprocessing control
units (often 3174 models)
used for the operator
consoles. Verify that
they are located in a
secured area to prevent
unauthorized recabling
of console ports or
modification of IML
diskettes.
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5 Determine from the
ROUTE CODE field
which kinds of messages
each console receives.
Verify that security
messages are routed
only to the security
console, CICS messages
are routed only to the
CICS console, IMS
messages are routed
only to MTO, and so on,
as data center standards
require.

   

System Management Facility Display Checklist
The system management facility (SMF) is the primary audit trail in the z/OS environment. It journals a wide variety of
system events, including access control software information, to the SMF data files or log streams. Options specified in
the system’s logical PARMLIB parameter library, (often SYS1.PARMLIB), control SMF. However, SMF exits and computer
operator interventions can alter SMF processing.

Use the System Management Facility display (1.5) to review SMF information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 From the SMF Options

Display (1.5.1), determine
which member of the
logical Parmlib was
used for SMF option
specification.
Use the Parmlib Member
Status display (2.1.2) to
determine if this member
was altered since the last
review.

   

2 If changes are detected
in the logical Parmlib
member that you
reviewed in Step 1, follow
the steps outlined in
the Parameter Library
Checklist to verify that
proper change-control
authorization procedures
were followed.
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3 Determine from the
SMF Options Display
(1.5.1) if operators are
permitted to use the
SETSMF command to
change individual SMF
parameters.

   

4 If you found in Step 3
that operator overrides
are permitted, verify
that proper procedures
and approvals control
the use of the SETSMF
command. The SETSMF
command will generate
SMF loggings in the
form of SMF type 90
records; as appropriate,
check your installations
SMF options as noted
in step 6 to ensure that
these records are not
discarded. Look for
evidence of managerial
review.

   

5 Determine from the SMF
Options Display (1.5.1)
if computer operators
have the opportunity to
specify a reason for the
next system load (IPL).
The PROMPT (IPLR)
SMF option specifies
this feature. The system
message that prompts
the operator for the
reason for the IPL is:
IEE956A REPLY-
FTIME=HH.MM.SS,
NAME=OPERATOR,
REASON=(IPL
REASON),OR 'U'
This is similar to the
message LOGREC
management produces:
IFB010D ENTER IPL
REASON,SUBSYSTEM
ID OR 'U'
The SMF option does
not control the LOGREC
message.
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6 If data center procedures
permit operators to
specify an IPL reason,
use the SMF Search
Criteria display (1.5.4) to
search for SMF records
with record type 90. This
lets you view the text of
the operator’s reply.

   

7 Determine from the SMF
Options Display (1.5.1)
if the key SMF record
types for audit, control,
and security use are
collected:
0, 90
System IPL, System
Status (includes
SETSMF/SET SMF
commands)
7
SMF lost data
5, 35
Job record (see type 30)
4, 34
Program record (see type
30)
14, 15, 17, 18
Data set information
60 through 69
VSAM information
80, 81
RACF, Top Secret
information
230
ACF2 (default)
30 (replaces 4, 5, 34, 35)
Combined record
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8 If log streams are not
active, determine the
name and location of
each SMF file from the
SMF Files display (1.5.2).
You can use the
ACCESS (“A”) line
command to query the
ESM-specific entitlement
controls for this data set.
Use your access control
software system to verify
that no one has update
access authority to this
critical system audit trail,
except for operators that
use the IFASMFDP SMF
dump program. Any data
set names can be used
for SMF recording. Also,
Auditor can review data
on SMF data sets that
were unloaded to tape
with the appropriate TSO
mount authority.
If log streams are active,
select a log stream to
display the SMF record
types being recorded.

   

9 Determine that adequate
procedures exist to
ensure timely dumping
of the SMF files or log
streams to prevent data
loss.
Use the SMF Search
Criteria display (1.5.4)
to search SMF type 7
records to detect lost
records.

   

10 Determine that the
SMF dump programs
IFASMFDP and
IFASMFDL are executed
from a write-protected
library to ensure the
program was not
modified.
Use the Program
Statistics Display (5.2)
to detect superzaps and
exits to this program.
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11 Verify that adequate
procedures and controls
protect the SMF dump
files for MANx files and
log streams.
Determine that the key
SMF records listed in
Step 7 are archived
long enough to permit
adequate audit review.

   

12 SMF exits can alter
system processing
drastically.
Use the SMF Exits
display (1.5.3) to identify
active exits. Then check
the module length field to
identify locally developed
modules. IBM-distributed
stubs should be 8 or
20 hexadecimal bytes.
Although active, stubs
can be null exits.

   

13 Use the Program Freezer
option (5.5) to lock the
approved version of each
SMF exit program so that
you can detect changes
to these exits in a later
review.

   

14 Split the display screen
and use ISPF/PDF Copy
(3.3) to create an archival
copy of each SMF exit
program that Auditor
identified.
If the Auditor Program
Freezer detects a
change later, this lets the
Program Comparison
displays (5.3) show
you exactly what was
changed.

   

15 The IEFU83, IEFU84,
and IEFU85 exits can
cancel SMF records. If
you found any of these
exits in Step 12, use the
SMF Search Criteria
display (1.5.4) to verify
that key SMF records
(listed in Step 7) are
recorded in the SMF files.
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System Installation Checklists
To complete the checklists in this section, you use options from the Installation Choices Menu. Select option 2 from the
Primary Menu to access this menu.

The audit tests described in these checklists analyze the integrity of the libraries and functions that control many important
z/OS functions. The following list describes the function of each checklist:

• z/OS Parameter Library
Review the integrity of the logical Parmlib, which is the system parameter library. The logical Parmlib is sometimes
called SYS1.PARMLIB; however, it can, in fact, comprise more than one concatenated system parameter data sets,
which together form the logical Parmlib. See the Parameter Library Checklist for more information about designating
the logical parmlib data set or data sets.
You can designate the logical Parmlib data set or data sets as follows:
– IEFPARM DD statement in the master JCL MSTJCLxx member used to start the master scheduler address space.

This MSTJCLxx member (default is MSTJCL00) can reside in the SYS1.LINKLIB data set or as a card-image
member in the actual SYS1.PARMLIB data set.

– One or more PARMLIB statements within the system LOADxx member used at IPL. Note that PARMLIB statements
within the LOADxx member, if present, will completely override any logical Parmlib data sets specified by the
IEFPARM DD statement in the master JCL member.

– If neither of the previous approaches is used, the system will use SYS1.PARMLIB by default. In addition, if either
approach is used and SYS1.PARMLIB is not included, the system will include it by default.

• APF-Authorized Libraries
Review APF-authorized programs that can run with special privileges and potentially sidestep the security mechanisms
of z/OS and access control software.

• System Modification Program
Analyze the integrity of consolidated software inventories (CSIs) to determine whether SMP/E updated a program.

• Key z/OS Libraries
Review the administration of the system libraries.

• Time Sharing Option
Review the integrity of the TSO user attribute data set, SYS1.UADS.

• z/OS Catalog Display
Review the access controls that protect the z/OS catalogs.

Use the W/P Ref column on these checklists to record a cross-reference to the work paper that documents your findings
about the aspect of z/OS that the checklist analyzes.

Parameter Library Checklist
The logical Parmlib, contains key information for the audit, control, and security of the z/OS system.

You can use the 2.1.1 Parmlib Map and 2.1.2 Parmlib Status functions to specify an IPL environment from which to
determine the data set or data sets comprising the logical Parmlib for analysis purposes. If you prefer, you can continue to
designate a single, specific system parameter library for analysis.

By default, the 2.1.1 and 2.1.2 functions will process based on the current IPL environment. If this is satisfactory for your
audit needs, you can continue using the default values. If, however, you want to audit the logical Parmlib for a different
IPL environment, you must specify a number of fields on the primary 2.1.1 or 2.1.2 function menu to identify the IPL
environment as follows:

• IPL SYSRES volume address
• IPL IODF volume address
• IPL LOADxx member suffix (normally specified through the LOADPARM value)

In addition, you may need to specify one or more filtering criteria values if the designated LOADxx member employs
filtering based on HWNAME, LPARNAME, and/or VMUSERID.
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Optionally, you can also specify:

• A different MSTJCLxx member for processing since this can be used to select the logical Parmlib data sets.
• A member suffix for SYS1.NUCLEUS(SYSCATxx). This would be pertinent only if your site did not designate the

system’s master catalog name/volume address in the IPL LOADxx parameter through the SYSCAT statement.

Use the z/OS Parameter Library display (2.1) to access this information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 When you use the 2.1.1

Parmlib Map and 2.1.2
Parmlib Status functions
to audit a logical Parmlib,
you will receive a screen
that lists the data set
names and volume serial
numbers on which they
reside of each data set
that comprises the logical
Parmlib. If any data sets
show up as not being
found, it is possible that
they have been deleted,
renamed, archived
(migrated), or have been
moved to a different
DASD volume. In any
event, this indicates a
mismatch between the
IPL environment and the
LOADxx IPL member
that is being used, which
should be resolved.

   

2 Using the Catalog File
Scan (6.2) or your access
control software, verify
that adequate procedures
and controls prevent
unauthorized updates
to each such data set
comprising the logical
Parmlib.
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3 Because of its statement-
image format, logical
Parmlib data sets are
updated most often
through the TSO/ISPF.
Prepare a work paper
that shows who updated
which Parmlib member in
which library by splitting
the screen and running
ISPF/PDF function 3.1,
option X, against each
data set comprising
the logical Parmlib to
generate a library index
listing.
You should also run the
ISPF/PDF function 3.1,
option I, against each
data set comprising
the logical Parmlib to
check on the number of
DASD extents currently
allocated to each logical
Parmlib data set.
DF/SMS has an
architectural limit for
concatenated PDS/PDSE
data sets of 120 DASD
extents. If this limit is
exceeded, it is possible
that one or more of the
logical Parmlib data sets
specified in the LOADxx
member may be ignored.

   

4 From the Parmlib IPL
Map display (2.1.1), note
the number of IEASYSxx
option sets in the logical
Parmlib.
Determine that there is
adequate documentation
that defines the purpose,
function, and use of
each set available to
operations personnel.
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5 It is good system
operations practice for
each IEASYSxx option
set to explicitly refer to
the parameter library
members that it uses.
From the Parmlib IPL
Map display (2.1.1),
note any members that
another member refers to
but that Auditor could not
find. In these cases, z/
OS substitutes the default
(00 suffix) version of the
member, which can result
in unexpected option
selection.
If you find members
which are referenced
by other logical Parmlib
members, but which
do not actually exist,
remember from step 1
that there may be one
or more logical Parmlib
data sets specified in the
LOADxx member which
were not found. Perhaps
the missing member or
members you are trying
to locate came from one
of these missing logical
Parmlib data sets.

   

6 From the Parmlib IPL
Map display (2.1.1),
ensure that no members
have diagnostic
messages in the PARM
STATUS column. These
messages indicate
potential conflicts in the
operating system release
level. Review them with
the systems support staff.
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7 z/OS provides a
mechanism to force the
console operator to use
the default option set.
Use the Parmlib IPL
Map display (2.1.1) to
browse the IEASYS00
member and find the
OPI= parameter. YES
permits operators to
specify alternate option
sets, whereas NO,
the appropriate value
does not permit option
substitution.

   

8 Scroll to the end of
the Parmlib IPLMap
display and determine
if the analysis found
any unreferenced
parameter library
members. Determine if
adequate documentation
is available that defines
the purpose, function,
and use of any such
members.

   

9 Use the Parmlib Member
Status display (2.1.2)
to record the number of
members. Determine
if any members were
added, deleted, or
changed since the last
review.

   

10 If Auditor detected
changes in Step 8 and
if an archival copy of
logical Parmlib data sets
are available, use the
File Comparison function
(6.4) to determine exactly
what changes were made
to which logical Parmlib.
Keep in mind that it is
possible that one or more
members may have
moved “up” or “down”
the logical Parmlib
concatenation, moving
from one concatenated
data set to another.
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11 Use the File History
Search (6.5) to determine
which jobs updated which
logical Parmlib data sets
in the time period before
the date that a change
was detected.
If none are found, check
the SMF Options Display
(1.5.1) to ensure that
proper SMF type records
are recorded.

   

12 Use the Parmlib Dataset
Information display
(2.1.3) to display
the logical parmlib
concatenation that
was specified at IPL
time and how it was
specified (LOADxx
member or Master JCL).
If it has changed from
IPL, the logical parmlib
concatenation currently
in effect at the time of
the audit is displayed.
Such changes can
occur with use of the
SETLOAD operator
command. If installation
procedure allows such
changes, ensure that
appropriate action is
taken to track issuance
of such commands. In
addition, you may want
to determine if MVS
OPERCMDS security
is in place to ensure
that only authorized
installation personnel
issue such commands.
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13 Using the Parmlib
Member Status,
Parmlib IPL Map,
Parmlib Dataset, File
Comparison, and File
History Search displays,
and the work papers
that you prepared for
TSO/ISPF updates and
operator IPL parameters,
you have a complete
picture of the z/OS logical
Parmlib.
Determine that proper
change control
authorization, promotion-
to-production, and
approvals were obtained
for the activity that you
documented.

   

APF-Authorized Libraries Checklist
Proper control of the Authorized Program Facility (APF) is essential for z/OS integrity. APF-authorized programs can
circumvent all security mechanisms of the operating system including access control software such as ACF2, Top Secret,
and RACF.

Use the APF-Authorized Libraries display (2.2) to review this information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Use the APF Library

Statistics Summary
display (2.2.1) to obtain a
listing of the libraries.
Prepare a work paper
that details the purpose,
use, and function of
each library based on
documentation supplied
by Technical Support.
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2 From the APF Library
Statistics Summary
display (2.2.1) or
information from your
access control software,
note which user IDs and
groups can access APF
libraries.
Determine whether
access was given on
a need-to-know basis.
Ensure that no one has
standing update authority
to these libraries.

   

2 From the same display,
determine if any integrity
exposures were created
by libraries that are
missing from their
designated volumes.
This situation can permit
substitution of a “Trojan
horse” library in place of
the missing one.

   

4 From the APF Library
Statistics display,
determine if all libraries
found were accessible.
Investigate any
discrepancies (such as
an offline pack) carefully.

   

5 From the APF Library
Statistics display, record
both the number of
programs in each library
and the number marked
as job step APF-eligible.
Determine that adequate
documentation exists
for changes noted from
the last review. If you
found APF-authorized
production programs in
Step 5, go to Step 7.

   

6 System link list libraries
can be specified as
non-APF-authorized.
Therefore, no application
or production library
names should appear in
the APF Library Statistics
display (2.2.1).
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7 Determine from the
APF Library Statistics
display that no production
program libraries actually
contain programs marked
as job step eligible. Use
the Program Statistics
(5.2), Program Origin
(5.1), or Product Identity
(2.3.4) display to get
detailed information
about any such programs
you find. Investigate
their purpose, use, and
function.

   

8 z/OS consider all
programs of all APF
libraries to be equally
authorized and does
not recognize obsolete,
back-level, bogus, or
duplicate versions of
modules. Evaluate the
effectiveness of the data
center’s change control
procedures by using
the Find Duplicate APF
Programs Display (2.2.2)
to identify duplicate
modules.

   

9 Using the Find Duplicate
APF Programs display,
be particularly sensitive
to programs that have
the same name but very
different sizes.
Use the Program
Statistics (5.2) and
Program Origin (5.1)
displays to investigate
suspected “Trojan horse”
programs.

   

10 Use the TSO Information
Summary display
(2.2.3) to determine if
adequate documentation
is available that defines
the purpose, use, and
function of any APF-
authorized commands
or programs available to
TSO users.
Determine if the use of
these commands and
programs is adequately
controlled on a need-to-
know basis.
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11 Use the HFS Analysis
display (2.2.4) to collect
information about HFS-
resident programs
having the APF extended
attribute set.

   

SMP/E Analysis Checklist
z/OS operating system integrity depends upon the soundness of the system software maintenance process. Good change
control and effective quality assurance procedures are, therefore, critical to achieving a high degree of system integrity.

IBM developed the extended system modification program (SMP/E) as the primary mechanism for controlling changes
to the z/OS system software environment. Most sites use SMP/E (System Modification Program/Extended) to install and
maintain operating system software and program products (PPs) from IBM and other software vendors. Because of the
complexity of SMP/E, ensure that you review information about its audit and security concerns.

Use the SMP/E Analysis display (2.3) to review this information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Verify that a policy

was formulated to
control changes and
maintenance to your
systems software
environment.

   

2 Determine whether
procedures are
established that enforce
the change control
policy and conform with
acceptable business
practices. Some of the
procedures that should
be implemented follow.

   

3 Verify that procedures to
control the distribution
of SMP/E CBIPO, PUT,
CBPDO, fixes, and
APARs exist.

   

4 Ensure that SMP/E
installation and PUT
tapes are tracked and
placed in a tape library.
Determine whether these
tapes were processed
through SMP/E and
that SMP/E completed
successfully.
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5 Verify that change control
procedures include audit
trails of who installed
SMP/E and when, who
maintains it, and so on.

   

6 Ensure that SMP/E audit
trail reports are properly
accounted for and filed.

   

7 Check that the personnel
who use SMP/E receive
adequate training, such
as computer-based
training (CBT), DVDs,
video tapes, or training
classes.

   

8 Verify that SMP/E
files, libraries, and
directories are backed up
periodically. Use the SMF
Search Criteria display
(1.5.4) to look for SMF
records that show the
back ups. Ensure that the
backup job completed
successfully.

   

9 Determine whether
SYSMODs, changes
to the system, PTFs in
error, and so on, that are
applied through SMP/E
are subjected to quality
assurance testing.

   

10 If your programmers have
online access to SMP/
E through ISPF/PDF,
ensure that appropriate
access controls are in
place to control its use.

   

11 Start to gather program
product (PP) information.
From Technical Support,
obtain a Computer
System Profile form that
lists all PPs and their
associated load libraries
installed in your data
center.
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12 From Technical Support,
obtain a list of the data
set names for all SMP/
E directories (both
CSIs and CDSs) that
the data center uses,
and the names of the
products managed by
each directory.

   

13 Use the CSI Search
option (2.3.1) to view the
current list of CSIs. Note
the version of SMP/E for
each CSI.

   

14 Create a work paper
cross-referencing
program products, load
libraries, and SMP/E
directories.
For each product,
indicate which are
maintained by SMP/E
Release 4 or Release 5,
and which are not SMP/
E-maintained at all.
List each product’s name,
load library, SMP/E
version, and CDS or CSI
directory name.

   

15 For each product
installed without SMP/E,
determine from product
documentation whether
SMP/E should have been
used. If so, investigate
why it was not.

   

16 For products that
are installed without
SMP/E, ensure that
adequate change control
procedures are in place.
Use the Program
Statistics (5.2) and
Program Origin (5.1)
displays to compare
library maintenance
activity to change control
authorization records.
Note any unaccounted
for changes in load
module compilation or
link edit dates. Follow
up any evidence of
unauthorized superzap
use.
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17 For products installed
with SMP/E, determine
whether the alternatives
between a shared or
a unique CSI for a
particular product were
considered.

   

18 If multiple CSIs are
used, determine which
CSIs contain the global
zone. Access authority
needed for a global zone
in one data set might be
different from authority
needed for its target and
distribution zones in other
data sets.

   

19 Verify the accuracy and
completeness of the
information obtained from
Technical Support in Step
12.

   

20 Determine whether SMP/
E control information
agrees with what is in
your system.
To analyze SMP/E using
Auditor, select the CSI
that you want to process
from the SMP/E Global
CSI List (2.3.1). Do not
limit your search to a
particular zone.

   

21 Find the products that
SMP/E installed and
compare them to the
Computer System Profile
form from Technical
Support.
Use the Installed
Products display (2.3.3)
to list all of the products
defined in the CSI that
you selected.
If you are using multiple
CSIs at your data
center, you must run this
display for each CSI that
contains the global zone.
Verify agreement with the
information from Step 12.
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22 Using the paper work
created in Step 13 and
the information obtained
from Installed Products
display (2.3.3), verify that
each CSI contains the
product or products that
the records reflect.

   

23 Check vendor billing
documents to determine
that you are being
charged for the correct
version and level number
of each PP that the
display lists. Note any
pricing adjustments.

   

24 For each CSI, identify
the PPs that perform
overlapping or similar
functions. Your system
should run similar
products only during
periods of evaluation or
conversion.
For example, use the
Installed Products display
to list the following
products:
Job entry subsystem
(JES2 or JES3)
Telecommunications
software
(Communications Server
for z/OS for VTAM and
TCPIP)
Archival software (ASM2,
Disk, or HSM)
Performance monitor
software (SYSVIEW,
Omegamon, Resolve, or
RMF)

   

25 Find obsolete versions
of a PP in a particular
CSI by using the Installed
Products display.
Sort by the description
field and use the
LOCATE command to
find products that are
similar.
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26 For each library, identify
the PPs that perform
overlapping or similar
functions. Similar
products should be on
the system only during
periods of evaluation or
conversion.
For example, use the
Product Identity display
(2.3.4) to list the following
products:
Job entry subsystem
(JES2 or JES3)
Telecommunications
software
(Communications Server
for z/OS, TCAM or
VTAM)
Archival software (ASM2,
Disk, or HSM)
Performance monitor
software (SYSVIEW,
Omegamon, Resolve, or
RMF)

   

27 Find obsolete versions of
a PP in a particular library
by using the Product
Identity display (2.3.4).
Sort the description
and use the LOCATE
command to find
products that are similar.

   

28 Using the Product Identity
display, list the programs
for which Auditor could
not associate a product.
Investigate the origin of
any unknown products,
paying particular
attention to those
programs residing in
APF-authorized libraries.
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29 Validate your program
libraries.
Run the Library Analysis
display (2.3.5) against
each of the critical
program libraries (such
as the linklist, LPA, and
APF-authorized libraries)
to identify the programs
that are maintained by
SMP/E and those that are
not. This display checks
program names and
aliases found in the load
library against the CSI
that you selected.

   

30 If the program is not
defined in the selected
CSI, verify that the
program is not defined
to other CSIs. Select
another CSI and
repeat this analysis for
undefined programs.

   

31 Further review the
contents of the
unidentified programs
for each library that you
listed in Step 28.
Use the Library Analysis
display (2.3.5) to
review the entries
that are marked
RECOMMENDED FOR
REVIEW.

   

32 Review any
discrepancies with alias
names that the Library
Analysis display flagged
with an asterisk.
If SMP/E does not
know about the alias
relationship found in the
library, follow these up
with Technical Support.
The aliases could be
nonexistent, misplaced,
or so on.
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33 Check any programs that
SMP/E shows residing in
a library other than the
one you are currently
processing.
SMP/E applies
maintenance to the
library that it knows
about, which can
cause problems
during maintenance
or afterwards when an
unmaintained copy is
executed.

   

34 At this point, you have
cross-referenced the
products, libraries, and
associated SMP/E CSIs
and zones.
Additionally, you have
listed programs that are
not maintained by SMP/
E. Now, verify that all
maintenance was applied
through SMP/E.
Run the Program
Updates display (2.3.6)
against the libraries that
you identified in Step 28.

   

35 Detect program CSECTs
that were zapped outside
of SMP/E control by
using the Program
Updates display (2.3.6).
Review the entries
marked with an asterisk.
Follow up with Technical
Support. You might
request an AMBLIST
IDRDATA for the module
and an SMP/E LIST of
the UMID data.
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36 As an additional check,
look for other evidence
that library maintenance
is performed outside of
SMP/E.
Use the SMF Search
Criteria display (1.5.4)
to determine if anything
other than SMP/E
updated the production
libraries.
Sort and locate the SMF
record types of 15 and 30
to detect library updates.
You can also use the
loggings from your
access control package
to find this information.

   

37 Monitor changes in
link-edit dates. Run
the Program Statistics
Display (5.2) against
the library and save the
output.
Run it against the library
again at a later date and
compare the output to the
previous results.
Alternatively, run the
Program Statistics
Display (5.2) against
the library and sort the
display by link-edit date.
Determine whether
modules were relinked
subsequent to the
installation of the product.
Relinked modules should
be supported by change
control authorization
records.

   

38 For each PP installed
on the system, use the
File History Search
display (6.5) to search
SMF files or log streams
for updates to the PP
libraries. If any are found,
verify agreement with
the data center’s change
control records and
procedures.
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39 For each PP installed,
check your access
control software to
verify that each PP
library named on the
Computer System Profile
sheet is protected from
unauthorized access or
modification.

   

Key Libraries Checklist
z/OS security, integrity, and control depends upon proper administration of its system libraries. All of these libraries should
be protected from unauthorized modification. Those that contain programs that bypass standard z/OS interfaces should
also be read-protected. The APF, Link List, and LPA Library Displays are subsets of the Key System File Display. You can
access this information from the Key z/OS Libraries display (2.4).

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Use the Key System File

Display (2.4.4) to prepare
a work paper that lists
the names of all z/OS
system libraries. Note
the dates of creation,
expiration, and access for
each library.

   

2 Use your access control
software to identify all
unprotected libraries.

   

3 From the Key System
File Display (2.4.4),
determine if any of
the libraries were not
accessed due to an
unavailable volume.
Use the Catalog File
Scan (6.2) to obtain
the data set volser
and the Hardware
Device display (1.2)
to identify removable
disk media or offline
DASD devices. Check
for compliance with data
center procedures.
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4 From the Key System
File Display (2.4.4),
determine if any libraries
were not found on their
designated disk pack
volume. This exposure
permits creation of a
“Trojan horse” library by
anyone who can allocate
the missing library to the
pack.

   

5 To prevent unauthorized
use of programs that
can bypass security
mechanisms, use the
Computer System Profile
and the Program Origin
display (5.1) to determine
if the libraries that contain
IEHDASDR, FDR,
FDRDSF, IEHATLAS,
IEHINITT, ICKDSF,
ADRDSSU, Resolve,
Omegamon, and APF-
authorized copies of
AMASPZAP are access-
protected.

   

6 Use the APF Library
Statistics Summary
(2.2.1), the Duplicate
APF Programs (2.2.2),
and Program Statistics
(5.2) displays to further
analyze the contents of
the APF libraries. Identify
obsolete, duplicate, and
potential “Trojan horse”
APF programs.
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7 Because the system
parameter library
specifies many of the key
z/OS libraries, use the
Parmlib displays to keep
track of the APF library
lists, system linklist, and
the LPA libraries.
Follow the checklist
steps for the Parmlib IPL
Map (2.1.1) and Parmlib
Member Status (2.1.2)
displays to determine if
adequate controls protect
the library lists.
Note: If your site uses
a logical Parmlib that
consists of two or more
data sets concatenated
together, you will need
to use the 2.1 Parmlib
Analysis functions to
analyze all of the logical
Parmlib data sets. The
2.4.4 Key System File
Display will process only
the SYS1.PARMLIB
data set, and this may
be inadequate for your
installations environment.

   

8 From the Key System
File Display (2.4.4),
verify that the z/OS
PASSWORD file is read-
protected to prevent
unauthorized access and
disclosure of its contents.

   

9 From the Key System
File Display (2.4.4), note
those libraries that use
multiple extents.
Determine if the
Operations or Technical
Support staff monitor
library size on a
systematic basis to
prevent system outages
from overflowed libraries.
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10 The LOADxx parameter
member can exist in the
SYSx.IPLPARM data
set on the IODF volume
or the SYS1.PARMLIB
data set on the sysres
volume. Be certain the
access control software
allows only appropriate
update to these data sets
through a change control
procedure.

   

Time Sharing Option Checklist
TSO is primarily a tool for the online development and testing of computer programs. It uses the VTAM
telecommunications access method and, except for some ACF2 systems, keeps information about each of its users in the
TSO user attribute data set, SYS1.UADS.

Use the Time Sharing Option display (2.5) to access this information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Because computer

hackers often exploit
vendor-supplied default
user IDs, use the TSO
display to determine if the
defaults IBMUSER and
ACFUSER were removed
from SYS1.UADS.

   

2 Use the Key z/OS
Libraries display (2.4)
or your access control
software to determine
if SYS1.UADS is
adequately protected
from unauthorized
access or modification.

   

3 Use the File History
Search display (6.5) to
search SMF for updates
to SYS1.UADS. Verify
that proper authorization
and procedures were
obtained for changes.
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4 From the TSO Analysis
display (2.5), determine if
any user IDs are named
SYS1 or have SYS1 as
a prefix. Access control
software can treat these
user IDs as owners of
the system files and
not perform access
validation.

   

5 Obtain the names of the
APF libraries from the
APF Library Statistics
display (2.2.1). Use their
high-level qualifier and
repeat the test outlined in
Step 4.

   

6 Use the high-level
qualifier to select a
sample of production
application data files.
Repeat the test outlined
in Step 4.

   

7 TSO can permit a subset
of console operator
commands, including
canceling other TSO
users and view held
output. Use the TSO
Analysis display to
determine which user
IDs have OPERATOR
authority. Verify that it
was granted on a need-
to-know basis.

   

8 TSO users should not
normally access tape
files. From the display,
note which user IDs have
MOUNT authority, and
determine if it was made
available on a need-to-
have basis.

   

9 Although TSO is most
often programmer’s
tool, some data centers
make it available to other
users. If such use does
not require submitting
batch jobs, verify from the
display that these user
IDs do not have the JCL
attribute.
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10 Obtain copies of data
center procedures and
standards for job class,
message class, SYSOUT
class, and remote printer
destination IDs. Pick a
sample of user IDs from
the display and verify that
they comply with these
standards.

   

11 TSO permits users to
have multiple accounts
and multiple logon
procedures in accounts.
Obtain copies of data
center standards for
accounting information
and logon procedures,
and then select a sample
of user IDs to obtain
the TSO PSWD/ACCT/
PROC display. Verify that
they comply with data
center standards.

   

Catalog Display Checklist
The z/OS catalog system is organized as a tree structure with a VSAM master catalog at the top of the tree. Integrity
of the catalog system must be maintained to prevent spoofing of z/OS. Because z/OS permit files with the exact same
names to exist on the system as long as they are on separate volumes, using a private catalog in place of the system
catalog allows the substitution of a bogus file for a legitimate one. This technique is called spoofing.

Use the z/OS Catalog Display (2.6) to access this information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 From the Catalog Display

(2.6), prepare a work
paper that documents
the number, name, type,
and location of each z/OS
catalog. Determine if the
data center has adequate
documentation as to
the purpose, use, and
function of each catalog.

   

2 Using the Volume File
Scan display (6.3) or your
access control software,
verify that access to each
catalog is controlled on a
need-to-know basis.
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3 To prevent uncataloging
of z/OS system libraries
and disclosure of VSAM
user catalog passwords,
the z/OS master catalog
must be password-
protected.

   

4 Split your screen and
select ISPF/PDF function
6, TSO Command
Processor. Enter this
command:
LISTC ENT(catalog-
name) CLUSTER ALL
where catalog-name is
the name of the master
catalog, which you
determined from the
Master Catalog display.
The system displays
information about the
master catalog. Look for
the CLUSTER heading.
PROTECTION-PSWD
appears on a line below
this heading. If (SUPP)
appears on this line, the
master catalog is VSAM-
password-protected. If
(NULL) appears on the
line, the master catalog is
not protected.

   

Technical Information Checklists
To complete the checklists in this section, you use options from the z/OS Technical Information Menu. You access this
menu by selecting option 3 from the Primary Menu.

The audit tests described in these checklists analyze the internal control blocks and tables of z/OS. The checklists are
used as follows:

• z/OS Subsystems
Review the z/OS subsystems in place on the system and their integrity.

• User I/O Appendages
Review user-written routines that control I/O operations.

• z/OS System Exits
Review programs that systems programmers have added to z/OS.

• Link Pack Area Analysis
Review the integrity of LPA libraries.

• Fixed and Modified LPA
Review the controls in effect for the FLPA and MLPA libraries.

• Program Properties Table (PPT)
Determine which programs are endowed with special powers by their presence in the PPT.

• Supervisor Call Analysis
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Document and review the use of the supervisor call (SVC) machine instruction, which programs use to communicate
their needs for z/OS services to the operating system.

Use the W/P Ref column on these checklists to record a cross-reference to the work paper that documents your findings
about the aspect of z/OS that the checklist analyzes.

Subsystems Checklist
z/OS permit certain critical long-running programs, such as the Master Scheduler, JES, CICS, and IMS, to be defined as
z/OS subsystems, giving them special status. You do not need access to any file to use this option.

Use the z/OS Subsystems (3.1) display to access this information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Using the Subsystem

Display (3.1), prepare a
work paper that shows
the name, origin, and
number of functions
supported by each
subsystem.
Determine that adequate
documentation is
available that describes
the purpose, use, and
function of each user-
defined subsystem.

   

2 One of the ways that
subsystems can be
defined to z/OS is in the
logical Parmlib.
Use the Parmlib IPL
Map display (2.1.1)
to locate the active
IEFSSNxx member
of the logical Parmlib.
Select and browse this
member to obtain a list
of subsystems. Compare
this list to the Subsystem
Display (3.1) and note
any differences observed.
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3 Subsystems are usually
started at z/OS IPL in one
of the following ways:
Automatically, by Parmlib
Automatically, by an
initialization program
named in IEFSSNxx
Manually, by the operator
Obtain a copy of
the operator’s log
sheet (SYSLOG) and
note the operator-
started subsystems.
Determine that adequate
documentation is
available for the
operator’s use.

   

4 Test the use of the
logical Parmlib to permit
automatic start-up of
subsystems.
Use the Parmlib IPL Map
display (2.1.1) to locate
the active COMMNDxx
member and match its
contents to the operator’s
SYSLOG.

   

5 z/OS use SMF to
pass parameters to
subsystems. Use the
SMF Options Display
(1.5.1) to determine
the active SMFPRMxx
Parmlib member.
Use the Parmlib IPL
Map display (2.1.1) to
select and browse that
member. Determine if any
parameters are passed
to the subsystems
noted in Step 1 through
the SUBPARM SMF
parameter.

   

6 Use the Parmlib Member
Status display (2.1.2)
to determine if the
SMFPRMxx or IEFSSNxx
members of the logical
Parmlib changed since
the last review.
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7 If changes were found
in Step 4, use the
File History Search
display (6.5) to search
SMF for updates to
SYS1.PARMLIB.
If an archival copy of
logical Parmlib data sets
is available, use the File
Comparison display (6.4)
to determine exactly what
was changed. Check
the ISPF/PDF statistics
for each logical Parmlib
data set for additional
information.

   

8 Determine that any
changes found in Step
4 and documented in
Step 5 are supported by
proper change control
authorization procedures
and approval records.

   

9 Because z/OS require
that JCL for nondynamic
subsystems be stored
in the procedure library
(SYS1.PROCLIB) or one
of its concatenations, use
the JES2 Proclib Display
(4.2) to locate and
browse the JCL for each
subsystem. If necessary,
review additional
information about
dynamic subsystems,
such as IMS and SOF.

   

10 Look for JOBLIB or
STEPLIB statements
in the subsystem JCL
to determine if the
subsystem program is
loaded from a private
or system LINKLST
library. Use the File
History Search display
(6.5) or your access
control software to
determine if these
libraries are protected
from unauthorized
access and modification.

   

 383



 Auditor for z/OS 12.1

User I/O Appendages Checklist
z/OS I/O appendages act as system exits that receive control before, during, or after an I/O operation. Because
appendages run in an authorized state, their use is normally restricted to APF-authorized programs.

WARNING

You must have read-access authority to the SYS1.SVCLIB and the LINKLIST libraries to use this option.

Use the User I/O Appendages display (3.2) to access this information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Use the User I/O

Appendage Analysis
display (3.2) to prepare
a work paper that lists
the user I/O appendages
installed on the system.
Determine if Technical
Support has adequate
documentation and
approvals that define
the purpose, use,
and function of each
appendage.

   

2 From the display,
determine if the users of
each appendage must be
APF-authorized. Follow
up on all appendages
that do not require APF
authorization, particularly
if their description is
UNKNOWN.

   

3 z/OS use the IEAAPP00
member of the logical
Parmlib to specify the
appendages that do not
require their users to be
APF-authorized. Use
the Parmlib IPL Map
display (2.1.1) to select
and browse IEAAPP00.

   

4 Use the Parmlib Status
display (2.1.2) to
determine if IEAAPP00
changed since the last
review. If so, use the File
History Search display
(6.5) to search SMF for
updates to the logical
Parmlib data sets. Verify
agreement with change-
authorization records.
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5 Use the Catalog File
Scan display (6.2) or
your access control
software to determine if
the logical Parmlib data
sets are protected from
unauthorized access and
modification.

   

6 If changes to IEAAPP00
were found in Step 4 and
archival copies of the
logical Parmlib data sets
are available, use the File
Comparison display (6.4)
to determine exactly what
was changed.

   

7 Using the User I/O
Appendage Analysis
display (3.2), select
each appendage to
obtain the Auditor I/
O Appendage Review
screen. Record the name
of the APF library that
the appendage load
module was found in.
Enter PENDING in the
Review Status field.

   

8 Obtain a copy of the
source code for each
appendage, including the
assembly and link edit
steps.
Using the Program
Statistics Display (5.2)
and the library name
obtained in Step 7,
compare assembly
and link dates, CSECT
names, module size, and
so on, to ensure that you
have the correct source
code for each appendage
load module.
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9 If you read assembler
language, determine
if the function of the
appendage matches its
documentation. If you
do not, have Technical
Support perform a “peer
review.” In either case,
return to the Appendage
Review screen. Select
the appendage and enter
DONE in the Review
Status field.

   

10 To detect changes made
to appendages after this
review, use the F line
command to freeze the
appendage load module.

   

11 Split your screen and
use ISPF/PDF Copy
(option 3.3) to create
an archival copy of the
appendage load module
for subsequent review.

   

Exits Checklist
The z/OS operating systems are designed so that they can be customized for each data center’s environment. At many
predefined locations in z/OS, systems programmers can add their own programs to change processing. You must have
read-access authority to the SYS1.NUCLEUS, linklist, and APF libraries to use this option.

Use the z/OS Exits display (3.3) to access this information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Use the Exits display

(3.3) to prepare a work
paper that shows all
known z/OS exits.
Determine if adequate
documentation and
approval from Technical
Support exists that
defines the purpose,
function, use, and
operation of each exit.
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2 Select each exit from
the display to obtain
the System Exit Review
screen. Note the CSECT,
load module, and library
names from the display.
Enter PENDING in the
Review Status field.

   

3 To detect changes made
to exits after this review,
use the F line command
to freeze each exit load
module.

   

4 Obtain the source code
for each exit. Be sure to
get the actual assembly
listing that shows the link
edit step.
Use the Program
Statistics Display
(5.2) and compare the
assembly and link edit
dates, module size,
CSECT names, and so
on, to ensure that the
listing you have is the
correct one.

   

5 If you read assembler
language, ensure that
the function of the
exit is the same as
the function recorded
in its documentation.
Otherwise, have
someone in Technical
Support perform a “peer
review” of the code.
Return to the System
Review Update Screen
and enter the exit’s
description and DONE in
the Review Status field.

   

6 Once an exit is frozen,
you can test for changes
at any time by refreezing
the module. If changes
are detected, use the File
History Search display
(6.5) to search SMF for
update activity to the
module’s library during
the time interval between
freezes.
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7 Split your screen and use
ISPF/PDF Copy (option
3.3) to create an archival
copy of the exit load
module for later review.

   

8 If archival copies of the
exit module are available
from system backups
or previous reviews and
the Program Freezer
detected changes, use
the File Comparison
display (6.4) to determine
exactly what changed.
Verify that any changes
agree with change
procedures and
authorizations.

   

Link Pack Area Analysis Checklist
The link pack area (LPA) is a read-only, high-speed access facility for z/OS programs and modules. It is loaded from
the LPA library data sets (SYS1.LPALIB and other libraries specified in the LPALSTxx member of SYS1.PARMLIB) only
during an IPL with the CLPA option. You do not need access to any file for this option.

Use the Link Pack Area Analysis option (3.4) to access this information.

Auditor___________________________ Location___________________ Page____of____
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Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 The contents of the z/

OS system LPA come
from SYS1.LPALIB, a
required z/OS system
data set, and other
libraries specified in
the LPALSTxx member
of SYS1.PARMLIB.
Additionally, an operator
or systems programmers
can add to or replace
modules that were
previously linked
into LPA with other
modules that were
found in SYS1.LPALIB,
SYS1.SVCLIB,
or SYS1.LINKLIB
and its extensions.
(SYS1.LINKLIB and its
extensions are referred to
as the linklist.)
Note: LPA modules
can be loaded into LPA,
MLPA, or FLPA from any
authorized data set.
Use the LPA Library
Display (2.4.3) to identify
all the LPA libraries.
Determine from the
display or your access
control software if they
are protected from
unauthorized access and
updates.

   

2 Use the File History
Search (6.5) to search
SMF for updates to the
LPA libraries. Verify that
any updates agree with
change authorization
records and procedures.
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3 Modules resident in
LPA are required to
be refreshable, which
means that they never
modify themselves.
These modules are often
referred to as reentrant,
but the refreshable
designation has a stricter
interpretation.
In all z/OS systems,
modules resident in
the LPA are assumed
to be reentrant and
refreshable. If these
modules are not, program
failures can occur.
Determine from the
LPA display if any
modules are shown as
nonreentrant.

   

4 LPA can contain locally-
developed programs
and modules supplied by
IBM and other vendors.
Use the Program Origin
display (5.1) to identify
unknown modules.
In many cases, the
unknown modules are
modules provided by
other vendors or by the
data center.

   

5 z/OS attempt to satisfy
program fetch requests
from LPA before it begins
a linklist library search.
Use the APF Duplicate
Program display (2.2.2)
to determine if the LPA
libraries contain modules
that are also found in
other libraries.

   

6 If the system runs with a
nonauthorized linklist at
this data center, you must
supplement the above
test. Pick a sample of
modules from the LPA
display.
Use the Link List Library
Display (2.4.2) to obtain
the names of the linklist
libraries. Then use
the Program Statistics
Display (5.2) to search
each library.
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7 From the LPA Library
Display (2.4.3), note any
modules marked as APF-
authorized. Determine
the use, purpose, and
function of any data
center-written modules
because their presence
in LPA makes them
available to all z/OS
users.

   

8 LPA library-based
security reviews cannot
detect all modules in
LPA. This is because z/
OS load the LPA libraries
into virtual storage only
during a CLPA-type IPL.
Modules can be removed
from the libraries without
affecting what is in
memory, even over a
number of IPLs.
Use the Link Pack Area
Display (3.4) to examine
the link pack area. Select
a sample of modules
to perform a library
search. Determine if
any modules in LPA are
missing from the link
pack libraries (such as
SYS1.LPALIB and so on)
by selecting them from
the LPA display. Verify
authorization for deleted
modules.

   

Fixed and Modified LPA Checklist
In addition to the link pack area (LPA), z/OS also maintain two additional types of LPA extension areas, the modified link
pack area (MLPA) and fixed link pack area (FLPA). The MLPA and FLPA are both loaded during IPL from the system LPA
libraries, the SVC library, or one of the SYS1.LINKLIST libraries. You do not need access to any file to use this option.

Use the Fixed and Modified LPA Display (3.5) to access this information.

Auditor___________________________ Location___________________ Page____of____
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Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Use the Fixed and

Modified LPA Display
(3.5) to prepare a work
paper that documents the
modules loaded in each,
because both FLPA and
MLPA are considered
APF-authorized. The
presence of either type
of LPA extension usually
indicates that the data
center customized the
LPA.

   

2 Determine from the
display if any of the
modules appear in both
FLPA and MLPA.
z/OS use only the FLPA
version if duplication
occurs. FLPA takes
precedence over MLPA.
Browse the logical
Parmlib to ensure that
none of the modules are
listed in both IEAFIXxx
(the FLPA member) and
IEALPAxx (the MLPA
member).
z/OS create certain
MLPA entries internally.

   

3 Note any modules that
have corresponding
modules in PLPA.
Investigate why the
module exists in both
places. Often, this is
for testing purposes.
However, you should
determine why PLPA
modules are overridden.
Investigate the purpose,
use, and function of any
module in FLPA or MLPA
that does not exist in
PLPA.
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4 Next, determine if any
new modules were added
to FLPA or MLPA since
IPL. To determine this,
look for a nonstandard
storage residency for the
modules.
If the residency is CSA or
ECSA, a dynamic system
update occurred. Auditor
flags this condition for
review. Some APF-
authorized program
products introduce
modules in this way.
Review these modules
as described in the next
step.

   

5 Select each module
marked for review by the
asterisk (*) and press
Enter. On the detail
screen that appears,
review the description
of the module. This
detail screen shows the
relationship between
LPA-resident modules
and the versions that
supercede them.
Check the detailed
analysis for information
that explains why Auditor
indicated this module for
review. The length of the
module and its address
can be useful in further
investigation. Keep in
mind the message that
appears on the first
screen in the Attributes
and Comments field.
Look at the module in the
context of this message.
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6 Use the Program
Statistics (5.2) and
Program Origin (5.1)
displays to gather
additional documentation
about modules
recommended for
additional review.
Use the File History
Search (6.5) for
information about
updates that were made
to any library that can
supply modifications to
the standard LPA library,
SYS1.LPALIB. This
includes SVCLIB and all
linklist libraries.

   

7 Use the Parmlib Member
Status display (2.1.2) to
determine if any changes
occurred to the IEAFIXxx
or IEALPAxx members of
the logical Parmlib since
the last review. Verify
that any changes agree
with change control
procedures and records.

   

8 If changes were detected
in Step 8, use the File
History Search (6.5) for
the period preceding
the change to determine
who made the change.
Many data centers use
ISPF/PDF that can
supply library update
statistics. These statistics
can provide clues to
the identity of the user
who made the change.
The statistics are part of
the standard ISPF/PDF
Browse member list.

   

9 If an archived or backup
copy of logical Parmlib
data sets is available, use
the File Compare display
(6.4) to review the exact
changes to the IEAFIXxx
and IEALPAxx members
of the logical Parmlib.
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10 Use the Catalog File
Scan (6.2) or your access
control software to verify
that the logical Parmlib
data sets are not subject
to unauthorized access
or modification.

   

Program Properties Table Checklist
For performance or other reasons, certain programs and subsystems must be permitted to bypass standard z/OS security
and control mechanisms. The program properties table (PPT) tells z/OS which programs are endowed with these special
powers. You need read access authority to SYS1.LINKLIB.

Use the Program Properties Table option (3.6) to access this information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 From the PPT display,

prepare a work paper
that shows the programs
specified in the PPT
and the special powers
granted to them.
Determine if adequate
documentation is
available that defines
the purpose, use, and
function of each specified
program.

   

2 z/OS systems may
be shipped with PPT
entries for products that
are not installed on the
system. Use the System
Overview display (1.1) to
determine whether the
JES2 or JES3 job entry
subsystem is installed on
your computer.

   

3 If you determined in Step
2 that you have JES2,
review the PPT display
to ensure that the JES3
module, IATINTK, is not
specified in the PPT.

   

4 If you determined in Step
2 that you had JES3,
review the display to
ensure that the JES2
module, HASJES20, is
not in the PPT.
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5 From the Computer
System Profile, determine
if the data center has
CICS. If it does not,
review the PPT display. If
the data center does not
have CICS, no modules
with DFH as the prefix,
such as DFHSIP, should
exist in the PPT.

   

6 From the Computer
System Profile, determine
if the data center has
IMS. If it does not, review
the PPT display. If the
data center does not
have IMS, no modules
with DFS as the prefix,
such as DFSMVRC0, or
with storage key 7 should
exist in the PPT.

   

7 If any inappropriate or
otherwise suspect PPT
entries were identified
from the display in Steps
3 through 6, select each
entry and perform a
library search to detect
missing modules.
The PPT Analysis display
(3.6) tries to identify
standard IBM entries.
However, if the module
does not exist, the
entry for it in the PPT
represents a security
exposure.

   

8 On the PPT display,
select all modules that
have a z/OS system
storage protection key (a
key value less than 8).
Perform a library
search for each of
these modules. These
programs can access
and modify system
storage. Key 0 is the
“master key.” Searching
the libraries and LPA
determines if any of the
module names has no
associated module entry.
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9 Use the PPT display to
select and search system
libraries for each module
that has Yes displayed
in the Password Bypass
field on the PPT Analysis
screen. This indicates
that this module can
bypass PASSWORD,
Top Secret, and RACF
file protection. Searching
the libraries and LPA
determines if any of the
module names has no
associated module entry.

   

10 Use the PPT display
to select all modules
that can ignore data set
integrity. This is indicated
by Yes in the Data Set
Integrity Bypass field.
Perform a search of all
eligible APF libraries to
determine the location of
each module. Searching
the libraries and LPA
determines if any of the
module names has no
associated module entry.

   

11 If, for any of the searches
you performed in Steps
7 through 10, the PPT
Library Search screen
appeared after the
search with only an entry
in the PROGRAM field,
Auditor could not find the
module or you do not
have read access to the
library where the module
resides.
If the module does
not exist, this entry in
the PPT can permit
substitution of a “Trojan
horse” module for the
missing module to gain
the powers granted by
the PPT.
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12 Note multiple copies of
any of the modules you
searched for in Steps 7
through 10.
Using the Program Origin
(5.1), Program Statistics
(5.2) and File History
Search (6.5) displays,
gather information about
each copy, such as
module sizes, link edit
dates, APF status, and so
on.
Multiple versions of a
PPT module can indicate
that the version that the
data center intends for
use is not the one that is
actually being used on
the system.

   

13 Check the PPT Analysis
display to see if any
missing modules (from
Steps 7 through 10)
reside in FLPA or MLPA.
If a PPT entry is found
in the MLPA, PLPA,
and a library, the MLPA
version is the one that is
executed. If a PPT entry
is found in the PLPA
and a library, the PLPA
version is the one that is
executed.

   

14 If the same modules
reside in multiple
locations, z/OS search
any JOBLIB or STEPLIB
libraries first, followed
by FLPA, MLPA, LPA,
and then SYS1.LINKLIB
and its concatenations.
Use the Link List Library
Display (2.4.2) to find the
names of the libraries in
the concatenation.
Note: If the library
specified by the JOBLIB
or STEPLIB DD
statement is not an APF-
authorized library, the
module does not gain the
powers specified for it in
the PPT.
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Supervisor Call Analysis Checklist
Because z/OS are always in control of the computer hardware, application programs that need data or other services first
must communicate their needs to z/OS. Applications do this through the supervisor call (SVC) machine instruction.

SVCs are divided into two classes: primary SVCs and extended SVCs. You should review both types of SVCs.

You do not need access to any files to use this option. Current releases of ACF2, Top Secret, and RACF perform their
own checking of proper authority for SVCs 131, 132, and 133. In these cases, the SVC table does not require that caller to
be APF-authorized.

The SVC Analysis option (3.7) lets you review the IBM primary SVCs, user SVCs, and extended SVC router (ESR SVCs).
The following points describe some of the SVC verifications performed internally by the analysis function. If Auditor finds
any condition that merits further review, the system presents the Review Recommendation indicator (*) with the SVC
summary line.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 The use of IBM primary

SVCs, which perform
sensitive functions,
must be restricted to
authorized programs
only.
Select the SVC Analysis
display (3.7) to verify that
SVCs 32, 39, 52, 76, 82,
83, 85, 107, 123, 131,
132, and 133 require APF
authorization for their
use.
Note: SVCs 131, 132,
and 133 do not require
APF authorization if
ACF2, Top Secret, or
RACF is installed on
the system. Also, SVC
82 does not require the
caller to be authorized
if that SVC is not active.
SVC numbers 0 through
199 are reserved for
IBM use. Numbers 200
through 255 are available
for user-supplied SVCs.
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2 ESR SVCs are more
difficult to classify
because IBM did not
provide a standard for
ESR use. Note from
the display if any of the
unused IBM primary
SVCs are in use.
You should review any
IBM primary SVC that is
inactive when distributed.

   

3 Use the SVC display to
prepare a work paper
that documents all non-
IBM primary SVCs
(those numbered 200
and above), and any
exceptions noted above.
Determine the purpose,
use, and function of
each user-installed SVC
from Technical Support
documentation. An
asterisk (*) appears next
to any primary user SVC
that does not require
the caller to be APF-
authorized. This does not
necessarily indicate an
error condition.

   

4 Note if any of the user
SVCs that you found in
the previous step perform
sensitive functions.
Determine from the
SVC display if these
user SVCs require the
programs that use them
to be APF-authorized.
Use great care to review
any SVCs that grant
authorization to programs
that call them.
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5 z/OS architecture
requires SVC types 1, 2,
and 6 to be link-edited as
part of the nucleus.
Use the Program
Statistics Display
(5.2) to analyze
member IEANUC01
of SYS1.NUCLEUS.
Note any evidence of
superzap. If the nucleus
was zapped, select the
detailed display and
determine if any SVC
CSECTs (IGC0 or ICG1
series names) were
zapped.

   

6 Type 3 and 4 SVCs can
be found in FLPA, MLPA,
or LPA.
Use the Fixed and
Modified LPA Display
(3.5) and look for SVCs
(CSECT names that
begin with IGC0). If any
are found, split your
screen and select the
Link Pack Area Display
(3.4) on the other half
of the screen to look for
duplicate modules in
LPA.

   

Job Processing Information Checklists
To complete the checklists in this section, you use options from the Job Information Menu. You access this menu by
selecting option 4 from the Primary Menu.

The audit tests described in these checklists analyze how JES processes the data center’s jobs. The checklists do the
following:

• Job Entry Subsystem
Review the parameters that control how JES runs and the commands that TSO users are permitted to use.

• Procedure Library Display
Evaluate the integrity of the program libraries that store frequently used JCL.

• JCL Library Search
Review partitioned data set (PDS), partitioned data set extended (PDSE), AllFusion Librarian, or Panvalet libraries that
contain JCL.

• JCL History Search
Review the job-related records that are stored in the SMF files or log streams.

• Job Entry Subsystem (for JES3 Data Centers)
Review the initialization deck parameters for JES3.

Use the W/P Ref column on these checklists to record a cross-reference to the work paper that documents your findings
about the aspect of z/OS that the checklist analyzes.
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JES2 Parms Display Checklist
z/OS can be installed with the JES2 or JES3 job entry subsystem. Use the System Overview display (1.1) to determine
which system the data center uses. This section of the checklist pertains to JES2 systems only. Use the JES option (4.1)
to access this information.

NOTE

Because SMF exits and access control software can affect JES2 operation, see the Using section before you
begin your review.

Auditor___________________________ Location___________________ Page____of____

 402



 Auditor for z/OS 12.1

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Determine the date and

time of the last IPL from
the System Overview
display (1.1).
To obtain the JES2
parameters specified at
IPL, obtain a copy of the
console log (SYSLOG)
from the Operations staff.
In the SYSLOG, find
the command that the
operator entered to start
JES2. It is in response
to a HASP426 SPECIFY
SYSTEM OPTIONS
prompt and begins with S
JES2.
We also recommend that
you request a systems
programmer or someone
in operations issue the
$DOPTSDEF JES2
command on the MVS
console for you. The
output of the $HASP820
message provides the
HASPPARM value
specified when JES2 was
started, along with other
information including the
startup option (FORMAT,
COLD, WARM) and
startup type actually
performed (FORMAT,
COLD, and so on).\
Doing both will provide
a snapshot of how
JES2 was started at
IPL time and how it
is currently running.
Remember that under
certain circumstances, it
is possible to stop JES2
and restart it within the
lifespan of an IPL.
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2 Select the Auditor JES2
display (4.1). If the S
JES2 found in Step 1 was
not followed by a comma
and more information,
then go on to Step 3.
Alternatively, you can
use the HASPPARM
value identified in the
$HASP820 message
if you have issued the
$DOPTSDEF command.
You can use whatever
HASPPARM value was
specified and enter that
information in the field
provided on the display
for optional parameters
and press Enter.

   

3 Tape file security can be
circumvented by bypass
label processing (BLP)
commands in JCL.
TSU on the JES2 Parms
Display (4.1) represents
TSO users. For TSO
users (TSU), check the
entry in the field labeled
Allow BLP? to determine
if these users can use
BLP commands.

   

4 If you determined in Step
1 that BLP allows TSO
users to access tape
volumes, use the TSO
Analysis display (2.5) to
find which users have
MOUNT authority for
tape files. This powerful
combination should rarely
be permitted.

   

5 However, even if JES2
permits tape access
using BLP and there are
TSO users with MOUNT
authority, access control
software can still forbid
BLP. Review additional
security considerations
to understand how to
proceed in this situation.
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6 Determine from the JES2
Parms Display (4.1) if
JES2 permits BLP for
batch jobs. Batch jobs
are A through Z and 0
through 9 on this display.
Although batch jobs have
no equivalent to MOUNT
authority, they are
subject to access control
software restrictions on
BLP. Many data centers
do not permit BLP for
batch jobs.

   

7 Note from the JES2
Parms Display (4.1) if
JES permits BLP for
operator-started tasks
(STC). Determine if
adequate documentation
is available to computer
operators that defines the
proper use and control of
BLP for started tasks.

   

8 Note from the Computer
System Profile sheet if
the data center uses a
job accounting system.
If it does, check the
ACNT REQ? field on the
JES2 display to ensure
that JES2 requires
accounting information
and programmer names
for batch jobs of all
classes. This information
is not required for TSO or
started tasks.

   

9 Because batch jobs are
more difficult to account
for than TSO logons or
operator-started tasks,
check the NAME REQ?
field to see if JES2
requires users to enter
a programmer name for
batch jobs.
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10 JES2 permits console
operator commands in
the job control language
(JCL). Because this
privilege was originally
intended for RJE
environments, little
justification for this
facility exists in most
data centers. Determine
from the display if it is
permitted for TSO users,
batch, or started tasks.

   

11 To find the JES2
parameter file, you must
first identify the JES2
ddname. If you entered
HASPPARM=.OPTIONAL-
PARAMETERS in
Step 2, use that
name. Otherwise,
use the default name
HASPPARM.

   

12 Split your screen
and browse the
JES2 member of
SYS1.PROCLIB. Locate
the JES2 ddname you
found in Step 11 and
note the data set it refers
to. This is the JES2
parameter file.

   

12 Use the Catalog (6.2),
Volume File Scan
display (6.3), or your
access control software
to determine that the
JES2 parameter data
set you found in Step
12 is protected from
unauthorized access and
modification.

   

JES3 Parameters Checklist
z/OS can be installed with the JES2 or JES3 job entry subsystem. Use the System Overview display (1.1) to determine
which system the data center uses. This section of the checklist pertains to JES3 systems only. Use the JES option (4.1)
to access this information.

NOTE

Because SMF exits and access control software can affect JES3 operation, see the Using section before you
begin your review.

The JES3 initialization deck supplies the parameters that govern JES3 and the way it processes jobs on the system. A
data set or user exit can supply the parameters for the initialization deck. Auditor reports only the JES3 parameters that a
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data set supplied. It is also possible for an operator to change these parameters by specifying symbolic JCL parameters
or by specifying an alternate member to use. The checklist describes these two methods.

This JES3 checklist lets you examine audit and security concerns about the JES3 initialization deck parameters. JES3
reads the initialization deck only if JES is cold- or warm-started. If JES3 is hot-started, the last initialization deck read
remains in effect (even over an IPL).

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Determine the date and

time of the last IPL from
the System Overview
display (1.1).
Request a copy of the
console log (SYSLOG)
from the Operations
staff. Review the entry
that the operator made
to start JES3. This
entry usually begins S
JES3. The operator can
also add one or more
symbolic parameter
values at this time,
which can modify the
data sets and member
names from which
the JES3 initialization
parameters are read. The
system reads the JES3
procedure contained in
SYS1.PROCLIB.

   

2 Select the Auditor JES3
display. If the S JES3
command found in
Step 1 did not include
symbolic JCL parameter
overrides, go to Step
3. Otherwise, enter the
override parameters in
the optional parameters
field.
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3 After the operator enters
the S JES3 command,
followed by any symbolic
parameters, JES displays
the IAT3012 message.
This message lets the
operator change the
member that JES3 uses
for the JES3 initialization
parameters by entering
M=, followed by the two-
character suffix of the
alternate member.
Determine from the
SYSLOG entry if the
operator entered a
suffix in response to this
message. If so, enter that
suffix in the field provided
and press Enter. Auditor
displays the initialization
deck parameters,
replacing the first
member of the JES3IN
ddname concatenation
accordingly.

   

4 Next, you review the
information that Auditor
displays about the
JES3 parameters. Tape
file security can be
circumvented by the
bypass label processing
(BLP) subparameter of
the LABEL operand in a
DD statement.
TSU on the JES3 Parms
Display (4.1) represents
TSO users. Check the
entry in the field labeled
ALLOW BLP? for TSO
users (TSU) to determine
if these users can use
BLP commands.
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5 If you determined in Step
4 that TSO users can
access tape volumes,
use the TSO Analysis
display (2.5) to find
which users have
MOUNT authority for
tape files. This powerful
combination should rarely
be permitted.
However, even if JES3
permits tape access
using BLP and there
are TSO users with
MOUNT authority, access
control software can still
forbid BLP. Review the
security considerations
to understand how to
proceed in this situation.

   

6 The STANDARDS
statement in the
initialization deck set
the TSU, STC, and
INTRDR CIPARM IDs.
The other CIPARM IDs
that are defined can be
active only if an operator
specifies the CIPARM ID
when he starts a reader
device, such as a card,
tape, or disk reader.
Review the other
CIPARM IDs to determine
if they conform with
data center standards.
Determine if the data
center has adequate
documentation that
defines the purpose, use,
and function of these
alternate CIPARM IDs for
batch jobs.

   

7 Note whether
JES3permits BLP for
operator-started tasks
(STC). Determine if
adequate documentation
is available to computer
operators that defines the
proper use and control of
BLP for started tasks.
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8 Note from the Computer
System Profile sheet if
the data center uses a
job accounting system.
If it does, check the
ACNT REQ? field on the
JES3 display to ensure
that JES3 requires
accounting information
and programmer names
for all CIPARM IDs
except TSU or STC. This
is because batch jobs
can be assigned (and
receive their parameters)
from any CIPARM ID
defined on the system.

   

9 Because batch jobs are
more difficult to account
for than TSO logons or
operator-started tasks,
check the NAME REQ?
field to see if JES3
requires users to enter
a programmer name for
batch jobs.

   

10 Split your screen
and browse the
JES3 member of
SYS1.PROCLIB. Locate
the JES3 initialization
deck input ddname
(which is always JES3IN)
and note the data sets
that it refers to. This is
the JES3 initialization
parameter file.

   

11 Use the Catalog (6.2) or
Volume File Scan display
(6.3) or your access
control software to
determine that the JES3
parameter data sets
that you found in Step
10 are protected from
unauthorized access and
modification.

   

JES2 Procedure Library Display Checklist
The z/OS procedure library (proclib) stores job control language for JCL procedure references and for console operator
started tasks.

NOTE

Because SMF exits and access control software can affect processing, see the Using section before you begin
your review. 
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This display (option 4.2) is available only on JES2 systems.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Determine the date and

time of the last IPL from
the System Overview
display (1.1).
To obtain the JES2
parameters specified at
IPL, obtain a copy of the
console log (SYSLOG)
from the Operations staff
and find the command
the operator used to start
JES2. It is in response
to a HASP426 SPECIFY
SYSTEM OPTIONS
prompt and begins with S
JES2.
We also recommend that
you request a systems
programmer or someone
in operations issue the
$DOPTSDEF JES2
command on the MVS
console for you. The
output of the $HASP820
message provides the
HASPPARM value
specified when JES2 was
started, along with other
information including the
startup option (FORMAT,
COLD, WARM) and
startup type actually
performed (FORMAT,
COLD, and so on).
Doing both will provide
a snapshot of how
JES2 was started at
IPL time and how it
is currently running.
Remember that under
certain circumstances, it
is possible to stop JES2
and restart it within the
lifespan of an IPL.
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2 Select the JES2 Proclib
Display (4.2) to review
the default proclibs.
If the S JES2 found in
Step 1 was not followed
by a comma and more
information, then go on to
Step 3.
Alternatively, you can
use the HASPPARM
value identified in the
$HASP820 message
if you have issued the
$DOPTSDEF command.
You can use whatever
HASPPARM value was
specified and enter that
additional information
in the field provided for
optional parameters
and press Enter. This
updates the display to
show the actual proclibs
JES2 used instead of the
defaults.

   

3 Use this Proclib display
to prepare a work paper
that notes the name
and location of each
procedure library.
Determine if adequate
documentation is
available that defines
the purpose, use, and
function of each proclib.

   

4 Use the Catalog (6.2),
Volume File Scan
display (6.3), or your
access control software
to determine if each
proclib noted in Step
3 is protected from
unauthorized access and
modification.

   

5 Use the JES2 Proclib
Display (4.2) to search
for references to
superzap (AMASPZAP,
HMASPZAP, INCORZAP,
and IMASPZAP). Note if
the load libraries that are
referenced for superzap
are APF-authorized.
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6 Use the JES2 Proclib
Display (4.2) to search
for references to powerful
restricted utilities, such
as IEHDASDR, FDR,
FDRDSF IEHATLAS,
IEHINITT, ICKDSF,
ADRDSSU, Resolve, and
Omegamon. You should
find these utilities only in
libraries restricted from
general access.

   

7 Use the JES2 Proclib
Display (4.2) to search
for the TIME=1440
parameter to detect jobs
that can execute without
time limits.

   

See the Auditor JCL Library Search Checklist items next for additional items to search for.

JCL Library Search Checklist
Use this option to analyze partitioned data set (PDS), partitioned data set extended (PDSE), Librarian, or Panvalet
libraries that contain JCL. Use the JCL Library Search option (4.3) to access this information.

NOTE

Because SMF exits can alter JCL processing, see the Using section before you conduct this review.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Obtain the names of your

production JCL libraries
from the Computer
System Profile.

   

2 Use the Search JCL
Libraries display (4.3) to
search for JOBLIB and
STEPLIB ddnames.

   

3 On the Selected JCL
Library Members display,
select, and browse a
sample of members that
contain references to
JOBLIB and STEPLIB
ddnames. Note if the
libraries they refer to
are production or test
libraries.
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4 Press PF3 to return to
the Search JCL Library
screen. Search for
JOBCAT and STEPCAT
ddnames.

   

5 On the Selected JCL
Library Members display,
select a sample of
members that refer to
JOBCAT and STEPCAT
ddnames. Ensure that the
catalogs they refer to are
appropriate.

   

6 Select a sample of
production JCL and
determine if standards
for comments, file
names, restartability,
documentation, and so
on, are followed.

   

JCL History Search Checklist
This function analyzes job-related information from SMF. You must have read access authority to SMF files. If log streams
are active, IXG2CON needs read authority to the log streams. This function is subject to the impact of SMF options and
exits. Use the Job History Search option (4.4) to access this information.

NOTE

before you conduct this review, see the Using section.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 The rate of abends in

the data center can
indicate how effective
the data processing
organization is in meeting
its goals. However, you
must determine how to
distinguish production
jobs from test jobs. Test
jobs must be excluded for
audit purposes.
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2 Determine from the Job
History Search display
(4.4) if any key systems,
such as IMS or CICS,
have abended. You
can usually identify
key systems from the
Subsystem Display (3.1).
Obtain job names from
the Operations staff or
the Search JCL Libraries
display (4.3) if you know
the library names of
production JCL libraries.

   

3 Take a sample of recent
production job history
and determine from the
display which jobs have
abended.
Determine if adequate
documentation is
available for operators,
which explains how to
recover from abends.

   

4 Determine from the
display if any 0Cx-series
abends for production
jobs, such as 0C7
abends, exist. These
are program checks
that can indicate that
program testing before
promotion to production
is insufficient.

   

5 Determine from the
display if any B37, 80A,
213, or 913 abends for
production jobs exist.
These error conditions
can indicate a problem in
the method that the data
center uses to control
production jobs.
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6 Determine from the
display if any 122 or 222
abends for production
jobs exist. These abends
are the result of operator
cancel commands.
Frequent cancels can
indicate operational
problems.
Check also for A22
abends, as these result if
the operator has issued
the FORCE command
to terminate an address
space. Frequent FORCE
usage might also indicate
operational problems.

   

7 Determine from the
display if any 322 or 722
abends for production
jobs exist. These
abends are the result
of automatic cancel
commands being issued
for the job when it has
exceeded installation-
specific and job class-
specific thresholds for
CPU time consumption
and JESx output lines.
Frequent instances of
either abend can indicate
problems with the
applications themselves
(CPU/printer loops), or
they might be normal
and acceptable, in which
case the job’s allowable
resource limits would
have to be reevaluated.

   

8 Note the start and
completion times
recorded for a sampling
of jobs in the operator’s
shift log or schedule.

   

9 Select a sample of the
jobs identified in Step
7. Verify that the start
and completion times
recorded for the job in
the shift log are the same
times recorded for that
job on the Job History
Search display (4.4).
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Program Information Checklists
To complete the checklists in this section, access the Program Information Menu by selecting option 5 from the Primary
Menu.

The audit tests described in these checklists analyze programs that z/OS processes. The checklists do the following:

• Program Origin Display
Review the program modules that z/OS libraries contain.

• Program Statistics
Analyze the contents of program libraries and the change control procedures in effect for those libraries.

• Program Compare
Review exit load modules and production source modules and verify the SMF records that journal changes to these
modules.

• Program History
Review the execution history of programs to ensure that data center policy is followed in the processing of key
programs.

• Program Freezer
Detect and review changes to source and load modules and libraries of exit programs and SVCs.

• Program Correlate
Identify the source modules associated with load modules and any load modules that do not have corresponding
source modules.

Use the W/P Ref column on these checklists to record a cross-reference to the work paper that documents your findings
about the aspect of z/OS that the checklist analyzes.

Program Origin Display Checklist
Use the Program Origin Display (5.1) to analyze z/OS libraries to determine what program modules they contain. You
must have read access to the library that you want to review.

NOTE

If you have multiple LPA libraries or an unauthorized linklist, see the Using section for additional information.

Auditor___________________________ Location___________________ Page____of____
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Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 z/OS link pack area (LPA)

library collects modules
to load into virtual storage
at the time of a z/OS
CLPA IPL.
To analyze, you first need
to identify all of the data
sets which together are
used to populate the LPA
area. The LPALSTxx
members specified at
IPL time through the
IEASYSxx IPL member
and possibly through
operator overrides are
used to specify these
libraries. You can obtain
this list by using the
Show LPA libraries
function (2.4.3).
Once you have this list,
survey the contents of
each LPALST library
including SYS1.LPALIB
using the Program Origin
display (5.1).
Remember that LPA can
be loaded from any APF-
authorized library, not just
SYS1.LPALIB. Be sure
to check the contents of
all LPA libraries. Note all
non-IBM and unknown
modules.
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2 Obtain the library
names of the Authorized
Program Facility (APF)
system libraries using
the APF Library Display
(2.4.1). These libraries
are critical to the security,
integrity, and control of z/
OS.
For now, exclude any
application program
load libraries that are
authorized because
they are included in the
system linklist.
Note: The APF Library
Display (2.4.1) shows
all libraries that are
presently marked APF.
This list can differ from
what might be specified
in the logical Parmlib
IEAAPFxx and PROGxx
members. Remember
that it is possible to
dynamically assign
APF authorization to
libraries not marked APF
at IPL using the MVS
SETPROG command
and other system utilities
such as SYSVIEW. If
you find that there are
changes that indicate
that one or more libraries
have been made APF-
authorized since IPL,
review the appropriate
change logs to ensure
that you can properly
account for these
changes.
Examine each APF
library using the Program
Origin display (5.1). Note
all non-IBM and unknown
modules. When unknown
names are detected,
enter the alias names
provided on the Program
Origin display (5.1) to see
if they relate to known
load modules.
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3 Reconcile the non-IBM
and unknown modules
found in Steps 1 and
2 with the program
products shown on
the computer system
profile. Verify that they
agree with vendor billing
records.

   

4 To detect IBM or other
program product modules
in application load
libraries, use the Program
Origin display (5.1) to
analyze each of the
libraries from the linklist
excluded in Step 2.
Because they are not z/
OS system libraries, all
modules shown should
be unknown to Auditor.

   

5 Select a sample of
libraries that belong
to Technical Support
personnel. Use the
Program Origin display
(5.1) to detect any
unauthorized copies
of program products.
Determine the purpose,
use, and function of any
such program modules.

   

Program Statistics Checklist
Use the Program Statistics display (5.2) to review information about program load modules.

WARNING

You must have read access for the program library that you want to analyze.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Detect superzap activity.

Search each of the key z/
OS libraries for zapped
modules. Verify that
changed modules agree
with change authorization
records and procedures.
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2 Find programs that are
really renamed utilities,
such as superzap.
Enter SORT DATE SIZE
to reorder the list of
programs according to
link-edit date and linked
size. If any programs
have the same date and
size as a utility, browse
the duplicate.

   

3 Determine compile and
linkedit dates.
Select a sample of
programs from the
production load libraries
that were linked during a
given time period. Verify
that the dates agree with
change authorization
records and procedures.

   

4 Identify the use of
subroutines in production
load libraries.
Select a sample of
programs from this
display to obtain CSECT
information on the
Program CSECT Display.
Note which subroutines
were used and verify that
adequate documentation
is available that defines
their purpose, use, and
function.

   

5 Gather information about
the size of load modules,
performance tuning, and
adherence to standards.
Select a library and
identify its smallest and
largest members to
ensure that they conform
to data center standards.
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6 Detect unwanted APF-
authorized programs in
application load libraries.
Obtain the library names
using the Link List Library
Display (2.4.2), and
then identify any APF-
authorized programs
using the Program
Statistics Display (5.2).
Repeat the test with a
sample of private load
libraries.

   

7 Evaluate the progress
of program conversion
projects that change
a system from one
programming language to
another.
Obtain the names
of libraries under
conversion from the data
center. Select a sample
of programs and note
the language displayed
for each. Calculate
completion figures and
compare your figures with
published status reports.

   

Program Comparison Checklist
Use the Program Comparison option (5.3) to compare two source programs or two load modules. Auditor automatically
selects the correct display. You must have read access authority to the libraries that contain the programs you want to
compare.

Auditor cannot perform comparison operations against load modules which are already loaded into the TSO address
space. Examples of such modules include Auditor itself, TSO modules, and ISPF/PDF modules.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Determine the names of

various exit modules and
the libraries where they
reside using the z/OS
Exits display (3.3).

   

2 Obtain archival copies of
these load modules, and
then use the Program
Comparison display (5.3)
to pinpoint differences.
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3 Search SMF records
for any evidence of an
update to the library of
any changed modules
using the File History
Search (6.5).
If available, use
information from the
Program Freezer (5.5)
to narrow the interval to
search for the jobs and
programs that updated
the libraries you found in
Step 2.

   

4 Verify that the information
you found in Steps 2 and
3 agrees with change
authorization records and
procedures.

   

5 Select a sample of
production source
programs. Obtain copies
of previous versions, and
then use the Program
Comparison (5.3) to
identify any differences.
Verify any changes
with work requests,
authorization forms, and
other documentation.

   

Program History Search Checklist
The Program History Search display (5.4) detects the execution of programs based on records that the system
management facility (SMF) collects. You must have read access to SMF files to use this function. If log streams are active,
IXG2CON needs read authority to the log streams.

NOTE

Because SMF exits and options can affect this display, see the Using section for more information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Note the execution of

powerful utilities such as
AMASPZAP, IEHATLAS,
and IEHINITT. Verify
that the purpose and
use of these utilities was
authorized.
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2 Detect execution of
backup programs such
as FDR, FDRDSF,
IEHDASDR, ICKDSF,
and ADRDSSU. This
indicates that the data
center follows their
backup and recovery
procedures.

   

3 Search for starts
and stops of JES2
(HASJES20), JES3
(IATINTK), IMS
(DFSMVRC0), and CICS
(DFHSIP) to verify that
the system availability
reports are accurate.

   

4 Select a sample of
programs that ended with
nonzero return codes and
determine if they ended
in error.
Review operator shift
logs to ensure that
any unusual endings
were reported. Look
for evidence that the
data center investigates
problems that are
reported.

   

5 Gather information about
abends that you can
search for on a program
and a job basis using
the Job History Search
display (4.4).

   

Program Freezer Checklist
Use the Program Freezer option (5.5) to detect changes to source and load programs and libraries.

NOTE

You must have read access to the libraries that contain the programs that you want to check.

Auditor___________________________ Location___________________ Page____of____
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Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Keep an archived copy

of the programs that are
easily misused, such as
user SVCs, exits, key
parameters, key JES
parameters, and security
software modules. This
practice lets you compare
versions of each program
and pinpoint changes.

   

2 View a list of active SMF
exits using the SMF
Analysis display (1.5).
Enter the F line command
next to entries that you
want to track. Review the
exit’s change summary
to find out if the program
changed.

   

3 If the exit you selected
for review was frozen
during a previous review,
determine whether the
exit was changed since
the last review. Verify that
these changes agree with
the change procedures
and authorization
records.

   

4 If the exit’s location
changed, determine
whether this change
is the result of an
intervening IPL using the
z/OS System Overview
display (1.1). If the exit’s
size changed, review the
SMP/E data to determine
if the change was applied
through SMP/E.

   

5 Compare library
members to the list of
global CSIs using the
SMP/E Analysis display
(2.3). Use the F line
command to freeze one
or more of the entries
listed.
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6 If the library or program
that you selected for
review was frozen during
a previous review,
determine whether the
library changed since the
last review. Review the
change log to compare
the current and previous
versions. Note any link-
edit changes or changes
in the number of library
members. Verify that
these changes agree with
the change procedures
and authorization
records.

   

7 Compare program
updates to the CSI
list using the Program
Updates Selection
screen (2.4.6). This
assumes that IDR data
is available to you. Use
the F line command to
check one or more of the
entries listed. Review
the program’s change
summary to find out if the
program changed.

   

8 If a program was frozen
during a previous review,
review the program’s
change log to compare
the current and previous
versions. Note any
changes that Auditor
detected. Verify that
these changes agree with
change procedures and
authorization records.

   

9 Determine whether
changes to source code
are the result of changes
to members in the logical
Parmlib using the Parmlib
Information display (2.1).
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10 Check the system log
to determine whether
changes in the operator’s
IPL parameters are
responsible for the
changes that Auditor
detected.
If both the address and
length of the program
changed, this is probably
the reason. Because an
IPL can cause modules
in storage to move
to a new location, we
recommend that you use
the batch facility to freeze
all memory-resident
modules after each IPL.
This practice lets you
distinguish between
actual changes to the
code and changes that
are the result of an IPL.
You can use automated
scheduling software such
as Scheduler or CA 7 to
perform these audit tasks
on a regularly scheduled
basis.

   

11 Determine the names
and libraries of exit
modules using the
System Exit Display (3.3).
Use the F line command
to freeze one or more of
the entries listed. Review
each module’s change
summary to find out if it
changed.

   

12 If an exit module was
frozen during a previous
review, determine
whether the module
changed since the last
review.
Review the module’s
change log to compare
the current and previous
versions. Note any
changes that Auditor
detected. Verify that
these changes agree with
change procedures and
authorization records.
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13 Determine the names
and types of SVCs using
the SVC Analysis Display
(3.7). Select the type
3 and 4 SVCs on the
FLPA, MLPA, and LPA
displays (3.4 and 3.5),
and perform a library
search for SVC types.

   

14 Enter the F line command
next to the SVCs that you
want to track. Review the
SVC’s change summary
to determine whether the
SVC changed.

   

15 If the SVC was frozen
during a previous review,
determine whether
Auditor detected any
changes since the last
freeze. Review the SVC’s
change log to compare
the current and previous
versions. Verify that any
changes agree with the
change procedures and
authorization records.

   

16 To see a list of APF-
authorized programs,
use the Get Program
Statistics display (5.2).
Enter the F line command
next to entries that you
want to track. Review
the program’s change
summary to determine if
the program changed.

   

17 If the program you
selected was frozen
during a previous review,
determine whether it
changed since then.
This assumes that IDR
data is available and
that SMP/E applied the
changes. Review the
program’s change log to
compare the current and
previous versions. Note
any misused program
zaps or subsequent link-
edits. Verify that these
changes agree with
change procedures and
authorization records.
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Program Correlation Checklist
Use the Program Correlation display (5.6) to identify load modules that lack corresponding source code. The source
and load libraries both must be partitioned data sets (PDS) or partitioned data sets extended (PDSE) and use the same
module names.

NOTE

You must have read access to the libraries that you want to compare.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Identify production

program load libraries
using the Link List
Library Display (2.4.2).
Obtain the names of the
corresponding production
source libraries from
Operations personnel.

   

2 Determine the names of
load modules that lack
corresponding source
programs using the
Program Correlation
display (5.6).

   

3 Obtain the names of
production source and
load libraries that are not
in the system linklist from
Operations personnel.

   

4 Determine the names of
load modules that lack
corresponding source
programs using the
Program Correlation
display (5.6).

   

File Information Checklists
To complete the checklists in this section, you use options from the File Information Menu. You access this menu by
selecting option 6 from the Primary Menu.

The audit tests described in these checklists analyze the way that z/OS processes files. The checklists do the following:

• File Integrity Analysis
Analyze the integrity of the z/OS system password, detect irregularities in load libraries, and review the accuracy of the
VTOCs of data center disk packs.

• Catalog File Scan
Review the names and locations on disk of the z/OS libraries, detect any changes in their location or security
exposures, and determine the reasons for any changes made.

• Volume File Scan
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Analyze the disk packs, verify their VTOCs, and evaluate their use and protection.
• File Comparison

Review differences in applications or system data files.
• File History Search

Review the SMF records that journal access, updates, and other operations on z/OS system or production applications
data files.

• File Freezer
Review the efficiency of the data center’s change-control practices.

Use the W/P Ref column on these checklists to record a cross-reference to the work paper that documents your findings
about the aspect of z/OS that the checklist analyzes.

File Integrity Analysis Checklist
Use the File Integrity Analysis functions (6.1) to detect structural problems. For library analysis, you must have read
access authority to the library that you want to analyze. The other functions only require VTOC access.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Validate the entire

password system using
the Password Integrity
Analysis display (6.1.1).
Before you conduct
your review,review
the information about
integrity analysis.

   

2 Note any files that are
marked as password
protected but do not have
corresponding protection
characteristics record in
the PASSWORD file. Use
the Password Integrity
Analysis display (6.1.1).

   

3 Determine if the
password protection
bit was zapped of any
file using the Password
Integrity Analysis display
(6.1.1).
If this occurred, an entry
in the PASSWORD
file exists but the
corresponding bits are
not set in the file’s VTOC.
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4 If the PASSWORD file
analysis performed
in Steps 1 through 3
determined that no
PASSWORD file exists,
verify that no files
were found marked as
password-protected.

   

5 Determine the names
of the critical system
libraries using the Key
z/OS Libraries display
(2.4).
To look at data sets
within the logical Parmlib,
use the Parmlib Show
Datasets display (2.1.3).
To test each library,
use the Library Integrity
Analysis display (6.1.2).
Note any load errors that
are detected in these
libraries.

   

6 Select a sample of disk
volumes using the Find
Hardware Information
display (1.2).
Analyze each of these
volumes to identify
structural problems using
the Disk Volume Analysis
display (6.1.3).

   

Catalog File Scan Checklist
The Catalog File Scan display (6.2) performs complex searches of the z/OS system catalog, and then refers to the
appropriate VTOCs. You do not need access to any individual data files.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Obtain the names and

volume serial numbers
of each APF library using
the APF Library Display
(2.2.1).

   

2 Verify that the information
from Step 1 agrees with
the cataloged volume
serial number using the
Catalog File Scan display
(6.2).
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3 Prepare a work paper
that documents the
current disk pack volume
of each z/OS library on
the z/OS system catalog.
Include logical Parmlib,
LPA, proclib, and the
linklist libraries.

   

4 Determine from previous
reviews if any of
these files are on
different volumes than
before. Determine the
purpose, function, and
authorization for any pack
movements detected.

   

5 If the data center uses
date or password
protection, select a
sample of high-level
qualifiers and use the
Catalog File Scan (6.2)
to find expired dates and
unprotected files.

   

Volume File Scan Checklist
The Volume File Scan display (6.3) performs complex searches of disk pack VTOCs. You do not need any access
authority for individual data files.

The Volume File Scan function can also help locate almost any kind of data set by its characteristics. For example, to help
locate all the load libraries on user packs that can contain unlicensed software; you could construct a batch job with a
mask for the volume name and specify RECFM U DSORG PO for PDS data sets and RECFM U DSORG PO-E for PDSE
data sets.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Obtain the volume serial

numbers of a sample
of online disk packs
using the Find Hardware
Information display (1.2).
Include representatives
of all device types in your
sample.
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2 Analyze each pack
using the Volume File
Scan (6.3). Note any
uncataloged files.
Select a sample of these
files and use the Catalog
File Scan (6.2) to find out
if a cataloged copy exists.
Determine the purpose,
use, and function of the
uncataloged copy.

   

3 Analyze the SYSRES
volume using the Volume
File Scan display (6.3).
Note the creation and
expiration dates of
SYS1.NUCLEUS,
SYS1.LOGREC, and the
other system files that
appear. Verify that this
information agrees with
data center records.

   

4 Note the number of
extents recorded for each
file that you reviewed
in the previous step.
Determine if any are
close to exceeding the
16-extent maximum for
PDS data sets (120 for
PDS/E) which can hang
up the system.
Also, be aware that
certain system files such
as the logical Parmlib
consist of concatenated
PDS/PDSE data sets and
as such are subject to a
maximum extent limit of
120 DASD extents for the
entire concatenation. For
example, with the logical
Parmlib, exceeding this
limit could cause one
or more libraries to be
discarded or, worse yet,
could cause the IPL to
fail.

   

5 Determine if any of the
files reviewed in Steps
1 through 4 were not
accessed in the last
six months. Files used
so infrequently should
be archived to tape to
conserve expensive disk
pack space.
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File Comparison Checklist
The File Comparison display (6.4) detects differences in application or system data files.

NOTE

You must have read access authority to the files that you want to compare.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Note any module that

changed since the
last review using the
Parmlib Member Status
display (2.1.2). Browse
the member to note
the particular data set
containing that member.

   

2 Determine exactly what
was changed in the
current logical Parmlib
data set using the File
Comparison display (6.4)
and an archival copy of
the appropriate logical
Parmlib data set.

   

3 If Parmlib changes were
found in Steps 1 and 2,
search SMF for updates
to the appropriate logical
Parmlib data set using
the File History Search
display (6.5).

   

4 If changes were found in
Steps 1 through 3, verify
that these changes agree
with the data center’s
change authorization
records and procedures.

   

5 Obtain the names of
key production files
from the Operations
staff. Compare current
and archive copies of
the files using the File
Comparison display (6.4).
Note changes detected
by the comparison.

   

6 Select a sample of these
changes and reconcile
with input transactions.
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File History Search Checklist
The File History Search display (6.5) detects access, update, and other operations performed on z/OS system or
production application data files. The search is based on records that the system management facility (SMF) collected.

NOTE

You must have read access to SMF files to use this function. If log streams are active, IXG2CON needs read
authority to the log streams. See the Using section for additional information.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Obtain the names of z/

OS system files using
the Key z/OS Libraries
display (2.4).
To look at data sets
comprising the logical
Parmlib, use the Parmlib
Show Datasets function
(2.1.3) to obtain this list.

   

2 Scan SMF files or
log streams to detect
accesses to and updates
of these files and libraries
using the File History
Search display (6.5).
Verify that these updates
agree with change
authorization records and
procedures.

   

3 Obtain the names of key
system files from the data
center staff. To detect
access to these files, use
the file History Search
(6.5). Note the job name,
program name, date,
time, and type of access
for each file.

   

4 Verify that the information
about file access that
you obtained in Step 1
agrees with Operation’s
schedules and shift logs.

   

5 Determine if any of the
file accesses found in
Step 1 were by programs
other than the normal
production programs,
such as superzap or test
programs.
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File Freezer Checklist
The File Freezer function (6.6) determines if changes were made in production data files, PDS directories, and
subsystems.

NOTE

You must have read access authority to the file that you want to review.

Auditor___________________________ Location___________________ Page____of____

Approved__________________________ CPU________________________ Date__________

Step Description W/P Ref Finding Remarks
1 Obtain the names of

master files that are
supposed to be read-
only. Use the F line
command to freeze the
files. Prepare a work
paper that documents
information about the
frozen master files.

   

2 Refreeze the master
files that were frozen
during previous reviews
using the Select Batch
Functions display (0.4.2).
Note any changes
detected.

   

3 If you found modifications
to the master files in
Step 1, search SMF for
additional information
using the File History
Search display (6.5).
Verify the purpose and
authorization of any
changes.

   

4 Freeze SYS1.PROCLIB
and any other procedure
libraries by entering
the F line command on
the JES Proclib Display
(4.2). If you detect any
changes, determine
that they agree with
change procedures and
authorization records.
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5 Check the JES
parameters.
Determine if you have
JES2 using the System
Overview display (1.1). If
so, split your screen and
use ISPF/PDF Browse to
review the JES2 member
of SYS1.PROCLIB.
A HASPPARM DD
statement should exist,
unless the operator starts
JES with a HASPPARM=
parameter.
Check the console
operator’s log (SYSLOG).
The data set that the
JES ddname refers to
contains the parameters.
Enter the F line command
next to it to freeze that
data set.

   

6 Freeze the z/OS Master
Scheduler JCL using the
F line command.
Find and freeze all
members that begin
with MSTJCL in
SYS1.LINKLIB using
the Program Statistics
Display (5.2).
Repeat this step for all
members that begin
with MSTJCL that
reside in the actual
SYS1.PARMLIB data set
(not the logical Parmlib).
If you encounter
identically named
members in both
SYS1.LINKLIB and
SYS1.PARMLIB,
remember that z/
OS will first search
SYS1.PARMLIB, followed
by SYS1.LINKLIB.
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7 Freeze the Subsystem
Name Table. Subsystem
names (SSN) are defined
to z/OS through a
number of methods as
follows:
The IEFSSNxx logical
Parmlib member or
members that are
processed at IPL.
After IPL through the
MVS SETSSI command.
Program products such
as SYSVIEW. Other
program products such
as ACF2 dynamically
create SSN definitions as
needed.
List all such SSN names
defined on your system
using the Subsystem
Display (3.1). You can
also use it to display
the active additional
SSN names dynamically
added since IPL.
Identify the IEASYSxx
system parameter list
used at IPL and then
all of the IEFSSNxx
members it references
using the Parmlib MAP
function (2.2.1).
Freeze all such members
to identify future changes.
To ensure that all SSN
names defined are
proper and that dynamic
changes (if any) were
logged, you can also
identify and reconcile
those SSN names active
on your system that were
not defined through the
IEFSSNxx logical Parmlib
members.
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8 Obtain a list of active
subsystems on the
system using the
Subsystem Display (3.1).
If you have an archived
copy of the source code,
use the B line command
to browse the program
and compare the two
versions. Note any
changes that you or the
peer reviewer detects.
Verify that any changes
you find agree with
change procedures and
authorization records.

   

9 If an archived copy of any
file that you checked is
available, use the File
Comparison option (6.4)
to determine what was
changed. Verify that
these changes agree with
change procedures and
authorization records.

   

ESM Information Checklists
To complete the checklists in this section, use the options from the ESM External Security Manager Analysis menu. To
access this menu select option 7 from the Primary Menu.

The Audit tests described in these checklists analyze the controls which affect how your ESM is implemented on your
system:

• ESM Security Exit Analysis
Analyze the total security system environment, including the system authorization facility (SAF) environment and the
installation-specific ESM environment in use on your system. The focus is on user exit points that, if present, can
customize or alter the processing of SAF and ESM-specific security calls.

• ESM Security File Analysis
Analyze the manner in which security-related files are specified to your ESM, as well as the specific data sets in use on
your system.

• ESM SAF Resource Class Analysis
Analyze the active SAF resource classes, known as the class descriptor table (CDT). IBM documents standard SAF
resource class definitions. Many characteristics of these should not be altered because they impact security.

Use the W/P Ref column on these checklists to record a cross-reference to the work paper that documents your findings
about the aspect of z/OS, SAF, and your ESM that the checklist analyzes.

ESM Security Exit Analysis Checklist
Use each of the five sub-functions (1 - SAF exits, 2 - OMVS/SAF exits, 3 - PDAS exits, 4 - ESM exits, and 5 - SAF Router)
to analyze the complete exit configuration on your system.
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NOTE

For complete information about exits, see the Using section.

Step Description W/P Ref Finding Remarks
1 Validate the presence of

general SAF-related exits
using the Base SAF Exits
function (7.1.1).
An exit can alter
processing of SAF
security calls through
alteration of the SAF
request parameter list
or through bypassing
invocation of the ESM
for processing of the
request.

   

2 Validate the presence of
any OMVS/SAF-related
exits using the OMVS/
SAF Exits function (7.1.2)
An exit can alter
processing of SAF
RACF Callable Services
requests through
alteration of the Callable
Service request
parameter list or through
bypassing or altering
the results of the ESM
invocation.

   

3 Validate the presence of
any PDAS-related exits
using the PDAS Exits
function (7.1.3)
An exit can alter
processing of SAF
PDAS (Policy Directory
Authorization Service)
requests through
alteration of the Callable
Service request
parameter list or through
bypassing or altering
the results of the ESM
invocation.
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4 Validate the presence of
any ESM-specific exits
using the ESM Exits
function (7.1.4).
This function behaves in
an ESM-specific manner.
It tests the version and
release of the ESM
that your installation is
running and performs an
audit using the known
exit points available
for that version/release
combination. This is
useful when your shop
upgrades the version
of the ESM to identify
if a new exit point is
available.
An ESM exit may be
less restrictive with the
security functions it gets
invoked for. For example,
a SAF-specific exit will
not get invoked for an
ESM-specific security
function, whereas an
ESM-specific exit point
may get invoked for both.
The capabilities of exit
points vary, but they
can alter the specific
parameter lists and/
or alter the results of a
specific security function.
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5 For any exit points
found, identify the
libraries containing;
the executable code
installed and used on this
system, the actual source
code used to assemble/
compile the exit points.
Use the “A” Access
command and other
ESM-specific means to
verify that the libraries
are properly secured
and that access is
properly limited. Validate
installation procedures
to ensure that proper
change control promotion
procedures exist and are
followed. Have someone
that is technically
knowledgeable in the
areas of z/OS internals
and ESM externals and
implementation review
the exit source code
to ensure that it does
what it is intended to do.
Use the Auditor freezer
functions to freeze all of
the libraries and refreeze
them on a regular basis
to recognize changes.
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6 Ensure that the proper
SAF router program is
used on your system; use
the SAF Router Module
analysis function (7.1.5).
This function will note the
ESM executed on your
system and compare the
executing SAF router
module to the version
proper for execution
on your system. If your
installation’s ESM is
either ACF2 or Top
Secret, the normal
SAF router module is
SAFRTSFR. If your
installation’s ESM
is RACF, or if your
installation is not running
any ESM, the expected
SAF router module
is ICHSFR00. The
presence of a different
SAF router module
indicates that your
installation has either
chosen to write an
installation-specific SAF
router module or some
process has dynamically
altered the active SAF
router module to use a
different module. If an
installation-specified SAF
router module is present,
the libraries containing
the executable code
and the source code
should be identified and
reviewed.
If an unexpected SAF
router module is present
it should be reviewed
because of the possibility
that it is a threat to the
integrity of the operating
system.

   

ESM Security Exit Analysis
Use the ESM Security File Analysis function (7.2) to analyze the security files used by executing ESM on your system.

This function is ESM-specific about the types and numbers of security files used. For example:

• ACF2 installations can specify security data sets with a specific startup DDSN Group
• RACF installations can specify a single security file in the master scheduler JCL, multiple pairs of primary/backup data

sets via the data set name table, or a single primary/backup pair via master console operator WTOR replies at startup.
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When you execute the 7.2 ESM Security File Analysis function take note of:

• The ESM initialization date. This should be the same date as the IPL date. If they differ, this infers that the ESM was
stopped and restarted after the IPL. Verify through console change log requests why this was done; if no loggings were
recorded, find out the reason behind the stop and restart and verify operational procedures. If Auditor is not able to
ascertain the ESM initialization date, N/A appears.

• Whether the ESM has been restarted. With some ESMs, Auditor is able to identify if the ESM was stopped and
restarted. If it has it specifies YES. If it cannot it specifies NO or N/A.

• Whether the ESM was automatically started via standard means. Normally the ESM is automatically started. This is an
accepted best practice. If the ESM is started manually, the timing of the ESM initialization vary from IPL to IPL. Audit
the ESM invocation for each IPL because the ESM could be started in different manner for each.

• The security files. Take note of the different types of files. For example, Top Secret can utilize a separate Audit/
Tracking data file which the other ESM products do not have. For each file, use the ACCESS line command to validate
security controls protecting the file.

Determine how the security files are specified to the ESM. For:

• ACF2, if the ACF2 address space started with the S ACF2 command what overrides are present on the command? If
automatically started within the CAISECxx/CAIACFxx members is a DDSN group specified? Are hardcoded security
file definitions included within the actual ACF2 procedure.

• If running Top Secret, all files generally must be specified via DD statements within the TSS procedure. Verify the
procedure library containing the TSS procedure and ensure that it is properly controlled.

• If running RACF, the primary and backup files can be specified via:
– Master JCL’s SYSRACF DD statement
– Console operator WTOR’s if the installation allows the operator to specify the primary/backup file name during

RACF startup, or preferably via the data set name table.
If the operator is allowed to specify the file names at RACF initialization time, ensure that a regular audit is performed
for each startup of RACF to ensure that the operator specifies the proper security file names. If a data set name table
is used, locate the:
– Library containing the loadable data set name table module
– Loadable data set name range table
– Source code for each.
The data set name range table is required when a data set name table is used. This defines which set of primary/
backup data sets contain a specific security record based on key range. Improper modification of this table could cause
RACF to look to an incorrect security file when attempting to locate a security record.

Baseline Analysis Checklist
To complete the checklist in this section, access the Baseline Analysis menu by selecting option 8 from the Primary Menu.

The tests described in this checklist analyze how baseline analysis is implemented on your system.

Use this feature for historical comparison of selected Auditor function output.

Step Description W/P Ref Finding Remarks
1 Determine whether

EXAMMON can be used
on your system.

   

2 Create the skeleton JCL
used in the automatic
batch job submission
processing with function
0.6.1.
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3 Create members
EXAMBASE, SYSIN, and
SYSTSIN with function
0.6.2.

   

4 Create a POLTJS
member responsible for
determining how often
a baseline capture is
executed and how often
baseline compares are
performed.

   

5 Start EXAMMON.    
6 Run the APF List Library

Display (2.4.1) function.
   

7 Verify that every defined
APF authorized library is
valid.

   

8 Issue the ‘BASELINE’
keyword to save the
output.

   

9 Automatically run a
comparison against the
baseline for function 2.4.1
at specific intervals.

   

z/OS UNIX Information Checklist
To complete the checklist in this section, access the z/OS UNIX Analysis menu by selecting option 9 from the Primary
Menu.

The tests described in this checklist analyze how UNIX analysis is implemented on your system.

Use the ESM Security File Analysis functions (9.1.x) to analyze z/OS UNIX on your system.

Step Description W/P Ref Finding Remarks
1 Determine if EXAMMON

is suitable for your
system. For information,
see the Technical
Reference.

   

2 Use the UNIX Summary
Analysis function
(9.1.1) to determine the
BPXPRMxx members in
use.

   

3 Record the BPXPRMxx
members chosen at IPL
in order of their suffix
values.

   

4 Use the Parmlib analysis
functions (2.1.1, 2.1.2,
and 2.1.3) to audit the
selected BPXPRMxx
members.
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5 Identify if any of the
BPXPRMxx members
have changed since IPL.

   

6 Record mounted file
systems and their status
found with the 9.1.2
function.

   

7 Record information on z/
OS UNIX controls found
with the 9.1.3 function.

   

8 Record information on
general z/OS UNIX
options found with the
9.1.4 function.

   

9 Record information on
physical file systems
(PFS) and their use by z/
OS UNIX found with the
9.1.5 function.
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Reporting
Details how to use reports, including demand and continuous reporting modes.

This article explains how to manage reports based on the analysis that Auditor provides. 

You can produce reports of the analysis information that Auditor provides on displays. When you request report
information from Auditor, it stores that information in a spool-resident data set. Auditor reports are separate from the ISPF/
PDF listing file.

You specify report options in your user profile that determine what Auditor does with the report that you produce. You can
set your report options to:

• Print your Auditor report automatically at the conclusion of your Auditor session.
• Hold the report information so that you can copy the information into a data set to browse, edit, use as input for another

application, or otherwise manipulate.

You can change your report options at any time. The options take effect when you begin your next Auditor session.

Specify Report Processing Options

You can specify preferences for the report destination, SYSOUT class, and whether you want the report to print in
uppercase characters only.

1. From the Primary Menu, select option 1.
The Management Information menu is displayed.

2. Select option 3.
The Select Report Options screen is displayed.

3. Set the fields for how you want to process your reports.

Create Reports

You can create reports when you are online or in batch. You cannot enter the REPORT command from help. If you display
help information after you enter the REPORT ON command, Auditor does not include those help screens in the report.

To create reports in batch, use the batch job facility (0.4). The reports are routed to SYSOUT or a sequential data set of
your choice.

Demand Reporting Mode

In demand reporting mode, the system writes the entire display to the report data set. When the display is in table form,
the report contains the entire table, not just the portion you see on the screen at the time that you issue the command.

This feature selects only the displays you want to include in your report. If you do not enter the REPORT command for a
particular display, Auditor does not include that display in the report.

Continuous Reporting Mode

In Continuous Reporting Mode, the system includes all information presented by the analysis functions. You do not have
to enter additional commands.

When you enter REPORT ON on the command line, Auditor enters continuous reporting mode. From that point, the
system includes all information that is presented by the Auditor analysis functions. You do not have to enter additional
commands. This report is the same as if you entered this command on every display that you wanted to include.
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You can enter REPORT OFF on the command line to suspend continuous reporting. You can turn continuous reporting on
again with the REPORT ON command. In this way, you can include information displayed in selected intervals, ensuring
that no important reports are left out.

When you use REPORT ON and REPORT OFF, Auditor includes the displays where you enter these two commands in
the report.

Move Report Information to a Data Set

TSO deletes the spool-resident data when it moves the data to the disk-resident data set. The new data overwrites any
data already residing in the disk-resident data set. Be sure that you requested all of the report information that you want to
include before you issue the TSO OUTPUT command.

1. Exit your Auditor session.
2. Go to ISPF/PDF option 6, TSO Command Processor.
3. Enter STATUS userid
userid

Your TSO user ID.
The system displays the job information for your session:
IKJ56211I JOB userid (TSU.xxxxxx) EXECUTING

xxxxxx
The job number for your TSO session. Make a note of this job number.

4. Enter OUTPUT userid (Txxxxxx)PRINT(EXAMINE) CLASS(A)
xxxxxx

The job number for your TSO session noted in Step 3. CLASS(*) means Auditor uses the same class as the
MSGCLASS of your TSO session.

The report is moved to a disk-resident data set. TSO does not display a message to confirm that the report was
moved. The reports are now stored in the data set: userid.EXAMINE.OUTLIST

userid
Your TSO user ID.

EXAMINE
The name of the data set.

OUTLIST
The data set suffix that the OUTPUT command assigned to the data set.

Use ISPF/PDF option 1, Browse, to review this data set.

Print Report Information from a Data Set

You can print the userid.EXAMINE.OUTLIST data set just as any other data set.

Example: Printing a Report

This example uses the TSO PRINT command from the ISPF/PDF TSO command processor:

PRINTDS EXAMINE.OUTLIST DEST(printer-ID)

printer-ID
The JES destination ID of the printer you want to print the data set. The information that is defined by
DEST(printer-ID) is optional. If you do not enter this information, the report is routed to your default JES
destination.
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Redirect Reports

If you want your Auditor reports to go directly to a sequential data set or PDS member, allocate the data set to DDNAME
EXAM$OUT. This is the same ddname Auditor uses to print its output when executing in batch, and it overrides the last
four options on the Select Report Options panel.
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Messages
 Auditor includes the following messages:

• General information messages
• Warning messages 
• Terminating error messages
• Session initialization messages
• Additional LTDAnnnn messages that pertain to product components, subtask manager processing, and so on

General Information Messages (Return Code 00)
This section lists general information messages that Auditor can issue during termination.

INST-000
VOLUME volser CONTAINS nnnn FREE CYLINDERS

Reason:

This is the number of free cylinders available on the disk pack selected for Auditor. This message is presented before
and after the allocation of the Auditor libraries. You can compute the total space used from the difference between the two
values.

Action:

None.

INST-010
Auditor FILES ARE NOW BEING ALLOCATED

Reason:

The installation program is dynamically allocating space for all of the Auditor disk libraries.

Action:

None.

INST-012A
THE VOLUME= SYSIN CARD COULD NOT BE FOUND

Reason:

The install VOLUME control statement is not required if your site allows allocations without a volume specification, for
instance, with DF/SMS ACS routines determining a storage class that determines target storage group volumes. If your
site does not support allocations without a volume specification, you can specify a volume to avoid dynamic allocation
errors or allocations to a temporary work pack.

Action:

None.
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INST-012C
VOLUME WILL BE DETERMINED BY SYSTEM DEFAULTS

Reason:

The install VOLUME control statement is not required if your site allows allocations without a volume specification, for
instance, with DF/SMS ACS routines determining a storage class that determines target storage group volumes. If your
site does not support allocations without a volume specification, you can specify a volume to avoid dynamic allocation
errors or allocations to a temporary work pack.

Action:

None.

INST-020
RELOADING IS COMPLETE FOR THE dsname FILE

Reason:

The indicated data set was successfully loaded from the distribution tape onto disk.

Action:

None.

INST-030
Auditor PROGRAMS ARE NOW BEING LINK-EDITED

Reason:

The linkage editor program, IEWL, is dynamically called to create the Auditor load modules from the object files distributed
on the Auditor distribution tape. The programs are placed in the prefix.EXAMINE.LOAD program library.

Action:

None.

INST-034
HEWL NOT FOUND (xx) CA AUDITOR CANNOT BE LINKED

Reason:

The linkage editor or binder entry point HEWL was not available in LPA or linklist to create Auditor load modules.

Action:

Locate the linkage editor and make it available using a joblib DD statement.

INST-035
UCBSCAN RETRY FAILED; USING IOSVSUCB

Reason:

The installation program uses the UCBSCAN macro to locate the UCB for input and output devices to conform device
characteristics. This lets you install using devices that were dynamically configured. If the input/output configuration
of your z/OS system changes while the UCBs are scanned, the scan is stopped and restarted. If this occurs five times

 451



 Auditor for z/OS 12.1

without completing the scan or locating the UCB required, the older IOSVSUCB services locates the UCB, and this
message is issued.

Action:

If installation subsequently fails, attempt installation again when dynamic reconfiguration is not occurring. If there are no
other indications of failure, you can ignore this message.

INST-040
INSTALLATION OF Auditor IS COMPLETE

Reason:

The product tape was successfully installed. Auditor is ready for execution.

Action:

None.

INST-050
ZAP MEMBER xxxxxxxx IS APPLIED

Reason:

The corrective maintenance named was applied to the installed copy of Auditor.

Action:

None.

INST-060
INPUT TAPE VOLSER IS nnnnnn

Reason:

Auditor no longer checks the input product tape VOLSER to accommodate sites that want to transfer the product to other
media for off-site storage or to minimize foreign (other-site) mounts (to minimize drive, media, or virus problems, or to
assign in-house VOLSERS for automated tape management) and so forth. This message lets the installer verify that their
operations staff mounted the correct VOLSER.

Action:

Confirm that the VOLSER listed is the tape VOLSER you want Auditor installed from.

INST-070
VOLSER:vvvvvv DSN ddddddddddddddddddddddddddddd

Reason:

This message, issued after message INST-010, indicates the data set name generated from the prefix you specified and
the VOLSER returned by the dynamic allocation SVC.

• vvvvvv
• VOLSER number.
• ddddddddddddddddddddddddddd
• Data set name.
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If the volume you requested is SMS-managed, SMS can allocate the data set on a volume other than the one you
requested. Depending on the level of SMS installed, the allocation SVC can return a VOLSER of *SMS* instead of the
real VOLSER, because VOLSER has little meaning when under SMS control. In that case, however, messages INST-071
and INST-072 are issued. INST-070 is not issued for temporary data sets needed only for the installation process. The
data sets are always cataloged, so you do not need to be concerned whether Auditor runs when SMS allocates them to a
different volume.

Action:

No action is required. This message is for information only.

INST-071
DATASET IS SMS-MANAGED; VOLUME MAY CHANGE IN THE FUTURE

Reason:

After the Auditor installation program allocates data sets, it uses the catalog to locate the data set and then obtains the
data set DSCB, where flag byte DS1SMSFG is checked for the value DS1SMSDS, indicating that the data set is SMS-
managed. If the data set is SMS-managed, this message warns that SMS can move the data set in the future. You should
use the catalog (do not specify a volser) to allocate the data sets for use.

Action:

No action is required. This message is for information only.

INST-072
INITIALLY PLACED BY SMS ON VOLSER: xxxxxx

Reason:

When data sets Auditor installation allocated are SMS-managed, this message appears whenever the DASD VOLSER
that SMS places them on changes.

Action:

No action is required. This message is for information only.

Warning Messages (Return Code 04)
This section lists warning messages that Auditor can issue.

INST-001
THIS Auditor TAPE DOES NOT SUPPORT THE xxxxxxxx LANGUAGE

Reason:

You selected a national language that is not available for Auditor.

Action:

Contact Broadcom Support.

INST-002
THIS Auditor TAPE DOES NOT CONTAIN FILES FOR THE xxxxxxxx LANGUAGE

Reason:
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The national language selected is not contained on your distribution tape.

Action:

Contact your Broadcom account manager.

INST-003
THE SPECIFIED CLIST TYPE IS INVALID AND WILL BE ALLOCATED WITH RECFM=FB

Reason:

You specified an invalid CLIST record format type. You must specify CLISTs as FIXED or VARIABLE. FIXED is the default.

Action:

Specify a valid CLIST record format (FIXED or VARIABLE).

INST-004
THE DBASE1 FILE ALREADY EXISTS. IT WILL NOT BE RE-ALLOCATED

Reason:

Auditor retains user and system status information in the user profile database, prefix.EXAMINE.DBASE1. This library
was already present on the specified disk pack. The installation program does not create a new one. Instead, it assumes
that it should retain the current database for use with the new Auditor version.

Action:

This message is normal for users who are upgrading their Auditor version. No action is required.

INST-005
SUPERZAP UPDATE ID xxxxxxxx FAILED. SOME FUNCTIONS OF Auditor MAY BE LIMITED.

Reason:

An attempt to apply corrective maintenance to Auditor failed.

Action:

Contact Broadcom Support for assistance.

If the superzap update ID begins with PANZAP, Auditor functions properly. However, some Panvalet messages might not
be properly formatted. If the superzap update ID begins with TC, an important fix was not applied. Auditor continues to
function, but some options might not work properly.

INST-007
AMASPZAP NOT FOUND (rc). NO SUPERZAP UPDATES WILL BE DONE.

Reason:

The AMASPZAP system utility was not available to Auditor at installation time. This usually is because AMASPZAP was
removed from the linklist libraries. Auditor uses AMASPZAP (superzap) to apply current maintenance to itself during the
installation process. The Auditor installation process continues.

Action:
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Unless other, more severe errors occurred, Auditor is installed. However, current maintenance is left out of the product. If
the reason code (rc) for the message is 04, you can reinstall Auditor by supplying a STEPLIB DD statement for the load
library that contains AMASPZAP. If the reason code is greater than 04, contact Broadcom Support for assistance.

Reason Codes for ACF2 Warnings
The LPA analysis functions verify that module relationships that are expected in an ACF2-protected system are present
and functioning. Auditor compares various z/OS and ACF2 module linkages found in the running system to those that
ACF2 expects. Auditor reports any deviation that it detects in this comparison by displaying the RECOMMENDED FOR
REVIEW message.

If a flagged entry is selected and the review recommendation was made because an ACF2 validation failed, a message
displays on the detail panel. This message identifies ACF2 and contains a numeric reason code that describes the
specific type of condition encountered. Each reason code is a two-digit number.

• 04
ACF2 introduces several routines that perform access validations before permitting z/OS to answer a request for
certain resources. For example, before a user is permitted to scratch a data set using SVC 29, ACF2 first verifies
that the user has allocate access to that data set. The validation-before-service sequence is established by routing
various z/OS service requests through a corresponding ACF2 validation routine. If an ACF2 validation routine cannot
be located, ACF2 assigns reason code 04 to the corresponding z/OS service.
This reason code usually indicates that ACF2 was not properly installed on the system. However, it can also occur
when ACF2 modules or linkages are modified after ACF2 is started.

• 08
When ACF2 performs preliminary validations for a z/OS service, it continues based on the user’s access authority to
the designated resource. If the user does not have the appropriate access authority, ACF2 denies the request, and the
requested service is not performed. However, if the user has the proper access authority, ACF2 forwards the request
to z/OS by passing control to the z/OS service routine that was in control at the time ACF2 was started. ACF2 expects
that this routine is a standard z/OS module that adheres to IBM naming conventions. If the routine found at the virtual
storage address given control by ACF2 does not appear to be a copy of the distributed z/OS module, ACF2 assigns
reason code 08 to the corresponding z/OS service.
This reason code can indicate that another program product or locally developed interface altered or intercepted a z/
OS service routine before ACF2 startup. Although this does not generally affect the operation of ACF2, data center
personnel should be aware of the objectives of all local programming that alters the operation of standard z/OS
services.)*

• 0C
In several cases, ACF2 provides z/OS with the address of an access validation routine that must be executed before
the associated z/OS service routine receives control. For example, the z/OS SCRATCH SVC (29) is updated to point
to an access validation routine that ensures that a requester has allocate access to the data set to be deleted. If the
address of the first module to receive control in the SCRATCH process is different from the address of the access
validation routine, ACF2 assigns reason code 12 to the corresponding z/OS service.
This reason code indicates that a program product or locally developed interface removed or preempted the security
functions the ACF2 validation routine provided. Although the operation of ACF2 is not necessarily affected, data center
personnel should be aware of the objectives of all local programming that alters the operation of the security system.

• 10
When ACF2 is started, it locates all of its validation routines using standard system services such as the LOAD SVC.
When multiple copies of a given ACF2 validation routine are present, the version selected is the one returned using
the standard z/OS module search sequence. If at any time a search for the same ACF2 validation routine retrieves a
different LPA-resident module, that is, a module at a different common storage location, ACF2 assigns reason code 16
to the corresponding ACF2 or z/OS service.
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This reason code indicates that the data center attempted to dynamically install ACF2 maintenance using a dynamic
LPA update facility such as that provided in various system modification libraries and in some program products. ACF2
does not permit maintenance to be introduced in this fashion. In general, ACF2 operation should not be affected.

• 14
ACF2 validation routines reside in PLPA, but the data center can place them into MLPA or FLPA. If an LPA-resident
validation routine is found to reside in virtual storage not associated with LPA, ACF2 assigns reason code 20 to the
corresponding ACF2 or z/OS service.
This reason code usually indicates that ACF2 was not properly installed. When ACF2 detects that its validation
routines are not resident in LPA, it dynamically loads and activates them in an alternate common storage area.
However, data center personnel should review the ACF2 installation job output to determine the validity of the ACF2
installation process.

• 18
In an unmodified z/OS system, the and z/OS services, for which ACF2 provides resource access validation routines,
reside in LPA. This includes all combinations of the PLPA, MLPA, and FLPA subsets of LPA. If a z/OS service routine
resides in a virtual storage area outside of the LPA boundaries, ACF2 assigns reason code 24 to the corresponding z/
OS service.
This reason code indicates that a program product or locally developed interface replaced or modified the associated
z/OS service before ACF2 was started. Although the operation of ACF2 is not necessarily affected, data center
personnel should be aware of the objectives of all local programming that alters the operation of z/OS services.

Terminating Error Messages (Return Code 08)
This section lists messages that Auditor can issue during termination.

INST-901
THE SYSLIN DDNAME COULD NOT BE FOUND

Reason:

The installation program was executed in an unsupported manner.

Action:

Review the installation program JCL stream in the section “Non-SMP/E Installation.” Contact Broadcom Support for
assistance.

INST-902
THE DEVICE TYPE IS NOT TAPE

Reason:

The installation program is not executed from the Auditor distribution tape, as is required.

Action:

Execute the installation program using the Auditor distribution tape.

INST-904
THE SYSLIN DSNAME IS INCORRECT

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Reason:
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The SYSLIN data set name does not refer to the AUD.EXAMINE.LOADER distribution tape data set. Message INST-904A
provides the incorrect dsname.

Action:

Ensure that the SYSLIN DD name of the installation JCL refers to the file named AUD.EXAMINE.LOADER on the Auditor
distribution tape.

INST-904A
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

Reason:

The SYSLIN data set name does not refer to the AUD.EXAMINE.LOADER distribution tape data set. Message INST-904A
provides the incorrect dsname.

Action:

Ensure that the SYSLIN DD name of the installation JCL refers to the file named AUD.EXAMINE.LOADER on the Auditor
distribution tape.

INST-905
THE TAPE DOES NOT HAVE STANDARD LABELS

Reason:

Something other than the Auditor distribution tape was mounted. Auditor tapes always have standard labels.

Action:

Execute the installation program using the Auditor distribution tape.

INST-906
OPEN WAS UNSUCCESSFUL FOR ddname

Reason:

The installation program did not open the disk-resident library data set even though it was successfully allocated. This
could be the result of an access denial by the data center’s access control software. An S913 abend often indicates
access denial.

Action:

Contact Broadcom Support for assistance.

INST-909
UNABLE TO OPEN xxxxxxxx FILE AT TAPE LABEL SEQUENCE nn, ABEND CODE=aaa, REASON CODE=yy

Reason:

The system open routine abended while opening the (xxxxxxxx) file on the product tape. The file is at the label number nn
on the tape. The abend code is aaa, and the accompanying reason code is yy.

Action:

Retain all job-related messages, particularly those with an IEC prefix. Contact Broadcom Support.
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INST-911
THE REQUIRED PREFIX= CARD COULD NOT BE FOUND

Reason:

You did not provide a PREFIX control statement.

Action:

Supply a PREFIX statement to qualify the data set names Auditor allocates.

INST-913
ERROR ATTEMPTING TO READ TAPE DIRECTORY

Reason:

The installation program could not read the Auditor tape directory.

Action:

Contact Broadcom Support.

INST-914
THE SPECIFIED VOLUME COULD NOT BE FOUND

Reason:

The disk pack specified in the VOLUME control statement is not mounted.

Action:

Specify a different disk pack in the VOLUME statement.

INST-915
THE INTERNAL TAPE DIRECTORY IS IN ERROR

Reason:

The installation program failed to process the Auditor tape directory.

Action:

Contact Broadcom Support.

INST-916
ERROR DURING LSPACE (SVC 78) PROCESSING

Reason:

The installation program failed to complete space calculations.

Action:

Contact Broadcom Support.
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INST-917
A DYNAMIC ALLOCATION ERROR HAS OCCURRED --- TYPE=ttttt

EC=eeee,IC=iiii, VOL=vvvvvv,DSN=data.set.name

Reason:

The installation program encountered an error while allocating or deallocating space for the Auditor libraries.
TYPE can be ALLOC or DEALC. The SVC99-supplied error code (EC) and information code (IC), volume serial number
(VOL), and data set name (DSN) display.

Action:

Investigate the supplied error code (EC) and information code (IC) as documented in the IBM publication z/OS MVS
Programming:Authorized Assembler Services Guide. Contact Broadcom Support.

INST-917A
EC=eeee,IC=iiii, VOL=vvvvvv,DSN=data.set.name

Reason:

The installation program encountered an error while allocating or deallocating space for the Auditor libraries.
TYPE can be ALLOC or DEALC. The SVC99-supplied error code (EC) and information code (IC), volume serial number
(VOL), and data set name (DSN) display.

Action:

Investigate the supplied error code (EC) and information code (IC) as documented in the IBM publication z/OS MVS
Programming:Authorized Assembler Services Guide. Contact Broadcom Support.

INST-918
UNABLE TO FIND BASE FILE ENTRY FOR xxxxxxxx

Reason:

This message indicates a packaging error. The installation program failed to find its base language files during multiple
language support processing.

Action:

Contact Broadcom Support.

INST-919
THERE IS NOT ENOUGH SPACE ON REQUESTED VOLUME volser

Reason:

The specified disk pack volume does not have enough space to install Auditor.

Action:

See requirements information in the installation content for additional information.

INST-920
DATASET ALREADY EXISTS ON REQUESTED VOLUME - dataset
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Reason:

The installation program found that Auditor already exists on the specified disk volume.

Action:

Change the PREFIX name specified or delete the old files and rerun the installation job. The installation program does not
delete or update existing libraries.

INST-921
DATASET REQUESTED AS NEW BUT ALREADY EXISTS - data.set.name

Reason:

The installation program found that the Auditor data set that it was attempting to allocate was already allocated to the job
step. This can occur if a DD statement for the data set exists in the job stream. Do not use any additional JCL (other than
that specified in the installation procedure).

Action:

Update the JCL stream accordingly and rerun the job. The installation program does not update or delete existing
libraries.

INST-922
UNABLE TO FIND TAPE DIRECTORY ENTRY FOR FILE SEQUENCE NUMBER nn

Reason:

The installation program failed to process the distribution tape’s internal directory properly.

Action:

Contact Broadcom Support for assistance.

INST-923
ERROR OCCURRED DURING RELOAD OPERATION - STATUS CODE=xx

Reason:

The installation program failed to load an Auditor library file successfully from the distribution tape.

Action:

Contact Broadcom Support.

INST-924
UNABLE TO FIND TAPE DIRECTORY ENTRY FOR THE CLIST FILE

Reason:

The installation program failed to find the distribution tape directory entry for the CLIST file.

Action:

Contact Broadcom Support.
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INST-925
I/O ERROR on TAPE FILE dddddddd, SEQ. xx, BLKSZ=bbbbb, LRECL=lllll

Reason:

This message supplements INST-927 and is caused by a tape I/O error. The low-level qualifier of the file data set name
(dddddddd), the sequence number (xx), the block size (bbbbb), and logical record length (lllll) for the file display.

Action:

Contact Broadcom Support.

INST-926
AN ERROR HAS OCCURRED DURING ALLOCATION PROCESSING - SEE PREVIOUS MESSAGES FOR DETAILS

Reason:

An error occurred during dynamic allocation. One of the following allocation error messages precedes this message:
INST-917, INST-919, INST-920, INST-921, INST-928.

Action:

See the appropriate message for more information.

INST-927
jobname, job-step name, unit, TA, SYSLIN, operation, error description, relative block number, QSAM

Reason:

An I/O error was encountered on tape. Message INST-925 also appears to indicate which tape file incurred the error. The
installation process is terminated.

Action:

Contact Broadcom Support.

INST-928
DATA SET IS ALREADY CATALOGED - data.set.name

Reason:

The installation program found that the Auditor library already existed in a system catalog. The installation program does
not delete or update existing libraries.

Action:

• Take one of the following actions:
• Change the prefix name specified and rerun the installation job.
• Rename the files to create a backup copy and rerun the installation job.
• Uncatalog the old files and rerun the installation job.
• Delete and uncatalog the old files and rerun the installation job.

INST-929
MAXIMUM NUMBER OF ZAP MEMBERS EXCEEDED
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Reason:

Nineteen zaps were already applied to Auditor. This is the maximum number of zap members permitted.

Action:

Contact Broadcom Support.

INST-930
BLDL ERROR IN ddname LIBRARY, RC=nn

Reason:

The program library the DD statement identified could not be processed. The ddname refers to the LIBRLOAD DD
statement for Librarian or the PANLOAD DD statement for Panvalet. The BLDL service returned an unexpected return
code value.

Action:

Check the LIBRLOAD or PANLOAD DD statement to ensure that the proper program library was designated.

INST-931
MODULE xxxxxxxx MISSING FROM LIBRARY DEFINED BY ddname DD STATEMENT

Reason:

A Librarian File Access Interface Routine (FAIR) or Panvalet Access Method (PAM) module could not be located in
the program library the DD statement defined. The  ddname refers to the LIBRLOAD DD statement for Librarian or the
PANLOAD DD statement for Panvalet. The installation program terminates.

Action:

Obtain the correct Librarian or Panvalet program library from your data center’s Technical Support. Insert this name in the
LIBRLOAD or PANLOAD DD statement, respectively. Rerun the installation job.

INST-932
DSNAME FOR ddname CANNOT BE OBTAINED

Reason:

The installation program requires the data set name associated with the indicated  ddname, but cannot get it. The
installation program terminates.

Action:

Contact Broadcom Support.

INST-933
ERROR OCCURRED WHILE LINK-EDITING CA AUDITOR PROGRAMS, HEWL RETURN CODE xx

Reason:

The link-edit of one or more Auditor programs failed. The return code from the linkage editor was xx.

Action:

Contact Broadcom Support.
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INST-934
HEWL NOT FOUND (rc). CA AUDITOR CANNOT BE LINKED.

Reason:

The installation program uses the name HEWL to call the linkage editor. The return code (rc) indicates what type of
problem occurred when the installation program tried to locate HEWL.

Action:

The linkage editor might not have the alias HEWL at your site, or it was removed from the system’s linklist libraries. In the
latter case, supply an appropriate JOBLIB or STEPLIB DD statement and rerun the job. Otherwise, contact Broadcom
Support.

INST-935
EPDSN MUST BE SPECIFIED IF EPVOL,EPJSCAT,OR EPFAIL IS SPECIFIED.

Reason:

An EPVOL, EPJSCAT, or EPFAIL control statement was provided in the SYSIN file to the Auditor installation program,
but no EPDSN control statement was provided. The data set name of the Auditor parameter file must be specified if the
VOLSER, JOBCAT/STEPCAT options, or failure options are specified.

Action:

Supply an EPDSN control statement or remove any EPVOL, EPJSCAT, or EPFAIL control statements from the SYSIN file.

INST-936
STATUS CODE xx RECEIVED WHILE LOADING CNFGZAP CONFIGURATION ZAP

Reason:

An error occurred while loading the CNFGZAP configuration zap, which installs parameters specified in the EPDSN,
EPVOL, EPJSCAT, EPFAIL control statements specified in the SYSIN file of the Auditor installation program.

The status code (xx) is as defined next. (The function associated with the status code is shown in parentheses.)

• CE
Control statement in error (LOAD)

• DE
DCB error (STOW)

• DF
Directory is full (STOW)

• DM
Duplicate member (STOW).

• ID
Inconsistent DCB (LOAD/EOF)

• IM
Illegal member name (LOAD)

• IO
I/O error (STOW)

• NA
No add card read before member data (LOAD)

• OE
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OPEN error (OPEN)
• SE

Insufficient storage (STOW function)
• UF

Unsupported function code

Action:

Contact Broadcom Support.

Session Initialization Messages
This section lists messages that Auditor can issue during session initialization. The IDs for these messages are in the
following form:

STRT-nnn

STRT

Identifies the EXAMSTRT CLIST.

  nnn

STRT-000
ALL DATASETS HAVE BEEN RECONCATENATED SUCCESSFULLY

Reason:

The appropriate Auditor data sets were successfully integrated with the user’s current ISPF/PDF libraries.

Action:

You can begin an Auditor session.

STRT-001
INVALID LOAD LIBRARY; THE LOAD LIBRARY NAME MUST END IN CAJOLOAD

Reason:

It is possible that an Auditor installation error occurred. The EXAMSTRT command found that the Auditor load library
had a name that did not end in a recognized suffix. The name has to end in CAJOLOAD. Startup processing was not
successful.

Action:

Rename the existing Auditor load library so that its name ends in CAJOLOAD.

STRT-002
dsn IS IN USE BY YOU OR ANOTHER USER AND CANNOT BE ALLOCATED

Reason:

The EXAMSTRT command found that the Auditor library named was held for exclusive use by another user. EXAMSTRT
always allocates Auditor data sets as shared. There can be a user with DISP=OLD specified in a logon procedure for that
library. EXAMSTRT concatenation processing was not successful.

Action:
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Determine which user has the needed data set allocated DISP=OLD.

STRT-003
VOLUME vol IS NOT MOUNTED; dsn CANNOT BE ALLOCATED

Reason:

The disk volume containing the Auditor libraries is not online. Startup processing was not successful.

Action:

Ensure that the Auditor libraries are cataloged to the correct volume and that the volume is online.

STRT-004
dsn IS NOT CATALOGED; IT MUST BE CATALOGED

Reason:

EXAMSTRT found that an Auditor data set was not in an available system catalog. Startup processing was not successful.

Action:

Catalog the library.

STRT-005
dsn IS NOT ON VOLUME vol

Reason:

EXAMSTRT found that one of the Auditor data sets was not on the indicated volume. Startup concatenation processing
was not successful.

Action:

Ensure that the Auditor libraries are cataloged to the correct volumes.

STRT-008
AN UNKNOWN ALLOCATION ERROR NUMBER nnn OCCURRED ON dsn

Reason:

The LTD2STRT program cannot dynamically allocate the named library. EXAMSTRT concatenation processing was not
successful.

Action:

Investigate the problem using the dynamic allocation failure reason codes listed in the IBM publication z/OS MVS
Programming Authorized Assembler Services Guide. Contact Broadcom Support for assistance.

STRT-013
dsn IS OPENED AND CANNOT BE FREED

Reason:

The identified data set is presently open and in use by the user of the EXAMSTRT command. Therefore, the data set
cannot be released at this time.
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Action:

Attempt to log on again and issue the EXAMSTRT command when the TSO READY prompt appears.

STRT-016
INVALID PROGRAM PARAMETER--NOT IN FORM 'PAN=PANVALET.LOAD.LIBRARY'

Reason:

The parameter value specified when LTD2STRT was called should be null (if Panvalet is not used) or should specify the
Panvalet load library that contains the module PVPVLAMS.

Action:

See the content about interfacing with other products for more information about specifying parameter values.

STRT-017
RDJFCB ERROR.DDN=aaaaaaaa-nnn,RC=rrr, AC=ccc

Reason:

A problem occurred when LTD2STRT attempted to read a JFCB for a data set with the ddname aaaaaaaa. The decimal
number nnn refers to the nth data set in the concatenation for that ddname. The values of RC=rrr and AC=ccc show the
R15 return code and the ARLRCODE values describing the error.

Action:

Call Broadcom Support for assistance.

STRT-018
EXAMSTRT MUST BE EXECUTED FROM READY MODE

Reason:

You must invoke the EXAMSTRT CLIST that acquires Auditor data sets from TSO READY mode. You receive this
message if you attempt to invoke this CLIST from ISPF/PDF.

Action:

Exit ISPF/PDF and reenter the EXAMSTRT request in response to the TSO READY prompt.

Additional Auditor Messages
This section contains additional messages, including LTDAnnnn messages that pertain to product components, subtask
manager processing, and so on.

LTDA0001
Auditor Authorized Component is initializing

Reason:

The EXAMMON address space is starting.

Action:

None.
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LTDA0002
Auditor has located prior invocation data

Reason:

The EXAMMON address space had been previously started and stopped; it saves configuration/operational data in a
global storage control block to facilitate subsequent restarts.

Action:

None.

LTDA0003
Auditor has (re)established cross memory linkages.

Reason:

The EXAMMON address space is now available for Auditor usage.

Action:

None.

LTDA0009
Auditor Authorized Component now available

Reason:

The EXAMMON address space is now available for online and baseline processing.

Action:

None.

LTDA0010
Auditor Authorized Component quiescent in progress

Reason:

A STOP (P EXAMMON) command has been issued to stop the EXAMMON address space. This message is issued to
acknowledge this command

Action:

None.

LTDA0011
Auditor Subtask Manager detached

Reason:

As part of EXAMMON termination, the subtask manager task has been detached.

Action:

None.
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LTDA0020
Auditor Authorized Component ends normally

Reason:

As part of EXAMMON termination, the authorized component has ended.

Action:

None.

LTDA0021
Auditor Authorized Component not APF Authorized - terminating

Reason:

An attempt to start the EXAMMON address space has failed because the LTDAUTH program is not authorized.

Action:

APF-authorize the library containing the LTDAUTH program, or use the LTDPCOPY sample job to copy the necessary
modules into an existing APF-authorized library. Once complete, restart the EXAMMON address space.

LTDA0022
Auditor Authorized Component - Error allocating ECSA - terminating

Reason:

As part of the first-time initialization of EXAMMON, it attempts to allocate a small (1K) block of above-the-line ECSA
storage. The storage obtain request failed.

Action:

Normally this is representative of a more serious system problem - exhaustion of CSA/ECSA storage. Diagnose and
resolve that problem first and then attempt to start the EXAMMON address space.

LTDA0023
Auditor Authorized Component - Error creating Name/Token - terminating

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0024
Auditor Authorized Component - Error from ETCON - terminating.

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.
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LTDA0025
Auditor Authorized Component - Error from Storage Obtain - terminating

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0026
Auditor Authorized Component - Error from Subtask Mgr Att - terminating

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0027
Auditor Authorized Component - active instance found - terminating

Reason:

The EXAMMON address is starting and has determined the EXAMMON program set is currently executing in another
address space. Only one active instance of the program is permitted per z/OS image. The address space will terminate.

Action:

None.

LTDA0030
Auditor Subtask Mgr initialization in progress

Reason:

As part of EXAMMON initialization, EXAMMON initializes the subtask manager.

Action:

None.

LTDA0031
Auditor Subtask Mgr Posted for shutdown

Reason:

A stop request for the EXAMMON address space was issued; EXAMMON is stopping the subtask manager component.

Action:

None.
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LTDA0032
Auditor Subtask Mgr notified of nnnnnnnn termination

Reason:

A stop request for the EXAMMON address space was issued; as part of orderly shutdown processing, EXAMMON’s
subtask manager requests that all processing subtasks quiesce activity and complete. The subtask manager received
notification that the nnnnnnnn subtask has normally completed.

Action:

None.

LTDA0033
Auditor Subtask Mgr attach of nnnnnnnn complete

Reason:

During EXAMMON initialization, the subtask manager starts up the necessary processing subtasks. This message
indicates that the subtask manager has received notification of the orderly initiation of the nnnnnnnn subtask.

Action:

None.

LTDA0038
Auditor Subtask started too many times

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0039
Auditor Subtask Mgr now terminating

Reason:

A stop request for the EXAMMON address space was issued; the subtask manager is terminating normally.

Action:

None.

LTDA0100
Auditor Policy Management is starting

Reason:

During EXAMMON initialization, EXAMMON attempts to start up the policy management subtask to determine if baseline
historical analysis is desired.

Action:
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None.

LTDA0101
Auditor Policy Member 'POLTJS' not found

Reason:

During EXAMMON policy management initialization, the policy manager subtask was able to determine that the POLICY
file was defined, but that it did not contain the required POLTJS member. Policy Management will attempt to locate the
member at the next interval.

Action:

Supply a valid POLTJS member in the POLICY file.

LTDA0102
Auditor Policy Timer Resolution invalid, using 5 minutes

Reason:

An invalid time interval value within the RESOLUTION record was encountered. EXAMMON policy management
processing continues, using a defaulted value of five minutes.

Action:

If the five minute resolution value is acceptable, no further action is required. Otherwise, correct the error within the
RESOLUTION record. The new value will become effective when read on expiration of the interval.

LTDA0103
Auditor Policy limited to 30 entries - Record ignored

Reason:

The EXAMMON policy is limited to a maximum of 30 active entries; more were encountered. The additional records are
ignored.

Action:

Correct the policy definitions within the POLICY file and restart the EXAMMON address space.

LTDA0104
Auditor Policy - ffff failed for: nnnnnnnn

Reason:

EXAMMON policy management processing was able to open the POLICY file, but a BLDL or FIND request for the
nnnnnnnn member failed.

Action:

Examine the POLICY file and determine why the missing member could not be found. The EXAMMON address space will
attempt the request at expiration of the appropriate interval as defined by policy currently in effect.

LTDA0110
Auditor Policy Dataset not available
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Reason:

The EXAMMON address was started without a POLICY DD statement. Baseline historical processing is unavailable.

Action:

If baseline historical processing was not desired, this condition is therefore normal and can be ignored. If, however,
baseline historical processing was desired, a POLICY file must be defined, prepared, and added to the EXAMMON
procedure. Do so as necessary and restart the EXAMMON address space.

LTDA0111
Auditor JES Internal RDR not defined

Reason:

The EXAMMON address space was started with a POLICY DD statement inferring that baseline historical processing was
to be activated. In order to perform this processing, however, the INTRDR DD statement must be defined, and it must be
allocated to a valid JESx internal reader. An open attempt for the INTRDR DD statement was made and it failed.

Action:

Check the EXAMMON JCL procedure to see if a valid DD statement exists for an internal reader. Correct the procedure
as necessary and restart the EXAMMON address space.

LTDA0112
Auditor Policies will not be activated

Reason:

The EXAMMON address was started without a POLICY DD statement and/or an INTRDR DD statement. Baseline
historical processing is unavailable.

Action:

If baseline historical processing was not desired, this condition is therefore normal and can be ignored. If, however,
baseline historical processing was desired, a POLICY file must be defined, prepared, and added to the EXAMMON
procedure. Do so as necessary and restart the EXAMMON address space.

LTDA0120
Auditor Policy Error - Function Invalid

Reason:

A function name specified on a function record could not be identified.

Action:

Check the function records within the POLICY file and ensure that all specify valid, supported function names.

LTDA0121
Auditor Policy Error - Type must be 'A' or 'B'

Reason:

The type specification in a function record was something other than ‘A’ (autobaseline) or ‘B’ (baseline). This function
record is discarded.
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Action:

Correct the error in the function record. The corrected record will be read at expiration of the Resolution Interval.

LTDA0122
Auditor Policy Error - Interval Invalid or Out of Range

Reason:

A time interval specified on a function record was found to be out of range. This function record is ignored.

Action:

Correct the error in the function record. The corrected record will be read at expiration of the Resolution Interval.

LTDA0123
Auditor Policy Error - Interval Type Invalid

Reason:

A policy interval value within a function record was found to be invalid. This function record is ignored.

Action:

Correct the error in the function record. The corrected record will be read at expiration of the Resolution Interval.

LTDA0124
Auditor Policy Error - JCL Member Name starts with a blank

Reason:

The name of the member containing the execution JCL skeleton for this function record was found to be invalid; it began
with a blank character. This is invalid, and the function record is ignored.

Action:

Correct the error in the function. The corrected record will be read at expiration of the Resolution Interval.

LTDA0139
Auditor Policy Error - Following record discarded (2 lines)

Reason:

The EXAMMON policy manager detected an error in one of the policy file records. The image of the record in error
is displayed on the two lines (40 characters each) following the message. The record is discarded, and EXAMMON
processing continues, minus the noted policy file record.

Action:

Determine the cause of error with the policy file record, make corrections as necessary. The corrected record will be read
at expiration of the Resolution Interval.

LTDA0199
Auditor Policy Management is ending

Reason:
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An error was detected as identified by a prior message or a stop request for the EXAMMON address space was issued;
the policy manager is terminating normally.

Action:

Determine if this is a desired condition such as Historical Baseline processing is not desired or a shutdown of the
EXAMMON address space was requested. Take action as necessary to achieve the desired functionality.

LTDA0250
Auditor PSH Task Recovery not set

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0251
Auditor PSH Task Recovery not disabled

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0261
Auditor Dump Request failed

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0262
Auditor Dump Request completed

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0263
Auditor CALLRTM failed

Reason:
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An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0264
Auditor will attempt PSH Task Retry

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.

LTDA0260
Auditor PSH Task has entered recovery

Reason:

An internal processing error occurred.

Action:

Gather all pertinent documentation, including messages, logs, dumps, and contact Broadcom Support.
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Additional Resources
Includes educational resources, product references and support information.

This article provides resources to assist you in maximizing your product experience, including information about
education, webcasts, product support resources, and product maintenance.

Education and Training

The following educational resources are provided:

• Mainframe Training
• Mainframe Course Catalog
• Mainframe Education Community
• Accessing Broadcom Mainframe Product Education: Quick Reference
• Broadcom Mainframe Division YouTube Playlist (requires a Google account)

Product Support

To view product details, go to Broadcom Support, under Software select Mainframe Software, All Products, search by
product name, and select Product Details.

Maintenance

Use the following resources to obtain more information about maintaining Auditor:

• Broadcom Mainframe Product Maintenance Solutions List
• Recommended Service for z/OS (CARS)
• Migrate SMP/E Environments into z/OSMF

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration.

• Broadcom Mainframe Product Lifecycle Page

User Communities

Consult your peers, reach out to subject matter experts, and read the latest technical insights and information in our global
communities:

• Auditor Community
• Broadcom Mainframe Community

Social Media

Through the following Broadcom Mainframe Software channels, we share information that provides value to our
mainframe community, including events, blog posts, eBooks, analyst reports, and more:

• LinkedIn
• Twitter
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Documentation Legal Notice
This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred
to as the “Documentation”) is for your informational purposes only and is subject to change or withdrawal by Broadcom
at any time. This Documentation is proprietary information of Broadcom and may not be copied, transferred, reproduced,
disclosed, modified or duplicated, in whole or in part, without the prior written consent of Broadcom.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or otherwise make
available a reasonable number of copies of the Documentation for internal use by you and your employees in connection
with that software, provided that all Broadcom copyright notices and legends are affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the
applicable license for such software remains in full force and effect. Should the license terminate for any reason, it is your
responsibility to certify in writing to Broadcom that all copies and partial copies of the Documentation have been returned
to Broadcom or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, BROADCOM PROVIDES THIS DOCUMENTATION “AS
IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL
BROADCOM BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT,
FROM THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST
INVESTMENT, BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF BROADCOM IS EXPRESSLY
ADVISED IN ADVANCE OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and
such license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is Broadcom Inc.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the
restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)
(3), as applicable, or their successors.

Copyright © 2005–2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its
subsidiaries. All trademarks, trade names, service marks, and logos referenced herein belong to their respective
companies.
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