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Announcements and News
New Security Advisories Consolidated CSV File

Broadcom now offers a .CSV file that contains a consolidated list of security advisories affecting all supported
Broadcom mainframe products. This file lets you easily search the Common Vulnerabilities and Exposures (CVE)
information. You can also access the Security Advisory articles that include more details and context about
the security or integrity exposure. Broadcom updates this file daily. For CSV download instructions, see this
Broadcom Support article (login required).

Mainframe Technical Exchanges: June and October 2023
Join us for the Mainframe Technical Exchanges in person in Plano, Texas (June 13-15) and virtually on October
3-5. Connect with Mainframe Experts who share the latest technical education and product demos and respond
to your questions and feedback. These no-cost educational events are a great way to network with peers and
experts from across the globe.
Bookmark this page for current registration and event information.

Custom Maintenance Acquisition Interface
Use the Create Service Order Online Interface to order, download, and receive maintenance packages for
Broadcom mainframe product solutions. This option is more streamlined than using the SMP/E Internet Service
Retrieval batch JCL option and requires no firewall changes.

Direct Product Acquisition into z/OSMF
A new GIMZIP download option is available to acquire a portable software instance from a secure Broadcom
download server directly from z/OSMF. To determine if your product is GIMZIP enabled, see Mainframe Products
using z/OSMF for Software Management.

Consolidated Product Lifecycle Overview
Use the new Broadcom Mainframe Product Lifecycle Page to determine the end-of-service (EOS) or end-of-life
(EOL) support dates for Broadcom mainframe products and releases. This information is useful when planning
installations and upgrades.

Chorus Software Manager (CSM) End of Life
As part of our ongoing commitment to customer success and to help our customer base achieve their strategic
business initiatives, we are investing our resources in z/OSMF for software management. We are discontinuing
technical support for CSM effective June 30, 2023. Thereafter, CSM will have limited functionality. In accordance
with the terms and conditions, guidelines, and parameters of the Broadcom support program, which is
documented in the Broadcom Software Maintenance Policy Handbook, this announcement provides written
notification of End of Life for CSM. For full details, see the End of Life Announcement. If you do not have CSM
installed, we recommend that you install z/OSMF to manage your software. For installation and usage details, see
the IBM documentation and the Broadcom product installation best practices at techdocs.broadcom.com.

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To
migrate existing environments, see Migrate SMP/E Environments to z/OSMF.
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Release Notes
Includes new feature descriptions, product compatibility details, and third-party software agreements.

The release notes explain the key features and details for Web Administrator for z/OS Version 15.0.

Web Administrator  lets you administer ACF2 and Top Secret in a browser-based user interface (UI).  Web Administrator 
simplifies administration of your external security manager (ESM) by including many native commands and fields and
decreases the learning curve for new administrators.

New Features
The new features in this  Web Administrator  release offer you increased flexibility and efficiency. We release features
using PTFs for simple installation.

ACID Archive (Top Secret)

The Archive into Data Set option lets you specify the data set where the commands to generate an ACID are to be written.
If the specified data set is not defined, it is allocated. If this value is not specified, the commands to generate this ACID
appear in the Output area.

This functionality lets you automatically generate archival and restore procedures and commands when a security
administrator removes a user. Removing a user includes the deletion of the user security record with all associated
user profile data as well as data set and resource permissions that give the user-specific access rights. Each removal
generates archival commands that you can use to restore the user to an original status, if needed.

ACID Management (Top Secret)

ACID management lets you simplify the process of creating and modifying a user ACID. You can now compare two
ACIDs. This comparison lets you identify differences between two ACIDs. You can then use this information to add or
remove user privileges to a user.

You can also model an existing user ACID so that  Web Administrator  displays the commands necessary to create a user
ACID with the same configuration.

Date and Time Stamp

Web Administrator  now displays a date and time stamp in each window in the web interface. The default format for this
stamp is as follows:

yyyy-MM-dd  hh:mm:ss

Logon ID Archive (ACF2)

This release includes the Archive into Data Set option whereby you can specify the data set where the commands to
generate a logon ID is to be written. If the specified data set is not defined, it is allocated. If this value is not specified, the
commands to generate this logon ID appear in the Output area.

This functionality lets you automatically generate archival and restore procedures and commands when a security
administrator removes a user. Removing a user includes the deletion of the user security record with all associated
user profile data as well as data set and resource permissions that give the user-specific access rights. Each removal
generates archival commands that you can use to restore the user to an original status if needed.
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Logon ID Management (ACF2)

This release includes functionality to simplify the process to create and modify a logon ID. You can now compare two
logon IDs. This comparison lets you identify differences between two logon IDs. You can then use this information to add
or remove user privileges to a user.

You can also model an existing logon ID so that  Web Administrator  displays the commands necessary to create a user
logon ID with the same configuration.

Match Limit Support (Top Secret)

This release includes match limit support. Match limit support lets you specify to lob all activity by an ACID until the
number of events reaches the global MATCHLIM value (1 through 65535). This field applies to audit records, base fields,
and privileged user ACID subheadings.

Password Management

You can now change your password using text boxes in the main Login window.

Record Options (ACF2)

This release of  Web Administrator  offers the following support:

GSO OPS Record

Common Criteria Evaluation Mode
Specifies that ACF2 calls ICSF to externally perform encryption services for all required situations (AES, DES,
3DES, RSA/DSA, SHA-1, SHA-256, and so on). When NOEVALMODE is set, ACF2 performs encryption without
changes to the current process. The ACF2 field name is EVALMODE.

ICSF Encryption
Specifies whether ICSF hardware is used for encryption, if it is available and active. The ACF2 field name is ICSF.

Certificate Expiration Warning Days
Specifies the number of days before a certificate expires. Message ACF79468 appears to warn you of the
pending expiration. The ACF2 field name is CERTEXP.

GSO OPS Record

Disable ACF2 SVC Messages/Prompts During Signon
Specifies that any ACF2 SVC informational messages, prompts, or pause messages do not appear. Instead, three
asterisks appear. The ACF2 field name is BYPPAUSE.

DCO Record

Type
Specifies four-character class and type code for the applicable resource class (RCLASS). The ACF2 field name is
TYPE.

Autoeras GSO Record

Perform Erase on Scratch During Delete
Specifies whether a data set, including temporary data sets, undergoes erase-on-scratch processing during delete
or release processing. The ACF2 field name is ERASEALL.

Erase on Scratch Based on Security Level
Specifies that the erase-on-scratch processing is to be based on the security level. The ACF2 field name is
SECLEVEL.
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Process During Erase on Scratch
Specifies the method of erase-on-scratch processing that is supported by ACF2. When PROCESS(ACF2) is
specified, ACF2 performs erase-on-scratch processing outside of SAF-based controls through non-VSAM and
VSAM erase code intercepts. When PROCESS(SAF) is specified, ACF2 performs erase-on-scratch processing by
supporting the STATUS=ERASE modifier on SAF REQUEST=SAF requests for class="DATASET" security calls.
The ACF2 field name is PROCESS.
Default: PROCSS(ACF2)

Security Level Used If Active
Specifies the security level designation. When this level is matched or exceeded by the security level designation
in a data set's security label, the data set undergoes erase-on-scratch processing. This field is required when you
specify SECLEVEL. The ACF2 field name is SECLVL.

Release Compatibility and Support
Release compatibility and support information lets you see all of the tools that Broadcom offers to assist in the product
lifecycle.

The following resources are available from Broadcom Support online:

• Broadcom Mainframe Installation and Maintenance Tools
• Mainframe Software Security Advisories (login required)
• Broadcom Mainframe Product Maintenance Solutions List
• Recommended Service for z/OS (CARS)
• Broadcom Mainframe Product Lifecycle Page
• Mainframe Compatibilities
• Broadcom Support Network Details

For other technical insights and to consult your peers and product management, monitor our global communities:

• Broadcom Mainframe Software Division (MSD) Microsite
• Broadcom Mainframe Software Communities
• Top Secret Community
• ACF2 Community

Product Accessibility Features
Broadcom is committed to making sure that all customers, regardless of ability, can successfully use its products and
supporting documentation to accomplish vital business tasks.

Web Administrator  offers the following accessibility and compatibility features:

Functional Performance Criteria

• Support for use by hearing-impaired and speech-impaired users. The product does not require user hearing or user
speech.

• Limited support for the use of assistive technology screen readers and screen magnifiers by blind and visually impaired
users.

• Limited support for a mouseless, keyboard-only mode by users with limited manipulation, reach, and strength.

Documentation and Support

• Documentation can be viewed online or downloaded in PDF files.
• Support is available online, by email, and by phone.
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Third-Party Software Agreements
Inclusion of a third-party software agreement indicates that the noted third-party software is part of this release.

The following copyright statements and licenses apply to open source software (“OSS”) distributed with the  Web
Administrator  product (the “Licensed Product”). The term “Broadcom” refers solely to the Broadcom Inc. corporate affiliate
that distributes the Licensed Product. The Licensed Product does not necessarily use all the noted OSS and may also
only use portions of a given OSS component.

To the extent required under an applicable open source license, Broadcom will make source code available for applicable
OSS upon request. Please send an inquiry to opensource@broadcom.com including your name, address, the product
name and version, operating system, and the place of purchase.

To the extent the Licensed Product includes OSS, the OSS is typically not owned by Broadcom. THE OSS IS PROVIDED
AS IS WITHOUT WARRANTY OR CONDITION OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. To the full extent permitted under applicable law, Broadcom and its corporate affiliates disclaim all warranties
and liability arising from or related to any use of the OSS.

To the extent the Licensed Product includes OSS licensed under the GNU General Public License (“GPL”) or the GNU
Lesser General Public License (“LGPL”), the use, copying, distribution and modification of the GPL OSS or LGPL OSS is
governed, respectively, by the GPL or LGPL. A copy of the GPL or LGPL license may be found with the applicable OSS.
Additionally, a copy of the GPL License or LGPL License can be found at https://www.gnu.org/licenses or obtained by
writing to the Free SoftwareFoundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA.

To view each license and copyright notice, download the attached zip file.

Product Names and Abbreviations
This list defines the acronyms and product names, in long and short form, that appear in this documentation.

This documentation references the following products and abbreviations:
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• Web Administrator for z/OS ( Web Administrator )
• ACF2™ for z/OS (ACF2)
• ACF2™ Option for DB2
• Chorus™ Software Manager (CSM)
• Command Propagation Facility (CPF)
• Common Components and Services for z/OS (CCS)
• Compliance Manager for z/OS (Compliance Manager)
• Data Classification Option (DCO)
• Direct-Access Storage Device (DASD)
• Domain Name System (DNS)
• External Security Manager (ESM)
• File Transfer Protocol (FTP)
• Global System Option (GSO)
• Hierarchical File System (HFS)
• High-level Qualifier (HLQ)
• Hypertext Transfer Protocol Secure (HTTPS)
• Job Control Language (JCL)
• Job Entry System (JES)
• LDAP Server for z/OS (LDAP)
• Linear Data Sets (LDS)
• Logical Partition (LPAR)
• Multiple Virtual Storage (MVS)
• Secure Socket Layer (SSL)
• Started task (STC)
• System Modification Program/Extended (SMP/E)
• System Z Security Servers
• Top Secret® for z/OS (Top Secret)
• UNIX System Services (USS)
• User ID (UID)
• User Interface (UI)
• Vantage
• Virtual Storage Access Method (VSAM)
• z File System (zFS)
• z Series Operation System (z/OS)
• z/OS Management Facility (z/OSMF)
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Installing
Review the steps to acquire, install, deploy, and configure your product.

Standard SMP/E installation and maintenance best practices are used to install and maintain Broadcom mainframe z/OS
products. The installation process includes all the tasks that are typically performed by a systems programmer to acquire
the products and make them ready for use in a production environment.

You can install Broadcom mainframe product software using IBM z/OSMF, CSM, or native SMP/E batch processing.

NOTE
z/OSMF installation is not available for every product.

z/OSMF and CSM are intuitive web-based tools that automate and simplify many installation activities on z/OS systems.
These applications also make obtaining and applying corrective, preventive, and recommended maintenance easier.

The following graphic provides a high-level overview of the installation process for Broadcom mainframe products:
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These steps are described in the following procedure:

1. Prepare for the installation by reviewing best practices and verifying that the software, hardware, security, and other
installation requirements have been met.

2. Acquire the product software using one of the following methods:
– From Broadcom Support, download a z/OSMF (filename.zOSMF.pax.Z) or classic SMP/E JCL (filename.pax.Z)

package. Only one can be selected.
NOTE
If a z/OSMF package is not available, select the SMP/E JCL package. A z/OSMF package is not available
for all products.

– From CSM, select a classic SMP/E JCL package from the product list. You cannot acquire a z/OSMF portable
software instance from CSM.

3. Perform an SMP/E installation to install the product software using one of the following methods:
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– If you downloaded a z/OSMF package from Broadcom Support, install using z/OSMF Deployments.
– If you downloaded a classic SMP/E JCL package from Broadcom Support, use either of the following options:

• Install using native SMP/E JCL
• Install using CSM

– If you downloaded a classic SMP/E JCL package from CSM, start the installation process from the SMP/E
Environments tab in CSM.

4. Install maintenance using z/OSMF Software Update, SMP/E JCL, or CSM.
NOTE
Use SMP/E Internet Service Retrieval to download and receive maintenance. This service lets you acquire
maintenance on demand and to schedule an SMP/E job to run as needed. The SMP/E Internet Service
Retrieval can reduce hours of maintenance time to just minutes, making your system programmers more
productive and allowing them to focus on higher value tasks. Migrate existing CSIs to z/OSMF and use z/
OSMF Software Update to manage software updates.

5. Finalize the installation:
– Configure your product.
– Deploy your product.
For these tasks, use the methods that your product supports and in the preferred sequence per your site.

Prepare for Installation
Review this topic to prepare to install, configure, and deploy your Broadcom product software.

To prepare for an installation or upgrade, your installation team (systems programmer, security administrator, and so
on) should review the installation and configuration tasks to determine the high-level requirements by role. Doing so can
help you complete the process faster without any delays waiting for tasks to be completed at the last minute.

To install your product, we recommend that you understand:

• JCL
• TSO/ISPF
• Your organization IT environment, enterprise structure, and region structure
• z/OS environment and installing software in this environment
• z/OS UNIX System Services

Consult with the following personnel, as required:

• Security administrator for access
• Storage administrator for DASD allocations
• Systems programmer for z/OS definitions

TIP
If you plan to use z/OSMF to install or configure your product, review the installation best practices, which
include comprehensive z/OSMF video training from IBM. To access z/OSMF training from Broadcom, log in to
the Broadcom Support portal and search for a course in Learning@Broadcom. To migrate your existing SMP/E
environments (CSIs) to z/OSMF, see z/OSMF Migration.

You can install this release of your product and can continue to use an older release in another SMP/E environment. If you
plan to continue to run a previous release, consider the following points:

• When you install the product into an existing SMP/E environment, the new installation deletes previous releases in that
environment. We recommend that you install into a new CSI.

• If you acquire your product using SMP/E JCL, select different target and distribution zones for your new release from
where your current release is installed. The new zones use different libraries than your current release.

• Define DDDEF entries in your new zones to point SMP/E to the proper libraries for installation. Ensure that they point
to the new release libraries.
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Review Installation Best Practices
Before you begin the installation process, review these installation best practices.

Manage Security and Integrity Fixes

Broadcom offers Security and Integrity maintenance that addresses a security or integrity exposure. We categorize this
maintenance as a “SECINT” or “Security or Integrity” fix type using our mainframe software packaging system. With
each Security or Integrity Fix, Broadcom also offers access to Security Advisory articles that include more details and
context about a security or integrity exposure. Each article details the CVSS score, the CVSS Vector String, the affected
components, and the CVE numbers, if applicable. This central resource offers self-service information and an email
subscription service to be alerted about new security advisories.

Business Value:

This maintenance lets you quickly identify and apply security or integrity maintenance. The proactive notifications let you
address security issues immediately.

More information:

Maintain Security and Integrity Fixes

Broadcom Security Advisories Portal

Configure SMP/E Internet Service Retrieval for Product Maintenance

Configure SMP/E Internet Service Retrieval to eliminate the need to download maintenance manually. This service uses
the IBM SMP/E RECEIVE ORDER command to acquire Broadcom mainframe product maintenance. This service enables
you to acquire maintenance on demand or to schedule an SMP/E job to run as needed.

If you are an existing CSM customer, you can also use this service to download maintenance and dramatically reduce the
time that is required to download PTFs.

With SMP/E Internet Service Retrieval, you can make service requests for maintenance on demand or as scheduled
jobs that enable a more automated approach to downloading maintenance. To create a service order request online from
secure Broadcom download servers, see Use the Create Service Order Online Interface. This option is more streamlined
than using the SMP/E Internet Service Retrieval batch JCL option and requires no firewall changes.

Business Value:

SMP/E Internet Service Retrieval can reduce hours of maintenance time to just minutes, making your system
programmers more productive and allowing them to focus on higher value tasks. SMP/E Internet Service Retrieval:

• Eliminates time-consuming fix searches and the need to select maintenance manually from the Broadcom Support
portal

• Automates delivery of Broadcom maintenance directly to your mainframe
• Fulfills orders based on the status of your SMP/E environments
• Enables scheduling of maintenance downloads
• Facilitates an easier installation of Recommended and Preventive service

More information:

Configure SMP/E Internet Service Retrieval

Implement a Proactive Preventive Maintenance Strategy

Use CARS to implement a proactive preventive maintenance strategy. CARS is patterned after the IBM preventive
maintenance model, Recommended Service Upgrade (RSU). With CARS, you can install preventive maintenance for
most Broadcom z/OS based products consistently on a schedule that you select (monthly, quarterly, annually). You
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can follow the same schedule that you use to apply IBM maintenance, or you can implement a schedule for Broadcom
products only.

Business Value:

Keeping your products current with maintenance helps your team remain productive and minimizes errors while safely
protecting your systems. If you do not install preventive maintenance regularly, you risk encountering known problems for
which we have published and tested fixes. Early notification about the potential need to apply a required fix helps avoid
unscheduled downtime and assists you in proactively maintaining your software.

More information:

Recommended Service for z/OS

Sign up for Product Update Notifications

Sign up for product update notifications for all Broadcom products so that you receive notification of potential problems for
your products as soon as possible. Subscribe to critical alerts and other product notifications like security advisories within
the Broadcom Support portal. Sign in and select Notification Settings under your user name and profile. Select the alerts
that you want. Your preferences are automatically saved.

Business Value:

Early notification about the potential need to apply a required fix helps avoid unscheduled downtime and assists you in
proactively maintaining your software.

Apply IBM Maintenance

Apply IBM maintenance for z/OSMF, SMP/E, and other components and products that are used during the software
installation process using the following FIXCAT:
IBM.DrivingSystem-RequiredService

Obtain the latest IBM HOLDDATA and run the SMP/E REPORT MISSINGFIX command to determine whether any
required PTFs are missing:
SET BDY(GLOBAL),

REPORT MISSINGFIX ZONES(ZOS24)

  FIXCATA(IBM.DrivingSystem-RequiredService).

Business Value:

Missing APARs can affect the operation or performance of your product.

Review z/OSMF Training Videos

The following training is offered to help you and your team learn z/OSMF basics. We recommend that all members of your
installation team review these videos before they use z/OSMF:

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To migrate
existing environments, see Migrate SMP/E Environments to z/OSMF.

• Review IBM's z/OSMF Tutorials
• ServerPac Installation with z/OSMF: Tutorial 1 - Gain Access
• z/OSMF Management Facility
• z/OSMF Training - Introduction, Process, and Impact to Existing Customers 200

Business Value:

You and your team receive training so you can work efficiently in the IBM z/OSMF interface.
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Review the Requirements
Meet the following requirements before you install  Web Administrator :

Software Requirements

The following software is required to run  Web Administrator :

• Java SE JDK. See the Compatibility matrix.
• LDAP Server for z/OS  Version 12 or above
• UNIX System Services (USS) running at z/OS 1.4 or above
• One of the following external security managers:

– ACF2 for z/OS Version 12 or above
– Top Secret for z/OS Version 12 or above

Security Requirements

You need read, update, and allocate authority for the installation data sets and libraries.

Storage Requirements

Web Administrator  requires approximately 150 cylinders of HFS space.

Obtain LDAP Configuration Values
Use this procedure to obtain the LDAP configuration values that you need to install the web interface. If you renamed the
proc, substitute the new name in place of R15 in the following commands.

1. Obtain LDAP status values by issuing the following command from a z/OS console:

F LDAPR15,STATUS

LDAP Server displays its current status.
2. Obtain LDAP back-end values by issuing the following command from a z/OS console:

F LDAPR15,BACKEND

LDAP Server displays current back-end values.
3. Use the output to identify and record the values that you need for the installation.

Sample LDAP STATUS Output

The following is sample output from the F LDAPR15,STATUS command. This command shows the LDAP port.

ETLDP05I CA LDAP Server status: 042                     

   slapd            15.2010.0323                  

   libslapd         15.2010.0323                  

   libsi            15.2010.0217                  

   back_cmgr_utf    15.2010.0417                  

   libsqlite3       15.2010.0323                  

   libmapres        15.2010.0316                  

   DSNAOCLI         DSN0601                       

   back_caacf2_utf  15.2010.0403                  

   Security Product <security product name and version>                    
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   Debug Level      0                             

   Syslog Level     0                             

   Listeners        ldap://:1489 IP=(::):1489     

                    ldap://:1489 IP=0.0.0.0:1489  

   Enable Verify    No                            

   Auth Location    OS390                         

   Auth Source      CLIENT                        

   Auth Servers     none                          

   Auth Codeset     IBM-1047                      

   Process ID File  "./conf/slapd.pid"            

   Arguments File   "./conf/slapd.args"           

   Max Threads      32                            

   Key Ring Name    none                          

   Cert Label       none                          

   Verify Clients   NEVER   

During the  Web Administrator  installation, verify the following values from LDAP Server:

build
Indicates the LDAP Server release number and release date. For example, 15.2010.1028.

15
Indicates the LDAP Server release number. The LDAP Server release must be r12 or above.

2010.1028
Indicates the LDAP Server release date.

Sample LDAP BACKEND Output

The following is sample output from the F LDAPR15,BACKEND command. This command shows the LDAP suffix values.

F LDAPR15,BACKEND                                        

ETLDP05I CA LDAP Server status: 490

Status for <product>backend:                      

   suffix        host=xe42,o=ca,c=us            

   mode          zOS naming                     

   codeset       IBM-1047                       

   CreateAlias   enabled                        

   DeleteAlias   enabled                        

   Preadd msg    preAdd                         

   Postadd msg   postAdd                        

   Premod msg    preMod                         

   Postmod msg   postMod                        

   Predel msg    preDel                         

   Postdel msg   postDel                        

Status for caacf2_utf backend:                      

   suffix        host=xe42_im,o=ca,c=us

   mode          GUI naming                     

   codeset       IBM-1047   

Comment Out FMIDs for Components You Do Not Want to Install
As part of a standard installation, you can install various components to support the security product.
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If you do not want to install any of the following components, comment out the applicable FMID in the RECEIVE job. For
details about each component, see Broadcom Support.

The following table lists the FMIDs for  Web Administrator  SMP/E-controlled products and components:

Component r14 r15
Web Administrator  Base CD7N010 CD7NF00
Tomcat Files - CD7NF00
Vantage files CD7N011 -
ACF2 JAR File CD7N013 -
Top Secret JAR File CD7N014 -
WAR Files - CD7N001
Scripts Files - CD7N003

Concurrent Releases
This article describes concurrent release requirements.

You can install this release of your product and can continue to use an older release in another SMP/E environment. If you
plan to continue to run a previous release, consider the following points:

• When you install the product into an existing SMP/E environment, the new installation deletes previous releases in that
environment.

• If you acquired your product using SMP/E JCL, select different target and distribution zones for your new release from
where your current release is installed. The new zones use different libraries than your current release.

• Define DDDEF entries in your new zones to point SMP/E to the proper libraries for installation. Ensure that they point
to the new release libraries.

Install Products Using SMP/E JCL
As a systems programmer, your responsibilities include installing products on your mainframe system. With this option,
you acquire a product pax file and the latest product updates from Broadcom Support and then install, maintain,
deploy, and configure the products on your systems. Batch jobs are provided to create the SMP/E environment. A basic
understanding of UNIX System Services (USS) is required.

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

You perform the following tasks to install a product with a pax file:
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When these steps are completed, you are ready to install preventive maintenance.

UNIX System Services Environment

You need a UNIX System Services (USS) directory and a file system with adequate space to perform the following tasks:

• Receive product pax files from Broadcom Support.
• Perform utility functions to unpack the pax file into z/OS data sets that you can use to complete the product installation.

We recommend that you allocate and mount a dedicated file system for this process. The amount of space that you need
for the file system depends on the following variables:

• The size of the pax files that you intend to download.
• Whether you plan to keep the pax files after unpacking them. We do not recommend this practice.

We recommend that you use one directory for downloading and unpacking pax files. Reusing the same directory
minimizes USS setup. Complete the USS setup only one time. You reuse the same directory for subsequent downloads.
Alternatively, you can create a directory for each pax download.

WARNING
Downloading pax files for the SMP/E installation requires write authority to the USS directories that are used
for the native SMP/E JCL installation process. In the file system that contains the pax directories, you also
need free space approximately 3.5 times the pax file size to download the pax file and unpack its contents. For
example, to download and unpack a 14-MB pax file, you need approximately 49 MB of free space in the file
system hosting your pax directory.

Allocate and Mount a File System
The product installation process requires a UNIX System Services (USS) directory to receive the pax file and to perform
the unpack steps. We recommend that you allocate and mount a file system that is dedicated to the product acquisition.
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We also recommend that you create a directory in this file system where the pax file will be located. You will use this
directory (yourUSSpaxdirectory) later in the installation process when acquiring and unpacking the product pax file.

NOTE
To issue the USS mount command for the file system, read access is required to the SAF resource name
SUPERUSER.FILESYS.USERMOUNT in the UNIXPRIV class.

1. Create a mount point for the file system. This example shows how to create your USS pax directory named
yourdirectory/PAX in the existing /u/maint directory. From the TSO OMVS shell, enter the following commands:
cd /u/maint/

mkdir yourdirectory

cd yourdirectory

mkdir PAX

Further references to this mount point appear as yourUSSpaxdirectory. You can reuse the same directory for all
product acquisitions to minimize USS setup. Alternatively, you can create a directory for each pax download.

The mount point is created.
2. (Optional) Set security permissions for the directory. You can permit write access to anyone in the same group as the

person who created the directory. For example, to allow write access to the USS pax directory for other users in your
USS group, enter the following command from the TSO OMVS shell or the Telnet or SSH client of choice at your site:

NOTE
USS commands are case-sensitive.

chmod -R 770 /yourUSSpaxdirectory/

Write access is granted. Other users can access the USS pax directory and its files.
3. Allocate the zFS by customizing the following sample JCL to your site requirements:

//DEFINE   EXEC PGM=IDCAMS

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//AMSDUMP  DD   SYSOUT=*

//SYSIN    DD *

  DEFINE CLUSTER ( +

  NAME(YOUR_ZFS_DATA_SET_NAME) +

  STORAGECLASS(class) +

  LINEAR +

  CYL(primary secondary) +

  SHAREOPTIONS(3 3) +

  )

/*

//FORMAT   EXEC PGM=IOEAGFMT,REGION=0M,

// PARM=('-aggregate YOUR_ZFS_DATA_SET_NAME -compat')

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//STDOUT   DD   SYSOUT=*

//STDERR   DD   SYSOUT=*

//CEEDUMP  DD   SYSOUT=*

//*

– Add a JOB card.
– Issue the NUM ON command followed by UNNUM to edit the JCL with number off (no sequence numbers in columns

73 through 80).
– Issue the CAPS OFF command. However, where needed, use uppercase and lowercase values. For example,

YOUR_ZFS_DATA_SET_NAME must be uppercase and aggregate and compat must be lowercase.
– Ensure the zFS data set name that you use conforms to your data set naming conventions for USS file systems.
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If the allocation of the file system data set fails, it is because of environmental settings not allowing for the
allocation.

– Ensure that the SYSIN DD is indented at least one space.
When these edits are complete, submit the JCL to allocate the zFS.

4. Mount the file system by customizing and submitting the following sample JCL:
//MOUNT    EXEC PGM=IKJEFT01,REGION=0M          

//SYSTSPRT DD SYSOUT=*                        

//SYSTSOUT DD SYSOUT=*                        

//SYSTSIN  DD *

MOUNT FILESYSTEM('your_zFS_data_set_name') +

MOUNTPOINT('yourUSSpaxdirectory') +

TYPE(ZFS) MODE(RDWR) +

PARM('AGGRGROW')

/*

The file system is mounted.
5. Verify that the file system is mounted. To do so, enter the following commands from the Telnet or SSH client:

cd {yourUSSpaxdirectory}

df -k .

The output shows the mount point and the mount data set. Resolve errors before continuing to Acquire the Product
Pax Files.

Acquire the Product Pax Files
To begin the product installation procedure, copy the product pax file into the USS directory that you set up.

NOTE
To optimize downloads from Broadcom Support, configure the downloads.broadcom.com URL for HTTPS
and Secure FTP in your network security software, firewalls, or both. Sites that regulate access through an IP
address are required to allow network access to 141.202.253.110.

This procedure explains how to transfer a product pax file from Broadcom Support online to the mainframe.

1. Confirm that you have addressed the following UNIX System Services (USS) requirements:
– Write authority to the USS directories that are used for the pax installation process.
– Available USS file space.

NOTE
In the file system that contains the pax directories, you also need free space approximately 3.5 times the
pax file size to download the pax file and unpack its contents. For example, to download and unpack a 14-
MB pax file, you need approximately 49 MB of free space in the file system hosting your pax directory.

If you do not have sufficient free space, error messages similar to the following appear:
EZA1490I Error writing to data set

EZA2606W File I/O error 133

2. Go to Broadcom Support at https://support.broadcom.com, and select Software, Mainframe Software, and My
Downloads.

3. Log in using your Broadcom Support username and password.
The My Downloads page appears.

4. Select a product from the list or enter the product name in the Search field.
The product page appears with two tabs under the product name: Products and Solutions.

5. Under Products, select the product that you want to download.
A list by release, service pack, and language appears.

6. Click the hypertext link to select a release.
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The Primary Downloads page appears. This page shows the available product-specific software packages that you
can select to download.
If an Additional Downloads page is available, this page shows additional software packages that are related to your
product selection that you can download. These products may already be installed.

7. Review the packages that appear under Primary Downloads and Additional Downloads and complete the following
steps:
a. Select the SMP/E JCL Package (classic pax) and other files that you want to include in the product download.

If more than one package is available, you can only select one.
b. Select Download Selected, HTTPS Download, or Secure FTP Download. Secure FTP Download is the

preferred method. For download tips, see Product Download Help. For sample JCL and security requirements, see
Download Methods and Locations.

The product package is downloaded.

You are now ready to extract the contents of the product package into a product directory that you create.

Create a Product Directory from the Pax File
After you acquire and download the product package (pax file), you are ready to create a product directory in which to
extract the contents of the package. You can do so using the pax command or the ESDUNPAX sample JCL.

Use the pax Command

To use the pax command to create a product directory, enter:
cd /yourUSSpaxdirectory/

pax -rvf pax-filename

These commands set the current working directory in your USS directory to the directory containing the pax file and
performs the following actions:

• Extracts the files and directories that are packaged within the pax file.
• Creates a USS directory in the same directory structure where the pax file resides.
• Automatically generates a product and level-specific directory name.

The product directory is created. You are now ready to copy the sample installation JCL to a z/OS data set.

Use the ESDUNPAX Sample JCL

To use the ESDUNPAX sample JCL to create a product directory, copy the following JCL sample and edit as indicated:
//ESDUNPAX JOB (ACCOUNTNO),'UNPAX PAX FILE',

// MSGCLASS=X,CLASS=A,NOTIFY=&SYSUID

//*********************************************************************

//* This sample job can be used to invoke the pax command to create   *

//* the product-specific installation directory.                      *

//*                                                                   *

//* This job must be customized as follows:                           *

//* 1. Supply a valid JOB statement.                                  *

//* 2. Replace "yourUSSpaxdirectory" with the name of the USS         *

//*    directory used on your system for pax file downloads.          *

//* 3. Replace "paxfile.pax.Z" with the name of the pax file.         *

//* NOTE: If you continue the PARM= statement on a second line,       *

//*       start entering characters in column 16 and make sure        *

//*       the 'X' continuation character is in column 72.     *

//*********************************************************************

//UNPAXDIR EXEC PGM=BPXBATCH,
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// PARM='sh cd /yourUSSpaxdirectory/; pax                              X

//             -rvf paxfile.pax.Z'

//STDOUT DD SYSOUT=*

//STDERR DD SYSOUT=*

Save your changes, type SUBMIT on the command line, and press Enter to execute the job.

The product directory is created. You are now ready to Copy the Sample Installation JCL to a z/OS Data Set.

Copy Installation Files to z/OS Data Sets
Use this procedure to invoke the SMP/E GIMUNZIP utility to create the SAMPJCL z/OS data set.

The file UNZIPJCL in the product directory contains a sample job to extract the installation package. You edit and submit
the UNZIPJCL job to copy the sample installation JCL to a z/OS data set.

1. Locate and read the AREADME (or installation notes) file in the product-specific directory that the pax command
created. This file lists the required data set members to complete the installation process.
The product-specific installation details are available.

2. Edit the UNZIPJCL sample job in the product-specific directory using ISPF EDIT or TSO OMVS:
– Change yourHLQ to the high-level qualifier (HLQ) for z/OS SAMPJCL data set. Use a unique HLQ for each

expanded pax file to identify uniquely the package.
– Change YOUR USS DIRECTORY to the product-specific directory that was created by the pax command, where the

pax file resides.
– Set HASH to YES or NO to indicate whether GIMUNZIP performs SHA-1 hash checking for the archive files that

were specified in the SYSIN data set. If HASH=YES, GIMZIP requires Integrated Cryptographic Services (ICSF) or
Java to compute an SHA-1 hash value. If HASH=NO, no hash value checking is performed.

3. Type SUBMIT on the command line and press Enter to execute the UNZIPJCL job.
The UNZIPJCL job reads the downloaded files and directories and creates the SAMPJCL data set. Return code zero
is expected. Messages GIM69158I and GIM48101I in the output and IKJ56228I in the JES log are acceptable. The
SAMPJCL data set is created with the HLQ that you specified in the UNZIPJCL job. Perform the installation using the
members in this data set.

You are now ready to Prepare the SMP/E Environment for a Pax Installation.

Prepare the SMP/E Environment for Pax Installation
The members in this procedure prepare the data sets, initialize the zones, and create the DDDEFs for  Web Administrator
. External DDDEF data sets are required. The default is NULLFILE.

The following steps describe the process to install products using native SMP/E JCL:

1. Download external HOLDDATA.
2. Allocate product data sets and SMP/E data sets.
3. Create an SMP/E environment.
4. Receive base functions and HOLDDATA.
5. Download and RECEIVE PTFs.
6. Run an SMP/E APPLY CHECK operation.
7. Apply base functions using SELECT GROUPEXTEND.
8. Run an SMP/E ACCEPT CHECK operation.
9. Accept base functions using SELECT GROUPEXTEND.
10. Configure the product according to your site requirements.
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NOTE
Steps 1 through 3 of this process are documented in detail in this topic. Steps 4 through 9 are documented
in Run the Installation Jobs for a Pax Installation. If applicable to your product, Step 10 is documented in the
section describing how to complete product configuration.

The members that are used in this procedure prepare the data sets, initialize the zones, and create the DDDEFs for your
product.

Establishing a zSeries File System (zFS) may be required as part of the product installation or required as a feature of the
product.

For information about the members, see the comments in the JCL.

1. Customize the macro WBASEDIT with your site-specific information and then copy the macro to your syslib location.
Replace the rightmost parameters for each ISREDIT CHANGE macro command. Each time you edit an installation
member, type WBASEDIT on the TSO command line, and press Enter to replace the defaults with your specifications.
The macro is ready to customize yourHLQ.SAMPJCL members.

NOTE
Set the DASD HLQ to the same value specified for yourHLQ for the unzip to DASD ESD JCL.
NOTE
The following steps include instructions to execute the WBASEDIT macro each time you open a new
SAMPJCL member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the
WBAAREAD member, and submit the WBAEDALL member.

2. Open the SAMPJCL member WBA1ALL in an edit session and execute the WBASEDIT macro from the command
line.
WBA1ALL is customized.

3. Submit WBA1ALL.
This job produces the following results:
– The target and distribution data sets for  Web Administrator  are created.
– Unique SMPLTS, SMPMTS, SMPSCDS, and SMPSTS data sets for this target zone are created.

4. Complete the following steps only if your product requires a USS file system or if you want to install a feature of the
product that requires a USS file system:

WARNING
If the following members do not exist in SAMPJCL, this step does not apply to your product. Go to Step 5.

NOTE
You can customize the supplied HFS JCL to zFS, if your site requires it.

a. Open the SAMPJCL member D7N1ALLU in an edit session and execute the WBASEDIT macro from the command
line.
D7N1ALLU is customized.

b. Submit D7N1ALLU.
This job allocates your HFS data sets.

c. Open the SAMPJCL member D7N2MKD in an edit session and execute the WBASEDIT macro from the command
line.
D7N2MKD is customized.

d. Submit D7N2MKD.
This job creates all directories and mounts the file system.

5. Open the SAMPJCL member WBA2CSI in an edit session and execute the WBASEDIT macro from the command line.
WBA2CSI is customized.

6. Submit WBA2CSI.
This job produces the following results:
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– The CSI data set is defined.
– The SMPPTS and SMPLOG data sets are allocated.
– The global, target, and distribution zones are initialized.
– The DDDEF entries for your product are created.
– The DDDEFs for the required SMP/E data sets are created.

7. Complete the following steps to add the DDDEFs that are required for the file system to your SMP/E environment:
WARNING
If the following member does not exist in SAMPJCL, this step does not apply to your product. Go to Run the
Installation Jobs for a Pax Installation.

a. Open the SAMPJCL member D7N3CSIU in an edit session and execute the WBASEDIT macro from the command
line.
D7N3CSIU is customized.

b. Submit D7N3CSIU.
This job customizes the CSI by adding the DDDEFs associated with the directory.

You are now ready run the installation jobs that are used to receive, apply, and accept SMP/E base functions. Go to Run
the Installation Jobs for a Pax Installation.

Run the Installation Jobs for a Pax Installation
Submit and run these SAMPJCL members in sequence. Do not proceed with any job until the previous job has completed
successfully.

NOTE
The following steps include instructions to execute the WBASEDIT macro each time you open a
new SAMPJCL member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the
WBAAREAD member, and submit the WBAEDALL member.

1. Open the SAMPJCL member WBA3RECD in an edit session and execute the WBASEDIT macro from the command
line.
WBA3RECD is customized.

2. Submit WBA3RECD to receive SMP/E base functions and error HOLDDATA.
Your product is received and now resides in the global zone.

3. If an FMID was placed in error, download and receive PTFs from Broadcom Support.
4. Open the SAMPJCL member WBA4APP in an edit session and execute the WBASEDIT macro from the command

line.
WBA4APP is customized.

5. Submit WBA4APP to apply SMP/E base functions with the CHECK option. If you find unresolved hold errors, we
recommend that you note these errors and verify that resolving PTFs are applied before implementing products in
production. Update the JCL to BYPASS the unresolved hold error IDs. After successful completion, rerun APPLY with
the CHECK option removed.
Your product is applied and now resides in the target libraries.

6. Open the SAMPJCL member WBA5ACC in an edit session and execute the WBASEDIT macro from the command
line.
WBA5ACC is customized.

7. Submit WBA5ACC to accept SMP/E base functions with the CHECK option. After successful completion, rerun
ACCEPT with the CHECK option removed.
Your product is accepted and now resides in the distribution libraries.
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Clean Up the USS Directory
This procedure is optional. If you decide to perform this procedure, do so after you complete the installation process and
when you do not need the installation files. When this procedure is done, you are ready to install preventive maintenance.

To free file system disk space for subsequent downloads after downloading and processing the pax files for your
Broadcom mainframe product, remove files from your USS directory and delete unnecessary z/OS data sets. You can
delete the following items:

• Pax file
• Product-specific directory that the pax command created and all the files in it
• SMP/E RELFILEs, SMPMCS, and HOLDDATA MVS data sets. These data sets have the HLQ that you assigned in the

UNZIPJCL job.

NOTE
Retain non-SMP/E installation data sets such as yourHLQ.INSTALL.NOTES for future reference.

1. Navigate to your Pax ESD USS directory.
Your view is of the applicable USS directory.

2. Delete the pax file by entering the following command:
rm paxfile

paxfile Specifies the name of the product pax file that you downloaded.

The pax file is deleted.
3. Delete the product-specific directory by entering the following command:

rm -r product-specific-directory

product-specific-
directory

Specifies the product-specific directory that you created previously using the pax command or sample
JCL.

The product-specific directory is deleted.

NOTE
You can also use TSO ISHELL to navigate to the pax file and product-specific directory, and delete them using
the D line command.

When you are done with this step, you are ready to install maintenance.

Install Maintenance
After you have successfully installed any Broadcom mainframe product software, check for important product
maintenance that may have been released after the product installation package was prepared. The product releases are
built and maintained using standardized SMP/E packaging and installation procedures. These procedures include error
and FIXCAT HOLDDATA, new product features, and product interoperability validation. PTFs that pass interoperability test
criteria are released monthly and designated as CARS.

You can install the following types of maintenance:

• Corrective maintenance that fixes an issue.
• Preventive maintenance to avoid problems that others have reported or to provide a compatibility fix for hardware and

software.
• FIXCAT maintenance to support a particular hardware device, software release, or new product function.

WARNING
You can initiate a maintenance installation activity at any time using z/OSMF Software Update, SMP/E JCL, or
CSM. However, before you do so, we recommend that you obtain the current SMP/E HOLDDATA.
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See Broadcom Mainframe Product Maintenance for a list of solutions that have been published within the last year. From
this page, you can search solutions for all Broadcom mainframe products by product name, date, or keyword. You can
also search for new product features or by a CARS level (CARSID). You can also find HIPER or PE PTFs and security
or integrity PTFs. Once you have your list, you can download in Excel or CSV format. To download PTFs automatically
without having to search regularly on the portal, use SMP/E Receive Order. To create a service order request online from
Broadcom Support, Use the Create Service Order Online Interface.

For a comprehensive collection of articles that are dedicated to all mainframe maintenance concepts and procedures, see
Mainframe Common Maintenance Procedures.

Maintain Products Using z/OSMF Software Update
As a systems programmer, you are responsible for keeping your systems current with product maintenance to ensure
optimal system usage. To do so, use IBM z/OSMF Software Update. Software Update provides an easy to follow wizard
that guides systems programmers of all levels through the maintenance process. z/OSMF Software Update offers a
modern approach to software maintenance and provides the following features:

Corrective Service Installs a software update to fix an issue.
Preventive Service Installs vendor-recommended software updates.

FIXCAT Installs software updates (Fix Categories) that provide a new function to a system.

NOTE
We are not adding new features to CSM. We recommend that you use z/OSMF Software Update to apply
maintenance to z/OS software.

Prerequisites

Ensure that you meet the following software requirements before you use Software Update:

• Configure z/OSMF as described in the IBM documentation and address the z/OSMF security requirements for ACF2,
Top Secret, or IBM RACF as applicable.

• Apply all z/OSMF Software Update-related maintenance from IBM.
• Register your SMP/E environments (CSIs) in z/OSMF Software Management. For more information, see Software

Management task in the IBM documentation.
TIP
A migration tool is provided to help you register existing CSM and non-CSM CSIs as new software instances
in z/OSMF. For more information about the migration tool, see Migrate SMP/E Environments into z/OSMF.

• Download and receive maintenance, HOLDDATA, and CARS maintenance for your products. As a best practice, we
recommend that you do so on a daily or weekly basis and that you automate this process using SMP/E Receive Order
(see Configure SMP/E Internet Service Retrieval). You can also perform these tasks manually from Broadcom Support
or Use the Create Service Order Online Interface.

NOTE
You can only apply maintenance for SYSMODs that are already received in the GLOBAL zone of the CSI.
IMPORTANT
The ASSIGN statements for CARS maintenance are not cumulative. To install the latest CARS maintenance,
download all YEARLY ASSIGN files, and then download the monthly ASSIGN files as needed.

Use Software Update

Log in to your instance of z/OSMF and click the Software Update icon on the desktop. If the Software Update icon does
not appear on the desktop, open the App Center in the bottom-left corner.

You can now maintain software instances, using the z/OSMF Software Update functionality. For more information about
how to use Software Update, see Software Update in the IBM documentation.
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Maintain Products Using SMP/E JCL
As a systems programmer, your responsibilities include maintaining products and maintenance packages in your
mainframe environment. You can download, receive, apply, and accept maintenance manually.

Download and Receive Maintenance

Maintenance and HOLDDATA is available at Broadcom Support. After you complete the maintenance process, the
product is ready to deploy.

Use this procedure during product installation and for ongoing preventive maintenance in non-installation use cases
according to your maintenance strategy.

1. Select your download option:
Download

maintenance using
the SMP/E Internet
Service Retrieval

This option uses the IBM SMP/E RECEIVE ORDER command to download Broadcom Mainframe
product maintenance over the Internet, by securely submitting an order for PTFs and HOLDDATA to
a remote Broadcom server. This service eliminates the manual steps that are required to download
maintenance from Broadcom Support. The orders are fulfilled based on the status of your SMP/E
environments. Based on your order criteria, all PTFs and their requisites are downloaded automatically
and received to your system. Go to Step 17: Apply and Accept Maintenance.

To use this download option, complete the procedures in SMP/E Internet Service Retrieval at Mainframe
Common Maintenance Procedures at techdocs.broadcom.com.

Download maintenance
manually from

Broadcom Support

With this option, you manually select PTFs and build a package for all applicable PTFs and requisites.
You then use the CAUNZIP utility to unpackage and receive the files. This utility processes ZIP
packages directly on z/OS without the need for an intermediate platform, such as a Microsoft Windows
workstation. The utility resides in yourCCSHLQ.CAW0JCL(CAUNZIP). To use this download option, you
must be running Common Components and Services for z/OS 15.0. Review the CAUNZIP requirements
in the Common Components and Services documentation and complete the following procedures.

2. Log in to Broadcom Support and select Mainframe Software.
3. Enter the PTF Solution ID or complete either of the following steps to search from the product page:

– Enter the product name to display the product page. Select the SUPPORT tab, and then select Download.
– Select Product Downloads, enter the product name or select the product from the list.
Your product entry opens at the Product Download tab.

4. Select Solution Download.
5. Select the applicable software release.

A list of published solutions is displayed.
6. Select ADD ALL TO CART or locate the solution or solutions you want in the list and select Cart, HTTP, or FTP

(recommended).

TIP
For information about download methods and locations, see Downloading Products.

7. Run the CAUNZIP utility.
CAUNZIP unzips the package of published solutions and creates an SMPNTS file structure that the SMP/E RECEIVE
FROMNTS command can process. After execution completes, the ZIPRPT data set contains the summary report. The
summary report:
– Summarizes the content of the product order ZIP file.
– Details the content of each data set and the z/OS UNIX files produced.
– Provides a sample job to receive the PTFs in your order.

8. Review the sample job that is provided in the CAUNZIP output ZIPRPT file.
9. Cut and paste the JCL into a data set.
10. Specify your SMP/E CSI on the SMPCSI DD statement.
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11. Submit the job to receive the PTFs in your order.
12. Verify that you have the values from the base installation in the WBASEDIT macro, which you customized in the

installation steps.
13. Open the SAMPJCL member WBA1HOLD in an edit session and execute the WBASEDIT macro from the command

line.

NOTE
Update WBA1HOLD SAMPJCL to download the HOLDDATA file.

WBA1HOLD is customized.
14. Submit WBA1HOLD.

The job downloads the external HOLDDATA file.
15. Open the SAMPJCL member WBA7RECH in an edit session and execute the WBASEDIT macro from the command

line.
NOTE
Update WBA7RECH SAMPJCL to download the HOLDDATA file.

WBA7RECH is customized.
16. Submit WBA7RECH.

The job downloads the external HOLDDATA file.
17. Apply and accept corrective maintenance.
18. (Optional) Apply and accept CARS maintenance.

Apply and Accept Maintenance

Use this procedure to apply and optionally accept corrective maintenance for your product.

1. Open the SAMPJCL member WBA8APYP in an edit session and execute the WBASEDIT macro from the command
line.
WBA8APYP is customized.

2. Submit WBA8APYP.
The PTFs are applied.

3. (Optional) Open the SAMPJCL member WBA9ACCP in an edit session and execute the WBASEDIT macro from the
command line.
WBA9ACCP is customized.

4. (Optional) Submit WBA9ACCP.
The PTFs are accepted.

NOTE
You do not have to submit the job now. You can accept the PTFs according to your site policy.

Apply CARS Maintenance

Use this procedure to apply CARS maintenance as a part of managing preventive maintenance.

NOTE
For information about CARS maintenance, see Recommended Services for z/OS in the Mainframe Common
Maintenance Procedures documentation.

1. Download the CARS ASSIGN statements:
IMPORTANT
The ASSIGN statements are not cumulative. To install the latest RS level, download all YEARLY ASSIGN
statements, and then download the monthly ASSIGN files as needed.

a. Determine whether to download the yearly or monthly ASSIGN statements in the following files:
ftp.broadcom.com/pub/ASSIGN/YEARLY/YEARyyyy.TXT
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ftp.broadcom.com/pub/ASSIGN/CARyymm.TXT

b. Open the SAMPJCL member WBA7CARS in an edit session, update WBA7CARS SAMPJCL to download your
ASSIGN statements from Broadcom Support, and execute the WBASEDIT macro from the command line.
WBA7CARS is customized.

2. Submit WBA7CARS.
The job downloads the CARS ASSIGN statements.

3. Open the SAMPJCL member WBA7RECP in an edit session, manually add the data set that contains the ASSIGN
statements to the SMPPTFIN DD, and execute the WBASEDIT macro from the command line.
WBA7RECP is customized.

4. Submit WBA7RECP.
The job receives the external HOLDDATA file and CARS ASSIGN statements.

5. Open the SAMPJCL member WBA8APYP in an edit session and execute the WBASEDIT macro from the command
line.
WBA8APYP is customized.

6. Submit WBA8APYP.
The PTFs are applied.

7. (Optional) Open the SAMPJCL member WBA9ACCP in an edit session and execute the WBASEDIT macro from the
command line.
WBA9ACCP is customized.

8. (Optional) Submit WBA9ACCP.
The PTFs are accepted.

NOTE
You do not have to submit the job now. You can accept the PTFs according to your site policy.

HOLDDATA
When you apply maintenance, you typically encounter SMP/E HOLDDATA. We use HOLDDATA to notify your SMP/E
system of SYSMODs that have errors or special conditions. We support system and external HOLDDATA.

Deploy the Product
To run an installation on one system and deploy it to other systems, you can use one of the following options:

• Option A: Use a data mover protocol following your standards, and specify the HFS or ZFS file
• Option B: Complete the steps in this procedure.

Follow these steps:

1. Change directories by issuing the following command:
cd /your/ldap/installation/directory 

Your view is of the location that houses your installation files.
2. Create the pax file by entering the following command:

pax  - w  - f /location/for/pax/file/ webadm_r15sp0.pax.Z  - z  - x pax * 

3. Change directories by issuing the following command:
cd /your/ldap/execution/directory on execution LPAR 

Your view is of the new location to deploy the product.
4. Move and unpack the pax file in its new location by entering the following command:

pax  - r  - f /location/for/pax/file/ webadm_r15sp0.pax.Z -px 

The installation files are deployed on a new system.
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Configure the Product
Complete the following procedures to finalize the configuration.

Finalize the Installation

Perform the following minimum configuration tasks that are required to finalize your installation. Once these tasks are
complete, you can start, customize, and use  Web Administrator  in your environment.

1. Run the nodedef script from the directory that contains the USS-styled naming conventions of the SMP/E install
directory. This directory is one directory level higher than the SMP/E target directory. This script lets you define nodes
for your security product.

NOTE
The SMP/E target directory contains names that conform to SMP/E naming standards. However, USS allows
for longer names. Therefore, for most files in the SMP/E target directory, a corresponding file resides one
directory level higher that contains the USS-named file.

2. Confirm that your TOMENV member has been updated to reflect your installation parameters. This member resides in
the CD7NJCL data set.

3. Define the Tomcat ID using CD7NACID following your site-specific requirements. Update the HOME value on the
OMVS profile to reflect the Apache Tomcat home directory.
Example: ACF2

ACF

SET PROFILE(USER) DIV(OMVS)

INSERT TSWBADM UID(0) HOME(/) OMVSPGM(/bin/sh)

SET LID

CHANGE     SWBADM GROUP(OMVSGRP)

F ACF2,REBUILD(GRP),CLASS(P)

F ACF2,OMVS

END

Example: Top Secret

 TSS ADD(TSWBADM) GROUP(OMVSGRP) DFLTGRP(OMVSGRP)

 TSS ADD(TSWBADM) UID(0) HOME(/) OMVSPGM(/bin/sh)

OMVSGRP
Specifies the OMVS group that you are using.

HOME(/)
Specifies the TOMCAT directory.

4. Move the Apache Tomcat proc from CD7NJCL to your proclib and update it to reflect your site-specific requirements.
5. Tomcat is configured to initiate listeners on two ports. Modify the ports as required per your site requirements.

8080
Default connector port for Tomcat. The listener accepts the web application requests from this port. Although you
can change the port number that is used within tomcat/conf/server.xml, the connector port is required.

8005
Shutdown port for Tomcat. This port is configurable, but it is not required and you can disable it. Tomcat is initiated
as a started task using J/ZOS, and thus can be stopped and started using the STOP (P) and START(S) MVS
console commands. This port can be disabled by editing Tomcat’s server.xml file as follows:
Change: <Server port="8005" shutdown=MSMTCEND">
to: <Server port="-1" shutdown="MSMTCEND">
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WARNING
If TCP/IP is recycled or brought down while Tomcat is up, a shutdown request is made to the configured
shutdown port. Since it is disabled, Tomcat loops with SocketException errors while trying to shut down. If this
behavior occurs, you can see thousands of lines that are written out to STDOUT, and CPU utilization increases.
Stop the TOMCAT address space and start it back up when TCP/IP is available.

Configure Internet for Compliance Manager Web Interface

For the Compliance Manager web interface to communicate correctly over the Internet, configure the Java settings based
on your internet access software (Internet Explorer or Mozilla Firefox).

Configure Internet Explorer

Use this procedure to configure Internet Explorer to communicate correctly with the web interface.

1. Select Tools, Internet Options from the Internet Explorer menu bar.
The Internet Options dialog appears.

2. Select the Security folder, and click Custom Level.
The Security Settings dialog appears.

3. Set the following values from the Scripting section:
– Active scripting to Enable
– Scripting of Java applets to Enable
These values display with check marks.

4. Click OK twice.
The internet options are configured.

Configure Mozilla Firefox

Use this procedure to configure Mozilla Firefox to communicate correctly with the web interface.

1. Select Tools, Internet Options from the Mozilla Firefox menu bar.
2. Select the Content folder.
3. Select Enable JavaScript and Enable Java.
4. Click OK.

The internet options are configured.

Verify the Web Interface Installation
Confirm that your installation was successful by testing the web interface.

1. Start the STC using the TOMCAT job.
The  Web Administrator  application begins.

2. Access the web interface using the following address:
http://servername:port/WebAdminr15

servername
Identifies the fully qualified network name of the machine running the Apache Tomcat application server.

port
Identifies the port number. Port 8080 is the default. If you are running multiple Tomcats, you must configure them
to listen on different ports. To change the port on which Apache Tomcat listens, go to the /your/install/directory/
mfsec/tomcat/conf directory and modify the Server.xml file. You can also use the tomcatcf script to change the
listener ports for Apache Tomcat.
The web interface opens.

3. Although ICSF is not required, Tomcat throws the following exception if ICSF is not configured and active. This
exception is reported in Tomcat’s STDERR log.
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WARNING: Error reading /dev/urandom 

Throwable occurred: java.io.FileNotFoundException: /dev/urandom

This exception will not affect Web Administrator’s functionality. As part of Tomcat’s web application deployment it
attempts to use a random number generator /dev/random or /dev/urandom. If these resources are not found, an
exception is thrown and Tomcat falls back on obtaining a random number through source rather than hardware. If
ICSF is running, this exception is not thrown; however, Tomcat does need permission to the appropriate resource to
use /dev/random or /dev/urandom. You can give permission in one of the following ways:
– Tomcat must be authorized to use ICSF, or ICSF must have been started with the CHECKAUTH(NO) option.
– If the CSFRNG resource in the CSFSERV resource class is protected, Tomcat must be permitted to the CSFRNG

profile.

 33



 Web Administrator for z/OS 15.0

Getting Started
Web Administrator  lets you administer ACF2 and Top Secret in a browser-based user interface (UI).  Web Administrator 
simplifies administration by including many native commands and fields and decreases the learning curve for new
administrators.

Web Administrator  for ACF2 for z/OS

Web Administrator  for ACF2 for z/OS offers the following administrative capabilities:

• Create, copy, modify, and delete logon IDs
• Add and delete Data Set, Resource, and DB2 rule lines
• Delete rules
• Create, modify, and delete the following ACF2 records:

– CPF
– Cache
– Data Profile
– DCO
– Entry
– GSO
– LDS
– Scope
– Shift
– XREF
– Zone

• Issue native ESM commands from a command line
The interactive command compile is not supported.

NOTE
Web Administrator  does not support digital certificates or compiled data profile records.

Web Administrator  for Top Secret for z/OS

Web Administrator  for Top Secret for z/OS offers the following administrative capabilities:

• Create, delete, modify, and view ACIDs, departments, divisions groups, profiles, and zones
• Reset ACID passwords
• Create, modify, view, and delete RDT and resources accesses
• Create, modify, view, and delete the following Top Secret options:
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– ALL Record
– Audit
– Control Options
– Data Classification
– Dataset Lookaside Facility
– Field Descriptor Table
– Multilevel Security
– Node Descriptor Table
– Static Data Table
– Started Tasks

• Issue native Top Secret commands from a command line

NOTE
Web Administrator  does not support digital certificates.

Components Overview
The  Web Administrator  is organized into the following major components:

XML Files

The XML files contain  Web Administrator  configuration settings. These XML files are used for configuring applications
and directories to be administered.  Web Administrator  uses the following XML files specific for its own application and
directory configuration:

faces_config.xml
Required by JSF for registering Java components to the application.

SearchMetaData.xml
Defines objects and search criteria for all search screens.

ACF2 Only:

acf2\acf2tree.xml
Defines tree layout for the product.

acf2\acf2_config.xml
Defines security hosts that the product manages.

Top Secret Only:

tss\tsstree.xml
Defines tree layout for the product.

tss\tss_config.xml
Defines security hosts that the product manages.

The XML files are in the following folder:

C:\apache-tomcat-n.n\webapps\VantageGMI\conf\esm

JSP Files

Java Server Pages (JSP) files provide screen layouts for each of the pages and sub-views. JSP files provide the screen
layout for  Web Administrator .

• ESM-specific files reside in the following Tomcat server sub-directory and its sub-folders:
\webapps\VantageGMI\pages\esm\esm_type 
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esm_type
Specifies the ESM type that is running:
acf2

for ACF2
tss

for Top Secret

• The common JSP pages reside in the following Tomcat server sub-directory folder:
\webapps\VantageGMI\pages\esm

Page-Level Help

HTML files support the  Web Administrator  online help. The files provide the following items to help you complete a task:

• Procedural steps
• Definitions for the fields that display on the page you are currently viewing

A separate window displays the procedure to complete the task in the window. The help page also includes links to field
descriptions.

Page-level help files reside in the following Tomcat server sub-directory:

\webapps\VantageGMI\pages\esm\esm_type\help

esm_type
Specifies the ESM type that is running:
acf2

for ACF2
tss

for Top Secret

Error Code Help

HTML files provide error message details. To view error code help, select the error code link in the error message at the
top of the Details page. A separate pop-up help window provides the error code reason, action, and module.

Error message help files reside in the following Tomcat server sub-directory:

\webapps\VantageGMI\pages\esm\errcodes
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Administering
This section includes procedures to help you adminster  Web Administrator  for ACF2 or Top Secret, including securing
the web application server using SSL, change the Tomcat port value, and setting resources and permissions.

Secure the Web Application Server Using SSL
Two channels of communication exist with  Web Administrator : one between the  Web Administrator  server and the
LDAP Server for z/OS, and one between the web browser and  Web Administrator .

This section details how to secure both channels by using SSL encryption.

Set Up Encryption Between the LDAP Server and the  Web Administrator
Secure communications from  Web Administrator  to the LDAP Server for z/OS.

NOTE
The  Web Administrator  can be running on the same server as the LDAP Server. In this configuration, we
do not require or recommend that you secure connections between them with SSL. You can establish secure
communication over the local loopback interface (127.0.0.1) without the need for encryption.

Configure the LDAP Server to Use SSL

To configure the LDAP Server for z/OS for SSL, follow the instructions in the the LDAP Server documentation.

The  Web Administrator  does not support client authentication. When you configure the LDAP Server for z/OS, do not
specify the TLSVerifyClient option with an argument of “demand”. You can omit the TLSVerifyClient option, or you can
specify the TLSVerifyClient option with the argument of “allow” or “try”.

Configure  Web Administrator  to Verify the LDAP Server Certificate

When you update the Java Runtime Environment (JRE) to verify the certificate of the LDAP Server for z/OS, you
encounter one of two scenarios.

• The JRE resides on a writeable filesystem and you have the authority to modify it.
In this case, go to Configure the JRE Trust Store to Verify the LDAP Certificate.

• The JRE resides on a read-only filesystem; or it resides on a writeable filesystem but you do not have the authority to
change it. Or, you can modify the JRE, but you do not want to do so for some reason.
In this case, go to Create a JRE Trust Store to Verify the LDAP Certificate.

Before you execute any Java commands, verify that the Java binaries are in your PATH. Issue the following command:

export PATH=$PATH:$JAVA_HOME/bin

Configure the JRE Trust Store to Verify the LDAP Certificate

The following procedure shows you how to configure the Java Runtime Environment (JRE) to verify the certificate of the
LDAP Server for z/OS. You add the root CA certificate that signed the certificate of the LDAP server to the trust store of
the JRE. The trust store of the JRE is the file:

JAVA_HOME/lib/security/cacerts

NOTE
Several different JREs can be installed on a server, and  Web Administrator  can be installed with a bundled
JRE or can run with an existing JRE on the system. Determine with which JRE  Web Administrator  is running.
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You identify the JRE by inspecting the value of the JAVA_HOME environment variable. JAVA_HOME is defined
in the data set specified by the STDENV DD of the Tomcat started task.

To update the trust store

1. Export the root CA certificate of the LDAP server certificate.
Depending on the security manager product installed on your system, enter one of the following TSO commands:
– If your security manager is ACF2, enter:

EXPORT CERTAUTH.SYS1ACF2 DSNAME(ROOTCA) FORMAT(CERTB64)

– If your security manager is TSS, enter:
TSS EXPORT(CERTAUTH) DIGICERT(SYS3TSS) FORMAT(CERTB64) DCDSN(ROOTCA)

– If your security manager is RACF, enter:
RACDCERT EXPORT(LABEL('CERTAUTH.SYS2RACF')) CERTAUTH DSN(ROOTCA) FORMAT(CERTB64)

NOTE
The values “SYS1ACF2”, “SYS2RACF”, and “SYS3TSS” are based on the examples given in the LDAP
Server documentation. Replace them with the actual names that you assigned to the root CA certificate
when you generated it.

The output of the EXPORT command is an MVS data set named ROOTCA which contains a text encoded version of
the root CA certificate.

2. (Optional). If the certificate needs to be FTPed to a remote system from where it was exported, execute the following
instructions.
On the system where the certificate resides in a data set, extract the CA certificate from the exported data set into an
HFS file. Verify the current directory with the pwd (print working directory) command, copy the dataset to the HFS file
format, and verify the extracted file with the ls (list) command.
SYS1 /u/user123 > pwd

/u/user123

SYS1 /u/user123 > cp “//ROOTCA CERTAUTH-ROOTCA

SYS1 /u/user123 > ls  - l CERTAUTH-ROOTCA

-rw-rw-r--     1    USER123     CHRADM    851  Oct 11 15:28 CERTAUTH-ROOTCA

3. (Optional) Transfer (FTP) the CA Certificate HFS file to the JBOSS server system.
SYS1 /u/user123 > ftp sys2

cd /u/user123

put CERTAUTH-ROOTCA

quit

4. Enter the OMVS command environment and change to the following directory:
cd $JAVA_HOME/lib/security/

5. Enter the following command to add the certificate to the trust store. Replace the values “ldaprootca” and “changeit” as
described.
– If the CA cert resides in an OS data set, use the following command:

cat "//ROOTCA" | iconv -f IBM-1047 -t ISO8859-1 | keytool -import 

-alias ldaprootca -keystore cacerts -storepass changeit  - noprompt

– If the CA cert resides in a HFS file, use the following command:
iconv -f IBM-1047 -t ISO8859-1 /u/user123/CERTAUTH-ROOTCA | keytool -import 

 - alias ldaprootca -keystore cacerts -storepass changeit  - noprompt

-alias ldaprootca
Defines the name assigned to the root CA certificate in the trust store. You can choose the actual value freely as
long as it is unique.
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-storepass changeit
Defines the password assigned to the cacerts file; at the time when the JRE is installed, the password is set to
“changeit”. Consult the system programmers to determine what the actual value at your installation is.

NOTE
The ROOTCA data set is encoded in EBCDIC, but the Java keytool command requires a text file encoded in
ASCII; the iconv command translates the data from EBCDIC to ASCII.

6. Verify that the ‘ldaprootca’ has been added to the trustStore.
cd $JAVA_HOME/lib/security/

keytool -list -keystore cacerts -storepass changeit 

In the output, you should see a line similar to the following example:
ldaprootca, Dec 12, 2021, trustedCertEntry,

If you do not see an entry like that, execute the above steps again.

Create a JRE Trust Store to Verify the LDAP Certificate

If you are unable to, or do not wish to change the cacerts file in the Java Runtime Environment (JRE) at your installation,
you can create a new trust store for Java to use.

To create a trust store

1. Export the root CA certificate of the LDAP Server certificate.
Depending on the security manager product installed on your system, enter one of the following TSO commands:
– If your ESM is ACF2, enter:

EXPORT CERTAUTH.SYS1ACF2 DSNAME(ROOTCA) FORMAT(CERTB64)

– If your ESM is Top Secret, enter:
TSS EXPORT(CERTAUTH) DIGICERT(SYS3TSS) FORMAT(CERTB64) DCDSN(ROOTCA)

– If your ESM is IBM RACF, enter:
RACDCERT EXPORT(LABEL('CERTAUTH.SYS2RACF')) CERTAUTH DSN(ROOTCA) FORMAT(CERTB64)

NOTE
The values “SYS1ACF2”, “SYS2RACF”, and “SYS3TSS” are based on the examples given in the LDAP
Server documentation. Replace them with the actual names that you assigned to the root CA certificate
when you generated it.

The output of the EXPORT command is an MVS data set named ROOTCA which contains a text encoded version of
the root CA certificate.

2. (Optional). If the certificate needs to be FTPed to a remote system from where it was exported, execute the following
instructions.
On the system where the certificate resides in a data set, extract the CA certificate from the exported data set into an
HFS file. Verify the current directory with the pwd (print working directory) command, copy the data set to the HFS file
format, and verify the extracted file with the ls (list) command.
SYS1 /u/user123 > pwd

/u/user123

SYS1 /u/user123 > cp “//ROOTCA CERTAUTH-ROOTCA

SYS1 /u/user123 > ls  - l CERTAUTH-ROOTCA

-rw-rw-r--     1    USER123     CHRADM    851  Oct 11 15:28 CERTAUTH-ROOTCA

3. (Optional) Transfer (FTP) the CA Certificate HFS file to the JBOSS server system.
SYS1 /u/user123 > ftp sys2

cd /u/user123

put CERTAUTH-ROOTCA

quit
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4. Enter the OMVS command environment. Change to the directory where you want to save the new cacerts file. Enter
the following command.
cp $JAVA_HOME/lib/security/cacerts . 

This command copies the current trust store from the JRE into your working directory.
5. Enter the following command to add the certificate to the trust store. Replace the values “ldaprootca” and “changeit” as

described.
– If the CA cert resides in an OS data set, use the following command:

cat "//ROOTCA" | iconv -f IBM-1047 -t ISO8859-1 | keytool -import 

-alias ldaprootca -keystore cacerts -storepass changeit  - noprompt

– If the CA cert resides in a HFS file, use the following command:
iconv -f IBM-1047 -t ISO8859-1 /u/user123/CERTAUTH-ROOTCA | keytool -import 

 - alias ldaprootca -keystore cacerts -storepass changeit  - noprompt

-alias ldaprootca
Defines the name assigned to the root CA certificate in the trust store. You can choose the actual value freely as
long as it is unique.

-storepass changeit
Defines the password assigned to the cacerts file; at the time when the JRE is installed, the password is set to
“changeit”. Consult the system programmers to determine what the actual value at your installation is.

NOTE
The ROOTCA data set is encoded in EBCDIC, but the Java keytool command requires a text file encoded in
ASCII; the iconv command translates the data from EBCDIC to ASCII.

This command updates the copy of cacerts that is in the current directory instead of the default file that is in the JRE.
6. Verify that the ‘ldaprootca’ has been added to the trustStore.

cd /u/user123

keytool -list -keystore cacerts -storepass changeit 

In the output, you should see a line similar to the following example:
ldaprootca, Dec 12, 2021, trustedCertEntry,

NOTE
If you do not see a similar entry, execute the steps again.

7. Edit the data set specified by the STDENV DD of the Tomcat started task. You want to update the Tomcat environment
so that Java uses the new cacerts file instead of the default file. Scroll down to the section “Configure JVM options”.
The section looks like the following example:
# Configure JVM options

# Note that Tomcat requires default ASCII file.encoding

IJO="-Xms256m -Xmx512m"

# Use this variable to turn on debugging for tomcat Startup problems

#IJO="-Xms128m -Xmx1024m -Dibm.cl.verbose=*Bootstrap*

#IJO="-Xms1700M -Xmx1700M"

IJO="$IJO -Dfile.encoding=ISO8859-1"

IJO="$IJO -Dibm.serversocket.recover=true"

IJO="$IJO -Dibm.socketserver.recover=true"

IJO="$IJO -Dcatalina.base=${CATALINA_BASE}"

IJO="$IJO -Dcatalina.home=${CATALINA_HOME}"

IJO="$IJO -Djava.io.tmpdir=${CATALINA_BASE}/temp"

IJO="$IJO -Djava.endorsed.dirs="

IJO="${IJO}${CATALINA_HOME}/common/endorsed"

# Use this variable to turn on debugging for tomcat Startup problems

#IJO="$IJO -verbose:class"
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8. Add the following line immediately below the last line of the “Configure JVM options” section. Replace pathname by
the absolute z/OS UNIX name of the cacerts file that you just created.
IJO="$IJO -Djavax.net.ssl.trustStore=pathname"

Java now uses the new cacerts file instead of the default file.

Configure  Web Administrator  to Use SSL

Configure the  Web Administrator  server to use SSL when communicating.

1. Obtain the value of the CATALINA_HOME environment variable. CATALINA_HOME is defined in the data set specified
by the STDENV DD of the Tomcat started task.

2. Find the configuration files that you need to modify for your system:
– The ACF2 configuration file:

$CATALINA_HOME/webapps/VantageGMI/conf/acf2/acf2_config.xml

– The Top Secret configuration file:
$CATALINA_HOME/webapps/VantageGMI/conf/tss/tss_config.xml

– The Compliance Manager configuration file:
$CATALINA_HOME/webapps/cmgr/conf/cmgr/cmgr_config.xml

3. Within each configuration file, find the <server_info> block that contains connection information for your LDAP Server
for z/OS. Add <useTLS>true</useTLS> to the <server_info> block, as shown in the following example:
<acf2 classpath="com.ca.vantage.esmldap.EsmLdapTree" loginpage="/pages/esm/acf2/login.jsp"> 

  <tree id="258366f83beacc96c947354e4b90c24f" desc="CA ACF2"> 

    <server_info> 

      <host>ldap-server-hostname.yourcompany.com</host> 

      ... (Various configuration directives appear here.) ... 

      <useTLS>true</useTLS> 

    </server_info> 

  </tree> 

</acf2> 

4. Restart the  Web Administrator  server.
Communications between  Web Administrator  and LDAP Server for z/OS are now secured by SSL.

Set Up Encryption Between the Browser and  Web Administrator
The second channel of communication that you want to secure is between the web browser and  Web Administrator . To
encrypt communication, obtain a certificate for  Web Administrator  to present to user's web browser.

• If the  Web Administrator  is running on the same system as the LDAP Server for z/OS, you can use the same
certificate for both servers.

• If the two servers are running on different systems, the certificate for  Web Administrator  should be different than the
one used by LDAP Server for z/OS.

You either obtain the certificate using the same procedure that you used to obtain the certificate for the LDAP Server for z/
OS, or you use the Java keytool application. The following section describes both approaches:

1. Do one the following:
– Create the certificate using the z/OS Security Manager.
– Create the certificate using keytool.

2. Configure the  Web Administrator  server to use SSL.
3. Configure the Browser to use SSL.

 41



 Web Administrator for z/OS 15.0

Create the Certificate Using the z/OS Security Manager

To generate the certificate for ACF2:

1. Generate the server certificate and sign it with the self-signed CA certificate that you generated when you set up the
certificate for the LDAP Server.

ACF

SET PROFILE(USER) DIVISION(CERTDATA)

GENCERT SITECERT.WEBADM1 SIGNWITH(CERTAUTH LABEL(CERTAUTH.SYS1ACF2)) SUBJSDN(CN=WEBADM1,O=CA,C=US)

 EXPIRE(8/13/21) LABEL(WEBADM1.SYS1ACF2) ALTNAME(DOMAIN=MVSSYS1.EXAMPLE.COM)

END

Set the certificate expiration date for ten years. Supply an alternative domain name with the ALTNAME parameter.
2. Export the server certificate and its associated private key to an MVS data set.

ACF

EXPORT SITECERT.WEBADM1 DSNAME(WEBADM1) FORMAT(PKCS12DER) PASSWORD(storepass)

END

The PASSWORD(storepass) option assigns a password to the key store.
3. Copy the MVS data set to a z/OS UNIX file.

OPUT WEBADM1 'keystore' BINARY

NOTE
In this command, keystore is the name of the z/OS UNIX file that you want to configure as the key store
for the  Web Administrator  Server. You can specify either a relative or an absolute pathname. A relative
pathname is relative to the working directory of the TSO/E session, which is usually the HOME directory of
the TSO user. We recommend that you specify an absolute pathname here.

To generate the certificate for Top Secret:

1. Generate the server certificate and sign it with the self-signed CA certificate that you generated when you set up the
certificate for the LDAP Server.

TSS GENCERT(WEBADM1) DIGICERT(SYS3TSS) SIGNWITH(CERTAUTH,SYS3TSS)

SUBJECTN('CN=WEBADM1,O=CA,C=US') NADATE(8/13/21) LABLCERT(WEBADM1.SYS3TSS)

ALTNAME(DOMAIN=MVSSYS1.EXAMPLE.COM)

Set the certificate expiration date for ten years. Supply an alternative domain name with the ALTNAME parameter.
2. Export the server certificate and its associated private key to an MVS data set.

TSS EXPORT(WEBADM1) DIGICERT(SYS3TSS) DCDSN(WEBADM1) FORMAT(PKCS12DER)

3. Copy the MVS data set to a z/OS UNIX file.

OPUT WEBADM1 'keystore' BINARY

In this command, keystore is the name of the z/OS UNIX file that you want to configure as the key store for the  Web
Administrator  Server. You can specify either a relative or an absolute pathname. A relative pathname is relative to the
working directory of the TSO/E session, which is usually the HOME directory of the TSO user. We recommend that you
specify an absolute pathname here.

To generate the certificate for RACF:

1. Generate the server certificate and sign it with the self-signed CA certificate that you generated when you set up the
certificate for the LDAP Server for z/OS.
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RACDCERT GENCERT SITE SUBJECTSDN(CN('WEBADM1') O('CA') C('US')) NOTAFTER(DATE(2021-08-13))

 SIGNWITH(CERTAUTH LABEL('CERTAUTH.SYS2RACF')) WITHLABEL('WEBADM1.SYS2RACF')

 ALTNAME(DOMAIN('MVSSYS1.EXAMPLE.COM'))

Set the certificate expiration date for ten years. Supply an alternative domain name with the ALTNAME parameter.
2. Export the server certificate and its associated private key to an MVS data set.

RACDCERT EXPORT(LABEL('WEBADM1.SYS2RACF')) SITE DSN(WEBADM1) FORMAT(PKCS12DER) PASSWORD('storepass')

The PASSWORD('storepass') option assigns a password to the key store.
3. Copy the MVS data set to a z/OS UNIX file.

OPUT WEBADM1 'keystore' BINARY

In this command, keystore is the name of the z/OS UNIX file that you want to configure as the key store for the  Web
Administrator  Server. You can specify either a relative or an absolute pathname. A relative pathname is relative to the
working directory of the TSO/E session, which is usually the HOME directory of the TSO user. We recommend that you
specify an absolute pathname here.

Create the Certificate Using Keytool

You can also use keytool to generate a server certificate. Because keytool does not have the capability to sign a
certificate, you must use a 3rd-party certification authority (CA) in this case.

NOTE
You can use a self-signed certificate for the  Web Administrator  server, although we do not recommended it. If
you choose to use a self-signed certificate, use the certificate that you create in step 1 and skip the remaining
steps.

To create the server certificate:

1. Generate a self-signed certificate:

keytool -genkey -alias alias -keysize keysize -dname "dname" 

                -validity valDays -keystore keystore -storepass storepass

2. Create a certificate signing request (CSR). From the command line, issue the following command to create the CSR:

keytool -certreq -alias alias -keystore keystore -storepass storepass -file filename

As alias, supply the name of the certificate that you generated in the first step.
3. A certification authority (CA) must process the CSR to generate the signed certificate. You have a number of options.

– You can use any one of the public, commercial certificate authorities.
– You can use your own in-house certificate authority. There are a number of commercial and open source software

packages that will allow you to set up an in-house certificate authority. This is probably the best option, especially if
you will be generating a lot of certificates for both server and personal use.

– You can use z/OS PKI Services to set up an in-house certificate authority. Consult the IBM manual Cryptographic
Services PKI Services Guide and Reference on using PKI Services.

– You can use open source products such as OpenSSL to sign the certificate.
– You can use the z/OS gskkyman program as a certificate authority. Consult the IBM manual Cryptographic Services

System Secure Socket Layer Programming for information on using gskkyman as a certificate authority.
Regardless of which method you employ to sign your certificate, you receive two certificates: the actual signed server
certificate and the certificate of the CA. Depending on the CA that you use, you either receive each certificate in a
separate file or you receive a single PKCS#7 file containing both certificates.

4. Import these certificates into the Java key store:
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keytool -import -alias alias -keystore keystore -storepass storepass -file filename

If you have a single PKCS#7 file,
– Import this PKCS#7 file into the key store. As the “-alias” option, specify the name of the certificate that you

generated in the first step.
The keytool program replaces the self-signed certificate in the key store with the signed certificate in the PKCS#7
file.

If you have individual certificate files:
a. Import the files containing the CA certificates into the key store. Assign each certificate a unique name via the “-

alias” option.
You have imported the CA certificates.

b. Import the file containing the signed server certificate. As the “-alias” option, specify the name of the certificate that
you generated in the first step.
The keytool program replaces the self-signed certificate in the key store with the signed certificate that you are
importing.

NOTE
If a CA certificate already resides in the Java trust store, you do not need to import it into the key store. The
default Java trust store is the file jrehome/lib/security/cacerts. If some or all of the CA certificates are in this
file, add the option “-trustcacerts” to the command line when you import the signed server certificate. This
tells keytool to look in the trust store for any CA certificate that is not in the key store being updated.

Manage a Keystore of Private Keys

Use the keytool command to manage the keystore database of private keys.

The command has the following syntax:

keytool -genkey -alias alias -keysize keysize -dname "dname" 

                -validity valDays -keystore keystore -storepass storepass

keytool -certreq -alias alias -keystore keystore -storepass storepass 

                 -file filename

keytool -import -alias alias -keystore keystore -storepass storepass 

                -file filename

-genkey
Specifies that the command generates a self-signed certificate.

-certreq
Specifies that the command creates a certificate signing request (CSR).

-import
Specifies that the command imports a certificate into the Java key store.

-alias alias
Defines the name alias to the generated certificate. You use this name to refer to this specific certificate.
Default: "mykey"

-keysize keysize
Specifies the size of the public/private key pair to generate.
Limits: 1024 or 2048
Default: 1024

-dname "dname"
Specifies the distinguished name for the certificate. Keytool assigns this name as both the subject and issuer
name. Attribute names are case insensitive. Order does matter: each attribute name must appear in the
designated order. It is not necessary to specify all attribute names. If any attribute value contains a comma,
escape the comma with a backslash (\) character.
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Format: "CN=cName, OU=orgUnit, O=org, L=city, S=state, C=countryCode"
Example: "CN=John Smith, O=Company\, Inc.,C=US"
Default: keytool prompts you for a value for each attribute name.

-validity valDays
Defines how many days the certificate is valid.
Default: 90 days

-keystore keystore
Defines keystore as the name of the file that contains the key store. If this file does not exist, keytool creates it for
you.
Default: ".keystore" in the user’s home directory

-storepass storepass
Defines storepass as the password for the key store.
Default: keytool prompts you for the password of the key store.

-file filename
Defines the the name of the file that keytool creates when generating the certificate signing request (CSR) for -
certreq. Defines the name of the file that contains the certificate to be imported for -import.
Default: Standard output for -certreq, Standard input for -import

Configure the  Web Administrator  Server to Use SSL

To configure the  Web Administrator  server to use SSL when communicating with the browser, you must edit the
server.xml file. This file is located in the conf directory within the  Web Administrator  installation directory.

1. Open the server.xml file and locate the following inactive lines:

<!--

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"

           maxThreads="150" scheme="https" secure="true"

           clientAuth="false" sslProtocol="TLS" />

-->

2. Replace the configuration with the following active lines:

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"

           maxThreads="150" scheme="https" secure="true"

           clientAuth="false" sslProtocol="TLS"

           keystoreFile="keystore" keystorePass="storepass"

           keystoreType="storetype" keyAlias="alias" />

3. Modify the attributes as follows:
keystoreFile="keystore"

Defines the name of the file that contains the key store. If the certificate was created using the Java keytool
application, this is the name that you assigned to the key store when it was created. If the certificate was created
using the z/OS security manager, this is the name of the Z/OS UNIX file into which you copied the contents of the
MVS data set that the EXPORT command created.
Default: The file ".keystore" in the  Web Administrator  server home directory.

keystorePass="storepass"
Defines the password for the key store. If the certificate was created using the Java keytool application, this is
the password that you assigned to the keystore when it was created. If the certificate was created using the z/OS
security manager, this is the password that you assigned to the key store on the EXPORT command.
Default: “changeit”
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keystoreType="{JKS|PKCS12}"
Defines the type of the key store file. If the certificate was created using the Java keytool application, specify the
value “JKS”. If the certificate was created using the z/OS security manager, specify the value “PKCS12”.
Default: “JKS”

keyAlias="alias"
Defines the certificate name that you defined in keytool. If the certificate was created using the z/OS security
manager, omit this attribute. If the certificate was created using the Java keytool application, specify the name you
assigned to the certificate when you created it.
Default: The first key in the key store.

4. Restart the  Web Administrator  server.

Configure the Browser to Use SSL

The final step is to add the root CA certificate that signed the  Web Administrator  server certificate to the trusted root CA
certificate store of the browser.

1. Export the root certificate.
– If you created the server certificate using the security manager, export the root CA certificate as outlined in the

section Configure the JRE Trust Store to Verify the LDAP Certificate. You can FTP the MVS data set to system on
which the browser runs. Be sure to download the data set in text (ASCII) format.

– If you created the server certificate using keytool, get a copy of the root CA certificate from the CA that signed the
server certificate.

2. Follow the procedure for your browser to import this root CA certificate to the trusted root CA certificate store.
3. Secure the channel using SSL.

– In the URL that you use to connect to the  Web Administrator , specify “https://” instead of “http://”.
– Use the secure port. In the example above, that is port 8443.

Change the Apache Tomcat Port
The default port for Apache Tomcat is 8080. If you need to edit this port to conform to your site standards, use the script
tomcatcf.
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Using
This section includes topics to help you use the  Web Administrator  for ACF2 or Top Secret. This section includes topics
for using  Web Administrator  that pertain to both ACF2 and Top Secret, along with ESM-specific topics.

Usage Best Practices
We recommend the following best practices when using  Web Administrator :

Task Scoping

A user's role typically dictates what functions they perform under  Web Administrator . One administrator might be allowed
to create or delete users while another administrator might be able to grant security attributes based on their job function.
If improper controls are in place due to an overlooked resource rule permission, access rule, or security privilege, an
unauthorized administrator may have access to updating user attributes that are outside of the scope of their job function.
We recommend using the task scoping feature.

Business Value:

The task scoping feature limits what tasks a user can see by removing unauthorized tasks from their view of the  Web
Administrator  tree. In addition, it limits the chance of any accidental security exposure from being exploited. For example,
if an administrator does not have the authority to administer security control changes, by using the task scoping feature,
the entire control section of the  Web Administrator  tree does not appear.

Timeout Values

Each repository configured in the config xml file has two timeout values that you can set to control the length of time
allowed before timing out. Depending on your system and the extent of records that you manage, we recommend using
the searchTimeLimit and otherTimeLimit options.

Business Value:

Use the searchTimeLimit option to set searching limits, and use the otherTimeLimit option to create, modify, or delete a
time limit. Identifying and setting the timeout limits that are appropriate for your system will limit lengthy searches that
could consume significant resources and allow for the management of a repository that contains a large set of records.

Narrow Search Criteria

Submitting generic searches, such as setting your search criteria to "*", can cause lengthy result return times depending
on the amount of data in your database and can cause searches to return with LDAP timeout errors. We recommend that
you provide precise search criteria.

Business Value:

Providing precise search criteria can dramatically decrease search result times and eliminate LDAP timeout errors.

Using  Web Administrator  for ACF2
The topics in this section are specific to using  Web Administrator  with ACF2, such as managing logon IDs, rules, and
controls, entering ACF2 commands, and XML configuration-based scoping.

Managing Logon IDs
The  Web Administrator  lets you create, copy, modify, and delete logon IDs. These tasks are available in the Users
Folder.
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For detailed information, see the field descriptions in the applicable online help topic.

NOTE
You cannot use the dash masking character while searching for logon IDs, records, and rule keys. Use an
asterisk (*).

Create a Logon ID

Any user with the ACCOUNT privilege can create logon IDs.

Follow these steps:

1. Select the Users folder from the Vantage tree.
A list of Logon ID tasks appears.

2. Click Create a Logon ID.
The Create User - Main window opens.

3. Type the appropriate information in the fields on the Main window. Fields with an asterisk are required.

NOTE
The Using Logon ID field lets you specify an existing logon ID record that you want to use as a model to
create a new logon ID record. This process reduces the number of fields that you must enter for a new logon
ID record. Your site can specify fields that cannot be copied from a model logon ID record to a new one in
the @CFDE macro of the ACF2 Field Definition Record.The fields include your site-specific values.

4. Select the Detailed Page links, type information as required by your site, and click Create.
A confirmation message appears at the top of the Details page.

Copy a Logon ID

You can use an existing logon ID as the model to create a logon ID. All information that displays when performing a LIST
command is populated into the new logon ID regardless of the ZEROFLDS settings in the @CFDE. You can then change
fields as appropriate.

Follow these steps:

1. Select the Users folder from the Vantage tree.
A list of Logon ID tasks appears.

2. Click Copy a Logon ID.
The Copy a Logon ID window opens.

3. Type the logon ID that you want to copy from in the Logon ID field and click Search.

If you do not know the name or ID of the entry, type an asterisk to perform a search. To avoid timing out, narrow your
search by typing a character followed by an asterisk, and click Search. For example, B*. The interface then displays all
entries that begin with the letter B.

The search runs.

• Click the logon ID that you want to copy.
All information that displays during a LIST command is populated into the new logon ID fields.

• Select the Detail Page links.
The individual page opens.

• Change the information that was populated during the copy, if necessary, and type the appropriate information in the
remaining fields, as required by your site.
The fields include your site-specific values.

• Click Create.
A confirmation message appears at the top of the Details page.
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NOTE
Profile records are not copied to the new logon ID. You must create these individually.

Modify a Logon ID

Any user with the ACCOUNT, SECURITY, LEADER, and USER privilege can modify logon IDs. The USER privilege
authorizes a user to change specific fields in their own record only.

Follow these steps:

1. Select the Users folder from the Vantage tree.
A list of Logon ID tasks appears.

2. Click Modify a Logon ID.
The Modify a Logon ID window opens.

3. Type the logon ID that you want to modify, and click Search.

If you do not know the name or ID of the entry, type an asterisk to perform a search. To avoid timing out, narrow your
search by typing a character followed by an asterisk, and click Search. For example, B*. The interface then displays all
entries that begin with the letter B.

The search runs.

• Select the logon ID that you want to modify.
The logon ID to modify is selected.

• Select the links located under the Logon ID and Profiles tab and make the appropriate changes in each window as
required by your site.
The fields include your site-specific values.

• Click Modify.
A confirmation message appears at the top of the Details page.

Delete a Logon ID

Any user with the ACCOUNT privilege can delete logon IDs.

You can archive the Logon ID before deleting it.

Follow these steps:

1. Select the Users folder from the Vantage tree.
A list of Logon ID tasks appears.

2. Click Delete a Logon ID.
The Delete a Logon ID window opens.

3. Type the logon ID to delete, and click Search. If you do not know the name or ID of the entry, type an asterisk to
perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
The Delete a Logon ID window opens.

NOTE
For the following step, specify the archive location (data set) to archive the Logon ID before deleting it. After
you click Delete,  Web Administrator  generates the necessary ACF2 commands to re-create this Logon ID.

4. Select the logon IDs to delete and click Delete.
A user confirmation dialog opens.

5. Click OK to delete the logon ID.
A confirmation message appears at the top of the Details page.
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Reset a Logon ID Password

Use this procedure to reset a Logon ID password.

Follow these steps:

1. Select the Users folder from the Vantage tree.
A list of Logon ID tasks appears.

2. Click Reset a Logon ID Password.
The Reset a Logon ID Password window opens.

3. Type the appropriate information in the password fields and click Reset Password.

NOTE
Fields with an asterisk are required.

A confirmation message appears at the top of the Details page.

Model a Logon ID

Use this procedure to use a Logon ID as the model to generate the commands to create a user Logon ID.

Web Administrator  for ACF2 copies the logon ID fields, user profile records, and role information from an existing user
and uses this information to build the commands to insert a new user along with the same user profile records and role
information.

Follow these steps:

1. Select the Users folder from the Vantage tree.
A list of Logon ID tasks appears.

2. Select Model a Login ID.
The Model a Login ID opens.

3. Type the appropriate information in the fields on the Main window and click Model.

NOTE
Fields with an asterisk are required. One of the following occurs:

If you did not specify a value in the Model into Data Set field, the generated ACF2 commands appear in the
output window.

If you specified a value in the Model into Data Set field, the ACF2 commands are written to the data set.

Compare Logon IDs

You can compare any two existing Logon IDs. This functionality lets you quickly identify differences between Logon IDs.

Follow these steps:

1. Select the Users folder from the Vantage tree.
A list of User tasks appears.

2. Select Compare Logon ID.
The Compare Logon ID window opens.

3. Enter the Logon IDs to compare and click Compare.
The results appear in the Output area.

Manage Rules
The Permissions folder lets you add and delete a rule line from an existing data set, resource, or Db2 rule. You can also
completely delete a rule in the Permissions folder.
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• Access rules describe the conditions for accessing particular data sets and determine whether access is permitted or
prevented for a user or group of users. The Data Set Rules task lets you add and delete a rule line from an existing
data set rule. This task also lets you delete a data set rule.

• Resource rules describe conditions for accessing particular resources including TSO accounts, TSO procedures, IMS
transactions, commands, SYSIDs, and so on. The Resource Rules task lets you add and delete a rule line from ACF2
resources. This task also lets you delete a resource rule.

• The Db2 Rules task lets you add and delete a rule line from ACF2 for Db2 rules. This task also lets you delete a rule.

NOTE
You cannot use the dash masking character while searching for logon IDs, records, and rule keys.

For detailed information, see the field descriptions in the applicable online help topic.

Add, Modify, or Delete a Data Set Rule Line

The Data Set Rules task lets you add, modify, and delete a rule line from an existing data set rule. This task also lets you
delete a data set rule.

These rules describe the conditions (environment) for accessing particular data sets, and determine whether access is
permitted for a user or group of users.

Perform this procedure to add, modify, or delete rule lines when you are managing a data set rule. For detailed
information, see the field descriptions in the applicable online help topic.

Follow these steps:

1. Select the Permissions folder from the Vantage tree.
2. A list of Data Set Rules, Resource Rules, and Db2 Rules tasks appears.
3. Click Data Set Rules.

A list of tasks appears.
4. Click Add/Modify/Delete Rule Lines.

The Add/Modify/Delete Rule Lines window opens.
5. Type the rule key in the Rule Key field. If you do not know the name or ID of the entry, type an asterisk to perform a

search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For
example, B*. The interface then displays all entries that begin with the letter B.
A list of rule keys appears.

6. Click the appropriate rule key.
The Modify Rule Key window opens.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details Page.

7. Do one of the following:
To add a rule line:
a. Click the Add Rule Line button from the DSN Ruleline(s) window.

The Rule Line window opens.
b. Type the appropriate information for a new rule line.

The fields include your site-specific values.
c. Click Create to add the new rule line or Cancel to quit.

A confirmation message appears at the top of the Details page.
To delete a rule line:
a. Select the rule line to delete from the DSN Ruleline(s) window, and click Delete.

NOTE
To delete all entries, click the check box next to the Select field and click Delete.
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A user confirmation dialog opens.
b. Click OK to delete the rule line.

A confirmation message appears at the top of the Details page.
To modify a rule line:
a. Click the applicable sequence number in the rule line table.

The rule line window opens at the bottom of the page with the existing rule line settings.
b. Make the required changes.
c. Click the Modify Rule line button, or click Cancel to quit.

A confirmation message appears at the top of the Details page.

Delete a Data Set Rule

Perform this procedure to delete rules.

Follow these steps:

1. Select the Permissions folder from the Vantage tree.
A list of Data Set Rules, Resource Rules, and Db2 Rules tasks appears.

2. Click Data Set Rules.
A list of tasks appears.

3. Click Delete a Rule.
The Delete a Rule window opens.

4. Type the rule key in the Rule Key field. If you do not know the name or ID of the entry, type an asterisk to perform a
search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For
example, B*. The interface then displays all entries that begin with the letter B.

5. Select the rule or rules that you want to delete, and click Delete.

NOTE
To delete all rule keys, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
6. Click OK to delete the rule line.

A confirmation message appears at the top of the Details page.

About Rules
The Permissions folder lets you add and delete a rule line from an existing data set, resource, or Db2 rule. You can also
completely delete a rule in the Permissions folder.

Access rules describe the conditions for accessing particular data sets and determine whether access is permitted or
prevented for a user or group of users. The Data Set Rules task lets you add and delete a rule line from an existing data
set rule. This task also lets you delete a data set rule.

Resource rules describe conditions for accessing particular resources including TSO accounts, TSO procedures, IMS
transactions, commands, SYSIDs, and so on. The Resource Rules task lets you add and delete a rule line from ACF2
resources. This task also lets you delete a resource rule.

The Db2 Rules task lets you add and delete a rule line from ACF2 for Db2 rules. This task also lets you delete a rule.

NOTE
You cannot use the dash masking character while searching for logon IDs, records, and rule keys.

The Data Set Rules task lets you add, modify, and delete a rule line from an existing data set rule. This task also lets you
delete a data set rule.
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These rules describe the conditions (environment) for accessing particular data sets, and determine whether access is
permitted for a user or group of users.

Add, Modify, or Delete a Rule Line

Perform this procedure to add, modify, or delete rule lines when you are managing a data set rule. For detailed
information, see the field descriptions in the applicable online help topic.

To add, modify, or delete a data set rule line:

1. Select the Permissions folder from the Vantage tree.
A list of Data Set Rules, Resource Rules, and Db2 Rules tasks appears.

2. Click Data Set Rules.
A list of tasks appears.

3. Click Add/Modify/Delete Rule Lines.
The Add/Modify/Delete Rule Lines window opens.

4. Type the rule key in the Rule Key field. If you do not know the name or ID of the entry, type an asterisk to perform a
search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For
example, B*. The interface then displays all entries that begin with the letter B.
A list of rule keys appears.

5. Click the appropriate rule key.
The Modify Rule Key window opens.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details Page.

To add a rule line:

1. Click the Add Rule Line button from the DSN Ruleline(s) window.
The Rule Line window opens.

2. Type the appropriate information for a new rule line.
The fields include your site-specific values.

3. Click Create to add the new rule line or Cancel to quit.
A confirmation message appears at the top of the Details page.

To delete a rule line:

1. Select the rule line to delete from the DSN Ruleline(s) window, and click Delete.

NOTE
To delete all entries, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
2. Click OK to delete the rule line.

A confirmation message appears at the top of the Details page.

To modify a rule line:

1. Click the applicable sequence number in the rule line table.
The rule line window opens at the bottom of the page with the existing rule line settings.

2. Make the required changes.
3. Click the Modify Rule line button, or click Cancel to quit.

A confirmation message appears at the top of the Details page.
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Delete a Data Set Rule

Perform this procedure to delete rules. For detailed information, see the field descriptions in the applicable online help
topic.

1. Select the Permissions folder from the Vantage tree.
A list of Data Set Rules, Resource Rules, and Db2 Rules tasks appears.

2. Click Data Set Rules.
A list of tasks appears.

3. Click Delete a Rule.
The Delete a Rule window opens.

4. Type the rule key in the Rule Key field. If you do not know the name or ID of the entry, type an asterisk to perform a
search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For
example, B*. The interface then displays all entries that begin with the letter B.

5. Select the rule or rules that you want to delete, and click Delete.
To delete all rule keys, click the check box next to the Select field and click Delete.
A user confirmation dialog opens.

6. Click OK to delete the rule line.
A confirmation message appears at the top of the Details page.

Resource Rules
The Resource Rules task lets you add, modify, and delete a rule line from ACF2 resources. This task also lets you delete
a resource rule.

Resource rules describe conditions (environment) for accessing particular resources. Resources include TSO accounts,
TSO procedures, IMS transactions, commands, PSBs, and AGNs, CICS files, programs, transactions, transient data,
temporary storage, SYSIDs, and DL/I calls, system resources protected by SAF calls, or any resource a site wants to
define.

Add, Modify, or Delete a Resource Rule Line

Perform this procedure to add, modify, or delete a resource rule line when you are managing a resource rule. For detailed
information, see the field descriptions in the applicable online help topic.

To add, modify, or delete a resource rule line

1. Select the Permissions folder from the Vantage tree.
A list of Data Set Rules, Resource Rules, and DB2 Rules tasks appears.

2. Click Resource Rules.
A list of tasks appears.

3. Click Add/Modify/Delete Rule Lines.
The Add/Modify/Delete Rule Lines window opens.

4. Type the rule type in the Rule Type field. If you do not know the name or ID of the entry, type an asterisk to perform a
search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For
example, B*. The interface then displays all entries that begin with the letter B.

5. Click the appropriate rule type.
A list of rule keys appears.

6. Click the appropriate rule key.
The Modify Rule Key window opens.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.
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Do one of the following:

To add a resource rule line

1. Click the Add Rule Line button from the DSN Ruleline(s) window.
The Rule Line window opens.

2. Type the appropriate information for a new resource rule line.
The fields include your site-specific values.

3. Click Create to add the new resource rule line or Cancel to quit.
A confirmation message appears at the top of the Details page.

To delete a resource rule line

1. Select the resource rule line to delete from the DSN Ruleline(s) window, and click Delete.

NOTE
To delete all entries, click the check box next to the Select field and click Delete.

A confirmation dialog opens.
2. Click OK to delete the resource rule line.

A confirmation message appears at the top of the Details page.

To modify a resource rule line

1. Click the applicable sequence number in the resource rule line table.
The rule line window opens at the bottom of the page with the existing rule line settings.

2. Make the required changes.
3. Click the Modify Rule line button, or click Cancel to quit.

A confirmation message appears at the top of the Details page.

Delete a Resource Rule

Perform this procedure to delete resource rules. For detailed information, see the field descriptions in the applicable online
help topic.

To delete a resource rule

1. Select the Permissions folder from the Vantage tree.
A list of Data Set Rules, Resource Rules, and DB2 Rules tasks appears.

2. Click Resource Rules.
A list of tasks appears.

3. Click Delete a Rule.
The Delete a Rule window opens.

4. Type the rule type in the Rule Type field. If you do not know the name or ID of the entry, type an asterisk to perform a
search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For
example, B*. The interface then displays all entries that begin with the letter B.
A list of rule types appears.

5. Click the appropriate rule type.
A list of rule keys opens.

6. Select the rule or rules to delete and click Delete.

NOTE
To delete all entries, click the check box next to the Select field and click Delete.

7. Click OK to delete the rule line.
A confirmation message appears at the top of the Details page.

 55



 Web Administrator for z/OS 15.0

Db2 Rules
The DB2 Rules task lets you add, modify, and delete a rule line from ACF2 for Db2 rules. This task also lets you delete a
rule.

Add, Modify, or Delete a Db2 Rule Line

Perform this procedure to add or delete Db2 rule line when you are managing a Db2 rule. For detailed information, see the
field descriptions in the applicable online help topic.

 To add, modify, or delete a Db2 rule line 

1. Select the Permissions folder from the Vantage tree.
A list of Data Set Rules, Resource Rules, and Db2 Rules tasks appears.

2. Click DB2 Rules.
A list of tasks appears.

3. Click Add/Modify/Delete Rule Lines.
The Add/Modify/Delete Rule Lines window opens.

4. Type the rule type in the Rule Type field. If you do not know the name or ID of the entry, type an asterisk to perform a
search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For
example, B*. The interface then displays all entries that begin with the letter B.
A list of rule types appears.

5. Click the appropriate rule type.
A list of sysids appears. 

6. Click the appropriate sysid.

NOTE
A list of rule keys appears.You can return to the search results window at any time by clicking Return to
Search Results located in the upper-right corner of the Details Page.

7. Click the appropriate rule key.
The Db2 Rule line(s) window opens.

NOTE
You can return to the search results window at anytime by clicking Return to Search Results located in the
upper-right corner of the Details page.

Do one of the following:

 To add a Db2 rule line 

1. Click the Add Rule Line button from the Db2 Ruleline(s) window.
The Rule Line window opens.

2. Type the appropriate information for a new Db2 rule line.
The fields include your site-specific values.

3. Click Create to add the new Db2 rule line or Cancel to quit.
A confirmation message appears at the top of the Details page. 

 To delete a Db2 rule line. 

1. Select the DB2 rule line to delete from the DB2 Ruleline(s) window, and click Delete.

NOTE
To delete all entries, click the check box next to the Select field and click Delete.

2. Click OK to delete the rule line.
A confirmation message appears at the top of the Details page. 
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 To modify a Db2 rule line. 

1. Click the applicable sequence number in the rule line table.
The rule line window opens at the bottom of the page with the existing rule line settings. 

2. Make the required changes.
3. Click the Modify Rule line button, or click Cancel to quit.

A confirmation message appears at the top of the Details page. 

Delete a Db2 Rule

Perform this procedure to delete a DB2 rule. For detailed information, see the field descriptions in the applicable online
help topic.

 To delete a Db2 rule 

1. Select the Permissions folder from the Vantage tree.
A list of Data Set Rules, Resource Rules, and DB2 Rules tasks appears.

2. Click DB2 Rules.
A list of tasks appears.

3. Click Delete a Rule.
The Delete a Rule window appears.

4. Type the rule type in the Rule Type field. If you do not know the name or ID of the entry, type an asterisk to perform a
search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For
example, B*. The interface then displays all entries that begin with the letter B.
A list of rule types appears.

5. Click the appropriate rule type.
A list of sysids appears.

6. Click the appropriate sysid.
A list of rule keys opens.

7. Select the rule or rules to delete and click Delete.

NOTE
To delete all rule keys, click the check box next to the Select field and click Delete.

8. Click OK to delete the rule.
A confirmation message appears at the top of the Details page.

Manage Cache Records
Select Cache to create, modify, and delete a cache record. You can use cache records to implement the ACF2 security
database cache facility. The cache facility is a performance feature that speeds ACF2 validation processing.

For detailed information, see the field descriptions in the applicable online help topic.

Create a Cache Record

Perform this procedure to create a cache record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Cache.
A list of tasks appears.

3. Click Create Cache Records.
The Create Cache Records window opens.
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4. Select the appropriate type from the Type drop-down list, and click Select.
The appropriate type is selected.

5. Enter the appropriate information in each field and click Create.

NOTE
Return to the search results window at any time by clicking Return to Search Results located in upper-right
corner of the Details page.

A Create Successful confirmation message appears at the top of the Details page.

Modify a Cache Record

Perform this procedure to modify a cache record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list opens.

2. Click Cache.
A list of tasks appears.

3. Click Modify Cache Records.
The Modify Cache Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the Sysid in the Sysid field. If you do not know the name or ID of the entry, type an asterisk to perform a search.
To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For example,
B*. The interface then displays all entries that begin with the letter B.
A list of sysids appears.

6. Select the appropriate Sysid.
The Modify Cache window opens.

7. Modify the appropriate fields as required by your site, and click Modify.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.

A confirmation message appears at the top of the Details page.

Delete a Cache Record

Perform this procedure to delete a cache record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Cache.
A list of tasks appears.

3. Click Delete Cache Records.
The Delete Cache Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the Sysid in the Sysid field. If you do not know the name or ID of the entry, type an asterisk to perform a search.
To avoid timing out, narrow your search by typing a character followed by an asterisk, and click Search. For example,
B*. The interface then displays all entries that begin with the letter B.
A list of sysids appears.
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6. Select the sysids to delete and click Delete.

NOTE
To delete all sysids, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
7. Click OK to delete the cache records.

A confirmation message appears at the top of the Details page.

Manage CPF Records
Select CPF (Command Propagation Facility) to create, modify, and delete CPF records. CPF records let your site set
command propagation facility options and define how nodes in the CPF network can communicate.

ACF2 provides CONTROL(CPF) structured Infostorage records that let you implement CPF at your node and all remote
nodes.

For detailed information, see the field descriptions in the applicable online help topic.

Create a CPF Record

Perform this procedure to create a CPF record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list appears.
3. Click CPF.

The CPF task list appears.
4. Click Create CPF Records.

The Create CPF Records window opens.
5. Select the appropriate type from the Type drop-down list, and click Select.

The appropriate type is selected.
6. Enter the appropriate information in each field and click Create.

A confirmation message appears at the top of the Details page.

Modify a CPF Record

Perform this procedure to modify a CPF record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click CPF.
The CPF task list appears.

3. Click Modify CPF Records.
The Modify CPF Records window opens.

4. Select the appropriate type from the Type drop-down list.
5. Type the Sysid in the Sysid field and qualifier in the Qualifier field. If you do not know the name or ID of the entry, type

an asterisk to perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk,
and click Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of sysids and qualifiers appears.

6. Select the appropriate Sysid.
The Modify CPF window opens.
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NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.

7. Modify the appropriate fields as required by your site and click Modify.
A confirmation message appears at the top of the Details page.

Delete CPF Records

Perform this procedure to delete a CPF record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list appears.
3. Click CPF.

The CPF task list appears.
4. Click Delete CPF Records.

The Delete CPF Records window opens.
5. Select the appropriate type from the Type drop-down list.
6. Type the Sysid in the Sysid field and qualifier in the Qualifier field. If you do not know the name or ID of the entry, type

an asterisk to perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk,
and click Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of sysids and qualifiers appears.

7. Select the sysid or sysids to delete and click Delete.

NOTE
To delete all sysids, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
8. Click OK to delete the CPF records.

A confirmation message appears at the top of the Details page.

Manage Data Profile Records
Select Data Profile to create, modify, and delete ACF2 data profiles. A profile is a compiled record that identifies a data
record or segment.

For detailed information, see the field descriptions in the applicable online help topic.

Create a Data Profile Record

Perform this procedure to create a Data Profile Record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list appears.
3. Click Data Profile.

The data profile task list appears.
4. Click Create Data Profile Records.

The Create Data Profile Records window opens.
5. Select the appropriate type from the Type drop-down list, and click Select.

The appropriate type is selected.
6. Enter the appropriate information in each field and click Create.
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A confirmation message appears at the top of the Details page.

Modify a Data Profile Record

Perform this procedure to modify a data profile record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list appears.
3. Click Data Profile.

The Data Profile task list appears.
4. Click Modify Data Profile Records.

The Modify Data Profile Records window appears.
5. Select the appropriate type from the Type drop-down list.

The appropriate type is selected.
6. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to

perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of record names appears.

7. Select the appropriate record name.
The Modify Data Profile window appears.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the window.

8. Modify the appropriate fields as required by your site, and click Modify.
A Modify Successful confirmation message appears at the top of the Details page.

Delete a Data Profile Record

Perform this procedure to delete a data profile record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list appears.
3. Click Data Profile.

The Data Profile task list appears.
4. Click Delete Data Profile Records.

The Delete Data Profile Records window opens.
5. Select the appropriate type from the Type drop-down list.

The appropriate type is selected.
6. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to

perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of record names appears.

7. Select the records to delete and click Delete.

NOTE
To delete all records, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
8. Click OK to delete the data profile records.

A confirmation message appears at the top of the Details page.
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Manage DCO Records
Data Classification Option (DCO) records let you define resources to a data class. Additionally, an owner of the resource
can be defined within the data class.

Data classification is the categorization of data. Data records help determine what data (files, data sets, resources) pertain
to a regulation. The records identify which data sets or resource rules pertain to a specific regulation by assigning a data
class to the data set or resource. You can also assign owners (Logon ID and name fields) to the data set or resource.

For detailed information, see the field descriptions in the applicable online help topic.

Create a DCO Record

Perform this procedure to create a DCO record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The DCO task list appears.
3. Click Create DCO Records.

The Create DCO Records window appears.
4. Select the type from the Type drop-down list.

The window displays options related to the selected type.
5. Enter the appropriate information in each field and click Create.

A confirmation message appears at the top of the Details page.

Modify a DCO Record

Perform this procedure to modify a DCO record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list appears.
3. Click DCO.

The DCO task list appears.
4. Click Modify DCO Records.

The Modify DCO Records window opens.
5. Type the Sysid in the Sysid field and qualifier in the Qualifier field. If you do not know the name or ID of the entry, type

an asterisk to perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk,
and click Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of Sysids and Qualifiers appears.

6. Select the Sysid and Qualifier combination that you want to modify.
The Modify DCO window opens.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.

7. Modify the appropriate fields as required by your site and click Modify.
A confirmation message appears at the top of the Details page.

Delete a DCO Record

Perform this procedure to delete a DCO record.
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Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list appears.
3. Click DCO.

The DCO task list appears.
4. Click Delete DCO Records.

The Delete DCO Records window opens.
5. Type the Sysid in the Sysid field and qualifier in the Qualifier field. If you do not know the name or ID of the entry, type

an asterisk to perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk,
and click Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of sysids and qualifiers appears.

6. Select the Sysid and Qualifier combination to delete and click Delete.

NOTE
To delete all Sysids, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
7. Click OK to delete the DCO records.

A confirmation message appears at the top of the Details page.

Manage Entry Records
Select Entry to create, modify, and delete an entry record. Entry records let a site define a source or groups of sources
associated with system entry access.

For detailed information, see the field descriptions in the applicable online help topic.

Create an Entry Record

Perform this procedure to create an entry record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list appears.
3. Click Entry.

The entry task list appears.
4. Click Create Entry Records.

The Create Entry Records window opens.
5. Select the appropriate type from the Type drop-down list, and click Select.

The appropriate value is selected.
6. Enter the appropriate information in each field and click Create.

A confirmation message appears at the top of the Details page.

Modify an Entry Record

Perform this procedure to modify an entry record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list appears.
3. Click Entry.

The Entry task list appears.
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4. Click Modify Entry Records.
The Modify Entry Records window opens.

5. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

6. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to
perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of record names appears.

7. Select the appropriate record name.
The Modify Entry window opens.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.

8. Modify the appropriate fields as required by your site, and click Modify.
A confirmation message appears at the top of the Details Page.

Delete an Entry Record

Perform this procedure to delete entry records.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
2. The controls task list opens.
3. Click Entry.

The Entry task list opens.
4. Click Delete Entry Records.

The Delete Entry Records window opens.
5. Select the appropriate type from the Type drop-down list.

The appropriate type is selected.
6. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to

perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of record names opens.

7. Select the records to delete and click Delete.

NOTE
To delete all records, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
8. Click OK to delete the data profile records.

A confirmation message appears at the top of the window.

Manage GSO Records
Select GSO to create, modify, and delete global system options (GSO) records.

For detailed information, see the field descriptions in the applicable online help topic.

Create a GSO Record

Perform this procedure to create a GSO record.
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Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click GSO.
The GSO task list appears.

3. Click Create GSO Records.
The Create GSO Records window opens.

4. Select the appropriate type from the Type drop-down list, and click Select.
The appropriate type is selected.

5. Enter the appropriate information in each field and click Create.
A confirmation message appears at the top of the Details page.

Modify a GSO Record

Perform this procedure to modify a GSO record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click GSO.
The GSO task list appears.

3. Click Modify GSO Records.
The Modify Entry Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the Sysid in the Sysid field and qualifier in the Qualifier field. If you do not know the name or ID of the entry, type
an asterisk to perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk,
and click Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of sysids and qualifiers appears.

6. Select the sysid and qualifier.
The Modify GSO window opens.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.

7. Modify the appropriate fields as required by your site and click Modify.
A confirmation message appears at the top of the Details page.

Delete a GSO Record

Perform this procedure to delete a GSO record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click GSO.
The GSO task list appears.

3. Click Delete GSO Records.
The Delete GSO Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.
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5. Type the Sysid in the Sysid field and qualifier in the Qualifier field. If you do not know the name or ID of the entry, type
an asterisk to perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk,
and click Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of sysids and qualifiers appears.

6. Select the sysid or sysids to delete and click Delete.

NOTE
To delete all sysids, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
7. Click OK to delete the GSO records.

A confirmation message appears at the top of the Details page.

Manage LDS Records
Select LDS to create, modify, and delete an LDAP directory services (LDS) record. LDS allow for the storing and retrieval
of data that needs to be centrally located in the company. User information such as email address, office or cube number,
and phone extensions are just some of the items that others in the company need to access.

For detailed information, see the field descriptions in the applicable online help topic.

Create an LDS Record

Perform this procedure to create an LDS LDAP, LDS Options, or LDS XREFLDAP record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click LDS.
The LDS task list appears.

3. Click Create LDS Records.
The Create LDS Records window opens.

4. Select the appropriate type from the Type drop-down list, and click Select.
The appropriate type is selected.

5. Enter the appropriate information in each field and click Create.
A confirmation message appears at the top of the Details page.

Modify an LDS Record

Perform this procedure to modify an ACF2 LDS LDAP, LDS Options, or LDS XREFLDAP record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click LDS.
The LDS task list appears.

3. Click Modify LDS Records.
The Modify LDS Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the Sysid in the Sysid field and qualifier in the Qualifier field. If you do not know the name or ID of the entry, type
an asterisk to perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk,
and click Search. For example, B*. The interface then displays all entries that begin with the letter B.
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A list of sysids and qualifiers appears.
6. Select the sysid and qualifier.

The Modify LDS window opens.
Note: You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.

7. Modify the appropriate fields as required by your site, and click Modify.
A confirmation message appears at the top of the Details page.

Delete an LDS Record

Perform this procedure to delete LDS records.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click LDS.
The LDS task list appears.

3. Click Delete LDS opens.
The Delete LDS Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the Sysid in the Sysid field and qualifier in the Qualifier field. If you do not know the name or ID of the entry, type
an asterisk to perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk,
and click Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of sysids and qualifiers appears.

6. Select the sysid or sysids to delete and click Delete.

NOTE
To delete all sysids, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
7. Click OK to delete the LDS records.

A confirmation message appears at the top of the Details page.

Manage Scope Records
Select Scope Records to create, modify, and delete scope records. Scope records limit the authority a specially privileged
user has over Logon ID records, access rules, and other ACF2 records.

For detailed information, see the field descriptions in the applicable online help topic.

Create a Scope Record

Perform this procedure to create a scope record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Scope.
The Scope task list appears.

3. Click Create Scope Records.
The Create Scope Records window opens.

4. Select the appropriate type from the Type drop-down list, and click Select.
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The appropriate type is selected.
5. Enter the appropriate information in each field and click Create.

A confirmation message appears at the top of the Details page.

Modify a Scope Record

Perform this procedure to modify a scope record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Scope.
The Scope task list appears.

3. Click Modify Scope Records.
The Modify Scope Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to
perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
The fields include your site-specific values.

6. Select the appropriate record.
The Modify Scope window opens.

NOTE
You can return to the search results window at anytime by clicking Return to Search Results located in the
upper-right corner of the Details Page.

7. Modify the appropriate fields as required by your site, and click Modify.
A confirmation message appears at the top of the Details page.

Delete a Scope Record

Perform this procedure to delete scope records.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Scope.
The Scope task list appears.

3. Click Delete Scope Records.
The Delete Scope Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to
perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of records appears.

6. Select the records to delete and click Delete.

NOTE
To delete all records, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
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7. Click OK to delete the scope records.
A confirmation message appears at the top of the Details page.

Manage Shift Records
Select Shift to create, modify, and delete shift records. Shift and zone records define periods of time when access is
permitted or prevented.

For detailed information, see the field descriptions in the applicable online help topic.

Create a Shift Record

Perform this procedure to create a shift record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Shift.
The shift task list appears.

3. Click Create Shift Records.
The Create Shift window opens.

4. Enter the appropriate information in each field and click Create.
A confirmation message appears at the top of the Details page.

Modify a Shift Record

Perform this procedure to modify a shift record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Shift.
The Shift task list appears.

3. Click Modify Shift Records.
The Modify Shift Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to
perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of records appears.

6. Select the appropriate record.
The Modify Shift window opens.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.

7. Modify the appropriate fields as required by your site, and click Modify.
A confirmation message appears at the top of the Details page.

Delete a Shift Record

Perform this procedure to delete shift records.
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Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Shift.
The Shift task list appears.

3. Click Delete Shift Records.
The Delete Shift Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to
perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of records appears.

6. Select the records to delete and click Delete.

NOTE
To delete all records, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
7. Click OK to delete the Shift records.

A confirmation message appears at the top of the Details page.

Manage XREF Records
Select XREF to create, modify, and delete XREF records. The cross-reference (XREF) setting lets you define groups of
sources, groups of resources, or groups of roles for ACF2 validation processing.

For detailed information, see the field descriptions in the applicable online help topic.

Create an XREF Record

Perform this procedure to create an XREF record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click XREF.
The XREF task list appears.

3. Click Create XREF Records.
The Create XREF window opens.

4. Enter the appropriate information in each field and click Create.
A confirmation message appears at the top of the Details page.

Modify an XREF Record

Perform this procedure to modify an XREF record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click XREF.
The XREF task list appears.

3. Click Modify XREF Records.
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The Modify XREF Records window opens.
4. Select the appropriate type from the Type drop-down list.

The appropriate type is selected.
5. Type the Sysid in the Sysid field and record name in the Record name field. If you do not know the name or ID of the

entry, type an asterisk to perform a search. To avoid timing out, narrow your search by typing a character followed by
an asterisk, and click Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of sysids appears.

6. Select the appropriate Sysid.
The Modify XREF window opens.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.

7. Modify the appropriate fields as required by your site and click Modify.
A confirmation message appears at the top of the Details page.

Delete an XREF Record

Perform this procedure to delete XREF records.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click XREF.
The XREF task list appears.

3. Click Delete XREF Records.
The Delete XREF Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to
perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of records appears.

6. Select the records to delete, and click Delete.

NOTE
To delete all records, click the check box next to the Select field and click Delete.

A user confirmation dialog opens.
7. Click OK to delete the record.

A confirmation message appears at the top of the Details page.

Manage Zone Records
Select Zone to create, modify, and delete zone records. Shift and zone records define periods of time when access is
permitted or prevented. Zone records offset local time from the executing CPU time for the user. Zone records are only
used during system entry validation.

For detailed information, see the field descriptions in the applicable online help topic.

Create a Zone Record

Perform this procedure to create a zone record.
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Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Zone.
The Zone task list appears.

3. Click Create Zone Records.
The Create Zone window opens.

4. Enter the appropriate information in each field and click Create.
A confirmation message appears at the top of the Details page.

Modify a Zone Record

Perform this procedure to modify a zone record.

Follow these steps:

1. Select the Controls folder from the Vantage tree.
The controls task list appears.

2. Click Zone.
The Zone task list appears.

3. Click Modify Zone Records.
The Modify Zone Records window opens.

4. Select the appropriate type from the Type drop-down list.
The appropriate type is selected.

5. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to
perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.
A list of record names appears.

6. Select the appropriate record.
The Modify Zone window opens.

NOTE
You can return to the search results window at any time by clicking Return to Search Results located in the
upper-right corner of the Details page.

7. Modify the appropriate fields as required by your site and click Modify.
A confirmation message appears at the top of the Details page.

Delete a Zone Record

Perform this procedure to delete zone records.

Follow these steps:

1. Select the Controls folder from the Administration pane.
2. Click Zone.
3. Click Delete Zone Records.
4. Select the appropriate type from the Type drop-down list.
5. Type the record name in the Record Name field. If you do not know the name or ID of the entry, type an asterisk to

perform a search. To avoid timing out, narrow your search by typing a character followed by an asterisk, and click
Search. For example, B*. The interface then displays all entries that begin with the letter B.

6. Select the records to delete and click Delete.

NOTE
To delete all records, click the check box next to the Select field and click Delete.
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7. Click OK to delete the record.
A confirmation message appears at the top of the Details page.

Enter ACF2 Commands from  Web Administrator
You can use the  Web Administrator  to enter native ACF2 commands in a similar fashion as through TSO. A scrollable list
retains the command output for each command issued until you clear the output list.

Follow these steps:

1. Select Command Line from the Vantage tree.
The Execute Commands window opens.

2. Enter commands in the Command field and click Enter.
The output appears in the display field.

Example:

set control(gso)~list like(-)

Multiple commands can be concatenated together separated by tilde(~).

NOTE
ACF2 subcommand help content is not available.

XML Configuration-Based Scoping (ACF2)
The  Web Administrator  helps you determine the set of tasks that ACF2 administrators can see and are allowed to
perform. Scoping is enabled for a configured directory by editing the acf2_config.xml file and placing a <scope> </scope>
tags within the <serverinfo></serverinfo> tags. Currently only XMLCONFIG is an acceptable value for the <scope> tag.

Setting this XMLCONFIG value indicates that the XML tags determine the tree folders and tasks that are visible to
administrators.

Changes to this file do not take effect immediately. Before changes take effect, the TOMCAT server must be stopped and
restarted, and the user must restart their browser.

Each folder and task that appears in the tree is identified by an ID value. The following chart details all the folders and
tasks that can appear in the product.

Folders or Task Name ID
Users acf2User
Create a Logon ID create_acf2_USER
Copy a Logon ID copy_acf2_USER
Modify a Logon ID modify_acf2_USER
Delete a Logon ID delete_acf2_USER
Reset a Logon ID Password reset_acf2_USER
Permissions acf2Perm
Data set Rules acf2dataset
Add/Delete Rule Lines modify_acf2_dataset
Delete a Rule delete_acf2_Dataset
Resource Rules acf2resourcerules
Add/Delete Rule Lines modify_acf2_Resource
Delete a Rule delete_acf2_Resource
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DB2 Rules acf2db2rules
Add/Delete Rule Lines modify_acf2_DB2
Delete a Rule delete_acf2_DB2
Controls acf2Control
Cache acf2cache
Create Cache Records create_acf2_CACHE
Modify Cache Records modify_acf2_CACHE
Delete Cache Records delete_acf2_CACHE
CPF acf2cpf
Create CPF Records create_acf2_CPF
Modify CPF Records modify_acf2_CPF
Delete CPF Records delete_acf2_CPF
Data Profile acf2dataprofile
Create Data Profile Records create_acf2_DP
Modify Data Profile Records modify_acf2_DP
Deleted Data Profile Records delete_acf2_DP
DCO acf2DCO
Create DCO Records create_acf2_DCO
Modify DCO Records modify_acf2_DCO
Delete DCO Records delete_acf2_DCO
Entry acf2Entry
Create Entry Records create_acf2_ENTRY
Modify Entry Records modify_acf2_ENTRY
Delete Entry Records delete_acf2_ENTRY
GSO acf2gso
Create GSO Records create_acf2_GSO
Modify GSO Records modify_acf2_GSO
Delete GSO Records delete_acf2_GSO
LDS acf2lds
Create LDS Records create_acf2_LDS
Modify LDS Records modify_acf2_LDS
Delete LDS Records delete_acf2_LDS
Scope acf2scope
Create Scope Records create_acf2_SCOPE
Modify Scope Records modify_acf2_SCOPE
Delete Scope Records delete_acf2_SCOPE
Shift acf2shift
Create Shift Records create_acf2_SHIFT
Modify Shift Records modify_acf2_SHIFT
Delete Shift Records delete_acf2_SHIFT
XREF acf2xref
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Create XREF Records create_acf2_XREF
Modify XREF Records modify_acf2_XREF
Delete XREF Records delete_acf2_XREF
Zone acf2zone
Create Zone Records create_acf2_ZONE
Modify Zone Records modify_acf2_ZONE
Delete Zone Records delete_acf2_ZONE
Command Line acf2CmdLine
Configuration acf2Configuration

These task IDs are critical in setting up your scoping. Three options are available for enabling and disabling folders and
tasks.

Option 1: <username> taskid1,taskid2…</username>

This option allows you to specify which folders and tasks a given user is allowed to see. The ACF2 user that is to be
scoped becomes the username portion of the tag, and each folder and task they are allowed to access is contained within
the beginning and ending username tag

Example: Only User admin1 is allowed to see the Reset a Logon ID Password task.

To see the Reset a Logon ID task, add the following within the <serverinfo></serverinfo> tags section of the
acf2_config.xml file:

<scope>XMLCONFIG</scope>

<admin1>acf2Users, reset__acf2__USER</admin1>

The <scope> tag identifies the XMLCONFIG option is available for scoping. The <admin1> tag provides the list of folders
and task IDs that are available for user admin1. The highest level folder must always be specified along with the tasks you
want admin1 to see. In this example, if the task id acf2Users is not specified, user admin1 would not see the ‘Users’ folder
and consequently the ‘Reset a Logon ID Password’ task.

Option 2: <taskid> username1,username2,username3,.. </taskid>

This option lets you limit folders and tasks within the product to specific users. Only the users specified within the <taskid>
tag are allowed to see this folder or task.

Example 1: Only Users admin1, admin2, and admin3 can Administer ACF2 Users.

Within the <serverinfo></serverinfo> section for the directory where this scoping is to be enforced, provide the following
tags would be provided:

<scope>XMLCONFIG</scope>

<acf2User> admin1,admin2,admin3</acf2User>

The <scope> tag identifies the XMLCONFIG option for scoping enforcement. The <acf2User> tag provides the list of the
specific users that are allowed to see the Users folder and all the tasks within it.

Example 2: Prevent All Users from Administering ACF2 Users.

<scope>XMLCONFIG</scope>

<acf2User> nobody </acf2User>
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The value of nobody is assumed to not match any users on a system, and thus no user logged in would match this value.
Any value could be used, such as a single space or an underscore, but some value must be supplied; you cannot specify
a null value within the tags. This example is useful for hiding folders and tasks that you do not want administrators seeing
and using.

Option 3: <not__taskid> username1,username2…</not__taskid>

This option is the inverse of Option 2; a taskid is identified as an XML tag with the not__ prefix (the word ‘not’ with 2
underscores), and the value of this tag is the list of users that are to be prevented from seeing this folder or task.

Example 1: All Administrators can see ACF2 configuration data except Users admin1 and admin2

<scope>XMLCONFIG</scope>

<not__acf2Configuration>admin1,admin2</not__acf2Configuration>

This allows access to the ACF2 configuration task for all users except admin1 and admin2.

• Order Processing:
The order in which the rules are processed is the same as the order of the options above (1 overrides 2, and 2
overrides 3). For example, given the following configuration:

<admin1>acf2User</admin1> 

<acf2User>admin2,admin3</acf2User> 

<admin1> is an Option 1 rule, and <acf2User> is an Option 2 rule. The user admin1 will see the folder for the task ID of
acf2User, even though the second rule would have prevented it.

• Another example:

<acf2User>admin4,admin5</acf2User> 

<not__acf2User>admin5</not__acf2User> 

User admin5 sees the folder for acf2User because the option 2 rule of <acf2User> takes precedence over the option 3
rule of <not__acf2User>, which would have prevented user admin5 from seeing the acf2User folder.

Using  Web Administrator  for Top Secret
The topics in this section are specific to using  Web Administrator  with Top Secret, such as managing ACIDs and
controls, entering Top Secret commands, and XML configuration-based scoping.

Set Resources and Permissions
A resource is any component of the computing or operating system required by a task, for example, data sets, volumes,
terminals, and minidisks. To protect resources, Top Secret must know about them. The types of resources protected are
listed in the Resource Descriptor Table (RDT).

Each resource class is identified by a unique keyword and has certain attributes associated with it.

Permissions give users access to defined resources. Permissions can be restricted by the following criteria:

• Facility
• Day and time
• SYSID

This section shows you how to complete the following tasks related to resources and permissions. For detailed
information, see the field descriptions in the applicable online help topic.
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Create an RDT Record

Perform this procedure to create an entry in the Resource Descriptor Table.

Follow these steps:

1. Select Permissions, Resource Descriptor Table from the Vantage tree.
2. Select Create RDT Records.

The Create RDT Records window opens.
3. Enter the appropriate information in each field and click Create.

The RDT record is created.

Modify an RDT Record

Perform this procedure to modify a resource in the Resource Descriptor Table.

Follow these steps:

1. Select Permissions, Resource Descriptor Table from the Vantage tree.
2. Select Modify RDT Records.

The Modify RDT Record window opens.
3. Select RDT Record from the Type drop-down list, enter the name (or part of a name followed by an asterisk) of the

RDT record, and click Search.
A list of RDT records opens. These RDT records meet the search criteria.

4. Select the record to modify.
The Modify RDT Record window displays the details of the selected record.

5. Change the fields as required and click Modify.
The RDT record is modified.

Delete an RDT Record

Perform this procedure to delete an entry from the Resource Descriptor Table.

Follow these steps:

1. Select Permissions, Resource Descriptor Table from the Vantage tree.
2. Select Delete RDT Records.

The Delete RDT Record window opens.
3. Select RDT record from the Type drop-down list, enter the name or part of the name of the RDT record, and click

Search.
A list of RDT records opens. These RDT records meet the search criteria.

4. Select the required RDT record, and click Delete.

NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The RDT record is deleted.

Create Resource Access

Perform this procedure to create resource access.

Follow these steps:

1. Select Permissions, Resource Access from the Vantage tree.
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2. Select Create Resource Access.
The Create Resource Access window opens.

3. Enter the appropriate information in each field and click Create.
The resource access is created and the Permitted ACIDs tab opens.

4. Click the Permitted ACIDs tab.
The Permitted ACIDs window expands.

5. Click Create New Permission.
The window expands to show permission fields.

6. Enter the appropriate information in each field and click Create.
The permission is created.

Modify Resource Access

Perform this procedure to modify a resource access.

Follow these steps:

1. Select Permissions, Resource Access from the Vantage tree.
2. Select Modify Resource Access.

The Modify Resource Access window opens.
3. Select Owned Resource from the Type drop-down list, select the Resource Class, and enter the name (or part of a

name followed by an asterisk) of the Owned Resource to be modified, and click Search.
A list of records opens. These records meet the search criteria.

4. Select the required record.
The Modify Resource Access window displays the details of the selected record.

5. Change the fields in the Owned Resource and Permitted Acids tabs as required and click Modify.
The resource access is modified.

Delete Resource Access

Perform this procedure to delete a resource access.

Follow these steps:

1. Select Permissions, Resource Access from the Vantage tree.
2. Select Delete Resource Access.

The Delete Resource Access window opens.
3. Select Owned Resource from the Type drop-down list, enter the name (or part of a name followed by an asterisk) of

the Resource Access to be deleted, and click Search.
A list of records opens. These records meet the search criteria.

4. Select the required record.

NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The resource access is deleted.

Manage User ACIDs
Top Secret requires you to have a valid accessor ID (ACID) and password to enter the system.
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An ACID can be up to eight alphanumeric characters, which typically corresponds with your system user ID. You can use
the same ACID for all facilities, or use a different ACID for each facility.

An ACID can be restricted to the following:

• A particular terminal or CPU
• Access only on particular days of the week or during certain hours
• Access through a particular facility, such as TSO or CICS

This section shows you how to perform the following tasks related to user ACIDs. For detailed information, see the field
descriptions in the applicable online help topic.

Create an ACID

Any administrator with ACID(CREATE) administrative authority can create user ACIDs.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Select Create an ACID.

The Create an ACID window opens.
3. Select User from the Type drop-down list, and click Select.

The Create User window opens.
4. Enter the appropriate information in each field and click Create.

The user ACID is created.

Copy an ACID

You can use any existing user ACID as the model to create a new user ACID. All basic information is copied from the
model ACID to the new ACID.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Select Copy an ACID.

The Copy an ACID window opens.
3. Select User from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an existing

ACID, and click Search.
A list of ACIDs that meet the search criteria opens.

4. Select the ACID for the model.
The Create User window opens with the fields pre-populated with the model ACID's settings.

5. Enter the appropriate information in each field and click Create.
The user ACID is created.

Modify a User ACID

You can modify a user ACID at any time.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Select modify an ACID.

The Modify an ACID window opens.
3. Enter the name (or part of the name followed by an asterisk) of the ACID and click Search.

A list of ACIDs opens. These ACIDs meet the search criteria.
4. Select the appropriate ACID.

The Modify User window displays the fields populated with the ACID's settings.
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5. Change the fields as required and click Modify.
The user ACID is modified.

Delete a User ACID

The results of deleting a user ACID are as follows:

• Purges the ACID from the security file
• Revokes all authorizations granted to the ACID
• Frees any resources that the ACID owns

You cannot delete a user ACID if it meets one of the following scenarios:

• It owns resources permitted to other users.
• It is permitted to other ACIDs.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
A list of ACID tasks opens.

2. Click Delete an ACID.
The Delete an ACID window opens.

3. Enter the name (or part of the name followed by an asterisk) of the ACID and click Search.
A list of ACIDs appears. These ACIDS meet the search criteria.

4. Select the appropriate ACID and click Delete.

NOTE
To delete multiple ACIDs, select the check box next to each ACID that you want to delete.

A confirmation dialog opens.
5. Click OK.

The user ACID is deleted.

Reset a User ACID Password

Use this procedure to reset a user ACID password.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Click Reset an ACID Password.

The Reset an ACID Password window opens.
3. Enter the applicable information in the applicable fields and click Reset Password.

The password is reset.

Compare ACIDs

Use this procedure to compare two ACIDs. This comparison lets you identify differences between two ACIDs. You can
then use this information to add or remove user privileges to a user.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Select Compare an ACID.

The Compare an ACID window opens.
3. Enter the ACIDs that you want to compare and click Compare.

The results appear in the output area.
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Model a User ACID

Use this procedure to use an existing ACID as the model to generate the commands to create a user ACID.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Select Model an ACID.

The Model an ACID window opens.
3. Type the appropriate information in the fields on the Main window and click Model.

NOTE
Fields with an asterisk are required.

One of the following occurs:
– If you did not specify a value in Model into Data Set field, the generated Top Secret commands appear in the output

window.
– If you specified a value in Model into Data Set field, the Top Secret commands are written to the data set.

Manage Organizational ACIDs
Organizational ACIDs construct the security hierarchy. Organizational ACIDs report to other organizational ACIDs. The
organizational ACIDs are as follows:

Department ACIDs
Each user ACID is associated with one department ACID. Every department is assigned a unique department
ACID. A department ACID must be attached to a division ACID.

Division ACIDs
Each division is composed of one or more departments. Every division is assigned a unique division ACID. A
division can have one or more administrative ACIDs.

Zone ACIDs
A zone can be used to group two or more divisions. Every zone is assigned a unique zone ACID. A zone can
have one or more administrative ACIDs.

This section shows you how to perform the following tasks related to organizational ACIDs. For detailed information, see
the field descriptions in the applicable online help topic.

Create a Department, Division, or Zone ACID

The procedure to create a department, division, and zone ACIDs is the same. The following procedure creates a
department organizational ACID.

1. Select the ACIDs folder from the Vantage tree.
2. Select Create an ACID.

The Create an ACID window opens.
3. Select Department from the Type drop-down list and click Select.

The Create Departments window opens.
4. Enter the appropriate information in each field and click Create.

The department ACID is created.

Copy a Department, Division, or Zone ACID

The procedure to copy a Department, Division, and Zone ACIDs is the same. The following procedure copies a
Department organizational ACID.

1. Select the ACIDs folder from the Vantage tree.
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2. Select Copy an ACID.
The Copy an ACID window opens.

3. Select Department from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an
existing ACID, and click Search.
A list of department ACIDs opens. These department ACIDs meet the search criteria.

4. Select the required department ACID and click OK.
The Create Department window displays the fields that are populated.

5. Enter the appropriate information in each field and click Create.
The department ACID is created.

Modify a Department, Division, or Zone ACID

The procedure to modify a Department, Division, and Zone ACIDs is the same. The following procedure modifies a
Department organizational ACID.

1. Select the ACIDs folder from the Vantage tree.
2. Select modify an ACID.

The Modify an ACID window opens.
3. Select Department from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an

existing ACID, and click Search.
A list of department ACIDs opens. These department ACIDs meet the search criteria.

4. Select the appropriate department.
The Modify Department window opens.

5. Change the fields as required and click Modify.
The department ACID is modified.

Delete a Department, Division, or Zone ACID

The results of deleting a department, division, or zone ACID are as follows:

• Purges the ACID from the security file
• Revokes all authorizations granted to the ACID
• Frees any resources that the ACID owns

You cannot delete a user ACID that meets one of the following scenarios:

• It owns resources permitted to other users.
• It is permitted to other ACIDs.
• If it is a divisional, departmental, or profile ACID and it has other ACIDs linked to it.

The procedure to delete a department, division, and zone ACID is the same. The following procedure deletes a
department organizational ACID.

1. Select the ACIDs folder from the Vantage tree.
2. Click Delete an ACID.

The Delete an ACID window opens.
3. Select Department from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an

existing department, and click Search.
A list of department ACIDs opens. These department ACIDs meet the search criteria.

4. Select the appropriate department ACID and click Delete.

NOTE
To delete multiple departments, select the check box next to each appropriate department that you want to
delete. To delete all departments, click the check box next to the Select field. All departments are selected.
Click Delete.

 82



 Web Administrator for z/OS 15.0

A confirmation dialog opens.
5. Click OK.

The department ACID is deleted.

Manage Group ACIDs
A group is a collection of users who can share access authorities for protected resources. z/OS recognizes groups.

When working with groups, note the following requirements:

• You can attach up to 254 groups and profiles to one user.
• You cannot assign a password to a group.
• You cannot attach a group to another group.
• Groups cannot own resources.
• A group must be defined under a department.

This section shows you how to perform the following tasks related to group ACIDs. For detailed information, see the field
descriptions in the applicable online help topic.

Create a Group ACID

Use this procedure to create a collection of users who can share access authorities for protected resources.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Click Create an ACID.

The Create an ACID window opens.
3. Select Group from the Type drop-down list and click Select.

The Create Group window opens.
4. Enter the appropriate information in each field and click Create.

The group ACID is created.

Copy a Group ACID

Use this procedure to create a collection of users who can share access authorities for protected resources by copying an
existing group.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Select Copy an ACID.

The Copy an ACID window opens.
3. Select Group from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an existing

Group, and click Search.
A list of group ACIDs opens. These group ACIDs meet the search criteria.

4. Select the required group ACID and click OK.
The Create Group window opens.

5. Enter the appropriate information in each field and click Create.
The group ACID is created.

Modify a Group ACID

Use this procedure to modify a collection of users who share access authorities for protected resources.
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Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Select Modify an ACID.

The Modify an ACID window opens.
3. Select Group from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an existing

Group, and click Search.
A list of group ACIDs opens. These group ACIDs meet the search criteria.

4. Select the required group ACID.
The Modify Group window opens.

5. Change the fields as required and click Modify.
The group ACID is modified.

Delete a Group ACID

Use this procedure to delete a collection of users who share access authorities for protected resources.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Click Delete an ACID.

The Delete an ACID window opens.
3. Select Group from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an existing

group, and click Search.
A list of Group ACIDs opens. These Group ACIDs meet the search criteria.

4. Select the appropriate group ACID and click Delete.

NOTE
To delete multiple groups, select the check box next to each appropriate group that you want to delete. To
delete all groups, click the check box next to the Select field. All groups are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The group ACID is deleted.

Manage Profile ACIDs
A profile is set of common resource access characteristics. Use profiles to eliminate the need to define each resource
access authorization for every user. Profiles minimize the use of access authorizations made directly to users.

When creating and using profiles, note the following requirements:

• You can attach up to 254 profiles to one user.
• You cannot assign a password to a profile.
• You cannot attach a profile to another profile.
• A profile must be defined under a department.
• Profiles must not own resources.

This section shows you how to perform the following tasks related to profile ACIDs. For detailed information, see the field
descriptions in the applicable online help topic.

Create a Profile ACID

Every profile is assigned a unique profile ACID. Use this procedure to create a profile.
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Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Click Create an ACID.

The Create an ACID window opens.
3. Select Profile from the Type drop-down list and click Select.

The Create Profile window opens.
4. Enter the appropriate information in each field and click Create.

The profile ACID is created.

Copy a Profile ACID

Use this procedure to create a set of common resource access characteristics from an existing profile.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Select copy an ACID.

The Copy an ACID window opens.
3. Select Profile from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an existing

profile, and click Search.
4. A list of profile ACIDs opens. These profile ACIDs meet the search criteria.
5. Select the appropriate profile ACID and click OK.

The Create Profile window opens.
6. Enter the appropriate information in each field and click Create.

The profile ACID is created.

Modify a Profile ACID

Use this procedure to modify a set of common resource access characteristics.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Select modify an ACID.

The Modify an ACID window opens.
3. Select Profile from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an existing

profile, and click Search.
A list of profile ACIDs opens. These profile ACIDs meet the search criteria.

4. Select the appropriate profile ACID and click OK.
The Modify Profile window opens.

5. Change the fields as required and click Modify.
The profile ACID is modified.

Delete a Profile ACID

Use this procedure to delete a set of common resource access characteristics.

Follow these steps:

1. Select the ACIDs folder from the Vantage tree.
2. Click Delete an ACID.

The Delete an ACID window opens.
3. Select Profile from the Type drop-down list, enter a name (or part of a name followed by an asterisk) for an existing

profile, and click Search.
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A list of profile ACIDs opens. These profile ACIDs meet the search criteria.
4. Select the appropriate profile ACID and click Delete.

NOTE
To delete multiple profiles, select the check box next to each appropriate profile that you want to delete. To
delete all profiles, click the check box next to the Select field. All profiles are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The profile ACID is deleted.

Modify the All Record
The All record identifies resources that are globally accessible to all signed on users.

Use this procedure to modify the resources globally accessible to all users. For detailed information, see the field
descriptions in the applicable online help topic.

Follow these steps:

1. Select Controls, All Record from the Vantage tree.
2. Select Modify All Records.

The Modify User All window opens.
3. Click the Access Rights tab.

NOTE
The Main tab displays read-only status information.

The Access Rights window opens.
4. Modify existing facilities or add new facilities.

The facilities are updated.
5. Modify or delete existing permissions and click Modify.

The All record is modified.

Manage the Audit Record
The AUDIT Record is a reserved ACID used to add a specific resource for auditing purposes. For detailed information,
see the field descriptions in the applicable online help topic.

Create an Audit Record

Use this procedure to add a resource to the audit record that will be audited when accessed.

Follow these steps:

1. Select Controls, Audit from the Vantage tree.
2. Select Create Audit Records.

The Create Audit Record window opens.
3. Enter the appropriate information in each field and click Create.

The audit record is created.

Modify an Audit Record

Use this procedure to modify an audit record for a specific resource.
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Follow these steps:

1. Select Controls, Audit from the Vantage tree.
2. Select Modify Audit Record.

The Modify Audit Records window opens.
3. Select Audit Record from the Type drop-down list, enter the name (or part of a name followed by an asterisk) of the

Resource Class and Resource Name to display, and click Search.
A list of audit records opens. These audit records meet the search criteria.

4. Select the required record.
The Audit Record window displays the details of the selected record.

5. Change the fields as required and click Modify.
The audit record is modified.

Delete an Audit Record

Use this procedure to delete an audit record that is no longer required.

Follow these steps:

1. Select Controls, Audit from the Vantage tree.
2. Click Delete Audit Records.

The Delete Audit Records window opens.
3. Select the name or part of the name of the resource class and resource name from the Type drop-down list, and click

Search.
A list of audit records opens. These audit records meet the search criteria.

4. Select the appropriate audit record and click Delete.

NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The audit record is deleted.

Modify the Control Options
Control options customize the security environment. Control options are typically set during installation and are stored in
the parameter file. Many control options can be temporarily changed.

Use this procedure to customize the security environment using control options. For detailed information, see the field
descriptions in the applicable online help topic.

Follow these steps:

1. Select Controls, Control Options from the Vantage tree.
2. Click Modify Control Options.

The Modify Control Options window opens.
3. Select the applicable control option from the list on the left.

The control option details appear.
4. Change the fields as required and click Modify.

The control option is modified.
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Manage Data Classification
The Data Classification record helps determine which data (files, data sets, resources) pertains to which regulation. This
record resides in the VSAM file.

For detailed information, see the field descriptions in the applicable online help topic.

Create a Data Classification

Use this procedure to create a data classification record.

Follow these steps:

1. Select Controls, Data Classification from the Vantage tree.
The Data Classification window opens.

2. Select Create Data Classification Records.
The Create Data Classification Records window opens.

3. Enter the appropriate information in each field and click Create.
The data classification record is created.

Modify a Data Classification Record

Use this procedure to modify a data classification record.

Follow these steps:

1. Select Controls, Data Classification from the Vantage tree.
2. Click Delete Data Classification Records.

The Delete Data Classification Records window opens.
3. Select the type from the Type drop-down list, enter record identifiers, and click Search.

A list of data classification records opens. These records meet the search criteria.
4. Select the appropriate data classification record.

The Modify Data Classification record displays the specific setting for the record.
5. Change the fields as required and click Modify.

The data classification record is modified.

Delete a Data Classification Record

Use this procedure to delete a data classification record.

Follow these steps:

1. Select Controls, Data Classification from the Vantage tree.
2. Click Delete Data Classification Records.

The Delete Data Classification Records window opens.
3. Select the type These DLF records meet the search criteria, enter record identifiers, and click Search.

A list of data classification records opens. These records meet the search criteria.
4. Select the appropriate data classification record and click Delete.

NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The data classification record is deleted.
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Manage the Dataset Lookaside Facility (DLF)
The DLF record is a special ACID that controls the loading of selected data sets into Enterprise System Architecture
(ESA) hyperspace.

For detailed information, see the field descriptions in the applicable online help topic.

Create a DLF Record

Use this procedure to specify how selected data sets are loaded into ESA hyperspace.

Follow these steps:

1. Select Controls, Dataset Lookaside Facility from the Vantage tree.
2. Select Create DLF Records.

The Create DLF Record window opens.
3. Enter the appropriate information in each field and click Create.

The DLF record is created.

Modify a DLF Record

Use this procedure to change how selected data sets are loaded into ESA hyperspace.

Follow these steps:

1. Select Controls, Dataset Lookaside Facility from the Vantage tree.
2. Select modify DLF Record.

The Modify DLF Records window opens.
3. Select DLF Record from the Type drop-down list, enter the name (or part of a name followed by an asterisk) of the

DLF record to be displayed, and click Search.
A list of DLF records opens. These DLF records meet the search criteria.

4. Select the required record.
The Modify DLF Record window displays the details of the selected record.

5. Change the fields as required and click Modify.
The DLF record is modified.

Delete a DLF Record

Use this procedure to remove a DLF record that is no longer required.

Follow these steps:

1. Select Controls, Dataset Lookaside Facility from the Vantage tree.
2. Click Delete DLF Record.

The Delete DLF Records window opens.
3. Select DLF Record from the Type drop-down list, enter the name (or part of a name followed by an asterisk) of the

DLF record, and click Search.
A list of DLF records opens. These DLF records meet the search criteria.

4. Select the appropriate DLF record and click Delete.

NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The DLF record is deleted.
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Manage the Field Descriptor Table (FDT)
The FDT reserved record of the security file defines fields that users can attach to ACIDs. Each field description contains
a field name, field code, and field attributes.

For detailed information, see the field descriptions in the applicable online help topic.

Create an FDT Record

Use this procedure to specify the fields that users can attach to an ACID.

Follow these steps:

1. Select Controls, Field Descriptor Table from the Vantage tree.
2. Select Create FDT Records.

The Create FDT Records window opens.
3. Enter the appropriate information in each field and click Create.

The FDT record is created.

Modify an FDT Record

Use this procedure to modify the fields that users can attach to an ACID.

Follow these steps:

1. Select Controls, Field Descriptor Table from the Vantage tree.
2. Select Modify FDT Records.

The Modify FDT Record window opens.
3. Enter the name (or part of a name followed by an asterisk) of the FDT record and click Search.

A list of FDT records opens. These FDT records meet the search criteria.
4. Select the appropriate FDT record.

The Modify FDT Record window displays the details of the selected record.
5. Change the fields as required and click Modify.

The FDT record is modified.

Delete an FDT Record

Use this procedure to delete an FDT record that is no longer required.

Follow these steps:

1. Select Controls, Field Descriptor Table from the Vantage tree.
2. Click Delete FDT Record.

The Delete FDT Records window opens.
3. Enter the name or part of the name of the FDT record and click Search.

A list of FDT records opens. These FDT records meet the search criteria.
4. Select the appropriate FDT record, and click Delete.

NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The FDT record is deleted.
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Manage Multi Level Security (MLS)
The MLS record is a reserved ACID that contains Multi Level Security records.

The MLS record stores the following hierarchical information:

Security categories (CATEGORY)
Defines a category available in the system. Define a separate record for each category you want to use in the
system.

Security levels (SECLEVEL)
Defines a security level available in the system. Define a separate record for each level you want to use in the
system. Define levels before you can define and assign security labels to users, data sets and resources.

Security labels (SECLABEL)
Defines the value of a security label. Define this record before you can assign the security label to users, data
sets and resources.

For detailed information, see the field descriptions in the applicable online help topic.

Create an MLS Record

Use this procedure to specify Category, Seclevel, Seclabel, and Resource information.

1. Select Controls, Multilevel Security from the Vantage tree.
2. Select Create MLS Records.

The Create MLS Records window opens.
3. Select the applicable record type from the Type drop-down list, and click Select.

The Create MLS Category window opens.
4. Enter the appropriate information in each field and click Create.

The MLS record is created.

Modify an MLS Record

Use this procedure to modify Category, Seclevel, Seclabel, and Resource information.

1. Select Controls, Multi Level Security from the Vantage tree.
2. Select Modify MLS Record.

The Modify MLS Records window opens.
3. Enter the name or part of the name of the MLS record and click Search.

A list of MLS records opens. These MLS records meet the search criteria.
4. Click Link, select the appropriate MLS record and click Select.

The MLS window displays the details of the selected record.
5. Change the fields as required and click Modify.

The MLS record is modified.

Delete an MLS Record

Use this procedure to delete an MLS record that is no longer required.

1. Select Controls, Multi Level Security from the Vantage tree.
2. Click Delete MLS Record.

The Delete MLS Records window opens.
3. Enter the name or part of the name of the MLS record and click Search.

A list of MLS records opens. These MLS records meet the search criteria.
4. Select the appropriate MLS record, and click Delete.
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NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The MLS record is deleted.

Manage the Node Descriptor Table (NDT)
The NDT contains all CPF, LDAP, LINUX, PassTicket application, and session key-related node information. The NDT is a
global record.

For detailed information, see the field descriptions in the applicable online help topic.

Create an NDT Record

Use this procedure to create NDT records.

Follow these steps:

1. Select Controls, Node Descriptor Table from the Vantage tree.
2. Select NDT Records.

The Create NDT Records window opens.
3. Select the type of record to create and click OK.

A Create window opens.
4. Enter the appropriate information in each field and click Create.

The NDT record is created.

Modify an NDT Record

Use this procedure to modify NDT record information.

Follow these steps:

1. Select Controls, Node Descriptor Table from the Vantage tree.
2. Select Modify NDT Records.

The Modify NDT Records window opens.
3. Enter the name or part of the name of the NDT record and click Search.

A list of NDT records opens. These NDT records meet the search criteria.
4. Select the appropriate NDT record.

The Modify NDT window displays the details of the selected record.
5. Change the fields as required and click Modify.

The NDT record is modified.

Delete an NDT Record

Use this procedure to delete an NDT record.

Follow these steps:

1. Select Controls, Node Descriptor Table from the Vantage tree.
2. Click Delete NDT Records.

The Delete NDT Records window opens.
3. Select the type of record from the Type drop-down list, enter the name or part of the name of the NDT record, and click

Search.
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A list of NDT records opens. These NDT records meet the search criteria.
4. Select the appropriate NDT record and click Delete.

NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The NDT record is deleted.

Manage the Static Data Table (SDT)
The SDT contains record elements used to control which users have access to certain resources.

For detailed information, see the field descriptions in the applicable online help topic.

Create an SDT Record

Use this procedure to create SDT records.

Follow these steps:

1. Select Controls, Static Data Table from the Vantage tree.
2. Select Create SDT Records.

The Create SDT Records window opens.
3. Select the type of record from the Type drop-down list and click Select.

The Create Record window opens.
4. Enter the appropriate information in each field and click Create.

The SDT record is created.

Modify an SDT Record

Use this procedure to modify how users access resources.

Follow these steps:

1. Select Controls, Static Data Table from the Vantage tree.
2. Select Modify SDT Records.

The Modify SDT Records window opens.
3. Select the type of record to modify.

The remaining fields on the window change for the selected record type.
4. Enter the search information in the fields and click Search.

A list of SDT records opens. These SDT records meet the search criteria.
5. Select the appropriate SDT record.

The SDT window displays the details of the selected record.
6. Change the fields as required and click Modify.

The SDT record is modified.

Delete an SDT Record

Use this procedure to delete an SDT record that is no longer required.

Follow these steps:

1. Select Controls, Static Data Table from the Vantage tree.
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2. Click Delete SDT Records.
The Delete SDT Records window opens.

3. Delect the type of record to delete from the Type drop-down list.
The remaining fields on the window change for the selected record type.

4. Enter the search information in the fields and click Search.
A list of SDT records opens. These SDT records meet the search criteria.

5. Select the appropriate SDT record, and click Delete.

NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
6. Click OK.

The SDT record is deleted.

Manage Started Tasks (STC)
The Started Task Command (STC) Record is a reserved or special ACID that defines a z/OS started task command to Top
Secret.

For detailed information, see the field descriptions in the applicable online help topic.

Create an STC Record

Use this procedure to define a started task command to z/OS.

Follow these steps:

1. Select Controls, Started Tasks from the Administration pane.
A list of STC tasks opens.

2. Select Create STC Records.
The Create Started Task window opens.

3. Enter the appropriate information in each field and click Create.
The STC record is created.

Modify an STC Record

Use this procedure to modify how a started task command is defined to z/OS.

Follow these steps:

1. Select Controls, Stated Tasks from the Vantage tree.
2. Select Modify STC Records.

The Modify STC Records window opens.
3. Enter the name or part of the name of the STC record and click Search.

A list of STC records opens. These STC records meet the search criteria.
4. Select the appropriate STC record.

The STC window displays the details of the selected record.
5. Change the fields as required and click Modify.

The STC record is modified.

Delete an STC Record

Use this procedure to delete an STC record.
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Follow these steps:

1. Select Controls, Started Tasks from the Vantage tree.
2. Click Delete STC Records.

The Delete STC Records window opens.
3. Enter the name or part of the name of the STC record and click Search.

A list of STC records opens. These STC records meet the search criteria.
4. Select the appropriate STC record, and click Delete.

NOTE
To delete multiple records, select the check box next to each appropriate record that you want to delete. To
delete all records, click the check box next to the Select field. All records are selected. Click Delete.

A confirmation dialog opens.
5. Click OK.

The STC record is deleted.

Enter Top Secret Commands from  Web Administrator
You can use  Web Administrator  for Top Secret to enter Top Secret commands as you would through TSO.

Follow these steps:

1. Select Command Line from the Administration pane.
The Commands Line window opens.

2. Enter commands exactly as you would at the command prompt, and click Enter.
The command output appears.

For information about commands, see the Top Secret Command Functions documentation.

XML Configuration-Based Scoping
Web Administrator  provides the means to determine the set of tasks that Administrators can see and are allowed
to perform when logged into the product. This scoping is enabled for a given configured directory by editing the
tss_config.xml file and placing a <scope> </scope> tag within the <serverinfo></serverinfo> tags. Only XMLCONFIG is an
acceptable value for the <scope> tag.

Setting this XMLCONFIG value indicates that the tree folders and tasks that are visible to the administrators is determined
by additional XML tags defined in the tss_config.xml file.

Any changes to this file require the user to restart their browser before the changes take effect. Each folder and task that
appears in the left-hand tree is identified by an ID value. The following lists details these folders and tasks that can appear
in the product, as well as the ID associated with them:

Folders or Task Name ID
ACIDs tssUsers
Create an ACID create__tss__USER
Copy an ACID copy__tss__USER
Modify an ACID modify__tss__USER
Delete an ACID delete__tss__USER
Reset an ACID Password reset__tss__USER
Permissions tssPerm
Resource Descriptor Table tssrdt

 95



 Web Administrator for z/OS 15.0

Create RDT Records create__tss__RDT
Modify RDT Records modify__tss__RDT
Delete RDT records delete__tss__RDT
Resource Access tssresaccess
Create Resource Access create__tss__RES
Modify Resource Access modify__tss__RES
Delete Resource Access delete__tss__RES
Controls tssControl
All Record tssallrec
Modify All Record modify__tss__ALLREC
Audit tssaudit
Create Audit Records create__tss__AUDIT
Modify Audit Records modify__tss__AUDIT
Delete Audit Records delete__tss__AUDIT
Control Options tssctlopt
Modify Control Options modify__tss__CTLOPT
Data Classification tssdco
Create Data Classification Records create_tss_DATACLAS
Modify Data Classification Records modify_tss_DATACLAS
Delete Data Classification Records delete_tss_DATACLAS
Dataset Lookaside Facility tssdlf
Create DLF Records create__tss__DLF
Modify DLF Records modify__tss__DLF
Delete DLF Records delete__tss__DLF
Field Descriptor Table tssfdt
Create FDT Records create__tss__FDT
Modify FDT Records modify__tss__FDT
Delete FDT Records delete__tss__FDT
Multilevel Security tssmls
Create MLS Records create__tss__MLS
Modify MLS Records modify__tss__MLS
Delete MLS Records delete__tss__MLS
Node Descriptor Table tssndt
Create NDT Records create__tss__NDT
Modify NDT Records modify__tss__NDT
Delete NDT Records delete__tss__NDT
Static Data Table tsssdt
Create SDT Records create__tss__SDT
Modify SDT Records modify__tss__SDT
Delete SDT Records delete__tss__SDT
Started Tasks tssstc
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Create STC Records create__tss__STC
Modify STC Records modify__tss__STC
Delete STC Records delete__tss__STC
Command Line tssCmdLine

These task IDs are critical in setting up your scoping. The following options are available for enabling and disabling folders
and tasks:

Option 1: <username> taskid1,taskid2…</username>

This option lets you specify exactly which folders and tasks a given user can see. The scoped user becomes the user
name portion of the tag, and within this XML tag is each folder and task they are allowed to access.

Example:

User admin1 is only allowed to see Create STC Records task:

To use this option, add the following entries within the <serverinfo></serverinfo> tags section of the tss_config.xml file:

<scope>XMLCONFIG</scope>

<admin1>tssstc, create__tss__STC </admin1>

The <scope> tag identifies that you want to use the XMLCONFIG option for scoping enforcement, and the <admin1>
tag provides the list of folders and task IDs that are available for user admin1. The highest level folder must always be
specified along with the tasks you want admin1 to see. In this example, if the task ID tssstc is not been specified, user
admin1 cannot see the Started Tasks folder and consequently the Create STC Records task.

Option 2: <taskid> username1,username2,username3,.. </taskid>

This option lets you limit certain folders and tasks within the product to specific users. Only the users specified within the
<taskid> tag are allowed to see this folder or task.

Example 1:

Only users admin1, admin2, and admin3 can administer multilevel security.

Within the <serverinfo></serverinfo> section for the directory where this scoping is to be enforced, provide the following
tags:

<scope>XMLCONFIG</scope>

< tssmls > admin1,admin2,admin3</ tssmls >

The <scope> tag identifies that you want to use the XMLCONFIG option for scoping enforcement, and the <tssmls> tag
provides the list of the specific users that are allowed to see the Multilevel Security folder and all the tasks within it.

Example 2:

Prevent all users from administering MLS security.

<scope>XMLCONFIG</scope>

<tssmls> nobody </tssmls>

The value of nobody is assumed to not match any users on a system, and thus no logged-in user would match this value.
Any value could be used here, such as a single space or an underscore, but you must supply a value; there cannot be a
null value within the tags. This example is useful for hiding folders and tasks that you do not administrators seeing and
using.
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Option 3: <not__taskid> username1,username2…</not__taskid>

This option is the inverse of Option 2; a task ID is identified as an XML tag with the not__ prefix (the word not with 2
underscores), and the value of this tag is the list of users that are to be prevented from seeing this folder or task.

Example:

All administrators can see Data Classification data except users admin1 and admin2.

<scope>XMLCONFIG</scope>

<not__tssdco>admin1,admin2</not__tssdco>

This option allows access to the Data Classification task for all users except admin1 and admin2.

Order Processing

The order in which the rules are processed is the same as the order of the previously described options (1 overrides 2,
and 2 overrides 3).

Example 1:

In the following configuration, <admin1> is an option 1 rule, and <tssdco> is an option 2 rule. The user admin1 cannot see
the folder for the task ID of tssdco, even though the second rule would have prevented it.

<admin1>tssdco</admin1> 

<tssdco>admin2,admin3</tssdco> 

Example 2:

In the following configuration, user admin5 can see the folder for tssdco because the option 2 rule of <tssdco> take
precedence over the option 3 rule of <not__tssdco>, which would have prevented user admin5 from seeing the tssdco
folder.

<tssdco>admin4,admin5</tssdco> 

<not__tssdco>admin5</not__tssdco> 

Modify the Date and Time Stamp
Web Administrator  displays a date and time stamp in each window in the user interface. The default format for this stamp
is as follows:

yyyy-MM-dd hh:mm:ss

 

To customize the format of the date and time stamp, provide a repository-specific attribute in the xml configuration file.
Doing so helps you meet your site-specific needs. The configuration file resides in the following subdirectory of the
directory where  Web Administrator  is installed:

webapps\VantageGMI\conf\esm

Example: ACF2
The following examples shows how to modify the ACF2 configuration file (acf2_config.xml) so that the user
interface displays a date and time stamp in the following order:
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• time (hours, minutes, seconds)
• am/pm marker
• time zone
• date (month, day, year)

By default, bannerDateTimeMask is not provided when you install the product and configure repositories, but
if you want to change the repository's date and time stamp from the default, add this element and provide your
own mask based on Java's SimpleDateFormat.

<acf2 classpath="com.ca.vantage.esmldap.EsmLdapTree" loginpage="/pages/esm/acf2/login.jsp">

    <tree id="55ffa7858acc400b9131a2acfef4d146" desc="CA ACF2">

       <server_info>

          <host>ldap-server-hostname.yourcompany.com</host>

          CA PortalyourportID</port>

          <ldapsuffix>host=xe42_im,o=ca,c=us</ldapsuffix>

          <numberOfRowsToDisplayFromSearch>25</numberOfRowsToDisplayFromSearch>

          <searchTimeLimit>60</searchTimeLimit>

          <otherTimeLimit>10</otherTimeLimit>

          <producttype>acf2</producttype>

          <xmlfile>conf/esm/acf2/acf2tree.xml</xmlfile>

          <bannerDateTimeMask>hh:mm:ss a zzz MM/dd/yyyy</bannerDateTimeMask>

       </server_info>

    </tree>

</acf2>

Example: Top Secret
The following example shows how to modify the Top Secret configuration file (tss_config.xml) so that the user
interface displays a date and time stamp in the following order:

• time (hours, minutes, seconds)
• am/pm marker
• time zone
• date (month, day, year)

By default, bannerDateTimeMask is not provided when you install the product and configure repositories. To
change the repository’s date and time stamp from the default, add this element and provide your own mask
based on Java's SimpleDateFormat.

<tss classpath="com.ca.vantage.esmldap.EsmLdapTree" loginpage="/pages/esm/tss/login.jsp">

   <tree id="55ffa7858acc400b9131a2acfef4d146" desc="CA Top Secret">

      <server_info>

         <host>ldap-server-hostname.yourcompany.com</host>

         <port>yourportID</port>

         <ldapsuffix>host=xe42_im,o=ca,c=us</ldapsuffix>

         <numberOfRowsToDisplayFromSearch>25</numberOfRowsToDisplayFromSearch>

         <searchTimeLimit>60</searchTimeLimit>

         <otherTimeLimit>10</otherTimeLimit>

         <producttype>acf2</producttype>

         <xmlfile>conf/esm/tss/tsstree.xml</xmlfile>

         <bannerDateTimeMask>hh:mm:ss a zzz MM/dd/yyyy</bannerDateTimeMask>

      </server_info>

   </tree>

</tss>
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Java Date and Time Patterns

The following table details Java date and time patterns that you can use to modify the date and time stamp in  Web
Administrator . You specify date and time formats using pattern strings. Within these strings, unquoted letters from A to Z
and a to z are interpreted as pattern letters representing the components of a string.

For additional information, see Java materials covering Simple Date Time formats.

Letter Component Format Examples

G Era designator Text AD

y Year Year 199696

M Month in a year Month AprilApr04

w Week in a year Number 22

W Week in a month Number 3

D Day in a year Number 222

d Day in a month Number 11

F Day of week in month Number 2

E Day in a week Text WednesdayWed

a AM/PM designator Text AM

H Hour in a day (0-23) Number 0

k Hour in a day (1-24) Number 24

K Hour in AM/PM (0-11) Number 0

h Hour in AM/PM (1-12) Number 12

m Minute in an hour Number 33

s Second in a minute Number 57

S Millisecond Number 978

z Time zone General time zone Pacific Standard
TimePSTGMT-08:00

Z Time zone RFC 822 time zone -0800

Manage Nodes
The nodedef script lets you add (define) nodes for your security product. Run the nodedef script from the directory that
contains the USS-styled naming conventions of the SMP/E install directory. The directory is one level higher than the
SMP/E target directory.

To add nodes, run the script and follow the prompts.

Add a Directory
Multiple Directory Management lets users manage multiple systems. In addition,  Web Administrator  can manage multiple
security products, such as ACF2 and Top Secret. Each  Web Administrator  instance can manage one or more directories
and servers. During installation, you set up an initial directory, and you can add directories later. These additional
directories can be selected at the logon page or while in the application, allowing you to switch between directories during
the same session.

To add a directory, rerun the installation program, supplying at least a unique LDAP suffix each time.
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Configure Pre- and Post-Console Commands
You can configure the LDAP Server to let text be written to the system before or after any  Web Administrator  user task,
such as creating a user. This feature lets you invoke mainframe applications through an automation package to perform
additional administration against the user.

For procedures, see the System z Security Communication Servers (DSI, LDAP, PAM) documentation.

Web Administrator  Task Options

The  Web Administrator  application includes several configurable options that effect the operation of the web interface:

searchTimeLimit
Configures the LDAP search time out value in seconds. When you use modify or delete tasks, a search criteria
screen displays to select a subset of data to work on. Use this option to configure how long to wait for those
operations.
Default: 60
Example:
<searchTimeLimit>50</searchTimeLimit>

otherTimeLimit
Configures the LDAP add, modify, and delete time out values in seconds. When you perform create, copy, modify,
or delete tasks, use this option to configure how long to wait for those operations to complete.
Default: 10
Example:
<otherTimeLimit>15</otherhTimeLimit>

numberOfRowsToDisplayFromSearch
Configures how many rows of data are to display on search screens. When you use modify or delete tasks, a
search criteria screen displays to select a subset of data to work on. Use this option to configure how many rows
of data are to display at a time.
Default: 10
Example:
<numberOfRowsToDisplayFromSearch>20</numberOfRowsToDisplayFromSearch>

passwordExpiredOnAcidCreate
(Top Secret only)
Configures if the ACID's password will be expired by default when creating a new ACID. The default value is false.
For example:
<passwordExpiredOnAcidCreate>true</passwordExpiredOnAcidCreate>

searchRows
Configures the maximum number of search rows that are displayed for a given search. When you modify or delete
tasks, a search criteria screen displays options from which you can select a subset of data. Use this option to
configure the maximum number of results that are returned for a search. To return all search results, set this
option to 0.
Default: 1000
For example:
<searchRows>10</searchRows>

Change Task Options for ACF2

To change any of the  Web Administrator  task options, edit the file acf2_config.xml, which resides in your Tomcat server
sub-directory named \webapps\VantageGMI\conf\esm\acf2. Use a text editor program such as Notepad to edit this file.
This file contains at least one directory entry that the  Web Administrator  install program added to this file.
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Example:

<tree id="caacf2" desc="CA ACF2 - production">

        <server_info>

            <host>production.ca.com</host>

            CA Portal389</port>

            <searchTimeLimit>60</searchTimeLimit>

            <otherTimeLimit>10</otherTimeLimit>

            <numberOfRowsToDisplayFromSearch>10</numberOfRowsToDisplayFromSearch>

            <ldapsuffix>host=prod_im,o=ca,c=us</ldapsuffix>

            <producttype>acf2</producttype>

            <xmlfile>conf/esm/acf2/acf2tree.xml</xmlfile>

        </server_info>

    </tree>

Change Task Options for Top Secret

To change any of the  Web Administrator  task options, edit the file tss_config.xml, which resides in your Tomcat server
sub-directory named \webapps\VantageGMI\conf\esm\tss. Use a text editor program such as Notepad to edit this file. This
file contains at least one directory entry that the  Web Administrator  install program added to this file.

Example:

    <tree id="catss" desc="CA TSS - production">

        <server_info>

            <host>production.ca.com</host>

            <port>389</port>

            <searchTimeLimit>50</searchTimeLimit>

            <otherTimeLimit>15</otherTimeLimit>

            <numberOfRowsToDisplayFromSearch>20</numberOfRowsToDisplayFromSearch>

            <passwordExpiredForAcidCreate>false</passwordExpiredForAcidCreate>

            <searchRows>10</searchRows>

            <ldapsuffix>host=prod_im,o=ca,c=us</ldapsuffix>

            <producttype>tss</producttype>

            <xmlfile>conf/esm/tss/tsstree.xml</xmlfile>

        </server_info>

    </tree>
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Troubleshooting
This section explains logging information and procedures to identify the LDAP Server version.

Manage the Logs
Review the  Web Administrator  logs, Vantage GMI logs, Web Server logs, and LDAP Server logs to help determine the
cause of a  Web Administrator  issue. Convert web interface installation logs from ASCII to EBCDIC so that you can read
them on the mainframe.

The following logs can help you determine the cause of an issue within  Web Administrator :

Web Administrator  and Vantage GMI Logs
Web Administrator  and Vantage framework produce logging statements in the form of log4j entries. Log4j is a
logging tool that is widely used for Java-based systems.
You can update the log4j settings in the log4j properties file. This file resides in the web-inf\classes folder of  Web
Administrator . You can set the logging levels in the  Web Administrator  log4j config file at the root, package, or
class level. Examples of logging levels are DEBUG, INFO, WARN, ERROR, and FATAL. When you apply logging
level changes, restart the application server for the changes to take effect.

Web Server Logs
The web server log files contain information regarding the application server and any engine or communication
issues it is addressing. The web server produces logs that are based on and separated by the engine and host
names of the application server.
If you are using Apache Tomcat, note the following behaviors:

• The engine-specific logging statements reside in the CATALINA log file and provide Apache Tomcat engine
logging.

• The host-specific logging statements reside in the LOCALHOST log file. These statements contain information
pertaining to communication within the application server.

LDAP Server Logs
LDAP Server logging provides standard LDAP output and backend server tracing. If you enable LDAP Server
logging, you can view the following information:

• Requests coming from the  Web Administrator
• What is happening to the requests after LDAP Server receives them
• What is sent back by the server to the  Web Administrator

NOTE
For more information about enabling and disabling LDAP logging, see the System z Security Communication
Servers documentation.

Convert Log File for the Mainframe

Script files and web interface installation log files are in ASCII format. Convert these files so you can read them on the
mainframe.

1. Navigate to the mainframe USS location of the log files.
2. Convert the log files by entering the following command:

iconv -t IBM-1047 -f UTF-8 input_filename > output_filename 

input_filename
Defines the input file name that contains the ASCII text.
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output_filename
Defines the output file name that contains the text that has been converted to EBCDIC.

The command converts the ASCII file text to EBCDIC and then writes it to the output_filename. This file is viewable on
the mainframe using standard editors.

Identify the LDAP Server for z/OS Version
To identify system properties when communicating with Broadcom Support, you can access this information directly in
the user interface. System properties that are displayed include the LDAP Server version and the time limits set in the
acf2_config.xml or tss_config.xml files.

1. Add the Quick Links module to your dashboard, and click Administer Compliance Policy.
The Administer Compliance Policy interface opens.

2. Select the system whose properties you want to view.
3. Click LDAP Node Information from the tree.

The LDAP Node Information window displays. This window identifies the following system properties:
LDAP Server Configuration

Identifies target machine name, port, suffix, and time limits. The time limits are set in the acf2_config.xml or
tss_config.xml file.

Miscellaneous
Identifies the number of rows to display from search results at one time. The values are set in the acf2_config.xml
or tss_config.xml file.

LDAP Module Version Information
Identifies vendor name, versions of your LDAP installation, and your LDAP installation modules and naming
contexts.
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Additional Resources
This article provides resources to assist you in maximizing your product experience, including information about
education, webcasts, product support resources, and product maintenance

Education and Training

Use the following links to learn more about this product:

• Mainframe Education
• Accessing Broadcom Mainframe Product Education: Quick Reference
• Broadcom Mainframe Education YouTube Channel

Product Support

To view product details, go to Broadcom Support, under Software select Mainframe Software, All Products, search by
product name, and select Product Details.

Maintenance

Use the following resources to obtain more information about maintaining  Web Administrator :

• Broadcom Mainframe Product Maintenance Solutions List
• Recommended Service for z/OS (CARS)
• Migrate SMP/E Environments into z/OSMF

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration.

• Mainframe Essentials Software Risk Assessment video
• Broadcom Mainframe Product Lifecycle Page

User Communities

Consult your peers, reach out to subject matter experts, and read the latest technical insights and information in our global
communities:

• Broadcom Mainframe Community

Social Media

Through the following Broadcom Mainframe Software channels, we share information that provides value to our
mainframe community, including events, blog posts, eBooks, analyst reports, and more:

• LinkedIn
• Twitter

 105

https://www.broadcom.com/support/education/mainframe
https://docs.broadcom.com/doc/accessing-broadcom-mainframe-training-quick-reference-guide
https://www.youtube.com/user/Educate
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/AllProducts.HTML
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/getting-started/ca-recommended-service-for-z-os.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/getting-started/z-osmf-requirements/migrate-smp-e-environments-into-z-osmf.html
https://mainframe.broadcom.com/zosmf_migration
https://www.youtube.com/watch?v=GOP6jsD8tkA&list=PLynEdQRJawmw9AV-wq79gR9i_mNX8qSaP&index=1
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/AllProdDates.HTML
https://community.broadcom.com/mainframesoftware/home
https://www.linkedin.com/showcase/broadcom-mainframe-software/
https://twitter.com/BroadcomMSD


 Web Administrator for z/OS 15.0

Documentation Legal Notice
This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred
to as the “Documentation”) is for your informational purposes only and is subject to change or withdrawal by Broadcom
at any time. This Documentation is proprietary information of Broadcom and may not be copied, transferred, reproduced,
disclosed, modified or duplicated, in whole or in part, without the prior written consent of Broadcom.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or otherwise make
available a reasonable number of copies of the Documentation for internal use by you and your employees in connection
with that software, provided that all Broadcom copyright notices and legends are affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the
applicable license for such software remains in full force and effect. Should the license terminate for any reason, it is your
responsibility to certify in writing to Broadcom that all copies and partial copies of the Documentation have been returned
to Broadcom or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, BROADCOM PROVIDES THIS DOCUMENTATION “AS
IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL
BROADCOM BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT,
FROM THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST
INVESTMENT, BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF BROADCOM IS EXPRESSLY
ADVISED IN ADVANCE OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and
such license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is Broadcom Inc.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the
restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)
(3), as applicable, or their successors.

Copyright © 2005–2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its
subsidiaries. All trademarks, trade names, service marks, and logos referenced herein belong to their respective
companies.
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