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Announcements and News
News about your product, conferences, and community events.

New Training Course
XCOM Data Transport: Setting Up SSL 200 (06XCO20100) is now available from Learning@Broadcom. This
30-minute course explains how to configure a Secure Socket Layer (SSL) connection to perform a secure data
transfer using XCOM Data Transport on the UNIX/Linux or Windows platform.
This course is available at no cost to customers who are on active maintenance. For information about
accessingBroadcom web-based training, see the Learning@Broadcom User Guide and watch this brief video.
You can also view our course catalog and learning paths.

New Security Advisories Consolidated CSV File
Broadcom now offers a .CSV file that contains a consolidated list of security advisories affecting all supported
Broadcom mainframe products. This file lets you easily search the Common Vulnerabilities and Exposures (CVE)
information. You can also access the Security Advisory articles that include more details and context about
the security or integrity exposure. Broadcom updates this file daily. For CSV download instructions, see this
Broadcom Support article (login required).

Mainframe Technical Exchanges: June and October 2023
Join us for the Mainframe Technical Exchanges in person in Plano, Texas (June 13-15) and virtually on October
3-5. Connect with Mainframe Experts who share the latest technical education and product demos and respond
to your questions and feedback. These no-cost educational events are a great way to network with peers and
experts from across the globe.
Bookmark this page for current registration and event information.

Custom Maintenance Acquisition Interface
Use the Create Service Order Online Interface to order, download, and receive maintenance packages for
Broadcom mainframe product solutions. This option is more streamlined than using the SMP/E Internet Service
Retrieval batch JCL option and requires no firewall changes.

Direct Product Acquisition into z/OSMF
A new GIMZIP download option is available to acquire a portable software instance from a secure Broadcom
download server directly from z/OSMF. To determine if your product is GIMZIP enabled, see Mainframe Products
using z/OSMF for Software Management.

Consolidated Product Lifecycle Overview
Use the new Broadcom Mainframe Product Lifecycle Page to determine the end-of-service (EOS) or end-of-life
(EOL) support dates for Broadcom mainframe products and releases. This information is useful when planning
installations and upgrades.

Chorus Software Manager (CSM) End of Life
As part of our ongoing commitment to customer success and to help our customer base achieve their strategic
business initiatives, we are investing our resources in z/OSMF for software management. We are discontinuing
technical support for CSM effective June 30, 2023. Thereafter, CSM will have limited functionality. In accordance
with the terms and conditions, guidelines, and parameters of the Broadcom support program, which is
documented in the Broadcom Software Maintenance Policy Handbook, this announcement provides written
notification of End of Life for CSM. For full details, see the End of Life Announcement. If you do not have CSM
installed, we recommend that you install z/OSMF to manage your software. For installation and usage details, see
the IBM documentation and the Broadcom product installation best practices at techdocs.broadcom.com.

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To
migrate existing environments, see Migrate SMP/E Environments to z/OSMF.
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Release Notes
Includes new feature descriptions, product compatibility details, and third-party software agreements.

The release notes explain the key features and details for XCOM™ DATA TRANSPORT® FOR Z/OS 12.0. 

XCOM Data Transport for z/OS 12.0 is a flexible data transfer solution that quickly and securely moves business-critical
data across a wide variety of heterogeneous platforms. This product is equipped with sophisticated compression and
record-packing capabilities to help extend system resources, improve bandwidth and enhance enterprise efficiency.

With its reliable delivery and automated transmission recovery features, XCOM Data Transport for z/OS helps maintain
data integrity throughout the processing environment. This product can meet enterprise security standards with robust
data encryption features and provide auditing capabilities to ensure that teams remain informed, ready to respond to
potential issues.

Transition to Continuous Delivery
The Continuous Delivery model provides product features and fixes to you faster.

We have transitioned from an Incremental Release model to a Continuous Delivery (CD) release model. The Incremental
Release model bundled groups of features and fixes together into incremental updates. The CD model provides more
flexibility to select which service stream elements you want to apply and lets us provide you with earlier access to features
and fixes.

For CD, new features are delivered as individual PTFs, separate from product fixes, as the features are completed. Where
possible, we deliver features that are disabled by default, which lets you plan for the introduction of the new capabilities.
You control when to make the new feature available for use in your environment. Review the PTF HOLDDATA and
product documentation for specific details and activation requirements.

Fixes are delivered when needed as individual PTFs, separate from product features. This model means that you can
apply fixes without enabling new features.

After ongoing testing with other Broadcom mainframe products, the new features and fixes are rolled into the Broadcom
Recommended Service for z/OS (CARS), with the aim to enhance product quality and the integrity of your environment.
CARS is an important part of a good preventive maintenance philosophy that lets you develop and implement a proactive
maintenance strategy in which you apply your preventive maintenance on a regular schedule.

You do not need to reinstall your product to take advantage of enhancements. Apply the new feature PTFs as you have
applied PTF maintenance previously.

IMPORTANT
Use the Create Service Order online interface or SMP/E Internet Service Retrieval to acquire product
maintenance. The online interface makes it easy to order a maintenance package from Broadcom Support. The
batch interface uses the IBM SMP/E RECEIVE ORDER command and can reduce hours of maintenance time
to just minutes. You can acquire maintenance on-demand or can schedule an SMP/E job to run regularly, which
eliminates time-consuming fix searches and the need to select maintenance manually through the Broadcom
Support Portal.

New Features
The new features in this release offer you increased flexibility and efficiency. We release features using PTFs for simple
installation.

XCOM Data Transport for z/OS 12.0 provides the following enhancements. To ensure availability of all features and fixes,
ensure that your products are current on maintenance. We recommend that you use the SMP/E Internet Service Retrieval
to have maintenance downloaded automatically to your system on a regular basis.
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New PTF Tracking Element (LU07054)

This PTF enables you to use a feature in SYSVIEW called Product PTF Analysis. An element that contains metadata for
all previously published PTFs for XCOM Data Transport for z/OS is included with this PTF.

Going forward, all PTFs will contain metadata for PTF tracking.

What is Product PTF Analysis?

Product PTF Analysis combines PTF tracking elements from your run-time XML library with maintenance data that is
found in your product SMP/E installation CSI library. Product PTF Analysis provides the ability to:

• Determine the PTFs and APARs currently applied.
• View detailed descriptions of published PTFs.
• Compare the PTFs applied on each LPAR using the Cross System component.
• View detailed SYSMOD information from the SMP/E CSI data set used during installation and maintenance.

Product PTF Analysis shows this information for all Broadcom Mainframe products that have the necessary XML data
available. Note that not every product will update XML data for all prior and new fixes at the same time. Consult the
documentation of each product for more information.

How can I view Product PTF Analysis?

SYSVIEW 16.0 Feature PTF LU03153 added a Product PTF Analysis feature that performs an analysis of product SMP/
E CSIs and PTF tracking metadata. A PTFS command was added to SYSVIEW 16.0 with PTF LU03153 that performs the
analysis. For more information, see the SYSVIEW documentation at https://techdocs.broadcom.com.

New XCOM REST API Infrastructure (LU03726)

XCOM Data Transport for z/OS now provides a REST API infrastructure that reports various statistics for data transfers
that are processed. This self-contained infrastructure does not require any external components for connectivity and
access. Instead, user-defined members specify what statistics to capture, and at what point in the transfer, by defining
event-based triggers. You can use these statistics to monitor the performance of your XCOM data transfers and view
detailed information about them. For example, you can capture various time-based statistics, like the network I/O time,
compression time, and total time. You can then view these statistics to determine the impact of specific performance
tuning measures.

This new functionality is enabled in the following locations:

• New TYPE=RESTAPI members that provide the REST API infrastructure definitions.
• A new RESTAPI_LIST parameter in the CONFIG member. This parameter specifies the RESTAPI members to enable

when the XCOM server starts up.

For more information about this feature, see Using the REST API Infrastructure.

New Level Set PTF (LU04743)

A new Level Set PTF 12.0.01 is now available for XCOM Data Transport for z/OS. This Level Set PTF includes all
features and fixes up to the specific modification level. Applying this PTF with its prerequisite PTFs applies all previously
published maintenance in the release and updates XCOM Data Transport to generation level 2202.

This PTF does not add any new features.

Pervasive Encryption Support (LU03633)

IBM Pervasive Encryption is now supported for the encryption of output data sets. You can enable Pervasive Encryption
by specifying a value for the new DSKEYLBL parameter. XCOM Data Transport provides the DSKEYLBL value to the IBM
Pervasive Encryption software which in turn encrypts the output data set.

For more information, see DSKEYLBL for DEST members and General Parameters, A-G for the batch interface.
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AT-TLS Support (SO15002)

The IBM z/OS Communications Server TTLS feature is now supported by XCOM Data Transport as an AT-TLS aware
application. The full range of data encryption technology that is supported by IBM System SSL is now available for XCOM
Data Transport use through AT-TLS. This support is independent of and transparent to the product.

This feature is implemented with the new AT-TLS and AT-TLS_PORTS configuration parameters. These parameters
control whether AT-TLS specific listeners are started, and which ports listen for incoming AT-TLS enabled connections.

For more information, see AT-TLS Support.

TASKS Command (SO15002)

The new TASKS command displayed a summary of service and listener tasks in the current execution of the XCOM Data
Transport server.

For more information, see TASKS Command in Using the MODIFY Commands.

Control Center (SO13599)

The Control Center is a browser-based user interface (UI) that lets you view and manage XCOM Data Transport server
transactions, and view their status.

This enhancement is a post-GA enhancement. For more information, see Control Center.

zEDC Support (RO96344)

XCOM Data Transport can now offload compression and decompression operations to an IBM zEDC Hardware
Accelerator. zEDC is an optional feature available to the latest z/Architecture processors that provides data compression
services at the hardware level. Using zEDC reduces both CPU utilization costs and the elapsed time of data transfers
that use the zlib compression algorithm. Data compression and decompression account for a significant portion of CPU
utilization for a data transfer. Using zEDC with XCOM Data Transport can increase the computing capacity and lower the
cost of compressing data.

For more information about enabling zEDC support for XCOM Data Transport, see Utilizing zEDC.

Passphrase Support (RO94308)

The maximum length of the password field has been increased from 8 characters to 100 characters to support password
phrase input and multi-factor authentication (MFA). Using password phrases increases system security by providing more
possible character combinations than a standard password. The passphrase must conform to your site security standards.

XCOM Data Transport handles passphrases as follows:

• For a remotely initiated request, a PASSWORD from 8 to 31 characters is processed as a passphrase.
• For a locally initiated request, a PASSWORD from 31 to 100 characters is processed as a passphrase.
• LPASS values from 8 to 100 characters are processed as a passphrase.

The new XCOMSEC security interface replaces the XCOMACF2/XCOMRACF/XCOMTOPS interface.

NOTE

• After PTF RO9430 is applied, XCOM Data Transport no longer supports the oldpassword/newpassword
parameter. This parameter changes a password when the remote system is running IBM RACF, ACF2, or
Top Secret. You can restore this functionality by applying SO11032 RE-ENABLE PASSWORD CHANGES
AFTER RO94308.

• For more information about passphrase support, see XCOM Security Considerations.
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Chorus™ Software Manager

CA Mainframe Software Manager™ (CA MSM) is renamed to Chorus™ Software Manager (CSM) and adopts the CA
Chorus look-and-feel. CSM simplifies and unifies the management of Broadcom mainframe products on z/OS systems.
CSM provides services that make it easier for you to perform the following actions:

• Acquire, install, deploy, and configure products.
• Automatically obtain and apply maintenance.

These services enable you to easily manage your software based on industry-accepted best practices. A web-based
interface makes the look-and-feel of the environment friendly and familiar. This interface helps you install and maintain
your products faster and with less chance of error.

CSM lets you manage and organize tasks with policies. Use task management policies to copy, delete, and move task
output. Select tasks that are based on criteria including their age and their type. Create task policies using the Task Policy
wizard.

Integration with OPS/MVS

The XCOM Data Transport servers provide updates and heartbeat calls to OPS/MVS. The server notifies OPS/MVS when
it is STARTING, UP, STOPPING, and DOWN. The server also makes a recurring call to affirm its NORMAL status every
time the ERRINTV number of minutes elapses.

System State Manager

Your product can automatically communicate active status events and heart beat events to OPS/MVS. The
communication is established through a generic active status or heartbeat event API call that OPS/MVS provides. With
this feature, other products can communicate events consistently to OPS/MVS.

Health Checks

Your product is now integrated with the IBM Health Checker for z/OS through the CA Health Checker Common Service.
Your product automatically checks for the following potential problems:
XCOM_ABOVE_16M@stcname

Monitors the amount of above-the-line storage that has been allocated within the XCOM Data Transport address
space.

XCOM_BELOW_16M@stcname
Monitors the amount of below-the-line storage that has been allocated within the XCOM Data Transport address
space.

XCOM_MAXTASK_LEVEL@stcname
Monitors the total number of tasks that are active within the XCOM Data Transport region.

XCOM_MAXLOC_LEVEL@stcname
Monitors the number of locally initiated tasks that are active within the XCOM Data Transport region.

XCOM_MAXREM_LEVEL@stcname
Monitors the number of remotely initiated tasks that are active within the XCOM Data Transport region.

All Product LOAD Libraries Now PDS/E

The CICS Interface LOAD library for XCOM Data Transport v12.0 is now shipped as a PDS/E to align with the XCOM
Data Transport base product LOAD library. The CICS Interface LOAD library was formerly a PDS.
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Shipped USS Files Now Hosted in ZFS

The SSL/TLS configuration files are unloaded in ZFS format to the user-specified USS file system. References to the data
set DD name CBXGHFS become CBXGZFS.

User Exits Assembled and Linked as Reentrant and Reusable

All XCOM Data Transport user exits can be assembled and linked as reentrant and reusable so that the exits can be
called from XCOM Data Transport. Sample JCL member CAI.CBXGJCL(ASM#TBLS) reflects this change by changing
default assemble and link options to be reentrant and reusable.

APF Authorization Requirements

Certain XCOM Data Transport features require APF authorization. For this reason, all XCOM Data Transport server
regions must run as APF authorized. For XCOMJOB, APF authorization is only required when features that require it are
used. Any programs that call XCOMJOB as an API and use features that require APF authorization must link with link-edit
parameter AC(1).

The following XCOM Data Transport features require APF authorization:

• zIIP enablement
• PLEXQ facility, which uses the IBM Coupling Facility
• Notification facility
• XCOMPLEX facility, which uses the IBM Coupling Facility
• Security interface
• USS file transfers
• SAF security

Including the XCOM Data Transport load libraries in the LPA implies APF authorization.

Enhancements for History Reports/Queries

The following enhancements have been made to history reports and queries.

Status Selection Criteria for TYPE=HISTORY

TYPE=HISTORY requests now allow more refinement criteria for selecting inactive or completed transfers. You can select
transfers for reporting based on particular status groups within the inactive and completed categories.

The status group criteria for inactive transfers are:

Held The select transfers that are currently held.
Suspended The select transfers that are currently suspended.

The status group criteria for completed transfers are:

Successful The select transfers that completed successfully.
File Error Select transfers that terminated due to a file error.

Network Error Select transfers that terminated due to a network error.
Logic Error The select transfers that terminated due to a logic error.
Terminated The select transfers that terminated for any other reason.

Batch History Requests: Select Transfers by Status

For batch history requests, the following SYSIN01 parameters have been added to select transfers by status:
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OCOMPLETED
Specifies a subtype of completed transfer requests to report on. Any combination of the following values can be
specified:
S

Reports on completed transfers which completed successfully.
F

Reports on completed transfers which terminated as a result of a file error.
L

Reports on completed transfers which terminated as a result of a logic error.
N

Reports on completed transfers which terminated as a result of a network error.
T

Reports on completed transfers which terminated for other conditions.
If this parameter is omitted, all completed transfers are reported on when OTYPE=C or OTYPE=ALL is specified.

OINACTIVE
Specifies a subtype of inactive transfer requests to report on. Any combination of the following values can be
specified:
H

Reports on inactive transfers which are in a HELD status.
S

Reports on inactive transfers which are in a SUSPENDED status.
If this parameter is not specified, all inactive transfers can be reported on when OTYPE=I or OTYPE=ALL is
specified.

Date Range Selection for TYPE=HISTORY

TYPE=HISTORY requests now allow you to report only transfers that executed within a specified date and time range.
That is, the transfer started at or after the specified start time and completed at or before the specified end time. The
report only includes transfers that have completed; it does not include transfers that are in an active or inactive status.

Batch History Requests: Select Transfers by Status Within a Date and Time Range

For batch history requests, the following SYSIN01 parameter has been added to select transfers by status within a
specified date and time range:

OINCLUDE
Specifies the transfer status to select:
ACTIVE

Selects the transfers that were active within the date and time range.
EXECUTED

Selects the transfers that started and ended within the date and time range.
STARTED

Selects the transfers that started in the specified time range.
COMPLETED

Selects the transfers that completed in the specified time range.
Default: Active
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PlexQ Group Name Selection for TYPE=HISTORY

TYPE=HISTORY requests now allow you to report only transfers that are scheduled over a specified PlexQ group.

Batch History Requests: Filter the request by PLEXQ Group

For batch history requests, the following SYSIN01 parameter has been added to specify a filter for the name of the
PLEXQ Group that schedules the transfers:

OPLEXQ
Limits the history request to only those locally initiated file transfers that were scheduled using the named PLEXQ
Group.

xxxxxxxx
Specifies the PLEXQ Group name. The wildcard character, *, can be used for this parameter only when it is
specified as the last character.
Default: None
Limits:1 to 8 characters

Fully Reentrant Executable Code

All shipped LOAD modules are now reentrant and LPA-eligible. You can now place the product LOAD libraries in the LPA
when you run multiple XCOM Data Transport v12.0 regions within a single LPAR. This move reduces the required storage
for individual server regions by using a single LPA-resident copy of executable modules. For details, see LPA Eligible
Libraries.

Expansion of RRDS Record

The RRDS record has increased from 3030 bytes to 8080 bytes. This increase allows XCOM Data Transport to support
more parameters for new features. You must create a new RRDS VSAM data set before using Version 12.0. Version 12.0
cannot support any existing RRDS from a previous release.

Expansion of History Record

The history record has increased from 3030 bytes to 8080 bytes. This increase allows XCOM Data Transport to store
more information for new or existing features. If you are using a VSAM data set to record history, you must convert the
data set to use it with Version 12.0.

The entry size in the LIST STRUCTURE that is used by the deprecated XCOMPLEX facility has also been increased. The
increased size can reduce the number of entries that can concurrently be in a LIST by slightly more than half.

Expansion of SMF Record

The SMF records that XCOM Data Transport produces have increased from 3198 bytes to 8248 bytes to accommodate
the larger history record size. History records are included as part of the SMF records.

History Migration Utility (XCOMUTIL)

The format of the VSAM history file cluster has been modified for version 12.0. This update requires you to define a new
VSAM history file cluster or migrate your existing one. The XCOMUTIL History File utility has been modified to convert
existing 11.5 or 11.6 VSAM history file clusters to the new 12.0 format. For more details about the utility, see XCOMUTIL
History File Utility. The format changes in Version 12.0 are as follows:

• The maximum length of the history record has increased to record more transfer information. In 11.6, the maximum
length increased from 3030 bytes to 8080 bytes. In 11.5, the length increased to 2020 bytes.

• To use a VSAM history file from 11.5 or 11.6 in Version 12.0, you must use the migration utility to create a new format
history file. Using an older history file with Version 12.0 can have unpredictable results. For example, using a VSAM
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history file with a logical record length (LRECL) other than 8080 results in the following message: XCOMM0478E
XCOMHIST RECSIZE(xxxx) INVALID. THIS RECSIZE SHOULD BE 8080. The server can continue processing
but the history records cannot be logged.

See also Migration Considerations.

Request Queue Migration Utility (XCOMMIGR)

The format of the VSAM request queue file has been modified in Release 11.6 and Version 12.0. In previous releases, a
new request queue file was required when you installed a new release. Beginning with 12.0, you can migrate an existing
request queue file from a previous release to 12.0 without having to reschedule them into a new request queue. The new
XCOMMIGR Request Queue Migration utility performs this conversion for you. For more details about the utility, see the
Request Queue Migration topic. The format changes in Version 12.0 are as follows:

• The maximum length of the history record has increased to record more transfer information. In 11.6, the length
increased from 3030 bytes to 8080 bytes. In 11.5, the length increased to 2020.

• To use a VSAM request queue file from 11.5 or 11.6 in Version 12.0, you must use the migration utility to create a
new format request queue file. If a properly formatted Version 12.0 request queue is not supplied, the XCOM Data
Transport server can terminate with the following message: XCOMM0288E XCOMRRDS RECSIZE(xxxx) INVALID.
THIS RECSIZE SHOULD BE 8080.

See also Migration Considerations.

Support for IBM System SSL

This release introduces support for IBM System SSL. IBM System SSL performs SSL/TLS transfers with FIPS-
compliant encryption services. The new configuration parameter SSL_VERSION lets you specify IBM System SSL or
OpenSSL (previously supported). To use IBM System SSL, specify SSL_VERSION=SYSTEM. To use OpenSSL, specify
SSL_VERSION=OPEN. The SSL_VERSION can be specified in the configuration member and overridden by the
XCOMJOB/XCOMXFER EXEC parameter. You can also use the DFLT operator command to modify the SSL_VERSION
dynamically.

XCOM Data Transport support for IBM System SSL requires z/OS 1.13 or above.

Sample System SSL Configuration File

During the installation of XCOM Data Transport, a sample System SSL configuration file (SYSconfigSSL.cnf) is created
in the sysssl directory of the USS file system. The sample file contains parameters to configure the SSL/TLS connection
between XCOM Data Transport partners.

For more information, see Configure the System SSL Configuration File.

Sample Certificate Conversion Script

During the installation of XCOM Data Transport, the makeca, makeclient, and makeserver scripts create certificates and
keys in PEM format for use by OpenSSL.

Sample certificate conversion script makesysssl is provided in the sysssl directory of the USS file system. This script
converts PEM certificate files and their corresponding PEM key files to PKCS12 certificate files. The PKCS12 certificate
files are then imported into a System SSL certificate database using the IBM gskkyman utility, which is invoked by
makesysssl. This utility is described in the IBM Cryptographic Services System Secure Sockets Layer Programming
guide.

ISPF Transfer Request Detailed Display

The ISPF Transfer Request Detail display now displays SSL/TLS and cipher information for the transfer. Two new fields
have been added under a new SSL Details section:
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SSL Version
Displays the SSL/TLS version that was used for the transfer. If System SSL/TLS was used, System SSL is
displayed. If OpenSSL was used, the value is blank.

Cipher Suite Used
Displays the cipher or cipher suite that was used for the System SSL/TLS transfer. For OpenSSL transfers, *Not
Available* is displayed.

Gateway Destination Path

A new GATEWAYDPATH parameter specifies the destination path that XCOM Data Transport Gateway uses when the
remote file is a XCOM Data Transport Gateway file. XCOM Data Transport Gateway makes the destination path available
as the symbolic parameter &GWDPATH for onward delivery.

GATEWAYDPATH can be specified in the destination member or in SYSIN01. XCOM Data Transport Gateway looks for
this parameter first in the SYSIN01 and then in the destination member.

Use of SYSID and SYSNAME for Trusted Transfers

Starting with XCOM Data Transport 12.0, the SYSID and SYSNAME values can be passed to partner systems as the
system identification for trusted transfers.

In previous releases, the SMFID and Job Name were passed to partner systems.

EXEC and Configuration Member Parameters

If XCOM Data Transport detects an error while processing an EXEC or configuration member parameter, it terminates
with a non-zero return code. The XCOMINIT log displays a message indicating which parameter caused the termination.
This enhancement applies to the Server, Admin Server, Worker Server, and XCOMJOB.

ISPF Sessions for Operator Commands

In previous releases of XCOM Data Transport, the ISPF screens for operator commands maintain a session with the
server during processing. Maintaining these sessions reduces the number of available sessions for the server, impacting
the ability to process more transfer requests. Also, if the ISPF session is open and idle, the client side can experience a
session timeout.

Beginning with XCOM Data Transport 12.0, the server session disconnects after the requested transfer information is
returned to the client session. The client session maintains the history information to let you view the detailed information
for a transfer, as before. This process eliminates the session timeouts on the client side and releases resources on the
server.

Now, command and update requests are queued and processed when F3 is selected on the Transfer Request Display
screen. After all commands and updates are processed, the Transfer Request Display screen is refreshed. If no
commands or updates are queued, the display terminates and control is passed back to the File Transfer Display
Select screen. Any messages that are issued as a result are shown in the XCOMLOG for the request. An XCOMLOG is
generated for each request that is submitted.

Default Options Enhancements

XCOM Data Transport has a set of system parameters that govern its operation across its various interfaces.
These system parameters take effect when the product is started. Unless the parameters are overridden, they remain in
effect as long as the product is active. These system parameters have historically been kept in the XCOM Data Transport
Default Options Table. These parameters are now stored in a TYPE=CONFIG control library PDS member.

The TYPE=CONFIG members can be stored in a PDS data set that is specified in the XCOMCNTL DD concatenation.
The members can also be stored in a PDS data set that is specified by the new CONFIGDSN symbol. This
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symbol controls the search order that the product uses to load the TYPE=CONFIG member. The CONFIGDSN symbol is
set at the system level by using the XCOM Data Transport CAIRIM Initialization program (FXC0INIT).

When you migrate from 11.5 or 11.6, you can convert the XCOM Data Transport Default Options Table to a
TYPE=CONFIG member automatically. For new installations or for installations that are migrating from a release before
r11.5, a sample TYPE=CONFIG member is provided.

For more information, see Configure the Default Options.

Support for New HISTORY Configuration Parameter Value

A new value has been added to the HISTORY parameter in the CONFIG member. You can now specify
HISTORY=VSAMREQ. This parameter setting requires a valid XCOMHIST data set for the server to start.

If the XCOMHIST data set does not have the correct characteristics when the server starts up, message XCOMM0682E
is issued and the server terminates with a return code of 16. This function prevents the inadvertent execution of an XCOM
Data Transport server without writing history records.

The default for the HISTORY parameter is still HISTORY=VSAM, which permits the server to run without a history data
set.

Support for New MultiPlexQ Feature

XCOM Data Transport now supports a server that maintains up to eight simultaneous PLEXQ group connections.

A new PLEXQ command has been added with three subcommands (QUERY, JOIN, and LEAVE) to manage these
connections. These subcommands display all current connections to PLEXQ groups, dynamically connect to a new
PLEXQ group, and dynamically disconnect from a PLEXQ group.

You can also establish up to eight PLEXQ group connections during the server initialization by specifying multiple PLEXQ
parameter values in the configuration member or on the EXEC PARM.

The following commands have been updated to let you specify a PLEXQ group name:

• F XCOM,STAT,group
• F XCOM,XSHOW,group
• F XCOM,XRSHOW,group

The new group operand is optional and it can be used to route these commands to a specific PLEXQ group. If the
operand is omitted, the command is routed to each PLEXQ group to which the server is connected.

Restart Count Maintained in History and SMF Records

XCOM Data Transport now includes the number of transfer restarts in the History and SMF records. This value is
displayed on the ISPF Transfer Detail panel for transfers in any status (Active, Inactive, or Completed). The sample
Easytrieve report for transfer detail (XCOMEHRP) also includes the restart count.

The restart count includes error retries and resumption of suspended or held transfers.

PLEXQ Group Name Stored in History and SMF Records

XCOM Data Transport now includes the PLEXQ Group name (if applicable) to schedule a transfer. This value is only
stored in the history record for the initiating (LOCAL) side of the transfer.

Migration Capability for PLEXQ Groups

XCOM Data Transport now supports servers with mixed releases in a PLEXQ group to ease the migration to new
releases. The servers in a group can be updated one at a time instead of all at the same time. Job requests from
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different releases can also access the group, which means that you can upgrade your JCL to use new releases at your
convenience.

If a server with an older release is selected to process a request with a newer feature, the server ignores the feature but it
still processes the request.

When servers and jobs running with PLEXQ groups detect mixed releases, they issue informational and warning
messages to the log files.

Migrating to Newer Releases using MultiPlexQ

The MultiPlexQ feature facilitates release migration by allowing XCOM Data Transport servers (12.0 and higher) to
participate in more than one PLEXQ group at a time. The following diagram provides an example of such a MultiPlexQ
configuration:

Figure 1: MultiPlexQ Configuration Example

The blue circle represents a PLEXQ group (PLEXQ120) with a single 12.0 server. The green circle is a PLEXQ group
(PLEXQALL) that encompasses all servers, with mixed release levels.
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Allow STC Parameters in Configuration Members

XCOM Data Transport now permits STC parameters in configuration members. Previously, the STC parameters could
only be specified as EXEC parameters. This change lets you specify a different XCOM Data Transport Server for your
scheduled transfers, inquires, history, and recover requests without having to modify your JCL. You can override the
configuration member parameters by specifying them in the EXEC statement for the job.

The configuration member can contain all STC parameters (STCIP, STCPORT, SECURE_SCHEDULE, STCAPPL, and
STCPLEXQ). A new STCPROTOCOL parameter specifies the default protocol to use when connecting to the XCOM Data
Transport server.

STCPROTOCOL
Specifies the started task communication protocol that XCOMJOB uses when scheduling requests:
SNA

Uses SNA communications.
TCP

Uses TCP/IP communications (non-SSL/TLS).
SSL

Uses Secure Socket Layer (SSL/TLS) communications.
PLQ

Uses IBM Parallel Sysplex Signaling Services (PLEXQ).
Default: Determined dynamically when STCAPPL, STCIP, STCPLEXQ, or SECURE_SCHEDULE are specified in
EXEC. If more than one of these parameters is specified, the value is decided based on the following order:

1. SNA is used when STCAPPL is specified.
2. TCP is used when STCIP is specified and SECURE_SCHEDULE is not specified or is set to NO.
3. SSL is used when STCIP is specified and SECURE_SCHEDULE=YES is specified.
4. PLQ is used when STCPLEXQ is specified.

Control Which Compression Methods Are Used

The new COMPRESS_ALLOWED parameter specifies which compression methods transfers are permitted. The
updated COMPNEG parameter specifies the compression method to use when COMPRESS_ALLOWED prohibits the
compression method that was originally requested.

COMPRESS_ALLOWED
Specifies the compression methods that are allowed for transfers:
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• ALL
• NONE
• COMPACT
• COMPACTL
• YES
• RLE
• HUFFMAN
• LZALL
• LZLARGE
• LZMEDIUM
• LZSMALL
• LZRW3
• ZLIBALL
• ZLIB
• ZLIB1 through ZLIB9

Default: ALL
COMPNEG

Specifies whether the compression negotiation is allowed, and if so, which compression algorithm the negotiation
process substitutes.
compression-method

Specifies the data compression method which the negotiation process substitutes. Valid values for this
parameter are:

• COMPACT
• COMPACTL
• YES
• RLE
• HUFFMAN
• LZLARGE
• LZMEDIUM
• LZSMALL
• LZRW3
• ZLIB
• ZLIB1 through ZLIB9
• NO

Default: YES

Control Which Transfer Types are Processed

XCOM Data Transport now supports a new parameter and command that control which transfer types a server processes.
This feature helps you balance the load on your XCOM Data Transport servers.

The following parameter is new:

TRANSFERS_ALLOWED
Specifies which transfer types the XCOM Data Transport server can process:
ALL

Processes all transfer types.
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LOCAL
Processes only locally initiated transfer requests.

REMOTE
Processes only remotely initiated transfer requests.

NONE
Does not process any transfer requests.

Default: ALL

The TRANSFERS_ALLOWED value can be modified at any time by issuing the new DFLT,TRANSFERS_ALLOWED command
on the XCOM Data Transport server.

Modify More Settings Without Recycling the Server

The MODIFY DFLT command now lets you change the values of more global parameters on a XCOM Data Transport
server temporarily without having to recycle the server. The updated values remain in effect until XCOM Data Transport is
recycled on the server. This feature existed in the previous release, but only for a much smaller number of parameters.

For the updated list of all global parameters that you can modify this way, see the Modify DFLT command in Using the
MODIFY Commands.

For details about each of these parameters, see CONFIG Member Parameters.

Release Compatibility and Support
Release compatibility and support information lets you see the tools that Broadcom offers to assist you in the product
lifecycle.

The following resources are available from Broadcom Support online:

• Broadcom Mainframe Installation and Maintenance Tools
• Broadcom Mainframe Software Security Advisories (login required)
• Broadcom Mainframe Product Maintenance Solutions List
• Recommended Service for z/OS (CARS)
• Migrate SMP/E Environments into z/OSMF

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To migrate
existing environments, see Migrate SMP/E Environments to z/OSMF.

• Mainframe Essentials Software Risk Assessment video
• Broadcom Mainframe Product Lifecycle Page
• Mainframe Compatibilities
• Broadcom Support Network Details

For other technical insights and to consult your peers and product management, monitor our global communities:

• Broadcom Mainframe Software Division (MSD) Microsite
• Broadcom Mainframe Software Communities
• XCOM Data Transport Community

Deprecated Features
Review the deprecated features in this release so you can plan accordingly.

This release includes the following deprecated features:
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OpenSSL and
ETPKI (LU07625)

OpenSSL and ETPKI are no longer supported. The IBM System SSL collection of encryption services
replaces the OpenSSL collection of encryption protocols. System SSL currently supports the SSL/TLS
methods of TLSV1.0 (TLS), TLSV1.1, and TLSV1.2.

Product Accessibility Features
Product accessibility features help all users, regardless of ability, use this product and its supporting documentation to
accomplish vital business tasks.

Broadcom is committed to making sure that all customers, regardless of ability, can successfully use its products and
supporting documentation to accomplish vital business tasks.

Accessibility Features Within the Product

XCOM Data Transport provides the following accessibility features support:

Software Applications and Operating Systems

• Most product functions are executable from a keyboard where the function and result can be discerned textually.
However, some functions, like expand and collapse controls on the panel are not in the tab order, and can only be
located by exploration of the panel using the keyboard.

• The products inherit the following operating system accessibility features:
– StickyKeys
– FilterKeys
– ToggleKeys
– MouseKeys
– SerialKeys

• When tabular output is generated as a result of job submission, the output uses visual formatting semantics that are
not programmatically available to Assistive Technology (AT) through the emulator.

• Textual information is provided through a standard text file, which can be edited and viewed using a text editor and
through operating system functions for displaying text.

• The products do not inherit user-selected color, contrast, and font settings from the operating system. However, you
can change color, contrast, and font settings in the emulator and the product inherits these settings.

NOTE
To make more adjustments to your display, and the sound, keyboard, and mouse interactions with the
emulator, refer to your 3270 emulation software documentation. For other changes, refer to your operating
system documentation.

• Some characters (<, +, -, and >) are used to create a graphic indicator. However, these characters might cause
confusion when encountered by a screen reader user when seen individually or in combination within the same or
other applications.

Functional Performance Criteria

• Assistive Technology screen readers and screen magnifiers are supported. The batch products are text-based and
use input and output files that are viewed through text editors. However, some output can include visually formatted,
tabular data that require the user to examine the textual screen content to interpret responses.

• The products can be used in a mouseless (keyboard-only) mode. The products also inherit operating system motor
control accessibility features.

Documentation and Support

• Documentation can be viewed online or downloaded in PDF files.
• Support is available online, by email, and by phone.
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Third-Party Software Agreements
The following copyright statements and licenses apply to open source software (“OSS”) distributed with the XCOM Data
Transport product (the “Licensed Product”). The term “Broadcom” refers solely to the Broadcom Inc. corporate affiliate that
distributes the Licensed Product. The Licensed Product does not necessarily use all the noted OSS and may also only
use portions of a given OSS component.

To the extent required under an applicable open source license, Broadcom will make source code available for applicable
OSS upon request. Please send an inquiry to opensource@broadcom.com including your name, address, the product
name and version, operating system, and the place of purchase.

To the extent the Licensed Product includes OSS, the OSS is typically not owned by Broadcom. THE OSS IS PROVIDED
AS IS WITHOUT WARRANTY OR CONDITION OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. To the full extent permitted under applicable law, Broadcom and its corporate affiliates disclaim all warranties
and liability arising from or related to any use of the OSS.

To the extent the Licensed Product includes OSS licensed under the GNU General Public License (“GPL”) or the GNU
Lesser General Public License (“LGPL”), the use, copying, distribution and modification of the GPL OSS or LGPL OSS is
governed, respectively, by the GPL or LGPL. A copy of the GPL or LGPL license may be found with the applicable OSS.
Additionally, a copy of the GPL License or LGPL License can be found at https://www.gnu.org/licenses or obtained by
writing to the Free SoftwareFoundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA.

To view each license and copyright notice, download the attached zip file.

Product Names and Abbreviations
This documentation references the following products and abbreviations:

• ACF2™ for z/OS (ACF2)
• Chorus™

• Chorus™ Software Manager (CSM)
• Common Components and Services (CCS)
• Dynam/T® Tape Management (Dynam/T)
• Easytrieve Report Generator® (Easytrieve)
• Mainframe Software Manager (MSM)
• Netmaster® File Transfer Management (Netmaster FTM)
• OPS/MVS® Event Management and Automation (OPS/MVS)
• Roscoe® Interactive Environment (Roscoe)
• TCPaccess™ Communications Server for z/OS (TCPaccess CS)
• Top Secret® (Top Secret)
• Workload Automation CA 7® Edition (CA 7)
• XCOM™ Data Transport® for z/OS (XCOM Data Transport)
• XCOM™ Data Transport® Gateway (XCOM Data Transport Gateway)
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Overview
XCOM Data Transport is a family of software products that operates under SNA using LU 6.2, or under TCP/IP, to provide
high-speed data transfer between supported systems such as mainframes, midrange, PCs, servers, and workstations.

You can send files from their local system to remote systems across an SNA network or using TCP/IP, and retrieve files
from those remote systems. The same transfer capabilities are available to the local and remote systems.

XCOM Data Transport provides a unified solution for communications over more operating systems than any other
software product on the market today. XCOM Data Transport also has a solid technology base. By using LU 6.2 or TCP/IP
communications protocols, XCOM Data Transport uses state-of-the-art technology, protecting your company's investment
for years to come.

This section introduces XCOM Data Transport. Read this section before installing or configuring XCOM Data Transport.

Audience
This section is written for those personnel who are responsible for installing, configuring, auditing, and administering
the product. They may need to customize the product to meet site-specific requirements after the installation and also
manage users.

Because XCOM Data Transport allows data centers in various locations worldwide to interact with each other for the
purposes of sharing data and automating data and report distribution, your site requires different administrators sharing
different responsibilities.

The users for this product mainly fall under the following categories:

• Installer
• Database administrators
• System administrators
• Network administrators

How the Data Transport Process Works
To understand the data transport function in a very simplified and generalized way, consider a scenario.

For example, when a local system transfers a file to a remote (partner) system, following steps are performed:

1. Initiation
The user submits a batch program, starts the menu (the menu interface) or a customer program written using the
XCOM API (application programming interface) to initiate the transfer.

2. Information verification
XCOM Data Transport verifies the information contained in the request. For example:
– When requesting a send file transfer, XCOM Data Transport checks whether the local file exists on the local

system.
– When requesting a receive file transfer, XCOM Data Transport checks whether the file exists on the remote system.

3. Information confirmation
If the information is confirmed, XCOM Data Transport starts the file transfer.

4. Completion
The transfer completes and XCOM Data Transport logs the details of the transfer in a log.

NOTE
The previous example illustrates a general idea of how XCOM Data Transport works, please be aware that it is
simplified; there are many more steps involved in the process.

 37



 XCOM™ Data Transport® for z/OS 12.0

Benefits of XCOM Data Transport
XCOM Data Transport is a widely used, proven vehicle for moving data between a growing number of dissimilar systems.
The product provides security, recovery, scheduling, and administrative facilities.

Benefits of XCOM Data Transport:

• Effectively utilize the existing investment in data processing hardware.
• Reduce costs by replacing multiple information transfer products with a single, easy-to-use package.
• Reduce operations and end-user staff training costs by implementing a centrally controlled, highly automated data

transfer solution.
• Provide an environment that supports the development of strategic new applications.
• Increase the flexibility and accessibility of remote systems, allowing your organization to respond quickly and

accurately to changing business needs.

Applications You Can Design Using the Product

The following applications are a few examples of how XCOM Data Transport can be used to interact with other systems
company-wide and worldwide:

• Sharing data
• Automating data and report distribution
• Providing unattended back-up to dissimilar systems
• Controlling and auditing network activities
• Maintaining network security
• Communicating with POS (Point-of-Sale) terminals
• Distributing price information from a main data center to departmental stores
• Distributing application software to remote systems
• Providing distributed processing with the sendjob function

The applications that are listed are only a few examples. Under most conditions, XCOM Data Transport allows file sharing
between any two systems within your company.

Applications Using the Transfer Function

The key to the considerable flexibility of XCOM Data Transport is its ability to transfer the following functions:

• Files
• Jobs
• Reports

When these functions are combined, a wide variety of applications are possible.

Types of Transfers
XCOM Data Transport performs the following transfers:

Sending Files
With XCOM Data Transport, a local system can send a data file to be stored on the remote system in a specified
remote file.

Sending Reports
XCOM Data Transport can send a report to be printed on a remote system.

Sending batch jobs for execution
XCOM Data Transport can send a job to be executed on a remote system.
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Retrieving files
When a system starts the transmission request, it can also retrieve a file from a remote system and store it in a
specified local remote file.

The following flow chart illustrates the types of transfers supported by the product:

Figure 2: Types of Transfers

How Remote Requests are Handled
You can use XCOM Data Transport to monitor the network for incoming requests. Upon detecting one, XCOM Data
Transport determines whether it is a request to send a file inbound (from the remote system to this system) or outbound
(from this system to the remote system).

File Transfers

You can use the file transfer feature to send or retrieve files from a remote system to a local system.

When XCOM Data Transport transfers a file from a remote system to your system, the following actions occur:

• The remote system requests XCOM Data Transport to send a file to your system.
• XCOM Data Transport allocates memory to the requesting process and opens the file.
• XCOM Data Transport then reads the data records from the file.
• XCOM Data Transport transfers the file to your system.
• Your system receives the file.

Job Transfers

When XCOM Data Transport transfers a job from a remote system to your system, the following actions occur:

• The remote system requests XCOM Data Transport to submit a job to your system.
• XCOM Data Transport submits the job to your system.
• Your system receives the job file.

Report Transfers

The report transfer feature allows a remote system to send a report to a local system. XCOM Data Transport provides a
high degree of print redirection and spooling capabilities.

When XCOM Data Transport transfers a report from a remote system to your system, the following actions occur:
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• The remote system requests XCOM Data Transport to send a report to your system
• XCOM Data Transport writes the report to an output spool file.
• XCOM Data Transport transfers the file to your system.
• Your system retrieves the report from the spool file.

Features
XCOM Data Transport includes the following features:

AT-TLS Support
Supports the IBM z/OS Communications Server TTLS feature as an AT-TLS aware application. Using queries,
XCOM Data Transport is aware of AT-TLS encrypted TCP/IP connection details, but does not control that
encryption in any way.

XCOM Data Transport Security
Interfaces with the Pluggable Authentication Module (PAM) or the native security facility on all supported systems
that are based on user preference.

Data Link Types
Supports the SDLC, X.25, Local Area Network, All SNA, and TCP/IP data links.

File Transfer
Supports high-speed file transfers between all supported operating systems. In some environments, you can
start thousands of transfers resulting in hundreds of simultaneous transfers, all with a single operation. Parallel
sessions are possible in varying degrees throughout the product line.

High Capacity and Performance
Provides optimization for high-speed bulk data transfer.

Management
Maintains a comprehensive log of all transfer activity and provides utilities that let the system administrator view
the log online, and modify the status of pending or currently active transfers.

PU Type 2.1 Support
Supports PU Type 2.1 connections to allow the direct interchange of files between the Windows operating
environment, NetWare workstations, and other environments.

Report Distribution
Lets z/OS, z/VM, z/VSE, I5/OS (AS/400), and OpenVMS Alpha users take print output from any supported system
and automatically transfer it to another system for printing.

RJE Replacement
Provides a peer-to-peer relationship between all supported systems. Any XCOM Data Transport system can send
and receive batch jobs and print data from any other XCOM Data Transport system without formatting constraints.

Standard Features
Includes a simple installation, any-to-any initiation, low maintenance, and choice of interface.

Standard Functions
Offers compression, packing, ASCII/EBCDIC translation, Checkpoint and Restart, Store-and-Forward, and
Remote Spooling.

Support of Most Operating Systems
Provides peer-to-peer communications using LU 6.2 or TCP/IP over a wider range of systems than any other
product. All of the major features of XCOM Data Transport are supported across the product line.

TCP/IP Support
Supports transfers using TCP/IP between XCOM Data Transport platforms that support TCP/IP and that are
running r3.0, r3.1, r11, r11.5, or r11.6.
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Unicode and Multi-Byte Character Set Support for Data Transfer
Allows for transmission of text files that are encoded using multi-byte character sets, including in-flight conversion
of data between different character sets.

zIIP Enablement on z/OS
Provides the offloading of CPU-intensive workloads to a zIIP processor to lower the cost of performing file
transfers on the mainframe.

AT-TLS Support
Learn how the AT-TLS feature of XCOM Data Transport works.

XCOM Data Transport supports the IBM z/OS Communications Server Tunneled Transport Layer Security (TTLS) feature
as an AT-TLS aware application. Using queries, XCOM Data Transport is aware of AT-TLS encrypted TCP/IP connection
details, but does not control that encryption in any way.

Sample TTLS policy statements are provided in the CBXGSAMP installation library, members XCOMTKDB
and XCOMTRNG. However, the administration of TTLS policies should be performed by the appropriate System
Administrators who are responsible for maintaining the z/OS communications server TCP/IP network. As a result,
independence between XCOM Data Transport administration and z/OS network administration can be achieved for
encrypted data transmission.

IMPORTANT
XCOM Data Transport is not an AT-TLS controlling application. The configuration, establishment, and
management of encrypted sessions are strictly the responsibility of AT-TLS, in accordance with the rules defined
in the TTLS policy.

The full range of data encryption technology that is supported by the IBM System SSL is available for XCOM Data
Transport use via AT-TLS. This is independent of and transparent to the product.

To create listeners for AT-TLS specific purposes, use the AT-TLS and AT-TLS_PORTS configuration parameters. Up to
eight AT-TLS listeners can be activated, with each using a different listener port. This capability enables multiple sets of
TTLS rules to be used by different sources of network traffic into the same XCOM Data Transport server. Code checks
require AT-TLS policies to be in place for ports to process incoming AT-TLS connections. Connections for ports that do
not have corresponding TTLS rules are refused.

TTLS policies for AT-TLS are how you enable TLS 1.3 support for your XCOM Data Transport transfers. Your site
administrator can adjust the provided sample policy statements to allow TLSv1.3 connections, choose appropriate
ciphers, and help you meet the certificate requirements for TLS 1.3. Your TTLS policy definitions and certificates must
meet TLS 1.3 standards.

TTLS policies for AT-TLS are also how you enable FIPS140 level 2 or 3 support for your transfers. Your site administrator
chooses the appropriate TTLSGroupAction FIPS140 option to meet your requirements.

See also: AT-TLS Sample Rule Sets

AT-TLS Sample Rule Sets
AT-TLS sample rule sets CBXGSAMP(XCOMTKDB) and CBXGSAMP(XCOMTRNG) are included in the installation
libraries. These samples provide TTLS Rules and related configuration settings that can be included in TTLS policy
configurations. The System Administrator who is responsible for configuring the z/OS communications servers can use
the samples to model TTLS policy statements that are compatible with XCOM Data Transport.

Both samples contain the same policy statements with these exceptions:

XCOMTKDB
The XCOMTKDB sample contains a keyring definition that uses the z/OS System SSL keyring database (that is,
*.kdb). The “keyring” statement points to a USS-hosted keyring database.
The password specification for that database is also included in the sample.
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XCOMTRNG
The XCOMTRNG sample contains a keyring definition that points to a SAF keyring hosted in the local system’s
External Security Management product such as Top Secret, ACF2, or IBM RACF.

XCOM Data Transport Security
XCOM Data Transport interfaces with the Pluggable Authentication Module (PAM) or the native security facility on all
supported systems that are based on user preference. When security is invoked, you are required to provide a valid
user ID and password for the remote system. For example, in the z/OS environment, an interface is also provided to IBM
RACF, ACF2, and Top Secret. Unlike most other communication facilities, XCOM Data Transport encrypts passwords.
Encrypting passwords ensures that communications line tapping does not breach security.

XCOM Data Transport also has special security capabilities that can help data centers handle their individual needs. The
security features of XCOM Data Transport allow installer specification of what can or cannot run under the privileges of
someone other than the person requesting the transmission. These security features can also force user IDs from both
remote systems to be the same or different. For otherwise unsatisfied security needs, XCOM Data Transport supplies
various user exits, which enable user-written security packages to be fully integrated.

XCOM Data Transport r11 (on some platforms), r11.5 and r11.6 can also use SSL/TLS to perform data transfers under
TCP/IP. XCOM Data Transport provides certificate authentication, data encryption, and data integrity ensuring all data
transfers using SSL/TLS are secure.

Data Link Types
XCOM Data Transport supports the following data link types:

• SDLC
• X.25
• Local Area Network (such as Token Ring and Ethernet)
• All SNA data links, including channel-based links
• TCP/IP

File Transfer
XCOM Data Transport supports high-speed file transfers between all supported operating systems. In some
environments, you can start thousands of transfers resulting in hundreds of simultaneous transfers, all with a single
operation. Parallel sessions are possible in varying degrees throughout the product line.

You can totally automate XCOM Data Transport transfers. On a PC, you can be actively engaged in the use of other
applications (for example, word processing) while receiving or transmitting files in the background. Comprehensive
management tools allow for effective central-site control of XCOM Data Transport activity, including advanced problem
determination features.

XCOM Data Transport supports transfers between any two systems in an SNA network or a TCP/IP network with one of
the following methods:

• By using the z/OS, z/VM, or z/VSE mainframes for store-and-forward
• Through Independent Logical Unit (ILU) support over the SNA (Systems Network Architecture) backbone
• Through Dependent Logical Unit (DLU) support over the SNA (Systems Network Architecture) backbone
• Through use of the TCP/IP network (except for z/VM and Stratus)
• Through use of SSL/TLS (Secure Sockets Layer/Transport Layer Security) connections over a TCP/IP network (except

for z/VSE, z/VM and Stratus)
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High Capacity and Performance
XCOM Data Transport is optimized for high-speed bulk data transfer. For instance, XCOM Data Transport for z/OS
can allow hundreds of simultaneous file transfers from a single system, depending upon your hardware and software
configuration. Comparatively, CICS-based products limit the user to a maximum of 34 simultaneous transfers, and many
other VTAM file transfer products are faced with similar limitations.

Management
An important feature for any enterprise-wide information product is the ability to effectively control and manage the
distribution of files and work throughout the network. XCOM Data Transport systems maintain a comprehensive log of
all transfer activity. Utilities are provided to allow the system administrator to view the log online and modify the status of
pending or currently active transfers.

Details of any transfer errors are also maintained in the log, allowing rapid problem determination and resolution. In
addition, messages signaling the completion of any XCOM Data Transport event can be directed to a user in the network.

PU Type 2.1 Support
XCOM Data Transport supports PU Type 2.1 connections to allow the direct interchange of files between the Windows
operating environment, NetWare workstations, and others. Support for Independent Logical Units (ILUs) allows XCOM
Data Transport to deliver data in Advanced Peer to Peer Networking (APPN) and Low Entry Networking (LEN) networks.
This means that PCs and midrange that are attached to the same SNA or APPN network can exchange data even if they
are not directly connected.

Report Distribution
XCOM Data Transport allows z/OS, z/VM, z/VSE, I5/OS (AS/400), and OpenVMS Alpha users to take print output from
any supported system and automatically transfer it to another system for printing. The application programs producing the
reports do not require any modification to support XCOM Data Transport report distribution, and no operator intervention
is required at either end.

RJE Replacement
Current Remote Job Entry (RJE) systems contain inherent limitations. Remote systems can submit work to the host
for processing and receive print data, but the host cannot distribute processing tasks to idle processors residing on
the network. A further concern for data processing managers is the requirement that users are familiar with Job Entry
Subsystem (JES) commands to operate the system.

XCOM Data Transport avoids these limitations by taking advantage of the LU 6.2 and TCP/IP protocols, providing a peer-
to-peer relationship between all supported systems. Any XCOM Data Transport system is able to send and receive batch
jobs and print data from any other XCOM Data Transport system without formatting constraints.

For example, an i5/OS (AS/400) user can do the following:

• Automatically retrieve files from a number of attached PCs.
• Process the data.
• Generate a report.
• Send one copy of the report back to the source PC for printing.
• Send another to the z/OS mainframe for printing on a high speed printer.

You can easily implement XCOM Data Transport without any changes to your existing application programs. Data is
transferred with greater integrity and higher efficiency.
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Standard Features
The following features are standard to XCOM Data Transport:

• Simple installation
You can install XCOM Data Transport without hardware changes to your system.

• Initiation by either system (any-to-any)
Either system can send and retrieve data files.

• Low maintenance
There are no hooks or patches into the operating system.

• Choice of interface
You can choose from batch/command line, programming (on supported platforms), and menu interfaces.

Standard Functions
The following functions are offered over most of the XCOM Data Transport platforms:

• Compression
XCOM Data Transport offers a wide range of compression options on most platforms.

• Packing
XCOM Data Transport can pack records into fixed-size data transfer blocks as large as 31K, significantly improving
performance and throughput.

• ASCII/EBCDIC translation
XCOM Data Transport can translate data between ASCII and EBCDIC formats as needed. Translations occur on the
ASCII-based platform.

• Checkpoint/Restart
All components of XCOM Data Transport support checkpoint/restart. Transfers that are stopped or fail prior to
completion automatically resume, continuing from the last checkpoint.

• Store-and-forward
Users communicating through a common z/OS, z/VM, or z/VSE hub can perform data transfers even if the remote
(target) machine is not communicating or turned on at the time of the initial transfer. XCOM Data Transport ensures
that the data is sent as soon as the device is available.

• Remote spooling
XCOM Data Transport allows z/OS, z/VM, z/VSE, i5/OS (AS/400), and Open VMS Alpha users the following reporting
options:
– XCOM Data Transport on all platforms can receive reports.
– XCOM Data Transport on all platforms can send a file to a remote XCOM Data Transport partner, requesting that it

be treated as a report.
– Some XCOM Data Transport platforms can also take reports off the system spool and forward them to another

XCOM Data Transport platform without operator action. This automatic report transfer facility is called Process
SYSOUT on z/OS and z/VSE, and it is called XQUE on AS/400, HP NonStop (Tandem), and Open VMS Alpha.
The z/VM platform does not allow automatic processing of spooled files. However, spooled files on z/VM can be
manually received and redirected.

Support of Most Operating Systems
By supporting the LU 6.2 and TCP/IP protocols, XCOM Data Transport can transfer data between a diversity of platforms.
XCOM Data Transport is now available on the following systems:
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• HP TRU64 UNIX (Digital UNIX)
• HP NonStop (HP Integrity NonStop)
• HP-UX PA RISC
• HP-UX IA64
• IBM AIX
• i5/OS (AS/400)
• z/Linux
• Linux s390x
• Linux x86
• Linux x64
• Microsoft Windows
• NCR 3000 (AT&T)
• Novell NetWare
• Open VMS Alpha
• SCO Open Server
• SCO UnixWare
• Stratus VOS
• Sun Solaris
• z/OS
• z/VM
• z/VSE

TCP/IP Support
XCOM Data Transport supports transfers using TCP/IP between XCOM Data Transport platforms that support TCP/IP that
are running r3.0, r3.1, r11, r11.5, or r11.6. TCP/IP support is provided between the following platforms:

• i5/OS (AS/400)
• z/Linux
• Linux s390x
• Linux x86
• Linux x64
• NetWare
• Open VMS Alpha
• HP NonStop (Tandem)
• z/VSE
• Windows family
• z/OS
• Most common UNIX platforms

You can use SSL/TLS to perform secure TCP/IP transfers between platforms running XCOM Data Transport version 11.0
and above that have this support enabled. XCOM Data Transport users have the option of configuring their individual
XCOM Data Transport address spaces to use IBM System SSL to encrypt the transmitted data and add a digital signature
to the encryption of the transmitted data. Secure TCP/IP support is provided between the following platforms:

 45



 XCOM™ Data Transport® for z/OS 12.0

• i5/OS (AS/400)
• z/Linux
• Linux s390x
• Linux x86
• Linux x64
• Windows family
• z/OS
• Most common UNIX platforms

Unicode and Multi-Byte Character Set Support
Unicode and multi-byte character sets are supported for data transfers. This feature lets you transfer data in text files that
are encoded using multi-byte character sets, including in-flight conversion of data between different character sets.

NOTE

XCOM Data Transport uses IBM Unicode Services to convert data. For more information about IBM Unicode
Services, see the z/OS V1R12.0 Unicode Services User’s Guide and Reference, (SA22-7649) on the IBM
website.

To enable Unicode and multi-byte character support, provide the following parameter settings:

• Specify UTF8 or UTF16 for the CODE SYSIN01 parameter. When one of these formats is specified for a transfer, data
is converted to that format for transmission to the remote computer.

• Specify LOCAL_CHARSET and REMOTE_CHARSET SYSIN01 parameters to perform data conversion. These
parameters specify the character set of the local and remote files for the transfer. If they are not specified for the
transfer, these parameters default to the value specified for the DEFAULT_CHARSET parameter in the destination or
configuration member.

To handle conversion issues between character sets, additional parameters specify the action to take when a character
cannot be converted:

• The sender uses MBCS_INPUTERROR and specifies REPLACE or FAIL to either replace the character as defined in
the IBM conversion table or fail the transfer.

• The receiver uses MBCS_CONVERROR and specifies REPLACE or FAIL to either replace the character as defined in
the IBM conversion table or fail the transfer.

MBCS_INPUTERROR and MBCS_CONVERROR can be used independently. If no value is specified, then the value of
DEFAULT_INPUTERROR or DEFAULT_CONVERROR in the destination or configuration member is used.

For USS files, SYSIN01 parameters LOCAL_DELIM and REMOTE_DELIM specify the encoding scheme that the
corresponding character set uses and a list of delimiters which exists within the data as record separators.

For receive requests where the target character set is different from the source character set, the LRECL must have a
value specified that allows for the difference in the number of bytes per character. If the LRECL is not large enough to
support the target character set, the XCOMM0144E error message is issued.

For SEND JOB requests to a z/OS partner, the remote CCSID (REMOTE_CHARSET) is required to be EBCDIC-based
because JES is unable to process non-EBCDIC characters.

TRUNCATE=YES is not supported for Unicode transfers. Data may be lost or corrupted if truncation occurs in the middle
of a multi-byte character in the file.

History Record Detail Screen

The History Record Detail screen provides information about the set of file transfers that are defined on the File Transfer
Display Select screen. Additional information for Unicode transfers is presented.
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  CA XCOM SEND    FILE  REQ.#  001302 QUEUED MONDAY    MAR. 26, 20nn    09:32:15

        

 COMMAND INPUT ===>  

  Local System Identification   

    Server: 1234XCOM                                   Port: 8040  Protocol: TCP

        

 History System ID: XC12  History System Name: XCM123   Invoking Job: USER01

 Sched. Start Time: MONDAY   MAR. 26 20nn   09:32:19    Transfer ID: USER01234         

          End Time: MONDAY   MAR. 26 20nn   09:32:19    Encoding   : UTF-8      

       Last Action: * NOT USED* Status: COMPLETED   Priority Sel: 016 Exec: 016 

  Compress Mode: RLE       Trans. Time (Secs): 1     Compress Factr: 02.0

 Transfrd. Records: 1                   Bytes: 48        

         Bytes/Sec: 1          Compress Bytes: 49

 CPU: Time: 216,789                     zIIP:  Elig:  47,635

 (ms)  TCB: 169,010                     (ms)   zIIP:  45,685      

       SRB: 47,779                              CPU:  1,949

        

  Charset Input Error  : REPLACE           Replace Count: 0 

  Charset Convert Error: REPLACE           Replace Count: 0

        

 Last Ms: XCOMM0137I 1 RECORDS SENT SUCCESSFULLY - FILE=XCOM.USERID01.MG

        

 ----------- S E N D I N G    S Y S T E M    I N F O R M A T I O N ------------ 

  System ID: *LOCAL*    

    User ID: USER01                                       Notify ID: N/A        

       Unit:                    Volume:                   File Type: FLAT FILE  

  File Name: XCOM.USER01.MGTCENT.TXT  

  Charset  : CCSID#37/RE  

  Rec Delim: EBCDIC:NA

        

 ----------- R E C E I V I N G    S Y S T E M    I N F O R M A T I O N --------  

  System ID: USER01-LAPTOP    

    User ID: user01                                          Notify ID: user01       

       Unit:                    Volume:                      File Type: REPLACE  

  File Name: c:\temp\mgtcent.txt  

  Charset  : CCSID#850/ML  

  Rec Delim: EBCDIC:CRLF:NL

        

F1=Help     F2=SPLIT     F3=End     F4=RETURN     F5=RFIND     F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP    F10=Unicode   F11=Hold     F12=Alloc 

The following fields were added to this screen in Release 11.6:

Encoding
The encoding scheme that is used for the data transfer.

Charset Input Error & Replace Count
For transfers using Unicode encoding scheme, specifies the appropriate action when the input file contains data
that is not consistent with the specified input character set. The replace count is the number of characters for
which the action was taken. For transfers on z/OS systems, the count is the number of data buffers for which the
action was taken.

Charset Convert Error & Replace Count
For transfers using Unicode encoding scheme, specifies the action when the input file contains characters that
cannot be converted. The characters are not included within the output character sets character repertoire. The

 47



 XCOM™ Data Transport® for z/OS 12.0

replace count is the number of characters for which the action was taken. For transfers on z/OS systems, the
count is the number of data buffers for which the action was taken.

Charset
Specifies the character set of the data.

Rec Delimiters
Specifies the encoding scheme for the character set and a set of possible delimiters to use for file processing.
This parameter applies only to USS files on z/OS and files on the Linux/Unix/Windows (LUW) platforms.

zIIP Enablement on z/OS
An important requirement today for any enterprise is the need to reduce costs associated with CPU utilization. XCOM
Data Transport systems provide for offloading of CPU intensive workloads to a zIIP processor to lower the cost of
performing file transfers on the mainframe.

Data compression and de-compression functions, which by nature are CPU intensive, will be offloaded to a zIIP processor
when available and feasible to effectively reduce the cost of the transfer in terms of processor utilization.

XCOM Remote System Information
This section contains information about the operating systems that XCOM Data Transport supports that you must be
aware of when performing transfers.

The following topics are covered for each platform, as appropriate:

• Naming conventions
• Types of files supported
• Additional features
• Restrictions

HP NonStop (Tandem)
This section contains information about important aspects of the HP NonStop operating system.

Naming Conventions -- HP NonStop (Tandem)

Use the following format to name a HP NonStop file:

\<system>.<volume>.<subvolume>.<filename>

All of these components are restricted to eight characters, except as indicated below.

The following list describes the parts of an HP NonStop file name:

system
Specifies the system name. Up to seven characters.

volume
Specifies the disk name.

subvolume
Specifies a directory name.

filename
Specifies the name of your file.

Example:

The following example uses a volume of $CLX12, a subvolume of SCI, and a file name of FILE1:
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$CLX12.SCI.FILE1

The HP NonStop file system is not a tree structure. Each volume.subvolume is independent, that is, it has no subvolumes
above or below.

Types of Files Supported -- HP NonStop (Tandem)

XCOM Data Transport for HP NonStop supports the following file types through ENSCRIBE, HP Integrity NonStop disk file
architecture:

• Edit files
• Unstructured files

Unstructured files are large-byte arrays. Data in these files is accessed by using the relative byte address and the
READ-COUNT or WRITE-COUNT parameters in the system procedure calls. The application program determines how
they are used. An EDIT file is a type of unstructured file signified by the file code 101.

NOTE

For more information about ENSCRIBE and unstructured files, see the ENSCRIBE Programmer Guide.
• Structured files

XCOM Data Transportsupports entry-sequenced, relative, and key-sequenced structured files:
– Entry-sequenced files

Entry-sequenced files are sequential files. Records are stored in the order in which they are entered. These records
are variable in length and cannot be added or deleted. They are accessed by their record address.

– Relative files
Relative files are ordered by relative record number. The space that is allocated for each record is specified when
the file is created. Records in these files can be deleted and added again in place.

– Key-sequenced files
Key-sequenced files are supported only for the Replace operation. 

WARNING

The file must already exist for XCOM Data Transport to perform an action on it.

File Type Specification -- HP NonStop (Tandem)

File type specification differs for send requests and received requests, described as follows:

• Send Requests
When you send a file from HP NonStop (locally initiated), the remote XCOM Data Transport determines the file type
when it opens the file.

• Receive Requests
For locally or remotely initiated receive requests, the file type must be specified by the GUARDIAN_FILE_TYPE
parameter. Use one of the following values:
– EDIT
– UNSTRUCTURED
– ENTRY_SEQ
– RELATIVE

Remotely Initiated Send Requests -- HP NonStop (Tandem)

For remotely initiated transfer requests, use the following record formats, which create the indicated HP Integrity NonStop
file types:

F
Relative
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FB
Entry Sequence

VB
Edit

U
Unstructured

NOTE
Key sequence files are supported only if the file exists. You can do a replace but not a create.

i5/OS (AS/400)
 

This section contains information about important aspects of the i5/OS operating system.

Naming Conventions -- i5/OS (AS/400)

Use the following format to specify an i5/OS file:

libraryname/filename(membername)

The following list describes the parts of an i5/OS file name:

libraryname
The name of the library that holds the file.

filename
The name of the file you wish to access. Periods are allowed within the file name.

membername
The name of the member in the file. If this component is omitted, it defaults to the file name.

Types of Files Supported -- i5/OS (AS/400)

In addition to the standard file type, the Save File format is also supported. When you send a file to a System i5 from a z/
OS or z/VSE system, the file must exist on the target system before your transmission.

Additional Features -- i5/OS (AS/400)

XQUE is a XCOM Data Transport feature that allows the unattended transfer of reports from output queues to other
XCOM Data Transport nodes.

XQUE can select specific classes of reports (based on the user, job name, form, and so on) from output queues. XQUE
also allows user and workstation groups to be equated to printer destinations on remote XCOM Data Transport nodes.
You can use XQUE, for example, to get reports back to your host system that are generated on a System i5 that
you reach through IBM's HCF facility, or between multiple i5/OS (AS/400) systems connected within a pass-through
environment.

Configuration Issues -- i5/OS (AS/400)

If you are configuring the VTAM LU that represents the System i5 on a mainframe, make sure that the VTAM USS
message 10 is not sent to that LU. IBM's APPC software cannot start a session when this message, commonly called the
welcome message, is sent.

To prevent this problem, the VTAM or NCP USSTAB definition must be set to a table that does not have a USSMSG10.
The table that IBM originally provided with VTAM is a good alternative because it does not include message 10.
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Case Sensitivity -- i5/OS (AS/400)

Because the IBM i5/OS is case-sensitive, you must enter the user ID and password in uppercase.

Novell NetWare
This section contains information about important aspects of the Novell NetWare operating system.

Naming Conventions -- Novell NetWare

Use the following format to name a Netware file:

NOTE
XCOM Data Transport for LAN Workstation accesses files from any Novell file server in a NetWare network.

[server\]volume:directory\subdirectory\...\filename

Types of Files Supported -- Novell NetWare

XCOM Data Transport for NetWare LAN supports standard NetWare file types.

Destination Printer Information -- Novell NetWare

When sending a report to a NetWare system, specify the Destination parameter value or the Destination Printer field in the
following form:

\\server name\printer queue name

XCOM Data Transport limits the length of this field to 21 characters. The actual name on the destination system can be
longer.

Restriction -- Novell NetWare

XCOM Data Transport for NetWare LAN does not support library transfers to Novell NetWare systems.

OpenVMS
This section contains information about important aspects of the OpenVMS operating system.

Naming Conventions -- OpenVMS

Use the following format to name an OpenVMS Alpha file:

device[directory]filename.type;version

The entire file specification can be a maximum of 255 characters. The file type can be a maximum of 31 characters.

The following list describes the parts of an OpenVMS file name:

• device

Specifies the disk drive name. If the device is not specified, the default that is provided in the SYSUAF (as defined on the
DEC system) for that user is used.
Range: 1 to 15 characters
The XCOM Data Transport remote USERID field determines the SYSUAF USERID.

• directory
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Specifies the directory and subdirectory information. If this information is not provided, defaults are selected as described
under “device”.
XCOM Data Transport accepts angle brackets (< >) in OpenVMS file names, that are converted to square brackets on the
DEC system.
Example:
PLAYERS1:<BRIDGES>CARD.DAT
Treated as equivalent to
PLAYERS1:[BRIDGES]CARD.DAT

• filename.type

Specifies the specific file within the directory. If the file name and type are not provided, OpenVMS null file names are
used.

• version

Specifies the version of the file. The OpenVMS operating system can keep multiple versions of a file each time that file
is saved. It is normal to omit this number to indicate that you want the most recent version of a file, the highest version
number.

Restrictions -- OpenVM

The following restrictions apply to XCOM Data Transport for OpenVMS Alpha:

Specifying transfer type
All transfers must be TYPE=SCHEDULE (for batch) or QUEUED (from ISPF).

Non-queued host transfers
Due to restrictions in the DEC SNA software, the z/OS or z/VSE TYPE=EXECUTE non-queued transfer feature
fails with an 8003 sense code. XCOM Data Transport does not support transfers to an OpenVMS system.

Operating system
XCOM Data Transport currently supports the OpenVMS Alpha operating system.

Connectivity
Specifies the DECNET/SNA software is based on the Physical Unit 2.0 standard and not on the more flexible
2.1. This means that the system must be connected to a VTAM (PU 5) system in an SNA network. XCOM Data
Transport uses the store-and-forward function (described previously as an additional z/OS, z/VM, and z/VSE
feature) to transfer files with other XCOM Data Transport partners.

Multiple session configuration
Digital does not support parallel sessions with a z/OS or z/VSE system. However, if three file transfers are needed
concurrently with an OpenVMS system, it does allow you to define three APPC logical units as a group. A group
name can be from one to eight characters. The first character must be alphabetic, while the rest can be any
combination of alphanumeric or national characters. Try to use mnemonic names. This feature is useful for
assigning nicknames too.

Example:

The following example calls three logical units, LUD1, LUD2, and LUD3, and assigns them a group name of LAVAX. Code
the GROUP and LU parameters for this #PSOTAB entry as follows:

GROUP=LAVAX, 

LU=(LUD1,LUD2,LUD3)

Type LAVAX as the remote system name to schedule transmissions to this VAX through the menu interface. When

 using the batch interface, use the GROUP parameter instead of the LU parameter. Use the following code:

GROUP=LAVAX

Groups can be used with all the XCOM Data Transport interfaces, including the Process SYSOUT Interface.
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Initiating the session bind request
Although separate VTAM LU names can be used for XCOM Data Transport sessions, you must not LOGAPPL
these LUs to XCOM Data Transport when configuring on z/OS, z/VSE, or z/VM. This request fails with an 0801 or
8003 sense code, because the DEC software must initiate the session bind request.

Compression options
Large packing is supported and several different compression algorithms.

ASCII-based
The OpenVMS platform is an ASCII-based system.

Stratus
This section contains information about important aspects of the Stratus operating system.

Naming Conventions -- Stratus VOS

Use the following format to name Stratus files:

#top_directory>group_directory>home_directory>filename.suffix

All names must be unique to that level.

The following list describes the parts of a Stratus file name:

top_directory
This part specifies the physical disks.
Range: 1 to 32 characters

group_directory
This part specifies a group of user home directories.
Range: 1 to 32 characters

home_directory
This part specifies the user home directory. This directory resides in a group directory.
Range: 1 to 32 characters

filename
This part specifies the name of the Stratus file. Required
Range: 1 to 32 characters

suffix
This part specifies a file classification. You can have multiple suffixes at the end of a file name. Each suffix starts
with a period. The following list describes some common Stratus suffixes for different file types:
source

Suffixes: .pl1, .cobol, .c
Examples: payroll.c, application.cobol

object
Suffixes: .obj
Examples: payroll.obj, application.obj

list
Suffix: .list
Examples: payroll.list, application.list

error
Suffix: .error
Examples: payroll.error, application.error
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program module
Suffix: .pm
Examples: payroll.pm, application.pm

command macro
Suffix: .cm
Examples: start_up.cm, compile_and_bind.cm

back up
Suffix: .backup
Examples: payroll.c.backup

Types of Files Supported -- Stratus VOS

Stratus supports the following file types for remotely initiated transfers:

• Fixed
This type of file contains records of the same size. Each record is stored in a disk or tape region holding a number of
bytes that is the same for all the records in the file.

• Sequential
This type of file contains records of varying sizes in a disk or tape region holding approximately the same number
of bytes as the record (for example, the record storage regions vary from record to record). Records can only be
accessed on a record-by-record basis.

Additional Features -- Stratus VOS

The following features of XCOM Data Transport for Stratus are:

• Security option
XCOM Data Transport for Stratus can use its own account file to verify the user ID and password. XCOM Data
Transport uses the information to map the user ID to a VOS user ID to select file access. If this option is turned on and
the remote user ID/password combination is invalid, Stratus rejects the request.

• Restart/Recovery facility
XCOM Data Transport for Stratus can attempt periodic data transmissions after the initial file transfer has failed. Some
retries can be specified through the xcom_ser.pm file.

Restrictions -- Stratus VOS

The following restrictions apply to XCOM Data Transport for Stratus:

• No library transfers
XCOM Data Transport for Stratus does not support the transfer of libraries from the mainframe.

UNIX or Linux
This section contains information about important aspects of the UNIX or Linux operating systems.

Naming Conventions -- UNIX or Linux

Use the following format to name a UNIX or Linux file:

/directory/subdirectory/.../filename

Use up to 256 characters for the entire path of the file; there are no restrictions on size for the individual parts of the path.

The following list describes the parts of a UNIX or Linux path:
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/ (slash)
The root directory when it is in the first position: otherwise, the slash separates directories and file names in the
path.

directory
Specifies the directory that contains the file. You can specify more than one directory in a path.

filename
Specifies the name of the UNIX or Linux file.

Types of Files Supported -- UNIX or Linux

XCOM Data Transport for UNIX or Linux supports standard UNIX or Linux file types.

Restriction -- UNIX or Linux

XCOM Data Transport does not support library transfers to UNIX or Linux systems.

Trusted Access -- UNIX or Linux

XCOM Data Transport supports Trusted Access. To use the Trusted Access feature when transferring to UNIX- or Linux-
based platforms, note the following:

• The USEROVR and USERPRO default table parameters for XCOM Data Transport for z/OS or z/VSE must be set to
YES.

• Specify USERID=' ', and no passwords in the parameters for the transfer.
• The user ID must be configured for Trusted Access on the UNIX or Linux partner. For more information, see the XCOM

Data Transport for UNIX and Linux documentation.

Windows
This section contains information about important aspects of the Windows operating systems.

Naming Conventions - Windows

XCOM Data Transport supports the standard Windows file names and the Universal Naming Convention (UNC). Some of
the file naming conventions are outlined below.

Use the following format to name files when using standard Windows file names:

d:[\][directory name\..\]filename[.ext]

WARNING
This format may only be used if the drive is a local drive on the Windows system. Do not use for mapped or
redirected drives. Use UNC conventions only for mapped or redirected drives.

NOTE
Use the following format to name files when using UNC file names:

\\server name\share name\directory\filename.

The following list describes the parts of the file names and UNC file names:

d
Required. Specifies a particular device, indicated as a drive letter. Used for local drives only.

directory name
Required. One or more optional directories and subdirectories.
Subdirectories can take the form of name[.ext].
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NOTE
The form of the directory name and file name depend on the operating system running on the server.

filename
Required. Specifies the name of the data file.
For FAT file systems, filename is 1 to 8 characters.
NTFS and HPFS file systems support long file names, up to 256 characters, including the extension.
Names may or may not be case sensitive, depending on the file system on the server.
For FAT, NTFS and HPFS, names are not case sensitive. You can use uppercase and lowercase when creating a
name, and they display as typed, but internally Windows makes no distinction for this. For example, MYFILE and
MyFiLe are considered to be the same file.
Windows also creates an MS-DOS-style name based on the long name for compatibility with environments where
long file names are not always supported.

ext
The file extension used to further identify the file.
For FAT file systems, the extension is up to 3 characters.
For NTFS and HPFS, the extension is included in the long file name limit of 256 characters.

NOTE
If you do not specify an extension, XCOM Data Transport does not supply a default.

server name
The name of the server.

share name
The share name is network provider dependent.
For Microsoft Windows networks this is the name of the share.

Types of Files Supported - Windows

XCOM Data Transport supports standard Windows file types.

Additional Features - Windows

Additional features include the following types:

File Systems
The standard file systems are:

• File Allocation Table format (FAT)
• Windows File System format (NTFS)
• High-performance File System format (HPFS)

File Access
XCOM Data Transport accesses files:

• Locally
• From any file server on the Microsoft Windows Network
• The NetWare
• Compatible Network
• Any other network provider that is installed on the Windows system

Security
For transfers to Windows systems running any release of XCOM Data Transport:

• Windows is a secured system, because it requires a valid user ID and password to log in or connect to a server.
User IDs and passwords are case-sensitive. XCOM Data Transport uses the underlying security system to log in to
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the server as the user defined in the XCOM_USERID parameter. The authority to log in locally is required because
there is no facility in XCOM Data Transport for Windows 2000, XP, 2003, 2008, or 7 to allow for another domain to be
specified.

When a transfer is sent from another system (such as z/OS or z/VSE), USERID and PASSWORD must be supplied. The
following methods model sending from an XCOM z/OS or z/VSE system to a local Windows drive

Methods of handling Windows systems security from XCOM Data Transport:

Employing some security
All users employ the same user ID.
Set XCOM_USERID and XCOM_PASSWORD= to a valid user ID and password that has local logon authority
in the xcom.glb file on the Windows side. On the z/OS or z/VSE side, send a transfer with parameter USERID='
' (blank between two single quotes). This uses the user ID and password from the xcom.glb file.

Employing user level security
Users employ their own user ID and password.
Set XCOM_USERID and XCOM_PASSWORD= to an INVALID user ID and password in the xcom.glb file on the
Windows side. On the z/OS or z/VSE side, send a transfer with parameters USERID= and PASSWORD= with a
valid Windows user ID that has local logon authority. This causes XCOM Data Transport to use the user ID and
password supplied. If a password is not supplied, and xcom.glb is checked, the transfer fails due to the invalid ID
and password in the xcom.glb file on the Windows side.

NOTE
If either of these methods is to be successful, in the case where XCOM Data Transport for z/OS
or z/VSE is sending to XCOM Data Transport for Windows 2000, XP, 2003, 2008, or 7 the XCOM
Data Transport for z/OS or z/VSE default table must have USEROVR=YES. USEROVR=YES is the
default. This allows the user ID in the MVS JCL to override the batch job ID. For information about the
USEROVR parameter, see the Administrating section.

Trusted Access
XCOM Data Transport for Windows Server/Professional supports Trusted Access. To use the Trusted Access
feature when transferring to Windows platforms, note:

• The USEROVR and USERPRO default table parameters for XCOM Data Transport for z/OS or z/VSE must be
set to YES.

• Specify USERID=' ' (single quotes without any blanks in between the quotes) and no passwords in the
parameters for the transfer.

• The user ID must be configured for Trusted Access on the Windows partner. For more information, see the
XCOM Data Transport for Windows Server/Professional documentation.

Home Directory
A Windows user can have a default home directory that the Windows administrator assigns.

Destination Printer Information - Windows

When sending a report to a Windows system, specify the Destination parameter value or the Destination Printer field in
the following form:

\\server name\printer queue name

XCOM Data Transport limits the length of this field to 21 characters. The actual name on the destination system can be
longer.

Restrictions - Windows

Access to directories and files on drives that are formatted for NTFS can be controlled with the security features of:
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• Windows 2000
• XP
• 2003
• 2008
• 7

The permissions set on a directory or file controls the access to all files on a Windows system. The access rights of the
user ID on the remote system determine the actions that are permitted for the transfer. Users cannot use a directory or file
unless they have been granted the appropriate permissions.

z/OS
This section contains information about important aspects of the z/OS operating system.

Naming Conventions - z/OS

Use the following format to name a z/OS file (data set):

[level1.level2.level3...level7].level8[(membername)]

The following table describes the parts of a z/OS file name:

level
Specifies the level of a file name. Required.
A file name can consist of multiple levels separated by a period. Each level has the following characteristics:

• It can be up to eight uppercase characters long.
• It starts with either an alphabetic character or a national character 

($, #, @, +, -, :, _).

There is a limit of eight levels with a total of 44 characters, including the separating periods.
In most z/OS environments, a data set name is further restricted by security rules created by the installation.
Contact the appropriate personnel within your organization for details. Typically, the high-level name (first-level
name) must match your z/OS user ID or some other predefined index.

membername
Specifies the particular member in a z/OS partitioned data set (PDS). A PDS is a library containing members that
are each separate sequential files. The member name is appended to the end of the file name in parentheses.
Required for z/OS partitioned data sets only.
Range: One to eight alphanumeric or national characters.

NOTE
Most sites catalog all files through the system master catalog. In short, this means that the system can locate
the file you specify by name only. With the rare occurrence of an un-cataloged file, you need to specify the
volume and unit information for the device that holds the file.

Example:

The following are examples of valid z/OS data set names:

 SYS1.VTAMLST

 C54684.UTILITY.CNTL(JOBCARD)

 PROD.PAYROLL.SEPT90.TIMECARD.DATA

 TESTDATA

 A.$DDD.LOAD
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Types of Files Supported - z/OS

Sequential files are the most common forms of data transferred. Individual members of PDS files can also be sent as
sequential files. Entire PDS libraries or multiple selected members can be transferred between two z/OS systems or to
other systems running XCOM Data Transport r11 or higher. PDSE and entire PDSE program libraries are supported in
XCOM Data Transport starting at r11. PDSE program libraries do not support wildcarding.

All three types of VSAM files (KSDS, ESDS, and RRDS) can be transferred between z/OS systems. These VSAM files
must be preallocated, or they can be sent to nonz/OS systems as sequential files.

UNIX System Services (USS) files are supported where an entire file system is stored in a single z/OS data set.

Extended Attribute data sets are supported when running XCOM Data Transport r11.6 or higher. This release level also
introduces support for Extended Addressability Volumes (EAV).

ISAM, BDAM, IMS, FDR, and DFDSS data sets are not directly supported, but they can be put into a sequential format
using native utilities before transmission.

DCB Information - z/OS

The file characteristics for z/OS must be predefined when creating a new file. Collectively, the following characteristics are
known as Data Control Block (DCB) parameters:

• Block size
• Logical record length
• Record format
• Volume
• Unit

NOTE

For more information regarding any of these fields, see the IBM JCL Reference manual.

Additional Features - z/OS

Be aware of the following extra features of XCOM Data Transport for z/OS:

CICS interface

Turn on this feature by indicating that you want to notify CICS in the appropriate “remote system notify” field in your
version of XCOM Data Transport. To do this, provide the VTAM APPLID of the CICS system in the related ID field. Your z/
OS or CICS application development team can provide you with this. If one has been provided at the host, invoking this
interface can start a CICS transaction program following the successful completion of a transfer.

Store-and-forward

Perform transfers between two nodes that are connected to an intermediate z/OS system by invoking the indirect transfer
feature in your version of XCOM Data Transport. This feature asks you for the final destination LU name and sends a
transfer in two stages. The first stage goes to the z/OS JES spool, where it waits for the final destination to be connected
before the second stage occurs.

z/VM
This section contains information about important aspects of the z/VM operating system.

Naming Conventions - z/VM

Use the following format to name z/VM files under the CMS operating system:
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filename.filetype

The two parts can be a maximum of eight characters in length. They can consist of letters, numbers, and/or national
characters ($, #, @, +, -, :, _). In general, lowercase letters are not allowed. In the XCOM Data Transport for z/VM
parameters FILE and LFILE, the file name and file type are specified as one string with a period as a separator.

For minidisk specifications:

• CP OWNER is taken from the volume field, if present. Otherwise, the userid field is used.
• CP address is taken from the unit specification. The default is 191.
• You can have two files with the same file name and file type, but they cannot reside on the same minidisk.

Types of Files Supported - z/VM

The XCOM Data Transport Service Virtual Machine runs IBM Group Control System (GCS) operating system. Due
to the limitations of this environment, XCOM Data Transport for z/VM only supports the CMS extended file system
format. XCOM Data Transport for z/VM covers CMS files on minidisks that are formatted block sizes with:

• 512 KB
• 1,024 KB
• 2,048 KB
• 4,096 KB

NOTE
XCOM Data Transport for z/VM does not support: CMS Shared File System, minidisks that are formatted with
800-byte blocks, or tape I/O.

DCB Information - z/VM

CMS file characteristics must be predetermined when creating a new file. You must specify the following parameters:

• Record format
This can be fixed (F) or variable (V).

• Logical record length
This is the number of characters in the longest line of the file.

Restriction - z/VM

The maximum logical record lengths for different file types are:

Disk file
32767 bytes

Job (RDR file)
80 bytes

Report (PRT file)
133 bytes

z/VSE
This section contains information about important aspects of the z/VSE operating system.

VSAM Naming Conventions - z/VSE

When accessing a file on a z/VSE system, the Remote file name field indicates the file ID as it would be specified on the
DLBL (an indicator of whether the file is VSAM or SAM) and, optionally, additional information needed for locating the file.
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Format for VSAM File Names

Use the following format to name a VSAM file:

file-id,V[,catalog-id]

The following list describes the parts of a VSAM file name:

file-id
Specifies the name given to the data set when it was defined using IDCAMS by including the following line in the
JCL:
DEFINE CLUSTER (NAME   (file-id)...

V
Indicates that this is a VSAM file.

catalog-id
Optional.
The name of the user catalog that owns the VSAM data set as defined using IDCAMS by including the following
line in the JCL:
DEFINE USERCATALOG (NAME (catalog-id)...

Leave this field blank if the data set is owned by the master catalog.

Format for SAM File Names

Use the following format to name a SAM file:

file-id,S,[unit],[location],[size],[override]

The following list describes the parts of a SAM file name:

file-id
The name that identifies this data set in the VTOC of the specific DASD volume. The file ID you specify on the
DLBL JCL statement. Range: 1 to 44 characters
Do not enclose it in quotes.

S
Indicates that is a SAM file.

unit
The physical device address as defined by the CUU parameter on the ASSGN JCL statement. Unit identifies the
disk drive on which this file resides. This parameter can be omitted if the UNIT or VOL parameters are specified,
or a DASD manager is in use.

location
Optional for output files
The starting location of the file on the disk, as defined on the EXTENT JCL statement. If a DASD manager is in
use, specify a value of 1.

size
Optional for output files
Size indicates how much space this data set is to use, as defined on the EXTENT JCL statement. For CKD
devices, size is the number of tracks. For FBA devices, size is the number of blocks.

override
Optional for output files
The following override parameters can be specified. The equivalent DFLTAB option is included to describe each
override parameter:
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• DMYES to force DASDM=YES for this file
• DMNO to force DASDM=NO for this file
• DMEPIC to force DASDM=EPIC for this file

NOTE
If you are running a DASD manager, the DASD manager STRTTRK or Trigger value are placed in the
location field. DASD manager pools can be indicated by putting the pool name in the Volume parameter.

For EPIC/VSE users, you can omit the following items:

• The location if you want EPIC to default to its STRTTRK value.
• The size if you want EPIC to default to its DEFEXT value.
• The Volume information if you want EPIC to default to its DEFPOL value.

For Dynam/T users who access Dynam/T catalog controlled files (included GDG data sets), no extent information
can be entered. (No cuu, location, size, or override information and no Volume or Unit parameters for the files you
are referencing.)

TAPE Naming Conventions

Use the following format to name a TAPE file:

file-id,T,[unit],[unit],[unit],[override]

The following list describes the parts of a TAPE file name:

file-id
Specifies the name that identifies this data set in the tape manager catalog or in the HDR1 label on the tape. This
is the file ID you specify on the TLBL JCL statement. Range: 1 to 44 characters.

NOTE
When the file ID contains imbedded spaces or commas, it should be enclosed in quotes. IBM only
supports a 17-character file ID in a tape header label. If you have a tape manager, 44-character tape file
IDs can be supported. XCOM Data Transport does not validate your file ID, but takes whatever you put
on the statement and passes it to IBM's OPEN routine or to your tape manager as you have entered it.

T
Indicates that this is a TAPE file.

NOTE
If you enter a transfer request from a platform that has not yet implemented the extended tape
processing parameters or menu interface fields for controlling tape processing to a XCOM Data
Transport z/VSE server, you must use the T option. You are restricted to standard label tape processing.

unit
The physical device address as defined by the CUU parameter on the ASSGN JCL statement. If you are using
TAPEM=YES|EPIC, XCOM Data Transport ignores any units coded and the tape manager does the tape AVR
and assignment. If you are not using the tape manager, the primary assignment is made to the first unit XCOM
Data Transport finds. Other units found are assigned as temporary alternates.
This parameter can be omitted if you prefer to use the UNIT parameter to specify a unit or two units (primary
and alternate). This parameter can be used in conjunction with the UNIT parameter to specify a primary unit and
up to four alternate units that are to be assigned by XCOM Data Transport prior to open. Units specified on the
statement containing the file ID are assigned before units specified on the UNIT parameter. The unit parameter is
ignored because tape processing is only supported when you have a tape manager on your z/VSE system.

override
Optional for output files.
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The following override parameters can be specified. The equivalent DFLTAB option is included to describe each
override parameter:

• TMYES to force TAPEM=YES for this file
• TMNO to force TAPEM=NO for this file
• TMEPIC to force TAPEM=EPIC for this file

NOTE
The override applies only to the processing for the file whose data set name is on the statement that the
override appears on. It is in effect for this transfer only.

VSAM Managed SAM Naming Conventions

Use the following format to name a VSAM managed SAM file:

file-id,M,prim#recs, sec#recs,catalog-id

The following list describes the parts of a VSAM managed SAM file name:

file-id
The name that identifies this data set, which is implicitly defined to VSAM at open time.
Range: 1 to 44 characters.

M
Indicates that this is a VSAM managed SAM file.

NOTE
If you enter a transfer request from a platform that has not yet implemented the extended tape processing
parameters or menu interface fields for controlling tape processing to a XCOM Data Transport z/VSE server, you
must use the T option. You are restricted to standard label tape processing.

prim#recs
Used for output files only. This indicates the number of blocks (of the size defined by the BLKSIZE parameter) for
the primary data set allocation.

sec#recs
Used for output files only. This indicates the number of blocks for the secondary data set allocation. If no
secondary allocation is coded, VSAM defaults to 20% of the primary allocation. Zero can be specified if you do not
want any secondary allocation.

catalog-id
Optional for output files.
Defines the name of the user catalog that will own the data set. You can leave this field blank if the master catalog
owns the data set.

NOTE
The use of VSAM managed SAM files requires IBM's IDCAMS program to be dynamically loaded in the
partition. This requires an additional 130 KB partition GETVIS storage.

DTF Information

z/VSE file characteristics must be predetermined when creating the files. If sending to or receiving from a z/VSE system
you must specify the following:

• The record format (RECFM), which can be either fixed (F), fixed blocked (FB), variable (V), or variable blocked (VB).
• The logical record length (LRECL) indicates the number of characters in the longest record in the file.
• The block size (BLKSIZE), which must be one of the following:
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– The LRECL for fixed files
– A multiple of the LRECL for fixed blocked files
– The LRECL +4 for variable files
– The BLKSIZE +4 for variable blocked files

Types of Files Supported - z/VSE

IBM z/VSE supports VSAM (RRDS, KSDS, and ESDS) and SAM files.

Restrictions - z/VSE

The following restrictions apply to XCOM Data Transport for z/VSE:

• No FILEOPT=ADD for receiving z/VSE
XCOM Data Transport for z/VSE does not support FILEOPT=ADD if the z/VSE is receiving the file.

• No Checkpoint/Restart for SAM
XCOM Data Transport for z/VSE does not support checkpoint/restart for SAM jobs.

About Systems Network Architecture (SNA) Logical Units
This section explains the various SNA logical unit (LU) types and discusses independent logical units (ILUs) and other
pertinent issues.

Logical Unit (LU) Connections

An LU is the addressable connection point into an SNA network with which an enduser can send and receive messages.
An LU is a set of rules and responsibilities. LUs can be either dependent or independent, and each LU type is associated
with a protocol:

• LU 0
• LU 2
• LU 3
• LU 6.2

XCOM Data Transport only supports LU type 6.2.

The LU provides a connection into SNA for the enduser, that can be either an individual or a transaction program. LU
allows end users to communicate with each other and with other network addressable units (NAUs) in the network.

Components of Logical and Physical Network

An SNA network is divided into physical and logical components.

The physical network consists of:

• Actual processors that are named nodes
• Data links between the nodes

The logical network consists of a set of the following software components named NAUs:

• Logical units (LUs)
• Physical units (PUs)
• System services control points (SSCPs)
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Sessions

A session is a logical connection between two NAUs. Although several types of sessions exist, the enduser is aware of
only one type that is LU-to-LU. Sessions are established when one LU sends another LU an SNA request that is known as
a BIND. Each session has its own procedure correlation identifier (PCID).

PCIDs

A PCID is an 8-byte field that is placed in the BIND, UNBIND, and other SNA requests to help an LU distinguish one
session from another. It is required when you are running parallel sessions.

A PCID is also known as a session identifier (SID) in VTAM displays. VTAM prompts you to note the primary or secondary
node and displays the Session ID (SID) in hex. This SID is the PCID. If a trace of the BIND is taken, the PCID vector is
toward the end.

The following VTAM operator command lists all sessions that are generated for that LU:

D NET,ID=<luname>,E

Logical Unit (LU) Types

This section describes the different LU types.

IBM Strategic LU

LU 6.2 is the only LU type that is crucial to IBM long-term strategy. The 3270 data stream is moved on top of LU 6.2, and
none of the other LU types are strategic. For example, they are not considered in IBM long-term plans.

LU Types

IBM classifies LUs into roughly seven different types (LU 6.2 is a subset of LU 6). The products that support each LU type
will continue to be supported in future years. The 3270 data streams are preserved, but not in its current form.

The following list shows all the LU types that are in use today to differing degrees.

0
Denotes a flexible protocol, which eliminates standardization beyond layers of SNA. Commonly used in late 1970
before the advent of LU 6.2.

1
Specifies the protocol that is used by remote job entry (RJE) devices such as the 3770 RJE terminal.

2
Specifies the protocol for 3270 video display stations. It defines the data streams used by dumb terminals to
communicate with the host.

3
Specifies a variant subset of 3270 protocol that was used to drive printers that are attached to 3274 cluster
controllers. It is still used to support old hardware.

4
Specifies a protocol that was intended for use on word processors that are attached to a host network. You can
still see it on old IBM word processors.

6.1
Specifies SNA prototype protocol that is defined for program-to-program communication that was developed
during late 1970. It was a first attempt to provide a standardized mechanism for communication between
intelligent peer systems.
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6.2
Alternatively referred to by the marketing title Advanced Program-to-Program Communications (APPC), this used
to be named the Convergent LU, or the LU type around which the entire IBM product line would converge. LU 6.2
defines standard functions or verbs such as SEND, RECEIVE, and CONFIRM. LU 6.2 simplifies the work of
making two different programs on two different kinds of system talk to each other. It is the only LU type supported
by XCOM Data Transport.

7
Specifies the data stream of the 5250 video display stations that are commonly used with the IBM midrange
systems.

Independent Logical Units (ILU)

XCOM Data Transport supports Independent Units (IUs). An IU is a logical unit that can generate sessions independent of
the host. An IU also meets the following criteria:

• Utilizes LU 6.2.
• Works on top of PU 2.1
• Functions as a primary logical unit and therefore can send a Berkeley Internet Name Domain (BIND).
• Supports an extended BIND (one that contains a PCID) and works with the Network Control Program (NCP) PU 2.1

support.

Systems that currently support IUs include:

• i5/OS(AS/400)
• z/OS
• z/VSE
• MS Windows
• VM (all versions)
• UNIX or Linux
• Netware

LU 6.2 Independent Implementations

Only Type 6 logical units can be independent. All other LU types are dependent. However, not all LU 6.2 implementations
are independent.

Not every LU 6.2/PU 2.1 implementation can work with independent LUs. Some aspects of PU 2.1 that NCP requires with
which not all PU 2.1 implementations work correctly. Reflects the fact that not all midrange and PC SNA Gateway vendors
had the latest NCP and VTAM for testing.

PU 2.1 support can be enhanced to work with ILUs without changes to XCOM Data Transport®. NCP supports ILUs over
SDLC, the most common configuration using ILUs. A local area network gateway that is attached through an SDLC link to
a host can also use ILUs. NCP also supports ILUs over a token ring through the TIC.

Direct Sessions with a Dependent Logical Unit

An independent logical unit can have an LU 6.2 session with a dependent LU. The session allows for direct sessions from
an i5/OS(AS/400) to an OpenVMS over the SNA background network, even though the VTAM is PU Type 2.0. In this
environment, the VTAM LOGAPPL parameter and the VTAM VARY NET LOGON command does not work.

NOTE
The ILU must initiate the session; it must send to the BIND.
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Physical Unit (PU) Type

When using ILUs with VTAM and NetView displays, VTAM shows the PU type in its status display:

• PU Type 2
• PU Type 2.1

All PUs originally appear as PU 2.0. Once they become active, they display as PU 2.1.
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Installing
Review the steps to acquire, install, deploy, and configure your product.

Standard SMP/E installation and maintenance best practices are used to install and maintain Broadcom mainframe z/OS
products. The installation process includes all the tasks that are typically performed by a systems programmer to acquire
the products and make them ready for use in a production environment.

You can install Broadcom mainframe product software using IBM z/OSMF, CSM, or native SMP/E batch processing.

NOTE
z/OSMF installation is not available for every product.

z/OSMF and CSM are intuitive web-based tools that automate and simplify many installation activities on z/OS systems.
These applications also make obtaining and applying corrective, preventive, and recommended maintenance easier.

The following graphic provides a high-level overview of the installation process for Broadcom mainframe products:
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These steps are described in the following procedure:

1. Prepare for the installation by reviewing best practices and verifying that the software, hardware, security, and other
installation requirements have been met.

2. Acquire the product software using one of the following methods:
– From Broadcom Support, download a z/OSMF (filename.zOSMF.pax.Z) or classic SMP/E JCL (filename.pax.Z)

package. Only one can be selected.
NOTE
If a z/OSMF package is not available, select the SMP/E JCL package. A z/OSMF package is not available
for all products.

– From CSM, select a classic SMP/E JCL package from the product list. You cannot acquire a z/OSMF portable
software instance from CSM.

3. Perform an SMP/E installation to install the product software using one of the following methods:
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– If you downloaded a z/OSMF package from Broadcom Support, install using z/OSMF Deployments.
– If you downloaded a classic SMP/E JCL package from Broadcom Support, use either of the following options:

• Install using native SMP/E JCL
• Install using CSM

– If you downloaded a classic SMP/E JCL package from CSM, start the installation process from the SMP/E
Environments tab in CSM.

4. Install maintenance using z/OSMF Software Update, SMP/E JCL, or CSM.
NOTE
Use SMP/E Internet Service Retrieval to download and receive maintenance. This service lets you acquire
maintenance on demand and to schedule an SMP/E job to run as needed. The SMP/E Internet Service
Retrieval can reduce hours of maintenance time to just minutes, making your system programmers more
productive and allowing them to focus on higher value tasks. Migrate existing CSIs to z/OSMF and use z/
OSMF Software Update to manage software updates.

5. Finalize the installation:
– Configure your product.
– Deploy your product.
For these tasks, use the methods that your product supports and in the preferred sequence per your site.

Prepare for Installation
Review this topic to prepare to install, configure, and deploy your Broadcom product software.

To prepare for an installation or upgrade, your installation team (systems programmer, security administrator, and so
on) should review the installation and configuration tasks to determine the high-level requirements by role. Doing so can
help you complete the process faster without any delays waiting for tasks to be completed at the last minute.

To install your product, we recommend that you understand:

• JCL
• TSO/ISPF
• Your organization IT environment, enterprise structure, and region structure
• z/OS environment and installing software in this environment
• z/OS UNIX System Services

Consult with the following personnel, as required:

• Security administrator for access
• Storage administrator for DASD allocations
• Systems programmer for z/OS definitions

TIP
If you plan to use z/OSMF to install or configure your product, review the installation best practices, which
include comprehensive z/OSMF video training from IBM. To access z/OSMF training from Broadcom, log in to
the Broadcom Support portal and search for a course in Learning@Broadcom. To migrate your existing SMP/E
environments (CSIs) to z/OSMF, see z/OSMF Migration.

You can install this release of your product and can continue to use an older release in another SMP/E environment. If you
plan to continue to run a previous release, consider the following points:

• When you install the product into an existing SMP/E environment, the new installation deletes previous releases in that
environment. We recommend that you install into a new CSI.

• If you acquire your product using SMP/E JCL, select different target and distribution zones for your new release from
where your current release is installed. The new zones use different libraries than your current release.

• Define DDDEF entries in your new zones to point SMP/E to the proper libraries for installation. Ensure that they point
to the new release libraries.
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Installation Checklist
Use this installation checklist to plan and execute your product installation.

To plan your XCOM Data Transport installation, review the following checklist.

This checklist summarizes the required tasks for a base installation (first-time installation) in the order that you should
perform them. The checklist includes a brief description of the tasks, with links to the comprehensive information required
for the installation. The checklist also identifies the roles that are typically required to complete the task, which enables
the pre-installation planning team (systems programmer, security administrator, and so on) to focus on the tasks for which
they are responsible.

NOTE
You can often perform the security-related tasks in parallel with the other installation and configuration tasks.

To download an Excel spreadsheet of this checklist, click here.

Prepare for Installation

Task Description Role Time Estimate Status

Review Installation Best
Practices

• Manage Security and
Integrity Fixes.

• Configure SMP/
E Internet Service
Retrieval for
maintenance.

• Implement a
proactive preventive
maintenance strategy.

• Sign up
for hiper notifications.

• Apply IBM
maintenance.

• Review IBM z/OSMF
training videos.

Database Administrator
Security Administrator
Systems Programmer

20 minutes Complete, In-progress, or
N/A.

Address Software
Requirements

• z/OS level 1.11
or above (see
Mainframe
Compatibilities) with
IBM APAR OA35432

• SMP/E
• Any version of TCP/

IP supported by IBM
OR Any version of
TCPaccess CS

• Any supported
version of TSO/ISPF

• IBM Parallel Sysplex
Signaling Services

• Db2 for z/OS v9 or
v10 running New
Function Mode

Security Administrator
Systems Programmer

30 minutes Complete, In-progress, or
N/A.

Address Security
Requirements

Verify the installer user ID
privileges.

Security Administrator 10 minutes Complete, In-progress, or
N/A.
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Task Description Role Time Estimate Status

Address Hardware
Requirements

IBM or compatible
processor running under
a supported release of z/
OS

Security Administrator
Systems Programmer

15 minutes Complete, In-progress, or
N/A.

Address Storage
Requirements

Use the Server Storage
Usage Worksheet to
calculate the approximate
storage usage required.

Security Administrator
Systems Programmer

10 minutes Complete, In-progress, or
N/A.

Address the OMVS
Requirements

Calculate an appropriate
MAXPROCUSER value.

Security Administrator
Systems Programmer

10 minutes Complete, In-progress, or
N/A.

Address the USS Space
Requirements

Ensure that you have
sufficient free space in
the USS file system.

Security Administrator
Systems Programmer

10 minutes Complete, In-progress, or
N/A.

Address the Common
Components and
Services Requirements

Install the latest version
of Common Components
and Services and apply
all maintenance.

Security Administrator
Systems Programmer

10 minutes Complete, In-progress, or
N/A.

Select an Installation
Method

Native SMP/E JCL, or
CSM

Systems Programmer 5 minutes Complete, In-progress, or
N/A.
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Install XCOM Data Transport

Task Description Role Time Estimate Status

Install Products Using z/
OSMF
or
Install Products Using
SMP/E JCL
or
Install Products Using
CSM

Create the product
SMP/E and runtime
environment (SMP/E data
sets, target libraries, and
distribution libraries).

Systems Programmer 75 minutes Complete, In-progress, or
N/A.

Maintain Products Using
z/OSMF Software Update
or
Maintain Products Using
CSM

Apply all PTFs required
to bring XCOM Data
Transport to current
maintenance.

• Download
maintenance
(corrective and
preventive)
automatically using
SMP/E Internet
Service Retrieval
or manually from
Broadcom Support.

• Obtain the current
SMP/E HOLDDATA
(download the
external HOLDDATA
file).

• Receive, apply, and
accept maintenance.

Systems Programmer 15 minutes Complete, In-progress, or
N/A.

Configure XCOM Data Transport

Task Description Role Time Estimate Status

Define Your Product to
VTAM

• Verify that SNA is set
to YES by default.

• Define XCOM Data
Transport as a VTAM
application using an
application definition
table.

Database Administrator
Security Administrator
Systems Programmer

15 minutes Complete, In-progress, or
N/A.

Define the Logon Mode
Table Entries

• Verify that SNA is set
to YES by default.

• Construct a logon
mode table.

• Provide a LOGMODE
entry for parallel
sessions.

Systems Programmer 15 minutes Complete, In-progress, or
N/A.
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Task Description Role Time Estimate Status

Configure the Default
Options

Configure the default
options using the
TYPE=CONFIG control
library PDS member.

Systems Programmer 45 minutes Complete, In-progress, or
N/A.

Define the Libraries and
Install the TSO/ISPF
Facility

• Authorize the load
library.

• Concatenate the
TSO/ISPF libraries.

• Install the TSO/ISPF
facility.

• Customize the ISPF
dialogs.

• Install and configure
the CICS interface.

Systems Programmer 60 minutes Complete, In-progress, or
N/A.

Define/Migrate the
Request Queue

Allocate and initialize or
migrate the XCOM Data
Transport request queue.

Systems Programmer 15 minutes Complete, In-progress, or
N/A.

Define/Migrate the VSAM
History File

Create or migrate an
existing XCOM Data
Transport VSAM history
file and its alternate
indices and paths.

Systems Programmer 15 minutes Complete, In-progress, or
N/A.

Define the Optional
Sequential Files

(Optional) Define the
two sequential data
sets, XCOMGLOB and
XCOMREST, for non-
queued file transfers.

Systems Programmer 15 minutes Complete, In-progress, or
N/A.

Verify the Installation • Start the servers.
• Specify the START

Parameter.
• Perform transfers.

Systems Programmer 30 minutes Complete, In-progress, or
N/A.

Review Installation Best Practices
Before you begin the installation process, review these installation best practices.

Manage Security and Integrity Fixes

Broadcom offers Security and Integrity maintenance that addresses a security or integrity exposure. We categorize this
maintenance as a “SECINT” or “Security or Integrity” fix type using our mainframe software packaging system. With
each Security or Integrity Fix, Broadcom also offers access to Security Advisory articles that include more details and
context about a security or integrity exposure. Each article details the CVSS score, the CVSS Vector String, the affected
components, and the CVE numbers, if applicable. This central resource offers self-service information and an email
subscription service to be alerted about new security advisories.

Business Value:

This maintenance lets you quickly identify and apply security or integrity maintenance. The proactive notifications let you
address security issues immediately.

More information:
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Maintain Security and Integrity Fixes

Broadcom Security Advisories Portal

Configure SMP/E Internet Service Retrieval for Product Maintenance

Configure SMP/E Internet Service Retrieval to eliminate the need to download maintenance manually. This service uses
the IBM SMP/E RECEIVE ORDER command to acquire Broadcom mainframe product maintenance. This service enables
you to acquire maintenance on demand or to schedule an SMP/E job to run as needed.

If you are an existing CSM customer, you can also use this service to download maintenance and dramatically reduce the
time that is required to download PTFs.

With SMP/E Internet Service Retrieval, you can make service requests for maintenance on demand or as scheduled
jobs that enable a more automated approach to downloading maintenance. To create a service order request online from
secure Broadcom download servers, see Use the Create Service Order Online Interface. This option is more streamlined
than using the SMP/E Internet Service Retrieval batch JCL option and requires no firewall changes.

Business Value:

SMP/E Internet Service Retrieval can reduce hours of maintenance time to just minutes, making your system
programmers more productive and allowing them to focus on higher value tasks. SMP/E Internet Service Retrieval:

• Eliminates time-consuming fix searches and the need to select maintenance manually from the Broadcom Support
portal

• Automates delivery of Broadcom maintenance directly to your mainframe
• Fulfills orders based on the status of your SMP/E environments
• Enables scheduling of maintenance downloads
• Facilitates an easier installation of Recommended and Preventive service

More information:

Configure SMP/E Internet Service Retrieval

Implement a Proactive Preventive Maintenance Strategy

Use CARS to implement a proactive preventive maintenance strategy. CARS is patterned after the IBM preventive
maintenance model, Recommended Service Upgrade (RSU). With CARS, you can install preventive maintenance for
most Broadcom z/OS based products consistently on a schedule that you select (monthly, quarterly, annually). You
can follow the same schedule that you use to apply IBM maintenance, or you can implement a schedule for Broadcom
products only.

Business Value:

Keeping your products current with maintenance helps your team remain productive and minimizes errors while safely
protecting your systems. If you do not install preventive maintenance regularly, you risk encountering known problems for
which we have published and tested fixes. Early notification about the potential need to apply a required fix helps avoid
unscheduled downtime and assists you in proactively maintaining your software.

More information:

Recommended Service for z/OS

Sign up for Product Update Notifications

Sign up for product update notifications for all Broadcom products so that you receive notification of potential problems for
your products as soon as possible. Subscribe to critical alerts and other product notifications like security advisories within
the Broadcom Support portal. Sign in and select Notification Settings under your user name and profile. Select the alerts
that you want. Your preferences are automatically saved.
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Business Value:

Early notification about the potential need to apply a required fix helps avoid unscheduled downtime and assists you in
proactively maintaining your software.

Apply IBM Maintenance

Apply IBM maintenance for z/OSMF, SMP/E, and other components and products that are used during the software
installation process using the following FIXCAT:
IBM.DrivingSystem-RequiredService

Obtain the latest IBM HOLDDATA and run the SMP/E REPORT MISSINGFIX command to determine whether any
required PTFs are missing:
SET BDY(GLOBAL),

REPORT MISSINGFIX ZONES(ZOS24)

  FIXCATA(IBM.DrivingSystem-RequiredService).

Business Value:

Missing APARs can affect the operation or performance of your product.

Review z/OSMF Training Videos

The following training is offered to help you and your team learn z/OSMF basics. We recommend that all members of your
installation team review these videos before they use z/OSMF:

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration. To migrate
existing environments, see Migrate SMP/E Environments to z/OSMF.

• Review IBM's z/OSMF Tutorials
• ServerPac Installation with z/OSMF: Tutorial 1 - Gain Access
• z/OSMF Management Facility
• z/OSMF Training - Introduction, Process, and Impact to Existing Customers 200

Business Value:

You and your team receive training so you can work efficiently in the IBM z/OSMF interface.

Hardware Requirements
XCOM Data Transport for z/OS runs on any IBM or compatible processor running under a supported release of z/OS.

Software Requirements

XCOM Data Transport

The following software is required for XCOM Data Transport:

• IBM supported release of z/OS 1.11 or above.
IBM APAR OA35432: METAL-C RTL HEAP STORAGE NOT REUSED AFTER FREE. Is required. Without this APAR,
running compression routines will cause memory leaks, eventually leading to an out of memory condition on the XCOM
Data Transport server

• SMP/E
• For transfers using SNA, scheduling transfers over SNA, or using the CICS interface, XCOM Data Transport requires

the following:
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– Any currently supported version of ACF/VTAM

NOTE
The panels for the CICS interface for XCOM Data Transport have been deprecated. The ISPF interface for
XCOM Data Transport is used instead.

• For transfers using TCP/IP, or scheduling transfers over TCPIP, XCOM Data Transport requires one of the following:
– Any version of TCP/IP supported by IBM
– Any version of TCPaccess CS

NOTE
TCP/IP components use OpenEdition. The use of these components requires that the XCOM STC have an
OpenEdition (OMVS) user ID and group defined. For more information, see the IBM z/OS Communications
Server: IP Configuration Guide.

• If the XCOM Data Transport CICS Interface is installed, any supported version of CICS with Intersystem
Communication (ISC) support enabled

NOTE
The panels for the CICS interface for XCOM Data Transport have been deprecated. The ISPF interface for
XCOM Data Transport is used instead.

• Any supported version of TSO/ISPF
• IBM Parallel Sysplex Coupling Facility (required only for deprecated XCOMPLEX environment)
• IBM Parallel Sysplex Signaling Services
• IBM APAR OA35432: METAL-C RTL HEAP STORAGE NOT REUSED AFTER FREE. Without this APAR, running

compression routines will cause memory leaks, eventually leading to an out of memory condition on the XCOM Data
Transport server.

• A valid LMP license key
• For History residing in a Database

– DB2 for z/OS v9 or v10 running New Function Mode

Control Center

The following browser is supported by Control Center:

• Google Chrome, current version

Common Components and Services Requirements
The following Common Components and Services are used with XCOM Data Transport:

• CAIRIM
• LMP
• Health Checker Common Service
• zIIP Enablement Services

If other Broadcom products are installed at your site, some of these services may already be installed.

Before you install XCOM Data Transport, install the latest version of Common Components and Services and apply all
maintenance.

XCOM Data Transport sample job XCOMJOBH requires Easytrieve. For more information about Easytrieve, see the
Common Components and Services for z/OS documentation. For more information about XCOMJOBH, see Sample Files.
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Security Requirements
To complete the installation tasks, you must have the following security privileges, depending upon the features that are
used:

• A valid OMVS user ID is required to set up and use the IBM System SSL encryption facilities that are provided by
XCOM Data Transport

• Authority to allocate and update PDS and VSAM data sets on DASD volumes

WARNING
Make sure that you have READ access to resources BPX.FILEATTR.APF and BPX.FILEATTR.PROGCTL. This
access is required to set the proper attributes for the secure socket components.

Storage Requirements
There is a Server Storage Usage Worksheet for Version 12.0.00 available on the XCOM Data Transport web pages for
the z/OS platform at Broadcom Support. Filling out this worksheet allows you to calculate the approximate storage usage
required for XCOM Data Transport Version 12.0.00.

OMVS Requirements
The MAXPROCUSER value in the BPX parmlib member must be able to handle the number of processes that XCOM Data
Transport tasks use. A POSIX environment is required.

XCOM Data Transport functions run at the subtask level. Each subtask is considered a process.

The following functions run as subtasks:

• TCPIP transfers
• The SECURITY=SAF setting
• SNA transfers
• USS file transfers
• ISPF
• Transfer inquiries (TYPE=INQUIRE )
• History requests (TYPE=HISTORY or using ISPF)

Use the following formula to calculate an appropriate MAXPROCUSER value:

MAXPROCUSER value = MAXTASK x 2 + nn

Where:

nn
The number of active TCP/IP listeners

USS Space Requirements
Ensure that you have sufficient free space in the USS file system that you are using for Pax ESD to hold the directory that
the pax command and its contents create. You need approximately 3.5 times the pax file size in free space.

If you do not have sufficient free space, you receive error message EDC5133I.

LPA Eligible Libraries
The Target LOAD libraries for this release are now eligible to be loaded in the LPA. This release includes the LOAD library
for the base product (CBXGLOAD) as well as for the CICS Interface component (CBYCLOAD).
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• All XCOM Data Transport LOAD modules are now reentrant.
• Customers who run multiple servers in a single z/OS image can benefit from having only a single copy of each LOAD

module per LPAR. Thus, all of the servers within an LPAR can share the loaded copy of the XCOM Data Transport
executable modules.

Install Products Using z/OSMF
Learn how to install product software using z/OSMF.

As a systems programmer, your responsibilities include acquiring, installing, maintaining, and configuring mainframe
products on your systems. z/OSMF lets you perform these tasks for Broadcom mainframe products and mainframe
products from other vendors. z/OSMF lets you manage software on your z/OS systems through a browser at any time,
from any location. By streamlining some traditional tasks and automating others, z/OSMF can simplify some areas of
system management and also reduce the level of expertise that is required for managing system activities. Experienced
users can view, define, and update policies that affect system behavior, monitor system performance, and manage z/OS
software.

As products and vendors adopt z/OSMF services, you can install and maintain all your mainframe products in a common
way according to industry best practices. After configuration is complete, you can execute the product and easily provision
new software instances for use on other systems throughout your environment.

Use the following topics to guide you through the installation process using z/OSMF:

Address z/OSMF Requirements
Provides information about z/OSMF general configuration and security requirements.

Acquire a z/OSMF Portable Software Instance
Provides the steps to acquire the product software from Broadcom Support and register the portable software
instance in z/OSMF.

Install Product Software Using z/OSMF Deployments
Provides the steps to install (deploy) the portable software instance to an LPAR using z/OSMF Deployments. This
step creates the SMP/E environment and runs the RECEIVE, APPLY, and ACCEPT steps to prepare the software
instance for SMP/E operations. This step also:

• Customizes the data set names that are defined to SMP/E.
• Mounts required USS files if necessary.
• Performs workflow execution to customize the deployed runtime environment for use on a specific z/OS

system.

Import Product Information into z/OSMF
Provides the steps to import the Broadcom product information file so that z/OSMF has access to the latest
product release information. For a list of products using z/OSMF, see Mainframe Products using z/OSMF in the
Mainframe Common Maintenance Procedures documentation.

TIP
See our installation best practices article for a list of comprehensive z/OSMF video training from IBM.

When these tasks are completed, you are ready to install preventive maintenance. You can also configure software
instances using z/OSMF workflows.

Address z/OSMF Requirements
Prepare for installation using z/OSMF by addressing the requirements in this topic.

Before you install your Broadcom mainframe products using IBM z/OSMF, address the installation and security
requirements in the following table:
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NOTE
Your systems programmers and security administrators can complete these tasks in parallel.

Task Description Role

Apply required maintenance
for Common Components
and Services (CCS) Version
15.0 (SO12499)

The CCS PTF installs load module stubs for select IBM products into your
installed CCS library hlq.CAW0CALL. If you are prompted during installation
for the data set name of a load library for an IBM product that is not installed,
specify your installed hlq.CAW0CALL data set name.

Systems Programmer

Configure z/OSMF The IBM z/OS Management Facility Configuration Guide is your primary
source of information about how to configure z/OSMF. You can open the IBM
documentation in a separate browser tab for reference during installation of your
products using z/OSMF Deployments. To prevent configuration errors and to
enable z/OSMF Software Update for maintenance, apply all z/OSMF related
maintenance before you begin the installation process.

Systems Programmer,
Security Administrator,
Domain Administrator

Configure z/OSMF security
for ACF2, Top Secret, or
IBM RACF

Configure security in your ESM to authorize users and resources. To prevent
SSL handshake failures when importing product information into z/OSMF, make
sure that you have added the Digicert Intermediate CA certificate to the z/OSMF
keyring. For information, see Import Product Information into z/OSMF.

Security Administrator

Confirm installer privileges Confirm that the installer has read, create, update, and execute privileges
in z/OS. Write access is also required to the UNIX System Services (USS)
directories that are used for the installation process. To deploy a product
that has USS components, the installer's user ID must have access to
the appropriate resource profiles in the UNIXPRIV class, access to the
BPX.SUPERUSER resource profile in the FACILITY class, or UID(0). For
UNIXPRIV, read access is required to SUPERUSER.FILESYS.CHOWN,
SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

Security Administrator

Address USS requirements • Create a USS directory to receive the z/OSMF pax file and to perform the
unpack steps.

• Confirm that you have write authority to the USS directories that are used for
the z/OSMF pax installation process.

• Confirm that you have available USS file space.
To download and unpack the pax file, you need free space that is approximately
3.5 times the pax file size in the file system that contains the pax directories. For
example, to download and unpack a 14-MB pax file, you need approximately 49
MB of free space in the file system hosting your pax directory. If you do not have
sufficient free space, error messages like EZA1490I Error writing to data set or
EZA2606W File I/O error 133 can occur.

Systems Programmer,
Security Administrator

Configure SMP/E Internet
Service Retrieval

Lets you receive and download maintenance on a regular cadence or build
custom maintenance packages (order PTFs, APARs, critical, recommended, all,
or just HOLDDATA). This step is our recommended best practice when installing
maintenance and is required to use z/OSMF Software Update. For configuration
details, see the Mainframe Common Maintenance Procedures documentation.

Systems Programmer,
Security Administrator

After these requirements have been addressed, you are ready to acquire a z/OSMF Portable Software Instance or
Configure a Software Instance using z/OSMF Workflows.

Acquire a z/OSMF Portable Software Instance
Learn how to acquire a z/OSMF portable software instance.
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As a systems programmer, you can acquire a z/OSMF portable software instance (PSWI) for your product from Broadcom
Support and then add the portable software instance to z/OSMF. The product SMP/E environments are pre-built at
Broadcom, backed up, and made available for download as a PSWI.

The PSWI includes the SMP/E CSI data sets, all associated SMP/E-managed target and distribution libraries, non-SMP/E-
managed data sets, and metadata that is required to describe the PSWI.

The following diagram illustrates the acquisition process:

1. Review the installation best practices and address all requirements.
2. Complete one of the following tasks to Order the z/OSMF Portable Software Instance:

– Download the PSWI to the z/OSMF host from the Broadcom download server.
Before you use this option, complete the one-time security configuration tasks to use the RECEIVE
FROMNETWORK (RFN) process through GIMGTPKG and SMP/E. See Prepare for Secure Internet Delivery.

– Download the PSWI to your laptop and FTP it to a USS directory on the mainframe or download it to z/OS.
3. Register the portable software instance in z/OSMF.

Prepare for Secure Internet Delivery

Perform the following one-time security configuration steps to instruct the SMP/E RECEIVE command and the
GIMGTPKG service routine to download the PSWI using HTTPS. GIMGTPKG performs the SMP/E RECEIVE
FROMNETWORK TRANSFERONLY command functions. SMP/E supports secure and encrypted download operations
using HTTPS (HTTP over SSL, Secure Sockets Layer). The default z/OS Java truststore manages the certificates.

NOTE
If your site has already configured the server certificate to acquire solutions and process maintenance requests
through https://downloads.broadcom.com, skip this task. Go to order the z/OSMF Portable Software Instance.

1. Download the certificate:
https://ftpdocs.broadcom.com/cadocs/0/certs/digi-inter-new/digicert_intermediate_2031.crt

Record the location on your workstation where the certificate now resides.
2. Upload the certificate as text data to your z/OS system in RECFM=VB and LRECL=84 format. If you use FTP, use the

following commands to avoid truncation:
ASCII

QUOTE SITE WRAP LRECL=84 RECFM=VB

PUT your_PC_file_name 'your.zos.dataset.name'

quit

The certificate now resides on z/OS.
3. Add the certificate to the External Security Manager (ESM) database:

– For ACF2, specify:
SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH yourcertname DSN(‘your.zos.dataset.name’) -
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  LABEL(yourlabelname) USAGE(CERTAUTH) TRUST

– For Top Secret, specify:
TSS ADD(CERTAUTH) DIGICERT(yourcertname) LABLCERT(yourlabelname)-

DCDSN(‘your.zos.dataset.name’) TRUST

– For IBM RACF, specify:
RACDCERT CERTAUTH ADD(‘your.zos.dataset.name’) + 

WITHLABEL(‘yourlabelname’) TRUST

The ESM database now includes the certificate.
4. Grant UPDATE access to the IBMFAC(IRR.DIGTCERT.LISTRING) to the user ID submitting the FTP JCL:

– For ACF2, specify:
SET RESOURCE(FAC)

RECKEY IRR ADD( DIGICERT.LISTRING UID(userid) SERVICE(UPDATE) ALLOW)

– For Top Secret, specify:
TSS PER(userid) IBMFAC(IRR.DIGTCERT.LISTRING) ACC(UPDATE)

– For IBM RACF, specify:
PERMIT IRR.DIGTCERT.LISTRING CLASS(FACILITY) ID(userid) ACCESS(UPDATE)

The user that submits the FTP JCL can use a virtual CERTAUTH keyring to authenticate the FTP server. The
certificate does not need to be added to the keyring of the FTP user.

The one-time security configuration is complete. You are now ready to Order the z/OSMF Portable Software Instance.

Order the z/OSMF Portable Software Instance

You can order the z/OSMF portable software instance from the Broadcom Support and download the PSWI using GIMZIP
to z/OSMF or download the PSWI to a local z/OSMF host as a single pax file. You can download directly to the mainframe
or you can download to your workstation and then transfer the pax file to the mainframe. A file transfer utility, such as FTP,
is required to transfer data to the mainframe.

Use the following procedure to create a service order from the Broadcom Support site for a product-specific PSWI:

1. Go to Broadcom Support and select Software, Mainframe Software, and My Downloads.
2. Log in using your Broadcom Support username and password.

The My Downloads page appears.
3. Select a product from the list or enter the product name in the Search field.

The product page appears with two tabs under the product name: Products and Solutions.
4. Under Products, select the product that you want to download.

A list by release, service pack, and language appears.
5. Use the hypertext link to select a release.

The Primary Downloads page appears. This page shows the product-specific software packages that you can select
to download.
If an Additional Downloads page is available, this page shows more software packages that are related to your
product selection that you can download. These products may already be installed.

6. Review the packages that appear under Primary Downloads and Additional Downloads and complete the following
steps:
a. View the file information for the product that you want by selecting the right arrow key (>) or by selecting Expand

All.
b. Select the checkbox under Download for the PSWI (productid.VnnRn.ZOSMF.pax.Z) and other files that you

want to include in the product download.
c. Select one of the following download methods:
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• If your product is RFN-enabled, a GIMZIP download option is available. Select GIMZIP to acquire the product
package from the Broadcom download server directly to your z/OSMF host system using z/OSMF Software
Management. Go to Step 7.

• Select HTTPS Download or Secure FTP Download to download the files from the Broadcom download server.
Secure FTP Download is the preferred method. Go to Step 8.
To select a download method from the Download Manager, select Download Selected. This option lets you
download multiple files at one time.

For download tips, see Product Download Help. For sample JCL and security requirements, see Download Methods
and Locations.

7. If you selected GIMZIP, the GIMZIP text changes to Order is Placed. An email is sent to the order creator.
Complete the following steps to generate the required SERVER XML to download the PSWI from the FTP download
server to your mainframe using the GIMGTPKG service routine. GIMGTPKG transports the GIMZIP packages from a
remote FTP server to a local host.
a. Use the link in the email to access the order details (site ID, order number, and product release) on the Download

History page in the Download Manager on Broadcom Support.
b. Select GIMZIP to access the service order details (SERVER XML) in a text file. For example:

<SERVER 

   host=”ftpserver.broadcom.com”

   user=”joesmith”

   pw=”password”

 > 

 <PACKAGE

    file=”/order/product/GIMPAF.XML”

    hash=”01234567890123456078901234567890”

    id=”BROADCOM”

 > 

 </PACKAGE> 

</SERVER>

The SERVER XML contains the required information for the download server to receive the network package.
c. Copy the SERVER XML to your clipboard and change the id tag to name the subdirectory in the SMPNTS

directory. Use this copy to register the PSWI in z/OSMF using the Add From Download Server option.
Go to Register the Portable Software Instance in z/OSMF.

8. If you selected Secure FTP in Step 6, the Secure FTP Download Instructions pop-up appears.
a. Copy the host URL (downloads.broadcom.com) and paste it into a browser.
b. Log in using one of the following options:

• Broadcom Support Portal username and password
• Secure Access Token

To use this option, select Generate Access Credentials, specify your email address and password, and select
Generate. Before you close the window, copy and save the generated FTP credential details (username and
password) into a text file.

c. Copy the path for the zip file located in Order Location. This file identifies the order to be downloaded. For
example, /12345678.zip.

d. Use the following sample JCL with an added JOB card to download the z/OSMF pax file using FTP:
 //GETPAX   EXEC PGM=FTP,REGION=0K

 //SYSPRINT DD SYSOUT=*

 //OUTPUT   DD SYSOUT=*

 //INPUT    DD *

 downloads.broadcom.com

 supportportalemail or generatedUsername 

 supportportalpassword or generatedPassword

 Binary
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 get orderlocation + ‘yourUSSpaxDirectory’ (rep

 quit

 /*

 //*

e. Execute JCL to unpack the installation file and restore the individual pax files. Sample JCL follows:
//USSBATCH EXEC PGM=BPXBATCH

//STDOUT   DD SYSOUT=*

//STDERR   DD SYSOUT=*

//STDPARM  DD *

//* Be sure that there are no line numbers on the input lines.

sh cd /yourUSSpaxdirectory/;

pax –rvf productid.VnnRn.ZOSMF.pax.Z

/*

//*

Customize the sample JCL as follows:

• Add a JOB statement.
• Update the USS directory (yourUSSpaxdirectory) with the path name where you want to copy the pax file.
• Update productid.VnnRn.ZOSMF.pax.Z with the name of the pax file that you want to copy to the mainframe.
• Submit the customized JCL.

USSBATCH can take several minutes to execute. A return code of zero is expected. Any other return code
indicates a problem.
You can also use OMVS to unpax the z/OSMF pax file. For example:
$ cd /yourUSSpaxdirectory

$ pax -rvf productid.VnnRn.ZOSMF.pax.Z

After successful execution, the individual pax files are restored and ready for use. You are now ready to register
the PSWI in z/OSMF using the Add From z/OSMF System option.

Go to Register Portable Software Instance in z/OSMF.

Register Portable Software Instance in z/OSMF

After you acquire and download the PSWI to a local z/OSMF host system, log in to z/OSMF to register the product
software and define the PSWI to z/OSMF as shown in the following procedure. When you complete these steps, the PSWI
is registered in z/OSMF and ready for installation (deployment).

1. Log in to the z/OSMF web interface and select your user ID in the top or bottom right-hand corner to switch between
the Desktop Interface and Classic Interface.

2. Complete one of the following steps to display the Software Management page:
a. In the Desktop Interface, select Software Management.
b. In the Classic Interface, select Software, Software Management.

3. Select Portable Software Instances to define your PSWI to z/OSMF.
4. Select Add from the Actions menu and select From Download Server (GIMZIP download) or From z/OSMF System

(HTTPS or Secure FTP download) as applicable.
For detailed steps, see Tutorial 2 - Add a PSWI from IBM.
Use the default CLIENT XML or if needed, specify the CLIENT XML attributes that you use in other SMP/E jobs to
download software products or PTFs from the Broadcom download servers. For example:
<CLIENT  downloadmethod="https"

         downloadkeyring="javatruststore"

         javahome="/usr/lpp/java/J8.0"

         >

</CLIENT>
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NOTE
For more information about specifying the CLIENT XML tag, see Content of CLIENT data set in the IBM
documentation.

downloadmethod
Specifies the network protocol for downloading the files from a remote server. HTTPS is the only supported
option. When you specify https, certificates are required to perform the SSL handshake with the HTTPS server to
encrypt the network activity. The location of the certificates is defined using the downloadkeyring attribute.

downloadkeyring
Identifies the location of the certificates that are required to perform SSL operations with the HTTPS server
where the files to be downloaded reside. Specify the name for an external security manager (ESM) keyring or the
keyword javatruststore.
The name of the keyring can specify a real or a virtual keyring.
To indicate that all CA certificates that are defined in the ESM can be used to perform SSL operations, specify
“*AUTH*/*” for the CERTAUTH virtual keyring userid/keyring value.

javahome
Specifies the location of the Java runtime to be used by SMP/E.

The PSWI exists on your z/OS system and is defined to z/OSMF. The product software is ready for installation. Go to
Install Product Software using z/OSMF Deployments.

Install Product Software Using z/OSMF Deployments
Learn how to install product software using z/OSMF Deployments.

As a systems programmer, your responsibilities include installing product software in your z/OS environment. After
the portable software instance or software instance is registered in z/OSMF, you can use z/OSMF Deployments to
install the product software and create the product data sets (global, CSI, target libraries, and distribution libraries) for
the new software instance. The deployment jobs create a copy of the source product data sets to create the product
target runtime environment. Creating a copy of the SMP/E target data sets keeps the SMP/E environment clean and it
also isolates the product runtime environment for maintenance activities. You can also perform z/OSMF workflows to
customize the SMP/E data sets, mount UNIX System Services (USS) files if necessary, and configure the new software
instance on the target system.

To install Broadcom mainframe products using z/OSMF and make the product software available for use on a system
by users and other programs, define a new deployment. This step defines the SMP/E environment name and the prefix
of the CSI data set in z/OSMF. You also specify data set allocation parameters for all SMP/E data sets, target libraries,
and distribution libraries. To define a new deployment, complete the deployment checklist (specify the USS path, DSN,
VOLSERs), and submit the deployment jobs through the z/OSMF user interface. When the deployment is complete, you
have a source and target copy of the software.

NOTE
For more information about these tasks, see Deploying software in the IBM documentation.

Subsequent maintenance activities for the product update the SMP/E environment without affecting your active product
runtime environments. You decide when to redeploy the maintenance-updated SMP/E target data sets to each of the
product runtime environments.

Before you begin this process, review the installation best practices and verify the installation requirements in Prepare for
Installation.

NOTE
The installer requires read, create, update, and execute privileges in z/OS. Write access is also required to the
USS directories that are used for the installation process. To deploy a product that has USS components, the
installer's user ID must have access to the appropriate resource profiles in the UNIXPRIV class, access to the
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BPX.SUPERUSER resource profile in the FACILITY class, or UID(0). For UNIXPRIV, read access is required to
SUPERUSER.FILESYS.CHOWN, SUPERUSER.FILESYS.CHGRP, and SUPERUSER.FILESYS.MOUNT.

1. Display the Deployments table in z/OSMF (Software Management, Deployments).
2. Define a new deployment by selecting New from the Actions menu.

The deployment checklist displays. You can also modify, view, copy, cancel, or remove existing deployments.
3. Complete the deployment checklist items as described in Defining new deployments in the IBM documentation.

As you complete the deployment checklist, be sure to make the following selections:
a. Specify the properties for this deployment (name, description, and optional category).
b. Select the software to deploy.

For this step, select the Portable Software Instance button and select your package.
c. Select the objective for this deployment to indicate where and how you want to install the selected portable

software instance.
For this step, indicate that you want to create a software instance and specify the global zone CSI and the system
where the target software instance will reside.

d. Check for missing SYSMODs and view missing SYSMOD reports.
For this step, deselect the following report options:
• Requisite SYSMODs and Fix Categories reports
• Regressed SYSMODs and HOLDDATA Delta reports

e. Configure this deployment to define the target software instance.
• For DLIBs, specify Yes to copy the distribution zones and libraries that are associated with the source software.

You can customize the names and the storage class or volumes of the new data sets.
• For Model, indicate The source software to use as a model. z/OSMF uses the data sets, volumes, mount

points, catalogs, and SMP/E zones that are associated with the model to specify default values for the target
software instance.

• For SMP/E Zones, the DLIB and TLIB names do not typically need to be changed.
• For Data sets, change the target data set name prefix to the one that you want to use for your deployment.

Specify a volume or storage class to identify where to create the target data sets.
• For Catalogs, no action is required assuming that your target data set prefix is defined in a user catalog.
• For Volumes and Storage Classes, no action is required. A summary is presented of the target data sets to be

created and how much space is required.
• For Mount Points, review the mount points for the UNIX file system data sets that are included in the target

software instance. When specifying a new target mount point, retain the static path extension in the path name
to prevent failures in the configuration workflow. For example, targetpathnameBXGDEPLOY.

NOTE
If your product does not include USS directories, ignore this instruction.

f. Define the job settings to generate JCL to install the software and view the deployment summary. For this step,
update the JOB statement as needed.

NOTE
If the target system for the deployment is in a JES Multi-Access Spool (MAS) and the mount point is only
accessible from the target system, add a System Affinity (SYSAFF) to the job card to ensure execution
on the system where the zFS resides.

g. Submit the deployment jobs in sequential order, wait for each job to complete, and then select Refresh to register
job completion in z/OSMF.
A return code of zero is expected.
When all deployment jobs have executed successfully, you have unzipped and renamed the product data sets, and
updated the CSI data sets. The product data sets have also been successfully copied and the properties for the
target software instance have been specified.

h. Execute the workflows for the software being deployed. Most products have at least one of the following workflows:
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Post SMP/E Workflow
Updates the CSI with site-specific external data sets, relinks load modules, and optionally mounts USS
directories.

NOTE
If prompted for the data set name of a load library for an IBM product that is not installed, specify your
installed Common Components and Services for z/OS CCS_hlq.CAW0CALL data set name.

Configuration Workflows
Configures a new software instance or an existing software instance. For example, an upgrade workflow updates
an existing software instance for your product to a new product release.

NOTE
For a list of products with workflows to complete post-install configuration, see Mainframe Products using
z/OSMF for Software Management in the Mainframe Common Maintenance Procedures documentation.

i. Specify a name and description for the new target software instance.

The deployment process is complete. The new software instance is defined to z/OSMF. You are now ready to Import
Product Information into z/OSMF before you install product maintenance.

Import Product Information into z/OSMF
Learn how to import a product information file into z/OSMF.

As a systems programmer, your responsibilities include maintaining a current repository of acquired product packages
that are ready for installation in your mainframe environment. z/OSMF lets you view a consolidated list of the products and
maintenance packages that are included in each software instance or portable software instance.

You can import product information for the  Broadcom mainframe products that you have installed on z/OS into z/
OSMF. After you retrieve the product information, use z/OSMF Software Management to obtain a list of products that
are contained in your software instances. This information helps you to determine which products are nearing or have
reached end of service (EOS) or end of life (EOL) support. This information is useful when planning future installations
and upgrades. You can also use this information to identify software instances that will be affected by changes to a
product.

The product information file for Broadcom mainframe products is stored on the following FTP directory:

https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

You can load the contents of the Broadcom product information file into z/OSMF from:

• The Broadcom FTP directory directly
• Your local workstation
• A z/OS data set or UNIX file

After you load the file, retrieve the product information in z/OSMF from the Products view in the Software Management
task.

If you create software instances or portable software instances in z/OSMF, import the product information file again so that
you have current information to display for your installed products.

Broadcom recommends that you repeat the load procedure on a regular schedule or at least monthly to ensure that
you have current Broadcom product information available in z/OSMF. This process ensures that you have access to all
product packages as they become available.

Enable Secure Downloads

To prevent SSL handshake failures when importing product information into z/OSMF, confirm that you added the Digicert
root certificate to the z/OSMF keyring.
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Use the following procedure to enable secure downloads:

NOTE
This procedure assumes that you have configured z/OSMF security for ACF2, Top Secret, or IBM RACF to
authorize users and resources.

1. Download the Digicert root certificate:
https://ftpdocs.broadcom.com/cadocs/0/zosmf/digi-root.crt

Record the location on your workstation where the certificate now resides.
2. Upload the certificate as text data to your z/OS system in RECFM=VB and LRECL=84 format. If you use FTP, use the

following FTP commands to avoid truncation:
ASCII

QUOTE SITE WRAP LRECL=84 RECFM=VB

PUT your_PC_file_name 'your.zos.dataset.name'

quit

The certificate now resides on z/OS.
3. Add the certificate to the existing z/OSMF IZUSVR keyring.

For ACF2, specify SET PROFILE(USER) DIV(CERTDATA)

INSERT CERTAUTH.yourcertname DSN('your.zos.dataset.name') -

  LABEL(yourlabeldescription)

CONNECT CERTDATA(CERTAUTH.yourDigicertCAcertname) KEYRING(IZUSVR.keyr01)

 RINGNAME(IZUKeyring.IZUDFLT) USAGE(CERTAUTH)

For Top Secret, specify TSS ADD(CERTAUTH) DIGICERT(yourDigicertCAcertname) LABLCERT(yourlabelname) - 

DCDSN('your.zos.dataset.name') TRUST

            

TSS ADD(IZUSVR) KEYRING(zosmfringname) RINGDATA(CERTAUTH,yourDigicertCAcertname) -

USAGE(CERTAUTH)

For IBM RACF, specify RACDCERT CERTAUTH ADD('your.zos.dataset.name') WITHLABEL('yourlabelname') TRUST

RACDCERT ID(IZUSVR) CONNECT(CERTAUTH LABEL('your_digicertCA_label') +

RING(keyringname) USAGE(CERTAUTH))

The certificate is now connected. To verify, review the messages for each command.

You can now load the contents of the product information file into z/OSMF.

Load the Product Information File into z/OSMF

Use the following procedure to load the contents of the product information file into z/OSMF:

1. Select the following link to download the product information file from the Broadcom FTP directory to your workstation
or to a z/OS data set or UNIX file on the mainframe:
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/BroadcomProdInfo.txt

NOTE
To load the product information file into z/OSMF directly, go to Step 2.

Complete either of the following steps:

• Use your Web Browser or an FTP client to download to your local workstation. Upload the file with binary in the
FTP JCL so that the file is not converted to the EBCDIC character set.

• Use FTP to download the file directly to a z/OS data set or UNIX file on the mainframe. Sample JCL follows that
you can customize and execute:
//FTPSTEP   EXEC PGM=FTP,PARM=’(EXIT=08’

//SYSTCPD   DD DSN=your_TCPIP_data_set_name,DISP=SHR

//SYSPRINT  DD SYSOUT=*
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//OUTPUT    DD SYSOUT=*

//INPUT     DD *

ftp.broadcom.com 21

anonymous email_address

cd /pub/MSPSaccount/JSON/

dir

asc

locsite LR=80 REC=FB BLOCKSI=0

locsite PRI=20 SEC=10 CY

get BroadcomProdInfo.txt ‘zos_data_set’ (REPLACE

Customize the sample JCL as follows:

1. Add a JOB statement per your site standards to the beginning of the JCL.
2. Specify the TCP/IP stack (your_TCPIP_data_set_name) for an external network.
3. Specify your valid email address (email_address).
4. Specify the z/OS data set name (zos_data_set) where you want to save the product information file. If the

specified data set does not exist, it is created during the download process.
5. Submit for execution.

A return code of zero is expected. Any other return code indicates a problem.

The product information file is now available to load into z/OSMF.
2. Log in to the z/OSMF web interface and go to the Software Management dashboard.
3. Select Products.

The Products table list displays.
4. Select Retrieve End of Service information from the Actions menu or select the Retrieve End of Service

information button if available. The Select Product Information File page displays.
5. Complete one of the following steps:

– To load the file into z/OSMF directly from the Broadcom FTP directory:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from

the Actions drop-down menu under Product Information Files.
The Add Product Information File page displays.

b. Copy the Broadcom product information file URL, paste it into the URL field, specify a description, and select
OK.
The product information file table is updated with the new URL.

c. Select the new URL and select Retrieve.
The contents of the file are loaded into z/OSMF.

– To load the file from your local workstation, select the option to Select a file that resides on your local
workstation, enter your file name, a description, and select Retrieve. The contents of the file are loaded into z/
OSMF.

– To load the file from a z/OS data set or UNIX file that the z/OSMF host can access:
a. Select the option to Select files that reside on or can be accessed by primary system and select Add from

the Actions drop-down menu under Product Information Files.
The Add Product Information File page displays.

b. Select Primary z/OSMF system, specify the z/OS data set name in the Data set or UNIX file field, specify a
description, and select OK.
The product information file table is updated with the new URL.

c. Select the new URL and select Retrieve.
The contents of the file are loaded into z/OSMF.

Use the Software Management dashboard in z/OSMF to view your product information.
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Install Products Using CSM
Review the following high-level process for installing product software using CSM.

As a systems programmer, you can acquire, install, and deploy your mainframe product software on z/OS systems using
CSM. CSM simplifies and unifies the management of your Broadcom mainframe products on z/OS systems. You can use
CSM to manage your product software in a common way according to industry best practices. You can also obtain and
apply corrective and recommended maintenance easier. A web-based interface lets you install and maintain your products
faster and with less chance of error.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
that CSM will no longer function as of June 30, 2023. For full details, see the End of Life Announcement.

If you do not have CSM installed, we recommend that you install z/OSMF to manage your software. For
installation and usage details, see the IBM documentation and the Broadcom product installation best practices at
techdocs.broadcom.com.

WARNING
To install a product using CSM, you must modify the SYSPRINT size. The default allocation of 30 cylinders is
insufficient to complete the installation. Increase the allocation parameters of the SYSPRINT data set to at least
120 cylinders.

Use the following topics to guide you through the product installation process using CSM:

• Acquire Your Products Using CSM
• Install Your Products Using CSM

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

When these steps are completed, you are ready to install preventive maintenance.

Acquire Your Product Using CSM
As a systems programmer, your responsibilities include maintaining an up-to-date repository of acquired product
packages that are ready for installation in your mainframe environment. CSM provides a product list that lets you display
the list of licensed product installation and maintenance packages and to download these packages. Also, you can update
the product list to add external product packages that you acquired outside of CSM so that they are ready for installation
using CSM.

The following diagram shows the product acquisition process:
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1. Configure CSM.
2. Download the product package from Broadcom Support or add an external product package:

– Download from Broadcom Support:
a. Update the product list.
b. Download product packages.

– Add external product package:
a. Add external product installation packages.
b. Add external product maintenance packages.

After you complete this process, the product packages are ready for installation with CSM.

Configure CSM

Before you start acquiring product packages, configure a Broadcom Support Online account, a CSM account, and the
required download settings. If you have previously configured these settings, update the product list.

1. Start your Web browser, and enter the CSM access URL, which you can get from your system administrator.

NOTE
If the Notice and Consent Banner appears, read and confirm the provided information.

2. Enter your z/OS login user name and password, and log in.
The initial page appears. You are prompted to perform configuration.

3. Configure the following settings:
– Proxies that CSM uses to communicate with Broadcom Support Online.

If proxies are not used, the following port numbers are used: HTTPS Port Number 443 and FTP Port Number 21.
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WARNING
If your site uses proxies, review your proxy credentials on the User Settings, Software Acquisition
page.

– The USS path to the temporary directory for downloaded software packages
If you do not specify the directory, default settings are used that you can change later.

NOTE
These settings are also available on the System Settings, Software Acquisition page.

Select Next.
You are prompted to define your Broadcom Support account.

4. Select New.
You are prompted for the credentials to use on Broadcom Support.

5. Specify the credentials, select OK, and then Next.
You are prompted to review your user settings. These settings are available on the User Settings page.

6. Change the settings or keep the defaults, and then select Finish.
A dialog opens, which shows the progress of the configuration task.

7. Select the Settings tab, and review other settings, as needed.
You have configured CSM to acquire products.

Update the Product List

The product list displays a list of downloadable licensed product packages. To see the current list of available product
packages for download, update the Available Products tree.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. (Optional) Update the product list only with packages that belong to specific site IDs.

a. Select the Edit button in the Filter section and associate one or more site IDs to a filter in the Edit Filter window.
b. Select the filter in the Filter section.
c. Right-click the Products link at the top of the product tree and select Update Product List.

4. Select the Update Product List link in the Actions section on the left side.
Updating of the product list with all products for all site IDs starts.

NOTE
If you updated the product list only for a selected filter, skip this step.

5. Confirm the update.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details. Select Close to close the
task output browser.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

The product list is updated.

Download Product Packages

You can download product installation and maintenance packages from the updated product catalog so they are ready for
installation.

1. Log in to CSM using your credentials.
2. Select the Products tab.
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3. Select the product name on the Available Products tree.
The product releases are listed in the Releases table on the right.

4. Download product packages by selecting one of the following options:
– To download product packages for all product releases, right-click the product name in the list, and select Update

Product.
– To download packages only for specific releases, select one or more releases in the Releases table on the right

and select the Update Product Releases link.
5. View the downloaded packages using either of the following options:

– To display the downloaded maintenance packages, select the product release icon

in the product list.
– To display the downloaded base installation package, select the product gen level icon

below the product release in the product list.

The product packages are downloaded and ready for installation.

Add External Product Installation Packages

Sometimes you have product installation packages that you downloaded outside of CSM. For example, you do not
have an HTTP or an FTP access in your mainframe environment, or the required packages are not available from the
Broadcom Support website. You can use CSM to install these external packages according to your organization policy. If
you are using this installation option, first add the external packages to the CSM software catalog.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the Add Product link in the Actions section.
4. Specify the name, release, and gen level of the product, and select OK.

The product is added to the product list.
5. Select the gen level of the product that you want to download on the product tree.

The Base Install Packages section appears on the right.
6. Select the Add External Package button.
7. Specify one of the following package types and package details, and select OK.
UNIX File

Adds an installation package that is located in a USS directory in binary mode.
FTP File

Adds a product package that is not published on Broadcom Support. For example, a beta version of a product.
Specify the FTP host, FTP port, FTP path, package name, and the user name and password to access the FTP
location.

8. Refresh the page to see the added product package.
The product installation package is now listed in the product list and is available for installation with CSM.

Add External Product Maintenance Packages

Sometimes you have maintenance packages, for example, unpublished maintenance or a program temporary fix (PTF),
that you downloaded outside of CSM. You can use CSM to install these external maintenance packages per your
organization policy. For this installation option, first add the packages to the CSM software catalog.

Usually, the maintenance is placed as a single package. However, some Broadcom products have older aggregated
maintenance packages that were released before December 31, 2013. An aggregated package is a file that comprises
several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts all the
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nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package is
marked with the CUMULATIVE type.

1. Log in to CSM using your credentials.
2. Select the Products tab.
3. Select the product release for which the maintenance applies.

The maintenance packages for the release are listed.
4. Select the Add External Maintenance button.

You are prompted to specify the package.
5. Specify one of the following package types and package details:
Data Set

Adds a maintenance package that is located in a z/OS data set with a logical record length of 80 and with a record
format of fixed blocks.

UNIX File
Adds a maintenance package that is located in a USS directory in binary mode.

FTP File
Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading
a PTF to validate it. Specify the FTP host, FTP port, FTP path, maintenance package name, and the user name
and password to access the FTP location.

Solution
Adds a published solution from Broadcom Support.

6. Refresh the page to see the added maintenance package.
The product maintenance package is now listed in the product catalog and is available for installation with CSM.

You completed the acquisition process. The product packages are ready for installation with CSM.

Install Your Product Using CSM
This topic describes how to install your Broadcom mainframe products using CSM.

As a systems programmer, your responsibilities include installing products in your z/OS environment using CSM. This step
of the installation process creates or updates the SMP/E environment (global, target, and distribution zones).

The following diagram shows the major steps to install your product using CSM.
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1. (Optional) Configure base installation settings.
2. (Optional) Configure a working set of SMP/E environments.
3. Initiate product installation and review product information.
4. Select an installation type.
5. Review installation prerequisites if any are presented.
6. Take one of the following steps to select an SMP/E environment:

– Create an SMP/E environment:
a. Set up the global zone.
b. Create a target zone.
c. Create a distribution zone.

– Use an existing SMP/E environment from your working set:
a. Update the global zone.
b. Set up the target zone: Either create a target zone or use an existing target zone.
c. Set up the distribution zone: Either create a distribution zone or use an existing distribution zone.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation.
Doing so means that you can apply maintenance to your current version, if necessary.
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7. Review the installation summary and start the installation.

Configure Base Installation Settings

You can configure base installation settings on the System Settings, Software Installation page.

1. Select the Settings tab, and select the Software Installation link under System Settings in the Settings section on the
left side.

2. In the SIS Base Install - File System section, select the file system type that is used when installing a product that
allocates file systems. If you select Product Specific File System, the file system that is used for installing a product
is defined according to the product metadata. Otherwise, the product metadata is overwritten.

3. In the Execute Checks During Base Installation section, configure the following settings by selecting or clearing
corresponding checkboxes:

Execute Apply Check During Base Installation
Verifies that all requirements for the Apply step are satisfied before the Apply step executes. If the Apply Check
step fails, installation stops and all the previous steps are undone.

Suspend Base Installation After Apply Check
Suspends the base installation process after Apply Check is completed and generates pending installation actions
for the SMP/E environment where the product is being installed. This check box is enabled if you enable the
Execute Apply Check During Base Installation checkbox.

Execute Accept Check During Base Installation
Verifies that all requirements for the Accept step are satisfied before the Accept step executes. If the Accept
Check step fails, installation stops and all the previous steps are undone.

Suspend Base Installation After Accept Check
Suspends the base installation process after Accept Check is completed and generates pending installation
actions for the SMP/E environment where the product is being installed. This check box is enabled if you enable
the Execute Accept Check During Base Installation checkbox.

4. Select Apply.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on
the Tasks tab.

The base installation settings are configured.

NOTE
If you configure the base installation settings to execute checks during base installation, CSM creates a pending
installation for the SMP/E environment. For more information about the pending installation, see the CSM online
help.

Configure a Working Set of SMP/E Environments

If you plan to install a product in an existing SMP/E environment, add this SMP/E environment to your working set. A
working set is a selected group of SMP/E environments with which you want to work. Although you can have only one
working set, you can have as many SMP/E environments in it as you need.

CSM does not have a default working set.

If you do not have the SMP/E environment in your working set, you can only create a new SMP/E environment during
product installation. In this case, exit the installation wizard, configure your working set and then restart the wizard.

1. Select the SMP/E Environments tab, and select the SMP/E environments that you want to include in a working set.
An information text area under the list of SMP/E environments displays the number of environments you selected.
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2. Select Use as Working Set.
3. Select OK.

The working set is configured.
The new working set replaces a previously defined working set.

You can display only those SMP/E environments that are in your working set by selecting Show Working Set Only.

Initiate Product Installation

You can install a downloaded product from the Products tab. The process starts a wizard that guides you through the
installation. At the end of the wizard, a task dynamically invokes the SMP/E and other utilities that are required to install
the product.

1. Select the Products tab.
2. Perform one of the following steps:

– If the package was acquired using CSM:
From the product list on the left side, select the required product gen level (the innermost level in the product list
under the release level of a product; for example, SP0 or 0110). Locate the product package that you want to install,
select Actions to the right of the package, and select Install.

– If the package was acquired outside of CSM:
In the Actions section in the left pane, select the Install External Package link. Enter the location of the package.
Select OK.

The Introduction step of the wizard appears where you can Review Product Information.

Review Product Information

Review the information about the product that you are installing.

1. On the Introduction step, review the information about the installation.
If the product license agreement appears, review it. If you agree, accept it. If you do not accept the license agreement,
you cannot proceed with the installation.

2. Select Next.
You are prompted to select the type of installation.
An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

Select an Installation Type

When you install a product, you select an installation type. There can be one or more installation types, according to the
product.

When you select the custom installation type, you are prompted to select the features that you want to install. If your
selected features require installation of other features, the installation wizard includes the required features to the
installation process. If your selected features are mutually exclusive, the installation wizard excludes any features
conflicting with the features you selected last from the installation process. For example, you select feature 1 and select
feature 2 that is mutually exclusive with feature 1. The wizard automatically excludes feature 1.

1. On the Features step, select the type of installation, and select Next.
2. (Optional) If you select the custom installation type, select the features to install, and select Next.

A summary of the features to install appears, with prerequisites.
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Review Installation Prerequisites

Some products require an installation of other products first.

Review the summary of installation prerequisites to verify that all prerequisites are satisfied on the Prerequisites step.

• If no prerequisites exist, select Next.
You are prompted to select an SMP/E environment for the installation.

• If all prerequisites exist and are satisfied, you are prompted to locate the installed prerequisites.
Install the product to the same SMP/E environment and the target zone where the product prerequisites are installed.
a. From the SMP/E environment drop-down list, select an SMP/E environment with the installed prerequisites. This

drop-down list represents all CSM-managed SMP/E environments where the prerequisites are installed.
A list of target zones for the selected SMP/E environment where the prerequisites are installed is populated.

b. From the target zone drop-down list, select a target zone within the selected SMP/E environment where the
prerequisites are installed.

c. Select Next.
You are prompted to confirm the selected SMP/E environment for the installation.

• If prerequisites are not satisfied, perform one of the following actions:
– Select Cancel to exit the wizard. Install the prerequisites or migrate an SMP/E environment to CSM where the

prerequisites are installed. Restart the installation.
– Open CSM in another browser window and install the prerequisites, or migrate an SMP/E environment to CSM

where the prerequisites are installed. When done, select Refresh on the Prerequisites step of the wizard. Then,
select the SMP/E environment and a target zone where the prerequisites are installed. Select Next to continue the
product installation.
You are prompted to confirm the selected SMP/E environment for the installation.

Select an SMP/E Environment

You select the SMP/E environment where you want to install your product in. You can create an SMP/E environment, or
you can select an existing SMP/E environment from your working set. You can configure your working set from the SMP/E
Environments tab.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

If you select an SMP/E environment being used in CSM by another user, a notification message appears. You are
prevented from performing any actions on the SMP/E environment. You can wait until the notification message disappears
and the SMP/E environment becomes available or can select Cancel to select another SMP/E environment.

1. On the SMP/E Environment step, substep 1, take one of the following steps:
– Select Create a New SMP/E Environment to create an SMP/E environment.
– Select an existing SMP/E environment from your working set.

• If no existing SMP/E environment appears, exit the wizard, configure your working set, and restart the wizard.
• If your product has the installed prerequisites, the SMP/E environment with the installed prerequisites that

you selected at the Prerequisites step of the wizard is preselected for you. You cannot select another SMP/E
environment. You cannot create a SMP/E environment.

NOTE
When you install a product in an existing SMP/E environment where HOLDDATA is received, the
product installation may fail.

2. Select Next.
You are prompted to complete one of the following tasks:
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• Create an SMP/E environment
• Review parameters of an existing SMP/E environment.

Create an SMP/E Environment

You can create an SMP/E environment while you are installing a product. During the process, you are asked to specify the
following information:

• The SMP/E environment name and the prefix of the CSI data set in CSM
• Data set allocation parameters

You can specify data set allocation parameters collectively for all SMP/E data sets, target libraries, and distribution
libraries that are allocated during product installation. You allocate data sets using one of the following methods:

• Allocate data sets using SMS parameters.
• Allocate cataloged data sets using UNIT and optionally VOLSER.
• Allocate uncataloged data sets using UNIT and VOLSER.

If you allocate uncataloged data sets, specify a VOLSER. Based on the value that you enter, CSM performs the following
validations to ensure integrity of the installation:

• The value of VOLSER must specify a mounted volume.
• You must have ALTER permissions for the data sets with the entered high-level qualifier (HLQ) on the volume that

VOLSER defines.
• To test allocation, CSM temporarily allocates one of the uncataloged data sets that are allocated during the installation.

a. The data set is allocated with one track for both primary and secondary space.
b. CSM verifies that the data set has been allocated on the specified volume.
c. The data set is deleted.
If the data set allocation fails or the data set cannot be found on the specified volume, you cannot proceed with the
product installation wizard.

1. On the SMP/E Environment step, substep 2, review and specify the following parameters as applicable:
SMP/E Environment Name

Defines the SMP/E environment name.
Data Set Name Prefix

Defines the prefix for the name of the CSI VSAM data set.
Catalog

Defines the name of the SMP/E CSI catalog.
Cross-Region

Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all SMP/E data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ). The low-level qualifiers cannot be changed.

DSN Type
Specifies the DSN type for allocating SMP/E data sets.
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SMS Parameters / Data Set Parameters
Specifies if this SMP/E environment is using SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment appear.

Review Parameters of an Existing SMP/E Environment

When you use an existing SMP/E environment to install your product, you review the SMP/E environment parameters.
If applicable, you also specify parameters for any new data sets to be allocated while installing a product. During the
process, you are asked to review allocation parameters for new data sets, which you can customize for each data set. The
existing data sets remain intact.

The Software Installation Service (SIS) determines which data sets exist and which must be allocated for the installation
using an existing SMP/E environment. If the SIS determines that new data sets must be allocated, you are prompted to
specify the data set allocation parameters. The data set allocation parameters are prepopulated with the values from the
existing data set that was found first.

1. On the SMP/E Environment step, substep 2, review the current SMP/E environment parameters and allocation
parameters for data sets that must be added to the SMP/E environment. Update the information as applicable.

2. Select Next.
Work DDDEF allocation parameters and a list of the data sets to be created for the SMP/E environment, if any,
appear.

Set Up SMP/E Environment Parameters

When creating an SMP/E environment for your product installation, you specify SMP/E environment parameters.
When using an existing SMP/E environment for installing your product, you review and, if necessary, update its SMP/E
environment parameters.

You can assign different prefixes to each newly allocated data set during the installation process.

1. On the SMP/E Environment step, substep 3, specify whether to use SMS parameters (Storage Class, Management
Class, Data Class) or Unit parameters for allocating work DDDEFs for the SMP/E environment. Complete the
appropriate fields.
The allocation parameters that you specify for work DDDEFs are applied only to new work DDDEFs that are created
during the installation. The existing work DDDEFs, if any, remain intact.

NOTE
The settings for allocating work DDDEFs are globally defined on the System Settings, Software
Installation tab. You must have the appropriate access rights to be able to modify these settings.

2. Review the data set names if any appear. Select the Override link to change the high-level qualifier of the data set
name and the allocation parameters. Select OK.

3. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

4. Select Next.
You are prompted to select a target zone to use.
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Select a Target Zone

You select a target zone in the SMP/E environment where you want to install your product. You create a target zone or
select an existing target zone in the SMP/E environment (if you use an existing SMP/E environment).

1. On the Target Zone step, substep 1, perform one of the following actions:
– Select Create a New Target Zone to create a target zone.
– Select an existing target zone in the SMP/E environment.

This option is available only if you selected to use an existing SMP/E environment.

WARNING

• If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

• If your product has the installed prerequisites, the target zone of the SMP/E environment with the installed
prerequisites that you selected at the Prerequisites step of the wizard is preselected for you. You cannot
select another target zone. You cannot create a target zone.

2. Select Next.
You are prompted to create a target zone or use an existing target zone.

Create a Target Zone

You can create a target zone in a new or an existing SMP/E environment where you install your product. The target zone
parameters are prepopulated with the values that are entered for the SMP/E environment. You can change data set
allocation parameters.

You can specify a different SMP/E environment data set to be used for a new target zone.

1. On the Target Zone step, substep 2, review and specify the target zone SMP/E parameters as applicable.
Target Zone Name

Defines the name for the target zone.
Create New CSI Data Set

Specifies that a new CSI data set will be created for the target zone.
Data Set Name Prefix

Defines the prefix for the name of the target zone data set. This field is only enabled when you have selected the
Create New CSI Data Set check box.

Catalog
Defines the name of the SMP/E target zone catalog. This field is only enabled when you have selected the Create
New CSI Data Set check box.

Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all target zone data sets that are allocated during installation. Product
packaging defines the low-level qualifiers (LLQ) and they cannot be changed.

DSN Type
Specifies the DSN type for allocating target zone data sets.
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SMS Parameters / Data Set Parameters
Specifies if this target zone uses SMS parameters (Storage Class, Management Class, Data Class) or data set
parameters (VOLSER, Unit, Catalog).

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the target zone appears.

Use an Existing Target Zone

When using an existing target zone for installing your product, you review and, if necessary, update its parameters.

1. On the Target Zone step, substep 2, review the current target zone parameters and allocation parameters for data
sets that must be added. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
If there are any data sets to be created for the target zone, a list of data sets appears. If the list is empty, no new data
sets are going to be allocated.

Set Up Target Zone Parameters

When creating a target zone in the SMP/E environment for your product installation, specify target zone parameters.

1. On the Target Zone step, substep 3, review the data set names if any appear. Select the Override link to change the
high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If more parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You are prompted to confirm the distribution zone.

Confirm a Distribution Zone

You must confirm a distribution zone of the SMP/E environment where you want to install your product. Depending on
whether you created a target zone or you selected an existing target zone, create a distribution zone or select an existing
distribution zone in the SMP/E environment.

1. On the Distribution Zone step, substep 1, review the selected option for the distribution zone.
– If you are using an existing target zone, the related distribution zone is automatically selected. You cannot select

other distribution zones or cannot create one.

NOTE
If you install a product or its components into an existing target or distribution zone, older versions are
deleted from the zone and associated data sets. Use new target and distribution zones for this installation
so that you can apply maintenance to your current version, if necessary.

– If you are creating a target zone, you can create a distribution zone or you can select an existing distribution zone.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the
new target zone. This action breaks the relationship from the previous target zone that was related to
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this distribution zone. You cannot accept maintenance packages from the previous target zone to this
distribution zone using CSM.

2. Select Next.
You are prompted to set up the distribution zone.

Create a Distribution Zone

You can create a distribution zone that is related to the newly created target zone. The distribution zone parameters are
prepopulated with the values that are entered for the SMP/E environment. You can change data set allocation parameters.

You can specify a different SMP/E environment data set to be used for the new distribution zone.

You can also specify the same SMP/E environment data set as the one that you specified for the target zone. In that case,
the target and distribution zones share the SMP/E environment data set. The SMP/E environment data set is allocated
using the parameters that you have defined when specifying the target zone.

1. On the Distribution Zone step, substep 2, review and specify the following parameters as applicable:
Distribution Zone Name

Defines the name for the distribution zone.
Create New CSI Data Set

Specifies that a new CSI data set is created for the distribution zone.
Data Set Name Prefix

Defines the prefix for the name of the distribution zone data set. This field is only enabled when you have selected
the Create New CSI Data Set check box.

Catalog
Defines the name of the SMP/E distribution zone catalog. This field is only enabled when you have selected the
Create New CSI Data Set check box.

Cross-Region
Identifies the cross-region sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

Cross-System
Identifies the cross-system sharing option for SMP/E data sets. This parameter is set to its default value. You
cannot edit it.

High-Level Qualifier
Specifies the high-level qualifier (HLQ) for all distribution zone data sets that are allocated during installation.
Product packaging defines the low-level qualifiers (LLQ) that cannot be changed.

DSN Type
Specifies the DSN type for allocating distribution zone data sets.

SMS Parameters / Data Set Parameters
Specify if this distribution zone is to use SMS parameters (Storage Class, Management Class, Data Class) or
data set parameters (VOLSER, Unit, Catalog). Complete the applicable fields.

An information text area can appear at the bottom of the wizard. The area provides information that helps you progress
through the wizard. For example, if a field is highlighted (indicating an error), the information text area identifies the
error.

2. Select Next.
A list of the data sets to be created for the distribution zone appears.
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Use an Existing Distribution Zone

You can use an existing distribution zone that is related to the existing target zone you selected, or with a new target zone.
The distribution zone parameters are prepopulated with the values that are entered for the SMP/E environment. You can
change data set allocation parameters.

NOTE
Using an existing distribution zone with a new target zone relates the existing distribution zone to the new target
zone. This action breaks the relationship from the previous target zone that was related to this distribution zone.
You cannot accept maintenance packages from the previous target zone to this distribution zone using CSM.

1. On the Distribution Zone step, substep 2, review the current distribution zone parameters and allocation parameters
for data sets that you want to add. Update as applicable.

NOTE
You cannot change the current SMP/E environment parameters.

2. Select Next.
If there are any data sets to be created for the distribution zone, a list of data sets appears. If the list is empty, no new
data sets are going to be allocated.

Set Up Distribution Zone Parameters

When creating a distribution zone in the SMP/E environment where you want to install your product, specify distribution
zone parameters.

1. On the Distribution Zone step, substep 3, review the data set names if any appear. Select the Override link to
change the high-level qualifier of the data set name and the allocation parameters. Select OK.

2. (Optional) If any additional parameters appear, review the parameters that have the default values assigned. Edit the
parameters if necessary and specify any missing parameters.

3. Select Next.
You see a summary of the installation task.

Start the Installation

After you complete setting up the SMP/E environment and its zones, you are ready to start the installation.

To start the installation, review the summary on the Summary step, and select Install.

A dialog that shows the progress of the task opens. When the task completes, Select Show Results on the Progress tab
to close this dialog. The task output browser opens, and you can view the action details.

While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status later on the
Tasks tab.

You completed the product installation. You can now start maintaining the installed products.

Configure Products Using CSM
As a systems programmer, your responsibilities include configuring products using CSM. A configuration is a CSM object
that you create to tailor your installed software or CSM deployed software. Configuration makes your software usable in
your environment. A configuration contains the profiles, variables, and resources specific to your environment.

The following diagram shows the configuration process:
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1. Determine the source of your configuration based on your site environment:
– If you configure a product from an SMP/E environment, you can only configure it on a staging system.
– If you configure a product from a configurable CSM deployment, you can configure it on a staging system or a

nonstaging system.
2. Create a configuration. If you are targeting a staging system, see Configure to a Staging System.
3. Build the configuration.
4. (Optional) Validate the configuration and view the step and action details.

NOTE
Validation is optional, but recommended before implementation.

• If validation fails, edit the configuration and repeat the process from step 3.
• If validation is successful, implement the configuration.

5. (Staging systems only) Activate the configuration.
The product configuration process completes.

If any implementation failures occur, follow these guidelines to address them.

NOTE
Perform any manual configuration steps outside of CSM now if needed.
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Create a Configuration

You can create a configuration for a product that is installed in an SMP/E environment, or a product from an existing
configurable CSM deployment.

The configuration wizard consists of several steps that let you set up your configuration as you prepare to implement
it. When you go through the wizard, you define a set of properties for your configuration. For example, you define the
product that you want to configure and the system you are targeting for the configuration. Optionally, you can select to
import product configuration settings and variable values from a previous configuration for the selected product.

Each product configuration includes various settings, such as:

• The functions and options for the product
• Settings and preferences that are associated with the specified target system
• Resources for the product

NOTE
To avoid a conflict of resources between two or more configurations of a product, SCS manages the
resources that are associated with previously defined configurations. To resolve conflicting (not unique)
resources in your configuration, perform one of the following actions:

• Change the appropriate target setting to create a unique resource name.
• Delete the older configuration containing the existing resource name and release the conflicting resource.

If you import values from another configuration, you can optionally delete the configuration that you are importing the
values from to avoid conflicts.

1. From the Configurations tab, select Create Configuration from the Actions section.
The configuration wizard opens to step 1.

NOTE
You can also start the configuration wizard from the following locations:

• The SMP/E Environments tab - for a product in an SMP/E environment.
• The Deployments tab - for a product from an existing configurable CSM deployment. Starting the

configuration wizard from the Deployments tab opens it to step 2.
2. Follow the instructions on the wizard to navigate through the wizard steps.
3. From the Review and Build step, review the configuration summary.

You are ready to build the configuration. If you do not want to build configuration now, save the configuration and close
the wizard. You can build it later.

Configure to a Staging System

Configuring a product that targets a staging system implies the DASD resources that are created as part of a product
implementation are local to the CSM driving system. The CSM driving system is the system where the CSM is running.

Configurations that you create for a staging system are implemented in the following phases:

1. CSM creates and customizes the product run-time data sets on the CSM driving system.
When a configuration targets a staging system, the configuration wizard provides a set of catalog preference variables
as part of the target settings. You can determine whether the customized run-time data sets that are created in the first
phase should be cataloged in the catalog that is associated with the CSM driving system. This setting is default.
If you decide not to catalog the data sets to the CSM driving system catalog, you can optionally specify the name of
a user catalog where the customized run-time data sets are to be cataloged. If you do not provide the user catalog
name, the data sets are uncataloged.

NOTE
The support for creating uncataloged run-time data sets assumes that the following statements are true:
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• The volume that is specified for the run-time data sets is not SMS-managed.
• The rules that are established at your site allow the run-time data sets to be created as uncataloged data

sets.

When an optional user catalog name is specified, you can specify optional alternate, or indirect, system residence
volumes (SYSRES). By default, no SYSRES preference is specified.
– If no SYSRES preference is specified, the user catalog entries are created with the actual volume serial numbers of

the run-time data sets.
– If a SYSRES preference is specified, the user catalog entries are created with an indirect reference to a system

residence volume (or its logical extensions). Specifying a SYSRES preference lets you change the volume serial
numbers of the system residence volume (or its logical extensions) later without having to recatalog the run-time
data sets on those volumes.

2. You make the data sets accessible and activate the configuration.
Systems that do not share DASD with the CSM driving system do not have access to the run-time data sets. For
those systems, move the run-time data sets to DASD that is accessible to the remote system. For moving the data
sets, use a method that is appropriate for your site and environment. CSM does not endorse a specific technique
or support transmitting the customized run-time data sets that are created when configuring a product to a staging
system.

After making the data sets accessible, activate the configuration.

Build the Configuration

You can build a previously saved configuration, or you can rebuild your configuration (for example, if there is a problem
with the build).

You can only build configurations with a status of Under Construction (8) (resume the configuration first), or Build failed.

Perform one of the following actions:

• If you are on the Review and Build step of the wizard, select Build.
• If your configuration is saved in a step before the Review and Build step, resume the configuration from the

Configurations tab. Follow the instructions on the wizard to navigate through the wizard steps. From the Review and
Build step, select Build.

• If your configuration is in Build failed status, select the Actions drop-down list to the right of the configuration, and
select Build.
Optionally, you can edit the configuration before you build it again. Navigate to the Review and Build step of the
wizard, and select Build.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress tab
to close this dialog. The task output browser opens, and you can view the action details.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task status
later on the Tasks tab.

The configuration is built.

Built configurations are ready to be optionally validated or implemented. Before you start implementing a configuration,
you can still edit the configuration.

You can build your configuration again later (for example, if there is a problem with the build).
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Validate the Configuration

Before you implement a configuration, you can validate it. Validation verifies access to resources that are going to be used
when you implement the configuration.

NOTE
Although validation is optional, we recommend that you validate the configuration before implementation.

You can only validate configurations with a status of Build completed, Validated, Validation error, Implementation stopped,
or Implementation error.

While validation of a configuration is in progress, do not use the configuration data sets that are outside of CSM. Doing so,
helps avoid data set contention between the CSM validate processing and data sets being accessed outside of CSM.

1. Select the Configurations tab and locate the configuration that you want to validate.
2. Select the Actions drop-down list to the right of the configuration, and select Validate.

The validation dialog opens. This dialog contains status information and a table of numbered configuration steps.
The validation process is started and continues until it has successfully completed or fails. The steps in this dialog
automatically update as operation data changes.

3. Review the operation steps. You can perform the following actions:
– Select the link of a step name to display information about the actions that are associated with this step.
– Select the icon in the Text column to see details about the processing that is associated with this step. If this step

is manual, you can use this information to perform the step manually. Select Show Details to open a detailed
summary for all steps in the configuration.

– For the steps with prerequisites, hold the mouse over the icon in the Prereq column to review prerequisites details.
When the validation is completed, a message appears confirming that the validation succeeded or failed.
After the validation finishes and before you start implementing, you can still edit the configuration.

After a validation has finished successfully for a configuration on a staging system, review the activation instructions,
if any. Select Activation Instructions from the validation dialog. Doing so opens the required steps that you will have to
complete after you implement the configuration to activate this configuration.

Edit the Configuration

You can edit configurations that you have previously created and built. You can edit a configuration if the build fails, or
when validation fails because of an errant value. You can only edit:

• Configurations in a status of Build complete, Build failed, Validated, or Validation error.
• A configuration that has not started implementing yet. After a configuration has started implementing, you cannot edit

it.
• One configuration at a time.

1. Select the Configurations tab and locate the configuration that you want to edit.
NOTE
Select the Status column to sort by status and identify all configurations that you can edit.

2. Select the Actions drop-down list to the right of the configuration, and select Edit.
3. Change data on this step as needed, and navigate and make edits to the remaining steps in the wizard.

Implement the Configuration

When you start the implementation, CSM evaluates the defined steps and determines what steps to execute. The
selected steps are presented as a list. Release them so that they can be eligible to execute after their prerequisite steps
have successfully completed.
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NOTE
Validation and implementation of a configuration may require exclusive access to data sets that the configuration
specifies. Using data sets outside of CSM, such as ISPF edit and browse data sets, can introduce data set
contention. Data set contention can result in validation and implementation errors. Therefore, while validation or
implementation of a configuration is in progress, do not use the configuration data sets that are outside of CSM.

Implementation completes the configuration process for configurations on a nonstaging system. For configurations on
staging systems, you may be required to perform extra steps to activate your configuration.

Implementation executes on the target system, applying the variables, resources, and operations that are defined in the
configuration.

You can only implement configurations with a status of Build completed, Validated, Validation error, Implementation
stopped, or Implementation error.

1. Select the Configurations tab and locate the configuration that you want to implement.
2. Select the Actions drop-down list to the right of the configuration, and select Implement.

The Implementation dialog opens. This dialog contains status information, and a table of numbered operation steps.
3. Review the operation steps. You can perform the following actions:

– Select the link of a step name to display information about the actions that are associated with this step.
– Select the icon in the Text column to see details about the processing that is associated with this step. If this step is

manual, you can use this information to perform the step manually.
– For the steps that have prerequisites, hold the mouse over the icon in the Prereq column to see details about the

prerequisites.
4. (Optional) Select one or more steps and perform the following actions using the action links:
Set Automatic

Changes the mode of the selected manual steps so that CSM automatically performs them when they are
released and all prerequisites are satisfied.
You cannot change the mode of external steps. CSM cannot perform them automatically.

Set Manual
Changes the mode of the selected automatic steps so that they become manual steps that you must perform
outside of CSM.

Release
Releases the selected steps. The steps become eligible for execution when all prerequisite steps are complete.

Bypass
Skips the selected steps. These steps are not released when you select Release All. If the bypassed steps are
prerequisites for other steps, the prerequisites are considered satisfied. The dependent steps are executed when
they are released.

5. For manual or external steps, select the Actions drop-down list to the right of a step, and select Confirm.
The step is confirmed as completed successfully. Any prerequisites that other steps within the implementation define
are satisfied.

6. Perform one of the following actions:
– Select Release All to release all steps at once and execute them. However, if there are incomplete prerequisite

steps, the steps do not execute. Perform and confirm manual and external steps.
– Select Release Next to release and execute the next step in sequence. However, if there are incomplete

prerequisite steps, the step do not execute. Select Release Next for each subsequent step, and confirm manual
and external steps.

The implementation process is started and continues until it has successfully completed, is stopped manually, or fails.
The steps in this dialog automatically update as operation data changes.
You can select Stop to stop the implementation process. Non-executing steps are not started. You can start another
run of the implementation from the Configurations tab by selecting the configuration and selecting Implement.
When the implementation is completed, a message appears confirming that the implementation succeeded or failed.
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7. (For successful configurations on staging systems) Select Activation Instructions to open the required steps that you
must complete next to activate this configuration.

NOTE
If the configuration fails, address implementation failures.

View Step and Action Details

The validation and implementation dialogs contain links that let you drill down for more information about steps and
actions that are associated with each step. On the Validate Configuration or Implement Configuration dialog, select
the link for the step you want to view details. Another dialog that contains details about this action opens.

Activate the Configuration

Activation of a configuration may be required when you configure a product on a staging system.

Configuring a product on a staging system can help:

• Create a customized set of run-time data sets that you then move to a target system for the final activation
• Create a fully implemented version of the product and test it locally

Activating the configuration makes your configuration fully functional on the target system.

You perform the following high-level process to activate the configuration:

1. (In CSM) Configure a product on a staging system.
2. (In CSM) Obtain the activation instructions that are available after the configuration is successfully built, validated,

or implemented on a staging system. The activation instructions include extra steps that you have to perform on the
configuration outside of CSM. For example, update data set members, or APF-authorize data sets.

3. (Outside of CSM) Perform one of the following actions:
– If you activate a configuration on a staging system, follow the activation instructions on the staging system. Doing

so activates the configuration and completes the configuration process.
– If you activate a configuration on a remote system, deploy the configuration to the remote location. To do so, select

and use a method that is appropriate for your site and environment. Follow the activation instructions on the remote
system to activate the configuration and complete the configuration process.

4. Select the Configurations tab and locate the configuration that you want to activate.
5. Select the Actions drop-down list to the right of the configuration, and select Activation Instructions.

A dialog that shows activation instructions opens. This dialog contains information about steps that you have to
perform to activate the configuration.

6. Review the steps.
7. (Optional) Select Export to print the activation instructions, or export them to a TXT file or a ZIP file.
8. Close the dialog.
9. Perform the steps that are described in the activation instructions.

Your configuration is activated and fully functional.

Address Implementation Failures

Complete the following steps to address implementation failures.

1. Determine the cause of the failure. Drill down into the step and action details, and analyze the details.
2. If the error is related to a problem in your environment, make the necessary changes to your environment to correct

the issue. Implement this configuration again.
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3. If the error is related to the configuration settings in CSM, create a new configuration and import values from the failed
configuration:
a. When in step 3 (Import Values), select Import from Previous and Delete. Doing so imports the values from the

failed configuration, and deletes the failed configuration. This action prevents duplicate resource problems.
b. Modify the values in the new configuration as you need.
c. Complete the remaining wizard steps.

4. Build the configuration.
5. Validate the configuration to discover and clean up any data sets that may have been created as part of the failed

implementation attempt.
6. Implement the configuration.
7. (Optional: Staging systems only) Activate the configuration.

Deploy Products Using CSM
Deployments create an automated process for deploying multiple products to one or more systems in the same manner
and the same time. In a one-to-one manual scenario, you complete same tasks for every product and every system one
by one. One or more products to one or more systems immediately increase the scalability of this effort. This best practice
reduces errors that typically result from manual efforts despite best intentions.

CSM ensures that you are adhering to your company system and naming standards every time you deploy a product.

You can use your company system and naming standards when performing the following tasks:

• Creating systems
• Adding products
• Creating methodologies

Create an inventory matrix of all your systems and Broadcom products that are on each system. This best practice details
the systems that must have products deployed to them.

Business Value:

CSM lets you easily deploy Broadcom products. This best practice gives your company dynamic abilities for designing,
creating, and maintaining systems.

This best practice also provides the manager responsible for systems the flexibility to design, create, deploy, and maintain
systems.

More Information:

For deployment steps, see the online help.

Install Products Using SMP/E JCL
As a systems programmer, your responsibilities include installing products on your mainframe system. With this option,
you acquire a product pax file and the latest product updates from Broadcom Support and then install, maintain,
deploy, and configure the products on your systems. Batch jobs are provided to create the SMP/E environment. A basic
understanding of UNIX System Services (USS) is required.

NOTE
Before you begin this process, review the installation best practices and verify that the installation requirements
in Prepare for Installation have been met.

You perform the following tasks to install a product with a pax file:

 111



 XCOM™ Data Transport® for z/OS 12.0

When these steps are completed, you are ready to install preventive maintenance.

UNIX System Services Environment

You need a UNIX System Services (USS) directory and a file system with adequate space to perform the following tasks:

• Receive product pax files from Broadcom Support.
• Perform utility functions to unpack the pax file into z/OS data sets that you can use to complete the product installation.

We recommend that you allocate and mount a dedicated file system for this process. The amount of space that you need
for the file system depends on the following variables:

• The size of the pax files that you intend to download.
• Whether you plan to keep the pax files after unpacking them. We do not recommend this practice.

We recommend that you use one directory for downloading and unpacking pax files. Reusing the same directory
minimizes USS setup. Complete the USS setup only one time. You reuse the same directory for subsequent downloads.
Alternatively, you can create a directory for each pax download.

WARNING
Downloading pax files for the SMP/E installation requires write authority to the USS directories that are used
for the native SMP/E JCL installation process. In the file system that contains the pax directories, you also
need free space approximately 3.5 times the pax file size to download the pax file and unpack its contents. For
example, to download and unpack a 14-MB pax file, you need approximately 49 MB of free space in the file
system hosting your pax directory.

Allocate and Mount a File System
The product installation process requires a UNIX System Services (USS) directory to receive the pax file and to perform
the unpack steps. We recommend that you allocate and mount a file system that is dedicated to the product acquisition.
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We also recommend that you create a directory in this file system where the pax file will be located. You will use this
directory (yourUSSpaxdirectory) later in the installation process when acquiring and unpacking the product pax file.

NOTE
To issue the USS mount command for the file system, read access is required to the SAF resource name
SUPERUSER.FILESYS.USERMOUNT in the UNIXPRIV class.

1. Create a mount point for the file system. This example shows how to create your USS pax directory named
yourdirectory/PAX in the existing /u/maint directory. From the TSO OMVS shell, enter the following commands:
cd /u/maint/

mkdir yourdirectory

cd yourdirectory

mkdir PAX

Further references to this mount point appear as yourUSSpaxdirectory. You can reuse the same directory for all
product acquisitions to minimize USS setup. Alternatively, you can create a directory for each pax download.

The mount point is created.
2. (Optional) Set security permissions for the directory. You can permit write access to anyone in the same group as the

person who created the directory. For example, to allow write access to the USS pax directory for other users in your
USS group, enter the following command from the TSO OMVS shell or the Telnet or SSH client of choice at your site:

NOTE
USS commands are case-sensitive.

chmod -R 770 /yourUSSpaxdirectory/

Write access is granted. Other users can access the USS pax directory and its files.
3. Allocate the zFS by customizing the following sample JCL to your site requirements:

//DEFINE   EXEC PGM=IDCAMS

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//AMSDUMP  DD   SYSOUT=*

//SYSIN    DD *

  DEFINE CLUSTER ( +

  NAME(YOUR_ZFS_DATA_SET_NAME) +

  STORAGECLASS(class) +

  LINEAR +

  CYL(primary secondary) +

  SHAREOPTIONS(3 3) +

  )

/*

//FORMAT   EXEC PGM=IOEAGFMT,REGION=0M,

// PARM=('-aggregate YOUR_ZFS_DATA_SET_NAME -compat')

//SYSPRINT DD   SYSOUT=*

//SYSUDUMP DD   SYSOUT=*

//STDOUT   DD   SYSOUT=*

//STDERR   DD   SYSOUT=*

//CEEDUMP  DD   SYSOUT=*

//*

– Add a JOB card.
– Issue the NUM ON command followed by UNNUM to edit the JCL with number off (no sequence numbers in columns

73 through 80).
– Issue the CAPS OFF command. However, where needed, use uppercase and lowercase values. For example,

YOUR_ZFS_DATA_SET_NAME must be uppercase and aggregate and compat must be lowercase.
– Ensure the zFS data set name that you use conforms to your data set naming conventions for USS file systems.
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If the allocation of the file system data set fails, it is because of environmental settings now allowing for the
allocation.

– Ensure that the SYSIN DD is indented at least one space.
When these edits are complete, the zFS is allocated.

4. Mount the file system by customizing the following sample:
//MOUNT    EXEC PGM=IKJEFT01,REGION=0M          

//SYSTSPRT DD SYSOUT=*                        

//SYSTSOUT DD SYSOUT=*                        

//SYSTSIN  DD *

MOUNT FILESYSTEM('your_zFS_data_set_name') +

MOUNTPOINT('yourUSSpaxdirectory') +

TYPE(ZFS) MODE(RDWR) +

PARM('AGGRGROW')

/*

The file system is mounted.
5. Verify that the file system is mounted. To do so, enter the following commands from the Telnet or SSH client:

cd {yourUSSpaxdirectory}

df -k .

The output shows the mount point and the mount data set. Resolve errors before continuing to Acquire the Product
Pax Files.

Acquire the Product Pax Files
To begin the product installation procedure, copy the product pax file into the USS directory that you set up.

NOTE
To optimize downloads from Broadcom Support, configure the downloads.broadcom.com URL for HTTPS
and Secure FTP in your network security software, firewalls, or both. Sites that regulate access through an IP
address are required to allow network access to 141.202.253.110.

This procedure explains how to transfer a product pax file from Broadcom Support online to the mainframe.

1. Confirm that you have addressed the following UNIX System Services (USS) requirements:
– Write authority to the USS directories that are used for the pax installation process.
– Available USS file space.

NOTE
In the file system that contains the pax directories, you also need free space approximately 3.5 times the
pax file size to download the pax file and unpack its contents. For example, to download and unpack a 14-
MB pax file, you need approximately 49 MB of free space in the file system hosting your pax directory.

If you do not have sufficient free space, error messages similar to the following appear:
EZA1490I Error writing to data set

EZA2606W File I/O error 133

2. Go to Broadcom Support at https://support.broadcom.com, and select Software, Mainframe Software, and My
Downloads.

3. Log in using your Broadcom Support username and password.
The My Downloads page appears.

4. Select a product from the list or enter the product name in the Search field.
The product page appears with two tabs under the product name: Products and Solutions.

5. Under Products, select the product that you want to download.
A list by release, service pack, and language appears.

6. Click the hypertext link to select a release.
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The Primary Downloads page appears. This page shows the available product-specific software packages that you
can select to download.
If an Additional Downloads page is available, this page shows additional software packages that are related to your
product selection that you can download. These products may already be installed.

7. Review the packages that appear under Primary Downloads and Additional Downloads and complete the following
steps:
a. Select the SMP/E JCL Package (classic pax) and other files that you want to include in the product download.

If more than one package is available, you can only select one.
b. Select Download Selected, HTTPS Download, or Secure FTP Download. Secure FTP Download is the

preferred method. For download tips, see Product Download Help. For sample JCL and security requirements, see
Download Methods and Locations.

The product package is downloaded.

You are now ready to extract the contents of the product package into a product directory that you create.

Create a Product Directory from the Pax File
After you acquire and download the product package (pax file), you are ready to create a product directory in which to
extract the contents of the package. You can do so using the pax command or the ESDUNPAX sample JCL.

Use the pax Command

To use the pax command to create a product directory, enter:
cd /yourUSSpaxdirectory/

pax -rvf pax-filename

These commands set the current working directory in your USS directory to the directory containing the pax file and
performs the following actions:

• Extracts the files and directories that are packaged within the pax file.
• Creates a USS directory in the same directory structure where the pax file resides.
• Automatically generates a product and level-specific directory name.

The product directory is created. You are now ready to copy the sample installation JCL to a z/OS data set.

Use the ESDUNPAX Sample JCL

To use the ESDUNPAX sample JCL to create a product directory, copy the following JCL sample and edit as indicated:
//ESDUNPAX JOB (ACCOUNTNO),'UNPAX PAX FILE',

// MSGCLASS=X,CLASS=A,NOTIFY=&SYSUID

//*********************************************************************

//* This sample job can be used to invoke the pax command to create   *

//* the product-specific installation directory.                      *

//*                                                                   *

//* This job must be customized as follows:                           *

//* 1. Supply a valid JOB statement.                                  *

//* 2. Replace "yourUSSpaxdirectory" with the name of the USS         *

//*    directory used on your system for pax file downloads.          *

//* 3. Replace "paxfile.pax.Z" with the name of the pax file.         *

//* NOTE: If you continue the PARM= statement on a second line,       *

//*       start entering characters in column 16 and make sure        *

//*       the 'X' continuation character is in column 72.     *

//*********************************************************************

//UNPAXDIR EXEC PGM=BPXBATCH,
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// PARM='sh cd /yourUSSpaxdirectory/; pax                              X

//             -rvf paxfile.pax.Z'

//STDOUT DD SYSOUT=*

//STDERR DD SYSOUT=*

Save your changes, type SUBMIT on the command line, and press Enter to execute the job.

The product directory is created. You are now ready to Copy the Sample Installation JCL to a z/OS Data Set.

Copy Installation Files to z/OS Data Sets
Use this procedure to invoke the SMP/E GIMUNZIP utility to create the SAMPJCL z/OS data set.

The file UNZIPJCL in the product directory contains a sample job to extract the installation package. You edit and submit
the UNZIPJCL job to copy the sample installation JCL to a z/OS data set.

1. Locate and read the AREADME (or installation notes) file in the product-specific directory that the pax command
created. This file lists the required data set members to complete the installation process.
The product-specific installation details are available.

2. Edit the UNZIPJCL sample job in the product-specific directory using ISPF EDIT or TSO OMVS:
– Change yourHLQ to the high-level qualifier (HLQ) for z/OS SAMPJCL data set. Use a unique HLQ for each

expanded pax file to identify uniquely the package.
– Change YOUR USS DIRECTORY to the product-specific directory that was created by the pax command, where the

pax file resides.
– Set HASH to YES or NO to indicate whether GIMUNZIP performs SHA-1 hash checking for the archive files that

were specified in the SYSIN data set. If HASH=YES, GIMZIP requires Integrated Cryptographic Services (ICSF) or
Java to compute an SHA-1 hash value. If HASH=NO, no hash value checking is performed.

3. Type SUBMIT on the command line and press Enter to execute the UNZIPJCL job.
The UNZIPJCL job reads the downloaded files and directories and creates the SAMPJCL data set. Return code zero
is expected. Messages GIM69158I and GIM48101I in the output and IKJ56228I in the JES log are acceptable. The
SAMPJCL data set is created with the HLQ that you specified in the UNZIPJCL job. Perform the installation using the
members in this data set.

You are now ready to Prepare the SMP/E Environment for a Pax Installation.

Prepare the SMPE Environment for a Pax Installation
The following steps describe the process to install products using native SMP/E JCL:

1. Download external HOLDDATA.
2. Allocate product data sets and SMP/E data sets.
3. Create an SMP/E environment.
4. Receive base functions and HOLDDATA.
5. Download and RECEIVE PTFs.
6. Run an SMP/E APPLY CHECK operation.
7. Apply base functions using SELECT GROUPEXTEND.
8. Run an SMP/E ACCEPT CHECK operation.
9. Accept base functions using SELECT GROUPEXTEND.
10. Configure the product according to your site requirements.

NOTE
Steps 1 through 3 of this process are documented in detail in this topic. Steps 4 through 9 are documented
in Run the Installation Jobs for a Pax Installation. If applicable to your product, Step 10 is documented in the
section describing how to complete product configuration.
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The members that are used in this procedure prepare the data sets, initialize the zones, and create the DDDEFs for your
product.

Establishing a zSeries File System (zFS) may be required as part of the product installation or required as a feature of the
product.

For information about the members, see the comments in the JCL.

Follow these steps:

1. Customize the macro BXGSEDIT with your site-specific information and then copy the macro to your SYSPROC
location. Replace the rightmost parameters for each ISREDIT CHANGE command. Each time you edit an installation
member, type BXGSEDIT on the command line, and press Enter to replace the defaults with your specifications.
The macro is ready to customize the yourHLQ.SAMPJCL members.

NOTE
Set the DASD HLQ to the same value specified for yourHLQ within the JCL that is used to unzip the pax file.

NOTE
The following steps include instructions to execute the BXGSEDIT macro each time you open a new
SAMPJCL member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the
BXGAREAD member, and submit the BXGEDALL member.

2. Open the SAMPJCL member BXG1HOLD in an edit session and execute the BXGSEDIT macro from the command
line.
BXG1HOLD is customized.

3. Submit BXG1HOLD.
This job downloads the error and FIXCAT HOLDDATA from Broadcom Support.

4. Open the SAMPJCL member BXG2ALL in an edit session and execute the BXGSEDIT macro from the command line.
BXG2ALL is customized.

5. Submit BXG2ALL.
This job produces the following results:
– The target and distribution data sets for your product are created.
– Unique SMPLTS, SMPMTS, SMPSCDS, and SMPSTS data sets for this target zone are created.

6. Complete the following steps only if your product requires a USS file system or if you want to install a feature of the
product that requires a USS file system:

WARNING
If the following members do not exist in SAMPJCL, this step does not apply to your product. Go to Step 7.

NOTE
You can customize the supplied HFS JCL to zFS, if your site requires it.

a. Open the SAMPJCL member BXG2ALLU in an edit session and execute the BXGSEDIT macro from the command
line.
BXG2ALLU is customized.

b. Submit BXG2ALLU.
This job allocates your HFS or zFS data sets.

c. Open the SAMPJCL member BXG3MKD in an edit session and execute the BXGSEDIT macro from the command
line.
BXG3MKD is customized.

d. Submit BXG3MKD.
This job creates all directories and mounts the file system.

7. Open the SAMPJCL member BXG3CSI in an edit session and execute the BXGSEDIT macro from the command line.
BXG3CSI is customized.

8. Submit BXG3CSI.
This job produces the following results:
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– The CSI data set is defined.
– The SMPPTS and SMPLOG data sets are allocated.
– The global, target, and distribution zones are initialized.
– The DDDEF entries for your product are created.
– The DDDEFs for the required SMP/E data sets are created.

9. Complete the following steps to add the DDDEFs that are required for the file system to your SMP/E environment:
WARNING
If the following member does not exist in SAMPJCL, this step does not apply to your product. Go to Run the
Installation Jobs for a Pax Installation.

a. Open the SAMPJCL member BXG3CSIU in an edit session and execute the BXGSEDIT macro from the command
line.
BXG3CSIU is customized.

b. Submit BXG3CSIU.
This job customizes the CSI by adding the DDDEFs associated with the directory.

You are now ready run the installation jobs that are used to receive, apply, and accept SMP/E base functions. Go to Run
the Installation Jobs for a Pax Installation.

Run the Installation Jobs for a Pax Installation
Submit and run these SAMPJCL members in sequence. Do not proceed with any job until the previous job has completed
successfully.

NOTE
The following steps include instructions to execute the BXGSEDIT macro each time you open a new SAMPJCL
member. To edit all SAMPJCL members simultaneously, read and follow the instructions in the BXGAREAD
member, and submit the BXGEDALL member.

Follow these steps:

1. Open the SAMPJCL member BXG4RECD in an edit session, and execute the BXGSEDIT macro from the command
line.
BXG4RECD is customized.

2. Submit BXG4RECD to receive SMP/E base functions and error HOLDDATA.
Your product is received and now resides in the global zone.

3. If an FMID was placed in error, download and receive PTFs from Broadcom Support.
4. Open the SAMPJCL member BXG5APP in an edit session, and execute the BXGSEDIT macro from the command

line.
BXG5APP is customized.

5. Submit BXG5APP to apply SMP/E base functions with the CHECK option. If you find unresolved hold errors, we
recommend that you note these errors and verify that resolving PTFs are applied before implementing products in
production. Update the JCL to BYPASS the unresolved hold error IDs. After successful completion, rerun APPLY with
the CHECK option removed.
Your product is applied and now resides in the target libraries.

6. Open the SAMPJCL member BXG6ACC in an edit session, and execute the BXGSEDIT macro from the command
line.
BXG6ACC is customized.

7. Submit BXG6ACC to accept SMP/E base functions with the CHECK option. After successful completion, rerun
ACCEPT with the CHECK option removed.
Your product is accepted and now resides in the distribution libraries.
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Clean Up the USS Directory
This procedure is optional. If you decide to perform this procedure, do so after you complete the installation process and
when you do not need the installation files. When this procedure is done, you are ready to install preventive maintenance.

To free file system disk space for subsequent downloads after downloading and processing the pax files for your
Broadcom mainframe product, remove files from your USS directory and delete unnecessary z/OS data sets. You can
delete the following items:

• Pax file
• Product-specific directory that the pax command created and all the files in it
• SMP/E RELFILEs, SMPMCS, and HOLDDATA MVS data sets. These data sets have the HLQ that you assigned in the

UNZIPJCL job.

NOTE
Retain non-SMP/E installation data sets such as yourHLQ.INSTALL.NOTES for future reference.

1. Navigate to your Pax ESD USS directory.
Your view is of the applicable USS directory.

2. Delete the pax file by entering the following command:
rm paxfile

paxfile Specifies the name of the product pax file that you downloaded.

The pax file is deleted.
3. Delete the product-specific directory by entering the following command:

rm -r product-specific-directory

product-specific-
directory

Specifies the product-specific directory that you created previously using the pax command or sample
JCL.

The product-specific directory is deleted.

NOTE
You can also use TSO ISHELL to navigate to the pax file and product-specific directory, and delete them using
the D line command.

When you are done with this step, you are ready to install maintenance.

Install Maintenance
After you have successfully installed any Broadcom mainframe product software, check for important product
maintenance that may have been released after the product installation package was prepared. The product releases are
built and maintained using standardized SMP/E packaging and installation procedures. These procedures include error
and FIXCAT HOLDDATA, new product features, and product interoperability validation. PTFs that pass interoperability test
criteria are released monthly and designated as CARS.

You can install the following types of maintenance:

• Corrective maintenance that fixes an issue.
• Preventive maintenance to avoid problems that others have reported or to provide a compatibility fix for hardware and

software.
• FIXCAT maintenance to support a particular hardware device, software release, or new product function.

WARNING
You can initiate a maintenance installation activity at any time using z/OSMF Software Update, SMP/E JCL, or
CSM. However, before you do so, we recommend that you obtain the current SMP/E HOLDDATA.
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See Broadcom Mainframe Product Maintenance for a list of solutions that have been published within the last year. From
this page, you can search solutions for all Broadcom mainframe products by product name, date, or keyword. You can
also search for new product features or by a CARS level (CARSID). You can also find HIPER or PE PTFs and security
or integrity PTFs. Once you have your list, you can download in Excel or CSV format. To download PTFs automatically
without having to search regularly on the portal, use SMP/E Receive Order. To create a service order request online from
Broadcom Support, Use the Create Service Order Online Interface.

For a comprehensive collection of articles that are dedicated to all mainframe maintenance concepts and procedures, see
Mainframe Common Maintenance Procedures.

Maintain Products Using z/OSMF Software Update
As a systems programmer, you are responsible for keeping your systems current with product maintenance to ensure
optimal system usage. To do so, use IBM z/OSMF Software Update. Software Update provides an easy to follow wizard
that guides systems programmers of all levels through the maintenance process. z/OSMF Software Update offers a
modern approach to software maintenance and provides the following features:

Corrective Service Installs a software update to fix an issue.
Preventive Service Installs vendor-recommended software updates.

FIXCAT Installs software updates (Fix Categories) that provide a new function to a system.

NOTE
We are not adding new features to CSM. We recommend that you use z/OSMF Software Update to apply
maintenance to z/OS software.

Prerequisites

Ensure that you meet the following software requirements before you use Software Update:

• Configure z/OSMF as described in the IBM documentation and address the z/OSMF security requirements for ACF2,
Top Secret, or IBM RACF as applicable.

• Apply all z/OSMF Software Update-related maintenance from IBM.
• Register your SMP/E environments (CSIs) in z/OSMF Software Management. For more information, see Software

Management task in the IBM documentation.
TIP
A migration tool is provided to help you register existing CSM and non-CSM CSIs as new software instances
in z/OSMF. For more information about the migration tool, see Migrate SMP/E Environments into z/OSMF.

• Download and receive maintenance, HOLDDATA, and CARS maintenance for your products. As a best practice, we
recommend that you do so on a daily or weekly basis and that you automate this process using SMP/E Receive Order
(see Configure SMP/E Internet Service Retrieval). You can also perform these tasks manually from Broadcom Support
or Use the Create Service Order Online Interface.

NOTE
You can only apply maintenance for SYSMODs that are already received in the GLOBAL zone of the CSI.
IMPORTANT
The ASSIGN statements for CARS maintenance are not cumulative. To install the latest CARS maintenance,
download all YEARLY ASSIGN files, and then download the monthly ASSIGN files as needed.

Use Software Update

Log in to your instance of z/OSMF and click the Software Update icon on the desktop. If the Software Update icon does
not appear on the desktop, open the App Center in the bottom-left corner.

You can now maintain software instances, using the z/OSMF Software Update functionality. For more information about
how to use Software Update, see Software Update in the IBM documentation.
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Maintain Products Using CSM
Use the procedures in this topic to receive, apply, and accept maintenance for your products using CSM.

CSM provides a product list that lets you display the list of licensed product maintenance packages and to download these
packages. You can also manage external maintenance packages that were acquired outside of CSM so that they can be
applied using  CSM.

WARNING
As part of our ongoing commitment to customer success and to help our customer base achieve their
strategic business initiatives, we are investing our resources in z/OSMF for software management. We will
be discontinuing technical support for CSM. In accordance with the terms and conditions, guidelines, and
parameters of Broadcom’s support program, which is documented in the Broadcom Software Maintenance
Policy Handbook, this announcement provides written notification of End of Life for CSM. This notification means
that CSM will no longer function as of June 30, 2023. For full details, see the End of Life Announcement.If you
do not have CSM installed, we recommend that you install z/OSMF to manage your software. For installation
and usage details, see the IBM documentation and the Broadcom product installation best practices at
techdocs.broadcom.com.

NOTE
During your initial product installation, apply all product maintenance. Otherwise, you may have to repeat the
deployment and configuration processes.

The following diagram shows the maintenance process using CSM:
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Use the following procedure to maintain products using CSM:

1. (Optional) Configure automatic HOLDDATA download.
2. (Optional) Configure CSM to reject unneeded maintenance.
3. Download product maintenance packages.

– (Optional) Configure CSM to perform automatic maintenance updates.
4. (Optional) Manage maintenance downloaded outside of CSM. As part of this management, you can also view the

aggregated package details.
5. Receive maintenance.
6. (Optional) Reject maintenance.
7. Apply maintenance.

a. Consider whether you require a product USERMOD.
b. Review and process any unresolved HOLDDATA.
c. Apply CARS maintenance.
d. (Optional) Apply FIXCAT maintenance.

8. (Optional) Restore maintenance.
9. Accept maintenance.

– (Optional) Accept maintenance in GROUPEXTEND mode.
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After you complete this process, the maintenance packages for your products are accepted.

You have deployed and configured a product across your enterprise. Now you are applying maintenance to this product.
Create a deployment and a configuration for this product to get this maintenance to your target systems.

Configure Automatic HOLDDATA Download

You can configure CSM to download automatically the available HOLDDATA that it uses for each maintenance installation.
You then have current information about what maintenance packages are marked as PE (PTF in Error).

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the HOLDDATA Settings section, select the Enable Automatic Updates checkbox.
3. Set up values for the following fields, and select Apply:
Owner of Update Task

Specifies the TSO user ID under which the update task is run.
Recurrence

Specifies how often the task recurs.
Update Software Catalog Every number of Days

or Update Software Catalog On day of week Every number of Weeks
Specifies the frequency of downloading HOLDDATA to your software catalog, in days or weeks, depending on the
value the Recurrence field.
Example: Imagine you set the recurrence for a specific number of days and you set the time that precedes the
current time. Then the first update occurs in the specified number of days at the specified time. For example, on
Monday at 10.30 am, you set the number of days to 3 and time to 07.00. The first update then occurs on the third
day, Thursday, at 7.00 am. When you set the time past the current time, the first update occurs on the same day
at the time set. For example, on Monday at 10.30 am, you set the number of days to 3 and time to 11.00. The first
update then occurs on that Monday at 11.00 am.

System Time
Specifies the system time when an automatic update occurs. The system time reflects your CSM application
server time zone. The TZ parameter within Tomcat startup libraries defines the time zone. If the TZ parameter is
not defined, the CSM application server time zone defaults to GMT - Greenwich Mean Time.
Local time is calculated based on the system time that you set.

NOTE
To download available HOLDDATA to the software catalog immediately, select Update Immediately.

The automatic HOLDDATA download is configured.

Configure CSM to Reject Unneeded Maintenance from the SMP/E Environment

During the regular, FIXCAT, or CARS maintenance wizard execution, CSM may receive maintenance. Some maintenance
packages may not be directly associated with the maintenance that you want to apply.

You can configure CSM to reject the maintenance that was received but not applied during the wizard execution.

• If you exit the wizard before the maintenance installation started, CSM rejects the maintenance that has been received
during the wizard execution. The SMP/E environment is restored to the state that it had before you started the wizard.

• If you navigated through the wizard steps, started the maintenance installation task, and the task completed
successfully, CSM rejects the received but not applied maintenance that is not directly associated with the
maintenance that you have applied.
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This process ensures that your SMP/E environments do not contain unneeded received maintenance.

1. Select the Settings tab, and select the Software Installation link under System Settings on the left side.
2. In the Maintenance Installation section, select the Reject Received Maintenance checkbox.
3. Select Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE
While a task is in progress, you can perform other work. Select Hide to exit the dialog and view the task
status later on the Tasks tab.

CSM is configured to reject unneeded maintenance.

Download Product Maintenance Packages

You can download maintenance packages for installed products through the Products tab. You can download:

• All maintenance packages for a product
• Only maintenance packages that have been released from the time the product release was updated last

NOTE
The information for HIPERs and new maintenance on the Software Status tab is based on the current
information in your software catalog. Update the product list on a daily or weekly basis to keep it current.

WARNING

You can also download maintenance using the SMP/E Internet Service Retrieval. This option uses the IBM
SMP/E RECEIVE ORDER command to download Broadcom mainframe product maintenance over the Internet,
by securely submitting an order for PTFs and HOLDDATA to a remote Broadcom server. This service eliminates
the manual steps that are required to download maintenance from Broadcom Support. The orders are fulfilled
based on the status of your SMP/E environments. Based on your order criteria, all PTFs and their requisites are
downloaded automatically and received to your system.

To use this download option, complete the procedures to configure the SMP/E Internet Service Retrieval as
described in the Mainframe Common Maintenance Procedures documentation. After you set up this service, you
can use CSM to apply and accept your maintenance.

1. Verify that your CSM login user name is associated with a registered user of Broadcom Support on the Software
Acquisition Settings page.
CSM uses the credentials to access Broadcom Support.

2. Select the name of the product for which you want to download maintenance in the product list on the left side.
Maintenance information about the product appears in the Releases section on the right side.

3. For the product release for which you want to download maintenance, select the Actions drop-down list to the right of
the release. Complete one of the following steps:
a. Select Update Product Release to download all maintenance packages for the product release.
b. Select Get Latest Maintenance to download only maintenance packages that have been released from the time

the product release was updated last.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are downloaded.
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Configure CSM to Perform Automatic Maintenance Updates

You can configure CSM to perform automatic maintenance updates (downloading and receiving maintenance) for
products that are installed in an SMP/E environment.

Manage Maintenance Downloaded Outside of CSM

Sometimes you acquire maintenance packages, such as unpublished maintenance, PTF, APARs, and USERMODs,
outside of CSM. For example, you are validating a test PTF released for a product. You can add information about these
maintenance packages to CSM from the Products tab.

Adding these maintenance packages to CSM provides you with a complete view of all the maintenance for a product
release. After a package is migrated, you can use CSM to apply the maintenance.

Usually, the maintenance is placed as a single package. However, some Broadcom mainframe products still have older
aggregated maintenance packages that were released before December 31, 2013. An aggregated package is a file that
comprises several single maintenance packages (nested packages). When you add an aggregated package, CSM inserts
all the nested packages and the aggregated package itself. In the list of maintenance packages, the aggregated package
is marked with the CUMULATIVE type.

When you insert an aggregated package, CSM assigns a fix number to it. The fix number is unique and contains eight
characters. The first two characters are AM (for Aggregated Maintenance) and a unique six-digit number follows. The
number value increases by 1 with each added aggregated package.

If the aggregated maintenance package has the same fix number as one of its nested packages, only the nested package
is added. The aggregated package itself is not available in the list of maintenance packages.

1. Select the Products tab, and select the product release for which the maintenance applies.
2. Select the Add External Maintenance button.
3. Specify one of the following package types and package details:
Data Set

Adds a maintenance package that is located in a z/OS data set with an LRECL of 80 and RECFM of FB.
UNIX File

Adds a maintenance package that is located in a USS directory in binary mode.
FTP File

Adds a maintenance package that is not published on Broadcom Support. This option is intended for downloading
a PTF to validate it.

FTP Host Specifies the FTP server where the maintenance package is located. Select a server from the list, or
provide your FTP server host.

FTP Port Specifies the FTP port number for the FTP server.
FTP Path Defines the FTP path where the maintenance package is located. Start the path with a forward slash

(/). Enter only a forward slash to specify the root directory.
Example: /outgoing/

Maintenance Name Defines the maintenance package name.
Example: RO01111.bin

User Name Defines a valid user name to access the FTP location.
Password Defines a valid password to access the FTP location.

Solution
Adds a published solution on Broadcom Support.

NOTE
To add several data sets or UNIX file packages from the same location, use masking.

4. Select OK.
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A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance package with the related information is saved in the CSM database. To see the added package, refresh
the page.

View Aggregated Package Details

You can view which nested packages are included in the aggregated package. The information includes the fix number,
package type, and package description.

NOTE
Aggregated maintenance packages were discontinued December 31, 2013. However, some Broadcom
mainframe products have aggregated maintenance packages that were released before this date.

1. Select the Products tab, and select the product release that has the aggregated package whose details you want to
view.

2. Select the Fix # link for the aggregated package.
The Maintenance Package Details dialog opens.

3. Select the Nested Packages tab.
A list of nested packages that the aggregated package contains appears.

Receive Maintenance

After maintenance has been downloaded for a product, you can receive the maintenance to the global zone of an SMP/E
environment where the related products are installed. Once received, maintenance packages can be applied.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment where you want to receive maintenance
packages.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to receive, and select the Receive link.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the receiving, and select Next.
5. Review and adjust the receive list selections as required, and select Next.
6. Review the summary, and select Receive.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are received to the SMP/E environment global zone.

Reject Maintenance

You can reject a received maintenance package. Information about the maintenance package is removed from the SMP/E
environment global zone.
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While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to reject maintenance.
2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria

defined.
3. Select the maintenance packages that you want to reject, and select the Reject link. You can filter out only received

packages.
The maintenance wizard opens to the Introduction step.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the rejection, and select Next.
5. Review and adjust the rejected list selections as required, and select Next.
6. Review the summary, and select Reject.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

The maintenance packages are rejected. Information about the maintenance packages is removed from the SMP/E
environment global zone.

Apply Maintenance

After maintenance has been downloaded for a product, you can apply the maintenance to products that are installed in an
SMP/E environment.

WARNING
Before you apply maintenance, ensure that required file systems are mounted and that you have specified the
correct path to the DDDEFs that are contained in the file systems. The path must be the mount point of the zFS
file system, plus the directory /CA. For example, if the zFS file system is mounted at /broadcom/abc, the DDDEF
path must be /broadcom/abc/CA.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the SMP/E environment is locked and other CSM users cannot perform any
action against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes,
the lock releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to apply
maintenance to.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to apply, and select the Apply link.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Follow the instructions on the wizard to navigate through the wizard steps.
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5. From the Summary step, review the summary, and select Check and Apply.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You have completed acquiring and applying maintenance. You can accept the applied maintenance (except USERMODs)
from the SMP/E Environments, Maintenance tab.

USERMODs

A product USERMOD can be provided as a published maintenance package downloaded during the Update Product
process. When CSM downloads a package including a ++USERMOD statement, it is loaded under the product with a
USERMOD type. You can install these packages using CSM but cannot accept them because they are not intended to be
permanent.

You can create a USERMOD manually, or we can provide an unpublished maintenance package as a USERMOD. In this
case, the USERMOD file, which contains the ++USERMOD statement and the body of the USERMOD, must be managed
as an externally downloaded package.

Unresolved HOLDDATA Processing

When you apply maintenance, review and process any unresolved HOLDDATA for the applied maintenance and its
prerequisites. The maintenance wizard displays all unresolved HOLDDATA and lets you review the HOLDDATA and
details about the HELD maintenance. You can then bypass the HOLDDATA or exclude the HELD maintenance. CSM
determines unresolved HOLDDATA by running SMP/E APPLY GROUP/GROUPEXTEND CHECK.

In the maintenance wizard, you can perform the following actions:

• Select HOLDDATA (HOLDDATA TYPE, REASON, or maintenance) to bypass it.
• Leave HOLDDATA unselected to exclude it. If you do not select a HOLDDATA entry checkbox, CSM excludes the

HELD maintenance from the processing.

If you exclude at least one HELD maintenance package, CSM runs an appropriate SMP/E APPLY GROUP/
GROUPEXTEND CHECK command to verify the processing. CSM verifies whether other maintenance requires the
excluded maintenance. If so, CSM also excludes it from processing.

If the SMP/E APPLY GROUP/GROUPEXTEND CHECK command discovers further unresolved HOLDDATA, you are
notified about all unresolved HOLDDATA again. Select what HOLDDATA to bypass and what HELD maintenance to
exclude.

This iterative process repeats until all HOLDDATA is resolved or bypassed. You can then proceed to the next step.

A list of maintenance packages that are excluded during the processing of unresolved HOLDDATA is displayed in the
Summary step.

Apply CARS Maintenance

CSM lets you track and apply CARS maintenance for your products.

CARS is a set of maintenance packages that are installed and tested regularly on the Broadcom Mainframe Software
Division development, test, and production systems. Install CARS maintenance to keep your products current. Broadcom
releases CARS maintenance regularly. The release date determines the CARS maintenance level.
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To learn about new CARS maintenance that is available, download the files that are listed for published CARS
maintenance. You can configure CSM to download these files automatically, or add CARS files manually. You can filter
this maintenance in the SMP/E Environments, Maintenance section based on information that is in the files. You can
also select the packages that are applicable within a CARS level.

You can apply particular CARS maintenance packages. You can update all products in an SMP/E environment.

A CARS file can list a maintenance package that the HOLDDATA marked as PE (PTF in Error). The CARS file can also
reflect a corrective maintenance package for this PE that is not listed in this CARS file. This situation can occur if a
maintenance package is found in error after the CARS file is published. The CARS processing continues as expected, and
the maintenance package that is marked as PE is not applied. However, the CARS level for the product is not updated to
the current level until you apply the corrective maintenance package to the SMP/E environment.

Configure Automatic CARS File Download

You can configure CSM to download available CARS files automatically. After download, the files are stored in a USS
directory under the software catalog.

1. Select the Settings tab, and select the Software Catalog link under System Settings in the Settings section on the
left side.

2. In the CARS Setting section, select the Enable Automatic Updates checkbox.
3. Set up field values and select Apply.

NOTE
To download available CARS files to the software catalog immediately, select Update Immediately.

The automatic CARS file download is configured.

Add a CARS File

If you cannot automatically download available CARS files, add them to the software catalog manually. Use the Add
CARS File link. The files that were added manually are stored in the same USS directory as other files.

1. Download the CARS file using FTP from the Broadcom file server directly to your USS directory.
a. Connect to the FTP site at the following location:

https://ftp.broadcom.com/secureuser/downloads

b. Log in to ftp.broadcom.com as follows:
user name: anonymous
password: your-email-address

c. Change to the following directory:
/pub/ASSIGNS

d. Change your download mode to ASCII.
e. Download the CARS file. These files appear in the format:

CARyymm.TXT

2. In the CSM web-based interface, select the Products tab, and select the Add CARS File link in the Actions section on
the left side.

3. Specify the USS path to the CARS file you want to add, and select OK.
Information about the CARS file is saved in the CSM Software Catalog USS database.

Apply CARS Maintenance to an SMP/E Environment

You can upgrade products that are installed in an SMP/E environment to a specific CARS level. During processing, CSM
verifies that maintenance packages that are associated with the selected CARS level can be applied to the products, and
then applies the packages.
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As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to upgrade the CARS level for.

Select the Actions drop-down list to the right of the SMP/E environment, and select Upgrade CARS Level.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the CARS maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Apply FIXCAT Maintenance

CSM lets you select and apply maintenance for your products according to FIXCAT.

FIXCAT (fix category) associates a maintenance package to one or more categories of PTFs (for example, installation,
function, z/OS version, or communication).

FIXCAT data is provided in the same file as error HOLDDATA. Error HOLDDATA contains FIXCAT HOLDDATA statements
that assign a maintenance package to a category. Select a category, and CSM determines and applies associated
maintenance packages to the selected products installed in an SMP/E environment.

Masking Maintenance Categories

When you select maintenance categories in the wizard, you can use masking.

Use an asterisk (*), or a percent sign (%), or both to specify naming masks. An asterisk substitutes for any number of
symbols. A percent sign substitutes for one symbol.

For example:
System.z/OS.*

Selects all the categories whose names start with System.z/OS.
System.z/OS.%%

Selects all the categories under System.z/OS whose last segment consists of two symbols.

Apply Maintenance by FIXCAT Category

You can select and apply maintenance for your products based on FIXCAT using CSM.

As an option, CSM lets you verify that the maintenance packages can be applied to the selected target zones without
applying the packages.
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While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab.
2. From the list on the right, locate the SMP/E environment whose products you want to apply FIXCAT

maintenance. Select the Actions drop-down list to the right of the SMP/E environment, and select Update Using Fix
Categories.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

3. Follow the instructions on the wizard to navigate through the wizard steps.
4. From the Summary step, review the summary, and select Check and Apply.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

CSM verifies and applies the FIXCAT maintenance packages to the selected target zones.

If the task fails, navigate to the Tasks tab and review SMPOUT in the task output to identify and correct problems. Rerun
the wizard.

You can accept the applied maintenance (except USERMODs) from the SMP/E Environments, Maintenance tab.

Restore Maintenance

You can restore (back out) an applied maintenance package (but not an accepted maintenance package).

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment from which you want to restore
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to restore, and select the Restore link. You can filter out only applied
packages.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the restoring, and select Next.
5. Review and adjust the list selections as required. Select Zones to review and adjust the zones where the maintenance

is restored from. You can only perform maintenance actions on zones you select here. Select OK to confirm the
selection and return to the wizard, and select Next.

6. Review the prerequisites if they exist, and select Next. CSM restores these prerequisites as part of the maintenance
restoring process.

7. Review the summary, and select Restore.
A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.
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The maintenance packages are restored.

Accept Maintenance

After maintenance has been applied, you can accept the maintenance for products that are installed in an SMP/E
environment. You cannot accept USERMODs.

Use this procedure to accept the maintenance in GROUP mode.

WARNING
Before you start, update the HOLDDATA in your software catalog. To do so, select Update HOLDDATA in the
Actions section on the Software Catalog page. You can also set up the automatic HOLDDATA download as
described previously in this article.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment whose products you want to accept
maintenance.

2. Select Maintenance. If you do not see any maintenance packages, verify that you have maintenance view criteria
defined.

3. Select the maintenance packages that you want to accept, and select the Accept link.

NOTE
If you select an SMP/E environment being used in CSM by another user, a notification message appears.
You are prevented from performing any actions on the SMP/E environment. Wait until the notification
message disappears and the SMP/E environment becomes available, or select Cancel to select another
SMP/E environment.

4. Review the information about the maintenance, and select Next.
5. Review and adjust the accept list selections as required. Select Zones to review and adjust the zones where the

maintenance is accepted. You can only perform maintenance actions on zones you select here. Select OK to confirm
the selection and return to the wizard, and select Next.

6. Select the installation mode for the selected maintenance, and select Next.
7. Perform one of the following actions to address prerequisites:

– If no prerequisites exist, select Next. A list of HOLDDATA appears.
– If prerequisites exist and are available, review them, and Select Next. A list of HOLDDATA appears. The

prerequisites are accepted as part of the process.
– If a prerequisite is not available, the wizard cannot continue. Select Cancel to exit the wizard. Acquire the

prerequisite and restart the process.
8. Review HOLDDATA entries, if they exist. Select Export Table to open all HOLDDATA information for all selected

maintenance in a separate browser window. Selecting Export Table is similar to running the LIST SYSMODS
HOLDDATA command within your SMP/E environment.

9. Select Next.
SMP/E work DDDEFs of SMPWRKx and SYSUTx, with their allocation parameters, are listed.

10. Review the work DDDEF allocation parameters, and edit them, if necessary, to verify that sufficient space is allocated
for them during the maintenance acceptance:

NOTE
Changes in the allocation parameters apply to the current maintenance processing only.

1. Select Override for a DDDEF to edit its allocation parameters.
A pop-up window opens.

2. Make the necessary changes, and select OK to confirm.
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The pop-up window closes, and the DDDEF entry is selected in the list indicating that the allocation parameters
have been overridden.

You can also:

• Update allocation parameters for the DDDEFs automatically by select Resolve Overrides.
CSM provides values for all DDDEFs based on the total size of the selected maintenance packages being
accepted. All DDDEF entries are selected in the list indicating that the allocation parameters have been overridden.

NOTE
To edit the allocation parameters for a DDDEF after automatically updating them with the Resolve
Overrides button, select Override. Make the necessary changes. Select OK to confirm and return to the
wizard.

• Cancel a parameter update for any DDDEF by clearing its checkbox.
11. (Optional) Select View SMP/E Work DDDEFs to review SMP/E work DDDEF and their allocation parameters for the

selected SMP/E environment zones. Select Close to return to the wizard.

NOTE
Sometimes, the allocation parameters differ from the allocation parameters that you obtained using the
Resolve Overrides button.

Select Next.
12. Review the summary, and select Accept.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens and you can view the action details.

The maintenance packages are accepted.

Accept Maintenance in GROUPEXTEND Mode

CSM lets you invoke the SMP/E utility with the GROUPEXTEND option enabled for accepting maintenance.

When you accept maintenance in GROUPEXTEND mode, the following installation modes are available:
Accept Check

Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode.
Accept

Accepts the maintenance to the selected SMP/E environment in GROUPEXTEND mode.
Accept Check and Accept

Checks if the maintenance can be accepted to the selected SMP/E environment in GROUPEXTEND mode. Then
accepts it if possible.

For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or HOLDDATA
prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets you check if any
prerequisites or HOLDDATA exist and report them in the task output.

How Maintenance in GROUPEXTEND Mode Works

Accept maintenance in GROUPEXTEND mode in the following sequence:

1. Apply all maintenance packages that you want to include by the GROUPEXTEND option.
2. Run the maintenance in Accept check mode.

– If the task fails, review SMPOUT in the task output. Review if there are missing (not applied) maintenance
packages or HOLDDATA that must be resolved or bypassed.

– If the task succeeds, review SMPRPT in the task output. Review what maintenance packages were found and
accepted.
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3. Run the maintenance in Accept mode. Specify the maintenance packages that you want to exclude and HOLDDATA
that you want to bypass, if any exist.
The followings options are available for bypassing HOLDDATA:
– HOLDSYSTEM
– HOLDCLASS
– HOLDERROR
– HOLDUSER

You can run the maintenance in Accept mode in the same CSM session after Accept check mode is completed. The
values that you entered for Accept check mode are then prepopulated on the wizard dialogs.

Accept Maintenance with the GROUPEXTEND Option Enabled

You can accept maintenance (except USERMODs) with the GROUPEXTEND option enabled.

While you work with an SMP/E environment, the environment is locked and other CSM users cannot perform any action
against it. When the task finishes, logging out from CSM, or a CSM session is inactive for more than 10 minutes, the lock
releases.

1. Select the SMP/E Environments tab, and select the SMP/E environment holding the maintenance packages that you
want to accept in GROUPEXTEND mode.

2. Select Maintenance.
Maintenance packages available for the products are listed. If you do not see any maintenance packages, verify that
you have maintenance view criteria defined.

3. Select the maintenance packages that you want to accept in GROUPEXTEND mode, and select the Accept
GROUPEXTEND link.

NOTE
If you select an SMP/E environment that is being used by another user, a notification message appears. You
are prevented from performing any actions on the SMP/E environment. Wait until the notification message
disappears and the SMP/E environment becomes available, or select Cancel to select another SMP/E
environment.

4. Review the information about the maintenance, and select Next.
The packages that you want to accept are listed.

NOTE
Select a link in the Status column for a maintenance package, if available, to review a list of zones. The
zones indicate where the maintenance package is received, applied, or accepted. Select Close to return to
the wizard.

5. Review the packages, and select Next.

WARNING
For the GROUPEXTEND option, CSM does not automatically receive and display maintenance or
HOLDDATA prerequisites that must be bypassed when accepting the maintenance. Accept check mode lets
you review if any prerequisites or HOLDDATA exist and report them in the task output. Run the maintenance
in Accept check mode first.

6. Read the information that is displayed on this tab, and select Next.
The installation options appear.

7. Specify installation options as follows, and select Next:
a. Select the installation mode for the selected maintenance.
b. Review the GROUPEXTEND options and select the ones that you want to apply to the maintenance:

NOAPARS
Excludes APARs that resolve error reason ID.
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NOUSERMODS
Exclude USERMODs that resolve error reason ID.

c. (Optional) Enter maintenance packages that you want to exclude in the Excluded SYSMODs field. You can enter
several packages, separate them by a comma.

The Bypass HOLDDATA step of the wizard appears.
8. (Optional) Enter the BYPASS options for the HOLDDATA that you want to bypass during the maintenance installation.

You can enter several BYPASS options, separate them by a comma.
9. Select Next.
10. Review the summary, and select Accept GROUPEXTEND.

A dialog that shows the progress of the task opens. When the task completes, select Show Results on the Progress
tab to close this dialog. The task output browser opens, and you can view the action details.

NOTE

• If you run the maintenance installation in Accept check mode and the task succeeds, review SMPRPT in
the task output. Review what maintenance packages were found and accepted.

• If you run the maintenance installation in Accept check mode and the task fails, review SMPOUT in the
task output. Review if there are missing (not accepted) maintenance packages or HOLDDATA that must
be resolved or bypassed.

You completed maintaining products with CSM.

Apply Preventive Maintenance
As a systems programmer, your responsibilities include maintaining products and maintenance packages in your
mainframe environment. You can download, receive, apply, and accept maintenance manually.

Download and Receive Maintenance

Maintenance and HOLDDATA is available at Broadcom Support. After you complete the maintenance process, the
product is ready to deploy.

Use this procedure during product installation and for ongoing preventive maintenance in non-installation use cases
according to your maintenance strategy.

1. Select your download option:
Download

maintenance using
the SMP/E Internet
Service Retrieval

This option uses the IBM SMP/E RECEIVE ORDER command to download Broadcom Mainframe
product maintenance over the Internet, by securely submitting an order for PTFs and HOLDDATA to
a remote Broadcom server. This service eliminates the manual steps that are required to download
maintenance from Broadcom Support. The orders are fulfilled based on the status of your SMP/E
environments. Based on your order criteria, all PTFs and their requisites are downloaded automatically
and received to your system. Go to Step 17: Apply and Accept Maintenance.

To use this download option, complete the procedures in SMP/E Internet Service Retrieval at Mainframe
Common Maintenance Procedures.

Download maintenance
manually from

Broadcom Support

With this option, you manually select PTFs and build a package for all applicable PTFs and requisites.
You then use the CAUNZIP utility to unpackage and receive the files. This utility processes ZIP
packages directly on z/OS without the need for an intermediate platform, such as a Microsoft Windows
workstation. The utility resides in yourCCSHLQ.CAW0JCL(CAUNZIP). To use this download option, you
must be running Common Components and Services for z/OS 15.0. Review the CAUNZIP requirements
in the Common Components and Services documentation and complete the following procedures.

2. Log in to Broadcom Support and select Mainframe Software.
3. Enter the PTF Solution ID or complete either of the following steps to search from the product page:
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– Enter the product name to display the product page. Select the SUPPORT tab, and then select Download.
– Select Product Downloads, enter the product name or select the product from the list.
Your product entry opens at the Product Download tab.

4. Select Solution Download.
5. Select the applicable software release.

A list of published solutions is displayed.
6. Select ADD ALL TO CART or locate the solution or solutions you want in the list and select Cart, HTTP, or FTP

(recommended).

TIP
For information about download methods and locations, see Downloading Products.

7. Run the CAUNZIP utility.
CAUNZIP unzips the package of published solutions and creates an SMPNTS file structure that the SMP/E RECEIVE
FROMNTS command can process. After execution completes, the ZIPRPT data set contains the summary report. The
summary report:
– Summarizes the content of the product order ZIP file.
– Details the content of each data set and the z/OS UNIX files produced.
– Provides a sample job to receive the PTFs in your order.

8. Review the sample job that is provided in the CAUNZIP output ZIPRPT file.
9. Cut and paste the JCL into a data set.
10. Specify your SMP/E CSI on the SMPCSI DD statement.
11. Submit the job to receive the PTFs in your order.
12. Verify that you have the values from the base installation in the BXGSEDIT macro, which you customized in the

installation steps.
13. Open the SAMPJCL member BXG1HOLD in an edit session and execute the BXGSEDIT macro from the command

line.

NOTE
Update BXG1HOLD SAMPJCL to download the HOLDDATA file.

BXG1HOLD is customized.
14. Submit BXG1HOLD.

The job downloads the external HOLDDATA file.
15. Open the SAMPJCL member BXG7RECH in an edit session and execute the BXGSEDIT macro from the command

line.
NOTE
Update BXG7RECH SAMPJCL to download the HOLDDATA file.

BXG7RECH is customized.
16. Submit BXG7RECH.

The job downloads the external HOLDDATA file.
17. Apply and accept corrective maintenance.
18. (Optional) Apply and accept CARS maintenance.

Apply and Accept Maintenance

Use this procedure to apply and optionally accept corrective maintenance for your product.

1. Open the SAMPJCL member BXG8APYP in an edit session and execute the BXGSEDIT macro from the command
line.
BXG8APYP is customized.

2. Submit BXG8APYP.
The PTFs are applied.
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3. (Optional) Open the SAMPJCL member BXG9ACCP in an edit session and execute the BXGSEDIT macro from the
command line.
BXG9ACCP is customized.

4. (Optional) Submit BXG9ACCP.
The PTFs are accepted.

NOTE
You do not have to submit the job now. You can accept the PTFs according to your site policy.

Apply CARS Maintenance

Use this procedure to apply CARS maintenance as a part of managing preventive maintenance.

NOTE
For information about CARS maintenance, see Recommended Services for z/OS in the Mainframe Common
Maintenance Procedures documentation.

1. Download the CARS ASSIGN statements:
IMPORTANT
The ASSIGN statements are not cumulative. To install the latest RS level, download all YEARLY ASSIGN
statements, and then download the monthly ASSIGN files as needed.

a. Determine whether to download the yearly or monthly ASSIGN statements in the following files:
ftp.broadcom.com/pub/ASSIGN/YEARLY/YEARyyyy.TXT

ftp.broadcom.com/pub/ASSIGN/CARyymm.TXT

b. Open the SAMPJCL member BXG7CARS in an edit session, update BXG7CARS SAMPJCL to download your
ASSIGN statements from Broadcom Support, and execute the BXGSEDIT macro from the command line.
BXG7CARS is customized.

2. Submit BXG7CARS.
The job downloads the CARS ASSIGN statements.

3. Open the SAMPJCL member BXG7RECP in an edit session, manually add the data set that contains the ASSIGN
statements to the SMPPTFIN DD, and execute the BXGSEDIT macro from the command line.
BXG7RECP is customized.

4. Submit BXG7RECP.
The job receives the external HOLDDATA file and CARS ASSIGN statements.

5. Open the SAMPJCL member BXG8APYP in an edit session and execute the BXGSEDIT macro from the command
line.
BXG8APYP is customized.

6. Submit BXG8APYP.
The PTFs are applied.

7. (Optional) Open the SAMPJCL member BXG9ACCP in an edit session and execute the BXGSEDIT macro from the
command line.
BXG9ACCP is customized.

8. (Optional) Submit BXG9ACCP.
The PTFs are accepted.

NOTE
You do not have to submit the job now. You can accept the PTFs according to your site policy.

HOLDDATA
When you apply maintenance, you typically encounter SMP/E HOLDDATA. We use HOLDDATA to notify your SMP/E
system of SYSMODs that have errors or special conditions. We support system and external HOLDDATA.
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System HOLDDATA

System HOLDDATA indicates data that is an in-stream part of the SYSMOD, informing you of special conditions. The
following reasons are used with SYSTEM HOLDDATA for your product.

Action
Indicates that you must perform special processing before or after you apply this SYSMOD.

AO
Affects automated operations. It changes the message identifier or the displacement of a field inside the
message.

DB2BIND
Indicates that DBRMs have changed and packages must be rebound.

DDDEF
Indicates that data sets and DDDEFs are being added or modified.

DELETE
Deletes the SYSMOD load module. You cannot reverse this type of SYSMOD with the SMP/E RESTORE
command.

DEP
Indicates a dependency for this SYSMOD that you must externally verify.

DOC
Indicates a documentation change with this SYSMOD.

DOWNLD
Indicates that some or all the elements that this SYSMOD delivers are to be downloaded to a workstation.

DYNACT
Describes the steps to dynamically activate this fix without performing an IPL.

EC
Indicates that this SYSMOD requires a hardware engineering change. An EC hold SYSMOD usually does not
affect the product unless the EC is present on the hardware device.

ENH
Introduces a small programming enhancement. The hold contains the instructions to implement the enhancement.
If no action is required to implement the enhancement, give a summary of the enhancement.

EXIT
Indicates that changes delivered by this SYSMOD require reassembly of user exits.

EXRF
Indicates that the SYSMOD must be installed in both the Active and Alternate Extended Recovery Facility
Systems.

IPL
Indicates that an IPL is required for this SYSMOD to take effect. This option is used only when there is no
alternative for dynamic activation.

MSGSKEL
Indicates that the SYSMOD contains internationalized message versions that must be run through the message
compiler for each language.

MULTSYS
Apply this SYSMOD to multiple systems for pre-conditioning, coexistence, or exploitation.

RESTART
Indicates that after applying this SYSMOD, the site must perform a special restart as opposed to a routine restart.
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SQLBIND
Indicates that a bind is required for a database system other than DB2.

External HOLDDATA

External HOLDDATA is not part of the PTF. The HOLDDATA resides in a separate file and contains both error and FIXCAT
HOLDDATA. The error HOLDDATA is used for SYSMODs that have been distributed and later are discovered to cause
problems. The FIXCAT HOLDDATA helps identify maintenance that is required to support a particular hardware device,
software, or function.

Download the external HOLDDATA from Broadcom Support to a DASD file, and allocate the file to the SMPHOLD
DD statement. To take care of the external HOLDDATA, receive it into your SMP/E environment. SMP/E receives the
HOLDDATA from Broadcom-supplied jobs.

You can find JCL to download the external HOLDDATA in your SAMPJCL member. Open BXG1HOLD in an edit session
and execute the BXGSEDIT macro on the command line. Then, submit the JCL.

Error HOLDDATA

If a SYSMOD has unresolved error HOLDDATA, SMP/E does not install it unless you add a bypass to your APPLY
command. You can bypass error HOLDDATA in situations that are not applicable to you. Error HOLDDATA that is not
applicable to you can include a problem that happens only with a hardware device that you do not have or in a product
feature that you do not use.

When Broadcom publishes a SYSMOD that resolves the error HOLDDATA, the resolving SYSMOD supersedes the error
HOLDDATA. This action lets you apply the original SYSMOD with the fixing SYSMOD.

The only manual task is running a REPORT ERRSYSMODS. This report identifies the following:

• Any held SYSMODs already applied to your system
• Any resolving SYSMODs that are in RECEIVE status

SMP/E identifies the SYSMOD to apply to correct the situation.

FIXCAT HOLDDATA

Broadcom provides FIXCAT HOLDDATA to help identify maintenance that is required to support a particular hardware
device, software, or function. Fix categories are supplied as SMP/E FIXCAT HOLDDATA statements. Each FIXCAT
HOLDDATA statement associates an APAR and its related fixing PTF to one or more fix categories.

Configure Your Product
Follow these steps to configure XCOM Data Transport.

1. Define your product to VTAM (as a VTAM application).
2. Define the logon mode table entries.
3. Configure the CONFIG member (default options).
4. Define the libraries and install the TSO/ISPF facility.
5. Define/migrate the request queue.
6. Define/migrate the VSAM history file.
7. Define the optional sequential files.
8. Perform the optional configuration procedures as needed.
9. Verify the installation.
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Define Your Product to VTAM
XCOM Data Transport is defined as a VTAM application using an application definition table. This section explains what to
include in an application definition table to define XCOM Data Transport to VTAM. This definition as a VTAM application is
not required if the Default Options Table SNA parameter is set to NO.

NOTE
CICS requires SNA=YES. CICS is deprecated in XCOM Data Transport r11.6. Use the ISPF interface. See
Define the Libraries and Install the TSO/ISPF Facility for information about configuring XCOM Data Transport for
TSO/ISPF.

Application Definition Table Contents
An application definition table consists of a VBUILD statement with one or more APPL statements.

The VBUILD statement establishes XCOM Data Transport as an application program major node. The XCOM Data
Transport major node contains a set of minor nodes that represent the specific XCOM Data Transport resources that
VTAM can activate and deactivate as a group.

The minor nodes are defined with APPL statements. The minor node names are also known as APPLIDs.

VBUILD Statement

The format of the VBUILD statement is as follows:

name VBUILD TYPE=major node type

A valid value for the name is any string of up to eight alphanumeric characters. VBUILD is the major node name of XCOM
Data Transport. It is the same as the member name in the VTAM definition library (VTAMLST). When an application like
XCOM Data Transport is defined to VTAM, the value of major node type is APPL. TYPE=APPL indicates to VTAM simply
an application major node definition. (If TYPE is not coded, APPL is also the default value of TYPE).

APPL Statement

The format of the APPL statement is as follows:

name APPL [parameter]

          [parameter]

          . . .

          [parameter]

A valid value for the name is any string of up to eight alphanumeric characters. APPL is the minor node name of XCOM
Data Transport. The parameters define the communication characteristics of the application that is associated with the
minor node.

Application Definition Table Example
You can use the data set CAI.CBXGSAMP(APPLXCOM) as a model for constructing an application definition table for
XCOM Data Transport at your installation. For a listing of this data set, see Sample Files. The following extract contains
the VBUILD statement and some of the APPL statements from this data set:

APPLXCOM VBUILD TYPE=APPL

XCOMAPPL APPL   AUTH=(NOPO,ACQ,VPACE),MODETAB=YOURTABL,

                SONSCIP=YES,ACBNAME=XCOMAPPL,VPACING=5,

                DLOGMOD=XCOMMODE,PARSESS=YES

XCOM00   APPL   AUTH=(NOPO,ACQ,VPACE),MODETAB=YOURTABL,
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                SONSCIP=YES,ACBNAME=XCOM00,VPACING=5,

                DLOGMOD=XCOMMODE

. . .

. . .

. . .

XCOM05   APPL   AUTH=(NOPO,ACQ,VPACE),MODETAB=YOURTABL,

                SONSCIP=YES,ACBNAME=XCOM05,VPACING=5,

                DLOGMOD=XCOMMODE

In the example, the application major node name is APPLXCOM. The major node APPLXCOM contains the minor nodes
that are named XCOMAPPL and XCOM00 to XCOM05.

APPL Statements

The first APPL statement in the XCOM Data Transport application definition table identifies the APPLID that the XCOM
Data Transport server uses. The name that is associated with the XCOM Data Transport server is XCOMAPPL. When
XCOM Data Transport partners identify the XCOM Data Transport server, they use the name that is defined in the first
APPL statement of the application definition table.

The remaining APPL statements define APPLIDs that batch jobs and ISPF dialog users use. Batch jobs and ISPF dialogs
transfer data directly (without server intervention) to other systems, or they use the server to schedule transfers.

ACBs in an XCOMPLEX Environment

WARNING
The existing XCOMPLEX facility has been deprecated. The following information is provided for backward
compatibility only. All new installations use the new PLEXQ implementation. Existing XCOMPLEX users can
migrate to the PLEXQ infrastructure for their XCOMPLEX functionality. For more information, see Create a
PLEXQ Environment (Optional) topic in the Administrating section.

If you are running in an XCOMPLEX environment, define enough of minor ACBs for each XCOMPLEX Worker Server
and XCOMPLEX Admin Server to handle the workload. Use the following guidelines when setting up your environment to
ensure an appropriate number of minor ACBs are defined:

• Determine how many XCOMPLEX Worker Servers are workers to the XCOMPLEX Admin Server and how many
transfers are requested from the XCOMPLEX Admin Server. If you have two XCOMPLEX Worker Servers, XCOMA
and XCOMB, with 10 minor ACBs defined for each XCOMA00 to XCOMA09 and XCOMB00 to XCOMB09. Then
the XCOMPLEX Admin Server XCOMC has enough of minor ACBs defined to be equal to or greater than all the
XCOMPLEX Worker Servers minor ACBs combined. If you define XCOMC with minor ACBs XCOMC00 to XCOMC25,
then it ensures your XCOMJOBs will not fail due to a lack of minor ACBs accommodates any future expansion.

• Determine the type of jobs. For example:
– TYPE=SCHEDULE jobs use a minor node only for the length of time that is required to schedule the transfer.
– TYPE=EXECUTE jobs use a minor node for the entire transfer.
– TYPE=INQUIRE jobs use a minor node until the status for the transfer is COMPLETED, or the inquire time has

expired.
– TYPE=HISTORY jobs use a minor node for the length of time that is required to run the job.

• Determine the number of ISPF dialogs to use. These use minor nodes too. The length of time the ISPF dialogs hold
on to the minor ACBs follows the XCOMJOBs. Using ISPF to do TYPE=SCHEDULE dialogs requires less time than
TYPE=EXECUTE or TYPE=INQUIRE dialogs.

Modify the Sample Application Definition Table
The application definition table defines XCOM Data Transport to VTAM. You can modify the sample application definition
table that is supplied with the installation. If you modify the table for your site, note the following points:
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Server APPLID
XCOMAPPL is the default APPLID for the XCOM Data Transport server. If your installation is running only one
version of XCOM Data Transport, you can retain XCOMAPPL as the server name. However, if you are running
more than one version of XCOM Data Transport within the same VTAM environment or in the same network,
provide each XCOM Data Transport server with a unique APPLID. Set up an application definition table for each
server.
If the server for your installation uses an APPLID other than XCOMAPPL, let other XCOM Data Transport
installations know that APPLID.

MODETAB parameter value
Provide the MODETAB parameter in each APPL statement with the name of the logon mode (logmode) table in
use at your installation. VTAM searches the logmode table for an entry with the name specified in the DLOGMOD
parameter. The logmode describes the session parameters that are used in an application (defined in an APPL
statement) when it participates as a Secondary Logical Unit (SLU).

Default LOGMODE name
The DLOGMOD parameter in each APPL statement specifies the applications logmode entry name. The
default logmode is XCOMMODE. This name matches the logmode table entry name that is used in the sample
configurations in all other implementations of XCOM Data Transport. We recommend that you retain this default.

ACBNAME parameter value
The ACBNAME parameter contains the name that an application program specifies in an ACB control block when
it wishes to establish a connection with the VTAM application.
Normally, the name that is coded in the APPL statement and the value of the ACBNAME are identical. If the
ACBNAME parameter is not coded, the name of the APPL definition statement is then used as its value.
The ACBNAME used in the APPL statement must match the ACBNAME parameter either in the XCOM Data
Transport Default Options Table or in the EXEC statement of the server JCL.
Use XCOMnn as the value of ACBNAME in the application definitions batch jobs. If another name is used, assign
this name as the value of the JOBACB parameter in the XCOM Data Transport Default Options Table.

WARNING
Do not specify APPC=YES in the APPL definition statement. XCOM Data Transport implements a record-level
LU 6.2 API based on VTAM macros.

Define the Logon Mode Table Entries
In the application definition table (discussed in the Define Your Product to VTAM section), a logon mode (logmode) table
is assigned to each application through the MODETAB parameter. The logmode table contains one or more LOGMODE
entries. Each LOGMODE entry defines a particular application session characteristic such as the pacing count and the
request unit (RU) size. The association between an application and its LOGMODE entry is established by using the
DLOGMOD parameter in the application definition table.

You must have at least one uniquely named LOGMODE entry in the logmode table that your local system uses. If the
Default Options Table SNA parameter is set to NO, the definition of LOGMODE entries specific to XCOM is not required.

Construct a Logon Mode Table
A sample logon mode table is provided in CAI.CBXGSAMP(XCOMTABL) on the distribution tape. For a listing of this data
set, see the Sample Files in the Using section. Use the sample logon mode table as a model for constructing a logon
mode table for XCOM Data Transport at your installation.

A logon mode table consists of three VTAM macros: MODETAB, MODEENT, and MODEEND.
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MODETAB

The first macro in a logon mode table is MODETAB. MODETAB indicates the beginning of the logmode table. You can
specify the name of the logon mode table with MODETAB. In the sample logon mode table, the MODETAB macro is
specified as follows:

XCOMAPPL  MODETAB

In this example, XCOMAPPL is the name of the sample logon mode table. If the name of the logon mode table is specified
in the MODETAB macro, it must be the same as specified in the MODETAB parameter in the XCOM Data Transport
servers APPL statement.

MODEENT

The MODEENT macro is used to create the LOGMODE entries in a logon mode table. A logon mode table can contain
several LOGMODE entries. The sample logon mode table provides LOGMODE entries for several RUSIZE values (1 K, 2
K, 4 K, 16 K, and so on).

The following fragment from the sample logon mode table illustrates how the LOGMODE entries are constructed.

XCOMMODE  MODEENT  LOGMODE=XCOMMODE,

                   FMPROF=X'13',

                   TSPROF=X'07',

                   PRIPROT=X'B0',

                   SECPROT=X'B0',

                   COMPROT=X'50B1',

                   RUSIZES=X'8686',

                   PSNDPAC=5,

                   SRVCPAC=5,

                   SSNDPAC=5,

                   PSERVIC=X'060200000000000000002C00'

The first item in a LOGMODE entry is the mode entry name (which in the displayed sample is XCOMMODE). The
next keyword is MODEENT. The next item is the parameter LOGMODE, which specifies the name of the LOGMODE
entry. Following this parameter is a collection of other VTAM parameters that define the session characteristics of the
LOGMODE entry XCOMMODE.

MODEEND

The MODEEND indicates the end of the logon mode table.

Default LOGMODE
A LOGMODE entry whose name is the same as the value of the DLOGMOD parameter in the application definition table
is the default LOGMODE. The default LOGMODE for XCOM Data Transport is XCOMMODE (see the description of the
MODEENT parameter). Keep this name as your installations default LOGMODE. If you decide to use a LOGMODE entry
name other than XCOMMODE, inform your partner XCOM Data Transport installations of the mode name you are using.

Provide a LOGMODE Entry for Parallel Sessions
Your logmode table has to include a LOGMODE entry named SNASVCMG. SNASVCMG an IBM-supplied mode entry
that allows an application to use parallel sessions.
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Request Unit (RU) Size and Performance
Two values in the mode entry that can have a significant effect on performance are:

• The sending RU (request unit) size
• The receiving RU size

Once XCOM Data Transport is operational, evaluate the specified RU size. For information about overriding the RU size
for a particular remote system, see RRUSIZE.

Override LOGMODE Table Entries
Specify the default mode name in the XCOM Data Transport control library.

The mainframe uses the default mode name to start a session. The default mode name can be specified in the XCOM
Data Transport control library rather than in the NCP Line, Group, PU, LU, or switched network definitions. Specifying
the default mode name in the XCOM Data Transport control library is easier than updating VTAM tables and it requires
DLOGMOD=XCOM in the XCOM Data Transport Default Options Table.

Normally, the VTAM logon mode table is updated to change the RU size or pacing values. XCOM Data Transport
permits the overriding of these values for a particular remote system in the XCOM Data Transport control library
(CAI.CBXGPARM). For more information, see CONFIG Member Parameters.

WARNING
Do not use separate mode tables for LU 6.2. If PCs are being used, Combining APPC mode entries in the same
mode table as the 3270 mode entry is recommended. VTAM does not allow any node to override the mode table
name. XCOM Data Transport can override the mode entry, but not the mode table name.

Configure the Default Options
XCOM Data Transport has a set of system parameters that govern its operation across all its various interfaces. The
XCOM Data Transport system parameters take effect when XCOM Data Transport is started and, unless overridden, they
remain in effect as long as XCOM Data Transport is active. These system parameters have historically been kept in the
XCOM Data Transport Default Options Table. These parameters are now stored in a TYPE=CONFIG control library PDS
member.

WARNING
When migrating from r11.5 or r11.6, the XCOM Data Transport Default Options Table can be automatically
converted to a TYPE=CONFIG member, see Converting a Default Options Table to a TYPE=CONFIG Member.

WARNING
For new installations or for installations migrating from a release before r11.5, a sample TYPE=CONFIG
member is provided. The sample can be customized to the requirements of your installation, see Edit the
Sample TYPE=CONFIG Member.

NOTE
For descriptions of XCOM Data Transport system parameters, see CONFIG Member Parameters.

Converting a Default Options Table to a TYPE=CONFIG Member
For the installations converting from r11.5 or r11.6, any existing, assembled Default Options Table can be automatically
converted to a TYPE=CONFIG Member.

A TYPE=CONFIG member is automatically created the first time a Default Options Table is used to invoke a XCOM Data
Transport address space (XCOMJOB, XCOMXFER, or XCOMXADM). The created TYPE=CONFIG member has the
same global parameter options that are specified in the Default Options Table. The TYPE=CONFIG member is created in
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the FIRST PDS data set that is allocated to the XCOMCNTL DD statement. The TYPE=CONFIG member maintains the
same name as the Default Option Table it was created from.

Icon
NOTE: If you do not want XCOM Data Transport to make any updates in your current XCOMCNTL data sets, allocate a
new data set and place it first in the XCOMCNTL DD concatenation. Once a TYPE=CONFIG member has been created,
it is used for subsequent executions. Changes to configuration parameters and defaults are maintained there, and the
Default Options Table is no longer used.
Icon
Important! If the 11.5 or 11.6 assembled Default Options Table is in the same load library as your 11.5 or 11.6 XCOM
Data Transport installation, you must move or copy it to another load library before performing the conversion.

Edit the Sample TYPE=CONFIG Member
XCOM Data Transport assigns default values for each TYPE=CONFIG member parameter. XCOM Data Transport
takes these values for any parameter not specified or overwritten at installation time. However, usually, some level of
customization is required to run XCOM Data Transport successfully.

The data set CAI.CBXGPARM (XCOMCNFG) on the distribution media provides a sample XCOM Data Transport
TYPE=CONFIG member. For a printed sample of the data set, see the Sample XCOMCNFG file in the Sample Files in the
Using section.

You can edit the TYPE=CONFIG member to customize XCOM Data Transport to the requirements of your installation.

To edit the TYPE=CONFIG member

1. Copy the contents of data set CAI.CBXGPARM (XCOMCNFG), that contains the sample XCOM Data Transport
TYPE=CONFIG member.

2. Open the created copy of the XCOM Data Transport TYPE=CONFIG member with a text editor of your choice.
3. Assign each of the parameters your installation default value.
4. Save the updated TYPE=CONFIG member.

NOTE
For TYPE=CONFIG member parameters, see CONFIG Member Parameters.

Before the changes made to the TYPE=CONFIG member take effect, stop and restart XCOM Data Transport

Specify the TYPE=CONFIG Member
Specify the name of the TYPE=CONFIG member using the CONFIG parameter on the EXEC card in the JCL initiating the
XCOM Data Transport server or batch utility.

CONFIG=member_name
A TYPE=CONFIG member, that contains the initialization parameters and their respective value assignments that
are implemented for the current XCOM Data Transport execution.

To specify different environments for use with XCOM Data Transport, create a TYPE=CONFIG member for each
environment. To enable a particular environment-specific TYPE=CONFIG member, specify its name as the value of the
CONFIG parameter.

If no TYPE=CONFIG member name is assigned to the CONFIG parameter, XCOM Data Transport reads the default
member matching the value of the DFLTAB parameter. If the DFLTAB parameter is also missing, XCOM Data Transport
uses XCOMDFLT as the CONFIG member name for the parameter values.
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Where to Store TYPE=CONFIG Members
The TYPE=CONFIG members can be stored in either a PDS data set specified in the XCOMCNTL DD concatenation or a
PDS data set specified by the CONFIGDSN symbol.

Advantages of storing the TYPE=CONFIG members in a PDS data set specified in the XCOMCNTL DD:

• If your existing XCOM Data Transport procedures already include an XCOMCNTL DD concatenation, TYPE=CONFIG
members can easily be added to one of the data sets in the concatenation without having to update the XCOM Data
Transport procedure.

• The end users can easily add or update the XCOMCNTL DD concatenation to use a customized TYPE=CONFIG
member.

Advantages of storing the TYPE=CONFIG members in a PDS data set specified in the CONFIGDSN symbol:

• If your existing XCOM Data Transport procedures do not already include an XCOMCNTL DD concatenation, the
CONFIGDSN data set defines where to search for the TYPE=CONFIG member without having to update the XCOM
Data Transport procedure.

• CONFIGDSN is set at the system level and cannot be overridden in the XCOM Data Transport procedure.
• The CONFIGDSN data set can also include a member name to enforce the use of a specific TYPE=CONFIG member.

Set CONFIGDSN
The CONFIGDSN symbol controls the search order XCOM Data Transport uses to load the TYPE=CONFIG member.
The CONFIGDSN symbol is set at the system level and must be set using the XCOM Data Transport CAIRIM Initialization
program (FXC0INIT).

The data set CAI. CBXGSAMP (FXC0RIM) on the distribution media provides sample CAIRIM initialization parameters to
set or delete the CONFIGDSN symbol.

CONFIGDSN can be specified as:

• dsname - Load the TYPE=CONFIG member from the specified dsname.
• dsname(config) - Load the TYPE=CONFIG member config from the specified dsname.
• XCOMCNTL - Load the TYPE=CONFIG member from the XCOMCNTL DD concatenation.
• xxxxxx:XCOMCNTL - Load the TYPE=CONFIG member from the dsname or dsname(config) specified by xxxxxx. If

not found, then load the TYPE=CONFIG member from the XCOMCNTL DD concatenation.

The default for the CONFIGDSN symbol is XCOMCNTL.

• XCOMXFER and XCOMXADM ignore the CONFIGDSN symbol and can always load the TYPE=CONFIG member
from the XCOMCNTL DD concatenation.

How the TYPE=CONFIG Member is Loaded
When CONFIGDSN=dsname, the TYPE=CONFIG member is loaded as follows:

• XCOM Data Transport searches the specified dsname to find the TYPE=CONFIG member. If found, the default options
are read from the TYPE=CONFIG member.

When CONFIGDSN=dsname(config), the TYPE=CONFIG member is loaded as follows:

• XCOM Data Transport searches the specified dsname to find the TYPE=CONFIG member config. If found, the default
options are read from the TYPE=CONFIG member.

When CONFIGDSN=XCOMCNTL or CONFIGDSN defaults to XCOMCNTL, the TYPE=CONFIG member is loaded as
follows:
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• XCOM Data Transport searches the XCOMCNTL DD concatenation to find the TYPE=CONFIG member. If found, the
default options are read from the TYPE=CONFIG member.

When CONFIGDSN=dsname:XCOMCNTL, the TYPE=CONFIG member is loaded as follows:

• XCOM Data Transport searches the specified dsname to find the TYPE=CONFIG member. If found, the default options
are read from the TYPE=CONFIG member.

• XCOM Data Transport searches the XCOMCNTL DD concatenation to find the TYPE=CONFIG member. If found, the
default options are read from the TYPE=CONFIG member.

When CONFIGDSN=dsname(config):XCOMCNTL, the TYPE=CONFIG member is loaded as follows:

• XCOM Data Transport searches the specified dsname to find the TYPE=CONFIG member config. If found, the default
options are read from the TYPE=CONFIG member.

• XCOM Data Transport searches the XCOMCNTL DD concatenation to find the TYPE=CONFIG member. If found, the
default options are read from the TYPE=CONFIG member.

XCOMXFER and XCOMXADM ignore the CONFIGDSN symbol and loads the TYPE=CONFIG member from the
XCOMCNTL DD concatenation.

Define the Libraries and Install the TSO/ISPF Facility
This step of the installation process involves several sub steps, which are described in the following sections with the
pertinent background information. The process is as follows:

1. Authorize the Load Library
2. Concatenate the TSO/ISPF Libraries
3. Install the TSO/ISPF Facility
4. Customize the ISPF Dialogs
5. Install and Configure the CICS Interface

Authorize the Load Library

The XCOM Data Transport load modules, user exits, and tables are contained in the XCOM Data Transport load
library named yourhlq.CBXGLOAD. This library must be APF authorized by specifying it in the IEAAPFxx member of
SYS1.PARMLIB.

NOTE
If you place the XCOM Data Transport load libraries in the LPA, separate APF authorization is not necessary. All
modules that are loaded into the LPA are given AUTHORIZED status.

If LNKAUTH=LNKLST is specified in the IEASYSxx member of SYS1.PARMLIB, the XCOM Data Transport
load library name can be specified in the LNKLSTxx member, instead of the IEAAPFxx member. This function is
useful if you want the XCOM Data Transport library to be part of the system link list. In either case, changes are
active during the next IPL.

A linklist can be updated dynamically by using:

1. SETPROG LNKLST,DEFINE,NAME=name,COPYFROM=CURRENT
2. SETPROG LNKLST,ADD,NAME=name,DSNAME='cailib',VOLUME=volser
3. SETPROG LNKLST,ACTIVE,NAME=name

For more information about the load library authorization, see the IBM MVS Initialization and Tuning guide.

WARNING
XCOM Data Transport modules, and the XCF (Coupling Facility) modules, cannot be copied into an authorized
library containing modules from other software packages. Copying the modules would make upgrading to new
releases difficult and module name conflicts could occur.

 147



 XCOM™ Data Transport® for z/OS 12.0

NOTE
If the libraries are APF authorized, XCOM Data Transport starts.

Concatenate the TSO/ISPF Libraries

Concatenate the XCOM Data Transport TSO/ISPF libraries that are listed in the following table with the proper libraries for
your installation.

Library Contents

yourhlq.CBXGPNL0 XCOM Data Transport Menu Interface (TSO/ISPF) panels
yourhlq.CBXGMSG0 XCOM Data Transport TSO/ISPF messages
yourhlq.CBXGCLS0 CLISTs that invoke the ISPF dialogs
yourhlq.CBXGLOAD XCOM Data Transport load library is also required for the TSO/

ISPF interface.
yourhlq.CBXGTBL0 XCOM Data Transport ISPF table
yourhlq.CBXGPARM Contains CEEOPTS member with Runtime Options and the

XCOMCNFG with global XCOM Data Transport parameter options

Install the TSO/ISPF Facility

Install version 4.2 or higher of ISPF to use the TSO/ISPF facility (menu interface) of XCOM Data Transport. To install the
TSO/ISPF dialog for XCOM Data Transport, libraries for XCOM Data Transport must be concatenated to the ISPPLIB,
ISPMLIB, STEPLIB, ISPLLIB, ISPTLIB, and SYSPROC DD statements in your TSO logon procedures. The JCL in the
following section shows how to concatenate the libraries.

To install the TSO/ISPF Facility

1. Provide correct data set names on the lines that are indicated by the bold type in the JCL. If the XCOM Data Transport
load library was not added to the link list, a STEPLIB must be added to the logon procedure.
 //$LOGON   EXEC PGM=IKJEFT01,REGION=3092K,

 //         DYNAMNBR=50

 //*

//STEPLIB  DD  DSN=CAI.CBXGLOAD,DISP=SHR 

 //SYSHELP  DD  DISP=SHR,DSN=SYS1.HELP

//ISPLLIB  DD  DSN=CAI.CBXGLOAD,DISP=SHR

 //ISPPLIB  DD  DSN=SYS1.ISPF.ISPPLIB,DISP=SHR,DCB=BLKSIZE=23440

//         DD  DSN=CAI.CBXGPNL0,DISP=SHR

 //ISPSLIB  DD  DSN=SYS1.ISPF.ISPSLIB,DISP=SHR,DCB=BLKSIZE=23440

 //ISPMLIB  DD  DSN=SYS1.ISPF.ISPMLIB,DISP=SHR,DCB=BLKSIZE=23440

//         DD  DSN=CAI.CBXGMSG0,DISP=SHR 

//ISPTLIB  DD  DSN=CAI.CBXGTBL0,DISP=SHR,DCB=BLKSIZE=23440

 //         DD  DSN=SYS1.ISPF.ISPTLIB,DISP=SHR

 //SYSPROC  DD  DSN=SYS1.ISPF.SYSPROC,DISP=SHR

//         DD  DSN=CAI.CBXGCLS0,DISP=SHR 
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//CEEOPTS  DD  DSN=CAI.CBXGPARM(CEEOPTS),DISP=SHR

 //SYSLBC   DD  DSN=SYS1.BRODCAST,DISP=SHR

 //SYSPRINT DD  TERM=TS,SYSOUT=Z

 //SYSTERM  DD  TERM=TS,SYSOUT=Z

 //SYSIN    DD  TERM=TS

 //SYSDUMP  DD  SYSOUT=Q

2. When inserting XCOM Data Transport libraries into the TSO logon procedure, the library block size must be large
enough to accommodate the XCOM Data Transport library block size. For example, if the XCOM Data Transport
panel library, yourhlq.CBXGPNL0, is concatenated last under the ISPPLIB DD statement, the block size of the other
data sets concatenated under ISPPLIB must be equal to or greater than the block size of yourhlq.CBXGPNL0. (This
requirement is circumvented by coding a DCB=BLKSIZE parameter to a value equal to the largest block size.)

WARNING
The XCOM Data Transport SYSPROC is distributed in fixed block format. Occasionally, users find that
their existing SYSPROCs use variable block format. The XCOM Data Transport SYSPROC and your other
concatenated SYSPROCs must be defined as one or the other. There cannot be a combination of the two
formats.

IBM TCP/IP Support

XCOM Data Transport provides you with an option to use TCP/IP instead of VTAM for scheduling and inquiry.

The following requirements apply to IBM TCP/IP support:

• The following libraries must be in the link list or the STEPLIB:
DSN=CEE.SCEERUN

(The library name can be different at your installation.)

NOTE
DSN=CEE.SCEERUN2 is not needed for the XCOM Data Transport TSO/ISPF Facility or for performing
transfers.

• The following DD statement must be added to the TSO LOGON proc:
//SYSTCPD DD DSN=TCPIP.DESV.PROFILE(TCPDATA)

Allowing TYPE=EXECUTE Transfers of PDSE Program Libraries

To allow users to perform TYPE=EXECUTE transfers of PDSE program libraries, add XCOMJOB to the AUTHPGM and
the AUTHTSF tables of IKJTSO00 module in SYS1.PARMLIB. The XCOM Data Transport libraries that are used in your
CLIST for the XCOM Data Transport ISPF interface must all be APF authorized also.

NOTE
If you place the XCOM Data Transport LOAD libraries in the LPA, separate APF authorization is not necessary.
All modules that are loaded into the LPA are given AUTHORIZED status.

You can also refresh the TSO library using the TSO UPDATE PARMLIB(00) member. For more information, see the IBM
TSO/E Customization guide.

NOTE
The following DD statement can be added to the TSO LOGON proc:

//XCOMPRNT  DD    TERM=TS,SYSOUT=Z

Allowing TYPE=EXECUTE Transfers with SECURITY=SAF Specified in XCOM Default Option Table

To allow users to perform TYPE=EXECUTE transfers when using SAF security, add XCOMJOB to the AUTHPGM and
the AUTHTSF tables of IKJTSO00 module in SYS1.PARMLIB. The XCOM Data Transport libraries that are used in your
CLIST for the XCOM Data Transport ISPF interface must all be APF authorized also.
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If you place the XCOM Data Transport LOAD libraries in the LPA, separate APF authorization is not necessary. All
modules that are loaded into the LPA are given AUTHORIZED status.

You can also refresh the TSO library using the TSO UPDATE PARMLIB(00) member. For more information, see the IBM
TSO/E Customization guide.

Allowing TYPE=OPER (Operator) Requests from ISPF to the PLEXQ

To allow users to perform TYPE=OPER requests to a PLEXQ group, add XCOMPLEX to the AUTHPGM and the
AUTHTSF tables of IKJTSO00 module in SYS1.PARMLIB. The XCOM Data Transport libraries that are used in your
CLIST for the XCOM Data Transport ISPF interface must all be APF authorized also.

If you place the XCOM Data Transport LOAD libraries in the LPA, separate APF authorization is not necessary. All
modules that are loaded into the LPA are given AUTHORIZED status.

You can also refresh the TSO library using the TSO UPDATE PARMLIB(00) member. For more information, see the IBM
TSO/E Customization guide.

Customize the ISPF Dialogs

The ISPF Primary Option Menu (or any other ISPF panel) can be modified to include an option for calling the XCOM
Data Transport Primary Option Menu (XCOMPRIM). To do so, insert the bold lines in the following sample primary panel
definition. Also, the XCOM62 CLIST supplied in the data set yourhlq.CBXGCLS0 can invoke the XCOM Data Transport
TSO/ISPF dialog.

  %----------------------ISPF/PDF PRIMARY OPTION MENU----------------------------

  %OPTION   ===_ZCMD                                                            +

  %                                                               +USERID    &ZUSER

  %   0    +ISPF PARMS    Specify terminal and user parameters    +TIME      &ZTIME

  %   1    +BROWSE        Display source data or output listings  +TERMINAL  &ZTERM

  %   2    +EDIT          Create or change source data            +PFKEYS    &ZKEYS

  %   3    +UTILITIES     Perform utility functions

  %   4    +FOREGROUND    Invoke language processors in foreground

  %   5    +BATCH         Submit job for language processing

  %   6    +COMMAND       Enter TSO command or CLIST

  %   7    +DIALOG TEST   Perform dialog testing

  %   8    +LM UTILITIES  Perform library administrator utility functions

  %   9    +IBM PRODUCTS  Additional IBM program development products

  %   XC   +XCOM          Multiplatform file transfer application

  %   C    +CHANGES       Display summary of changes for this release

  %   T    +TUTORIAL      Display information about ISPF/PDF

  %   X    +EXIT          Terminate ISPF using log and list defaults

  %

  +Enter %END+ command to terminate ISPF.

  %

  )INIT

    .HELP=ISR00003

    &ZPRIM=YES            /*ALWAYS A PRIMARY OPTION MENU*/

    &ZHTOP=ISR00003       /*TUTORIAL TABLE OF CONTENTS*/

    &ZHINDEX=ISR91000     /*TUTORIALINDEX 1STPAGE*/

    VPUT (ZHTOP,ZHINDEX) PROFILE

  )PROC

  &ZQ=&Z

    IF (&ZCMD^='')

      &ZQ=TRUNC(&ZCMD,'.')
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      IF(&ZQ='')

       .MSG=ISRU000

   &ZSEL=TRANS(&ZQ

               0,'PANEL(ISPOPTA)'

               1,'PGM(ISRBRO)PARM(ISRBRO01)'

               2,'PGM(ISREDIT)PARM(P,ISREDM01)'

               3,'PANEL(ISRUTIL)'

               4,'PANEL(ISRFPA)'

               5,'PGM(ISRJB1)PARM(ISRJPA)NOCHECK'

               6,'PGM(ISRPTC)'

               7.'PGM(ISRYXDR) NOCHECK'

               8,'PANEL(ISRLPRIM)'

               9,'PANEL(ISRDIIS)'

               C,'PGM(ISPTUTOR)PARM(ISR00005)'

               T,'PGM(ISPTUTOR)PARM(ISR00000)'

               XC,'PANEL(XCOMPRIM)NEWAPPL(XCOM)'

               ' ',' '

               X,'EXIT

               *,'?')

    &ZTRAIL=.TRAIL

  )END

Install and Configure the CICS Interface

WARNING
The existing CICS facility panels have been deprecated. The following information is provided for backward
compatibility only. All new installations must use the ISPF facility. Existing CICS users must migrate to the TSO/
ISPF facility.

This step must be performed only if the XCOM Data Transport CICS interface is being installed.

About Installing the CICS Interface

The XCOM Data Transport CICS interface is easy to install. No authorized libraries are required. While gaining full XCOM
Data Transport CICS functionality requires bringing down CICS and then bringing it back up, it is possible to run the
product without bringing down CICS.

Installing the XCOM Data Transport CICS interface requires both of the following actions:

• Creating the XCOMDFLT VSAM file
• Updating the CICS DFHCSD data set with XCOM Data Transport CICS entries

These tasks are described in the following sections.

About the XCICCHLP Macro

A new sample program, XCICCHLP (available in the library yourhlq.CBXGSAMP) is also distributed with the installation
files. The XCICCHLP program is a macro that lets you modify the help text when there are language considerations. This
sample program contains the default help text.

NOTE
Compiling the sample program is not necessary unless there are language considerations. Compiling
the sample program, without change, produces load module XCICCHLP exactly as distributed in
yourhlq.CBYCLOAD.

The XCICCHLP macro is as follows:
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XCICCHLP TYPE=BEGIN,SCREEN=xxxxxxxx

XCICCHLP TYPE=DATA,ENDROW=nn,ENDCOL=nn,SEQ=nn,STROW=nn,STCOL=nn,X

TEXT='text'

XCICCHLP TYPE=END

NOTE

• TYPE=BEGIN is coded once for each screen containing help text.
• TYPE=DATA is coded as follows:

– For every field, for field help.
– For every screen, for screen help.

• TYPE=END is coded only once, as the last statement.
• ENDROW=, ENDCOL=, STROW=, and STCOL= are used for field help.
• ENDROW=99 and ENDCOL=99 are used for screen help.

Language considerations:

• If there are language considerations, you can modify the text values and then must assemble and link the XCICCHLP
module into a library pointed to by the DFHRPL DD statement.

• If there are no language considerations, then you do not have to be concerned with the XCICCHLP macro and
program.

Create the XCOMDFLT VSAM File

The XCOMDFLT VSAM file allows XCOM Data Transport CICS to save the information that you enter on XCOM Data
Transport screens, so that it is displayed on the screen the next time you use it.

The JCL to define the XCOMDFLT file is in the sample library member DEFDFLT, which is available in the library
yourhlq.CBXGJCL.

The DEFDFLT member JCL is listed in the following procedure and a copy is provided also in the Sample Files topic in the
Using section.

To create the XCOMDFLT VSAM file

1. Modify member DEFDFLT in library yourhlq.CBXGJCL as noted in the JCL comments.
The first JCL step creates a temporary file, which the system copies to the VSAM cluster in the second step.

2. Enter the following parameters as input to the XCICCICI installation program:
– SERVER APPLID defines the default XCOM Data Transport server with which CICS communicates. Although

XCOM Data Transport CICS communicates with many XCOM Data Transport servers, the SERVER APPLID is the
APPLID that XCOM Data Transport displays on the Primary Menu (XCICPRIM) screen (see The Menu Interface
in the Using section) when you log in to XCOM Data Transport for the first time. You can change that value on the
XCICPRIM screen and XCOM Data Transport reflects the changes on your default parameter profile only. The
default for this parameter is SERVER APPLID=XCOMAPPL.

– OPER TRAN defines the XCOM Data Transport CICS transaction that gives the equivalent XCOM Data
Transport security access to TSO OPER capability. For more information about this parameter, see the Security
Considerations topic in the Administrating section. The default setting is OPER TRAN=XCOM.

The second step executes the IDCAMS utility and logically performs these three functions:
– Deletes the old XCOMDFLT data set if it exists.
– Defines the XCOMDFLT VSAM cluster.
– Copies the temporary file that is created in Step 1 to the VSAM cluster.

NOTE
To change the global default data without deleting user profiles, run this step without deleting and defining the
XCOMDFLT file to simply update the global default record on the file.
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About Configuring the CICS Interface

XCOM Data Transport CICS requires standard resource definitions be made in the CICS DFHCSD data set. XCOM Data
Transport CICS requires no modifications of any sort. The following types of definitions are required to run XCOM Data
Transport CICS:

• FCT adds XCOM Data Transport file definitions
• PCT adds XCOM Data Transport transaction definitions
• PPT adds XCOM Data Transport program definitions
• TCT adds XCOM Data Transport server definitions

Sample member XCOMCSD invokes IBM CICS utility DFHCSDUP to add the entries to the DFHCSD data set.
XCOMCSD is provided in the library yourhlq.CBXGJCL and the Sample Files topic in the Using section.

CICS JCL Updates

You must ensure that the XCOM Data Transport CICS load modules are available. Use either of the following methods:

• Add yourhlq.CBYCLOAD to the DFHRPL concatenation.
• Move the modules in yourhlq.CBYCLOAD into a library already in the DFHRPL concatenation.

If the  XCOM Data Transport CICS XCOMDFT file is defined without the DSN and DISP parameters in
its DFHCSD definition, you must add it to the CICS JCL. Remember that the file definition statements provided in the
sample JCL do not contain the DSN= and DISP= parameters.

Loading modules into the LPA

To add the XCOM Data Transport modules into the LPA, the PROGxx parmlib member must be updated. Add the
following LPA statements into the PROGxx member:

• LPA ADD,MASK(*),DSNNAME=xcomhlq.CBXGLOAD
• LPA ADD,MASK(*),DSNNAME=xcomhlq.CBYCLOAD

To refresh the LPA after applying maintenance to the XCOM Data Transport libraries, issue the following MVS Console
Commands:

• SETPROG LPA ADD,MASK(*),DSNNAME=xcomhlq.CBXGLOAD
• SETPROG LPA ADD,MASK(*),DSNNAME=xcomhlq.CBYCLOAD

NOTE
The XCOM Data Transport servers must be recycled to pick up the updated modules after issuing these
commands.

Define/Migrate the Request Queue
You can allocate and initialize or migrate the XCOM Data Transport request queue. The request queue contains one
record for each locally initiated transfer request. It is also used to store checkpoint/restart information for each remotely
initiated transfer request. Ensure that the number of records in the file defined by the RECORDS parameter is large
enough to accommodate all of the transfer requests which may be queued at any one time. This includes locally initiated
pending and active queued file transfers and remotely initiated requests that contain restart information.

To allocate and initialize the request queue

1. Assign the cluster name assigned to this VSAM RRDS file to the XCOMRRDS DD statement also in the XCOM Data
Transport server JCL.
yourhlq.CBXGJCL(DEFRRDS) on the distribution media provides sample JCL for this step see the topic Sample Files
in the Using section.
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2. Edit this file, specifically the VOL, RECORDS, and NAME statements, to comply with your installation requirements.
Note that this sample JCL indicates a maximum file size of 1500 records. The number of records can also be modified
to comply with installation requirements.

NOTE
Attempting to use an XCOMRRDS data set from a prior release of XCOM Data Transport can result in abnormal
terminations of the server, or other unpredictable and undesirable results.

To migrate an existing Request Queue

yourhlq.CBXGJCL (XCOMR120) provides sample JCL for this step see the topic Sample Files in the Using section.
Modify this JCL, specifically the NAME and space related statements, to comply with your installation requirements.
This JCL invokes the XCOMMIGR Request Queue Migration utility to increase the size of existing queue records and
reformatting the data in each record to comply with the v12.0 format.

Attempting to use an XCOMRRDS data set from a prior release of XCOM Data Transport can result in abnormal
terminations of the server, or other unpredictable and undesirable results.

• Using an XCOMRRDS file that does not have a logical record length (LRECL) of 8080 will result in the XCOM Data
Transport server issuing the message XCOMM0288E XCOMRRDS RECSIZE(xxxx) INVALID. THIS RECSIZE
SHOULD BE 8080. The server will terminate.

Define/Migrate the VSAM History File
You can create or migrate an existing XCOM Data Transport VSAM history file and its alternate indices and paths. In
creating alternate indices, you must use the primary cluster to limit the size of the history data. This process creates a
secondary allocation space for the alternate indices. These JCL DD statements are associated with the XCOM Data
Transport history file:

• XCOMHIST
• XCOMREQ
• XCOMUSER
• XCOMINDT
• XCOMRECP
• XCOMSYST

To define a new History file

yourhlq.CBXGJCL (DEFHIST) provides sample JCL for this step (see Sample Files). Modify this JCL, specifically the
NAME and space related statements, to comply with your installation requirements.

The XCOMHIST file supports VSAM extended format. For setup details, see the yourhlq.CBXGJCL(DEFHIST) sample
JCL member.

To migrate an existing History file

yourhlq.CBXGJCL (XCOMH116) provides sample JCL for this step ((see Sample Files). Modify this JCL, specifically the
NAME and space related statements, to comply with your installation requirements. This JCL invokes the XCOMUTIL
History File utility to increase the size of existing history records while optionally allowing older records to be removed. For
more information on history file migration, see Migration Information.

NOTE
Attempting to use an XCOMHIST data set from a prior release of XCOM Data Transport can result in abnormal
terminations of the server, or other unpredictable and undesirable results. Using a VSAM History file that
does not have a logical record length (LRECL) of 8080 results in the XCOM Data Transport server issuing a
XCOMM0478E XCOMHIST RECSIZE(xxxx) INVALID. THIS RECSIZE SHOULD BE 8080. The server continues
but history records are not logged.
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Define/Migrate the DB2 History Database

Releases of XCOM Data Transport for z/OS prior to r11.5 SE1 only wrote history records into a VSAM file. Starting with
r11.5 SE1, XCOM Data Transport for z/OS can record history in a relational database, using ODBC. The supported
database is DB2 for z/OS, version 9 or higher.

Also provided with this feature is the ability to write history records when TYPE=EXECUTE transfers are performed by
XCOMJOB.

When this feature is installed, you can choose to continue to record History Records using VSAM (the default) instead of
ODBC. In this case, TYPE=EXECUTE transfers do not record any history records.

You can convert your current XCOM Data Transport history VSAM files to a relational database by using the new
conversion program, XCOMV2DB.

Currently, each XCOM Data Transport server must have its own VSAM file for history. If you choose is to use ODBC then
servers can share the same relational database. That is, z/OS, Windows, and UNIX can all be using the same relational
database.

Create and Administer the DB2 Database

To set up a relational database to house XCOM Data Transport history records, the following administrative tasks are
required:

• Add settings for new parameters in the XCOM Data Transport Default Options Table.
• Create the database, tables, and indexes for XCOM Data Transport history.
• Grant database permissions to users.
• To access a DB2 database on a remote system, establish a bind plan to allow XCOM Data Transport to access the

database.
• Create a data set to store ODBC configuration parameters.
• Modify JCL for the XCOM Data Transport started task, Admin Server, and XCOMJOB to include additional data sets

required for ODBC processing.

Parameters

The following parameters have been added to the Default Options Table to describe the information required to connect
and work with ODBC history:

• HISTORY
• SYSID
• SYSNAME
• XCOMHIST
• XCOMHIST_OWNER
• XCOMHIST_PASSWORD
• XCOMHIST_TBL
• XCOMHIST_USER

By default, history will be stored in a VSAM file, as is the case with the current version of XCOM Data Transport for z/OS.

For descriptions of these parameters, please refer to the Administrating section.

Create a Database (Optional)

The history table needs to reside in a database.

You can do one of the following:
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• Use an existing database.
• Create a new database specifically for XCOM Data Transport history. You can select any name for this database. You

can specify additional options according to the needs of your installation.

To create a new database

CREATE DATABASE database_name <additional_options>;

Create a Tablespace (Optional)

A tablespace is the storage mechanism used by DB2 for storing table data. Tablespaces are implicitly created when
creating a table, but can be explicitly created in order to customize or optimize storage.

To create a tablespace

CREATE TABLESPACE tablespace_name <additional_options>;

Create the History Table

NOTE
The history table name can be selected by the installation.

XCOM Data Transport history requires a single database table and three indexes, which are used for history queries. The
DDL is provided in member HISTDDL in the CBXGSAMP data set provided by the XCOM Data Transport installation see
the topic Sample Files in the Using section. HISTDDL can be used as input to SPUFI.

To customize HISTDDL

1. If the default database name is not desired or additional options are needed, customize the DDL statement as desired.
If an existing database is to be used, then you need to comment out the statements or remove them.

2. If a customized tablespace is desired, include the DDL to create the tablespace, following the database and before the
creation of the table.

3. Change the DDL for the table creation to include the desired schema name, table name, database name, and, if
defined, tablespace name.

4. Change the DDL for the indexes to include the desired schema name and index name.
5. If desired, create additional indexes to improve the performance of history searches, based on the fields commonly

used for searches.
You can include the following columns in indexes:
– user_name
– error_message
– initiated_by
– remote_system
– invoking_jobname
– volume
– local_volume
– file
– lfile
– rluname
– conversation_type
– byte_count

Not all columns are used by all operating systems. The subset of fields used by XCOM Data Transport for z/OS are those
fields defined in the HSTDSECT control block.

Column names cannot be modified or deleted.
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Grant Database Permissions

NOTE
This step is required only if the creator of the table is not the user ID that will be used to access the table.

Example:

User TSOUSER creates the XCOM_HISTORY_TBL, but does not want to put his or her encrypted password into the
XCOM Data Transport Default Options Table. So a user called XCOMUSER is created, only having access to the DB2
system.

Therefore the default table would have the following values:

• XCOMHIST_OWNER=TSOUSER
• XCOMHIST_USER=XCOMUSER
• XCOMHIST_PASSWORD=(the 70-character encrypted password of XCOMUSER)

Access must be granted by TSOUSER (or another user with authority) to XCOMUSER, as follows:

GRANT ALL ON XCOMHIST.XCOM_HISTORY_TBL TO XCOMUSER;

Establish a Bind Plan

Because XCOM Data Transport is an ODBC application with no imbedded SQL, you can run XCOM Data Transport using
the default plan DSNACLI. For more information, see member DSNTIJCL in the DB2 SDSNSAMP dataset for binding the
DSNACLI plan.

The DSNACLI plan uses a package list that includes all of the ODBC packages. If your XCOM Data Transport server is to
be run on the same processor where this plan is bound, then using the default plan is sufficient. However, if your XCOM
Data Transport server is to be run on a processor that is not where the table is defined, then you will have to create your
own plan for XCOM Data Transport.

Example:

DSN SYSTEM(D91B)                                 

BIND PLAN(XCOMODBC)                   -          

  PKLIST(DSNAOCLI.DSNCLICS            -          

         DSNAOCLI.DSNCLINC            -          

         DSNAOCLI.DSNCLIRR            -          

         DSNAOCLI.DSNCLIRS            -          

         DSNAOCLI.DSNCLIUR            -          

         DSNAOCLI.DSNCLIC1            -          

         DSNAOCLI.DSNCLIC2            -          

         DSNAOCLI.DSNCLIF4            -          

         DSNAOCLI.DSNCLIMS            -          

         DSNAOCLI.DSNCLIQR            -          

D91APTIB.DSNAOCLI.DSNCLINF            )   

END          

This example shows two processors, CA11 and CA31. The DB2 system D91B runs on CA11, but the
XCOM_HISTORY_TBL is defined on system D91A on CA31. There is an entry in SYSIBM.LOCATIONS for D91BPTIB,
pointing to the DB2 on CA31.

Create the XCOMODBI Data Set

DB2 for z/OS uses an initialization file DSNAOINI for setting ODBC configuration options.
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To allow XCOM Data Transport to run on any processor capable of handling DB2 requests, an XCOMODBI data set must
be defined to contain model ODBC configuration statements. A sample data set is provided in member DSNAOINI of the
CBXGSAMP data set when you install XCOM Data Transport (see the Sample Files topic in the Using section).

XCOMODBI allows you to specify the appropriate DB2 subsystem ID, based on the processor that XCOM Data Transport
has been started on. You can specify substitution parameters to allow configuration information to be tailored based on
the system that XCOM Data Transport is running on. On startup of XCOM Data Transport, the data set is processed and
appropriate configuration statements are written to DSNAOINI for ODBC initialization.

You can add special control statements as needed, in the following format:

;CONVERT SMFID,DB2ID 

Example:

;CONVERT CA11:D91B

;CONVERT CA31:D91A

[COMMON]

MVSDEFAULTSSID=*

APPLTRACE=1

APPLTRACEFILENAME=DD:APPTRACE                           

DIAGTRACE=1                                                                                                  

   

; EXAMPLE SUBSYSTEM STANZA FOR D91B SUBSYSTEM  - CA11   

[*]                                                  

MVSATTACHTYPE=CAF                                       

PLANNAME=XCOMODBC                                       

NOTE

• When these statements are processed, MVSDEFAULTSSID=* is translated to one of the following values:
– MVSDEFAULTSSID=D91A if XCOM Data Transport is started on CA31
– MVSDEFAULTSSID=D91B if XCOM Data Transport is started on CA11

• [*] is changed to one of the following values:
– [D91A] if XCOM Data Transport is started on CA31
– [D91B] if XCOM Data Transport is started on CA11

• The above statements are used by DSNAOCLI to establish a connection to the appropriate database in
conjunction with the ODBC data source name specified by the XCOMHIST= parameters defined in the
XCOM Data Transport Default Options Table.

• Use of this file is required when XCOM Data Transport is writing to a database on a remote system, because
the DSNAOCLI bind plan generated in the previous step needs to be specified.

• When writing to a database on the local system, this file is not required, and can be allocated as a dummy file
in JCL (//XCOMODBI DD DUMMY).

To create the XCOMODBI data set

1. Copy the sample CBXGSAMP(DSNAOINI) to a desired location and edit it.
2. Code your XCOMODBI statements (as shown in the example above).
3. Add the following statement:

//XCOMODBI DD DISP=SHR,DSN=your.hlq.DSNAOINI

//DSNAOINI DD UNIT=SYSDA,SPACE=(TRK,(1)),DISP=(,DELETE)

XCOM Data Transport initializes the startup file using the XCOMODBI statements described above.
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NOTE
For a complete description of the contents of this startup file, see the IBM manual DB2 V9.1 for z/OS ODBC
Guide and Reference.

Modify JCL for XCOM Data Transport

To allow for the writing of history records to an ODBC database, you need to modify the JCL for all of the following:

• The XCOM Data Transport started task
• The XCOM Data Transport Admin Server
• XCOMJOB batch processing

To modify the JCL

1. Add data sets to //STEPLIB for ODBC processing, as follows:
// DD  DISP=SHR,DSN=DB2.DB2910.GA.SDSNEXIT 

//*    This data set usually contains the user-defined DSNHDECP module. 

// DD  DSN=DB2.DB2910.GA.SDSNLOAD,DISP=SHR contains the DB2/ODBC load modules.

// DD  DSN=CEE.SCEERUN,DISP=SHR   

// DD  DSN=CBC.SCLBDLL,DISP=SHR  

The SDSNEXIT and SDSNLOAD data sets are installation-dependent, based on the version and maintenance level of
DB2 for z/OS. You need to modify the names accordingly.

2. Add DD definitions for ODBC initialization, as follows:
//XCOMODBI  DD  DISP=SHR,DSN=XCOM.MODEL.&SYSNAME..DSNAOINI

//* SYSNAME is provided by z/OS when the operator issues a start procedure command.

//* &SYSNAME will only be resolved in the server, as it is valid only for started tasks.

//* XCOMJOB JCL will require the actual dataset name

//*XCOMODBI  DD  DISP=SHR,DSN=XCOM.MODEL.CA11.DSNAOINI  *For XCOMJOB

// DSNAOINI  DD  UNIT=SYSDA,SPACE=(TRK,(1)),DISP=(,DELETE)

// XCOMHOVR  DD  DISP=SHR,DSN=&PREFIX..XCOMHOVR

//* This sequential data set is used for overflow records when the database is not available.

//* Refer to CBXGJCL(DEFHOVR) for sample allocation JCL. 

Changes for ISPF

To allow for the writing of history records to an ODBC database with an immediate execution of file transfers from ISPF
(Queue for Execution = N), the CLIST used to invoke the ISPF panel requires additional data set allocations to be
included. These data sets are for the DB2 libraries, ODBC initialization, and XCOM Data Transport history overflow. The
optional global data set, created in CBXGJCL(DEFQSAM) allows this (see the Sample Files topic in the Using section).

You need to add the following statements need to be added to the CLIST to allow writing history to the database:

Following the START: label

ALLOCATE DD(DSNAOINI) NEW SPACE(1,1) TRACKS DELETE UNIT(SYSDA)

ALLOCATE DD(XCOMODBI) DA('your.hlq.DSNAOINI')SHR       

ALLOCATE DD(XCOMHOVR) DA('your.hlq.XCOMHOVR') SHR             

ALLOCATE DD(XCOMGLOB) DA('your.hlq..XCOMGLOB') SHR REUSE   

ALLOCATE DD(APPTRACE) DUMMY                                   

ALLOCATE DD(DSNTRACE) DUMMY                                   

At the end of the CLIST

FREE

DD(DSNAOINI,XCOMGLOB,XCOMODBI,XCOMHOVR,APPTRACE,DSNTRACE)

You also need to add the following data sets to the STEPLIB:
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• DB2.DB2910.GA.SDSNEXIT
• DB2.DB2910.GA.SDSNLOAD

NOTE
The names of these data sets are installation-specific, based on the version and maintenance level of DB2.

Database Availability

When the DB2 database is unavailable to XCOM Data Transport for writing history records. To maintain history data
while the database is not available, XCOM Data Transport writes information to a sequential overflow data set named
XCOMHOVR. The INSERT statements that are executed against the database are written to this file and are used later to
update the database when it becomes available.

The data set definition must be present in the JCL when using ODBC history. The DD statement is as follows:

//XCOMHOVR DD DISP=SHR,DSN=your.hlq.dataset

Sample allocation JCL is provided in CBXGJCL(DEFHOVR) (see the Sample Files topic in the Using section). On startup
of XCOM Data Transport, a message is issued indicating how many records currently exist in the overflow file, as follows:

XCOMM0862I XCOMHOVR contains  1 records at startup

This message is also issued for every ten records that are written to the overflow file.

Security

The user ID defined in the Default Options Table with parameter XCOMHIST_USER must be granted use of the history
table defined with parameters XCOMHIST_TBL and XCOMHIST_OWNER.

With VSAM history files, each XCOM Data Transport server worked with its own history file. However, using a relational
database to store XCOM Data Transport history records allows multiple XCOM Data Transport servers (including XCOM
Data Transport systems running on Windows and UNIX) to share the database. So you need to be able to restrict access
to rows in the database, so that a user on system A is not allowed to see history for system B unless the user is given
explicit permission. To provide this level of security, XCOM Data Transport Command Security has been enhanced with an
additional ALLHIST command resource.

XCOM Data Transport implements command security through the parameters OPERSEC and EXIT13, which are coded in
the Default Options Table.

If OPERSEC=SAF is coded in the Default Options Table, XCOM Data Transport makes a standard SAF call to a security
package (ACF2, IBM RACF, or Top Secret) to determine whether the user has access to the ALLHIST command
resource. This resource, when permitted to a user, allows that user to view history records for any system that is
maintaining history in that database. If the user is not permitted to this resource then the user is allowed to see history
records for the system of the originating request only.

Command: ALLHIST

Access: READ

Resource Name: XCOM.applsec.ALLHIST

applsec
The identifier for the XCOM Data Transport server as defined in the Default Options Table, unless it is NONE,
in which case the expression XCOM appears in this position. This component of the security call identifies the
XCOM Data Transport server.

NOTE
If OPERSEC=NONE is coded in the Default Options Table, XCOM Data Transport runs with no security check,
giving the user unrestricted access to view history records for any system that is maintaining history in that
database.
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This level of security is in addition to the current security provided by XCOM Data Transport, as documented in the
Administrating section.

Upgrade Existing DB2 History Database

XCOM Data Transport r12.0 has added additional fields into the history record. As a result of these new fields,
corresponding columns have been added to the history table. This requires that existing users of database history update
the history table definition. The DDL is provided in CBXGSAMP(HISTU116) when you install XCOM Data Transport (see
the Sample Files topic in the Using section). HISTU116 can be used as input to SPUFI. It will add the new columns to the
history table and provide default values for these columns for the existing rows in the table.

Migrate VSAM History to a DB2 Database

You can optionally convert one or more existing VSAM history data sets to a DB2 relational table by using the new XCOM
Data Transport conversion program XCOMV2DB. Sample JCL is provided in CBXGJCL(XCOMV2DB) when you install
XCOM Data Transport (see the Sample Files topic in the Using section).

Input to XCOMV2DB is a control data set that describes the relational environment. This data set is called SYSIN01.

To define the existing XCOM Data Transport history file to convert, use the following format:

//XCOMHIST DD disp=shr,dsn=your.vsamfile 

Input Example:

//SYSIN01  DD  *            

XCOMHIST=D91APTIB             

XCOMHIST_USER=XCOMUSER        

XCOMHIST_PASSWORD=SECRET

XCOMHIST_OWNER=MALMA12        

XCOMHIST_TBL=XCOM_HISTORY_TBL 

SYSNAME=XCOMPM                

SYSID=CA11                    

SSID=D91A                     

DEBUG=N                 

XCOMHIST=
Specifies the name of the ODBC Data Source location as defined in SYSIBM.LOCATIONS; is analogous to the
XCOM Data Transport Default Options Table parameter. This parameter is required.
Range: 1 to 128 characters

XCOMHIST_USER=
Names the authorization ID to use when doing the connect. This parameter is required.
Range: 1 to 128 characters

XCOMHIST_PASSWORD=
Is the plain text password of the authorized user. If the XCOMHIST_USER does not require a password, this
parameter is specified as a null value (' '). This parameter is required.
Range: 1 to 8 characters

XCOMHIST_OWNER=
(Optional) If XCOMHIST_USERS creates the table, specifies the owner of the table and can be omitted. If not
specified XCOMHIST_USER is used as the table owner.
Range: 1 to 128 characters

XCOMHIST_TBL=
Specifies the 1 through 128-character table name to insert rows in. This parameter is required.
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SYSNAME= / SYSID=
If the existing history record does not contain that information, specifies the system name and SMFID used. If you
are converting a XCOM Data Transport r11 VSAM history database, this information is not present. Identifies the
XCOM Data Transport server from which this data originated.
SYSNAME (one to eight characters) is generally the name of the XCOM Data Transport started task.
SYSID is the four-character SMFID on the system that the XCOM Data Transport started task runs on.
These parameters are required.

SSID=
Specifies the DB2 subsystem ID used at connect time.
This parameter is optional but is required for remote database connections.

DEBUG=
(Optional) Specifies whether to collect trace information for Broadcom Support.
Range: Y or N
Note: Y is specified only when Broadcom Support directs.

SYSNAME/SYSID Example 1:

The XCOM Data Transport started task XCOMPM is started on system CA11. When converting the history file this task
writes, specify the following values:

SYSNAME=XCOMPM

SYSID=CA11

Any existing VSAM record not containing values for SYSNAME and SYSID uses these specifications when inserting the
row into the relational database.

SYSNAME/SYSID Example 2:

The XCOM Data Transport started task XCOMDMP is started on system CA31. When converting the history file this task
writes, specify the following values:

SYSNAME=XCOMDMP

SYSID=CA31

Any existing VSAM record not containing values for SYSNAME and SYSID uses the above specifications when inserting
the row into the relational database.

NOTE
You can convert one or more VSAM history files to the same relational table. Run the job for each VSAM history
file that is converted, modifying the XCOMHIST DD statement to reflect the appropriate file.

//STEPLIB DD

//STEPLIB DD should contain the following:

//STEPLIB  DD  DISP=SHR,DSN=your.XCOM.load.library  

//         DD  DISP=SHR,DSN=D91A.PRIVATE.SDSNEXIT  (CA11)    

//         DD  DSN=DB2.DB2910.GA.SDSNEXIT,DISP=SHR           

//         DD  DSN=DB2.DB2910.GA.SDSNLOAD,DISP=SHR           

//         DD  DSN=CEE.SCEERUN,DISP=SHR                      

//         DD  DSN=CBC.SCLBDLL,DISP=SHR     

//SYSPRINT DD SYSOUT=*

NOTE
The SDSNEXIT and SDSNLOAD data sets are installation dependent, based on the version and maintenance
level of DB2. You need to modify the names accordingly.
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Define the Optional Sequential Files
At the user's option, two sequential data sets, XCOMGLOB and XCOMREST (described below), can be used by the batch
interface for non queued (TYPE=EXECUTE) file transfers:

XCOMGLOB
XCOMGLOB is a global data set used by all non queued transfers. It contains a number to be assigned to the
next transfer request. If this data set is not used, XCOM Data Transport assigns request number 2000 to all non-
queued transfers

XCOMREST
The XCOMREST data sets are unique for each batch job. They are used to save checkpoint information for non-
queued transfers

The member DEFQSAM in yourhlq.CBXGJCL provides an example of the definition and initialization of these data sets
see the topic Sample Files in the Using section.

NOTE
Attempting to use an XCOMGLOB, XCOMREST, or XCOMINQ data set from a prior release of XCOM Data
Transport can result in abnormal terminations of the XCOMJOB utility, or other unpredictable and undesirable
results.

Verify the Installation
The following figure illustrates a file transfer under XCOM Data Transport. The XCOM Data Transport nodes that are
involved in a file transfer ordinarily reside on separate platforms. To verify that XCOM Data Transport installed correctly,
transfer a file between two XCOM Data Transports executing on the same platform.
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Activate the Server
The XCOM Data Transport region on the right of the figure in Verify the Installation is the file transfer server, where the
program XCOMXFER executes.

Activate the Application Major Node

The application major node that defines the ACB for the server must be active before XCOMXFER can execute.

Member APPLXCOM of CAI.CBXGSAMP contains VTAM definitions.

To activate the application major node, copy the sample to one of the libraries in VTAM VTAMLST concatenation. Issue
the following VTAM command at the z/OS console:

V NET,ACT,ID=APPLXCOM

NOTE
The major node activation is required even when using only TCP/IP transfers for communication with the CICS
user interface.
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Display ACBs

After activating the application major node, you can display the ACBs by issuing the following command:

D NET,ID=APPLXCOM,E

In response, VTAM displays the ACBs in the application major node, as shown in the following table. The status of the
ACBs should be CONCT.

IST097I DISPLAY ACCEPTED

IST075I NAME = APPLXCOM, TYPE = APPL SEGMENT 027

IST486I STATUS= ACTIV, DESIRED STATE= ACTIV

IST360I APPLICATIONS:

IST080I XCOMAPPL CONCT   XCOMM00  CONCT   XCOMM01  CONCT

IST080I XCOMM02  CONCT   XCOMM03  CONCT   XCOMM04  CONCT

IST080I XCOMM05  CONCT

IST314I END

Specify the START Parameter
The START parameter can be specified through the EXEC PARM options of the XCOM Data Transport server JCL. In
the following sample EXEC statement, the START parameter is set to the value STARTUP. STARTUP is a member of the
XCOMCNTL data set that is initialized at system startup.

//SERVER  EXEC  PGM=XCOMXFER,                          X

//              TIME=1440,                             X

//              REGION=128M,                           X

//              PARM='ACBNAME=XCOMAPPL,START=STARTUP'

NOTE
If no destinations are enabled during initialization of the XCOM Data Transport server, the member STARTUP
contains a comment statement only. If the member STARTUP is not found in the XCOMCNTL data set, you see
the message XCOMM0265E for the member, and no TYPE=SCHEDULE transfers will be activated.

Start XCOM Data Transport
You can start XCOM Data Transport after you have activated the XCOMXFER server and specified the START parameter.

To start XCOM Data Transport, enter one of the following commands on the z/OS console on which the user is authorized
to invoke z/OS system commands:

START XCOM

S XCOM

Several informational messages are displayed when XCOM Data Transport is started, as shown in the following example:

XCOMM0890I zIIP PROCESSING HAS BEEN ENABLED                                            

XCOMM0008I XBAS31W  ACB OPENED SUCCESSFULLY                                            

XCOMM0009I COMPILED UNDER VTAM V6 R1 MD - EXECUTING UNDER VTAM V6 R1 MD 5695-11701-1D0 

XCOMM0891I 006 OF 008 STANDARD CPUs ARE ONLINE IN LPAR                                 

XCOMM0891I 003 OF 004 zIIP     CPUs ARE ONLINE IN LPAR                                 

XCOMM0896I zIIP PROCESSING FOR COMPRESSION      IS ENABLED                             

XCOMM0479I TRANSFER QUEUE IS BEING WARM STARTED                                        

XCOMM0037I PSO SUBTASK ATTACHED SUCCESSFULLY                                           

XCOMM0330I PRIMARY SUBSYSTEM IS JES2                                                   

XCOMM0056I CA XCOM(tm) v12.0 (GEN LEVEL 1307 SP00) IS UP AND ACCEPTING LOGONS          
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XCOMM0056I ON CPU 2827 SERIAL # 0C4D07 IN 31-BIT MODE MVS SP7.1.3                      

XCOMM1000I STARTING CROSS-SYSTEM COUPLING FACILITY SERVICE TASK                        

XCOMM0027I XCOMSTIM ESTAE ROUTINE HAS BEEN ESTABLISHED                                 

XCOMM0027I XCOMTASK ESTAE ROUTINE HAS BEEN ESTABLISHED                                 

XCOMM0027I XCOMRANX ESTAE ROUTINE HAS BEEN ESTABLISHED                                 

XCOMM1068I CROSS-COUPLING FACILITY LISTENER TASK STARTING                              

XCOMM0027I XCOMRANT ESTAE ROUTINE HAS BEEN ESTABLISHED                                 

XCOMM0803I STARTING XCOM TCP/IP LISTENER                                               

XCOMM0027I XCOMRANQ ESTAE ROUTINE HAS BEEN ESTABLISHED                                 

XCOMM1168I PLEXQ LISTENER TASK STARTING                                                

XCOMM0027I XCOMRANY ESTAE ROUTINE HAS BEEN ESTABLISHED                                 

XCOMM0027I MAINTASK ESTAE ROUTINE HAS BEEN ESTABLISHED                                 

XCOMM1101I CONNECTED TO PLEXQ GROUP PLEXQ1   AS XBAS31W                                

XCOMM0788I XCOM TCP/IP LISTENER ACTIVE ON PORT 06653, STACK ***ALL**                   

XCOMM0819I TCP/IP FUNCTION GETHOSTID RETURNS ADDRESS                      

 

As it initializes, XCOM Data Transport issues one XCOMM0559I message for each member that is enabled, as shown:

XCOMM0559I  AS400   ENABLED SUCCESSFULLY

XCOMM0559I  MVSPAR  ENABLED SUCCESSFULLY

NOTE
Specifying an unsupported parameter or an invalid value for a parameter results in the XCOM Data Transport
server terminating. This process applies to an EXEC PARM or a Configuration member parameter. A message
indicating which parameter caused termination is displayed in the XCOMINIT log.

Start the XCOMPLEX Admin Server
The XCOMPLEX Admin Server is normally started first, followed by the XCOMPLEX Worker Servers; however, this
sequence is not required.

WARNING
The existing XCOMPLEX facility has been deprecated. The following information is provided for backward
compatibility only. All new installations can use the new PLEXQ implementation. The existing XCOMPLEX users
can migrate to the PLEXQ infrastructure for their XCOMPLEX functionality.

Follow these steps:

Enter one of the following commands on the z/OS console where the user is authorized to invoke z/OS system
commands:

• START XCOMAD
• S XCOMAD

Many of the messages that are displayed when you start the XCOMPLEX Admin Servers are the same as when you
start a standalone server but the following are some of the additional messages you can see. Note the XCOMM0045I
message, which indicates that an XCOMPLEX Worker Server has successfully connected to the Admin Server.

XCOMM0990I ACTUAL XCOMDFLT PARMS:

.

.

.

XCOMM0991I XCOMPLEX         = XCOMPLEX_BAS                                         

XCOMM0008I XBAS31A  ACB OPENED SUCCESSFULLY                                        

XCOMM0009I COMPILED UNDER VTAM V6 R1 M9 - EXECUTING UNDER VTAM V6 R1 M9            

           5695-11701-190                                                          
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XCOMM0763I DEFAULT TABLE BASAD115 LOADED. GENERATED 02/12/08 AT 23.43              

XCOMM0027I ESTAE ROUTINE HAS BEEN ESTABLISHED                                      

XCOMM0056I               CA XCOM(TM) r12.0 (GEN LEVEL 1203 SP00) IS UP AND ACCEPTING

           LOGONS                                                                  

XCOMM0056I ON CPU 2097 SERIAL # 0CE000 IN 31-BIT MODE MVS SP7.0.9                  

XCOMM1000I STARTING CROSS-SYSTEM COUPLING FACILITY SERVICE TASK                    

XCOMM0066I *        TRACE    REQUEST COMPLETED SUCCESSFULLY                        

XCOMM0806I STARTING XCOM TCP/IP SSL LISTENER                                       

XCOMM0821I STARTING XCOM TCP/IPV6 SSL LISTENER                                     

XCOMM1068I CROSS-COUPLING FACILITY LISTENER TASK STARTING                          

XCOMM0803I STARTING XCOM TCP/IP LISTENER                                           

XCOMM0820I STARTING XCOM TCP/IPV6 LISTENER                                         

XCOMM0566E TYPE=PARAMETER NOT FIRST CARD IN XCOMCNTL MEMBER CICSJSA                

XCOMM0559I XCOMRTL  ENABLED  SUCCESSFULLY                                          

XCOMM0559I XCOMMVS2 ENABLED  SUCCESSFULLY                                          

XCOMM0559I XCOMNG0  ENABLED  SUCCESSFULLY                                          

XCOMM0807I XCOM TCP/IP SSL LISTENER ACTIVE ON PORT 46656, STACK ***ALL**           

XCOMM0819I TCP/IP FUNCTION GETHOSTID RETURNS ADDRESS 141.202.65.31                 

XCOMM0788I XCOM TCP/IP LISTENER ACTIVE ON PORT 46655, STACK ***ALL**               

XCOMM0819I TCP/IP FUNCTION GETHOSTID RETURNS ADDRESS 141.202.65.31                 

XCOMM0823I XCOM TCP/IPV6 SSL LISTENER ACTIVE ON PORT 46658, STACK ***ALL**         

XCOMM0819I TCP/IP FUNCTION GETHOSTID RETURNS ADDRESS ::ffff:141.202.65.31          

XCOMM0822I XCOM TCP/IPV6 LISTENER ACTIVE ON PORT 46657, STACK ***ALL**             

XCOMM0819I TCP/IP FUNCTION GETHOSTID RETURNS ADDRESS ::ffff:141.202.65.31          

XCOMM1019I XCF CONNECT STR=XCOMPLEX_BAS    , CONN=XBAS31A , RC=00000000,           

           RSN=00000000, DISP=NEW                                                  

XCOMM1020I MAXIMUM SERVERS SUPPORTED=00000061                                      

XCOMM1054I MAXIMUM LIST ENTRIES SUPPORTED=00001392                                 

XCOMM1021I ALLOCATING MASTER ENTRY IN LIST #0000                                   

XCOMM1028I ADDING SERVER ENTRY FOR NODE (XBAS31A ) WHICH IS USING LIST #0001       

XCOMM0454I OPERLIM EXCEEDS XCF MAX ENTRIES. OPERLIM REDUCED TO VALUE IN XCOMM1054I 

           MESSAGE                                                                 

XCOMM1005I XCOMPLEX SERVICES ENABLED FOR NODE (XBAS31A )                           

XCOMM0451I XBAS31W  NOW CONNECTED TO XCOMPLEX ADMIN XBAS31A               

NOTE
Specifying an unsupported parameter or an invalid value for a parameter results in the XCOM Data Transport
admin server terminating. This applies to an EXEC PARM or a Configuration member parameter. A message
indicating which parameter caused termination is displayed in the XCOMINIT log.

Start the XCOMPLEX Worker Server
The XCOMPLEX Admin Server is normally started first, followed by the XCOMPLEX Worker Servers; however, this is not
a requirement.

WARNING
The existing XCOMPLEX facility has been deprecated. The following information is provided for backward
compatibility only. All new installations can use the new PLEXQ implementation. The existing XCOMPLEX users
can migrate to the PLEXQ infrastructure for their XCOMPLEX functionality.

Follow these steps:

Enter one of the following commands on the z/OS console where the user is authorized to invoke z/OS system
commands:
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• START XCOMA
• S XCOMA

Several informational messages are displayed when XCOM Data Transport is started, as shown in the following excerpt:

XCOMM0991I XCOMPLEX         = XCOMPLEX_BAS                                         

XCOMM0008I XBAS31W  ACB OPENED SUCCESSFULLY                                        

XCOMM0009I COMPILED UNDER VTAM V6 R1 M9 - EXECUTING UNDER VTAM V6 R1 M9            

           5695-11701-190                                                          

XCOMM0763I DEFAULT TABLE BASWK115 LOADED. GENERATED 03/17/08 AT 21.51              

XCOMM0027I ESTAE ROUTINE HAS BEEN ESTABLISHED                                      

XCOMM0037I PSO SUBTASK ATTACHED SUCCESSFULLY                                       

XCOMM0330I PRIMARY SUBSYSTEM IS JES2                                               

XCOMM1000I STARTING CROSS-SYSTEM COUPLING FACILITY SERVICE TASK                    

XCOMM0056I               CA XCOM(TM) r12.0 (GEN LEVEL 1203 SP00) IS UP AND 

           ACCEPTING LOGONS                                                        

XCOMM0056I ON CPU 2097 SERIAL # 0CE000 IN 31-BIT MODE MVS SP7.0.9                  

XCOMM1068I CROSS-COUPLING FACILITY LISTENER TASK STARTING                          

XCOMM0803I STARTING XCOM TCP/IP LISTENER                                           

XCOMM0788I XCOM TCP/IP LISTENER ACTIVE ON PORT 06653, STACK ***ALL**               

XCOMM0819I TCP/IP FUNCTION GETHOSTID RETURNS ADDRESS 141.202.65.31                 

XCOMM0559I XBAS31A  ENABLED  SUCCESSFULLY                                          

XCOMM0559I XCOMMVS2 ENABLED  SUCCESSFULLY                                          

XCOMM0559I BASLIST  ENABLED  SUCCESSFULLY                                          

XCOMM1019I XCF CONNECT STR=XCOMPLEX_BAS    , CONN=XBAS31W , RC=00000000,           

           RSN=00000000, DISP=OLD                                                  

XCOMM1020I MAXIMUM SERVERS SUPPORTED=00000061                                      

XCOMM1054I MAXIMUM LIST ENTRIES SUPPORTED=00001392                                 

XCOMM1017I XCF READING MASTER ENTRY FROM LIST #0000                                

XCOMM1013I XCF REQ=READ             RC=00000000 REASON=00000000 LIST=0000          

           ENTRY=XCOMPLEX_BAS                                                      

XCOMM1022I LOCATING SERVER ENTRY IN LIST #0000                                     

XCOMM1026I UPDATING MASTER ENTRY IN LIST #0000                                     

XCOMM1028I ADDING SERVER ENTRY FOR NODE (XBAS31W ) WHICH IS USING LIST #0002       

XCOMM0454I OPERLIM EXCEEDS XCF MAX ENTRIES. OPERLIM REDUCED TO VALUE IN 

           XCOMM1054I MESSAGE                                                      

XCOMM1005I XCOMPLEX SERVICES ENABLED FOR NODE (XBAS31W )                           

NOTE
Specifying an unsupported parameter or an invalid value for a parameter results in the XCOM Data Transport
worker server terminating. This process applies to an EXEC PARM or a Configuration member parameter.

Perform a Direct File Transfer
The figure in Verify the Installation depicts a batch job or TSO address space that is executing a file transfer between
itself and a XCOM Data Transport server. The program XCOMJOB is executing in the region. Notice that XCOMJOB
is executing a direct (non-queued) transfer, also known as a TYPE=EXECUTE transfer because of the specification
PARM='TYPE=EXECUTE' in the JCL for XCOMJOB. In this type of transfer, the batch job or TSO address space
synchronously transfers a file to or from a XCOM Data Transport server. The batch job or TSO address space enters a
wait state until the transfer is complete.

Members XCOMJOBE and XCOMIVP1 in hlq.CAI.CBXGJCL contain sample jobs that initiate TYPE=EXECUTE transfers.

Add a JOB card and modify the XCOMIVP1 job (as indicated) before submitting it.
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To perform a direct file transfer, use TYPE=EXECUTE in the job.

If the transfer was successful when the job completes, the XCOMLOG data set contains lines similar to the following
display:

XCOMM0008I XCOM00 ACB OPENED SUCCESSFULLY

XCOMM0009I COMPILED UNDER VTAM V6 R1 M2 - EXECUTING UNDER VTAM V6 R1 M2 5695-117

TYPE=SEND

LU=XCOMAPPL

FILETYPE=FILE

FILEOPT=CREATE

LFILE=FILE.A

FILE=FILE.B

XCOMM0155I XCOMAPPL - LOGON EXIT ENTERED

XCOMM0402I REQUEST NUMBER 002000 ASSIGNED TO TRANSFER REQUEST

XCOMM0137I 00000020 RECORDS SENT SUCCESSFULLY - FILE=FILE.A

XCOMM0151I XCOMAPPL SESSION ENDED

NOTE
Specifying an unsupported parameter or an invalid value for a parameter results in the XCOM Data Transport
job terminating before execution. This applies to an EXEC PARM or a Configuration member parameter. A
message indicating which parameter caused termination is displayed in the XCOMINIT log.

Perform a Scheduled Transfer
If you do not want a batch job or TSO address space to wait for a transfer to complete, execute XCOMJOB and specify
PARM='TYPE=SCHEDULE'. With a scheduled transfer, the XCOMJOB region does not transfer the file. As shown in the
following figure, a request is added to a XCOM Data Transport server queue of file transfer requests.
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Figure 3: Perform a Scheduled Transfer 1 of 2

As shown in the following figure, the XCOM Data Transport server selects requests from the queue and initiates an LU 6.2
conversation with another XCOM Data Transport server. The XCOMJOB that originally scheduled the request treats the
request as an asynchronous file transfer and terminates once the request has been scheduled.
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Figure 4: Perform a Scheduled Transfer 2 of 2

The previous figure illustrates a TYPE=SCHEDULE file transfer involving two XCOM Data Transport servers. Members
XCOMJOBS and XCOMIVP2 in CAI.CBXGJCL contain jobs that initiate TYPE=SCHEDULE transfers. In the XCOMIVP2
member, SYSIN01 includes the STARTDATE=yyddd parameter, which specifies the date when the XCOM Data Transport
server initiates the file transfer.

When Julian date yyddd arrives, the XCOM Data Transport server with LU XCOMAPPL selects this transfer request from
its queue and initiates a file transfer to the XCOM Data Transport node that it identified as TARGETLU. If the STARTDATE
parameter is omitted, the XCOM Data Transport server initiates the transfer when it can.

After the job in XCOMIVP2 completes, you can display the file transfer request that has been added to the XCOM Data
Transport server queue by issuing this command at the z/OS console:

F XCOM,SHOW

XCOM
The address space name of the XCOM Data Transport server

The XCOM Data Transport server responds to this command by issuing an XCOMM0389I message for each transfer
request on its queue. In this case, XCOM Data Transport responds with the following lines:

XCOMM0013I SHOW

XCOMM0389I REQ#=001162, STATUS=INACTIVE, NAME=TARGETLU, DATE=04237, TIME=0000,

PRI=10, AGE=010

NOTE
Specifying an unsupported parameter or an invalid value for a parameter results in the XCOM Data Transport
job terminating before execution. This applies to an EXEC PARM or a Configuration member parameter. A
message indicating which parameter caused termination is displayed in the XCOMINIT log.
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Perform a Scheduled Transfer in the PLEXQ
When scheduling transfers within the PLEXQ, use TYPE=SCHEDULE. The XCOMJOB batch utility connects to the
PLEXQ group and initiates a query to all member servers within the PLEXQ group that is named in the STCPLEXQ EXEC
PARM. The servers in the PLEXQ group each respond with its status.

The XCOMJOB utility programmatically selects the best candidate server to receive the schedule request, and proceeds
to direct the scheduling activity to the appropriate server. Inquire activity (if any) is then directed to the appropriate server
by the XCOMJOB utility. All exchanges of data and information are routed through the IBM SYSPLEX Coupling Facility
Signaling Services. Member XCOMJOQS in CAI.CBXGJCL contains a job that initiates a TYPE=SCHEDULE transfer
using the PLEXQ environment.

The following diagrams illustrate the sequence of events that schedule a transfer to a PLEXQ group:

Figure 5: Scheduled Transfer PLEXQ 1 of 4
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Figure 6: Scheduled Transfer Plexq 2 of 4
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Figure 7: Scheduled Transfer Plexq 3 of 4
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Figure 8: Scheduled Transfer Plexq 4 of 4

Perform a Scheduled Transfer in the XCOMPLEX
When scheduling transfers within the XCOMPLEX, use TYPE=SCHEDULE. All transfers must be scheduled to the
XCOMPLEX Admin Server. The XCOMPLEX Admin Server then distributes the transfers to the XCOMPLEX Worker
Servers.

The XCOMPLEX Admin Server tracks the status of the XCOMPLEX Worker Servers so it can route the transfer to the
appropriate XCOMPLEX Worker Server. The XCOMPLEX Admin Server then takes care of routing any RESTARTS or
INQUIRES to the proper XCOMPLEX Worker Server. All exchanges of data and information are routed through the IBM
Coupling Facility. Member XCOMJOXS in CAI.CBXGJCL contains a job that initiates a TYPE=SCHEDULE transfer using
the XCOMPLEX Admin Server.

WARNING
The existing XCOMPLEX facility has been deprecated. The following information is provided for backward
compatibility only. All new installations can use the new PLEXQ implementation. Existing XCOMPLEX users
can migrate to the PLEXQ infrastructure for their XCOMPLEX functionality. For more information, see Create a
PLEXQ Environment.
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Invoke Your Product Through the ISPF Interface
You can also perform TYPE=EXECUTE and TYPE=SCHEDULE file transfers from the XCOM Data Transport ISPF
dialog.

To invoke the dialog

Enter one of the following commands from ISPF option 6:

• XCOM62
• CA$XCOM

If you have customized the ISPF Primary Option Menu or another ISPF panel, you can invoke the XCOM Data Transport
dialog directly from that panel.

For information about the XCOM Data Transport ISPF interface, see the The Menu Interface (TSO/ISPF Panels) topic in
the Using section.

Use Health Checks to Tune the XCOM Data Transport Regions
The IBM Health Checker for z/OS allows you to identify potential problems in your z/OS environment by checking system
or product parameters and system status against recommended settings. The IBM Health Checker for z/OS is structured
as a framework that includes a health check started task and various separate routines that IBM or other vendors provide.

XCOM Data Transport provides health checks for virtual storage usage and task-level monitoring. When exception
conditions are found, the XCOM Data Transport health checks provide detailed recommendations on how to correct the
problem. The XCOM Data Transport health checks also make best practice recommendations for using XCOM Data
Transport.

If the following components are configured and running on your system, these health checks are automatically activated
when the XCOM Data Transport region is started:
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• IBM Health Checker for z/OS -- This free component is distributed with every supported level of z/OS. If you have not
yet set up this component, see the IBM Health Checker for z/OS User Guide.

• Health Checker Common Service is a free Common Components and Services component. The load library for this
component must be authorized and installed in the link list on the target system where the XCOM Data Transport
health checks are run. A new address space is not required for the Health Checker Common Service. For the Common
Components and Services release levels that support this functionality, see http://support.ca.com.

XCOM Data Transport provides the following health checks:

• XCOM_ABOVE_16M@stcname
• XCOM_BELOW_16M@stcname
• XCOM_MAXLOC_LEVEL@stcname
• XCOM_MAXREM_LEVEL@stcname
• XCOM_MAXTASK_LEVEL@stcname

For information about using the XCOM Data Transport health checks, see Parameter Overrides for XCOM Data Transport
Health Checks. This information includes parameters that can be configured to change default thresholds or settings in
the checks.

Configure for Optimal Performance
This article explains how to configure the product for optimal performance after you have performed the initial
configuration steps described in Configure Your Product.

Use Maximum Record Packing

Use record packing for most data transfers. Packing larger amounts of data in each network buffer reduces the amount of
CPU resources required to transfer data.

For maximum record packing, configure the following parameter values:

• Set the PACK transfer parameter value to LENGTH.
The PACK parameter causes multiple data records to be placed in the same network buffer.

• Set the MAXPACK parameter in the Default Options Table, or in DEST configuration members for the partners to which
the MAXPACK value applies. The MAXPACK value should be set to the largest value allowed (1023000).
The MAXPACK parameter limits the amount of data that will be placed in each buffer.

NOTE

• The largest MAXPACK buffer size that is currently supported is 31 KB (31744).
• With SO09365 Enhancement: Increase Largest Supported MAXPACK Size applied, the largest supported

PACK buffer size is increased to 1 MB (102300).
• Using MAXPACK values greater then 31 KB will increase storage requirements for each transfer.

Additional Considerations

If your site has network bandwidth constraints or SNA request unit (RU) sizes smaller than the pack buffers, you will have
enhanced performance even though you may not benefit from larger network buffer sizes.

Use Large RU Sizes for SNA Sessions

Give careful consideration when defining RU sizes for SNA sessions. RU sizes are analogous to network buffer sizes;
larger is usually better. Large RU sizes help to improve network efficiency and conserve CPU resources.

XCOM Data Transport ships the source for a MODETAB, which is a table of LOGMODE entries. LOGMODE entries
control the RU size for SNA sessions. You can either assemble and link together the MODETAB as shipped or merge it
into your existing MODETAB.
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Large RU sizes use less CPU resources than smaller sizes, but require greater bandwidth for effective transmission. If
the RU sizes specified for an SNA session are smaller than the PACK buffer, the PACK buffer is split and sent in separate
Request Units.

Additional Considerations

If your site has network bandwidth constraints, you may not benefit from larger RU sizes, but most installations perform
better.

Checkpoint and Restart Considerations

Utilize the XCOM Data Transport checkpoint and restart feature to reduce the time and resources required to complete
interrupted transfers. Restarting interrupted transfers from a stored checkpoint lets you complete the transfer without
having to restart the transfer from the beginning. This saves CPU resources, network resources, and time.

Consider the following key factors when setting the CKPT parameter in the Default Options Table, in Destination Members
or in individual transfer parameters:

• Set the number of records that can be transferred before a checkpoint is taken. The smaller the CKPT value, the
greater the overhead that will be added to what is required to transfer the data. A higher CKPT value reduces the
additional checkpoint overhead required to transfer data.

• Set CKPT to a value of zero to disable checkpoint and restart for the file transfers to which the parameter applies.

NOTE

• When transferring PDS data sets, a checkpoint is taken at the end of each member, regardless of the value
specified for CKPT.

• If packing is used, the checkpoint taken is based on the number of blocks instead of records processed.

Additional Considerations

Checkpoint and restart performs best when not implemented in a one-size-fits-all manner. Your site will benefit the most
from using checkpoint and restart processing in the following situations:

• Volatile or performance constrained network environment
• Very busy or highly competitive DASD I/O configuration
• Very large files to transfer
• Narrow time windows in which the transfers need to complete

Task Limit Parameters

Limiting concurrent task levels regulates the amount of system resources that are used by a particular XCOM Data
Transport region. Tuning XCOM Data Transport task levels conserves CPU, virtual storage, I/O activity, and network
bandwidth usage for other tasks within the processing environment.

Tune the following task-limiting parameters to levels that will effectively manage the use of system resources by the
XCOM Data Transport regions:

• MAXTASK
• MAXLOC
• MAXREM

NOTE
We recommend using the XCOM Data Transport V12.0 Server Storage Usage Worksheet to set these values
correctly. The worksheet is available from Broadcom Support in Solution Document RI71800.

Additional Considerations

There is no requirement that the value of MAXLOC added to the value of MAXREM must equal MAXTASK.

 178

https://support.broadcom.com/download-center/solution-detail.html?aparNo=RI71800&os=z%2FOS


 XCOM™ Data Transport® for z/OS 12.0

Optional Configuration Procedures
This section contains optional configuration procedures for XCOM Data Transport for z/OS. Perform the procedures that
apply to your site before you verify the installation.

Assemble and Link Edit the JES2-Dependent Module
This section describes how to assemble and link edit the CAI.CBXGSAMP member XCOMJ001.

JES2 Installations

The CAI.CBXGSAMP member XCOMJ001 contains JES2 macros. You must assemble and link edit it for your installation.
The JCL for this task is provided in the CBXGJCL member ASM#TBLS.

To assemble and link edit the CAI.CBXGSAMP member XCOMJ001

1. Uncomment the DD statement in the SYSLIB concatenation that refers to data set SYS1.AHASMAC and ensure that it
points to the data set where the JES2 macros reside at your installation.

2. Uncomment the EXEC statement that refers to XCOMJ001.
3. Execute the JOB to assemble and link edit the XCOMJ001 module.
4. Make sure that you assemble XCOMJ001 on the same z/OS release as the system on which it is used.

The use of this module is strictly optional. If it is not installed, XCOM Data Transport obtains information about SYSOUT
data sets only from the JES2 Process SYSOUT interface. In general, more accurate and detailed information can be
obtained directly from JES2, as illustrated by this module.

This module is required if you are using PSO and require more spool attributes for reports than are gathered by default.

Assemble and Link Edit User Exits
You must assemble and link any user exit parameters in the Default Options that are set to YES or the name of a user exit
module before any of their exits can be used. The assembly JCL is provided in the library CAI.CBXGJCL(ASM#TBLS).
For a description of the user exits in that library, see User Exits in the Using section.

NOTE
In the assembly step, specify CAI.CBXGMAC as the SYSLIB. Also,
ensure the correct SYSIN, SYSPUNCH, and SYSLMOD libraries are specified in ASM#TBLS. To simplify future
product updates and to preserve the original versions of sample modules, we recommend that load modules
generated for product tables and user exits be placed in a private library, rather than in the SMP/E controlled
XCOM Data Transport target libraries.

Configure for LSR Support
IBM's Local Shared Resources (LSR) facility allows the sharing of common control blocks such as I/O control blocks,
buffers, and channel programs. Using this facility increases performance when queuing and processing transfer requests.
To use the IBM LSR facility, the BLSR region has to be started. In the JCL used to start the XCOMXFER STC, make the
following JCL change.

NOTE
LSR is recommended only for installations with high volumes of scheduled transfers that are being run
concurrently. EXECUTE transfers do not use XCOMRRDS, thus installations running a high volume of
TYPE=EXECUTE transfers do not benefit from using LSR.

To configure for LSR support

Change this line:
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//XCOMRRDS DD  DSN=XCOM.RRDS,DISP=SHR

to:

//DSVXRRDS DD  DISP=SHR,DSN=XCOM.RRDS     

//XCOMRRDS DD  SUBSYS=(BLSR,'DDNAME=DSVXRRDS',

//            'BUFND=302',                    

//            'STRNO=151',                    

//            'RMODE31=ALL',                  

//            'DEFERW=NO')

The recommended settings for the XCOMRRDS parameters are as follows:

BUFND
2 * (MAXTASK +1)
For example, if MAXTASK=150 then set these parameters to 2 * (150 + 1) which is 302.

STRNO
MAXTASK + 1
For example, if MAXTASK=150 then set this parameter to 151.

RM0DE31
Indicates that buffers that are above the 16 MB line are being used.

DEFERW
Indicates whether VSAM deferred write (DFR) is used.

NOTE
Setting this parameter to NO causes data to be written to disk, ensuring that transfer information is not lost if an
abnormal termination occurs. However, setting this parameter to NO decreases performance, because data is
written to disk instead of to memory.

Setting DEFERW to YES improves performance, but if an abnormal termination occurs with this parameter set to YES,
data that is written to memory is lost because it was not written out to the XCOMRRDS data set.

For more detailed information about the IBM LSR facility, see the online IBM documentation.

Configure the CEEOPTS Language Environment Parameters
You can use a CEEOPTS DD statement to override the IBM Language Environment (LE) runtime parameters.

XCOM Data Transport uses the IBM Language Environment (LE) to perform network communications over TCP/IP
sockets. The LE runtime parameters control the characteristics of the Language Environment that XCOM Data Transport
creates and uses. These characteristics include storage allocation, error handling, LE tracing, reporting options, and
others.

The CEEOPTS member in hlq.CBXGPARM contains default runtime options for XCOM Data Transport. To override the
IBM LE parameters, specify the CEEOPTS DD statement in the XCOM Data Transport server or in the XCOMJOB JCL.
You can place the parameters in a sequential data set or in a PDS member. The data set must be in fixed or fixed-block
format and must reside on a QSAM-supported DASD device.

See the following sample CEEOPTS DD statement:

//CEEOPTS DD DSN=your.private.parmlib(CEEOPTS),DISP=SHR

For more information about the application-specific Runtime Options Module (CEEUOPT) as it relates to your version of
the IBM operating system, see the Language Environment customization guide for your system.
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Configure Virtual IP Addresses - Remotely Initiated Transfers
XCOM Data Transport for z/OS can use Virtual IP Addressing with multiple XCOM Data Transport servers sharing a
virtual IP address. This feature is for remotely initiated transfers. XCOM Data Transport does not share the PORT, so each
server must be on a different stack. Otherwise, you must configure your TCP/IP stack to share a port. For the TCPaccess
CS stack, specify ACCESS(SHR) for the PORTRULE definition or for the IBM stack, specify SHAREPORT in your TCP/IP
profile. To use this support, your system must be configured for Virtual IP addresses. Consult your network support group
for more information such as the virtual IP address and port.

TCP/IP distributes scheduled transfers to the different XCOM Data Transport servers. The IBM Coupling Facility is
required for this feature. This feature does not require the XCOMPLEX unless checkpointing is in use. The XCOMPLEX is
required to be able to restart a transfer from a checkpoint when using the Virtual IP addresses.

XCOM Data Transport accepts or rejects the connection requests based on the configuration of TCP/IP and the Default
Option Table parameters SERVADDR, SERVPORT, SSLPORT, SERVADDRV6, SERVPORTV6, SSLPORTV6, TCPIPV6,
and TCPSTACK:

SERVADDR
This parameter can be used to define an incoming IP address. If specified, XCOM Data Transport can accept the
connection requests only for this IP address. Acceptance can be subject to the TCP/IP configuration and what
connections the TCP/IP stack permits.

SERVPORT
Specifies the TCP/IP port that XCOM listens on.

SSLPORT
Specifies the SSL/TLS port that XCOM listens on.

SERVADDRV6
This parameter can be used to define an incoming TCP/IPv6 address. If specified, XCOM can accept the connection
requests only for this TCP/IPv6 address. Acceptance can be subject to the TCP/IP configuration and what connections the
TCP/IP stack permits.

SERVPORTV6
Specifies the TCP/IPv6 port that XCOM listens on.

SSLPORTV6
Specifies the TCP/IPv6 SSL/TLS port that XCOM listens on.

TCPIPV6
Specifies whether the XCOM Data Transport server uses TCP/IPv6.

TCPSTACK
Specifies the job name or started task of the TCP/IP stack the XCOM Data Transport TCP/IP interface uses. The TCP/IP
stack that is specified is used for both initiating and receiving transfers.

For more information about these parameters, see CONFIG Member Parameters.

Configure VTAM Generic Names - Remotely-Initiated Transfers
XCOM Data Transport for z/OS can be used with VTAM Generic Name Support. It can be used on the same system
or different systems, but all servers using the same VTAM Generic Name must be in the same SYSPLEX.  IBM VTAM
Generic Name Support uses the Coupling Facility.

The IBM Coupling Facility is required. VTAM Generic Name support does not require the XCOMPLEX.

VTAM uses the IBM Work Load Manager to distribute the incoming transfers that are based on the level of existing
sessions. VTAM takes existing parallel sessions into consideration when distributing the transfers:
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• The VTAMGNAM parameter must be specified in the Default Options Table for each XCOMPLEX Worker Server. Do
not specify the VTAMGNAM parameter for the XCOMPLEX Admin Server.

• Remote partners can send SNA transfers to the VTAM generic name supplied by your network support group.

NOTE
Any or all of these facilities can be used with XCOM Data Transport. Each facility can be used independently of
the others.

Create a PLEXQ Environment
XCOM Data Transport for z/OS can distribute and manage locally initiated transfers among servers in a XCOM Data
Transport PLEXQ. A PLEXQ consists of one or more XCOM Data Transport servers. Transfers that are for servers in the
PLEXQ can be scheduled to the group name used by the PLEXQ servers as defined using the PLEXQ parameter.

By using the IBM Parallel Sysplex Signaling Services, XCOM Data Transport manages the distribution of transfer
workload among servers which are members of the same PLEXQ.

Multiple PLEXQ environments can be defined within a SYSPLEX. Each server can participate in up to eight PLEXQ
groups at any given time. Such a configuration is a MultiPlexQ.

To create a PLEXQ or MultiPlexQ environment, simply specify one to eight PLEXQ group names in the PLEXQ parameter
either in the CONFIG member or as part of the EXEC PARM for each XCOM Data Transport server which is to participate
in the same PLEXQ. When specifying more than one PLEXQ group name to create a MultiPlexQ environment, the
PLEXQ group names must be enclosed in parentheses, that are separated by commas.

The participant members of a PLEXQ can be of different releases. If the server selected to execute the transfer is at a
lower release than the job that scheduled the request, some features that are specified cannot be acknowledged.

Define the PLEXQ Server
To make a XCOM Data Transport for z/OS server a member of a PLEXQ, specify the names of the PLEXQ groups using
the PLEXQ parameter or by specifying them in the EXEC PARM for the server JCL. When a server is a member in more
than one PLEXQ group, the PLEXQ group names must be enclosed in parentheses and separated by commas.

NOTE

• At least one PLEXQ server must be available in the PLEXQ or it is not possible to schedule work to the
PLEXQ.

• Each PLEXQ server must have its own XCOMRRDS and history file, and must be configured to run as a
standalone server.

• The participant members of a PLEXQ can be of different releases. However if the server selected to execute
the transfer is at a lower release than the job which scheduled the request, some features that are specified
may not be acknowledged.

• For more information, see Define the Server in a Standalone Environment.

Schedule Transfers to the PLEXQ
Transfers can be scheduled either to the PLEXQ group or directly to a server using the SNA or TCP/IP protocol. Transfers
are scheduled to a PLEXQ using the STCPLEXQ parameter in the EXEC PARM of the XCOMJOB utility program.
Connections that are established to a PLEXQ do not use SNA or TCP/IP protocols, but rather a proprietary messaging
protocol which uses SYSPLEX Signaling Services as its transport layer.

Attempts to schedule or inquire about transfers to a PLEXQ when no servers are active in the PLEXQ is rejected.
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Mixed Releases

For migration purposes, servers which are members of the same PLEXQ group can be at different XCOM Data Transport
release levels. If the server selected to process the request does not support the feature, transfer requests specifying a
feature relevant to newer releases cannot take advantage of that feature.

Migrating to Newer Releases Using MultiPlexQ

The MultiPlexQ feature facilitates release migration by allowing XCOM Data Transport servers (v12.0 and above) to
participate in more than one PLEXQ group at a time. The following diagram provides an example of such a MultiPlexQ
configuration:

In this example, the blue circle represents a PLEXQ group (PLEXQ120) with a single v12.0 server. The green circle is a
PLEXQ group (PLEXQALL) which encompasses all servers, with mixed release levels.

Default Options

Parameters for transfers that are scheduled to a PLEXQ group member server can be taken from the Default Options
for the server which ultimately receives the transfer request or from another specified Default Options configuration.
Parameters that are specified in the SYSIN01 and destination members override these parameters.

Sample PARM Statements

The following display is a sample PARM statement. If it is used when sending transfers to a PLEXQ group member server,
then XCOM Data Transport takes defaults from XCPTDFB0, which is a Default Options CONFIG member (or Table) for
the target PLEXQ group server.

PARM=('TYPE=SCHEDULE,DFLTAB=XCPTDFB0,STCPLEXQ=PRODXCOM')

Customize Code Page Conversion Tables
XCOM Data Transport has a code page conversion table feature that enables the product to perform data translation that
is based on the type of data (ASCII, BINARY, or EBCDIC) being received at a particular destination. When a session is
established for a destination requiring translation, XCOM Data Transport searches an internal link list to find the requested
code page conversion tables in the sending destination's definition. If the specified code page conversion tables are
available, the destination acquires access to them and translation occurs for all direct data transfers. No data translation
occurs for indirect file transfers. If the conversion tables are unavailable, the file transfers proceed without data translation.

Data translation occurs on the XCOM Data Transport server receiving the data file. Therefore, the code page conversion
table and destination definition should be defined and enabled on the receiving XCOM Data Transport server for data
translation to occur. Code and enable the code page conversion tables before the destination members.

For conversion to take place in SNA destination members, the member name that is used in XCOMCNTL must be the
same as the LU=name in the destination member statement.

The Construction of the Code Page Conversion Table
The code page conversion tables are members of the XCOM Data Transport control library. They are constructed in the
same way as the XCOM Data Transport destination tables, that are:

• Each non-comment statement in the table has the format parameter=parameter_value (for example,
TYPE=CONVERT).

• Each statement must begin in the first column of the table.
• The first blank forms the end of a statement

The following figure illustrates the format of the code page conversion table:
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....+....1....+....2....+....3....+....4....+....5....+....6....+....7....+....8

TYPE=CONVERT

NAME=xxxxxxxx

CNVVAL00=nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn

CNVVAL01=nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn

. . .

. . .

. . .

CNVVALF0=nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn,nn

The Parameters of the Code Page Conversion Table

A code page conversion table is constructed using three parameters, CNVVALnn (nn being a hexadecimal number),
NAME, and TYPE. These parameters are described in the next few sections. The 16 rows that are headed by the keyword
CNVVALnn are the actual conversion table that is responsible for character conversion. Each of the 16 rows of the
conversion table consists of 16 hexadecimal numbers representing the characters of the code page to be converted.

Customize the Code Page Conversion Table

Create a customized code page conversion table by changing the hexadecimal table characters in the NOTRANS table
to your specifications. See the sample code page conversion table in the section discussing the CNVVALnn parameter.
After you have made the desired changes to hexadecimal character values, save the new table under a different member
name.

Conversion Table Parameters
To construct a code page conversion table, code three parameters: CNVVALnn, NAME, and TYPE. These parameters are
described in this article.

CNVVAL00F0

Specifies the number of the first character position on one of the 16 rows in the code page conversion table.

nn1,nn2,...nn16
Specifies 16 hexadecimal character values that form a row in the code page conversion table.

Default: None

NOTE

There are 256 character positions in the code page conversion table and the related code page (the NOTRANS
table). Each successive character position has a numeric value that is one higher than the numeric value of the
preceding character. The character position numbers extend from 00 to F0 (255 in decimal).

In the code page conversion table, the hexadecimal number nn representing a character that might not be the
same as the number of the position in which it appears. In the code page to be converted, the two values match
in every instance. Character conversion is based on comparing character values that are mapped into the same
position in the code page and the code page conversion table.

Example:

As an example, consider the following code page conversion table, which converts all uppercase EBCDIC characters into
their lowercase counterparts:

TYPE=CONVERT

NAME=LOWER

*
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*   SINGLE BYTE CHARACTER SET TRANSLATION TABLE

*

*   THIS IS A SAMPLE CONVERSION TABLE TO TRANSLATE UPPER CASE TO LOWER CASE CHARACTERS

*

CNVVAL00=00,01,02,03,04,05,06,07,08,09,0A,0B,0C,0D,0E,0F

CNVVAL10=10,11,12,13,14,15,16,17,18,19,1A,1B,1C,1D,1E,1F

CNVVAL20=20,21,22,23,24,25,26,27,28,29,2A,2B,2C,2D,2E,2F

CNVVAL30=30,31,32,33,34,35,36,37,38,39,3A,3B,3C,3D,3E,3F

CNVVAL40=40,41,42,43,44,45,46,47,48,49,4A,4B,4C,4D,4E,4F

CNVVAL50=50,51,52,53,54,55,56,57,58,59,5A,5B,5C,5D,5E,5F

CNVVAL60=60,61,62,63,64,65,66,67,68,69,6A,6B,6C,6D,6E,6F

CNVVAL70=70,71,72,73,74,75,76,77,78,79,7A,7B,7C,7D,7E,7F

CNVVAL80=80,81,82,83,84,85,86,87,88,89,8A,8B,8C,8D,8E,8F

CNVVAL90=90,91,92,93,94,95,96,97,98,99,9A,9B,9C,9D,9E,9F

CNVVALA0=A0,A1,A2,A3,A4,A5,A6,A7,A8,A9,AA,AB,AC,AD,AE,AF

CNVVALB0=B0,B1,B2,B3,B4,B5,B6,B7,B8,B9,BA,BB,BC,BD,BE,BF

CNVVALC0=C0,81,82,83,84,85,86,87,88,89,CA,CB,CC,CD,CE,CF

CNVVALD0=D0,91,92,93,94,95,96,97,98,99,DA,DB,DC,DD,DE,DF

CNVVALE0=E0,E1,A2,A3,A4,A5,A6,A7,A8,A9,EA,EB,EC,ED,EE,EF

CNVVALF0=F0,F1,F2,F3,F4,F5,F6,F7,F8,F9,FA,FB,FC,FD,FE,FF

Up to character position C0 (in the 13th row, CNVVALC0), the characters numeric values, and their positions match. In
the ninth row (CNVVAL80), for instance, character position 81 contains a character whose hexadecimal value is 81 (this
is the lowercase a in the EBCDIC code page). However, in the nine character positions following positions C0, D0, and in
the eight positions following E1, the expected character values C1-C9 (hex for the uppercase characters A-I), D1-D9 (J-
R), and E2-E9 (Q-Z) do not occur. The character values mapped into positions C1-C9, D1-D9, and E2-E9 are the EBCDIC
lowercase characters a-i, j-r, and q-z (81-89, 91-99, and A2-A9), respectively.

When a destination that requires character translation receives a character like A (whose hexadecimal value in the
EBCDIC code page is C1), XCOM Data Transport checks position C1 in the destination's code page conversion table and
replaces the received character (C1) with the character mapped into conversion table position C1 (which in the sample
table is 81 or the lowercase a). This replacement is an instance of character conversion.

If you named the conversion table in the XCOM Data Transport Destination Table by setting CVEBCDIC=LOWER, only
EBCDIC data transfers would be converted. No data conversion would occur for ASCII or binary data.

Set the Destination Table Parameters CVASCII, CVBINARY, and CVEBCDIC to LOWER to convert all data types from
uppercase characters to lowercase characters. Depending on the translation needs of the destination server, all three
parameters (CVASCII, CVBINARY, CVEBCDIC) can be coded with the same, different, or no code page conversion table
names.

NAME

Specifies the name of the code page conversion table.

xxxxxxxx
Specifies a string of up to eight alphanumeric characters to be used as the name of the code page conversion
table.

Default: None

NOTE
The NAME parameter must be the second non-comment statement in the code page conversion table.

TYPE

Specifies the type of the table that is contained in a control library member.
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CONVERT
Specifies that the table contained in the control library member is a code page conversion table.

Default: None

NOTE
TYPE=CONVERT must be the first non-comment statement in the code page conversion table.

Define Destinations
Destination definitions, that are members of the XCOM Data Transport control library CAI.CBXGPARM (XCOMCNTL),
identify remote LUs, IP names, and their characteristics to the XCOM Data Transport server. An XCOMCNTL data set
from an earlier release is compatible and could be used.

WARNING
The XCOMCNTL data set is required; defining destinations is optional.

NOTE
For XCOM Data Transport to perform transfers to remote LUs, it is not necessary that these LUs are known to
the XCOM Data Transport server. However, it is necessary that they be defined to VTAM.

Why Define Destinations?
Destination definitions are needed for the following reasons:

NOTE
XCOMPLEX destination members are no longer required and are not recommended. Connectivity is created
automatically between the XCOMPLEX Admin and XCOMPLEX Worker Servers. Support for these types of
members is provided only for compatibility with prior releases.

• They allow the XCOM Data Transport default parameters to be overridden.
Several XCOM Data Transport parameters can be used both in the CONFIG member (or Default Options Table) and in
the XCOM Data Transport control library. The parameters that are defined in the XCOM Data Transport control library
take precedence over their counterparts in the CONFIG member because of the parameter evaluation hierarchy that
XCOM Data Transport uses.
A parameter P is assigned the value X in the CONFIG member (P=X) but a different value Y in a control library
member (destination definition). When XCOM Data Transport performs a transfer and the XCOMCNTL destination
member containing P=Y is enabled, XCOM Data Transport considers the P definition in the control library member and
the definition in the CONFIG member is ignored. When XCOM Data Transport performs a transfer and the destination
definition containing P=Y is disabled, XCOM Data Transport reads the P definition from the CONFIG member and the
definition in the control library member is ignored.

• They allow trusted transfers to z/OS to be performed.
A trusted transfer allows a remote partner to send a transfer without specifying a password. Instead, the user id of the
incoming transfers is compared against any TRUSTID table entries in an XCOMCNTL destination member. For more
information, see Set Up Trusted Access Security.

• They allow indirect transfers to be performed.
An indirect file transfer occurs when XCOM Data Transport is used as an intermediate node to pass data between two
LUs that are not directly connected with each other. In such a transfer, XCOM Data Transport stores the data that are
received from one system and forwards it to another system.

• They are required to provide access to the XCOM Data Transport Process SYSOUT (PSO) interface.
The XCOM Data Transport PSO interface allows output from non-XCOM Data Transport jobs to be forwarded from the
JES queue to remote destinations.

• They allow multiple LUs to be defined as transfer destinations.
A multi-LU destination is either a group or a list. For a definition of the difference between these destination types, see
Group Destinations and List Destinations.
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IP names require destination definitions if you want to override the parameters for that partner.

Construct Destination Tables
The main coding rules to be observed when writing destination definitions are highlighted and illustrated in the following
list:

• A destination definition consists of a sequence of definition statements having the format parameter=parameter_value;
for example, GETSESS=YES, where GETSESS is a destination parameter and YES is its value.
For descriptions of the destination parameters, see the following pages:
– • Destination Parameters for Single LUs, Groups of LUs, and Single IPNAMEs

• List Destination Parameters
• Each definition statement must start in the first column of the PDS member and must contain no blanks. The first blank

signals the end of the statement.
• A destination definition can include comments. An asterisk (*) must precede the comments. A comment can start in

the first column of the table or it can follow a definition statement on the same line (provided there is at least one blank
between the definition statement and the comment).

Fragment of a Destination Definition
The following display is a fragment of a properly constructed destination definition. The first seven lines of the definition
are comments (an asterisk in the first column). The next six lines each contain a definition statement (TYPE=DEST, and
so on) starting in the first column. Each statement is followed by a series of blanks (the first one indicates the end of the
statement) and a comment (identified by the preceding asterisk).

....+....1....+....2....+....3....+....4....+....5....+....6....+....7....+....8

********************************************************************************

*                                                                              *

*<xcom> for z/OS                                                               *

*                                                                              *

*FUNCTION:<xcom> r11.6 to UNIX system                                          *

*                                                                              *

********************************************************************************

TYPE=DEST                    *This is a dest member

LU=LU2310                    *Logical unit name

WRITER=UNIX                  *Name of JES writer for PSO support

GETSESS=NO                   *Session must be operator/remotely activated

ACCSEC=NO                    *Access security fields not used

PSOWAIT=YES                  *JES spool scan delay is on

. . .

. . .

. . .

Destination Types
The destination that is defined in a control library member can be any of the following listed:

• A single LU or IP node
• A group of LUs or IP nodes
• A list of LUs or IP nodes, or groups of LUs
• A superlist, that is, a list of lists of LUs or IP nodes, or groups of LUs

For descriptions of the parameters that are required for the definition of each destination type, see these articles:
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• Destination Parameters for Single LUs, Groups of LUs, and Single IPNAMEs
• List Destination Parameters

Group Destinations and List Destinations
XCOM Data Transport treats a destination that is defined as a group of SNA LUs differently from a destination that is
defined as a list of SNA LUs and TCP/IP nodes or as a superlist of lists:

• If XCOM Data Transport performs a transfer to a group, the recipient of the transfer is the first available SNA LU in the
designated group.

• If XCOM Data Transport performs a transfer to a list or to a superlist, XCOM Data Transport transfers the data to each
of the LUs and TCP/IP nodes referred to in the destination member.

How to Code Different Destination Types
Each destination definition must contain a type specification. This article shows the statements that can be coded in the
control library member for each destination type, and any special constraints for that destination type.

A destination that is defined as a group of SNA LUs is treated differently than a destination that is defined as a list of SNA
LUs and TCP/IP nodes. When XCOM Data Transport performs a transfer to a group, the data is transferred to the first
available SNA LU in the group. When XCOM Data Transport performs a transfer to a list, the data is transferred to each
LU and TCP/IP node in the list.

Single LU or IP Node
TYPE=DEST

LU=luname 

or 

IPNAME=ip_address

[IPPORT=port_number]

The TYPE=DEST statement must be the first non-comment statement in the control library member.

luname
The VTAM name of the LU being defined.

ip_address and port_number
Identify a node within a TCP/IP network. The specification of port_number is optional.

NOTE
In a TYPE=EXECUTE transfer, the name of the control library member must match the name of the LU. The
XCOMCNTL DD must be included in the TYPE=EXECUTE JCL. A TYPE=SCHEDULE transfer allows the LU
name and the control library member name to be different.

For a list of the parameters that can be used in a single-LU destination definition, see Destination Parameters for Single
LUs, Groups of LUs, and Single IPNAMEs.

Group of LUs
TYPE=DEST

GROUP=membername

LU=luname1,...,luname16

or

IPNAME=ip_address[,...[,ip_address]]

[IPPORT=port_number]

The TYPE=DEST statement must be the first non-comment statement in the control library member.
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The name of the control library member and the name of the group being defined must be the same.

The LU statement can specify up to 16 lunames.

NOTE
When multiple LUs are defined, PARSESS=YES cannot be specified. For example, the LUs belonging to a
group are not parallel-session capable.

NOTE
For a complete list of the parameters that can be used in a group destination definition, see Destination
Parameters for Single LUs, Groups of LUs, and Single IPNAMEs.

Group processing is supported for TCP/IP transfers, but only for a single IP address. In this way, an alias can be defined
with XCOM Data Transport for an IP address.

List of LUs or IP Nodes or Groups of LUs
TYPE=LIST

LU=luname[,...[,luname]] 

and/or

[IPPORT=port_number]

IPNAME=ip_address[,...[,ip_address]] 

and/or

GROUP=membername[,...[,membername]] 

The TYPE=LIST statement must be the first non-comment statement in the control library member.

Multiple lunames, ip_addresses, and group_names can be specified in a single statement or multiple statements can
be employed. When a single statement is used to list multiple destinations, the destination is separated by commas. To
specify a list of three LU destinations (L1, L2, and L3), any of the following specifications can be used:

• LU=L1,L2,L3
• LU=L1,L2

LU=L3
• LU=L1

LU=L2
LU=L3

• And so on

If IPPORT is specified, it applies to all following IPNAMEs up to the next IPPORT specification, if any.

The maximum total number of all destinations in the list is at least 500. They vary depending on the length of the
parameters.

Each destination on the list must have a member that is defined in the XCOM Data Transport control library.

For a list of the parameters, see List Destination Parameters.

Superlist of Lists
TYPE=SUPERLIST

LIST=listname[,...[,listname]] 

The TYPE=SUPERLIST statement must be the first non-comment statement in the control library member.

Multiple listnames can be specified in a single statement or multiple statements can be employed. When a single
statement is used to list multiple destinations, the destination is separated by commas. To specify a list of three list
destinations (L1, L2, and L3), any of the following specifications can be used:
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• LIST=L1,L2,L3
• LIST=L1,L2

LIST=L3
• LIST=L1

LIST=L2
LIST=L3

• And so on

NOTE

• XCOM Data Transport lists are limited to 32720 bytes of storage as follows:
– The storage descriptor is 32 bytes, which leaves 32688 bytes for the list.
– Each list entry occupies four to 10 bytes:

• One byte for the TYPE
• One flag byte
• One byte for the LENGTH
• One to 8 bytes for the name of the list

So, if each member name specified as a list or superlist is eight characters long, a superlist can identify 2971
member names.

• Each destination list on the superlist must have a member that is defined in the XCOM Data Transport control
library.

• For a complete list of the parameters that can be used in a list destination definition, see List Destination
Parameters.

Examples of Destination Definitions
This section contains a brief illustration of a destination definition for each destination type. For examples, see the XCOM
Data Transport control library, CAI.CBXGPARM.

Single LU Destination Member
....+....1....+....2....+....3....+....4....+....5....+....6....+....7....+....8

********************************************************************************

*                                                                              *

*<xcom> r11.6                                                  *

*                                                                              *

*FUNCTION:<xcom> r11.6 to UNIX system                          *

*                                                                              *

********************************************************************************

TYPE=DEST                    *This is a destination definition

LU=LU2310

WRITER=UNIX                  *Name of JES writer for PSO support

GETSESS=NO                   *Session must be operator/remotely activated

ACCSEC=NO                    *Access security fields not used

PSOWAIT=YES                  *JES spool scan delay is on

PARSESS=NO                   *Parallel session support not required

SETUP=NO                     *Do not pass FORMS etc.

LOGMODE=XCOMMODE             *Logon mode table entry

SRPACE=5                     *Secondary receive pacing/NCP (PACING)

SSPACE=5                     *Secondary send pacing/no NCP/VTAM

PRPACE=5                     *Primary to VTAM/NCP receive pacing/VPACING

PSPACE=5                     *Primary to VTAM/NCP send pacing/VPACING
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The first two lines in the destination definition indicate that a single LU (LU2310) is being defined as a destination.
Following the definition of the destination type is a series of statements that associate a set of communication
characteristics with LU2310. These characteristics take effect when the control library member containing the definition
of LU2310 is enabled. Once enabled, they remain in effect until a command disabling them is issued. The commands for
enabling and disabling control library members are described in How to Enable and Disable a Destination Member.

NOTE
When the destination member for an LU is not enabled, XCOM Data Transport uses the parameters that are
defined in the Default Options Table for any transfers to that LU.

Group Destination Member

The following destination member defines a group that is named GROUP1. The LUs that belong to this group are listed on
the second non-comment line (LU=XCSAPP4,...) while the group itself is named on the third non-comment line.

Except for the assignment of multiple values (LUs) to the LU parameter and the presence of the statement
GROUP=GROUP1, the group destination definition is the same as the preceding single LU destination definition.

....+....1....+....2....+....3....+....4....+....5....+....6....+....7....+....8

********************************************************************************

*                                                                              *

*<xcom> r11.6                                                  *

*                                                                              *

*FUNCTION:<xcom> r11.6 to UNIX system                          *

*                                                                              *

********************************************************************************

TYPE=DEST                           *This is a destination definition

                                    *The next line lists the LUs in the group

LU=XCSAPP4,LU2310,LU23X05,TSO26001

GROUP=GROUP1                        *Name of JES writer for PSO support

GETSESS=NO                          *Session must be operator/remotely activated

ACCSEC=NO                           *Access security fields not used

PSOWAIT=YES                         *JES spool scan delay is on

PARSESS=NO                          *Parallel session support not required

SETUP=NO                            *Do not pass FORMS etc.

LOGMODE=XCOMMODE                    *Logon mode table entry

SRPACE=5                            *Secondary receive pacing/NCP (PACING)

SSPACE=5                            *Secondary send pacing/no NCP/VTAM

PRPACE=5                            *Primary to VTAM/NCP receive pacing/VPACING

PSPACE=5                            *Primary to VTAM/NCP send pacing/VPACING

List Destination Member

A list destination definition can contain only the following two statements:

TYPE=LIST

LU=XCOMQA,TS223,TS222

The statement TYPE=LIST indicates that the destination being defined is a list. The LUs that belong to the destination
list are defined in the LU statement. Each LU in the list must have a member that is defined in the XCOM Data Transport
control library:

TYPE=DEST               *This is a destination member

LU=TS223                *VTAM node name 

WRITER=TS223            *JES writer name
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LOGMODE=XCOMMODE

GETSESS=YES

TYPE=DEST               *This is a destination member

LU=TS222                *VTAM node name 

WRITER=TS222            *JES writer name

LOGMODE=XCOMMODE

GETSESS=YES

TYPE=DEST               *This is a destination member

LU=XCOMQA               *VTAM node name 

WRITER=XCOMQA           *JES writer name

LOGMODE=XCOMMODE

GETSESS=YES

 

Superlist Destination Member

A list destination definition can contain only the following two statements:

TYPE=SUPERLIST

LIST=XCOMQA,TS223,TS222

The statement TYPE=SUPERLIST indicates that the destination being defined is a list. The lists that belong to the
destination superlist are defined in the LIST statement. Each list in the superlist must have a member that is defined in the
XCOM Data Transport control library:

Member XCOMQA

TYPE=LIST

IPPORT=8044

IPNAME=QADEST1.MYCC.COM

Member TS223

TYPE=LIST

IPPORT=8046

IPNAME=QADEST2.MYCC.COM

Member TS222

TYPE=LIST

IPPORT=8044

IPNAME=QADEST2.MYCC.COM

How to Enable and Disable a Destination Member
The properties that are assigned to a particular destination member take effect only when that destination member is
enabled. The destination definition remains enabled until a command to disable it is issued.

Two basic ways to enable control library members:

• Using the XCOM Data Transport MODIFY command ENABLE
The ENABLE command allows the user to enable only one control library member at a time. Control members can be
disabled using the XCOM Data Transport DISABLE command. The ENABLE and DISABLE commands can be issued
at any time.

• Using XCOM Data Transport START parameter
The START parameter allows several destination members to be enabled automatically but only at XCOM Data
Transport initialization.
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Below, both methods of enabling/disabling control library members are described in greater detail. For complete details,
see the Operation and Control topic in the Using section.

ENABLE and DISABLE Commands

To enable a control library member

Use the following ENABLE command:

F XCOM,ENABLE,member_name

member_name
The control library member to be enabled.

NOTE
If the member_name is a TYPE=SUPERLIST destination member, the ENABLE attempts to enable all the
members that are contained in the superlist.

Example

The MODIFY command F XCOM,ENABLE,LU2310 activates the destination member LU2310 in the XCOM Data
Transport control library.

To disable a control library member

Use the following DISABLE command:

F XCOM,DISABLE,member_name{,ALL|FORCE|FORCEALL}

member_name
The control library member to be deactivated.

ALL
Indicates that all lists in the specified superlist are disabled.

FORCE
Indicates that the specified superlist is disabled, but that the individual lists in the superlist are not to be disabled.

FORCEALL
Indicates that a superlist named in another superlist is disabled, and all individual lists that are named in the
superlist.

The optional parameters ALL, FORCE, and FORCEALL are supported only when the member_name is a
TYPE=SUPERLIST destination member.

Example

The MODIFY command F XCOM,DISABLE,LU2310 deactivates the destination member LU2310 in the XCOM Data
Transport control library.

Define the Server in a Standalone Environment
The XCOM Data Transport server uses SNA LU 6.2 sessions to communicate with TSO users, batch jobs, CICS,
TPF, and all other address spaces in which users ask XCOM Data Transport to do work, unless you are using TCP/IP
Scheduling and Inquiry. It maintains a queue of file transfers it initiates on behalf of users who have scheduled them. It is
also the target for file transfers that other XCOM Data Transport nodes initiate. If you are using TCP/IP for transfers with z/
OS, see the IBM publications for information about the Open Edition Security with TCP/IP.
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Complete the Server Storage Usage Worksheet
For the Server Storage Usage Worksheet, see solution document RI71800 on Broadcom Support. Completing the
worksheet lets you determine the appropriate storage usage for the XCOM Data Transport server and appropriate
values for some of the Default Option Table parameters to be configured. For more information, see CONFIG Member
Parameters.

Create the Address Space
Defining the XCOM Data Transport server amounts to describing the address spaces that must be created before
XCOM Data Transport can perform any of its functions. After installation and customization are completed, create the
primary XCOM Data Transport address space. The sample JCL provided in CAI.CBXGJCL(XCOM) can be edited to your
installation and used to initiate the XCOM Data Transport server. Add it to SYS1.PROCLIB or some other PROCLIB.

DD Statements for the History File

Remember the DD statements for the history file alternate indexes points to the PATH and not to the alternate index. For a
copy of this sample, see the sample JCL provided in CAI.CBXGJCL(XCOM).

Override Processing Options

The PARM parameter has been included to demonstrate one method of overriding the installation-wide processing options
that are established through the XCOM Data Transport CONFIG Member. Certain processing options set in the XCOM
Data Transport CONFIG Member can be overridden through the EXEC PARM operands of the XCOM Data Transport
server JCL. The TIMEOUT parameter is not used by the XCOM Data Transport server. These overrides prevail as long as
this server is running.

The PARM parameter can override the following processing options:

• ACBNAME, AGE, ALLOC
• CATALOG, CLASS, COMPNEG, COMPRESS_ALLOWED, CONFIG
• DFLTAB, DIR, DOMAIN, DUMPCL
• EDESC, EROUT, ERRINTV
• FERL
• IDESC, IROUT
• JESINTV
• LOG, LOGCLASS, LOGDEST, LOGMODE
• NETNAME
• PLEXQ, PRI, PSO, PSOUNIT, PSOVOL
• REMAGE, REPCR
• SEC, SERL, SMF, SMFNUM, START, SUPPLIST, SWAIT
• TCPSTACK, TERL
• UNIT, USERD
• VERL, VOL, VTAMGNAM
• XCOMPLEX

Non-Swappable

The XCOM Data Transport server does not require any special dispatching priority. We recommend but not required
that XCOM Data Transport be non-swappable. If XCOM Data Transport and VTAM are utilized by high paging or
CPU usage, make the XCOM Data Transport non-swappable or assign it to a special performance group with higher
dispatching priority.
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Operating Your Product
XCOM Data Transport operation can be initiated from the z/OS console by issuing the START command. XCOM Data
Transport can also be submitted as a TSO or batch job. We recommend operating XCOM Data Transport as a server
using the START command at the z/OS console.

For a list of XCOM Data Transport operator commands, see the Operation and Control topic in the Using section.

 

 

Define the System Administrator Table
A facility is provided that lets you define various levels of XCOM Data Transport system administration and operating
control. The XCOM Data Transport System Administrator Table drives this facility. A sample macro to create this facility is
provided in the XCOM Data Transport Samples Library (CAI.CBXGSAMP(XCOMADMT)). For an example of the coding
for the #ADMTAB macro, see the Sample Files in the Using section.

Modify the System Administrator Table
To define the XCOM Data Transport System Administrator to XCOM Data Transport, modify the System Administrator
Table.

To modify the System Administrator Table

1. Open the data set CAI.CBXGSAMP(XCOMADMT), which contains the XCOM Data Transport System Administrator
Table.

2. Assign each parameter an appropriate value.
The System Administrator Table parameters are described in the next section.

3. Assemble and link the System Administrator Table.
The assembly JCL is provided in the library CAI.CBXGJCL(ASM#TBLS).
In the assembly step, specify CAI.CBXGMAC as the SYSLIB. Make sure that the correct SYSIN, SYSPUNCH, and
SYSLMOD libraries are specified in ASM#TBLS.

System Administrator Table Parameters
This article describes the parameters that are used in the construction of the System Administrator Table.

ACCESS

Defines the XCOM Data Transport Administrator authority to use the XCOM Data Transport TSO/ISPF functions and
operator console commands. Valid values are:

ALL
Specifies that the Administrator can access all TSO/ISPF functions and can issue all commands.

ALT
Specifies that the Administrator can alter the transfer start date/time and execution priority.

DACT
Specifies that the Administrator can display active transfers.

DEL
Specifies that the Administrator can delete transfers from the scheduled transfer queue.

DHST
Specifies that the Administrator can display history records.
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DSCH
Specifies that the Administrator can display scheduled transfers.

HOLD
Specifies that the Administrator can hold transfers.

NONE
Specifies that the Administrator cannot access any TSO/ISPF functions and cannot issue any commands.

REL
Specifies that the Administrator can release held transfers.

RESM
Specifies that the Administrator can resume suspended transfers.

SUSP
Specifies that the Administrator can suspend transfers.

TERM
Specifies that the Administrator can terminate active transfers.

Default: ALL

For information about XCOM Data Transport TSO/ISPF functions, see The Menu Interface (TSO/ISPF Panels) in the
Using section.

For information about XCOM Data Transport operator control commands, see the Operation and Control topic in the
Using section.

ADMIN

Defines the XCOM Data Transport Administrator user ID.

xxxxxxxx
Specifies the XCOM Data Transport Administrator user ID. The user ID can contain up to eight alphanumeric
characters.

Default: None

When the XCOMXFER server receives a request, XCOM Data Transport checks the user authority definition in the XCOM
Data Transport Administrator Table. If authority is granted under the ACCESS parameter, it allows the user to perform the
requested function.

GROUP

Defines a set of users to that the Administrator controls.

xxxxxxxx
Specifies the name of a group of users that the Administrator controls. The name can contain up to eight
alphanumeric characters.

Default: No restriction of users

In the string of characters that is the value of GROUP, you can use an asterisk (*) as a wildcard to represent an arbitrary
character sequence.

If a request is issued calling for a user that is not in the group, the request is denied.
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Define the XCOMPLEX in a Coupling Facility Environment
XCOM Data Transport for z/OS can distribute and manage locally initiated transfers among XCOMPLEX Worker Servers
in an XCOMPLEX. An XCOMPLEX consists of an Admin Server and one or more XCOMPLEX Worker Servers. All
transfers for servers in the XCOMPLEX are scheduled to the XCOMPLEX Admin Server. The XCOMPLEX Admin Server
does not actually perform transfers.

WARNING
The existing XCOMPLEX facility has been deprecated. The following information is provided for backward
compatibility only. All new installations use the new PLEXQ implementation. Existing XCOMPLEX users migrate
to the PLEXQ infrastructure for their XCOMPLEX functionality.

By using the IBM Parallel Sysplex Coupling Facility, various XCOM Data Transport lists are maintained to aid in the
distribution of the workload.

Follow these steps:

1. Define the overall IBM Coupling Facility data set. CAI.CBXGJCL(XCPF) contains a sample job to define the IBM
Coupling Facility data set. This step is not needed if you have an existing IBM Coupling Facility defined.

2. Define a policy data set for the XCOMPLEX. This policy data set defines the XCOMPLEX to the IBM Coupling Facility.
CAI.CBXGJCL(POLCFRM) contains a sample job to define XCOMPLEX structures to the Coupling Facility. An
XCOMPLEX name can be one to 16 alphanumeric characters. The name for the XCOMPLEX must be unique and
must not be the same as the acbname for any server in the XCOMPLEX. Servers are in a common XCOMPLEX, as
long as they share a common Coupling Facility. There can be a maximum of 61 XCOMPLEX Worker Servers for each
XCOMPLEX. For more information about working with the Coupling Facility, see the IBM documentation.
Multiple XCOMPLEXes can be defined, even on the same system.

3. Define which servers make up the XCOMPLEX. The name of the XCOMPLEX is specified in the Default Options Table
using the XCOMPLEX parameter. All servers in the XCOMPLEX are identified by specifying the same name for the
XCOMPLEX parameter in their respective Default Options Tables. Each server can belong to only one XCOMPLEX.

NOTE
All participant members of the XCOMPLEX must be the same release.

Define the XCOMPLEX Admin Server in a Coupling Facility Environment
The XCOMPLEX Admin Server manages the XCOMPLEX. The XCOMPLEX Admin Server requires different JCL from the
XCOMPLEX Worker Servers. An XCOMPLEX Admin Server is started with PGM=XCOMXADM on the EXEC statement of
the server JCL.

Follow these steps:

1. Define the XCOMPLEX Admin Server. CAI.CBXGJCL(XCOMADM) contains a sample job for the XCOMPLEX Admin
Server.

2. Specify the name of the XCOMPLEX in the Default Options Table using the XCOMPLEX parameter. Specify the name
of the XCOMPLEX by specifying in the EXEC PARM of the XCOMPLEX Admin Server JCL.

3. The Admin Server must have its own XCOMRRDS and history file.

NOTE

The XCOMPLEX Admin Server does not schedule transfers itself. At least one XCOMPLEX Worker Server
must be available for transfers that are scheduled. If there are no XCOMPLEX Worker Servers, the transfers are
rejected.

All participant members of the XCOMPLEX must be the same release.
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Define the XCOMPLEX Worker Server in a Coupling Facility Environment
An XCOMPLEX Worker Server in a coupling environment is set up the same way as the standalone server, however,
additional steps are required.

Follow these steps:

1. Specify the name of the XCOMPLEX in the Default Options using the XCOMPLEX parameter. Specify the name of the
XCOMPLEX by specifying it in the EXEC PARM for the XCOMPLEX Worker Server JCL.

2. For the XCOMPLEX Admin Server to schedule transfers, one XCOMPLEX Worker Server must be available in the
XCOMPLEX.

3. Each Worker Server must have its own XCOMRRDS and history file.

NOTE
All participant members of the XCOMPLEX must be the same release.

Schedule Transfers in the XCOMPLEX
Transfers can be scheduled either through the Admin Server or directly to a Worker. Transfers are scheduled to the
Admin Server in the same way as they are scheduled to stand alone servers, using the same JCL or the same panels.
The Admin Server does not queue any of them, but immediately distributes them to the Worker Servers. At least one
Worker Server must be active and connected to the XCOMPLEX because the Admin Server itself does not actually queue
transfers. Any transfers that are sent to the Admin Server when no Worker Servers are active are rejected. If any transfers
are sent to the Admin Server that is not scheduled, the Admin Server rejects them with an error message.

Same Release

In an XCOMPLEX environment, the Admin Server and Worker Servers must be at the same XCOM Data Transport
release. This restriction is not programmatically enforced, but the mixing of releases within a single XCOMPLEX is not a
supported environment.

Default Options

Parameters for transfers that are scheduled to the XCOMPLEX Admin Server can be taken from the Default Options for
the Admin Server or from another specified Default Options configuration. Parameters that are specified in the SYSIN01
and destination members override these parameters.

Sample PARM Statements

The following display is a sample PARM statement. If it is used when sending transfers through the XCOMPLEX Admin
Server, then XCOM Data Transport takes defaults from XCPTDFB0, which is a Default Options Table for the XCOMPLEX
Admin Server.

PARM=('TYPE=SCHEDULE,DFLTAB=XCPTDFB0')

Here is another sample PARM statement. If it is used when sending transfers to the XCOMPLEX Admin, then XCOM Data
Transport takes defaults from XCPXDFB0, which is a Default Options Table that is shared by the XCOMPLEX Worker
Servers. The transfers are still routed through the XCOMPLEX Admin Server because the ACBNAME and STCAPPL
parameters point to the XCOMPLEX Admin Server.

PARM=('TYPE=SCHEDULE,DFLTAB=XCPXDFB0,ACBNAME=XCPT,STCAPPL=XCPT')
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Execute CAIRIM to Install LMP (Non-MSM Install Only)
CAIRIM, the Resource Initialization Manager, is used to provide product licensing for XCOM Data Transport. CAIRIM
is one of the Common Components and Services for z/OS. CAIRIM prepares your operating system environment for
Broadcom z/OS products and components and executes them.

CAIRIM routines are grouped under CA MVS Dynamic Service Code S910. Review the Common Components and
Services for z/OS (CCS) documentation for further details about the features and associated utilities of CAIRIM.

Using LMP

XCOM Data Transport for z/OS requires LMP (License Management Program), one of the Common Components and
Services (CCS), to initialize correctly. LMP also provides a standardized and automated approach to the tracking of
licensed software.

Examine the LMP Key Certificate that you received with your XCOM Data Transport for z/OS installation or maintenance
tape. The certificate contains the fields that are shown:

CPU ID
The code that identifies the specific CPU for which installation of your XCOM Data Transport for z/OS is valid

CPU Location
The address of the building where the CPU is installed.

Execution Key
This field is an encrypted code that LMP required for XCOM Data Transport for z/OS initialization. During
installation, it is referred to as the LMP Code

Expiration Date
The date (ddMONyy as in 20OCT03) when your license for XCOM Data Transport for z/OS expires.

MIS Director
The name of the Director of MIS, or the person who performs that function at the site. If the title, but not the
individual name, is indicated on the Certificate, supply the actual name when correcting and verifying the
Certificate.

Product Name
The trademarked or registered name of the XCOM Data Transport for z/OS licensed for the designated site and
CPUs.

Product Code
A two character code that corresponds to XCOM Data Transport for z/OS.

Supplement
The reference number of your license for XCOM Data Transport for z/OS, in the format nnnnnn nnn. This format
differs slightly inside and outside North America, and sometimes cannot be provided at all.

Technical Contact
The name of the technical contact at your site who is responsible for the installation and maintenance of
the designated XCOM Data Transport for z/OS. This is the person to whom Broadcom addresses all LMP
correspondence.

LMP is provided as a part of CAIRIM (Resource Initialization Manager), a component of Common Components and
Services. Once CAIRIM has been installed at the Service Level that is specified in the cover letter for this product release.
LMP support is available for all LMP supported software solutions.

The LMP execution key, provided on the Key Certificate, must be added to the CAIRIM parameters. This ensures the
proper initialization of the Broadcom software solution. To define a LMP execution key to the CAIRIM parameters, modify
the member KEYS in OPTLIB data set.

The parameter structure for member KEYS is displayed:
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PROD(pp) DATE(ddmmmyy) CPU(tttt mmmm/ssssss) LMPCODE(kkkkkkkkkkkkkkkk)

The parameters are as follows:

pp
This parameter specifies the two-character product code. For any given LMP software solution, this code agrees
with the product code already in use by the CAIRIM initialization parameters for earlier genlevels of XCOM Data
Transport for z/OS. A required parameter

ddmmmyy
The LMP licensing agreement expiration date tttt   mmmm
This parameter specifies the CPU type and model on which the LMP software solution is to run.
If the CPU type or model requires fewer than four characters, blank spaces are inserted for the unused
characters. A required parameter

ssssss
This parameter specifies the serial number of the CPU on which the LMP software solution is to run. A required
parameter

kkkkkkkkkkkkk
This parameter specifies the execution key to run the LMP software solution. This LMP execution key is provided
on the Key Certificate that is shipped with each LMP software solution. A required parameter

Example:

In the following display is an example of a control statement for the LMP execution software parameter. The LMP
execution key value is invalid and provided as an example only.

PROD(FX) DATE(01JAN03) CPU(3090 600 /370623) LMPCODE(52H2K06130Z7RZD6)

For more information about the procedure for defining the LMP execution key to the CAIRIM parameters. See the
Common Components and Services for z/OS documentation.

Generate Exits and Tables used by XCOM Data Transport
Sample JCL and source statements are provided in libraries yourhlq.CBXGJCL and yourhlq.CBXGSAMP, which can be
used to set the configuration parameters that control the execution of XCOM Data Transport servers.

For more information about the members, see the comments in the JCL.

To generate tables used by XCOM Data Transport

WARNING
To simplify future product updates and to preserve the original versions of sample modules, it is recommended
that load modules generated for product tables and user exits be placed in a private library, rather than in the
SMP/E controlled XCOM Data Transport target libraries.

1. You can assemble your customized #DFLTAB member using the JCL in member ASM#TBLS in library
yourhlq.CBXGJCL. There are new parameters for the XCOM Data Transport default options table for r11.6. Be sure
to customize and assemble the r11.6 version of this table. Modify this JCL to include your XCOM Data Transport
Default Options Table source, uncomment the DFLT job step, change the M= parameter to match the name of your
XCOM Data Transport Default Options source member, and submit the JCL for execution. Every effort has been
made to provide reasonable defaults for new keyword parameters of the #DFLTAB macro, but you should review the
Administrating section and evaluate the new parameters on an individual basis.

WARNING
The XCOM Data Transport Default option table is deprecated. Instead, the global parameter customization
should take place using the yourhlq.CBXGPARM(XCOMCNFG) member. For more information see the
Administrating section.
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2. If you use XCOM Data Transport-specific SNA LOGMODE entries at your installation, you can use the JCL in member
ASM#TBLS in library yourhlq.CBXGJCL to generate the table that holds these entries. Uncomment the TABL job step
and change the M= parameter to match the name of your SNA LOGMODE table source. The resultant LOAD module
must be placed in a LOAD library which is accessible by the Communication Server (VTAM). The Communication
Server (VTAM) must be recycled to pick up the newly-generated LOGMODE table.

3. You can also use member ASM#TBLS in library yourhlq.CBXGJCL to assemble and link the sample user exits
which that are shipped as part of XCOM Data Transport. Do not remove the RN=RENT specification from the EXEC
statements on which it is specified. Some of the user exits must be generated as reentrant. Failure to do so results in
abends in the XCOM Data Transport server or other unpredictable and undesirable results.

Set and Define the Language Environment Runtime Options
The Language Environment Runtime Options are configured by control statements in a sequential data set or PDS
member. The CEEOPTS DD statement in the XCOM Data Transport JCL reference these options.

Setting the IBM Language Environment Runtime Options is important because IBM/C uses these settings to determine
the amount of memory that is allocated for each transfer. The option also indicates its location - either above or below the
16-MB line. If more storage is allocated than XCOM Data Transport uses, the result is increased overall memory usage. 
The increased usage can lead to storage shortages and unpredictable or undesirable results.

The member CEEOPTS in library yourhlq.CBXGPARM contains the Runtime Options as distributed with XCOM Data
Transport by default.

WARNING
For more information about the application-specific Runtime Options (CEEOPTS), see the Language
Environment customization guide for your system.

Migration Information
We recommend that your site use a different CSI and zones for installation of XCOM Data Transport release 12.0.
Release 12.0 and release 11.6 cannot co-exist in the same CSI even though the module names are the same for most of
the modules. The release 12.0 functions (FMIDs) include deletes for the release 11.6 functions, so with both versions in
the same CSI, it would not be possible to apply maintenance to release 11.6.

Migration Considerations
Your site should use a different CSI and zones for installation of XCOM Data Transport release 12.0. Release 12.0 and
release 11.6 cannot co-exist in the same CSI even though the module names are the same for most of the modules. The
release 12.0 functions (FMIDs) include deletes for the release 11.6 functions, so with both versions in the same CSI, it
would not be possible to apply maintenance to release 11.6.

Library Name Changes

WARNING
The names of our SMP/E target libraries have changed. The following table provides a cross reference of the old
names to their new counterparts:

Old Name New Name Comments
CAILIB CBXGLOAD (Base Product)
CAILIB CBYCLOAD (CICS Interface)
CINB5MAC CBXGMAC
CINB5SPL CBXGPNL0
CINB5SPJ CBXPPJPN
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CINB5SCL CBXGCLS0
CINB5SML CBXGMSG0
CINB5TBL CBXGTBL0
CINB5SAM CBXGJCL
CINB5CTL CBXGPARM

Update CSD Definitions

Sample member XCOMCSD contains the CSD definitions necessary to add the XCOM Data Transport TCT entries.
XCOMCSD is provided in the library yourhlq.CBXGJCL and in the topic Sample Files in the Using section.

You can change the following parameters before assembling the TCT:

• NETNAME to point to the XCOM Data Transport server
• SYSIDNT to point to any valid Term ID
• MODENAM to point to a valid XCOM Data Transport mode name

You can add as many XCOM Data Transport TCT entries as you want. Typically, you define one TCT entry for each
XCOM Data Transport server with which you want to communicate.

Example:

You can define TCT entries for the New York Production XCOM Data Transport, the New York VM XCOM Data Transport,
the Chicago XCOM Data Transport, the Tokyo XCOM Data Transport, and so on.

Default Options Table

There are new parameters for the XCOM Data Transport CONFIG member for version 12.0. As the default options table
is being removed this release, the configuration member must be used in order to specify server initialization parameters.
An existing default options table from r11.5 or r11.6 will automatically be converted to a configuration member in the
XCOMCNTL dataset upon first use by an XCOM Server or Job.

XCOMRRDS

The RRDS file from previous versions of XCOM Data Transport cannot be used, since the record length and record layout
for this file have changed in v12.0. With XCOM Data Transport for z/OS v12.0, a new migration utility is provided to allow
an existing RRDS file from versions r11.5 or r11.6 to be migrated into a new RRDS file for use with v12.0.

The use of the IBM LSR (Local Shared Resources) for the XCOMRRDS is supported for Version 12.0.00. You must
create a new RRDS for Version 12.0.00. Using this facility increases performance when queuing and processing transfer
requests; however, using LSR for the RRDS is optional. This feature is activated by making modifications to the XCOM
Data Transport server JCL. The IBM BLSR region must also be started.

If you are using LSR for the XCOMRRDS, it is important to consider how to configure the DEFERW parameter. This
parameter indicates whether VSAM deferred write (DFR) is to be used for the XCOMRRDS. Setting this parameter to NO
causes data to be written to disk, ensuring that transfer information is not lost if an abnormal termination occurs. However,
setting this parameter to NO also decreases performance, because data is written to disk instead of to memory. Setting
DEFERW to YES improves performance, but if an abnormal termination occurs with this parameter set to YES, data that
is written to memory is lost because it is not written out to the XCOMRRDS data set.

NOTE
LSR is recommended only for installations with very high volumes of scheduled transfers that are being
run concurrently. For more information, see the topic Configuring and Customizing Your Product in the
Administrating section.
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History File

Modifications to the format of the VSAM history file cluster have been implemented for version 12.0. The modifications
require either defining a new VSAM history file cluster or migrating an existing one. The XCOMUTIL History File utility
has been modified to perform a conversion of an existing release 11.5 or 11.6 VSAM history file cluster to the new
v12.0 format. For more details, see the Using section for the description of the XCOMUTIL utility. The format changes
implemented for version 12.0 are as follows:

• The maximum length of the history record has been increased to 8080 bytes from 3030 in previous releases to allow
for recording of additional transfer information.

XCOMGLOB and XCOMREST

XCOMGLOB
An existing XCOMGLOB data set from Release 11.5 or 11.6 may be used with version 12.0.

XCOMREST
A new XCOMREST restart data set needs to be created when used in Version 12.0 due to the change in the record length
for the XCOMRRDS file.

If you attempt to initiate a TYPE=EXECUTE file transfer, when a new XCOMREST is not recreated after upgrading to
Version 12.0, the file transfer fails, with an error 0219E.

Use the DEFQSAM sample JCL to create the new XCOMREST to ensure that the correct LRECL is used. For Version
12.0.00, the LRECL and BLKSIZE for the Restart data set have changed to 8080.

Configuration

The Server Storage Usage Worksheet helps you to calculate the approximate storage usage required for XCOM Data
Transport Version 12.0.

Mixed Server Releases in a PLEXQ Group

To ease migration to version 12.0 of XCOM Data Transport, PLEXQ groups can contain servers running different releases,
starting with 11.6. Job requests scheduled to the PLEXQ can originate from release 11.6 and higher. This allows for a
staged migration of servers and jobs to a new release of XCOM Data Transport.

NOTE
A server running release 11.6 ignores features specific to a transfer request scheduled with release 12.0. This
will also pertain to future releases of XCOM Data Transport.

Migrating to Newer Releases Using MultiPlexQ

The MultiPlexQ feature facilitates release migration by allowing XCOM Data Transport servers (v12.0 and above) to
participate in more than one PLEXQ group at a time. The following diagram provides an example of such a MultiPlexQ
configuration:
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Figure 9: Migrating to Newer Releases Using MultiPlexQ

In this example, the blue circle represents a PLEXQ group (PLEXQ120) with a single v12.0 server. The green circle is a
PLEXQ group (PLEXQALL) which encompasses all servers, with mixed release levels.

Install Control Center
Control Center is a browser-based user interface that lets you view and manage XCOM Data Transport for z/OS server
transactions and view transfer status.

Installation

To install Control Center, download and install PTF SO13599 and its prerequisites.

When the installation is complete, stop, then restart the XCOM task.

NOTE
For information about installing a PTF, see Maintain Your Products.

 204

https://support.broadcom.com/download-center/solution-detail.html?aparNo=SO13599&os=z%2FOS
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/maintain-your-products.html


 XCOM™ Data Transport® for z/OS 12.0

Post Installation

Assign a valid qualifier resource name to the CC_RESOURCE parameter in hlq.CBXGPARM(CONFIG) for your XCOM
task. The default resource name is XCOM.CONTROL.CENTER.

NOTE
The user ID that you use with Control Center must have at least READ access to the resource name.
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Administrating
As a system administrator, you use XCOM Data Transport to quickly and securely move data across a wide variety of
platforms. This section provides articles that provide best practices and explain how to configure the product and network,
implement SSL/TLS, and more.

Best Practices
This section contains best practices for tuning and administrating the product after you have performed the initial
configuration steps described in Configure Your Product.

• Data Compression
• Hardware Data Encryption Technology
• KEYRING Access to SSL Certificates
• PLEXQ Facility
• Secure Sockets Layer (SSL) Usage
• SNA Session Management
• Unicode Transfers
• z/OS Health Checks

Data Compression
Using data compression can allow existing workloads to be processed while deferring the need for network upgrades, or
eliminating the need to upgrade the network altogether.

Determine whether data compression provides a performance benefit for file transfers in your particular environment.
Environments with limited bandwidth on their networks or where data communications are otherwise constrained benefit
most from using data compression. Networks that perform well and have sufficient capacity to process the data traffic to
complete file transfers benefit least.

Compressing data is a CPU-intensive task. Different algorithms use different amounts of CPU resources. The primary key
to getting performance benefit from using data compression is to balance the amount of CPU used against the percentage
by which the size of data buffers is reduced. As a rule, the greater the rate of compression, the greater the amount of
CPU required to achieve that rate. Evaluate and select the appropriate compression algorithm that is the best fit for your
processing environment and data content.

The COMPRESS keyword parameter specifies whether data compression is used for a transfer. The parameter value
details are in the COMPRESS topic. The following values are listed in ascending order of CPU resource cost:

• NO
• YES
• RLE
• COMPACT
• COMPACTL
• HUFFMAN
• ZLIB1 to ZLIB9
• LZRW3
• LZSMALL
• LZMEDIUM
• LZLARGE

Additional Considerations
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The XCOM Data Transport administrator and users must work together to achieve the right balance between the size
of transmitted data buffers and CPU usage. This balance varies from one installation to another. Users should be given
direction as to which compression methods are most appropriate for any given environment. You can use XCOM Data
Transport User Exit 7 to screen, and potentially reject, transfer requests that invoke transfer methods disallowed at a
particular installation

The data compression routines that XCOM Data Transport uses utilize zIIP processors if available, and ZIIP=YES is
specified for the configuration options. zIIP processing reduces the CPU cost of data compression.

Hardware Data Encryption Technology
Consider using hardware data encryption for your XCOM Data Transport data transfers.

The IBM Integrated Cryptographic Service Facility (ICSF) uses a specialized processor and CPU instructions to encrypt
and decrypt data by using hardware. By contrast, the IBM System SSL uses software-based data encryption. XCOM Data
Transport supports both methods of encryption. Hardware-based encryption and decryption are more efficient and they
reduce the amount of general processor resources that are required for secure data transmissions. For hardware-based
encryption, only 3DES is supported.

Reducing the use of general processor resources can result in cost savings by lowering the billable CPU usage and
freeing up processor resources for other tasks. This reduction may also let you defer or eliminate the need to upgrade or
add general processor capacity.

The XCOM SSL configuration file requires changes to activate hardware data encryption. For more information, see
Implement System SSL.

Keyring Access to SSL Certificates
Store your SSL certificates for XCOM Data Transport for z/OS in keyrings.

Consider loading the certificates used for SSL connections into your external security manager software. Many external
security manager software packages provide a facility by which certificates can be stored and retrieved easily for use
based on the USERID associated with the connection or file transfer. These certificate storage locations are called
keyrings. Placing certificates within a security manager software package keyring provides extra environmental security
by controlling which certificates get selected for use by XCOM Data Transport activities. This prevents undesired or
unauthorized changes to stored certificate content as well as the usage of unapproved certificates.

An additional benefit to maintaining certificates in a managed keyring is a reduction in required ongoing maintenance of
configuration data sets used by XCOM Data Transport, because the certificate information is made accessible through a
call to the security management software.

Consult your security team to obtain a keyring with the appropriate certificates for running the SSL/TLS levels that you
require.

PLEXQ Facility
Consider using the PLEXQ facility for communication with XCOM Data Transport servers from the XCOMJOB batch
requests instead of SNA or TCP/IP protocols.

The PLEXQ facility provides a more efficient means to communicate with XCOM Data Transport servers than previously
required protocols. PLEXQ can also provide the functionality found in an XCOMPLEX configuration. However, with
PLEXQ, there is no need for an ADMIN server. The PLEXQ communication between XCOM Data Transport address
spaces requires a reduced amount of system resources than conventional protocols.

If a group name is specified on the PLEXQ parameter in the XCOM Data Transport CONFIG member, a XCOM Data
Transport server becomes PLEXQ enabled. The PLEXQ facility uses SYSPLEX Signaling Services to communicate
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between XCOM Data Transport address spaces. No advance or separate system configuration is required to connect a
XCOM Data Transport server to a PLEXQ group.

XCOMJOB can communicate with a single server, or group of servers which are joined to the same PLEXQ group. The
STCPLEXQ EXEC PARM for XCOMJOB designates which PLEXQ group is to receive the request from XCOMJOB.
(STCPLEXQ is mutually exclusive with the STCAPPL and STCIP parameters.)

If a single server is connected to PLEXQ XCOM1, executing XCOMJOB TYPE=SCHEDULE with STCPLEXQ=XCOM1
parameter directs the request to the server connected to XCOM1.

If multiple servers are connected to the PLEXQ group XCOM1, the transfer is scheduled to the best candidate to receive
the schedule request. This functions in a manner similar to the current XCOMPLEX facility. Thus, the PLEXQ facility
ultimately replaces XCOMPLEX functions.

A TYPE=HISTORY request to a PLEXQ group of servers retrieves matching history records from ALL of the servers which
are connected to the PLEXQ group. A TYPE=INQUIRE request is directed to the specific server to which the transfer was
previously scheduled.

Additional Considerations

PLEXQ functionality can be implemented alongside XCOMPLEX environments to allow for migration to the new
technology. The XCOMPLEX feature is being deprecated, and can eventually be removed from the product.

In order to ease migration to new releases of XCOM Data Transport, PLEXQ groups can contain servers running different
releases. Transfer the requests specifying specific features cannot take advantage of that feature if the server selected to
process the request does not support the feature.

Secure Sockets Layer (SSL) Usage
Consider deploying SSL for TCP/IP-based network communications. XCOM Data Transport uses IBM System SSL for its
data cryptographic services.

The data in your organization is a valuable asset. Whether the data is intellectual property or confidential information that
is used during day-to-day operations, maintaining its integrity and privacy is becoming more difficult. SSL is an industry-
standard means of maintaining integrity and privacy. Using SSL to protect the transmission of this sensitive information
allows you to perform business operations while minimizing the risk of the information being compromised.

The SSL protocol provides data privacy using industry-standard encryption techniques and algorithms. The XCOM Data
Transport implementation of SSL lets you specify the encryption algorithms to use, and whether to perform the encryption
by software or by hardware using the IBM ICSF interface. The use of certificates for partner authentication is supported.

XCOM Data Transport provides scripts to generate the certificates and encryption keys for SSL connections. After you
execute the scripts, you customize the SSL configuration file with the appropriate values for your installation. This file
specifies the names, paths, and passwords to access the certificates. This file also contains options to validate the
certificates and specify which CIPHER algorithms can or cannot be used. For more information about configuring your
SSL environment for XCOM Data Transport, see Implement System SSL.

Because software-based data encryption is CPU-intensive, we also recommend shifting the workload to a hardware
function using an IBM cryptographic processor. XCOM Data Transport accesses this specialized processor by using
the ICSF interface. Using the ICSF interface effectively reduces the amount of general processor resources that are used
to encrypt and decrypt data. This reduction can also lower costs by reducing the number of MSUs that are used to transfer
files between systems. For more information about hardware encryption, see Hardware Data Encryption Technology.

SNA Session Management
Evaluate the requirements for handling inactive SNA sessions and select the appropriate option for the DROPESS=
keyword parameter. The description, valid values, and functionality of each option are described in DROPSESS. The
DROPSESS value specified in the XCOM Data Transport Default Options applies globally to all SNA sessions within the
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region. However, this value can be overridden for individual partner LUs by specifying a different value for DROPSESS= in
a DEST member that is configured for a specific partner LU.

Maintaining idle SNA sessions consumes virtual storage within the XCOM Data Transport region as well as other system
resources associated with keeping a session connected between two LUs. This resource usage is multiplied by the
number of sessions that are concurrently active. Reducing the number of idle SNA sessions that are kept active reduces
the amount of storage that is required by the XCOM Data Transport region while it is in an idle state.

Additional Considerations

Keeping SNA sessions active can be beneficial in environments that are CPU-constrained, because the need to process
session establishment for each new request is eliminated. However, this should be weighed against the cost of holding
virtual storage for the duration of each session.

Unicode Transfers
This article contains best practices for Unicode transfers.

Network Traffic

When transmitting data between partners in Unicode format (UTF-8 or UTF-16), it is important to understand the type of
data that is being transmitted. Between the two formats, there can be a significant difference in the amount of data that is
sent over the network.

Transmission Formats

UTF-8 Format -- A single character is encoded in a 1-byte to 4-byte format. The first 128 characters of UTF-8 correspond
to the ASCII character set.

UTF-16 Format -- A single character is encoded in a 2-byte format. For characters outside of the basic multilingual plane,
4 bytes would be required.

Considerations

For data that is comprised mostly of single-byte characters (SBCS), using the UTF-8 format for transmission would
yield the least amount of data transmitted. The translation to UTF-8 would be mostly a 1-1 correspondence in bytes per
character, where UTF-16 would use 2 bytes per character.

For data comprised of mostly double byte characters (DBCS), using the UTF-16 format for transmission would yield
the least amount of data transmitted. The translation to UTF-16 would be 2 bytes per character, where UTF-8 has the
potential to use more than 2 bytes per character.

Target Datasets

When defining a target dataset, the following considerations are used to determine the logical record length (LRECL) to
use:

• Logical record length of the source dataset
• Character set that the source dataset uses
• Character set to be used for the target dataset

When going from a single byte character set (SBCS) to a double (DBCS) or multibyte (MBCS) character set, the LRECL
of the target dataset must be larger than the source. This is to account for the DBCS and MBCS characters taking more
than a single byte for storage. For example, when going from a single byte character set to a double byte character set,
the LRECL of the target dataset should be at least double the source dataset, because DBCS characters take up 2 bytes
of storage.
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In cases where there are mixed character sets within the data, a variable length record definition would also allow for
conservation of the disk space.

Using zEDC Data Compression
Consider the following points if you use IBM z Systems Data Compression (zEDC) with XCOM Data Transport for z/OS:

• For record sizes smaller than 31 KB, the record packing feature of XCOM Data Transport should be used. This
provides an overall performance benefit, even if zEDC is not used or present on the subject processor(s). Record
packing is enabled by specifying PACK=LENGTH or PACK=CRLF in the transfer SYSIN01 parameters.

• Buffer minimums for zEDC eligibility are configured in the IQPPRMxx PARMLIB member. This member sets the
minimum buffer sizes required in order for the zEDC facility to be invoked. For more information, consult with the
system programmer who maintains this PARMLIB member. During XCOM Data Transport initialization processing,
these limits are queried and written to the XCOMLOG so that you can determine the minimum threshold values.

• PTF SO09365 significantly increases the size of supported PACK buffers for network transmission. The previous limit
was 31744 bytes. This PTF increases the PACK buffer limit to 1023000 bytes. To use the IBM zEDC feature, your
MAXPACK value should be set to at least the value in the IQPPRMxx PARMLIB member.

• The only data compression algorithm supported by the IBM zEDC hardware is ZLIB. XCOM Data Transport supports
numerous levels of ZLIB compression by using the COMPRESS option. Valid values are ZLIB and ZLIB1 to ZLIB9.

You should perform comparison testing when selecting compression options. With well-tuned and properly performing
networks, compression is unnecessary and its usage can cause performance degradation.

NOTE
For more information about configuring, enabling, and optimizing IBM zEDC, see the IBM Redbook
documentReduce Storage Occupancy and Increase Operations Efficiency with IBM zEnterprise Data
Compression.

z/OS Health Checks
Monitor health checks that are generated for XCOM Data Transport. Health checks alert you to conditions that could
prevent the product from performing properly.

The following health checks are provided for XCOM Data Transport:

• XCOM_ABOVE_16M@stcname
Storage usage above the 16-MB line is monitored so that XCOM Data Transport parameters can be tuned to allow
optimized file transfer throughput. Region size and the values of the MAXTASK, MAXREM, and MAXLOC parameters
have the most direct impact on storage utilization within a XCOM Data Transport region.

• XCOM_BELOW_16M@stcname
Storage usage below the 16-MB line is monitored so that XCOM Data Transport parameters can be tuned to allow
optimized file transfer throughput.

• XCOM_MAXLOC_LEVEL@stcname
Concurrent locally-initiated task levels within the XCOM Data Transport region are analyzed against the configured
maximum allowed. Percentage utilization is calculated as well as cumulative information about whether the configured
maximum number of locally-initiated tasks has been reached during the life of the current server task. The number of
times the limit was reached is also displayed.

• XCOM_MAXREM_LEVEL@stcname
Concurrent remotely-initiated task levels within the XCOM Data Transport region are analyzed against the configured
maximum allowed. Percentage utilization is calculated as well as cumulative information about whether the configured
maximum number of remotely-initiated tasks has been reached during the life of the current server task. The number of
times the limit was reached is also displayed

• XCOM_MAXTASK_LEVEL@stcname

 210



 XCOM™ Data Transport® for z/OS 12.0

Total concurrent task levels within the XCOM Data Transport region are analyzed against the configured maximum
allowed. Percentage utilization is calculated as well as cumulative information about whether the configured maximum
number of tasks has been reached during the life of the current server task. The number of times the limit was reached
is also displayed.

CONFIG Member Parameters
The CONFIG member contains the initialization parameters for the current XCOM Data Transport execution.

This section describes the CONFIG parameters.

If an unsupported parameter or an invalid parameter value is specified in the CONFIG member or in the EXEC statement,
the XCOM Data Transport server terminates. A message indicating which parameter caused the termination is written to
the XCOMINIT log.

ACBNAME
Specifies the VTAM ACBNAME that the server attempts to open at initialization time.

XCOMAPPL
Specifies XCOMAPPL as the ACBNAME.

xxxxxxxx
Specifies an ACBNAME other than XCOMAPPL. This name can be up to eight alphanumeric characters.

Default: XCOMAPPL

NOTE
The value of the ACBNAME parameter must be the same as the VTAM APPL statement name.

ACFUSER
Designates the name of the ACF2 control block from which XCOM Data Transport obtains a user ID.

ACEE
Specifies that XCOM Data Transport is to obtain the user ID from the ACEE.

ACFUID
Specifies that XCOM Data Transport is to use the ACF2 UID string from the ACUCB for authorization checking.

ASXB
Specifies that XCOM Data Transport is to obtain the user ID from the ASXB.

Default: ASXB

NOTE
This parameter concerns only ACF2 users. Consult the ACF2 administrator for more information about this
parameter.

AGE
Specifies the length in days of the queue purging interval that is applied to locally initiated transfer requests.

1 to 999
Specifies the length in days of the queue purging interval.

Default: 10 (days)

This feature prevents scheduled requests that are incomplete from remaining indefinitely on the pending queue. After
the purging interval, these requests will be deleted and a history record will be generated reflecting this change. This
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relieves the XCOM Data Transport administrator from periodically checking the XCOM Data Transport queue to delete old
requests, thus allowing unsupervised operation of XCOM Data Transport.

The REMAGE parameter serves the same purpose for remotely initiated transfer requests.

ALERT_CONV
This parameter causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified
event category and severity level.

The value of the ALERT_CONV parameter is the severity level of the event that the first term named.

This parameter specifies that XCOM Data Transport generates alerts for conversation-related events.

The possible values are:

Info
Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the
designated event category.

Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.

Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

NOTE

A severity level of Information includes events of the severity levels Information, Warning, Error, and Action. A
security level of Error includes events of the security levels Error and Action.

If ALERT_CONV is specified in the CONFIG Member and the XCOM Data Transport control library, the values
that are given in the former are merged with those in the latter. Circumstances can occur where XCOM Data
Transport cannot use the ALERT_CONV parameter as specified in the control library; in such cases, XCOM
Data Transport uses the ALERT_CONV parameter according to its specification in the CONFIG Member.

ALERT_FILE
Causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified event category
and severity level.

Specifies that XCOM Data Transport generates alerts for file related events.

The possible values are:

Info

Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the designated event
category.
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Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.

Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

NOTE

A severity level of Information includes events of the severity levels Information, Warning, Error, and Action. A
security level of Error includes events of the security levels Error and Action.

If ALERT_FILE is specified in the CONFIG Member and the XCOM Data Transport control library, the values
that are given in the former are merged with those in the latter. Circumstances can occur where XCOM Data
Transport cannot use the ALERT_FILE parameter as specified in the control library; in such cases, XCOM Data
Transport uses the ALERT_FILE parameter according to its specification in the CONFIG Member.

ALERT_GEN
Causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified event category
and severity level.

Specifies that XCOM Data Transport generates alerts for general events.

The possible values are:

Info

Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the designated event
category.

Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.

Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

NOTE

A severity level of Information includes events of the severity levels Information, Warning, Error, and Action. A
security level of Error includes events of the security levels Error and Action.
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If ALERT_GEN is specified in the CONFIG Member and the XCOM Data Transport control library, the
values that are given in the former are merged with those in the latter. Circumstances can occur where XCOM
Data Transport cannot use the ALERT_GEN parameter as specified in the control library; in such cases, XCOM
Data Transport uses the ALERT_GEN parameter according to its specification in the CONFIG Member.

ALERT_SEC
Causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified event category
and severity level.

Specifies that XCOM Data Transport generates alerts for security-related events.

The possible values are:

Info

Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the designated event
category.

Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.

Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

NOTE

A severity level of Information includes events of the severity levels Information, Warning, Error, and Action. A
security level of Error includes events of the security levels Error and Action.

If ALERT_SEC is specified in the CONFIG Member and the XCOM Data Transport control library, the values
that are given in the former are merged with those in the latter. Circumstances can occur where XCOM Data
Transport cannot use the ALERT_SEC parameter as specified in the control library; in such cases, XCOM Data
Transport uses the ALERT_SEC parameter according to its specification in the CONFIG Member.

ALERT_SESS
Causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified event category
and severity level.

Specifies that XCOM Data Transport generates alerts for session-related events.

The possible values are:

Info

Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the designated event
category.
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Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.

Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

NOTE

A severity level of Information includes events of the severity levels Information, Warning, Error, and Action. A
security level of Error includes events of the security levels Error and Action.

If ALERT_SESS is specified in the CONFIG Member and the XCOM Data Transport control library, the values
that are given in the former are merged with those in the latter. Circumstances can occur where XCOM Data
Transport cannot use the ALERT_SESS parameter as specified in the control library; in such cases, XCOM Data
Transport uses the ALERT_SESS parameter according to its specification in the CONFIG Member.

ALLOC
Specifies the default type of space allocation that is used for file transfers to a new data set.

BLKS
Specifies that space is allocated in blocks.

CYLS
Specifies that space is allocated in cylinders.

TRKS
Specifies that space is allocated in tracks.

RECORDS
Specifies that space is allocated in records.

Default: CYLS

NOTE
Related parameters are CATALOG, PRI, SEC, UNIT, VOL, DIR, PSOUNIT, and PSOVOL.

ALIAS_FAIL
Causes XCOM Data Transport to set RC to 0 if set to a value of NO or 16 if set to a value of YES when a bad ALIAS is
found during a TYPE=EXECUTE XCOMJOB transfer of a PDS load library.

The possible values are:

NO
The default value and causes XCOM Data Transport to set RC to 0 as it did in prior releases.

YES
This value causes XCOM Data Transport to set the RC to 16 which means a logic error has occurred so that the
user is alerted that a bad ALIAS has been detected.
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Action
Remove the invalid alias from the data set.

Default
NO

APPLSEC
Specifies the value to be used as the APPL value when requesting validation of the user ID and password by the security
interface.

ACBNAME
Causes XCOM Data Transport to use the value that is entered with the ACBNAME keyword in this table or in the
PARM field of the EXEC JCL statement that starts XCOM Data Transport.

APPLID
Causes XCOM Data Transport to use the value that is entered with the APPLID keyword in this table or in the
PARM field of the EXEC JCL statement that starts XCOM Data Transport.

DEFAULT
Causes XCOM Data Transport to use a value of XCOM62 (it provides compatibility with earlier releases of the
XCOM Data Transport product).

NETNAME
Causes XCOM Data Transport to use the value that is entered with the NETNAME keyword in this table or in the
PARM field of the EXEC JCL statement that starts XCOM Data Transport.

NONE
Causes XCOM Data Transport not to request APPLID security.

STCAPPL
Causes XCOM Data Transport to use the value that is entered in the PARM field of the EXEC JCL statement that
starts XCOM Data Transport.

'xxxxxxxx'
Causes XCOM Data Transport to use the value that is entered within the single quotes as the APPL value. The
value is a string of up to eight alphanumeric characters.

Default: DEFAULT

NOTE

XCOM Data Transport sample IBM RACF and Top Secret interfaces (XCOMRACF and XCOMTOPS,
respectively) use the APPLSEC parameter as the value passed in the APPL parameter when making
RACROUTE VERIFY requests. Sites can use the value of this parameter for other purposes by recoding the
sample security interface.

XCOM Data Transport passes this value to Exit 5 (XCOMEX05) in the field SECAPPL of the Exit 5 parameter list
(mapped by the SECDSECT macro).

AT-TLS
Specifies whether AT-TLS specific listeners are started as part of the server configuration.

ONLY
Specifies that only AT-TLS TCP/IP listeners are started on the server. No “regular” TCP/IP, SSL, or specific IPv6
listeners are activated during server initialization.
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ALLOW
Specifies that AT-TLS TCP/IP listeners are started in the server in addition to the other types of listeners
requested (or defaulted to) in the server configuration. This includes “regular” TCP/IP, SSL, and specific IPv6
listeners.

NONE
Specifies that AT-TLS specific listeners are not started during server initialization.

Default: NONE

AT-TLS_PORTS
Specifies the ports that listen for incoming AT-TLS enabled connections.

port_numbers
Specifies the port numbers that the AT-TLS listeners use to support AT-TLS enabled connections from remote
partners. Up to eight ports can be specified. Specify multiple ports within parentheses. Separate port numbers
using commas only (no spaces).

NOTE
This parameter is ignored unless the AT-TLS parameter is set to ONLY or ALLOW.

Limits: 1-65535 (for each port)

Default: 8048

Examples:

Specify a single port and listener:

AT-TLS_PORTS=8049

Specify eight ports and listeners:

AT-TLS_PORTS=(8048,8049,8050,8051,8052,8053,8054,8055)

AVGREC
Specifies the multiplier for Primary and Secondary allocation units when allocating based on the number of records.

U
Indicates that the PRI and SEC parameters specify the number of records to allocate for.

K
Indicates that PRI and the SEC parameters specify the number of records in thousands (so it would be the
number specified multiplied by 1024).
For example, specifying 3 would be stating 3 K or 3072 records.

M
Indicates that PRI and the SEC parameters specify the number of records in millions (so it would be the number
specified multiplied by 1048576).
For example, specifying 2 would be stating 2M or 2097152 records.

Default: U

NOTE
This parameter applies only when the alloc value in the SPACE parameter specifies a value of REC indicating
that a file is being allocated based on a specific number of records.
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BANNER
Specifies whether XCOM Data Transport is to create a banner page when transferring a report.

YES
Specifies that XCOM Data Transport is to create a banner page.

NO
Specifies that XCOM Data Transport is not to create a banner page.

Default: YES

NOTE
If EXIT10=YES has been specified in the Default Options Table, Exit 10 (module XCOMEX10) is invoked to
create the banner page on behalf of XCOM Data Transport; otherwise, XCOM Data Transport creates the
default banner page.

CA7EXIT
Specifies whether XCOM Data Transport attaches a CA 7 interface subtask at the end of a successful file transfer.

YES
Specifies that XCOM Data Transport is to attach a CA 7 interface subtask.

NO
Specifies that XCOM Data Transport is not to attach a CA 7 interface subtask.

Default: NO

NOTE

CA7EXIT is useful for installations that use the CA 7 scheduling system and uses a successful inbound file
transfer as a trigger for subsequent job scheduling.

This parameter is effective only with transfers of type TYPE=SCHEDULE (that is, queued transfers).

XCOM Data Transport uses the CA 7 U7SVC program for data set triggering. For information about CA 7 setup,
see the Interfaces and Database Maintenance sections in the CA 7 documentation.

CATALOG
Indicates whether new data sets created by XCOM Data Transport can be cataloged.

YES
Specifies that the data sets are cataloged.

NO
Specifies that the data sets are not cataloged.

Default: YES

CATALOG is similar to the DISP parameter of the JCL DD statement.

Related parameters are ALLOC, SEC, DIR, PRI, UNIT, VOL, PSOUNIT, and PSOVOL.

CC_RESOURCE
Specifies the resource name for accessing the Control Center browser-based user interface (UI).

XCOM.CONTROL.CENTER
Specifies the default resource name with XCOM as the qualifier.
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xxxxxxx.CONTROL.CENTER
Specifies the resource name with a valid qualifier. The user ID must have at least READ access to this qualifier.

CKPT
Specifies the interval for checkpoints that are taken during a file transfer.

0 to 9999 records
Specifies the number of records to transfer for a checkpoint interval.

NOTE

The checkpoint/restart facility resumes interrupted transfers from the point at which the most recent checkpoint
was taken.

Each time a checkpoint is taken, the output buffers on the receiving system are written to the disk. A checkpoint
interval that is too short slows down file transfers; a checkpoint interval that is too long increases the risk of
data loss. We recommend that you set the Checkpoint Count to at least 1000. On Token Ring, Ethernet, and
other high-speed networks, the Checkpoint Count must be set to the highest allowable value, if needed. Set this
parameter to 0 to disable checkpointing.

If the receiving system is z/OS or VSE, the Checkpoint Count must be set to a multiple of the blocking factor.
If the DCB attributes are RECFM=FB LRECL=80 BLKSIZE=8000, the Checkpoint Count must be a multiple of
100.

Default: 1000

CLASS
Specifies the default SYSOUT class that is assigned to an incoming report when the remote system does not provide one.
This class can be any valid JES SYSOUT class.

A
Specifies the SYSOUT class A.

x
Specifies a SYSOUT class other than A. This class can be designated with any alphanumeric character.

Default: A

CMPRS_PDS_ALLOW
Specifies whether a PDS compression is allowed.

YES
Allows users to request a PDS compression on a transfer-by-transfer basis, or by using a DEST member.
Note: This setting also implicitly provides automatic compression in response to an out-of-space condition.

NO
Disables the compression function within the server to which it applies.

X37
Automatically invokes a PDS compression if a z/OS system abend B37, D37, or E37 occurs during a transfer into
a PDS data set.

Default: NO

 219



 XCOM™ Data Transport® for z/OS 12.0

NOTE
Any retryable transfer that is a result of an automatic compression from an out-of-space condition (such as
#XCOMM0221E DATASET OUT OF SPACE - PDS DATASET WILL BE COMPRESSED) is terminated if the
retry also results in an out-of-space condition.

CMPRS_SYSOUT_CL
Identifies the name of a PDS compression SYSOUT class.

Default: Use the XCOMLOG class.

COMPNEG
The COMPNEG parameter specifies whether XCOM Data Transport for z/OS negotiates a data compression method
during a transfer, and which compression method it requests.

For example, if this XCOM Data Transport for z/OS instance initiates a data transfer with its requested compression
method, the receiving XCOM instance may reject that method and may request an alternate method. This XCOM Data
Transport for z/OS instance then uses its specified COMPNEG value to determine whether to accept the alternate
compression method.

Alternatively, another XCOM instance may initiate the data transfer with its requested compression method. If this XCOM
Data Transport for z/OS instance cannot use the requested method, it uses its specified COMPNEG value to determine
whether to negotiate an alternate compression method.

The COMPNEG value that you specify must be on the list of allowed algorithms for this XCOM Data Transport for z/OS
instance. The COMPRESS_ALLOWED parameter specifies the list of allowed algorithms.

The following values are valid for COMPNEG:
compression-method

Specifies the compression method to request during the negotiation. You can specify one of the following values:

• COMPACT
• COMPACTL
• YES
• RLE
• HUFFMAN
• LZLARGE
• LZMEDIUM
• LZSMALL
• LZRW3
• ZLIB
• ZLIB1 through ZLIB9

NO
Does not permit compression negotiation. If this XCOM Data Transport for z/OS instance receives a request for
an unrecognized or unpermitted compression method, the transfer fails.

Default: YES

COMPRESS_ALLOWED
Specifies the compression methods allowed for transfers:
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• ALL
• NONE
• COMPACT
• COMPACTL
• YES
• RLE
• HUFFMAN
• LZALL
• LZLARGE
• LZMEDIUM
• LZSMALL
• LZRW3
• ZLIBALL
• ZLIB
• ZLIB1 - ZLIB9

Default: ALL

Specify NONE to allow no compression.

Specify ALL to allow all compression methods.

To allow all methods except the ones that you prohibit individually, specify ALL, followed by the prohibited methods. Add a
colon (:) and exclamation point (!) after the ALL and between each prohibited method. See the related example for details.

If you do not specify ALL, then only the methods that you specify individually are allowed.

If you specify multiple methods individually, separate each one with a colon (:), whether you are allowing them or
prohibiting them. See the examples for details.

Examples:

• To turn off compression:
COMPRESS_ALLOWED=NONE

• To allow all compression methods:
COMPRESS_ALLOWED=ALL

• To allow all methods except the LZ small, medium, and large methods:
COMPRESS_ALLOWED=ALL:!LZSMALL:!LZMEDIUM:!LZLARGE 

• To allow only HUFFMAN, LZALL, and RLE:
COMPRESS_ALLOWED=HUFFMAN:LZALL:RLE

 

CONTIG
Use contiguous space allocation.

YES
Specifies that contiguous space allocation is used.

NO
Specifies that contiguous space allocation is not used.

Default: NO
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CREATEDELETE
Specifies whether the CREATEDELETE transfer (SYSIN01) parameter can be permitted.

WARNING
Review the CREATEDELETE transfer parameter before permitting its use.

YES
Specifies that CREATEDELETE can always be attempted; so the CREATEDELETE transfer parameter is always
set to YES.

NO
Specifies that the use of CREATEDELETE is not permitted; so the CREATEDELETE transfer parameter is always
set to NO.

ALLOW
Specifies that the use of CREATEDELETE is permitted.

Default: NO

CREATEDELOVRD
Specifies whether XCOM Data Transport can allow a CREATEDELETE to occur if the target data set is protected with an
expiration date (EXPDT) and the data set has not yet expired.

YES
Allow the CREATEDELETE to proceed; the target data set is reallocated as described by the CREATEDELETE
option.

NO
Deny the CREATEDELETE; the transfer fails, because the data set expiration date has not been reached.

Default: NO

CRUSSDIR
Specifies whether XCOM Data Transport is allowed to create a USS directory if FILEOPT=CREATE and the directory
does not exist.

Default: Y

NOTE
If CRUSSDIR=N and the directory does not exist, then XCOM Data Transport displays an error message.

DEALLOCMSG
Specifies the MSG147/MSG367 after deallocation.

YES
Specifies that the following messages are issued after the file received is deallocated.
XCOMM0147I nnnnnnnnnn RECORDS RECEIVED SUCCESSFULLY - FILE=DSNAME.
XCOMM0367I nnnnnnnnnn BLOCKS nnnnnnnnnn RECORDS RECEIVED SUCCESSFULLY - FILE=DSNAME.
NO
Specifies that the messages are issued immediately after the file transfer is completed before the file is
deallocated.

Default: NO
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DEFAULT_CHARSET
This parameter specifies the default character set XCOM Data Transport uses for Unicode transfers (CODE=UTF8 or
CODE=UTF16).

CCSID#nnnnn/tttttttt
nnnnnn - specifies the CCSID number that corresponds to the character set. Valid values are 1 - 65535.
tttttttt (optional) - specifies the technique search order IBM Unicode Services uses when performing conversion.
One to eight characters are specified. Valid values to use are:
R - Roundtrip conversion
E - Enforced Subset conversion
C - Customized conversion
L - Language Environment Behavior conversion
M - Modified for special use conversion
B - Bidi transformation (Bi-directional) conversion
0-9 - User-defined conversions

Default: CCSID#37 (US EBCDIC)

NOTE

If the technique search order is not specified, Unicode Services defaults to ‘RECLM’.

DEFAULT_CHARSET is used when z/OS is the local partner and LOCAL_CHARSET is not specified, or when z/
OS is the remote partner and REMOTE_CHARSET is not specified.

DEFAULT_CONVERROR
This parameter identifies the action when the input file contains characters that cannot be converted as they are not
included within the output character sets character repertoire.

REPLACE
Replace each unconvertible character with the default substitution characters defined for the Unicode character
set.

REPLACE#nnnnnnn
Replace each unconvertible character with the Unicode character that the decimal value nnnnnnn identifies. If the
specified replacement character cannot be represented in the output character set, then the transfer is failed. This
option is not supported for z/OS systems, where the replacement character is defined in the conversion table that
is defined to IBM Unicode Services. This option is treated as REPLACE. The replacement character has a valid
range of 1 - 1114111.

SKIP
The erroneous data is disregarded, but a warning message is issued at the end of the transfer. The message
identifies that this condition occurred and provides a total count of the number of skipped characters. This option
is not supported for z/OS systems and is treated as REPLACE.

FAIL
The transfer terminates with an error condition.

Default: FAIL

NOTE
DEFAULT_CONVERROR is used when z/OS is the remote partner and MBCS_CONVERROR is not specified.
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DEFAULT_DELIM
This parameter specifies an optional encoding for which the specified DEFAULT_CHARSET is based. If specified,
encoding must be EBCDIC and the first option in the list.

This parameter also specifies a list of delimiters to use for USS-based output files when FILEDATA=TEXT.

This parameter is used only for UNICODE transfers (CODE=UTF8 or CODE=UTF16).

Valid options are:

EBCDIC
-- The specified character-set is EBCDIC encoded.

NA
-- Not applicable, the system default delimiter is used.

NL
-- New line

CR
-- Carriage return

LF
-- Line feed

CRLF
-- Carriage return/Line feed

LFCR
-- Line feed/Carriage return

CRNL
-- Carriage return/New line

Default: EBCDIC:NA

NOTE

If EBCDIC is specified, it must be the first option in the list.

DEFAULT_DELIM is used when z/OS is the local partner and LOCAL_DELIM is not specified. DEFAULT_DELIM
is also used when z/OS is the remote partner and REMOTE_DELIM is not specified.

DEFAULT_INPUTERROR
This parameter identifies the appropriate action when the input file contains data that is not consistent with the specified
input character set.

REPLACE
Replace each piece of erroneous data with the default substitution characters defined for the Unicode character
set.

REPLACE#nnnnnnn
Replace each piece of erroneous data with the Unicode character that the decimal value nnnnnnn identifies. This
option is not supported for z/OS systems, where the replacement character is defined in the conversion table that
is defined to IBM Unicode Services. This option is treated as REPLACE. The replacement character has a valid
range of 1 - 1114111.
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SKIP
The erroneous data is disregarded, but a warning message is issued at the end of the transfer. The message
identifies that this condition occurred and provides a total count of the number of ignored bytes. This option is not
supported for z/OS systems and is treated as REPLACE.

FAIL
The transfer terminates with an error condition.

Default: FAIL

NOTE
DEFAULT_INPUTERROR is used when z/OS is the local partner and MBCS_INPUTERROR is not specified.

DIR
Specifies the number of PDS directory blocks to be allocated for file transfers to new data sets.

0 to 16,777,215
Specifies the number of directory blocks.

Default: 40 (blocks)

NOTE
Related parameters are ALLOC, SEC, PRI, CATALOG, UNIT, VOL, PSOUNIT, and PSOVOL.

DLOGMOD
Specifies the source of the logon mode name to be used when XCOM Data Transport initiates a session to a remote LU.

VTAM
Indicates that XCOM Data Transport initiates sessions with single-session-capable LUs using SIMLOGON or
REQSESS where the NIB LOGMODE=X'00', requesting that the VTAM SSCP owning the LU obtain the session
parameters from the MODTAB and DLOGMOD VTAMLST associated with that LU and return them to XCOM Data
Transport using the logon exit CINIT or SCIP BIND RU.

XCOM
XCOM Data Transport initiates sessions with single- or parallel-session-capable LUs using SIMLOGON or
REQSESS with the NIB LOGMODE set equal to the LOGMODE parameter from the destination member, if any,
or from the Default Options Table.

Default: VTAM

NOTE

DLOGMOD=VTAM is ignored by parallel-session LUs, and non-SNA service manager sessions use “XCOM” as
the value of DLOGMOD. SNA service manager CNOS sessions are initiated with a logmode of SNASVCMG, as
required by LU 6.2 protocol.

The logmode name that is usually returned to the VTAM logon exit in the CINIT RU or in the SCIP exit in
the BIND RU is used to construct the mode name user vector in the bind as required by LU 6.2 session
establishment. If the mode name is not available in the CINIT or BIND RU control vectors X'0D' or X'2D' the LU
6.2 mode name is set from the LOGMODE parameter of the enabled destination member, if any, associated with
the LU or from the Default Options Table.

Note that while the LU 6.2 protocol does not require that the VTAM logmode name match the LU 6.2 mode
name, XCOM Data Transport currently assumes that they do match and sets the LU 6.2 mode name in bind
user vector X'02 to match the VTAM logmode.

 225



 XCOM™ Data Transport® for z/OS 12.0

DOMAIN
Identifies the Windows domain server that is used to validate the remote user ID and password.

xxxxxxxxxxxxxxx
Identifies the domain server that is used to validate the remote user ID and password. The name can contain up
to 15 characters.

Default: None

NOTE
Used with transfers to Windows only.

DROPSESS
This parameter indicates whether XCOM Data Transport drops an LU-LU session at the conclusion of a scheduled file
transfer.

YES
Indicates that XCOM Data Transport drops the session.

NO
Indicates that XCOM Data Transport does not drop the session.

QEMPTY
Indicates that XCOM Data Transport is to process all the transfers to a particular LU in the request queue before
dropping the session.

ALL
Indicates that XCOM Data Transport drops all sessions, including SNASVCMG, at the conclusion of a scheduled
file transfer. If all transfers for the particular LU in the request queue have finished.

<timeout value>
Indicates that if there is no activity on the session for the specified time interval, the session is dropped. It includes
the SNASVCMG session. Valid values for the timeout interval are 1-60 (Seconds).

Default: NO

NOTE

XCOM Data Transport for VAX and some XCOM Data Transport for UNIX products do not support z/OS-initiated
session establishment. Therefore, DROPSESS has no effect when the target of the transfer request is one of
these platforms.

DROPSESS=ALL is only used for infrequently used SNA partners to avoid potential problems with
SNASVCMG sessions being dropped and possibly established simultaneously with heavy volume of transfers.
DROPSESS=ALL is similar in function to DROPSESS=QEMPTY but drops the SNASVCMG session too.

DUMPCL
Specifies the SYSOUT class XCOM Data Transport uses when creating diagnostic dumps.

A
Specifies the SYSOUT class A.

x
Specifies a SYSOUT class other than A. This class can be designated with any alphabetic character.

Default: A
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DYNALMNT
Specifies whether XCOM Data Transport is to allow the mounting of a tape or DASD volume when processing the
dynamic allocation of a data set.

YES
Specifies that XCOM Data Transport requests the mounting of a tape or DASD volume if it is not mounted when
the file is being allocated.

NO
Specifies that XCOM Data Transport will not request the mounting of a tape or DASD volume if it is not mounted
when the file is being allocated. The transfer is terminated.

Default: NO

NOTE
The DYNALMNT default parameter can be specified in the XCOMDFLT table or overridden on the XCOMJOB/
XCOMXFER EXEC parameter. The value of DYNALMNT can also be modified using the operator DFLT
command.

Use DYNALMNT to Stack Files

If DYNALMNT=YES, you can stack files on a volume or tape.

To stack files on a volume or tape

Use the following sample JCL in SYSIN01:

TYPE=SEND

IPNAME=123.456.78.90

IPPORT=8044

CKPT=0

TAPE=YES

FILEOPT=CREATE

FILETYPE=FILE

SECURE_SOCKET=NO

LFILE=your.dataset

FILE=your.tape.dataset

LABEL=(1,SL)

UNIT=VTAPE

HOLD=NO

XTCNET=TAPE

XTCJOB=VTAPE

XTCGOODREL=VTAPE1

*

NEWXFER

LFILE=your.dataset

FILE=your.tape.dataset1

LABEL=(2,SL)

VOL=296934

HOLD=YES

XTCNET=TAPE

XTCJOB=VTAPE1
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EATTR
This parameter identifies if the data set can have extended attributes if the data set be allocated on an Extended Address
Volume (EAV).

OPT
Specifies that a data set can optionally have extended attributes.

NO
Specifies that a data set cannot have extended attributes.

Default: NO

NOTE
This parameter is applicable only for data set creation.

EDESC
Specifies the 16 bits (coded in hexadecimal) of a z/OS message descriptor code.

Value (hexadecimal) Descriptor Codes Definition
8000 1 System failure
4000 2 Immediate action required
2000 3 Eventual action required
1000 4 System status
0800 5 Immediate command response
0400 6 Job status
0200 7 Application program processor
0100 8 Out-of-line message
0080 9 Status display
0040 10 Dynamic status display
0020 11 Critical eventual action required
0010 12 Important information message
 13 Reserved for future use

Default: 0200

NOTE
The message descriptor codes are selected by the bit configuration, where bit 0 corresponds to descriptor code
1. These codes are assigned to error messages ending with E. The descriptor code is used by XCOM Data
Transport when issuing WTO macro instructions. z/OS inserts an indicator (a blank space followed by a + sign)
at the start of the message.

ENCRYPT
Specifies whether an SYSIN01 file was created using the ISPF interface is encrypted.

YES
Causes an SYSIN01 file be created using the ISPF interface to be encrypted in conformance with the Data
Encryption Standard.
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NO
Causes an SYSIN01 file be created using the ISPF interface not to be encrypted and to conform to the standard
EBCDIC character set.

Default: NO

NOTE

Encryption methods other than the DES are used outside the U.S.

Because of federal regulations restricting the export of products with cryptographic capabilities, this parameter
may not be available or effective in some non-U.S. XCOM Data Transport products.

If ENCRYPT=YES is specified, all batch jobs must use encrypted SYSIN01 files that are created through the
ISPF interface.

EROUT
Specifies the 16 bits (coded in hexadecimal) of z/OS console routing codes for error messages ending with E.

Value (hexadecimal) Descriptor Codes Definition
8000 1 Master console action
4000 2 Master console information
2000 3 Tape pool
1000 4 Direct-access pool
0800 5 Tape library
0400 6 Disk library
0200 7 Unit record pool
0100 8 Teleprocessing control
0080 9 System security
0040 10 System error/maintenance
0020 11 Programmer information
0010 12 Emulators
0008 13 Installation use
0004 14 Installation use
0002 15 Installation use
0001 16 Installation use
0000 None XCOM Data Transport use only

Default: 4020

NOTE

Bit configurations select the console routing codes, where bit 0 corresponds to routing code 1, bit 1 corresponds
to routing code 2. At z/OS system generation, each operator console is assigned routing codes corresponding to
the functions that the installation wants that console to perform.

Specifying EROUT=0000 in the Default Options Table or as part of the PARM field of the EXEC JCL statement
causes the suppression of all XCOMMnnnnE messages from the SYSLOG, and most error messages that
XCOMJOB generates. All messages continue to be a part of the XCOM Data Transport log.
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ERRINTV
Specifies the interval in minutes at which XCOM Data Transport is to reset error flags on the pending request queue and
retry session establishment.

1 to 999
Specifies in minutes the frequency with which error flags are set.

Default: 7 (minutes)

NOTE

The error flags are a result of session disruptions or initial BIND failures.

The XCOM Data Transport operator console command RESET can be used to reset an error flag. For a
description of the RESET command, see the Using section.

A transfer can retry before the number of minutes set in the error interval, depending on when in the error
interval cycle the transfer failed. The error flags are reset at the end of every error interval period, which, by
default, is every 7 minutes. If a transfer fails when the error interval is 5 minutes into the cycle, the transfer is
retried in 2 minutes when all the error flags are reset.

EXECUTE
Specifies whether XCOM Data Transport allows direct (TYPE=EXECUTE) transfers.

YES
Specifies that XCOM Data Transport allows direct transfers

NO
Specifies that XCOM Data Transport does not allow direct transfers

Default: YES

NOTE
For a description of the TYPE=EXECUTE transfer, see the Using section.

EXIT01
Specifies whether XCOM Data Transport User Exit 1 must be enabled. Exit 1 is invoked at the end of a successfully
completed file transfer.

YES
Specifies that the exit is enabled, and uses load module XCOMEX01.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 1.

Default: No.

NOTE
A sample version of this exit is provided in CAI.CBXGSAMP (XCOMEX01). For more information about this user
exit, see the User Exits topic in the Using section.
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EXIT02
Specifies whether XCOM Data Transport User Exit 2 must be enabled. Exit 2 allows the extraction of information from a
JES2 address space that is not available by the subsystem interface.

YES
Specifies that the exit is enabled, and uses load module XCOMEX02.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 2.

Default: No.

EXIT03
Specifies whether XCOM Data Transport User Exit 3 must be enabled. EXIT03 allows the extraction of information from a
JES3 address space that is not available by the subsystem interface.

YES
Specifies that the exit is enabled and uses load module XCOMEX03.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 3.

Default: No.

EXIT04
Specifies whether XCOM Data Transport User Exit 4 must be enabled. Exit 4 is used to supplement several layers of
operator security facilities that are provided by XCOM Data Transport.

YES
Specifies that the exit is enabled and uses load module XCOMEX04.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 4.

Default: No.

NOTE
A sample version of this exit is provided in CAI.CBXGSAMP(XCOMEX04). For more information about this user
exit, see the User Exits topic in the Using section.

EXIT05
Specifies whether XCOM Data Transport User Exit 5 must be enabled. Exit 5 is used to supplement file transfer security
facilities that are provided by XCOM Data Transport.

YES
Specifies that the exit is enabled and uses load module XCOMEX05.
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NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 5.

Default: No.

NOTE
A sample version of this exit is provided in CAI.CBXGSAMP(XCOMEX05). For more information about this user
exit, see the User Exits topic in the Using section.

EXIT06
Specifies whether XCOM Data Transport User Exit 6 must be enabled. Exit 6 is invoked when a file transfer request
changes state (from queued to active, for example).

YES
Specifies that the exit is enabled and uses load module XCOMEX06.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 6.

Default: No.

NOTE
A sample version of this exit is provided in CAI.CBXGSAMP(XCOMEX06). For more information about this user
exit, see User Exit 6.

EXIT07
Specifies whether XCOM Data Transport User Exit 7 must be enabled. Exit 7 is invoked to validate a transfer request after
all SYSIN01 parameters have been checked.

YES
Specifies that the exit is enabled and uses load module XCOMEX07.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 7.

Default: No.

NOTE
A sample version of this exit is provided in CAI.CBXGSAMP(XCOMEX07). For more information about this user
exit, see the User Exits topic in the Using section.

EXIT08
Specifies whether XCOM Data Transport User Exit 8 must be enabled. Exit 8 is invoked during initialization and
termination of the XCOM Data Transport server.

YES
Specifies that the exit is enabled and uses load module XCOMEX08.
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NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 8.

Default: No.

NOTE
A sample version of this exit is provided in CAI.CBXGSAMP(XCOMEX08). For more information about this user
exit, see the User Exits topic in the Using section.

EXIT09
Specifies whether XCOM Data Transport User Exit 9 must be enabled. Exit 9 is invoked when an F XCOM,EXIT,user data
command is issued.

YES
Specifies that the exit is enabled and uses load module XCOMEX09.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 9.

Default: No.

NOTE
A sample version of this exit is provided in CAI.CBXGSAMP(XCOMEX09). For more information about this user
exit, see the User Exits topic in the Using section.

EXIT10
Specifies whether XCOM Data Transport User Exit 10 must be enabled. Exit 10 is invoked to create a banner page when
a Send Report request is processed.

YES
Specifies that the exit is enabled and uses load module XCOMEX10.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 10.

Default: No.

NOTE
A sample version of this exit is provided in CAI.CBXGSAMP(XCOMEX10). For more information about this user
exit, see User Exits.

EXIT11
Specifies the name of exit module. (reserved)
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EXIT12
Specifies whether XCOM Data Transport User Exit 12 must be enabled. Exit 12 executes a user-written security routine
that determines for each user the LUs with which the user is authorized to perform transfers.

YES
Specifies that the exit is enabled and uses load module XCOMEX12.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 12.

Default: No.

NOTE

The value of the EXIT12 parameter is checked only if also LUSECURE=YES is specified in the Default Options
Table.

A sample version of Exit 12 is provided in CAI.CBXGSAMP(XCOMEX12). For more information about this user
exit, see the User Exits topic in the Using section.

EXIT13
Specifies whether XCOM Data Transport User Exit 13 must be enabled. Exit 13 executes a user-written security routine
that verifies a given user authority to issue a particular console, ISPF, or CICS command.

YES
Specifies that the exit is enabled and uses load module XCOMEX13.

NO
Specifies that the exit is not enabled.

Load Module name
Specifies that the named module is loaded and named as User Exit 13.

Default: No.

NOTE
A sample version of Exit 13 is provided in CAI.CBXGSAMP(XCOMEX13). For more information about this user
exit, see the User Exits topic in the Using section.

FACILITY
This parameter specifies the security resource class to use for validating the target partner of a transfer request with the
security package.

FACILITY
Specifies that security resource class to use is FACILITY.

xxxxxxxx
Specifies a name other than FACILITY XCOM Data Transport uses as a resource class name. This name can
consist of up eight alphanumeric or special characters.

Default: FACILITY

NOTE
XCOM Data Transport can accept special characters, but not all the special characters are valid for the security
product. See the appropriate security guide for restrictions.
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FERL
Specifies the number of times XCOM Data Transport is to retry a transfer after certain file errors or file allocation errors
have occurred.

0
Specifies that XCOM Data Transport must not attempt to retry a transfer after the first file allocation or other file
error.

1 to 254
Specifies the number of times XCOM Data Transport is to retry a transfer after encountering file and file allocation
errors.

255
Specifies that XCOM Data Transport must retry the transfer indefinitely.

Default: 255

NOTE
XCOM Data Transport retries a transfer at the interval that the ERRINTV parameter specifies. The FERL
parameter specifies the number of retries, the transfer is attempted FERL+1 times.

GATEWAYDPATH
Specifies the destination path that XCOM Data Transport Gateway uses when the remote file is a XCOM Data Transport
Gateway file. XCOM Data Transport Gateway makes the destination path available as symbolic parameter &GWDPATH
for onward delivery.

Range: 0 to 254 characters

Default: None

You can specify this parameter in the destination member or in the SYSIN01. Its presence is checked for first in the
SYSIN01 and then in the destination member.

• You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters in the Using section.

GETSESS
Specifies how XCOM Data Transport establishes a session with a remote LU.

YES
Indicates that the XCOM Data Transport server attempts session establishment with a remote LU when the
request for a transfer has arrived.

NO
Indicates that the XCOM Data Transport server is to wait for the operator to manually activate the LU through
XCOM Data Transport console command ACTIVATE or for the remote LU attempt to establish a local LU session.

Default: NO

NOTE
XCOM Data Transport for some XCOM Data Transport for UNIX products do not support z/OS-initiated session
establishment. Therefore, GETSESS has no effect when the target of the transfer request is one of these
platforms.
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HISTORY
Specifies the type of history record to be written.

NONE
Specifies that a history record is not written.

ODBC
Specifies that an ODBC history record is written.

NOTE
This is the only option that allows the display of TYPE=EXECUTE transfers that have failed on
the Control Center Exceptions tab.

VSAM
Specifies that a VSAM history record is written. This option is fault tolerant in that a missing or invalid XCOMHIST
data set is ignored. The server starts, but no VSAM history records are written.

VSAMREQ
Specifies that a VSAM history record is written. This option also REQUIRES that a valid XCOMHIST data set is
available for use by the server. If an XCOMHIST data set which has the required attributes is not available, the
server will not start.

Default: VSAM

HISTORY_OUT_DD
Specifies the DD name that is used to write user history records.

xxxxxxxx
Specifies a one to eight character DD name that is used to save history records. The history records that are
retrieved during a TYPE=HISTORY or TYPE=INQUIRE process.

Default: XCOMHOUT

HISTORY_WRITE
Specifies whether TYPE=INQUIRE is to write history records to the DD specified by HISTORY_OUT_DD.

YES
TYPE=INQUIRE writes history records to the DD specified by HISTORY_OUT_DD for all transfers where the
inquiry is successful.

NO
TYPE=INQUIRE does not attempt to write history records.

Default: NO

IDESC
Specifies the sixteen bits (coded in hexadecimal) of a z/OS message descriptor code.

Value (hexadecimal) Descriptor Codes Definition
8000 1 System failure
4000 2 Immediate action required
2000 3 Eventual action required
1000 4 System status
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0800 5 Immediate command response
0400 6 Job status
0200 7 Application program processor
0100 8 Out-of-line message
0080 9 Status display
0040 10 Dynamic status display
0020 11 Critical eventual action required
0010 12 Important information message
 13 Reserved for future use

Default: 0200

NOTE

The codes are selected by the bit configuration where bit 0 corresponds to descriptor code 1, bit 1 to descriptor
code 2, and so on. These codes are assigned to messages ending with I.

For more information, see the EDESC parameter.

INQWAIT
Specifies how long XCOM Data Transport can wait - in hours (hh), minutes (mm), and seconds (ss) - before again
determining and reporting the status of a requested data set transfer when, due to a TYPE= INQUIRE setting, XCOM
Data Transport has determined and reported that the transfer has not been completed.

hhmmss
Specifies in hours (hh), minutes (mm), and seconds (ss) the length of the time that XCOM Data Transport can
wait before reporting the status of a transfer request.

Default: 000100 (1 minute)

NOTE
This parameter value is expressed as a number of up to six digits (for example, 010000 for 1 hour). For an
explanation of TYPE=INQUIRE, see the Using section.

IPPORT
Specifies the default TCP/IP target port.

1 to 65535
Specifies the default TCP/IP target port that is used when IPPORT is omitted.

Default: 8044

NOTE
This parameter is used for all supported types of IP transfers: IPv4, IPv6, IPv4 SSL, and IPV6 SSL. The IPPORT
specified here must match the correct listening port of the target system. For example, SSL/TLS transfers must
specify an IPPORT that matches the remote system SSL/TLS listening port.
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IROUT
Specifies the 16 bits (coded in hexadecimal) of a z/OS console routing code.

Value (hexadecimal) Descriptor Codes Definition
8000 1 Master console action
4000 2 Master console information
2000 3 Tape pool
1000 4 Direct-access pool
0800 5 Tape library
0400 6 Disk library
0200 7 Unit record pool
0100 8 Teleprocessing control
0080 9 System security
0040 10 System error/maintenance
0020 11 Programmer information
0010 12 Emulators
0008 13 Installation use
0004 14 Installation use
0002 15 Installation use
0001 16 Installation use
0000 None XCOM Data Transport use only

Default: 4020

NOTE

The console routing codes the bit configuration that is selected, where bit 0 corresponds to routing code 1, bit 1
to routing code 2. These codes are assigned to messages ending with I.

Specifying IROUT=0000 in the Default Options Table or as part of the PARM field of the EXEC JCL statement
causes the suppression of all XCOMMnnnnI messages, except for XCOMM0056I and XCOMM0001I from the
SYSLOG, and most informational messages that XCOMJOB generated. All messages continue to be a part of
the XCOM Data Transport log.

JESINTV
Sets the interval in seconds at which the XCOM Data Transport server is to scan the JES spool for output that is directed
to destinations or writers who are specified in CAI.CBXGPARM destination members.

15 to 9999
Specifies in seconds the frequency with which XCOM Data Transport is to scan the JES spool for output.

Default: 60 (seconds)

NOTE
When output is found, it is copied by the Process SYSOUT interface to a temporary DASD data set, which is
then sent as a report to the LU specified in the destination member. Copying to a temporary data set can be
delayed (until a suitable session becomes available to transfer the output) by specifying PSOWAIT=YES.
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JESOPER
Reserved

 

JOBACB
Specifies the default ACB prefix.

XCOM
Specifies the ACB prefix XCOM.

xxxxxx
Specifies an ACB prefix other than XCOM. This prefix consists of one to six alphanumeric characters with an
alphabetic or national character in the first position.

Default: XCOM

The JOBACB parameter (that is, the ACB prefix) is used by XCOMJOB to obtain an ACB name by concatenating the
prefix with a two-digit number selected from 00,01,...,99. This name is performed in a manner similar to that in which TSO
and NetView obtain ACB names for their users.

For example, when XCOM is specified at initialization time, XCOMJOB attempts to open the XCOM00 ACB name. If it
succeeds, then that ACB will be used. Otherwise, the next one will be tried, XCOM01, and so on, up to 99 concurrent
sessions.

To override this parameter at execution time, use PARM='ACBNAME=xxxxxxxx' rather than PARM='JOBACB=xxxxxx'.

LCLNTFYL
Specifies the local notification level for transfers initiated from the XCOM Data Transport for z/OS server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

You can specify this parameter in the XCOMDFLT table, in the destination member, or in the SYSIN01. Its presence is
checked for first in the SYSIN01, then in the destination member, and lastly in the XCOMDFLT default table.

LDATACLS
Specifies the name of the data class to use when allocating a new SMS-managed data set unless the partner specifies
the name.

NOTE
This parameter applies only to mainframe SMS data sets.

xxxxxxxx
Specifies the name of the data class to use when allocating a new SMS-managed data set unless the partner
specifies the name. The name consists of up to eight alphanumeric characters.

Default: None
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LDSNLRECL
This parameter specifies the default LRECL for data sets using record allocation.

Range: 1 to 65535

Default: 132

LDSNTYPE
This parameter indicates the data set type definition, that is specified as LIBRARY or a partner PDS if not specified. If
omitted, the site system default is used.

LIBRARY
Defines a PDSE

PDS
Defines a partitioned data set.

BASIC
Defines a legacy sequential data set.

LARGE
Defines a large format sequential data set.

EXTREQ
Defines an extended format data set.

EXTPREF
Specifies an extended format is preferred. If the extended format is not possible, a basic format is used.

Default: None

LIBNEG
Specifies whether multiple members of a source PDS can be received in a sequential data set on the target.

YES
Specifies that multiple members of a PDS are mapped into a sequential data set on the target.

NO
Specifies that a multi-member PDS cannot be received in a sequential data set on the target.

Default: YES

NOTE
The initiating XCOM Data Transport system examines the LIBNEG parameter when it determines that the
source data set is a library and the target data set is sequential. If LIBNEG=YES, the data from the members of
the library is written to a target sequential data set. The target data set does not contain any indication that the
original source data set was structured as a library. If LIBNEG=NO, the transfer terminates with an error.

LMGMTCLS
Specifies the name of the management class to use when allocating a new SMS-managed data set when the partner has
not specified the name.

NOTE
This parameter applies only to mainframe SMS data sets.
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xxxxxxxx
Specifies the name of the management class to use when allocating a new SMS-managed data set when the
partner has not specified the name. The name consists of up to eight alphanumeric characters.

Default: None

LOG
Specifies whether the XCOM Data Transport transfer log can be written.

YES
Specifies that the transfer log is written.

NO
Specifies that the transfer log is not written.

Default: YES

NOTE
We recommended that LOG=YES is used, as the log is an important source of information about file transfers
and contains some information that does not appear in the JES job log.

LOGCL
Indicates the JES SYSOUT class for the XCOM Data Transport transfer log (see the LOG parameter).

X
Specifies the SYSOUT class X.

x
Specifies a SYSOUT class other than X. This value can be any uppercase alphanumeric character or an *.

Default: X

LOGDEST
Specifies the JES destination for the XCOM Data Transport transfer log (see the LOG parameter).

xxxxxxxx
A string of up to eight alphanumeric characters that specifies a JES destination.

Default: None

LOGMODE
Specifies the VTAM logmode name that XCOM Data Transport uses if DLOGMOD=XCOM was specified and no enabled
destination member exists for the LU being activated.

XCOMMODE
Specifies the logmode name XCOMMODE.

xxxxxxxx
Specifies a logmode name other than XCOMMODE. The logmode name consists of up to eight alphanumeric
characters.

Default: XCOMMODE
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The default LOGMODE=XCOMMODE is also used as the LU 6.2 mode name that is passed to the session partner in the
user portion of the bind if no enabled destination member exists for the LU being activated and the LOGON exit CINIT or
SCIP exit bind RU does not contain a logmode name.

For more information, see the DLOGMOD parameter.

LOSERS
Indicates the default number of contention loser sessions for LUs supporting parallel sessions.

0 to 127
Specifies the number of contention loser sessions.

Default: 4

NOTE
This parameter is used only when PARSESS=YES is coded.

LOWERCASE_PSWD
Indicates whether XCOM Data Transport is to translate the password to upper case.

YES
Specifies that XCOM Data Transport is not to translate the password to upper case. This setting is also dependent
on the security system setting.

NO
Specifies that XCOM Data Transport is to translate all incoming passwords to upper case.

Default: NO

If there is no security system, then passwords are translated to upper case regardless of the LOWERCASE_PSWD
specification.

If the security system does not support lower case passwords, then passwords are translated to upper case regardless of
the LOWERCASE_PSWD specification.

LSTORCLS
Specifies the name of the storage class to be used for a new SMS-managed data set when the partner has not specified
the name.

NOTE
This parameter applies to mainframe SMS data sets only.

xxxxxxxx
Specifies the name of the storage class to be used for a new SMS-managed data set when the partner has
not specified the name. The name consists of up to eight alphanumeric characters.

Default: None

LUSECURE
LUSECURE specifies whether XCOM Data Transport is to verify a user authority to perform transfers to the designated
LU.

YES
Specifies that XCOM Data Transport select every user authority to perform transfers to the designated LU.
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NO
Specifies that XCOM Data Transport does not select the user authority to perform transfers to the designated LU.

Default: NO

If LUSECURE=YES, XCOM Data Transport checks the value of the EXIT12 parameter. For XCOM Data Transport to do
this, LUSECURE must be coded before EXIT12.

The PARM keyword must not be used to override LUSECURE.

If LUSECURE=YES, XCOMJOB must be APF authorized or it terminates.

If SECURITY=NO is specified, LUSECURE=YES is not active.

LU6ABND
Specifies how XCOM Data Transport handles an active conversation when a 0864 VTAM sense code is received.

RETRY
Specifies that XCOM Data Transport is to retry an active conversation upon receipt of a 0864 sense code.

TERMINATE
Specifies that XCOM Data Transport is to terminate an active conversation upon receipt of a 0864 sense code

Default: TERMINATE

NOTE
When specifying LU6ABND=RETRY, beware of the danger of getting in the 0864 retry loop because, 0864
signifies a function ABEND on the system from which it was issued.

MAXDEL
Specifies the maximum number of concurrently active delete requests.

1 to 255
Specifies how many delete requests can be active simultaneously.

Default: 32

MAXLOC
Specifies the maximum number of locally initiated transfers that can be active at one time.

0
Indicates that no maximum limit has been set.

1 to 9999
Specifies the highest number of locally initiated transfers that can be active simultaneously.

Default: 75

MAXMOUNTWAIT
Specifies the maximum time that XCOM Data Transport is to wait for a device mount (for example, for a tape or disk) to be
satisfied.

1 to 255
Specifies the number of minutes that XCOM Data Transport is to wait for a device mount (for example, for a tape
or disk) to be satisfied before terminating the transfer.
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Default: 10

MAXPACK
This parameter specifies the maximum packing length in bytes when PACK=LENGTH parameter is specified.

2048 to 1023000 (bytes)
Specifies the maximum packing length (record packing buffer size) when the PACK=LENGTH parameter is
specified.

Default: 2048 (bytes)

Notes:

• The use of PACK=LENGTH and the target buffer size is recommended to improve file transfer performance.
• In order to use zIIP processors for data compression, we recommend specifying a packing length of at least 4096.
• The MAXPACK value or equivalent on the partner side must match that on the local side. Otherwise, the value is

negotiated downwards.
• For maximum record packing, set MAXPACK to 1023000 and set the PACK transfer parameter value to LENGTH.

MAXREM
Specifies the maximum number of remotely initiated transfers that can be active at one time.

0
Indicates that no maximum limit has been set.

1 to 9999
Specifies the highest number of remotely initiated transfers that can be active simultaneously.

Default: 75

MAXRPTB
Specifies the maximum block size in bytes to be used when XCOM Data Transport writes a report to the JES SYSOUT
queues.

512 to 32760
Specifies in bytes the maximum block size.

Default: 32760

If a value less than 512 is specified, the parameter defaults to 512. If a value greater than 32760 is specified, the
parameter defaults to 32760.

The value that is specified effects indirect transfers and report transfers.

MAXTASK
This parameter specifies the maximum number of file transfers that the XCOM Data Transport server can perform
concurrently.

0
Indicates that no maximum limit has been set.

1 to 9999
Specifies the highest number of transfers XCOM Data Transport can perform concurrently.

Default: 150
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The accumulated values of MAXLOC and MAXREM do not have to equal the value of MAXTASK.

Setting MAXTASK=0 or a high value can result in the XCOM Data Transport Server receiving S878 abend codes if
insufficient storage is allocated to the XCOM Data Transport region.

For information about how to tune these parameters, see the Server Storage Usage Worksheet available on Broadcom
Support.

DEFAULT_CONVERROR is used when z/OS is the remote partner and MBCS_CONVERROR is not specified.

For information about OMVS, see the Installing section.

MSGFMT
Specifies the placement of the XCOM Data Transport message ID when XCOM Data Transport messages are displayed
on the system console.

STANDARD
Causes the XCOM Data Transport message ID to be moved to the beginning of the line preceding the prefix.

XCOM
Indicates that messages are displayed as in prior versions of XCOM Data Transport, that is, with a prefix
consisting of the Remote LU name, Request number, and Transfer ID-all preceding the message ID.

Default: XCOM

NOTE
Specifying MSGFMT=STANDARD is useful in installations using the z/OS Message Processing Facility
(MPF) to limit the traffic of messages to the system console; likewise, automated operations products can use
MSGFMT=STANDARD to perform specific actions when a message is issued.

MSTRCATU
Specifies whether a z/OS master catalog update occurs if there is no user catalog alias for the high-level index of the data
set to be created.

YES
Specifies that the z/OS master catalog is updated.

NO
Specifies that the z/OS master catalog is not updated.

Default: YES

NETMAST
NETMAST specifies an eight character module name that identifies the NetMaster module to invoke.

NO
This option specifies that NetMaster is not used.

YES
This option specifies that the default NetMaster module to invoke, XCOMNMFX, is used.

xxxxxxxx
This option specifies a name other than XCOMNNFX is used for the NetMaster module to invoke.

Default: No
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NETNAME
Specifies the name that XCOM Data Transport passed to the remote systems in CINIT or BIND vectors to override the
PLU name in the user portion of the BIND.

XCOMAPPL
Specifies that XCOM Data Transport use the name XCOMAPPL to override the PLU name in the user portion of
the BIND.

xxxxxxxx
Specifies a name other than XCOMAPPL used by XCOM Data Transport to override the PLU name in the user
portion of the BIND. This name can consist of up eight alphanumeric characters.

Default: XCOMAPPL

NOTE
The specification of NETNAME is required for some systems, such as the AS/400. The value of this parameter
must match the ACBNAME parameter in the Default Options Table. For detailed information, see specific system
components.

NTFYTPN
Specifies the name of the CICS transaction an LU 6.2 ALLOCATE verb started when NOTIFY=CICS is specified on a
XCOM Data Transport request.

XCM1
Specifies that the CICS transaction to be started use the name XCM1.

xxxx
Specifies that the CICS transaction to be started uses a name other than XCM1. This name can contain up to four
alphanumeric characters.

Default: XCM1

NOTE
The CICS TCT table must be set up for XCOM Data Transport to be used. CICS is deprecated for XCOM r11.6.
Use the ISPF interface instead.

OPERCMDS
Specifies the security resource class that is used for validating operator command access with the security package.

OPERCMDS
Specifies that security resource class that is used is OPERCMDS.

xxxxxxxx
Specifies a name other than OPERCMDS used by XCOM Data Transport to use as a resource class name. This
name can consist of up eight alphanumeric or special characters.

Default: OPERCMDS

Note: XCOM Data Transport can accept special characters, but not all the special characters are valid for the security
product. See the appropriate security guide for restrictions.

OPERLIM
Specifies the maximum number of transfer requests to be displayed on the TSO/ISPF screen or at the remote system by
the operator, or transfers the TYPE=HISTORY request returns.
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1 to 9999
Specifies the maximum number of transfer requests to be displayed.

Default: 5000

The number of requests that are displayed directly affects the processing speed in the TSO/ISPF session. To obtain more
data, use selection criteria (for example, date, request, and so on) to limit the amount of data retrieved.

If 0454I messages are displayed during XCOMPLEX Admin start up, review your ISPF inquiry has to determine if the
OPERLIM value or XCF table size must be adjusted.

For TYPE=HISTORY requests, the SYSIN01 parameter OLIMIT can be used to override this value.

OPERSEC
Specifies the XCOM Data Transport operator/user authorization level.

The effect of the OPERSEC parameter depends on the operator control functions ACTION and DISPLAY.

If the operator control function is ACTION, the operator can control the status of requests, using such commands as
CANCEL, RESUME, SUSPEND.

If the operator control function is DISPLAY, the operator can obtain a display of active, pending, and history transfer
requests.

The values of the OPERSEC parameter correlate with the operator control functions as follows:

• For operator control function ACTION
NONE

Indicates that XCOM Data Transport runs no security review, giving the user unrestricted access to the ACTION
control function.

OPER
Indicates that one of the following items applies:

• User authority can be assigned by the XCOM Data Transport Administrator Table.
• Users can write their own authorization by Exit 4.
• Authority can be directed to TSO.

SAF
Indicates that a standard SAF security review is made to determine if the user has the appropriate authority.

USER
Indicates that one of the following items applies:

• User authority can be assigned by the XCOM Data Transport Administrator Table.
• Users can write their own authorization by Exit 4.

• For operator control function DISPLAY
NONE

Indicates that XCOM Data Transport runs no security review, giving the user unrestricted access to the DISPLAY
control function.

OPER
Indicates that XCOM Data Transport runs no security review, giving the user unrestricted access to the DISPLAY
control function.

SAF
Indicates that a standard SAF security review is made to determine if the user has the appropriate authority.
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USER
Indicates that one of the following items applies:

• User authority can be assigned by the XCOM Data Transport Administrator Table.
• Users can write their own authorization by Exit 4.

Default: NONE

PLEXQ
NOTE
Specifies the SYSPLEX Signaling Services group names the XCOM Data Transport server (XCOMXFER) uses.

NOTE
To specify one to eight SYSPLEX Signaling Services group names (of up to eight characters) to which the
current execution is to connect, use this parameter. Group names can be comprised of upper case letters,
numeric digits, or the special characters ‘$’, ‘#’, or ‘@’. The first character cannot be between ‘A’ and ‘I’ inclusive.
The first three characters cannot be ‘SYS’. The group names cannot be UNDESIG.

PRI
This parameter specifies the default amount of primary space that is allocated to new data sets in the units that the
ALLOC parameter specifies.

1 to 16,277,215
Specifies the amount of primary space that is allocated to new data sets. The ALLOC parameter determines the
unit of allocation.

Default: 10 (blocks, cylinders, tracks, or records depending on the value of the ALLOC parameter)

NOTE
Related parameters are ALLOC, AVGREC, SEC, DIR, CATALOG, UNIT, VOL, PSOUNIT, and PSOVOL.

PSO
Specifies whether XCOM Data Transport starts a PSO subtask to transfer JES spool files.

YES
XCOM Data Transport automatically starts a PSO subtask to transfer JES spool files. The PSO subtask queries
the JES spool at regular intervals to see if there are any spool files that to transferred.

NO
Prevents the starting of the PSO subtask. JES spool is not queried for spool files. However, any overhead that is
associated with the checking for spool files is also eliminated.

Default: YES

WARNING
The PSO default parameter can be specified on the XCOMXFER EXEC parameter only. The parameter cannot
be specified in the default table or CONFIG member.

NOTE
With PSO=YES, use the JESINTV parameter to specify the interval in seconds at which the JES spool is
scanned.

 248



 XCOM™ Data Transport® for z/OS 12.0

PSOCKPT
Specifies the interval for checkpoints that are taken during a PSO transfer.

0 to 9999 records
Specifies the number of PSO records to transfer before a checkpoint is taken.

Default: 1000

The checkpoint/restart facility resumes interrupted PSO transfers from the point at which the most recent checkpoint was
taken.

The smaller the checkpoint interval, the greater the effect on the throughput, due to frequent checkpointing. Setting this
parameter less than 10 would severely degrade performance. Usually values from 100 to 1000 are sufficient. Set this
parameter to 0 if you do not want to do checkpointing.

PSODISP
This parameter does both of the following steps:

1. If XCOM Data Transport is unable to complete a PSO transfer, specifies the disposition of a PSO data set.
2. Sets the DISP flag in a PSO transfer. DISP determines whether to keep or delete the report file after printing on the

remote system. This value is ignored when the remote system is an IBM mainframe.

DELETE

1. 1. Deletes the PSO data set after an unsuccessful PSO transfer.
2. Deletes the report file after it is printed on the remote system.

KEEP

1. a. Keeps the PSO data set after an unsuccessful PSO transfer.
b. Keeps the report file after it is printed on the remote system (by removing the temporary files).

Defaults: KEEP

If PSODISP=DELETE, manual intervention is required to requeue the transfer to XCOM Data Transport.

If PSODISP=KEEP, manual intervention can be required to reclaim space on the remote system.

PSOPREF
Specifies the high-level qualifier that is used by the PSO interface when allocating temporary data sets. This value is also
used by PDSE program library transfers when creating temporary data sets.

XCOMPSO
Specifies the high-level qualifier XCOMPSO.

Up to 20 alphanumeric characters
Specifies a high-level qualifier other than XCOMPSO. The high-level qualifier can contain up to 20 alphanumeric
characters. You can specify multiple high-level qualifiers, up to 20 characters. The prefix must follow MVS naming
conventions.

Default: XCOMPSO

PSOSECUR
Specifies whether XCOM Data Transport calls User Exit 5 for PSO and indirect file transfers.
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YES
Specifies that XCOM Data Transport calls User Exit 5.

NO
Specifies that XCOM Data Transport does not call User Exit 5.

Default: NO

PSOUNIT
Specifies the generic unit name that is used by the PSO interface when allocating temporary data sets.

SYSALLDA
Specifies the unit name SYSALLDA.

xxxxxxxx
Specifies a unit name other than SYSALLDA. This name can contain up to eight alphanumeric characters.

Default: SYSALLDA

PSOVOL
Specifies the DASD volume that is used by the PSO interface when allocating temporary data sets. This value is also
used by PDSE program library transfers when creating temporary data sets.

xxxxxx
Specifies the name of the DASD volume. The name can contain up to six alphanumeric characters.

Default: None

You can also modify the value of PSOVOL by using the operator DFLT command. Use a value of two single quotation
marks (''). For example, to BLANK out the value, enter the following command:

F XCOM,DFLT,PSOVOL, ''

For more details about the operator DFLT command, see Using the MODIFY Commands.

PSWDCHK
Indicates whether the password specified by the user for a transfer request is passed to z/OS dynamic allocation as the
data set password.

YES
Specifies that the password is passed to z/OS.

NO
Specifies that the password is not passed to z/OS.

Default: YES

QSTART
This parameter specifies the handling of the XCOMRRDS transfer queue during initialization of the XCOM Data Transport
server.

WARM
This option performs a WARM start of the server in “normal” mode, as for previous releases. The XCOMRRDS
transfer queue is read and requests are queued for pending work in the XCOMRRDS data set.
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COLD
This option performs a COLD start of the server. It removes all pending work from the RRDS. (This is roughly the
equivalent of deleting and defining the XCOMRRDS data set, with the exception that the next transfer request
number is not reset to 1000.)

HOLD
This option performs a HOLD start of the server. It reads the XCOMRRDS transfer queue data set and builds
requests for all pending work. The difference between HOLD and WARM is that all LOCALLY initiated transfer
requests are placed in a HOLD status.

Default: WARM

RCALPROC
Specifies the name of an external procedure that is used for the recall of archived data sets.

xxxxxxxx
Specifies the one- to eight-character name of the recall procedure.

Default: None

If no RCALPROC is specified, then XCOM Data Transport allows the local archive product to recall the data set during
dynamic allocation (SVC99). The dynamic allocation can acquire an enqueue on the system resource SYSZTIOT and can
hold the enqueue until the data set has been recalled.

With an RCALPROC specified, XCOM Data Transport requests that dynamic allocation not recall the data set but instead
return a code that indicates that the data set has been archived.
When XCOM Data Transport receives the code from dynamic allocation that the data set has been archived, the following
issues occur:

• – The transfer is suspended.
– The recall processing is done outside of the XCOM Data Transport server region using a START command.

RCALPROC is used to define the name of the procedure that is used to recall the data set.
– The ERRINTV parameter controls the retry of the transfer.

Example

If RCALPROC=XCOMRCAL is defined, then the XCOMRCAL procedure can be coded as follows to recall the data set:

//XCOMRCAL PROC XDSN=

//*===========================================================*

//BR14    EXEC  PGM=IEFBR14

//*===========================================================*

//RCALDS   DD  DISP=SHR,DSN=&XDSN

//         PEND

The parameter XDSN will be set to the name of the archived data set.

• We recommend that users take note of the time it takes to recall their migrated or archived data sets and use the
higher end of the recall time as the ERRINTV value in the XCOM Data Transport default table if the RCALPROC is
coded. If the recall time is much higher than the normal ERRINTV currently in use, then we suggest that you set up a
separate XCOM Data Transport server to do transfers of data sets that are regularly migrated or archived to tape so
you can set the ERRINTV value to that of the recall time without affecting the performance of your regular transfers.

• RCALPROC is not supported on the XCOMPLEX Admin Server.

RECVRID
Specifies the receiver ID for NetMaster File Transfer Management.
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xxxxxx
Specifies the receiver ID for NetMaster File Transfer Management.

Default: $RFFTEVR

RECVRID is not supported on the XCOMPLEX Admin Server. For more information, contact NetMaster File Transfer
Management support.

Related parameter NETMAST.

RELEASE
Specifies whether the remote partner is to release unused DASD space when creating a file. You can set RELEASE in
destination members, in the XCOMDFLT table, and as an SYSIN01 parameter.

YES
The remote partner is to release unused DASD space.
The unused DASD space that is specified for the transfer is released when the file is closed at the end of the
transfer.

NO
The remote partner is not to release unused DASD space.

REMAGE
Specifies the queue purging interval in days for remotely initiated transfer requests.

0 to 999
Specifies the length of the queue purging interval in days.

Default: 5

NOTE
The use of REMAGE prevents remotely initiated transfer requests that are incomplete from remaining
indefinitely on the pending queue. After aging, these requests are deleted from the pending queue and a
history record is generated reflecting this change. This relieves the XCOM Data Transport administrator from
periodically checking the XCOM Data Transport queue to delete old requests, thus allowing unsupervised
operation of XCOM Data Transport.

REPCR
Specifies whether XCOM Data Transport is to attempt to do a CREATE when receiving a transfer with FILEOPT=ADD|
REPLACE and the data set does not exist.

YES
Specifies that XCOM Data Transport attempts to do a CREATE when receiving a transfer with FILEOPT=ADD|
REPLACE and the data set does not exist.

NO
Specifies that XCOM Data Transport fails the transfer when receiving a transfer with FILEOPT=ADD|REPLACE
and the data set does not exist.

Default: NO

The REPCR default parameter can be specified in the default table or overridden by the XCOMJOB/XCOMXFER EXEC
parameter.

The value of REPCR can also be modified using the operator DFLT command.
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RESTAPI_LIST
The RESTAPI_LIST parameter specifies the RESTAPI members to enable when the XCOM Data Transport server
(XCOMXFER) starts up.

This parameter has the following syntax:

restapi_member_name[,restapi_member_name_2][,restapi_member_name_n]
Specifies the RESTAPI member names.

Default: None

Limits: 1 to 8 member names

Examples:

The following example specifies a single RESTAPI member to enable when the server starts up:

RESTAPI_LIST=RESTAPI

The following example specifies eight RESTAPI members to enable:

RESTAPI_LIST= (RESTAPI,RESTAPI2,RESTAPI3,RESTAPI4,RESTAPI5,RESTAPI6,RESTAPI7) 

RMTNTFYL
Specifies the remote notification level for transfers that are initiated from the XCOM Data Transport for z/OS server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

You can specify this parameter in the CONFIG member, in the destination member, or in the SYSIN01. Its presence is
checked for first in the SYSIN01, then in the destination member, and lastly in the CONFIG member.

ROSPROC
Specifies the name of the Roscoe started task or job that receives completion notification of a file transfer.

ROSCOE
Specifies that the name of the Roscoe started task is ROSCOE.

xxxxxxxx
Specifies that the name of the Roscoe started task is other than ROSCOE. This name can contain up to eight
alphanumeric characters.

Default: ROSCOE

The ROSPROC parameter is required for users of Roscoe.

The name that is assigned to ROSPROC is used to issue the following Roscoe command:

MODIFY xxxxxxxx,SEND
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ROUND
Specifies the round space allocation.

YES
Specifies that round space allocation is used.

NO
Specifies that round space allocation is not used.

Default: NO

SEC
This parameter specifies the default amount of secondary space that is allocated to new data sets in the units that the
ALLOC parameter specifies.

1 to 16,277,215
Specifies the amount of secondary space that is allocated to new data sets. The ALLOC parameter determines
the unit of allocation.

Default: 5 (blocks, cylinders, tracks, or records, depending on the value of the ALLOC parameter)

NOTE
Related parameters are ALLOC, AVGRECUNIT, PRI, DIR, CATALOG, UNIT, VOL, PSOUNIT, and PSOVOL.

SECURE_SOCKET
This parameter specifies whether to use a SSL/TLS socket or non-SSL/TLS socket for transfers.

YES
Performs a secure transfer. The transfer uses an SSL/TLS socket and must connect to an SSL/TLS listener on
the remote partner.

NO
Performs a nonsecure transfer. The transfer uses a non-SSL/TLS socket and must connect to a non-SSL/TLS
listener on the remote partner.

Default: NO

NOTE

• Set this parameter to NO if AT-TLS is being used to manage encryption for the connection.
• With PTF LU00709 applied, if SSL=NONE and the CONFIG file or EXEC PARM statement contains AT-

TLS=ALLOW or AT-TLS=ONLY, this parameter is ignored.

SECURITY
Identifies the data security interface used.

ACF2
Indicates that the security interface is ACF2.

NONE
Indicates that no security interface is in use.

RACF
Indicates that the security interface is IBM RACF.
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SAF
Indicates that the transfer subtasks are to run under the local user ACEE.

TOPS
Indicates that the security interface is Top Secret.

Default: NONE

The PARM keyword cannot be used to override the SECURITY parameter.

USS support enforces SAF security for USS files, regardless of the SECURITY= parameter in the defaults table.
SECURITY=NONE/ACF2/RACF/TOPS is honored for all other files.

SECURITY=SAF cannot be used with the XCOMPLEX Admin Server (XCOMXADM), because XCOMXADM cannot
perform transfers.

If User Exit 5 is selected, it is used in addition to the general security interface defined by the SECURITY parameter. For
more information about User Exit 5, see the User Exits topic in the Using section.

SERL
Specifies the number of times XCOM Data Transport tries to establish a session with the partner LU after the first attempt
at session establishment has failed. Used for SNA transfers only.

0
Specifies that XCOM Data Transport does not attempt session establishment after the first session establishment
error.

1 to 254
Specifies the number of retries.

255
Specifies that XCOM Data Transport retries session establishment indefinitely.

Default: 255

XCOM Data Transport retries a transfer at the interval that the ERRINTV parameter specifies. SERL specifies the number
of retries, the transfer is attempted SERL+1 times.

For group transfers, a session establishment error is considered to have occurred only after attempts at session
establishment with all LUs in the group have failed.

For example, if a group contains three LUs and SERL=2 is specified, XCOM Data Transport must try session
establishment with each LU in the group before the session establishment error count is incremented. If all three attempts
fail, the error count is set to 1 and XCOM Data Transport retries session establishment with each LU. If the three session
establishment attempts fail again, the error count is set to 2 and all three LUs are retried. If all three fail this time, too,
XCOM Data Transport stops making further session establishment attempts because the session establishment retry limit
(SERL) has been reached.

SERVADDR
Specifies the only IP address from which the XCOM Data Transport for z/OS server accepts incoming requests.

IP address
Specifies a local IP address that remote partners can use to send to this server.

The default table parameters SERVADDR, TCPSTACK, and TCPIP affect the stack affinity.

If the SERVADDR parameter is specified, XCOM Data Transport uses only that stack for incoming transfers.
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For example, in sites with multiple stacks, only the IP address (stack) specified in SERVADDR accepts incoming requests.
Each remote partner sending to this XCOM Data Transport server must specify the IP address (stack) specified in
SERVADDR as the partner.

This parameter defaults to none.

SERVADDRV6
Specifies the only TCP/IPv6 address from which the XCOM Data Transport server accepts incoming requests.

IP Address
Specifies a local TCP/IPv6 address that remote partners can use to send to this server.

Default: None

The default table parameters SERVADDRV6, TCPSTACK, and TCPIP affect the stack affinity.

If the SERVADDRV6 parameter is specified, XCOM Data Transport uses only that stack for incoming transfers.

For example, in sites with multiple stacks, only the TCP/IPv6 address (stack) specified in SERVADDRV6 accepts
incoming requests. Each remote partner sending to this XCOM Data Transport server must specify the TCP/IPv6 address
(stack) specified in SERVADDRV6 as the partner.

This parameter defaults to none.

SERVPORT
Specifies the default TCP/IP listener port for this XCOM Data Transport server.

1 to 65535
Specifies the default TCP/IP listener port.

Default: 8044

NOTE
Change this value only if this XCOM Data Transport server is listening on a port other than 8044. Remote
partners sending to this XCOM Data Transport server must specify an IPPORT that matches this value.

SERVPORTV6
Specifies the default TCP/IPv6 listener port for this XCOM Data Transport server.

1 to 65535
Specifies the default TCP/IPv6 listener port.

Default: 8046

Change this value only if this XCOM Data Transport server is listening on a port other than 8046. Remote partners
sending to this XCOM Data Transport server must specify an IPPORT that matches this value.

Related parameters TCPIPV6, TCPIP

SMF
Specifies whether an SMF record is created at the completion of a transfer.

YES
Specifies that an SMF record is created.
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NO
Specifies that no SMF record is created.

Default: NO

The use of the SMF parameter requires APF authorization.

The PARM keyword cannot be used to override the SMF parameter.

SMFNUM
Designates the ID number for SMF records created by XCOM Data Transport.

0 to 999
Specifies an SMF record ID number.

Default: 192

When selecting a particular SMF ID for XCOM Data Transport recording, ensure that SYS1.PARMLIB(SMFPRMxx)
specifies that the selected record type ID is written to the SYS1.MANx files.

For information about SMF, see the IBM SPL: System Management Facility.

The PARM keyword must not be used to override this parameter.

SNA
Specifies whether SNA is used by XCOM Data Transport.

YES
Specifies the use of SNA for data communications.

NO
Specifies not to use SNA for data communications.

Default: YES

NOTE
CICS requires SNA=YES. CICS is deprecated in XCOM r11.6. Use ISPF interface instead.

SSL
Specifies whether SSL/TLS is used by XCOM Data Transport.

ONLY
Specifies that all TCP/IP transfers performed by XCOM Data Transport are required to use SSL/TLS.

ALLOW
Specifies that XCOM Data Transport can perform both SSL/TLS and non-SSL/TLS TCP/IP transfers.

NONE
Specifies that XCOM Data Transport cannot perform SSL/TLS TCP/IP transfers.

Default: NONE

NOTE
SSL=ONLY or SSL=ALLOW require XCOM Data Transport to run with POSIX(ON).

SSL_VERSION
Deprecated - For SSL/TLS transfers, SSL_VERSION specifies the type of SSL/TLS to invoke.
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This parameter has been deprecated. If you specify SSL_VERSION anywhere it is ignored. IBM System SSL is used to
satisfy all calls for secure socket communication.

SSLPORT
Specifies the default SSL/TLS TCP/IP secure port.

1 to 65535
Specifies the port that the SSL/TLS TCP/IP listener task monitors for incoming transfers. The port is also used as
the default port for outbound SSL/TLS TCP/IP transfers.

Default: 8045

SSLPORTV6
Specifies the default SSL/TLS TCP/IPv6 secure port.

1 to 65535
Specifies the port that the SSL/TLS TCP/IPv6 listener task monitors for incoming TCP/IPv6 transfers.

Default: 8047

NOTE
Related parameters TCPIPV6, TCPIP, SSL

START
Specifies the name of the XCOM Data Transport control library (CAI.CBXGPARM) member that contains the names of all
the CAI.CBXGPARM members that are automatically enabled at server startup.

XCOMSTRT
Specifies XCOMSTRT as the name of the CAI.CBXGPARM startup member.

xxxxxxxx
Specifies a name other than XCOMSTRT as the name of the CAI.CBXGPARM startup member. The name can be
up eight alphanumeric characters long.

Default: XCOMSTRT

STCAPPL
Identifies the APPLID of the XCOM Data Transport server to which this request is to be queued.

xxxxxxxx
Specifies up to eight alphanumeric characters indicating the XCOM Data Transport server where this request is to
be queued.

STCAPPL is necessary with several XCOM Data Transport servers running on your system and during third-party
transfers when you want to send a file from a server other than your own to a third remote system.

Only TYPE=SCHEDULE transfers are valid for third party initiates.

STCIP
Indicates to XCOMJOB the IP address that is the target of a SCHEDULE or INQUIRE.
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1 to 63 alphanumeric characters
Specifies the name or address of the remote TCP/IP system that is involved in a transfer. This name can contain
up to 63 alphanumeric characters and it must be one that has been defined to the domain name server. The
address can be in IPv4 or IPv6 notation.

STCPLEXQ
Indicates to XCOMJOB the name of the PLEXQ group that is the target of a SCHEDULE or INQUIRE.

1 to 8 alphanumeric characters
Specifies the name of the PLEXQ group that is the target of a meta-transfer request. The name can contain up
to 8 alphanumeric or the following characters: @, #, $ and _ (underscore). To connect to a PLEXQ group from
XCOMJOB, at least one XCOM Data Transport server must already be active.

STCPORT
If the STCIP parameter is also specified, STCPORT specifies to XCOMJOB the IP PORT of the started task. That task is
the target of the SCHEDULE or INQUIRE.

1 to 65535
Specifies a number that indicates the IP port of the started task.

Default: If the STCPORT parameter is not specified, the IPPORT parameter value that is defined in the XCOM Data
Transport Default Options Table is used.

STCPROTOCOL
Specifies the started task communication protocol that the XCOM jobs use when scheduling requests.

SNA
Specifies that an XCOM job can schedule the request with the started task using SNA communications.

TCP
Specifies that an XCOM job can schedule the request with the started task using TCP/IP communications (non-
SSL).

SSL
Specifies that an XCOM job can schedule the request with the started task using Secure Socket Layer (SSL)/
Transport Layer Security (TLS) communications.

PLQ
Specifies that an XCOM job can schedule the request with the started task using IBM Parallel Sysplex Signaling
Services. PLQ is referred to as the PLEXQ by XCOM Data Transport.

Default: Determined dynamically if STCAPPL, STCIP, STCPLEXQ, or SECURE_SCHEDULE are specified as
configuration parameters and not overridden by EXEC parameters. If more than one of these parameters is specified, the
value is decided based on the following order:

• SNA if STCAPPL is specified.
• TCP if STCIP is specified and SECURE_SCHEDULE is not specified or set to NO
• SSL if STCIP is specified and SECURE_SCHEDULE=YES is specified
• PLQ if STCPLEXQ is specified.

SUP_ALLOC_INFO
SUP_ALLOC_INFO specifies whether dynamic allocation informational messages (IGDnnnI) are displayed in the job log.
These messages continue to be displayed in the JESYSMSG data set regardless of this setting.
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YES
Causes XCOM Data Transport to tell z/OS Dynamic Allocation to suppress informational messages only. Warning
messages and error messages are not suppressed.

NO
Specifies that informational messages are displayed in the job log.

Special
Causes XCOM Data Transport to tell z/OS Dynamic Allocation to suppress IGD104 messages when creating a
GDG data set.

Default: NO

SUPPLIST
Specifies whether XCOM Data Transport suppresses XCOMM0397I and XCOMM0398I messages when processing
transfers of PDS or PDSE members.

YES
Specifies that XCOM Data Transport suppresses the XCOMM0397I and XCOMM0398I messages.

NO
Specifies XCOM Data Transport allows the following messages to be issued to the console when processing
transfers of PDS or PDSE members:

• XCOMM0397I membname BEING TRANSMITTED
• XCOMM0398I membname BEING RECEIVED

Default: NO

The SUPPLIST default parameter can be specified in the default table or overridden by the XCOMJOB/XCOMXFER
EXEC parameter.

The value of SUPPLIST can also be modified using the operator DFLT command.

SURCHK
Indicates whether more security checking is performed when a request to send a job is processed that specifies a user ID
other than that of the user making the request.

YES
Specifies that additional security checking is performed.

NO
Specifies that no additional security checking is performed.

Default: NO

If SURCHK=YES is specified, XCOM Data Transport makes an extra security review using the security resource class
that is specified in the SURCLS parameter with an entity name of the surrogate user ID.

If the user making the transfer request has READ or higher access to this resource, the request is executed; otherwise,
the request fails.

SURCLS
Specifies a security resource class name, which XCOM Data Transport uses to verify user authority to employ surrogate
user IDs when making requests to send jobs.
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xxxxxxxx
Specifies the class name of XCOM Data Transport security resource. The name can contain up to eight
alphanumeric characters.

Default: None

This parameter can be specified only if SURCHK=YES has been specified.

If specified, XCOM Data Transport validates any surrogate user ID request by making a security check in the specified
resource class, using the requested surrogate user ID as the entity name. If the user making the request has READ or
higher access to this resource, the request is executed; otherwise, the request fails.

SWAIT
Specifies the number of seconds that XCOM Data Transport waits for a session to be established after the request for
session establishment has been queued.

1 to 32767
Specifies the time limit in seconds within which a queued session establishment request must result in the
establishment of a session.

Default: 30 (seconds)

NOTE
If XCOM Data Transport first attempt at session establishment fails, a request for session establishment is
placed in a request queue. A session must be established within the time that the SWAIT parameter specifies.
If no session is established within the specified time, a session establishment error is considered to have
occurred, which results in incrementing the value of the SERL parameter (see the description of SERL).

SYSID
Specifies the system ID (one to four characters). SYSID and SYSNAME together provide a unique system identifier.

A special value, *SMF, indicates that the z/OS SMFID is used for the system ID value.

You can specify this parameter on the JCL PARM card for the XCOM Data Transport started task to override the value in
the Default Options Table.

This value is used for Trusted Transfers and for retrieving history records.

Default: *SMF

SYSNAME
Specifies the system name (one to eight characters). SYSID and SYSNAME together provide a unique system identifier.

A special value, *JOBNAME, indicates that the job name of the XCOM Data Transport started task or XCOMJOB batch
job is used as the system name value.

You can specify this parameter on the JCL PARM card for the XCOM Data Transport started task to override the value in
the Default Options Table.

This value is used for Trusted Transfers and for retrieving history records.

Default: *JOBNAME

TCPIP
Specifies if TCP/IPv4 support is enabled for transfers.

 261



 XCOM™ Data Transport® for z/OS 12.0

NO
TCP/IPv4 support is not enabled.

YES
TCP/IPv4 support is enabled (the TCP/IP option must be installed).

Default: YES

NOTE
The TCPIP parameter (and all related TCPIP parameters such as TCPSTACK) is ignored in the XCOMPLEX
Admin Server region. This region only routes schedule transfer requests to the appropriate XCOMPLEX Worker
Servers and does not do the actual transfers. The XCOMPLEX Admin Server does not need or support TCPIP.

TCPIPV6
Specifies whether TCP/IPv6 is used by the XCOM Data Transport server.

NONE
No TCP/IPv6 listener tasks started to monitor inbound TCP/IPv6 connections.

ALLOW
TCP/IPv6 listener tasks are started to monitor inbound TCP/IPv6 connections.

ONLY
No TCP/IPv4 listener tasks started to monitor inbound TCP/IPv4 connections. The TCP/IPv6 listener tasks can
handle TCP/IPv4 requests.

Default: NONE

The following table shows the relationship between the TCPIP=, TCPIPV6=, and SSL= parameters.

Related parameters: TCPIP, SERVPORTV6, SSLPORTV6, SERVADDRV6.

TCPIPv6 Parameter Table

TCPIP= Value SSL= Value TCPIPV6= Value IPv4 Listeners IPv6 Listeners

NO NONE NONE No No

NO Not NONE Not NONE N/A* N/A*

YES NONE NONE Non-secure No

YES ALLOW NONE Non-secure and SSL/TLS No

YES ONLY NONE SSL/TLS only No

YES NONE ALLOW Non-secure only Non-secure only**

YES ALLOW ALLOW Non-secure and SSL/TLS Non-secure and SSL/
TLS**

YES ONLY ALLOW SSL/TLS only SSL/TLS only**

YES NONE ONLY No Non-secure only**

YES ALLOW ONLY No Non-secure and SSL/
TLS**

YES ONLY ONLY No SSL/TLS only**

* The assembly of the #DFLTAB do not allow the N/A values.

** XCOM TCP/IPv6 listeners can handle TCP/IPv4 connections and TCP/IPv6 connections.
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TCPLUSEC
This parameter governs how the TCP/IP address is identified in the call to the security system.

BINARY
The IP address is converted to displayable hex and is passed to security as an eight-digit hexadecimal number.
For example, IP address 255.255.255.255 becomes “FFFFFFFF”. Likewise, 127.128.16.3 becomes “7F801003”.

TCPIP
The literal “TCPIP” is passed to security.

TCP/IP
The literal “*TCP/IP*” is passed to security.

Default: TCP/IP

NOTE
XCOM Data Transport passes this value to Exit 5 (XCOMEX05) in the field SECLUN of the Exit 5 parameter list
for file security (mapped by the SECDSECT macro).

TCPRTIME
Specifies in seconds the maximum time that XCOM Data Transport waits for a TCP/IP response during a TCP/IP receive
function.

0
Indicates a default timeout of 5 minutes.

1 to 99999
Specifies, in seconds, the maximum time that XCOM Data Transport waits for a TCP/IP response during a TCP/IP
receive function.

Default: 0 (300 seconds)

NOTE
The session can also be timed-out by the TCP/IP stack after expiration of the keep-alive time. The TCP/IP
stack defines the keep-alive time. For more information about setting the keep-alive time, see the TCP/IP stack
documentation.

TCPSESS
Specifies the maximum number of TCP/IP file transfers that the server can perform concurrently to any one IP address.

Valid values are:

0
Indicates that no maximum limit has been set.

1 to 128
Specifies the maximum number of concurrent transfers the server can perform to any one IP address.

Default: 15

This parameter can be specified to throttle TCP/IP file transfers.

For information about OMVS, see the OMVS Requirements in the Installing section.
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TCPSOCKD
The TCP/IP Socket option TCP_NODELAY. This option refers to the Nagle algorithm for send coalescing. By default,
small sends can be delayed. This process should have no impact for normal XCOM Data Transport record sizes. This
parameter is used for TCP/IP transfers only.

YES
Small sends can be delayed. (Does not disable the Nagle algorithm.)

NO
All sends are immediate. (Disables the Nagle algorithm.)

Default: YES

NOTE
Socket options affect the way XCOM Data Transport uses the TCP/IP stack implementation.

TCPSRCVB
The TCPSRCVB parameter specifies the size of the TCP/IP receive buffer (TCP/IP Socket option SO_RCVBUF). This
parameter is used only for TCP/IP transfers. The TCPSRCVB value can be smaller than the TCPTBUF value.

Range: 0 to 1024000

Default: 64

Specifying 0 uses the default size that is provided by the socket implementation.

A value from 1 through 250 is interpreted as KB. A value of 251 or higher is interpreted as bytes. Any value that you
specify is rounded to the next highest 4 KB.

The maximum value that is allowed for this parameter can differ from one z/OS version to another. If errors occur during
server startup, lower the value of this parameter. These errors are visible only in the trace.

TCPSSNDB
The TCPSSNDB parameter specifies the size of the TCP/IP send buffer (TCP/IP Socket option SO_SNDBUF). This
parameter is used for TCP/IP transfers only. The TCPSSNDB value for can be smaller than the TCPTBUF value.

Range: 0 to 1024000

Default: 64

Specifying 0 uses the default size that is provided by the socket implementation.

A value from 1 through 250 is interpreted as KB. A value of 251 or higher is interpreted as bytes. Any value that you
specify is rounded to the next highest 4 KB.

The maximum value that is allowed for this parameter can differ from one z/OS version to another. If errors occur during
server startup, lower the value of this parameter. These errors are visible only in the trace.

TCPSTACK
The job name or started task name of the TCP/IP stack that XCOM Data Transport uses. If multiple stacks are running at
your site, use this parameter to specify the required stack. The TCP/IP stack that is specified is used for both initiating and
receiving transfers.

xxxxxxxx
Specifies up to eight alphanumeric characters indicating the job name or started task name of the TCP/IP stack
that XCOM Data Transport uses.
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Default: None

An empty value causes the XCOM Data Transport TCP/IP interface to use every TCP/IP stack running on the system. To
use a specific stack, specify the job name of the TCPIP stack.

The system selects the stack to use.

TCPTBUF
This parameter specifies the internal buffer size for sends and receives. The default size allows multiple XCOM Data
Transport records to be received in a single socket call. With this default, if your XCOM Data Transport record size is less
than 32 K, XCOM Data Transport attempts to receive multiple records in a single socket call. Used for TCP/IP transfers
only.

0 to 65536
Specifies the internal buffer size for sends and receives for TCP/IP transfers.

Default: 32768

TCPTCHKF
Indicates the frequency that XCOM Data Transport checks if incoming error information is available when sending data. If
the value is 5, checks are made every fifth time that data is sent, to determine when data is available for receiving. Larger
values give better performance. Smaller values minimize the sending of data after the partner reports an error. Used for
TCP/IP transfers only.

0 to 9999
The interval that data sends are checked for incoming error information.

Default: 10

TCPTTIME
Specifies the maximum time to wait, in seconds, for a partner to terminate TCP/IP communications. If a transfer
terminates, both sides of the conversation coordinate the termination, with no need to wait. This timeout occurs only
during an error in the termination of the connection. Used for TCP/IP transfers only.

0 to 999
Specifies the maximum number of seconds to wait for partner to terminate TCP/IP communications.

Default: 20 seconds

TERL
Specifies the number of file allocation errors, VTAM errors, and retries during TCP/IP session establishment that XCOM
Data Transport allows before terminating the transfer.

0
Specifies that no errors are retried (regardless of the settings of FERL, SERL, or VERL).

1 to 32766
Specifies the total number of times that XCOM Data Transport attempts to correct errors.

32767
Specifies that errors are retried indefinitely.

Default: 32767
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If the number of errors for a particular category of retryable errors (FERL, SERL, VERL) or any combination of such
categories is equal to the value of TERL, XCOM Data Transport stops further retry attempts, and the transfer fails. For
example, suppose that TERL=10, FERL=6, SERL=6, and VERL=4. If XCOM Data Transport has retried file allocation
5 times and session establishment 5 times, the total error retry limit (TERL) has been reached. XCOM Data Transport
makes no further error retry attempts, although the individual error retry limits have not been reached.

TERL=32767 does not override a value of FERL, SERL, or VERL that indicates a finite number of retries. If TERL=32767
and SERL=5, XCOM Data Transport stops retrying session establishment errors after the fifth error has occurred, instead
of continuing indefinitely.

TIMEOUT
Specifies in seconds the maximum duration of time that XCOM Data Transport waits for a VTAM or TCP/IP response
before aborting a session with a partner.

0 to 99999
Specifies in seconds the length of time that XCOM Data Transport waits for a VTAM or TCP/IP response.

Default: 600 (seconds)

For direct (TYPE=EXECUTE) transfer requests, session establishment is tried until the limit is reached. For XCOM Data
Transport server requests, if the TIMEOUT limit is reached during an active transfer, the transfer is aborted and placed
into VTAM error status.

For a TCP/IP transfer, the TIMEOUT parameter determines how long to wait for a connection to a remote IP node.

If the TIMEOUT limit is reached during SNA session establishment, the pending session is aborted. Any transfers relating
to the failing LU is placed into error status for the duration that the error interval specifies.

Use of TIMEOUT ensures that XCOM Data Transport does not hang indefinitely, waiting for a VTAM or TCP/IP response.
It is important in the TSO/ISPF environment, where XCOMJOB is invoked for operator functions or transfer requests.

TRANSFERS_ALLOWED
Specifies which types of transfers the XCOM Data Transport server is allowed to process.

ALL
All transfer types are allowed to be processed.

LOCAL
The server only processes locally initiated transfer requests.

REMOTE
The server only processes remotely initiated transfer requests.

NONE
The server will not process any transfer requests.

Default: ALL

The server processes all meta transfers, commands, inquiries, and history requests, regardless of the value selected.

Transfers that are not processed remain on the queue in an inactive or remote suspended state. The transfers are subject
to retries based on the server configuration.

If the server participates in a PLEXQ or XCOMPLEX environment, a high ranking is applied to the server when locally
initiated transfers are disabled. This prevents transfers that are submitted to the PLEXQ or XCOMPLEX from being
rejected in the event the server is selected to process the request.
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UMASK
This parameter is used to set the permissions that are assigned to a file when the file is being created on a UNIX system
for the first time. The value is expressed as an octal number (base 8). The octal number has the same meaning as
in the standard UNIX umask command. This value is removed from the XCOM default of 666 (rw-rw-rw) for files and
777(rwxrwxrwx) for directories.

Range: 000 to 777

Default: 022

For directories -- Permissions are set for a created directory to 7xx, no matter what owner UMASK value that was
specified. Group and other permissions, represented by xx, represent the permissions with the specified UMASK
removed.

For files - While the file is being transferred, XCOM Data Transport sets permissions for a created file to 6xx. The xx
represents the permissions with the specified UMASK removed. After the transfer has been completed, XCOM Data
Transport sets the owner permission with the specified UMASK removed.

UNIT
Specifies the default unit name when allocating new data sets.

SYSALLDA
Specifies the direct-access device name SYSALLDA.

xxxxxxxx
Specifies a device name other than SYSALLDA. The name can be up to eight alphanumeric characters.

Default: SYSALLDA

NOTE
Related parameters are ALLOC, PRI, SEC, DIR, CATALOG, and VOL.

USERD
Specifies system-wide user data to be included in the logging information for file transfers that the system initiates.

XCOMMVS
Specifies the user data XCOMMVS.

xxxxxxxxxx
Specifies user data other than XCOMMVS. The length of the user data can be up to 10 bytes.

Default: XCOMMVS

NOTE
The user data is used for the correlation of XCOM Data Transport activities in multi-XCOM Data Transport
environments.

USEROVR
Specifies whether the remote or local user ID parameters USERID and LUSER can be used.

YES
Specifies that the parameters USERID and LUSER can be used.
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NO
Indicates that the USERID and LUSER parameters are ignored and the user ID used for security authorization is
the same as for the batch job or TSO session.

Default: YES

NOTE
For information about the LUSER and USERID parameters, see the Using section.

USERPRO
Specifies whether user IDs are propagated.

YES
Specifies that XCOM Data Transport is to forego verification of the user ID on the remote system, because it was
already verified on the local system.

NO
Specifies that XCOM Data Transport is to verify the user ID on the remote system even if it was already verified
on the local system.

Default: NO

NOTE
USERPRO is relevant when the server you are using resides on a different z/OS system. In this case, if
USERPRO=NO, LUSER and LPASS is required in the SYSIN01 stream. If USERPRO=YES, LUSER and
LPASS are optional. If USERPRO=YES and no LUSER is specified, the user ID for the TYPE=SCHEDULE job
(or the TSO user ID if in ISPF) is propagated to the server that is to initiate the transfer.

VERL
Used by VTAM and TCP/IP to determine the number of times XCOM Data Transport attempts to retry a file transfer that
has received a network error.

0
Specifies that the transfer is not retried.

1 to 254
Specifies the number of retry attempts.

255
Specifies that the transfer is retried indefinitely.

Default: 255

NOTE
XCOM Data Transport retries a transfer at the interval the ERRINTV parameter specified. Because VERL
specifies the number of retries, the transfer is attempted VERL+1 times. The initial attempt to establish a session
is not included in the count.

VOL
Specifies the default volume serial number to be used when allocating new data sets.

xxxxxxxx
Specifies the volume serial number, which can contain up to eight alphanumeric characters.

Default: None
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NOTE
Related parameters are ALLOC, PRI, SEC, DIR, CATALOG, and UNIT.

VTAMGNAM
Specifies the VTAM Generic Resource Name that the server attempts to open at initialization time.

NOTE
This parameter is valid for only the XCOM Data Transport server job.

xxxxxxxx
Specifies the one- to eight-character alphanumeric Generic Resource Name.

Default: None

NOTE
Do not specify this name for the XCOMPLEX Admin Server as the XCOMPLEX Admin Server cannot accept
transfers.

WINNERS
Specifies the maximum number of contention winners for parallel session partners.

0 to 127
Specifies the maximum number of contention winners.

Default: 4

NOTE
The WINNERS parameter is used when an LU is defined as PARSESS=YES.

XCOM_CONFIG_SSL
The XCOM_CONFIG_SSL parameter specifies the zFS path and file name of the SSL configuration file to use for secure
data transfers.

Range: 1 to 256 characters

Default: None

XCOMHIST
Specifies the name of the ODBC Data Source location as defined in SYSIBM.LOCATIONS. The name is analogous to the
XCOM Data Transport Default Options Table parameter.

Range: 1 to 128 characters

XCOMHIST_OWNER
Specifies the ODBC owner for the history table.

Range: 1 to 128 characters

Default: XCOMUSER
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XCOMHIST_PASSWORD
The encrypted password for the XCOMHIST_USER. If the XCOMHIST_USER does not require a password, this
parameter must be omitted.

Range: Exactly 70 characters

NOTE
The XCOMENCR utility program can be used to create this encrypted password. See sample program
CAI.CBXGJCL(XCOMENCR).

XCOMHIST_TBL
Specifies the ODBC history table name.

Default: XCOM_HISTORY_TBL

XCOMHIST_USER
This parameter specifies the authorization ID to use when connecting to the ODBC database for history.

Range: 1 to 128 characters

Default: XCOMUSER

XCOMPLEX
Specifies the name of the XCOMPLEX facility that the XCOM Data Transport Administrator administers.

Specify the same XCOMPLEX name for each XCOM Data Transport server that is a member of the XCOMPLEX facility.

NOTE
This parameter is valid for the XCOM Data Transport server job and the XCOM Data Transport administrator
job.

xxxxxxxxxxxxxxxx
Specifies the 1 through 16 character alphanumeric name of the XCOMPLEX to join.

Default: NONE (XCOMPLEX is disabled).

ZIIP
Specifies whether XCOM Data Transport utilizes zIIP processors to reduce CPU utilization costs.

Specify Yes or No to indicate if a zIIP is utilized to off-load some processing from the main CPUs.

Default: YES

NOTE
ZIIP can only be specified in a TYPE=CONFIG member. If the XCOM Default Option Table is used, the default
value is used.

Destination Parameters for Single LUs, Groups of LUs, and Single IPNAMEs
This section describes the parameters for single LUs, groups of LUs, and single IPNAMEs.
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ACCSEC
Indicates the status of the access security subfield in the ATTACH FMH-5.

YES
Indicates that the partner system LU 6.2 implementation supports or requires an access security subfield in the
ATTACH FMH-5.

NO
ACCSEC=NO indicates that the partner system LU 6.2 implementation does not support or require an access
security subfield.

Default: NO

This parameter applies only to partner systems such as AS/400, whose LU 6.2 implementation supports or requires an
access security subfield in the ATTACH FMH-5.

If ACCSEC=YES is coded, the PASSWORD and USERID parameters must be specified in the TSO/ISPF panel or the
SYSIN01 statement stream when a transfer is requested. The password is decrypted before it is put into the FMH-5.

ALERT_CONV 1
This parameter causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified
event category and severity level.

The value of the ALERT_CONV parameter is the severity level of the event that the first term named.

This parameter specifies that XCOM Data Transport generates alerts for conversation-related events.

The possible values are:

Info
Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the
designated event category.

Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.

Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

NOTE

A severity level of Information includes events of the severity levels Information, Warning, Error, and Action. A
security level of Error includes events of the security levels Error and Action.

If ALERT_CONV is specified in the CONFIG Member and the XCOM Data Transport control library, the values
that are given in the former are merged with those in the latter. Circumstances can occur where XCOM Data
Transport cannot use the ALERT_CONV parameter as specified in the control library; in such cases, XCOM
Data Transport uses the ALERT_CONV parameter according to its specification in the CONFIG Member.
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ALERT_FILE 1
Causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified event category
and severity level.

Specifies that XCOM Data Transport generates alerts for file related events.

The possible values are:

Info

Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the designated event
category.

Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.

Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

The severity levels are cumulative, Warning, Error, and Action. A security level of Error includes events of the security
levels Error and Action.

If ALERT_FILE is specified in the CONFIG Member and the XCOM Data Transport control library, the values that are
given in the former value are merged with those in the latter value. Circumstances can occur where XCOM Data Transport
cannot use the ALERT_FILE parameter as specified in the control library. XCOM Data Transport uses the ALERT_FILE
parameter according to its specification in the CONFIG Member.

ALERT_GEN 1
Causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified event category
and severity level.

Specifies that XCOM Data Transport generates alerts for general events.

The possible values are:

Info

Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the designated event
category.

Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.
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Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

The severity levels are cumulative, Warning, Error, and Action; a security level of Error includes events of the security
levels Error and Action.

If ALERT_GEN is specified in the CONFIG Member and the XCOM Data Transport control library, the values that are
given in the former value are merged with those in the latter value. Circumstances can occur where XCOM Data Transport
cannot use the ALERT_GEN parameter as specified in the control library. XCOM Data Transport uses the ALERT_GEN
parameter according to its specification in the CONFIG Member.

ALERT_SEC 1
Causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified event category
and severity level.

Specifies that XCOM Data Transport generates alerts for security-related events.

The possible values are:

Info

Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the designated event
category.

Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.

Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

The severity levels are cumulative, Warning, Error, and Action; a security level of Error includes events of the security
levels Error and Action.

If ALERT_SEC is specified in the CONFIG Member and the XCOM Data Transport control library, the values that are
given in the former value are merged with those in the latter value. Circumstances can occur where XCOM Data Transport
cannot use the ALERT_SEC parameter as specified in the control library. XCOM Data Transport uses the ALERT_SEC
parameter according to its specification in the CONFIG Member.

ALERT_SESS 1
Causes XCOM Data Transport to generate NetView generic alerts for conditions that meet the specified event category
and severity level.
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Specifies that XCOM Data Transport generates alerts for session-related events.

The possible values are:

Info

Specifies that XCOM Data Transport generates alerts when any information is available pertaining to the designated event
category.

Warning
Specifies that XCOM Data Transport generates alerts for the designated event category when warnings are
issued during the event.

Error
Specifies that XCOM Data Transport generates alerts for the designated event category when errors occur during
the event.

Action
Specifies that XCOM Data Transport generates alerts for the designated event category when the event requires
corrective action on the part of the user or operator.

NONE
Specifies that XCOM Data Transport generates no alerts for the specified event category.

Default: NONE (for severity level)

The severity levels are cumulative, Warning, Error, and Action; a security level of Error includes events of the security
levels Error and Action.

If ALERT_SESS is specified in the CONFIG Member and the XCOM Data Transport control library, the values that
are given in the former value are merged with those values in the latter. Circumstances can occur where XCOM Data
Transport cannot use the ALERT_SESS parameter as specified in the control library. XCOM Data Transport uses the
ALERT_SESS parameter according to its specification in the CONFIG Member.

CODETABL
Specifies the one- to three-character prefix to the file names, atoe.tab and etoa.tab, that contain the external ASCII-
to-EBCDIC and EBCDIC-to-ASCII custom character conversion tables on the XCOM Data Transport for Windows
and the XCOM Data Transport for UNIX platforms. These custom character conversion tables determine which
external translation tables are used when a transfer is sent to these platforms. This parameter is valid only if
INTERNAL_CONVERSION_TABLES=NO is set on the receiving platform and the platforms are at r11 or above.

Default: None

COMPNEG 1
The COMPNEG parameter specifies whether XCOM Data Transport for z/OS negotiates a data compression method
during a transfer, and which compression method it requests.

For example, if this XCOM Data Transport for z/OS instance initiates a data transfer with its requested compression
method, the receiving XCOM instance may reject that method and may request an alternate method. This XCOM Data
Transport for z/OS instance then uses its specified COMPNEG value to determine whether to accept the alternate
compression method.

Alternatively, another XCOM instance may initiate the data transfer with its requested compression method. If this XCOM
Data Transport for z/OS instance cannot use the requested method, it uses its specified COMPNEG value to determine
whether to negotiate an alternate compression method.
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The COMPNEG value that you specify must be on the list of allowed algorithms for this XCOM Data Transport for z/OS
instance. The COMPRESS_ALLOWED parameter specifies the list of allowed algorithms.

The following values are valid for COMPNEG:
compression-method

Specifies the compression method to request during the negotiation. You can specify one of the following values:

• COMPACT
• COMPACTL
• YES
• RLE
• HUFFMAN
• LZLARGE
• LZMEDIUM
• LZSMALL
• LZRW3
• ZLIB
• ZLIB1 through ZLIB9

NO
Does not permit compression negotiation. If this XCOM Data Transport for z/OS instance receives a request for
an unrecognized or unpermitted compression method, the transfer fails.

Default: YES

COMPRESS
This parameter specifies whether the data compression is used for a transfer.

YES
XCOM Data Transport provides Run Length Encoding (RLE) only for blanks and binary zeros.

NO
No data compression takes place.

RLE
XCOM Data Transport provides complete RLE for all repeating characters.

COMPACT
XCOM Data Transport provides complete RLE (as in RLE) plus a byte compaction scheme suitable for uppercase
EBCDIC text.

COMPACTL
The COMPACTL compression parameter is the same as COMPACT. However, this value is most suitable for
lowercase EBCDIC text.

LZSMALL
XCOM Data Transport compresses the data according to the small memory model of Lempel-Ziv 77 compression.

LZMEDIUM
XCOM Data Transport compresses the data according to the medium memory model of Lempel-Ziv 77
compression.

LZLARGE
XCOM Data Transport compresses the data according to the large memory model of Lempel-Ziv 77 compression.

HUFFMAN
Greater compression than RLE but not as much as the Lempel-Ziv 77 modes
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LZRW3
A general-purpose algorithm that runs fast and gives a reasonable compression.

ZLIB(n)
Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE, the n value can be 1
through 9.

Default: YES

Specifying a value other than NO enables use of zIIP to perform the compression function. zIIP processing is used for
compression only if the buffer size to compress is >= 4096 bytes. Specifying PACK=LENGTH and use a high MAXPACK
value (>= 4096) for TCP/IP transfers or RUSIZE (>=4096) for SNA transfers to use zIIP.

The compression method that is specified for the COMPRESS parameter must be a permitted algorithm using the
COMPRESS_ALLOWED server configuration parameter. If the specified compression method is not permitted in the
server, the DEST member activation fails.

COMPRESS_ALLOWED 1
Specifies the compression methods allowed for transfers:

• ALL
• NONE
• COMPACT
• COMPACTL
• YES
• RLE
• HUFFMAN
• LZALL
• LZLARGE
• LZMEDIUM
• LZSMALL
• LZRW3
• ZLIBALL
• ZLIB
• ZLIB1 - ZLIB9

Default: ALL

Specify NONE to allow no compression.

Specify ALL to allow all compression methods.

To allow all methods except the ones that you prohibit individually, specify ALL, followed by the prohibited methods. Add a
colon (:) and exclamation point (!) after the ALL and between each prohibited method. See the related example for details.

If you do not specify ALL, then only the methods that you specify individually are allowed.

If you specify multiple methods individually, separate each one with a colon (:), whether you are allowing them or
prohibiting them. See the examples for details.

Examples:

• To turn off compression:
COMPRESS_ALLOWED=NONE

• To allow all compression methods:
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COMPRESS_ALLOWED=ALL
• To allow all methods except the LZ small, medium, and large methods:

COMPRESS_ALLOWED=ALL:!LZSMALL:!LZMEDIUM:!LZLARGE
• To allow only HUFFMAN, LZALL, and RLE:

COMPRESS_ALLOWED=HUFFMAN:LZALL:RLE

COMPRESS_PDS
COMPRESS_PDS is the parameter that causes the actual PDS compression to occur. If your XCOM Data Transport
administrator has enabled the programmatic PDS compression feature in a XCOM Data Transport region, you can use the
COMPRESS_PDS option to control if and when output PDS data sets get compressed as part of the transfer.

NONE
Suppresses the compression of an output PDS data set as part of a XCOM Data Transport transfer.

BEFORE
Compresses an output PDS data set before the transfer of user data begins.

AFTER
Compresses an output PDS data set after the transfer of user data has completed.

BOTH
Compresses an output PDS data set both before and after the transfer of user data.

Default: NONE

COMPRESS_PDS applies only to PDS data sets that is, or have been, opened for output as the target of a XCOM Data
Transport transfer.

If the COMPRESS_PDS option is present in the DEST member for a particular transfer partner, and that DEST member is
made available to the XCOMJOB utility that is used to schedule a transfer to that partner, it becomes the default value for
all transfers that are initiated with that partner XCOM Data Transport in that invocation of XCOMJOB.

If your XCOM Data Transport administrator configures CMPRS_PDS_ALLOW=YES or CMPRS_PDS_ALLOW=X37, the
COMPRESS_PDS=NONE option cannot suppress the compression of an output PDS data set if a z/OS system abend
B37, D37, or E37 occurs.

Output

Output from the compression utility is handled in accordance with the setting of the CMPRS_SYSOUT_CL server-level
parameter. The spool data sets (if they are allocated) have the following prefixes:

XB for compressions that are performed before a transfer, as in the case with COMPRESS_PDS=BEFORE or on a
restarted transfer request

XA for transfers that are performed after a transfer

The decimal transfer request number is appended to the prefix to provide a unique spool entry for each compression
operation. This naming convention allows for the correlation of compression utility output with a specific file transfer if
there is a need for problem determination research after the transfer.

Example:

For a request number 034271, the following spool entry names would apply:

The output from the utility that is used to compress the PDS data set before the transfer would be named XB034271.

For a compression performed after the data transfer, the SYSOUT data set would be named XA034271.
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CONVTYPE
Specifies the type of LU 6.2 conversation to be used by a z/OS-initiated conversation.

MAPPED
Specifies that the conversation must be mapped.

BASIC
Specifies that the conversation must be basic.

Default: MAPPED

This parameter must only be used when communicating with IBM TPF systems.

XCOM Data Transport accepts basic or mapped conversations regardless of this parameter specification.

CPUTYPE
Specifies the CPU type of the remote LU.

AS400
Specifies the CPU type AS400.

DG
Specifies the CPU type DG.

MVS
Specifies the CPU type MVS.

PC
Specifies the CPU type PC.

STRATUS
Specifies the CPU type STRATUS.

SUN
Specifies the CPU type SUN.

VM
Specifies the CPU type VM.

Default: None

This parameter is used for informational purposes only.

CREATEDELETE 1
Specifies whether the CREATEDELETE transfer (SYSIN01) parameter must be permitted.

ALLOW
The use of CREATEDELETE is permitted

NO
The use of CREATEDELETE is not permitted; so the CREATEDELETE transfer parameter is always set to NO.

YES
CREATEDELETE must always be attempted if possible; so the CREATEDELETE transfer parameter is always set
to YES.

Default: NO

For the Default Options Table (XCOMDFLT)
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As specified in the Default Options Table (XCOMDFLT)
For the destination member (XCOMCNTL), or for an XCOMJOB PARM parameter or XCOMXFER PARM
parameter

WARNING
Review the CREATEDELETE transfer parameter before permitting its use.

The default of NO can be overridden for individual partners in the destination member.

CVASCII
Specifies the name of the code page conversion table that is used in translating ASCII data at the destination.

xxxxxxxx
Specifies the name of a customized code page conversion table. The name can consist of up to eight
alphanumeric characters.

Default: None

CVBINARY
Specifies the name of the code page conversion table that is used in translating binary data at the destination.

xxxxxxxx
Specifies the name of a customized code page conversion table. The name can consist of up to eight
alphanumeric characters.

Default: None

CVEBCDIC
Specifies the name of the code page conversion table that is used in translating EBCDIC data at the destination.

xxxxxxxx
Specifies the name of a customized code page conversion table. The name can consist of up to eight
alphanumeric characters.

Default: None

DATACLAS
Specifies the name of the data class to use when allocating a new SMS-managed data set.

xxxxxxxx
Specifies the one- to eight-character data class name to use when allocating a new SMS-managed data set.

NOTE
This parameter applies only to mainframe SMS data sets.

Default: None

DEFAULT_CHARSET 1
This parameter specifies the default character set XCOM Data Transport uses for Unicode transfers (CODE=UTF8 or
CODE=UTF16).
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CCSID#nnnnn/tttttttt
nnnnnn - specifies the CCSID number that corresponds to the character set. Valid values are 1 - 65535.
tttttttt (optional) - specifies the technique search order IBM Unicode Services uses when performing conversion. 1
to 8 characters are specified. Valid values to use are:
R - Roundtrip conversion
E - Enforced Subset conversion
C - Customized conversion
L - Language Environment Behavior conversion
M - Modified for special use conversion
B - Bidi transformation (Bi-directional) conversion
0-9 - User-defined conversions

Default: CCSID#37 (US EBCDIC)

If the technique search order is not specified, Unicode Services defaults to ‘RECLM’.

DEFAULT_CHARSET is used when z/OS is the local partner and LOCAL_CHARSET is not specified, or when z/OS is the
remote partner and REMOTE_CHARSET is not specified.

DEFAULT_CONVERROR 1
This parameter identifies the action when the input file contains characters that cannot be converted. The characters are
not included within the output character sets character repertoire.

REPLACE
Replace each unconvertible character with the default substitution characters defined for the Unicode character
set.

REPLACE#nnnnnnn
Replace each unconvertible character with the Unicode character that the decimal value nnnnnnn identifies. If the
specified replacement character cannot be represented in the output character set, then the transfer is failed. This
option is not supported for z/OS systems, where the replacement character is defined in the conversion table that
is defined to IBM Unicode Services. This option is treated as REPLACE. The replacement character has a valid
range of 1 - 1114111.

SKIP
The erroneous data is disregarded, but a warning message is issued at the end of the transfer. The message
identifies that this condition occurred and provides a total count of the number of skipped characters. This option
is not supported for z/OS systems and is treated as REPLACE.

FAIL
The transfer terminates with an error condition.

Default: The DEFAULT_CONVERROR parameter in the destination member or XCOM Data Transport Default Options
Table specifies the default.

DEFAULT_DELIM 1
This parameter specifies an optional encoding for which the specified DEFAULT_CHARSET is based. If specified,
encoding must be EBCDIC and the first option in the list.

This parameter also specifies a list of delimiters to use for USS-based output files when FILEDATA=TEXT.

Used only for UNICODE transfers (CODE=UTF8 or CODE=UTF16).

Valid options are:
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EBCDIC
-- The specified character-set is EBCDIC encoded.

NA
-- Not applicable, the system default delimiter is used.

NL
-- New line

CR
-- Carriage return

LF
-- Line feed

CRLF
-- Carriage return/Line feed

LFCR
-- Line feed/Carriage return

CRNL
-- Carriage return/New line

Default: EBCDIC:NA

If EBCDIC is specified, it must be the first option in the list.

DEFAULT_DELIM is used when z/OS is the local partner and LOCAL_DELIM is not specified. DEFAULT_DELIM is also
used when z/OS is the remote partner and REMOTE_DELIM is not specified.

DEFAULT_INPUTERROR 1
This parameter identifies the appropriate action when the input file contains data that is not consistent with the specified
input character set.

REPLACE
Replace each piece of erroneous data with the default substitution characters defined for the Unicode character
set.

REPLACE#nnnnnnn
Replace each piece of erroneous data with the Unicode character that the decimal value nnnnnnn identifies. This
option is not supported for z/OS systems, where the replacement character is defined in the conversion table that
is defined to IBM Unicode Services. This option is treated as REPLACE. The replacement character has a valid
range of 1 - 1114111.

SKIP
The erroneous data is disregarded, but a warning message is issued at the end of the transfer. The message
identifies that this condition occurred and provides a total count of the number of ignored bytes. This option is not
supported for z/OS systems and is treated as REPLACE.

FAIL
The transfer terminates with an error condition.

Default: The DEFAULT_INPUTERROR parameter in the destination member or XCOM Data Transport Default Options
Table specifies the default.

DEST
Specifies the JES destination name, which XCOM Data Transport Process SYSOUT interface uses as a qualifying
argument in the JES SSI call to retrieve all output for a given destination or external writer.
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xxxxxxxx
Specifies a JES destination name of up to eight alphanumeric characters.

Default: None

For many JES releases, the JES destination name must be defined in the JES parameters. Otherwise, XCOM Data
Transport issues an error message because of a failed dynamic allocation.

This parameter and the WRITER parameter are mutually exclusive. They cannot both be specified in the same XCOM
Data Transport control library member.

DOMAIN 1
Identifies the Windows domain server that is used to validate the remote user ID and password.

xxxxxxxxxxxxxxx
Identifies the domain server that is used to validate the remote user ID and password. The name can contain up
to 15 characters.

Default: None

NOTE
Used with transfers to Windows only.

DROPSESS 1
This parameter indicates whether XCOM Data Transport drops an LU-LU session at the conclusion of a scheduled file
transfer.

YES
Indicates that XCOM Data Transport drops the session.

NO
Indicates that XCOM Data Transport does not drop the session.

QEMPTY
Indicates that XCOM Data Transport is to process all the transfers to a particular LU in the request queue before
dropping the session.

ALL
Indicates that XCOM Data Transport drops all sessions, including SNASVCMG, at the conclusion of a scheduled
file transfer. If all transfers for the particular LU in the request queue have finished.

<timeout value>
Indicates that if there is no activity on the session for the specified time interval, the session is dropped. This
includes the SNASVCMG session. Valid values for the timeout interval are 1-60 (Seconds).

Default: The value that DROPSESS has in the Default Options Table.

XCOM Data Transport for VAX and some XCOM Data Transport for UNIX products do not support z/OS-initiated session
establishment. Therefore, DROPSESS has no effect when the target of the transfer request is one of these platforms.

DROPSESS=ALL is only used for infrequently used SNA partners to avoid potential problems with SNASVCMG sessions
being dropped and possibly established simultaneously with heavy volume of transfers. DROPSESS=ALL is similar in
function to DROPSESS=QEMPTY but drops the SNASVCMG session.
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DSKEYLBL
This parameter specifies the KEY LABEL to be used for the Pervasive Encryption of the output data set. Pervasive
Encryption is an IBM Z® approach that simplifies the encryption of output data sets. Pervasive Encryption can be used in
conjunction with other types of encryption.

This parameter applies only to mainframe output data sets which are eligible for Pervasive Encryption.

For an XCOM Data Transport output data set to be successfully encrypted, the credentials under which the transfer
runs must have authority to use the KEY LABEL that is specified. Also, the Pervasive Encryption facility of z/OS and the
hardware must be enabled and configured properly. Otherwise, the value is ignored and the data set is not stored as
encrypted.

Usage and restrictions for this parameter are analogous to restrictions imposed by z/OS JCL processing for the DD
statement DSKEYLBL parameter.

If a value is specified for DSKEYLBL and a value is not specified for DSNTYPE, the value for DSNTYPE is forced to
EXTREQ (extended format data set).

NOTE
A request to use data set encryption is valid only with new data sets. A request to use data set encryption is not
supported with REPLACE or APPEND.
Use the following parameter specifications:

• FILE_OPTION=CREATE
• DSNTYPE=EXTREQ or DSNTYPE=EXTPREF

Range:
One to 64 characters

Default:
None.

DSNTYPE
Specifies the data set definition.

NOTE
This parameter applies only to mainframe SMS data sets.

LIBRARY
Defines a PDSE

PDS
Defines a partitioned data set

BASIC
Defines a legacy sequential data set.

LARGE
Defines a large format sequential data set.

EXTREQ
Defines an extended format data set.

EXTPREF
Specifies an extended format is preferred. If the extended format is not possible, a basic format is used.

NOTE
These values are IBM standards for SMS processing.

Range: One to eight characters
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Default: None

FERL 1
Specifies the number of times XCOM Data Transport is to retry a transfer after certain file errors or file allocation errors
have occurred.

0
Specifies that XCOM Data Transport must not attempt to retry a transfer after the first file allocation or other file
error.

1 to 254
Specifies the number of times XCOM Data Transport is to retry a transfer after encountering file and file allocation
errors.

255
Specifies that XCOM Data Transport must retry the transfer indefinitely.

Default: 255

NOTE
XCOM Data Transport retries a transfer at the interval that the ERRINTV parameter specifies. Because the
FERL parameter specifies the number of retries, the transfer is attempted FERL+1 times.

GETSESS 1
Specifies how XCOM Data Transport establishes a session with a remote LU.

YES
Indicates that the XCOM Data Transport server attempts session establishment with a remote LU when the
request for a transfer has arrived.

NO
Indicates that the XCOM Data Transport server is to wait for the operator to manually activate the LU through
XCOM Data Transport console command ACTIVATE or for the remote LU attempt to establish a local LU session.

Default: The value that GETSESS has in the Default Options Table.

NOTE
XCOM Data Transport for VAX and some XCOM Data Transport for UNIX products do not support z/OS-initiated
session establishment. Therefore, GETSESS has no effect when the target of the transfer request is one of
these platforms.

GROUP
This parameter can specify either of the following items:

• One or more groups of LUs
• An alias for a single IP address
• xxxxxxxx

Specifies one of the following items:
– The name of a group of LUs, the name can contain up to eight alphanumeric characters.
– An IP address or IP name

Default: None

The GROUP parameter allows the multi-threading of file transfers to nodes that support multiple logical units but not
parallel sessions.
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When a transfer to a group is requested, XCOM Data Transport attempts to initiate a session with each LU in the group
until it succeeds in establishing a session with one of them. XCOM Data Transport then uses that LU as the partner node
to send the file to the remote system.

You can specify GROUP instead of an LU parameter in the SYSIN01 or TSO/ISPF panel when scheduling a transfer to a
group of one or more LUs.

If you specify GROUP, the GROUP name must match the name of a XCOM Data Transport control library member.

Example 1

Here is an example of how to use the GROUP parameter to set up an alias for an IP name or IP address.

In the DEST member:

IPNAME=ipaddress (or ipname) GROUP=HOST1

 

In the JCL:

GROUP=HOST1

 

Example 2

Here is an example of how to use the GROUP parameter with a group of LUs.

In the DEST member:

LU=LU1,LU2,LU3 GROUP=NJLUS

 

In the JCL:

GROUP=NJLUS

 

IPNAME
Identifies the IP name or address of the remote system for a TCP/IP transfer.

1 to 64 alphanumeric characters
Specifies the name or address of the remote TCP/IP system that is involved in a transfer. The name can contain
up to 64 alphanumeric characters and it must be one that has been defined to the domain name server. The
address can be in IPv4 or IPv6 notation.

IPPORT 1
Specifies the default TCP/IP target port.

1 to 65535
Specifies the default TCP/IP target port that is used when IPPORT is omitted.

Default: 8044

NOTE
This parameter is used for all supported types of IP transfers: IPv4, IPv6, IPv4 SSL, and IPV6 SSL. The IPPORT
specified here must match the correct listening port of the target system. For example, SSL/TLS transfers must
specify an IPPORT that matches the remote system SSL/TLS listening port.
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LCLNTFYL 1
Specifies the local notification level for transfers that are initiated from the XCOM Data Transport for z/OS server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

You can specify this parameter in the XCOMDFLT table, in the destination member, or in the SYSIN01. Its presence is
checked for first in the SYSIN01, then in the destination member, and lastly in the XCOMDFLT default table.

LIBNEG 1
Specifies whether multiple members of a source PDS can be received in a sequential data set on the target.

YES
Specifies that multiple members of a PDS are mapped into a sequential data set on the target.

NO
Specifies that a multi-member PDS cannot be received in a sequential data set on the target.

Default: YES

NOTE
The initiating XCOM Data Transport system examines the LIBNEG parameter when it determines that the
source data set is a library and the target data set is sequential. If LIBNEG=YES, the data from the members of
the library is written to a target sequential data set. The target data set does not contain any indication that the
original source data set was structured as a library. If LIBNEG=NO, the transfer terminates with an error.

LOGMODE 1
Specifies the name of the VTAM mode entry that XCOM Data Transport uses to initiate a session to the remote system or
group.

xxxxxxxx
Specifies a mode entry name. The name can contain up to eight alphanumeric characters.

Default: The default VTAM logon mode definition or the XCOM Data Transport Default Options Table value.

LOGMODE is used when DLOGMOD=XCOM is coded in the Default Options Table.

For more information about setting up VTAM logmodes for XCOM Data Transport, see Define the Logon Mode Table
Entries.

LOSERS 1
Indicates the default number of contention loser sessions for LUs supporting parallel sessions.

0 to 127
Specifies the number of contention loser sessions.

Default: The XCOM Data Transport Default Options Table value or CONFIG member.
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NOTE
This parameter is used only when PARSESS=YES is coded.

LU
Specifies up to 16 LU names.

xxxxxxxx1, . . ., xxxxxxxx16
Specifies the name of an LU. The name can contain up to eight alphanumeric characters.

Default: None

The XCOM Data Transport control library data set consists of fixed-block records of length 80 bytes, and XCOM Data
Transport does not permit their continuation past this limit. If a single 80-byte-long LU statement cannot accommodate
all the LU names that can be specified, multiple LU statements can be used. For example, to specify 16 LUs, you could
employ a separate LU statement for each LU. You could also use two LU statements, each specifying the same or a
different number of LUs.

For a single LU destination member, the LU name has to match a member name.

Example

The following fragment from a destination member specifies six LUs:

. . . LU=LU2310,LU2319,LU2200 LU=LUKXT,LUSAS1 LU=LU100 . . .

You can also specify the six LUs with a single LU statement:

. . . LU=L2310,LU2319,LU2200,LUKXT,LUSAS1,LU100 . . .

 

MAXPACK 1
This parameter specifies the maximum packing length in bytes when PACK=LENGTH parameter is specified.

2048 to 1023000 (bytes)
Specifies the maximum packing length (record packing buffer size) when the PACK=LENGTH parameter is
specified.

Default: 2048 (bytes)

Notes:

• The use of PACK=LENGTH and the target buffer size is recommended to improve file transfer performance.
• In order to use zIIP processors for data compression, we recommend specifying a packing length of at least 4096.
• The MAXPACK value or equivalent on the partner side must match that on the local side. Otherwise, the value is

negotiated downwards.
• For maximum record packing, set MAXPACK to 1023000 and set the PACK transfer parameter value to LENGTH

MGMTCLAS
Specifies the name of the management class to use when allocating a new SMS-managed data set.

xxxxxxxx
Specifies the one- to eight -character management class name to use when allocating a new SMS-managed data
set.

NOTE
This parameter applies only to mainframe SMS data sets.
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Default: None

MODEL
Specifies the name of a XCOM Data Transport control library member that is used as a prototype of another XCOM Data
Transport control library member.

xxxxxxxx
Specifies the name of the XCOM Data Transport control library member that serves as the model of another
XCOM Data Transport control library member.

Default: None

A parameter that is defined in the prototype member can be set to a different value in the member that is built after the
prototype. In that case, the parameter definition in the non-prototype member overrides the parameter definition in the
prototype member.

The member that is specified in the MODEL parameter cannot itself contain a MODEL parameter.

NEWDEST
Specifies the value that XCOM Data Transport must pass to the remote system as a destination for PSO transfers.

DEST
Specifies that XCOM Data Transport passes the original JES destination to the remote system.

NONE
Specifies that XCOM Data Transport passes no destination to the remote system.

WRITER
Specifies that XCOM Data Transport passes the original JES writer name to the remote system.

xxxxxxxx
Specifies a character constant value that XCOM Data Transport passes to the remote system. This value can be
1 through 21 characters in length.

Default: NONE

NEWWTR
Specifies the value XCOM Data Transport must pass to the remote system as a writer for PSO transfers.

DEST
Specifies that XCOM Data Transport passes the original JES destination to the remote system.

NONE
Specifies that XCOM Data Transport passes no destination to the remote system.

WRITER
Specifies that XCOM Data Transport passes the original JES writer name to the remote system.

xxxxxxxx
Specifies a character constant value of length one to eight characters that XCOM Data Transport passes to the
remote system.

Default: NONE
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PACK
This parameter indicates whether record packing is used. Record packing can substantially improve performance.

CRLF
When transferring a text file to a partner that supports record separators, this option specifies that carriage return
and line feed characters are inserted at the end of each record. For example, CRLF (0D0A) on Windows and LF
(0A) on UNIX. All systems use this type of record packing.

LENGTH
This option specifies that the records are packed into fixed-size data transfer blocks. Each record begins with a
2 or 3 byte prefix that indicates the length of the record and determines how many records can be packed into
a block. The default block size is 2048 bytes but it can be increased to 1023000 bytes by using the MAXPACK
parameter in the XCOM Data Transport Default Options Table or in the XCOM Data Transport control library
member. No separators are inserted in binary files that are transferred with PACK=LENGTH.

NO
This option specifies that no record packing is used.

Default: NO

Notes:

• PACK=LENGTH with MAXPACK>=31744 is selected when using XCOM Data Transport over TCP/IP. If
PACK=LENGTH is coded, then you must also code RECSEP=NO.

• The MAXPACK value or equivalent on the partner side must match that value on the local side. Otherwise, the value is
negotiated downwards.

• You can implement record packing on all platforms that XCOM Data Transport supports.
• For Unicode-based transfers (CODE=UTF8 or CODE=UTF16), PACK=LENGTH is enforced for the transfer. An

informational message is issued when a transfer is modified to use PACK=LENGTH. This is for performance
considerations when performing data conversion.

PARSESS
Specifies whether parallel sessions are allowed when XCOM Data Transport VTAM application is sending a BIND to start
the communication with a remote LU.

YES
Specifies that parallel sessions are allowed.

NO
Specifies that parallel sessions are not allowed.

Default: NO

NOTE
Direct (TYPE=EXECUTE) transfers do not take advantage of the optimization that is required for parallel
sessions.

PRPACE
Specifies the window size (in RUs) for pacing that is done between the primary logical unit and the boundary VTAM or
NCP node. Using PRPACE substantially improves performance.

1 to 63
Specifies the pacing window size.
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Default: The PRPACE value that is derived from the VTAM logmode table entry that is used by VTAM during initial
session establishment and passed to XCOM Data Transport by the LOGON exit CINIT or SCIP exit bind RU.

A PRPACE value of 7 is recommended.

PRPACE is equivalent to the VTAM VPACING operand.

PSOCKPT 1
Specifies the interval for checkpoints that are taken during a PSO transfer.

0 to 9999 records
Specifies the number of PSO records to transfer before a checkpoint is taken.

Default: The value for PSOCKPT in the Default Options Table.

The checkpoint/restart facility resumes interrupted PSO transfers from the point at which the most recent checkpoint was
taken.

The smaller the checkpoint interval, the greater the effect on the throughput, due to frequent checkpointing. Setting this
parameter less than 10 would severely degrade performance. Usually values from 100 to 1000 are sufficient. Set this
parameter to 0 if you do not want to do checkpointing.

PSODISP 1
This parameter does both of the following:

1. Specifies the disposition of a PSO data set if XCOM Data Transport is unable to successfully complete a PSO transfer.
2. Sets the DISP flag in a PSO transfer. DISP determines whether to keep or delete the report file after printing on the

remote system. This value is ignored when the remote system is an IBM mainframe.

DELETE

1. a. Deletes the PSO data set after an unsuccessful PSO transfer.
b. Deletes the report file after it is printed on the remote system.

KEEP

1. a. Keeps the PSO data set after an unsuccessful PSO transfer.
b. Keeps the report file after it is printed on the remote system (by removing the temporary files).

Defaults: KEEP

If PSODISP=DELETE, manual intervention is required to requeue the transfer to XCOM Data Transport.

If PSODISP=KEEP, manual intervention may be required to reclaim space on the remote system.

PSOPASS
Specifies the password included with Process SYSOUT reports that are sent to the remote system.

xxxxxxxx
Specifies a password of up to 31 alphanumeric characters.

Default: None

The password is included in the SNA Function Management Header-5 that actually begins the file transfer process.

The use of the PSOPASS parameter is required only when ACCSEC=YES or when the remote system requires a user ID
and password on a report transfer.
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PSOPREF 1
Specifies the high-level qualifier used by the PSO interface when allocating temporary data sets. This value is also used
by PDSE program library transfers when creating temporary data sets.

XCOMPSO
Specifies the high-level qualifier XCOMPSO.

Up to 20 alphanumeric characters
Specifies a high-level qualifier other than XCOMPSO. The high-level qualifier can contain up to 20 alphanumeric
characters. You can specify multiple high-level qualifiers, up to 20 characters. The prefix must follow MVS naming
conventions.

Default: XCOMPSO

PSOUSER
Specifies the user ID included with Process SYSOUT reports that are sent to the remote system.

xxxxxxxx
Specifies a user ID of up to eight alphanumeric characters.

Default: None

The user ID is included in the SNA Function Management Header-5 that actually begins the file transfer process.

The use of the PSOUSER parameter is required only when ACCSEC=YES or when the remote system requires a user ID
on a report transfer.

PSOWAIT
Specifies whether XCOM Data Transport is allowed to skip several iteration cycles for the current destination before
scanning the JES queues for work

YES
Indicates that XCOM Data Transport is to check the JES queues for Process SYSOUT (PSO) data only if a
session exists for one of the LUs in the group.

NO
Indicates that XCOM Data Transport is to check the JES queues on every cycle.

Default: NO

Coding PSOWAIT=YES can save significant CPU cycles when many entries are coded in the XCOM Data Transport
control library (CAI.CBXGPARM). Coding PSOWAIT=YES reduces system overhead if the control library contains more
100 PSO-type nodes.

As a general guideline, code PSOWAIT=NO if the remote LU is on a leased line.

PSPACE
Specifies the window size (in RUs) for pacing done between the secondary logical unit and the boundary VTAM or NCP
node.

1 to 63
Specifies the pacing window size.

Default: The PSPACE value derived from the VTAM logmode table entry used by VTAM during initial session
establishment and passed to XCOM Data Transport via the LOGON exit CINIT or SCIP exit bind RU.
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A PSPACE value of 7 is recommended.

The use of PSPACE can substantially improve performance.

PSPACE is equivalent to the VTAM VPACING operand.

RECSEP
Specifies whether record separators are added to the data-delimiting records when they are written.

YES
Specifies that record separators are added to the data-limiting records.

NO
Specifies that record separators are not added to the data-limiting records.

Default: YES

The RECSEP parameter is ignored if CODE=BINARY is specified.

As a rule, RECSEP is not applicable if both the sending and receiving systems are EBCDIC.

RELEASE 1
Specifies whether the remote partner is to release unused DASD space when creating a new file. You can set RELEASE
in destination members, in the XCOMDFLT table, and as a SYSIN01 parameter.

YES
The remote partner is to release unused DASD space.
The unused DASD space that is specified for the transfer is released when the file is closed at the end of the
transfer.

NO
The remote partner is not to release unused DASD space.

RMTNTFYL 1
Specifies the remote notification level for transfers initiated from the XCOM Data Transport for z/OS server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

You can specify this parameter in the CONFIG member, in the destination member, or in the SYSIN01. Its presence is
checked for first in the SYSIN01, then in the destination member, and lastly in the CONFIG member.

RRUSIZE
Specifies the maximum RU size to be received from other LUs.

128 to 65536
Specifies the maximum RU size.
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Default: The RRUSIZE value derived from the VTAM logmode table entry used by VTAM during initial session
establishment and passed to XCOM Data Transport via the LOGON exit CINIT or SCIP exit bind RU.

This parameter is relevant only to sessions where the system is the primary logical unit.

Using larger values can substantially improve performance on high-speed links, in installations with channel adapters,
and 3088s. The secondary logical unit (the BIND receiver) determines what RU sizes are to be used on a session and
can override any RU sizes sent in the BIND by the primary logical unit. If you want to use larger RU sizes, read the
appropriate sections of the IBM VTAM and NCP manuals relating to the BFRS, MAXDATA, and TRANSFR parameters.
These parameters require modifications to accommodate larger sizes.

SECURE_SOCKET 1
Specifies whether to use a SSL/TLS socket or non-SSL/TLS socket for transfers.

YES
Performs a secure transfer. The transfer uses an SSL/TLS socket and must connect to an SSL/TLS listener on
the remote partner.

NO
Performs a nonsecure transfer. The transfer uses a non-SSL/TLS socket and must connect to a non-SSL/TLS
listener on the remote partner.

Default: NO

SERL 1
Specifies the number of times XCOM Data Transport tries to establish a session with the partner LU after the first attempt
at session establishment has failed. Used for SNA transfers only.

0
Specifies that XCOM Data Transport does not attempt session establishment after the first session establishment
error.

1 to 254
Specifies the number of retries.

255
Specifies that XCOM Data Transport retries session establishment indefinitely.

Default: 255

XCOM Data Transport retries a transfer at the interval specified by the ERRINTV parameter. Because SERL specifies the
number of retries, the transfer is attempted SERL+1 times (that is, the initial attempt to establish a session is not included
in the count).

For group transfers, a session establishment error is considered to have occurred only after attempts at session
establishment with all LUs in the group have failed.

For example, if a group contains three LUs and SERL=2 is specified, XCOM Data Transport must try session
establishment with each LU in the group before the session establishment error count is incremented. If all three attempts
fail, the error count is set to 1 and XCOM Data Transport retries session establishment with each LU (this is the first retry).
If the three session establishment attempts fail again, the error count is set to 2 and all three LUs are retried (this is the
second retry). If all three fail this time, too, XCOM Data Transport stops making further session establishment attempts
because the session establishment retry limit (SERL) has been reached.
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SETUP
Specifies whether XCOM Data Transport should pass the SYSOUT print and class values from the JES queue to the
remote system.

YES
Indicates that either the JCL parameter values specified by the user or the JES-assigned default values are
passed.
For information about coding SETUP=YES with a VAX system, see the Notes section that follows.

NO
Indicates that print class and form values of binary zeroes (nulls) are passed to the remote system.
For information about coding SETUP=NO with a VAX system, see the Notes section that follows.

Default: YES

The SETUP parameter is referenced only for transfers that use the Process SYSOUT interface.

Specify SETUP=YES only if you are sure that all the form names and print class values passed to the remote system are
valid on the remote system.

Specify SETUP=NO if the Process SYSOUT interface is being used to communicate with a VAX system. VAX systems
require every form name used to be predefined; invalid form names will cause the print job to ABEND. In a case where the
VAX site does require special forms, specify SETUP=YES, ensuring that all the z/OS form names and print classes have
been predefined to the partner VAX.

SRPACE
Specifies the secondary receive pacing count in RUs that XCOM Data Transport puts into the BIND request.

1 to 63
Specifies the secondary receive pacing count.

Default: 5 (RUs)

The secondary receive pacing count sets the pacing between the boundary NCP (or VTAM) and the peripheral logical
unit. It is equivalent to the PACING operand on the NCP definition macros.

This parameter can be overridden by the secondary logical unit.

If you specify SRPACE=0, the XCOM Data Transport VTAM application program will not override this value in the BIND.

SRUSIZE
Specifies the message size limit in the BIND request for request units sent on the session.

128 to 65536
Specifies the message size.

Default: The value derived from the VTAM logmode table entry used by VTAM during initial session establishment and
passed to XCOM Data Transport via the LOGON exit CINIT or SCIP exit bind RU.

NOTE
This parameter is relevant only to sessions where the system is the primary logical unit.

In general, remote lines use small RU sizes and channel-attached devices use large RU sizes. High-speed remote links
(for instance, T1 lines) usually benefit from large RU sizes.

SRUSIZE can be overridden by the secondary logical unit.
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SSPACE
Specifies the pacing window size in RUs for messages sent by the secondary LU.

1 to 63
Specifies the pacing window size.

Default: 5 (RUs)

There is no VTAM or NCP operand corresponding to XCOM Data Transport's SSPACE parameter.

Use care in overriding the BIND parameters suggested by VTAM.

STORCLAS
Specifies the name of the storage class for a new SMS-managed data set.

xxxxxxxx
Specifies the one- to eight-character storage class name to use when allocating a new SMS-managed data set.

NOTE
This parameter applies only to mainframe SMS data sets.

Default: None

SWAIT 1
Specifies the number of seconds that XCOM Data Transport waits for a session to be established after the request for
session establishment has been queued.

1 to 32767
Specifies the time limit in seconds within which a queued session establishment request must result in the
establishment of a session.

Default: 30 (seconds)

NOTE
If XCOM Data Transport's first attempt at session establishment fails, a request for session establishment is
placed in a request queue. A session must be established within the time specified by the SWAIT parameter.
If no session is established within the specified time, a session establishment error is considered to have
occurred, which results in incrementing the value of the SERL parameter (see the description of SERL).

TCPRTIME 1
Specifies in seconds the maximum time that XCOM Data Transport waits for a TCP/IP response during a TCP/IP receive
function

0
Indicates a default timeout of 5 minutes.

1 to 99999
Specifies in seconds the time that XCOM Data Transport is to wait for a response during a TCP/IP receive
function.

Default: 0 (300 seconds)
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NOTE
The session may also be timed-out by the TCP/IP stack after the Keep Alive Time period expires. The Keep
Alive Time is defined by the TCP/IP stack. For more information on setting Keep Alive Time, see your TCP/IP
documentation.

TCPSESS 1
Specifies the maximum number of TCP/IP file transfers that the server can perform concurrently to any one IP address.

Valid values are:

0
Indicates that no maximum limit has been set.

1 to 128
Specifies the maximum number of concurrent transfers the server can perform to any one IP address.

Default: 15

This parameter can be specified to throttle TCP/IP file transfers.

This parameter is for TYPE=SCHEDULE transfers only.

The value specified for this parameter should be less than the value specified in the Default Options Table. If the
specified value is greater than the value specified in the Default Options Table or is not specified, the value defaults to the
TCPSESS value specified in the Default Options Table. The MODIFY command LIST will list this value as maximum=nnn.
If there is an asterisk appended onto this LIST item, the value for TCPSESS was taken from the Default Options Table.

TERL 1
Specifies the number of file allocation errors, VTAM errors, and retries during TCP/IP session establishment that XCOM
Data Transport will allow before terminating the transfer.

0
Specifies that no errors are retried (regardless of the settings of FERL, SERL, or VERL).

1 to 32766
Specifies the total number of times that XCOM Data Transport attempts to correct errors.

32767
Specifies that errors are retried indefinitely.

Default: 32767

If the number of errors for a particular category of retryable errors (FERL, SERL, VERL) or any combination of such
categories is equal to the value of TERL, XCOM Data Transport stops further retry attempts and fails the transfer. For
example, suppose that TERL=10, FERL=6, SERL=6, and VERL=4. If XCOM Data Transport has retried file allocation
5 times and session establishment 5 times, the total error retry limit (TERL) has been reached. Therefore, XCOM Data
Transport makes no further error retry attempts, although the individual error retry limits have not been reached.

TERL=32767 (that is, indefinite number of error retries) does not override a value of FERL, SERL, or VERL that indicates
a finite number of retries (such as any value greater than 0 but smaller than 255). For example, if TERL=32767 and
SERL=5, XCOM Data Transport stops retrying session establishment errors after the fifth error has occurred, instead of
continuing indefinitely.
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TIMEOUT 1
Specifies in seconds the maximum duration of time that XCOM Data Transport waits for a TCP response before aborting
a session with a TCP/IP partner for a TCP/IP dest member. Specifying a TIMEOUT=value in the DEST member for a
TCP/IP partner activates a SELECT prior to the RECEIVE, which allows XCOM Data Transport to timeout.

1 to 99999
Specifies in seconds the length of time that XCOM Data Transport is to wait for a TCP response.

Default: The TIMEOUT value specified in the Default Options Table.

If the TIMEOUT parameter is specified for a SNA DEST member, it is accepted but ignored. SNA transfers will always use
the TIMEOUT value specified in the Default Options Table.

For TCP dest members, if the TIMEOUT limit is reached and no response was received from TCP, the transfer will be
aborted. It will be subjected to the VERL retry rules if specified. Proper use of this parameter ensures that XCOM Data
Transport does not hang indefinitely waiting for a TCP response.

The TIMEOUT and TCPRTIME parameters are mutually exclusive.

TRUSTID
This parameter must be coded to allow incoming TRUSTED transfers from this remote destination member. Each user ID
on the remote destination that needs to do TRUSTED transfers must have a TRUSTID entry coded.

TRUSTID=USERID{,GROUPID}

USERID
The user ID (1 to 12 characters) for which a trusted transfer is to be performed.

GROUPID
The group ID (1 to 8 characters) for which a trusted transfer is to be performed.
Note: If the GROUPID is omitted, it is assumed to have the same value as the USERID.

Default: None

For a sample destination member with TRUSTID, see Implement Trusted Access Security for Transfers to z/OS in the
Security Considerations section.

The data set specified by XCOMCNTL (default CAI.CBXGPARM) must be secured (that is, password protected) to
prevent unauthorized users from getting trusted access.

The LIST command does not show the members in the TRUSTID list; it only shows that TRUSTID is present in the
destination member.

The TRUSTID and GROUPID parameters are not case sensitive.

The TRUSTID and GROUPID parameters cannot be used with TYPE=LIST destination members.

TYPE
Specifies the type of the destination being defined in the XCOM Data Transport control library member.

DEST
Specifies that the destination defined in the given XCOM Data Transport control library member is a single LU or a
group of LUs.

Default: None

This parameter must always be coded as TYPE=DEST for destinations that consist of a single LU or a group of LUs.
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The TYPE parameter must be the first non-comment card to appear in the XCOM Data Transport control library member.

VERL 1
Used by TCP/IP to determine the number of times XCOM Data Transport will attempt to retry a file transfer that has
received a VTAM error.

0
Specifies that the transfer is not retried.

1 to 254
Specifies the number of retry attempts.

255
Specifies that the transfer is retried indefinitely.

Default: 255

NOTE
XCOM Data Transport retries a transfer at the interval specified by the ERRINTV parameter. Because this
parameter specifies the number of retries, the transfer will be attempted VERL+1 times (that is, the initial attempt
to establish a session is not included in the count).

WINNERS 1
Specifies the maximum number of contention winners for parallel session partners.

0 to 127
Specifies the maximum number of contention winners.

Default: The XCOM Data Transport Default Options Table value or CONFIG member.

NOTE
The WINNERS parameter is used when an LU is defined as PARSESS=YES.

WRITER
Specifies a JES writer name to be used as a search argument to retrieve output from the JES spool.

xxxxxxxx
Specifies a JES writer name of up to eight alphanumeric characters.

Default: None

This parameter and the DEST parameter are mutually exclusive. They cannot both be specified in the same XCOM Data
Transport control library member. XCOM Data Transport handles the WRITER parameter in exactly the same manner as
the DEST parameter.

XCOM Data Transport does not verify if the writer is a valid JES writer, it is not necessary to predefine the writer locally.

XCOM_CONFIG_SSL 1
The XCOM_CONFIG_SSL parameter specifies the zFS path and file name of the SSL configuration file to use for secure
data transfers.

Range: 1 to 256 characters

Default: None
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List Destination Parameters
This section describes the parameters for list destinations.

GROUP 1
This parameter can specify either of the following:

• One or more groups of LUs
• An alias for a single IP address
• xxxxxxxx

Specifies one of the following:
– The name of a group of LUs. The name can contain up to eight alphanumeric characters.
– An IP address or IP name

Default: None

When used with a group of LUs, this parameter allows the multi-threading of file transfers to nodes that support multiple
logical units but not parallel sessions.

When a transfer to a group is requested, XCOM Data Transport attempts to initiate a session with each LU in the group
until it succeeds in establishing a session with one of them. XCOM Data Transport then uses that LU as the partner node
to send the file to the remote system.

You can specify multiple groups (member names) by using a single GROUP statement or multiple GROUP statements.
However, you must use multiple GROUP statements, if the groups to be specified do not all fit in the same 80-byte-long
fixed-block record (the record format of the XCOM Data Transport control library data sets). The multiple groups specified
on a GROUP statement must be separated with commas.

The number of different destinations (GROUPs, IPNAMEs, LUs) specified in a list can be more than 500.

When used with an IP name or address, this parameter specifies an alias.

The following is an example of how to use the GROUP parameter to set up an alias for an IP name or IP address.

In the DEST member:

IPNAME=ipaddress (or ipname) GROUP=HOST1

In the JCL:

GROUP=HOST1

 

IPNAME 1
Identifies the IP name or address of the remote system for a TCP/IP transfer.

1 to 64 alphanumeric characters
Specifies the name or address of the remote TCP/IP system involved in a transfer. This name can contain up to
64 alphanumeric characters and it must be one that has been defined to the domain name server. The address
can be in IPv4 or IPv6 notation.

You can specify multiple IP addresses by using a single IPNAME statement or multiple IPNAME statements. However,
multiple IPNAME statements must be used, if the IP addresses to be specified do not all fit in the same 80-byte-long fixed-
block record (the record format of the XCOM Data Transport control library data sets). Each of the multiple IP addresses
specified on an IPNAME statement must be separated with a comma.

The number of different destinations (GROUPs, IPNAMEs, LUs) specified in a list can be more than 500.
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The DOMAIN parameter is not supported in a LIST destination member. The DOMAIN is picked up from the individual
destination members, if any, or from the Default table.

IPPORT 2
Specifies the default TCP/IP target port.

1 to 65535
Specifies the default TCP/IP target port used when IPPORT is omitted.

Default: 8044

This parameter must match the SERVPORT specification of the target server and normally should not be changed.

The coding of IPPORT is optional. It cannot be used independently of the IPNAME parameter in a list destination
definition. If IPPORT is coded, it applies to the following IPNAME(s) up to the next specification (if any) of IPPORT.

LU 1
Specifies one or more LU names.

xxxxxxxx
Specifies the name of an LU. The name can contain up to eight alphanumeric characters.

Default: None

You can specify multiple LU names by using a single LU statement or multiple LU statements. However, multiple LU
statements must be used, if the LU names to be specified do not all fit in the same 80-byte-long fixed-block record (the
record format of the XCOM Data Transport control library data sets). Each of the multiple LU names specified on an LU
statement must be separated with a comma.

The number of different destinations (GROUPs, IPNAMEs, LUs) specified in a list can be more than 500.

TYPE 1
Specifies the type of the destination being defined in the XCOM Data Transport control library member.

LIST
Specifies that the destination defined in the given XCOM Data Transport control library member is a list of LUs.

TYPE=LIST must be coded in all list destination definitions.

The TYPE parameter must be the first non-comment card to appear in the XCOM Data Transport control library member.

Default: None

Superlist Destination Parameters
This section describes the parameters for superlist destinations.

TYPE
Specifies the type of the destination being defined in the XCOM Data Transport control library member.

DEST
Specifies that the destination defined in the given XCOM Data Transport control library member is a single LU or a
group of LUs.
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Default: None

This parameter must always be coded as TYPE=DEST for destinations that consist of a single LU or a group of LUs.

The TYPE parameter must be the first non-comment card to appear in the XCOM Data Transport control library member.

LIST
This parameter specifies a list member that is defined in the XCOM Data Transport control library.

LIST=listname[,...[,listname]]  

Each listname must have a member that is defined in the XCOM Data Transport control library.

If each member name specified as a list is eight characters long, a superlist can identify 2971 member names.

Multiple listnames can be specified in a single statement or multiple statements can be employed. When a single
statement is used to list multiple destinations, separate the destination by commas. To specify a list of three list
destinations (L1, L2, and L3), any of the following specifications can be used:

• LIST=L1,L2,L3
• LIST=L1,L2

LIST=L3

• LIST=L1
LIST=L2
LIST=L3

Default: None

Configuring the Network
Because XCOM Data Transport is capable of overriding existing mode definitions, additional LU definitions are often
unnecessary. However, in some situations there may be a need for some Network Control Program (NCP) definitions.

Create Cross-domain Resources
Cross-domain resources (CDRCS) need to be addressed for users with multiple VTAM domains. Cross-domain resources
must be created if dynamic CDRSC definition is not being used in conjunction with SSCP support.

NOTE
When VTAM validates switched-node definitions, it tries to validate inaccurately specified fields coded by users
of midrange and smaller systems when these fields are sent in an XID. Normally, this affects AS/400 users. Be
sure to properly configure the NETID and PUNAME fields.

Define Remote LUs (NCP Considerations)
This section describes NCP issues to consider when configuring your network.

X.25 Switched Virtual Circuits
For X.25-switched virtual circuits, the PU definition and the associated MAXDATA parameter are specified in the VTAM
switched major node definition rather than in the NCP generation. See X.25/NPSI SVC implementations in the appropriate
NCP manuals.
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VTAM Dialup Environment
This article contains examples of VTAM macro definitions for a dialup (switched) major node environment.

Dial Out from the Host

The first example applies to dialing out from a z/OS host. Make sure you specify the correct MAXDATA value. The
MAXDATA parameter of the PU macro designates the maximum information frame size used by the link layer of SNA. The
appropriate specification will vary by system.

NOTE
Many versions of NCP require two ports for dialing out: one for the node, the other for an AT&T 801C-type
autocaller.

....+....1....+....2....+....3....+....4....+....5....+....6....+....7....+....8

OUTDIAL    VBUILD    TYPE=SWNET                                                X

                     MAXNO=1,               NUMBER OF PATH STATEMENTS          X

                     MAXGRP=1,              TELEPHONE NUMBERS AVAILABLE        X

*

PUCALL     PU        ADDR=01,                                                  X

                     MAXDATA=265,                                              X

                     MAXOUT=7,                                                 X

                     IDBLK=03D,                                                X

                     PUTYPE=2,                                                 X

                     IDNUM=2674B,           USER SELECTED ID NUMBER            X

                     MODETAB=XCOMTABL,                                         X

                     PASLIM=7,                                                 X

                     IRETRY=YES,                                               X

                     MAXPATH=1,

*

           PATH      DIALNO=12127664400,    TELEPHONE NUMBER TO CALL           X

                     PID=1,                 ARBITRARY PATH NUMBER              X

                     GID=1,                 ARBITRARY GROUP NUMBER             X

                     GRPNM=GROUPS,          NCP GROUP NAME FOR SWITCHED LINES  X

                     REDIAL=1,                                                  

                     USE=YES

*

LUCALL     LU        LOCADDR=1,                                                X

                     DLOGMOD=XCOMMODE                                           

Dial Into the Host

This example shows a VTAM LU 6.2 switched major node dialing into a z/OS host. The example uses the sample physical
unit and logical unit (PU/LU) macros defined in the previous table.

....+....1....+....2....+....3....+....4....+....5....+....6....+....7....+....8

SWSAMPLE VBUILD  TYPE=SWNET                                                    X

*

APPCPU   PU    ADDR=C1,                                                        X

               PUTYPE=2,                                                       X

               MAXDATA=521,                                                    X

               MAXOUT=7,                                                       X

               IDBLK=050,                                                      X

               IDNUM=EF02A,                                                    X

               MODETAB=XCOMTABL,                                               X
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               PASLIM=7,                                                       X

               IRETRY=YES,                                                     X

*

APPCLU1  LU    LOCADDR=1,                                                      X

               DLOGMOD=XCOMMODE

*

APPCLU2  LU    LOCADDR=2,                                                      X

               DLOGMOD=XCOMMODE

SNA Considerations
This section describes NCP information when your configuring your network.

Specify Pacing and Performance
VTAM and NCP systems programmers should review the following rules governing pacing specifications.

Pacing Parameters

Three pacing parameters can be specified in a LU-to-LU session to adjust session-level pacing. Specify these parameters
in a LOGMODE table entry and the appropriate VTAM/NCP definitions for devices and applications. The actual values that
are used for pacing during a LU-to-LU session depend on:

• Where the pacing values have been coded
• How many stages of pacing are used in a session
• The configuration of the session partners
• The BIND negotiations

Pacing Stages

You may define the following pacing stages:

• PSNDPAC - Primary Send Pacing
• SRCVPAC - Secondary Receive Pacing
• SSNDPAC - Secondary Send Pacing

Primary Send Pacing (PSNDPAC)

Use Primary Send Pacing to perform pacing between the PLU and one of the following:

• The boundary function NCP for the SLU (session with link attached peripheral node)
• Another APPL (APPL-to-APPL session)
• The VTAM boundary function (cross-domain session with locally attached node)

Pacing is used for OUTBOUND (PLU-to-SLU) traffic only. The value in the logmode PSNDPAC field overrides all other
Primary Send pacing parameters.

Coding 0 for the PSNDPAC field in the logmode indicates that the Primary Send Pacing value is governed by the
VPACING value coded on the LU definition. The SLU's VPACING value in the APPL definition is used if this is an APPL-
to-APPL session. If you do not code VPACING and the PSNDPAC value is set to 0 in the logmode, the default VPACING
value is 2 for a LU and 0 for an APPL.

Secondary Receive Pacing (SRCVPAC)

Use Secondary Receive Pacing to perform session pacing between:
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• The NCP boundary function and the SLU (session with link-attached peripheral nodes)
• The PLU and the SLU (session with a locally attached LU in a single-domain environment)
• The VTAM boundary function and the SLU (cross-domain session with a locally attached node)

Pacing is used for OUTBOUND (PLU to SLU) traffic only. Specify a non-zero value in the SRCVPAC field of the logmode
entry to override all other Secondary Receive Pacing values.

Coding this value as 0 in the logmode SRCVPAC field indicates the usage of the value that is coded in the PACING
parameter for the LU. If this is a session with a locally attached device in a single-domain network, the value coded in the
VPACING parameter on the LU definition is used. If these parameters are not coded in the LU definition and the logmode
value is set to 0, the default value of 1 is used.

If no pacing is used for this stage, 0 must be coded in both the logmode SRCVPAC and the LU PACING definitions. If the
session is with a locally attached node in a single-domain environment, the VPACING parameter must be set to 0 in the
LU definition, or the session is not established. For more information, see the following boundary function example.

Secondary Send Pacing (SSNDPAC)

Use Secondary Send Pacing to perform session pacing between:

• The SLU and the PLU when one-stage pacing is used
• The session is with a link-attached peripheral node or the session is with a locally attached node in a single-domain

environment or the session is an APPL-to-APPL session.
• The PLU and the boundary function of the VTAM to which the node is attached in a cross-domain session with a locally

attached device
This session will use two-stage pacing and refers to INBOUND (SLU-to-PLU) traffic only.

For one-stage pacing, the SSNDPAC value is used as a pacing switch. Coding a 0 for this field indicates that no inbound
pacing will occur.

For two-stage pacing, the SSNDPAC value in the logmode is used as the pacing specification for the first stage pacing
(SLU to attaching VTAM). Specifying 0 as the SSNDPAC value in the logmode indicates that no inbound pacing will occur
in the first stage. The VPACING value coded in the APPL statement is used to determine the pacing value for the second
stage only. If this value is 0 or the parameter is omitted, then inbound pacing does not occur in the second stage. For
more information, see the following figure.
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VPACING Specifications

An application can override the VPACING specification of its session partner (SLU) if AUTH=NVPACE is coded in the
APPL definition. This is equivalent to coding VPACING=0 in the LU definition of the SLU. The default is AUTH=VPACE.

If you do not have control over which LU is the PLU or SLU in an APPL-to-APPL session, then code the values as follows:
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• PSNDPAC in the logmode
• SSNDPAC in the logmode
• VPACING in the APPL definition on both PLU and SLU definitions

This yields the desired pacing values and maintain uniformity regardless of which APPL is the PLU.

Adaptive Pacing

Adaptive Pacing provides a means of controlling the rate of RU exchange between a VTAM host and an NCP. It also
provides the same functional control between an NCP and specific devices connected to a front-end processor that
supports Adaptive Session Pacing.

Remote Locations

For remote locations, the initial minimum pacing values are set during the establishment of a session. The issuer of
the BIND request is responsible for setting these values. The values may change under system or application control
depending on system buffer resources and traffic patterns within the network. The network allocates session buffers
automatically to make efficient use of available resources. Under certain conditions, the pacing value is reduced to
decrease the speed of the file transfer. In extreme cases, a node may even stop receiving data for a period of time.

Class of Service Tables

Class of Service (COS) tables may be used to prioritize transmissions and to ensure throughput for critical sessions. This
is especially useful in the case of traffic traversing NCP-to-NCP links because higher-priority traffic is dispatched ahead of
lower-priority traffic (for example, interactive traffic is dispatched ahead of batch traffic). Traffic flowing outbound from the
NCP to a device can also be regulated by the NCP parameter, LSPRI. For more information about LSPRI, see the NCP
Reference Manual.

BIND Functions

At this time, the extended BIND functions required for adaptive pacing are supported by only these IBM mainframe and
midrange operating systems: z/OS, VM, VSE, and OS/400. In environments where the current VTAM and NCP products
are installed and non-supported devices are in place, both adaptive and fixed pacing are in effect. Adaptive Pacing is
used on the VR stage (owning VTAM to boundary NCP) and Fixed Pacing is used on the Route Extension (REX) stage
(boundary NCP and the device).

Test Your Product in the Network
In data communications, it is essential to test whatever has been implemented before exposing it to a production
environment. To assist in ensuring that XCOM Data Transport's installation in the network was properly completed, an
Installation Verification Procedure (IVP) has been provided.

If an error is detected by the IVP, go back and review each step of the installation procedure to determine the cause of the
problem.

Test the Server and the Batch Interface
You need to test the XCOM Data Transport Server (XCOMXFER) and the XCOM Data Transport batch interface
(XCOMJOB) to verify that they have been correctly implemented.

To test the server and the batch interface

1. Update all appropriate load libraries, sample libraries, and so on.
2. Start the XCOM Data Transport server.
3. Customize and submit the XCOM Data Transport batch job provided in CAI.CBXGJCL.
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Successful completion of the sample job verifies that the server and the batch interface have been correctly implemented.
If the Security Interface was implemented, this helps to ensure that it was installed correctly.

Test the ISPF Dialogs
When the XCOM Data Transport ISPF library has been installed, use the XCOM Data Transport menu interface to
determine if the installation process was successful. For more information, see the The Menu Interface (TSO/ISPF
Panels) topic in the Using section.

Test XCOMPLEX Worker and Admin Servers and the Batch Interface
This procedure tests the XCOM Data Transport XCOMPLEX Worker server (XCOMXFER), XCOMPLEX Admin Server
(XCOMXADM), and batch interface to verify that they have been correctly implemented.

WARNING
The existing XCOMPLEX facility has been deprecated. The following information is provided for backward
compatibility only. All new installations should use the new PLEXQ implementation. Existing XCOMPLEX users
should migrate to the PLEXQ infrastructure for their XCOMPLEX functionality. For more information, see Create
a PLEXQ Environment.

Follow these steps:

1. Verify the XCOMPLEX Admin and XCOMPLEX Worker Servers have the same value specified for XCOMPLEX= in the
XCOM Data Transport default table.

2. Start the XCOMPLEX Admin Server. Verify that the XCOMPLEX has been enabled for the XCOMPLEX Admin Server
by checking for message XCOMM1005I.

3. Start the XCOMPLEX Worker Servers. Verify that the XCOMPLEX has been enabled for the XCOMPLEX Worker
Servers by checking for message XCOMM1005I.

4. Verify that the connection has been made between the XCOMPLEX Admin and XCOMPLEX Worker Servers by
checking for message XCOMM0451I in both the XCOMPLEX Worker Server and XCOMPLEX Admin Server logs for
each XCOMPLEX Worker Server.

5. Use the MVS MODIFY command, STAT, from the XCOMPLEX Admin Server to show each XCOMPLEX Worker
Server connected. For more information, see Operation and Control.

6. Follow steps to verify server and batch interface in Test the Server and the Batch Interface. When running the IVP job,
specify the ACBNAME and STCAPPL of XCOMPLEX Worker Server.

7. Use MVS MODIFY commands XRSHOW and XSHOW to show transfers. For more information, see Operation and
Control.

8. Follow steps to verify the Server and batch interface in Test the Server and the Batch Interface. When running the
IVP job, specify the ACBNAME and STCAPPL of the XCOMPLEX Admin Server. Transfers should now be distributed
through the XCOMPLEX Admin to the XCOMPLEX Worker Servers.

9. Use MVS MODIFY commands XRSHOW and XSHOW to show transfers. For more information, see Operation and
Control.

Implement System SSL
XCOM Data Transport can use SSL/TLS for secure socket communications during data transfers.

XCOM Data Transport uses SSL/TLS in client/server mode. Certificates and private keys are required for both the local
(initiating) and remote (receiving) XCOM Data Transport partners. SSL/TLS considers the local partner to be the client
and the remote partner to be the server. To establish an SSL/TLS connection, the server sends the server certificate to
the client for verification. The client verifies the server certificate and then sends the client certificate to the server for
verification. Both the client and the server must verify the Certification Authority (CA) certificate from the other.
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Perform the following steps to integrate System SSL with the product:

1. Prepare the CA, client, and server certificates.
2. Configure the System SSL configuration file.
3. (Optional) Load the certificates into a KEYRING.
4. Configure the SSL/TLS server.

Prepare the CA, Client, and Server Certificates
Prepare XCOM Data Transport for the SSL integration.

For System SSL integration, XCOM Data Transport requires a CA certificate, client certificate, and server certificate in
PKCS12 format.

Certification Authority (CA) certificate
A component that issues certificates to each computer on which the components are installed.

Server certificate
An electronic stamp that is stored in the server key ring file. The stamp contains a public key, a name, an
expiration date, and a digital signature. The server certificate uniquely identifies the server.

Client certificate
A certificate that the client presents to the server before forming an active connection.

When XCOM Data Transport is installed, sample certificates are created for you. The sample certificates are then
imported into the xcomcerts.kdb certificate database that resides in the sysssl/database directory. The sample
certificates are for testing purposes only. The makeca script generates a self-signed certificate that the makeclient and
the makeserver scripts use to sign certificates.

ATTENTION
Although using self-signed certificates makes testing easier, they are not intended for production use.

The following procedure creates certificates for production use:

1. Delete the existing certificates. Navigate to the SSL subdirectory under your XCOM Data Transport installation
directory and delete the following items:
– The CERTS and PRIVATE subdirectories
– All index.* files
– All serial.* files
– The random.pem file

2. Create sample CA, client, and server certificates and keys in PEM format. You can use the IBM GSKKYMAN utility
for creating the key database and loading the certificates into it. For more information, see the IBM documentation, or
refer to your security team.

You created the certificates for production use.

Configure the System SSL Configuration File
The System SSL configuration file contains parameters to configure the SSL/TLS connection between XCOM Data
Transport partners.

When XCOM Data Transport is installed, a sample System SSL configuration file (SYSconfigssl.cnf) is created in the
sysssl directory of the USS file system.

The configuration file has mandatory and optional configuration parameters. The mandatory parameters must be specified
with values in the configuration file because they have no default value. If a mandatory parameter is missing or left blank,
an error message is issued. Any optional parameters that you do not specify use their default values.

The parameters in the System SSL configuration file are specified in the following format:
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[PARAMETER]

INITIATE_SIDE = value1

RECEIVE_SIDE= value2

The INITIATE_SIDE value is used for locally initiated transfers. The RECEIVE_SIDE value is used for remotely initiated
transfers.

Mandatory Parameters
[KEYRING_FILE]

Specifies the System SSL certificate database zFS file, SAF key ring, or z/OS PKCS #11 token.
<file>

Specifies one of the following values:

• For a System SSL certificate database zFS file: the full ZFS path to the file
• For a SAF keyring: userid/keyring
• For a z/OS PKCS #11 token: userid.token

[KEYRING_PW]
Specifies the password for the System SSL certificate database that the KEYRING_FILE specifies.
<password>

Specifies the password.
<encrypted_password>

Specifies the encrypted password. Add a " \ " before any special characters.

NOTE
To encrypt the password, use sample member XCOMENCR in hlq.CBXGJCL.

Range: Up to 31 characters
[LABLCERT]

Specifies the label of the certificate within the System SSL certificate database that the KEYRING_FILE specifies.
<label>

Specifies the label.

Optional Parameters
[CIPHER]

Specifies the list of available SSL ciphers for the SSL connection.
If you specify multiple ciphers, separate them with colons. List the highest ranked cipher first and the lowest
ranked cipher last. You can precede each cipher with the characters (!), (-) or (+):

• If (!) is used, the ciphers are deleted from the list permanently. The deleted ciphers can never reappear in the
list even when they are explicitly stated.

• If (-) is used, the ciphers are deleted from the list. Some or all ciphers are added again using later options.
• If (+) is used, the ciphers are moved to the end of the list. This option does not add any new ciphers. The

option just looks for existing ciphers to move to the end of the list.

NOTE

We recommend using hardware encryption instead of software-based encryption. (For more information,
see Hardware Data Encryption Technology.) To use hardware encryption, disable AES encryption by
specifying !AES for both INITIATE_SIDE and RECEIVE_SIDE.
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<cipher_string>
Specifies a cipher string that represents a group of cipher suites. For a list of valid cipher strings, see the
IBM System SSL documentation.

<cipher_suite>
Specifies a specific cipher suite. For a list of valid cipher suites, see the IBM System SSL documentation.

Default: ALL: !NULL
[FIPS]

Specifies the System SSL FIPS mode state:
YES

Sets the System SSL FIPS mode state to GSK_FIPS_STATE_ON.
NO

Sets the System SSL FIPS mode state to GSK_FIPS_STATE_OFF.
Default: NO

[VERIFY_CERTIFICATE]
Specifies whether XCOM verifies the certificate:
YES

Verifies the certificate.
NO

Does not verify the certificate.
Default: YES

[VERIFY_MACHINE]
Specifies how the partner machine is verified against the partner certificate.
YES / GSKCMS_VALIDATE_HOSTNAME_DNS

Verifies the partner machine against the DNS entry in the Subject Alternate Name certificate extension.
If the DNS entry is not present, the partner machine is verified against the common name (CN) of the
certificate.

GSKCMS_VALIDATE_HOSTNAME_CN
Verifies the partner machine against the common name (CN) of the certificate. If no match is found, the
partner machine is verified against the DNS entry in the Subject Alternate Name certificate extension.

GSKCMS_VALIDATE_HOSTNAME_CN_ONLY
Verifies the partner machine against the common name (CN) of the certificate.

GSKCMS_VALIDATE_HOSTNAME_DNS_ONLY
Verifies the partner machine against the DNS entry in the Subject Alternate Name certificate extension.

NO
Does not verify the partner machine against the partner certificate.

Default: NO
[HOST_NAME]

Matches against the DNS entry in the Subject Alternate Name certificate extension.
HOST_NAME can contain one or more INITIATE_SIDEx and RECEIVE_SIDEx (x=1, 2, 3, and so on).

• INITIATE_SIDEx matches against the certificate that the local machine sent.
• RECEIVE_SIDEx matches against the certificate that the local machine sent.

INITIATE_SIDEx and RECEIVE_SIDEx can optionally include the following wildcard characters:

• ? – matches any single character.
• * - matches any group of 0 or more characters.
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Security Requirements for System SSL Certificates
XCOM Data Transport has specific security requirements for System SSL certificates.

Certificates are loaded and processed dynamically when a secure session is negotiated with the partner system. This
dynamic loading and processing means that certificates can be updated while the XCOM Data Transport server is active.

The server or batch job must have the following system and security definitions to create a UNIX System Services (USS)
environment to run in.

Certificates Stored in the Certificate Database

By default, the certificates are stored in the xcomcerts.kdb certificate database. We recommend adding a password to
the database. See the IBM documentation for the GSKKYMAN utility.

Certificates Stored in the z/OS Security Package

If the certificates are stored in KEYRINGs that are maintained by the z/OS system security package, the server or batch
job must run with the authority to use the appropriate KEYRING.

Load the Certificates into a KEYRING
Loading your SSL certificates into a KEYRING ensures that XCOM Data Transport uses approved certificates, and
prevents unauthorized changes to them.

Many external security manager software packages provide a facility that stores and retrieves certificates for use based
on the USERID that is associated with the connection or file transfer. These certificate storage locations are called
KEYRINGs. The use of KEYRINGs is optional, but we recommend using them for the additional environmental security
that they provide.

Maintaining certificates in a KEYRING also reduces the maintenance for the configuration data sets that XCOM Data
Transport uses because the certificate information is accessible through a call to the security management software.

The following procedure explains how to load certificates into a KEYRING.

1. Verify that you have created PKCS12-formatted versions of the client and server certificates. These versions should
have been created when you prepared the CA, client, and server certificates.

2. Create three sequential DSORG=PS and RECFM=VB data sets and catalog them on your system.
One data set is needed for the CA certificate, one for the client certificate, and one for the server certificate.

3. Copy the certificates from Step 1 to the data sets that you created in Step 2 as follows:

• Copy the cassl.p12 file to the CA data set.
• Copy the server.p12 file to the server data set.
• Copy the client.p12 file to the client data set.

Because these files reside on an HFS directory, you can use TSO ISH or FTP to copy them to the data sets. If you
use TSO ISH, perform a binary copy for the converted server and client files so that no conversions occur with the
data. You can perform a straight ASCII copy for the CA file.

4. Add the certificates to the external security manager software. Consult the documentation for your security software for
instructions:
– For Top Secret, see the Top Secret documentation.
– For ACF2, see the ACF2 documentation.
– For IBM RACF documentation, see the IBM z/OS Security Server RACF Security Administrator Guide.

5. Specify appropriate values for the KEYRING_FILE, KEYRING_PW, and LABLCERT parameters in your
SYSconfigssl.cnf file.
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For all parameters, the INITIATE_SIDE value is applied to locally initiated transfers. The RECEIVE_SIDE value is
applied to remotely initiated transfers.

Configure the SSL/TLS Server
Configure the SSL/TLS server so that XCOM Data Transport can use the CA and server certificates to establish server
(remote) SSL/TLS connections.

For a server that is running under z/OS, follow these instructions. For a server that is running on a non-z/OS platform, see
the XCOM documentation for that platform.

1. Review and modify the SYSconfigssl.cnf configuration file so that the settings meet your site standards. Server
connections use the RECEIVE_SIDE values. Client connections use the INITIATE_SIDE values.

2. Set the XCOM_CONFIG_SSL parameter in your CONFIG member/global file to point to your customized SSL
configuration file. The path and file name must be a ZFS file.

3. Configure XCOM Data Transport to receive remote SSL /TLS connections. Ensure that TCP/IP support is enabled and
specify the TCP/IP ports that accept SSL/TLS connections:
For TCPIPv4, set the following values in the CONFIG member:

• TCPIP=YES
• SSL={ONLY|ALLOW}
• SSLPORT=99999, where 99999 is a site-defined port

For TCPIPv6, set the following values in the CONFIG member:

• TCPIP=YES
• SSL={ONLY|ALLOW}
• TCPIPV6={ONLY|ALLOW}
• SSLPORTV6=99999, where 99999 is a site-defined port

See the Default Options Table Parameter Values for TCP/IP Listeners.
4. Verify that the port for incoming SSL/TLS connections is unique and is not used by any other application. The port for

incoming TCP/IP connections cannot be used for incoming SSL/TLS. If XCOM Data Transport receives both incoming
TCP/IP connections and incoming SSL/TLS connections, two ports are required.

5. Restart the XCOM Data Transport server (started task).

Default Options Table Parameter Values for TCP/IP Listeners

TCPIP= Value SSL= Value TCPIPV6= Value IPv4 Listeners IPv6 Listeners
YES ALLOW NONE Non-secure and SSL/TLS No
YES ONLY NONE SSL/TLS only No
YES NONE ALLOW Non-secure only Non-secure only*
YES ALLOW ALLOW Non-secure and SSL/TLS Non-secure and SSL/

TLS*
YES ONLY ALLOW SSL/TLS only SSL/TLS only*
YES NONE ONLY No Non-secure only*
YES ALLOW ONLY No Non-secure and SSL/

TLS*
YES ONLY ONLY No SSL/TLS only*

* XCOM TCP/IPv6 listeners can handle TCP/IPv4 connections as well as TCP/IPv6 connections.
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How to Use Your Product with Other Products
XCOM Data Transport includes interfaces to several software packages. An introduction and explanation of each is
provided in this section.

Abend-AID
Using Abend-AID and an SVC dump, turn off Abend-AID dumps by adding the statement in the XCOM Data Transport
Server JCL.

//ABNLIGNR  DD  DUMMY

FDR/ABR
In the startup JCL for the XCOM Data Transport server, add the following statement. The statement causes FDR/ABR to
respond to XCOM Data Transport and to let it proceed with other transfers while waiting for FDR managed data sets to be
recalled from archive.

//ABRSYNCH  DD  DUMMY

CICS Notification Facility
XCOM Data Transport provides a facility that can be used to direct notification messages to a predefined CICS
transaction through an LU 6.2 conversation.

WARNING
The existing CICS panels have been deprecated. The following information is provided for backward
compatibility only. All new installations use the new ISPF implementation. Existing CICS users migrate to the
ISPF panels.

To use the CICS notification facility

1. Define the CICS transaction in the CICS Program Control Table (PCT).
2. Define XCOM Data Transport as a remote system in the CICS Terminal Control Table (TCT).

CICS TCT Entry

The CICS TCT must have an entry for the XCOM Data Transport APPLID. A sample for this entry is provided in
CAI.CBXGJCL(XCOMCSD). This entry must do all the following items:

• Indicate that the LU has a protocol of APPC
• Have a NETNAME set equal to the APPLID
• Have an access method set to VTAM
• Set single session to “1,0”
• Set idle connect to NO
• Set in service to YES
• Set the mode name to XCOMMODE or equivalent

Control Library Member

A XCOM Data Transport control library (CAI.CBXGPARM) member must be in place on the XCOM Data Transport system
invoking the CICS transaction.

 313



 XCOM™ Data Transport® for z/OS 12.0

About the CICS Notification Transaction

XCOM Data Transport starts this user-written CICS transaction at the conclusion of a file transfer. This is important to
those who want to signal their online CICS region that a file transfer has completed so that transactions that need that
data can be invoked.

The NTFYTPN parameter in the XCOM Data Transport Default Options Table defines the ID of the transaction to be
started. If you want to use this facility, define the transaction to your CICS region in advance, either by adding an entry to
your Program Control Table or by using the CEDA transaction. The following paragraphs include information about how an
end user can request CICS notification.

When initiating the file transfer through JCL, use the NOTIFY and NOTIFYNAME parameters and/or-if CICS notification is
to occur on the remote system-the RNOTIFY and RNOTIFYNAME parameters to identify the CICS system on which the
transaction is invoked. For more information, see XCOMJOB DD Statement in the The Batch Interface topic in the Using
section. For example, if your CICS APPLID is CICSP, set NOTIFY to CICS and NOTIFYNAME to CICSP.

Code the CICS Notification Transaction

The transaction that processes XCOM Data Transport notifications must conform to certain opening and closing logic
rules. For a sample CICS transaction, see CAI.CBXGSAMP(XCOMSAMP).

To code the CICS notification transaction

1. Perform a CICS RECEIVE to obtain the message that the XCOM Data Transport server sent. This message is a copy
of the XCOM Data Transport history record describing the transfer that the HSTDSECT macro mapped. A 16-byte
header precedes the record and can be ignored. Make sure that your work area is large enough to accommodate the
history record and the header. Check sample XCOMSAMP for recommendations. A command example:
EXEC CICS RECEIVE

2. Check the confirm indicator in the CICS execute interface block. If it is set to X'FF', then issue a CICS CONFIRM. A
commands example:
IF DFHCONF = HIGH-VALUES THEN

EXEC CICS SEND CONFIRM

3. Deallocate the conversation with XCOM Data Transport:
EXEC CICS FREE    

4. Do whatever application processing you want.
5. End the program:

EXEC CICS RETURN

DCB ABEND Exit Software
XCOM Data Transport does not support, nor is it compatible with any product that modifies the DCB abend exit as
this can cause unpredictable results. Often, this software appears to function successfully with XCOM until there is a
problem. At that point, abends and errors can appear because XCOM is not able to regain control from the DCB abend
exit software to handle the problem.

Security Interfaces
For information about the security interfaces IBM RACF, ACF2, and Top Secret, see the Overview of Security topic in the
Using section.
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Scheduling Packages
Scheduling packages ensure that activities are performed at the proper time and in the sequence for a set of tasks. For
example, the job that prints the payroll checks cannot run until the job that calculates the amounts is completed. The
calculation job cannot run until all the departments have reported their employee hours for the week.

These scheduling systems use triggers to indicate the successful completion of one task. The more traditional triggers,
with examples, are as follows:

Another Batch Job
Job X is complete; now run Job Y and Job Z.

Time/Date
Run job BUDGET at noon on the 30th of every month.

Command
The data entry department finishes their order entries for the day, and tells the system through a command that
triggers the jobs.

File Creation
Department A creates a file that holds their employee hours for the week.

The user does not need an interface between XCOM Data Transport and the scheduling system to schedule file transfers.
XCOM Data Transport can run as a batch job like any other job in the system. The job can be scheduled like any other job
in the system. If an outgoing transfer is part of the required job stream, then a XCOM Data Transport batch job specifying
SEND can be included in the schedule. Other jobs can be triggered following the successful (or even unsuccessful)
completion of the XCOM Data Transport job. Likewise, inbound transfers can be scheduled by running a XCOM Data
Transport batch job specifying RECEIVE.

If XCOM Data Transport is going to be used as a trigger for further processing, it is important to understand the difference
between queued and nonqueued transfers. A batch job requesting a file transfer to be queued has completed successfully
when that transfer has been scheduled. Since the job has reached its completion once the transfer request is in the queue
(TYPE=SCHEDULE), the job itself is not aware of whether the file transfer has taken place; it cannot relay information
about the actual file transfer.

TYPE=INQUIRE jobs can be used to provide a status for TYPE=SCHEDULE jobs. Nonqueued transfers,
TYPE=EXECUTE, provide information about the actual job transfer and a return code that is based on the success or
failure of the file transfer. For an explanation of the TYPE=SCHEDULE, TYPE=INQUIRE, and TYPE=EXECUTE, see the
Using section.

CA 7 Interface

XCOM Data Transport contains an interface to the Broadcom mainframe scheduling package, CA 7 Workload
Automation Smart Console Option. The interface is used only with incoming file transfers, and enabled by specifying
CA7EXIT=YES in the XCOM Data Transport Default Options Table. When the interface is enabled and the transfer is
of type TYPE=SCHEDULE, XCOM Data Transport, using the CA 7 facility U7SVC, reports to CA 7 that a file has been
updated successfully. The user has the option of using this file creation as a CA 7 trigger for other jobs.

Transfers of TYPE=EXECUTE cannot use the U7SVC facility when CA7EXIT=YES is specified in the Default Options
Table.

Using the previous payroll example, consider the following scenario:

A series of payroll jobs must run to print salary checks and calculate tax payments. These jobs cannot run until all the
departments have reported their employee time for the week.

This information is kept on various midrange and smaller systems that are located in each department. We agreed that
the departments transfer the records when they are accumulated and gives them a file name unique to each department.
If the XCOM Data Transport CA 7 interface is enabled, XCOM Data Transport informs CA 7 each time a file is created,
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allowing CA 7 to use all those files as triggers for the payroll batch stream. In this manner, the payroll stream starts when
all necessary files are in place.

WARNING
Using this interface, you can get a CA7DATA DD statement error and an IEC1301 error message unless you
specify DCB=(BLKSIZE=80,RECFM=F,LRECL=80) on the CA7DATA DD card.

Other Scheduling Packages

You can implement interfaces to other scheduling packages by using one of the following items:

• User Exit 1 (For more information, see User Exits.)
• SMF records

NetMaster FTM
The Default Options Table includes two parameters to allow NetMaster support: NETMAST and RECVRID.

For more information about using these parameters with XCOM Data Transport, see the NetMaster documentation.

OPS/MVS
XCOM Data Transport servers register their execution status with OPS/MVS during startup and shutdown. This status
generates the following WTO messages to be written to the SYSLOG during server initialization:

xxxxNOTIFY CASTATE API received for XCOMBASW with STARTING, Version v12.0 and Level 00 a=0097xxxxNOTIFY
CASTATE API received for XCOMBASW with UP, Version v12.0 and Level 00 a=0097

The following WTO messages are written to the SYSLOG during server termination:

xxxxNOTIFY CASTATE API received for XCOMBASW with STOPPING, Version v12.0 and Level 00 a=0097

xxxxNOTIFY CASTATE API received for XCOMBASW with DOWN, Version v12.0 and Level 00 a=0097

A status call is made to the OPS/MVS API to communicate a NORMAL status for the region every time the ERRINTV
number of minutes has elapsed. A failed or missing call triggers messages from OPS/MVS notifying the operator of a
problem in the XCOM Data Transport server region.

Parameter Override Relations
Much of the configuration and customization of XCOM Data Transport is concerned with the selection of appropriate
values for the parameters that are contained in the Default Options Table and the XCOM Data Transport control library.

NOTE
The Default Options Table parameters are named system parameters and the control library parameters are
named destination parameters.

Control Library Parameters
Global parameters that are listed in the Default Options Table or CONFIG member appear in the destination members
in the XCOM Data Transport control library. For example, DROPSESS, LOGMODE, and LOSERS. Parameters can be
set to one value in the CONFIG member and to a different value in the XCOM Data Transport control library. XCOM
Data Transport could be configured to have DROPSESS=YES as a global parameter but DROPSESS=QEMPTY in the
destination member.
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PARM Parameters and SYSIN01 Parameters
Being either a global default (system) parameter or a control library (destination) parameter, a parameter could also
function as:

• PARM parameter (specified in the operand field of the EXEC statement in JCL)
• SYSIN01 parameter (specified in the SYSIN01 DD statement in JCL)

For example, LOGMODE is interpretable as a global default (system), control library (destination), or PARM parameter.
Likewise, the default/control library parameter DROPSESS can also be used as an SYSIN01 parameter.

XCOMJOB Parameters and SYSIN01 Parameters
For a description of the XCOMJOB and SYSIN01 parameters, see the The Batch Interface topic in the Using section.

Resolve Multiple Interpretable Parameters
XCOM Data Transport employs a special parameter evaluation hierarchy to resolve parameters with multiple
interpretations to their correct values. XCOM Data Transport processes the XCOM Data Transport parameter categories
is as follows (1 = highest priority, 4 = lowest):

1. SYSIN01 parameters
2. XCOM Data Transport control library parameters
3. PARM field parameters in the EXEC statement invoking XCOMJOB or XCOMXFER
4. Default Options Table parameters or CONFIG member parameters

NOTE
Specifying an unsupported parameter or an invalid value for a parameter results in the XCOM Data Transport
server terminating. This process applies to an EXEC PARM or a Configuration member parameter. A message
indicating which parameter caused termination is displayed in the XCOMINIT log.

Parameter Overrides for XCOM Data Transport Health Checks
This section describes health checks for XCOM Data Transport. The product owner for all XCOM Data Transport health
checks is CA_XCOM.

Parameter Overrides for XCOM Data Transport Health Checks

The IBM Health Checker for z/OS allows the override of selected default parameters by specifying desired defaults on the
POLICY statement in the HZSPRMxx member of parmlib. This function is useful in changing such values as INTERVAL to
a value more appropriate for your installation. Individual checks can also be written to support parameter overrides using
the PARM( ) parameter on the POLICY statement. For a list of parameters that can be overridden, chapter "Managing
Checks" in the IBM Health Checker for z/OS User Guide.

These parameters can also be overridden by using the MODIFY command to pass the desired parameters to the IBM
Health Checker for z/OS started task.

F hzsproc,UPDATE,CHECK(check_owner,check_name),PARM='chkparm'

Example

F HZS,UPDATE,CHECK(CA_XCOM, XCOM_ABOVE_16M@stcname),PARM='THRESHOLD(90)'

If a XCOM Data Transport inquiry supports the override of a parameter, it is documented in the Parameters Accepted
section in each inquiry that follows. The default interval is provided in the Description section for each XCOM Data
Transport inquiry.
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XCOM_ABOVE_16M@stcname
The XCOM_ABOVE_16M check monitors the amount of above-the-line storage that you allocated within the
XCOM Data Transport address space. This check provides an alert when above-the-line storage is being
depleted beyond the threshold that you configured.
Default Interval: 30 minutes

XCOM_BELOW_16M@stcname
The XCOM_BELOW_16M check monitors the amount of below-the-line storage that you allocated within the
XCOM Data Transport address space. This check provides an alert when below-the-line storage is being depleted
beyond the threshold that you configured.
Default Interval: 30 minutes

XCOM_MAXTASK_LEVEL@stcname
The XCOM_MAXTASK_LEVEL inquiry monitors the total number of active tasks within the XCOM Data Transport
region. This inquiry provides an alert when the number of active tasks reaches a threshold percentage of the
maximum that the MAXTASK parameter allowed.
Default Interval: 30 minutes

XCOM_MAXLOC_LEVEL@stcname
The XCOM_MAXLOC_LEVEL inquiry monitors the number of active, locally initiated tasks within the XCOM
Data Transport region. This inquiry provides an alert when the number of locally initiated active tasks reaches a
threshold percentage of the maximum that the MAXLOC parameter allowed.
Default Interval: 30 minutes

XCOM_MAXREM_LEVEL@stcname
The XCOM_MAXREM_LEVEL inquiry monitors the number of active, remotely initiated tasks within the XCOM
Data Transport region. This inquiry provides an alert when the number of remotely initiated active tasks reaches a
threshold percentage of the maximum that the MAXREM parameter allowed.
Default Interval: 30 minutes

XCOM_ABOVE_16M stcname
Description

This check monitors the amount of above-the-line storage that has been allocated within the XCOM Data Transport
address space. The purpose of this check is to be able to provide an alert when above-the-line storage is being depleted
beyond the configured threshold. The default interval for this check is every 30 minutes.

Best Practice

Provide sufficient above-the-line storage to the XCOM Data Transport region commensurate with the amount of
concurrent file transfer activity that the region is expected to process. For guidance in calculating the appropriate virtual
storage allocation, see the Storage Usage Worksheet, which is updated and made available for each new release of
XCOM Data Transport.

Parameters Accepted

This check accepts one parameter, THRESHOLD(nnn). The value specified in THRESHOLD(nnn) is used to determine
the percentage of above-the-line storage that can be allocated before a resource shortage exception is recognized. This
parameter must be an integer in the range of 1 to 100. The default is THRESHOLD(80).

Reference

The current versions of the Storage Usage Worksheets for supported releases of XCOM Data Transport are available on
Broadcom Support.

Exception Message

XCMH503W Available storage above-the-line is less than nnn% of the total amount.
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Storage utilization has exceeded nnn% of the amount available to the XCOM Data Transport region. Storage shortages
within a XCOM Data Transport region can cause unpredictable results including, but not limited to, miscellaneous abends,
file I/O errors, and network communication errors. The storage shortages could cause failed data transmissions or
abnormal termination of the region itself.

For more information, see Health Check Messages on XCOM™ Data Transport® Messages.

XCOM_BELOW_16M stcname
Description

This check monitors the amount of below-the-line storage that has been allocated within the XCOM Data Transport
address space. The purpose of this check is to be able to provide an alert when below-the-line storage is being depleted
beyond the configured threshold. The default interval for this check is every 30 minutes.

Best Practice

Provide sufficient below-the-line storage to the XCOM Data Transport region commensurate with the amount of
concurrent file transfer activity that the region is expected to process. For guidance in calculating the appropriate virtual
storage allocation, refer to the Storage Usage Worksheet, which is updated and made available for each new release of
XCOM Data Transport.

Parameters Accepted

This check accepts one parameter, THRESHOLD(nnn). The value specified in THRESHOLD(nnn) is used to determine
the percentage of below-the-line storage that can be allocated before a resource shortage exception is recognized. This
parameter must be an integer in the range of 1 to 100. The default is THRESHOLD(80).

Reference

The current versions of the Storage Usage Worksheets for supported releases of XCOM Data Transport are available on
Broadcom Support.

Exception Message

XCMH503W Available storage below-the-line is less than nnn% of the total amount.

Storage utilization has exceeded nnn% of the amount available to the XCOM Data Transport region. Storage shortages
within a XCOM Data Transport region can cause unpredictable results including, but not limited to, miscellaneous abends,
file I/O errors, and network communication errors. The storage shortages could cause failed data transmissions or
abnormal termination of the region itself.

For more information, see Health Check Messages on XCOM™ Data Transport® Messages.

XCOM_MAXTASK_LEVEL stcname
Description

This inquiry monitors the total number of tasks that are active within the XCOM Data Transport region. The purpose of
this inquiry is to provide an alert when the number of active tasks reaches a threshold percentage of the maximum that the
MAXTASK parameter allowed. The default interval for this inquiry is every 30 minutes.

Best Practice

The MAXTASK value can be set to a level that will not allow more concurrent transfers to run than there are system
resources to support. It is necessary to ensure that sufficient system resources (virtual storage) are available to enable the
number of transfers that MAXTASK specified to run concurrently.

Parameters Accepted
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This inquiry accepts one parameter, THRESHOLD(nnn). The value that is specified in THRESHOLD(nnn) is used to
determine how close to the MAXTASK limit the total number of active tasks can be before an exception is recognized.
This parameter must be an integer in the range of 1 to 100. The default is THRESHOLD(80).

Reference

For information about tuning, see the the MAXTASK parameter.

Exception Message

XCMH513W The total number of active tasks within the XCOM Data Transport region has exceeded nnn% of the
configured limit as specified on the MAXTASK parameter.

The MAXTASK configuration parameter limits the number of active tasks that are allowed in the XCOM Data Transport
region. An exception condition is recognized when the active task level reaches a certain threshold percentage of that
limit. The default threshold percentage is 80 percent. This threshold can be modified by specifying a different percentage
by the "THRESHOLD(nnn)" parameter for this particular health inquiry.

When a XCOM Data Transport region reaches the MAXTASK limit, file transfer requests are delayed and retried later. The
result can be unacceptable processing delays for new file transfer requests. The overhead that is required to manage this
exception condition can degrade the overall performance of the XCOM Data Transport region. The overhead can also
adversely affect its ability to complete existing file transfer requests.

For more information, see Health Check Messages on XCOM™ Data Transport® Messages.

XCOM_MAXLOC_LEVEL stcname
Description

This inquiry monitors the number of locally initiated tasks that are active within the XCOM Data Transport region.
The purpose of this inquiry is to provide an alert when the number of locally initiated active tasks reaches a threshold
percentage of the maximum that the MAXLOC parameter allowed. The default interval for this inquiry is every 30 minutes.

Best Practice

The MAXLOC value can be set to a level that does not allow more concurrent transfers to run than there are system
resources to support and that does not exceed the MAXTASK parameter.

Parameters Accepted

This inquiry accepts one parameter, THRESHOLD(nnn). The value that is specified in THRESHOLD(nnn) is used to
determine how close to the MAXLOC limit the total number of active tasks can be before an exception is recognized. This
parameter must be an integer in the range of 1 to 100. The default is THRESHOLD(80).

Reference

See the MAXLOC parameter.

Exception Message

XCMH523W The total number of locally initiated active tasks within the XCOM Data Transport region has exceeded nnn%
of the configured limit as specified on the MAXLOC parameter.

The MAXLOC configuration parameter limits the number of locally initiated active tasks that are allowed in the XCOM
Data Transport region at any given time. An exception condition is recognized when the locally initiated active task level
reaches a certain threshold percentage of that limit. The default threshold percentage is 80 percent. This threshold can be
modified by specifying a different percentage by the THRESHOLD(nnn)" parameter for this particular health inquiry.

When a XCOM Data Transport region reaches the MAXLOC limit, locally initiated file transfer requests are delayed
and retried later. The result can be unacceptable processing delays for new file transfer requests. The overhead that is
required to manage this exception condition can degrade the overall performance of the XCOM Data Transport region.
The overhead can adversely affect its ability to complete existing file transfer requests.
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For more information, see Health Check Messages on XCOM™ Data Transport® Messages.

XCOM_MAXREM_LEVEL stcname
Description

This inquiry monitors the number of remotely initiated tasks that are active within the XCOM Data Transport region.
The purpose of this inquiry is to provide an alert when the number of remotely initiated active tasks reaches a threshold
percentage of the maximum that the MAXREM parameter allowed. The default interval for this inquiry is every 30 minutes.

Best Practice

The MAXREM value must be set to a level that does not allow more concurrent transfers to run than there are system
resources to support and that does not exceed the MAXTASK parameter.

Parameters Accepted

This inquiry accepts one parameter, THRESHOLD(nnn). The value that is specified in THRESHOLD(nnn) is used to
determine how close to the MAXREM limit the total number of active tasks can be before an exception is recognized. This
parameter must be an integer in the range of 1 to 100. The default is THRESHOLD(80).

Reference

See the MAXREM parameter.

Exception Message

XCMH533W The total number of remotely initiated active tasks within the XCOM Data Transport region has exceeded
nnn% of the configured limit as specified on the MAXREM parameter.

The MAXREM configuration parameter limits the number of remotely initiated active tasks that are allowed in the XCOM
Data Transport region at any given time. An exception condition is recognized when the remotely initiated active task level
reaches a certain threshold percentage of that limit. The default threshold percentage is 80 percent. This threshold can be
modified by specifying a different percentage by the THRESHOLD(nnn)" parameter for this particular health inquiry.

When a XCOM Data Transport region reaches the MAXREM limit, remotely initiated file transfer requests are delayed
and retried later. The result can be unacceptable processing delays for new file transfer requests. The overhead that is
required to manage this exception condition can degrade the overall performance of the XCOM Data Transport region and
adversely affect its ability to complete existing file transfer requests.

For more information, see Health Check Messages on XCOM™ Data Transport® Messages.

RESTAPI Member Parameters
The RESTAPI member defines a REST API infrastructure definition to use with XCOM Data Transport. You can create up
to eight RESTAPI members.

This section describes the parameters that can be specified in a RESTAPI member. You are responsible for creating this
member. Sample members are provided in hlq.CBXGPARM. The members are named XCOMRSMn, in which the n is a
number.

The first line of the RESTAPI member must consist of the following parameter, to identify the member as a RESTAPI
definition:

TYPE=RESTAPI

Save the members in a partitioned data set that is accessible through the XCOMCNTL DD statement.

ACTIVE
The ACTIVE parameter specifies the action to take when an XCOM transfer enters the active state.
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When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that become active.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

CHECKPOINT
The CHECKPOINT parameter specifies the action to take when an XCOM transfer enters the checkpoint state.

When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that enter the checkpoint state.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

COMPLETED
The COMPLETED parameter specifies the action to take when an XCOM transfer enters the completed state.

When the RESTAPI specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic variables.
Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for transfers
that complete successfully.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

DYNALLOC_ERROR
The DYNALLOC_ERROR parameter specifies the action to take when an XCOM transfer enters a dynamic allocation
error state.

When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that encounter a dynamic allocation error.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

FAILED
The FAILED parameter specifies the action to take when an XCOM transfer enters a failed state.

 322



 XCOM™ Data Transport® for z/OS 12.0

When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that do not complete successfully.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

HELD
The HELD parameter specifies the action to take when an XCOM transfer enters a held state.

When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that enter a held state.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

INACTIVE
The INACTIVE parameter specifies the action to take when an XCOM transfer enters an inactive state.

When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that become inactive.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

NETWORK_ERROR
The NETWORK_ERROR parameter specifies the action to take when an XCOM transfer enters a network error state.

When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that encounter a network error.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

QUEUED
The QUEUED parameter specifies the action to take when an XCOM transfer enters a queued state.
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When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that enter a queued state.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

REMOTE_SUSPENDED
The REMOTE_SUSPENDED parameter specifies the action to take when an XCOM transfer enters a remote suspended
state.

When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that enter a remote suspended state.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

SUSPENDED
The SUSPENDED parameter specifies the action to take when an XCOM transfer enters a suspended state.

When the RESTAPI member specifies TARGET=LOG, you can enter up to eight lines of free-form text and symbolic
variables. Your entries are written to the XCOMLOG data set. Use TARGET=LOG to define custom message content for
transfers that enter a suspended state.

When the RESTAPI member specifies TARGET=CMD, you can enter up to eight console commands to issue.

For examples of parameters specifying free-form text and console commands, see Sample RESTAPI Members.

You can use symbolic variables in the commands or message content that you specify here. For a list of supported
symbolic variables, see Symbolic Variables in the REST API Infrastructure.

TARGET
The TARGET parameter specifies whether to write data to the XCOMLOG data set or issue a set of commands.

LOG
Formats the free-form text entries from the RESTAPI parameters into the XCOM message format and writes them
to the XCOMLOG data set.

CMD
Issues the commands that are specified in the RESTAPI parameters.

For examples of RESTAPI members that specify TARGET=LOG and TARGET=CMD, see Sample RESTAPI Members.

USAGE
The USAGE parameter specifies the XCOM transfer type that drives this RESTAPI definition.

This parameter can have the following values:
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LOCAL
Specifies that locally initiated transfers drive this RESTAPI definition.

REMOTE
Specifies that remotely initiated transfers drive this RESTAPI definition.

ALL
Specifies that both locally and remotely initiated transfers drive this RESTAPI definition.

For examples of RESTAPI members that specify this parameter, see Sample RESTAPI Members.

Server Failover Recovery
The recovery process allows rerouting of transfers from inactive XCOM Data Transport for z/OS server to active one. This
rerouting of transfers is known as failover processing, because it provides a recovery process if a server terminates. The
active and pending transfers from any XCOM Data Transport RRDS data set can be rerouted, as long as the RRDS data
set is not in use by another process. As an example, a XCOM Data Transport server or any batch utility.

The following transfers are not eligible for failover processing:

• Remotely initiated send and receive file transfers. These transfers remain in the inactive XCOM Data Transport for z/
OS server RRDS data set.

• Remotely initiated send job and send report transfers. These transfers are deleted from the inactive XCOM Data
Transport for z/OS server RRDS data set.

 

How to Perform a Server Recovery
To perform failover processing

Execute the XCOM Data Transport batch utility XCOMJOB with the execution parameter TYPE=RECOVER specified.

 

Sample JCL (TYPE=RECOVER)
The member CAI.CBXGJCL (XCOMJOBR) is a sample JCL for performing a server recovery.

NOTE

The XCOM Data Transport queue cannot be opened by any XCOM Data Transport server or other application while the
failover processing is active.

The failover process (TYPE=RECOVER) does not use any SYSIN01 control statements. Any SYSIN01 control statements
are ignored for a TYPE=RECOVER XCOMJOB execution.

The XCOM Data Transport queue that is used for input by failover processing is referenced by the XCOMRRDS DD JCL
statement within the batch job that invokes XCOMJOB.

Parameters
The following XCOMJOB execution parameters are valid for failover processing.

TYPE=RECOVER

Required.

TYPE=RECOVER directs XCOMJOB to initiate the failover processing.
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Default: None

STCAPPL=acbname

Optional.

STCAPPL=acbname specifies the server to which the transfers are rerouted and that an SNA connection is used for
communication.

STCAPPL is mutually exclusive with STCIP, STCPORT, and STCPLEXQ.

Default: ACBNAME value from the XCOM Data Transport CONFIG Member.

STCIP=ip.name ip.addr

Optional.

STCIP=ip.name ip.addr specifies the IP address or name of the server to that the transfers are rerouted. Also that a TCP/
IP connection is used for communication with the target XCOM Data Transport server.

STCIP is mutually exclusive with STCAPPL and STCPLEXQ.

Default: None

STCPORT=port

Optional.

STCPORT=port specifies the TCP/IP port on which the target XCOM Data Transport server is listening.

STCPORT is mutually exclusive with STCAPPL.

Default: None

DFLTAB=dfltname

Optional.

DFLTAB=dfltname specifies the name of the Default Options Table to be converted for use as a TYPE=CONFIG member.
Also used as the source for configurable options for this invocation of XCOMJOB. If a CONFIG Member already exists
with this same name, it is used instead, and no conversion takes place. If both the DFLTAB and CONFIG parameters are
specified, the CONFIG parameter takes precedence.

Default: XCOMDFLT

CONFIG=cnfgname

Optional.

CONFIG=cnfgname specifies the name of the CONFIG Member that is used as the source for configurable options for
this invocation of XCOMJOB. If both the DFLTAB and CONFIG parameters are specified, the CONFIG parameter takes
precedence.

Default: XCOMCNFG

SECURE_SCHEDULE=YES NO

Optional.

SECURE_SCHEDULE=YES NO specifies whether SSL/TLS is used to communicate with the target XCOM Data
Transport server.
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Default: NO

TRACE=0-9 YES NO

Optional.

TRACE=0-9 YES NO specifies whether XCOM Data Transport tracing is performed on the network communication
between the XCOMJOB utility and the target XCOM Data Transport server.

level

A value from 0 through 9 that specifies the level of the XCOM Data Transport trace function instead of the VTAM trace.
Level 0 provides the minimal trace data while level 9 provides maximum trace data. Levels in between build incrementally
on level 0.

Default: NO

CONFIG Member

Parameters for transfers that are scheduled to the XCOMPLEX Admin Server can be taken from the CONFIG Member
for the Admin Server or from another specified CONFIG Member. Parameters that are specified in the SYSIN01 and
destination members override these parameters.

Sample Rules
Two sample rules have been provided for use with OPS/MVS. If a monitored XCOM Data Transport server terminates
abnormally, when customized for the local installation, automatically invokes the failover processing. Comments within
each sample member offer guidance for correctly customizing them to meet local requirements.

These sample members are:

XCOPSMSG
This OPS/MVS rule detects XCOM Data Transport messages XCOMM0198I and XCOMM0199I and sets a
OPS/MVS variable. The variables indicate whether the XCOM Data Transport server address space terminated
normally or abnormally.

XCOPSEOJ
This OPS/MVS rule detects the end-of-job condition for the specified XCOM Data Transport server. If the
XCOM Data Transport server terminated abnormally, the predefined failover JCL is submitted to the system for
processing.

 

Understanding the PLEXQ
The XCOM Data Transport PLEXQ links multiple XCOM Data Transport servers together. XCOM Data Transport uses
the IBM Parallel Sysplex Signaling Services as the transport for communications between members of a PLEXQ. You
can continuously accommodate increasing workloads by adding XCOM Data Transport servers to a PLEXQ. Multiple
XCOMPLEX server groups may be set up. For information about configuring and bringing up PLEXQ Servers, see the
section Configuring and Customizing Your Product.

Structure of the PLEXQ
A XCOM Data Transport PLEXQ consists of one or more XCOMXFER servers. Each PLEXQ Group is given a unique
name. All the servers in the PLEXQ must specify the same name for the PLEXQ parameter in the CONFIG member or
the EXEC PARM override. Each server can belong to up to eight PLEXQs at a time. Each server that is a member of a
PLEXQ has its own request queue (XCOM RRDS). These servers can share a XCOM Data Transport control data set
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(XCOMCNTL). Member servers of a PLEXQ are autonomous peers which simply respond to requests received using
incoming messages using SYSPLEX Signaling Services.

A PLEXQ can consist of one server, up to the maximum number of servers that can be practically supported by the user’s
SYSPLEX environment. The PLEXQ architecture imposes no maximum.

The following diagram is a representation of servers in a PLEXQ called XCOMPLXQ:

Figure 10: Structure of the PLEXQ

Communication Within a PLEXQ
During startup, servers which have a PLEXQ parameter defined connect to (or JOIN) a SYSPLEX Signaling Services
GROUP. Servers which are to connect to a PLEXQ can be started in any order, as PLEXQ servers are peers in
functionality.

Exchanges of data and information are routed through the IBM SYSPLEX Signaling Services. Member servers
themselves process work or command requests that are made to a PLEXQ directly. Servers in a PLEXQ are polled and
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the XCOMJOB utility selects the server to receive the work that is being initiated based on the responses received. When
scheduling a transfer, consideration is made as to the current workload within each server.

NOTE
XCOM Data Transport PLEXQ services provide functionality similar to the deprecated XCOMPLEX. Transfer
workload is balanced based on the current activities in each PLEXQ member server. In a PLEXQ environment,
there is no ADMIN server. Requests are made to the PLEXQ group itself, and individual servers interact
directly with the XCOMJOB batch utility. This interaction provides superior performance, and reduced resource
utilization when performing the same tasks as compared to an XCOMPLEX environment.

Scheduling Transfers
Transfers may be scheduled either through a connection to the PLEXQ group, or directly to a PLEXQ member server.
Transfers are scheduled to the PLEXQ group by using the STCPLEXQ EXEC PARM in the XCOMJOB batch utility JCL.
The STCPLEXQ parameter is mutually exclusive with the STCAPPL and STCIP/STCPORT parameters, and causes all
scheduling or inquiry communications to be performed via the SYSPLEX Signaling Services rather than using the SNA or
TCP/IP protocols.

An attempted transfer schedule request to a PLEXQ in which no servers are active will be rejected. Transfers may still
be sent to a PLEXQ member server directly without going through the PLEXQ. Transfers scheduled directly to a PLEXQ
member server are also considered in the XCOMJOB workload distribution algorithm. The total workload of each PLEXQ
member server is evaluated before it is selected to receive a new transfer request by the XCOMJOB batch utility.

Workload Distribution
The XCOMJOB batch utility uses a proprietary ranking system to select the appropriate PLEXQ member server to receive
a transfer request. When a local schedule request is initiated to a PLEXQ group, each available server which is a member
of the target PLEXQ group is assessed and assigned a ranking. XCOM Data Transport considers the total number of
transfers, with special consideration given to locally initiated transfers. The Worker who has the lowest ranking receives
the transfer. In case of a tie, the first server in the PLEXQ group to respond to the poll for status will receive the transfer.

MAXTASK, MAXLOC and TRANSFERS_ALLOWED Parameters
XCOM Data Transport uses the MAXTASK, MAXLOC, and TRANSFERS_ALLOWED configuration parameters as well
as the number of concurrent transfers running on each Worker Server to determine ranking. One server can receive all
transfers that are based on this ranking system. For example, if transfers complete quickly, the same Worker Server can
always be available. Alternatively, if a server has many long running transfers or a low MAXLOC value, this Worker Server
receives a high ranking. If a Worker Server reaches the MAXLOC, the maximum number of locally initiated transfers, this
Worker Server also receives a high ranking. If locally initiated transfers are disabled using the TRANSFERS_ALLOWED
value, the server receives the highest ranking to prevent rejection of transfers that are submitted to the PLEXQ. Transfers
scheduled for a future time are not considered when determining rank.

The MAXTASK and MAXLOC parameters provide the following default options:

• MAXTASK -- The CONFIG parameter that specifies the maximum number of file transfers that the XCOM Data
Transport server can perform concurrently.

• MAXLOC -- The CONFIG parameter that specifies the maximum number of locally initiated transfers that can be active
at one time.

• The TRANSFERS_ALLOWED parameter provides the ability to restrict a server from processing locally and/or
remotely initiated transfers.
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STAT Modify Command
The XCOM Data Transport STAT modify command can be used to provide information as to the status of the servers
which are members of each PLEXQ group with which the server is connected. These statistics are a snapshot, and are
not used as the basis of monitoring the workload distribution. The PLEXQ member servers are continuously processing
requests and the ranking for servers changes as each new request comes in or is completed. Multiple requests can come
in or, complete in a matter of seconds. See Using the XCOM Data Transport MODIFY Commands in the topic Operation
and Control in the Using section.

Checkpoint/Restart
PLEXQ member servers are responsible for processing restarts of all locally initiated transfers that have been scheduled
to them, either directly or via the PLEXQ group.

Inquire
When a transfer is scheduled to a PLEXQ group, the message buffer that is returned identifying the transfer request
number also contains specific information. The information causes a subsequent INQUIRE request to be directed to the
appropriate PLEXQ group and server to which the transfer was scheduled.

TYPE=OPER (Operator) Requests from ISPF to the PLEXQ
To allow users to perform TYPE=OPER transfers of PDSE program libraries, add XCOMPLEX to the AUTHPGM and the
AUTHTSF tables of IKJTSO00 module in SYS1.PARMLIB. The XCOM Data Transport libraries used in your CLIST for the
XCOM Data Transport ISPF interface must all be APF authorized also.

Specify a protocol of PLQ on the ISPF panels to submit requests through the PLEXQ. The server name is the name of the
PLEXQ to route the request to.

You can also refresh the TSO library using the TSO UPDATE PARMLIB(00) member. For more information, see the IBM
TSO/E Customization manual.

VIPA
XCOM Data Transport for z/OS can utilize virtual IP Addressing with multiple XCOM Data Transport servers sharing a
virtual IP address. This feature is for remotely initiated transfers. Remote partners send to a single Virtual IP address and
transfers are distributed across all servers defined with this Virtual IP address. This feature may be used with or without
the PLEXQ. For more information, see Configure Virtual IP Addresses - Remotely-Initiated Transfers.

VTAM GNAME
For incoming SNA data transfers to XCOM Data Transport for z/OS, VTAM Generic Resources directs the request to
a particular Worker XCOM Data Transport region. The VTAM GNAME must be specified in the XCOM Data Transport
Default Option Table for each server. This feature can be used with or without the PLEXQ. For more information, see
Configure VTAM Generic Names -- Remotely Initiated Transfers.

Utilizing zEDC Hardware Accelerator
You can offload compression and decompression operations to the IBM zEDC Hardware Accelerator. zEDC is an
optional feature available to the latest z/Architecture processors that provides data compression services at the hardware
level. Using zEDC reduces both CPU utilization costs and the elapsed time of data transfers that use the zlib compression
algorithm. Data compression and decompression account for a significant portion of CPU utilization for a data transfer.
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Therefore, when you use zEDC with XCOM Data Transport, you can increase computing capacity and lower the cost of
compressing data.

XCOM Data Transport attempts to offload zlib data compression and decompression operations to zEDC when you meet
all of the following requirements:

• Meet Hardware and Software Prerequisites
• Configure zEDC Minimum Buffer Sizes
• Use zLIB Compression Algorithm
• Meet Security Requirements
• Review zEDC-Related Messages

Meet Hardware and Software Prerequisites

Meet the following hardware and software prerequisites:

• Install and configure the zEDC hardware on the processor that you use for transferring data with XCOM Data
Transport Data Transport. For instructions, see your zEDC documentation.

• Verify the presence of the zEDC hardware. Use the D PCIE z/OS console command, as follows:
D PCIE

IQP022I 10.10.58 DISPLAY PCIE 615

PCIE      0011 ACTIVE

PFID      DEVICE TYPE NAME         STATUS  ASID  JOBNAME  CHID  VFN

000000F6  Hardware Accelerator     ALLC    0012  FPGHWAM  0150  0006 

• Verify that the system is running at a minimum of z/OS 2.1.
• The zEDC product feature must be enabled to z/OS. To verify the presence of the zEDC feature, use the D

PROD,REG,FEATURENAME(ZEDC) z/OS console command, as follows:
D PROD,REG,FEATURENAME(ZEDC)

IFA111I 11.29.05 PROD DISPLAY 812

S OWNER            NAME             FEATURE          VERSION  ID

E IBM CORP         z/OS             ZEDC             02.02.00 5650-ZOS

Configure zEDC Minimum Buffer Sizes

To move the data compression and decompression functions to the zEDC, follow these steps:

1. Determine and set the buffer sizes.
2. Set the MAXPACK parameter.
3. Set the PACK parameter.

Determine and Set the Buffer Sizes

If necessary, consult your z/OS administrator for assistance to perform this step. The size of the data blocks being
compressed or decompressed must meet the system-wide configured minimum buffer sizes. This requirement is enforced
by the IBM-supplied zEDC-aware version of the zlib data compression algorithm.

To determine minimum buffer sizes, enter the D IQP z/OS console command. For example:

D IQP

IQP066I 09.59.54 DISPLAY IQP 613

zEDC Information

 MAXSEGMENTS:                 4  (64M) 

 Previous MAXSEGMENTS:      N/A 

 Allocated segments:          4  (64M) 

 Used segments:               0  (0M) 
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 DEFMINREQSIZE:               4K 

 INFMINREQSIZE:              16K 

 Feature Enablement:    Enabled

DEFMINREQSIZE
Specifies the minimum buffer size for COMPRESSION that is routed to the zEDC Hardware Accelerator for
processing.

INFMINREQSIZE
Specifies the minimum buffer size for DECOMPRESSION.

Set the MAXPACK Parameter

Set the MAXPACK parameter to a minimum of 31744. The higher the value for these parameters, the more efficient
overall transfer processing becomes.

Set the PACK Parameter

For any transfer, specify PACK=LENGTH to verify that the minimum buffer size requirement for compression on the zEDC
is met. If you do not specify PACK=LENGTH, the record size of data in a file must meet the minimum buffer size to move
the compression or decompression workload to zEDC.

NOTE

If zEDC is not available, zlib processing attempts to use the zIIP processor. If that is unsuccessful, zlib
processing occurs on a “regular” CP.

Use zLIB Compression Algorithm

zEDC Hardware Accelerator compression services are available only for the ZLIB family of compression algorithms
(COMPRESS=ZLIB or COMPRESS=ZLIB1 - ZLIB9).

Meet Security Requirements

To be eligible to use the zEDC Hardware Accelerator facility, the USERID under which the transfer runs must have READ
access to facility “FPZ.ACCELERATOR.COMPRESSION” as follows:

• For SECURITY=SAF environments, each individual USERID used to perform data transfers must have READ access
granted to the facility.

• For any XCOM SECURITY= settings other than SAF, the USERID under which the XCOM Started Task runs must
have READ access to the facility.

For more information about how to grant READ access, see your security product documentation.

Review zEDC-Related Messages

XCOM Data Transport provides unique messages for determining the status and usage of zEDC Hardware Acceleration
services. Review these messages on XCOM™ Data Transport® Messages and act on them promptly when they require
follow-up action.

• XCOMM0934I
zEDC hardware acceleration will be used for {compression | decompression}

• XCOMM0935I
zEDC hardware acceleration available for zlib  {inflate | deflate} buffers >= nnnnnK

• XCOMM0936I
zEDC hardware acceleration detected.  However, minimum  {inflate | deflate} threshold nnnnnK excludes XCOM use

• XCOMM0937I
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zEDC hardware acceleration not available or not configured for {inflate | deflate}

For any XCOM SECURITY= settings other than SAF, the USERID under which the XCOM Started Task runs must have
READ access to the facility.

Utilizing zIIP
Utilizing zIIP processors helps you reduce CPU utilization costs. zIIP is a special processor that is restricted to executing
specific types of SRB mode work. zIIP intends to free general computing capacity and lower the overall cost of computing
for CPU intensive workloads.

XCOM Data Transportattempts to offload data compression and decompression functions to a zIIP, when available.
Because data compression and decompression account for a significant portion of CPU utilization for a data transfer,
moving this processing to a zIIP reduces utilization and costs.

Enabling zIIP

Enabling zIIP support in requires that your installation has Common Components and Services for z/OS installed at the
r11 release or later. You require an installed APAR is required for both the r11 and r12 releases of Common Components
and Services for z/OS which introduces the zIIP Enablement Service.

• For the r11 release, you install APAR RO27636.
• For the r12 release, you install APAR RO27110. The common services library must be available to the XCOM Server

started task or XCOMJOB TYPE=EXECUTE job.

NOTE

By default, XCOM Data Transport enables zIIP support providing that the zIIP Enablement Service is available
to load. You specify a PARM and configuration parameter to disable the zIIP support. The parameter is
ZIIP=YES|NO, with YES being the default.

Using zIIP

To ensure that you can move the data compression and decompression functions to the zIIP without impacting
performance, XCOM Data Transport requires that the size of the data block being compressed or decompressed is a
minimum of 4096 (4K) bytes. This requirement helps ensure that the overhead of switching the workload to the zIIP does
not affect performance of the transfer.

We recommend that the configuration parameter MAXPACK is set to a minimum of 4096. The higher the value for these
parameters, the more efficient the use of zIIP is.

For any transfer, specify PACK=LENGTH to verify that the 4K minimum size for compression on the zIIP is realized.
Without this parameter, the record size of data in a file would need to be 4K to move the compression or decompression
workload to zIIP.

Managing zIIP

XCOM Data Transport provides some facilities for managing and monitoring zIIP usage. The primary goal of utilizing zIIP
is to reduce CPU utilization and therefore the costs that are associated with that utilization.

History and SMF Records

A feature of zIIP Enablement Services provides an API to gather usage statistics for normal and zIIP CPUs. For each
transfer, statistics about zIIP usage are written into the history record and SMF record. This data consists of six fields
which you can have reported through a TYPE=HISTORY job. Also supplied Easytrieve reports, or by way of the ISPF file
transfer detail panel.
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Total CPU time used:

• Total TCB mode CPU time
• Total SRB mode CPU time (The mode zIIP requires)
• Total zIIP CPU time
• Total zIIP eligible time that is spent on standard CPU
• Total time that is qualified to run on zIIP

For transfers that do not use compression, statistics are still gathered. However the numbers for zIIP times are minimal as
the process of gathering the zIIP statistics utilizes the zIIP processor. CPU statistics are applicable for these transfers.

ZIIP Command

We provide a new modify command for the XCOM Data TransportServer to report on status and to let you enable or
disable zIIP support.

The ZIIP,STATUS command provides information about the CPUs (standard and zIIP) as to how many are defined and
online. The command also displays the status of zIIP support for the various features of XCOM Data Transport that can
exploit use of zIIP. Currently, this feature is only data compression and decompression. Finally, statistics display which
show the total amount of processing time that was eligible to run on zIIP and that executed on zIIP.

The STATUS command is also issued on startup and termination of the XCOM Data Transport Server and XCOMJOB
TYPE=EXECUTE start and termination.

The ZIIP,ENABLE and ZIIP,DISABLE commands let an administrator either enable or disable the zIIP support for future
data transfers. Any transfers currently in progress continue to operate in the state that was active at the start of the
transfer.

Error Handling

If an abend occurs while the transfer runs on a zIIP, XCOM Data Transporthandles the abend, disables future use of zIIP,
and restarts the transfer from the last checkpoint. On the restart, zIIP is not used due to the disabling of the support.

XCOM Security Considerations
This section discusses XCOM Data Transport security through various levels and interfaces.

Security Planning
Before implementing XCOM Data Transport for z/OS, a complete review of security issues should be made by those
responsible for data security. This review should include those installing XCOM Data Transport, security administrators,
auditors, and the systems staff involved in supporting the security software. Because of the expanded data access
capabilities introduced by XCOM Data Transport, the security planning should address the need to define additional
access privileges.

Consider the security environment at both ends when performing a XCOM Data Transport file transfer. Security validation
for the local system is performed on the local system. Security validation for the remote system is performed on the
remote system.

XCOM Data Transport software is subject to the same resident security checks as other z/OS applications. Therefore, the
XCOM Data Transport started task needs a security profile that allows the full range of file transfers to be implemented;
otherwise, even when the user has authorization to access a data set, a 913 abend code may be generated.

PASSWORD and LPASS for Passphrase Security

With the passphrase support enhancement enabled, XCOM Data Transport for z/OS handles passphrases as follows:
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• For a remotely initiated request, a PASSWORD longer than 8 up to 31 characters is processed as a passphrase.
• For a locally initiated request, a PASSWORD longer than 31 up to 100 characters is processed as a passphrase. 
• LPASS values longer than 8 up to 100 characters are processed as a passphrase.

Security Checking
The security checking of XCOM Data Transport processing done by your resident security software falls into the following
three categories.

Locally initiated file transfers
XCOM Data Transport checks if predefined user access privileges permit such processing on the local system.
For example, for a send file transfer there must be access privileges to read the file being sent.

Remotely initiated file transfers
XCOM Data Transport checks whether the predefined security profile for the user ID/password specified by the
remote user allows the requested processing on the local system. For example, for a send file transfer involving
the update of a file, the resident security software will check whether that user ID has update access privileges to
that file.

File transfers dependent on user logon
The XCOM Data Transport server can be configured to check for a user logon (for some or all LUs) before any file
transfers can occur on those LUs. The remote partner (Windows family) must support this feature.

Overview of Security
XCOM Data Transport provides security for the following types of resources:

• Files
• Data in the files
• Commands
• LUs

XCOM Data Transport has the following features to help you secure resources:

File Security
XCOM Data Transport makes calls to IBM RACF, Top Secret, and ACF2 to verify whether a given user ID is
authorized to read or update a given data set.

Command Security
XCOM Data Transport makes standard SAF calls to determine whether a given user ID or console is authorized
to issue XCOM Data Transport commands. The commands whose access status is verified include z/OS console
commands and commands that can be issued through ISPF and CICS menu interfaces.

Partner Security
XCOM Data Transport makes standard SAF calls to determine whether a given user ID is authorized to perform
transfers with a given partner. XCOM Data Transport checks whether the direction of the transfer(send or receive)
is authorized and whether the partner making a transfer request can initiate transfers.

Trusted Access Security
The Trusted Access feature allows a transfer to be sent to a remote partner without actually specifying the user
ID and password in the transfer. Trusted Access transfers can be sent to and from z/OS, Windows, and UNIX
partners.

History Database Security
When XCOM Data Transport is using an ODBC database to store history records, users must be granted
privileges to the history table. These privileges allow the user to update the table, read from the table, or both.
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Users that connect to the history database are checked for access rights to records in the table. The history
database can be shared among multiple systems and platforms.

Start Security

To turn on each security function separately, use the TYPE=CONFIG member in the XCOM Data Transport load library.
Each security function has an associated user exit, which allows XCOM Data Transport security to be adapted to site-
specific conditions.

Start Security with Passphrase Enabled

If XCOM Data Transport for z/OS has passphrase enabled, you do not need to assemble the ACF2, Top Secret, or IBM
RACF security interface. The CAI.CBXGSAMP (XCOMSEC) interface handles site-specific security.

Security interface messages for XCOMSEC are written to the XCOM log.

File Access Security
There are three levels of security checking for file transfers under XCOM Data Transport:

• User ID/password validation
• Data set access privileges for the specified user ID
• Optional file security user exit (XCOMEX05)

Validate the Indicated User ID/Password
The first level is initiated when XCOM Data Transport issues a call from its address space to the security software for
validation of the indicated user ID/password.

XCOM Data Transport uses encryption to protect passwords. For a description of XCOM Data Transport password
protection, see Password Protection by Encryption.

XCOM Data Transport can change passwords on the remote system. For a description of the password parameter, see
The Menu Interface (TSO/ISPF Panels) and The Batch Interface.

Validate Data Set Access Privileges
If the user ID/password is valid, XCOM Data Transport goes to the second level of security checking. The XCOM Data
Transport security interface passes to the resident security software the user ID and the name of the data set to be
accessed. The security software checks whether access should be granted and passes the results back to the XCOM
Data Transport security interface.

File Security User Exit (XCOMEX05)
If the first two stages of security checking are successful, the optional file security user exit (XCOMEX05) is then invoked.
This allows for additional site-specific security validation.

Additional Security Considerations for XCOM
When XCOM Data Transport is run as a batch job (XCOMJOB) of type TYPE=EXECUTE, the external security manager
performs the functions of the first two stages of security checking, as it would for any other batch job. Hence, the XCOM
Data Transport standard security interface is not invoked. The file security user exit, however, is still invoked.

The file security user exit is invoked when receiving reports, whereas the standard XCOM Data Transport security exit is
not.
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How to Use the File Security User Exit
To use the user security exit, specify EXIT05=YES in the XCOM Data Transport Default Options Table. In this case, the
user must provide the XCOMEX05 module in the XCOMLOAD library (CAI.CBXGLOAD).

Partner Security
The Partner LU security is concerned with controlling whether a given user is authorized to perform transfers with a
particular partner LU or IP name or address. XCOM Data Transport implements the partner LU security through the
parameters FACILITY, LUSECURE and EXIT12, which are coded in the Default Options or Configuration member.

If SECURITY=NONE is specified, LUSECURE is not active.

SAF Security Call -- Partner Security
If LUSECURE=YES is coded in the Default Options, XCOM Data Transport makes a standard SAF call to the security
package (ACF2, IBM RACF, or Top Secret) to determine whether the user is trying to initiate a transfer has READ
authority to the class resource named in the security call. The security class queried is determined by the value of the
FACILITY configuration parameter. The default resource class name used by XCOM Data Transport is FACILITY.

The format of the security call is as follows:

XCOM.applsec.{LU|IP}.destname.{SEND|RECEIVE}.{L|R}

The components of the security call are explained in the following table:

XCOM
The literal XCOM must be specified as the first element of every security call.

applsec
Specifies the value of the APPLSEC parameter in the Default Options, unless it is NONE, in which case the
expression XCOM will appear in this position. This slot in the security call identifies the XCOM Data Transport
server.

LU
The literal LU indicates that the partner is an SNA partner.

IP
The literal IP indicates that the partner is a TCP/IP partner.

destname
Specifies the destination name that is to participate in the transfer. It may be an SNA LU name, TCP/IP name or
TCP/IP address. For file security, the Default Options parameter TCPLUSEC determines the format used to pass
the TCP/IP address to the security system. For partner security using TCP/IP, the actual TCP/IP name or address
as provided in the destination member or SYSIN01 is used as the destname for the security resource.

SEND
The literal SEND indicates the direction of the transfer from the server's point of view.

RECEIVE
The literal RECEIVE indicates the direction of the transfer from the server's point of view.

L
The literal L indicates a locally initiated transfer.

R
The literal R indicates a remotely initiated transfer.
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When to Use Partner LU Security
The possible uses of the security scheme discussed above include the following:

• Restricting the users' access to a group of PCs
• Controlling the direction in which file transfers may be performed (send only, receive only)
• Delimiting an LU's ability to initiate local or remote transfers
• Securing a PC or an LU that contains sensitive information

Examples of SAF Security Calls -- Partner Security
Suppose a PC user with the user ID JOE on an LU named BOBSPC requests a XCOM Data Transport server (with
APPLSEC=PRODXCOM) to send a file to BOBSPC. In this case, when the XCOM Data Transport server calls the
security package, the security call takes the following form:

XCOM.PRODXCOM.LU.BOBSPC.SEND.R

This is asking the security package to check if the user ID JOE possesses the required READ authority for the
CLASS=<FACILITY> resource in the above security call, that is, is the requestor of the transfer authorized to perform
transfers to the LU named BOBSPC?

The next example involves a batch job of type TYPE=EXECUTE requesting that the XCOM Data Transport server receive
a file from a PC named JILLSPC. Assume that APPLSEC=BATCHXC is coded in the Default Options. In this case, XCOM
Data Transport will ask the security package if the user ID coded on the JOB card in the JCL is authorized to request
transfers from the LU JILLSPC. The form of the security call is as follows:

XCOM.BATCHXC.LU.JILLSPC.RECEIVE.L

The transfer request is specified as being locally initiated.

Partner LU Security (XCOMEX12)
If LUSECURE=YES and EXIT12=YES, security authorization is handled via Exit 12. The security check by Exit 12 may
have one of three outcomes (return codes):

• The user is granted access to the desired resource (RC=0).
• The user is denied access to the desired resource (RC=8).
• The decision as to the user's access rights is referred to the security package (RC=4).

NOTE
Exit12 does not consult the security package for a decision to grant or deny access.

LUSECURE=YES must be coded for EXIT12=YES to take effect.

If LUSECURE=YES and EXIT12=NO, the user's security authorization is decided by the security package.

If LUSECURE=NO, XCOM Data Transport does not check the EXIT12 parameter.

More Information About Partner Security
For a description of Exit12, see User Exits in Using.

A sample Exit12 is provided in CAI.CBXGSAMP(XCOMEX12).

For descriptions of the LUSECURE, EXIT12, and TCPLUSEC parameters, see XCOM Data Transport Default Options
Parameters in CONFIG Member Parameters.
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For information about how to specify an IP Address for security, see the description of the Default Options parameter
TCPLUSEC.

NOTE
For TCP/IP partners, both the TCP/IP name and the TCP/IP address should be defined in the security database.

Command Security
Command security is concerned with controlling whether a given user is authorized to issue a given XCOM Data
Transport operator command. XCOM Data Transport operator commands can be issued directly from the system console
or indirectly via the ISPF and CICS menu interfaces. XCOM Data Transport implements command security through the
parameters OPERSEC and EXIT13, which are coded in the Default Options.

SAF Security Call -- Command Security
If OPERSEC=SAF is coded in the Default Options, XCOM Data Transport makes a standard SAF call to a security
package (ACF2, IBM RACF, or Top Secret) to determine whether the user trying to issue a XCOM Data Transport operator
command has the authority to issue that command. The user is authorized to issue a particular command if his security
profile satisfies the access level defined for the class resource named in the security call. The security resource class
queried is the value of the OPERCMDS configuration parameter. The default resource class for XCOM Data Transport is
OPERCMDS. The general format of the security call is as follows:

XCOM.applsec.command[.parameter[...]] 

The components of the security call are explained in the following table:

XCOM
The literal XCOM must be specified as the first element of every security call.

applsec
Specifies the value of the APPLSEC parameter in the Default Options, unless it is NONE, in which case the
expression XCOM will appear in this position. This component of the security call identifies the XCOM Data
Transport server.

command
Specifies the name of a XCOM Data Transport operator command.

parameter
Specifies the parameters associated with the operator command.
If more than one parameter is used with a command, the parameters must be separated with a period from each
other.
There are operator commands with which no parameters are used.

Operator Commands and Their Security Calls
Each XCOM Data Transport operator command is secured through a security call. This table lists the access levels and
complete resource names for each command.

The variables in the resource names are shown in italics. The applesec variable specifies the value of the APPLSEC
parameter in the Default Options Table. For more information about the applsec variable, see SAF Security Call --
Command Security.
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For detailed descriptions of the operator commands, see Using the Modify Commands.

Command Access Resource Names
ACTIVATE UPDATE XCOM.applsec.ACTIVATE.destname

destname specifies the LU to activate.
ALTER UPDATE XCOM.applsec.DATE.destname.ownername

XCOM.applsec.EPRTY.destname.ownername
XCOM.applsec.SPRTY.destname.ownername
XCOM.applsec.TIME.destname.ownername
destname specifies the XCOM partner that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.

CANCEL UPDATE XCOM.applsec.CANCEL.destname.type
destname specifies the destination for which a session is canceled.
type specifies the CANCEL command option (IMMED, PURGE, or SUSPEND).

CNOS UPDATE XCOM.applsec.CNOS.membername
membername specifies the name of the control library member.

COPYHIST UPDATE XCOM.applsec.COPYHIST
DELETE UPDATE XCOM.applsec.DELETE.destname.ownername

destname specifies the XCOM partner that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.

DFLT UPDATE XCOM.applsec.DFLT.parmname
parmname specifies a parameter in the Default Options Table. For a list of valid
parameters, see Using the Modify Commands.

DISABLE UPDATE XCOM.applsec.DISABLE.membername
membername specifies the control library member to disable.

DISPLAY READ XCOM.applsec.DISPLAY.destname
XCOM.applsec.DISPLAY.*
destname specifies the destination whose session information is displayed. The asterisk
(*) indicates that information in all active sessions is displayed.

DUMP UPDATE XCOM.applsec.DUMP.destname
destname specifies the destination for which dump data is produced.

DUMPXCF UPDATE XCOM.applsec.DUMPXCF
ENABLE UPDATE XCOM.applsec.ENABLE.membername

membername specifies the control library member.
EXIT READ XCOM.applsec.EXIT.data

data specifies the 8-byte-long user data to be passed to the XCOMEX09 exit routine.
HOLD UPDATE XCOM.applsec.HOLD.destname.ownername

destname specifies the destination that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.

INFO READ XCOM.applsec.INFO
INQ READ XCOM.applsec.INQ
LIST READ XCOM.applsec.LIST.membername

membername specifies the control library member.
LOGFREE UPDATE XCOM.applsec.LOGFREE
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NOTRACE UPDATE XCOM.applsec.NOTRACE.destname
destname specifies the LU name or the IP name for which the trace function is disabled.

NOXTRACE UPDATE XCOM.applsec.NOXTRACE
NSASTAT READ XCOM.applsec.NSASTAT
PING READ XCOM.applsec.PING.destname

destname specifies the server that is being pinged.
PLEXQ UPDATE XCOM.applsec.PLEXQ
RELEASE UPDATE XCOM.applsec.RELEASE.destname.ownername

destname specifies the destination that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.

RESET UPDATE XCOM.applsec.RESET.{*|destname} 
destname specifies the destination for which the error flag is reset.
* (asterisk) specifies all destinations.

RESUME UPDATE XCOM.applsec.RESUME.destname.ownername
destname specifies the destination that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.

RSHOW READ XCOM.applsec.RSHOW.destname.ownername
destname specifies the destination that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.

SAVE UPDATE XCOM.applsec.SAVE
SHOW READ XCOM.applsec.SHOW.destname.ownername

destname specifies the destination that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.

SNAP UPDATE XCOM.applsec.SNAP
STAT READ XCOM.applsec.STAT
STOP CONTROL XCOM.applsec.STOP.type

type specifies the STOP command option (IMMED).
SUSPEND UPDATE XCOM.applsec.SUSPEND.destname.ownername

destname specifies the destination that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.

SYSID UPDATE XCOM.applsec.SYSID
SYSNAME UPDATE XCOM.applsec.SYSNAME
TASKS READ XCOM.applsec.TASKS
TERM UPDATE XCOM.applsec.TERM.destname.ownername

destname specifies the destination that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.

TRACE UPDATE XCOM.applsec.TRACE.destname
destname specifies the LU name or the IP name that is being traced.

VERSION READ XCOM.applsec.VERSION.destname.ownername
destname specifies the destination that is involved in the transfer.
ownername specifies the user ID under whose security authorization the transfer is
performed.
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XRSHOW READ XCOM.applsec.XRSHOW
XSHOW READ XCOM.applsec.XSHOW
XTRACE UPDATE XCOM.applsec.XTRACE
ZIIP READ

UPDATE
UPDATE

XCOM.applsec.ZIIP.STATUS
XCOM.applsec.ZIIP.ENABLE
XCOM.applsec.ZIIP.DISABLE

Examples of SAF Security Calls -- Command Security
Suppose that a console operator issues an ENABLE command for the control library member BOBSPC to a XCOM Data
Transport server that has APPLSEC=PRODXCOM in its Default Options. In this case, when the XCOM Data Transport
server calls the security package, the resource name takes the following form:

XCOM.PRODXCOM.ENABLE.BOBSPC

XCOM Data Transport executes the ENABLE command if the security package finds the access level UPDATE defined in
the security profile of the console operator issuing the command.

Next, suppose a user wants to use the ISPF menus to suspend an active transfer to LU25 running under the authority
of the user ID TOM. Assume the server is started with APPLSEC=PRODXCOM. In this case, when the XCOM Data
Transport server calls the security package, the resource name takes the following form:

XCOM.PRODXCOM.SUSPEND.LU25.TOM

Again, before XCOM Data Transport executes the SUSPEND command, the security package must determine that the
access level UPDATE has been defined for the user ID TOM.

Command Security for Consoles That Are Not Logged On
When the XCOM Data Transport server receives a XCOM Data Transport command from a console that is not logged on
with a specific user ID, the server examines the console flags of the console. It determines on the basis of the console
flags whether the console has the authority to issue a specific command.

In general, commands that request information (access level READ) are allowed from any console. On the other hand,
the STOP (XCOM) command, which requires the access level CONTROL, can be issued only from the master console.
The commands at the access level UPDATE require that the console have SYS, I/O, or CONS authority. All of these
restrictions can be overridden through a user-written User Exit13.

Command Security User Exit (XCOMEX13)
In addition to coding OPERSEC=SAF, you may also code EXIT13=YES or EXIT13=load-module-name in the CONFIG
Member to enable User Exit13. This exit allows you to write your own command security routines and thereby fine tune
the control of command security.

IF OPERSEC=SAF and EXIT13 is enabled, command security is handled through Exit 13. The security check by Exit 13
can have one of three outcomes (return codes):

• The command issuer may use the desired command (RC=0). This decision is made by Exit13 without consulting the
security package.

• The command issuer may not use the desired command (RC=8). This decision is made by Exit13 without consulting
the security package.

• The decision as to the user's right to issue a particular command is referred to the security package (RC=4).

OPERSEC=SAF must be coded for EXIT13 to be invoked.
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If OPERSEC=SAF and EXIT13=NO, the user's authority to use operator commands is decided by the security package.

If SECURITY=NONE, XCOM Data Transport does not check the EXIT13 parameter.

For more information about User Exit13, see the User Exits topic in the Using section.

A sample Exit13 is provided in CAI.CBXGSAMP(XCOMEX13).

History Database Security
The user ID defined in the Default Options with parameter XCOMHIST_USER must be granted use of the history table
defined with parameters XCOMHIST_TBL and XCOMHIST_OWNER.

With VSAM history files, each XCOM Data Transport server worked with its own history file. However, using a relational
database to store XCOM Data Transport history records allows multiple XCOM Data Transport servers (including XCOM
Data Transport systems running on Windows and UNIX) to share the database. So you need to be able to restrict access
to rows in the database, so that a user on system A is not allowed to see history for system B unless the user is given
explicit permission. To provide this level of security, XCOM Data Transport Command Security has been enhanced with an
additional ALLHIST command resource.

XCOM Data Transport implements command security through the parameters OPERSEC and EXIT13, which are coded in
the Default Options.

If OPERSEC=SAF is coded in the Default Options Table, XCOM Data Transport makes a standard SAF call to a security
package (ACF2, IBM RACF, or Top Secret) to determine whether the user has access to the ALLHIST command
resource. This resource, when permitted to a user, allows that user to view history records for any system that is
maintaining history in that database. If the user is not permitted to this resource then the user is allowed to see history
records for the system of the originating request only.

Command: ALLHIST

Access: READ

Resource Name: XCOM.applsec.ALLHIST

applsec
The identifier for the XCOM Data Transport server as defined in the Default Options, unless it is NONE, in which
case the expression XCOM appears in this position. This component of the security call identifies the XCOM Data
Transport server.

NOTE
If OPERSEC=NONE is coded in the Default Options, XCOM Data Transport runs with no security check, giving
the user unrestricted access to view history records for any system that is maintaining history in that database.

This level of security is in addition to the current security provided by XCOM Data Transport.

XCOM Security Interfaces
Select one of the available security interfaces for XCOM Data Transport. Learn how to use the XCOMSEC security
module to assemble and link the XCOM security interface.

You select the XCOM Data Transport security interface through the SECURITY parameter in the XCOM Data Transport
Default Options table. The following z/OS security interfaces are provided for XCOM Data Transport:

• ACF2
• Top Secret
• IBM RACF
• SAF
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The following options are the possible values for the SECURITY parameter in the XCOM Data Transport default options
member:

ACF2
Drives the XCOMSEC interface

TOPS
Drives the XCOMSEC interface

RACF
Drives the XCOMSEC interface

SAF
Does not drive any security interface module

NOTE
The XCOMSEC interface is driven only if PTF RO94308 is installed. For more information about PTF RO94308,
see the Support Article ID 92860 on Mainframe Software Support.

Assemble and Link the XCOM Security Interface

The XCOMSEC module performs all the security processing of XCOM Data Transport for z/OS. XCOMSEC replaces
XCOMACF2, XCOMTOPS, and XCOMRACF. No additional assembly or linking is necessary to run with the default
XCOM Data Transport security interface.

CAI.CBXGSAMP(XCOMSEC) contains the source code for the XCOM Security Interface. CAI.CBXGJCL(XCOMSEC)
contains a sample JCL that you can use to assemble and link the XCOM security interface.

Follow these steps to assemble and link the XCOM security interface:

1. (Optional) Customize XCOMSEC.
2. Edit XCOMSEC to fit your installation standards and requirements.
3. Submit the edited procedure as a job. Check for any errors in the assembly or link-edit job steps.

For information on using PASSWORD and LPASS with passphrase security, see Security Planning.

ACF2 Interface
Learn how the ACF2 security module of XCOM Data Transport works, what are the general requirements and the possible
error conditions.

General Requirements

The following requirements concern the use of ACF2:

• A currently supported release of ACF2 must be installed.
• You must have linked the XCOM Data Transport ACF2 interface module to your ACF2 version.
• If XCOM Data Transport is running as a started task, the installation must have turned on the STC validation option. If

XCOM Data Transport is running as a job, XCOM Data Transport must be running from an authorized library without
STC validation.

• The XCOM Data Transport logon ID must be given the MUSASS permission and the JOBFROM permission.

ACF2 Interface Description

XCOM Data Transport provides an interface with the ACF2 security software. Security validation through XCOM Data
Transport ACF2 security interface occurs whenever the XCOM Data Transport started task is used for a file transfer. The
initial security checking validates the logon ID and the password combination for the system.
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When this validation is completed, XCOM Data Transport sends the following parameters to the XCOM Data Transport
security interface:

• Logon ID of the user that requests the access
• Password of the user that requests the access
• (optional) New Password, if the password has been changed
• LU or TCP/IP name or address of the node that initiated the file transfer request
• Name of the data set that the user attempts to access
• Type of access requested:

– READ
– ALLOCATE
– WRITE

ACF2 System Verification Process

When a user submits a transfer request, the XCOM Data Transport security interface triggers the ACF2 security system
verification process. ACF2 checks the resource access privileges of the user to determine whether the user has READ/
WRITE authority to the resource in question.

Example: A user requests an outbound data set transfer. The ACF2 security system verifies that the user is
authorized to READ from the data set on the local system of the user. The data set on the local system of
the user is the data set that would be sent to the remote target system.

Example: A user requests an inbound transfer of a remotely stored data set whose name does not match the
name of any data set on the local (target) system of the user. ACF2 verifies that the user is authorized to
ALLOCATE the remotely stored data set.

ACF2 Status Code

After ACF2 performs a security check, ACF2 returns a status code that shows how the security system has responded to
the submission of the transfer request. The status code indicates whether the user has permission to access the resource
that would be involved in the requested manner (READ, ALLOCATE, or WRITE). A 913 abend indicates that a user has
the authorization to access a data set, but the XCOM Data Transport address space does not. In this case, XCOM Data
Transport sends an error message to the user.

NOTE
The MUSASS privilege allows XCOM Data Transport to execute a pseudo-logon of the user and perform a
validity check.

How Job Submission Works with ACF2 Enabled

At times the XCOM Data Transport started task submits jobs into the z/OS system. For example, a remote personal
system running XCOM Data Transport for Windows might submit a job for execution on the z/OS system. For a
proper security checking in these situations, XCOM Data Transport must be assigned MUSASS and JOBFROM
privileges. Afterwards XCOM Data Transport can build and insert the JOBFROM control card into each job stream that
is submitted on behalf of the user thus allowing those jobs to inherit the specified user ID/password and the source
information of the user who requested the submission. Therefore, job submission control and accountability can be
enforced by ACF2.

XCOM Data Transport builds the JOBFROM card in the following format:

//*JOBFROM userID/luname

userID
Specifies the XCOM Data Transport user ID specified by the user that initiated the request.
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luname
Specifies the LU name of the node from which the user initiated the send job file transfer.

Possible Error Conditions

The following list shows some of the messages that are passed back through the XCOM Data Transport security
interface.  The messages explain why an access request has been refused:

• ACF2 not available
• Password not matched
• Logon ID not found in the ACF2 Logon ID data base
• Password has expired
• Data set access denied

XCOM Data Transport passes the ACF2 message back when a security violation is encountered.

Installation with an Expired Password Exit

If the installation implements an Expired Password exit, the following problems might arise:

• The Logon ID and Password combination that is passed to the interface is flagged as expired.
• XCOM Data Transport processing continues as if the Logon ID and Password combination were valid, but the Expired

Password exit assigns a new Password to the Logon ID without notifying the user.

Top Secret Interface
Learn what are the access resources for the XCOM Data Transport Top Secret security interface.

The XCOM Data Transport Top Secret interface uses standard SAF macros to validate access to resources. In addition to
data set access checking, the XCOM Data Transport Top Secret interface can support security checking on the terminal
(that is, logical unit), source of origin, time of access, and volume level. The XCOM Data Transport security interface
determines whether the user ID allows access to the requested resources.

Example: A job that is submitted by a remote XCOM Data Transport system runs under the access authorizations of
the user ID associated with this job by the remote user. If the remote user does not explicitly specify a user
ID, the job runs under the privileges of the default user ID of the local system.

If the XCOM Data Transport security interface determines that the user is an authorized user, XCOM Data Transport
opens the file. When XCOM Data Transport opens a file, Top Secret uses the access authority that is granted to the
XCOM Data Transport address space rather than the access authority of the user. Therefore, XCOM Data Transport must
be given access authority for all data sets (except for sensitive data sets that are not needed by XCOM Data Transport
users). 913 abends indicate that a user has authorization to access a data set, but the XCOM Data Transport address
space does not. In this case, XCOM Data Transport sends an error message to the user.

Define a Facility

To implement the XCOM Data Transport Top Secret Interface, a facility must be defined for XCOM Data Transport in the
System Facilities Matrix. To add a facility for XCOM Data Transport, modify one of the predefined USER facilities in the
System Facilities Matrix. If all the USER facilities are already used, modify one of the other predefined facilities. For more
information, see the Top Secret documentation.

Options for Defining a Facility

Define the facility for XCOM Data Transport using the following options:
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AUTHINIT
XCOM Data Transport will run as an authorized program.

ID=n
Identifier used on Top Secret reports.

IJU
With XCOM Data Transport for z/OS, IJU should be coded, to allow XCOM Data Transport to handle the insertion
of the user ID and password.

INITPGM=XCO
Generic program name (up to 3 digits).

MULTIUSER
Defines XCOM Data Transport as a multi-user address space.

NAME= XCOM
Defines the facility name. You can define a different name besides the one provided here.

NOABEND
Prevents a user violation from causing the address space to abend.

NOASUBM
No alternate job submission method.

NOLUMSG
No LU informational messages will be sent to the XCOM Data Transport interface.

NOSTMSG
No started task informational messages will be sent to the XCOM Data Transport interface.

SIGN(M)
Allows multiple simultaneous signons (user discretion). Each XCOM Data Transport user must be explicitly
authorized to use the XCOM Data Transport Facility. Use this format:
TSSADDTO(USER99)FAC(XCOM)

If the following message occurs during a file transfer, it may mean that XCOM Data Transport has not been
defined as a facility to Top Secret.
TSS Initialization Error

Multi-level Passwords

If a user possesses the MULTIPW attribute, add a password for the XCOM Data Transport facility. Use this format:

TSS ADD(USER01)PASSWORD(BUZWRD)FAC(XCOM)

When making a file transfer involving a z/OS system running Top Secret, specify the XCOM Data Transport password
as the Remote Password parameter associated with the Remote User ID of a user who has the MULTIPW attribute. An
incorrect password causes an error.

Define Your ACID

The Access Control ID (ACID) created for the XCOM Data Transport address space should be given the following
attributes. For more information, see the Top Secret documentation.

If XCOM Data Transport is running as a started task, you may have to add the XCOM Data Transport proc to the
allowable started task list. This depends on your installation's approach to securing Started Task Control (STC). It is
always a good idea to protect the XCOM Data Transport started task, because it will usually be given powerful access
privileges.
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To define your ACID

Use this format:

TSS ADDTO(STC)PROC(XCOM'sSTC)ACID(XCOM'sACID)

FAC(STC)
Allows XCOM Data Transport to run as a started task.

MASTFAC(XCOM)
Must match the facility name defined above.

NOSUBCHK
Allows XCOM Data Transport to submit jobs on behalf of another user.

PASS(NOPW,0)
The operator will not be prompted for a password at XCOM Data Transport startup time.

Restrict Logical Unit Access

Top Secret considers a logical unit (LU) to be a TERMID resource type. Logical units are identified by their LU names.

To assign ownership of a particular logical unit

Use this format:

TSS ADD(ACTDEPT)TERMID(luname)

The Top Secret source of origin security feature can restrict a particular user or profile by permitting access to the system
from designated LUs only.

To permit access to the system from designated LUs only

Use this format:

TSSADD(USER01)SOURCE(luname)

If access is denied to a logical unit, the following Top Secret message is generated:

TSS 974E TERMINAL(luname)ACCESS DENIED

Define a Resource Class

XCOM Data Transport r12.0 provides the ability for the installation to create resource classes for Partner and Command
security. Resource classes provide the ability to separate the security rules for XCOM Data Transport from other products
to improve performance on refreshing the resource class.

A resource class is added to the Resource Definition Table (RDT) and must then have an owner defined before access
can be granted to it.

 

Define a Resource Class

XCOM Data Transport r12.0 provides the ability for the installation to create resource classes for Partner and Command
security. Resource classes provide the ability to separate the security rules for XCOM Data Transport from other products
to improve performance on refreshing the resource class.

A resource class is added to the Resource Definition Table (RDT) and must then have an owner defined before access
can be granted to it.
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Define a Partner Resource Class

TSS ADDTO(RDT) RESCLASS(xcomfac) RESCODE(nnn) MAXLEN(255) ACLST(NONE, ALL, READ)

RESCLASS(xcomfac)

Defines the name of the resource class for partner security.

RESCODE(nnn)

Specifies the Top Secret resource code. Valid values are 001-03F for a General Resource or 101-13F for Prefixed
Resource. A prefixed resource class is a resource that allows masking characters and has an ownership resource
name length up to 26 characters. General resource classes only allow masking characters when defined with the MASK
attribute, and have an ownership resource name length of eight characters.

MAXLEN(255)

Specifies the maximum permission length for the resource.

ACLST(NONE, ALL, READ)

Specifies the resource access levels. For partner security, NONE and READ are the only levels required. XCOM Data
Transport only looks for read access to the resource when checking access to a partner.

Define a Command Resource Class

TSS ADDTO(RDT) RESCLASS(xcomfac) RESCODE(nnn) MAXLEN(255) ACLST(NONE, ALL, READ, UPDATE)

RESCLASS(xcomfac)

Defines the name of the resource class for command security.

RESCODE(nnn)

Specifies the Top Secret resource code. Valid values are 001-03F for a General Resource or 101-13F for Prefixed
Resource. A prefixed resource class is a resource that allows masking characters and has an ownership resource
name length up to 26 characters. General resource classes only allow masking characters when defined with the MASK
attribute, and have an ownership resource name length of eight characters.

MAXLEN(255)

Specifies the maximum permission length for the resource.

ACLST(NONE, ALL, READ, UPDATE)

Specifies the resource access levels. For partner security, NONE, READ and UPDATE are the only levels required.
XCOM Data Transport only looks for read or update access to the resource when checking access to a command.

Grant Ownership of a Resource Class

TSS ADDTO(MASTERQ) xcomfac(resource)

xcomfac(resource)

Specifies the class and resource being defined as owned by the specified ACID. The resource class is specified for
xcomfac and the resource name is defined as needed for a partner or command. The format for partner resources is
described in SAF Security Call—Partner Security. The format for command resources is described in SAF Security Call—
Command Security.

Grant Permission to a Resource Class

TSS PERMIT(acid) xcomfac(resource) ACCESS(access level)
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xcomfac(resource)

Specifies the resource in the specified class to be permitted to the specified ACID. The resource class is specified for
xcomfac and the resource name is defined as needed for a partner or command. The format for partner resources is
described in SAF Security Call—Partner Security. The format for command resources is described in SAF Security Call—
Command Security.

ACCESS(access level)

Specifies the level of access to be granted to the ACID. This is based on the access levels defined to the resource class.
For Partner security, you would grant either READ or NONE access based on whether the ACID is allowed to access the
partner resource. For Command security, you would grant READ, UPDATE, or NONE access based on whether the ACID
is allowed access to the command.

How the Security Interface Works

When a file transfer request is received, the system and interface perform the following actions:

• XCOM Data Transport first ensures that the user ID and password that is supplied by the remote user is valid. This is
done with the RACINIT macro. The password that is sent across the line is encrypted. In addition to the user ID, the
VTAM APPLID and the VTAM LU name fields are passed to the RACINIT macro by the APPL and TERMID operands.
A new password is specified by the user to change the current password.

• XCOM Data Transport also passes the VOLSER of the volume where the requested data set resides.
• The XCOM Data Transport Top Secret interface requests that an ACEE be created and saved by the RACINIT macro

for use by the authorization routine.
User ID/password validation is done for data files and job type transfer requests, but not done for report type transfer
requests.

• The XCOM Data Transport Top Secret Interface then passes the ACEE to the RACHECK macro that determines
whether the user ID has access privileges.
Three types of allocation checking are done for data set access requests. The allocation type that is used depends on
the level of access requested:
– READ authority
– WRITE authority
– CREATE authority

• The ACEE is deleted by using the RACINIT ENVIR=DELETE command after access checking. This purges the user
ACEE from the system.

How Job Submission Works with Top Secret Enabled

XCOM Data Transport supports the initiation of jobs from a remote LU through the internal reader (INTRDR).

When a job is submitted, XCOM Data Transport performs the following actions:

• Validates the user ID and password that are on the job statement. (SURCHK=YES and SURCLS must be specified in
the XCOM Data Transport Default Options Table.)
This check is performed on the receiving system. This validation does not take place if the user ID on the job statement
is the same as that used by the XCOM Data Transport started task on the receiving system, or if it is the same user ID
under which the receiving XCOM Data Transport server is executing.
If the combination is invalid or contains blanks, Top Secret determines what happens next. For example, the procedure
might have failed outright, or it might be allowed under the access privileges of a default user ID.

• Checks for USER and PASSWORD parameters on the JOB statement. If there are none, XCOM Data Transport
inserts those specified by the remote user on to the JOB statement. Access checking is based on this user ID, not
XCOM Data Transport's authorization.
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NOTE
The inserted password is visible only to the XCOM Data Transport security interface and does not appear on
any system or job output.

Possible Error Conditions -- Top Secret

When error or abnormal conditions occur, the XCOM Data Transport Top Secret interface extracts the Top Secret
message and describes the failure.

For more information about Top Secret messages, see the Messages section in the Top Secret for z/OS documentation.
Top Secret messages are of the format TSS9999, where 9999 is the message number.

All error messages have the following in common:

• They are displayed on the XCOM Data Transport console.
• They are logged to the XCOM Data Transport log file.
• They are sent to the remote LU and logged/displayed on that machine.

For more information about abnormal conditions, ask the security administrator to review the Top Secret log.

IBM RACF Security Interface
Learn how IBM RACF Security module of XCOM Data Transport implements secure transfers.

Access Restrictions

The XCOM Data Transport IBM RACF security interface uses standard IBM RACF macros to validate access to
resources. In addition to data set access checking, the XCOM Data Transport security interface checks the source of
origin, time of access, and volume level. The security interface determines whether the user ID is allowed to access the
requested resources. For example, if a job is submitted by a remote XCOM Data Transport system, it runs under the
authorizations of the remote user.

Access Authorization

When XCOM Data Transport opens a file, IBM RACF uses the access authority that is granted to the XCOM Data
Transport address space rather than the authority that is granted to the user. Therefore, XCOM Data Transport should
be given access authority for all data sets (except for sensitive data sets that are not needed by XCOM Data Transport
users). 913 abends indicate that a user has authorization to access a data set, but the XCOM Data Transport address
space does not. In this case, XCOM Data Transport sends an error message to the user.

Started Task Definition

When XCOM Data Transport runs as a started task, it must be given a started task definition by the security administrator.
To implement this new definition, the IBM RACF started task table must be assembled and relinked (see the IBM Security
Server RACF System Programmer's Guide). Make sure the UID associated with the started task has sufficient access
authority. Also, XCOM Data Transport should be granted multiple user authorizations.

APPLID Protection

If the XCOM Data Transport APPLID is protected, it must be defined to IBM RACF. See the IBM Security Server RACF
Security Administration Guide. XCOM Data Transport users must be given explicit authority to use this APPLID.
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How the RACF Security Interface Works

When a file transfer request is received, the system performs the following actions:

1. XCOM Data Transport first ensures that the user ID and password are valid through the RACINIT macro. The
password that is sent across the line is encrypted. In addition to the user ID, the VTAM APPLID and the VTAM LU
name fields are passed to the RACINIT macro through the APPL and TERMID operands. A new password can be
specified by the user. XCOM Data Transport also passes the VOLSER of the volume on which requested data sets
reside.

2. The XCOM Data Transport IBM RACF Interface requests that an ACEE is created by the RACINIT macro and saved
for use by the authorization routine.
User ID/password validation is done for data files and job type transfer requests, but not for report type transfer
requests.

3. The XCOM Data Transport IBM RACF Interface then passes the ACEE to the RACHECK macro that determines
whether the user ID has access privileges. For data set access requests, three types of allocation checking are done,
depending on the level of access requested:
– READ authority
– WRITE authority
– ALLOCATION authority

4. After access checking is done, the ACEE is purged from the system with the following command:
RACINITENVIR=DELETE

NOTE
Access events are logged by SMF under both the XCOM Data Transport and the user UID.

How Job Submission Works with IBM RACF Enabled

XCOM Data Transport supports the initiation of jobs from a remote LU through the internal reader. When a job is
submitted, XCOM Data Transport performs the following actions:

1. Validates the user ID and the password that are provided by the remote user.
2. Checks for the USER and PASSWORD parameters on the JOB statement. If theUSER and PASSWORD parameters

are not on the JOB statement, XCOM Data Transport inserts the parameters that are specified by the remote user
onto the JOB statement. The inserted password is visible only to the security interface and does not appear on any
system or job output. Access checking is based on this user ID, not XCOM Data Transport's authorization.

NOTE
If the XCOM Data Transport user ID and the user ID on the JOB statement differ, the job runs under the
privileges of the latter.

Possible Error Conditions

When an error condition occurs, the XCOM Data Transport IBM RACF security interface returns an error message
describing the failure. For example:
XCOMM5502E INIT ERR 08 00:INVALID PASSWORD

Recommended actions are also provided. For a listing of error messages, see the Messages topic. All XCOM Data
Transport IBM RACF security interface messages have XCOMM55nnE message ID formats.

All error messages have the following items in common:

• They are displayed on the XCOM Data Transport console.
• They are logged to the XCOM Data Transport log file.
• They are sent to the remote LU and logged/displayed on that computer
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For additional information about the cause of a XCOM Data Transport IBM RACF error message, ask the security
administrator to review the IBM RACF log.

System Authorization Facility (SAF) Interface
Select the XCOM Data Transport System Authorization Facility (SAF) Interface by specifying SECURITY=SAF in the
XCOM Data Transport Default Options, or specify SAF by overriding the SECURITY parameter on the XCOM Data
Transport EXEC statement.

SECURITY=SAF requires:

The XCOM Data Transport address space must be APF authorized.

• z/OS UNIX services must be available.

SECURITY=SAF causes the security context of the task that performs the transfer to change to the user specified by the
transfer parameters. The new security context is used by z/OS and your security package to verify access to resources
required by the transfer. This eliminates the need to give the XCOM Data Transport address space access to resources
required by the transfer.

XCOM Data Transport creates the new security context by calling the BPX1SEC callable service from z/OS UNIX (also
known as _login). The BPX1SEC callable service triggers the security checking of the environment by whichever security
package is in control of the XCOM Data Transport address space.

NOTE
If the user specified by the transfer parameters is the same as the XCOM Data Transport address space, the
call to the BPX1SEC callable service is bypassed.

SECURITY=SAF processing is the same regardless of how the transfer is initiated: XCOMJOB TYPE=EXECUTE,
XCOMJOB TYPE=SCHEDULE, XCOM Data Transport ISPF interface, XCOM Data Transport API and remotely-initiated
transfers.

Because SECURITY=SAF is used only for the actual transfer process, it should not be used with the XCOM Data
Transport XCOMPLEX Admin Server (XCOMXADM).

BPX1SEC Callable Service Security Model

The security requirements for the BPX1SEC callable service depend on the z/OS UNIX security model:

• If the BPX.DAEMON resource in the FACILITY class is not defined, then XCOM Data Transport is under the native
UNIX security model.

• If the BPX.DAEMON resource in the FACILITY class is defined, then XCOM Data Transport is under the z/OS UNIX
security model.

BPX1SEC Callable Service Native Security Requirements

Under the native UNIX security model, the XCOM Data Transport server (XCOMXFER) address space needs to be a
UNIX superuser. This means that, in its OMVS segment, it needs to have a UID of 0 (zero).

See the IBM z/OS UNIX Security Fundamentals Redpaper for more details on z/OS UNIX Security.

BPX1SEC Callable Service z/OS UNIX Security Requirements

Under the z/OS UNIX security model, the XCOM Data Transport address space must be a 'clean' (not dirty) environment
in terms of program control. The libraries and programs must be defined to the security product and the XCOM Data
Transport address space needs access to them.

The XCOM Data Transport server (XCOMXFER) address space requires one of the following:
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• READ access to the profile for the user that the transfer parameters in the SURROGAT class specifies.
• READ access to BPX.DAEMON and a UNIX superuser (in its OMVS segment, a UID of 0).

See the IBM z/OS UNIX Security Fundamentals Redpaper for more details on z/OS UNIX Security.

Security Considerations for USS Files
USS support enforces SAF security for all transfers that involve a USS file, regardless of the SECURITY= parameter in
the defaults table or EXEC statement.

SECURITY=NONE/ACF2/RACF/TOPS is honored for all other types of files.

 

 

Secure Your Password in Batch Transfers
When you perform a transfer from XCOM Data Transport, you specify the userid and password in the Job. If you do not
want to use trusted transfer, you specify the userid and password. You can secure the password in the transfer.

For non-expiring passwords, trusted transfers allow the transfer to be submitted without a userid and password, but there
are checks within the trusted facility to verify the computer and user that initiated the transfer. With the trusted facility, you
can configure the trusted database for your entire XCOM network. You can then change expiring passwords centrally.

1. Remove Parameters USERID= and PASSWORD= from the SYSIN01 and store it in a separate member. Then,
concatenate that member behind DD-Card SYSIN01:

//SYSIN01 DD * 

IPNAME=nnn.nnn.nnn.nnn 

IPPORT=8044 

TYPE=SEND 

FILETYPE=FILE 

FILEOPT=REPLACE 

LFILE=AAA.BBB.CCC 

FILE=/aaa/bbb/ccc.txt 

...

/* 

// DD DISP=SHR,DSN=DDD.EEE.FFF(USERPASS)

2. Use the XCOMENCR job that is provided in the CBXGLOAD data set and encrypt the password in that member.
This job replaces the readable password by an encrypted password. The product can interpret that encrypted
password.

3. You can restrict access to the data set (in this example 'DDD.EEE.FFF') to a few users.

Password Protection by Encryption
XCOM Data Transport always protects the password thru the use of encryption. XCOM Data Transport encrypts the
password in the configuration file as well as during transmission. The cipher used for encrypting the password can be
selected by parameter.
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How Configuration File Password Encryption Works

Eliminate Passwords from Parameter Files

Previous releases of XCOM Data Transport for z/OS required users to supply a password in their file transfer parameters
when communicating to the IBM Midrange (AS/400, for example) as well as OS/2.

XCOM Data Transport makes the specification of a password optional in most cases, even when updating a secured
resource on the remote system.

The Already Verified Indicator

XCOM Data Transport for z/OS supports a field called the “already verified indicator” in the function management header
(FMH-5 or Attach Header). This bit is set if all of the following conditions are met:

• The user omits a password and does not override their password.
• The remote system is defined with ACCSEC=YES.
• The BIND specifies that ACCSEC is supported. The BIND must also specify that the FMH5 user ID “already verified”

indicator will be allowed. This usually requires a configuration parameter on the IBM midrange system.

Eliminate Passwords from Parameter Files
Previous releases of XCOM Data Transport for z/OS required users to supply a password in their file transfer parameters
when communicating to the IBM Midrange (AS/400, for example) as well as OS/2.

XCOM Data Transport makes the specification of a password optional in most cases, even when updating a secured
resource on the remote system.

The Already Verified Indicator
XCOM Data Transport for z/OS supports a field called the “already verified indicator” in the function management header
(FMH-5 or Attach Header). This bit is set if all of the following conditions are met:

• The user omits a password and does not override their password.
• The remote system is defined with ACCSEC=YES.
• The BIND specifies that ACCSEC is supported. The BIND must also specify that the FMH5 user ID “already verified”

indicator will be allowed. This usually requires a configuration parameter on the IBM midrange system.

Set Up Trusted Access Security
The Trusted Access feature is used for z/OS-initiated transfers to XCOM Data Transport for Windows and UNIX platforms.
Trusted Access also allows Windows- or UNIX-initiated transfers to XCOM Data Transport for z/OS.

Trusted Access allows transfers to be sent without specifying a user ID and password, as long as the remote partner
has the z/OS system defined as trusted, with the same user ID as the sending system. The user ID specified for the z/
OS system must match the user ID of the person logged on to the initiating partner. In this case, even if no user ID or
password is provided, the transfer will be allowed to proceed.

Example

If your logon ID on a Windows, UNIX, or z/OS platform is USER01 and your logon ID on the target z/OS platform is
also USER01, then the trusted transfer can run without specifying the user ID and password. XCOM Data Transport will
automatically try to match the logon ID to the TRUSTID entries in the destination member for the remote partner.
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Trusted Transfers to z/OS
For trusted transfers sent to z/OS, a destination member for the remote system must be enabled with a TRUSTID entry
that matches the user ID sent by the remote system. The TRUSTID parameter consists of a user ID and an optional
group ID. The user ID specified on a TRUSTID parameter must match the user ID of the person logged on to the initiating
system.

For more information about the TRUSTID parameter, see Destination Parameters for Single LUs, Groups of LUs, and
Single IPNAMEs in CONFIG Member Parameters.

Implement Trusted Access Security for Transfers to z/OS
To implement Trusted Access security, define a destination member with one or more TRUSTID entries.

The sample destination member below is used to determine if Trusted Access is permitted for requests from remote
system 130.200.123.45. It contains four TRUSTID entries:

• The first entry has only the USERID coded, because it is a valid signon ID on the local z/OS system.
• The second entry is not a valid z/OS user and has a GROUPID coded to point to a valid z/OS user GEORGENG that

will be used for a trusted transfer initiated by remote user TRUSTGNG.
• The third entry is not a valid z/OS user and has a GROUPID coded to point to a valid z/OS user USER003 that will be

used for a trusted transfer initiated by remote user TRUSTGNG2.
• The fourth entry is a valid z/OS user and has a GROUPID coded to point an alternative valid z/OS user USER004 that

will be used for a trusted transfer initiated by remote user TRUSTGNG3.

***********************************************************************

*  FUNCTION: DEST FOR GEORGE'S WINDOWS (TCP/IP)                       *

***********************************************************************

TYPE=DEST                                                              

WRITER=                                                                

IPNAME=130.200.123.45                                                  

IPPORT=8044                                                            

TRUSTID=GEORGENG            THIS IS A VALID z/OS signon                

TRUSTID=TRUSTGNG,GEORGENG   THIS PC USERID will use GEORGENG on z/OS   

TRUSTID=TRUSTGNG2,USER003   THIS PC USERID will use USER003  on z/OS   

TRUSTID=TRUSTGN32,USER004   THIS PC USERID will use USER004  on z/OS   

Trusted Transfers from z/OS
When initiating a transfer from XCOM Data Transport for z/OS, the TRUSTED parameter must be set to YES in SYSIN01
to indicate to the receiving system that this transfer is a trusted transfer. If the user initiating the trusted transfer is not
defined as a Trusted user on the receiving platform, then USERID= must be set to a user ID or group ID that is defined on
the receiving platform. USERID is accepted only if USEROVR is set to YES in the XCOMDFLT.

The SYSNAME and SYSID configuration parameter values are passed to the remote partner to identify the system
requesting trusted access.

Data Encryption Using SSL/TLS
SSL/TLS is used to perform secure TCP/IP transfers between platforms running XCOM Data Transport r11 and above that
support secure (SSL/TLS) TCP/IP. A secure (SSL/TLS) TCP/IP transfer allows for the encryption of the transmitted data
and adds a digital signature to the encryption of the transmitted data.
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XCOM Data Transport employs IBM System SSL to perform the Secure Socket Layer (SSL)/Transfer Layer Security(TLS)
while performing secure TCP/IP transfers. IBM System SSL offers a FIPS-compliant mode which includes enhanced
certificate and key management.
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Using
Once you have completed the preparing for installation, installation, and post-installation processing steps, you
can log in and begin using XCOM Data Transport for z/OS.

This section contains the following topics:

• The Menu Interface (TSO/ISPF Panels)
Access to the Primary Option Menu from ISPF is site-dependent. If XCOM Data Transport is not an option on the ISPF
Primary Option Menu or any subordinate ISPF menu screen, include a procedure in your CLIST, select Option 6 from
the ISPF Primary Option Menu, press Enter to go to the command line mode, and type the name of the member where
your CLIST is stored (for example, XCOM116). Then, press Enter again to invoke XCOM Data Transport.

• The Batch Interface
All local and remote z/OS users can send and retrieve data files between z/OS and other z/OS or non-z/OS systems
using the XCOM Data Transport Batch Interface. In addition, all local z/OS users can use the Batch Interface to send
jobs and reports for processing to remote systems.

• The XCOM Programming Interface
You can invoke XCOM Data Transport from application programs to execute file transfers. We provide examples of
COBOL and Assembler main programs calling XCOMJOB as a subprogram.

• Remote Spooling (Process SYSOUT)
The Process SYSOUT Interface allows passive use of XCOM Data Transport. No XCOM Data Transport commands
or XCOM Data Transport JCL procedures are necessary. IBM utility programs such as IEBGENER, and common TSO
commands such as PRINTOFF, VPSPRINT, and DSPRINT can invoke XCOM Data Transport.

• Operation and Control
Review the console commands that are provided with the XCOM Data Transport for z/OS software.

• History and SMF Files
Review the XCOM Data Transport SMF record, the XCOM Data Transport History File, the XCOMUTIL utility, which
selectively purges records from the History File, and the XCV2ODBC utility, which migrates a VSAM history database
to an ODBC (DB2) history table.

• Request Queue Migration
The XCOMMIGR facility migrates a request queue for use with another version of XCOM Data Transport for z/OS.

• Sample Files
We provide sample files on the XCOM Data Transport for the z/OS distribution file.

• User Exits
XCOM Data Transport user exits let you modify characteristics and capabilities of XCOM Data Transport software
by inserting your own routines at various positions, which are known as exit points, in the source code. This section
provides information about all currently available user exits.

The Menu Interface (TSO/ISPF Panels)
This article describes the menu interface, menu hierarchy, PF keys, and the Help facility.

Entering the Menu Interface

Access to XCOM Data Transport's Primary Option Menu from ISPF is site-dependent. If XCOM Data Transport is not an
option on the ISPF Primary Option Menu or any subordinate ISPF menu screen, include a procedure in your CLIST and
use the following procedure:

1. Select Option 6 from the ISPF Primary Option Menu and press Enter to go to the Command Line mode.
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2. On the command line, type the name of the member where your CLIST is stored (for example, XCOM116), then press
Enter to invoke XCOM Data Transport.

Sample CLIST

A sample CLIST follows.

PROC 0 DEBUG

CONTROL END(DEND)

IF &DEBUG NE THEN CONTROL LIST CONLIST SYMLIST

/*********************************************************************/

START: +

ISPEXEC LIBDEF ISPPLIB DATASET ID('XCOM.RB6.CBXGPNL0')

ISPEXEC LIBDEF ISPMLIB DATASET ID('XCOM.RB6.CBXGMSG0')

STEPLIB DSNAME('XCOM.RB6.CBXGLOAD')

ISPEXEC LIBDEF ISPTLIB DATASET ID('XCOM.RB6.CBXGTBL0' +

                                  '&SYSUID..ISPF.ISPPROF')

ALTLIB ACTIVATE APPLICATION(CLIST) DA('XCOM.RB6.CBXGCLS0')

ISPEXEC SELECT PANEL(XCOMPRIM) NEWAPPL(XCOM) PASSLIB

ISPEXEC LIBDEF ISPPLIB

ISPEXEC LIBDEF ISPMLIB

ISPEXEC LIBDEF ISPTLIB

ALTLIB RESET

NOTE
Substitute your library names for the names in the sample.

Menu Hierarchy

XCOM Data Transport can be invoked through TSO/ISPF, using the Menu Interface or the XCOM Data Transport CLIST
Library (CAI.CBXGCLS0). Through the facilities of TSO/ISPF Dialog Manager, XCOM Data Transport provides a set of fill-
in-the-blank menu screens. Here is the display of the hierarchy of the main XCOM Data Transport screens.
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Figure 11: XCOM Data Transport Menu Hierarchy

Default Values

Each time that you access XCOM Data Transport's ISPF dialog, previously selected values are retrieved from your ISPF
profile. However, in the interest of security and data integrity, certain parameters, such as the Remote System Password,
Local System Password, Notify User on Local System, and Create/Add/Replace fields, are not retained. Instead, they are
set to their default values (or blanks, in the case of passwords).

Override inappropriate values for the current transfer by typing in the correct values.

NOTE
Parameters that cannot be set through a XCOM Data Transport screen are set to the site-defined default values
as obtained from the XCOM Data Transport default table that is entered on the menu.

Special Feature Keys

All XCOM Data Transport screens permit the use of programmable function keys, most of which are used in a manner
consistent with ISPF. XCOM Data Transport uses standard ISPF Dialog Manager services and is compatible with the
normal ISPF environment. These services include the following keys:

PF1
Invokes online Help from a working screen. PF3 returns you back to the original screen where Help was invoked.

PF2
Activates ISPF split-screen mode.

PF3
Returns you to the previous screen. Input that is already entered on the current screen is saved. If the current
screen is the Primary Option Menu, you are returned to the ISPF panel that first invoked XCOM Data Transport.

PF7
Scrolls backward (up) to continue the display for panels with multiple entries.
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PF8
Scrolls forward (down) to continue the display for panels with multiple entries.

PF9
Swaps the current screen to the other screen in split screen mode.

PF10
Invokes the Additional File Information screen, allowing you to enter parameters that provide additional
information about the local or remote file.

PF11
Invokes the File Transfer Scheduling Information screen, allowing you to enter file-scheduling parameters.

PF12
Invokes the File Allocation Information File screen from the Send MVS File To Another System screen. Allowing
you to override default and propagated space and DCB values for new z/OS data sets.

Help Facility

XCOM Data Transport features a Help facility, which provides help information for every XCOM Data Transport screen.
You can obtain help information by using the PF1 key as follows:

• When you want to obtain help for a particular field, place your cursor on that field and press PF1.
• Pressing PF1 when the cursor is on the COMMANDS line allows you to start a XCOM Data Transport tutorial session,

with the current screen as its starting point.
• When a message is displayed, pressing PF1 provides help for that message.
• To cancel a help session and return to the starting point, press PF3.

The Primary Option Menu

The XCOM Selection Menu is the entry point for the XCOM Data Transport Menu Interface screens. Four options are
provided. In addition to selecting a menu option, certain primary processing parameters can be specified on this screen.
The values that are entered are retained on all subsequent screens for this transfer, but can be overridden by typing in
new values.

--------------------------------------------------------------------------------

mm/dd/yy                     CA XCOM Release v12                       USER01

08.099                       Primary Option Menu                        11:00

--------------------------------------------------------------------------------

OPTION  ===>

       1  -    1.1 - Send Files    1.2 - Send Reports   1.3  - Send Jobs

       2  -  Receive Files                  3  -  XCOM Operator Control

 Remote System Identification

   IP Dest: 123.123.123.123                          Port: 4567   SSL: YES

      CONFIG SSL:

   or      SNA LU Name:            or  XCOM Group Name:

   or  XCOM List  Name:           

 Local System Identification

   Server: 321.321.321.321                          Port: 5678   Protocol: TCP

      Queue for Execution (Y/N): Y        (N = Execute immediately)

   CA XCOM Configuration Member:          (or Default Table member)

         XCOMCNTL Data Set Name:

        Save SYSIN01 in DS Name:
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        Only Save SYSIN01 (Y/N): N

--------------------------------------------------------------------------------

PFK  1/Help   3/End                COPYRIGHT (C) yyyy CA TECHNOLOGIES, INC.

F1=Help     F2=SPLIT     F3=End       F4=RETURN    F5=RFIND   F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold   F12=Alloc

Selection Menu Options

The options for the Primary Option Menu are as follows:

1 - Send Files, Reports, Jobs
Used for sending a file, report, or job to a remote system.

2 - Receive Files
Used for receiving a file from a remote system.

3 - XCOM Operator Control
Used to display information about, or to alter certain parameters pertaining to all pending, in-progress, or
completed transfers on a particular XCOM Data Transport server. XCOM Data Transport Operator Control can
also be used to change a transfer's status.

In a Coupling Facility environment, this panel can be used to display information about pending, active, and completed
transfers for XCOM Data Transport XCOMPLEX Worker Servers that are connected to an XCOMPLEX Admin Server.
Changes cannot be made to this list of transfers; changes can only be made when looking at a list of transfers for an
individual XCOMPLEX Worker Server. This option also applies to a Sysplex environment utilizing PLEXQ.

Primary Processing Parameters

The primary processing parameters for the Primary Option Menu are described in the following topic.

Remote System Identification

Identifies the partner system involved in a XCOM Data Transport transfer. The terms in which the partner system can be
identified are described in the following topics.

IP Dest

Specifies the name or address of the TCP/IP system or node with which a transfer is to take place.

x1 . . . x63
Specifies the name or address of the remote TCP/IP system that is involved in a transfer. The name can contain
up to 63 alphanumeric characters and it must be one that has been defined to the domain name server. The
address can be in IPv4 or IPv6 notation.

NOTE
This parameter is mutually exclusive with SNA LU Name, XCOM Group Name, and XCOM List Name; one of
the five is specified for each file transfer request.

Port

Specifies the number of the IP port where XCOM Data Transport listens at the remote system.

NOTE
This field is displayed on subsequent screens only if an IP name or address is specified in the Remote System
Identification field.
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1 to 65535
Identifies the IP port monitored (listened to) by XCOM Data Transport at the remote system.

NOTE
If this field is left blank, the port value that is specified in the XCOM Data Transport Default Options Table is
used.

SSL

Specifies whether to use an SSL/TLS socket or non-SSL/TLS socket for transfers.

YES
Performs a secure transfer. The transfer uses an SSL/TLS socket and must connect to an SSL/TLS listener on
the remote partner.

NO
Performs a non-secure transfer. The transfer uses a non-SSL/TLS socket.

Default: NO

CONFIG SSL

Specifies the ZFS SSL configuration file path and file name.

1 to 256 characters
Specifies the ZFS path and file name of the SSL/TLS configuration file that XCOM Data Transport uses for secure
transfers.

NOTE
Sample SSL/TLS configuration files are provided with the installation. The SYSconfigSSL.cnf file is provided for
SYSTEM SSL transfers.

Default: None

SNA LU Name

Specifies the logical unit name of the remote system with which a transfer is to take place.

xxxxxxxx
Specifies up to eight alphanumeric or national characters representing the logical unit name of the remote system
with which a transfer is to take place. The first character cannot be numeric.

NOTE
This parameter is mutually exclusive with the IP Name and XCOM Group Name.

XCOM Group Name

Sends this file transfer to the first available LU of a group of logical units that has been previously defined in the XCOM
Data Transport Destination Table or to a single TCP/IP partner.

xxxxxxxx
Specifies up to eight alphanumeric or national characters representing a group of previously defined logical units
where the first available LU receives this file transfer. The initial character must be national or alphabetic.
The XCOM group name can also be used to provide an alias for a single LU, IP name, or IP address.

NOTE
This parameter is mutually exclusive with SNA LU Name, IP Name, and XCOM List Name; one of the five is
specified for each file transfer request.
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XCOM List Name

Used when this file transfer is broadcast to all the remote destinations designated on a predefined distribution list.

xxxxxxxx
Enter up to eight alphanumeric characters representing the name of a list to which this transfer is to broadcast.

NOTE

This parameter is mutually exclusive with XCOM Group Name, SNA LU Name, and IP Name; one of the five is
specified for each file transfer request.

This parameter is valid only for queued transfers. As a result, some of the file transfers start at different times.
The Menu Interface Transfer Request Display screen can be used to check the current completion status of the
file transfers that a broadcast distribution initiates.

Local System Identification

Identifies the local system that is involved in a XCOM Data Transport transfer. The terms in which the local system can be
identified are described in the following items.

Server

Specifies the server that starts the transfer. For a TCP, SSL/TLS, or XCOMPLEX Admin request, it is the TCP/IP name or
address of the server. For an SNA request, it is the APPL name for the server. For a PLEXQ request, it is the name of the
PLEXQ to submit to. This parameter is required.

NOTE
If a value is not specified for this field, a value is taken from the XCOM Data Transport configuration member
that is in effect. The configuration parameter that is used is based on the protocol that is in effect. For TCP and
SSL/TLS, STCIP is selected. For SNA, STCAPPL is selected. For PLEXQ, STCPLEXQ is selected.

Port

Specifies the IP port of the STCIP of the XCOM Data Transport server on the mainframe that is to start the transfer. Or
the XCOMPLEX Admin Server that is to schedule the transfer to an XCOMPLEX Worker Server. Required for TCP or the
SSL/TLS transfers.

nnnnn
Specifies the IP port of the XCOM Data Transport server or XCOMPLEX Admin Server. The IP port can contain
valid numeric values 1 through 65535. This value is the same as the STCPORT that you can specify in your
XCOMJOB PARM.

Default: None

NOTE
If a value is not specified for this field, a value is taken from the STCPORT parameter of the XCOM Data
Transport configuration member that is in effect.

Protocol

Specifies whether the Server field is the STCIP, APPLID, or PLEXQ group name of the XCOM Data Transport server
on the mainframe that is to start the transfer. Or the XCOMPLEX Admin Server that is to schedule the transfer to an
XCOMPLEX Worker Server.

xxx
Valid values are SNA, TCP, SSL/TLS, and PLQ.
If you specify SNA, then the Server field must be a one- to eight-character entry conforming to the rules for VTAM
APPLIDs.
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If you specify TCP or SSL/TLS, the Server field must be a 1- to 64-character entry conforming to the rules for a
TCP/IP name or address. If the server listens to a port other than 8044, specify the port address.
If you specify PLQ, then the Server field must be a 1-8 character entry specifying the name of the PLEXQ group
to join for processing the request.

NOTE
If a value is not specified for this field, a value is taken from the STCPROTOCOL parameter of XCOM
Data Transport configuration member that is in effect. If a configuration member is not in effect or the
STCPROTOCOL parameter is not specified in the member, the protocol defaults to SNA.

Queue for Execution

Specifies whether this transfer request is queued for execution by the XCOM Data Transport server or through the
XCOMPLEX Admin Server, or executed immediately.

Y
This request is queued for execution by the XCOM Data Transport server or the XCOMPLEX Admin Server.
If the remote system is unavailable and the file transfer request is queued, the transfer executes. When the
remote system becomes available. Queued functions permit a higher degree of processing control. For example,
queued transfers can be prioritized or held from execution until they are manually released.

N
This request is executed immediately.
Non-queued transfers must execute within a specified default timeout duration (defined in the Default Options
Table) or they are aborted.

Default: Y

XCOM Data Transport Default Member Name

Specifies the name of an alternate XCOM Data Transport default table or configuration member to use.

xxxxxxxx
Specifies the name of an alternate XCOM Data Transport default options table or configuration member. This
name can be one to eight alphanumeric characters.

Default: XCOMDFLT

NOTE
The default table from prior releases 11.5 and 11.6 can be used by copying the member to the STEPLIB dataset
specified in your CLIST.

XCOMCNTL Data Set Name

Specifies an alternate XCOM Data Transport control library that is used for this transfer.

xxxx.xxx.xxxxxxxx
Specifies the name of an alternate XCOM Data Transport control library that is used for this transfer. The control
library name is a data set name. This library is where a configuration member must reside.

NOTE
This parameter is only used for non-queued transfers (Queue for Execution=N).

Save SYSIN01 in DS Name

Specifies a data set name where XCOM Data Transport writes the SYSIN01 parameters for the file transfer in addition to
performing the file transfer.
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xxxx.xxx.xxxxxxxx
Specifies the name of a dataset where XCOM Data Transport writes the SYSIN01 parameters that are used for a
transfer.

NOTE

Specifying this field allows a user to save the SYSIN01 parameters for an ISPF-initiated file transfer. You can
execute a batch job to perform the same file transfer at a later date.

The PASSWORD parameter is saved as encrypted when an unencrypted SYSIN01 is saved. The XCOM Data
Transport Batch accepts the PASSWORD in encrypted and non-encrypted format.

The data set named in this field must be an existing physical sequential file or a member of a PDS.

If this field contains a value, XCOM Data Transport saves the SYSIN01 parameters.

Only Save SYSIN01

Specifies whether XCOM Data Transport only saves the SYSIN01 parameters, or both save the parameters and initiate
the transfer.

Y
XCOM Data Transport only writes the SYSIN01 parameters to the data set specified in the Save SYSIN01 in the
DS name field. XCOM Data Transport does not initiate a file transfer.

N
XCOM Data Transport saves the SYSIN01 parameters and initiates the file transfer.

NOTE
This field, which is used in conjunction with the Save SYSIN01 in the DS Name field, allows you to create a
SYSIN01 file for later use with the Batch Interface.

Default: N

MVS Send Functions Menu

The MVS Send Functions screen is used to select one of the three types of outbound transmissions that are made with
XCOM Data Transport. Data is transmitted to a remote system in the form of a file, report, or job. The other fields that are
displayed on the screen reflect the entries that are made on the previous Primary Option Menu and can be overridden on
this screen.

------------------------------------------------------------------------------- 

mm/dd/yy                     CA XCOM Release v12                        USER01

                             MVS Send Functions                         11:18

-------------------------------------------------------------------------------

OPTION   ===> 

                      1  -  Send Files to Another System

                      2  -  Send Reports to Another System

                      3  -  Submit Jobs to Another System

   Remote System Identification

     IP Name or Address:                                          Port:

    or      SNA LU Name:

    or  XCOM Group Name:

    or  XCOM List  Name:

 366



 XCOM™ Data Transport® for z/OS 12.0

      Queue for Execution (Y/N): Y         (N = Execute immediately)

 Local System Identification

   Server: 321.321.321.321                          Port: 5678   Protocol: TCP

--------------------------------------------------------------------------------

PFK  1/Help   3/End                          COPYRIGHT (C) 2013 CA, INC.

F1=Help     F2=SPLIT     F3=End       F4=RETURN    F5=RFIND   F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold   F12=Alloc 

Send Functions Menu Options

The options for the MVS Send Functions screen are as follows:

1 - Send Files to Another System
This field is used to send data and store it as a file on a remote system.

2 - Send Reports to Another System
This field is used to send data to a remote system and have it printed as a report.

3 - Submit Jobs to Another System
This field is used to send data to a remote system and have it run as a job.

Send Functions Menu Parameters

The processing parameters for the Send Functions Menu are described in the following topics.

Remote System Identification

Identifies the partner system involved in a XCOM Data Transport transfer. The terms in which the partner system can be
identified are described in the following topics.

Port

Specifies the number of the IP port where XCOM Data Transport listens at the remote system.

NOTE
This field is displayed on subsequent screens only if an IP name or address is specified in the Remote System
Identification field.

1 to 65535
Identifies the IP port monitored (listened to) by XCOM Data Transport at the remote system.

NOTE
If this field is left blank, the port value specified in the XCOM Data Transport Default Options Table is used.

SNA LU Name

Specifies the logical unit name of the remote system with which a transfer is to take place.

xxxxxxxx
Specifies up to eight alphanumeric or national characters representing the logical unit name of the remote system
with which a transfer is to take place. The first character cannot be numeric.
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NOTE
This parameter is mutually exclusive with the IP Name and XCOM Group Name.

XCOM Group Name

Sends this file transfer to the first available LU of a group of logical units that has been previously defined in the XCOM
Data Transport Destination Table or to a single TCP/IP partner.

xxxxxxxx
Specifies up to eight alphanumeric or national characters representing a group of previously defined logical units
where the first available LU receives this file transfer. The initial character must be national or alphabetic.
The XCOM group name can also be used to provide an alias for a single LU, IP name, or IP address.

NOTE
This parameter is mutually exclusive with SNA LU Name, IP Name, and XCOM List Name; one of the five is
specified for each file transfer request.

XCOM List Name

Used when this file transfer is broadcast to all the remote destinations designated on a predefined distribution list.

xxxxxxxx
Enter up to eight alphanumeric characters representing the name of a list to which this transfer is to broadcast.

NOTE

This parameter is mutually exclusive with XCOM Group Name, SNA LU Name, and IP Name; one of the five is
specified for each file transfer request.

This parameter is valid only for queued transfers. As a result, some of the file transfers start at different times.
The Menu Interface Transfer Request Display screen can be used to check the current completion status of the
file transfers that a broadcast distribution initiates.

Queue for Execution

Specifies whether this transfer request is queued for execution by the XCOM Data Transport server or through the
XCOMPLEX Admin Server, or executed immediately.

Y
This request is queued for execution by the XCOM Data Transport server or the XCOMPLEX Admin Server.
If the remote system is unavailable and the file transfer request is queued, the transfer executes. When the
remote system becomes available. Queued functions permit a higher degree of processing control. For example,
queued transfers can be prioritized or held from execution until they are manually released.

N
This request is executed immediately.
Non-queued transfers must execute within a specified default timeout duration (defined in the Default Options
Table) or they are aborted.

Default: Y

Local System Identification

Identifies the local system involved in a XCOM Data Transport transfer. The terms in which the local system can be
identified are described in the following items.
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Server

Specifies the APPLID or the STCIP of the XCOM Data Transport server on the mainframe that is to start the transfer. Or
the XCOMPLEX Admin Server that is to schedule the transfer to an XCOMPLEX Worker Server. Required.

xxxxxxxx
Specifies the APPLID of the XCOM Data Transport server or XCOMPLEX Admin Server. The APPLID can contain
up to eight alphanumeric characters.

x1 . . . x63
Specifies the STCIP name or address of the XCOM Data Transport server or XCOMPLEX Admin Server. The
STCIP name can contain 1 through 63 alphanumeric characters and it must be one that has been defined to the
domain name server. The address can be in IPv4 or IPv6 notation. This address is the same STCIP that you can
specify in your XCOMJOB PARM.

• Distributed processing provides the capability of displaying and controlling the queues and the history log of a different
XCOM Data Transport mainframe system.
To display a list of queues:
a. Do one of the following items:

• Enter the APPLID or STCIP of the XCOM Data Transport server whose queue you want to display or modify.
• Enter the APPLID or STCIP of the XCOMPLEX Admin Server to display the queues for all the XCOMPLEX

Worker Servers that are connected to the same XCOMPLEX Admin Server.
You cannot modify queue information in this display.

b. Select Option 3, XCOM Operator Control.
• By specifying the remote systems XCOM Data Transport APPLID or STCIP, you can carry out third-party processing,

which allows you, on the local system, to initiate XCOM Data Transport requests between two remote systems.
• For more information about using this field for third-party-initiated file transfers, see the LUSER parameter.

Port

Specifies the IP port of the STCIP of the XCOM Data Transport server on the mainframe that is to start the transfer. Or
the XCOMPLEX Admin Server that is to schedule the transfer to an XCOMPLEX Worker Server. Required for TCP or the
SSL/TLS transfers.

nnnnn
Specifies the IP port of the XCOM Data Transport server or XCOMPLEX Admin Server. The IP port can contain
valid numeric values 1 through 65535. This value is the same as the STCPORT that you can specify in your
XCOMJOB PARM.

Default: None

NOTE
If a value is not specified for this field, a value is taken from the STCPORT parameter of the XCOM Data
Transport configuration member that is in effect.

Protocol

Specifies whether the Server field is the STCIP, APPLID, or PLEXQ group name of the XCOM Data Transport server
on the mainframe that is to start the transfer. Or the XCOMPLEX Admin Server that is to schedule the transfer to an
XCOMPLEX Worker Server.

xxx
Valid values are SNA, TCP, SSL, and PLQ.
If you specify SNA, then the Server field must be a one- to eight-character entry conforming to the rules for VTAM
APPLIDs.
If you specify TCP or SSL, the Server field must be a 1- to 64-character entry conforming to the rules for a TCP/IP
name or address. If the server listens to a port other than 8044, specify the port address.
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If you specify PLQ, then the Server field must be a 1-8 character entry specifying the name of the PLEXQ group
to join for processing the request.

NOTE
If a value is not specified for this field, a value is taken from the STCPROTOCOL parameter of XCOM
Data Transport configuration member that is in effect. If a configuration member is not in effect or the
STCPROTOCOL parameter is not specified in the member, the protocol defaults to SNA.

Send MVS File to Another System Screen
The Send MVS File to Another System screen displays the information that is necessary to transmit an MVS data set to a
target file on a remote system. The data set being sent must be valid on the local system. You do not have to catalog the
data set.

NOTE
This screen accepts file names up to the maximum allowable size for the Local File (255 characters) and
Remote File (256 characters). Depending on the size of your screen, use PF7 and PF8 to view all fields on the
screen.

-------------------------------------------------------------------------------

mm/dd/yy                CA XCOM Release v12                             USER01

08.099                Send MVS File To Another System                   11:21

-------------------------------------------------------------------------------

COMMAND ===>

 Local System Identification

   Server:                                          Port: 8049  Protocol: TCP

   Transfer ID:             TRUSTED (Y/N/X):            Execution Priority:

   Local File:

   IP Name/Addr:     122.222.222.222                               Port:

   Remote File:

   Remote file substitution char:          (Replaced with member name)

   Program Library: NO                     Secure Socket(SSL): NO            

   Create/Replace/Add (C/R/A)-------: C    Checkpoint Count--------: 0

   Record Separators (Y/N)----------: N    Compression Mode--------: YES

   Data Encoding (E/B/A/U8/U16)     : B    Pack Data Records(N/C/L): NO

   Truncate Record (Y/N)------------: N    Transfer User Data------:

   Code Table ----------------------:      System User Data--------:

   Create Delete Option (Y/N)-------: Y    PDS Compression---------: NONE

   Extended Variable Length Record--: N

            ---Remote System Information---  ¦  ----Local System Information----

    User ID:               Tape (Y/N):       ¦:USER01         Tape (Y/N):

   Password:                                 ¦:

     Domain:                                 ¦
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Notify User:               Notify Level:     ¦:USER01         Notify Level:

     Volume:               Unit:             ¦:               Unit:

PFK  1/Help   3/End                                   11/Hold  12/Alloc

F1=Help      F2=SPLIT     F3=End       F4=RETURN    F5=RFIND    F6=RCHANGE

F7=UP        F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold    F12=Alloc

Parameter Fields

This section describes the parameter fields for the Send MVS File to Another System screen.

Local System Identification

Identifies the local system that is involved in a XCOM Data Transport transfer. The terms in which the local system can be
identified are described in the following items.

Server

Specifies the APPLID or the STCIP of the XCOM Data Transport server on the mainframe that is to start the transfer. Or
the XCOMPLEX Admin Server that is to schedule the transfer to an XCOMPLEX Worker Server. Required.

xxxxxxxx
Specifies the APPLID of the XCOM Data Transport server or XCOMPLEX Admin Server. The APPLID can contain
up to eight alphanumeric characters.

x1 . . . x63
Specifies the STCIP name or address of the XCOM Data Transport server or XCOMPLEX Admin Server. The
STCIP name can contain 1 through 63 alphanumeric characters and it must be one that has been defined to the
domain name server. The address can be in IPv4 or IPv6 notation. This address is the same STCIP that you can
specify in your XCOMJOB PARM.

Port

Specifies the IP port of the STCIP of the XCOM Data Transport server on the mainframe that is to start the transfer. Or
the XCOMPLEX Admin Server that is to schedule the transfer to an XCOMPLEX Worker Server. Required for TCP or the
SSL/TLS transfers.

nnnnn
Specifies the IP port of the XCOM Data Transport server or XCOMPLEX Admin Server. The IP port can contain
valid numeric values 1 through 65535. This value is the same as the STCPORT that you can specify in your
XCOMJOB PARM.

Default: None

NOTE
If a value is not specified for this field, a value is taken from the STCPORT parameter of the XCOM Data
Transport configuration member that is in effect.

Protocol

Specifies whether the Server field is the STCIP, APPLID, or PLEXQ group name of the XCOM Data Transport server
on the mainframe that is to start the transfer. Or the XCOMPLEX Admin Server that is to schedule the transfer to an
XCOMPLEX Worker Server.

xxx
Valid values are SNA, TCP, SSL, and PLQ.
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If you specify SNA, then the Server field must be a one- to eight-character entry conforming to the rules for VTAM
APPLIDs.
If you specify TCP or SSL, the Server field must be a 1-character to 64-character entry conforming to the rules for
a TCP/IP name or address. If the server listens to a port other than 8044, specify the port address.
If you specify PLQ, then the Server field must be a 1-character 8-character entry specifying the name of the
PLEXQ group to join for processing the request.

NOTE
If a value is not specified for this field, a value is taken from the STCPROTOCOL parameter of XCOM
Data Transport configuration member that is in effect. If a configuration member is not in effect or the
STCPROTOCOL parameter is not specified in the member, the protocol defaults to SNA.

Transfer ID

Associates a descriptive identifier with this file transfer. The Transfer ID complements the request number that XCOM
Data Transport assigns to every locally initiated transfer.

xxxxxxxxxx
Specifies up to ten alphanumeric or national characters identifying the file transfer.

NOTE
The XCOM Data Transport transfer IDs form a sequence that starts with 001 and increments by 1 for each
transfer.

Default: Your TSO user ID (uuuuuuu) with a sequence number (nnn) appended, that is, uuuuuuunnn.

Trusted (Y/N/X)

This parameter specifies whether a user requests a trusted transfer.

Y
Yes, a trusted transfer is requested and the partner trusted file processes the local userid.

N
No, a trusted transfer is not requested and the partner trusted file will not process the local userid.

X
XCOM, the local userid is propagated and processed on the partner as it was in prior XCOM releases to provide
backwards compatibility.

Default: X

NOTE
The values for USERPRO and USEROVR in the default table or TYPE=CONFIG control member affect this
functionality. For more information, see theAdministrating section.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

Execution Priority

Specifies the execution priority for this request.

1 to 255
Specifies a priority to provide efficient scheduling in a busy transfer environment. 1 is the lowest execution priority.

NOTE
When multiple XCOM Data Transport transmissions are executing concurrently, transfers with higher execution
priorities receive preferential service. In a busy XCOM Data Transport environment, enhance processing
efficiency by giving short file transfers a higher priority value than long-running transmissions.
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Default: 16

Local File

Indicates the name of the local data set being transferred. Required.

Up to 56 alphanumeric characters (for a non-USS file)
Specifies up to 56 characters consisting of the following items:

• A 1 through 44 character dataset name
• An optional member name enclosed in parentheses
• Optional single quotation marks (apostrophes) to enclose the dataset.

Your TSO profile prefix is inserted at the beginning of this entry unless the entry is enclosed in single apostrophes.
If the TSO profile is set to NOPREFIX, nothing is inserted.

• Use an asterisk to send multiple members of a partitioned data set. Specifying an asterisk for the member
name sends all members of a PDS, for example, SURVEYS(*). To send all members beginning with a specific
prefix, specify this prefix with an asterisk. For example, NAMES.PDS(AL*) requests that members AL, ALEX,
and ALICE all be transferred. The asterisk must be the last character before the right parenthesis.

• If no member name is entered for a partitioned data set, a Member Selection List panel is displayed, allowing
the selection of one or more members for transfer. For more information, see Remote File in this topic
andMember Selection List Screen.

1 to 255 characters (for a USS file)
Specifies the USS local data set involved in a file transfer. Contains up to 255 characters consisting of the
following items:

• / (the first character of the data set name)
• A 1 through 254 character dataset name

NOTE

If transferring to IBM mainframe systems one or more wildcard characters (*) can be used for Windows systems,
or to UNIX or Linux systems.

The transfer of USS files is supported only between systems running XCOM Data Transport r11.5 and above.

Default: The last data set name entered

USS Examples

NOTE
USS files can have up to 255 characters.

LFILE=/u/users/xcom/*
Transfer ALL files.

LFILE=/u/users/xcom/m*
Transfer ALL files starting with an m.

LFILE=/u/users/xcom/*m
Transfer ALL files ending with an m.

LFILE=/u/users/xcom/m*m
Transfer ALL files starting with an m and ending with an m.

LFILE=/u/users/xcom/m*y*m
Transfer ALL files starting with an m, ending with an m and containing a y.

LFILE=/u/users/xcom/m*you*
Transfer ALL files starting with an m and containing the characters you in succession.
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LFILE=/u/users/xcom/m*y*o*u*
Transfer ALL files starting with an m and containing the characters y and o and u (in order, but not in succession).

Remote System Identification (= IP Name/Addr, SNA LU Name, XCOM Group Name, XCOM List Name, Login User
Name)

Indicates the remote destination where the file is sent.

SNA destination name
Specifies the SNA name of the remote system where the transfer is directed (one to eight characters).

Group name
Specifies the name of a destination member that is defined in the XCOM Data Transport Control Library. This
member can contain a single SNA LU name or TCP/IP name or address or up to 16 SNA LU names (one to eight
characters).

List name
Specifies a list of SNA LU names and TCP/IP addresses (one to eight characters).

Login user name
Specifies a user ID on the source system whose access privileges are used to execute the file transfer (one to
eight characters).

IP destination name
Specifies the IP destination name of the remote system where the transfer is directed (1 through 63 characters).

NOTE
The contents of the Remote System Identification field displays the choices that are made in the Primary Option
Menu screen. The first item in the field identifies one of the XCOM Data Transport destination types. The first
item is one of the expressions IP Name/Addr, SNA LU Name, XCOM Group Name, XCOM List Name, or Login
User Name, depending on what was entered as the destination type on the Primary Option Menu screen. If the
first item in the field is IP Name/Addr, another field, (IP) Port, appears to the right on the same line. The second
item in the Remote System Identification field is a specific destination name (or a number, in the case of an IP
address). You cannot change the destination type (for example, SNA LU Name to XCOM Group Name) but you
can change the specific destination name or number.

Default: The remote destination that is specified on the Primary Option Menu.

Port

Specifies the number of the IP port where XCOM Data Transport listens at the remote system.

NOTE
This field is displayed on the screen only when an IP name or address is referenced in the Remote System
Identification field.

1 to 65535
Identifies the IP port monitored (listened to) by XCOM Data Transport at the remote system.

NOTE
If this field is left blank, the port value that is specified in the XCOM Data Transport Default Options Table is
used.

Dropsess

(Optional) Specifies whether a session with a XCOM Data Transport partner is terminated at the completion of a file
transfer.
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NOTE
This field is displayed only when an SNA type of partner is referenced in the Remote System Identification field.

Y
Indicates that the session is terminated after the transfer has completed.

N
Indicates that the session is retained after the transfer has completed.

Q
If there are no additional transfer requests for the current XCOM Data Transport partner, the session is
terminated.

Default: N

Remote File

Indicates the name of the file on the remote system receiving the data being transferred. Required.

Up to 256 alphanumeric characters
Specifies the file name that receives the data being transferred. The maximum allowable length of the file name
varies, depending on the remote partner. The following limits apply for MVS and USS files:

• Up to 56 alphanumeric characters for an MVS file
• Up to 255 alphanumeric characters for a USS file

Up to 56 alphanumeric characters (for an MVS file)
Specifies up to 56 characters consisting of:

• A 1 through 44 character dataset name
• An optional member name enclosed in parentheses
• Optional single quotation marks (apostrophes) to enclose the data set.

Your TSO profile prefix is inserted at the beginning of this entry unless the entry is enclosed in single apostrophes.
If the TSO profile is set to NOPREFIX, nothing is inserted.

• Use an asterisk to send multiple members of a partitioned data set. Specifying an asterisk for the member
name sends all members of a PDS, for example, SURVEYS(*). To send all members beginning with a specific
prefix, specify this prefix with an asterisk. For example, NAMES.PDS(AL*) requests that members AL, ALEX,
and ALICE all be transferred. The asterisk must be the last character before the right parenthesis.

• During the generation of a file transfer request, XCOM Data Transport successively replaces each asterisk (*)
in a Remote File Name with a name you have selected from the Member Selection List. When XCOM Data
Transport finds no other special character in a Remote File Name, it appends the name (within parentheses)
of each selected member to the Remote File Name. You can arrange for XCOM Data Transport to avoid the
latter procedure and treat such a file as sequential. Select the ALLOC function (PF12/24) and set the Directory
Blocks entry to zero.

• In the OpenVMS environment, brackets ([ ]) are used to indicate the directory in a complete file name
specification. However, some EBCDIC environment keyboards do not provide brackets. In such cases, use
braces ({ }) instead, because XCOM Data Transport converts the braces to brackets.

• If the remote file name includes embedded spaces in the file name, enclose the FILE parameter value in either
single or double quotes. For example, to send to the directory c:\My Documents on a Windows partner, use the
following format:
FILE='c:\My Documents\test.txt'

1 to 255 characters (for a USS file)
Specifies up to 255 characters consisting of:
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• / (the first character of the data set name)
• 1-character to 254-character data set name

NOTE

• If you are transferring to IBM mainframe, Windows, or UNIX systems, one or more wildcard characters (*)
can be used.

• The transfer of USS files is supported only between systems running XCOM Data Transport r11.5 and later.

USS Example

FILE=/u/users/xcom/source/*.c
Transfer ALL files and save them with the suffix .c.

Remote File Substitution Character

Specifies a character that is used in a Remote File Name to establish a schema for generating a unique file name for each
member involved in a partitioned data set (PDS) transfer. The unique file name is derived by replacing the substitution
character in the Remote File Name schema with the PDS member names. XCOM Data Transport generates a separate
transfer request for each selected PDS member. The PDS transferred members are selected from a member list. The list
is displayed when a PDS name is entered without any member name in the Local File Name field. For information about
how to select a PDS member from a member list, see the Member Selection List Screen topic.

Example 1

Assume from the partitioned data set XCOM.PDS the members A, B and C are transferred to a PC destination where they
are stored in the (remote) files C:\A.DAT, C:\B.DAT and C:\C.DAT. The at sign (@) is used as the remote file substitution
character. Specify XCOM.PDS in the Local File Name field, @ in the Remote File Substitution Character field and C:
\@.DAT as the file name schema in the Remote File Name field.

When the XCOM.PDS members have been selected from the member list, XCOM Data Transport generates the following
transfer requests:

Local File Name Remote File Name Schema and
Substitution Character

Remote File Name

XCOM.PDS(A) C:\A.DAT
XCOM.PDS(B) # C:\@.DAT # C:\B.DAT
XCOM.PDS(C) C:\C.DAT

Example 2

In the following example, the schema for generating remote file names is based on a partitioned data set:

Local File Name Remote File Name Schema and
Substitution Character

Remote File Name

XCOM.PDS(A) XCOM.PDS.OUT(A)
XCOM.PDS(B) # XCOM.PDS.OUT(*) # XCOM.PDS.OUT(B)
XCOM.PDS(C) XCOM.PDS.OUT(C)

NOTE
If the remote file name schema contains multiple occurrences of the Remote File Substitution Character, only
the first occurrence of the Substitution Character is used in the generation of Remote File Names.
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Program Library

Informs XCOM Data Transport how to handle the file that is being transferred to the remote system.

YES
Tells XCOM Data Transport to transfer the file as a PDSE program library. This parameter is the equivalent to
PROGLIB=YES in SYSIN01.

NO
Tells XCOM Data Transport that the file does not involve a PDSE program library and is handled as a regular file
transfer. Select NO for PDSEs that are not program libraries.

NOTE
The parameter has no default value. Unless YES is specified, the file is handled as a regular transfer.

Create/Replace/Add

Informs XCOM Data Transport how to handle the file that is receiving the transferred data on the remote system. This files
name appears in the Remote File Name field.

C(reate)
XCOM Data Transport attempts to create (allocate) a new file on the remote system. For information concerning
the provision of additional allocation parameters for this new file, see the File Allocation Information Screen topic.

A(dd)
XCOM Data Transport adds the records being transferred to the end of an existing file on the remote system.
For an indexed file, the keys must not match the file on the remote system or XCOM Data Transport terminates
the transfer with an error.

R(eplace)
XCOM Data Transport replaces the contents of a file on the remote system with the data being transferred.
If the file is indexed, the records with matching keys are replaced and non-matching keys are added.

• When transferring a partitioned data set, specify C only if the PDS itself is being created. If a new member is being
sent to an existing PDS, specify R for Replace.

• If you do not override the default value and the file exists on the target system, the transfer terminates with an error.

Default: C(reate)

Record Separators

Specifies whether XCOM Data Transport adds a record separator to delimit logical records.

NOTE
Skip this field unless you are sending data to an ASCII system.

Y
XCOM Data Transport adds a record separator, such as a line feed and carriage return, to delimit logical records.

N
XCOM Data Transport does not add record separators.

Default: N

Data Encoding

This parameter field indicates the type of transferred data. The receiving system is responsible for performing any
necessary conversion.

B
Indicates binary data.
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E
Indicates that the data is in an EBCDIC codepage.

A
Indicates that the data is in an ASCII codepage.

UTF8
Indicates that the data is converted to a UTF-8 encoding for transfer.

UTF16
Indicates that the data is converted to a UTF-16 encoding for transfer.

Default: E

Truncate Record

Specifies how records exceeding the maximum logical record length (LRECL) are handled.

Y
Specifies records larger than the maximum LRECL are truncated to the maximum record length.

N
Specifies that XCOM Data Transport is to terminate the file transfer upon receiving a record larger than the
maximum LRECL.

• The XCOM Data Transport mainframe products support these fields: XCOM Data Transport, XCOM Data Transport for
VSE, and XCOM Data Transport for VM.

• When a record is truncated, the data not within the LRECL limit is lost.
• The use of truncation is not supported for Unicode transfers. This is due to the possibility of data loss or corruption

should truncation occur in the middle of a multi-byte character in the file.

Default: N

Code Table

A three-character alphanumeric field for specifying the translation table that the remote partner uses for this particular
transfer only. This field is applicable only for transfers to XCOM Data Transport UNIX or Windows partners, and only if the
INTERNAL_CONVERSION_TABLES=NO.

1 to 3 (bytes)
Specifies up to three alphanumeric characters, identifying the code table that the remote partner uses.

Secure Socket (SSL)

Informs XCOM Data Transport how to handle the security of the transfer to the remote system.

YES
Tells XCOM Data Transport to use IBM System SSL for the transfer of the file and that it must connect to an SSL/
TLS port on the remote partner.

NO
Tells XCOM Data Transport that the file does not require a secure connection and is handled as a regular file
transfer.

Checkpoint Count

Specifies the interval at which XCOM Data Transport takes a checkpoint (to be used to restart a suspended or failed file
transfer). The length of the checkpoint interval is measured in terms of several blocks.
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0
Specifies that XCOM Data Transport is to take no checkpoints.

1 to 9999
Specifies the number of blocks that form a checkpoint interval. A checkpoint is taken whenever the specified
number of blocks has been transferred.
If the record packing is not used, one record = 1 block.

• Each time a checkpoint is taken, the output buffers on the receiving system are written to the disk. Making the
checkpoint interval too short slows down file transfers; making it too long increases the risk of data loss. Set
Checkpoint Count to at least 1000. On Token Ring, Ethernet, and other high-speed networks, set the Checkpoint
Count to the highest allowable value.

• If the receiving system is z/OS or VSE, the Checkpoint Count is a multiple of the blocking factor. For example, if the
DCB attributes are RECFM=FB LRECL=80 BLKSIZE=8000, the Checkpoint Count is a multiple of 100.

Compression Mode

This parameter specifies whether XCOM Data Transport compresses the data being transferred and decompresses it on
the remote system. Compressing the data decreases the transmission time on lower-speed lines.

YES
Provides Run-Length Encoding (RLE) for blanks and binary zeros only.

NO
No data compression.

RLE
Provides complete Run-Length Encoding for all characters.

COMPACT
Provides full RLE (as in RLE) plus a byte compaction scheme that is suitable for uppercase English text.

COMPACTL
Same as COMPACT, only the compaction scheme is most beneficial for lowercase English text.

LZSMALL
Lempel-Ziv 77 compression with a small memory allocation scheme.

LZMEDIUM
Lempel-Ziv 77 compression with a medium memory allocation scheme.

LZLARGE
Lempel-Ziv 77 compression with a large memory allocation scheme.

HUFFMAN
Greater compression than RLE but not as much as the Lempel-Ziv 77 modes.

LZRW3
General-purpose algorithm that runs fast and gives reasonable compression.

ZLIB(n)
Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE. The n value can be 1
through 9.

Default: YES

NOTE

• Specifying a value other than NO enables use of zIIP to perform the compression function. zIIP processing
is used for compression only if the buffer size to compress is >= 4096 bytes. Specifying PACK=LENGTH and
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use a high MAXPACK value (>= 4096) for TCP/IP transfers or RUSIZE (>=4096) for SNA transfers to use
zIIP.

• Not all compression modes are supported on all platforms.
• Specifying a compression mode that is not allowed by a partner server will either cause the compression

mode to be negotiated to the value specified in the partner’s COMPNEG parameter, or the transfer fails.
• If COMPRESS!=NO, PACK=LENGTH with a MAXPACK > 31744, then COMPRESS defaults to ZLIB2.

Pack Data Records

This parameter field specifies whether the record packing is used on a file transfer.

NO
Specifies that no record packing is used. The data are sent unblocked.

LENGTH
Specifies that the records are packed into fixed-size data transfer blocks. Each record begins with a 2-byte long
prefix that indicates the length of the record and determines how many records can be packed into a block. The
default block size is 2 K but it can be increased to 1023 K. Using the MAXPACK parameter in the XCOM Data
Transport Default Options Table or in the XCOM Data Transport control library member.
When transferring a text file to a partner that supports record separators, record separators are inserted. No
separators are inserted in binary files that are transferred with PACK=LENGTH.

CRLF
Specifies that the records are packed into blocks and separated using a C(carriage)R(return)L(ine)F(feed) byte
sequence.

NOTE

• If COMPRESS!=NO, PACK=LENGTH with a MAXPACK > 31744, then COMPRESS defaults to ZLIB2.
• PACK=LENGTH with MAXPACK=31744 are selected when using XCOM Data Transport over TCP/IP. If

PACK=LENGTH is coded, then also code RECSEP=NO.
• You can implement record packing on all platforms that XCOM Data Transport supports.
• CRLF packing can be used with text files only. CRLF is also used when communicating with older releases of

XCOM Data Transport on PC-DOS and OS/2.
• PACK=LENGTH when specified with a MAXPACK value of 4096 or higher, enables compression processing

to utilize zIIP processors, which helps reduce CPU utilization costs.

Transfer User Data

Allows you to specify up to 10 bytes of any type of data to be associated with the transfer request. This data is sent to all
user exits and written to the history file upon completion of the file transfer. For further information on how to use this user
data with the XCOM Data Transport user exits, see the description of TDUDATA in General SYSIN01 Parameters in The
Batch Interface.

xxxxxxxxxx
One to ten alphanumeric characters of any type of data to be associated with a transfer request.

System User Data

Allows the specification of transfer-dependent user data. This data is available to user exits in the RRDSUSER field of the
RRDS data area (mapped using the RRDDSECT macro) while the transfer is pending or active. HDRDSECT defines the
RRDSUSER field within RRDDSECT.

1 to 10 (bytes)
Specifies up to 10 bytes of data available to user exits during a file transfer.
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Create Delete Option

The Create Delete Option specifies whether an existing data set is deleted and a new data set allocated at the start of a
FILEOPT=CREATE transfer.

Y
If FILEOPT=CREATE and the data set exists, then the data set is deleted and a new data set is allocated at the
start of the transfer.

N
If FILEOPT=CREATE and the data set exists, then the transfer fail with a catalog/file error.

Default: N

• The existing dataset is lost when specifying CREATEDELETE=YES. The new data set is allocated with the attributes
that are specified in the transfer.

• CREATEDELETE applies only if the target data set is a sequential data set or an entire PDS/PDSE. CREATEDELETE
is ignored for other types of data sets (such as PDS members, PDSE members, VSAM, and USS files).

• If the data set is specified using the fully qualified GxxxxVxx name, CREATEDELETE does apply to relative GDGs.
• Your site XCOM Data Transport administrator must allow, through the default table (XCOMDFLT) or destination

member (XCOMCNTL), the use of CREATEDELETE=YES.

Extended Variable Length Record

This parameter file indicates whether the transfer is for an extended Variable Length Record (VLR) file.

YES
Indicates that extended variable length record support is requested.

NO
Indicates that extended variable length record support is not requested.

Default: No

NOTE

• VLR=YES is only valid when FILETYPE=FILE and CODE=BINARY.
• To use extended VLR support, both systems must have extended VLR support. If XCOM Data Transport for

Windows does not have extended VLR support, you cannot get the desired results by initiating an extended
VLR transfer from z/OS to Windows.

Remote System Information

The Remote System Information fields of the Send MVS File To Another System screen pertain to the remote or non-
initiating XCOM Data Transport partner.

User ID

Identifies the user ID under whose set of resource access privileges the file transfer is to execute on the remote system. A
user ID known to the security system on that system.

xxxxxxxxxxxx
Specifies up to 12 alphanumeric characters representing a user ID whose access privileges on the remote system
are used for executing the transfer.
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NOTE

• If the remote system does not perform security checking, you can skip and the Remote Password parameter.
• To send a blank parameter value to the remote system, enter “ ”, inserting at least one blank space between

the quotation marks. Enter a blank space when the source system supplies its own default value for the user
ID under whose access privileges the file transfer is to execute on the source system.

Default: None

Tape

Indicates whether the remote data set resides on magnetic tape.

Y
Specifies that the remote data set resides on magnetic tape.

N
Specifies that the remote data set does not reside on magnetic tape.

NOTE
If you enter Y in the Tape field, a new screen - MVS Extended Tape Parameter Entry (see next section) - is
displayed allowing tape-related information to be specified.

Default: N

Password

Identifies the password or passphrase that is associated with the remote User ID.

1 to 100 alphanumeric characters
Specifies up to 100 alphanumeric characters representing the user password that is associated with the User ID.

NOTE
This field is not displayed.

For more information about XCOM Data Transport passphrase support, see Security Planning.

Domain

Identifies the Windows domain server that is used to validate the remote user ID and password.

Up to 15 alphanumeric characters
Specifies up to 15 alphanumeric characters representing the domain server that is used to validate the remote
user ID and password.

NOTE
Can only be used for transfers running under Windows.

Notify User

Identifies the user that is on the remote system XCOM Data Transport is to notify when the transfer completes.

LOG
LOG requests that the main operator on the remote system is notified.
If the remote system is z/OS, XCOM Data Transport issues a WTO macro.
On an IBM iSeries or HP OpenVMS system, the operator console is notified.
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user_id
If any value but LOG is given, XCOM Data Transport interprets the user_id as a specific user ID on the remote
system. A message is displayed the next time that the user logs on when the transfer completes and user is not
logged on.

Default: LOG

Remote Notify Level

Specifies the remote notification level for transfers that are initiated from the XCOM Data Transport for the z/OS server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Volume

Indicates the volume on the remote system on which the file is created (or resides, for existing non-cataloged files).

xxxxxxxxxx
Specifies the volume on the remote system on which the file is created (or resides, for existing non-cataloged
files). This value can be up to 10 alphanumeric characters.

• If a data set does not exist and the File Allocation Information screen is used, the parameters of this screen are used.
• If a data set does not exist and the File Allocation Information screen is not used, system-wide defaults (specified in

the XCOM Data Transport Default Options Table) are used.

Default: Catalog information is used.

Unit

Indicates the unit name on the remote system on which the file is created (or resides, for existing non-cataloged files).

xxxxxxxx
Specifies the unit name on the remote system on which the file is created (or resides, for existing non-cataloged
files). This value can be up to eight alphanumeric characters, or *INDEX when transferring to an IBM iSeries
system.

• If a data set does not exist and the File Allocation Information screen is used, the parameters of this screen are used.
• If a data set does not exist and the File Allocation Information screen is not used, system-wide defaults (specified in

the XCOM Data Transport Default Options Table) are used.

Default: Catalog information is used.

Local System Information

The Local System Information fields of the Send MVS File To Another System screen pertain to the local or transfer-
initiating XCOM Data Transport system.

User ID

Identifies the user ID under whose set of resource access privileges this file transfer is to execute on the source system.
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xxxxxxxx
Specifies up to eight characters representing the user ID under whose set of resource access privileges this file
transfer is to execute on the source system.

• The local security software system ignores this parameter.
• For conventional non-third-party file transfers, this parameter is used to identify the user that initiated the transfer.

This parameter is useful when performing operator tracking and control functions through the XCOM Data Transport
Operator Control screens.

• The primary use of this parameter is for third-party processing. For example, a XCOM Data Transport node in New
York can request that a XCOM Data Transport node in Los Angeles send a file to a XCOM Data Transport node in
Chicago.

Default: TSO user ID

Tape

Indicates whether the local data set resides on magnetic tape.

Y
Specifies that the local data set resides on magnetic tape.

N
Specifies that the local data set does not reside on magnetic tape.

NOTE
If you enter Y in the Tape field, a new screen - MVS Extended Tape Parameter Entry (see next section) - is
displayed allowing tape-related information to be specified.

Default: N

Password

Specifies the password or passphrase that is associated with the local User ID parameter.

1 to 100 alphanumeric characters
Specifies up to 100 characters representing the password that is associated with the local User ID parameter.

NOTE

• This field is not displayed.
• For more information about XCOM Data Transport passphrase support, see Security Planning.

Notify User

Identifies the user that is on the remote system XCOM Data Transport is to notify when the transfer completes.

LOG
LOG requests that the main operator on the remote system is notified.
If the remote system is z/OS, XCOM Data Transport issues a WTO macro.
On an IBM iSeries or HP OpenVMS system, the operator console is notified.

user_id
If any value but LOG is given, XCOM Data Transport interprets the user_id as a specific user ID on the remote
system. A message is displayed the next time that the user logs on when the transfer completes and user is not
logged on.

Default: LOG
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Notify Level

Specifies the local notification level for transfers that are initiated from the XCOM Data Transport server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Volume

Specifies the name of the volume serial where the local data set can be found.

Up to six alphanumeric characters
Specifies up to six alphanumeric characters representing the name of the volume serial where the local data set
can be found.
Used in conjunction with the local UNIT parameter.
The value must be the name of a volume that is mounted on this system, or problems in allocation occur.

Default: Catalog information is used.

Unit

Specifies the unit name that is used in locating the local data set.

Up to eight alphanumeric characters
Specifies the unit name that is used in locating the local data set.
Used in conjunction with the local VOLUME parameter.

Default: Catalog information is used.

MVS Extended Tape Parameter Entry
The MVS Extended Tape Parameter Entry screen is used to enter information relating to the use of magnetic tape in
transfer processing.

Screen

To display the MVS Extended Tape Parameter Entry screen.

Type Y in the Tape field on the Send MVS File To Another System screen or the Receive File From Another System
screen and press Enter.

A sample MVS Extended Tape Parameter Entry screen follows:

------------------------------------------------------------------------------

mm/dd/yy                CA XCOM Release v12                             USER01

08.099              MVS Extended Tape Parameter Entry                    11:34

------------------------------------------------------------------------------

                      Remote         Local

             Tape:    NO             NO   (YES¦NO)

    File Sequence:                        (nnnn) range: 1 to 9999
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       Label Type:                        (SL¦NL¦NSL¦SUL¦BLP¦LTM¦AL¦AUL)

       Unit Count:                        (nn)   range: 1 to 20

  Volume Sequence:                        (nnn)  range: 1 to 255

           Output Tape Parameters:

          Density:                        (1¦2¦3¦4)

     Volume Count:                        (nnn)  range: 1 to 255

  Expiration Date:                        (yyddd¦yyyy/ddd¦+nnnn)

                              (note - +nnnn is retention period in days)

------------------------------------------------------------------------------

PFK  1/Help   3/End

COMMANDS ===>

F1=Help     F2=SPLIT     F3=End       F4=RETURN    F5=RFIND   F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold   F12=Alloc

Parameter Fields

This section describes the parameter fields of the MVS Extended Tape Parameter Entry screen.

Tape

Specifies whether the remote/local data set resides on tape.

YES
Indicates that the data set resides on tape.

NO
Indicates that the data set does not reside on tape.

File Sequence

Specifies the sequence number of the dataset on tape.

1 to 9999999
Specifies the sequence number of the dataset on tape.

Label Type

Specifies the type of processing to be done on the tape data set.

SL
Specifies the tape processing type SL.

NL
Specifies the tape processing type NL.

NSL
Specifies the tape processing type NSL.

SUL
Specifies the tape processing type SUL.

BLP
Specifies the tape processing type BLP.
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LTM
Specifies the tape processing type LTM.

AL
Specifies the tape processing type AL.

AUL
Specifies the tape processing type AUL.

Unit Count

Specifies the number of units that are allocated on the system.

1 to 20
Specifies the number of the units that are allocated on the system.

Volume Sequence

Specifies the sequence number of the first volume of a multivolume dataset.

1 to 255
Specifies the sequence number of the first volume of a multivolume dataset.

Density

Specifies the density used in creating a tape.

1 to 4
Specifies the density used in creating a tape.

Volume Count

Specifies the number of volumes used in processing a multivolume output tape data set.

1 to 255
Specifies the number of volumes used in processing a multivolume output tape data set.

Expiration Date

Specifies the date when the data set is purged from tape.

yyddd
Specifies the expiration date of the tape data set. The expiration date is indicated with a two-digit designation for
the year and a three-digit designation for the day of the year. For example, the expiration date 09021 represents
year 2009 and the 21st day of that year.

yyyy/ddd
Specifies the expiration date of the tape data set. The expiration date is indicated with a four-digit designation
for the year and a three-digit designation for the day of the year. For example, the expiration date 2009/021
represents year 2009 and the 21st day of that year.

+1 to +9999
Specifies the number of days the data set is retained. For example, +30 means that the data set is kept for 30
days before being purged from tape.

File Allocation Information Screen
The File Allocation Information screen is used to specify allocation parameters for a new data set. The parameter
available on the File Allocation Information screen corresponds to standard z/OS data set allocation definitions.
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This screen is automatically displayed if a non-existent file is specified in the Local File Name field of the Receive File
From Another System screen. The screen can also be invoked by pressing the PF12 key on the Receive File From
Another System screen.

If the remote system is a z/OS system, and the file specified in the Remote File Name field on the Send MVS File to
Another System screen does not exist. Press the PF12 key to invoke the File Allocation Information Screen. If the Remote
File Name field is blank, the name in the Local File Name field is used as the Remote File Name.

When the screen is called from the Send MVS File To Another System screen, any allocation parameters that are set on
the screen describe the file on the remote system. When the File Allocation Information screen is called from the Receive
File From Another System screen, any allocation parameters on the screen describe the file on the system initiating the
receive operation.

Parameter Defaults

The defaults for the allocation parameters have three different sources:

• If the data set exists on the local system and the File Allocation Information screen is or is not used, the defaults come
from catalog information.

• If the data set does not exist and the File Allocation Information screen is used, the defaults come from the parameter
fields of the Send MVS File To Another System screen.

• If the data set does not exist and the File Allocation Information screen is not used, the defaults come from the XCOM
Data Transport Default Options Table.

Supported File Types

XCOM Data Transport supports the creation of partitioned data sets and generation data groups. For more information,
see the section Processing Different File Types.

Screen

A sample File Allocation Information screen follows:

mm/dd/yy                CA XCOM Release v12                        USER01

08.099               File Allocation Information                   13:50

------------------------------------------------------------------------

COMMAND ===>

 Data set Name: NA1KT50.PROG(C)

Volume             ===>            (Blank for authorized default volume)

Unit               ===>            (Generic group name or unit address)

Space Units        ===>            (BLKS, TRKS, CYLS or RECS)

Primary Quantity   ===>            (In above units)

Secondary Quantity ===>            (In above units)

Average Record Unit===>            (Allocation unit for RECS  -  U, K or M)

Directory Blocks   ===>            (Zero for sequential data set)

Record Format      ===>

Record Length      ===>

Block Size         ===>

Data Class         ===>             (Blank for default data class)     

Management Class   ===>             (Blank for default management class)

Storage Class      ===>             (Blank for default storage class)  

Dataset Name Type  ===>             (LIBRARY,  PDS, LARGE, BASIC, EXTREQ)

                                    (    EXTPREF or blank)               
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Extended Attributes===>             (OPT or NO)                          

Release            ===>             (Yes to release unused DASD space)

------------------------------------------------------------------------

PFK  1/Help   3/End                                     11/Hold

F1=Help    F2=SPLIT     F3=End       F4=RETURN    F5=RFIND   F6=RCHANGE

F7=UP      F8=DOWN      F9=SWAP      F10=Unicode  F11=Hold   F12=Alloc

Parameter Fields

This section describes the parameter fields of the File Allocation Information screen.

Data Set Name

Indicates the name of the new data set being created. The Data Set Name is a protected field and retains the value set in
the previous screen.

Up to 256 alphanumeric characters
Specifies the name of the new data set being created.

Volume Serial

Up to six alphanumeric characters

Specifies the volume on which the new data set is allocated.

Generic Unit

Up to eight alphanumeric characters

Specifies the generic unit name of a group of volumes on which the new data set is allocated.

Space Units

BLKS, TRKS, CYLS, or RECS

Specifies whether the data set is allocated in blocks, tracks, cylinders, or records.

Primary Quantity

Up to eight numeric characters

Specifies the initial allocation request in the space units. Valid values are 1 through 16777215.

Secondary Quantity

Up to eight numeric characters

Specifies the secondary allocation request in the space units. Valid values are 1 through 16777215.

Average Record Units

This parameter specifies the multiplier for Primary and Secondary allocation units when allocating based on the number of
records. The size of the record is based on the value that is specified for logical record length.
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U
Indicates that the PRI and SEC parameters specify the number of records to allocate for.

K
Indicates that PRI and SEC parameters specify the number of records in thousands (so it would be the number
specified multiplied by 1024).
For example, specifying 3 would be stating 3 K or 3072 records.

M
Indicates that PRI and SEC parameters specify the number of records in millions (so it would be the number
specified multiplied by 1048576).
For example, specifying 2 would be stating 2M or 2097152 records.

Default: Taken from the XCOM Data Transport Default Options table.

NOTE
This parameter is valid only when ALLOC=RECS is specified, indicating that a file is being allocated based on a
specific number of records.

Directory Blocks

This parameter is used only for partitioned data sets.

Up to eight numeric characters
Specifies the number of directory blocks. Specify 0 for sequential data sets. Valid values are 0 through 16777215.

Record Format

Determines the record format that is associated with the data set to be allocated.

F
Fixed

FA
Fixed ASA

FB
Fixed Blocked

FBA
Fixed Blocked ASA

FBM
Fixed Blocked Machine

FBS
Fixed Blocked Standard

V
Variable

VA
Variable ASA

VB
Variable Blocked

VBA
Variable Blocked ASA

VBM
Variable Blocked Machine
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VBS
Variable Blocked Spanned

VS
Variable Spanned

U
Undefined

Record Length

Up to seven numeric characters

Defines the logical record length of the file.

Block Size

Up to six numeric characters

Defines the block size of the file.

Data Class

Specifies the name of the data class to use when allocating a new SMS-managed data set.

xxxxxxxx
Specifies the one- to eight-character data class names to use when allocating a new SMS-managed data set.

NOTE
This parameter applies only to mainframe SMS data sets.

Default: None

Management Class

Specifies the name of the management class to use when allocating a new SMS-managed data set.

xxxxxxxx
Specifies the one- to eight-character management class names to use when allocating a new SMS-managed data
set.

NOTE
This parameter applies only to mainframe SMS data sets.

Default: None

Storage Class

Specifies the name of the storage class for a new SMS-managed data set.

xxxxxxxx
Specifies the one- to eight-character storage class names to use when allocating a new SMS-managed data set.

NOTE
This parameter applies only to mainframe SMS data sets.

Default: None

Dataset Name Type

This parameter specifies the data set definition.
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NOTE
This parameter applies only to mainframe SMS data sets.

LIBRARY
Defines a PDSE.

PDS
Defines a partitioned data set.

BASIC
Defines a legacy sequential dataset.

LARGE
Defines a large format sequential dataset.

EXTREQ
Defines an extended format dataset.

EXTPREF
Specifies an extended format is preferred. If the extended format is not possible, a basic format is used.

<blank>
Defines a partitioned or sequential data set based on the data set characteristics entered.

NOTE
These values are IBM standards for SMS processing.

Default: None

Extended Attributes

Identifies if a dataset can have extended attributes.

OPT
Specifies that a dataset can optionally have extended attributes.

NO
Specifies that a dataset cannot have extended attributes.

Default: Taken from the XCOM Data Transport Default Options table.

Release

Specifies whether the remote partner is to release unused DASD space when creating a file.

YES
The remote partner is to release unused DASD space.
The unused DASD space that is specified for the transfer is released when the file is closed at the end of the
transfer.

NO
The remote partner is not to release unused DASD space.

Additional File Information Screen
The Additional File Information screen allows the requester to enter additional information about the local or remote file.
The parameters on the Additional File Information fall into three categories:

• Unicode Transfer parameters
• XCOM Data Transport Gateway parameters
• USS File System parameters
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The Unicode Transfer parameters are used to specify parameters for character set conversion of the source file for
transfer. The Unicode Transfer parameters are used by XCOM Data Transport to call the IBM Unicode Services API to
perform data conversion.

The XCOM Data Transport Gateway parameters are used to specify parameters when a file transfer request is to transmit
data to a XCOM Data Transport Gateway.

The USS File System parameters are used to specify parameters when a file transfer request is to transmit USS file
system data.

Invoke the screen by either entering the command FILEINFO on the command line or by pressing the PF10 key on any of
the following panels:

• Send MVS File to Another System
• Send Report to Another System
• Send Job to Another System
• Receive MVS File from Another System.

Parameter Defaults

The defaults for the Additional File Information parameters have two different sources:

• If the Additional File Information screen is not used, and a destination member is found, the defaults come from the
XCOM Data Transport Destination member.

• If the Additional File Information screen is not used, and a destination member is not fount, the defaults come from the
XCOM Data Transport Configuration member.

Screen

A sample Additional File Information screen follows:

mm/dd/yy               CA XCOM Release v12                      USER01

12.177              Additional File Information                 13:50

                                                               

COMMAND ===>

Local Information

 File       :

 Charset    : CCSID#37/RE

 Encoding   : EBCDIC

 Delimiters : NA

Remote Information

 File       :             

 Charset    : CCSID#1200/ML

 Encoding   : EBCDIC

 Delimiters : NL

 GatewayGUID:

General Information

 Charset Input Error     : REPLACE    Replacement Character:

 Charset Conversion Error: FAIL       Replacement Character:

 Gateway Destination

 Path       :

 USS ->  UMASK  :     LFILEDATA:    FILEDATA:    (B/T/R)       USSLRECL:
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------------------------------------------------------------------------------- 

PFK  1/Help   3/End                                     11/Hold

F1=Help    F2=SPLIT     F3=End        F4=RETURN    F5=RFIND   F6=RCHANGE

F7=UP      F8=DOWN      F9=SWAP       F10=Fileinfo F11=Hold   F12=Alloc

 

Local Information Fields

The Local Information fields of the Additional File Information screen pertain to the local system.

File

The local file name specified for the transfer. This field is informational and cannot be changed on the Additional File
Information screen.

Charset

This parameter specifies the local character set of the source data.

CCSID#nnnnn/tttttttt
nnnnnn - specifies the CCSID number that corresponds to the character set of the local file. Valid values are 1 -
65535.
tttttttt (optional) - specifies the technique search order IBM Unicode Services uses when performing conversion.
From 1 to 8 characters are specified. Valid values are:
R

- Roundtrip conversion
E

- Enforced Subset conversion
C

- Customized conversion
L

- Language Environment Behavior conversion
M

- Modified for special use conversion
B

- Bidi transformation (Bi-directional) conversion
0-9

- User defined conversions

NOTE
If the technique search order is not specified, Unicode Services defaults to ‘RECLM’.

Encoding

This parameter specifies an optional encoding for which the specified Local Charset is based. The encoding can only
specify EBCDIC.

Delimiters

This parameter specifies the delimiters to use for USS-based output files when FILEDATA=TEXT. Valid values are:
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NA
- Not applicable, the system default delimiter is used.

NL
- New line

CR
- Carriage return

LF
- Line feed

CRLF
- Carriage return/Line feed

LFCR
- Line feed/Carriage return

CRNL
- Carriage return/New line

Remote Information Fields

The Remote Information fields of the Additional File Information screen pertain to the remote partner system.

File

The remote file name specified for the transfer. This field is informational and cannot be changed on the Additional File
Information screen.

Charset

This parameter specifies the remote character set for the target data.

When the remote system is XCOM Data Transport for z/OS:

CCSID#nnnnn/tttttttt
nnnnnn - specifies the CCSID number that corresponds to the character set of the local file. Valid values are 1 -
65535.
tttttttt (optional) - specifies the technique search order IBM Unicode Services uses when performing conversion.
From 1 to 8 characters are specified. Valid values are:
R

- Roundtrip conversion
E

- Enforced Subset conversion
C

- Customized conversion
L

- Language Environment Behavior conversion
M

- Modified for special use conversion
B

- Bidi transformation (Bi-directional) conversion
0-9

- User defined conversions
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NOTE
If the technique search order is not specified, Unicode Services defaults to ‘RECLM’.

When the remote system is XCOM Data Transport for Windows or XCOM Data Transport for Linux/Unix:

CCSID#nnnnn
nnnnnn - specifies the CCSID number that corresponds to the character set. Valid values are 1 - 65535.
Alternatively, can be specified as an IANA character set name, or (ICU) acceptable alias name.

Encoding

This parameter specifies an optional encoding for which the specified Remote Charset is based.

When the remote system is XCOM Data Transport for z/OS, the encoding can be only EBCDIC. When the remote system
is XCOM Data Transport for Windows or XCOM Data Transport for Linux/Unix, the encoding can be either ASCII or
EBCDIC.

Delimiters

This parameter specifies a colon separated list of record delimiters that are used to mark and detect the end of a record.
Valid values are:

NA
- Not applicable, the system default delimiter is used.

NL
- New line

CR
- Carriage return

LF
- Line feed

CRLF
- Carriage return/Line feed

LFCR
- Line feed/Carriage return

CRNL
- Carriage return/New line

VT
- Vertical Tabulation

FF
- Form Feed

PS
- Paragraph Separation

LS
- Line Separation

The tables list the valid delimiters for the various encodings, along with delimiters that are mutually exclusive with each
one. XCOM Data Transport validates the delimiters that are specified and terminates a transfer where mutually exclusive
delimiters are specified.

NOTE
For EBCDIC rules, the ‘FF’ delimiter is only valid for Linux/Unix/Windows platforms.
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EBCDIC Rules

Record Delimiter Mutually exclusive with
CR CRLF, CRNL
LF LFCR
NL
CRLF CR
LFCR LF
CRNL CR
FF

ASCII Rules

Record Delimiter Mutually exclusive with
CR CRLF, CRNL
LF LFCR
NL
CRLF CR
LFCR LF
CRNL CR
VT
FF

UTF Rules

Record Delimiter Mutually exclusive with
CR CRLF, CRNL
LF LFCR
NL
CRLF CR
LFCR LF
CRNL CR
VT
FF
LS
PS

Gateway GUID

Identifies the remote file as a XCOM Data Transport Gateway file and specifies the XCOM Data Transport Gateway GUID.
The XCOM Data Transport Gateway GUID is a unique value that identifies each XCOM Data Transport Gateway file.

Specify one of the following items:

The 1 through 36 character remote XCOM Data Transport Gateway GUID value.

 397



 XCOM™ Data Transport® for z/OS 12.0

• The keyword ANY can be used to identify the remote file as a XCOM Data Transport Gateway file when the XCOM
Data Transport Gateway GUID is not known.

• Leave the field blank to indicate that the remote file is NOT a XCOM Data Transport Gateway file.

Default: None (blank)

General Information Fields

The General Information fields of the Additional File Information screen pertain to both the local and the remote partner
system.

Charset Input Error and Replacement Char

This parameter identifies the appropriate action when the input file contains data that is not consistent with the specified
input character set.

REPLACE
Replace each piece of erroneous data with the default substitution characters defined for the Unicode character
set.

REPLACE#nnnnnnn
The Replacement Character causes replacement of each piece of erroneous data with the Unicode character
that the decimal value nnnnnnn identifies. This option is not supported for z/OS systems, where the replacement
character is defined in the conversion table that is defined to IBM Unicode Services. The replacement character
has a valid range of 1 - 1114111.

SKIP
The erroneous data is disregarded, but a warning message is issued at the end of the transfer. The message
identifies that this condition occurred and provides a total count of the number of ignored bytes. This option is not
supported for z/OS systems and is treated as REPLACE.

FAIL
The transfer terminates with an error condition.

Charset Convert Error & Replacement Char

This parameter identifies the action when the input file contains characters that cannot be converted. The characters are
not included within the output character sets character repertoire.

REPLACE
Replace each unconvertible character with the default substitution characters defined for the Unicode character
set.

REPLACE#nnnnnnn
The Replacement Character causes replacement of each piece of erroneous data with the Unicode character
that the decimal value nnnnnnn identifies. This option is not supported for z/OS systems, where the replacement
character is defined in the conversion table that is defined to IBM Unicode Services. The replacement character
has a valid range of 1 - 1114111.

SKIP
The erroneous data is disregarded, but a warning message is issued at the end of the transfer. The message
identifies that this condition occurred and provides a total count of the number of skipped characters. This option
is not supported for z/OS systems and is treated as REPLACE.

FAIL
The transfer terminates with an error condition.

This parameter indicates how the local USS file is allocated.
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B
Binary

T
Text

R
Record

UMASK

The file permissions that are removed from the XCOM default file or directory permissions for USS files or directories.
UMASK is used only when a file or directory is being created.

Range: 000 to 777

Default: 022

On z/OS systems, the XCOM default file permission is 666, which means:

• Allow the owner of the file to read and write the file.
• Allow members of the owners group to read and write the file.
• Allow all other users read and write the file.

File permissions on USS files are implemented the same way as file permissions are on UNIX systems. The three basic
permissions for each of the categories are read, write, and execute, commonly seen as rwx rwx rwx.

If each of these characters (r, w, x) is considered as a bit, then the possible value ranges are as follows:

• 000 to 111 in binary
• 0 to 7 in hex

So the default permissions of 666 (110 110 110) mean allow read and write to everyone, but not execute.

The UMASK value identifies the permissions that you want to remove from the default (666). If you remove 022 (000 010
010) from 666, what remains is 644. 644 means:

• Allow the owner of the file to read and write the file.
• Allow members of the owners group and all other users to read, but not write.

For directories—XCOM Data Transport sets permissions for a created directory to 7xx, no matter what owner UMASK
value was specified. Group and other permissions, of xx, represent the permissions with the specified UMASK removed.

For files – While the file is being transferred, XCOM Data Transport sets permissions for a created file to 6xx. Where
xx represents the permissions with the specified UMASK removed. After the transfer has been completed, XCOM Data
Transport sets the owner permission with the specified UMASK removed.

LFILEDATA

If the value is not specified for LFILEDATA, then the allocation is determined based on the CODE= specification, the value
of the Data Encoding (CODE) and the Extended Variable Length Record (VLR) fields:

• If CODE=BINARY, then the file is allocated and processed as binary data.
• If CODE=UTF8 or CODE=UTF16, then the file is allocated and processed as record data.
• If CODE=EBCDIC, the type of allocation and processing depends on the value of LFILEDATA, as follows:
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– If you do not specify LFILEDATA=B, the file is allocated as a text file. The file is also processed as an EBCDIC text
file.

– If you do specify LFILEDATA=B, then the file is allocated as a binary file. The file is also processed as an EBCDIC
file.

– If you do specify LFILEDATA=R, then the file is allocated as a text file with record format. The file is also processed
as an EBCDIC text file.

Important! If you do specify LFILEDATA=B, then specify a value for USSLRECL. The value tells XCOM Data Transport
how many bytes there are in each logical record.

FILEDATA

This parameter indicates how a remote USS file is allocated.

B
Binary

T
Text

R
Record

If you do not specify a value for FILEDATA, then the allocation is determined based on the CODE= specification and by
the value of the Data Encoding (CODE) and Extended Variable Length Record (VLR) fields:

• If CODE=BINARY, then the file is allocated and processed as binary data.
• If CODE=UTF8 or CODE=UTF16, then the file is allocated and processed as record data.
• If CODE=EBCDIC, the type of allocation and processing depends on the value of FILEDATA, as follows:

– If you do not specify FILEDATA=B, the file is allocated as a text file. The file is also processed as an EBCDIC text
file.

– If you do specify FILEDATA=B, then the file is allocated as a binary file. The file is also processed as an EBCDIC
file.

– If you do specify FILEDATA=R, then the file is allocated as a text file with record format. The file is also processed
as an EBCDIC text file.

WARNING
If you do specify FILEDATA=B, then specify a value for LRECL. The value tells XCOM Data Transport how many
bytes there are in each logical record.

USSLRECL

If LFILEDATA or FILEDATA is set to B (binary), this value tells XCOM Data Transport the number of bytes there are in
each logical record.

Send Report To Another System Screen

The Send Report To Another System screen is used to submit a z/OS data set for printing on a remote system. The data
set being sent must exist as a valid cataloged data set on the sending system. The file is sent with embedded control
characters (for example, ASA, Machine) retained.

-------------------------------------------------------------------------------

mm/dd/yy                   CA XCOM Release v12                        USER01

08.099                 Send Report To Another System                  11:24

------------------------- CA XCOM Server: XCOMABC -----------------------------

COMMAND ===>
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Transfer ID:                TRUSTED (Y/N/X):     Execution Priority:

Local File Name:

Local Tape Info-File Seq.:     Label Type:     Unit Count:    Vol. Seq.:

  Secure Socket(SSL): NO

  IP Name/Addr:     122.222.222.222                               Port:

  Print Destination--:                        Writer Name---------:

  Report Title-------:                        Print Class---------:

  Copies-------------: 001                    Hold Printing ------: N

  Form Type----------:                        Forms Control Buffer:

  Record Separators--: N                      Compression Mode----: YES

  Data Encoding      : E                      Pack Data Records---: NO

  Truncate Record----: N                      Transfer User Data--:

  Code Table --------:                        System User Data----:

            ---Remote System Information--- ¦  ----Local System Information----

    User ID:                                ¦: USER01

   Password:                                ¦:

     Domain:                                ¦:

Notify User:              Notify Level:     ¦: USER01         Notify Level:  

PFK  1/Help   3/End                                              11/Hold

F1=Help     F2=SPLIT     F3=End       F4=RETURN    F5=RFIND   F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold   F12=Alloc 

Parameter Fields

This section describes the parameter fields of the Send Report screen.

Transfer ID

Associates a descriptive identifier with this file transfer. The transfer ID complements the request number that XCOM Data
Transport assigned to every locally initiated transfer.

xxxxxxxxxx
Specifies up to 10 alphanumeric or national characters associating a descriptive identifier with this file transfer.

NOTE
The XCOM Data Transport transfer IDs form a sequence that starts with 001 and increments by 1 for each
transfer.

Default: TSO user ID (uuuuuuu) with a sequence number (nnn) appended, that is, uuuuuuunnn.

Trusted (Y/N/X)

This parameter specifies whether a user requests a trusted transfer.

• Y

Yes, a trusted transfer is requested and the partner trusted file processes the local userid.

N
No: A trusted transfer is not requested and the partner trusted file will not process the local userid.

X
XCOM: The local userid is propagated and processed on the partner as it was in prior XCOM releases to provide
backwards compatibility.
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Default: X

The values for USERPRO and USEROVR in the default table or TYPE=CONFIG control member affect this functionality.
For more information, see the Administrating section for details.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see the Symbolic
Parameters.

Execution Priority

Execution Priority specifies the execution priority for a transfer request.

1 to 255
Specifies up to 10 alphanumeric or national characters representing the execution priority for this request. 1 is the
lowest execution priority.

NOTE
When multiple XCOM Data Transport transmissions are executing concurrently, transfers with higher execution
priorities receive preferential service. In a busy XCOM Data Transport environment, enhance processing
efficiency by giving short file transfers a higher priority value than long-running transmissions.

Default: 16

Local File Name

Local File Name indicates the name of the local data set being transferred. Required.

Up to 56 alphanumeric characters
Specifies up to 56 characters consisting of:

• A 1 through 44 character data set name
• An optional member name that is enclosed in parentheses
• Optional single quotation marks (apostrophes) to enclose the data set.

Your TSO profile prefix is inserted at the beginning of this entry unless the entry is enclosed in single apostrophes.
If the TSO profile is set to NOPREFIX, nothing is inserted.

Use an asterisk to send multiple members of a partitioned data set. Specifying an asterisk for the member name sends all
members of a PDS, for example, SURVEYS(*). To send all members beginning with a specific prefix, specify this prefix
with an asterisk. For example, NAMES.PDS(AL*) requests that members AL, ALEX, and ALICE all be transferred. The
asterisk must be the last character before the right parenthesis.

If no member name is entered for a partitioned data set, a Member Selection List panel is displayed, allowing the selection
of one or more members for transfer. For more information, seeMember Selection List Screen.

Default: The last data set name entered.

File Sequence

File Sequence specifies the sequence number of the data set on tape.

NOTE
Leave the field blank for disk files.

1 to 9999
Specifies the sequence number of the data set on tape.

Label Type

Label Type specifies the type of processing to be done on the tape data set.
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NOTE
Leave the field blank for disk files.

SL
Specifies the tape processing type SL.

NL
Specifies the tape processing type NL.

NSL
Specifies the tape processing type NSL.

SUL
Specifies the tape processing type SUL.

BLP
Specifies the tape processing type BLP.

LTM
Specifies the tape processing type LTM.

AL
Specifies the tape processing type AL.

AUL
Specifies the tape processing type AUL.

Unit Count

Unit Count specifies the number of tape units that are allocated on the system.

NOTE
Leave the field blank for disk files.

1 to 20
Specifies the number of the units that are allocated on the system.

Volume Sequence

Volume Sequence specifies the sequence number of the first volume of a multivolume tape data set.

NOTE
Leave the field blank for disk files.

1 to 255
Specifies the sequence number of the first volume of a multivolume data set.

Secure Socket (SSL)

Secure Socket (SSL) informs XCOM Data Transport how to handle the security of the transfer to the remote system.

YES
Tells XCOM Data Transport to use SSL/TLS for the transfer of the file and that it must connect to an SSL/TLS port
on the remote partner.

NO
Tells XCOM Data Transport that the file does not require a secure connection and is handled as a regular file
transfer.
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Remote System Identification

Remote System Identification indicates the remote destination where the file is sent.

SNA destination name
Specifies the SNA name of the remote system where the transfer is directed (one to eight characters).

Group name
Specifies the name of a destination member that is defined in the XCOM Data Transport Control Library. This
member can contain a single SNA LU name or TCP/IP name or address or up to 16 SNA LU names (one to eight
characters).
List name
Specifies a list of SNA LU names and TCP/IP addresses (1 to eight characters).

Login user name
Specifies a user ID on the source system whose access privileges are used to execute the file transfer (1 to eight
characters).

IP destination name or IP address
Specifies the IP destination name or address of the remote system where the transfer is directed (1 through 63
alphanumeric characters).

NOTE
The contents of the field reflect the choices that are made in the Primary Option Menu screen. The first item in
the field identifies one of the XCOM Data Transport destination types. The first item is one of the expressions IP
Name/Addr, SNA LU Name, XCOM Group Name, XCOM List Name, or Login User Name. Depending on what
was entered as the destination type on the Primary Option Menu screen. If the first item in the field is IP Name/
Addr, another field, (IP) Port, appears to the right on the same line. The second item in the Remote System
Identification field is a specific destination name (or a number, in the case of an IP address). You cannot change
the destination type (for example, SNA LU Name to XCOM Group Name) but you can change the specific
destination name or number.

Default: The remote destination that is specified on the Primary Option Menu.

Dropsess

Dropsess specifies whether a session with a XCOM Data Transport partner is terminated at the completion of a file
transfer. Optional.

NOTE
This field is displayed only when an SNA type of partner is referenced in the Remote System Identification field.

Y
Indicates that the session is terminated after the transfer has completed.

N
Indicates that the session is retained after the transfer has completed.

Q
Indicates that the session is terminated. If no additional transfer requests for the current XCOM Data Transport
partner

Default: N

Port

Port specifies the number of the IP port where XCOM Data Transport listens at the remote system.
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NOTE
This field is displayed on the screen only when an IP name or address is referenced in the Remote System
Identification field.

1 to 65535
Identifies the IP port monitored (listened to) by XCOM Data Transport at the remote system.

NOTE
If this field is left blank, the port value that is specified in the XCOM Data Transport Default Options Table is
used.

Print Destination

Print Destination specifies the name of the printer or other device on the remote system that is to receive the report. This
destination is dependent upon the remote system.

Up to 21 alphanumeric characters
Specifies the name of the remote system device (typically, a printer) receiving the report.

NOTE
The value of the parameter corresponds to a printer ID when the report is sent to an AS/400. For AS/400, the
print destination name can be a fully qualified printer name.

Report Title

Report Title describes the contents of the report being sent to the remote system.

Up to 21 alphanumeric characters
Text describing the contents of the report being sent to the remote system.

Depending on the operating system running on the remote system. This parameter is used as a comment, or it becomes
part of the banner page that is produced with the report.

For example, HP OpenVMS systems print this field in a banner page. On a z/OS system, this entry becomes part of the
banner page with the values specified in the Print Class and Form Type parameters.

Copies

Copies indicates the number of report copies that are printed on the remote system.

1 to 256
Specifies the number of report copies that are printed on the remote system.

Default: 1

Form Type

Up to 12 alphanumeric characters

Form Type specifies the type of form that is used for printing on the remote system.

Record Separators

Record Separators specifies whether XCOM Data Transport adds a record separator to delimit logical records.

NOTE
Skip this field unless you are sending data to an ASCII system.

Y
XCOM Data Transport adds a record separator, such as a line feed and carriage return, to delimit logical records.
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N
XCOM Data Transport does not add record separators.

Default: N

Data Encoding

This parameter indicates the type of transferred data. The receiving system is responsible for performing any necessary
conversion.

B
Indicates binary data.

E
Indicates that the data is in EBCDIC code page.

A
Indicates that the data is in ASCII code page.

UTF8
Indicates that the data is converted to a UTF-8 encoding for transfer.

UTF16
Indicates that the data is converted to a UTF-16 encoding for transfer.

Default: E

Truncate Record

Truncate Record specifies how records exceeding the maximum logical record length (LRECL) are handled.

Y
Specifies records larger than the maximum LRECL are truncated to the maximum record length.

N
Specifies that XCOM Data Transport is to terminate the file transfer upon receiving a record larger than the
maximum LRECL.

Default: N

The XCOM Data Transport mainframe product supports this field:

• XCOM Data Transport for z/OS
• XCOM Data Transport for VSE
• XCOM Data Transport for VM

When a record is truncated, the data not within the LRECL limit is lost.

The use of truncation is not supported for Unicode transfers. This is due to the possibility of data loss or corruption should
truncation occur in the middle of a multi-byte character in the file.

Code Table

A three-character alphanumeric field that is used for specifying the translation table that the remote partner uses for this
particular transfer only. This field is applicable only for transfers to XCOM Data Transport UNIX or Windows partners, and
only if the INTERNAL_CONVERSION_TABLES=NO.

One to three (bytes)
Specifies up to three alphanumeric characters, identifying the code table that the remote partner uses.
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Writer Name

Writer Name specifies the name of an external writer that is to process the report on the remote system.

Up to eight alphanumeric characters
Specifies the name of an external writer that is to process the report on the remote system.

Print Class

Print Class specifies the print class for this report on the remote system. This value depends the remote system.

x
Specifies one alphanumeric character representing the print class for this report on the remote system. This value
depends the remote system.

NOTE
When sending a report to an HP OpenVMS system, specify a valid value for the Print Class or the print job fails.

Default: A

Hold Printing

Hold Printing indicates whether the report is held when it is received on the remote system or ready for immediate printing.

Y
The report is held.

N
The report is printed immediately.

Default: N

Forms Control Buffer

Forms Control Buffer specifies the FCB name for JES from SYS1.IMAGELIB when the report is sent to a remote z/OS
system.

xxxx
Specifies up to four alphanumeric characters representing the FCB name for JES from SYS1.IMAGELIB when the
report is sent to a remote z/OS system.

Compression Mode

This parameter specifies whether XCOM Data Transport compresses the data being transferred and decompresses it on
the remote system. Compressing the data decreases the transmission time on lower-speed links.

YES
Provides Run-Length Encoding (RLE) for blanks and binary zeros only.

NO
No data compression

RLE
Provides complete Run-Length Encoding for all characters.

COMPACT
Provides full RLE (as in RLE) plus a byte compaction scheme that is suitable for uppercase English text.

COMPACTL
Same as COMPACT, only the compaction scheme is most beneficial for lowercase English text.
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LZSMALL
Lempel-Ziv 77 compression with a small memory allocation scheme.

LZMEDIUM
Lempel-Ziv 77 compression with a medium memory allocation scheme.

LZLARGE
Lempel-Ziv 77 compression with a large memory allocation scheme.

HUFFMAN
Greater compression than RLE but not as much as the Lempel-Ziv 77 modes

LZRW3
General-purpose algorithm that runs fast and gives a reasonable compression.

ZLIB(n)
Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE. The n value can be 1
through 9.

Default: YES

Notes:

Specifying a value other than NO enables use of zIIP to perform the compression function. zIIP processing is used for
compression only if the buffer size to compress is >= 4096 bytes. Specifying PACK=LENGTH and use a high MAXPACK
value (>= 4096) for TCP/IP transfers or RUSIZE (>=4096) for SNA transfers to use zIIP.

Not all compression modes are supported on all platforms.

Specifying a compression mode that is not allowed by a partner server will either cause the compression mode to be
negotiated to the value specified in the partner’s COMPNEG parameter, or the transfer fails.

If COMPRESS!=NO, PACK=LENGTH with a MAXPACK > 31744, then COMPRESS will default to ZLIB2.

Pack Data Records

This parameter field specifies whether the record packing is used on a file transfer.

NO
Specifies that no record packing is used. The data are sent unblocked.

LENGTH
Specifies that the records are packed into fixed-size data transfer blocks. Each record begins with a 2-byte long
prefix that indicates the length of the record and determines how many records can be packed into a block. The
default block size is 2 K but it can be increased to 1023 K. Using the MAXPACK parameter in the XCOM Data
Transport Default Options Table or in the XCOM Data Transport control library member.
When transferring a text file to a partner that supports record separators, record separators are inserted. No
separators are inserted in binary files that are transferred with PACK=LENGTH.

CRLF
Specifies that the records are packed into blocks and separated using a C(carriage)R(return)L(ine)F(feed) byte
sequence.

Notes:

If COMPRESS!=NO, PACK=LENGTH with a MAXPACK > 31744, then COMPRESS will default to ZLIB2.

PACK=LENGTH with MAXPACK=31744 are selected when using XCOM Data Transport over TCP/IP. If PACK=LENGTH
is coded, then also code RECSEP=NO.

You can implement record packing on all platforms that XCOM Data Transport supports.
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CRLF packing can be used with text files only. CRLF is also used when communicating with older releases of XCOM Data
Transport on PC-DOS and OS/2.

PACK=LENGTH when specified with a MAXPACK value of 4096 or higher, enables the compression processing to utilize
zIIP processors. Using the zIIP processors helps reduce CPU utilization costs.

Transfer User Data

Transfer User Data allows you to specify up to 10 bytes of any type of data to be associated with the transfer request. This
data is sent to all user exits and written to the history file upon completion of the file transfer.

Up to ten alphanumeric characters
Specifies data to be associated with the transfer request.

System User Data

System User Data allows the specification of transfer-dependent user data. This data is available to user exits in the
RRDSUSER field of the RRDS data area (mapped using the RRDDSECT macro) while the transfer is pending or active.
HDRDSECT defines the RRDSUSER field within RRDDSECT.

1 to 10 (bytes)
Specifies up to 10 bytes of data available to user exits during a file transfer.

Remote System Information

This section describes the Remote System Information parameter fields of the Send Report screen.

User ID

User ID identifies the user ID under whose set of resource access privileges the transfer is to execute on the remote
system and makes the user ID known to the security system resident on the remote system.

Up to 12 alphanumeric characters
Specifies the user ID under whose set of resource access privileges the transfer is to execute on the remote
system.

For a third-party file transfer, this parameter provides the user ID for the target remote system. For more information about
the XCOM Data Transport security interface, see Overview of Security.

To send a blank parameter value to the remote system, enter “ ”, inserting at least one blank space between the quotation
marks. Insert one blank space when the remote system supplies its own default value for the user ID under whose access
privileges the file transfer is to execute on the remote system.

Many systems do not perform security checking on reports. If so, skip the Remote Password parameter.

Default: The last remote user ID entered

Password

Password identifies the password or passphrase associated with the remote User ID. This value is not displayed.

1 to 100 alphanumeric characters
Specifies up to 100 alphanumeric characters representing the remote user password or passphrase.

For more information on XCOM Data Transport for z/OS passphrase support, see Security Planning.

Notify User

Notify User identifies the user that is on the remote system XCOM Data Transport is to notify when the transfer completes.
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LOG
LOG requests that the main operator on the remote system is notified.
If the remote system is z/OS, XCOM Data Transport issues a WTO macro.
On an IBM iSeries or HP OpenVMS system, the operator console is notified.

user_id
If any value but LOG is given, XCOM Data Transport interprets the user_id as a specific user ID on the remote
system. A message is displayed the next time the user logs in when the transfer completes and the user is not
logged on.

Default: LOG

Notify Level

Notify Level specifies the local notification level for transfers that are initiated from the XCOM Data Transport for the z/OS
server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Local System Information

The following parameters are accessed under Local System Information:

User ID

User ID identifies the user ID under whose set of resource access privileges this file transfer is to execute on the source
system.

Up to eight alphanumeric characters
Specifies the user ID whose privileges are used for executing this file transfer on the source system.

This information is primarily used for third-party processing. For example, a XCOM Data Transport node in New York
could request that a XCOM Data Transport node in Los Angeles sends a file to a XCOM Data Transport node in Chicago.

To use this feature, identify all systems to VTAM that are running XCOM Data Transport Version 2 or higher. For
conventional, non-third-party file transfers, use this parameter to identify the user that initiated the transfer. Identifying
the user is useful when performing operator tracking and control functions through the XCOM Data Transport Operator
Control screen.

To send a blank parameter value to the source system, enter “ ”, inserting at least one blank space between the quotation
marks. Insert a blank space when the source system supplies its own default value for the user ID under whose access
privileges the file transfer is to execute on the source system.

Default: TSO user ID

Password

Password identifies the password or passphrase that is associated with the user ID. This value is not displayed.
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1 to 100 alphanumeric characters
Specifies up to 100 alphanumeric characters representing the password or passphrase that is associated with the
user ID.

For more information on XCOM Data Transport for z/OS passphrase support, see Security Planning.

Domain

Domain identifies the Windows domain that is associated with the remote system.

Up to 15 alphanumeric characters
Specifies up to 15 alphanumeric characters representing the domain that is associated with the user ID and
password on the remote system.

NOTE
Domain can only be used for transfers running under Windows.

Notify User

Notify User identifies the user that is on the local system XCOM Data Transport is to notify when the transfer completes.

Up to eight alphanumeric characters
Specifies the user ID whose privileges are used for executing this file transfer on the local system.

Default: LOG

Notify Level

Notify Level specifies the local notification level for transfers that are initiated from the XCOM Data Transport for the z/OS
server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Submit Job to Another System Screen
The Submit Job to Another System screen provides the information necessary to submit a job from a z/OS data set for
execution on a remote system.

If the remote system is also a z/OS system, the job is submitted to an internal reader. For non-z/OS systems, the job is
submitted to a comparable facility. This data set must contain the control statements necessary to execute the job on the
remote system, for example, JCL for a z/OS or z/VSE system.

NOTE
The data set being sent must exist as a valid cataloged data set on the local system.

-------------------------------------------------------------------------------

mm/dd/yy                CA XCOM Release v12                         USER01

08.099                 Submit Job To Another System                  11:26

------------------------- CA XCOM Server: XCOMABC ------------------------

COMMAND ===>
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  Transfer ID:            TRUSTED (Y/N/X):      Execution Priority:

   Local File Name:

Local Tape Info-File Seq.:     Label Type:     Unit Count:    Vol. Seq.:

   IP Name/Addr:     122.222.222.222                               Port:

   Secure Socket(SSL): NO

   Record Separators (Y/N)-----: N         Compression Mode--------: YES

   Data Encoding (E/B/A/U8/U16): E         Pack Data Records(N/C/L): NO

   Truncate Record (Y/N)-------: N         Transfer User Data------:

   Code Table --------:                    System User Data--------:

            Remote System Information           Local System Information

         ------------------------------- ¦  --------------------------------

    User ID:                             ¦: USER01

   Password:                             ¦:

     Domain:                             ¦:

Notify User:            Notify Level:    ¦: USER01        Notify Level:

PFK  1/Help   3/End                                           11/Hold

F1=Help     F2=SPLIT     F3=End       F4=RETURN    F5=RFIND   F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold   F12=Alloc

Parameter Fields

This section describes the parameters on the Submit Job To Another System screen.

Transfer ID

Associates a descriptive identifier with this file transfer. The transfer ID complements the request number that XCOM Data
Transport assigned to every locally initiated transfer.

xxxxxxxxxx
Specifies up to 10 alphanumeric or national characters associating a descriptive identifier with this file transfer.

NOTE
The XCOM Data Transport transfer IDs form a sequence that starts with 001 and increments by 1 for each
transfer.

Default: TSO user ID (uuuuuuu) with a sequence number (nnn) appended, that is, uuuuuuunnn.

Trusted (Y/N/X)

This parameter specifies whether a user requests a trusted transfer.

Y
Yes, a trusted transfer is requested and the partner's trusted file processes the local userid.

N
No, a trusted transfer is not requested and the partner's trusted file will not process the local userid.

X
XCOM, the local userid is propagated and processed on the partner as it was in prior XCOM releases to provide
backwards compatibility.

Default: X
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The values for USERPRO and USEROVR in the default table or TYPE=CONFIG control member affect this functionality.
For more information, see the Administrating section for details.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see the Symbolic
Parameters.

Execution Priority

Specifies the execution priority for this request.

xxxxxxxxxx
Specifies up to ten alphanumeric or national characters representing the execution priority for this request. 1 is the
lowest execution priority.

NOTE
When multiple XCOM Data Transport transmissions are executing concurrently, transfers with higher execution
priorities receive preferential service. In a busy XCOM Data Transport environment, enhance processing
efficiency by giving short file transfers a higher priority value than long-running transmissions.

Default: 16

Local File Name

Indicates the name of the local data set being transferred. Required.

Up to 56 alphanumeric characters
Specifies up to 56 characters consisting of:

• A 1 through 44 character data set name
• An optional member name enclosed in parentheses
• Optional single quotation marks (apostrophes) to enclose the data set.

Your TSO profile prefix is inserted at the beginning of this entry unless the entry is enclosed in single apostrophes.
If the TSO profile is set to NOPREFIX, nothing is inserted.

Use an asterisk to send multiple members of a partitioned data set. Specifying an asterisk for the member name sends all
members of a PDS, for example, SURVEYS(*). To send all members beginning with a specific prefix, specify this prefix
with an asterisk. For example, NAMES.PDS(AL*) requests that members AL, ALEX, and ALICE all be transferred. The
asterisk must be the last character before the right parenthesis.

If no member name is entered for a partitioned data set, a Member Selection List panel is displayed, allowing the selection
of one or more members for transfer. For more information, see the Member Selection List Screen topic.

Default: The last data set name entered.

File Sequence

Specifies the sequence number of the dataset on tape.

NOTE
Leave the field blank for disk files.

1 to 9999
Specifies the sequence number of the dataset on tape.

Label Type

Specifies the type of processing to be done on the tape data set.
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NOTE
Leave the field blank for disk files.

SL
Specifies the tape processing type SL.

NL
Specifies the tape processing type NL.

NSL
Specifies the tape processing type NSL.

SUL
Specifies the tape processing type SUL.

BLP
Specifies the tape processing type BLP.

LTM
Specifies the tape processing type LTM.

AL
Specifies the tape processing type AL.

AUL
Specifies the tape processing type AUL.

Unit Count

Specifies the number of tape units that is allocated on the system.

NOTE
Leave the field blank for disk files.

1 to 20
Specifies the number of the units that is allocated on the system.

Volume Sequence

Specifies the sequence number of the first volume of a multivolume tape dataset.

NOTE
Leave the field blank for disk files.

1 to 255
Specifies the sequence number of the first volume of a multivolume dataset.

Remote System Identification

Indicates the remote destination where the file is sent.

SNA destination name
Specifies the SNA name of the remote system where the transfer is directed (one to eight characters).

Group name
Specifies the name of a destination member defined in the XCOM Data Transport Control Library. This member
can contain a single SNA LU name or TCP/IP name or address or up to 16 SNA LU names (one to eight
characters).

List name
Specifies a list of SNA LU names and/or TCP/IP addresses (one to eight characters).
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Login user name
Specifies a user ID on the source system whose access privileges are used to execute the file transfer (one to
eight characters).

IP destination name or IP Address
Specifies the IP destination name or address of the remote system where the transfer is directed (1 through 63
alphanumeric characters).

The contents of the field reflect the choices made in the Primary Option Menu screen. The first item in the field identifies
one of the XCOM Data Transport destination types. The first item is one of the expressions IP Name/Addr, SNA LU Name,
XCOM Group Name, XCOM List Name, or Login User Name. Depending on what was entered as the destination type on
the Primary Option Menu screen. If the first item in the field is IP Name/Addr, another field, (IP) Port, appears to the right
on the same line. The second item in the Remote System Identification field is a specific destination name (or a number, in
the case of an IP address). You cannot change the destination type (for example, SNA LU Name to XCOM Group Name)
but you can change the specific destination name or number.

Default: The remote destination that is specified on the Primary Option Menu.

DROPSESS

Indicates whether XCOM Data Transport drops an LU-to-LU session at the conclusion of a scheduled file transfer.

YES
Indicates that XCOM Data Transport drops the session.

NO
Indicates that XCOM Data Transport does not drop the session.

QEMPTY
Indicates that XCOM Data Transport is to process all the transfers to a particular LU in the request queue before
dropping the session.

Default: NO

NOTE
XCOM Data Transport for OpenVMS and some XCOM Data Transport for UNIX products do not support z/OS-
initiated session establishment. Therefore, DROPSESS has no effect when the target of the transfer request is
one of these platforms.

Port

Specifies the number of the IP port where XCOM Data Transport listens at the remote system.

NOTE
This field is displayed on the screen only when an IP name or address is referenced in the Remote System
Identification field.

1 to 65535
Identifies the IP port monitored (listened to) by XCOM Data Transport at the remote system.

NOTE
If this field is left blank, the port value specified in the XCOM Data Transport Default Options Table is used.

Secure Socket (SSL)

Informs XCOM Data Transport how to handle the security of the transfer to the remote system.

YES
Tells XCOM Data Transport to use SSL/TLS for the transfer of the file and that it must connect to an SSL/TLS port
on the remote partner.
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NO
Tells XCOM Data Transport that the file does not require a secure connection and is handled as a regular file
transfer.

Record Separators

Specifies whether XCOM Data Transport adds a record separator to delimit logical records.

NOTE
Skip this field unless you are sending data to an ASCII system.

Y
XCOM Data Transport adds a record separator, such as a line feed and carriage return, to delimit logical records.

N
XCOM Data Transport does not add record separators.

Default: N

Data Encoding

This parameter indicates the type of transferred data. The receiving system is responsible for performing any necessary
conversion.

B
Indicates binary data.

E
Indicates that the data is in an EBCDIC code page.

A
Indicates that the data is in an ASCII code page.

UTF8
Indicates that the data is converted to a UTF-8 encoding for transfer.

UTF16
Indicates that the data is converted to a UTF-16 encoding for transfer.

Default: E

NOTE
EBCDIC packed decimal fields cannot be transferred under EBCDIC. Use BINARY to transfer EBCDIC packed
decimal data.

Truncate Record

Specifies how records exceeding the maximum logical record length (LRECL) are handled.

Y
Specifies records larger than the maximum LRECL are truncated to the maximum record length.

N
Specifies that XCOM Data Transport is to terminate the file transfer upon receiving a record larger than the
maximum LRECL.

The XCOM Data Transport mainframe products: XCOM Data Transport for z/OS, XCOM Data Transport for VSE, and
XCOM Data Transport for VM supports this field.

When a record is truncated, the data not within the LRECL limit is lost.
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The use of truncation is not supported for Unicode transfers. This is due to the possibility of data loss or corruption should
truncation occur in the middle of a multi-byte character in the file.

Default: N

Code Table

A three-character alphanumeric field that is used for specifying the translation table that the remote partner uses for this
particular transfer only. This field is applicable only for transfers to XCOM Data Transport UNIX or Windows partners, and
only if the INTERNAL_CONVERSION_TABLES=NO.

One to three (bytes)
Specifies up to three alphanumeric characters, identifying the code table that the remote partner uses.

Compression Mode

This parameter specifies whether XCOM Data Transport compresses the data being transferred and decompresses it on
the remote system. Compressing the data decreases the transmission time on lower-speed links.

YES
Provides Run-Length Encoding (RLE) for blanks and binary zeros only.

NO
No data compression.

RLE
Provides complete Run-Length Encoding for all characters.

COMPACT
Provides full RLE (as in RLE) plus a byte compaction scheme that is suitable for uppercase English text.

COMPACTL
Same as COMPACT, only the compaction scheme is most beneficial for lowercase English text.

LZSMALL
Lempel-Ziv 77 compression with a small memory allocation scheme.

LZMEDIUM
Lempel-Ziv 77 compression with a medium memory allocation scheme.

LZLARGE
Lempel-Ziv 77 compression with a large memory allocation scheme.

HUFFMAN
Greater compression than RLE but not as much as the Lempel-Ziv 77 modes.

LZRW3
General-purpose algorithm that runs fast and gives reasonable compression.

ZLIB(n)
Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE. The n value can be 1
through 9.

Default: YES

Specifying a value other than NO enables use of zIIP to perform the compression function. zIIP processing is used for
compression only if the buffer size to compress is >= 4096 bytes. Specifying PACK=LENGTH and use a high MAXPACK
value (>= 4096) for TCP/IP transfers or RUSIZE (>=4096) for SNA transfers to use zIIP.

Not all compression modes are supported on all platforms.

Specifying a compression mode that is not allowed by a partner server will either cause the compression mode to be
negotiated to the value specified in the partner’s COMPNEG parameter, or the transfer fails.
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If COMPRESS!=NO, PACK=LENGTH with a MAXPACK > 31744, then COMPRESS will default to ZLIB2.

Pack Data Records

This parameter field specifies whether the record packing is used on a file transfer.

NO
Specifies that no record packing is used. The data are sent unblocked.

LENGTH
Specifies that the records are packed into fixed-size data transfer blocks. Each record begins with a 2-byte long
prefix that indicates the length of the record and determines how many records can be packed into a block. The
default block size is 2 K but it can be increased to 1023 K. Using the MAXPACK parameter in the XCOM Data
Transport Default Options Table or in the XCOM Data Transport control library member.
When transferring a text file to a partner that supports record separators, record separators are inserted. No
separators are inserted in binary files that are transferred with PACK=LENGTH.

CRLF
Specifies that the records are packed into blocks and separated using a C(carriage)R(return)L(ine)F(feed) byte
sequence.
Notes:

• If COMPRESS!=NO, PACK=LENGTH with a MAXPACK > 31744, then COMPRESS will default to ZLIB2.
• PACK=LENGTH with MAXPACK=31744 are selected when using XCOM Data Transport over TCP/IP. If

PACK=LENGTH is coded, then also code RECSEP=NO.
• You can implement record packing on all platforms that XCOM Data Transport supports.
• CRLF packing can be used with text files only. CRLF is also used when communicating with older releases of

XCOM Data Transport on PC-DOS and OS/2.
• PACK=LENGTH when specified with a MAXPACK value of 4096 or higher, enables compression processing to

utilize zIIP processors, which helps reduce CPU utilization costs.

Transfer User Data

Allows you to specify up to 10 bytes of any type of data to be associated with the transfer request. This data is sent to all
user exits and written to the history file upon completion of the file transfer.

Up to ten alphanumeric characters
Specifies data to be associated with the transfer request.

System User Data

Allows the specification of transfer-dependent user data. This data is available to user exits in the RRDSUSER field of the
RRDS data area (mapped using the RRDDSECT macro) while the transfer is pending or active. HDRDSECT defines the
RRDSUSER field within RRDDSECT.

1 to 10 (bytes)
Specifies up to 10 bytes of data available to user exits during a file transfer.

Remote System Information

This section describes the Remote System Information parameter fields of the Submit Job screen.

User ID

Identifies the user ID under whose set of resource access privileges the transfer is to execute on the remote system.
Makes the user ID known to the security system resident on the remote system.
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Up to 12 alphanumeric characters
Specifies the user ID under whose set of resource access privileges the transfer is to execute on the remote
system.

For a third-party file transfer, this parameter provides the user ID for the target remote system. For more information about
the XCOM Data Transport security interface, see Overview of Security.

To send a blank parameter value to the remote system, enter “ ”, inserting at least one blank space between the quotation
marks. Insert one blank space when the remote system supplies its own default value for the user ID under whose access
privileges the file transfer is to execute on the remote system.

Many systems do not perform security checking on reports. If so, skip the Remote Password parameter.

Default: The last remote user ID entered

Password

Identifies the password or passphrase that is associated with the remote user ID. This value is not displayed.

1 to 100 alphanumeric characters
Specifies up to 100 alphanumeric characters representing the remote user's password.

For more information on XCOM Data Transport for z/OS passphrase support, see Security Planning.

Domain

Identifies the Windows domain that is associated with the remote system.

Up to 15 alphanumeric characters
Specifies up to 15 alphanumeric characters representing the domain that is associated with the user ID and
password on the remote system.

NOTE
Can only be used for transfers running under Windows.

Notify User

Identifies the user on the remote system whom XCOM Data Transport is to notify when the transfer completes.

user_id
If any value but LOG is given, XCOM Data Transport interprets the value as a specific user ID on the remote
system.
If this user is not logged on and the transfer completes, the message is displayed next time the user does log on.

LOG
LOG requests that the main operator on the remote system is notified.
XCOM Data Transport issues a WTO macro if the remote system is z/OS.
On an IBM iSeries or HP OpenVMS system, the operator console is notified.

Default: LOG

Notify Level

Specifies the remote notification level for transfers that is initiated from the XCOM Data Transport for the z/OS server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.
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E (Error)
Notify only if the transfer received an error.

Default: A

Local System Information

This section describes the Local System Information parameter fields of the Submit Job screen.

User ID

Identifies the user ID under whose set of resource access privileges this file transfer is to execute on the source system.

Up to eight alphanumeric characters
Specifies the user ID whose privileges are used for executing this file transfer on the source system.

This information is primarily used for third-party processing. For example, a XCOM Data Transport node in New York
could request that a XCOM Data Transport node in Los Angeles send a file to a XCOM Data Transport node in Chicago.

To use this feature, identify all systems to VTAM that are running XCOM Data Transport Version 2 or higher. For
conventional, non-third-party file transfers, use this parameter to identify the user that initiated the transfer. Identifying
the user is useful when performing operator tracking and control functions through the XCOM Data Transport Operator
Control screen.

To send a blank parameter value to the source system, enter “ ”, inserting at least one blank space between the quotation
marks. Insert a blank space when the source system supplies its own default value for the user ID under whose access
privileges the file transfer is to execute on the source system.

Default: TSO user ID

Password

Identifies the password or passphrase that is associated with the User ID. This value is not displayed.

1 to 100 alphanumeric characters
Specifies up to 100 alphanumeric characters representing the password that is associated with the User ID.

For more information on XCOM Data Transport for z/OS passphrase support, see Security Planning.

Notify User

Specifies the user on the local system whom XCOM Data Transport is to notify when the transfer completes.

LOG
Indicates that the main operator on the local system is notified.
XCOM Data Transport issues a WTO macro if the local system is z/OS.
On an IBM iSeries or HP OpenVMS system, the operator console is notified.

user_id
If any value but LOG is given, XCOM Data Transport interprets the value as a specific user ID on the remote
system.
If this user is not logged on and the transfer completes, the message is displayed next time the user does log on.

Default: LOG

Notify Level

Specifies the local notification level for transfers that are initiated from the XCOM Data Transport for the z/OS server.
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A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Receive File From Another System Screen
Use the Receive File From Another System screen to provide the information necessary to retrieve a data file from a
remote system.

This screen now accepts file names up to the maximum allowable size for the Local File (255 characters) and Remote File
(256 characters). So, depending on the size of your screen, use PF7 and PF8 to view all fields on the screen.

-------------------------------------------------------------------------------

mm/dd/yy                CA XCOM Release v12                            USER01

08.099               Receive File From Another System                   11:27

------------------------ CA XCOM Server: XCOMABC ------------------------------

COMMAND ===>

 Local System Identification

   Server:                                          Port: 8049  Protocol: TCP

   Transfer ID:            TRUSTED (Y/N/X):             Execution Priority:

   Local File :

   IP Name/Addr:     122.222.222.222                               Port:

   Remote File: 

   Program Library: NO                     Secure Socket(SSL): NO

   Create/Replace/Add (C/R/A)------: C     Checkpoint Count--------: 0

   Record Separators (Y/N)---------: N     Compression Mode--------: YES

   Data Encoding(E/B/A/U8/U16)     : B     Pack Data Records(N/C/L): NO

   Truncate Record (Y/N)-----------: N     Transfer User Data------:

   Code Table ---------------------:       System User Data--------:

   Create Delete Option------------: Y     PDS Compression---------: NONE

   Extended Variable Length Record-: N

               Remote System Information           Local System Information

            ------------------------------- ¦  --------------------------------

    User ID:              Tape (Y/N):       ¦: USER01       Tape (Y/N):

   Password:                                ¦:

     Domain:                                ¦:

Notify User: LOG          Notify Level:     ¦: USER01       Notify Level:

     Volume:              Unit:             ¦:              Unit:

PFK  1/Help   3/End                                11/Hold   12/Alloc

F1=Help     F2=SPLIT     F3=End       F4=RETURN    F5=RFIND     F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold     F12=Alloc
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Parameter Fields

This section describes the parameter fields of the Receive File screen.

Local System Identification

Identifies the local system involved in a XCOM Data Transport transfer. The terms in which the local system can be
identified are described in the following items.

Server

Specifies the APPLID or the STCIP of the XCOM Data Transport server on the mainframe that is to start the transfer. Or
the XCOMPLEX Admin Server that is to schedule the transfer to an XCOMPLEX Worker Server. Required.

xxxxxxxx
Specifies the APPLID of the XCOM Data Transport server or XCOMPLEX Admin Server. The APPLID can contain
up to eight alphanumeric characters.

x1 . . . x63
Specifies the STCIP name or address of the XCOM Data Transport server or XCOMPLEX Admin Server. The
STCIP name can contain 1 through 63 alphanumeric characters and it must be one that has been defined to the
domain name server. The address can be in IPv4 or IPv6 notation. This address is the same STCIP that you can
specify in your XCOMJOB PARM.

Port

Specifies the IP port of the STCIP of the XCOM Data Transport server on the mainframe that is to start the transfer. Or
the XCOMPLEX Admin Server that is to schedule the transfer to an XCOMPLEX Worker Server. Required for TCP or the
SSL/TLS transfers.

nnnnn
Specifies the IP port of the XCOM Data Transport server or XCOMPLEX Admin Server. The IP port can contain
valid numeric values 1 through 65535. This value is the same as the STCPORT that you can specify in your
XCOMJOB PARM.

Default: None

NOTE
If a value is not specified for this field, a value is taken from the STCPORT parameter of the XCOM Data
Transport configuration member that is in effect.

Protocol

Specifies whether the Server field is the STCIP, APPLID, or PLEXQ group name of the XCOM Data Transport server
on the mainframe that is to start the transfer. Or the XCOMPLEX Admin Server that is to schedule the transfer to an
XCOMPLEX Worker Server.

xxx
Valid values are SNA, TCP, SSL, and PLQ.
If you specify SNA, then the Server field must be a one- to eight-character entry conforming to the rules for VTAM
APPLIDs.
If you specify TCP or SSL/TLS, the Server field must be a 1- to 64-character entry conforming to the rules for a
TCP/IP name or address. If the server listens to a port other than 8044, specify the port address.
If you specify PLQ, then the Server field must be a 1-8 character entry specifying the name of the PLEXQ group
to join for processing the request.
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NOTE
If a value is not specified for this field, a value is taken from the STCPROTOCOL parameter of XCOM
Data Transport configuration member that is in effect. If a configuration member is not in effect or the
STCPROTOCOL parameter is not specified in the member, the protocol defaults to SNA.

Transfer ID

Associates a descriptive identifier with this file transfer. It complements the request number assigned by XCOM Data
Transport to every locally initiated transfer.

xxxxxxxxxx
Specifies up to ten alphanumeric or national characters identifying the file transfer.

NOTE
The XCOM Data Transport transfer IDs form a sequence that starts with 001 and is incremented by 1 for each
transfer.

Default: Your TSO user ID (uuuuuuu) with a sequence number (nnn) appended, that is, uuuuuuunnn

Trusted (Y/N/X)

This parameter specifies whether a user requests a trusted transfer.

Y
Yes, a trusted transfer is requested and the partner's trusted file processes the local userid.

N
No, a trusted transfer is not requested and the partner's trusted file will not process the local userid.

X
XCOM, the local userid is propagated and processed on the partner as it was in prior XCOM releases to provide
backwards compatibility.

Default: X

The values for USERPRO and USEROVR in the default table or TYPE=CONFIG control member affect this functionality.
For more information, see the Administrating section for details.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see the Symbolic
Parameters.

Execution Priority

Specifies the execution priority for this request.

1 to 255
Specifies a priority to provide efficient scheduling in a busy transfer environment. 1 is the lowest execution priority.

NOTE
When multiple XCOM Data Transport transmissions are executing concurrently, transfers with higher execution
priorities receive preferential service. In a busy XCOM Data Transport environment, unless you have compelling
reasons for not doing so, enhance processing efficiency by giving short file transfers a higher priority value than
long-running transmissions.

Default: 16

Local File

Indicates the name of the data set where the file being retrieved is to be stored.
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Up to 56 alphanumeric characters (for a non-USS file)
Specifies up to 56 characters consisting of the following:

• A 1- to 44-character data set name
• An optional member name enclosed in parentheses
• Optional single quotation marks (apostrophes) to enclose the data set

Your TSO profile prefix is inserted at the beginning of this entry unless the entry is enclosed in single apostrophes.
If the TSO profile is set to NOPREFIX, nothing is inserted.

1 to 255 characters (for a USS file)
Specifies the USS local data set involved in a file transfer. Contains up to 255 characters consisting of the
following:

• / (the first character of the data set name)
• A 1- to 254-character data set name

One or more wildcard characters (*) can be used if transferring to IBM mainframe systems, to Windows systems, or to
UNIX systems.

The transfer of USS files is supported only between systems running XCOM Data Transport r11.5 or higher.

Default: The last data set name entered

USS Example

USS files can have up to 255 characters.

LFILE=/u/users/xcom/source/*.c
Transfer ALL files and save them with the suffix .c.

Remote System Identification

Indicates the destination from which the file is to be retrieved. Required.

SNA destination name
Specifies the SNA name of the remote system where the transfer is directed (one to eight characters).

Group name
Specifies the name of a destination member defined in the XCOM Data Transport Control Library. This member
can contain a single SNA LU name or TCP/IP name or address or up to 16 SNA LU names (one to eight
characters).

List name
Specifies a list of SNA LU names and/or TCP/IP addresses (one to eight characters).

Login user name
Specifies a user ID on the source system whose access privileges are used to execute the file transfer (one to
eight characters).

IP destination name or IP Address
Specifies the IP destination name or address of the remote system where the transfer is directed (1 to 63
alphanumeric characters).

The contents of the Remote System Identification field reflect the choices made in the Primary Option Menu screen.
The first item in the field identifies one of the XCOM Data Transport destination types, that is, the first item is one of the
expressions IP Name/Addr, SNA LU Name, XCOM Group Name, XCOM List Name, or Login User Name, depending on
what was entered as the destination type on the Primary Option Menu screen. If the first item in the field is IP Name/Addr,
another field, (IP) Port, appears to the right on the same line. The second item in the Remote System Identification field
is a specific destination name (or a number, in the case of an IP address). You cannot change the destination type (for
example, SNA LU Name to XCOM Group Name) but you can change the specific destination name or number.
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Default: The remote destination specified on the Primary Option Menu

Dropsess

Specifies whether a session with a XCOM Data Transport partner should be terminated at the completion of a file transfer.
Optional.

NOTE
This field is displayed only when an SNA type of partner is referenced in the Remote System Identification field.

Y
Indicates that the session is to be terminated after the transfer has completed.

N
Indicates that the session is to be retained after the transfer has completed.

Q
Indicates that the session is to be terminated if there are no additional transfer requests for the current XCOM
Data Transport partner.

Default: N

Port

Specifies the number of the IP port where XCOM Data Transport listens at the remote system.

NOTE
This field is displayed on the screen only when an IP name or address is referenced in the Remote System
Identification field.

1 to 65535
Identifies the IP port monitored (listened to) by XCOM Data Transport at the remote system.

If this field is left blank, the port value specified in the XCOM Data Transport Default Options Table is used.

Remote File

Indicates the name of the file on the remote system that is being retrieved. Required.

Up to 256 alphanumeric characters
Specifies the file name that should receive the data being transferred. The maximum allowable length of the file
name varies, depending on the remote partner. The following limits apply for MVS and USS files:

• Up to 56 alphanumeric characters (for an MVS file)
• Up to 255 alphanumeric characters (for a USS file)

Up to 56 alphanumeric characters (for an MVS file)
Specifies up to 56 characters consisting of the following:

• A 1- to 44-character data set name
• An optional member name enclosed in parentheses
• Optional single quotation marks (apostrophes) to enclose the data set

Your TSO profile prefix is inserted at the beginning of this entry unless the entry is enclosed in single apostrophes.
If the TSO profile is set to NOPREFIX, nothing is inserted.

You can use an asterisk (*) as a wildcard to retrieve multiple members of a partitioned data set. Specifying an asterisk for
the member name retrieves all members of a PDS, for example, SURVEYS(*). To retrieve all members beginning with
a specific prefix, specify the prefix followed by an asterisk. For example, NAMES.PDS(AL*) requests that members AL,
ALEX, ALICE, and so on be transferred.
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During the generation of a file transfer request, XCOM Data Transport successively replaces each asterisk (*) in a Remote
File Name with a name you have selected from the Member Selection List. When XCOM Data Transport finds no other
special character in a Remote File Name, it appends the name (within parentheses) of each selected member to the
Remote File Name. You can arrange for XCOM Data Transport to avoid the latter procedure and treat such a file as
sequential. To do this, you must select the ALLOC function (PF12/24) and set the Directory Blocks entry to zero.

In the OpenVMS environment, brackets ([ ]) are used to indicate the directory in a complete file name specification.
However, some EBCDIC environment keyboards do not provide brackets. In such cases, use braces ({ }) instead,
because XCOM Data Transport converts the braces to brackets.

If the remote file name includes embedded spaces in the file name, enclose the FILE parameter value in either single or
double quotes. For example, to send to the directory c:\My Documents on a Windows partner, use the following format:

FILE='c:\My Documents\test.txt'

1 to 255 characters (for a USS file)
Specifies up to 255 characters consisting of the following:

• / (the first character of the data set name)
• A 1- to 254-character data set name

One or more wildcard characters (*) can be used if transferring to IBM mainframe systems, to Windows systems, or to
UNIX systems.

The transfer of USS files is supported only between systems running XCOM Data Transport r11.5 and above.

USS Examples

FILE=/u/users/xcom/*
Transfer ALL files.

FILE=/u/users/xcom/m*
Transfer ALL files starting with an m.

FILE=/u/users/xcom/*m
Transfer ALL files ending with an m.

FILE=/u/users/xcom/m*m
Transfer ALL files starting with an m and ending with an m.

FILE=/u/users/xcom/m*y*m
Transfer ALL files starting with an m, ending with an m and containing a y.

FILE=/u/users/xcom/m*you*
Transfer ALL files starting with an m and containing the characters you in succession.

FILE=/u/users/xcom/m*y*o*u*
Transfer ALL files starting with an m and containing the characters y and o and u (in order, but not in succession).

Program Library

Informs XCOM Data Transport how to handle the file that is being transferred to the remote system.

YES
Tells XCOM Data Transport to transfer the file as a PDSE program library. This parameter is the equivalent to
PROGLIB=YES in SYSIN01.

NO
Tells XCOM Data Transport that the file does not involve a PDSE program library and should be handled as a
regular file transfer.
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NOTE
There is no default value for this parameter. Unless YES is specified, the file is handled as a regular transfer.

Create/Replace/Add

Informs XCOM Data Transport how to handle the file in which the transferred data are going to be received. This is the file
whose name appears in the Local File Name field.

C(reate)
XCOM Data Transport attempts to create (allocate) a new file on the receiving system. For information concerning
the provision of additional allocation parameters for this new file, see the File Allocation Information screen in this
section.

A(dd)
XCOM Data Transport adds the records being transferred to the end of an existing file (named in the Local File
Name field).
For an indexed file, the keys must not match those in the file on the local system or XCOM Data Transport
terminates the transfer with an error.

R(eplace)
XCOM Data Transport replaces the contents of a file on the local (initiating) system with the data being
transferred.
If the file is indexed, the records with matching keys are replaced and those with non-matching keys are added.

When transferring a partitioned data set, specify C only if the PDS itself is being created. If a new member is being sent to
an existing PDS, specify R for Replace.

If you specify Create, the XCOM Data Transport default options table value REPCR is used to determine if the file will be
replaced or if the transfer will terminate with an error. For more information, see REPCR

Default: C(reate)

Record Separators

Specifies whether the receiving XCOM Data Transport adds record separators (line feed and/or carriage return) to delimit
logical records.

NOTE
Skip this field unless you are sending data to an ASCII system.

Y
XCOM Data Transport adds a record separator to delimit logical records.

N
XCOM Data Transport does not add record separators.

Default: N

Data Encoding

This parameter indicates the type of transferred data. The system from which the data are retrieved is responsible for
performing any necessary conversion.

B
Indicates binary data.

E
Indicates that the data is in an EBCDIC code page.
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A
Indicates that the data is in an ASCII code page.

UTF8
Indicates that the data is converted to a UTF-8 encoding for transfer.

UTF16
Indicates that the data is converted to a UTF-16 encoding for transfer.

NOTE
EBCDIC packed decimal fields cannot be transferred under EBCDIC. Use BINARY to transfer EBCDIC packed
decimal fields.

Default: E

Secure Socket (SSL/TLS)

Informs XCOM Data Transport how to handle the security of the transfer to the remote system.

YES
Tells XCOM Data Transport to use SSL/TLS for the transfer of the file and that it must connect to a SSL/TLS port
on the remote partner.

NO
Tells XCOM Data Transport that the file does not require a secure connection and should be handled as a regular
file transfer.

Checkpoint Count

Specifies the interval at which XCOM Data Transport takes a checkpoint (to be used to restart a suspended or failed file
transfer). The length of the checkpoint interval is measured in terms of a number of blocks.

0
Specifies that XCOM Data Transport is to take no checkpoints.

1 to 9999
Specifies the number of blocks that form a checkpoint interval. A checkpoint is taken whenever the specified
number of blocks has been transferred.
If record packing is not used, 1 record = 1 block.

Each time a checkpoint is taken, the output buffers on the receiving system are written to the disk. Making the checkpoint
interval too short slows down file transfers; making it too long increases the risk of data loss. It is recommended that the
Checkpoint Count be set to at least 1000. On Token Ring, Ethernet and other high-speed networks, the Checkpoint Count
should be set to the highest allowable value.

If the receiving system is z/OS or z/VSE, the Checkpoint Count should be a multiple of the blocking factor. For example, if
the DCB attributes are RECFM=FB LRECL=80 BLKSIZE=8000, the Checkpoint Count should be a multiple of 100.

Compression Mode

This parameter specifies whether XCOM Data Transport compresses the data being transferred and decompresses it on
the receiving system. Compressing the data decreases the transmission time on lower-speed lines.

YES
Provides Run-Length Encoding (RLE) for blanks and binary zeros only.

NO
No data compression.

RLE
Provides complete Run-Length Encoding for all characters.
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COMPACT
Provides full RLE (as in RLE) plus a byte compaction scheme that is suitable for uppercase English text.

COMPACTL
Same as COMPACT, only the compaction scheme is most beneficial for lowercase English text.

LZSMALL
Lempel-Ziv 77 compression with a small memory allocation scheme.

LZMEDIUM
Lempel-Ziv 77 compression with a medium memory allocation scheme.

LZLARGE
Lempel-Ziv 77 compression with a large memory allocation scheme.

HUFFMAN
Greater compression than RLE but not as much as the Lempel-Ziv 77 modes.

LZRW3
General-purpose algorithm that runs fast and gives reasonable compression.

ZLIB(n)
Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE. The n value can be 1
through 9.

Default: YES

Notes:

Specifying a value other than NO enables use of zIIP to perform the compression function. zIIP processing is used for
compression only if the buffer size to compress is >= 4096 bytes. Specifying PACK=LENGTH and use a high MAXPACK
value (>= 4096) for TCP/IP transfers or RUSIZE (>=4096) for SNA transfers to use zIIP.

Not all compression modes are supported on all platforms.

Specifying a compression mode that is not allowed by a partner server will either cause the compression mode to be
negotiated to the value specified in the partner’s COMPNEG parameter, or the transfer fails.

If COMPRESS!=NO, PACK=LENGTH with a MAXPACK > 31744, then COMPRESS will default to ZLIB2.

Truncate Record

Specifies how records exceeding the maximum logical record length (LRECL) are to be handled.

Y
Specifies that records larger than the maximum LRECL are to be truncated to the maximum record length.

N
Specifies that XCOM Data Transport is to terminate the file transfer upon receiving a record larger than the
maximum LRECL.

This field is supported only by the XCOM Data Transport mainframe products, XCOM Data Transport for z/OS, XCOM
Data Transport for VSE, and XCOM Data Transport for VM.

When a record is truncated, the data not within the LRECL limit is lost.

The use of truncation is not supported for Unicode transfers. This is due to the possibility of data loss or corruption should
truncation occur in the middle of a multi-byte character in the file.

Default: N
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Code Table

This is a three-character alphanumeric field used for specifying the translation table to be used by the remote partner for
this particular transfer only. This field is applicable only for transfers to XCOM Data Transport UNIX or Windows partners,
and only if their INTERNAL_CONVERSION_TABLES=NO.

One to three (bytes)
Specifies up to three alphanumeric characters, identifying the code table to be used by the remote partner.

Pack Data Records

This parameter field specifies whether the record packing is used on a file transfer.

NO
Specifies that no record packing is used. The data are sent unblocked.

LENGTH
Specifies that the records are packed into fixed-size data transfer blocks. Each record begins with a 2-byte long
prefix that indicates the length of the record and determines how many records can be packed into a block. The
default block size is 2 K but it can be increased to 1023 K. Using the MAXPACK parameter in the XCOM Data
Transport Default Options Table or in the XCOM Data Transport control library member.
When transferring a text file to a partner that supports record separators, record separators are inserted. No
separators are inserted in binary files that are transferred with PACK=LENGTH.

CRLF
Specifies that the records are packed into blocks and separated using a C(carriage)R(return)L(ine)F(feed) byte
sequence.

Notes:

If COMPRESS!=NO, PACK=LENGTH with a MAXPACK > 31744, then COMPRESS will default to ZLIB2.

PACK=LENGTH with MAXPACK=31744 are selected when using XCOM Data Transport over TCP/IP. If PACK=LENGTH
is coded, then also code RECSEP=NO.

You can implement record packing on all platforms that XCOM Data Transport supports.

CRLF packing can be used with text files only. CRLF is also used when communicating with older releases of XCOM Data
Transport on PC-DOS and OS/2.

PACK=LENGTH when specified with a MAXPACK value of 4096 or higher, enables compression processing to utilize zIIP
processors, which helps reduce CPU utilization costs.

Transfer User Data

Allows you to specify up to 10 bytes of any type of data to be associated with the transfer request. This data is sent to all
user exits and written to the history file upon completion of the file transfer.

Up to 10 alphanumeric characters
Specifies data to be associated with the transfer request.

System User Data

Allows the specification of transfer-dependent user data. This data is available to user exits in the RRDSUSER field of
the RRDS data area (mapped by the RRDDSECT macro) while the transfer is pending or active. The RRDSUSER field is
defined by HDRDSECT within RRDDSECT.

1 to 10 (bytes)
Specifies up to 10 bytes of data available to user exits during a file transfer.
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Create Delete Option

The Create Delete Option specifies whether an existing data set is deleted and a new data set allocated at the start of a
FILEOPT=CREATE transfer.

Y
If FILEOPT=CREATE and the data set exists, then the data set is deleted and a new data set is allocated at the
start of the transfer.

N
If FILEOPT=CREATE and the data set exists, then the transfer fail with a catalog/file error.

Default: N

The existing dataset is lost when specifying CREATEDELETE=YES. The new data set is allocated with the attributes
specified in the transfer.

CREATEDELETE applies only if the target data set is a sequential data set or an entire PDS/PDSE. CREATEDELETE is
ignored for other types of data sets (such as PDS members, PDSE members, VSAM, and USS files).

If the data set is specified using the fully qualified GxxxxVxx name, CREATEDELETE does apply to relative GDGs.

Your site XCOM Data Transport administrator must allow, through the default table (XCOMDFLT) or destination member
(XCOMCNTL), the use of CREATEDELETE=YES.

Extended Variable Length Record

This parameter indicates whether the transfer is for an extended Variable Length Record (VLR) file.

YES
Indicates that the extended variable length record support is requested.

NO
Indicates that the extended variable length record support is not requested.

Default: No

VLR=YES is only valid when FILETYPE=FILE and CODE=BINARY.

To use extended VLR support, both systems must have extended VLR support. If the XCOM Data Transport does not
have extended VLR support, then you cannot get the desired results by initiating an extended VLR transfer from z/OS to
Windows.

Remote System Information

The Remote System Information fields of the Receive File From Another System screen pertain to the remote or non-
initiating XCOM Data Transport partner.

User ID

Identifies the user ID under whose set of resource access privileges the file transfer is to execute on the remote system. It
should be a user ID known to the security interface of that system.

xxxxxxxxxxxx
Specifies up to 12 alphanumeric characters representing a user ID whose access privileges on the remote system
are used for executing the transfer.

If the remote system does not perform security checking, you can skip this and the Remote Password parameter.

To send a blank parameter value to the remote system, enter “ ”, inserting at least one blank space between the quotation
marks. Do this when the remote system supplies its own default value for the user ID under whose access privileges the
file transfer is to execute on the remote system.

 431



 XCOM™ Data Transport® for z/OS 12.0

Default: The last remote user ID entered

Tape

Indicates whether the remote data set resides on magnetic tape.

Y
Specifies that the remote data set resides on magnetic tape.

N
Specifies that the remote data set does not reside on magnetic tape.

NOTE
If you enter Y in the Tape field, a new screen - MVS Extended Tape Parameter Entry - is displayed, allowing
tape-related information to be specified. See the section MVS Extended Tape Parameter Entry Screen earlier in
this section.

Default: N

Password

Identifies the password or passphrase associated with the remote user ID.

1 to 100 alphanumeric characters
Specifies up to 100 alphanumeric characters representing the user password or passphrase associated with the
remote user ID.

For more information on XCOM Data Transport for z/OS passphrase support, see Security Planning.

Domain

Identifies the Windows domain associated with the remote system.

Up to 15 alphanumeric characters
Specifies up to 15 alphanumeric characters representing the domain associated with the user ID and password on
the remote system.

NOTE
Can only be used for transfers running under Windows.

Notify User

Identifies the user on the remote system whom XCOM Data Transport is to notify when the transfer completes.

LOG
Indicates that the main operator on the remote system be notified.
If the remote system is z/OS, a WTO macro is issued by XCOM Data Transport.
On an IBM iSeries or HP OpenVMS system, the operator console is notified.

user_id
If any value but LOG is given, XCOM Data Transport interprets this as a specific user ID on the remote system. If
that user is not logged on when the transfer completes, the message is displayed the next time the user logs on.

Default: LOG

Notify Level

Specifies the remote notification level for transfers initiated from the XCOM Data Transport for z/OS server.
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A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Volume

Indicates the volume on the remote system on which the file is to be created (or resides, for existing non-cataloged files).

xxxxxx
Specifies the name of the volume serial where the remote data set can be found or created. This value can be up
to six alphanumeric characters.

Default: The volume name determined by the remote system catalog

Unit

Indicates the unit on the remote system from which the file is to be retrieved.

xxxxxxxx
Specifies the unit name on the remote system from which the file is to be retrieved. This value can be up to eight
alphanumeric characters.

Default: The unit determined by the remote system catalog

Local System Information

The Local System Information fields of the Send MVS File To Another System screen pertain to the local or transfer-
initiating XCOM Data Transport system.

User ID

Identifies the user ID under whose set of resource access privileges this file transfer is to execute on the source (transfer-
initiating) system.

Up to eight characters
Specifies the user ID under whose set of resource access privileges this file transfer is to execute on the source
system.

This information is primarily used for third-party processing. For example, a XCOM Data Transport node in New York
could request that a XCOM Data Transport node in Los Angeles send a file to a XCOM Data Transport node in Chicago.

To use this feature, all systems must be identified to VTAM and running XCOM Data Transport Version 2 or higher. For
conventional (that is, non-third-party) file transfers, use this parameter to identify the user that initiated the transfer. This
is useful when performing operator tracking and control functions through the XCOM Data Transport Operator Control
screen.

To send a blank parameter value to the source system, enter “ ”, inserting at least one blank space between the quotation
marks. Do this when the source system supplies its own default value for the user ID under whose access privileges the
file transfer is to execute on the source system.

Default: TSO user ID
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Tape

Indicates whether the local data set resides on magnetic tape.

Y
Specifies that the local data set resides on magnetic tape.

N
Specifies that the local data set does not reside on magnetic tape.

NOTE
If you enter Y in the Tape field, a new screen - MVS Extended Tape Parameter Entry - is displayed, allowing
tape-related information to be specified. See MVS Extended Tape Parameter Entry Screen earlier in this section.

Default: N

Password

Specifies the password or passphrase associated with the local User ID parameter.

1 to 100 alphanumeric characters
Specifies up to 100 alphanumeric characters representing the password or passphrase associated with the local
user ID parameter.

NOTE
The value entered in this field is not displayed.

For more information on XCOM Data Transport for z/OS passphrase support, see Security Planning.

Notify User

Identifies the user on the receiving system whom XCOM Data Transport is to notify when the transfer completes.

LOG
Indicates that the main operator on the local system be notified.
If the local system is z/OS, a WTO macro is issued by XCOM Data Transport.
On an IBM iSeries or HP OpenVMS system, the operator console is notified.

user_id
If any value but LOG is given, XCOM Data Transport interprets this as a specific user ID on the local system. If
that user is not logged on when the transfer completes, the message is displayed the next time the user logs on.

Default: LOG

Notify Level

Specifies the local notification level for transfers initiated from the XCOM Data Transport for z/OS server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Volume

Specifies the name of the volume serial where the local data set can be found or created.
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Up to six alphanumeric characters
Specifies up to six alphanumeric characters representing the name of the volume serial where the local data set
can be found or created.

Used in conjunction with the local Unit parameter.

The value must be the name of a volume currently mounted on this system, or problems in allocation may occur.

If the data set does not exist and the File Allocation Information screen is used, the parameters entered on that screen are
used to create the data set.

If the data set does not exist and the File Allocation Information screen is not used, the file allocation parameter values
specified in the Default Options Table are used to create the data set.

Default: Catalog information is used if the data set exists.

Unit

Specifies the unit name to be used in locating the local data set.

Up to 10 alphanumeric characters
Specifies the unit name to be used in locating the local data set.

If the data set does not exist and the File Allocation Information screen is used, the parameters entered on that screen are
used to create the data set.

If the data set does not exist and the File Allocation Information screen is not used, the file allocation parameter values
specified in the Default Options Table is used to create the data set.

NOTE
This parameter is used in conjunction with the local Volume parameter.

Default: Catalog information is used if the data set exists.

File Transfer Scheduling Information Screen
The File Transfer Scheduling Information screen contains the optional parameters related to file transfer scheduling.
This screen is displayed only if a file transfer is requested to be queued via the Queue for Execution field on the Primary
Option Menu and the user enters the SCHEDULE command (PF11/23) from any of the file transfer screens (Send MVS
File To Another System, Submit Job To Another System, Send Report To Another System, or Receive File From Another
System).

------------------------------------------------------------------------

mm/dd/yy                CA XCOM Release v12                       USER01

08.099              File Transfer Scheduling Information           09:49

------------------------------------------------------------------------

COMMAND ===>

                   LOGDA01.R30.CICS.ASM(XCICODIS)

        

                 Start Date:

                                 Day: dd   Month: mm   Year: yyyy

                             or  Number of days from today:

               Start Time: 1746            (HHMM)   or  (+HHMM)  or  (+MM)

        

           Selection Priority:             (1 - 255)

                         Hold:             (Y or N)

                          Age:             (1 - 999)

------------------------------------------------------------------------
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PFK  1/Help   3/End                                              12/Alloc

F1=Help     F2=SPLIT     F3=End       F4=RETURN    F5=RFIND   F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold   F12=Alloc 

Parameter Fields

This section describes the parameter fields of the File Transfer Scheduling Information screen.

Start Date

Specifies the date the transfer is to begin.

The start date can be defined in absolute or relative terms:

• To define a start date in absolute terms, enter a numeric value in each of the three fields labeled Day, Month and Year
as follows:
– Day
1 to 31 (a day of the month)

Month
1 to 12 (a month of the year interpreted according to the following chart):
1 = January          2 = February        3 = March

 4 = April            5 = May             6 = June

 7 = July             8 = August          9 = September

10 = October         11 = November       12 = December

Year
nnnn (a four-digit designation for a year)

• To define a start date in relative terms, enter a number in the range 1 to 999 in the field labeled Number of days from
today. The number entered in this field indicates that the transfer is to start in that many days from today (the current
date). For example, if you enter 1 in this field, the transfer starts one day from today or tomorrow. Entering 7 in this field
means that the transfer is to start seven days or one week from now.

Default: Current date

Start Time

Specifies the time the transfer is to begin.

hhmm
Specifies the hour and minute of the day when the transfer is to begin in the 24-hour clock format.
The range of values for the hour (hh) is 00-24. The range of values for the minute (mm) is 00-59.
For example, to schedule a transfer to start at (not before) 2 p.m., specify 1400.

+hhmm
Specifies the transfer start time in terms of a number of hours (hh) and minutes (mm) after the current hour and
minute.
The range of values for the hour (hh) is 00-24. The range of values for the minute (mm) is 00-59.
For example, if the current time is 1200 (noon), then specifying +0340 as the transfer start time means that the
transfer is to start 3 hours and 40 minutes after the current time, that is, at 3:40 p.m. (or 1540 in the 24-hour clock
format)

+mm
Specifies the transfer start time in terms of a certain number of minutes (mm) after the current minute.
The range of values for the minute (mm) is 00-59.
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For example, if the current time is 1710 (or 5:10 p.m.), then specifying +20 as the transfer start time means that
the transfer is to start 20 minutes from the current minute (10), that is, at 5:30 p.m. (or 1730 in the 24-hour clock
format).

NOTE
If no value (or a sequence of spaces) is entered in the Start Time field, the start time defaults to the current time.
If a value is entered in the Start Time field, all digit positions indicated by the format must be filled. Thus, neither
1 nor 01 is a valid start time specification for 1 a.m.; the correct specification in this case is 0100. Similarly, you
cannot specify +5 to indicate that a transfer is to start 5 minutes from now; instead, you must specify two digits,
+05, as indicated by the format (+mm).

Default: Current time

Selection Priority

Specifies scheduling (selection) priority for the file transfer.

1 to 255
Specifies scheduling (selection) priority for the file transfer. One is the lowest priority.

Do not confuse this parameter with Execution Priority, which applies after the file transfer has begun executing.

In situations where multiple file transfer requests are eligible for initiation (that is, they are past their start date/time), those
with higher selection priorities are scheduled first.

Default: 16

Hold

Prevents a queued transfer from executing until explicitly released by a Menu Interface SELECT or operator console
RELEASE command (both discussed later).

Y
Hold a queued transfer until released.

N
Do not hold a queued transfer.

Default: N

Age

Overrides the XCOM Data Transport default purging interval, which is the number of days this request can remain on the
XCOM Data Transport queue before being purged.

1 to 999
Specifies a number of days that the request can remain on the
XCOM Data Transport queue before being purged.

The XCOM Data Transport queue includes file transfer requests with future start dates, Hold status, or Suspended status.
Automatic queue purging is performed by XCOM Data Transport each time the XCOM Data Transport server comes up
and daily at midnight.

Aging is relative to the scheduled start date of the file transfer.

Default: As specified for the AGE parameter of the XCOM Data Transport Default Options Table
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Member Selection List Screen
The Member Selection List screen lists the members of a partitioned data set. This list lets you select one or more of the
members in the data set for transfer to or from the remote system.

To display the Member Selection List screen

Specify the name of a partitioned data set without a member name in the Local File Name field on any of the file transfer
screens (Send MVS File To Another System, Submit Job To Another System, Send Report To Another System, or Receive
File From Another System).

MEMBERLIST -------- DA1SZ95.XCOM.V12.SAMPLIB  ----------  ROW 00001 OF 00036

COMMAND ===>                                              SCROLL ===> PAGE

 NAME         Prompt    SIZE    CREATED       CHANGED              ID

@INDEX                   42    08/03/20     08/03/20 17:03         XCOM

APPLXCOM                 76    08/03/20     08/03/20 17:03         XCOM

ASM#TBLS                 56    08/03/20     08/03/23 12:11      DA1EG79

ASMACF2U                 44    08/03/20     08/03/20 17:03         XCOM

DEFHIST                 136    08/03/20     08/04/07 11:41      DA1SZ95

DEFQSAM                  45    08/03/20     08/04/07 11:43      DA1SZ95

DEFRRDS                  51    08/03/20     08/04/07 11:37      DA1SZ95

DFHTCT                   15    08/03/20     08/03/20 17:03         XCOM

INSTJCL                 112    08/03/20     08/03/20 17:03         XCOM

ISR@PRIM                 51    08/03/20     08/03/20 17:03         XCOM

LINKACF2                 25    08/03/20     08/03/20 17:03         XCOM

SAMPCOB                  88    08/03/20     08/03/20 17:03         XCOM

XCOM                     17    08/03/20     08/03/20 17:03         XCOM

XCOMACF2                434    08/03/20     08/03/20 17:03         XCOM

XCOMADMT                 25    08/03/20     08/03/23 11:23      DA1EG79

XCOMDEST                 14    08/03/20     08/03/20 17:03         XCOM

XCOMDFLT                 74    08/03/20     08/03/23 11:04      DA1EG79

XCOMEX01                102    08/03/20     08/03/20 17:03         XCOM

XCOMEX02               3516    08/03/20     08/03/20 17:03         XCOM

The display screen follows the format established for the ISPF Copy function (ISPF Option 3.3) and contains two fields
into which you can enter data:

Line command field (left of the member name)
Selects a member for a file transfer.
Enter a letter S in this field to select that member for file transfer.
Note: You can select MULTIPLE members be for transfer only if the Queue for Execution field in the Primary
Menu has been set to N, indicating that the transfers are not to be queued, but to execute immediately.

User field (right of the member name)
Indicates a new name applicable when the member is stored on the remote system; and displays the results of a
member selection.
A value of *SELECTD indicates that XCOM Data Transport has successfully selected this member and has
generated parameters for its transfer.
*NOTSEL indicates one of the following:

• The member was not selected.
• Multiple members were selected when the Queue for Execution field was set to or defaulted to Y.
• XCOM Data Transport has determined or assumed that the Remote File is not a partitioned data set.
• With multiple member selection, each member except the first is marked *NOTSEL. (Only the first member is

transferred.)
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For *NOTSEL values, press the Help key (PF1/13) to see why the member was not selected. Pressing the
Help key again provides a definition of XCOM Data Transport's selection criteria.

To exit the Member Selection List screen, press the END key (PF3). This initiates the transfer request.

To exit the Member Selection List screen without initiating the transfer request, enter CANCEL on the Command Line.

File Transfer Display Select Screen
The File Transfer Display Select screen is the entry point for displaying a list of one or more of the following options:

• Inactive file transfers; file transfers that have not started yet or have been suspended
• Active file transfers; file transfers that are currently in progress
• Completed file transfers

Use the display to view information and change the processing parameters applicable to one or more file transfers.

-------------------------------------------------------------------------------

 yy/dd/mm                 CA XCOM Release v12                             USER01

 yy.ddd                   File Transfer Display Select                  15:03:44

 -------------------------------------------------------------------------------

 COMMAND ===>

  Local System Identification

    Server: XCOM1234                                  Port: 59436  Protocol: TCP

 

    Select Transfers ===>   Inactive         Active        Completed   

                         ==>  Held                       ==>  Successful      

                         ==>  Suspended                  ==>  File Error      

                                                         ==>  Network Error   

                                                         ==>  Logic Error     

                                                         ==>  Terminated      

    History Location ===>   Queue                 Database

Limit display to transfers for the following:

   History System ID ===>               | History System Name ===>

  Requesting User ID ===>               |      Request Number ===>

         Transfer ID ===>               |        Last Message ===>

     Local or Remote ===>       (L/R)   |           File Type ===>     (J/R/F)

       Transfer Type ===>       (S/R)   |  Origin PLEXQ Group ===> 

    Remote System

       ID ===>

   TCP/IP ===>      (Y/N)

Include Transfers ==>             (A/E/S/C)

Range Start Date ===> 20140128    (YYYYMMDD)  Time ===> 000000      (HHMMSS)

Range End Date =====> 20140128    (YYYYMMDD)  Time ===> 235959      (HHMMSS)

Range File Size ====>             (Min.)           ===>             (Max.)

     Maximum Entries: ===>       (NNNN)

Jobname===>

VOL===>

Case Sensitive?===> N        (Is the search on File Case sensitive?)

File===>
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-------------------------------------------------------------------------------

PFK  1/Help   3/End                      Copyright (c) 2014 CA,All rights reserved.

 

Selecting a Display Option

To display a list of file transfers from one or more categories.

Type a non-blank character in front of each category (Inactive, Active, Completed) that you want information.

The Inactive and Completed categories also contain status group selections to further refine the selection of transfers to
report on. Multiple status groups can be selected and will only be processed if the main category is also selected.

• Inactive
– Held - select only transfers which are in Held status
– Suspended - select only transfers which are in Suspended status

• Completed
– Successful - select only transfers which completed successfully
– File Error - select only transfers which terminated due to file errors
– Network Error - select only transfers which terminated due to network errors
– Logic Error - select only transfers which terminated due to logic errors
– Terminated - select only transfers which terminated for other conditions.

• History Location
The location of the History Record can be limited to records that are still in the system queue (on z/OS systems this
is the queue that maintains status of transfers that have not completed) or those that are in a database(for z/OS
these are completed transfers). Type a non-blank character in front of each location (Queue, Database) that you want
information from.
Only completed transfer records that are returned from a distributed system queue can be deleted.
Default: Records from BOTH the Queue and from a database.

Example

To display a list of all file transfers that are yet to start and those that are already underway, place a non blank character in
front of the file transfer categories Inactive and Active and in front of the history location queue. The transfers appearing in
the list include locally initiated, remotely initiated, indirect, and third party initiated file transfers. For more information, see
the Transfer Request Display Screen topic.

Modifying the Filtering Options

You can filter the information that is displayed further by entering values in the other fields on this screen. For example,
if you want the status of a file transfer request with transfer ID TUESUPDT, enter TUESUPDT in the transfer ID field and
select all transfer categories (Inactive, Active, Completed). This selection provides a display containing any transfers,
whether they are pending, in-progress, or, completed, with a transfer ID of TUESUPDT. You can further limit this list by
selecting any combination of the other filtering fields on this screen, as described in Parameter Fields.

The source for the file transfers to be displayed in the list depends on the value in the Local System Identification Server,
port, and protocol field in the Primary Option Menu. By specifying the server information of another XCOM Data Transport
server, you can obtain a list of the pending, active, and completed file transfers on that server for display or modification
purposes.

NOTE
If the Local System Identification Server information specifies an XCOMPLEX Admin Server, you can display a
list of pending, active, and, completed transfers for all XCOMPLEX Worker Servers that are connected to the
XCOMPLEX Admin Server. However, changes cannot be made to this list of transfers; changes can only be
made when looking at an individual XCOMPLEX Worker Server transfer list.
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Parameter Fields

The entries in the fields of the File Transfer Display Select screen are used as filters to limit the number of file transfer
requests that appear in the XCOM Data Transport Transfer Request Display screen. A blank in any field indicates that the
field should not be used as a filter. That is, file transfers with any value in that field are displayed.

NOTE
You must fill in one of these parameter fields to access the history log. Do not press Enter until you fill in at least
one of these fields.

If you get a fatal VTAM error while attempting to communicate with the XCOM Data Transport server, history log
information is not displayed.

NOTE
Be specific in filtering the information displayed. This is especially advisable at sites where there is considerable
XCOM Data Transport activity. Otherwise, screen displays could be cluttered with masses of irrelevant
information.

Parameters

This section describes the parameters that can be entered on this screen.

History System Id

Limits the file transfer requests displayed to those with the specified history system ID in an XCOMPLEX environment.

Up to four characters
Specifies the system ID. History System Id and History System Name together provide a unique system identifier.

Default: No filtering by history system ID.

History System Name

Limits the file transfer requests displayed to those with the specified history system name in an XCOMPLEX environment.

Up to eight characters
Specifies the system name. History System Id and History System Name together provide a unique system
identifier.

Default: No filtering by history system name.

Requesting User ID

Limits the file transfer requests displayed to those requested under the authority of the specified user ID.

Up to 12 alphanumeric characters
Specifies the user ID that requested the transfers you want to display.

Default: TSO user ID

Transfer ID

Up to 10 alphanumeric characters

Limits the file transfers displayed to those that match this transfer ID.

Default: All transfer IDs
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Local or Remote

Use the Local or Remote field to restrict the search for file transfers to those that are locally initiated or remotely initiated.

L
Restrict the search to locally initiated transfers only.

R
Restrict the search to remotely initiated transfers only.

Default: No filtering by initiation type.

Transfer Type

Use the Transfer Type field to restrict the search for file transfers to those that are send or receive type transfers.

S
Restrict the search to send type transfers only.

R
Restrict the search to receive type transfers only.

Default: No filtering by transfer type.

Request Number

Up to six numeric characters

Limits the list to transfers that contain this specific request number.

Default: All request numbers

Last Message

Use the Last Message field to restrict the search for file transfers to those where the last message matches the value that
is specified.

For the XCOM Data Transport messages, provide the value in the format XCOMXNNNNS, where:

XCOM
Indicates that the message is from XCOM Data Transport.

X
Is the system identifier.

NNNN
Is the message number.

S
Is the message severity, as follows:
I

Informational
W

Warning
E

Error

NOTE
You can also specify the value of this field with an * as the last character, as in XCOMM* (which would match all
XCOM Data Transport for z/OS messages).
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Default: No filtering by last message.

File Type

Use the File Type field to restrict the search for file transfers to those that match the specified value.

J
Restrict the search to file type job transfers only.

R
Restrict the search to file type report transfers only.

F
Restrict the search to file type file transfers only.

Default: No filtering by file type.

Origin PLEXQ Group

Limits the history request to only those locally initiated file transfers which were scheduled using the named PLEXQ
Group.

xxxxxxxx
A one to eight character PLEXQ Group name that is used to limit the history request to only those that are locally
initiated file transfers scheduled using the specified PLEXQ Group.

Default: No filtering of transfers by PLEXQ group. This means all transfers that meet all other criteria are reported.

NOTE
The wildcard character, *, can be used for this parameter only when specified as the last character.

Remote System ID

Limits the file transfers displayed to only those related to this remote system.

Up to 64 characters
Specifies either a specific logical unit name, a specific user, a group name, or an IP name or address. The
transfer is limited to this remote name.

Default: All remote system names

Remote System TCP/IP

Indicates the value specified in the Remote System ID field.

Y(es)
Specifies that the value in the Remote System ID field represents an IP name or address.

N(o)
Specifies that the value in the Remote System ID field represents a specific logical unit name, user, or group.

Default: All remote system names except IP values if Remote System ID filled in.

Include Transfers

Indicates how transfers are selected to meet the date range criteria.

A(ctive)
The selected transfers are or were active within the date range criteria.
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E(xecuted)
The selected transfers were started and ended within the date range criteria.

S(tarted)
Only the transfers that started in the specified time range are reported.

C(omplete)
Only the transfers that completed in the specified time range are reported.

Default: Active.

Range Date

Specifies the period of time from which file transfer information is requested: the year, month, and day, as in 20080212
(February 12, 2008).

yyyymmdd
For Start, specifies the start date of the period from which file transfer information is requested.
For End, specifies the end date of the period from which file transfer information is requested.

• yyyy=year
• mm=month
• dd=day

For example, 20080212 indicates February 12, 2008.

Default:

• All dates (when both the start and end date are unspecified).
• Today's date (when no end date is specified).

Range Time

Specifies the period of time from which file transfer information is requested: the hour, minute, and second, as in 102004
(10 AM 20 Min 04 Sec.).

hhmmss
For Start, specifies the start time of the period from which file transfer information is requested.
For End, specifies the end time of the period from which file transfer information is requested.

• nn=hour (00 to 23)
• mm=minute (00 to 59)
• ss=second (00 to 59)

For example, 142004 (2 PM 20 Min 04 Sec.).

Default:

• Start time defaults to 000000. Start of the day.
• End time defaults to 235959. End of the day.
• If End time is not set or set to a value of 000000, it is treated as 240000 or end of day for the specified end date.

Range File Size

Use the File Size Range fields (Min. and Max.) to restrict the search for file transfers to those that match a file size within
the range specified.

NNNNNNNNN(N|X)

A 1 to 10-digit number, where the last digit can be either another numeric digit or a one-character qualifier, as listed:
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X
One of the following qualifiers:

• B = Bytes
• K = Kilobytes
• M = Megabytes
• G = Gigabytes

If no qualifier is specified, then bytes is assumed.

Default: No filtering by file size range.

Maximum Entries

Limits the number of file transfers displayed for a particular server or for each XCOMPLEX Worker Server when the
APPLID is of an XCOMPLEX Admin Server.

Up to four numeric characters
Specifies the maximum number of transfers for a certain server or for each XCOMPLEX Worker Server when the
APPLID is of an XCOMPLEX Admin Server.

Jobname

This parameter specifies the invoking job name to match for a TYPE=HISTORY request.

Default: No filtering by jobname.

NOTE
You can use the * wildcard character when you specify the job name.

Vol

Specifies the volser (local or remote) to match for a TYPE=HISTORY request.

Default: No filtering by volser.

NOTE
You can use the * wildcard character when you specify the volser.

Case Sensitive?

Defines (Y or N) whether the search on the file name pattern specified in the File field is to be case sensitive.

Default: N

File

Specifies the file name (local or remote) to match for a TYPE=HISTORY request.

Default: No filtering by file name.

NOTE
The file name field is limited to 70 characters. However, you can use the following wildcard characters when you
specify the file name:

* or %
Represents a string of zero or more characters.

_
Represents any single character.
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Transfer Request Display Screen
The XCOM Data Transport Transfer Request Display screen provides information on the set of file transfers defined on
the File Transfer Display Select screen.

-------------------- CA XCOM Transfer Request Display  ------ Row 1 to 1 of 10

COMMAND INPUT ===                                               SCROLL===  PAGE

                                                                               

 Local System Identification   Press F3 when complete to apply all updates     

   Server: 141.202.65.31                             Port: 09833 Protocol: TCP

                                                                               

    Req    Trans                Prty               Where       Start           

S   Num    Type     Xfer-Id    SL  EX   User Id   Started   Date    Time Status

-  ------ -------  ----------  ------- ---------- -------  -------- ---- ------

   003631 SENDFIL  SENDREPORT  203 200 VUOLO01    LOCAL    20131022 0000 HELD  

    History System Name: XCOMLV        History System ID: CA31      Location: Q

    Remote System: USILCA31.CA.COM                                             

        LOCL FILE: XCOM.VUOLO01.LISTING(ASMSAMP)                               

        REMT FILE: XCOM.VUOLO01.QATEST.REC100                                  

                                                                               

****************************** Bottom of data *********************************

F1=Help     F2=SPLIT     F3=End       F4=RETURN    F5=RFIND    F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold    F12=Alloc

 

Sorting Transfer Request Information

Initially, transfer request information is displayed in order of transfer request numbers (Req Num). By using the SORT
command, the initial display can be sorted in several different ways. The format of the SORT command is as follows:

SORT sort_field

sort_field
One of the following sort criteria (the items in parentheses are valid abbreviations):
DATE

Start date
LOCFILE (LF, LFILE)

Local file name
REMOTE (REMSYS, RMT, RSYS)

Remote system
REQNUM (RNUM)

Request number
REMFILE (RF, RFILE)

Remote file name
TIME

Start time
USERID (UID)

User ID
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XFERID (XID)
Transfer ID
For example, to sort transfer request information by the remote file name, one of the following commands
needs to be entered in the COMMAND INPUT field of the Transfer Request Display screen:
SORT REMFILE

SORT RF

SORT RFILE

Locating a Request

You can locate a file transfer request and view its details.

To locate a particular file transfer request

Use the scroll keys PF7 (scroll up) and PF8 (scroll down) or the LOCATE command, discussed in Using the LOCATE
Command.

To view detailed information about the transfer

Type S or D in the S field and press Enter.

Using the LOCATE Command

If you know some identifying attributes for a particular file transfer, you can use the LOCATE command to position the
display at that file transfer.

Enter a command of the following format on the COMMAND INPUT line:

LOC attribute_label identifier

Provide only one attribute label for each LOC entry. The allowable attribute labels are as follows:

• DATE (start date)
• LOCFILE, LFILE, or LF (local data set)
• REMFILE, RFILE, or RF (remote data set)
• REMOTE, REMSYS, RSYS, or RMT (remote system name)
• REQNUM or RNUM (request number)
• TIME (start time)
• USER ID or UID (local user ID)
• XFERID or XID (transfer ID)

For example, to locate a file transfer with the request number 70342, enter the following:

LOC RNUM 70342

The display is repositioned so that the file transfer whose request number is 70342 appears as the first entry on the
screen.

The identifier of the LOCATE command can also contain a wildcard character, * (asterisk), representing any character
sequence. For example, the LOCATE command LOC XID BOY* causes XCOM Data Transport to display all file transfers
whose transfer IDs (XID) begin with the three characters BOY (for example, BOYCOTT, BOYD, BOYSCOUT, and so on).

Unprotected (Control) Fields

Many of the fields on the XCOM Data Transport Transfer Request Display screen are solely informational and cannot
be altered (that is, they are protected). However, some fields are unprotected and allow you to change processing
parameters for a file transfer.
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NOTE
Modifications are allowed when listing transfers for an individual server, not when listing transfers for all
XCOMPLEX Worker Servers connect to an XCOMPLEX Admin Server.

The unprotected fields are as follows:

• S (the selection command)
• Prty SL (scheduling priority)
• Prty EX (execution priority)
• Start Time
• Start Date

To change the current values in control fields, type over them. Press Enter to queue the requests that are executed when
the display screen is exited using PF3. A value of ‘**’ is displayed in the Selection field to indicate that a change was
requested for the transfer.

Selection Commands

Listed are XCOM Data Transport's selection commands. To use a selection command, type it in the column that is labeled
S next to a transfer request number (REQ NUM). Press Enter to queue the requests to be executed when the display
screen is exited using PF3. A value of ‘*x’ is displayed in the Selection field to indicate that a change was requested for
the transfer. The ‘x’ is the value of the command code which was entered.

S
Displays detailed information about a file transfer.

D
Displays detailed information about a file transfer.

C
Cancels a file transfer.

H
Holds a file transfer.

A
Releases a file transfer.

P
Suspends a file transfer.

R
Resumes a file transfer.

Protected (Display) Fields

Fields on the XCOM Data Transport Transfer Request Display screen that are informational and cannot be overwritten
have the same meanings as their counterparts on the screens used to define a file transfer request.

NOTE
The USERID field displays the local user ID designated when this file transfer request was made.

Status Fields

The rightmost column on the XCOM Data Transport Transfer Status Display screen indicates the status of each displayed
file transfer. The terms used to indicate transfer status in XCOM Data Transport are as follows:

ACTIVE
The transfer is currently in progress.
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CANCLD
The transfer was cancelled before it began executing (compare with the TERMTD status).

COMPLT
The transfer has completed successfully.

HELD
The transfer is being held and must be released manually to be eligible for execution.
To release the transfer, enter A in the S field.

HLD-DT
The transfer is being held and will be released after the specified date.

HLD-TM
The transfer is being held and will be released after the specified time.

INACT
The transfer is pending and eligible to begin as soon as it reaches its start time/date. If the transfer's start time has
been reached and the transfer has not started, XCOM Data Transport may be waiting for a session to become
available or be established, or the transfer request may not have reached the top of the target system's queue.

LOCFER
The transfer could not commence because of a problem involving the local file. (For example, it could not be
accessed because of a security violation.)
To view the associated error messages, select a detailed display by entering either S or D in the S column.

LOGCER
The transfer was aborted when the remote system detected a fatal processing error. The remote system sends at
least one descriptive error message to this system.
To view the error messages, enter either S or D in the S column.

OTHERR
An error that did not fall into the LOCFER, LOGCER, or VTAMER categories caused this transfer to fail.
To view the associated error messages, enter either S or D in the S column.

REMSUS
The transfer was suspended by a user or an operator on the remote system.

SUSPND
The transfer was suspended by a user or an operator on the local system.

TERMTD
The transfer was terminated by a local operator console command.

*UNKN*
Contact XCOM Data Transport technical support if this status is indicated.

NETERR
The transfer was aborted because of a network error. The remote system sends at least one descriptive error
message to the initiating system.
To view the error messages, enter either S or D in the S column.

Detailed File Transfer Display
Information about a particular file transfer request is displayed on the Detailed File Transfer display.

The following screen displays common information sending and receiving system information:

CA XCOM RECEIVE FILE   REQ.# 123456 QUEUED TUESDAY AUG. 02, yyyy       15:04:58

COMMAND INPUT ===>

                         CA XCOM Server: XCOMABC
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History System ID: QT01  History System Name: AXCWQT01  Invoking Job: USERJOB1

Sched. Start Time: TUESDAY AUG.02, 2013   14:59:35      Transfer-ID: USERTEST

         End Time: TUESDAY AUG.02, 2013   23:11:53      Encoding   : UTF-8

      Last Action: * NOT USED*  Status: FILE ERROR  Priority Sel: 016 Exec: 016

 Compress Mode: YES       Trans. Time(Secs): 29538   Compress Factr: 06.6

Transfrd. Records: 32,246,874         

            Bytes: 3,224,687,500     

   Compress Bytes: 3,289,181,250

        Bytes/Sec: 109170    

         Restarts:     24

CPU  Time: 216,789                     zIIP:  Elig: 47,635

(ms) TCB:  169,010                     (ms)   zIIP: 45,685

     SRB:   47,779                             CPU:  1,949

Charset Input Error  : REPLACE          Replace Count: 0

Charset Convert Error: REPLACE          Replace Count: 0

Last Ms: XCOMM0221E DATASET OUT OF SPACE                                  ABEND

 SSL Details:

    SSL Version      :

    Cipher Suite Used: *Not Available*

----- S E N D I N G    S Y S T E M    I N F O R M A T I O N --------------------

 System ID: 123.123.123.123

   User ID: USER01                                       Notify ID: N/A

      Unit:                     Volume:                  File Type

 File Name: C:\USERS\ABC\6GB

 Charset  : CCSID#37/RE

 Rec Delim: EBCDIC:CRLF:NL

----- R E C E I V I N G    S Y S T E M    I N F O R M A T I O N ----------------

 System ID: *LOCAL*

   User ID: USER02              Domain:                  Notify ID: N/A

      Unit:                     Volume: SAMP             Option: CREATE

 File Name: XCOM.USER02.TEST

 Charset  : CCSID#37/RE

 Rec Delim: EBCDIC:CRLF:NL

 Gateway Destination:

F1=Help     F2=SPLIT     F3=End       F4=RETURN    F5=RFIND    F6=RCHANGE

F7=UP       F8=DOWN      F9=SWAP      F10=Fileinfo F11=Hold    F12=Alloc

To invoke the display for a transfer, Enter S or D next to the transfer in the S column of the XCOM Data Transport Transfer
Request Display.

If the transfer is in progress, the cumulative number of records that were transferred and the elapsed time are displayed.

If the transfer request is completed, the total number of records that were transferred and the elapsed time, and the date
and time of completion are displayed.

To refresh these fields for an active transfer, press Enter.
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The display consists of three sections:

• Common information-independent of transfer type
• Sending system information-dependent on transfer type
• Receiving system information-dependent on transfer type

Common Section Information Fields

The common section contains detailed information and statistics pertaining to a file transfer request. The information that
is contained in this section is common to all file transfer requests.

The common section fields are as follows:

Heading Line
The heading line of the display describes the type of file transfer request (SEND/RECEIVE FILE/REPORT/JOB).
Also the request number that is associated with the request, and the day, date, and time that the request was
queued.

History System ID
The four-character system ID of the XCOM Data Transport server that processed the transfer.

History System Name
The eight-character system name of the XCOM Data Transport server that processed the transfer.

Invoking Job
The job name for the job that initiated the transfer.

Sched. Start Time
The day, date, and time that the transfer is, or was, scheduled to begin.

Transfer-ID
The transfer ID that was entered with, or assigned to, the request.

End Time
If the transfer completed successfully or unsuccessfully, this field contains the day, date, and time that the transfer
ended.

Encoding
The encoding scheme that is used for the data transfer.

Last Action
This field is not currently used.

Status
The status of the request. For a definition of the possible entries in this field, see Status Fields in the Transfer
Request Display Screen topic.

Priority Sel/Exec
The selection and execution priorities that are assigned to the transfer.

Compression Mode
The compression method used.

Transfrd. Records
The number of records transferred.

Bytes
The total number of bytes transferred.

Compress Bytes
The number of bytes transferred after data compression was performed on the records.
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Trans. Time (Secs)
The duration of the file transfer (in seconds).

Bytes/Sec
The rate, in bytes per second, at which the transfer was accomplished.

Compress Factor
The percentage of compression that the XCOM Data Transport data compression routines accomplished
(compressed bytes divided by transferred bytes).

Restarts
The number of times that the transfer was restarted due to an error condition or resumption from being suspended
or held.

CPU
Provides CPU utilization times for the file transfer. All times are reported in microseconds (ms).
Time

Total CPU processing time for the transfer.
TCB

CPU processing time that is spent in TCB (task) mode.
SRB

CPU processing time that is spent in SRB (service) mode. The mode that is required to execute on a zIIP
processor.

zIIP
Provides zIIP utilization times for the file transfer. All times are reported in microseconds (ms).
Elig

The amount of CPU time that was eligible to run on a zIIP processor.
zIIP

The amount of execution time on a zIIP processor.
CPU

The amount of eligible zIIP time that was executed on a normal CPU.
Charset Input Error & Replace Count

For the transfers using the Unicode encoding scheme, specifies the appropriate action when the input file
contains data that is not consistent with the specified input character set. The replace count is the number of
characters for which the action was taken. For the transfers on z/OS systems, the count is the number of data
buffers for which the action was taken.

Charset Convert Error & Replace Count
For the transfers using the Unicode encoding scheme, specifies the action when the input file contains characters
that cannot be converted. The characters are not included within the output character sets character repertoire.
The replace count is the number of characters for which the action was taken. For the transfers on z/OS systems,
the count is the number of data buffers for which the action was taken.

Last Ms
The last message that XCOM Data Transport issues about the transfer.

SSL Version
The version of SSL/TLS used for the transfer. If System SSL was used, the value System SSL is presented.

Cipher Suite Used
The cipher or cipher suite that is used for the System SSL transfer.
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Sending/Receiving System Information

The sending/receiving sections display the parameters that were entered when the file transfer was submitted (data set
name, system ID, user ID, and so on).

In addition, the Sending System Information or the Receiving System Information line is highlighted to indicate the system
that initiated the file transfer.

If neither line is highlighted, this was a third-party transfer that was initiated by a system other than the two displayed here.

Charset
For Unicode transfers (UTF8 or UTF16), specifies the character set of the data which is being sent or received as.

Rec Delim
For Unicode transfers (UTF8 or UTF16), specifies the data encoding of the specified character set. Followed by a
colon separated list of delimiters that are specified to use for the file.

Gateway Destination
For XCOM Data Transport Gateway transfers, specifies the destination path for XCOM Data Transport Gateway.

Menu Interface Messages
XCOM Data Transport comes with a set of messages in standard ISPF/PDF format to assist the Menu Interface user. The
complete list of these messages is found in CAI.CBXGMSG0(XCOM00). These messages alert you to errors such as
failing to specify a required parameter or entering an invalid parameter value or command. The short form of the message
is displayed in the upper right corner of a panel. You can display the long form of the message on line 3 of a panel by
entering the ISPF HELP command or pressing the Help key (usually PF1 or PF13). The messages are self-explanatory.

The Batch Interface
This section describes how XCOM Data Transport is invoked from a batch job to execute a file transfer. All local and
remote z/OS users can send and retrieve data files between z/OS and other z/OS or non-z/OS systems using the XCOM
Data Transport Batch Interface. In addition, all local z/OS users can use the Batch Interface to send jobs and reports for
processing to remote systems.

• Special Features
The Batch Interface supports all product features, including Third-Party Processing, Broadcast Distributions,
Interdependent Transfers, User-Specified Checkpoints, and Batched Multiple Transfers.

• XCOMJOB Sample JCL
The samples library contains sample XCOMJOB job streams, including TYPE=EXECUTE, TYPE=SCHEDULE,
TYPE=INQUIRE, and TYPE=HISTORY.

• XCOMJOB DD Statements
Review this section about the DD statements that XCOMJOB JC uses.

• XCOMJOB Parameter Classes
The batch interface makes a large number of transfer control parameters available. These parameters are divided into
two classes, based on where they can be used in the XCOMJOB JCL. One set of parameters can be specified only in
the PARM field of the EXEC statement, and the other can be specified only in the SYSIN01 DD statement. These two
sets of parameters are known as PARM parameters and SYSIN01 parameters.

• PARM Parameters
Review the PARM parameters, which are specified in the PARM field of the EXEC statement.

• SYSIN01 Parameters
Review the set of parameters that are specified in the SYSIN01 DD statement of the XCOMJOB JCL. SYSIN01
parameters.
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Special Features
The Batch Interface supports all XCOM Data Transport features, including the following special features:

Third-Party Processing

Third-party processing involves a situation where a system is used to arrange for a second system to send a file, job, or
report to a third system at a specified future time if not immediately.

For important information about third-party processing, see the description of the parameters STCAPPL (in the section
PARM Parameters), LPASS, and LUSER (in General SYSIN01 Parameters).

Broadcast Distributions

A file can be sent to multiple targets (a broadcast list) at the same time. For important information on broadcast
distributions, see the description of the parameter LIST (in the section PARM Parameters).

Interdependent Transfers

XCOM Data Transport Transfer Control, referred to as XTC processing, makes use of transfer parameters allowing
interdependent transfers to be defined as a single group. Transfers in the same group can be held, purged, or released
depending on the successful or unsuccessful completion of other transfers in the group.

For important information about XTC processing, see the sections SYSIN01 Transfer Control (XTC) Parameters and
Coding Interdependent Transfers.

User-Specified Checkpoints

For important information about user-specified checkpoints, see the description of the parameter CKPT (in the section
General SYSIN01 Parameters).

Batched Multiple Transfers

For important information about batched multiple transfers, see the description of the parameters CONTINUE (in the
section PARM Parameters) and NEWXFER (in the section General SYSIN01 Parameters).

XCOMJOB Sample JCL
The XCOM Data Transport samples library contains the following sample XCOMJOB job streams:

Type of Request
TYPE=EXECUTE
Name of the Sample Job

CAI.CBXGJCL(XCOMJOBE)
Type of Request

TYPE=SCHEDULE
Name of the Sample Job

CAI.CBXGJCL(XCOMJOBS)
CAI.CBXGJCL(XCOMJOXS) for XCOMPLEX Admin Server
CAI.CBXGJCL(XCOMJOQS) for PLEXQ feature

NOTE
XCOMPLEX feature is deprecated in XCOM r11.6, use the PLEXQ environment instead.
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Type of Request
TYPE=INQUIRE
Name of the Sample Job

CAI.CBXGJCL(XCOMJOBI)
CAI.CBXGJCL(XCOMJOXI) for XCOMPLEX Worker Server
CAI.CBXGJCL(XCOMJOQI) for PLEXQ feature

NOTE
XCOMPLEX feature is deprecated in XCOM r11.6, use the PLEXQ environment instead.

Type of Request
TYPE=HISTORY
Name of the Sample Job

CAI.CBXGJCL(XCOMJOBH)
CAI.CBXGJCL(XCOMJOQH) for PLEXQ feature

For more information about the transfer request types, see the TYPE parameter in PARM Parameters.

XCOMJOB TYPE=EXECUTE Sample

In the XCOMJOB TYPE=EXECUTE sample, a file from the local system is sent to replace a file on a remote system
through the execution of a non-queued XCOM Data Transport transfer. The EXEC statement includes a PARM parameter
used to pass instructions to XCOMJOB concerning the ACB name.

XCOMJOB TYPE=SCHEDULE Samples

In the XCOMJOB TYPE=SCHEDULE samples, a file from the local system is sent to replace a file on a remote system
through the execution of a queued XCOM Data Transport transfer. The EXEC statement includes a PARM parameter
used to pass instructions to XCOMJOB concerning the ACB name.

XCOMJOB TYPE=INQUIRE Samples

In the XCOMJOB TYPE=INQUIRE samples, the job uses TYPE=SCHEDULE to initiate two file transfers and
TYPE=INQUIRE to examine the status of those file transfers.

TYPE=INQUIRE does not initiate file transfers, unlike the TYPE=EXECUTE and TYPE=SCHEDULE modes, but examines
the status of transfers that were previously initiated by TYPE=SCHEDULE. It waits until the transfers have completed and
issues a return code reflecting the status of the transfers.

The primary use of TYPE=INQUIRE is in batch job streams where some job steps are dependent upon the successful
completion of other job steps that transfer files. The dependent steps can execute conditionally based on the return code
issued by TYPE=INQUIRE.

When you schedule a transfer, you must include the INQUIRE data set in that JCL. XCOM Data Transport schedules
the transfer and writes the request number and a time stamp into the INQUIRE data set. In the INQUIRE step, you must
reference the same INQUIRE data set. You must at least steplib to that same library in your XCOM Data Transport start-
up JCL. It is essential that the XCOM Data Transport started task accesses the same maintained libraries as the INQUIRE
step accesses. Make sure that this library occurs first in any concatenation.

The INQUIRE process then interrogates the XCOM Data Transport server to locate the transfer. It examines the transfer
requests every 10 seconds until the amount of time specified in the SYSIN01 parameter INQWAIT has elapsed. (See
the SYSIN01 parameter INQWAIT for details.) If the transfer is pending or active, it is listed in the XCOM Data Transport
RRDS. If the transfer has completed, whether successful or unsuccessful, it is logged in the XCOM Data Transport history
file. Both the request number and the time stamp for that transfer are used to search for the transfer. The return code
passed back by the INQUIRE step is determined by where the transfer was found and the actual status of the transfer.
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TYPE=INQUIRE removes request numbers from the XCOMINQ file if the requests are complete or not found. Request
numbers for transfers that have not completed are not removed from the XCOMINQ file.

The XCOMINQ data set must be preallocated using ISPF or IEBGENER. The file cannot be created in a job step. There is
sample JCL to define the inquire data set in CAI.CBXGJCL(DEFINQ). Define a unique INQUIRE data set for each set of
transfers.

NOTE
It is important to be consistent when using TYPE=INQUIRE in an XCOMPLEX environment or it does not work
properly. If the TYPE=SCHEDULE goes directly to an XCOMPLEX Worker Server, then the TYPE=INQUIRE
must also be done against the XCOMPLEX Worker Server. If the TYPE=SCHEDULE goes through the
XCOMPLEX Admin Server, then the TYPE=INQUIRE must also be sent to the XCOMPLEX Admin Server. The
XCOMPLEX environment is deprecated in XCOM r11.6, use the PLEXQ environment instead.

XCOMJOB TYPE=HISTORY Sample

In the XCOMJOB TYPE=HISTORY sample, history records are first retrieved based on the criteria specified using
SYSIN01 parameters. For a description of these parameters, see SYSIN01 Parameters Required by TYPE=HISTORY.

The second step in the XCOMJOB TYPE=HISTORY sample then passes those history records to the sample Easytrieve
report distributed as part of the XCOM Data Transport installation.

XCOMJOB DD Statements
This section explains the DD statements used in XCOMJOB JCL.

LCLDS01

Defines the local data set available for the transfer request.

The preferred alternative to using the LCLDS01 DD statement is to define the data set using the LFILE parameter in the
SYSIN01 DD statement (see below). If you enter both the LCLDS01 DD statement and the SYSIN01 LFILE parameter,
the LFILE parameter takes precedence.

You should use the LFILE SYSIN01 keyword parameter to specify the local file name for TYPE=SCHEDULE transfers.
While you can specify the local file name using the LCLDS01 DD statement even for TYPE=SCHEDULE transfers, there
are several potential complications to consider:

• When LCLDS01 is used to reference a local file for a transfer, the z/OS JCL processor is involved in the data set
allocation process for the transfer. It is possible to encounter problems with data set enqueues being held by z/OS
allocation routines while the transfers are being scheduled.

• If the transfer begins to run on the started task before the job scheduling transfer ends, the data set may not be
available for exclusive use by the XCOM Data Transport started task. This may cause the transfer to fail due to an
unavailable exclusive enqueue.

• Using LCLDS01 to reference a local file for a transfer may also lead to the creation of dummy GDGs.
If the LCLDS01 DD is used to create a +1 GDG version for a TYPE=SCHEDULE transfer there are additional potential
problems:
– When the z/OS JCL performs the allocation of the LCLDS01 DD, it allocates and potentially catalogs the new

version, depending on the value of the DISP parameter in the JCL. This new version does not have an end-of-file
mark because it has not yet been opened and closed by a program.

– When the transfer begins on the XCOM Data Transport started task, it allocates a new +1 version of the GDG. In
cases where the transfer is successful, this results in the creation of two new generations of the GDG. The first
version contains garbage because it was allocated by the z/OS JCL processor and was never opened or closed
by a program to write an end-of-file mark. If the transfer fails, under certain conditions the version allocated by the
XCOM Data Transport started task may be deleted. This leaves the version of the GDG allocated by the z/OS JCL
processor as the current version.
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All of these potential problems can be avoided if the LOCAL FILE name is specified on the LFILE SYSIN01 parameter,
rather than with the LCLDS01 DD statement for TYPE=SCHEDULE transfers.

The LCLDS01 DD statement permits sequential data sets to be concatenated for TYPE=EXECUTE requests. Other types
of data sets cannot be concatenated.

If it is necessary to send more than one data set to the same remote file using non-sequential data sets or if the transfer is
a TYPE=SCHEDULE request, the XCOM Data Transport Transfer Control (XTC) facility should be used (see the sections
SYSIN01 Transfer Control (XTC) Parameters and Coding Interdependent Transfers).

NOTE
The SYSOUT keyword cannot be used in this DD statement.

JOBLIB or STEPLIB

Defines the library containing XCOM Data Transport load modules and, if XCOM Data Transport is used with the TCP/IP
option, the Language Environment libraries.

A JOBLIB or STEPLIB statement should be included to identify the XCOM Data Transport load library. If you are using
XCOM Data Transport with the TCP/IP option, the Language Environment libraries must be concatenated next.

This DD statement is not required if XCOM Data Transport is in the LNKLST concatenation.

SYSIN01

Defines all of the XCOM Data Transport parameters associated with a file transfer request. Required.

SYSPRINT

Identifies the data sets used for TCP/IP messages.

SYSTCPD

Provides information about the configuration of the TCP/IP protocol. This information is used by TCP/IP to define
parameters such as DNS server resolution.

XCOMGLOB

Records the current request number of an immediate transfer (that is, TYPE=EXECUTE). When the XCOMGLOB DD
statement for a TYPE=EXECUTE transfer is missing, the request number always defaults to 2000. Sites can share this
data set between jobs to ensure that all TYPE=EXECUTE transfers are assigned a unique request number. To update
the request number for immediate transfers from TSO/ISPF, the XCOMGLOB and XCOMREST allocated files must be in
the user's TSO logon procedure. XCOM Data Transport ignores the XCOMGLOB DD statement when queued transfers
(TYPE=SCHEDULE) are initiated.

To use this facility, create a fixed-block sequential data set containing an 80-byte record. It is recommended that this file
be included when running TYPE=EXECUTE transfers utilizing the checkpoint/restart feature, to ensure that the request
number is unique. This allows the session partner to correctly identify the checkpoint data when an interrupted transfer is
restarted.

The same global data set should be used for all TYPE=EXECUTE job streams that run under the same ACBNAME.

XCOMHOUT

Records the History records retrieved by a TYPE=HISTORY job stream.

If requested by use of the HISTORY_WRITE parameter in the default options table, XCOMHOUT also records the transfer
requests for TYPE=INQUIRE jobs. You can share this data set between TYPE=INQUIRE jobs for your site to ensure that
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all transfer requests from individual TYPE=INQUIRE jobs are recorded in a common XCOMHOUT to be used to generate
a report.

To use this facility, create a fixed block sequential data set containing an 8080-byte record. For more information, see the
sample TYPE=HISTORY JCL in the appendix Sample Files.

NOTE
You can change the XCOMHOUT DD name by specifying an alternate DD name, using the HISTORY_OUT_DD
parameter in the default option table.

XCOMHOVR

Records the History DDL statements needed to update the ODBC history database in the event the database is
unavailable.

The records in this data set can be used with SPUFI or another DB2 utility to insert history data into the history database.

XCOMINIT

XCOMINIT is a dynamically allocated sysout dataset that provides the Default Options and EXEC override parameters
being used by the XCOM task or by XCOMJOB. XCOMINIT is dynamically allocated during the initialization of the XCOM
task and it is closed once the initialization is complete.

XCOMINQ

Records the request numbers for TYPE=SCHEDULE transfers.

XCOMLOG

Records all pertinent activity that takes place in the server or batch job.

This data set is created dynamically by XCOM Data Transport as a SYSOUT data set, using the output class as specified
by the LOGCL configuration parameter. Specifying a DD statement for XCOMLOG in the server or batch job requires that
a DCB or BLKSIZE be specified. The LRECL and/or BLKSIZE value must be a minimum of 133 to prevent truncation of
data.

XCOMPRNT

Records the IEBCOPY output when doing PDSE (PROGLIB=YES) transfers.

XCOMREST

Records the restart information for TYPE=EXECUTE file transfers. If a file transfer fails due to a restartable condition,
the XCOMREST file holds the information to restart the file transfer request from the last checkpoint. If you enter the
XCOMREST DD statement in the JCL, XCOM Data Transport supports the restart of the TYPE=EXECUTE request.

The XCOMREST DD statement is not used with TYPE=EXECUTE transfers that have specified CONTINUE=YES. In the
PARM statement, with one or more NEWXFER statements in the SYSIN01 data set. Such requests cannot be restarted in
a reliable manner.

This data set is one record, a sequential file, and must not be a member of a PDS. A unique XCOMREST data set is
required for each transfer. See CAI.CBXGJCL(DEFQSAM) for the sample.

XCOMJOB Parameter Classes
The batch interface for XCOM Data Transport makes available a large number of transfer control parameters. They
are divided into two classes, based on where they can be used in the XCOMJOB JCL. One set of parameters can
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be specified only in the PARM field of the EXEC statement, and the other can be specified only in the SYSIN01 DD
statement. These two sets of parameters are known as PARM parameters and SYSIN01 parameters.

A few batch interface parameters have a dual status and can be specified both in the PARM field and the SYSIN01 DD
statement. However, if a parameter is used as a PARM and a SYSIN01 parameter in the same XCOMJOB JCL, its use
in the SYSIN01 statement takes precedence over its use in the PARM field. Likewise, a parameter's specification in the
XCOM Data Transport control library, CAI.CBXGPARM, overrides its PARM field specification. PARM parameters, on the
other hand, override their counterparts in the Default Options Table, which is the lowest level in the hierarchy of the XCOM
Data Transport parameter categories.

In the following sections, the PARM parameters and the SYSIN01 parameters are described.

PARM Parameters
If you specify an unsupported parameter or an invalid value, the XCOM Data Transport server, admin server, or job
terminates. A message indicating which parameter caused the termination is written to the XCOMINIT log.

ACBNAME

The ACBNAME parameter specifies the VTAM ACBNAME that is opened by XCOM Data Transport. If this parameter is
omitted, the value of the JOBACB parameter in the XCOM Data Transport Default Options Table is used.

xxxxxxxx
Specifies the VTAM ACBNAME.
Range: Up to eight alphanumeric characters

If the ACBNAME is seven or eight characters, XCOM Data Transport assumes it is an exact name. If the ACBNAME is
six characters or less, XCOM Data Transport assumes it is a generic name and it appends a two-digit suffix from 00 to 99.
This suffix is derived from the number of batch jobs that are still being executed.

Only one file transfer can use the APPLID at a time. All other transfers wait until the APPLID becomes available. No time-
out occurs in this case. Specifying a generic APPLID allows up to 1000 concurrent file transfers.

CMPRS_PDS_ALLOW

The CMPRS_PDS_ALLOW parameter controls whether to compress partitioned data sets (PDS).

The EXEC PARM parameter values take precedence over the corresponding values in the Default Options Table.

If a retry causes an out-of-space condition because of automatic compression, the transfer is terminated.

NO
Disables the compression function within the servers to which it applies. To enable XCOM Data Transport to
perform programmatic PDS compression for a user, specify a value other than NO.

YES
Allows users to request PDS compression on a transfer-by-transfer basis, or by using a DEST member. This
setting also implicitly provides automatic compression in response to an out-of-space condition.

X37
Invokes PDS compression automatically when a z/OS system abend B37, D37, or E37 occurs during a transfer
into a PDS data set.

Default: NO

CMPRS_SYSOUT_CL

The CMPRS_SYSOUT_CL parameter controls whether IEBCOPY output is written to a SYSOUT class.
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NONE
Prevents the output from the compress operation from being written to a SYSOUT data set.

LOG
Allocates a SYSOUT data set with the same output class as the XCOMLOG SYSOUT data set.

<class>
Allocates a SYSOUT data set to hold the compress utility output with the class on this parameter.
Range: A single character (A through Z or 0 through 9)

Default: LOG

The EXEC PARM parameter values take precedence over the corresponding values in the Default Options Table.

COMPNEG

COMPNEG specifies whether compression negotiation is allowed, and if so, which compression algorithm the negotiation
process substitutes.

If the initiator or partner requests a compression method that they both know and permit, that method is used.

If one partner does not know or permit a suggested compression method, the method that is specified here is used to
negotiate an alternate method that both partners can accept.

The compression method that you specify here must be on the list of allowed algorithms for the local server.

compression-method
Specifies the data compression method which the negotiation process substitutes. You can specify the following
values:

• COMPACT
• COMPACTL
• YES
• RLE
• HUFFMAN
• LZLARGE
• LZMEDIUM
• LZSMALL
• LZRW3
• ZLIB
• ZLIB1 through ZLIB9

NO
Does not negotiate the data compression method. Transfers that request an unsupported or disallowed
compression method fail.

Default: YES

COMPRESS_ALLOWED

The COMPRESS_ALLOWED parameter specifies the compression methods that are allowed for transfers. You can
specify the following methods:
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• ALL
• NONE
• COMPACT
• COMPACTL
• YES
• RLE
• HUFFMAN
• LZALL
• LZLARGE
• LZMEDIUM
• LZSMALL
• LZRW3
• ZLIBALL
• ZLIB
• ZLIB1 through ZLIB9

Default: ALL

Specify NONE to allow no compression.

Specify ALL to allow all compression methods.

To allow all methods except the ones that you prohibit individually, specify ALL, followed by the prohibited methods. Add a
colon (:) and exclamation point (!) after the ALL and between each prohibited method. See the related example for details.

If you do not specify ALL, then only the methods that you specify individually are allowed.

If you specify multiple methods individually, separate each one with a colon (:), whether you are allowing them or
prohibiting them. See the examples for details.

Examples:

• Turn off the compression:
COMPRESS_ALLOWED=NONE

• Allow all compression methods:
COMPRESS_ALLOWED=ALL

• Allow all methods except LZ small, medium, and large:
COMPRESS_ALLOWED=ALL:!LZSMALL:!LZMEDIUM:!LZLARGE

• Allow only HUFFMAN, LZALL, and RLE:
COMPRESS_ALLOWED=HUFFMAN:LZALL:RLE

CONFIG

The CONFIG parameter specifies the TYPE=CONFIG control library member that the XCOM Data Transport address
space uses. If both the DFLTAB and CONFIG parameters are specified, the CONFIG parameter takes precedence. Using
the CONFIG parameter assumes that the member named is an existing, valid TYPE=CONFIG member.

XCOMDFLT
Specifies XCOMDFLT.

xxxxxxxx
Specifies a member name other than XCOMDFLT.
Range: Up to eight alphanumeric characters

Default: XCOMDFLT
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CONTINUE

The CONTINUE parameter specifies how to proceed when a processing error is encountered during multi-transfer
processing. This parameter is used with the SYSIN01 parameter NEWXFER. XCOM Data Transport can only continue
a resumed transfer from the point of failure when the XCOMREST and XCOMGLOB DD statements have been correctly
defined. Otherwise, it resumes at the beginning of the transfer.

YES
Starts the next transfer.
If this request is resubmitted, processing resumes from the initial transfer in the multi-transfer request.

NO
Does not start any remaining transfers in the multi-transfer request.
If this request is resubmitted because of a VTAM error, processing resumes with the failed transfer.
If a logic error occurred, processing resumes with the next transfer.

Default: YES

CREATEDELETE

The CREATEDELETE parameter specifies whether to delete an existing data set and allocate a new one at the start of a
FILEOPT=CREATE transfer.

Specifying CREATEDELETE=YES causes the attributes of the existing data set to be lost. The new data set is allocated
with the attributes that are specified in the transfer.

CREATEDELETE applies only when the target data set is a sequential data set or an entire PDS/PDSE. CREATEDELETE
is ignored for other types of data sets (such as PDS members, PDSE members, VSAM, and USS files).

If the data set is specified using a fully qualified GxxxxVxx name, CREATEDELETE does not apply to relative GDGs.

The site administrator must allow the use of CREATEDELETE=YES through the default table (XCOMDFLT), CONFIG
member (XCOMCFG), or destination member (XCOMCNTL).

NO
Fails the transfer with a catalog/file error.

YES
Deletes the data set and allocates a new one.

Default: NO

DFLTAB

The DFLTAB parameter specifies the default table for the XCOM Data Transport server to load and use.

During initialization, the XCOM Data Transport Default Options Table values are converted automatically to a
TYPE=CONFIG member. The member is saved in the first data set in the XCOMCNTL DD concatenation.

If the XCOMCNTL DD concatenation has a TYPE=CONFIG member with the same name that is specified for the DFLTAB
parameter, it is used instead of the Default Options Table.

XCOMDFLT
Specifies the default table XCOMDFLT.

xxxxxxxx
Specifies a table other than XCOMDFLT.
Range:Up to eight alphanumeric characters

Default: XCOMDFLT
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DISPALG

The DISPALG parameter specifies how to dispatch tasks that are ready for execution.

This parameter is valid only for the XCOM Data Transport server job.

DISPALG has no effect on the XCOMPLEX Admin Server.

ROTATE
Proceeds to the next NSA and to dispatch it (if it is dispatchable).

NORMAL
Scans the NSA from the top for the next dispatchable NSA.

Default: ROTATE

DOMAIN

The DOMAIN parameter specifies the Windows domain server to validate the remote user ID and password.

DOMAIN is valid only with TYPE=EXECUTE and with transfers to Windows.

Range: Up to 15 alphanumeric characters

Default: None

DUMPCL

The DUMPCL parameter specifies the SYSOUT class for snap dumps, trace data, and other diagnostic information.

x
Specifies one alphanumeric character representing a valid SYSOUT class.

EDESC

The EDESC parameter specifies the 16 bits (coded in hexadecimal) of a z/OS message descriptor code. The message
descriptor codes are selected by the bit configuration, where bit 0 corresponds to descriptor code 1. These codes are
assigned to error messages ending with "E". XCOM Data Transport uses the descriptor code when it issues WTO macro
instructions. z/OS inserts an indicator at the start of the message. The indicator is a blank space followed by a "+" sign.

You can specify the following hexadecimal values:

8000
Descriptor Code: 1
Definition: System failure

4000
Descriptor Code: 2
Definition: Immediate action required

2000
Descriptor Code: 3
Definition: Eventual action required

1000
Descriptor Code: 4
Definition: System status

0800
Descriptor Code: 5
Definition: Immediate command response
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0400
Descriptor Code: 6
Definition: Job status

0200
Descriptor Code: 7
Definition: Application program processor

0100
Descriptor Code: 8
Definition: Out-of-line message

0080
Descriptor Code: 9
Definition: Status display

0040
Descriptor Code: 10
Definition: Dynamic status display

0020
Descriptor Code: 11
Definition: Critical eventual action required

0010
Descriptor Code: 12
Definition: Important information message

Default: 0200

EROUT

The EROUT parameter specifies the 16 bits (in hexadecimal) of z/OS console routing codes for messages ending with E.

Codes are selected by bit configuration, where bit 0 corresponds to Routing Code 1, bit 1 corresponds to Routing Code
2, and so on. At z/OS system generation, each operator console is assigned routing codes corresponding to the functions
that the installation wants that console to perform.

Specifying EROUT=0000 in the Default Options Table or as part of the PARM field of the EXEC JCL statement
suppresses all XCOMMnnnnE messages from the SYSLOG. This value also suppresses most error messages that are
generated by XCOMJOB. All messages continue to be a part of the XCOM Data Transport log.

You can specify the following routing codes:

8000
Descriptor Code: 1
Definition: Master console action

4000
Descriptor Code: 2
Definition: Master console information

2000
Descriptor Code: 3
Definition: Tape pool

1000
Descriptor Code: 4
Definition: Direct access pool
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0800
Descriptor Code: 5
Definition: Tape library

0400
Descriptor Code: 6
Definition: Disk library

0200
Descriptor Code: 7
Definition: Unit record pool

0100
Descriptor Code: 8
Definition: Teleprocessing control

0080
Descriptor Code: 9
Definition: System security

0040
Descriptor Code: 10
Definition: System error/maintenance

0020
Descriptor Code: 11
Definition: Programmer information

0010
Descriptor Code: 12
Definition: Emulators

0008
Descriptor Code: 13
Definition: Installation use

0004
Descriptor Code: 14
Definition: Installation use

0002
Descriptor Code: 15
Definition: Installation use

0001
Descriptor Code: 16
Definition: Installation use

0000
Descriptor Code: none
Definition: For XCOM Data Transport use only

Default: 4020

FERL

The FERL parameter specifies the number of times to retry a transfer after certain file errors or file allocation errors. The
transfer is attempted FERL+1 times because the first attempt is not included in the count.

0
Does not attempt to retry a transfer.
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1 to 254
Specifies the number of times to retry a transfer.

255
Retries the transfer indefinitely.

Default: 255

GROUP

The GROUP parameter uses the pooled LU feature to allow multi-threading of transfers to nodes that support multiple
logical units but not parallel sessions.

The LU group must be predefined in the XCOM Data Transport control library (hlq.CBXGPARM). When the transfer
begins, XCOM Data Transport tries transferring to the first LU in the group. If that attempt fails, the second LU is tried. If
that attempt fails, the third LU is tried, and so on. When XCOM Data Transport finds an available LU, it transfers the data
to that LU and it stops making any further transfer attempts.

Group processing is supported for TCP/IP transfers but only for a single IP address. An alias can be defined within XCOM
Data Transport for an IP address.

When GROUP= or LIST= is used, the IPPORT value is determined by either the destination member or the default table.

Session establishment is subject to the time-out limit that is specified by the TIMEOUT parameter.

GROUP, LIST, LU, and IPNAME are mutually exclusive parameters. One of these parameters must be coded on the
EXEC card or in SYSIN01; however, coding more than one causes an error.

xxxxxxxx
Specifies a group of LUs. The first character of the group name must be alphabetic. The remaining characters can
be any combination of alphanumeric or national characters.
Range: Up to eight characters

HISTDD

The HISTDD parameter specifies the DDNAME of the data set containing the selected history records. If the HISTDD
parameter is not specified, the HISTORY_OUT_DD parameter value in the default options table is used.

xxxxxxxx
Specifies the history DD name.
Range: Up to eight alphanumeric characters

IDESC

The IDESC parameter specifies the 16 bits (coded in hexadecimal) of a z/OS message descriptor code. The codes are
selected by the bit configuration, where bit 0 corresponds to descriptor code 1, and bit 1 to descriptor code 2. These
codes are assigned to messages ending with I. For more information, see the EDESC parameter.

8000
Descriptor Code: 1
Definition: System failure

4000
Descriptor Code: 2
Definition: Immediate action required

2000
Descriptor Code: 3
Definition: Eventual action required
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1000
Descriptor Code: 4
Definition: System status

0800
Descriptor Code: 5
Definition: Immediate command response

0400
Descriptor Code: 6
Definition: Job status

0200
Descriptor Code: 7
Definition: Application program processor

0100
Descriptor Code: 8
Definition: Out-of-line message

0080
Descriptor Code: 9
Definition: Status display

0040
Descriptor Code: 10
Definition: Dynamic status display

0020
Descriptor Code: 11
Definition: Critical eventual action required

0010
Descriptor Code: 12
Definition: Important information message

Default: 0200

IPNAME

The IPNAME parameter specifies the IP address of the remote system for a TCP/IP transfer.

GROUP, LIST, LU, and IPNAME are mutually exclusive parameters. One of these parameters must be coded on the
EXEC card or in SYSIN01. Coding more than one causes an error.

1 to 64 alphanumeric characters
Specifies the name or address of the remote TCP/IP system that is involved in a transfer. This name can contain
up to 63 alphanumeric characters. The name must be defined to the domain name server. The address can be in
IPv4 or IPv6 notation.

IPPORT

The IPPORT parameter specifies the IP port of the remote system for a TCP/IP transfer. This parameter must match the
SERVPORT specification of the target server and normally should not be changed.

When GROUP= or LIST= is used, the IPPORT value is determined by the destination member or the default table.

1 to 65535
Specifies the TCP/IP port number to use when IPPORT is omitted.

Default: 8044
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IROUT

The IROUT parameter specifies the 16 bits (coded in hexadecimal) of a z/OS console routing code. The console routing
codes are selected by the bit configuration, where bit 0 corresponds to routing code 1, bit 1 to routing code 2, and so on.
These codes are assigned to messages ending with I.

Specifying IROUT=0000 in the PARM field of the EXEC JCL statement suppresses all XCOMMnnnnI messages from the
SYSLOG except for XCOMM0056I and XCOMM0001I. This value also suppresses most informational messages from by
XCOMJOB. All messages continue to be a part of the XCOM Data Transport log.

8000
Descriptor Code: 1
Definition: Master console action

4000
Descriptor Code: 2
Definition: Master console information

2000
Descriptor Code: 3
Definition: Tape pool

1000
Descriptor Code: 4
Definition: Direct access pool

0800
Descriptor Code: 5
Definition: Tape library

0400
Descriptor Code: 6
Definition: Disk library

0200
Descriptor Code: 7
Definition: Unit record pool

0100
Descriptor Code: 8
Definition: Teleprocessing control

0080
Descriptor Code: 9
Definition: System security

0040
Descriptor Code: 10
Definition: System error/maintenance

0020
Descriptor Code: 11
Definition: Programmer information

0010
Descriptor Code: 12
Definition: Emulators

0008
Descriptor Code: 13
Definition: Installation use
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0004
Descriptor Code: 14
Definition: Installation use

0002
Descriptor Code: 15
Definition: Installation use

0001
Descriptor Code: 16
Definition: Installation use

0000
Descriptor Code: None
Definition: For XCOM Data Transport use only

Default: 4020

LIST

The LIST parameter broadcasts the file transfer to the remote destinations that are designated on a predefined distribution
list. When data is transferred to a destination that is a list of LUs or IP addresses, it is transferred to each LU or IP node in
the list. The LIST parameter is valid only for TYPE=SCHEDULE transfers.

GROUP, LIST, LU, and IPNAME are mutually exclusive parameters. One of these parameters must be coded on the
EXEC card or in SYSIN01. Coding more than one causes an error.

When GROUP= or LIST= is used, the IPPORT value is determined by the destination member or the default table.

Because a transfer to a list destination is processed as a queued request, the affected file transfers can have different
start times. Use the XCOM Data Transport Operator Control function on the Menu Interface to check the status of any
broadcast distribution.

xxxxxxxx
Specifies the list of destinations. The list name can be up to eight alphanumeric characters long.

Using a Superlist

Specifying a superlist (a list of lists) for the LIST parameter broadcasts the file transfer to all remote destinations in the
superlist.

XCOM LIST names are names of members in the XCOMCNTL data set and therefore are limited to eight alphanumeric
characters.

XCOM lists are limited to 32720 bytes of storage, consisting of the following items:

• A 32-byte storage descriptor, leaving 32688 bytes for the list.
• Four to 10 bytes for each list entry:

– 1 byte for the TYPE
– 1 flag byte
– 1 byte for the LENGTH
– 1 byte to 8 bytes for the list name

If each member name that is specified as a LIST/SUPERLIST is eight characters long, then a SUPERLIST can include
2971 member names.
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LOG

The LOG parameter specifies whether to writer a log of XCOM Data Transport activity to SYSOUT. The log includes a list
of the SYSIN01 parameters that were used for the file transfer, except for the PASSWORD parameter value. PASSWORD
is omitted for security reasons.

YES
Write the activity log to SYSOUT.

NO
Do not write the activity log.

Default: YES

LOGCLASS

The LOGCLASS parameter specifies the SYSOUT class for the log.

X
Specifies the SYSOUT class X.

x
Specifies a SYSOUT class other than X. This class can be represented with any alphabetic character. You can
also specify an asterisk (*) to write the log to the same class as the JCL MSGCLASS for the job.

Default: X

LOGDEST

The LOGDEST parameter specifies the SYSOUT destination for the log.

xxxxxxxx
Specifies the SYSOUT destination. The name can be up to eight alphanumeric characters.

LOGMODE

The LOGMODE parameter overrides the mode name in the XCOM Data Transport Default Options Table when the
DLOGMOD parameter is set to the value of XCOM. If DLOGMOD=VTAM, this parameter is ignored.

xxxxxxxx
Specifies the mode name. The name can be up to eight alphanumeric characters.

LU

The LU parameter specifies the LU name and associated VTAM logical unit name of the remote system.

GROUP, LIST, LU, and IPNAME are mutually exclusive parameters. One of these parameters must be coded on the
EXEC card or in SYSIN01. Coding more than one causes an error.

xxxxxxxx
Specifies the remote and associated VTAM LU name. The name can be up to eight alphanumeric characters.

MAXPACK

The MAXPACK parameter specifies the maximum packing length (record packing buffer size) in bytes when
PACK=LENGTH is specified. The MAXPACK value or equivalent on the partner side must match the value on the local
side. Otherwise, the value is negotiated downwards.

Use these tips for best performance:
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• Using PACK=LENGTH and the target buffer size improves file transfer performance.
• To use zIIP processors for data compression, specify a packing length of at least 4096.
• For maximum record packing, set MAXPACK to 1023000 and set the PACK transfer parameter value to LENGTH.

Range: 2048 to 1023000

Default: 2048

NETNAME

The NETNAME parameter specifies the name to pass to remote systems in CINIT or BIND vectors to override the
PLU name in the user portion of the BIND. This parameter is required for some systems, such as AS/400. For detailed
information, see specific system components.

NOTE
Do not confuse this parameter with the VTAM parameter NETID.

xxxxxxxx
Specifies the name to override the PLU name. The name can be up to eight alphanumeric characters.

Default: XCOMAPPL

PSOPREF

The PSOPREF parameter specifies a high-level qualifier for a temporary data set.

QSTART

The QSTART parameter specifies how to start the XCOM Data Transport server and process the XCOMRRDS transfer
queue during startup.

WARM
Performs a WARM start of the server in normal mode. The XCOMRRDS transfer queue is read and requests are
queued for pending work in the XCOMRRDS data set.

COLD
Performs a COLD start of the server and removes all pending work from the RRDS. This option is roughly
equivalent to deleting and defining the XCOMRRDS data set, except the next transfer request number is not reset
to 1000.

HOLD
Performs a HOLD start of the server, reads the XCOMRRDS transfer queue data set, and builds requests for
all pending work. The difference between HOLD and WARM is that all LOCALLY initiated transfer requests are
placed in a HOLD status.

Default: WARM

REPCR

The REPCR parameter specifies whether to attempt a CREATE when receiving a transfer with FILEOPT=ADD|REPLACE
and the data set does not exist. The REPCR default parameter can be specified in the default table or overridden by
the XCOMJOB/XCOMXFER EXEC parameter. The REPCR value can also be modified by using the operator DFLT
command.

YES
Attempts a CREATE when the data set does not exist.

NO
Fails the transfer when the data set does not exist.
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Default: NO

SECURE_SCHEDULE

The SECURE_SCHEDULE parameter specifies whether to use a secure (SSL/TLS) TCP/IP connection against the target
server. This parameter applies only to XCOMJOBs using TCP/IP; It has no meaning for SNA-based operations.

When SECURE_SCHEDULE=YES, a secure connection is made in the server using the INITIATE_SIDE and
RECEIVE_SIDE values in the XCOM_CONFIG_SSL file. If the INITIATE_SIDE and RECEIVE_SIDE values
for a parameter are in conflict, the schedule of the transfer fails. For example, if SSL_METHOD is defined with
INITIATE_SIDE=TLS and RECEIVE_SIDE=V3, the transfer cannot be scheduled. The SSL/TLS method does not support
the V3 SSL method.

YES
Uses a secure (SSL/TLS) TCP/IP connection to connect to the target server that is specified in the STCIP
parameter.

NO
Uses a regular TCP/IP connection.

Default: Determined by the SSL and SECURE_SOCKET parameter combinations in the Default Options Table

SERL

The SERL parameter specifies the number of attempts to establish a session with the partner LU after the first attempt
fails. The transfer is attempted SERL+1 times because the initial attempt to establish a session is not included in the
count.

For group transfers, a session establishment is considered to have failed only after attempts have been made with all
LUs in the group. For example, if a group contains three LUs and SERL=2 is specified, XCOM Data Transport attempts
a session establishment with each LU before the session establishment error count is incremented. If all three attempts
fail, the error count is set to 1 and XCOM Data Transport retries the session establishment with each LU (first retry). If the
three attempts fail again, the error count is set to 2 and all three LUs are retried (second retry). If all three fail this time,
too, XCOM Data Transport stops. The session establishment retry limit (SERL) has been reached.

This parameter is used for SNA transfers only.

0
Does not attempt session establishment after the error.

xxx
Specifies the number of retries.
Range: 1 to 254

255
Retries session establishment indefinitely.

Default: 255

SSL_VERSION

This parameter has been deprecated. If you specify SSL_VERSION anywhere it is ignored. IBM System SSL is used to
satisfy all calls for secure socket communication.

STCAPPL

The STCAPPL parameter specifies the APPLID of the XCOM Data Transport server to which this request is to be queued.
This parameter applies only to XCOMJOBs.
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STCAPPL is necessary when several XCOM Data Transport servers are running on your system. This parameter is also
necessary during third-party transfers when you want to send a file from a server other than your own to a third remote
system. Only TYPE=SCHEDULE transfers are valid for third-party initiates.

xxxxxxxx
Specifies the server. This value can be up to eight alphanumeric characters.

STCIP

The STCIP parameter specifies the name or IP address of the XCOM Data Transport server to which this request is to be
queued. This parameter applies only to XCOMJOBs.

name
Specifies the name or address of the remote TCP/IP system that is involved in a transfer. The name must be
defined to the domain name server. The address can be in IPv4 or IPv6 notation.
Range: 1 to 63 alphanumeric characters

STCPLEXQ

The STCPLEXQ parameter specifies the PLEXQ group that is the target of a meta-transfer request. At least one XCOM
Data Transport server must be active. This parameter applies only to XCOMJOBs.

Range: 1 to 8 characters (alphanumeric, @, #, $ and _)

STCPORT

The STCPORT parameter specifies the IP port of the target XCOM Data Transport server. This parameter is used with the
STCIP parameter, and it applies only to XCOMJOBs. If the STCPORT parameter is not specified, the IPPORT parameter
value in the XCOM Data Transport Default Options Table is used.

Range: 1 to 65535

STCPROTOCOL

The STCPROTOCOL parameter specifies the started task communication protocol for the XCOMJOB to use when
scheduling requests.

SNA
Schedules the request with the started task using SNA communications.

TCP
Schedules the request with the started task using TCP/IP communications (non-SSL/TLS).

SSL
Schedules the request with the started task using Secure Socket Layer (SSL/TLS) communications.

PLQ
Schedules the request with the started task using IBM Parallel Sysplex Signaling Services. This IBM service is
referred to as the PLEXQ by XCOM Data Transport.

Default: Determined dynamically when STCAPPL, STCIP, STCPLEXQ, or SECURE_SCHEDULE is specified as an
EXEC parameter. If the EXEC contains more than one of these parameters, the value is decided based on the following
order:

• SNA if STCAPPL is specified
• TCP if STCIP is specified and SECURE_SCHEDULE is not specified or set to NO
• SSL if STCIP is specified and SECURE_SCHEDULE=YES is specified
• PLQ if STCPLEXQ is specified
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SUPPLIST

The SUPPLIST parameter specifies whether to suppress XCOMM0397I and XCOMM0398I messages when processing
transfers of PDS or PDSE (source) members. You can specify this parameter in the default table and can override it in the
XCOMJOB or XCOMXFER EXEC parameter. You can also modify the value of SUPPLIST by using the operator DFLT
command.

YES
Suppresses the XCOMM0397I and XCOMM0398I messages.

NO
Allows the XCOMM0397I and XCOMM0398I messages to be issued.

Default: NO

SWAIT

The SWAIT parameter specifies the number of seconds to wait for a session to be established after the request for a
session has been queued.

If the first attempt at session establishment fails, a request for session establishment is placed in a request queue. A
session must be established within the specified SWAIT time. If no session is established within that time, a session
establishment error occurs and the value of the SERL parameter increments.

Range: 1 to 32767

Default: 30

TCPSTACK

The TCPSTACK parameter specifies the job name or started task name of the TCP/IP stack for the TCP/IP interface. Use
this parameter when multiple stacks are running at your site. The specified TCP/IP stack is used for both initiating and
receiving transfers.

An empty value causes the XCOM Data Transport TCP/IP interface to use all IP stacks.

Range: Up to eight alphanumeric characters

Default: None

TERL

The TERL parameter specifies the number of times that XCOM Data Transport retries a file transfer when file allocation
errors and VTAM errors occur during TCP/IP session establishment. When the specified number is reached, the transfer
terminates.

If the number of errors for a category of retryable errors (FERL, SERL, VERL) or a combination of those categories
equals the TERL value, XCOM Data Transport stops retrying and fails the transfer. For example, suppose that TERL=10,
FERL=6, SERL=6, and VERL=4. If XCOM Data Transport has retried file allocation 5 times and session establishment 5
times, the total error retry limit (TERL) has been reached. XCOM Data Transport makes no further error retry attempts,
although the individual error retry limits have not been reached.

Specifying TERL=32767 for an indefinite number of retries does not override a finite FERL, SERL, or VERL value that has
been specified. For example, if TERL=32767 and SERL=5, XCOM Data Transport stops retrying session establishment
errors after the fifth error has occurred.

0
Does not retry the file transfer, regardless of the specified FERL, SERL, or VERL values.

1 to 32766
Specifies the number of times that XCOM Data Transport retries the file transfer.
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32767
Retries the file transfer indefinitely.

Default: 32767

TIMEOUT

The TIMEOUT parameter specifies the maximum time to wait for a VTAM or TCP/IP command to complete before
terminating the program with an abnormal return code. For a TCP/IP transfer, the TIMEOUT parameter determines how
long to wait for a connection to a remote IP node. TIMEOUT should not be less than 60 seconds, to allow sufficient time
for a normal transfer or inquiry request to complete.

This parameter ensures that the XCOM Data Transport Batch Interface does not hold up an initiator or socket indefinitely.
For example, if a target system is unavailable, VTAM cannot initiate a session; therefore, the procedure terminates at the
specified time-out value. Similarly, if a transmission gets hung up, a SEND or RECEIVE command times out.

XCOM Data Transport always queues to VTAM the request to establish the session with the remote system. If
TYPE=EXECUTE or TYPE=INQUIRE, XCOM Data Transport attempts to establish the session within the time that is
specified in the TIMEOUT parameter. If a session cannot be established, the job aborts with a return code of 9 or 10. An
error message is sent to the operator console and written to the XCOM Data Transport log.

Range: 0 to 99999 seconds

Default: 600

TRACE

The TRACE parameter specifies whether to use the internal XCOM Data Transport trace function instead of the VTAM
trace. The trace data is sent to the SYSOUT class that is defined by the DUMPCL parameter. Trace data is useful for
debugging problems.

level
Uses the internal trace function and specifies the trace function level. Level 0 provides the minimal trace data and
level 9 provides maximum trace data.
Range: 0 through 9

YES
Uses the internal trace function and forces the use of level 9.

NO
Does not use the internal trace function.

Default: NO

TRANSFERS_ALLOWED

The TRANSFERS_ALLOWED parameter specifies which transfer types the XCOM Data Transport server is allowed to
process. Transfers that are not processed remain on the queue in an inactive or remote suspended state. The transfers
are subject to retries based on the server configuration.

The server processes all meta-transfers, commands, inquiries, and history requests regardless of the value that you
specify here.

If the server participates in a PLEXQ or XCOMPLEX environment, a high ranking is applied to the server when locally
initiated transfers are disabled. This ranking prevents transfers that are submitted to the PLEXQ or XCOMPLEX from
being rejected when the server is selected to process the request.

ALL
Allows all transfer types to be processed.
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LOCAL
Allows only locally initiated transfer requests to be processed.

REMOTE
Allows only remotely initiated transfer requests to be processed.

NONE
Does not allow any transfer requests to be processed.

Default: ALL

TYPE

The TYPE parameter specifies how to process transfer requests. This parameter is required.

SCHEDULE
Queues the file transfer request and ends the job step when the transfer request is queued. We recommend
TYPE=SCHEDULE for production jobs.
The request runs in the address space of the XCOM Data Transport server. The file transfer is single-threaded in
first-in-first-out (FIFO) queuing order (unless it is overridden by priority considerations). The transfer is executed
when the resource becomes available.
If the target system is unavailable during the job execution, the transfer occurs when it becomes available. If
the target system is available and the XCOM Data Transport server is active, the transfer can be executed
immediately.

EXECUTE
Processes the file transfer during the execution of the current job. If the file transfer cannot be executed before
the specified job time-out interval, XCOM Data Transport generates condition codes and messages. Most XCOM
Data Transport platforms support this transfer type. For a list of restrictions, contact Broadcom Support.
If TYPE=EXECUTE, another user has established a session with the same target system, and their session does
not end before the timeout interval expires, your job aborts.

INQUIRE
Indicates whether all transfers in a job request have completed successfully, and whether any transfers were
incomplete or unsuccessful.

HISTORY
Retrieves history records that meet specified criteria, such as user ID, transfer ID, TCP/IP address, dates and
times, file size or type, and send or receive.

VERL

The VERL parameter specifies the number of times to retry a file transfer that receives a network error. This value is used
by VTAM and TCP/IP.

XCOM Data Transport retries a transfer at the interval that is specified by the ERRINTV parameter. Because this
parameter specifies the number of retries, the transfer is attempted VERL+1 times. The initial attempt to establish a
session is not included in the count.

0
Does not retry the transfer.

1 to 254
Specifies the number of retry attempts.

255
Retries the transfer indefinitely.

Default: 255
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VTAMGNAM

The VTAMGNAM parameter specifies the VTAM Generic Resource Name to open during initialization. This parameter is
valid only for the XCOM Data Transport server job.

xxxxxxxx
Specifies the Generic Resource Name.
Range: 1 to 8 alphanumeric characters

Default: None

XCOMPLEX

The XCOMPLEX parameter specifies the XCOMPLEX facility to join. This parameter is valid for the XCOM Data Transport
server job and the XCOM Data Transport administrator job.

Specify the same name for each XCOM Data Transport server that is in the XCOMPLEX facility. The XCOMPLEX name
must be unique and it cannot be the same as the acbname for any server in the XCOMPLEX.

Range: 1 to 16 alphanumeric characters

Default: None

ZIIP

The ZIIP parameter specifies whether to use zIIP processors to offload processing from the main CPUs.

YES
Offloads eligible work to zIIP processors.

NO
Does not offload eligible work to zIIP processors.

Default: YES

SYSIN01 Parameters
You specify SYSIN01 parameters in the SYSIN01 DD statement of the XCOMJOB JCL. This statement is described later
on this page.

SYSIN01 parameters are divided into the following subsections. For details about any of these subsections, select the
related entry in the left-pane TOC.

Symbolic Parameters
Symbolic parameters let you store transfer parameters in control files with variable data that is resolved to other
values at schedule time.

General SYSIN01 Parameters
This section discusses parameters that can be specified in any batch job.

SYSIN01 Parameters for FILETYPE=FILE
This section discusses parameters that must be used when FILETYPE=FILE is coded in the SYSIN01 DD
statement.

SYSIN01 Parameters for FILETYPE=HISTORY
This section discusses parameters that must be used when FILETYPE=HISTORY is coded in the SYSIN01 DD
statement.

SYSIN01 Parameters for FILETYPE=REPORT
This section discusses parameters that must be used when FILETYPE=REPORT is coded in the SYSIN01 DD
statement.
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SYSIN01 Tape Parameters
This section discusses parameters that are used when tape data sets are being transferred.

SYSIN01 DCB Parameters
This section discusses parameters that are used to allocate space for transferred data.

SYSIN01 Transfer Control Parameters
This section discusses parameters that are associated with XCOM Data Transport transfer control (XTC) feature,
which is concerned with the control of multiple interdependent transfers.

XCOMJOB Return Codes

NOTE
No special parameters are required for FILETYPE=JOB.

SYSIN01 DD Statement

The SYSIN01 parameters passed to XCOM Data Transport can be coded either directly in the SYSIN01 input stream or
indirectly in a data set that the SYSIN01 DD statement references. Using the SYSIN01 DD statement only to reference
the data set where the transfer control parameters are coded is preferable for transfer jobs run regularly with the same
processing options.

Main Coding Rules

The SYSIN01 parameters must be coded according to the same rules that are used in coding standard SYSIN in-stream
information. Among the most important rules to be observed when coding SYSIN01 parameters are:

• Parameter data can span multiple lines as long as a plus sign (+) is placed at the end of each line to be continued. The
continuation line starts in columns 2 through 16.

• Each new parameter must start in column one.
• Parameter values with embedded spaces, quotes, or a plus sign (+) followed by a space, which would indicate a

continuation line, must be enclosed in either single or double quotes. The single or double quotes, if used, must delimit
the beginning and end of each line of the parameter value.

Preserving SYSIN01 Information

If you want the SYSIN01 parameters for a file transfer to be included in the XCOM Data Transport activity log, code the
PARM parameter LOG=YES on the EXEC card of the JCL for the transfer.

Symbolic Parameters
Symbolic parameters let you store transfer parameters in control files with variable data that is resolved to other values at
schedule time. Standard symbolic parameters are supplied with XCOM Data Transport. You can use symbolic parameters
as SYSIN01 parameters in the SYSIN01 DD statement of the XCOMJOB JCL. 

No setup is required to use the predefined variables that are integrated as part of XCOM Data Transport. If you place
variables in the parameter data set for a transfer, XCOM Data Transport invokes them when scheduling the transfer.

&DATE(format-code)

&DATE causes the current date to be substituted dynamically in the current keyword value. The format of the date
depends on the format code that is selected as a sub parameter. If no format is specified, YYYYMMDD is used. Valid
format-codes and examples of their output are:
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• MMDDYYYY -- 12312013
• DDMMYYYY -- 31122013
• YYYYMMDD -- 20131231
• YYMMDD -- 131231
• YYYY -- 2013
• YY -- 13
• MM -- 12
• DD -- 31
• YYDDD -- 13366
• YYYYDDD -- 2013366
• DDMONYYYY -- 31DEC2013
• MON -- DEC
• MONTH -- DECEMBER

&IPNAME

&IPNAME causes the value that is entered for IPNAME to be substituted dynamically in the current keyword value.

&LU

&LU causes the value that is entered for LU to be substituted dynamically in the current keyword value.

&LUSER

&LUSER causes the current LOCAL user ID (or the USERID of the current job) to be substituted dynamically in the
current keyword value.

&USERID

&USERID causes the current REMOTE user ID (or the USERID of the current job) to be substituted dynamically in the
current keyword value.

&ID

&ID causes the value that is entered for ID to be substituted dynamically in the current keyword value.

&TIME

&TIME causes the current time to be substituted dynamically in the current keyword value. The format of the time
depends on the format code that is selected as a sub parameter. Valid format-codes and examples of their output are:

• HHMMSSTH -- 15312811
• HHMMSS -- 153128
• HHMM -- 1531
• MMSS -- 3128
• HH -- 15
• MM -- 31
• SS -- 28
• TH -- 11
• TH3 -- 110

NOTE
The TH3 format-code is only accurate to 1/100th of a second so the last digit is always 0.
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How to Use Symbolic Parameters

You can place symbolic variables in any combination in SYSIN01 control statements to create composite parameter
values. You can use a period (.) as a terminating character for the symbolic variable, but it is not required. If a period is
present, it is removed from the resultant field content.

Example

ID=X-&TIME(HH):&TIME(MM):&TIME(SS)

This results in the value for ID being set to:

X-15:31:28

If the symbolic variable does not have a system value, assign a value before using the symbolic variable. You can also
specify subscripts on symbolic variables that do not have a format-code. There are two formats for subscripted symbolic
variables. If only one numeric value is present, a starting position of 1 is assumed. A second subscript format allows for a
starting position and a length to be entered:

Example (one subscript)

LU=L784000

ID=LU#&LU(4)

This results in the value for ID being set to:

LU#L784

Example (two subscripts)

LU=LU250021

ID=LU#&LU(5,4)

This results in the value for ID being set to:

LU#0021

Which SYSIN01 Statements Support Symbolic Parameters?

You can use symbolic parameters on the following SYSIN01 statements:

• CHARS
• DEST
• FCB, FILE, FILEOPT, FILETYPE, FORM
• GROUP
• ID, IPNAME
• LCLNTFYL, LFILE, LIST, LU, LUNIT, LUSER, LVOL
• NOTIFY, NOTIFYNAME
• OEDATE, OETIME, OFILETYPE, OID, OLMSG, OLU, OREQ, OSDATE, OSTIME, OTNAME, OTYPE, OTYPEREQ,

OUSER
• REPORT, RMNTNTFYL, RNOTIFY, RNOTIFYNAME
• SYSUDATA
• TDUDATA, TRUSTED, TYPE
• UNIT, USER, USERID
• VOL
• WRITER
• XCOM_CONFIG_SSL, XTCERRDECR, XTCERRINCR, XTCERRPURGE, XTCERRREL, XTCGOODDECR,

XTCGOODINCR, XTCGOODPURGE, XTCGOODREL, XTCJOB, XTCNET
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General Parameters, A-G
The SYSIN01 general parameters that begin with A through G follow. Unless noted otherwise, these parameters are
optional.

AGE

AGE overrides the XCOM Data Transport default age purging interval.

1 to 999 days
This value specifies the number of days that a transfer request can remain in the queue before being purged.

NOTE
Aging is relative to the scheduled start date of the file transfer. The purging interval is the number of days a
request can remain on the XCOM Data Transport queue before purging. The XCOM Data Transport queue
includes file transfer requests with future start dates, transfer requests that have been placed on HOLD status,
and transfers that were suspended. XCOM Data Transport performs the queue purging at two times-when the
XCOM Data Transport server comes up and daily at midnight. A transfer that displays an AGE value of 000
on an online panel or in the output of a SHOW command uses the AGE value that is active in the XCOM Data
Transport server.

Default: Taken from XCOM Data Transport Default Options Table.

CODETABL

CODETABL specifies the one- to three-character prefix to the file names, atoe.tab and etoa.tab, that contain the
external ASCII-to-EBCDIC and EBCDIC-to-ASCII custom character conversion tables on the XCOM Data Transport
for Windows and the XCOM Data Transport for UNIX platforms. These custom character conversion tables determine
which external translation tables are used when a transfer is sent to these platforms. This parameter is valid only if
INTERNAL_CONVERSION_TABLES=NO is set on the receiving platform and the platforms are at r11 or above.

1 to 3 (bytes)
This value specifies up to three alphanumeric characters, identifying the code table to be used by the remote
partner.

Default: None

CKPT

CKPT specifies the interval for checkpoints that are taken during a file transfer.

0 to 9999 records
This value specifies the number of records to transfer for a checkpoint interval.

The checkpoint/restart facility resumes interrupted transfers from the point at which the most recent checkpoint was taken.

Each time a checkpoint is taken, the output buffers on the receiving system are written to the disk. A checkpoint interval
that is too short slows down file transfers. A checkpoint interval that is too long increases the risk of data loss. The
minimum recommended checkpoint count is 1000. On Token Ring, Ethernet, and other high-speed networks, the
checkpoint count must be set to the highest allowable value.

If the receiving system is z/OS or VSE, the checkpoint count must be a multiple of the blocking factor. If the DCB attributes
are RECFM=FB LRECL=80 BLKSIZE=8000, the checkpoint count must be a multiple of 100.

Default: Taken from the XCOM Data Transport default options table.
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CODE

CODE identifies the type of transferred data. The receiving system is responsible for performing any necessary
conversion.

EBCDIC
This option indicates that the transferred data are coded in EBCDIC format.

ASCII
This option indicates that the transferred data are coded in ASCII format.

BINARY
This option indicates that the transferred data are coded in binary format.

UTF8
This option indicates that the transferred data are coded in UTF8 format.

UTF16
This option indicates that the transferred data are coded in UTF16 format.

Default: EBCDIC

EBCDIC packed decimal fields cannot be transferred under EBCDIC. Use BINARY to transfer EBCDIC packed decimal
data.

If you specify CODE=ASCII and the receiving system is a mainframe, then this parameter is ignored.

When UTF16 is specified, UTF16BE (Big Endian) or UTF16LE (Little Endian) is negotiated based on the CPU type of the
local system.

The LOCAL_CHARSET and REMOTE_CHARSET parameters are used to specify the translation that takes place on the
transferred data when UTF8 or UTF16 is specified.

For SEND JOB requests sent to a z/OS partner using Unicode (CODE=UTF8 or UTF16), the remote CCSID is required to
be EBCDIC-based as JES is unable to process non-EBCDIC characters.

COMPRESS

This parameter specifies whether XCOM Data Transport compresses the data being transferred and decompresses it on
the remote system. Compressing the data decreases the transmission time on lower-speed links.

YES
This option provides Run-Length Encoding (RLE) for blanks and binary zeros only.

NO
No data compression

RLE
This option provides complete Run-Length Encoding for all characters.

COMPACT
This option provides full RLE (as in RLE) plus a byte compaction scheme that is suitable for uppercase English
text.

COMPACTL
Same as COMPACT, only the compaction scheme is most beneficial for lowercase English text.

LZSMALL
XCOM Data Transport compresses the data according to the small memory model of Lempel-Ziv 77 compression.

LZMEDIUM
XCOM Data Transport compresses the data according to the medium memory model of Lempel-Ziv 77
compression.
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LZLARGE
XCOM Data Transport compresses the data according to the large memory model of Lempel-Ziv 77 compression.

HUFFMAN
Greater compression than RLE but not as much as the Lempel-Ziv 77 modes

LZRW3
General-purpose algorithm that runs fast and gives a reasonable compression.

ZLIB(n)
Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE. The n value can be 1
through 9.

NOTE

Transfers that use the ZLIB(n) compression algorithm are eligible to use the zEDC Hardware Accelerator
feature. The zEDC Hardware Accelerator feature must be available and configured on the system where the
transfer runs. The transfer data buffers must meet the minimum buffer size thresholds that are configured in
the z/OS IQPPRMxx member in SYS1.PARMLIB. If these thresholds are not met, or if zEDC is not configured
on the local system, XCOM Data Transport attempts to process the compression or decompression on a zIIP
processor.

For requirements and configuration instructions to support zEDC, see Utilizing zEDC Hardware Accelerator.

Specifying a value other than NO enables use of zIIP to perform the compression function. zIIP processing is
used for compression only if the buffer size to compress is >= 4096 bytes. Specifying PACK=LENGTH and use
a high MAXPACK value (>= 4096) for TCP/IP transfers or RUSIZE (>=4096) for SNA transfers to make efficient
use of zIIP.

Default: Destination member value, if a destination member is used for the transfer, or NO if a destination member is not
used for the transfer.

CREATEDELETE

This parameter specifies whether an existing data set is deleted and a new data set allocated at the start of a
FILEOPT=CREATE transfer.

NO
If FILEOPT=CREATE and the data set exists, then the transfer fail with a catalog/file error.

YES
If FILEOPT=CREATE and the data set exists, then it is deleted and a new data set is allocated at the start of the
transfer.

Default: NO

For the Default Options Table (XCOMDFLT)

Specifying CREATEDELETE=YES causes the attributes of the existing data set to be lost. The new data set is allocated
with the attributes that are specified in the transfer.

CREATEDELETE applies only if the target data set is a sequential data set or an entire PDS/PDSE. CREATEDELETE is
ignored for other types of data sets (such as PDS members, PDSE members, VSAM, and USS files).

If the data set is specified using the fully qualified GxxxxVxx name, CREATEDELETE does not apply to relative GDGs.

The site administrator must allow the use of CREATEDELETE=YES through the default table (XCOMDFLT), CONFIG
member (XCOMCFG), or destination member (XCOMCNTL).

DATACLAS

DATACLAS specifies the one to eight character name of the data class to use when allocating a SMS-managed data set.
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NOTE
This parameter applies only to mainframe SMS data sets.

Default: None

DEFAULT_CONVERROR

This parameter identifies the action when the input file contains characters that cannot be converted. The characters are
not included within the output character sets character repertoire.

REPLACE
Replace each unconvertible character with the default substitution characters defined for the Unicode character
set.

REPLACE#nnnnnnn
Replace each unconvertible character with the Unicode character that the decimal value nnnnnnn identifies. If the
specified replacement character cannot be represented in the output character set, then the transfer is failed. This
option is not supported for z/OS systems, where the replacement character is defined in the conversion table that
is defined to IBM Unicode Services. This option is treated as REPLACE. The replacement character has a valid
range of 1 - 1114111.

SKIP
The erroneous data is disregarded, but a warning message is issued at the end of the transfer. The message
identifies that this condition occurred and provides a total count of the number of skipped characters. This option
is not supported for z/OS systems and is treated as REPLACE.

FAIL
The transfer terminates with an error condition.

Default: The DEFAULT_CONVERROR parameter in the destination member or XCOM Data Transport Default Options
Table specifies the default.

DEFAULT_INPUTERROR

This parameter identifies the appropriate action when the input file contains data that is not consistent with the specified
input character set.

REPLACE
Replace each piece of erroneous data with the default substitution characters defined for the Unicode character
set.

REPLACE#nnnnnnn
Replace each piece of erroneous data with the Unicode character that the decimal value nnnnnnn identifies. This
option is not supported for z/OS systems, where the replacement character is defined in the conversion table that
is defined to IBM Unicode Services. This option is treated as REPLACE. The replacement character has a valid
range of 1 - 1114111.

SKIP
The erroneous data is disregarded, but a warning message is issued at the end of the transfer. The message
identifies that this condition occurred and provides a total count of the number of ignored bytes. This option is not
supported for z/OS systems and is treated as REPLACE.

FAIL
The transfer terminates with an error condition.

Default: The DEFAULT_INPUTERROR parameter in the destination member or XCOM Data Transport Default Options
Table specifies the default.
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DOMAIN

DOMAIN identifies the Windows domain server that is used to validate the remote user ID and password.

Up to 15 alphanumeric characters
This value specifies the domain server that is used to validate the remote user ID and password.

Default: None

NOTE
DOMAIN can only be used for transfers running under Windows.

DROPSESS

DROPSESS indicates whether XCOM Data Transport drops an LU-to-LU session at the conclusion of a scheduled file
transfer.

YES
This option indicates that XCOM Data Transport drops the session.

NO
This option indicates that XCOM Data Transport does not drop the session.

QEMPTY
This option indicates that XCOM Data Transport is to process all the transfers to a particular LU in the request
queue before dropping the session.

Default: NO

NOTE
XCOM Data Transport for OpenVMS and some XCOM Data Transport for UNIX products do not support z/OS-
initiated session establishment. Therefore, DROPSESS has no effect when the target of the transfer request is
one of these platforms.

DSKEYLBL

This parameter specifies the Key Label to be used for the Pervasive Encryption of the output data set. Pervasive
Encryption is an IBM Z® approach that simplifies the encryption of output data sets. It can be used in conjunction with
other types of encryption.

This parameter applies only to mainframe output data sets which are eligible for Pervasive Encryption.

For an XCOM Data Transport output data set to be successfully encrypted, the credentials under which the transfer runs
must have authority to use the Key Label specified. Also, the Pervasive Encryption facility of z/OS and the hardware must
be enabled and configured properly. Otherwise, the value is ignored and the data set is not stored as encrypted.

Usage and restrictions for this parameter are analogous to those imposed by z/OS JCL processing for the DD statement
DSKEYLBL parameter.

NOTE
A request to use data set encryption is valid only with new data sets. A request to use data set encryption is not
supported with REPLACE or APPEND.
Use the following parameter specifications:

• FILE_OPTION=CREATE
• DSNTYPE=EXTREQ or DSNTYPE=EXTPREF

Range:
1 to 64 characters

Default:
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None

DSNTYPE

DSNTYPE specifies the data set definition.

NOTE
This parameter applies only to mainframe SMS data sets.

LIBRARY
This option defines a PDSE.

PDS
This option defines a partitioned data set.

BASIC
This option defines a legacy sequential data set.

LARGE
This option defines a large format sequential data set.

EXTREQ
This option defines an extended format data set.

EXTPREF
This option specifies an extended format is preferred. If the extended format is not possible, a basic format is
used.

<blank>
This option defines a partitioned or sequential data set based on the data set characteristics that are entered.

NOTE
These values are IBM standards for SMS processing.

Default: None

EPRTY

EPRTY indicates the execution priority for the request. The lowest priority is 1.

1 to 255
This value specifies an execution priority from 1 to 255, where 1 is the lowest priority.

In an environment with multiple concurrent XCOM Data Transport transmissions, transfers with higher priorities receive
preferential servicing.

All other things being equal, give short file transfers a higher EPRTY than long running transmissions.

Default: 16

FILEDATA

This parameter indicates how a remote USS file is allocated.

B
Binary

T
Text

R
Record
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If you do not specify a value for FILEDATA, then the allocation is determined based on the CODE= specification and by
the value of the Data Encoding (CODE) and Extended Variable Length Record (VLR) fields:

• If CODE=BINARY, then the file is allocated and processed as binary data.
• If CODE=UTF8 or CODE=UTF16, then the file is allocated and processed as record data.
• If CODE=EBCDIC, the type of allocation and processing depends on the value of FILEDATA, as follows:

– If you do not specify FILEDATA=B, the file is allocated as a text file. The file is also processed as an EBCDIC text
file.

– If you do specify FILEDATA=B, then the file is allocated as a binary file. The file is also processed as an EBCDIC
file.

– If you do specify FILEDATA=R, then the file is allocated as a text file with record format. The file is also processed
as an EBCDIC text file.

WARNING
If you do specify FILEDATA=B, then specify a value for LRECL. The value tells XCOM Data Transport how many
bytes there are in each logical record.

FILETYPE

FILETYPE indicates the output type of the transfer on the target system. Required.

FILE
This option indicates that the transferred information is a file to be stored on the external media of the receiving
system.
This parameter value can be used with TYPE=SEND and TYPE=RECEIVE requests.

JOB
This option indicates that the transferred information is a batch job that is submitted for execution on the remote
system.
This parameter value can be used only with TYPE=SEND requests.
For JOB requests sent to a z/OS partner using Unicode (CODE=UTF8 or UTF16), the remote CCSID is required
to be EBCDIC-based as JES is unable to process non-EBCDIC characters.

REPORT
This option indicates that the transferred information is a report to be printed on the remote system.
This parameter value can be used only with TYPE=SEND requests.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

GATEWAYGUID

This parameter identifies the remote file as a XCOM Data Transport Gateway file and specifies the XCOM Data Transport
Gateway GUID. The XCOM Data Transport Gateway GUID is a unique value that identifies each XCOM Data Transport
Gateway file. The keyword ANY can be used to identify the remote file as a XCOM Data Transport Gateway file when the
XCOM Data Transport Gateway GUID is not known.

Range: 0 to 36 characters

Default: None (the remote file is not a XCOM Data Transport Gateway file).

GATEWAYDPATH

GATEWAYDPATH specifies the destination path that XCOM Data Transport Gateway uses when the remote file is a
XCOM Data Transport Gateway file. XCOM Data Transport Gateway makes the destination path available as symbolic
parameter &GWDPATH for onward delivery.
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Range: 0 to 254 characters

Default: None

You can specify this parameter in the destination member or in the SYSIN01. Its presence is checked for first in the
SYSIN01 and then in the destination member.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters in
the Using section.

GROUP

GROUP tells XCOM Data Transport to use the “pooled” LU feature to allow for multithreading of transfers to nodes that
support multiple logical units but not parallel sessions. For TCP/IP transfers, use GROUP to specify an alias.

xxxxxxxx
Specifies the name of a group of LUs defined in the XCOM Data Transport control library (CAI.CBXGPARM).
The name can contain up to eight characters. The first character must be alphabetic, while the rest can be any
combination of alphanumeric or national characters.

GROUP, LIST, USER, and LU are mutually exclusive parameters. Only one of them can be coded.

When GROUP= or LIST= is used, the destination member or the default table determines the value for IPPORT. 

The group must be predefined in the XCOM Data Transport control library (CAI.CBXGPARM). When the transfer process
begins, XCOM Data Transport tries transferring to the first LU in the group. If that attempt fails, the second LU is tried.
If that transfer attempt fails, the third LU is tried, and so on. However, when XCOM Data Transport finds an LU that is
available for the partner node, it transfers the data to that LU and stops any further transfer attempts.

Group processing is supported for TCP/IP transfers but only for a single IP address. In this way, an alias can be defined
within XCOM Data Transport for an IP address.

Session establishment is subject to a time-out limit defined on the TIMEOUT parameter. See the description of TIMEOUT
later in this section.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

General Parameters, H-P
This article describes the XCOM Data Transport for z/OS SYSIN01 general parameters beginning with H through
P. Unless otherwise noted, these parameters are optional.

HOLD

The HOLD parameter prevents a TYPE=SCHEDULE transfer from starting until it is explicitly released.

YES
Holds the transfer and does not initiate it until it is released in one of the following ways:

• Through the menu interface
• By an operator with a RELEASE command
• Through the XTC facility

NO
Does not hold the transfer.

Default: NO
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ID

The ID parameter associates a descriptive identifier with this file transfer. The ID complements the request number that
is assigned to every locally initiated file transfer. This ID appears before the message on the XCOM Data Transport
message log. This ID appears after the message when it is displayed on a console. The ID is passed to remote systems
and it is displayed in the remote system XCOM Data Transport log.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

xxxxxxxxxx
Identifies the file transfer.
Range: 1 to 10 alphanumeric or national characters
Default: The job name that invokes the batch interface

INQWAIT

The INQWAIT parameter identifies how long to wait before determining and reporting the status of a transfer request. The
maximum wait is one second less than 100 hours. This parameter is valid only for TYPE=INQUIRE transfers.

hhmmss
Specifies how long to wait, in hours, minutes, and seconds.
Range: 000000 to 995959
Default: The value in the XCOM Data Transport Default Options Table

IPNAME

The IPNAME parameter identifies the IP address of the remote system for a TCP/IP transfer. The specified value must
have been defined to the domain name server. The address can be in IPv4 or IPv6 notation.

GROUP, LIST, LU, and IPNAME are mutually exclusive parameters. Only code one of these parameters on the EXEC
card or in SYSIN01.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

name
Specifies the name or address of the remote TCP/IP system.
Range: 1 to 64 alphanumeric characters

IPPORT

The IPPORT parameter identifies the IP port of the remote system for a TCP/IP transfer. If this parameter is not specified,
the IPPORT value in the XCOM Data Transport Default Options Table is used. If GROUP= or LIST= is used, the
destination member or the default table determines the value for IPPORT.

port
Specifies the IP port number.
Range: 1 to 65535

LCLNTFYL

LCLNTFYL specifies the local notification level for transfers that are initiated from the XCOM Data Transport for z/
OS server. You can specify this parameter in the XCOMDFLT table, in the destination member, or in the SYSIN01. Its
presence is checked for in the SYSIN01 first, and then in the destination member, and lastly in the XCOMDFLT default
table.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

A (All)
Notifies on transfer completion.
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W (Warn)
Notifies only when the transfer receives a warning or error.

E (Error)
Notifies only when the transfer receives an error.

Default: A

LFILE

The LFILE parameter identifies the local data set that is involved in a file transfer.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

For a non-USS file:

• This value can be the name of a file that is copied to a remote system, or the file name of a data set that is received
from a remote system. Alternatively, the local data set name can be specified by using the LCLDS01 DD statement. If
both are specified, the data set that is defined by LFILE takes precedence.

• Specify up to 54 characters consisting of:
– A 1-character to 44-character data set name.
– An optional member name enclosed in parentheses.

• If you are transferring data between mainframes, you can use a wildcard character (*) in the member name.
– Use an asterisk as the member name to transfer all members of a partitioned data set. For example, specify

LFILE=PAYROLL.PDS(*) to transfer all members of the PAYROLL partitioned data set.
– Use a prefix followed by an asterisk to transfer all members beginning with a specific prefix. For example, specify

NAMES.PDS(AL*) to transfer members AL, ALEX, and ALICE. The asterisk must be the last character before the
right parenthesis.

For a USS file:

• This value can be the name of a file that is copied to a remote system, or the file name of a data set that is received
from a remote system. Alternatively, the local data set name can be specified using the LCLDS01 DD statement. If
both are specified, the data set defined by LFILE takes precedence.

• Specify up to 255 characters consisting of:
– / (the first character of the data set name)
– A 1-character to 254-character data set name

• If you are transferring the file to IBM mainframe systems, Windows systems, or UNIX systems, you can use one or
more wildcard characters (*).

• The transfer of USS files is supported only between systems that are running XCOM Data Transport r11.5 and above.

USS Examples

• Transfer ALL files:
LFILE=/u/users/xcom/*

• Transfer ALL files starting with an m:
LFILE=/u/users/xcom/m*

• Transfer ALL files ending with an m:
LFILE=/u/users/xcom/*m

• Transfer ALL files starting with an m and ending with an m:
LFILE=/u/users/xcom/m*m

• Transfer ALL files starting with an m, ending with an m and containing a y
LFILE=/u/users/xcom/m*y*m

• Transfer ALL files starting with an m and containing the characters you in succession

 490



 XCOM™ Data Transport® for z/OS 12.0

LFILE=/u/users/xcom/m*you*

• Transfer ALL files starting with an m and containing the characters y and o and u:
LFILE=/u/users/xcom/m*y*o*u*

LFILEDATA

This parameter specifies how to allocate the local USS file. If a value is not specified, the allocation is based on the
CODE= specification, the value of the Data Encoding (CODE) and the Extended Variable Length Record (VLR) fields:

• If CODE=BINARY, the file is allocated and processed as binary data.
• If CODE=UTF8 or CODE=UTF16, the file is allocated and processed as record data.
• If CODE=EBCDIC, the type of allocation and processing depends on the value of LFILEDATA:

– If you specify LFILEDATA=B, the file is allocated as a binary file. The file is also processed as an EBCDIC file.
– If you do not specify LFILEDATA=B, the file is allocated as a text file. The file is also processed as an EBCDIC text

file.
– If you specify LFILEDATA=R, the file is allocated as a text file with record format. The file is also processed as an

EBCDIC text file.

B
Allocates the USS file as binary data. Also specify a value for USSLRECL to indicate how many bytes are in each
logical record.

T
Allocates the USS file as text.

R
Allocates the USS file as text file with record format.

LIST

The LIST parameter broadcasts a file transfer to all remote destinations in the specified distribution list or superlist (that is,
a list of lists). The LIST parameter is valid only for TYPE=SCHEDULE transfers.

Because a transfer to a list destination is processed as a queued request, the various files that are involved can have
different start times. Use the XCOM Data Transport Operator Control function on the Menu Interface to see the current
status of any broadcast distribution.

When a transfer is broadcast to a list of LUs or IP addresses, the data is transferred to each LU or IP node in the list. The
LU and IPNAME parameters can be coded within the same list member, which results in the file being transferred to SNA
and IP nodes.

GROUP, LIST, and LU are mutually exclusive parameters. Only code one of these parameters on the EXEC card or in
SYSIN01.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

When you specify a superlist, consider the following items:

• XCOM LIST names are member names in the XCOMCNTL data set. Member names are limited to eight alphanumeric
characters.

• XCOM lists are limited to 32720 bytes of storage, consisting of:
– A 32-byte storage descriptor, leaving 32688 bytes for the list
– Each list entry occupies 4 bytes to 10 bytes:
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• 1 byte for the TYPE
• 1 flag byte
• 1 byte for the LENGTH
• 1 byte to 8 bytes for the name of the list

• If each member name for a list or superlist is eight characters long, then a superlist can include 2971 member names.

xxxxxxxx
Specifies the distribution list or superlist.
Range: Up to eight alphanumeric characters

LOCAL_CHARSET

The LOCAL_CHARSET parameter specifies the local character set to use for Unicode transfers (CODE=UTF8 or
CODE=UTF16). If the technique search order is not specified, Unicode Services defaults to ‘RECLM’.

CCSID#nnnnn/tttttttt
Specifies the character set.
nnnnnn

Specifies the CCSID number that corresponds to the character set of the local file.
Range: 1 to 65535

tttttttt
(Optional) Specifies the technique search order for IBM Unicode Services to use when performing
conversions. The following values are valid:
R

-- Roundtrip conversion
E

-- Enforced Subset conversion
C

-- Customized conversion
L

-- Language Environment Behavior conversion
M

-- Modified for special use conversion
B

-- Bidi transformation (Bi-directional) conversion
0 through 9

-- User-defined conversions
Range: 1 to 8 characters

Default: The DEFAULT_CHARSET value in the destination member or the XCOM Data Transport Default Options
Table

LOCAL_DELIM

The LOCAL_DELIM parameter specifies the encoding for the specified LOCAL_CHARSET. The encoding must be the first
option in the list. LOCAL_DELIM is used only for UNICODE transfers (CODE=UTF8 or CODE=UTF16).

This parameter specifies a colon-separated list of record delimiters that are used to mark and detect the end of a record
for USS-based output files when FILEDATA=TEXT.

The following options are valid:

 492



 XCOM™ Data Transport® for z/OS 12.0

EBCDIC
Specifies that the specified character set is EBCDIC encoded.

NA
Specifies "not applicable". The system default delimiter is used.

NL
Specifies a new line.

CR
Specifies a carriage return.

LF
Specifies a line feed.

CRLF
Specifies a carriage return/line feed.

LFCR
Specifies a line feed/carriage return.

CRNL
Specifies a carriage return/new line.

Default: The DEFAULT_DELIM value in the destination member or the XCOM Data Transport Default Options Table

If EBCDIC is specified, it must be the first option in the list. For EBCDIC rules, the ‘FF’ delimiter is only valid for Linux/
Unix/Windows platforms. If an invalid delimiter is specified, it is ignored.

The following table shows the EBCDIC rules:

Record Delimiter Mutually exclusive with

CR CRLF, CRNL

LF LFCR

NL N/A

CRLF CR

LFCR LF

CRNL CR

LPASS

The LPASS parameter specifies the password or passphrase that is associated with LUSER. Use LPASS for file transfer
requests that are initiated by a third party. For more information about XCOM Data Transport for z/OS passphrase
support, see Security Planning.

NOTICE
Do not confuse the LPASS parameter with the PASSWORD parameter (see below).

password
Specifies the password or passphrase.
Range: 1 to 100 alphanumeric characters

LU

The LU parameter specifies the VTAM LU name of the remote system.

GROUP, LIST, LU, and IPNAME are mutually exclusive. Code only one of these parameters on the EXEC card or in
SYSIN01.
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You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

xxxxxxxx
Specifies the remote LU.
Range: Up to eight alphanumeric characters

LUSER

The LUSER parameter specifies the user ID on the source system whose access privileges are used to execute the file
transfer. This parameter can be used for third-party transfers. For example, a user on system A requests that system B
(source) execute a file transfer to system C (target). Although system A initiated the transfer request, the file transmission
is entirely between system B and system C.

This parameter can also be used in a conventional file transfer, to identify the user that initiated the transfer. This feature is
useful for tracking operator and control functions through the menu interface.

Do not confuse LUSER with the USERID parameter. USERID specifies the authorization access ID on the target system,
both for ordinary file transfers and third-party initiated transfers.

Consider the following items before using LUSER:

• Not all XCOM Data Transport platforms support third-party transfers.
• All systems must be identified to VTAM.
• The LUSER ID must satisfy the requirements of the security software on the source system.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

xxxxxxxx
Specifies a user ID.
If the source system has a default user ID for third-party file transfers, you can use it by specifying LUSER=“ ”
with at least one space between the quotes.
Range: Up to eight alphanumeric characters
Default: The ID that is associated with the address space that was created when the file transfer request is made

MAXPACK

The MAXPACK parameter specifies the maximum packing length (record packing buffer size) in bytes when
PACK=LENGTH is specified. Using MAXPACK and PACK=LENGTH improves file transfer performance. For maximum
record packing, specify MAXPACK=1023000 and PACK=LENGTH. If you use zIIP processors for data compression,
specify a packing length of at least 4096.

The value that you specify here should match the MAXPACK value or equivalent on the partner side. If they do not match,
the value is negotiated downwards.

length
Specifies the maximum packing length.
Range: 2048 to 1023000
Default: 2048 bytes

MGMTCLAS

The MGMTCLAS parameter specifies the management class to use when allocating a new SMS-managed data set. This
parameter applies only to SMS-managed data sets on the mainframe.

Range: One to eight characters

Default: None
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NEWXFER

The NEWXFER parameter indicates the beginning of a new file transfer definition. Unlike other SYSIN01 parameters,
no value is assigned to this parameter. Specify NEWXFER at a point where a new transfer request is defined. The text
between this NEWXFER parameter and the next NEWXFER occurrence (if any) forms the definition of a transfer request.

You must specify at least one parameter between NEWXFER parameters. However, you are not required to respecify
all parameters for subsequent file transfer. Only specify the parameters that require a different value. To negate a
previously specified parameter, specify the parameter again with no value. All parameters other than XTC parameters are
propagated. For example, if two TYPE=SEND transfers are requested, FILE=remote_ file_name is usually specified
twice, but the FILETYPE=FILE and TYPE=SEND parameters are specified only for the first request.

You can intermix multiple SNA and TCP/IP transfers within the same SYSIN01 stream.

For information about TYPE=EXECUTE transfers, see the CONTINUE parameter for XCOMJOB PARM.

NOTIFY

The NOTIFY parameter specifies who to notify on the local system when the file transfer is complete.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

LOG
Notifies the main console operator on this system.

tso_user_id
Sends a broadcast message to the specified TSO user. Any value except LOG is interpreted as a TSO user
ID on this system. If the user is not logged on when the transfer completes, the message appears when
the user logs on.
When this option is specified, you cannot use NOTIFYNAME or RNOTIFYNAME parameters.

CICS
Initiates an LU 6.2 process to CICS when the file transfer completes. If you specify NOTIFY=CICS, also specify
NOTIFYNAME.

ROSCOE
Sends notification messages to users of the Roscoe timesharing product when a file transfer begins, ends, or
fails.
If you specify NOTIFY=ROSCOE, also specify NOTIFYNAME and RNOTIFYNAME. To keep a Roscoe user
informed on a local system, specify NOTIFY=ROSCOE and NOTIFYNAME=roscoe_key.

ALL
Notifies the electronic mailboxes of DEC ALL-in-1 users. You can use this option when the remote system is an
OpenVMS. If you specify NOTIFY=ALL, also specify NOTIFYNAME.

Default: LOG

NOTIFYNAME

The NOTIFYNAME parameter specifies who to notify on the local system when a transfer completes. This parameter is
required when NOTIFY=CICS, NOTIFY=ROSCOE, or NOTIFY=ALL has been selected.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

xxxxxxxx
Specifies the entity to notify:

• If you specified NOTIFY=CICS, specify NOTIFYNAME=cics.acbname.
• If you specified NOTIFY=ROSCOE, specify NOTIFYNAME=roscoe key.
• If you specified NOTIFY=ALL, specify NOTIFYNAME=mailbox name.
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Range: Up to eight alphanumeric characters

PASSWORD

The PASSWORD parameter specifies a password or passphrase for a user ID. XCOM Data Transport uses the resource
access privileges for this user ID to execute on a remote system. You must use a password that is known to the remote
security system. The PASSWORD value is overwritten with a string of asterisks or xxx... in the XCOM Data Transport
logs. For more information about passphrase support, see Security Planning.

Do not confuse the PASSWORD parameter with the LPASS parameter. LPASS is used for file transfer requests that are
initiated by a third party.

password
Specifies the password or passphrase.
Range: 1 to 100 alphanumeric characters

PROGLIB

The PROGLIB parameter specifies whether the transferred data is a PDSE program library. When you specify
PROGLIB=YES, XCOM Data Transport uses the PSOPREF and PSOVOL values to create the temporary data sets
for transferring PDSE program libraries. Only whole PDSE program libraries can be transferred. You cannot transfer
individual members. You cannot use wild cards (for example, ABC*) to transfer multiple members.

If you specify PROGLIB=YES, also specify an XCOMPRNT DD statement. Ensure that any XCOM Data Transport for
z/OS servers that send or receive PDSE program library transfers include the XCOMPRNT DD. See sample member
XCOM in Sample Files. If PROGLIB=YES is used in TYPE=EXECUTE transfers, the XCOMPRNT DD is included in the
batch XCOMJOB JCL.

YES
Specifies that the data is a PDSE program library.

NO
Specifies that the data is not a PDSE program library.

Default: None

General Parameters, R-Z
The SYSIN01 general parameters that begin with R through Z follow. Unless otherwise noted, the parameters that are
described in the following list are optional.

REMOTE_CHARSET

This parameter specifies the remote character set XCOM Data Transport uses for Unicode transfers (CODE=UTF8 or
CODE=UTF16).

When the remote system is XCOM Data Transport for z/OS:

CCSID#nnnnn/tttttttt
nnnnnn

Specifies the CCSID number that corresponds to the character set of the local file. Valid values are 1
through 65535.

tttttttt
(Optional) Specifies the technique search order IBM Unicode Services uses when performing conversion.
1 to 8 characters are specified. Valid values are:
R - Roundtrip conversion
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E - Enforced Subset conversion
C - Customized conversion
L - Language Environment Behavior conversion
M - Modified for special use conversion
B - Bidi transformation (Bi-directional) conversion
0-9 - User-defined conversions

NOTE
If the technique search order is not specified, Unicode Services defaults to ‘RECLM’.

When the remote system is XCOM Data Transport for Windows or XCOM Data Transport for Linux/Unix:

CCSID#nnnnn
nnnnnn

- specifies the CCSID number that corresponds to the character set. Valid values are 1 through 65535.
Alternatively, can be specified as an IANA character set name, or (ICU) acceptable alias name.
Range: 0 to 60 characters
Default: The DEFAULT_CHARSET parameter in the destination member or XCOM Data Transport Default Options Table/
Global Parameters on the remote system specifies the default.

REMOTE_DELIM

This parameter specifies an optional encoding for which the specified REMOTE_CHARSET is based. If specified, the
encoding must be the first option in the list.

Used only for UNICODE transfers (CODE=UTF8 or CODE=UTF16).

When the remote system is XCOM Data Transport for z/OS, the encoding can only be specified as EBCDIC. When the
remote system is XCOM Data Transport for Windows or XCOM Data Transport for Linux/Unix, the encoding can be either
ASCII or EBCDIC.

This parameter specifies a colon separated list of record delimiters that are used to mark and detect the end of a record
for USS-based files when FILEDATA=TEXT.

Valid options are:

EBCDIC
- The specified character set is EBCDIC encoded.

ASCII
- The specified character set is ASCII encoded (Linux/Unix/Windows only).

NA
- Not applicable, the system default delimiter is used.

NL
- New line

CR
- Carriage return

LF
- Line feed

CRLF
- Carriage return/Line feed

LFCR
- Line feed/Carriage return
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CRNL
- Carriage return/New line

VT
- Vertical tabulation (ASCII only)

FF
- Form Feed (For EBCDIC on Linux/Unix/Windows platforms)

The tables list the valid delimiters for the various encodings, with delimiters that are mutually exclusive with each one.
XCOM Data Transport validates the delimiters that are specified and terminates a transfer where mutually exclusive
delimiters are specified.

For EBCDIC rules, the ‘FF’ delimiter is only valid for Linux/Unix/Windows platforms.

If a delimiter is specified that is not valid for the encoding, it is ignored.

EBCDIC Rules

Record Delimiter Mutually exclusive with
CR CRLF, CRNL
LF LFCR
NL
CRLF CR
LFCR LF
CRNL CR
FF

ASCII Rules

Record Delimiter Mutually exclusive with
CR CRLF, CRNL
LF LFCR
NL
CRLF CR
LFCR LF
CRNL CR
VT
FF

UTF Rules

Record Delimiter Mutually exclusive with
CR CRLF, CRNL
LF LFCR
NL
CRLF CR
LFCR LF
CRNL CR
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VT
FF
LS
PS

Range: 0 to 60 characters

Default: The REMOTE_DELIM parameter in the destination member or XCOM Data Transport Default Options Table/
Global Parameters on the remote system specifies the default.

RESTART

RESTART identifies whether a stopped transfer must be restarted from the nearest checkpoint or from the beginning.
This option is only valid for TYPE=EXECUTE transfers, and it is used only if a problem occurred earlier on the restart
checkpoint and the transfer request is being resubmitted.

YES
Start from the nearest checkpoint; do not start from the beginning of the transfer.

NO
Signals that the file transfer must be restarted from the beginning, even if a checkpoint restart is feasible. NO is
the default.

Default: NO

RMTNTFYL

RMTNTFYL specifies the remote notification level for transfers that are initiated from the XCOM Data Transport for z/OS
server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

You can specify this parameter in the XCOMDFLT table, in the destination member, or in the SYSIN01. Its presence is
checked for first in the SYSIN01, then in the destination member, and lastly in the XCOMDFLT default table.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

RNOTIFY

RNOTIFY tells XCOM Data Transport who to notify on the remote system when the file transfer is complete. This
parameter is used with RNOTIFYNAME. See NOTIFY.

LOG
Requests that the main operator on the remote system be notified.

tso_user_id
Identifies the TSO user who is sent a message when the file transfer completes. Any value except LOG is
interpreted by XCOM Data Transport as a TSO user ID on this system. If this user ID is not logged on when the
transfer is completed, the message is displayed the next time that the user logs on. Due to the variety of ID types
the remote systems allow, an incorrect ID is not detected until the actual notify is attempted.
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CICS
Causes XCOM Data Transport to begin an LU 6.2 process to CICS when the file transfer concludes. This is used
only if the remote system is z/OS.

ROSCOE
Sends notification messages to users of the Roscoe timesharing product when a file begins, ends, or fails.
NOTIFYNAME is the name of the Roscoe user to notify on the initiating system. RNOTIFYNAME is the
name of the Roscoe user on the remote system. To notify a Roscoe user on a remote system, specify
RNOTIFY=ROSCOE and RNOTIFYNAME=roscoe_key.

ALL
If the remote system is an OpenVMS, XCOM Data Transport can send notification to the electronic mailboxes of
DEC ALL-in-1 users. To notify a DEC ALL-in-1 user, specify RNOTIFY=ALL and RNOTIFYNAME=mailbox_name.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

Default: LOG

RNOTIFYNAME

RNOTIFYNAME identifies the entity on the remote system that is to receive a notification of transfer completion.

xxxxxxxx
Specifies the name (up to eight alphanumeric characters) of the remote system entity to be notified by the target
system when a transfer completes.

This parameter must be used when RNOTIFY=CICS, RNOTIFY=ROSCOE, or RNOTIFY=ALL has been selected.

• If you specify RNOTIFY=ROSCOE, also specify RNOTIFYNAME=roscoe_key.
• If you specify RNOTIFY=ALL, also specify RNOTIFYNAME=mailbox_name.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

SECURE_SOCKET

SECURE_SOCKET specifies whether to use an SSL/TLS socket or non-SSL/TLS socket for transfers.

YES
Performs a secure transfer.
The transfer uses an SSL/TLS socket and must be connect to an SSL/TLS listener on the remote partner.

NO
Performs a non-secure transfer.
The transfer uses a non-SSL/TLS socket.

Default: NO

SPRTY

SPRTY indicates the scheduling priority of this file transfer request. When multiple file transfer requests are eligible for
initiation (that is, they are past their start date/time) to the same LU or GROUP, those with higher SPRTY values are
scheduled first. One is the lowest priority.

1 to 255
Specifies a scheduling priority for this file transfer request.
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NOTE
This feature has no effect once the transfer begins executing. Do not confuse it with EPRTY, the execution
priority.

Default: 16

STARTDATE

STARTDATE specifies the date when the transfer is to begin.

The transfer start date can be provided in one of three formats:

• yyyymmdd
where

yyyy
Specifies a four-digit designation for a year (for example, 2021).

mm
Is a two-digit designation for one of the 12 months of the year as shown in the following chart:
1 = January          2 = February        3 = March

 4 = April            5 = May             6 = June

 7 = July             8 = August          9 = September

10 = October         11 = November       12 = December

dd
Specifies a two-digit number in the range 01 through 31 designating a day of the month.

Example

STARTDATE=20210201 schedules a transfer to begin on February 1, 2021.

• yyddd (Julian date)
yy

Specifies a two-digit designation for a year (for example, 21).
ddd

Specifies a three-digit number in the range 001 through 366 designating a day of the year.

Example

STARTDATE=21032 schedules a transfer to start on the 32nd day of 2021, which is the same as February 1, 2021.

• +nnn (nnn days from today)
nnn

Is a number in the range 1 through 999.

Example

Specifying STARTDATE=+31 on January 1, 2021 schedules a transfer to begin on February 1, 2021.

Default: Current date

STARTTIME

STARTTIME specifies the time (hhmm) this transfer becomes eligible for execution.

0000 to 2400
Specifies the time (hhmm) this transfer becomes eligible for execution.

You can also set the time for the future in terms of its separation in hours and minutes (+hhmm) from the current time.
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For example, if a transmission is to start no earlier than 2 p.m.:
STARTTIME=1400

Or if the start time is two hours from now:
STARTTIME=+0200

Default: Current time

STORCLAS

STORCLAS specifies the one- to eight-character name of the storage class for a new SMS-managed data set.

NOTE
This parameter applies only to mainframe SMS data sets.

Default: None

SYSUDATA

SYSUDATA allows the specification of transfer-dependent user data. This data is available to user exits in the
RRDSUSER field of the RRDS data area (mapped by the RRDDSECT macro) while the transfer is pending or active. The
RRDSUSER field is defined by HDRDSECT within RRDDSECT.

1 to 10 (bytes)
This value specifies up to 10 bytes of data available to user exits during a file transfer.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

TDUDATA

TDUDATA allows the specification of transfer-dependent user data. This data is available to user exits in the RRDXUSER
field of the RRDS data area (mapped by the RRDDSECT macro) while the transfer is pending or active. The RRDXUSER
field is defined by HDRDSECT within RRDDSECT.

1 to 10 (bytes)
Specifies up to 10 bytes of data available to user exits during a file transfer.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

TRUNCATE

TRUNCATE tells XCOM Data Transport how to respond to records in the source file that exceed the maximum record
length that is permitted on the target system.

YES
Truncate any excess characters.

NO
Abort the transfer. Once the problem has been resolved, the transfer must be rerun.

The XCOM Data Transport mainframe products support these fields: XCOM Data Transport for z/OS, XCOM Data
Transport for VSE, and XCOM Data Transport for VM.

When a record is truncated, the data not within the LRECL limit is lost.

 502



 XCOM™ Data Transport® for z/OS 12.0

The use of truncation is not supported for Unicode transfers. This is due to the possibility of data loss or corruption should
truncation occur in the middle of a multi byte character in the file.

Default: NO

Trusted (Y/N/X)

This parameter specifies whether a user requests a trusted transfer.

Y
Yes, a trusted transfer is requested and the partner trusted file processes the local userid.

N
No, a trusted transfer is not requested and the partner trusted file will not process the local userid.

X
XCOM, the local userid is propagated and processed on the partner as it was in prior XCOM releases to provide
backwards compatibility.

Default: X

The values for USERPRO and USEROVR in the default table or TYPE=CONFIG control member affect this functionality.
For more information, see the Administrating section for details.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see the Symbolic
Parameters.

TYPE

This parameter indicates whether the file transfer is inbound or outbound. Required.

SEND
Indicates that the file transfer is outbound from this system.

RECEIVE
Indicates that the file transfer is inbound to this system.

If TYPE=RECEIVE, then FILETYPE=FILE must be specified.

If TYPE=SEND, one of the three, FILETYPE=FILE, FILETYPE=REPORT, or FILETYPE=JOB, must also be specified.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

UMASK

The file permissions that are removed from the XCOM default file or directory permissions for USS files or directories.
UMASK is used only when a file or directory is being created.

Range: 000 through 777

Default: 022

On z/OS systems, the XCOM default file permission is 666, which means:

• Allow the owner of the file to read and write the file.
• Allow members of the owners group to read and write the file.
• Allow all other users read and write the file.

File permissions on USS files are implemented the same way as file permissions are on UNIX systems. The three basic
permissions for each of the categories are read, write, and execute, commonly seen as rwx rwx rwx.

If each of these characters (r, w, x) is considered as a bit, then the possible value ranges are as follows:
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• 000 to 111 in binary
• 0 to 7 in hex

So the default permissions of 666 (110 110 110) mean allow read and write to everyone, but not execute.

The UMASK value identifies the permissions that you want to remove from the default (666). If you remove 022 (000 010
010) from 666, what remains is 644. 644 means:

• Allow the owner of the file to read and write the file.
• Allow members of the owners group and all other users to read, but not write.

For directories -- XCOM Data Transport sets permissions for a created directory to 7xx, no matter what owner UMASK
value was specified. Group and other permissions, of xx, represent the permissions with the specified UMASK removed.

For files - While the file is being transferred, XCOM Data Transport sets permissions for a created file to 6xx. Where xx
represents the permissions with the specified UMASK removed. After the transfer has been completed, XCOM Data
Transport sets the owner permission with the specified UMASK removed.

USERID

This parameter identifies the user ID that XCOM Data Transport is to use on the remote system. The user ID must be
known to the remote system security.

xxxxxxxxxx
Specifies a user ID (up to 12 alphanumeric characters) whose access privileges on the remote system are to be
used for this file transfer.

For IBM iSeries or OpenVMS, specify the user's signon. If this parameter is omitted, XCOM Data Transport defaults to the
ID associated with the address space that submitted the file transfer request.
For example, if a JCL USERID parameter is coded in the JOB statement of the job invoking XCOMJOB, then that JCL
USERID is used. If a blank USERID parameter value is to be sent to the remote system, USERID=“ ” must be entered,
with at least one space between the quotes. Do this if the remote system is to supply its own default for the user ID under
whose access privileges this transfer is to execute.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

XCOM_CONFIG_SSL

This parameter specifies the ZFS SSL/TLS configuration file path and file name.

1 to 256 characters
Specifies the ZFS path and file name of the SSL/TLS configuration file that is used by XCOM Data Transport for
secure transfers.

Sample SSL/TLS configuration files are provided with the installation. The SYSconfigSSL.cnf file is provided for System
SSL transfers.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

Default: None

FILETYPE=FILE Parameters
You can use the following additional SYSIN01 parameters when FILETYPE=FILE is coded in the SYSIN01 DD
statement of the XCOMJOB JCL:
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AVGREC

This parameter specifies the multiplier for Primary and Secondary allocation units when allocating a data set based on the
number of records. The record size is based on the value of the LRECL parameter.

U
Indicates that the PRI and SEC parameters specify the number of records to allocate for.

K
Indicates that PRI and SEC parameters specify the number of records in thousands (so it would be the number
specified multiplied by 1024).
For example, specifying 3 would be stating 3 K or 3072 records.

M
Indicates that PRI and SEC parameters specify the number of records in millions (so it would be the number
specified multiplied by 1048576).
For example, specifying 2 would be stating 2M or 2097152 records.

Default: Taken from the XCOM Data Transport Default Options table.

NOTE
This parameter applies only when the SPACE parameter specifies a value of REC for the ALLOC value.
Indicating that a file is being allocated based on a specific number of records. For example, SPACE=(alloc, pri,
sec, dir).

COMPRESS_PDS

COMPRESS_PDS is the parameter that causes the actual PDS compression to happen. If your XCOM Data Transport
administrator has enabled the programmatic PDS compression feature in a XCOM Data Transport region, you can use the
COMPRESS_PDS option to control if and when output PDS data sets get compressed as part of the transfer.

NONE
Suppresses the compression of an output PDS data set as part of a XCOM Data Transport transfer.

BEFORE
Compresses an output PDS data set before the transfer of user data begins.

AFTER
Compresses an output PDS data set after the transfer of user data has completed.

BOTH
Compresses an output PDS data set both before and after the transfer of user data.

Default: NONE

COMPRESS_PDS applies only to PDS data sets that is, or have been, opened for output as the target of a XCOM Data
Transport transfer.

If the COMPRESS_PDS option is present in the DEST member for a particular transfer partner, and that DEST member is
made available to the XCOMJOB utility that is used to schedule a transfer to that partner, it becomes the default value for
all transfers initiated with that partner XCOM Data Transport in that invocation of XCOMJOB.

If your XCOM Data Transport administrator configures CMPRS_PDS_ALLOW=YES or CMPRS_PDS_ALLOW=X37, the
COMPRESS_PDS=NONE option cannot suppress the compression of an output PDS data set if a z/OS system abend
B37, D37, or E37 occurs.

Output

Output from the compression utility is handled in accordance with the setting of the CMPRS_SYSOUT_CL server-level
parameter. The spool data sets (if they are allocated) has the following prefixes:
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• XB for compressions that are performed before a transfer, as in the case with COMPRESS_PDS=BEFORE or on a
restarted transfer request

• XA for transfers that are performed after a transfer

The decimal transfer request number is appended to the prefix to provide a unique spool entry for each compression
operation. This naming convention allows for the correlation of compression utility output with a specific file transfer if
there is a need for problem determination research after the transfer.

Example:

For a request number 034271, the following spool entry names would apply:

• The output from the utility used to compress the PDS data set before the transfer would be named XB034271.
• For a compression performed after the data transfer, the SYSOUT data set would be named XA034271.

EATTR

This parameter identifies if the data set can have extended attributes when the data set is allocated on an Extended
Address Volume.

OPT
Specifies that a data set can optionally have extended attributes.

NO
Specifies that a data set cannot have extended attributes.

Default: None

NOTE
This parameter is applicable only for data set creation on an IBM mainframe.

FILE

This parameter provides file information for a transfer. This information depends on the type of transfer and the systems
being used.

Up to 256 alphanumeric characters
If TYPE=SEND, specify the remote file to which data is transferred.
If TYPE=RECEIVE, specify the remote file being transferred.
If the remote system is a z/OS system, specify the data set name.
If the remote system is a z/OS system with XCOM Data Transport, specify the data set name or the fully qualified
USS file name.
If the remote system is a Windows system, specify the full path name.
If the remote system is an IBM iSeries system, specify the qualified file name.
If the remote system is an HP OpenVMS system, specify the VMS file name.
If the remote system is a UNIX or Linux system, specify the fully qualified file name including path information.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

 

If the remote file name includes embedded spaces in the file name, enclose the FILE parameter value in either single or
double quotes. For example, to send to the directory c:\My Documents on a Windows partner, use the following format:

FILE='c:\My Documents\test.txt'
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FILEOPT

This parameter indicates how the transferred file is managed by the receiving system.

REPLACE
Replaces the file on the receiving system. What is replaced depends on the type of VSAM file, as follows:
KSDS cluster

Records with matching and non matching keys are replaced.
ESDS cluster

Nothing is replaced. All records are added to the end of the data set, because a non reusable ESDS can
only be replaced by deleting and redefining the cluster. Use CREATE to replace reusable VSAM clusters.

RRDS cluster
Nothing is replaced. This is an invalid choice.
Note: If sending a new member to a pre-existing PDS, specify REPLACE.

ADD
Adds the records of the transferred file to the end of an existing sequential file or inserts them into an indexed file
if they do not already exist there. If the records already exist there, XCOM Data Transport aborts the transfer.
Note: You cannot add to an existing PDS member.

CREATE
Creates the transferred file on the destination system as a sequential file. This option should also be used when
VSAM clusters with the REUSE option are to be reused. If the transfer involves a PDS member, specify CREATE
only if the PDS itself is being created; otherwise, an error results.

If CREATEDELETE=YES and the data set exists, then the data set is deleted and a new data set is allocated at the start
of the transfer.

If CREATEDELETE=NO and the data set exists, then the transfer fails with a catalog/file error.

This parameter is ignored for TYPE=EXECUTE transfers that specify TYPE=RECEIVE in SYSIN01 if the local file is
identified through the LCLDS01 DD statement, because in this case the disposition of the file is determined by the DISP
parameter on the DD statement.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

Default: REPLACE

LUNIT

This parameter specifies the unit for the local file that is involved in this file transfer.

Up to eight characters
Specifies the unit for the local file that is involved in this unit transfer.

LUNIT is used with the LFILE parameter.

If LCLDS01 is used, the unit can be specified through the JCL parameter UNIT.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

Default: Catalog information or default that is specified in XCOM Data Transport Default Options Table.

LVOL

This parameter specifies the volume of the local file that is involved in a file transfer. This is used with the LFILE
parameter.

Up to six characters
Specifies the volume of the local file that is involved in a file transfer.
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If LCLDS01 is used, the volume can be specified through the VOL JCL parameter.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

Default: Catalog information

PACK

This parameter indicates whether record packing is used. It can substantially improve performance.

CRLF
Inserts a carriage return (CR) and line feed (LF) characters at the end of each record. This is the packing type that
is used for most XCOM Data Transport platforms.

LENGTH
Specifies that the records are to be packed into fixed-size data transfer blocks. Each record begins with a 2-byte
long prefix that indicates the length of the record and determines how many records can be packed into a block.
The default block size is 2K but it can be increased to 31K by using the MAXPACK parameter in the XCOM Data
Transport Default Options Table or in the XCOM Data Transport control library member.
When transferring a text file to a partner that supports record separators (for example, CRLF (0D0A) on Windows
and LF (0A) on UNIX), record separators are inserted. No separators are inserted in binary files that are
transferred with PACK=LENGTH.

NO
No record packing is used.

PACK=LENGTH with MAXPACK=31744 must be selected when using XCOM Data Transport over TCP/IP. If
PACK=LENGTH is coded, then you must also code RECSEP=NO.

You can implement record packing on all platforms that XCOM Data Transport supports.

Specifying a value other than NO enables use of zIIP to perform the compression function. zIIP processing is used for
compression only if the buffer size to compress is >= 4096 bytes. It is recommended to specify PACK=LENGTH and use
a high MAXPACK value (>= 4096) for TCP/IP transfers or RUSIZE (>=4096) for SNA transfers to make the most efficient
use of zIIP.

Default: NO

RECSEP

This parameter indicates whether record separators (such as carriage returns) are added to the data delimiting records
when they are written.

NOTE
This parameter is ignored if both the sending and receiving systems are EBCDIC.

YES
Add separators to the data delimiting records.

NO
Do not add separators.

If PACK=LENGTH is coded, then you must also code RECSEP=NO.

When transferring a text file to a partner that supports record separators (for example, CRLF (0D0A) on Windows and LF
(0A) on UNIX), record separators are inserted. No separators are inserted in binary files transferred with PACK=LENGTH.

Default: YES
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RELEASE

This parameter specifies whether the remote partner is to release unused DASD space when creating a file.

YES
The remote partner is to release unused DASD space.
The unused DASD space that is specified for the transfer is released when the file is closed at the end of the
transfer.

NO
The remote partner is not to release unused DASD space.

Default: No

SPACE

This parameter specifies the space to be allocated for a z/OS file.

Value:
CYL, TRK, BLK, or REC (for alloc)
0 to 16777215 (for pri, sec, and dir)

Definition:
This value is specified in the following format:
SPACE=(alloc,(pri,sec,dir))
alloc - Specifies cylinders (CYL), tracks (TRK), blocks (BLK) or records (REC) for storage.
pri - Specifies the primary space allocation.
sec - Specifies the secondary space allocation.
dir - Specifies the number of directory blocks for partitioned data sets.

This parameter is used only when creating a file under a system such as z/OS that pre-allocates space.

For more information, see documentation on the z/OS JCL SPACE parameter in the DD statement.

Default: XCOM Data Transport Default Options Table defaults

UNIT

This parameter indicates the unit type where the data set is to be created.

xxxxxxxxxx
Specifies up to ten alphanumeric characters indicating the unit type where the data set is to be created (or where
it resides, for existing non-cataloged data sets).

Default: XCOM Data Transport Default Options Table defaults

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

VLR

This parameter indicates whether the transfer is for extended Variable Length Record (VLR) support.

YES
Extended VLR support is requested.

NO
Extended VLR support is not requested.

Default: NO
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VLR=YES is only valid for FILETYPE=FILE and CODE=BINARY.

To use extended VLR support, both systems must have extended VLR support. For example, if the XCOM Data Transport
for Windows system does not have extended VLR support, then you cannot get the desired results by initiating an
extended VLR transfer from z/OS to Windows.

VOL

This parameter indicates the volume name where the data set is to be created.

xxxxxxxxxx
Specifies up to ten alphanumeric characters indicating the volume where the data set is to be created (or where it
resides, for existing non-cataloged data sets).

Default: XCOM Data Transport Default Options Table defaults

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

FILETYPE=HISTORY Parameters
You can use the following additional SYSIN01 parameters when FILETYPE=HISTORY is coded in the SYSIN01 DD
statement of the XCOMJOB JCL:

OCOMPLETED

This parameter specifies a subtype of completed transfer requests to report on. Any combination of the values can  be
specified.

• S

   Report on completed transfers which completed successfully.

F
Report on completed transfers which terminated as a result of a file error.

L
Report on completed transfers which terminated as a result of a logic error.

N
Report on completed transfers which terminated as a result of a network error.

T
Report on completed transfers which terminated for other conditions.

NOTE
If this parameter is not specified, all completed transfers are reported on when OTYPE=C or OTYPE=ALL is
specified.

OEDATE

This parameter limits the history request to only those file transfers that were scheduled or completed on or before the end
date and time.

YYYYMMDD
The end date that is used to limit the history request to only those file transfers that were scheduled or completed
on or before the end date and time specified.
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YYYY
The four-digit year

MM
The two-digit number of the month, as follows:
1 = January          2 = February        3 = March

 4 = April            5 = May             6 = June

 7 = July             8 = August          9 = September

10 = October         11 = November       12 = December

DD
The two-digit day of the month (01 through 31)

Default: No filtering by end date.

OEDATE and OETIME form an end date and time that is used to limit the history request to only those file transfers that
were scheduled or completed on or before the date and time specified.

See OSDATE and OSTIME for the start date and time.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OETIME

This parameter limits the history request to only those file transfers that were scheduled or completed on or before the end
date and time.

HHMMSS
The end time that is used to limit the history request to only those file transfers that were scheduled or completed
on or before the end date and time specified.
HH

The two-digit hour (00 through 23)
MM

The two-digit minute (00 through 59)
SS

The two-digit second (00 through 59)

Default: 235959

OEDATE and OETIME form an end date and time that is used to limit the history request to only those file transfers that
were scheduled or completed on or before the date and time specified.

See OSDATE and OSTIME for the start date and time.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

If OETIME is not specified or is set to 000000, it is treated as a value of 240000 or end of day for the specified end date.

OFILE

This parameter specifies the file name (local or remote) to match for a TYPE=HISTORY request.

Default: No filtering by file name.

NOTE
You can use the following wildcard characters when you specify the file name:

* or %
Represents a string of zero or more characters.
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_
Represents any single character.

Example:

An OFILE value of %MASTER.FIL_.G* tells XCOM Data Transport to locate a file with following attributes:

• Starting with anything
• Ending with anything
• With the characters MASTER.FIL found in the name, followed by any single character, followed by .G

OFILECASE

This parameter specifies whether the specified file name (OFILE parameter) search could be case-sensitive.

Default: N

OFILETYPE

This parameter limits the history request to those transfers with the specified FILETYPE.

JOB
Restrict the search for file transfers to only FILETYPE JOB transfers.

REPORT
Restrict the search for file transfers to only FILETYPE REPORT transfers.

FILE
Restrict the search for file transfers to only FILETYPE FILE transfers.

Default: No filtering by filetype.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

OFLMAX

This parameter limits the history request to only the file transfers where the number of bytes transferred is equal to or less
than the value specified.

NNNNNNNNN(N|X)
A 1 to 10-digit number, where the last digit can be either another numeric digit or a one-character qualifier. This
parameter is used to restrict the search for file transfers to only the  file transfers where the number of bytes
transferred is equal to or less than the value specified.
X

One of the following qualifiers (default B):

• B = Bytes
• K = Kilobytes
• M = Megabytes
• G = Gigabytes

Default: No filtering by maximum number of bytes.

Use OFLMIN and OFLMAX to specify a range that can be used to limit the history request by number of bytes transferred.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.
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OFLMIN

This parameter limits the history request to only the  file transfers where the number of bytes transferred is equal to or
greater than the value specified.

NNNNNNNNN(N|X)
A 1 to 10-digit number, where the last digit can be either another numeric digit or a one-character qualifier. This
parameter is used to restrict the search for file transfers to only the  file transfers where the number of bytes
transferred is equal to or greater than the value specified.
X

One of the following qualifiers (default B):

• B = Bytes
• K = Kilobytes
• M = Megabytes
• G = Gigabytes

Default: No filtering by minimum number of bytes.

Use OFLMIN and OFLMAX to specify a range that can be used to limit the history request by number of bytes transferred.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OID

Limits the history request to only those file transfers with a specific transfer ID. The transfer ID is a user-defined identifier
for file transfer requests.

xxxxxxxxxx
A 1-character to 10-character transfer ID used to limit the history request to only those file transfers that contain
the specified transfer ID.

Default: No filtering by transfer ID.

• The wildcard character, *, can be used for this parameter only when specified as the last character.
• You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic

Parameters.

OINACTIVE

OINACTIVE specifies a subtype of inactive transfer requests to report on. Any combination of the following values can be
specified.

• H

   Report on inactive transfers which are in a HELD status.

S
Report on inactive transfers which are in a SUSPENDED status.

NOTE
When OTYPE=I or OTYPE=ALL is specified and this parameter is not specified, all inactive transfers are
reported.

OINCLUDE

OINCLUDE indicates how transfers are selected to meet the date and time range criteria.

ACTIVE
The selected transfers that are or were active within the date and time range criteria.
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EXECUTED
The selected transfers that started and ended within the date and time range criteria.

STARTED
Only the transfers that started in the specified time range are reported.

COMPLETE
Only the transfers that completed in the specified time range are reported.

Default: Active

OINIT

Limits the history request to only locally initiated transfers or only remotely initiated transfers.

LOCAL or L
Restrict the search for file transfers to only locally initiated transfers.

REMOTE or R
Restrict the search for file transfers to only remotely initiated transfers.

Default: No filtering by initiated type.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

OJOB

This parameter specifies the invoking job name to match for a TYPE=HISTORY request.

Default: No filtering by job name.

You can use the * wildcard character when you specify the job name.

OLIMIT

This parameter sets the maximum number of history records that can be returned.

NNNN
Specifies a one- to four-digit number (1 through 9999) that limits the maximum number of records to be returned
by the history request.

Default: Set by the XCOM Data Transport default (XCOMDFLT) table parameter OPERLIM.

OLMSG

Limits the history request by the transfer last message. The format to use for XCOM Data Transport messages is as
follows:

XCOMXNNNNS
A 1- to 10-character name used to restrict the search for file transfers to those where the last message matches
the value specified.
XCOM

Indicates that the message is from XCOM Data Transport.
X

Identifies the system.
NNNN

Is the message number.
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S
Is the message severity:

• I = Informational
• W = Warning
• E = Error

Default: No filtering by last message.

The wildcard character, *, can be used for this parameter only when specified as the last character.

This parameter is case-sensitive.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OLOCATN

This parameter specifies the location to search for history records.

QUEUE
Restrict the search for file transfers to the request queue of the server.

DATABASE
Restrict the search for file transfers to the history database. Depending on the HISTORY configuration option, this
is either the VSAM History file or an ODBC database.

*
Searches both the request queue and the history database for file transfer requests.

Default: No filtering by history record location.

OLU

Limits the history request to only those file transfers with a specific remote LU name.

xxxxxxxx
A one- to eight-character LU name used to limit the history request to only those file transfers for the specified
remote LU.

Default: No filtering by LU name.

The wildcard character, *, can be used for this parameter only when specified as the last character.

This parameter is case-sensitive.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OPLEXQ

Limits the history request to only those locally initiated file transfers which were scheduled via the named PLEXQ Group.

xxxxxxxx
A one- to eight-character PLEXQ Group name used to limit the history request to only this locally initiated file
transfers scheduled using the specified PLEXQ Group.

Default: No filtering of transfers by PLEXQ group. This means all transfers that meet all other criteria are reported.

NOTE
The wildcard character, *, can be used for this parameter only when specified as the last character.
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OREQ

Limits the history request to only those file transfers that contain this specific request number.

NNNNNN
A one- to six-character request number used to limit the history request to a specific request number.

Default: All request numbers

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

OSDATE

This parameter limits the history request to only those file transfers that were scheduled or completed on or after the start
date and time.

YYYYMMDD
The start date that is used to limit the history request to only those file transfers that were scheduled or completed
on or after the start date and time specified.
YYYY

The four-digit year
MM

The two-digit number of the month, as follows:
1 = January          2 = February        3 = March

 4 = April            5 = May             6 = June

 7 = July             8 = August          9 = September

10 = October         11 = November       12 = December

DD
The two-digit day of the month (01 to 31)

Default: No filtering by start date.

OSDATE and OSTIME form a start date and time that is used to limit the history request to only those file transfers that
were scheduled or completed on or after the date and time specified.

See OEDATE and OETIME for the end date and time.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OSTIME

This parameter limits the history request to only those file transfers that were scheduled or completed on or after the start
date and time.

HHMMSS
The start time that is used to limit the history request to only those file transfers that were scheduled or completed
on or after the start date and time specified.
HH

The two-digit hour (00 through 23)
MM

The two-digit minute (00 through 59)
SS

The two-digit second (00 through 59)
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Default: 000000

OSDATE and OSTIME form a start date and time that is used to limit the history request to only those file transfers that
were scheduled or completed on or after the date and time specified.

See OEDATE and OETIME for the end date and time.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OSYSID

Limits the history request to only those file transfers with a specific history system ID in an XCOMPLEX environment.

xxxx
A one- to four-character history system ID used to limit the history request to only those file transfers for the
specified history system ID.

Default: No filtering by history system ID.

The wildcard character, *, can be used for this parameter only when specified as the last character.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OSYSNAME

Limits the history request to only those file transfers with a specific history system name in an XCOMPLEX environment.

xxxxxxxx
A one- to eight-character history system name used to limit the history request to only those file transfers for the
specified history system name.

Default: No filtering by history system name.

The wildcard character, *, can be used for this parameter only when specified as the last character.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OTNAME

Limits the history request to only those file transfers with a specific remote TCP/IP name or TCP/IP address.

xxxxxxxx…x
A 1- to 64-character TCP/IP name or address used to limit the history request to only those file transfers for the
specified TCP/IP name or address.

Default: No filtering by TCP/IP name or address.

The wildcard character, *, can be used for this parameter only when specified as the last character.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OTYPE

This parameter specifies if the history request must include inactive transfer requests, active transfer requests, or
completed transfers.

I
Selecting this option retrieves history records for file transfers whose execution is still pending.

A
Selecting this option retrieves history records for file transfers that are currently in progress.
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C
Selecting this option retrieves history records for file transfers that have been successfully or unsuccessfully
completed.

ALL|AIC|*
Selecting this option retrieves history records for all file transfers, independent of their status.

You can also specify values in combination; for example, specify AI to request history records for file transfers currently in
progress and file transfers whose execution is still pending.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

Default: AIC

OTYPEREQ

Limits the history request to only send transfers or only receive transfers.

SEND or S
Restrict the search for file transfers to only send transfers.

RECEIVE or R
Restrict the search for file transfers to only receive transfers.

Default: No filtering by send/receive transfers.

This parameter is case-sensitive.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OUSER

Limits the history request to only the  file transfers submitted by a specific user.

xxxxxxxxxxxx
A 1- to 12-character user name used to limit the history request to only the  file transfers submitted by the
specified user.

Default: No filtering by userid.

The wildcard character, *, can be used for this parameter.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

OVOL

This parameter specifies the volser (local or remote) to match for a TYPE=HISTORY request.

Default: No filtering by volser.

Note: You can use the * wildcard character when you specify the volser.

FILETYPE=REPORT Parameters
You can use the following additional SYSIN01 parameters when FILETYPE=REPORT is coded in the SYSIN01 DD
statement of the XCOMJOB JCL:

CHARS

This parameter indicates the character set JES uses when the report is sent to a remote system.
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xxxx
Specifies up to four alphanumeric characters representing the character set JES uses when a report is sent to a
remote system.

Default: None

CLASS

This parameter specifies the print class to which the report is printed. For example, if the receiving system is a z/OS-
supported mainframe, indicate the JES SYSOUT class desired.

x
Specifies one alphanumeric character representing the print class where the report is printed.

NOTE
When sending a report to an HP OpenVMS system, if you specify a value for CLASS, make certain that it is a
valid value for this remote system. If it is not, the print job fails. Avoid this by defining this parameter with a value
of null (binary zero), space, or A.

Default: A

CONTROL

This parameter indicates the printer carriage control codes present in the data stream.

ASA
ASA standard carriage control codes are used.

MACHINE
Specific hardware-dependent codes are used.

NONE
No carriage control codes are used.

Default: NONE

COPY (or COPIES)

This parameter indicates the number of report copies printed.

0 to 255
Specifies the number of report copies to print.

Default: 1

DEST

This parameter indicates the printer or other device on the remote system receiving the report.

Up to 21 characters
Specifies the printer or device on the remote system receiving the report.

The DEST parameter can contain a fully qualified printer file name when the report is sent to an AS/400.

The actual number of bytes allowed for this parameter is dependent on the remote system.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

Default: System default printer
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DISP

This parameter determines whether to keep or delete the report file after printing on the remote system. This value is
ignored when the remote system is an IBM mainframe.

KEEP
Keep the report file after it is printed on the remote system.

DELETE
Delete the report file after it is printed on the remote system.

Default: DELETE

FCB

This parameter indicates the name of the Forms Control Buffer that JES uses from SYS1.IMAGELIB when the report is
sent to a remote z/OS system.

xxxx
Specifies the name of the Forms Control Buffer that JES uses when the report is sent to a remote z/OS system.
The name can be up to four alphanumeric characters long.

Default: System default value

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

FORM

This parameter tells the remote operator the kind of form on which to print a report.

xxxx
Specifies up to four alphanumeric characters representing the kind of form on which to print the report.

If you specify a special form value, make certain the value is valid for the remote system. Otherwise, the print job fails. If in
doubt, use the default.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

REPORT

Supplies the title of the report.

Up to 21 alphanumeric characters
Specifies the title of the report.

Depending on the operating system printing the report, this parameter can only be used as a comment, which would not
be printed as part of the report. It may be part of a banner page that is produced with the report.

IBM iSeries and HP OpenVMS print this field in a banner page. With reports sent to a z/OS system, this entry becomes
part of the banner page. The banner page consists of the report title and the values that are designated in the CLASS and
FORM parameters.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

REPORTHOLD

This parameter designates whether the report can be held or prepared for immediate printing.
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YES
Hold the report.

NO
Print the report immediately.

NOTE
This parameter cannot be used with a Windows or a UNIX partner.

Default: NO

SPOOL

This parameter designates whether to spool the report to disk or to print it directly. If the remote system is z/OS, this
operand has no effect on the transfer.

YES
Spool the report to disk.

NO
Do not spool; print the report immediately.

Default: YES

WRITER

This parameter specifies the name of the external writer that is to process the report on the remote system.

xxxxxxxx
Specifies up to eight alphanumeric characters identifying the external writer that is to process this report on the
remote system.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

Tape Parameters
Use the following parameters to set the transfer of tape data.

Use the parameters that follow when tape drives are involved in the transaction. Allowable values for these parameters
are the same as for their IBM JCL counterparts, except where noted. You can also refer to this section for parameter
information when using the Menu Interface.

NOTE
When tape drives are involved in the transaction, it can be necessary to use some of the parameters that are
described in the section FILETYPE=FILE Parameters. For example, the parameters LUNIT, LVOL, UNIT, and
VOL

DEN

This parameter specifies the density to be used in creating a tape on the local or remote system.

1 to 4
Specifies the density to be used in creating a tape on the local or remote system. Valid values are the same as
those for the DEN parameter in JCL.
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EXPDT

This parameter specifies the expiration date to be placed on the tape data set being created.

yyddd
Specifies an expiration date for the tape data set as a two-digit designation for the year and a three-digit
designation for the day of the year. For example, in the expiration date 99021, 99 is the year (namely, 1999), and
021 is the 21st day of that year. The tape data set will expire on January 21, 1999.

yyyy/ddd
Specifies an expiration date for the tape data set in terms of a four-digit designation for the year and a three-digit
designation for the day of the year. For example, in the expiration date 2009/021, 2009 is the year, and 021 is the
21st day of that year. The tape data set will expire on January 21, 2009.

NOTE

• For expiration dates of January 1, 2000 and later, you must use the format EXPDT=yyyy/ddd . We
recommend to always use the format EXPDT=yyyy/ddd as a best practice.

• EXPDT and RETPD are mutually exclusive; specify one or the other.

LABEL

This parameter indicates the type of label that is associated with a tape data set. The label of a tape data set is specified
in terms of a sequence number and a designation for the type of processing to be applied to the data set. The following
table lists the valid values for both label components:

sequence number (0001 to 9999)
This value identifies the sequence number of a data set on tape.
Default: 0001

processing type (AL, AUL, BLP, LTM, NL, NSL, SL, SUL)
Represents the types of processing to be applied to data sets on tape.
Default: None

Default: (1,SL)

XCOM Data Transport writes only standard label tapes.

This parameter must be specified in the same way that the LABEL parameter appears in the JCL-see the following
example.

Example

LABEL=(2,BLP)

This specification refers to the second data set on the tape. The type of processing to be applied to this data set is BLP.

LLABEL

This parameter specifies the sequence number of the file on the tape volume to be used for the local data set, and the
type of processing to be applied to the data set (sequence number, processing type).

Valid values that can substitute for these variables are as follows:

sequence number (1 to 9999)
This value identifies the sequence number of a data set on tape.

processing type (AL, AUL, BLP, LTM, NL, NSL, SL, SUL)
Represents the types of processing to be applied to data sets on tape.

NOTE
This parameter must be specified in the same way that the LABEL parameter appears in the JCL.
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Default: (1,SL)

Example

LLABEL=(2,BLP)

This specification refers to the second data set on the tape. The type of processing to be applied to this data set is BLP.

LUNITCT

This parameter specifies the number of units to be allocated on the local system.

1 to 20
Specifies the number of units to be allocated on the local system.

LVOLCT

This parameter specifies the maximum number of volumes to be used in processing a multivolume output tape data set on
the local system.

1 to 255
Specifies the maximum number of volumes to be used in processing a multivolume output tape data set on the
local or remote system.

LVOLSQ

This parameter specifies the sequence number of the first volume of a multivolume remote data set to be used.

1 to 255
Specifies the sequence number of the first volume of a multivolume remote data set to be used.

RETPD

This parameter specifies the number of days to retain the tape data set being created.

1 to 9999
Specifies the number of days (1 through 9999) that the tape data set being created is to be retained.

Default: None

NOTE
RETPD and EXPDT are mutually exclusive; specify one or the other.

TAPE

This parameter indicates to the remote system whether the volume is a tape volume or a disk file.

YES
Indicates that the transfer is to a tape volume and that mounts are allowed when performing dynamic allocation.

NO
Indicates that the transfer is to a disk file.

NOTE
If the remote data set is on tape, TAPE=YES must be specified for XCOM Data Transport to process the other
tape parameters. Otherwise, all the tape parameters revert to their default values. This is especially important if
the remote data set spans more than five tape volumes.

 523



 XCOM™ Data Transport® for z/OS 12.0

UNITCT

This parameter specifies the number of units to be allocated on the remote system.

1 to 20
Specifies the number of units to be allocated on the remote system.

Default: None

VOLCT

This parameter specifies the maximum number of volumes to be used in processing a multivolume output tape data set on
the remote system.

1 to 255
Specifies the maximum number of volumes to be used in processing a multivolume output tape data set on the
remote system.

Default: None

VOLSQ

This parameter specifies the sequence number of the first volume of a multivolume remote data set to be used.

1 to 255
Specifies the sequence number of the first volume of a multivolume remote data set to be used.

DCB Parameters
Use the DCB parameters to specify DCB information for files that are created or replaced locally or remotely.

Users enter the DCB information when creating a file on the local system. Under these circumstances, the DCB
information for the file that is transmitted is the default DCB information. Specifying the RECFM, LRECL, and BLKSIZE
parameters overrides the default DCB information. The DCB information (specifically the LRECL operand) determines the
maximum record length that the PC reads when receiving a binary file from z/OS. The local system confirms the accuracy
of the three parameters.

When a z/OS-initiated receive is performed to a non-z/OS partner, it is recommended that all DCB-related parameters be
coded in the SYSIN01 stream.

BLKSIZE

This parameter defines the block size of the file.

0 to 99999
Specifies a value 0 through 99999, indicating the block size of the file.

If a receive request originates from a non  z/OS partner, the BLKSIZE must be coded explicitly. The value of the
parameter must be based on a reasonable estimate.

BLKSIZE=0 is valid only if the value of RECFM is FB, FBx, VB, or VBx. When BLKSIZE=0, z/OS (not XCOM Data
Transport) determines the block size.

Default: If a send or receive request of any type originates from a z/OS partner, BLKSIZE of the z/OS data set.

LRECL

This parameter defines the logical record length of the file.
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0 to 99999
Specifies a value 0 through 99999, indicating the logical record length of the file.

If a receive request originates from a non-z/OS partner, the LRECL is coded explicitly. The value of the parameter must be
based on a reasonable estimate.

For receive requests where the target character set is different from the source character set. The LRECL has a value that
is specified which allows the difference in the number of bytes per character. If the LRECL is not large enough to support
the target character set, an XCOMM0144E SENDING RECLEN > MAX TARGET LENGTH error is issued.

Default: LRECL of the z/OS data set. If a send or receive of any type request, originates from a z/OS partner.

RECFM

This parameter specifies the z/OS record format that is associated with a data set. This parameter uses the same format
as the z/OS JCL RECFM parameter.

F
Fixed

FA
Fixed ASA

FB
Fixed Blocked

FBA
Fixed Blocked ASA

FBM
Fixed Blocked Machine

FBS
Fixed Blocked Standard

V
Variable

VA
Variable ASA

VB
Variable Blocked

VBA
Variable Blocked ASA

VBM
Variable Blocked Machine

VBS
Variable Blocked Spanned

VS
Variable Spanned

U
Undefined

RELEASE

This parameter specifies whether the remote partner is to release unused DASD space when creating a file.
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YES
The remote partner is to release unused DASD space.
The unused DASD space that is specified for the transfer is released when the file is closed at the end of the
transfer.

NO
The remote partner is not to release unused DASD space.

Default: No

Examples of DCB Information

The following are examples of DCB information that you can code in your SYSIN01 data set, depending on the type of
files being created:

Example 1

RECFM=FB
LRECL=80
BLKSIZE=8000

Example 2

RECFM=VB
LRECL=516
BLKSIZE=23440

Example 3

RECFM=U
BLKSIZE=19069

Transfer Control (XTC) Parameters
In XCOM Data Transport for z/OS, the Transfer Control (XTC) parameters for SYSIN01 handle dependencies between
multiple interdependent transfers.

For example, one transfer must complete in a certain way before another transfer can start. They provide the means by
which interdependent transfer requests can be defined and processed as a single group. A transfer request in a group can
cause another transfer request in the same group to be held, purged, or released (either conditionally or unconditionally)
from the transfer request queue.

Transfer Control (XTC) Parameters

Several XTC parameters can be assigned up to eight values (typically, transfer request names) simultaneously. When you
assign multiple values to a parameter, use commas to separate the parameter values. See the following example:

XTC_PARAMETER=value1,value2,. . .,value8

HOLDCOUNT

This parameter associates a number with a transfer request that is incremented or decremented by the successful or
unsuccessful completion of other transfer requests. As long as the number is greater than 0, the transfer is not released.

0 to 255
Specifies a value that controls the holding/releasing of a transfer request. The transfer is released when the value
of the parameter reaches 0.
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NOTE
See the description of the parameters XTCERRDECR, XTCERRINCR, XTCGOODDECR, and XTCGOODINCR,
which can decrement and increment the value of the HOLDCOUNT parameter.

Default: 0

XTCERRDECR

This parameter specifies the transfer requests for which the HOLDCOUNT parameter value is decremented when the
current transfer completes unsuccessfully.

Up to eight transfer request names
If a transfer completes unsuccessfully, specifies up to eight transfers whose hold counts are to be decremented.

VTAM errors are not considered failed file transfers, because they are retried later.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

XTCERRINCR

If the current file transfer fails, this parameter specifies the transfer requests for which the HOLDCOUNT parameter value
is incremented.

Up to eight transfer request names
if the current file transfer fails, specifies up to eight transfers whose hold counts are to be incremented.

A VTAM communications error does not count as a failure.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

XTCERRPURGE

If the transfer concludes unsuccessfully, this parameter specifies the transfer requests to be purged.

Up to eight transfer request names
If the current file transfer concludes unsuccessfully, specifies up to eight transfers to be purged.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

XTCERRREL

If the current transfer completes unsuccessfully, this parameter specifies the transfers to be released.

Up to eight transfer request names
If the current transfer completes unsuccessfully, specifies up to eight transfers to be released.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

XTCGOODDECR

If the file transfer completes successfully, this parameter indicates an XTCNET job whose hold count decrements.

Up to eight transfer request names
Specifies up to eight transfers whose hold counts are to be decremented when the current transfer completes
successfully.

 527



 XCOM™ Data Transport® for z/OS 12.0

If the current file transfer completes successfully, the HOLDCOUNT value of the transfers that are assigned to this
parameter is reduced by one. If the next transfer has already started or the HOLDCOUNT value has already reached
zero, the HOLDCOUNT value does not change.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

XTCGOODINCR

This parameter indicates the transfer requests whose HOLDCOUNT parameter is incremented when the current file
transfer completes successfully.

Up to eight transfer request names
Specifies up to eight transfers whose hold counts are to be incremented when a transfer completes successfully.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

XTCGOODPURGE

This parameter specifies the transfer requests to be purged when the current file transfer completes successfully.

Up to eight transfer request names
If a transfer completes successfully, specifies up to eight jobs to be purged.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

XTCGOODREL

If the current file transfer concludes successfully, this parameter specifies the transfer requests to be released.

Up to eight transfer request names
If a transfer completes successfully, specifies up to eight jobs to be released.

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

XTCJOB

This parameter defines the name of a transfer request belonging to the group of interdependent transfer requests named
through the XTCNET parameter.

xxxxxxxx
Specifies the name of a transfer request in a group of interrelated transfer requests.

Default: z/OS job name of the z/OS job requesting the file transfer

NOTE
You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic
Parameters.

XTCNET

This parameter defines the name of a group of interdependent transfer requests.

xxxxxxxx
Specifies up to eight alphanumeric characters representing the name of the XTC network running this transfer.
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When using the XCOMPLEX, all transfers with the same XTCNET value are distributed to the same XCOMPLEX Worker
Server.

When using the PLEXQ, all transfers with the same XTCNET value are distributed to the same worker server within the
PLEXQ group.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see Symbolic Parameters.

Coding Interdependent Transfers

This section explains how to code a set of interdependent transfers in the SYSIN01 DD statement.

• The SYSIN01 parameter NEWXFER is used at the beginning of each transfer request as shown in the following
diagram:
JOBNAME . . .                              

//STEP1. . . PGM=XCOM,PARM=('parm=parm_value')

    .

    .

    .

//SYSIN01 DD *                                        

transfer request 1 parameters

NEWXFER                                               

XCOMJOB                                               

JCL                                                   

SYSIN01                                               

transfer request 2 parameters

 The NEWXFER parameter is used

 in the SYSIN01 DD statement

 to signal the beginning of 

 each new transfer request  1,2,...i.

NEWXFER                                               

transfer request i parameters

/*                                                    

//                                                    

• The parameter XTCNET is used to indicate which transfer requests belong to the same group (are dependent on each
other). Suppose, for example, that the transfers XFER1, XFER2 and XFER3 are grouped together. Assign the name
of the group (say, GROUP1) to XTCNET and include XTCNET=GROUP1 in the definition of each of the three transfer
requests. If XTC transfers are requested using the XCOMPLEX, the XCOMPLEX Admin Server distributes all transfers
with the same value for XTCNET to the same XCOMPLEX Worker Server. If XTC transfers are requested using the
PLEXQ, all transfers with the same value for XTCNET are distributed to the same server within the PLEXQ group.

• Each interdependent transfer request must have a unique name, which is assigned to the XTCJOB parameter. Thus,
if XFER1, XFER2 and XFER3 are the names of three interdependent transfer requests, their definitions in SYSIN01
must contain the parameter XTCJOB=XFER1, XTCJOB=XFER2, and XTCJOB=XFER3, respectively.

• XTC parameters other than XTCNET and XTCJOB are used to indicate the dependencies obtaining between the
transfer requests. The outcome of a transfer request can affect as many as eight other transfer requests. In addition to
the XTC parameters, other SYSIN01 parameters can (and some, for example, the local file name or LFILE, must) be
used when defining interdependent transfer requests.

• HOLD=YES must be coded in each transfer request that is dependent on the successful/unsuccessful completion of
another transfer request. However, HOLD=YES does not need to be coded when the holding/releasing of the transfer
request is controlled by the HOLDCOUNT parameter. See the following example.

Example

The following sample definition contains three interdependent transfer requests:
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//SYSIN01 DD *

TYPE=SEND                              /*Transfer request 1 follows*/

FILE=A.B.C

LFILE=MY.FILE1

XTCNET=METS

XTCJOB=PAYROLL

HOLD=YES

NEWXFER                               /*Transfer request 2 follows*/

TYPE=RECEIVE

FILE=YOUR.FILE

LFILE=MY.FILE2

XTCNET=METS

XTCJOB=PAYME

HOLD=YES

NEWXFER                               /*Transfer request 3 follows*/

TYPE=SEND

FILE=PC.FILE

LFILE=MY.PC.FILE1

XTCNET=METS

XTCJOB=GETDATA

XTCGOODREL=PAYROLL

XTCGOODPURGE=PAYME

XTCERRPURGE=PAYROLL

XTCERRREL=PAYME

/*

//

In this example, the three transfer requests are identified as GETDATA, PAYME, and PAYROLL, and they belong to the
group METS. GETDATA is the parent transfer request, that is, the request that executes first and controls the subsequent
execution of the other two (dependent) transfer requests. Four XTC parameters (other than XTCNET and XTCJOB) are
associated with the transfer request GETDATA. XTCGOODREL=PAYROLL means that the PAYROLL transfer belonging
to the same group (METS) as GETDATA starts when GETDATA completes successfully.

At the same time, the PAYME transfer is to be purged from the transfer request queue (XTCGOODPURGE=PAYME).
However, if GETDATA does not complete successfully, then the PAYROLL transfer is to be purged
(XTCERRPURGE=PAYROLL) and the PAYME transfer is to start (XTCERRREL=PAYME).

NOTE
TYPE=SCHEDULE is required for XTC transfer requests.

Coding XTC Transfers in an XCOMPLEX Environment

When submitted to the Admin server or PLEXQ group, all XTC transfers within an SYSIN01 input are routed and
scheduled to the same server. This server is selected for the first XTC transfer in this group.

TYPE=SCHEDULE XTC transfers submitted through the XCOMPLEX Admin or PLEXQ Group must have XTCJOB and
XTCNET names that are unique to the submitted XCOMJOB.

Use an individual's z/OS TSO log in ID as the XTCNET name to verify that it is unique.

All transfers within each SYSIN01 are executed, released, or purged, and cannot be extended into subsequent SYSIN01s.
The transfers cannot be extended because new transfers may be scheduled by the Admin to a server other than the one
chosen for the initial SYSIN01.

When using XTC to submit multiple jobs or job steps with the same XTCNET and XTCJOB names, submit directly to the
XCOM Data Transport server. Submitting directly ensures that they go to the same XCOM Data Transport Server.
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At the end of each XTC run, ensure that no XTC transfers are left in HOLD status by using the XCOM Data Transport
DELETE or RELEASE operator commands. For more information, see the Operation and Control section.

NOTE
Go into the appropriate servers and use the XCOM Data Transport SHOW command to check for any left over
XTC transfers before resubmitting an XTC transfer job. Use this procedure to clean up any transfers in HOLD
status.

XCOMJOB Return Codes
XCOMJOB return codes are as follows:

Return Code 0
Description

Successfully scheduled or executed transfer, all transfers that are completed successfully.
Valid XCOMJOB Type

All types
Return Code 1

Description
Partially successful, at least one transfer worked successfully.

Valid XCOMJOB Type
TYPE=EXECUTE
TYPE=SCHEDULE

Return Code 4
Description

XCOMINQ file is empty.
Valid XCOMJOB Type

TYPE=INQUIRE
Return Code 8

Description
ACB not open.

Valid XCOMJOB Type
TYPE=EXECUTE
TYPE=SCHEDULE

Return Code 8
Description

Unable to access the XCOMINQ file.
Valid XCOMJOB Type

TYPE=INQUIRE
Return Code 9

Description
Session not established.

Valid XCOMJOB Type
All types
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Return Code 10
Description

A TIMEOUT occurred.
Valid XCOMJOB Type

TYPE=EXECUTE
TYPE=SCHEDULE

Return Code 12
Description

A file error occurred.
Valid XCOMJOB Type

TYPE=EXECUTE
TYPE=SCHEDULE

Return Code 16
Description

A logic error occurred.
Valid XCOMJOB Type

TYPE=EXECUTE
TYPE=SCHEDULE

Return Code 20
Description

A VTAM error occurred.
Valid XCOMJOB Type

TYPE=EXECUTE
TYPE=SCHEDULE

Return Code 32
Description

Another type of error occurred, for example, an incorrectly coded parameter.
Valid XCOMJOB Type

TYPE=EXECUTE
TYPE=SCHEDULE

Return Code 36
Description

At least one transfer request exists for which status information is not yet available.
Valid XCOMJOB Type

TYPE=INQUIRE
Return Code 40

Description
At least one transfer did not complete successfully.

Valid XCOMJOB Type
TYPE=INQUIRE

Return Code 44
Description

There is at least one transfer request for which status information is not yet available and at least one
transfer request that did not complete successfully.
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Valid XCOMJOB Type
TYPE=INQUIRE

Return Code 48
Description

No history record was found for the request.
Valid XCOMJOB Type

TYPE=INQUIRE

The XCOM Programming Interface
This section describes how to invoke XCOM Data Transport from application programs to execute file transfers. Examples
of COBOL and Assembler main programs that call XCOMJOB as a subprogram are provided.

Any programming language that supports standard z/OS linkage conventions can call XCOM Data Transport:

• COBOL
• C
• FORTRAN
• Assembler

The XCOM Data Transport Process

You can direct XCOM Data Transport to execute a file transfer immediately, or to queue it until the necessary resources
are available. These instructions, and all the processing options of the transfer are given to XCOM Data Transport
by parameters passed through the application program. These parameters can be one-time values for individual file
transfers, or they can be installation-wide defaults that are implemented automatically.

The XCOM Data Transport routine XCOMJOB runs as a called program and is the same program that is used in the
XCOM Data Transport  Batch Interface. The program that calls XCOMJOB must pass the equivalent of the EXEC PARM
values, and must prime the local and SYSIN01 data sets. The instructions for coding the PARM values and the SYSIN01
parameters are identical to those for the XCOM Data Transport Batch Interface.

TYPE=EXECUTE and TYPE=SCHEDULE are supported with the APIs.

WARNING

XCOMJOB and all XCOM Data Transport LOAD modules are now fully reentrant. Therefore, XCOMJOB may be
link edited into LOAD modules with the code that calls it as the API interface. Also, you no longer have to delete
and reload module XCOMJOB for each subsequent API call within the same program execution.

Programs that call the XCOMJOB API do not require APF authorization, unless you use specific XCOM Data Transport
features that require APF authorization.

Allocating the Local Data Set and Parameter Files
This section describes how to allocate your local data set and parameter files.

Define Two XCOM Data Transport Files
To call XCOM Data Transport as a subprogram, you must define two XCOM Data Transport files in the job step executing
your application:

File:

The file identifying the local data set involved in this transfer.
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Description:

This can be either the file being transferred to the remote system, or the name of the data set in which XCOM Data
Transport will store the data received from the remote system. Define this data set using either the LCLDS01 DD
statement or the SYSIN01 file's LFILE parameter.

If both are specified, the data set defined by LFILE takes precedence.

File:

The file that passes parameters to XCOM Data Transport.

Description:

These instructions include whether this is an inbound or outbound transfer and whom to notify on the remote system when
the transfer is completed.

The DDNAME for this file is SYSIN01.

Allocate these two files to your job through JCL DD statements or by dynamic allocation. You will probably only use the
dynamic allocation method for interactive or Assembler programs.

Sample DD Statement
The following display is a sample DD statement allocating LCLDS01:

//LCLDS01 DD DISP=SHR,DSN=LOCAL.FILE(NAME)

//SYSIN01 DD DISP=SHR,DSN=PARM.FILE(NAME)

Calling XCOM Data Transport from a COBOL Program
Use the COBOL CALL verb to load and execute XCOMJOB in your address space. The XCOMJOB LOAD module may
be statically linked into your COBOL program, if desired. However, care must be used to avoid loading mixed versions of
other XCOM Data Transport modules at run time if more than one release is resident in your system. Before making the
call to XCOM Data Transport, make sure that the files SYSIN01 and LCLDS01 have been allocated to the job step that
executes your application program (unless the local file was defined with the LFILE parameter).

You do not have to load the parameters in SYSIN01 before the job starts. Instead, you can OPEN the file for output and
write the parameters to it one 80-character output record at a time. This way, the application program determines the
parameter values.

Code a working storage data item for the Batch Interface routine XCOMJOB. This should be an eight-character
alphanumeric with a VALUE clause set to XCOMJOB. Call XCOM Data Transport dynamically.

Make your PICTURE clause large enough to accommodate the total length of your parameter data. Move the length of the
XCOM-PARM-DATA field into the XCOM‑PARM-LEN.

Sample Fragment

See CAI.CBXGJCL (XCSAMCOB) for a sample fragment of a COBOL program that calls XCOM Data Transport.

Calling XCOM Data Transport from an Assembler Program
There are two methods to use to make the XCOM Data Transport API module accessible to a calling program.
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• Use the LOAD macro to load a copy of the XCOM Data Transport XCOMJOB module into main storage. Call the
XCOMJOB module using its entry point as the target of the call. It is no longer necessary to use the DELETE macro to
unload XCOMJOB between calls to the XCOM Data Transport API.

• Include XCOM Data Transport module XCOMJOB in the LINKEDIT step for the calling program, then directly call
XCOMJOB.

Sample Assembler Program

See CAI.CBXGSAMP(XCOMASM) for a sample fragment of an Assembler program that calls XCOM Data Transport.

The Remote Spooling Feature (Process SYSOUT)
This section describes how XCOM Data Transport executes file transfers from a local z/OS system to other systems
through the JES2 or JES3 spool.

• Basics of JES Spool Use
The product scans the JES queue automatically for reports to transfer to remote partners and selects reports either by
WRITER or DEST.

• Process SYSOUT Enhancements
You can set the WRITER operand equal to the name of an external writer instead of a destination name for when the
product looks for reports to extract from the JES spool. WRITER can be used with DEST.

• JES2 Considerations
JES2 can support thousands of distinct user destinations. Destination names defined in JES2PARM can be changed to
destination names defined in the XCOM Data Transport Destination Table.

• JES3 Considerations
There is no limit on the number of distinct destination names JES3 can support. JES3 also allows destination names to
be specified either directly or generically. Unlike JES2, JES3 provides no default destinations. Destinations are defined
using the RJPWS macro. When RJPWS is used, the CONSOLE statement is also required.

• PSOPREF Considerations
The PSO interface uses catalogued data sets as a staging area. This provides a more reliable means of transferring
data than temporary data sets, and also permits PSO transfers to be checkpointed (and restarted) if necessary. The
checkpoint count for PSO transfers, PSOCKPT, is set to 1000 by default. This value can be defined in the XCOM Data
Transport default options table or in the destination members. For PDSE program library transfers, CKPT parameter is
used to indicate the checkpoint value.

Basics of JES Spool Use
This section describes how XCOM Data Transport uses the JES2 or JES3 spool to execute file transfers from a local z/OS
system to other systems.

Advantages of Using the Process SYSOUT Interface

The Process SYSOUT Interface allows passive use of XCOM Data Transport. No XCOM Data Transport commands
or XCOM Data Transport JCL procedures are necessary. IBM utility programs such as IEBGENER, and common TSO
commands such as PRINTOFF, VPSPRINT, and DSPRINT can invoke XCOM Data Transport.

Process SYSOUT files can contain logical records up to 4-K bytes in length. This size allows XCOM Data Transport to
extract large records from the spool. Indirect (store-and-forward) file transfers also support logical record lengths up to 4
K.

The 4-K limit is a restriction of JES2 and JES3.

To summarize, the Process SYSOUT Interface offers the following advantages:
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• The interface handles SYSOUT record lengths up to 4 K.
• Transfers different types of data, including binary characters.
• The interface handles all:

– Files (only with indirect transfers)
– Jobs to be executed on the remote system (only with indirect transfers)
– Reports to be printed on the remote system

• Data to be queued to remote destinations using JES spool even when XCOM Data Transport server is temporarily
down.

• XCOM Data Transport to act as a replacement for the Network Job Entry (NJE) system.
• The interface is used by TSO users and for transactions within the:

– CICS
– IDMS
– Model 204
– TPF
– ROSCOE

Process

If file transfers are to be queued, the XCOM Data Transport server must be active and have PSO enabled. The only
transmissions that can be queued for transfer while the server is down are Process SYSOUT JES spool files.

PSO can be disabled in a XCOM Data Transport server by specifying PSO=NO on the XCOMXFER EXEC parameter
only. For more information, see the Default Options Table in CONFIG Member Parameters.

NOTE
PSO is not supported in the XCOMPLEX. The XCOMPLEX Admin Server cannot be used to distribute PSO
transfers requests.

XCOM Data Transport server continually scans the JES output queue. The server scans for files to be sent to any of the
destinations or writers who are defined in the control library. When XCOM Data Transport recognizes work in its serviced
JES destinations or writers, it executes a file transfer to the targeted system.

XCOM Data Transport can scan the JES spool for either a specific destination or an external writer. An external writer can
direct output to a specific printer on a remote system. This action permits a more detailed specification than is available
when using RJE.

You can use the destination parameter PSOWAIT to control whether output is pulled from the JES spool immediately and
held in temporary data sets. Or is allowed to remain on the JES queue until a session is available to transmit it on. For
more information about the use of PSOWAIT, see the topic Using PSOWAIT in this section.

NOTE
PSOWAIT is not a valid option for a TCP/IP transfer.

Overview -- Sending Reports with PSO

XCOM Data Transport for z/OS scans the JES queue automatically for reports to transfer to remote partners. XCOM Data
Transport selects reports either by WRITER or DEST.

Setup

The following criteria are required for setting up XCOM Data Transport to send reports with PSO:

• There must be a destination member of TYPE=DEST defined and enabled for the remote partner. The destination
member must contain one of:
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– DEST=XCOM
– WRITER=XCOM

XCOM represents the dest name or writer name that is specified for the report on the JES Spool. An SNA address,
IP address, or IP name can be specified in the dest member.

• The report must be queued to match the dest or writer name that is specified in the destination member. The report
can be queued using an IEBGENER job or any other program that can queue the reports with the correct WRITER or
DEST.

• If the destination is a TCP/IP destination, then TCPSESS must be set to at least 2.
• Security must permit XCOM Data Transport to access the reports on the spool.

By default, XCOM Data Transport automatically starts a PSO subtask to transfer JES spool files. XCOM Data Transport
queries the JES spool at regular intervals to see if there are any spool files that can be transferred. XCOM Data Transport
uses the number of seconds specified in the JESINTV parameter in XCOMDFLT. If the PSO feature is not being used, the
parameter PSO=NO can be specified on the EXEC PARM statement of the XCOM Data Transport server JCL. This action
prevents the starting of the PSO subtask. This action eliminates the overhead that is associated with checking for spool
files to be transferred.

Report transfers are single-threaded. Only one report is sent to each destination per scan of the spool.

The MAXRPTB parameter in the default table specifies the maximum block size in bytes that XCOM Data Transport uses
to write reports on the spool.

Temporary report data sets are written according to the PSOVOL and PSOUNIT specified in the default table and start
with a high level qualifier specified by PSOPREF in the default table.

If PSOSECUR=YES, EXIT05 is  called.

If the report cannot be delivered, the PSODISP parameter in the default table specifies what happens to the temporary
report data set on the JES Spool. If PSODISP=KEEP, these temporary data sets are retained if there is a problem. If
PSODISP=DELETE, these temporary data sets are deleted if there is a problem and the report must be requeued to try
again.

The PSOCKPT parameter in the default table allows you to specify different checkpoint values for the report transfer.
The default value is 1000. Turn off checkpointing by specifying PSOCKPT=0. You can override the value by specifying
PSOCKPT in the dest member.

Sample JCL to Queue as DEST
//STEP001  EXEC PGM=IEBGENER

//SYSPRINT DD SYSOUT=*

//SYSUT1   DD DSN=XCOM.TEST.TRANSFER,DISP=SHR

//SYSUT2   DD SYSOUT=1,DEST=XCOMABC

//SYSIN    DD DUMMY

Sample DEST Member (DEST)
TYPE=DEST

DEST=XCOMABC

IPNAME=141.202.156.2

Sample JCL to Queue as WRITER
//STEP001  EXEC PGM=IEBGENER

//SYSPRINT DD SYSOUT=A,HOLD=NO

//SYSIN    DD DUMMY

//SYSUT1   DD DSN= XCOM.TEST.TRANSFER,DISP=SHR

//SYSUT2   DD SYSOUT=(A,XCOMABC)
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Sample DEST Member (WRITER)
TYPE=DEST

WRITER=XCOMABC

IPNAME=141.202.156.2

Destination Definitions

Using XCOM Data Transport, you can specify that files appearing in the JES spool are sent automatically to specified
LUs, IP addresses, users, a group, or a list of destinations. A destination can be defined as any of the following:

List
List all destinations in a list. The destinations in the list can be LUs or IP addresses.

Group
The first destination in the group, and if that attempt fails, the second destination in the group, and if that fails, the
third destination, that is, in the order that the destinations have been defined in the group. The destinations in the
group must be LUs.
Group functions as an alias for TCP/IP. Group can be used as a destination, but only one IP destination can be
specified for a group.

User
A specified user who is logged on to XCOM Data Transport.

To send a report, simply create SYSOUT output with a DEST or WRITER that XCOM Data Transport can associate with a
remote system or a user.

Assigning a JES Destination or Writer to a Remote System

The XCOM Data Transport Destination Table associates JES destinations with:

• Remote systems logical unit name
• IP address
• Group of logical units

  This table is created when XCOM Data Transport is installed. The table can be modified at any time by using the XCOM
Data Transport Destination Tables. For more information, see the topic Configuring and Customizing Your Product in the
Administrating section.

You can use JES to create Destination Table entries by updating the JES initiation parameters. According to whether the
host system is running JES2 or JES3. For more information, see JES2 Considerations and JES3 Considerations in this
section.

Using Process SYSOUT with CICS or Other Online Systems

With CICS or other online systems, you can use the direct spool interface in either of two ways:

• Submit jobs through a z/OS internal reader.
• Write to a partitioned transient data set for the JCL to direct to one of the remote destinations. If this method is used to

send multiple files to the same remote destination, the transient data queue must be closed and reopened between the
writing of each file.

Using Process SYSOUT with TSO

TSO users can take advantage of the direct spool interface. Using any command that permits the allocation of a SYSOUT
file to a JES destination. For example, some newer versions of TSO allow specification of the DEST operands with the
ALLOCATE command. On TSO systems with the PRINTOFF command, destinations can be specified on the command
line. TSO users can also requeue a data set to a specific destination.
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Sample z/OS File Transfer to a PC

In this example, the sequential file HOST.SEQ.FILE is sent to a personal computer. The sample destination name is
PCLOBBY.

NOTE
This destination name must be a valid destination name to both XCOM Data Transport and JES.

//MYJOB    JOB   453W,'XCOM DEMO',MSGCLASS=A,CLASS=J

//STEP1    EXEC  PGM=IEBGENER

//SYSPRINT DD    SYSOUT=A

//SYSIN    DD    DUMMY

//SYSUT1   DD    DISP=SHR,DSN=HOST.SEQ.FILE

//SYSUT2   DD    SYSOUT=A,DEST=PCLOBBY

/ *

Sample z/OS File Transfer to an HP OpenVMS

In this example, an application program that is located in New York that sends data directly to an output file. The output
data is transferred to a target HP OpenVMS system. The application program writes an output file to the SYSOUT
destination VMSBOSTN. VMSBOSTN is an HP OpenVMS system that is located in the Boston office. XCOM Data
Transport automatically sends this data to the OpenVMS system.

//OUTBOUND JOB   ER2536,'XCOM DEMO', MSGCLASS=D,MSGLEVEL =1

//STEP1    EXEC  PGM=SERPROG

//STEPLIB  DD    DISP=SHR,DSN=USER.LOADLIB

//DD1      DD    DISP=SHR,DSN=USER.FILE.ONE

//DD2      DD    DISP=SHR,DSN=USER.FILE.TWO

//VMSFILE  DD    SYSOUT=A,DEST=VMSBOSTN

/*

//  

Process SYSOUT Enhancements
This section describes process SYSOUT enhancements that you can use with XCOM Data Transport.

External Writer Support

You can set the WRITER operand equal to the name of an external writer instead of a destination name for when XCOM
Data Transport looks for reports to extract from the JES spool. WRITER can be used with DEST. To use a DEST and
WRITER for a single LU, you must define two groups with different group names for the same LU.

Reasons for Using the External Writer

Reasons to use the external writer include the following:

• You do not need to define external writers to JES.
• Held output is processed immediately.
• External writers can facilitate the replacement of Network Job Entry (NJE) with XCOM Data Transport.
• External writers give you more options when sending output to remote systems. For example, you can link remote host

systems to particular external writers; destination names are passed to the remote host, which then equates them to a
particular printer.
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Sample Scenario

The following scenario illustrates how external writer support can be used.

XCOM Data Transport is directed to transfer SYSOUT between two z/OS hosts (MVS1 and MVS2). Each has an external
writer (also MVS1 and MVS2) predefined by the other host system in their respective XCOM Data Transport Destination
Tables, but not to JES. A problem might arise if a different JES destination (RMT2) on the remote host, other than the
LOCAL predefined destination, was needed.

NOTE
The remote system and a particular destination on it form what is called a compound destination.

In this case, use both JES Destinations and External Writers. Direct XCOM Data Transport to scan for the external writer
name only. When XCOM Data Transport finds work for the external writer (MVS2), it sends it on to MVS2, while informing
MVS2 that the destination name is RMT2. The output created by this JCL on MVS1 is then printed on RMT2 on MVS2:

                                                    MVS1

.....+....1....+....2....+....3....+....4....+....5....+....6....+....7....+....8

          #PSOTAB LU=APPLMVS2,                                                  X

                WRITER=MVS2

//OUTPUT DD SYSOUT=(A,MVS2),DEST=RMT2MVS1

                                                    MVS2

.....+....1....+....2....+....3....+....4....+....5....+....6....+....7....+....8

          #PSOTAB LU=APPLMVS1,                                                  X

                WRITER=MVS1

//OUTPUT DD SYSOUT=(A,MVS1),DEST=RMT2

Routing to a Specific Minicomputer Printer

The following table provides an example of a XCOM Data Transport Destination Table that equates the external writer
name SYSAS400 with a logical unit on an AS/400. XCOM Data Transport extracts this report from the JES spool and
sends it to the AS/400. After the transmission, the report is printed on printer P3 of the AS/400.

//MYJOB    JOB   453W,'XCOM DEMO',MSGCLASS=A,CLASS=J

//STEP1    EXEC  PGM=IEBGENER

//SYSPRINT DD    SYSOUT=A

//SYSIN    DD    DUMMY

//SYSUT1   DD    DISP=SHR, DSN=HOST.SEQ. FILE

//SYSUT2   DD    SYSOUT=(A, SYSAS400),DEST=P3

/*

Using PSOWAIT

The PSOWAIT option can be used to control whether output is taken from the JES spool immediately and held in
temporary data sets (PSOWAIT=NO) or whether output is allowed to remain on the JES spool until a session is available
to transmit it on.

PSOWAIT=NO is the default value. Specify NO if:

• The remote LU is on a leased line.
• There are less than 100 nodes in the Destination Table.
• The destination is an IP address.

PSOWAIT=YES prevents XCOM Data Transport from scanning the JES spool if a session to send the data on does not
exist. To reduce system overhead, specify PSOWAIT=YES if there are more than a 100 nodes in the Destination Table.
Otherwise, specify NO.
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For a description of the PSOWAIT parameter, see the Administrating section.

JES2 Considerations
When you are using JES2, you need to use valid destination names, as described in this section.

Valid Destination Names

JES2 can support thousands of distinct user destinations. Destination names defined in JES2PARM can be changed
to destination names defined in the XCOM Data Transport Destination Table. For example, U123 might be equated to
Boston, U007 to VMSNY, and U2001 to SYSAS400 through JES DESTID statements (in JES2):

DESTID NAME=BOSTON,DEST=U123

DESTID NAME=SYSAS400,DEST=U2001

DESTID NAME=VMSNY,DEST=U007

The DESTID NAME must be a one- to eight-character alphanumeric entry. For more information, see your JES2 Systems
Programming Manual.

JES3 Considerations
When you are using JES3, you need to use valid destination names, as described in this section.

Valid Destination Names

There is no limit on the number of distinct destination names JES3 can support. JES3 also allows destination names to be
specified either directly or generically.

Unlike JES2, JES3 provides no default destinations. Destinations are defined using the RJPWS macro. When RJPWS is
used, the CONSOLE statement is also required.

Destinations are created using the N=name and G=group parameters of the RJWPS statement. The N parameter must
be five characters long. The G parameter can be from one to eight characters long, and defaults to the value of the name
parameter.

If the group name is five or more characters, it is considered to define a generic destination. We recommend using generic
destinations because this approach is likely to significantly decrease the number of times that the JES3 INISH deck must
be updated.

For the exact format of the JES3 definitions (because parameters that are not discussed here may be required for your
particular release of JES3), see the JES3 Systems Program Library Initialization and Tuning manual.

NOTE
XCOM Data Transport does not support RJE remote numbers or NJE node numbers as DESTIDs for either
JES2 or JES3.

Sample Specific Destination Definitions

The following example defines a specific destination called ABCDE and a generic destination with the same name:

RJPWS,N=ABCDE 

CONSOLE,JNAME=ABCDE

The following example defines two specific destinations called XCOM6 and A:

RJPWS,N=XCOM6,G=A

CONSOLE,JNAME=XCOM6
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Sample Generic Destination Definition

The following example defines a specific destination called AAAAA and a generic destination called XCOM6:

RJPWS,N=AAAAA,G=XCOM6

CONSOLE,JNAME=AAAAA

Examples of specific destinations that could all be designated by this one generic destination include XCOM6LU1,
XCOM6ABC, or XCOM6001.

PSOPREF Considerations
The PSO interface uses catalogued data sets as a staging area. This provides a more reliable means of transferring data
than temporary data sets, and also permits PSO transfers to be checkpointed (and restarted) if necessary. The checkpoint
count for PSO transfers, PSOCKPT, is set to 1000 by default. This value can be defined in the XCOM Data Transport
default options table or in the destination members. For PDSE program library transfers, CKPT parameter is used to
indicate the checkpoint value.

PSO data set names and temporary data sets created for PDSE program library transfers are controlled by the PSOPREF
parameter. This parameter specifies the high-level qualifier used by XCOM Data Transport when creating data sets.
XCOM Data Transport then deletes these data sets after a file has been successfully transferred.

Format for PSO Data Set Names

Data sets created by the PSO interface have the following data set name format:

prefix.Dyyddd.Thhmmss.Xnnnnnnn

The parts of the data set name are:

prefix
Specifies the value specified for PSOPREF in the default table

yyddd
Specifies the Julian date when the data set is created

hhmmss
Specifies the time that the data set is created

nnnnnnn
Specifies the decimal number incremented for each PSO transfer

For PDSE Program Library Transfers

Data sets created by the PSO interface for PDSE program library transfers have the following data set name format:

• prefix.Jyyddd.Thhmmss.@nnnnnnn for the initiating side
• prefix.Jyyddd.Rhhmmss.#nnnnnnn for the receiving side

The parts of the data set name are:

prefix
Specifies the value specified for PSOPREF in the default table

yyddd
Specifies the Julian date when the data set is created

hhmmss
Specifies the time that the data set is created
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nnnnnnn
Specifies the request number for each PDSE program library transfer

Determining the User Catalog for the PSO Interface

The high-level qualifier of the prefix specified in the PSOPREF parameter determines the system catalog in which the data
sets created by XCOM Data Transport's PSO interface are to be cataloged. If a user catalog alias has not been created
for this high-level qualifier, the data sets are cataloged in the system's master catalog. Aside from being undesirable in
most cases, this requires MSTRCATU=YES to be specified in the XCOM Data Transport Default Options Table.

You can create a user catalog for the XCOM Data Transport PSO interface data sets by using the DEFINE
USERCATALOG command under TSO or the IDCAMS batch utility program. When this user catalog has been created,
you can use the DEFINE ALIAS command to establish the PSOPREF high-level qualifier as an alias for that user catalog.
XCOM Data Transport's PSO data sets are then be cataloged in the user catalog.

For example, assume that the user catalog CATALOG.XCOM has been created for the XCOM Data Transport PSO data
sets. To establish the high-level qualifier XCOMPSO as an alias for that user catalog, use the following DEFINE ALIAS
command:

DEFINE ALIAS(NAME('XCOMPSO')RELATE('CATALOG.XCOM'))

Operation and Control
This section describes the console commands provided with the XCOM Data Transport for z/OS software:

• Starting the XCOM Data Transport Server
To start the product, you enter START XCOM or S XCOM.

• Starting the XCOMPLEX Admin Server
To start the XCOMPLEX Admin Server, you enter START XCOMAD or S XCOMAD.

• Starting the XCOMPLEX Worker Server
The XCOMPLEX Worker Servers connect to the XCOMPLEX Admin Server automatically if the TYPE=ADMIN
destination member is defined in the XCOMCNTL data set in the server JCL and included in the START member

• Using the MODIFY Commands
Interact with XCOM Data Transport without logging on to ISPF and using the menu interface. These commands use
the same operating system facilities as the regular z/OS MODIFY commands.

Starting the XCOM Data Transport Server
To start XCOM Data Transport, enter one of the following commands on the z/OS console (or any TSO/ISPF or NETVIEW
session) where you are authorized to invoke z/OS system commands:

START XCOM

S XCOM

Several informational messages are displayed when XCOM Data Transport is started as shown in the following example:

XCOMM0672I CA XCOM (TM) DATA TRANSPORT (R) v12     GENERATION LEVEL 0712 SP00

XCOMM0004I    START=$XCMVS4

XCOMM0004I    DFLTAB=XC04B50X

XCOMM0004I    TCPSTACK=

XCOMM0890I zIIP PROCESSING HAS BEEN ENABLED

XCOMM0008I XCOMMVS4 ACB OPENED SUCCESSFULLY

XCOMM0009I COMPILED UNDER VTAM V6 R1 MC   EXECUTING UNDER VTAM V6 R1 MC 5695 117

XCOMM0891I 006 OF 008 STANDARD CPUs ARE ONLINE IN LPAR    

XCOMM0891I 004 OF 004 zIIP     CPUs ARE ONLINE IN LPAR    
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XCOMM0896I zIIP PROCESSING FOR COMPRESSION      IS ENABLED

XCOMM0479I TRANSFER QUEUE IS BEING WARM STARTED

XCOMM0027I ESTAE ROUTINE HAS BEEN ESTABLISHED

XCOMM0037I PSO SUBTASK ATTACHED SUCCESSFULLY

XCOMM0056I CA XCOM(TM) r11.6 (GEN LEVEL 0712 SP00) IS UP AND ACCEPTING LOGONS

XCOMM0056I ON CPU 2097 SERIAL # 01E000 IN 31-BIT MODE MVS SP7.0.9

XCOMM0330I PRIMARY SUBSYSTEM IS JES2

XCOMM0330I PRIMARY SUBSYSTEM IS JES2

IPV6/SSL                            XCOMM0821I STARTING XCOM TCP/IPV6 SSL LISTENER

IPV4/SSL                            XCOMM0806I STARTING XCOM TCP/IP SSL LISTENER

IPV4                                XCOMM0803I STARTING XCOM TCP/IP LISTENER

IPV6                                XCOMM0820I STARTING XCOM TCP/IPV6 LISTENER

After these messages have been displayed, the XCOM Data Transport server begins scanning through the destinations
that the XCOM Data Transport control library specifies. It is also ready to accept incoming requests from remote systems.

While it initializes, XCOM Data Transport issues one XCOMM0559I message for each member that is enabled, as shown
in the following example:

XCOMM0559I  AS400   ENABLED SUCCESSFULLY

XCOMM0559I  MVSPAR  ENABLED  SUCCESSFULLY

NOTE
Specifying an unsupported parameter or an invalid value for a parameter results in the XCOM Data Transport
server terminating. This applies to an EXEC PARM or a Configuration member parameter. A message indicating
which parameter caused termination is displayed in the XCOMINIT log.

Starting the XCOMPLEX Admin Server
Normally, the XCOMPLEX Admin Server is brought up first, then the XCOMPLEX Worker Servers, although this is not
required.

To start a XCOM Data Transport XCOMPLEX Admin Server, enter one of the following commands on the z/OS console
(or any TSO/ISPF or NETVIEW session) where you are authorized to invoke z/OS system commands:

START XCOMAD

S XCOMAD

Many of the messages that are displayed when you start the XCOMPLEX Admin Servers are the same as when
you start a stand-alone server, but the following example shows some of the additional messages you will see. Note
the XCOMM0045I message, which indicates that an XCOMPLEX Worker Server has successfully connected to the
XCOMPLEX Admin Server.

XCOMM0990I ACTUAL XCOMDFLT PARMS:

XCOMM0991I XCOMPLEX=XCOMPLEX_QA

XCOMM0991I WINNERS =000004

XCOMM1196I THE XCOMXADM (ADMIN) SERVER HAS BEEN DEPRECATED AS OF r11.6.           

XCOMM1197I PLEASE CONSULT THE ADMINISTRATION GUIDE FOR INFORMATION REGARDING USING

            PLEXQ FOR XCOMPLEX SERVICES        

XCOMM0008I XCPT     ACB OPENED SUCCESSFULLY

XCOMM0009I COMPILED UNDER VTAM V5 R1 MC - EXECUTING UNDER VTAM V6 R1 MC

           5695-11701-1C0

XCOMM0763I DEFAULT TABLE XCPTDFB5 LOADED. GENERATED 08/19/02 AT 11.56

XCOMM0027I ESTAE ROUTINE HAS BEEN ESTABLISHED

XCOMM0056I CA XCOM (R) v12 (GEN LEVEL 0410 SP00) IS UP AND ACCEPTING LOGONS
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XCOMM0056I ON CPU 2064 SERIAL # 240AA1 IN 31-BIT MODE MVS SP7.0.2

XCOMM1000I CROSS-COUPLING FACILITY LISTENER TASK STARTING

XCOMM1000I STARTING CROSS-SYSTEM COUPLING FACILITY SERVICE TASK

XCOMM0559I XCOMPU   ENABLED  SUCCESSFULLY

XCOMM0559I XCOMPS   ENABLED  SUCCESSFULLY

XCOMM0559I XCOMPV   ENABLED  SUCCESSFULLY

XCOMM0559I XCOMMVS4 ENABLED  SUCCESSFULLY

XCOMM1019I XCF CONNECT STR=XCOMPLEX_QA     , CONN=XCPT    , RC=00000000,

           RSN=00000000, DISP=OLD

XCOMM1020I MAXIMUM SERVERS SUPPORTED=00000061

XCOMM1054I MAXIMUM LIST ENTRIES SUPPORTED=00001673

XCOMM1017I XCF READING MASTER ENTRY FROM LIST #0000

XCOMM1013I XCF REQ=READ             RC=00000000 REASON=00000000 LIST=0000

           ENTRY=XCOMPLEX_QA

XCOMM1022I LOCATING SERVER ENTRY IN LIST #0000

XCOMM1026I UPDATING MASTER ENTRY IN LIST #0000

XCOMM1013I XCF REQ=WRITE            RC=00000000 REASON=00000000 LIST=0000

           ENTRY=XCOMPLEX_QA

XCOMM1028I ADDING SERVER ENTRY FOR NODE (XCPT    ) WHICH IS USING LIST #0002

XCOMM1013I XCF REQ=LOCK  (SET)      RC=00000000 REASON=00000000 LIST=0002

XCOMM1013I XCF REQ=WRITE            RC=00000000 REASON=00000000 LIST=0000 ENTRY=

XCOMM1055I CLEARING LIST #0063 FOR USE BY NODE(XCPT    )

XCOMM1013I XCF REQ=DELETE_MULT      RC=00000000 REASON=00000000 LIST=0063

XCOMM1013I XCF REQ=MONITOR_LIST     RC=00000000 REASON=00000000 LIST=0063

XCOMM1013I XCF REQ=LOCK  (RESET)    RC=00000000 REASON=00000000 LIST=0002

XCOMM0719I SESSION ESTABLISHED WITH PLU=XCOMMVS4, MODE=SNASVCMG, CID=04000061,

           DEST=XCOMMVS4, SRUSIZE=00256, RRUSIZE=00256

XCOMM0618I REMOTE   CNOS REQUEST PROCESSED SUCCESSFULLY

XCOMM0451I XCOMMVS4 NOW CONNECTED TO XCOMPLEX Admin Server XCPT

XCOMM0719I SESSION ESTABLISHED WITH PLU=XCPV    , MODE=SNASVCMG, CID=3800000E,

           DEST=XCOMPV  , SRUSIZE=00256, RRUSIZE=00256

XCOMM0618I REMOTE   CNOS REQUEST PROCESSED SUCCESSFULLY

XCOMM0451I XCOMPV   NOW CONNECTED TO XCOMPLEX Admin Server XCPT

NOTE
Specifying an unsupported parameter or an invalid value for a parameter results in the XCOM Data Transport
admin server terminating. This applies to an EXEC PARM or a Configuration member parameter. A message
indicating which parameter caused termination is displayed in the XCOMINIT log.

Starting the XCOMPLEX Worker Server
Normally the XCOMPLEX Admin Server is brought up first, then the XCOMPLEX Worker Servers, although this is not a
requirement.

The XCOMPLEX Worker Servers connect to the XCOMPLEX Admin Server automatically if the TYPE=ADMIN destination
member is defined in the XCOMCNTL data set in the server JCL and included in the START member. If the XCOMPLEX
Admin Server is not up when the XCOMPLEX Worker Server is brought up, the XCOMPLEX Worker Server retries the
connection every 2 minutes for up to an hour. The connection can also be made manually by enabling the dest member
for the XCOMPLEX Admin Server and issuing a CNOS modify command to the XCOMPLEX Admin Server.

To start a XCOM Data Transport XCOMPLEX Worker Server, enter one of the following commands on the z/OS console
(or any TSO/ISPF or NETVIEW session) where you are authorized to invoke z/OS system commands:

START XCOMA
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S XCOMA

Several informational messages are displayed when XCOM Data Transport is started, as shown in the following example:

XCOMM1000I STARTING CROSS-SYSTEM COUPLING FACILITY SERVICE TASK

XCOMM0330I PRIMARY SUBSYSTEM IS JES2

XCOMM0056I CA XCOM (R) v12 (GEN LEVEL 0410 SP00) IS UP AND ACCEPTING LOGONS

XCOMM0056I ON CPU 2064 SERIAL # 240AA1 IN 31-BIT MODE MVS SP7.0.2

XCOMM0803I STARTING XCOM TCP/IP LISTENER

XCOMM1019I XCF CONNECT STR=XCOMPLEX_QA  , CONN=XCPS, RC=00000000,  RSN=00000000, DISP=OLD

XCOMM1020I MAXIMUM SERVERS SUPPORTED=00000061

XCOMM1054I MAXIMUM LIST ENTRIES SUPPORTED=00001673

XCOMM1017I XCF READING MASTER ENTRY FROM LIST #0000

XCOMM1013I XCF REQ=READ             RC=00000000 REASON=00000000 LIST=0000 ENTRY=XCOMPLEX_QA

XCOMM1022I LOCATING SERVER ENTRY IN LIST #0000

XCOMM1026I UPDATING MASTER ENTRY IN LIST #0000

XCOMM1013I XCF REQ=WRITE            RC=00000000 REASON=00000000 LIST=0000 ENTRY=XCOMPLEX_QA

XCOMM1028I ADDING SERVER ENTRY FOR NODE (XCPS    ) WHICH IS USING LIST #0005

XCOMM1013I XCF REQ=LOCK  (SET)      RC=00000000 REASON=00000000 LIST=0005

XCOMM1013I XCF REQ=WRITE            RC=00000000 REASON=00000000 LIST=0000 ENTRY=

XCOMM1013I XCF REQ=MONITOR_LIST     RC=00000000 REASON=00000000 LIST=0005

XCOMM1013I XCF REQ=LOCK  (RESET)    RC=00000000 REASON=00000000 LIST=0005

XCOMM1005I XCOMPLEX SERVICES ENABLED FOR NODE (XCPS    )

XCOMM0788I XCOM TCP/IP LISTENER ACTIVE ON PORT 8046, IP ADDRESS =

XCOMM1000I CROSS-COUPLING FACILITY LISTENER TASK STARTING

NOTE
Specifying an unsupported parameter or an invalid value for a parameter results in the XCOM Data Transport
worker server terminating. This applies to an EXEC PARM or a Configuration member parameter. A message
indicating which parameter caused termination is displayed in the XCOMINIT log.

Using the MODIFY Commands
The XCOM Data Transport MODIFY commands let you interact with the product without logging on to ISPF and using the
menu interface.

These commands use the same operating system facilities as the regular z/OS MODIFY commands.

Each XCOM Data Transport operator command is secured through a security call. To see the access levels and complete
resource names for each command, see Operator Commands and Their Security Calls.

MODIFY Command Format

The MODIFY commands have the following format:

{F|MODIFY} procname,command[,operand1[,operand2]] 

F | MODIFY
Identifies the subsequent string of comma-separated tokens as a MODIFY command.

procname
Specifies the name of the XCOM Data Transport server, XCOMPLEX worker server, or XCOMPLEX admin server.

command
Specifies the command to perform.
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operand1,operand2
Specifies the first and second operand that qualify the MODIFY command. The number of operands that must be
specified depends on the command.

NOTE
If you use NETVIEW, you can enter XCOM Data Transport commands through NETVIEW by prefacing
the command with MVS. See the following example:
MVS F XCOM,DIS,destname

Notational Conventions

The following notational conventions are used in the MODIFY commands:

UPPERCASE Indicates a literal. Enter the literal exactly as shown. In the preceding example, enter F XCOM exactly as
shown.

lowercase italics Indicates a variable. Replace the variable with an appropriate value.
MIXed CASe Can be entered in one of two ways:

• In the long form, by spelling out the item in uppercase. For example, the long form of ACTivate is
ACTIVATE.

• In the short form, by using only the capitalized letters. For example, the short form of ACTivate is ACT.

n Indicates a numeric variable. For example, n represents any number from 0 through 9 and nn is any
number from 00 through 99.

Items separated by | Indicates that the items are alternatives. Choose one of the items.
{Items in braces} Indicates required items.

[Items in brackets] Indicates optional items. Specify one, more, or none of the items in brackets.

ACTIVATE Command

The ACTIVATE command starts a single session with the specified logical unit (LU). If the LU is not available, the request
is queued. If a session has already been established with the LU, an error message is displayed. If this command is
entered without an LU name, an error message is displayed.

The ACTIVATE command does not work for an LU that is defined for parallel sessions. For those LUs, use the CNOS
command.

The ACTIVATE command is not used for TCP/IP destinations.

This command has the following format:

F XCOM,ACTivate,destname

destname
Specifies the LU to activate. Do not specify a group name, because XCOM Data Transport interprets this name as
an individual LU name.

ALTER Command

The ALTER command alters the date, time, scheduling priorities, and execution priorities.

Give small file transfers a higher execution priority than large transmissions to enhance processing efficiency. You can
change the execution priority during the transmission.

This command has the following format:

F XCOM,ALTER,nnnnnn,

{{DATE[,yyyymmdd|yyddd]|TIME[,hhmm]}|{SPRTY[,nnn]|EPRTY[,nnn]}}
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nnnnnn
Specifies the request number of the file transfer to alter.

DATE
Alters the starting date of the file transfer. Code the new starting date in one of the following formats:

• yyyymmdd

• yyyy is a four-digit designation for the year (for example, 2022).
• mm is a two-digit designation for the month (for example, 10 for October).
• dd is a two-digit number from 01 through 31 to specify the day of the month.

For example, to change the start date for request 1084 to June 1, 2022, specify the following command:
/F XCOM,ALTER,1084,DATE,20220601

• yyddd (Julian date)

• yy is a two-digit designation for a year (for example, 02)
• ddd is a three-digit number in the range 001 through 366, designating a day of the year

For example, to change the start date for request 1084 to February 1, 2009 (the 32nd day of 2009), specify the
following command:
/F XCOM,ALTER,1084,DATE,09032

If you do not specify a date, the default value is used.
Default: Current date

TIME
Alters the starting time of the file transfer.
Use the hhmm operand to specify the execution priority. If you do not specify a priority, the default value is used.
Default: 0000 (midnight)

SPRTY
Alters the scheduling priority of the file transfer. If several transfers are scheduled to occur simultaneously, they
are initiated in order of their priority numbers.
Use the nnn operand to specify the execution priority. If you do not specify a priority, the default value is used.
Default: 16
Range: 1 through 255

EPRTY
Alters the execution priority of the file transfer. If several transfers are active simultaneously, the processing
priority is given to the transfer with the highest execution priority.
Use the nnn operand to specify the execution priority. If you do not specify a priority, the default value is used.
Default: 16
Range: 1 through 255

CANCEL Command

The CANCEL command cancels an active session.

If no operand is coded following the destname or * and the transfer is active on the session, the session is canceled
when the transfer completes.

For IMMED and SUSPEND, if checkpointing is active for the transfer, it is restarted from the most recent checkpoint.

This command has the following format:

F XCOM,CANCEL,{*|destname}[,Immed|Purge|SUSPend]

* (asterisk)
Cancels all active sessions.
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destname
Cancels the session with the specified XCOM Data Transport partner (destination). The partner name
(destname) must match the partner name in the DISPLAY command. Specify the partner by using an SNA LU
name, a TCP/IP name, or a TCP/IP address.

IMMED
Cancels the session immediately and interrupts and requeues the transfer. If GETSESS=YES is specified, or if
the session becomes available and GETSESS=YES is not specified, the session is automatically retried after the
error interval expires.

PURGE
Cancels the session immediately and aborts the transfer. The transfer is terminated unconditionally. The transfer
cannot be restarted but must be rescheduled from the beginning.

SUSPEND
Cancels the session immediately and interrupts and suspends the transfer. The transfer remains suspended until
it is reactivated with the RESUME command.

CNOS Command

The CNOS command starts an SNA parallel session with the specified logical unit (LU).

XCOM Data Transport attempts to initiate the Change Number of Sessions (CNOS) conversation with the partner LU only
when the specified control library member is enabled.

When WINNERS or LOSERS are specified, the group is updated with the necessary parameters. XCOM Data Transport
then attempts to initiate the CNOS conversation with the partner LU.

The CNOS command cannot be used with single-session SNA LUs or with TCP/IP destinations.

XCOMPLEX Admin Server uses CNOS to establish a connection with the XCOMPLEX Worker Server where a physical
CNOS is necessary.

This command has the following format:

F XCOM,CNOS,membername,WINNERS=nnn,LOSERS=nnn

membername
Specifies the control library member containing the definition of the partner LU.
Range: Up to eight alphanumeric characters

WINNERS
Specifies the number of contention winner sessions for an LU/mode pair. For this operand to be valid,
PARSESS=YES must be coded in the control library member.
Range: 0 through 127
Default: Current value

LOSERS
Specifies the number of contention loser sessions for an LU/mode pair. For this operand to be valid,
PARSESS=YES must be coded in the control library member.
Range: 0 through 127
Default: Current value

COPYHIST Command

This command copies the current contents of the XCOMHOVR overflow data set to another data set and clears the data
set. This function allows the overflow data set to remain available to XCOM Data Transport.

This command has the following format:
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F XCOM,COPYHIST,dataset-name

dataset-name
Specifies the name of the new data set to create. XCOM Data Transport defines the DCB. If the data set already
exists, XCOM Data Transport fails the command and it does not overwrite the data set.

DELETE Command

The DELETE command deletes a transfer request from the pending queue. If the transfer is active, this command has no
effect.

This command has the following format:

F XCOM,DELete,nnnnnn

nnnnnn
Specifies the request number of the transfer request to delete.
Range: Up to six digits

DFLT Command

The DFLT command dynamically overrides default table parameters that have been defined in the Default Options Table.
The new parameter value is used until XCOM Data Transport is stopped and restarted. You can use the INQ command to
display the current parameter values.

This command has the following format:

F XCOM,DFLT,{operand},new_value

The operands for the DFLT command follow. For more details about each one, see CONFIG Member Parameters.

AGE
Specifies the length, in days, of the queue-purging interval that is applied to locally initiated transfer requests.

ALLOC
Specifies the default type of space allocation for file transfers to a new data set.

AVGREC
Specifies the multiplier for primary and secondary allocation units when they are allocated based on the number
of records.

BANNER
Specifies whether XCOM Data Transport creates a banner page when it transfers a report.

CATALOG
Specifies whether XCOM Data Transport catalogs any new data sets that it creates.

CKPT
Specifies the interval between checkpoints that are taken during a file transfer.

CLASS
Specifies the default SYSOUT class that is assigned to an incoming report when the remote system does not
provide one.

CMPRS_PDS_ALLOW
Specifies whether to allow PDS compression.

CMPRS_SYSOUT_CL
Specifies a PDS compression SYSOUT class.
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COMPNEG
Specifies whether to allow compression negotiation, and if so, which compression algorithm to use as a
substitute.

COMPRESS_ALLOWED
Specifies the compression methods that this local server is allowed to use.

CONTIG
Specifies the contiguous space allocation.

CREATEDELETE or CREDL
Specifies whether to permit the CREATEDELETE transfer (SYSIN01) parameter.

CREATEDELOVRD
Specifies whether to allow a CREATEDELETE to occur when the target data set has an expiration date (EXPDT)
and it has not yet expired.

CRUSSDIR
Specifies whether XCOM Data Transport is allowed to create a USS directory when FILEOPT=CREATE and the
directory does not exist.

DEALLOCMSG
Specifies whether to wait until the received file is deallocated before issuing messages XCOMM0147I
and XCOMM0367I.

DEFAULT_DELIM
Specifies an optional encoding on which the specified DEFAULT_CHARSET is based.

DIR
Specifies the number of PDS directory blocks to allocate for file transfers to new data sets.

DLOGMOD
Specifies the source of the logon mode name to use when XCOM Data Transport initiates a session to a remote
LU.

DOMAIN
Identifies the Windows domain server that validates the remote user ID and password.

DROPSESS
Specifies whether to drop an LU-LU session when a scheduled file transfer finishes.

DUMPCL
Specifies the SYSOUT class for creating diagnostic dumps.

DYNALMNT
Specifies whether to allow the mounting of a tape or DASD volume while a data set is being allocated
dynamically.

EATTR
Specifies whether the data set can have extended attributes when it is allocated on an Extended Address Volume
(EAV).

EDESC
Specifies the 16 bits (in hexadecimal) of an MVS message descriptor code.

EROUT
Specifies the 16 bits (in hexadecimal) of MVS console routing codes for error messages ending with E.

ERRINTV
Specifies the interval, in minutes, at which XCOM Data Transport resets error flags on the pending request queue
and retries the session.
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FACILITY
Specifies the security resource class that validates the target partner of a transfer request with the security
software.

FERL
Specifies the number of times to retry a transfer after certain file errors or file allocation errors.

GETSESS
Specifies how to establish a session with a remote LU.

IDESC
Specifies the 16 bits (coded in hexadecimal) of an MVS message descriptor code.

IPPORT
Specifies the default TCP/IP target port.

IROUT
Specifies the 16 bits (coded in hexadecimal) of an MVS console routing code.

JESINTV
Specifies the interval, in seconds, at which the XCOM Data Transport server scans the JES spool for output that
is directed to the destinations and writers that are specified in the hlq.CIN31CTL destination members.

LCLNTFYL
Specifies the local notification level for transfers that are initiated from the XCOM Data Transport server.

LDATACLS
Specifies the data class for allocating new SMS-managed data sets, when the partner does not specify the name.

LDSNLRECL
Specifies the default LRECL for data sets that use record allocation.

LIBNEG
Specifies whether a sequential data set on the target can receive multiple members of a source PDS.

LMGMTCLS
Specifies the management class for allocating new SMS-managed data sets when the partner does not specify
the name.

LOG
Specifies whether to write to the transfer log.

LOGCL
Specifies the JES SYSOUT class for the XCOM Data Transport transfer log.

LOGDEST
Specifies the JES destination for the XCOM Data Transport transfer log.

LOGMODE
Specifies the VTAM log mode name to use when DLOGMOD=XCOM is specified and no destination member is
enabled for the LU that is being activated.

LOSERS
Specifies the default number of contention loser sessions for LUs that support parallel sessions.

LOWERCASE_PSWD
Specifies whether to translate the password to upper case.

LSTORCLS
Specifies the storage class for new SMS-managed data sets when the partner does not specify the name.

LU6ABND
Specifies how to handle an active conversation when a 0864 VTAM sense code is received.
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MAXDEL
Specifies the maximum number of concurrently active delete requests.

MAXLOC
Specifies the maximum number of locally initiated transfers.

MAXMOUNTWAIT
Specifies the maximum time to wait for a device mount (for example, for a tape or disk) to be performed.

MAXPACK
Specifies the maximum packing length in bytes when PACK=LENGTH is specified.

MAXRPTB
Specifies the maximum block size in bytes for reports that are written to the JES SYSOUT queues.

MAXREM
Specifies the maximum number of remotely initiated transfers.

MAXTASK
Specifies the maximum number of concurrent transfers.

MSGFMT
Specifies the placement of the message ID when XCOM Data Transport messages appear on the system
console.

NTFYTPN
Specifies the name of the CICS transaction to start by using an LU 6.2 ALLOCATE verb when an XCOM Data
Transport request specifies NOTIFY=CICS.

OPERLIM
Specifies the maximum number of transfer requests to display in the following cases:

• On the TSO/ISPF screen of the remote system
• In response to a TYPE=HISTORY request

PRI
Specifies the primary space allocation.

PSOCKPT
Specifies the interval between checkpoints that are taken during a Process SYSOUT (PSO) transfer.

PSODISP
Specifies the disposition of a PSO data set.

PSOPREF
Specifies the high-level qualifier for the PSO interface when temporary data sets are allocated. PDSE program
library transfers also use this value when they create temporary data sets.

PSOUNIT
Specifies the generic unit name that the PSO interface uses when allocating temporary data sets.

PSOVOL
Specifies the DASD volume that the PSO interface uses when allocating temporary data sets.

RCALPROC
Specifies the name of an external procedure that recalls archived data sets.

RELEASE
Specifies whether the remote partner releases unused DASD space when creating a file.

REMAGE
Specifies the queue purging interval, in days, for remotely initiated transfer requests.
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REPCR
Specifies whether XCOM Data Transport attempts a CREATE when it receives a transfer with FILEOPT=ADD|
REPLACE and the data set does not exist.

RMTNTFYL
Specifies the remote notification level for transfers from the XCOM Data Transport server.

ROSPROC
Specifies the Roscoe started task or job that receives notifications when file transfers finish.

ROUND
Specifies whether to use round space allocation.

SEC
Specifies the default amount of secondary space that is allocated to new data sets in the units that the ALLOC
parameter specifies.

SECURE_SOCKET
Specifies whether transfers use SSL/TLS sockets or non-SSL/TLS sockets.

SERL
(SNA transfers only) Specifies the number of times to try establishing a session with the partner LU after the first
attempt fails.

SSL_VERSION
This parameter has been deprecated. If you specify SSL_VERSION anywhere it is ignored. IBM System SSL is
used to satisfy all calls for secure socket communication.

SUP_ALLOC_INFO
Specifies whether to write dynamic allocation informational messages (IGDnnnI) in the job log. These messages
to appear in the JESYSMSG data set, regardless of the SUP_ALLOC_INFO setting.

SWAIT
Specifies the number of seconds to wait for a request to establish a session after the request is queued.

SUPPLIST
Specifies whether to suppress XCOMM0397I and XCOMM0398I messages when processing transfers of PDS or
PDSE members.

SYSID
Specifies the system ID. SYSID and SYSNAME together provide a unique system identifier.
Range: 1 to 4 characters

SYSNAME
Specifies the system name. SYSID and SYSNAME together provide a unique system identifier.
Range: 1 to 8 characters

TCPSESS
Specifies the maximum number of concurrent locally initiated TCP/IP transfers to any one partner.

TCPSOCKD
(TCP/IP Socket option TCP_NODELAY, for TCP/IP transfers only) Specifies whether to use the Nagle algorithm
for send coalescing.

TRANSFERS_ALLOWED
Specifies the types of transfers that the server can process.

TCPSRCVB
(TCP/IP Socket option SO_RCVBUF, for TCP/IP transfers only) Specifies the buffer size for receives.

TCPSSNDB
(TCP/IP Socket option SO_SNDBUF, for TCP/IP transfers only) Specifies the buffer size for sends.
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TCPTBUF
(TCP/IP transfers only) Specifies the internal buffer size for sends and receives.

TCPTCHKF
(TCP/IP transfers only) Specifies the interval at which XCOM Data Transport checks for incoming error
information when sending data.

TCPTTIME
(TCP/IP transfers only) Specifies the maximum time to wait, in seconds, for a partner to terminate TCP/IP
communications.

TERL
Specifies the number of file allocation errors, VTAM errors, and retries that are permitted when attempting to
establish a TCP/IP session. When the specified number is reached, the transfer is terminated.

TIMEOUT
Specifies the maximum time, in seconds, that XCOM Data Transport waits for a VTAM or TCP/IP response before
aborting a session with a partner.

UMASK
Sets the permissions for a file when it is created on a UNIX system.

UNIT
Specifies the default unit name when allocating new data sets.

USERD
Specifies system-wide user data to include in the logging information for file transfers that the system initiated.

VERL
Specifies the number of times to retry a file transfer that receives a network error.

VOL
Specifies the default volume serial number to use when allocating new data sets.

WINNERS
Specifies the maximum number of contention winners for parallel session partners.

DISABLE Command

The DISABLE command disables an XCOM Data Transport control library member, allowing you to change parameters in
the control library and then enable the member again. The XCOMPLEX Admin Server can use the DISABLE command.

This command has the following format:

F XCOM,DISAble,membername{,ALL|FORCE|FORCEALL}

membername
Specifies the control library member to disable.
Range: Up to eight alphanumeric characters

ALL
Disables all lists in the specified superlist. This operand is valid only with a superlist.

FORCE
Disables the specified superlist, but not the individual lists in the superlist. This operand is valid only with a
superlist.

FORCEALL
Disables a superlist that is named in another superlist, and all individual lists that are named in the superlist. This
operand is valid only with a superlist.

Suppose that you have defined the following superlists:
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• Member NJTRI:
TYPE=SUPERLIST

        LIST=NJ,PA

        LIST=NY

• Member EAST:
TYPE=SUPERLIST

        LIST=DE

        LIST=NJTRI,MA

The following examples show how you can use the DISABLE command with these superlists.

• Disable EAST and all LIST members that were enabled automatically when ENABLE EAST was issued:
F XCOM,DISABLE EAST{,ALL|FORCE|FORCEALL}

F XCOM,DISABLE EAST

• Disable all LIST members that are named EAST. Because EAST specifies NJTRI, all members that are named in
NJTRI are disabled as will NJTRI.
F XCOM,DISABLE EAST,ALL

• Because NJTRI is named in the member EAST, you cannot disable it without also specifying the FORCE parameter:
F XCOM,DISABLE NJTRI,FORCE

• Because NJ, PA, and NY are named in the member NJTRI, you cannot disable them without specifying the
FORCEALL parameter:
F XCOM,DISABLE NJTRI,FORCEALL

DISPLAY Command

The DISPLAY command displays information about established sessions involving the local system, even if they are
currently idle. The command also displays the associated partner logical unit, whether it is currently sending or receiving,
and the number of records that have been transferred so far. If this system is an intermediary system in an active indirect
file transfer, this session is also displayed. Repeating the DISPLAY command several times and tracking the record count
allows you to see whether a transfer is proceeding.

This command has the following format:

F XCOM,DISplay,[destname]

destname
Specifies the destination for which to display session information. The destination can be specified with a valid
SNA LU name, a TCP/IP name, or a TCP/IP address. For information about all active sessions running under this
started task, omit this operand.

DUMP Command

The DUMP command dumps the control blocks for a XCOM Data Transport partner.

The dump output is sent to one of two places:

• The DUMPCL SYSOUT class that is defined in the XCOM Data Transport Default Options Table
• An override value that is specified in the EXEC PARM parameter of the XCOM Data Transport started task.

This command has the following format:

F XCOM,DUMP,destname

destname
Specifies the partner. The partner name must match the one that is shown by the DISPLAY command. The
destination can be specified with an SNA LU name, a TCP/IP name, or a TCP/IP address.
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DUMPXCF Command

The DUMPXCF command takes an SVC dump of the XCOM Data Transport coupling facility area and dumps the entire
XCOMPLEX structure.

IMPORTANT
The DUMPXCF command is for XCOMPLEX Worker Server and XCOMPLEX Admin Server only. Only use this
command under the direction of Broadcom Support.

This command has the following format:

F XCOM,DUMPXCF

ENABLE Command

The ENABLE command enables a XCOM Data Transport control library member. The control library
contains configuration definitions for XCOM Data Transport partner destinations, distribution lists, and
customized code page conversion tables. To alter an existing definition, edit the control library PDS member,
issue a DISABLE command for that member, and then issue the ENABLE command.

The LIST command is used to display an enabled control library member. If you want the member to be enabled when
XCOM Data Transport is started, add the member name to the XCOM Data Transport startup list member. The default
name of the startup list member is XCOMSTRT. Another name can be specified on the START parameter in the XCOM
Data Transport Default Options Table or in the EXEC statement of the XCOM Data Transport startup JCL.

The XCOMPLEX Admin Server uses the ENABLE command.

This command has the following format:

F XCOM,ENAble,membername

membername
Specifies the control library member to enable.
Range: Up to eight characters

EXIT Command

The EXIT command executes a user-written XCOM Data Transport exit routine.

This command has the following format:

F XCOM,EXIT,userdata

userdata
Specifies the data to pass to the XCOMEX09 routine.
Range: Up to 8 bytes

HOLD Command

The HOLD command holds a pending file transfer request. If the specified file transfer has already started, this command
is ignored.

To release a previously held request, use the RELEASE command.

This command has the following format:

F XCOM,HOLD,nnnnnn

nnnnnn
Specifies the transfer request to hold.
Range: 0 through 999999
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INFO Command

The INFO command displays a summary of statistical information for the current execution of the XCOM Data Transport
server. This command displays the same statistical information that is displayed during the server termination. This
information includes task-level high-water marks, storage usage, RRDS data set usage, and how many times the
configured task level maximums were reached. Use this information to tune the XCOM Data Transport server for optimal
performance.

This command has the following format:

F XCOM,INFO

INQ Command

The INQ command displays the current parameter definitions for MAXTASK, MAXLOC, MAXREM, and TCPSESS, or all
parameter definitions.

The initial values of the MAXTASK, MAXLOC, MAXREM, and TCPSESS parameters are defined in the XCOM Data
Transport Default Options Table. These values can be altered by using the DFLT command.

This command has the following format:

F XCOM,INQ,{MAX|DFLT}

MAX
Displays the current values for MAXTASK, MAXLOC, MAXREM, and TCPSESS.

DFLT
Displays the current values for all XCOMDFLT parameters that are currently in use by the XCOM Data Transport
server.

LIST Command

The LIST command displays all information pertaining to a XCOM Data Transport control library member. An asterisk (*)
next to any displayed value indicates that the value is taken from the Default Options Table.

The LIST command cannot be used for Custom Code Page Conversion Tables (TYPE=CONVERT).

This command has the following format:

F XCOM,LIST,membername{,ALL}

membername
Specifies the control library member to display. You can use a wildcard character (*) as the last character in the
member parameter field to display multiple members. You can also specify a predefined distribution superlist.

WARNING
Be careful when using wildcards or superlists. If many members match your selection criteria, the
displays can be very large.

Range: Up to eight alphanumeric characters
ALL

Displays each list in the specified superlist. This operand is valid only with a superlist.

LOGFREE Command

The LOGFREE command frees the XCOM Data Transport log for printing. This command closes and deallocates the
current logging data set, then dynamically allocates and opens the new logging data set. This command allows you to
review the log contents while XCOM Data Transport is active.
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This command has the following format:

F XCOM,LOGFREE

NOTRACE Command

The NOTRACE command deactivates the trace function.

This command has the following format:

F XCOM,NOTRACE[,{*|luname|ipname}]

* (asterisk)
Deactivates all active traces. F XCOM,NOTRACE,*, and F XCOM,NOTRACE have the same result.

luname
Deactivates the trace for the specified LU. This operand is invalid in the TCP/IP protocol environment.
Range: Up to eight alphanumeric characters
When the trace is closed, z/OS creates a spin-off data set that prints when the SYSOUT file is closed. The file is
closed and dynamically deallocated when NOTRACE, * is specified or when there are no longer any active traces.
(Use the TRACE command to activate traces.)

ipname
Deactivates the trace for the specified IP name or IP address.

NOXTRACE Command

The NOXTRACE command deactivates the trace function. This command is for the XCOMPLEX Worker Server or
XCOMPLEX Admin Server only.

This command has the following format:

F XCOM,NOXTRACE

NSASTAT Command

The NSASTAT command provides the following usage statistics for Broadcom Support:
#NSA

Indicates the number of elements in the Network Session Anchor (NSA) Block chain.
#NSAX

Indicates the number of free elements in the NSA chain.
#NSAI

Indicates the number of inactive elements in the NSA chain.
#NSAA

Indicates the number of active elements in the NSA chain.
#NSAR

Indicates the number of elements in the dispatch chain.
#LCUR

Indicates the number of locally initiated elements that are currently active.
#LMAX

Indicates the peak number of locally initiated elements.
#RCUR

Indicates the number of remotely initiated elements that are currently active.
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#RMAX
Indicates the peak number of remotely initiated elements.

This command has the following format:

F XCOM,NSASTAT

PING Command

The PING command determines whether a remote XCOM server is available for connection. If the remote server is
available, its Release, System Name, and System ID are displayed.

This command has the following format:

F XCOM,PING,destname,[SNA|port],[IPV4|IPV6|SSL|SSLIPV6]

destname
Specifies the XCOM server to ping for a connection. You can specify the server with an SNA LU name, a TCP/IP
name, or a TCP/IP address.

SNA
Indicates that the destname is an SNA LU name.

port
Indicates that the destname is a TCP/IP name or address. If a port is not specified, the default target port from
the default table or configuration file is used.

IPV4|IPV6|SSL|SSLIPV6
Specifies the protocol that the port uses. This option is required only for a ping request to an IPV4, IPV6, SSL, or
SSLIPV6 port.

PLEXQ Command

The PLEXQ command displays and manages the PLEXQ group connections for a server.

This command has the following format:

F XCOM,PLEXQ,QUERY

F XCOM,PLEXQ,JOIN,group

F XCOM,PLEXQ,LEAVE,group

QUERY
Displays the connection for PLEXQ groups to which this server is connected, or to the one group specified.

JOIN,group
Establishes a connection to the specified PLEXQ group.

LEAVE,group
Terminates the connection to the specified PLEXQ group.

RELEASE Command

The RELEASE command releases a held file transfer.

This command has the following format:

F XCOM,RELEASE,nnnnnn

nnnnnn
Specifies the request number of the transfer to release.
Range: 0 through 999999
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RESET Command

The RESET command resets any error flags.

All error flags are automatically reset by XCOM Data Transport at a set interval. This interval is specified by the ERRINTV
parameter in the Default Options Table. The default interval is 7 minutes. If a transfer fails with a retryable error and the
conditions that caused the failure are corrected, the RESET command to retry the transfer before the error reset interval
expires. Before you issue the RESET command, use the SHOW command to verify that the status is NET-ERR or REM
SUSP. Also use the SHOW command to determine the correct value to use for the destination name.

This command has the following format:

F XCOM,RESet,{*|destname}

* (asterisk)
Resets all error flags for all transfer requests.

destname
Specifies the destination for which to reset the error flag. You can specify the destination as an SNA LU name, a
TCP/IP name, or a TCP/IP address.
Range: Up to eight alphanumeric characters

RESUME Command

The RESUME command resumes a suspended file transfer. The transfer is resumed from the last checkpoint that was
taken when it was suspended.

This command has the following format:

F XCOM,RESUMe,nnnnnn

nnnnnn
Specifies the request number of the transfer to resume.
Range: 0 through 999999

RSHOW Command

The RSHOW command displays information about remotely initiated transfers. The command output displays the active
requests and the interrupted requests that are eligible to be restarted. For example, requests that have not yet been
completed, purged, or aged off the queue.

If you specify RSHOW without an operand, it displays all remotely initiated transfer requests.

WARNING
In large networks with a large number of queued transfers, the output of this command can exhaust your WTO
buffers.

This command has the following format:

F XCOM,RSHOW[,nnnnnn|destname]

nnnnnn
Specifies the request number of the remotely initiated transfer to display.

destname
Specifies a destination. When this operand is specified, all remotely initiated transfers for that destination are
displayed. You can specify the destination as an SNA LU name, a TCP/IP name, or a TCP/IP address.
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SAVE Command

The SAVE command creates or replaces the TYPE=CONFIG member in the first data set of the XCOMCNTL DD
concatenation.

WARNING
The TYPE=CONFIG member that the SAVE command creates contains all active parameters in the server
at the time the SAVE command is issued. The automatically created TYPE=CONFIG member contains only
the parameter values that are defined in the Default Options Table. A TYPE=CONFIG member is saved
when a server is started with a DFLTAB parameter and the XCOMCNTL DD concatenation does not have a
TYPE=CONFIG member with the same name. This feature is a migration assistance tool that is provided as part
of XCOM Data Transport r11.6.

This command has the following format:

F XCOM,SAVE,*|member[,REPLACE]

* | member
Specifies the TYPE=CONFIG member to save or replace. A value of * replaces the active TYPE=CONFIG
member in the XCOM Data Transport server. As an example, the value of either the DFLTAB or the CONFIG
startup parameter. A member name must be specified.

REPLACE
Replaces the specified member. Use this operand when you specify a member that already exists. If you do not,
the SAVE command fails.

SHOW Command

The SHOW command displays information the following information about locally initiated file transfer requests:

• Requests that are scheduled but not yet started
• Active requests
• Requests that were interrupted but are eligible to be restarted. For example, requests that have not yet been

completed, purged, or aged off the queue.

WARNING
In large networks with a large number of queued transfers, the output of this command can exhaust your WTO
buffers.

If you specify SHOW without an operand, it displays all locally initiated file transfer requests. However, more information is
displayed for a transfer that is selected individually than when showing all transfers.

This command has the following format:

F XCOM,SHOW[,nnnnnn|destname]

nnnnnn
Specifies the number of the transfer request to display.
Range: 0 through 999999

destname
Specifies a destination. When you use this operand, the SHOW command displays the locally initiated transfers
for that destination. You can specify the destination as an SNA LU name, a TCP/IP name, or a TCP/IP address.

SNAP Command

The SNAP command produces a snap dump of the XCOM Data Transport region.

WARNING
Only use this command when instructed to do so by Broadcom Support.
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This command has the following format:

F XCOM,SNAP

STAT Command

The STAT command displays statistics for each XCOMPLEX Worker server that is connected to an XCOMPLEX Admin
Server or to a PLEXQ group. The statistics include the number of remotely initiated transfers and locally initiated transfers,
and indicate how many are TCP/IP transfers. The statistics also include how many transfers are held, suspended,
remotely suspended, retry pending, or inactive.

When you issue STAT on an XCOMPLEX Admin Server, the output also shows the XCOMPLEX Worker Servers that are
not connected to the XCOMPLEX Admin Server. This output data is refreshed on the XCOMPLEX Worker Server side
every 30 seconds. Use this display to monitor the XCOMPLEX Worker Servers and their workload distribution.

When you issue STAT on a server that is a member of a PLEXQ group, the output displays a current snapshot of the task
levels in each server in each PLEXQ group to which the server is connected.

This command has the following format:

F XCOM,STAT[,group]

group
(Optional) Routes the STAT command to a specific PLEXQ group. If the group is omitted, the command is routed
to each PLEXQ group to which the server is connected.

STOP Command

The STOP command stops XCOM Data Transport. When this command is issued, new locally initiated and remotely
allocated transmissions cannot commence.

This command has the following format:

F XCOM,STOP[,IMMED]

(no operand)
Stops XCOM Data Transport when all active transfers are completed.

IMMED
Stops XCOM Data Transport immediately and unconditionally, even when transfers are in progress. Normal
cleanup of transfer requests does not occur. Unpredictable results and abends can occur.

The following non-MODIFY commands can also be used to stop XCOM Data Transport:

C XCOM[,DUMP]
Stops XCOM Data Transport immediately and unconditionally, without any cleanup of transfer requests. This
command has the same effect as the MODIFY command F XCOM,STOP,IMMED .

P XCOM
Stops XCOM Data Transport when all transfers that are in progress have completed. When the command is
issued a second time for a job, it has the same effect as the MODIFY command F XCOM,STOP,IMMED or the
non-MODIFY command C XCOM[,DUMP] .

SUSPEND Command

The SUSPEND command immediately suspends an active transfer.

If multiple active transfers have the same request number, the SUSPEND command is applied to the first one that is
shown with the DISPLAY command. For greater control, use the ISPF or CICS menu interface.
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A transfer can be resumed from the last checkpoint taken; if it is not, the transfer is resumed from the beginning of the
file. If the transfer was initiated and suspended by a remote system, the operation resumes in the next retry interval. If the
transfer was initiated and suspended by the local system, you must use the RESUME command to continue the transfer.

This command has the following format:

F XCOM,SUSPEND,{luname|nnnnnn}

luname
Specifies the SNA LU to suspend.
Range: 1 to 8 characters

nnnnnn
Specifies the request number of the transfer to suspend.
Range: 0 through 999999
This operand is required for transfers with a TCP/IP partner or with a parallel sessions SNA LU partner.

SYSID Command

The SYSID command modifies the history and trusted transfer system ID for the XCOM server.

This command has the following format:

F XCOM,SYSID,{new-sysid}

new-sysid
Specifies the new system ID. A value of *SMF uses the z/OS SMFID as the system ID.
Range: 4 characters

SYSNAME Command

The SYSNAME command modifies the history and trusted transfer system name for the XCOM server.

This command has the following format:

F XCOM,SYSNAME,{new-sysname}

new-sysname
Specifies the new system name. A value of *JOBNAME uses the job name of the XCOM Data Transport started
task as the system name.
Range: 1 to 8 characters

TASKS Command

The TASKS command displays a summary of tasks in the current execution of the XCOM Data Transport server. These
tasks perform dedicated processing for specific functionality. These tasks include timers, local queue management,
process SYSOUT, and tasks that are dedicated to listening for network and sysplex data traffic. The command output also
shows other queued work to be processed.

This command has the following format:

F XCOM,TASKS

TERM Command

The TERM command immediately halts and purges an active transfer.

For SNA transfers, TERM stops the LU 6.2 conversation, but it does not terminate the session. Use the CANCEL
command to terminate the session.
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If multiple transfers are running with the same request number, the TERM command is applied to the first one that is
shown with the DISPLAY command. For greater control, use the ISPF or CICS menu interface.

This command has the following format:

F XCOM,TERM,{luname|nnnnnn}

luname
Specifies the single-session SNA LU to terminate.
Range: 1 to 8 characters

nnnnnn
Specifies the request number of the file transfer to terminate. This operand is required for transfers with a TCP/IP
partner or with a parallel sessions SNA LU partner.
Range: 0 through 999999

TRACE Command

The TRACE command activates a XCOM Data Transport internal trace. The trace function dynamically allocates a
SYSOUT file to receive the trace data. This SYSOUT file class is defined through the DUMPCL parameter in the Default
Options Table. You can override this function in the EXEC PARM of the XCOM Data Transport started task.

The XCOM Data Transport trace is more desirable than a VTAM buffer trace because it does not require GTF and it is
simpler to turn on and off. To turn off the trace, use the NOTRACE command.

This command has the following format:

F XCOM,TRACE,{*|luname,[SNA]|ipname},[level] 

* (asterisk)
Traces all active sessions involving this system.

luname,[SNA]
Specifies the LU to trace. An LU name can be traced before a session exists. The LU does not need to be defined
to allow XCOM Data Transport to initiate a trace.
The optional SNA keyword is required when the LUNAME and IPNAME are the same. This keyword forces the
LUNAME to be treated exclusively as SNA when the trace file is created.
Range: 1 to 8 characters

ipname
Specifies the name or address of the IP destination to trace.

level
Specifies the level of tracing to perform.
Range: 0 through 9, with 0 providing the least trace data and 9 providing the most

VERSION Command

The VERSION command displays XCOM Data Transport version information in the following format:

XCOMM0060I CURRENT RELEASE IS r.m - GENERATION LEVEL yymm

The r.m indicates the release and modification level. The yymm indicates the maintenance generation level (year, month).

This command has the following format:

F XCOM,VERsion
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XRSHOW Command

The XRSHOW command displays the remotely initiated transfers for all XCOMPLEX Worker Servers that are connected
to the XCOMPLEX Admin Server. If the command is issued on a server that is a member of a PLEXQ group, it displays
the remotely initiated transfers for each member server in one or all PLEXQ groups.

If you enter XRSHOW without an operand, the resulting display lists remotely initiated file transfer requests. If you select
an individual request number, the display shows only the servers that have the specified request number. More details are
NOT displayed. For more details, enter the RSHOW command from the server that is participating in an XCOMPLEX or is
connected to a PLEXQ group.

The displayed information provides information about active requests and interrupted requests that are eligible to be
restarted. For example, requests that have not yet been completed, purged, or aged off the queue.

WARNING
In large networks with a large number of queued transfers, the output of this command can exhaust your WTO
buffers.

This command has the following format:

F XCOM,XRSHOW,nnnnnn

F XCOM,XRSHOW,group

nnnnnn
Specifies the number of the transfer request to display.
Range: 0 through 999999

group
Routes the XRSHOW command to a specific PLEXQ group. If this operand is omitted, the command is routed to
each PLEXQ group to which the server is connected.

XSHOW Command

The XSHOW command displays locally initiated transfers for all XCOMPLEX Worker Servers that are connected to the
XCOMPLEX Admin Server. If XSHOW issued on a server that is a member of a PLEXQ group, it displays the locally
initiated transfers for each member server in one or all PLEXQ groups.

If you issue XSHOW without an operand, the resulting display lists the locally initiated file transfer requests. If you
select an individual request number, XSHOW limits the display to the servers that have the specified request number.
More details are not displayed. For more details, enter the SHOW command from a server that is participating in an
XCOMPLEX or is connected to a PLEXQ group.

The displayed information provides information about scheduled requests that have not started, active requests, and
interrupted requests that are eligible to be restarted. For example, requests that have not yet been completed, purged, or
aged off the queue.

WARNING
In large networks with a large number of queued transfers, the output of this command can exhaust your WTO
buffers.

This command has the following format:

F XCOM,XSHOW,nnnnnn

F XCOM,XSHOW,group

nnnnnn
Specifies the number of the transfer request to display.
Range: 0 through 999999
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group
(Optional) Routes the XSHOW command to a specific PLEXQ group. If a group is not specified, the command is
routed to each PLEXQ group to which the server is connected.

XTRACE Command

The XTRACE command activates a XCOM Data Transport internal trace. You must activate this trace individually on each
server. This command is used only for XCOMPLEX Worker Server and XCOMPLEX Admin Server.

The trace function dynamically allocates a SYSOUT file to receive the trace data. This SYSOUT file class is defined
through the DUMPCL parameter in the Default Options Table. This file can be overridden in the EXEC PARM of the
XCOM Data Transport started task.

WARNING
Turning on the XTRACE significantly degrades performance.

This command has the following format:

F XCOM,XTRACE

ZIIP Command

The ZIIP command manages the zIIP services. The compression and decompression facilities of XCOM Data Transport
are eligible for offloading to a zIIP.

This command has the following format:

F XCOM,ZIIP[,{STATUS|ENABLE|DISABLE}]

STATUS
Displays the number and status of the main CPU and zIIP processors.
Displays the status of zIIP services for all XCOM Data Transport facilities that are zIIP aware.
Displays the current statistics for the amount of processing time that was zIIP-eligible and actually was executed
on a zIIP processor.

ENABLE
Enables zIIP processing to be used.

DISABLE
Does not allow zIIP processing to be used.

History and SMF Files
This section describes the XCOM Data Transport SMF record, the XCOM Data Transport History File, the XCOMUTIL
utility, which selectively purges records from the History File, and the XCV2ODBC utility, which migrates a VSAM history
database to an ODBC (DB2) history table.

• SMF Record and History File
XCOM Data Transport writes an SMF record when SMF=YES is specified in the XCOM Data Transport Default
Options Table. History records are written always for scheduled transfers. History records are not written for
TYPE=EXECUTE transfers when using a VSAM history database.

• Database Availability
To maintain history data while the database is not available, XCOM Data Transport writes information to a sequential
overflow data set named XCOMHOVR.

• XCOMUTIL History File Utility
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XCOMUTIL is the XCOM Data Transport utility that maintains the XCOM Data Transport history file. This utility
performs two functions on the history file. Run the purge utility periodically to prevent a history file full condition.

• XCOMUTIL Parameters
There are four parameters that control the processing performed by XCOMUTIL, AGE, DATE, PROCESS and
RELEASE. These parameters are input to XCOMUTIL through a SYSIN file.

• XCOMUTIL DD Statements
There are four DD statements required to execute XCOMUTIL: HISTIN, HISTOUT, SYSIN, and SYSPRINT.

• XCV2ODBC - Migrate VSAM History Databases
You can optionally migrate one or more existing VSAM history databases to a relational table by using the new XCOM
Data Transport conversion program XCV2ODBC.

SMF Record and History File
This section describes the SMF record and History File as they are used by XCOM Data Transport for z/OS.

When Records Are Written

XCOM Data Transport writes an SMF record when SMF=YES is specified in the XCOM Data Transport Default Options
Table. See the Configuring and Customizing Your Product topic in the Administrating section.

History records are written always for scheduled transfers. History records are not written for TYPE=EXECUTE transfers
when using a VSAM history database.

Transfers That Produce Records

The following types of transfers produce an SMF and history record:

• File transfers that complete successfully
• File transfers that are manually canceled while inactive
• File transfers that are automatically aged off the queue
• File transfers that are terminated while in progress
• File transfers that fail due to some kind of problem

Transfers That Do Not Produce Records

The following types of transfers are not considered complete by XCOM Data Transport. No SMF or history records are
created for them:

• Suspended file transfers
• File transfer requests that are in hold state

Record Location

The SMFDSECT macro maps the SMF record, which can be found in CAI.CBXGMAC. Depending on the access method
that is used to read the SMF data. Subtract 4 bytes from the offsets that are listed in the SMFDSECT to locate specific
fields. Due to the possibility that the 4-byte Record Descriptor Word (RDW) is not returned in the SMF record. The RDW is
defined as part of the SMFDSECT.

The HSTDSECT macro maps the history record, which can be found in CAI.CBXGMAC.

History records are written either to a VSAM History cluster or a DB2 database table. Based on the HISTORY= option in
the XCOM Data Transport Default Table or Configuration file. See the Installing section for information about the setup
using DB2 to record XCOM transfer history.
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Database Availability
There can be occasions where the DB2 database is unavailable to XCOM Data Transport for writing history records.
To maintain history data while the database is not available, XCOM Data Transport writes information to a sequential
overflow data set named XCOMHOVR. The INSERT statements that would be executed against the database are written
to this file. The file is used later to update the database when it becomes available.

The job executes when the data set definition is present in the JCL when using ODBC history. The DD statement is as
follows:

//XCOMHOVR DD DISP=SHR,DSN=your.hlq.dataset

Sample allocation JCL is provided in CAI.CBXGJCL(DEFHOVR). On startup of XCOM Data Transport, a message is
issued indicating how many records currently exist in the overflow file, as follows:

XCOMM0862I XCOMHOVR contains  1 records at startup

This message is also issued for every ten records that are written to the overflow file.

Update the Database from the Overflow Data Set

When the DB2 database becomes available, the overflow file can then be used to add the accumulated history records
into the database.

To update the database

1. Copy the overflow dataset.
This step copies the current contents of the overflow data set to another data set and clears the data set, allowing it
to remain available to XCOM Data Transport. To perform this step, issue the following command to the XCOM Data
Transport started task:
f xcom,COPYHIST,dataset_name

The data set name is the name of a new data set to be created. The DCB is defined by XCOM Data Transport. If the
data set already exists, XCOM Data Transport fails the command and does not overwrite this data set.
This data set is compatible with SPUFI.

2. Update the database using SPUFI or any other DB2 utility, using the file created in Step 1.

XCOMUTIL History File Utility
XCOMUTIL is the XCOM Data Transport utility that maintains the XCOM Data Transport history file. This utility performs
two functions on the history file. Run the purge utility periodically to prevent a history file full condition. The utility has been
designed as an offline utility because VSAM is inefficient at reclaiming space when records are randomly deleted from
a VSAM cluster. Run the migration utility to migrate an existing history file to work with the 12.0 release of XCOM Data
Transport.

To reclaim the space (Purge)

1. Copy the history file to a sequential file.
2. Run XCOMUTIL against this sequential file to purge a specified range of records and create a new sequential file.
3. Delete the existing history file and create a new one.
4. Copy the new sequential file to the history file.

To convert an existing file (Migration)

1. Copy the history file to a sequential file.
2. Run XCOMUTIL against this sequential file to purge a specified range of records and create a new sequential file.
3. Create a new history file, deleting an existing one from a previous migration run.
4. Copy the new sequential file to the new history file.

 569



 XCOM™ Data Transport® for z/OS 12.0

NOTE
The XCOM Data Transport server cannot be executing when XCOMUTIL is used.

XCOMUTIL Parameters
There are four parameters that control the processing performed by XCOMUTIL, AGE, DATE, PROCESS and RELEASE.
These parameters are input to XCOMUTIL through a SYSIN file.

AGE

Specifies the number of days of history records that are retained when a purge procedure is executed.

1 to 999
Indicates the number of days of history records to be retained when executing a purge.

After XCOMUTIL has been run, the history file comprises the current date's records plus nnn days of records. For
example, if the current Julian date is 08300 and AGE=1 is specified, then XCOMUTIL purges any history records written
on or before 11298. Only the current and previous day's history records are saved.

Use the AGE parameter if you intend to run XCOMUTIL on a periodic basis. It allows you to set up a procedure in which a
specific date does not have to be continually modified.

This parameter is mutually exclusive with the DATE parameter. One of these two parameters must always be included in
the SYSIN file when running a purge.

This parameter is optional for a history migration. It may be specified to limit the number of history records migrated to the
new history file.

DATE

Specifies the date of records that are to be purged from the history file. Any history record written either on or before the
specified date are purged from the history file.

yyddd
Specifies the Julian date when records are to be purged from the history file.

This parameter is mutually exclusive with the AGE parameter. One of these two parameters must always be included in
the SYSIN file when running purge.

This parameter is optional for a history migration. It may be specified to limit the number of history records migrated to the
new history file.

Note that the purge date must be specified in terms of a two-digit designation for the year and a three-digit designation for
the day of the year. For example, 11100 represents year 2011 and the 100th day of that year.

PROCESS

Specifies that the object of XCOMUTIL is the history file.

HISTORY
Indicates that the object of XCOMUTIL is the history file.

HISTORY_MIGRATION
Indicates that the object of XCOMUTIL is the migration of an existing history file to a new format required for the
current release of XCOM Data Transport.

NOTE
This parameter is required in the SYSIN file.
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RELEASE

For a history file migration, specifies the release of XCOM Data Transport to convert the history file to.

12.0
Indicates forward migration of an existing history file to the 12.0 release of XCOM Data Transport.

11.6
Indicates backward migration of an existing history file to the 11.6 release of XCOM Data Transport.

11.5
Indicates backward migration of an existing history file to the 11.0 and 11.5 releases of XCOM Data Transport.

NOTE
This parameter is required in the SYSIN file when PROCESS=HISTORY_MIGRATION is specified.

XCOMUTIL DD Statements
This section describes the DD statements that are needed to execute XCOMUTIL

There are four DD statements required to execute XCOMUTIL:

HISTIN
A sequential file consisting of XCOM Data Transport history records. Generally, the history file is reproduced as a
sequential file prior to running XCOMUTIL. Then, HISTIN is used to input this file.

HISTOUT
The sequential output file of history records that are not deleted from the history file. Generally, after running
XCOMUTIL (and receiving a 0 return code), the history file is deleted and redefined. Then, the HISTOUT file is
copied back to the history file.

SYSIN
Used to enter the XCOMUTIL parameters described earlier.

SYSPRINT
XCOMUTIL prints a report providing details about the purge procedure just executed.

Sample of Required JCL

The complete sample JCL can be found in CAI.CBXGJCL(XCOMUTIL).

Return Codes

The following are XCOMUTIL return codes:

0
XCOMUTIL ran successfully.

4
XCOMUTIL ran successfully, but no history output records were written based on the specified selection criteria.

8
XCOMUTIL was unable to open one of the files.

12
XCOMUTIL found a parameter error processing the SYSIN file.
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Sample History File Purge Process (XCOMUTIL)

NOTE
Because XCOMUTIL is an offline procedure, remember to first bring XCOM Data Transport down using a
console command (for example, F XCOM,STOP).

CAI.CBXGJCL(XCOMUTIL) contains an example of a four-step process that performs the following steps.

• Copies the XCOM Data Transport history file to a temporary sequential dataset, using the IDCAMS REPRO command.
• Executes the XCOMUTIL program to purge records from the passed sequential data set that are older than x days and

passes the selected records to step 4 below.
• If XCOMUTIL purged all records from the History File, generates a new binary zero seed record for the history file

using the MVS utility IEBDG.
• Calls IDCAMS to do the following:

– Delete the old history file cluster, alternate indices and paths.
– Redefine the base cluster.
– Copy the seed and the selected records back into the base cluster.
– Redefine and rebuild the alternate indices and paths.

When the purge finishes, restart XCOM Data Transport with another command (for example, START XCOM).

Sample History Migration Process (XCOMUTIL)

NOTE
Because XCOMUTIL is an offline procedure, remember to bring XCOM Data Transport down using a console
command (for example, F XCOM, STOP).

NOTE
CAI.CBXGJCL(XCOMH120) contains an example of the process that performs migration of a VSAM history file
from release 11.5 or 11.6 to 12.0.

CAI.CBXGJCL(XCOMH116) contains an example of the process that performs migration of a VSAM history file from
release 12.0 to 11.6.

CAI.CBXGJCL(XCOMH115) contains an example of the process that performs migration of a VSAM history file from
release 12.0 to 11.5.

• Copies the XCOM Data Transport history file to a temporary sequential data set, using the IDCAMS REPRO
command.

• Executes the XCOMUTIL program to purge records from the passed sequential data set that are older than x days and
passes the selected records to stage 4.

• Delete an existing history file cluster, alternate indexes and paths using the MVS utility IDCAMS
• If XCOMUTIL purged all records from the History File, generates a new binary zero seed record for the history file

using the MVS utility IEBDG.
• Redefine the base history file cluster using the MVS utility IDCAMS.
• Copy the seed and the selected records in the sequential file back into the base cluster, using the MVS utility IDCAMS.
• Define and build the alternate indexes and paths, using the IBM utility IDCAMS.

When the migration finishes, restart XCOM Data Transport with another command (for example, START XCOM).

NOTE
This job could end with a return code of 8. This result could be due to the deletion of an existing history file
cluster in step 3, when the cluster does not exist. The deletion of the cluster is included when the migration job is
repeated for any reason.
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XCV2ODBC - Migrate VSAM History Databases
You can optionally migrate one or more existing VSAM history databases to a relational table by using the new XCOM
Data Transport conversion program XCV2ODBC. Sample JCL is provided in CAI.CBXGSAMP(XCV2ODBC) when you
install XCOM Data Transport.

Input to XCV2ODBC is a control data set that describes the relational environment. This data set is called SYSIN01.

To define the existing XCOM Data Transport history file to convert, use the following format:

//XCOMHIST DD disp=shr,dsn=your.vsamfile 

Input Example:

//SYSIN01 DD *

XCOMHIST=D91APTIB

XCOMHIST_USER=XCOMUSER 

XCOMHIST_PASSWORD=SECRET

XCOMHIST_OWNER=MALMA12 

XCOMHIST_TBL=XCOM_HISTORY_TBL 

SYSNAME=XCOMPM 

SYSID=CA11

SSID=D91A

DEBUG=N

XCOMHIST=
Specifies the name of the ODBC Data Source location as defined in SYSIBM.LOCATIONS; is analogous to the
XCOM Data Transport Default Options Table parameter. This parameter is required.
Range: 1 to 128 characters

XCOMHIST_USER=
Names the authorization ID to use when doing the connect. This parameter is required.
Range: 1 to 128 characters

XCOMHIST_PASSWORD=
Is the plain text password of the authorized user. If the XCOMHIST_USER does not require a password, this
parameter can be specified as a null value (' '). This parameter is required.
Range: 1 to 8 characters

XCOMHIST_OWNER=
(Optional) If XCOMHIST_USER creates the table, XCOMHIST_OWNER= specifies the owner of the table and it
can be omitted. If not specified XCOMHIST_USER is used as the table owner.
Range: 1 to 128 characters

XCOMHIST_TBL=
Specifies the 1 through 128 character table name to insert rows in. This parameter is required.

SYSNAME= / SYSID=
If the existing history record does not contain that information, SYSNAME= / SYSID= specifies the system name
and SMFID used. If you are converting a XCOM Data Transport r11 VSAM history database, this information is
not present. Identify the XCOM Data Transport server from which this data originated.
SYSNAME (one to eight characters) is generally the name of the XCOM Data Transport started task.
SYSID can be the four-character SMFID on the system that the XCOM Data Transport started task runs on.
These parameters are required.

SSID=
Specifies the DB2 subsystem ID used at connect time.
This parameter is optional but is required for remote database connections.
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DEBUG=
(Optional) Specifies whether to collect trace information for Broadcom Support.
Range: Y or N
Note: Y can be specified only when Broadcom Support directs.

SYSNAME/SYSID Example 1:

The XCOM Data Transport started task XCOMPM is started on system CA11. When converting the history file this task
has written, specify the following values:

SYSNAME=XCOMPM

SYSID=CA11

Any existing VSAM record not containing values for SYSNAME and SYSID uses these specifications when inserting the
row into the relational database.

SYSNAME/SYSID Example 2:

The XCOM Data Transport started task XCOMDMP is started on system CA31. When converting the history file this task
has written, specify the following values:

SYSNAME=XCOMDMP

SYSID=CA31

Any existing VSAM record not containing values for SYSNAME and SYSID uses the above specifications when inserting
the row into the relational database.

NOTE
You can convert one or more VSAM history files to the same relational table. Run the job for each VSAM history
converted file, modifying the XCOMHIST DD statement to reflect the appropriate file.

Request Queue Migration
This section describes the XCOM Data Transport Request Queue Migration utility XCOMMIGR, which migrates a request
queue for use with another version of XCOM Data Transport for z/OS.

XCOMMIGR Request Queue Migration Utility

XCOMMIGR is the XCOM Data Transport utility that performs migration of a request queue to allow it to be used with a
different version of XCOM Data Transport . Starting with version 12.0, this migration utility can be used to upgrade an
existing request queue VSAM file from prior releases to the v12.0 format to enable it for use with version 12.0.

To convert an existing file (Migration)

1. Copy the request queue file to a sequential file.
2. Run XCOMMIGR against this sequential file to convert queue records to the format used by version 12.0.
3. Create a new request queue file, deleting an existing one from a previous migration run.
4. Copy the new sequential file to the new request queue file.

NOTE
The XCOM Data Transport server cannot be executing when XCOMMIGR is used.

A backward migration can also be performed from version 12.0 to release 11.6 in the event that a fallback is needed.
However, migration from version 12.0 to release 11.5 is not supported due to changes in the request queue for release
11.6 in support of new features.
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XCOMMIGR Parameters

There is only one parameter that controls the processing performed by XCOMMIGR. This parameter is input to
XCOMMIGR through a SYSIN file.

RELEASE

Specifies the release of XCOM Data Transport to convert the request queue file to.

12.0
Indicates forward migration of an existing request queue file from r11.5 or r11.6 to the 12.0 version of XCOM Data
Transport.

11.6
Indicates backward migration of an existing request queue file from v12.0 to the 11.6 release of XCOM Data
Transport.

XCOMMIGR DD Statements

This section describes the DD statements that are needed to execute XCOMMIGR.

There are four DD statements required to execute XCOMMIGR:

RRDSIN
A sequential file consisting of XCOM Data Transport request queue records. The request queue file is reproduced
as a sequential file prior to running XCOMMIGR. Then, RRDSIN is used to input this file.

RRDSOUT
The sequential output file containing the converted request queue records. After running XCOMMIGR (and
receiving a 0 return code), a new request queue file is created, leaving the original file intact. Then, the
RRDSOUT file is copied into the new request queue file.

SYSIN
Used to enter the XCOMMIGR parameters described earlier.

SYSPRINT
XCOMMIGR prints a report providing details about the migration procedure just performed.

Sample of Required JCL

The complete sample JCL can be found in CAI.CBXGJCL(XCOMH120) and CAI.CBXGJCL(XCOMR116).

Return Codes

The following are XCOMMIGR return codes:

0
XCOMMIGR ran successfully.

4
XCOMMIGR ran successfully, but no request queue output records were written.

8
XCOMMIGR was unable to open one of the files.

12
XCOMMIGR found a parameter error processing the SYSIN file.

16
Attempt to perform an unsupported backward migration.
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Sample Request Queue Migration Process (XCOMMIGR)

NOTE
Because XCOMMIGR is an offline procedure, remember to bring XCOM Data Transport down using a console
command (for example, F XCOM, STOP).

CAI.CBXGJCL(XCOMR120) contains an example of the process that performs migration of a VSAM request queue file
from release 11.5 or 11.6 to version 12.0.

CAI.CBXGJCL(XCOMH116) contains an example of the process that performs migration of a VSAM request queue file
from version 12.0 to release 11.6.

• Copies the XCOM Data Transport request queue file to a temporary sequential data set, using the IDCAMS REPRO
command.

• Executes the XCOMMIGR program to convert the queue records and pass the records to step 4.
• Delete an existing request queue file using the MVS utility IDCAMS
• Define a new request queue file using the MVS utility IDCAMS.
• Copy the records in the sequential file back into the new file, using the MVS utility IDCAMS.

When the migration finishes, restart XCOM Data Transport with another command (for example, START XCOM).

NOTE
This job could end with a return code of 8. This result could be due to the deletion of an existing request queue
file in step 3, when the cluster does not exist. The deletion of the file is included when the migration job is
repeated for any reason.

Sample Files
XCOM Data Transport for z/OS provides the following sample files for your use. Copy the files before editing them.

hlq.CBXGJCL

The following hlq.CBXGJCL members contain sample files:

ASMACF2U
Reassembles and link edits the XCOMACF2 user security exit that is used with the ACF2 security package.
Assembly is required for ACF2 installations.

ASMRACFU
Reassembles and link edits the XCOMRACF user security that is used with the IBM RACF security package.
Assembling the XCOMRACF interface is optional.

ASMTOPSU
Reassembles and link edits the XCOMTOPS user security that is used with the Top Secret security package.
Assembling the XCOMTOPS interface is optional.

DEFRRDS
Creates active and pending file transfer queues.

DEFHIST
Builds the XCOM Data Transport History File and its associated indices and paths. For history file maintenance,
use hlq.CBXGJCL(XCOMUTIL) instead.

DEFINQ
Defines the optional Inquire data set for TYPE=SCHEDULE and TYPE=INQUIRE jobs.

DEFQSAM
Defines the global request number and restart file for TYPE=EXECUTE jobs
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XCOM
Defines the XCOM Data Transport server.

XCOMENCR
Encrypts the SYSIN01 PASSWORD/LPASS parameters and the global parameter XCOMHIST_PASSWORD.
For more information about password encryption, see Secure Your Password in Batch Transfers.

XCOMENCS
Encrypts the SYSconfigSSL.cnf KEYRING_PW parameters.

XCOMH115
Uses the XCOMUTIL utility to migrate an existing 12.0 VSAM history file cluster to the 11.5 format.

XCOMH116
Uses the XCOMUTIL utility to migrate an existing 12.0 VSAM history file cluster to the 11.6 format.

XCOMH120
Uses the XCOMUTIL utility to migrate an 11.5 or 11.6 VSAM history file cluster to the 12.0 format.

XCOMJOBE
Provides sample XCOMJOB JCL for a TYPE = EXECUTE transfer.

XCOMJOBI
Provides sample XCOMJOB JCL for a TYPE=INQUIRE transfer.

XCOMJOBS
Provides sample XCOMJOB JCL for a TYPE = SCHEDULE transfer.

XCOMJOBH
Provides sample XCOMJOB JCL that extracts the history information and uses Easytrieve to generate a report.
When this job completes, the report output can be viewed as SYSOUT in the JES SPOOL.

XCOMLSR
Provides a sample that shows the server using the parameters for the Local Shared Resources (LSR) feature.

XCOMR116
Uses the XCOMMIGR utility to migrate an existing 12.0 VSAM request queue to the 11.6 format.

XCOMR120
Uses the XCOMMIGR utility to migrate an 11.5 or 11.6 VSAM request queue to the 12.0 format.

XCOMUTIL
Maintains the history file by purging data at regular intervals.

XCV2ODBC
Migrates an existing VSAM history file cluster to a Db2 History Table.

hlq.CBXGSAMP

The following hlq.CBXGSAMP members contain sample files:

APPLXCOM
Provides sample VTAM APPLID statements for the definition table.

XCOMTABL
Provides a table with sample XCOMMODE entries.

XCOMDFLT
Provides a sample of the XCOMDFLT macro. The table contains a sample of the parameters in the Default
Options Table.

 577



 XCOM™ Data Transport® for z/OS 12.0

NOTE
The XCOMDFLT macro was deprecated in r11.6. Refer to the section on the CONFIG member and
sample hlq.CBXGPARM(XCOMCNFG).

XCOMADMT
Provides a sample of the administrator table.

XCOMSAMP
Provides a sample CICS Notification Transaction that illustrates a CICS COBOL program.

DEFDFLT
Provides JCL to define and populate the XCOM Data Transport CICS/MVS default file (XCOMDFLT).

HISTDDL
Provides DDL to create a Db2 history table for 12.0.

HISTU115
Provides DDL to upgrade an existing 11.5 Db2 history table to the 12.0 format.

HISTU116
Provides DDL to upgrade an existing 11.6 Db2 history table to the 12.0 format.

hlq.CBXGPARM

The following hlq.CBXGPARM members provide sample files:

XCOMRSM1
Provides a REST API infrastructure definition that writes time-based statistics to XCOMLOG when a transfer
enters the checkpoint state, and also when it completes.

XCOMRSM2
Provides a REST API infrastructure definition that records when a transfer enters ten different states in
XCOMLOG.

XCOMRSM3
Provides a REST API infrastructure definition that records the amount of data, the transfer rate, and the memory
that was used in XCOMLOG when a transfer enters the checkpoint state, and also when it completes.

XCOMRSM4
Provides a REST API infrastructure definition that issues MODIFY commands when a transfer enters the
checkpoint state, and also when it completes. The commands display information about the transfer for each of
those states.

User Exits
XCOM Data Transport user exits allow users to modify characteristics and capabilities of XCOM Data Transport software
by inserting their own routines at various positions, which are known as exit points, in the source code. This section
provides information about all currently available user exits.

WARNING
Assemble and link all user exits as reentrant and reusable so that they can be called from base XCOM Data
Transport which runs as reentrant and reusable.

The information that is provided about each user exit includes:
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• Purpose
• Module name and entry point
• Method of enabling the user exit
• Name of the XCOM Data Transport module from which the user-supplied module is called
• Method of entry (implying the relationship between the two modules)
• Name of the required DSECT
• Addressing mode at entry
• Information about entry registers
• Information about exit registers
• Return codes
• Location of a sample program

Use CAI.CBXGJCL(ASM#TBLS) to assemble and link user exits.

WARNING
If you are upgrading to a new release, reassemble and link edit your user exit programs.

List of User Exits

We provide the following user exits:

• User Exit 1
This exit allows the execution of a user-developed exit routine upon completion of a XCOM Data Transport file transfer.
The XCOM Data Transport history record data is available for interrogation.

• User Exit 2
This exit allows the execution of a user-developed exit routine that extracts additional information from JES2 control
blocks (information not extracted by the XCOMPSOI module).

• User Exit 3
This exit allows the execution of a user-developed exit routine that extracts additional information from JES3 control
blocks (information not extracted by the XCOMPSOI module).

• User Exit 4
This exit allows the execution of a user-developed exit routine that provides security checking for the XCOM Data
Transport TSO/ISPF Operator Control Facility.

• User Exit 5
This exit point allows execution of a user-developed exit routine that provides additional security checking before a
transfer takes place. The exit is used with the system security option chosen in the XCOM Data Transport Default
Options Table's SECURITY parameter (for example, IBM RACF, Top Secret, or ACF2).

• User Exit 6
This exit point allows execution of a user-developed exit routine when certain key points are reached in the progress of
a XCOM Data Transport transfer.

• User Exit 7
This exit point allows execution of a user-developed exit routine that validates user-supplied XCOM Data Transport
transfer parameters. The exit is called after all standard XCOM Data Transport validation has been performed
and the XCOM Data Transport transfer request control block (that is mapped by the RRDDSECT macro found in
CAI.CBXGMAC) has been built. The routine may tell XCOM Data Transport to accept or reject the request by setting
a flag in the exit parameter list. The exit routine may also provide an installation-defined error message via the same
parameter list.

• User Exit 8
This exit point allows execution of a user-developed exit routine that performs user-defined initialization and
termination processing for the XCOM Data Transport server. This exit allows extension of XCOM Data Transport with
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user-supplied control blocks and processing. For example, the exit can acquire (GETMAIN) and release (FREEMAIN)
control blocks, or load custom user modules.

• User Exit 9
This exit point allows execution of a user-developed exit routine that creates and processes its own XCOM
Data Transport commands. The exit is activated by means of the EXIT operator command (for example, F
XCOM,EXIT,userdata). The supplied data, up to eight bytes, is then passed to the XCOMEX09 routine, where you can
perform any pertinent processing. This exit can be used to control and alter the functionality of the other XCOM Data
Transport exits.

• User Exit 10
This exit point allows execution of a user-developed exit routine that generates a user-designed banner page for all
reports that the system receives.

• User Exit 12
This exit point controls partner LU security. It executes a user-written exit routine that verifies a given user's authority to
transfer data to and from a particular LU. 

• User Exit 13
This exit point controls command security, both from the console and from the ISPF and CICS menu interfaces. It
executes a user-written exit routine that verifies a given user's authority to issue a particular command.

User Exit 1
Purpose

This exit allows the execution of a user-developed exit routine upon completion of a XCOM Data Transport file transfer.
The XCOM Data Transport history record data is available for interrogation.

Module Name and Entry Point
The default module name and entry point for this exit is XCOMEX01. The default module name can be overridden
by specifying the load-module name in the Default Options.

How to Enable
To enable this exit, specify EXIT01=YES | Load-module name in the Default Options.

Calling Module
The module XCOMXFER calls this exit.

Entry Method
This exit is invoked under a subtask within the XCOM Data Transport region encapsulated by a Transaction
Program.

Required DSECT
SMFDSECT is the required DSECT.

Addressing Mode at Entry
The addressing mode at entry is 31.

Registers at Entry
The following registers are available at entry:
R0

Undefined
R1

Address of SMFDSECT
R2 to R12

Undefined
R13

Address of register save area
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R14
Return address

R15
The Entry point address

Registers at Exit
The following registers are available at exit:
R0 to R14

Undefined
R15

Return code
Valid Return Code

The only valid return code is 0 for a normal return.
Sample Program

Here is a sample program using this exit:
CAI.CBXGSAMP(XCOMEX01)

NOTE
Exit 1 is invoked only when the transfer is scheduled and run using the XCOM Data Transport z/OS server. Exit
1 is not invoked when XCOMJOB TYPE=EXECUTE is used.

User Exit 2
Purpose

This exit allows the execution of a user-developed exit routine that extracts additional information from JES2 control
blocks (information not extracted by the XCOMPSOI module).

Module Name and Entry Point

The default module name and entry point for this exit is XCOMEX02. The default module name can be overridden by
specifying the load-module name in the Default Options.

How to Enable

Specify EXIT02=YES | Load-module name in the Default Options to enable this exit.

Calling Module

The module XCOMPSOI calls this exit.

Entry Method

This exit is a branch entry.

Required DSECT

PSODSECT is the required DSECT.

Addressing Mode at Entry

The addressing mode at entry is 31.

Registers at Entry

The following registers are available at entry:

R0
Undefined
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R1
Address of PSODSECT

R2 to R12
Undefined

R13
Address of register save area

R14
Return address

R15
Entry point address

Registers at Exit

The following registers are available at exit:

R0 to R14
Undefined

R15
Return code

Valid Return Code

The only valid return code is 0 for a normal return.

Sample Program

There is no sample program provided for user exit 2.

User Exit 3
Purpose

This exit allows the execution of a user-developed exit routine that extracts additional information from JES3 control
blocks (information not extracted by the XCOMPSOI module).

Module Name and Entry Point

The default module name and entry point for this exit is XCOMEX03. The default module name can be overridden by
specifying the load-module name in the Default Options.

How to Enable

Specify EXIT03=YES | Load-module name in the Default Options to enable this exit.

Calling Module

The module XCOMPSOI calls this exit.

Entry Method

This exit is a branch entry.

Required DSECT

PSODSECT is the required DSECT.

Addressing Mode at Entry

The addressing mode at entry is 31.

Registers at Entry
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The following registers are available at entry:

R0
Undefined

R1
Address of PSODSECT

R2 to R12
Undefined

R13
Address of register save area

R14
Return address

R15
Entry point address

Registers at Exit

The following registers are available at exit:

R0 to R14
Undefined

R15
Return code

Valid Return Code

The only valid return code is 0 for a normal return.

Sample Program

There is no sample program provided for user exit 3.

User Exit 4
Purpose

This exit allows the execution of a user-developed exit routine that provides security checking for the XCOM Data
Transport TSO/ISPF Operator Control Facility.

Module Name and Entry Point

The default module name and entry point for this exit is XCOMEX04. The default module name can be overridden by
specifying the load-module name in the Default Options.

How to Enable

Specify EXIT04=YES | Load-module name in the Default Options to enable this exit.

Calling Module

The modules XCOMDPJ, XCOMDSPL, and XCOMOPER call this exit.

Entry Method

This exit is a branch entry.

Required DSECT

ADMPL is the required DSECT.
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Addressing Mode at Entry

The addressing mode at entry is 31.

Registers at Entry

The following registers are available at entry:

R0
Undefined

R1
Address of ADMPL

R2 to R12
Undefined

R13
Address of register save area

R14
Return address

R15
Entry point address

Registers at Exit

The following registers are available at exit:

R0 to R14
Undefined

R15
Return code

Valid Return Code

The following return codes are valid for user exit 4:

0
User is authorized to perform function

8
User is NOT authorized to perform function

Sample Program

The following is a sample program using this exit:

CAI.CBXGSAMP(XCOMEX04)

User Exit 5
Purpose

This exit point allows execution of a user-developed exit routine that provides additional security checking before a
transfer takes place. The exit is used with the system security option chosen in the XCOM Data Transport Default Options
Table's SECURITY parameter (for example, IBM RACF, Top Secret, or ACF2).

Module Name and Entry Point
The default module name and entry point for this exit is XCOMEX05. The default module name can be overridden
by specifying the load-module name in the Default Options.
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The exit is entered for TYPE=EXECUTE and TYPE=SCHEDULE transfers. The exit is entered after session
establishment.

How to Enable
Specify EXIT05=YES | Load-module name in the Default Options to enable this exit.

Required DSECT
SECDSECT is the required DSECT.

Calling Module and Entry Sequence
This exit is called by the module XCOMFILE, which in turn is called either by XCOMJOB or XCOMXFER.
For SNA transfers, the SECLUN field of SECDSECT contains the target LU for TYPE=EXECUTE (XCOMJOB)
transfers and TYPE=SCHEDULE transfers queued to the XCOM Data Transport for z/OS started task
(XCOMXFER). For IP transfers, the SECLUN field of the SECDSECT contains the hexadecimal representation
of the partner's IP address if TCPLUSEC=binary is specified in the XCOM Data Transport default options table.
The exit is also entered when XCOMJOB is executed with TYPE=SCHEDULE. In this case, SECLUN contains the
APPLID of the XCOM Data Transport for z/OS started task. This entry sequence allows you to determine whether
the transfer should be queued for execution. If the target LU must be tested for a TYPE=SCHEDULE transfer, the
test must be deferred until the exit is called by XCOMXFER.

The following table summarizes how the exit is given control:

EXEC PGM= PARM= XCOMEX05 Entry Sequence SECLUN Contents
XCOMJOB TYPE=EXECUTE XCOMJOB ® XCOMFILE ®

XCOMEX05
REMOTE LU OR IP ADDRESS
(hex)

XCOMJOB TYPE=SCHEDULE XCOMJOB ® XCOMFILE ®
XCOMEX05

XCOMAPPL (that is, the
APPLID of the XCOM Data
Transport for z/OS server)

XCOMXFER N/A XCOMXFER ® XCOMFILE ®
XCOMEX05

REMOTE LU OR IP ADDRESS
(hex)

The CSAJOBF field in the CSA (CSADSECT) identifies which entry sequence (XCOMJOB or XCOMXFER) was
used while the NSABATF field in the NSA (NSADSECT) identifies the transfer as being of type TYPE=EXECUTE or
TYPE=SCHEDULE:

Field EQU Field Contents Description
CSAJOBF CSAJOBJ Character 'J' XCOMEX05 entered via

XCOMJOB
 CSAJOBX Character 'X' XCOMEX05 entered via

XCOMXFER
NSABATF NSABATE Character 'E' TYPE=EXECUTE transfer
 NSABATS Character 'S' TYPE=SCHEDULE transfer

CSADSECT and NSADSECT are distributed in XCOM Data Transport's macro library, CAI.CBXGMAC. CSADSECT is
pointed to by NSA@CSA.

Entry Method
This exit is a branch entry.

Addressing Mode at Entry
The addressing mode at entry is 31. XCOMEX05 must have a linkedit mode of reentrant.

Registers at Entry
The following registers are available at entry:
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R0
Undefined

R1
Address of SECDSECT

R2
Undefined

R3
Address of NSADSECT

R4 to R12
Undefined

R13
Address of register save area

R14
Return address

R15
Entry point address

Addressability to XCOM Data Transport's CSA as mapped by the CSADSECT can be obtained by loading
NSA@CSA to the register used to map the CSA.

Registers at Exit
The following registers are available at exit:
R0 to R14

Undefined
R15

Return code
Valid Return Code

The only valid return code is 0 for a normal return.
The return code from the exit is passed in field SECRTNCD of the exit parameter list (which is mapped by the
SECDSECT macro found in CAI.CBXGMAC).

Sample Program
The following is a sample program using this exit:
CAI.CBXGSAMP(XCOMEX05)

User Exit 6
Purpose

This exit point allows execution of a user-developed exit routine when certain key points are reached in the progress of a
XCOM Data Transport transfer.

Conditions of Entrance

This user exit is entered under the following conditions:

• Transfer request is scheduled
• Transfer request starts
• Transfer request completes
• Transfer request fails
• Transfer request is aged off the queue
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Defined Exit States

The following states are defined for this exit:

• QUEUED

Transfer has been scheduled or a request from a remote system has been received

• NULL

Transfer is not yet scheduled

• INACT

Transfer is scheduled but is waiting

• ACTIVE

Transfer is currently in progress

• SUSPEND

Transfer has been suspended on the local system

• REMSUSP

Transfer has been suspended by the remote system

• SUCCESS

Transfer has completed successfully

• FAILED

Transfer has failed

• VTAM ER

Transfer received a VTAM error and will be retried

Module Name and Entry Point

The default module name and entry point for this exit is XCOMEX06. The default module name can be overridden by
specifying the load-module name in the Default Options.

How to Enable

Specify EXIT06=YES | Load-module name in the Default Options to enable this exit.

Calling Module

The module XCOMEXIT calls this exit.

Entry Method

This exit is a branch entry.

Required DSECT

EX06PLST is the required DSECT.

Addressing Mode at Entry

The addressing mode at entry is 31.

Registers at Entry

The following registers are available at entry:
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R0
Undefined

R1
Address of EX06PLST

R2 to R12
Undefined

R13
Address of register save area

R14
Return address

R15
Entry point address

Registers at Exit

The following registers are available at exit:

R0 to R14
Undefined

R15
Return code

Valid Return Code

The only valid return code is 0 for a normal return.

The return code from the exit is passed in field EX06RC of the exit parameter list (which is mapped by the EX06PLST
macro found in CAI.CBXGMAC).

Sample Program

The following is a sample program using this exit:

CAI.CBXGSAMP(XCOMEX06)

User Exit 7
Purpose

This exit point allows execution of a user-developed exit routine that validates user-supplied XCOM Data Transport
transfer parameters. The exit is called after all standard XCOM Data Transport validation has been performed and the
XCOM Data Transport transfer request control block (that is mapped by the RRDDSECT macro found in CAI.CBXGMAC)
has been built. The routine may tell XCOM Data Transport to accept or reject the request by setting a flag in the exit
parameter list. The exit routine may also provide an installation-defined error message via the same parameter list.

Module Name and Entry Point

The default module name and entry point for this exit is XCOMEX07. The default module name can be overridden by
specifying the load-module name in the Default Options.

How to Enable

Specify EXIT07=YES | Load-module name in the Default Options to enable this exit.

Calling Module

The module XCOMEXIT calls this exit.
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Entry Method

This exit is a branch entry.

Required DSEC

EX07PLST is the required DSECT.

Addressing Mode at Entry

The addressing mode at entry is 31.

Registers at Entry

The following registers are available at entry:

R0
Undefined

R1
Address of EX07PLST

R2 to R12
Undefined

R13
Address of register save area

R14
Return address

R15
Entry point address

Registers at Exit

The following registers are available at exit:

R0 to R14
Undefined

R15
Return code

Valid Return Code

The only valid return code is 0 for a normal return.

The return code from the exit is passed in field EX07RC of the exit parameter list (which is mapped by the EX07PLST
macro found in CAI.CBXGMAC).

Sample Program

The following is a sample program using this exit:

CAI.CBXGSAMP(XCOMEX07)

User Exit 8
Purpose

This exit point allows execution of a user-developed exit routine that performs user-defined initialization and termination
processing for the XCOM Data Transport server. This exit allows extension of XCOM Data Transport with user-supplied
control blocks and processing. For example, the exit can acquire (GETMAIN) and release (FREEMAIN) control blocks, or
load custom user modules.
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Module Name and Entry Point

The default module name and entry point for this exit is XCOMEX08. The default module name can be overridden by
specifying the load-module name in the Default Options.

How to Enable

Specify EXIT08=YES | Load-module name in the Default Options to enable this exit.

Calling Module

The module XCOMXFER calls this exit.

Entry Method

This exit is a branch entry.

Required DSECT

EX08PLST is the required DSECT.

Addressing Mode at Entry

The addressing mode at entry is 31.

Registers at Entry

The following registers are available at entry:

R0
Undefined

R1
Address of EX08PLST

R2 to R12
Undefined

R13
Address of register save area

R14
Return address

R15
Entry point address

Registers at Exit

The following registers are available at exit:

R0 to R14
Undefined

R15
Return code

Valid Return Code

The only valid return code is 0 for a normal return.

Sample Program

The following is a sample program using this exit:

CAI.CBXGSAMP(XCOMEX08)
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User Exit 9
Purpose

This exit point allows execution of a user-developed exit routine that creates and processes its own XCOM Data Transport
commands. The exit is activated by means of the EXIT operator command (for example, F XCOM,EXIT,userdata).
The supplied data, up to eight bytes, is then passed to the XCOMEX09 routine, where you can perform any pertinent
processing. This exit can be used to control and alter the functionality of the other XCOM Data Transport exits.

Module Name and Entry Point

The default module name and entry point for this exit is XCOMEX09. The default module name can be overridden by
specifying the load-module name in the Default Options.

How to Enable

Specify EXIT09=YES | Load-module name in the Default Options to enable this exit.

Calling Module

The module XCOMXFER calls this exit.

Entry Method

This exit is a branch entry.

Required DSECT

EX09PLST is the required DSECT.

Addressing Mode at Entry

The addressing mode at entry is 31.

Registers at Entry

The following registers are available at entry:

R0
Undefined

R1
Address of EX09PLST

R2 to R12
Undefined

R13
Address of register save area

R14
Return address

R15
Entry point address

Registers at Exit

The following registers are available at exit:

R0 to R14
Undefined

R15
Return code
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Valid Return Code

The only valid return code is 0 for a normal return.

Sample Program

The following is a sample program using this exit:

CAI.CBXGSAMP(XCOMEX09)

User Exit 10
Purpose

This exit point allows execution of a user-developed exit routine that generates a user-designed banner page for all
reports that the system receives.

Module Name and Entry Point
The default module name and entry point for this exit is XCOMEX10. The default module name can be overridden
by specifying the load-module name in the Default Options.

How to Enable
Specify EXIT10=YES | Load-module name in the Default Options to enable this exit.

Calling Module
The module XCOMRECV calls this exit.

Entry Method
This exit is a branch entry.

Required DSECT
No required DSECT.

Addressing Mode at Entry
The addressing mode at entry is 31.

Registers at Entry
The following registers are available at entry:
R0 - R2

Undefined
R3

Address of NSA control block (mapped by NSADSECT macro)
R4

Number of lines in each banner
R5

Number of letters per line
R6

Number of characters per letter
R7

Address of the banner field
R8

Address of the file data field
R9 to R12

Undefined
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R13
Address of register save area

R14
Return address

R15
The entry point address

NOTE
Addressability to XCOM Data Transport's CSA as mapped by the CSADSECT can be obtained by loading
NSA@CSA to the register used to map the CSA.

Registers at Exit
The following registers are available at exit:
R0 to R14

Undefined
R15

Return code
Valid Return Code

The only valid return code is 0 for a normal return.
Sample Program

A sample program using this exit:
CAI.CBXGSAMP(XCOMEX10)

User Exit 12
Purpose

This exit point controls partner LU security. It executes a user-written exit routine that verifies a given user's authority to
transfer data to and from a particular LU. The following are the possible results of the verification:

• The user is given access to the designated LUs.
• The user is denied access to the LUs.
• The user's right to access the LUs is referred to the security package.

Module Name and Entry Point
The default module name and entry point for this exit is XCOMEX12. The default module name can be overridden
by specifying the load-module name in the Default Options.

How to Enable
Specify EXIT12=YES | Load-module name in the Default Options to enable this exit.

Calling Module
The module XCOMTRGT calls this exit.

Entry Method
This exit is a branch entry.

Required DSECT
EX12PLST is the required DSECT.

Addressing Mode at Entry
The addressing mode at entry is 31.

Registers at Entry
The following registers are available at entry:
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R0
Undefined

R1
Address of EX12PLST

R2 to R12
Undefined

R13
Address of register save area

R14
Return address

R15
Entry point address

Registers at Exit
The following registers are available at exit:
R0 to R14

Undefined
R15

Return code
Valid Return Code

The only valid return code is 0 for a normal return.
0

Allow access immediately
4

Let the security package make the decision
8

Deny access immediately
Sample Program

The following is a sample program using this exit:
CAI.CBXGSAMP(XCOMEX12)

NOTE
In cases where a transfer causes the server to create a session due to GETSESS=YES, Exit 12 is called once
before session establishment and once before the transfer is performed. The exit is also called before each
transfer restart.

User Exit 13
Purpose

This exit point controls command security, both from the console and from the ISPF and CICS menu interfaces. It
executes a user-written exit routine that verifies a given user's authority to issue a particular command. The following are
the possible results of the verification:

• The user is given access to the designated commands.
• The user is denied access to the commands.
• The user's right to access the commands is referred to the security package.

 594



 XCOM™ Data Transport® for z/OS 12.0

Module Name and Entry Point
The default module name and entry point for this exit is XCOMEX13. The default module name can be overridden
by specifying the load-module name in the Default Options.

How to Enable
Specify EXIT13=YES | Load-module name in the Default Options to enable this exit.

Calling Module
The module XCOMOPRS calls this exit.

Entry Method
This exit is a branch entry.

Required DSECT
EX13PLST is the required DSECT.

Addressing Mode at Entry
The addressing mode at entry is 31.

Registers at Entry
The following registers are available at entry:
R0

Undefined
R1

Address of EX13PLST
R2 to R12

Undefined
R13

Address of register save area
R14

Return address
R15

Entry point address
Registers at Exit

The following registers are available at exit:
R0 to R14

Undefined
R15

Return code
Valid Return Code

The only valid return code is 0 for a normal return.
0

Allow access immediately
4

Let the security package make the decision
8

Deny access immediately
Sample Program

The following is a sample program using this exit:
CAI.CBXGSAMP(XCOMEX13)
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NOTE
Exit 13 has six separate entry codes, mapped by the field X13FUNCT in the EX13PLST DSECT. This field
contains an entry code explaining why the exit is being entered.

Control Center
Control Center is a browser-based user interface (UI) that lets you to view and manage XCOM Data Transport for z/OS
(XCOM Data Transport) server transactions and view transaction status. Tabs in the UI provide detailed information about
the transactions that are running in your server environment, including amount of storage used, trends for activity levels,
exception information, and configuration settings. The tab names and functions are as follows:

Status
Monitor the current state of transfer activity and the server resource usage for local and remote transfers.

Trends
View trends for transfer activity and the percentage of storage being consumed.

Queue
View detailed information about the file transfers in the XCOM Data Transport queue such as the status, user ID
for processing the transfer, and remote and local DSNs.

Exceptions
View detailed information about transfers that did not complete successfully.

Configuration
View and modify the XCOM Data Transport configuration parameters and their settings.

Settings
Configure Control Center defaults and settings, such as the interval at which the data is refreshed on the Status,
Trends, and Queue tabs and whether cookies can be stored on the computer that is running Control Center.

NOTE

• For information about installing this feature, see Install Control Center.
• At this time, Control Center is available only for XCOM Data Transport for z/OS Release 12.0.
• Google Chrome is the only browser that is currently supported. We recommend using the latest version.

Start Control Center
This article explains how to find the URL for Control Center and how to generate an XCOM-encrypted password, both of
which are required when you start Control Center for the first time.

After first use, you can go to the Control Center URL to start it. You will not need to enter your credentials if they have
been saved.

Find the URL for Control Center

The URL for Control Center is entered in the following format:

http://ip_address:port/ControlCenter

NOTE

• The IP name can be used instead of the IP address.
• If you are running multiple XCOM tasks, the IP address or name for each task can be the same but the port

numbers are different.

The IP address and port can be found in the XCOMLOG of the XCOM task that you plan to use with Control Center.

Example:
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XCOMM0819I TCP/IP FUNCTION GETHOSTID RETURNS ADDRESS nn.nnn.nn.nn

XCOMM0788I XCOM TCP/IP LISTENER ACTIVE ON PORT 08031

Generate an XCOM-Encrypted Password

An XCOM-encrypted password is required to access Control Center. A sample job is provided in data set member
hlq.CBXGJCL(XCOMENCR) that encrypts your TSO password for this purpose.

Follow these steps:

1. Open the XCOMENCR member and enter the password that you use to access TSO in the PASSWORD= statement.
2. Submit the XCOMENCR job.

The encrypted password is generated and copied to the SYSOUT01 data set.
3. Open the SYSOUT01 data set.
4. Copy all the characters to the right of the equal sign to the Windows clipboard. This is the XCOM-encrypted password

to use when you validate your credentials.

Example:

PASSWORD=4A8BFD6E042EC5240338A8F94FAE1F945E9E148051902090709F10855C9202916CB111

Validate Your Credentials

The first time you start Control Center, you must enter and validate your credentials. You must also validate your
credentials when you change your password.

Follow these steps:

1. Go to the URL for Control Center.
2. Select the Settings tab if it is not already selected.
3. Enter the user ID that you use to access TSO.
4. Paste your encrypted password into the XCOM-encrypted password field.
5. Enable the Permit the use of cookies on this device option to save your credentials and other settings on this tab.
6. (Optional) Select the tab that you want to be displayed when you start Control Center.
7. (Optional) Select appropriate refresh rates for the Status, Trends, and Queue tabs.
8. Click Validate.

Your credentials are validated and Control Center is ready for use.

Status Tab
Use the Status tab to view the current status of transfer activity and select server resource usage for the XCOM Data
Transport server to which the browser is connected. You can also assess the current status of resource usage.

Transfer activity is displayed graphically using gauges. The activity level is shown numerically above the gauge. Each
gauge has an upper limit, which reflects the MAXxxxx settings in the XCOM Data Transport server. In addition, a “high-
water mark” indicates the maximum amount of a given activity that has occurred for the current instance of the server
execution.

Critical levels represent resource utilization by percentage and use color to represent severity. Consumption that exceeds
80 percent of the resource availability is shown in yellow. Activity that has exceeded 90 percent of resource usage is
shown in red.

The time stamp at the bottom of the tab indicates when the information was last updated. You can set the schedule for
updates using the Settings tab.
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Server Resources

The Server Resources section displays the virtual storage (memory) available to the region in addition to the current and
high-water levels since the server was started. This section also provides current and high-water level utilization statistics
of key XCOM Data Transport VSAM data sets. Gauges display the present utilization of available capacity in those data
sets.

You can also view memory usage statistics for “below-the-line” and “above the line” virtual storage areas:
Below the Line

Displays virtual storage for 24-bit addresses below 16 MB.
Above the Line

Displays storage for 31-bit addresses above 16 MB but less than 2 GB.
Queue

Displays the maximum number of records defined for the XCOM Data Transport Queue (RRDS VSAM) dataset.
XCOM Data Transport sets the upper limit by detecting the number of records that are available. The Queue
reflects both active and pending requests.

History
Displays a potential need for history maintenance. For more information about performing history maintenance
and XCOMUTIL processing, see the History and SMF Files section of this documentation.

Transfer Activity

The Transfer Activity section displays the level of transfer activity for remotely- and locally-initiated transfer requests,
the total number of transfer requests that are currently being processed, and the high-water levels of transfers in each
category.

Trends Tab
The Trends tab displays the current transfer activity and percentage of available storage that is used. The information
shown in the graph is captured in one-minute intervals and is displayed in a 20-minute window.

You can view trends for above-the-line and below-the-line storage for locally- and remotely-initiated transfers. The total of
remote and local transfers is displayed numerically above the bars in the graph. 

Select the document icon at the bottom of the screen to export and save the Trends tab information.

 

Queue Tab
The Queue tab displays detailed information about the file transfer requests in the queue, such as status, the user ID for
authenticating or performing the transfer, and remote and local DSNs. You can change the sort order of the information
presented and manage the workload to facilitate priority file transfers.

Customize and Download the Displayed Data

You can perform the following actions: 

• To set the maximum number of entries for the page, select the arrow next to Max Entries per Page at the lower left side
of the page, then select the number of entries that you want to view. 

• To sort the information displayed in a column, click the column heading.  
• To download the information to a comma-delimited (CSV) file, click the document icon at the bottom of the window. 
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Manage Transfers in the Queue

You can interact with the transfers waiting in the queue by pausing and deleting transfers. For example, you can pause or
delete transfers to free up resources and allow other jobs to run immediately. This functionality is useful when you want to
immediately transfer an important file and other transfers are consuming the majority of the resources. Rather than wait
for the existing transfers to run and free up resources, you can pause some of the existing transfers and let the important
transfer run. After the transfer has run, you can restart the paused transfer requests. Pause, resume, or delete a transfer
as follows:

• To pause a queued file transfer, click the double bars to the left of the trash can icon.
• To resume a suspended transfer or release a Held transfer, select the Play button.
• To delete a file transfer request, select the trash can icon next to the job.

Column Descriptions
The following information is displayed on the Queue tab:
Req #

The unique number assigned to a request when it is initiated.
Status

The transfer status. Valid values are:
Held

The transfer is in an absolute hold status.
Held: Date

The date on which the transfer will occur.
Held: Time

The time at which the transfer will occur.
Abended

The transfer ended abnormally and can be released for a restart.
Suspended

The transfer has been suspended due to either an error on the remote partner or by an operator
command.

Inactive
The transfer is waiting for execution.

General Error
A non-specific transfer error has occurred.

Session Error
An error occurred while attempting to connect with the remote partner.

Network Error
A network error occurred after the initial connection was made.

Allocation Error
A problem occurred in allocating the required resources to perform the transfer.

File I/O Error
A file I/O error has occurred.

Active
The transfer is executing.

*Deleted
The transfer has been queued for deletion.

 599



 XCOM™ Data Transport® for z/OS 12.0

User
The ID of the user that was used to process the transfer on the local partner.

Ident
Specified on a per-transfer basis via the IDENT SYSIN01 parameter.

SPRTY
Specifies the selection priority parameter for a file transfer. Valid values are 1-255.

EPRTY
Specifies the execution priority parameter for a file transfer. Valid values are: 1-255

Transfer Type
The type of transfer. Valid values are:
Send File

The file should be sent to a remote XCOM Data Transport partner and stored on the remote system as a
data set.

Receive File
The file should be received from a remote XCOM Data Transport partner and stored locally as a data set.

Send Report
The file (SYSOUT or data set) should be sent as a report data set on the remote system print spooling
system.

Send Job
The file should be sent and run on the remote system as a script or job.

Remote
The name/IP address of the remote partner.

Local DSN
The name of the local system file that is being sent or received.

Remote DSN
The name of the remote system file that is being sent or received.

XTC Network
The name assigned to a cluster of conditional/interdependent transfers.

XTC Jobname
The unique identifier of a transfer request that is part of an XTC Network of conditional/interdependent transfers.

Exceptions Tab
The Exceptions tab displays transfers that did not complete successfully. On this tab, you can:

• View a history file of exceptions for a specific date by selecting the date from the calendar picker.
• Change the number of exceptions listed on the page by selecting the Max Entries per Page menu.
• Export the information to a CSV file by selecting the document icon at the bottom of the page.
• Refresh the information on the page by selecting the refresh icon (arrows) at the bottom of the page.

NOTE
To display TYPE=EXECUTE transfers that have failed, enable writing of history records to a compatible ODBC
relational database as follows:
HISTORY=ODBC

The ODBC database must be the same one that is used for writing history records by the server that hosts
the Control Center session. HISTORY=ODBC is the only configuration that supports writing history records for
TYPE=EXECUTE transfers that are invoked by XCOMJOB.
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Deleted Transfer Requests

When a transfer request is deleted before completion, a XCOM Data Transport history record is written, indicating that it
was deleted for audit purposes. Transfers that have been deleted are displayed in the Exceptions list.

Configuration Tab
Use the Configuration tab to view the XCOM Data Transport server configuration parameters and settings that are stored
as a CONFIG member in a PDS. You can also modify some of the parameter settings for the CONFIG member and
download a backup of the settings.

The Configuration tab displays the following information for each parameter:

Override
Indicates that a particular parameter has been explicitly specified or overridden, and if so, where the parameter
was updated. Changes can occur from an EXEC PARM statement, a XCOM Data Transport “DFLT” command on-
the-fly, modification to the CONFIG member, or by default (having been omitted from all of these sources).

Parameter
Reflects the XCOM Data Transport configuration parameter keyword for the value that is displayed in the Setting
column.

Setting
Displays the current value for the parameter.

Modify Parameter Settings

To modify the setting for a parameter, select the pencil icon, type a new value, and select OK. The change takes effect
immediately.

To retain your changes so that they take effect with subsequent restarts of the server, select the Save CONFIG Member
icon (the floppy disk) at the bottom of the page. Type a name for the member to be saved in the XCOMCNTL data set file
and select OK. XCOM Data Transport saves the data as a CONFIG member. When you restart the server, the updated
configuration is applied.

Download the Configuration Information

You can download the information as a CSV file to save a copy of the configuration parameters and their settings. To do
so, select the document icon at the bottom of the page.

Downloaded CSV file names are in the following format:

server_tabname_yyyy_mmm_dd_hh_mm_ss.csv

The file name indicates:

• server
The name of the XCOM Data Transport server’s “ACBNAME” CONFIG parameter.

• tabname
The name of the Control Center tab from which the download was requested. That is, the TYPE of data to be expected
in the CSV file.

• yyyy
The year in which the download was requested.

• mmm
Indicates the three-character abbreviation for the month on which the download was requested (for example, jan, feb,
mar).

• dd
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The day of the month on which the download was requested.
• hh mm ss

The hour, minute, and second at which the download was requested.

Settings Tab
Use the Settings tab to validate your user credentials, select a default tab for Control Center startup, and select the
refresh rate for the Status, Trends, and Queue tabs.

Permit the Use of Cookies on This Device

To save your changes on this tab including your user credentials, select this option. Cookies are stored on the computer
on which you are using Control Center.

Enter Credentials to Access Server

To access the XCOM Data Transport server from Control Center, you must validate your credentials the first time you use
Control Center, and also when you change your TSO password.

To validate your credentials, enter your TSO user ID and your XCOM Data Transport-encrypted password, and click
Validate.

NOTE

• For information about generating your XCOM-encrypted password and first time use of Control Center, see
Start Control Center.

• The user credentials must be valid on the system on which the XCOM Data Transport server is running.
• The user ID must have at least Read access to the resource name that is specified in the CC_RESOURCE

configuration parameter. For more information, see Install Control Center.

Default Tab

To display a certain tab when you start Control Center, click the Default Tab drop-down and select the appropriate tab.
Select *Last Active if you want Control Center to open with the tab that was selected when Control Center was last
closed.

Refresh Rate

You can select whether information on certain tabs should be automatically refreshed. You can also select the refresh
rate. Refresh rates (in seconds) are as follows:

Trends tab:
60-6000

Status and Queue tabs:
10-6000
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Using the REST API Infrastructure
The REST API infrastructure for XCOM Data Transport for z/OS uses event-based triggers to report statistics about the
XCOM transfers that are processed.

This self-contained infrastructure does not require any external components for connectivity and access. To use the
infrastructure, create up to eight RESTAPI members with the appropriate parameters. These parameters specify what
action the members take when an XCOM transfer enters various states, such as changing from ACTIVE to COMPLETED.
These status changes are the event-based triggers that prompt the statistics collection. The members can write the
statistics to XCOMLOG, or they can issue commands.

For example, a member can capture various time-based statistics, like the network I/O time, compression time, and total
time. You can then view these statistics in the log to determine the impact of specific performance tuning measures.
Another member could display the job name of the XCOM address space and could summarize the transfer statistics at
various stages to indicate the transfer progress. This information could help you troubleshoot a transfer that keeps failing,
by identifying the point at which the failure occurs.

Sample RESTAPI members are provided in hlq.CBXGPARM. Copy these members and edit them to meet your
requirements. For more information about these members and what they do, see Sample Files. For descriptions of the
RESTAPI parameters, see RESTAPI Member Parameters.

After you create the RESTAPI members, add the RESTAPI_LIST parameter
to the CONFIG member. RESTAPI_LIST specifies the RESTAPI members to enable when the XCOM Data Transport
server (XCOMXFER) starts up. You can enable up to eight members. For more information about the RESTAPI_LIST
parameter, see RESTAPI_LIST.

Instead of starting or restarting your XCOM server to enable a RESTAPI member, you can activate the member by using
the z/OS MODIFY ENABLE command; for example, F XCOM,ENABLE,restapi-member.

If you use a batch JCL job to initiate data transfers, the job can enable the RESTAPI members. Ensure that the job
references a CONFIG member with a RESTAPI_LIST parameter, or specify RESTAPI_LIST directly in the EXEC
statement of the job. If you do both, the parameter in the EXEC statement overrides the parameter in the CONFIG
member.

When the RESTAPI members are enabled, they "listen" for XCOM transfer activity and perform the appropriate action
when the activity occurs.

Symbolic Variables in the REST API Infrastructure
The REST API infrastructure in XCOM Data Transport for z/OS supports several symbolic variables.

You can use symbolic variables in the commands or message content that you specify in the RESTAPI member.

Some of the following variables apply only to transfers that are initiated by the XCOM Data Transport server, not to
transfers that are initiated by batch jobs. This restriction is indicated in the variable descriptions.

&abend
Inserts the abend code when the transfer abends.

&aggbyts
Inserts the aggregate number of bytes that have been transferred to or from this XCOM address space during the
transfer.

&aggrate
Inserts the average transfer rate of data to or from the XCOM address space, in bytes per second.
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&aggtime
Inserts the aggregate time that has been spent transferring data to or from the XCOM address space. This value
is expressed in seconds, with decimal precision down to the microsecond (S.mmmmmm).

&bytes
Inserts the number of bytes that have been transferred.

&cbytes
Inserts the number of compressed bytes that have been transferred.

&cmptime
Indicates how much time has been spent compressing and decompressing the transferred data. This value is
expressed in seconds, with decimal precision down to the microsecond (S.mmmmmm).

&config
Indicates the member name that is specified in the CONFIG= or DFLTAB= parameter in the EXEC statement. This
value indicates the member that is in use for the XCOM address space.

&curloc
Inserts the current number of locally initiated transfer tasks. (XCOM server only)

&curpnd
Inserts the current number of pending transfer tasks. (XCOM server only)

&currem
Inserts the current number of remotely initiated transfer tasks. (XCOM server only)

&curtsk
Inserts the current total number of transfer tasks. This value includes both locally and remotely initiated
transfers. (XCOM server only)

&dir
Indicates whether the transfer is being sent to the remote partner or received from the remote partner.

&dsptime
Inserts the transfer dispatch overhead time. This value is expressed in seconds, with microsecond decimal places
(S.mmmmmm).

&dur
Inserts the transfer duration. This value is expressed as DD days HH:MM:SS.

&eprty
Indicates the execution priority of the transfer.

&filtime
Inserts the I/O time that has been spent transferring the file. This value is expressed in seconds, with microsecond
decimal places (S.mmmmmm).

&hwmloc
Inserts the highest number of locally initiated transfers that have been concurrently active at a given time. (XCOM
server only)

&hwmrem
Inserts the highest number of remotely initiated transfers that have been concurrently active at a given
time. (XCOM server only)

&hwmtsk
Inserts the highest number of locally and remotely initiated transfers that have been concurrently active at a given
time. (XCOM server only)

&idnt
Inserts the unique 10-character identifier for this transfer that was specified in the transfer parameters.
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&init
Indicates whether the transfer was initiated locally or remotely.

&jobname
Identifies the job that is collecting the transfer statistics and writing them to the log, or issuing the specified
commands.

&locdsn
Inserts the name of the local system file that is being sent or received.

&luser
Inserts the user ID on the local partner that is performing the transfer.

&maxloc
Inserts the maximum number of locally initiated transfers that can be active at one time. (XCOM server only)

&maxrem
Inserts the maximum number of remotely initiated transfers that can be active at one time. (XCOM server only)

&maxtsk
Inserts the total number of file transfers that the XCOM server can perform concurrently. (XCOM server only)

&micr
Inserts a unique microsecond correlator timestamp for the transfer.

&nettime
Inserts the network I/O time that has been spent on the transfer. This value is expressed in seconds, with decimal
precision down to the microsecond (S.mmmmmm).

&nsamsg
Inserts the last message that is associated with the transfer. Typically, the last message indicates the success or
failure of the transfer.

&partner
Inserts the transfer partner that was specified in the transfer parameters (LU, GROUP, LIST, or IP name or
address).

&proto
Inserts the network protocol that is being used for the transfer (TCP/IP or SNA).

&rate
Inserts the bytes per second calculation from the NSA (Network Services Anchor).

&recs
Inserts the number of records that have been transferred.

&reg24%
Inserts the percentage of virtual storage below 16 MB that is currently in use.

&reg24c
Inserts the amount of virtual storage that is currently allocated below 16 MB, in KB.

&reg24h
Inserts the maximum amount of virtual storage that has been allocated below 16 MB, in KB.

&reg24l
Inserts the maximum amount of virtual storage that could be allocated below 16 MB, in KB.

&reg31%
Inserts the percentage of virtual storage above 16 MB that is currently in use.

&reg31c
Inserts the amount of virtual storage that is currently allocated above 16 MB, in KB.
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&reg31cm
Inserts the amount of virtual storage that is currently allocated above 16 MB, in MB.

&reg31h
Inserts the maximum amount of virtual storage that has been allocated above 16 MB, in KB.

&reg31hm
Inserts the maximum amount of virtual storage that has been allocated above 16 MB, in MB.

&reg31l
Inserts the maximum amount of virtual storage that could be allocated above 16 MB, in KB.

&reg31lm
Inserts the maximum amount of virtual storage that could be allocated above 16 MB, in MB.

&regreq
Inserts the REGION value that was specified on the EXEC JCL statement.

&release
Inserts the XCOM release level of the local XCOM partner.

&remdsn
Inserts the name of the remote system file that is being sent or received.

&req
Inserts the request number of the transfer.

&RMID
Inserts the maintenance level of the XCOMEXIT module. Only use this variable when instructed to do so by
Broadcom Support.

&rrdhwm
Inserts the highest number of slots that have been in the RRDS at any given time during the transfer.

&rrdtot
Inserts the total number of slots in the RRDS queue data set.

&rrduse
Inserts the number of RRDS slots that are currently in use.

&server
Inserts the ACBNAME of the local XCOM address space.

&sprty
Indicates the scheduling priority that has been assigned to this transfer.

&status
Inserts the transfer status.

&timeout
Inserts the TIMEOUT setting of the local XCOM address space, in seconds.

&tottime
Inserts the total elapsed time for the transfer. This value is expressed in seconds, with microsecond decimal
places (S.mmmmmm).

&tstamp
Inserts the date and time that the XCOMEXIT module was compiled. Only use this variable when instructed to do
so by Broadcom Support.

&xittime
Inserts the time that has been spent in user EXIT code. This value is expressed in seconds, with microsecond
decimal places (S.mmmmmm).
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&xtcjob
Inserts the XTCJOB name of the transfer.

&xtcnet
Inserts the XTCNET name of the transfer.

Sample RESTAPI Members
These sample RESTAPI members show how to write data to the XCOMLOG and issue commands when data transfers
enter specified states.

Write Transfer Performance Statistics to the XCOMLOG

The following sample RESTAPI member writes a detailed summary of transfer performance statistics for successful
transfers. If a transfer fails, the member also writes a notification in the XCOMLOG with the specific abend code (if
the transfer abends). This use case can show the impact of specific performance tuning measures on the actual data
throughput for transfers.

This sample member is provided in hlq.CBXGPARM(XCOMRSM1).

************************************************************************ 

*** XCOM/MVS RESTful API Definition - Log messages 

*** 

************************************************************************ 

TYPE=RESTAPI

USAGE=ALL                            * USAGE= LOCAL | REMOTE | ALL 

TARGET=LOG                           * TARGET= LOG | CMD 

* 

COMPLETED=Request # &req.......... &initLY initiated &dir 

          + Bytes transferred....... &bytes   ( &rate / second ) 

          + Network time............ &nettime seconds 

          + File time............... &filtime seconds 

          + Compression time........ &cmptime seconds 

          + User Exit time.......... &xittime seconds 

          + Dispatch Overhead time.. &dsptime seconds 

         + Total time.............. &tottime seconds 

FAILED=Transfer &req has failed. ABEND=&abend

Note the following items in this sample RESTAPI:

• TYPE=RESTAPI identifies the type of XCOMCNTL member that is being defined.
• USAGE=ALL makes the messaging apply to both locally and remotely initiated transfers.
• TARGET=LOG formats the defined text in the COMPLETED and FAILED parameters into the XCOM message format

and writes the text to the XCOMLOG data set.
• The COMPLETED= parameter defines custom message content to write to the XCOMLOG for transfers that complete

successfully. Up to eight lines of freeform text can be provided per parameter.
• The FAILED= parameter defines custom message content to write to the XCOMLOG for transfers that fail.
• The custom message content can contain predefined variables that are resolved using transfer-specific or

server-specific data at execution time. For a list of supported variables, see Symbolic Variables in the REST API
Infrastructure.

This sample RESTAPI member writes the following messages to the XCOMLOG for each successful transfer:

XCOMM0773I RESTAPI7: Request # 002000.......... REMOTELY initiated SEND

XCOMM0773I RESTAPI7: + Bytes transferred....... 126,010,384   ( 9,731,567 / second )

XCOMM0773I RESTAPI7: + Network time............ 12.203718 seconds                   
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XCOMM0773I RESTAPI7: + File time............... 0.265480 seconds                    

XCOMM0773I RESTAPI7: + Compression time........ 0.000000 seconds                    

XCOMM0773I RESTAPI7: + User Exit time.......... 0.000000 seconds                    

XCOMM0773I RESTAPI7: + Dispatch Overhead time.. 0.479424 seconds                    

XCOMM0773I RESTAPI7: + Total time.............. 12.948622 seconds                   

Issue MODIFY Commands During a Data Transfer

The following sample RESTAPI member issues MODIFY commands when a transfer enters the checkpoint state, and also
when it completes. The commands display information about the transfer for each of those states.

This sample member is provided in hlq.CBXGPARM(XCOMRSM4).

************************************************************************00000100

***                                                                  ***00000200

***    XCOM/MVS RESTful API Definition - Issue commands              ***00000300

***                                                                  ***00000400

************************************************************************00000500

TYPE=RESTAPI                                                            00000600

USAGE=REMOTE                                                            00000700

TARGET=CMD                                                              00000800

*                                                                       00000900

CHECKPOINT=F &jobname,SHOW,&req                                         00001000

COMPLETED=F &jobname,INFO                                               00001100
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CICS Reference
This section contains information that is related to the XCOM Data Transport CICS.

Customer Information Control System (CICS) is a transaction server that runs primarily on IBM mainframe systems under
z/OS.

CICS is the middleware that is designed to support rapid, high-volume online transaction processing. A CICS transaction
is a unit of processing initiated by a single request that can affect one or more objects. This processing is interactive, but
background transactions are possible.

CICS provides services that extend or replace the functions of the operating system. The functions are more efficient
than the generalized services in the operating system and simpler for programmers to use, particularly regarding
communication with diverse terminal devices.

The information that is provided includes:

• Menu interface
• Programming interface
• Processing different file types
• Security Considerations
• Sample Members

CICS Menu Interface
The XCOM Data Transport CICS menu interface is initiated by the command XCOM. XCOM Data Transport invokes the
proper function based on the data entered into the screen.

Menu Tree
The following diagram shows the hierarchy of the XCOM Data Transport CICS menus. Each menu has a name that
describes its function (such as the Send Functions menu) plus an abbreviated name (such as XCICSEND) whose first
four characters are XCIC.
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Figure 12: CICS Menu Tree

Use of XCOM Data Transport menus begins with the display of the Primary Option Menu. At this menu, you can enter
data which causes XCOM Data Transport to display one of the following three menus:

• Send Functions Menu
• Receive File from Another System Menu
• Operator Control Selection Menu

At the Send Functions menu, you can enter data that causes XCOM Data Transport to display one of three other menus.
The previous diagram indicates how data you enter at any of those three menus (the Send File to Another System Menu,
the Send Report to Another System Menu, or the Submit Job to Another System Menu), or the Receive File from Another
System Menu, causes XCOM Data Transport to display one of another three menus (the Additional Schedule Parameters
Menu, the Extended Length File Names Menu, or the Allocate New Dataset Parameters Menu).
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Finally, at the Operator Control Selection Menu you can enter data that causes XCOM Data Transport to display the
Operator Transfer Request Display Menu. At the Operator Transfer Request Display Menu, you can enter data that
causes XCOM Data Transport to display the Transfer Request Display Menu.

PF Key Definitions and Usage
The following list describes the program function keys (PF keys) used in at least one XCOM Data Transport CICS menu.
No menu supports all the PF keys described in the following table. The PF keys that you can use with a specific menu are
indicated in the menu last line.

F1
Enter the XCOM Data Transport HELP facility.

F3
Validate data that is entered on this screen. Retain data that is entered on this screen in storage. If you are
currently at the Primary Option Menu and logged on with a CICS user ID, save the data to the XCOMDFLT file.
Return to the previous XCOM Data Transport screen. If you are in the Primary Option Menu, display a message
and end the XCOM Data Transport CICS transaction.

F4
Invoke the Additional Schedule Parameters menu to enter additional parameters. This key is available only on
the Receive File from Another System menu, the Send File to Another System menu, the Send Report to Another
System menu, and the Submit Job to Another System menu.

F5
Invoke the Allocate New Dataset Parameters menu to enter file creation parameters. This key is available only
on the Receive File from Another System menu and the Send File to Another System menu when a file is being
created.

F6
Invoke the Extended Length File Names menu to enter long file names (maximum length is 255 characters). This
key is available only on the Receive File from Another System menu, the Send File to Another System menu, the
Send Report to Another System menu, and the Submit Job to Another System menu.

F7
Scroll back (that is, page up) to display previous file transfers. This key is available only on the Operator Transfer
Request Display menu.

F8
Scroll forward (that is, page down) to display the next screen of file transfers. This key is available only on the
Operator Transfer Request Display menu.

F9
Validate data that is entered onto the screen. Send a transfer request to the XCOM Data Transport server. This
key is available only on the Receive File from Another System menu, the Send File to Another System menu, and
the Send Report to Another System menu.

F10
Display detailed information for the previous file transfer without returning to the Operator Transfer Request
Display menu. This key is available only on the Transfer Request Display menu.

F11
Display detailed information about the next file transfer without returning to the Operator Transfer Request Display
menu. This key is available only on the Transfer Request Display menu.

F12
Return to the previous XCOM Data Transport screen without retaining data that is entered on that screen. If you
are at the Primary Option Menu, display a message and end the XCOM Data Transport CICS transactions.
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Enter
Enter validates the parameters that are entered and branches to another screen based on the data entered. In
the Receive File from Another System menu, the Send File to Another System menu, the Send Report to Another
System menu, and Submit Job to Another System menu screens, ENTER causes XCOM Data Transport CICS
to only validate the parameters. No further action is taken without pressing a PF key. On the Transfer Request
Display menu, it updates the information that is displayed on the screen.

Primary Option Menu (XCICPRIM)
Upon entering XCOM Data Transport, you are presented with the Primary Option Menu.

XCICPRIM               CA XCOM CICS Primary Option Menu                   09:56

                              CA XCOM for z/OS r11.6  SP00

               Option:      1   Send Files, Reports, Jobs

                              1.1   Send Files

                              1.2   Send Reports

                              1.3   Send Jobs

                            2   Receive Files

                            3   XCOM Operator Control

   Remote System Identification

     IP Name or Address:                                             Port: 0000

    or      SNA LU Name: LU30107

    or  XCOM Group Name:

    or  XCOM LIST  Name:

  APPLID of the CA XCOM Server: XCSDSDL

                        COPYRIGHT (C) yyyy CA, INC.

 F1=Help   F3=End    F12=Cancel

While this screen is displayed upon entry of the XCOM Data Transport transaction alone, you can invoke other menus
directly by adding the menu number as a parameter on the XCOM Data Transport transaction, as follows:

XCOM 1
Send Functions

XCOM 1.1
Send File to Another System

XCOM 1.2
Send Report to Another System

XCOM 1.3
Submit Job to Another System

XCOM 2
Receive File from Another System

XCOM Data Transport CICS ensures that the necessary parameters are entered from the default file before branching to
the desired menu. If they are not, XCOM Data Transport displays the Primary Option Menu with an error.

 612



 XCOM™ Data Transport® for z/OS 12.0

Primary Menu Options (XCICPRIM)
1 -- Send Files, Reports, Jobs

Used for outbound transmissions involving the sending of a file, report, or job to a remote system.

1.1 -- Send Files

Used for outbound transmissions involving the sending of a file to a remote system.

1.2 -- Send Reports

Used for outbound transmissions involving the sending of a report to a remote system.

1.3 -- Send Jobs

Used for outbound transmissions involving the sending of a job to a remote system.

2 -- Receive Files

Used for inbound transmissions involving the retrieval of a file from a remote system.

3 -- XCOM Operator Control

Used to display information about, or to alter certain parameters pertaining to, all pending, in-progress, or completed
transmissions. You can also use XCOM Operator Control to change that transmission's status

Remote System Identification (XCICPRIM)
Remote System Identification is required for Send and Receive functions. You can specify only one per transfer request.
This field is not used by the Operator Control function.

IP Name or Address

Specifies the name or address of the TCP/IP system or node with which a transfer is to take place. The IP name can be a
string of up to 64 alphanumeric characters. The IP address can be specified in either IPv4 or IPv6 format.

When you specify an IP name or address, you must also identify the IP port (see Port) where XCOM Data Transport
listens at the remote system.

The IP Name or Address field counterpart in the batch interface is the IPNAME parameter.

Port

Specifies the number of the IP port where XCOM Data Transport listens at the remote system.

SNA LU Name

Specifies the SNA logical unit name of the remote system with which a transfer is to take place.

A valid SNA LU Name consists of up to eight alphanumeric characters. The initial character must be either an alphabetic
or a national character.

Default: None

XCOM Group Name

Specifies the name of a destination that is previously defined in the XCOM Data Transport for z/OS control library
(XCOMCNTL) or the XCOM Data Transport for z/VSE destination members. The XCOM group name contains one of the
following:
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• A single TCP/IP name or address
• A single SNA LU name
• A collection of up to 16 SNA LU names

In the first two cases, the group definition provides an alias or nickname for a TCP/IP or SNA destination. In the last case,
the group definition is used for partner systems which support multiple SNA LUs but not parallel sessions, and it allows up
to 16 simultaneous transfers with a system that does not support parallel sessions.

The XCOM Data Transport group definition also provides destination-specific default values for transfer parameters like
COMPRESS and PACK.

A valid XCOM group name consists of up to eight alphanumeric characters. The initial character must be either an
alphabetic or a national character.

Default: None

XCOM List Name

Used with the Send function to broadcast to all the remote destinations designated on a distribution list that is previously
defined in the:

• XCOM Data Transport for z/OS control library (XCOMCNTL)
• XCOM Data Transport for z/VSE destination members.

A list can represent a superlist in XCOM Data Transport for z/OS.

A valid XCOM list name consists of up to eight alphanumeric characters. The initial character must be either an alphabetic
or a national character.

Because all transfers are queued to the XCOM Data Transport server, some of the transfers can start at different times.
The menu interface Transfer Request Display menu can be used to check the current completion status of any broadcast
distribution.

Default: None

APPLID of the XCOM Data Transport Server (XCICPRIM)
This field is required and must contain the APPLID of the XCOM Data Transport server starting the transfer. It must be a
valid APPLID with a maximum of eight characters.

Transfer requests are queued to the XCOM Data Transport server identified by this parameter.

If you are using the panels to schedule transfers to an XCOMPLEX Admin Server, enter the acbname of that server here.

XCOM Data Transport lets you display and control the queues and history logs of different mainframe XCOM Data
Transport systems. To do this, enter the APPLID of the XCOM Data Transport server where you want to display or modify
the queues, then select Option 3, XCOM Operator Control.

XCICPRIM Required Parameters (XCICPRIM)
The following are required parameters:

• Primary Menu Option
• Remote System Identification (= IP name or address and port, SNA LU name, XCOM group name, or XCOM list

name)
• APPLID of the server
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Send Functions Menu (XCICSEND)
The Send Functions menu lets you display the following menus:

• Send File to Another System
• Send Report to Another System
• Submit Job to Another System

To display the Send Functions menu

Select Option 1 on the Primary Option Menu.

XCICSEND              CA XCOM CICS Send Functions                      10:01

                            CA XCOM for z/OS r11.6  SP00

               Option:

                                  1   Send Files to Another System

                                  2   Send Reports to Another System

                                  3   Submit Jobs to Another System

   Remote System Identification

     IP Name or Address:                                          Port: 0000

    or      SNA LU Name: LU30107

    or  XCOM Group Name:

    or  XCOM LIST  Name:

  APPLID of the CA XCOM Server: XCSDSDL

         Copyright (C) yyyy CA. All rights reserved.

 F1=Help   F3=End    F12=Cancel

Menu Options

1 - Send Files to Another System

Used for outbound transmissions involving the sending of a file to a remote system.

2 - Send Reports to Another System

Used for outbound transmissions involving the sending of a report to a remote system.

3 - Submit Jobs to Another System

Used for outbound transmissions involving the sending of a job to a remote system.

Remote System Identification (XCICSEND)
Remote System Identification is required for Send and Receive functions. You can specify only one per transfer request.
This field is not used by the Operator Control function.
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IP Name or Address

Specifies the name or address of the TCP/IP system or node with which a transfer is to take place. The IP name can be a
string of up to 64 alphanumeric characters. The IP address can be specified in either IPv4 or IPv6 format.

When you specify an IP name or address, also identify the IP port (see Port) where XCOM Data Transport listens at the
remote system.

The IP Name or Address field counterpart in the batch interface is the IPNAME parameter.

Port

Specifies the number of the IP port where XCOM Data Transport listens at the remote system.

SNA LU Name

Specifies the SNA logical unit name of the remote system with which a transfer is to take place.

A valid SNA LU Name consists of up to eight alphanumeric characters. The initial character must be either an alphabetic
or a national character.

Default: None

XCOM Group Name

Specifies the name of a destination that is previously defined in the XCOM Data Transport for z/OS control library
(XCOMCNTL) or the XCOM Data Transport for z/VSE destination members. The XCOM group name contains one of the
following items:

• A single TCP/IP name or address
• A single SNA LU name
• A collection of up to 16 SNA LU names

In the first two cases, the group definition provides an alias or nickname for a TCP/IP or SNA destination. In the last case,
the group definition is used for partner systems which support multiple SNA LUs but not parallel sessions, and it allows up
to 16 simultaneous transfers with a system that does not support parallel sessions.

The XCOM Data Transport group definition also provides destination-specific default values for transfer parameters like
COMPRESS and PACK.

A valid XCOM group name consists of up to eight alphanumeric characters. The initial character must be either an
alphabetic or a national character.

Default: None

XCOM List Name

Used with the Send function to broadcast to all the remote destinations designated on a distribution list that is previously
defined in the XCOM Data Transport for z/OS control library (XCOMCNTL) or the XCOM Data Transport for z/VSE
destination members. A list can represent a superlist in XCOM Data Transport for z/OS.

A valid XCOM list name consists of up to eight alphanumeric characters. The initial character must be either an alphabetic
or a national character.

Because all transfers are queued to the XCOM Data Transport server, some of the transfers can start at different times.
The menu interface Transfer Request Display menu can be used to check the current completion status of any broadcast
distribution.

Default: None
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APPLID of the XCOM Data Transport Server

This field is required and must contain the APPLID of the XCOM Data Transport server starting the transfer. It must be a
valid APPLID with a maximum of eight characters.

Transfer requests are queued to the XCOM Data Transport server identified by this parameter.

Using the panels to schedule transfers in the XCOMPLEX, enter the acbname of the XCOM ADMIN server here.

XCOM Data Transport lets you display and control the queues and history logs of different XCOM Data Transport
systems:

• z/OS
• z/VSE
• z/VM

Enter the APPLID of the XCOM Data Transport server where you want to display or modify the queues.

Select Option 3, XCOM Operator Control.

Required Parameters

The following parameters are required:

• Menu Option
• Remote System Identification (= IP Name or Address and Port, SNA LU Name, XCOM Group Name, or XCOM List

Name)
• APPLID of the XCOM Data Transport Server

Send File to Another System Menu (XCICSFIL)
To display the Send File to Another System menu

Select one of the following:

• Option 1.1 on the Primary Option Menu
• Option 1 on the Send Functions menu

XCICSFIL            CA XCOM CICS Send File to Another System               10:04

 Transfer ID:               SNA LU Name: LU30107

 Local Dataset Name :

 Remote Dataset Name:

 Create/Replace/Add :       (C/R/A)       Trusted (Y/N/X)-----------:

 USS ->  UMASK :        LFILEDATA:   FILEDATA:   (Binary/Text)  USSLRECL:

 Remote Notify Level (A/W/E)-----:   Local Notify Level (A/W/E)---:

 Program Library  (Y/N)----------:        Secure_Socket (Y/N)-----:

 Record Separators(Y/N)----------:        Pack Data Records(N/C/L):

 Compress Data-------------------:        Dropsess(Y/N/Q)---------:

 EBCDIC/Binary/ASCII/VLR(E/B/A/V):        Checkpoint Count--------:

 Truncate Record(Y/N)------------:        Transfer User Data------:

 Code Table ---------------------:        System User Data--------:

            ---REMOTE SYSTEM INFORMATION---     ---LOCAL SYSTEM INFORMATION----

 Userid----:                                  :

 Password--:                                  :

 Domain----:
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 Notifyname:               Type(T/C/R/A):     :               Type(T/C/R):

 Volume----:               Unit:              :               Unit:

                           Tape: NO           :               Tape: NO

 F1=Help  F3=End    F4=More   F5=Alloc   F6=Long-DSN  F9=Schedule   F12=Cancel

Parameter Fields (XCICSFIL)
This section describes the parameter fields for the Send File to Another System menu.

Transfer ID

Associates a descriptive identifier with this transfer. The ID can be any combination of alphanumeric or national characters
up to 10 characters in length. The ID complements the unique request number that XCOM Data Transport assigned.

Remote System Identification (= IP Name or Address, SNA LU Name, XCOM Group Name, or XCOM List Name)

Remote system identification indicates the remote destinations where a file is sent. The name that is displayed is one of
the four remote destination types that XCOM Data Transport supports. The contents of the field reflect the choice that you
made on a previous screen. The contents of the field cannot be overridden.

Local Dataset Name

The local data set name is required and indicates the name of the file on the local system that is transferred. A maximum
of 54 characters is allowed. If the file name is longer, press F6 to display the Extended Remote File Name Entry screen.
This screen accepts file names of up to 256 characters. For more information, see Extended Length File Names Menu
(XCICEDSN) in this section.

Up to 54 alphanumeric characters (for a non-USS file)
The name of the local data set being transferred. A maximum of 54 characters is allowed. These 54 characters
consist of:

• 1-character to 44-character data set name
• An optional member name or relative generation data groups (GDG) data set level that is enclosed in

parentheses

Use an asterisk to send multiple members of a partitioned data set. Specifying an asterisk for the member name
sends all members of a PDS, for example, SURVEYS(*). To send to all members beginning with a specific prefix,
specify this prefix followed by an asterisk. For example, NAMES.PDS(AL*) requests that members AL, ALEX, and
ALICE all be transferred. The asterisk must be the last character before the right parenthesis.

1 to 255 characters (for a USS file)
The name of the local USS data set being transferred. The 255 characters consist of:

• / (the first character of the data set name)
• 1-character to 254-character data set name

If transferring to IBM mainframe systems, Windows systems, or UNIX systems, one or more asterisk characters
(*) can be used as a wildcard.
The transfer of USS files is supported only between systems running XCOM Data Transport r11.5 or later.
Default: The last data set name that was entered

Remote Dataset Name

The remote data set name is required and indicates the name of the file on the remote system receiving the data being
transferred. A maximum of 54 characters is allowed. If the file name is longer, press F6 to display the Extended Remote
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File Name Entry screen. This screen accepts file names of up to 256 characters. For more information, see Extended
Length File Names Menu (XCICEDSN) in this section.

In the Digital Equipment Corp. VAX/VMS environment, brackets ([ ]) are used to indicate the directory in a complete file
name specification. However, some EBCDIC environment keyboards do not provide brackets. In such cases, use braces
({ }) instead because XCOM Data Transport VAX converts the braces to brackets.

Default: The last entered remote data set name

Create/Replace/Add (C/R/A)

Informs XCOM Data Transport how to handle the file that is receiving the transferred data. If you enter a C for Create,
XCOM Data Transport attempts to allocate a new file. For information about the provision of extra allocation parameters
for this new file, see Allocate New Dataset Parameters Menu (XCICADSN) in this section. When transferring a partitioned
data set, specify C only if the PDS itself is being created. If a new member is being sent to an existing PDS, specify R for
Replace.

Specifying R causes XCOM Data Transport to replace the contents of a file with the data being transferred. If the file is
indexed, the records with matching keys are replaced and records with nonmatching keys are added.

Specifying A causes XCOM Data Transport to add the records being transferred to the end of an existing file. For an
indexed file, the keys must not match records in the file or XCOM Data Transport terminates the transfer with an error.

Default: C

If you do not override the default value and the file already exists on the target system, the transfer terminates with an
error.

Trusted (Y/N/X)

This parameter specifies whether a user requests a trusted transfer.

Y
Yes, a trusted transfer is requested and the partner trusted file processes the local userid.

N
No: A trusted transfer is not requested and the partner trusted file cannot process the local userid.

X
XCOM: The local userid is propagated and processed on the partner as it was in prior XCOM releases to provide
backwards compatibility.

Default: X

NOTE

The values for USERPRO and USEROVR in the default table or TYPE=CONFIG control member affect this
functionality. For more information, see the Administrating section for details.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see the Symbolic
Parameters.

UMASK

The file permissions to be removed from the XCOM default file permissions for USS files.

Range: 000 to 777

Default: 022
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NOTE

For directories, XCOM Data Transport sets permissions for a created directory to 7xx, where xx represents the
last 2 bytes of the specified UMASK.

For files, XCOM Data Transport ignores any UMASK value and sets owner permission for a created file to a 6
(rw-). After the transfer has been completed, XCOM Data Transport removes permissions that are based on the
UMASK value.

LFILEDATA

This parameter indicates how the local USS file is allocated.

B
- Binary

T
- Text

R
- Record

If the value is not specified for LFILEDATA, then the allocation is determined based on the CODE= specification, the value
of the Data Encoding (CODE) and the Extended Variable Length Record (VLR) fields:

• If CODE=BINARY, then the file is allocated and processed as binary data.
• If CODE=UTF8 or CODE=UTF16, then the file is allocated and processed as record data.
• If CODE=EBCDIC, the type of allocation and processing depends on the value of LFILEDATA, as follows:

– If you do not specify LFILEDATA=B, the file is allocated as a text file. The file is also processed as an EBCDIC text
file.

– If you do specify LFILEDATA=B, then the file is allocated as a binary file. The file is also processed as an EBCDIC
file.

– If you do specify LFILEDATA=R, then the file is allocated as a text file with record format. The file is also processed
as an EBCDIC text file.

WARNING
If you do specify LFILEDATA=B, then specify a value for USSLRECL. The value tells XCOM Data Transport how
many bytes there are in each logical record.

FILEDATA

This parameter indicates how a remote USS file is allocated.

B
- Binary

T
- Text

R
- Record

If you do not specify a value for FILEDATA, then the allocation is determined based on the CODE= specification and by
the value of the Data Encoding (CODE) and Extended Variable Length Record (VLR) fields:

• If CODE=BINARY, then the file is allocated and processed as binary data.
• If CODE=UTF8 or CODE=UTF16, then the file is allocated and processed as record data.
• If CODE=EBCDIC, the type of allocation and processing depends on the value of FILEDATA, as follows:
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– If you do not specify FILEDATA=B, the file is allocated as a text file. The file is also processed as an EBCDIC text
file.

– If you do specify FILEDATA=B, then the file is allocated as a binary file. The file is also processed as an EBCDIC
file.

– If you do specify FILEDATA=R, then the file is allocated as a text file with record format. The file is also processed
as an EBCDIC text file.

WARNING
If you do specify FILEDATA=B, then specify a value for LRECL. The value tells XCOM Data Transport how many
bytes there are in each logical record.

USSLRECL

If LFILEDATA or FILEDATA is set to B (binary), this value tells XCOM Data Transport the number of bytes there are in
each logical record.

Remote Notify Level (A/W/E)

The remote notification level for transfers that are initiated from the XCOM Data Transport server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Program Library (Y/N)

Specify Y if you want to transfer a PDSE program library.

Default: None

Record Separators (Y/N)

Specify Y to let the receiving system add a record separator, such as a line feed, to delimit logical records. Skip this field
unless you are sending data to an ASCII system.

Default: N

Compress Data

Compress data specifies whether XCOM Data Transport is to compress the data being transferred and decompress it on
the receiving system. Compressing the data decreases the transmission time on low-speed links.

The following list indicates the possible compression mode parameters and their meanings.

Y
YES -- This parameter is the default compression scheme. The parameter provides Run Length Encoding (RLE)
for blanks and binary zeros.

N
NO -- No compression is applied to the data.
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0
RLE -- Full RLE is applied to all characters.

1
COMPACT -- This parameter provides full RLE plus a byte compaction scheme which is suitable for uppercase
English text.

2
COMPACTL -- This parameter provides full RLE plus a byte compaction scheme which is suitable for lowercase
English text.

S
LZSMALL -- XCOM Data Transport compresses the data according to the small memory model of Lempel-Ziv 77
compression.

M
LZMEDIUM -- XCOM Data Transport compresses the data according to the medium memory model of Lempel-Ziv
77 compression.

L
LZLARGE -- XCOM Data Transport compresses the data according to the large memory model of Lempel-Ziv 77
compression.

H
HUFFMAN -- Greater compression than RLE but not as much as the Lempel-Ziv 77 modes

W
LZRW3 -- General-purpose algorithm that runs fast and gives the reasonable compression.

A
ZLIB1 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

B
ZLIB2 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

C
ZLIB3 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

4
ZLIB4 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

5
ZLIB5 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

6
ZLIB6 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

7
ZLIB7 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

8
ZLIB8 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

9
ZLIB9 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

Z
ZLIB -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

Default: Y
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EBCDIC/BINARY/ASCII/VLR (E/B/A/V)

Indicates the type of data being transferred. The receiving system is responsible for performing any conversion that is
required.

E
For EBCDIC: EBCDIC indicates that the transferred data is in EBCDIC code.

B
For Binary: Binary indicates that the transferred data is binary.

A
For ASCII: ASCII indicates that the transferred data is in ASCII code.

V
Indicates that the data is in BINARY code and that the record descriptor word is preserved.

Default: E

Truncate Record (Y/N)

Truncate record tells XCOM Data Transport how to respond to records on the source file that exceed the maximum record
length that is permitted on the target system.

Y
This instructs XCOM Data Transport to truncate any excess characters.

N
This instructs XCOM Data Transport to abort the transfer. When the problem has been resolved, the transfer must
be rerun.

Default: N

Code Table

Code Table is a three-character alphanumeric field that is used for specifying the translation table to be used by the
remote partner for this particular transfer only. This field is applicable only for transfers to XCOM Data Transport UNIX or
Windows partners, and only if their INTERNAL_CONVERSION_TABLES=NO.

One to three (bytes)
Specifies up to three alphanumeric characters, identifying the code table to be used by the remote partner.

Default: None

Local Notify Level (A/W/E)

Local notify level specifies the local notification level for transfers that are initiated from the XCOM Data Transport server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Secure_Socket (Y/N)

Informs XCOM Data Transport how to handle the security of the transfer to the remote system.
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YES
Tells XCOM Data Transport to use IBM System SSL for the transfer of the file and that it must connect to an SSL/
TLS port on the remote partner.

NO
Tells XCOM Data Transport that the file does not require a secure connection and can be handled as a regular
transfer.

Default: None

Pack Data Records (N/C/L)

Indicates whether record packing is used. Record packing can substantially improve performance.

NO
Specifies that no record packing is used. The data is sent unblocked.

LENGTH
Specifies that the records are packed into fixed-size data transfer blocks. Each record within the block begins with
a 2-byte long prefix which indicates the length of the record. The default block size is 2 K, but it can be increased
to 1023 K by using the MAXPACK parameter in the XCOM Data Transport Default Options Table or in the XCOM
Data Transport control library (XCOMCNTL) member.
LENGTH packing must be selected when using XCOM Data Transport over TCP/IP.

CRLF
Specifies that the records are packed into blocks that are separated by a C(arriage)R(eturn)L(ine)F(eed) byte
sequence.
CRLF packing can be used with text files only. It is used only when communicating with older releases of XCOM
Data Transport on PC-DOS and OS/2.

Default: N

Dropsess (Y/N/Q)

Dropsess indicates whether and when to drop the LU-LU session.

Y
This setting drops the LU-LU session at the conclusion of the transfer.

N
This setting does not drop the LU-LU session at the conclusion of the transfer.

Q
For Queue Empty. This setting first checks the queue and then drops the session if there are no requests on the
queue for this session.

Default: N

Checkpoint Count

The checkpoint count is a number from 0 through 9999 that determines the intervals at which XCOM Data Transport is
to take a checkpoint. Checkpointing, when supported, gives XCOM Data Transport the ability to restart a file transfer that
has been suspended or that has failed due to a facility type problem. The checkpoint count number indicates the number
of blocks that XCOM Data Transport transfers between checkpoints. If record packing is not being used, the count is the
number of records.

Making the checkpoint count number low slows down file transfers. A value of at least 1000 should be specified. On high-
speed facilities such as Token Ring and Ethernet the highest possible value must be used. Each time a checkpoint is
taken, the output buffers on the receiving system are written to disk.

 624



 XCOM™ Data Transport® for z/OS 12.0

If the receiving system is z/OS or z/VSE, the checkpoint count can be a multiple of the blocking factor. For example, if the
DCB attributes are RECFM=FB, LRECL=80 and BLKSIZE=8000, then the checkpoint count must be a multiple of 100.

To turn checkpointing off, specify 0.

Default: 1000

Transfer User Data

Transfer User Data specifies one through ten characters of data that is significant to the user. This data is stored in the
history record that is associated with the request.

Default: None

System User Data

System User Data allows the specification of transfer-dependent user data. User data is available to user exits in the
RRDSUSER field of the RRDS data area (mapped by the RRDDSECT macro) while the transfer is pending or active.
HDRDSECT within RRDDSECT defines the RRDSUSER field.

1 to 10 (bytes)
Specifies up to 10 bytes of data available to user exits during a file transfer.

Local System Information (XCICSFIL)
The parameters that are described in this section relate to the system where the XCOM Data Transport server resides.

Userid

Userid identifies the user ID under whose set of resource access privileges the transfer is to execute on the local system.

The primary use of this parameter is for third-party processing for three dispersed systems A, B, and C. The A user
requests that B processes a file, job, or report transfer with C. While A initiates the transfer request, the transfer ensues
between B (the sending system) and C (the receiving system). For example, a XCOM Data Transport node in New York
could request that a XCOM Data Transport node in Los Angeles sends a file to a XCOM Data Transport node in Chicago.

To use this feature, all systems must be identified to VTAM and running XCOM Data Transport Version 2 or higher. For
conventional transfers, this parameter is used to identify the user that initiated the transfer. This is useful when performing
operator tracking and control functions through the XCOM Operator Control screens.

Enter up to eight characters.

The local security software system ignores this parameter.

Default: None

Password

Password identifies the password that is associated with the local user ID. A maximum of 31 characters is allowed. This
field does not display.

Default: None

Notifyname

Notifyname identifies the name of the local CICS system that XCOM Data Transport is to notify when the transfer
completes. For CICS notifies, this name must be the VTAM APPLID of your CICS system. A single temporary storage
queue with an ID of XCOMCICS is written. The temporary storage queue record contains the name of the last transfer that
is requested and is overwritten with each new transfer.
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Default: None

Type (T/C/R)

Type indicates to XCOM Data Transport the notification type to be made on the local system when the transfer completes.

T
Indicates that the TSO user identified by the Notifyname parameter is sent a message when the transfer
completes.

C
Indicates that XCOM Data Transport sends a message to a predefined CICS transaction when the transfer
completes.

R
Indicates that the Roscoe user identified by the Notifyname parameter is sent a message when the transfer
completes.

Default: None

Volume

Volume indicates the volume on which the local data set resides. The entry must be one to six alphanumeric characters.
The value must be the name of a volume that is mounted on this system, or problems in allocation can occur.

Default: Catalog information is used if a data set exists. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, systemwide defaults (specified in the XCOM Data Transport Default Options Table)
are used.

Unit

Unit indicates the unit type on which the local data set resides.

Default: Catalog information is used if a data set exists. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, systemwide defaults (specified in the XCOM Data Transport Default Options Table)
are used.

Tape

Tape indicates whether the file is stored on tape.

Default: NO

Remote System Information (XCICSFIL)
The parameters that are described in this section relate to the XCOM Data Transport partner specified by the Remote
System Identification selection on the Primary Option Menu.

Userid

Userid identifies the user ID under whose set of resource access privileges the transfer is to execute on the remote
system. The user id must be a user ID known to the security system on that system. If the remote system does not
perform security checking, you can skip the user id and the remote Password parameter.

The maximum length of this parameter is 12 characters.
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To send a blank parameter value to the remote system, enter “ ”, inserting at least one blank space between the quotes.
Do this when the source system supplies its own default value for the user ID.

Default: None

Password

Password identifies the password that is associated with the remote user ID. The value that is entered is not displayed.
Enter a maximum of 31 characters. If the remote system is running IBM RACF, ACF2, or Top Secret, this parameter can
be used to change the password on the remote system. Use the following format:

oldpassword/newpassword

Default: None

Domain

Domain identifies the Windows domain that is associated with the remote server.

Up to 15 alphanumeric characters
Specifies up to 15 alphanumeric characters representing the domain that is associated with the remote server.

Can only be used for transfers running under Windows.

Default: None

Notifyname

Identifies the user on the remote system that XCOM Data Transport is to notify when the transfer completes. LOG
requests that the main operator on the remote system be notified. If the remote system is z/OS, XCOM Data Transport
issues a WTO macro. On an IBM iSeries or HP OpenVMS system, the operator console is notified. If any value other than
LOG is given, XCOM Data Transport interprets this as a specific user ID on the remote system. If that user is not logged
on when the transfer completes, the message is displayed the next time that the user logs on.

Default: LOG

Note: For CICS notifies, refer to the local system information.

Type (T/C/R/A)

Type indicates to XCOM Data Transport the notification type to be made on the remote system when the transfer
completes.

T
Indicates that the TSO user identified by the Notifyname parameter is sent a message when the transfer
completes.

C
Indicates that XCOM Data Transport sends a message to a predefined CICS transaction when the transfer
completes.

R
Indicates that the Roscoe user identified by the Notifyname parameter is sent a message when the transfer
completes.

A
Indicates that the DEC ALL-in-1 user who is identified by the Notifyname parameter is sent a message when the
transfer completes.

Default: None
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Volume

Volume indicates the volume on which the remote data set resides. If a data set does not exist and the Allocate New
Dataset Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate
New Dataset Parameters menu is not used, systemwide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Default: Catalog information is used.

Unit

Unit indicates the unit type on which the remote data set resides. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Default: Catalog information is used.

Tape

Tape indicates whether the file is stored on tape.

Default: NO

Required Parameters (XCICSFIL)
The following parameters are required:

• Local Dataset Name
• Remote Dataset Name

Send Report to Another System Menu (XCICSRPT)
To display the Send Report to Another System menu

Select one of the following options:

• Option 1.2 on the Primary Option Menu
• Option 2 on the Send Functions menu

 XCICSRPT           CA XCOM CICS Send Report to Another System            10:06

 Transfer ID:              SNA LU Name: LU30107

 Local Dataset Name :

 JES Writer--:                            Trusted (Y/N/X)-----------:  

 Report Dest-:                            Class-:         Hold(Y/N)-----:

 Report Title:                            FCB---:         Chars---------:

 Report Form-:                            Copies:         Control(A/M/N):

 Local Notify Level (A/W/E):              Secure_Socket (Y/N)-----: 

 Record Separators(Y/N)----:              Pack Data Records(N/C/L):

 Compress Data-------------:              Dropsess(Y/N/Q)---------:

 EBCDIC/Binary/ASCII(E/B/A):              Checkpoint Count--------:

 Truncate Record(Y/N)------:              Transfer User Data------:

 Code Table ---------------:              System User Data--------:

            ---REMOTE SYSTEM INFORMATION---     ---LOCAL SYSTEM INFORMATION----
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 Userid----:                                   :

 Password--:                                   :

 Domain----:

 Notifyname:                Type(T/C/R/A):     :                Type(T/C/R):

 Remote Notify Level (A/W/E)---:               :   Unit:                    

                                               : Volume:            Tape: NO

 F1=Help  F3=End    F4=More              F6=Long-DSN  F9=Schedule   F12=Cancel 

Parameter Fields (XCICSRPT)
This section describes the parameter fields for the Send Report to Another System menu.

Transfer ID

Associates a descriptive identifier with this transfer. The ID can be any combination of alphanumeric or national characters
up to 10 characters in length. The ID complements the unique request number that XCOM Data Transport assigns.

Remote System Identification (= IP Name or Address, SNA LU Name, XCOM Group Name, or XCOM List Name)

Remote system identification indicates the remote destination where a report is sent. The name that is displayed is one of
the four remote destination types that XCOM Data Transport supports. The contents of the field reflect the choice that you
made on a previous screen. The contents of the field cannot be overridden.

Local Dataset Name

Required.

The local data set name specifies the name of the local data set being transferred. A maximum of 54 characters is
allowed. These 54 characters consist of:

• 1-character to 44-character data set name
• An optional member name or relative generation data groups (GDG) data set level that is enclosed in parentheses

Default: The last entered data set name

JES Writer

JES writer indicates the name of an external writer that is to process the report on the remote system. Up to eight
characters can be specified.

Default: None

Trusted (Y/N/X)

This parameter specifies whether a user requests a trusted transfer.

Y
Yes, a trusted transfer is requested and the partner trusted file processes the local userid.

N
No: A trusted transfer is not requested and the partner trusted file cannot process the local userid.

X
XCOM, the local userid is propagated on the partner as it was in prior XCOM releases to provide backward
compatibility.

Default: X
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The values for USERPRO and USEROVR in the default table or TYPE=CONFIG control member affect this functionality.
For more information, see the Administrating section for details.

Local Notify Level (A/W/E)

The local notify level specifies the local notification level for transfers that are initiated from the XCOM Data Transport
server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Report Dest

Report Dest specifies the name of the printer or other device on the remote system that receives the report. A maximum
of 21 characters can be entered when the remote system is running XCOM Data Transport Version 2 or higher.
Otherwise, a maximum of eight characters can be specified. The use of this field is dependent upon the remote system.
For the submission of a report to an AS/400, it can contain a fully qualified printer name. The report contains a JES2 or
JES3 destination name when the report is sent to a z/OS system.

Default: None

Report Title

This field is used to describe the contents of the report being sent to the remote system. Enter a maximum of 21
characters. Depending on the operating system running on the remote system, this parameter can only be used as a
comment. The parameter can also become part of the banner page that is produced with the report.

For example, Digital Equipment Corp. VAX/VMS prints this field in a banner page. On a z/OS system, this entry becomes
part of the banner page with the values specified in the CLASS and FORM parameters.

Default: None

Report Form

Report form indicates the type of form that is used for printing on the remote system.

Default: None

Class

Class specifies a one-character print class for this report on the remote system. This one-character value depends on the
remote system.

Default: A

When sending a report to a Digital Equipment Corp. VAX system, a valid value must be specified for CLASS or the print
job fails. You can avoid this problem by entering a space character or the default, A.

 630



 XCOM™ Data Transport® for z/OS 12.0

FCB

FCB specifies the name of the Forms Control Buffer to be used by JES from SYS1.IMAGELIB when the report is sent to a
remote z/OS system. The name can be one to four characters long.

Default: None

Copies

Copies indicate the number of copies of the report to be printed on the remote system. Valid values are 1 through 255.

Default: 1

Hold (Y/N)

Hold indicates whether the report can be held when it is received on the remote system.

Y
Hold

N
Ready for immediate printing.

Default: N

Chars

Chars specifies the name of the character set to be used by JES when the report is sent to a remote z/OS system. Chars
can be one to four characters in length.

Default: None

Control (A/M/N)

Control indicates whether the report contains printer control characters. This information is transmitted to the remote
system.

A
ASA control characters

M
Machine control characters

N
No control characters

Default: N

Secure_Socket (Y/N)

Secure_Socket informs XCOM Data Transport how to handle the security of the transfer to the remote system.

YES
Tells XCOM Data Transport to use IBM System SSL for the transfer of the file and that it must connect to an SSL/
TLS port on the remote partner.

NO
Tells XCOM Data Transport that the file does not require a secure connection and must be handled as a file
transfer.

Default: None
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Record Separators (Y/N)

Specify Y to let the receiving system add a record separator, such as a line feed, to delimit logical records. Skip this field
unless you are sending data to an ASCII system.

Default: N

Compress Data

Compress Data specifies whether XCOM Data Transport is to compress the data being transferred and decompress it on
the receiving system. Compressing the data decreases the transmission time on low-speed links.

The following list indicates the possible compression mode parameters and their meanings.

Y
YES -- This parameter is the default compression scheme. The parameter provides Run Length Encoding (RLE)
for blanks and binary zeros.

N
NO -- No compression is applied to the data.

0
RLE -- Full RLE is applied to all characters.

1
COMPACT -- This parameter provides full RLE plus a byte compaction scheme which is suitable for uppercase
English text.

2
COMPACTL -- This parameter provides full RLE plus a byte compaction scheme which is suitable for lowercase
English text.

S
LZSMALL -- XCOM Data Transport compresses the data according to the small memory model of Lempel-Ziv 77
compression.

M
LZMEDIUM -- XCOM Data Transport compresses the data according to the medium memory model of Lempel-Ziv
77 compression.

L
LZLARGE -- XCOM Data Transport compresses the data according to the large memory model of Lempel-Ziv 77
compression.

H
HUFFMAN -- Greater compression than RLE but not as much as the Lempel-Ziv 77 modes

W
LZRW3 -- General-purpose algorithm that runs fast and gives the reasonable compression.

A
ZLIB1 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

B
ZLIB2 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

C
ZLIB3 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

4
ZLIB4 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE
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5
ZLIB5 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

6
ZLIB6 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

7
ZLIB7 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

8
ZLIB8 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

9
ZLIB9 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

Z
ZLIB -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

Default: Y

EBCDIC/BINARY/ASCII (E/B/A)

Indicates the type of data being transferred. The receiving system is responsible for performing any conversion that is
required.

E
For EBCDIC: EBCDIC indicates that the data is in EBCDIC code.

B
For Binary: Binary indicates that the data is binary.

A
For ASCII: ASCII indicates that the data is in ASCII code.

Default: E

Truncate Record (Y/N)

The truncate record tells XCOM Data Transport how to respond to records on the source file that exceed the maximum
record length that is permitted on the target system.

Y
This instructs XCOM Data Transport to truncate any excess characters.

N
This instructs XCOM Data Transport to abort the transfer. When the problem has been resolved, the transfer must
be rerun.

Default: N

Code Table

Code table is a three-character alphanumeric field that is used for specifying the translation table to be used by the
remote partner for this particular transfer only. This field is applicable only for transfers to XCOM Data Transport UNIX or
Windows partners, and only if their INTERNAL_CONVERSION_TABLES=NO.

One to three (bytes)
Specifies up to three alphanumeric characters, identifying the code table to be used by the remote partner.

Default: None
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Pack Data Records (N/C/L)

Pack data records indicate whether record packing is used. Record packing can substantially improve performance.

NO
This parameter specifies that no record packing is used. The data is sent unblocked.

LENGTH
This parameter specifies that the records are packed into fixed-size data transfer blocks. Each record within the
block begins with a 2-byte long prefix which indicates the length of the record. The default block size is 2 K, but
it can be increased to 1023 K by using the MAXPACK parameter in the XCOM Data Transport Default Options
Table or in the XCOM Data Transport control library (XCOMCNTL) member.
LENGTH packing must be selected when using XCOM Data Transport over TCP/IP.

CRLF
This parameter specifies that the records are packed into blocks that are separated by a
C(arriage)R(eturn)L(ine)F(eed) byte sequence.
CRLF packing can be used with text files only. It is used only when communicating with older releases of XCOM
Data Transport on PC-DOS and OS/2.

Default: N

Dropsess (Y/N/Q)

Indicates whether and when to drop the LU-LU session.

Y
This setting drops the LU-LU session at the conclusion of the transfer.

N
This setting does not drop the LU-LU session at the conclusion of the transfer.

Q
For Queue Empty. This setting first checks the queue and then drops the session if there are no requests on the
queue for this session.

Default: N

Checkpoint Count

The checkpoint count is a number from 0 through 9999 that determines the intervals at which XCOM Data Transport is
to take a checkpoint. Checkpointing, when supported, gives XCOM Data Transport the ability to restart a file transfer that
has been suspended or that has failed due to a facility type problem. The checkpoint count number indicates the number
of blocks that XCOM Data Transport transfers between checkpoints. If record packing is not being used, it is the number
of records.

Making the checkpoint count number low slows down file transfers. A value of at least 1000 must be specified. On high-
speed facilities such as Token Ring and Ethernet the highest possible value must be used. Each time a checkpoint is
taken, the output buffers on the receiving system are written to disk.

If the receiving system is z/OS or z/VSE, the checkpoint count can be a multiple of the blocking factor. For example, if the
DCB attributes are RECFM=FB, LRECL=80 and BLKSIZE=8000, then the checkpoint count must be a multiple of 100.

To turn checkpointing off, specify 0.

Default: 1000

 634



 XCOM™ Data Transport® for z/OS 12.0

Transfer User Data

Transfer user data specifies one through ten characters of data that is significant to the user. This data is stored in the
history record that is associated with the request.

Default: None

System User Data

System user data allows the specification of transfer-dependent user data. This data is available to user exits in the
RRDSUSER field of the RRDS data area (mapped by the RRDDSECT macro) while the transfer is pending or active.
HDRDSECT within RRDDSECT defines the RRDSUSER field.

1 to 10 (bytes)
Specifies up to 10 bytes of data available to user exits during a file transfer.

Remote System Information (XCICSRPT)
The parameters described in this section relate to the XCOM Data Transport partner specified by the Remote System
Identification selection on the Primary Option Menu.

Userid

Identifies the user ID under whose set of resource access privileges the transfer is to execute on the remote system.
It should be a user ID known to the security system on that system. If the remote system does not perform security
checking, you can skip this and the remote Password parameter.

The maximum length of this parameter is 12 characters.

To send a blank parameter value to the remote system, enter “ ”, inserting at least one blank space between the quotes.
Do this when the source system supplies its own default value for the user ID.

Default: None

Password

Identifies the password associated with the above remote user ID. The value entered is not displayed. Enter a maximum
of 31 characters. If the remote system is running IBM RACF, ACF2, or Top Secret, you can use this parameter to change
the password on the remote system. To do this, use the following format:

oldpassword/newpassword

Default: None

Domain

Identifies the Windows domain associated with the remote server.

Up to 15 alphanumeric characters
Specifies up to 15 alphanumeric characters representing the domain associated with the remote server.

Can only be used for transfers running under Windows.

Default: None

Notifyname

Identifies the user on the remote system that XCOM Data Transport is to notify when transfer completes. LOG requests
that the main operator on the remote system be notified. If the remote system is z/OS, a WTO macro is issued by XCOM
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Data Transport. On an AS/400 or VAX system, the operator console is notified. If any value other than LOG is given,
XCOM Data Transport interprets this as a specific user ID on the remote system. If that user is not logged on when the
transfer completes, the message is displayed the next time the user logs on.

Default: LOG

For CICS notifies, refer to the local system information.

Type (T/C/R/A)

Indicates to XCOM Data Transport the notification type to be made on the remote system when the transfer completes.

T
Indicates that the TSO user identified by the Notifyname parameter will be sent a message when the transfer
completes.

C
Indicates that XCOM Data Transport will send a message to a predefined CICS transaction when the transfer
completes.

R
Indicates that the Roscoe user identified by the Notifyname parameter will be sent a message when the transfer
completes.

A
Indicates that the DEC ALL-in-1 user identified by the Notifyname parameter will be sent a message when the
transfer completes.

Default: None

Remote Notify Level (A/W/E)

Specifies the remote notification level for transfers initiated from the XCOM Data Transport for z/OS server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Local System Information (XCICSRPT)
The parameters that are described in this section relate to the system where the XCOM Data Transport server resides.

Userid

Usreid identifies the user ID under whose set of resource access privileges the transfer is to execute on the local system.

The primary use of this parameter is for third-party processing for three dispersed systems A, B, and C. The A user
requests that B processes a file, job, or report transfer with C. While A initiates the transfer request, the transfer ensues
between B (the sending system) and C (the receiving system). For example, a XCOM Data Transport node in New York
could request that a XCOM Data Transport node in Los Angeles sends a file to a XCOM Data Transport node in Chicago.
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To use this feature, all systems must be identified to VTAM and running XCOM Data Transport Version 2 or higher. For
conventional transfers, this parameter is used to identify the user that initiated the transfer. The transfer is useful when
performing operator tracking and control functions through the XCOM Operator Control screens.

Enter up to eight characters.

The local security software system ignores this parameter.

Default: None

Password

Password identifies the password that is associated with the local user ID. A maximum of 31 characters is allowed. This
field does not display.

Default: None

Notifyname

Identifies the name of the local CICS system that XCOM Data Transport is to notify when the transfer completes. For
CICS notifies, this name must be the VTAM APPLID of your CICS system. A single temporary storage queue with an ID of
XCOMCICS is written. This temporary storage queue record contains the name of the last transfer that is requested and is
overwritten with each new transfer.

Default: None

Type (T/C/R)

Type indicates to XCOM Data Transport the notification type to be made on the local system when the transfer completes.

T
Indicates that the TSO user identified by the Notifyname parameter is sent a message when the transfer
completes.

C
Indicates that XCOM Data Transport sends a message to a predefined CICS transaction when the transfer
completes.

R
Indicates that the Roscoe user identified by the Notifyname parameter is sent a message when the transfer
completes.

Default: None

Unit

Unit indicates the unit type on which the local data set resides.

Default: Catalog information is used if a data set exists. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of this screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Volume

Volume indicates the volume on which the local data set resides. The entry must be one to six alphanumeric characters.
The value must be the name of a volume that is mounted on this system, or problems in allocation can occur.

Default: Catalog information is used if a data set exists. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
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Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Tape

Tape indicates whether the report is stored on tape.

Default: NO

Required Parameters (XCICSRPT)
The following parameter is required:

• Local Dataset Name

Submit Job to Another System Menu (XCICSJOB)
To display the Submit Job to Another System menu

Select one of the following options:

• Option 1.3 on the Primary Option Menu
• Option 3 on the Send Functions menu

 XCICSJOB          CA XCOM CICS Submit Job to Another System             10:07

 Transfer ID:              SNA LU Name: LU30107

 Local Dataset Name :

 Remote Notify Level (A/W/E)-----:   Local Notify Level (A/W/E)---:

 Trusted (Y/N/X)-------------:              Secure_Socket (Y/N)-----:

 Record Separators(Y/N)----:              Pack Data Records(N/C/L):

 Compress Data-------------:              Dropsess(Y/N/Q)---------:

 EBCDIC/Binary/ASCII(E/B/A):              Checkpoint Count--------:

 Truncate Record(Y/N)------:              Transfer User Data------:

 Code Table ---------------:              System User Data--------:

            ---REMOTE SYSTEM INFORMATION---     ---LOCAL SYSTEM INFORMATION----

 Userid----:                                   :

 Password--:                                   :

 Domain----:

 Notifyname:                Type(T/C/R/A):     :               Type(T/C/R):

                                               :   Unit:

                                               : Volume:           Tape: NO

 F1=Help  F3=End    F4=More              F6=LongDSN  F9=Schedule   F12=Cancel

Parameter Fields (XCICSJOB)
This section describes the parameter fields for the Submit Job to Another System menu.
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Transfer ID

Associates a descriptive identifier with this transfer. The ID can be any combination of alphanumeric or national characters
up to 10 characters in length. The ID complements the unique request number that is assigned by XCOM Data Transport.

Remote System Identification (= IP Name or Address, SNA LU Name, XCOM Group Name, or XCOM List Name)

Indicates the remote destinations where a report is to be sent. The name that is displayed is one of the four remote
destination types that are supported by XCOM Data Transport, and the contents of the field reflect the choice that you
made on a previous screen. The contents of the field cannot be overridden.

Local Dataset Name

Required.

Specifies the name of the local data set being transferred. A maximum of 54 characters is allowed. These 54 characters
consist of:

• 1-character to 44-character data set name
• An optional member name or relative GDG data set level that is enclosed in parentheses

Default: The last entered data set name

Remote Notify Level (A/W/E)

Specifies the remote notification level for transfers that are initiated from the XCOM Data Transport server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Trusted (Y/N/X)

This parameter specifies whether a user requests a trusted transfer.

Y
Yes, a trusted transfer is requested and the partner trusted file processes the local userid.

N
No, a trusted transfer is not requested and the partner trusted file does not process the local userid.

X
XCOM, the local userid is propagated and processed on the partner as it was in prior XCOM releases to provide
backward compatibility.

Default: X

The values for USERPRO and USEROVR in the default table or TYPE=CONFIG control member affect this functionality.
For more information, see the Administrating section for details.

You can use symbolic variables with this parameter in batch SYSIN01. For more information, see the Symbolic
Parameters.
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Record Separators (Y/N)

Specify Y to let the receiving system add a record separator, such as a line feed and/or carriage return, to delimit logical
records. Skip this field unless you are sending data to an ASCII system.

Default: N

Compress Data

Specifies whether XCOM Data Transport compresses the data that is being transferred and decompresses it on the
receiving system. Compressing the data decreases the transmission time on low-speed links.

The following list indicates the possible compression mode parameters and their meanings.

Y
YES -- This is the default compression scheme. This scheme provides Run Length Encoding (RLE) for blanks and
binary zeros.

N
NO -- No compression is applied to the data.

0
RLE -- Full RLE is applied to all characters.

1
COMPACT -- Provides full RLE plus a byte compaction scheme which is suitable for uppercase English text.

2
COMPACTL -- Provides full RLE plus a byte compaction scheme which is suitable for lowercase English text.

S
LZSMALL -- XCOM Data Transport compresses the data according to the small memory model of Lempel-Ziv 77
compression.

M
LZMEDIUM -- XCOM Data Transport compresses the data according to the medium memory model of Lempel-Ziv
77 compression.

L
LZLARGE -- XCOM Data Transport compresses the data according to the large memory model of Lempel-Ziv 77
compression.

H
HUFFMAN -- Greater compression than RLE but not as much as the Lempel-Ziv 77 modes.

W
LZRW3 -- General-purpose algorithm that runs fast and gives reasonable compression.

A
ZLIB1 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

B
ZLIB2 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

C
ZLIB3 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

4
ZLIB4 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

5
ZLIB5 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

 640



 XCOM™ Data Transport® for z/OS 12.0

6
ZLIB6 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

7
ZLIB7 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

8
ZLIB8 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

9
ZLIB9 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

Z
ZLIB -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE.

Default: Y

EBCDIC/BINARY/ASCII (E/B/A)

Indicates the type of data being transferred. The receiving system is responsible for performing any conversion that is
required.

E
For EBCDIC. This indicates that the data is in EBCDIC code.

B
For Binary. This indicates that the data is binary.

A
For ASCII. This indicates that the data is in ASCII code.

Default: E

Truncate Record (Y/N)

Tells XCOM Data Transport how to respond to records on the source file that exceed the maximum record length that is
permitted on the target system.

Y
This instructs XCOM Data Transport to truncate any excess characters.

N
This instructs XCOM Data Transport to abort the transfer. When the problem has been resolved, the transfer must
be rerun.

Default: N

Code Table

This is a three-character alphanumeric field that is used for specifying the translation table to be used by the remote
partner for this particular transfer only. This field is applicable only for transfers to XCOM Data Transport UNIX or
Windows partners, and only if their INTERNAL_CONVERSION_TABLES=NO.

One to three (bytes)
Specifies up to three alphanumeric characters, identifying the code table to be used by the remote partner.

Default: None

Local Notify Level (A/W/E)

Specifies the local notification level for transfers that are initiated from the XCOM Data Transport server.
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A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Secure_Socket (Y/N)

Informs XCOM Data Transport how to handle the security of the transfer to the remote system.

YES
Tells XCOM Data Transport to use IBM System SSL for the transfer of the file and that it must connect to a SSL/
TLS port on the remote partner.

NO
Tells XCOM Data Transport that the file does not require a secure connection and should be handled as a regular
file transfer.

Default: None

Pack Data Records (N/C/L)

Indicates whether or not record packing is to be used. Record packing can substantially improve performance.

NO
Specifies that no record packing is used. The data is sent unblocked.

LENGTH
Specifies that the records are to be packed into fixed-size data transfer blocks. Each record within the block
begins with a 2-byte prefix which indicates the length of the record. The default block size is 2K, but it can be
increased to 1023 K by using the MAXPACK parameter in the XCOM Data Transport Default Options Table or in
the XCOM Data Transport control library (XCOMCNTL) member.
LENGTH packing should be selected when using XCOM Data Transport over TCP/IP.

CRLF
Specifies that the records are to be packed into blocks separated by a C(arriage)R(eturn)L(ine)F(eed) byte
sequence.
CRLF packing can be used with text files only. It is used only when communicating with older releases of XCOM
Data Transport on PC-DOS and OS/2.

Default: N

Dropsess (Y/N/Q)

Indicates whether and when to drop the LU-LU session.

Y
This setting drops the LU-LU session at the conclusion of the transfer.

N
This setting does not drop the LU-LU session at the conclusion of the transfer.

Q
For Queue Empty. This setting first checks the queue and then drops the session if there are no requests on the
queue for this session.
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Default: N

Checkpoint Count

The checkpoint count is a number from 0 through 9999 that determines the intervals at which XCOM Data Transport is to
take a checkpoint. Check pointing, when supported, gives XCOM Data Transport the ability to restart a file transfer that
has been suspended or that has failed due to a facility type problem. The checkpoint count number indicates the number
of blocks that XCOM Data Transport transfers between checkpoints. If record packing is not being used, it is the number
of records.

Making the checkpoint count number low slows down file transfers. A value of at least 1000 should be specified. On high-
speed facilities such as Token Ring and Ethernet the highest possible value should be used. Each time a checkpoint is
taken, the output buffers on the receiving system are written to disk.

If the receiving system is z/OS or z/VSE, the checkpoint count should be a multiple of the blocking factor. For example, if
the DCB attributes are RECFM=FB, LRECL=80 and BLKSIZE=8000, then the checkpoint count should be a multiple of
100.

To turn check pointing off, specify 0.

Default: 1000

Transfer User Data

Specifies 1 through 10 characters of data that is significant to the user. This data is stored in the history record that is
associated with the request.

Default: None

System User Data

Allows the specification of transfer-dependent user data. This data is available to user exits in the RRDSUSER field of
the RRDS data area (mapped by the RRDDSECT macro) while the transfer is pending or active. The RRDSUSER field is
defined by HDRDSECT within RRDDSECT.

1 to 10 (bytes)
Specifies up to 10 bytes of data available to user exits during a file transfer.

Remote System Information (XCICSJOB)
The parameters described in this section relate to the XCOM Data Transport partner specified by the Remote System
Identification selection on the Primary Option Menu.

Userid

Identifies the user ID under whose set of resource access privileges the transfer is to execute on the remote system.
It should be a user ID known to the security system on that system. If the remote system does not perform security
checking, you can skip this and the remote Password parameter.

The maximum length of this parameter is 12 characters.

To send a blank parameter value to the remote system, enter “ ”, inserting at least one blank space between the quotes.
Do this when the source system supplies its own default value for the user ID.

Default: None
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Password

Identifies the password associated with the above remote user ID. The value entered is not displayed. Enter a maximum
of 31 characters. If the remote system is running IBM RACF, ACF2, or Top Secret, this parameter can be used to change
the password on the remote system. To do this, use the following format:

oldpassword/newpassword

Default: None

Domain

Identifies the Windows domain associated with the remote server.

Up to 15 alphanumeric characters
Specifies up to 15 alphanumeric characters representing the domain associated with the remote server.

Can only be used for transfers running under Windows.

Default: None

Notifyname

Identifies the user on the remote system that XCOM Data Transport is to notify when the transfer completes. LOG
requests that the main operator on the remote system be notified. If the remote system is z/OS, a WTO macro is issued
by XCOM Data Transport. On an IBM iSeries or HP OpenVMS system, the operator console is notified. If any value other
than LOG is given, XCOM Data Transport interprets this as a specific user ID on the remote system. If that user is not
logged on when the transfer completes, the message is displayed the next time the user logs on.

Default: LOG

For CICS notifies, refer to the local system information.

Type (T/C/R/A)

Indicates to XCOM Data Transport the notification type to be made on the remote system when the transfer completes.

T
Indicates that the TSO user identified by the Notifyname parameter will be sent a message when the transfer
completes.

C
Indicates that XCOM Data Transport will send a message to a predefined CICS transaction when the transfer
completes.

R
Indicates that the Roscoe user identified by the Notifyname parameter will be sent a message when the transfer
completes.

A
Indicates that the DEC ALL-in-1 user identified by the Notifyname parameter will be sent a message when the
transfer completes.

Default: None

Volume

Indicates the volume on which the remote file resides. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.
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Default: Catalog information is used.

Unit

Indicates the unit type on which the remote file resides. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Default: Catalog information is used.

Local System Information (XCICSJOB)
The parameters that are described in this section relate to the system where the XCOM Data Transport server resides.

Userid

Userid identifies the user ID under whose set of resource access privileges the transfer is to execute on the local system.

The primary use of this parameter is for third-party processing for three dispersed systems A, B, and C. The A user
requests that B processes a file, job, or report transfer with C. While A initiates the transfer request, the transfer ensues
between B (the sending system) and C (the receiving system). For example, a XCOM Data Transport node in New York
could request that a XCOM Data Transport node in Los Angeles sends a file to a XCOM Data Transport node in Chicago.

To use this feature, all systems must be identified to VTAM and running XCOM Data Transport Version 2 or higher. For
conventional transfers, this parameter is used to identify the user that initiated the transfer. The parameter is useful when
performing operator tracking and control functions through the XCOM Operator Control screens.

Enter up to eight characters.

The local security software system ignores this parameter.

Default: None

Password

Password identifies the password that is associated with the local user ID. A maximum of 31 characters is allowed. This
field does not display.

Default: None

Notifyname

Notifyname identifies the name of the local CICS system that XCOM Data Transport is to notify when the transfer
completes. For CICS notifies, this name must be the VTAM APPLID of your CICS system. A single temporary storage
queue with an ID of XCOMCICS is written. This temporary storage queue record contains the name of the last transfer
that is requested and is overwritten with each new transfer.

Default: None

Type (T/C/R)

Type indicates to XCOM Data Transport the notification type to be made on the local system when the transfer completes.

T
Indicates that the TSO user identified by the Notifyname parameter is sent a message when the transfer
completes.
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C
Indicates that XCOM Data Transport sends a message to a predefined CICS transaction when the transfer
completes.

R
Indicates that the Roscoe user identified by the Notifyname parameter is sent a message when the transfer
completes.

Default: None

Volume

Volume indicates the volume on which the local data set resides. The entry must be one to six alphanumeric characters.
The value must be the name of a volume that is mounted on this system, or problems in allocation can occur.

Default: Catalog information is used if a data set exists. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Unit

Unit indicates the unit type on which the local data set resides.

Default: Catalog information is used if a data set exists. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Tape

Tape indicates whether the job is stored on tape.

Default: NO

Required Parameters (XCICSJOB)
The following parameter is required:

• Local Dataset Name

Receive File from Another System Menu (XCICRFIL)
To display the Receive File from Another System menu

Select Option 2 on the Primary Option Menu.

 XCICRFIL        CA XCOM CICS Receive File from Another System                 10:09

 Transfer ID:               SNA LU Name: LU30107

 Local Dataset Name :

 Remote Dataset Name:

 Create/Replace/Add :       (C/R/A)       Trusted (Y/N/X)-----------:

 USS---->  UMASK :       LFILEDATA:       FILEDATA:     (Binary/Text)   USSLRECL:

 Remote Notify Level (A/W/E)-----:   Local Notify Level (A/W/E)---: 

 Program Library  (Y/N)----------:        Secure_Socket (Y/N)-----:
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 Record Separators(Y/N)----------:        Pack Data Records(N/C/L):

 Compress Data-------------------:        Dropsess(Y/N/Q)---------:

 EBCDIC/Binary/ASCII/VLR(E/B/A/V):        Checkpoint Count--------:

 Truncate Record(Y/N)------------:        Transfer User Data------:

 Code Table ---------------------:        System User Data--------:

            ---REMOTE SYSTEM INFORMATION---     ---LOCAL SYSTEM INFORMATION----

 Userid----:                                   :

 Password--:                                   :

 Domain----:

 Notifyname:                 Type(T/C/R/A):    :               Type(T/C/R/A):

 Volume----:                 Unit:             :               Unit:

                             Tape: NO          :               Tape: NO

 F1=Help  F3=End    F4=More   F5=Alloc   F6=Long-DSN  F9=Schedule   F12=Cancel

Parameter Fields (XCICRFIL)
This section describes the parameter fields for the Receive File from Another System menu.

Transfer ID

Associates a descriptive identifier with this transfer. The ID can be any combination of alphanumeric or national characters
up to 10 characters in length. The ID complements the unique request number that is assigned by XCOM Data Transport.

Remote System Identification (= IP Name or Address, SNA LU Name, XCOM Group Name, or XCOM List Name)

Indicates the remote destination where a file is retrieved from. The name that is displayed is one of the four remote
destination types that are supported by XCOM Data Transport, and the contents of the field reflect the choice that you
made on a previous screen. The contents of the field cannot be overridden.

Local Dataset Name

Required.

Indicates the name of the file on the local system that is transferred. A maximum of 54 characters is allowed. If the file
name is longer, press F6 to display the Extended Remote File Name Entry screen. This screen accepts file names of up to
256 characters. For more information, see Extended Length File Names Menu (XCICEDSN) in this topic.

Up to 54 alphanumeric characters (for a non-USS file)
Specifies the name of the local data set being transferred. A maximum of 54 characters is allowed. These 54
characters consist of:

• 1-character to 44-character data set name
• An optional member name or relative generation data groups (GDG) data set level that is enclosed in

parentheses

NOTE
Use an asterisk to send multiple members of a partitioned data set. Specifying an asterisk for
the member name sends all members of a PDS, for example, SURVEYS(*). To send to all
members beginning with a specific prefix, specify this prefix followed by an asterisk. For example,
NAMES.PDS(AL*) requests that members AL, ALEX, and ALICE all be transferred. The asterisk must
be the last character before the right parenthesis.

1 to 255 characters (for a USS file)
Specifies the name of the local USS data set being transferred.
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The 255 characters consisting of:

• / (the first character of the data set name)
• 1-character to 254-character data set name

One or more wildcard characters (*) can be used if transferring to IBM mainframe systems, to Windows systems,
or to UNIX systems.

The transfer of USS files is supported only between systems running XCOM Data Transport r11.5 or greater.

Default: The last entered data set name

Remote Dataset Name

Indicates the name of the remote system data set being received. A maximum of 54 characters is allowed. If the file name
is longer, enter only a plus (+) sign in the first position of this field. When you enter this value and you complete all the
fields of the screen, the Extended Length File Names menu is displayed. This screen accepts file names of up to 256
characters. For more information, see Extended Length File Names Menu (XCICEDSN).

NOTE
In the Digital Equipment Corp. VAX/VMS environment, brackets ([ ]) are used to indicate the directory in a
complete file name specification. However, some EBCDIC environment keyboards do not provide brackets. In
such cases, use braces ({ }) instead because XCOM Data Transport-VAX converts the braces to brackets.

Up to 54 alphanumeric characters (for a non-USS file)
Indicates the name of the local data set being transferred. A maximum of 54 characters is allowed. These 54
characters consist of:

• 1-character to 44-character data set name
• An optional member name or relative generation data groups (GDG) data set level that is enclosed in

parentheses

Use an asterisk to send multiple members of a partitioned data set. Specifying an asterisk for the member name
sends all members of a PDS, for example, SURVEYS(*). To send to all members beginning with a specific prefix,
specify this prefix followed by an asterisk. For example, NAMES.PDS(AL*) requests that members AL, ALEX, and
ALICE all be transferred. The asterisk must be the last character before the right parenthesis.

If no member name is entered for a partitioned data set, a Member Selection List panel is displayed, allowing the selection
of one or more members for transfer. For more information, see Member Selection List Screen.

1 to 255 characters (for a USS file)
Specifies the USS local data set involved in a file transfer. This value can be the name of a file that is copied to a
remote system or the file name of a data set received from a remote system. Alternatively, the local data set name
can be specified using the LCLDS01 DD statement. If both are specified, the data set defined by LFILE takes
precedence.
Specifies up to 255 characters consisting of:

• / (the first character of the data set name)
• 1-character to 254-character data set name

One or more wildcard characters (*) can be used if transferring to IBM mainframe systems, to Windows systems,
or to UNIX systems. The transfer USS files (*) is supported only between systems running XCOM Data Transport
r11.5.

Non-USS Examples

SURVEYS(*)
Transfer all members of the PDS.
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NAMES.PDS(AL*)
Transfer all members of the PDS beginning with the prefix AL (for example, AL, ALEX, and ALICE).
The asterisk must be the last character before the right parenthesis.

USS Examples

LFILE=/u/users/xcom/*
Transfer ALL files.

LFILE=/u/users/xcom/m*
Transfer ALL files starting with an m.

LFILE=/u/users/xcom/*m
Transfer ALL files ending with an m.

LFILE=/u/users/xcom/m*m
Transfer ALL files starting with an m and ending with an m.

LFILE=/u/users/xcom/m*y*m
Transfer ALL files starting with an m, ending with an m and containing a y.

LFILE=/u/users/xcom/m*you*
Transfer ALL files starting with an m and containing the characters you in succession.

LFILE=/u/users/xcom/m*y*o*u*
Transfer ALL files starting with an m and containing the characters y and o and u (in order, but not in succession).

Default: The last entered remote data set name

Create/Replace/Add (C/R/A)

Informs XCOM Data Transport how to handle the file that is receiving the transferred data. If you enter a C for Create,
XCOM Data Transport attempts to allocate a new file. For information about the provision of more allocation parameters
for this new file, see Allocate New Dataset Parameters Menu (XCICADSN). The file must not already exist on the local
system, or the transfer terminates with an error. When the transfer involves a partitioned data set, specify C only if the
PDS itself is being created. If a new member is being received into an existing PDS, specify R for Replace.

Specifying R causes XCOM Data Transport to replace the contents of a file with the data being transferred. If the file is
indexed, the records with matching keys are replaced and records with nonmatching keys are added.

Specifying A causes XCOM Data Transport to add the records being transferred to the end of an existing file. For an
indexed file, the keys must not match records in the file or XCOM Data Transport terminates the transfer with an error.

Default: C

Trusted (Y/N/X)

This parameter specifies whether a user requests a trusted transfer.

Y
Yes, a trusted transfer is requested and the local userid is processed by the partner trusted file.

N
No, a trusted transfer is not requested and the local userid is not processed by the partner trusted file.

X
XCOM, the local userid is propagated and on the partner as it was in prior XCOM releases to provide backward
compatibility.

Default: X
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The values for USERPRO and USEROVR in the default table or TYPE=CONFIG control member affect this functionality.
For more information, see the Administrating section for details.

UMASK

The file permissions to be removed from the XCOM default file permissions for USS files.

Range: 000 to 777

Default: 022

NOTE

• For directories, XCOM Data Transport sets permissions for a created directory to 7xx, where xx represents
the last 2 bytes of the specified UMASK.

• For files, XCOM Data Transport ignores any UMASK value and sets owner permission for a created file to a
6 (rw-). After the transfer has been completed, XCOM Data Transport removes permissions that are based
on the UMASK value.

LFILEDATA

This parameter indicates how the local USS file is allocated.

B
- Binary

T
- Text

R
- Record

If the value is not specified for LFILEDATA, then the allocation is determined based on the CODE= specification, the value
of the Data Encoding (CODE) and the Extended Variable Length Record (VLR) fields:

• If CODE=BINARY, then the file is allocated and processed as binary data.
• If CODE=UTF8 or CODE=UTF16, then the file is allocated and processed as record data.
• If CODE=EBCDIC, the type of allocation and processing depends on the value of LFILEDATA, as follows:

– If you specify LFILEDATA=B, then the file is allocated as a binary file. The file is also processed as an EBCDIC file.
– If you do not specify LFILEDATA=B, the file is allocated as a text file. The file is also processed as an EBCDIC text

file.
– If you specify LFILEDATA=R, then the file is allocated as a text file with record format. The file is also processed as

an EBCDIC text file.

IMPORTANT
If you specify LFILEDATA=B, you must specify a value for USSLRECL. The value tells XCOM Data Transport
how many bytes there are in each logical record.

FILEDATA

This parameter indicates how a remote USS file is allocated.

B
- Binary

T
- Text

R
- Record
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If you do not specify a value for FILEDATA, then the allocation is determined based on the CODE= specification and by
the value of the Data Encoding (CODE) and Extended Variable Length Record (VLR) fields:

• If CODE=BINARY, then the file is allocated and processed as binary data.
• If CODE=UTF8 or CODE=UTF16, then the file is allocated and processed as record data.
• If CODE=EBCDIC, the type of allocation and processing depends on the value of FILEDATA, as follows:

– If you specify FILEDATA=B, then the file is allocated as a binary file. The file is also processed as an EBCDIC file.
– If you do not specify FILEDATA=B, the file is allocated as a text file. The file is also processed as an EBCDIC text

file.
– If you specify FILEDATA=R, then the file is allocated as a text file with record format. The file is also processed as

an EBCDIC text file.

IMPORTANT
If you specify FILEDATA=B, you must specify a value for LRECL. The value tells XCOM Data Transport how
many bytes there are in each logical record.

USSLRECL

If LFILEDATA or FILEDATA is set to B (binary), this value tells XCOM Data Transport the number of bytes there are in
each logical record.

Remote Notify Level (A/W/E)

Specifies the remote notification level for transfers that are initiated from the XCOM Data Transport server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Program Library (Y/N)

Specify Y if you want to transfer a PDSE program library.

Default: None

Record Separators (Y/N)

Specify Y to let the receiving system add a record separator, such as a line feed, to delimit logical records. Skip this field
unless you are receiving data from an ASCII system.

Default: N

Compress Data

Specifies whether XCOM Data Transport is to compress the data being transferred and decompress it on the receiving
system. Compressing the data decreases the transmission time on low-speed links.

The following list indicates the possible compression mode parameters and their meanings.

Y
YES -- This is the default compression scheme. It provides Run Length Encoding (RLE) for blanks and binary
zeros.
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N
NO -- No compression is applied to the data.

0
RLE -- Full RLE is applied to all characters.

1
COMPACT -- Provides full RLE plus a byte compaction scheme which is suitable for uppercase English text.

2
COMPACTL -- Provides full RLE plus a byte compaction scheme which is suitable for lowercase English text.

S
LZSMALL -- XCOM Data Transport compresses the data according to the small memory model of Lempel-Ziv 77
compression.

M
LZMEDIUM -- XCOM Data Transport compresses the data according to the medium memory model of Lempel-Ziv
77 compression.

L
LZLARGE -- XCOM Data Transport compresses the data according to the large memory model of Lempel-Ziv 77
compression.

H
HUFFMAN -- Greater compression than RLE but not as much as the Lempel-Ziv 77 modes

W
LZRW3 -- General-purpose algorithm that runs fast and gives a reasonable compression.

A
ZLIB1 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

B
ZLIB2 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

C
ZLIB3 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

4
ZLIB4 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

5
ZLIB5 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

6
ZLIB6 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

7
ZLIB7 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

8
ZLIB8 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

9
ZLIB9 -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

Z
ZLIB -- Greater compression than LZRW3 but less than LZSMALL, LZMEDIUM, and LZLARGE

Default: Y
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EBCDIC/BINARY/ASCII/VLR (E/B/A/V)

Indicates the type of data being transferred. The receiving system is responsible for performing any conversion that is
required.

E
Indicates that the transferred data is in EBCDIC code.

B
Indicates that the transferred data is binary.

A
Indicates that the transferred data is in ASCII code.

V
Indicates that the data is in BINARY code and that the record descriptor word is preserved.

Default: E

Truncate Record (Y/N)

Tells XCOM Data Transport how to respond to records on the source file that exceed the maximum record length that is
permitted on the target system.

Y
Instructs XCOM Data Transport to truncate any excess characters.

N
Instructs XCOM Data Transport to abort the transfer. When the problem has been resolved, the transfer must be
rerun.

Default: N

Code Table

A 3-character alphanumeric field that is used for specifying the translation table to be used by the remote partner for this
particular transfer only. This field is applicable only for transfers to XCOM Data Transport UNIX or Windows partners, and
only if their INTERNAL_CONVERSION_TABLES=NO.

One to three (bytes)
Specifies up to three alphanumeric characters, identifying the code table to be used by the remote partner.

Default: None

Local Notify Level (A/W/E)

Specifies the local notification level for transfers that are initiated from the XCOM Data Transport server.

A (All)
Notify on transfer completion.

W (Warn)
Notify only if the transfer received a warning or error.

E (Error)
Notify only if the transfer received an error.

Default: A

Secure_Socket (Y/N)

Informs XCOM Data Transport how to handle the security of the transfer to the remote system.
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YES
Tells XCOM Data Transport to use IBM System SSL for the transfer of the file and that it must connect to a SSL/
TLS port on the remote partner.

NO
Tells XCOM Data Transport that the file does not require a secure connection and should be handled as a regular
file transfer.

Default: None

Pack Data Records (N/C/L)

Indicates whether or not record packing is to be used. Record packing can substantially improve performance.

NO
Specifies that no record packing is used. The data is sent unblocked.

LENGTH
Specifies that the records are to be packed into fixed-size data transfer blocks. Each record within the block
begins with a 2-byte long prefix which indicates the length of the record. The default block size is 2K, but it can be
increased to 1023 K by using the MAXPACK parameter in the XCOM Data Transport Default Options Table or in
the XCOM Data Transport control library (XCOMCNTL) member.
LENGTH packing should be selected when using XCOM Data Transport over TCP/IP.

CRLF
Specifies that the records are to be packed into blocks separated by a C(arriage)R(eturn)L(ine)F(eed) byte
sequence.
CRLF packing can be used with text files only. It is used only when communicating with older releases of XCOM
Data Transport on PC-DOS and OS/2.

Default: N

Dropsess (Y/N/Q)

Indicates whether and when to drop the LU-LU session.

Y
This setting drops the LU-LU session at the conclusion of the transfer.

N
This setting does not drop the LU-LU session at the conclusion of the transfer.

Q
For Queue Empty. This setting first checks the queue and then drops the session if there are no requests on the
queue for this session.

Default: N

Checkpoint Count

The checkpoint count is a number from 0 through 9999 that determines the intervals at which XCOM Data Transport is
to take a checkpoint. Checkpointing, when supported, gives XCOM Data Transport the ability to restart a file transfer that
has been suspended or that has failed due to a facility type problem. The checkpoint count number indicates the number
of blocks that XCOM Data Transport transfers between checkpoints. If record packing is not being used, it is the number
of records.

Making the checkpoint count number low slows down file transfers. It is suggested that a value of at least 1000 be
specified; on high-speed facilities such as Token Ring and Ethernet the highest possible value should be used. Each time
a checkpoint is taken, the output buffers on the receiving system are written to disk.
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If the receiving system is z/OS or z/VSE, the checkpoint count should be a multiple of the blocking factor. For example, if
the DCB attributes are RECFM=FB, LRECL=80 and BLKSIZE=8000, then the checkpoint count should be a multiple of
100.

To turn checkpointing off, specify 0.

Default: 1000

Transfer User Data

Specifies 1 through 10 characters of data that is significant to the user. This data is stored in the history record that is
associated with the request.

Default: None

System User Data

Allows the specification of transfer-dependent user data. This data is available to user exits in the RRDSUSER field of
the RRDS data area (mapped by the RRDDSECT macro) while the transfer is pending or active. The RRDSUSER field is
defined by HDRDSECT within RRDDSECT.

1 to 10 (bytes)
Specifies up to 10 bytes of data available to user exits during a file transfer.

Remote System Information (XCICRFIL)
The parameters described in this section relate to the XCOM Data Transport partner specified by the Remote System
Identification selection on the Primary Option Menu.

Userid

Identifies the user ID under whose set of resource access privileges the transfer is to execute on the remote system.
It should be a user ID known to the security system on that system. If the remote system does not perform security
checking, you can skip this and the remote Password parameter.

The maximum length of this parameter is 12 characters.

To send a blank parameter value to the remote system, enter “ ”, inserting at least one blank space between the quotes.
Do this when the source system supplies its own default value for the user ID.

Default: None

Password

Identifies the password associated with the above local user ID. A maximum of 31 characters is allowed. This field does
not display.

Default: None

Domain

Identifies the Windows domain associated with the remote server.

Up to 15 alphanumeric characters
Specifies up to 15 alphanumeric characters representing the domain associated with the remote server.

Can only be used for transfers running under Windows.

Default: None
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Notifyname

Identifies the user on the remote system that XCOM Data Transport is to notify when the transfer completes. LOG
requests that the main operator on the remote system be notified. If the remote system is z/OS, a WTO macro is issued
by XCOM Data Transport. On an IBM iSeries or HP OpenVMS system, the operator console is notified. If any value other
than LOG is given, XCOM Data Transport interprets this as a specific user ID on the remote system. If that user is not
logged on when the transfer completes, the message is displayed the next time the user logs on.

Default: LOG

For CICS notifies, refer to the local system information.

Type (T/C/R/A)

Indicates to XCOM Data Transport the notification type to be made on the remote system when the transfer completes.

T
Indicates that the TSO user identified by the Notifyname parameter will be sent a message when the transfer
completes.

C
Indicates that XCOM Data Transport will send a message to a predefined CICS transaction when the transfer
completes.

R
Indicates that the Roscoe user identified by the Notifyname parameter will be sent a message when the transfer
completes.

A
Indicates that the DEC ALL-in-1 user identified by the Notifyname parameter will be sent a message when the
transfer completes.

Default: None

Volume

Indicates the volume on which the remote file resides. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Default: Catalog information is used.

Unit

Indicates the unit type on which the remote file resides. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Default: Catalog information is used.

Local System Information (XCICRFIL)
The parameters that are described in this section relate to the system where the XCOM Data Transport server resides.

Userid

Userid identifies the user ID under whose set of resource access privileges the transfer is to execute on the local system.
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The primary use of this parameter is for third-party processing for three dispersed systems A, B, and C. The A user
requests that B processes a file, job, or report transfer with C. While A initiates the transfer request, the transfer ensues
between B (the sending system) and C (the receiving system). For example, a XCOM Data Transport node in New York
could request that a XCOM Data Transport node in Los Angeles sends a file to a XCOM Data Transport node in Chicago.

To use this feature, all systems must be identified to VTAM and running XCOM Data Transport Version 2 or higher. For
conventional transfers, this parameter is used to identify the user that initiated the transfer. The parameter is useful when
performing operator tracking and control functions through the XCOM Operator Control screens.

Enter up to eight characters.

The local security software system ignores this parameter.

Default: None

Password

Password identifies the password that is associated with the local user ID. A maximum of 31 characters is allowed. This
field does not display.

Default: None

Notifyname

Identifies the name of the local CICS system that XCOM Data Transport is to notify when the transfer completes. For
CICS notifies, this name must be the VTAM APPLID of your CICS system. A single temporary storage queue with an ID of
XCOMCICS is written. This temporary storage queue record contains the name of the last transfer that is requested and is
overwritten with each new transfer.

Default: None

Type (T/C/R)

Type indicates to XCOM Data Transport the notification type to be made on the local system when the transfer completes.

T
Indicates that the TSO user identified by the Notifyname parameter is sent a message when the transfer
completes.

C
Indicates that XCOM Data Transport sends a message to a predefined CICS transaction when the transfer
completes.

R
Indicates that the Roscoe user identified by the Notifyname parameter is sent a message when the transfer
completes.

Default: None

Volume

Indicates the volume on which the local data set resides. The entry must be one to six alphanumeric characters. The
value must be the name of a volume that is currently mounted on this system, or problems in allocation can occur.

Default: Catalog information is used if a data set exists. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.
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Unit

Unit indicates the unit type on which the local data set resides.

Default: Catalog information is used if a data set exists. If a data set does not exist and the Allocate New Dataset
Parameters menu is used, the parameters of that screen are used. If a data set does not exist and the Allocate New
Dataset Parameters menu is not used, system-wide defaults (specified in the XCOM Data Transport Default Options
Table) are used.

Tape

Tape indicates whether the file is stored on tape.

Default: NO

Required Parameters (XCICRFIL)
The following parameters are required:

• Local Dataset Name
• Remote Dataset Name

Additional Schedule Parameters Menu (XCICMPRM)
The Additional Schedule Parameters menu lets you enter more information about a transfer request.

To display the Additional Schedule Parameters menu

Press F4 on one of the following menus:

• Send File to Another System
• Send Report to Another System
• Submit Job to Another System
• Receive File from Another System

 XCICMPRM            CA XCOM CICS Additional Schedule Parameters           12:12

 Transfer ID:              SNA LU Name: LOCAL1

     Start Date :          (YYYYMMDDD)     Selection Priority:      (0 to 255)

     Start Time :          (HHMM)          Execution Priority:      (0 TO 255)

     Hold Count :          (0 to 255)      Age Purge         :      (0 to 999)

     Hold Flag  :          (Y/N)

 --------------------CA XCOM Transfer Control Parameters-----------------------

 XTC Network:               This XTC Jobname:

                                                            Other

     Completion Status               Action                  XTC

      Good/Error(G/E)         Decr/Incr/Rlse/Purge         Jobname

 F1=Help    F3=End    F12=Cancel                                               

Parameter Fields (XCICMPRM)
This section describes the parameter fields for the Additional Schedule Parameters menu.
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Transfer ID

Associates a descriptive identifier with this transfer. The ID can be any combination of alphanumeric or national characters
up to ten characters in length. It complements the unique request number that is assigned by XCOM Data Transport.

Remote System Identification (= IP Name or Address, SNA LU Name, XCOM Group Name, or XCOM List Name)

Indicates the remote destination associated with a transfer. The name that is displayed is one of the four remote
destination types that are supported by XCOM Data Transport, and the contents of the field reflect the choice that you
made on a previous screen. The contents of the field cannot be overridden.

Start Date

Specifies the date that the transfer is to begin.

The start date can be indicated either in the format YYYYMMDD (shown on the screen) or +NNN, which is explained in
the following table:

YYYYMMDD

YYYY
A four-digit designation for a year (such as 2012)

MM
A two-digit designation for a month of the year as shown in the following chart:
01 = January 02 = February 03 = March
04 = April 05 = May 06 = June
07 = July 08 = August 09 = September
10 = October 11 = November 12 = December

DD
A two-digit designation for a day of the month; the range of valid DD values is 01 through 31.

For example, 20120211 is February 11, 2012.

+NNN
Indicates the start date in terms of several days from today (the current date). A number in the range 1 through 999 can
be used.
For example, +1 in the Start Date field means that the transfer must begin one day from today, that is, tomorrow. If you
want to indicate that the transfer is to begin a week or seven days from now, enter +7 in the Start Date field.

Default: The current date

Start Time

Specifies the time that the transfer is to begin. Enter this value in military time (HHMM) format.

Example

To start this transmission no earlier than 2 p.m., specify 1400.

Default: Midnight (0000)

Hold Count

Sets the hold count. The transfer request does not start until the counter becomes 0. The hold count is updated using the
actions that are specified in the XCOM Data Transport Transfer Control parameters.

Default: 0
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Hold Flag

If Y is coded, prevent a transfer from executing until explicitly released by the Operator Control interface, an operator
console RELEASE command, or a Rise action that is specified in the XCOM Data Transport Transfer Control parameters.

Default: N

Selection Priority

Specifies scheduling (selection) priority for the transfer. Values are 1 through 255, where 1 is the lowest priority. (Do not
confuse this parameter with Execution Priority, which applies after the transfer has begun execution.) In situations where
multiple transfer requests are eligible for initiation (that is, they are past their start date/time), those with higher selection
priorities are scheduled first.

Default: 16

Execution Priority

Specifies the execution priority for this request. Valid values range from 1 to 255, where 1 is the lowest priority.

When multiple XCOM Data Transport transmissions are executing concurrently, transfers with higher execution priorities
receive preferential servicing. In a busy XCOM Data Transport environment, unless you have compelling reasons for
not doing so, give short transfers a higher priority value than long-running transmissions. Doing so generally enhances
processing efficiency.

Default: 16

Age Purge

Overrides the XCOM Data Transport default age purging interval, which is the number of days this request can remain
on the XCOM Data Transport queue before being purged. The XCOM Data Transport queue includes transfer requests
with future start dates, Hold status, or Suspended status. XCOM Data Transport performs automatic queue purging each
time the XCOM Data Transport server comes up and daily at midnight. You can specify any interval from 0 to 999 days. 0
indicates no aging.

Aging is relative to the scheduled start date of the transfer.

Default: Specified in XCOM Data Transport Default Options Table

Control (XTC) Parameters
XCOM Data Transport Transfer Control (XTC) parameters are used when multiple transfers have been defined and
dependencies exist among those transfers.

XTC allows the grouping of XCOM Data Transport transfers to form a network of transfer requests. Transfer requests can
perform five functions that are based on the successful or unsuccessful completion of the transfer request:

• Hold a transfer request
• Decrement a HOLD counter of a transfer request
• Increment a HOLD counter of a transfer request
• Release a held transfer request
• Purge a transfer request

You can perform up to eight actions when a transfer completes. The XTC Network parameter defines the name of the
transfer network. A job can only hold, purge, decrement, increment, or release transfer requests within the same network.
It is possible for multiple jobs to create transfer requests for a single network.
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XTC Network
The name that you want to assign to the network of interdependent transfer requests you are setting up. The name does
not refer to your TP network and it can be one to eight characters.

Default: None

XTC Jobname
The name that you want to assign to this transfer for identification within the XTC network you are setting up. The name is
not the system jobname of the transfer and it can be one to eight alphanumeric characters.

Default: None

Completion Status
Specifies whether the action to take is based on successful or unsuccessful completion.

Good/Error (G/E)

Good (G)

If the transfer completes successfully, perform the Action for the transfer request that is identified in the XTC Jobname
field.

Error (E)

If the transfer does not complete successfully, perform the Action for the transfer request that is identified in the XTC
Jobname field. Network errors are not considered failed transfers, because they are retried later.

Action Decr/Incr/Rlse/Purge

Action specifies the action to be taken for the Completion Status and Jobname on this line.

Decr
For Decrement: Reduce the Hold Count by 1 for the transfer request that is identified in the XTC Jobname field. If
the transfer completes successfully (Completion Status = Good) or unsuccessfully (Completion Status = Error)

Incr
For Increment: Increment the Hold Count by 1 for the transfer request that is identified in the XTC Jobname field.
If the transfer completes successfully (Completion Status = Good) or unsuccessfully (Completion Status = Error)

Rlse
For Release: Release the transfer request that is identified in the XTC Jobname field. If the transfer completes
successfully (Completion Status = Good) or unsuccessfully (Completion Status = Error)

Purge
Purge the transfer request that is identified in the XTC Jobname field. If the transfer completes successfully
(Completion Status = Good) or unsuccessfully (Completion Status = Error)

Control Parameters Example
Problem:

You have three transfers to do. They must be done sequentially; the second must wait for the first to finish, and the third
must wait for the second. If any preceding transfer is unsuccessful, no transfer is affected.

Solution:
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First Schedule Parameters menu entry:

Hold Count: 0

Hold Flag: Y

XTC Network: Sample

XTC Jobname: Xfer1

Completion Status Action XTC Jobname
G Rlse Xfer2
E Purge Xfer2
E Purge Xfer3

Second Schedule Parameters menu entry:

Hold Count: 0

Hold Flag: Y

XTC Network: Sample

XTC Jobname: Xfer2

Completion Status Action XTC Jobname
G Rlse Xfer3
E Purge Xfer3

Third Schedule Parameters menu entry:

Hold Count: 0

Hold Flag: Y

XTC Network: Sample

XTC Jobname: Xfer3

Explanation:

Xfer1 is held until released by an operator command. If it completes successfully, Xfer2 is started. If Xfer1 completes
unsuccessfully, Xfer2 and Xfer3 are purged.

When Xfer2 completes successfully, Xfer3 is started. If Xfer2 completes unsuccessfully, Xfer3 is purged.

XTC Required Parameters
There are no required parameters.

Allocate New Dataset Parameters Menu (XCICADSN)
The Allocate New Dataset Parameters menu lets you enter more information about a transfer request.

To display the Allocate New Dataset Parameters menu

Press F5 at one of the following menus:
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• Send File to Another System
• Receive File from Another System

NOTE
You need only invoke this screen when issuing a receive file request, because file space and DCB information
are not passed back to the receiving system when the initiator/requestor is the receiver. When XCOM Data
Transport initiates a send file request, the transfer information is always passed to the receiving system.
However, when XCOM Data Transport initiates a receive file request, the file information is not passed back
from the receiving system.

 XCICADSN         CA XCOM CICS Allocate New Dataset Parameters       10:16

 Transfer ID: XCOMCICS         SNA LU Name: LU30107

 Remote Dataset Name: SAMLOK(SEIM)

        Release            ===>             (Yes to release space)

        Unit Name          ===>             (Generic Unit)

        Volume Name        ===>             (Volume Name)

        Space Units        ===>             (Trks, Blks, Cyls)

        Primary Quantity   ===>             (# In Above Units)

        Secondary Quantity ===>             (# In Above Units)

        Directory Blocks   ===>             (Zero For Sequential)

        Record Format      ===>

        Record Length      ===>

        Block Size         ===>

        Expiration Date    ===>             (yyddd¦yyyyddd¦+nnnn)

        Data Class         ===>        (Blank for default data class)

        Management Class   ===>        (Blank for default mgmt class)

        Storage Class      ===>        (Blank for default strg class)

        Dataset Name Type  ===>        (LIBRARY, PDS or blank)

 F1=Help    F3=End    F12=Cancel

Parameter Fields (XCICADSN)
This section describes the parameter fields for the Allocate New Dataset Parameters menu.

Transfer ID

Associates a descriptive identifier with this transfer. The ID can be any combination of alphanumeric or national characters
up to ten characters in length. It complements the unique request number that XCOM Data Transport assigns.

Remote System Identification (= IP Name or Address, SNA LU Name, XCOM Group Name, or XCOM List Name)

Remote system identification indicates the remote destination that is associated with a transfer. The name that is
displayed is one of the four remote destination types that XCOM Data Transport supports, and the contents of the field
reflect the choice that you made on a previous screen. The contents of the field cannot be overridden.

Local Dataset Name or Remote Dataset Name

Indicates the name of the local or remote data set being created. The data set is a protected field and retains the value set
in the previous screen.
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Release

Release specifies whether the remote partner is to release unused DASD space when creating a file.

YES
The remote partner is to release unused DASD space.
The unused DASD space for the transfer is released when the file is closed at the end of the transfer.

NO
The remote partner is not to release unused DASD space.

Unit Name

Generic unit name of a group of volumes upon which the data set must be allocated.

Default: None

Volume Name

Volume name on which the data set must be allocated.

Default: None

Space Units

Space units define whether the data set must be allocated in blocks, tracks, or cylinders.

Primary Quantity

Primary quantity specifies the initial allocation request in the space units.

Secondary Quantity

Secondary quantity specifies the secondary allocation request in the space units.

Directory Blocks

Directory blocks specify the number of directory blocks and are used only for partitioned data sets. Specify 0 for
sequential data sets.

Record Format

Record format determines the record format that is associated with the data set to be allocated.

F
Fixed

FA
Fixed ASA

FB
Fixed blocked

FBA
Fixed blocked ASA

FBM
Fixed blocked machine

FBS
Fixed blocked standard
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V
Variable

VA
Variable ASA

VB
Variable blocked

VBA
Variable blocked ASA

VBM
Variable blocked machine

VBS
Variable blocked spanned

VS
Variable spanned

U
Undefined

Record Length

Record length defines the logical record length of the file.

Block Size

Block size defines the block size of the file.

• If RECFM=F, the LRECL must match the BLKSIZE parameter.
• If RECFM=FB, the BLKSIZE must be a multiple of the LRECL.
• If RECFM=U, XCOM Data Transport ignores this parameter.
• For F or FB data sets, allowable LRECL values are 4-32760 bytes.
• For V and VB files, allowable values are 4-32756 bytes.
• For FBA and VBM, allowable values are 5-32756 bytes.
• For V, VB, VBA, and VBM files, the LRECL must be at least 4 bytes less than the BLKSIZE.
• For VBS and VS, allowable values are 256-32767 bytes.
• For VS and VBS, the LRECL can be larger than the BLKSIZE.

Default: None

Expiration Date

Expiration date defines the date when the file expires and can thus be deleted.

+nnnn
Indicates that the file expires 1 through 9999 days from today.

yyddd
Indicates that the file expires on the given Julian date in this century.

yyyyddd
Indicates that the file expires on the given Julian date in this century (20yyddd) or in the next century (21yyddd).

Default: None
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Data Class

Data class specifies the name of the data class to use when allocating a new SMS-managed data set.

xxxxxxxx
Specifies the one- to eight-character data class name to use when allocating a new SMS-managed data set.

This parameter applies only to mainframe SMS data sets.

Default: None

Management Class

Management class specifies the name of the management class to use when allocating a new SMS-managed data set.

xxxxxxxx
Specifies the one- to eight-character management class name to use when allocating a new SMS-managed data
set.

This parameter applies only to mainframe SMS data sets.

Default: None

Storage Class

Storage class specifies the name of the storage class for a new SMS-managed data set.

xxxxxxxx
Specifies the one- to eight-character storage class name to use when allocating a new SMS-managed data set.

This parameter applies only to mainframe SMS data sets.

Default: None

Dataset Name Type

Dataset name type specifies the data set definition.

Note: This parameter applies only to mainframe SMS data sets.

LIBRARY
Defines a PDSE

PDS
Defines a partitioned data set

These values are IBM standards for SMS processing.

Range: One to eight characters

Default: None

Release

Release specifies whether the remote partner is to release unused DASD space when creating a file.

YES
The remote partner is to release unused DASD space.
The unused DASD space that is specified for the transfer is released when the file is closed at the end of the
transfer.

NO
The remote partner is not to release unused DASD space.
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Extended Length File Names Menu (XCICEDSN)
The Extended Length File Names menu lets you enter local or remote file names of more than 54 characters. The
previous menus allow only data set names of 54 or fewer characters, but XCOM Data Transport supports names of up to
256 characters.

NOTE
The receiving system always limits the data set name. For example, z/OS accepts a data set name of 44
characters or less (or 54 characters or less for a PDS file that is specified with a member name or for a GDG
specified with a relative level number). However, z/OS accepts up to 255 characters for a USS file.

To display the Extended Length File Names menu

Press F6 on one of the following menus:

• Send File to Another System
• Receive File from Another System
• Submit Job to Another System
• Send Report to Another System

 XCICEDSN          CA XCOM CICS Extended Length File Names                10:18

 Transfer ID: XCOMCICS     SNA LU Name: LU30107

 Local Dataset Name : KOLMAS(MIES)

 Remote Dataset Name: KOLMAS(MIES)

        

 F1=Help    F3=End    F12=Cancel

Parameter Fields (XCICEDSN)
This section describes the parameter fields for the Extended Length File Names menu.

Transfer ID

Associates a descriptive identifier with this transfer. The ID can be any combination of alphanumeric or national characters
up to ten characters in length. It complements the unique request number that XCOM Data Transport assigns.

Remote System Identification (= IP Name or Address, SNA LU Name, XCOM Group Name, or XCOM List Name)

Remote system identification indicates the remote destination that is associated with a transfer. The name that is
displayed is one of the four remote destination types that XCOM Data Transport supports, and the contents of the field
reflect the choice that you made on a previous screen. The contents of the field cannot be overridden.

Local Dataset Name

Local data set name indicates the name of the local data set being transferred or receiving the file.

Default: None

Remote Dataset Name

Remote data set name indicates the name of the remote data set being transferred or receiving the file.
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Default: None

Required Parameters (XCICEDSN)
The following parameters are required:

• Local Dataset Name
• Remote Dataset Name

Operator Control Selection Menu (XCICOPER)
The Operator Control Selection Menu provides a way for you to display transfer requests based on selection criteria
entered.

To display the Operator Control Selection Menu

Enter XCOM 3 or Option 3 from the Primary Option Menu.

 XCICOPER        CA XCOM CICS Operator Control Selection Menu             11:25

   Select Transfers    :   Inactive              Active              Completed

 Limit display to transfers for the following:

 Requesting User ID    :                |       Request Number    :

        Transfer ID    :                |         Last Message    :

    Local or Remote    :        (L/R)   |            File Type    :     (J/R/F)

      Transfer Type    :        (S/R)

   Remote System ID    :

   Range Start Date    :             (YYYYMMDD)   Time     :            (HHMMSS)

     Range End Date    :             (YYYYMMDD)   Time     :            (HHMMSS)

    Range File Size    :             (Min.),               :            (Max.)

    Maximum Entries    :             (NNNN)

 F1=Help    F3=End    F12=Cancel

NOTE
If the server selected is an XCOM admin, the maximum entries that are displayed are applied for each active
XCOMPLEX Worker Server.

Parameter Fields (XCICOPER)
This section describes the parameter fields for the Operator Control Selection menu.

Select Transfers

The displays are used to supply information and change the processing parameters applicable to one or more transfers.
Select the type of transfer by putting a nonblank character before the type or types required. Selecting an option causes
the display of a list of transfers. For more information, see Operator Transfer Request Display Menu (XCICODIS). The
transfers appearing in this list include locally initiated, remotely initiated, and indirect transfers.
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The information that is displayed has been filtered by the values that are entered on this screen. For example, if you want
the status of a transfer request that was entered earlier with transfer ID TUESUPDT, enter TUESUPDT in the transfer ID
field and select INACTIVE, ACTIVE, and COMPLETED. This provides a display containing any transfers, whether they
are pending, in-progress, or completed, with a transfer ID of TUESUPDT. You can further limit this list by:

• User ID
• Remote system name
• Specific request number
• Range of start dates and times

The source for the transfers to be displayed in the list depends on the entry in the APPLID of the XCOM Data Transport
Server field on the Primary Option Menu. By specifying an APPLID of the XCOM Data Transport server on another
system, you can display a list of the pending, active, and completed transfers on that system for display or modification
purposes. If an APPLID is one of an XCOMPLEX Admin Server, you can display a list of pending, active, and completed
transfers for all XCOMPLEX Worker Servers that are connected to the XCOMPLEX Admin Server. However, changes
cannot be made to this list of transfers; changes can only be made when looking at an individual XCOMPLEX Worker
Server transfer list.

The entries in the following fields are used as filters to limit the number of transfer requests that appear on the Operator
Transfer Request Display menu that is described in Operator Transfer Request Display Menu in this section. A blank in
any field indicates that the field cannot be used as a filter (that is, transfers with any value in that field are displayed).

Fill in one of these parameter fields to access the history log. Do not press Enter until you fill in at least one of these fields.

If you get a fatal network error while attempting to communicate with the XCOM Data Transport server, history log
information is not displayed.

By default, the display is not limited by date.

Be specific in filtering the information that is displayed. This is especially advisable at sites where there is considerable
XCOM Data Transport activity. Otherwise, screen displays could be cluttered with masses of information that are
irrelevant.

Requesting User ID

An entry in this field limits the transfer requests displayed to the ID related to that user.

Default: All users

Request Number

Use this field to limit the list to transfers that contain this specific request number.

Default: All request numbers

Transfer ID

Use this field to limit the transfers that are displayed to the ID that match this transfer ID.

Default: All transfer IDs

Last Message

Last message specifies the ID of the last message received.

Local or Remote

Local or remote specifies whether you want to display transfers from the local or remote system.
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File Type

File type indicates the output type of the file for which you want to display transfers.

F (File)
Indicates that you want to display transferred files.

J (Job)
Indicates that you want to display submitted batch jobs.

R (Report)
Indicates that you want to display transferred reports.

If you specify File Type=J or File Type=R, also specify Transfer Type=S (Send). If you specify File Type=F, also specify
either Transfer Type=S (Send) or Transfer Type=R (Receive).

Transfer Type

Transfer type indicates whether you want to display inbound or outbound file transfers.

S (Send)
Indicates that you want to display outbound file transfers.

R (Receive)
Indicates that you want to display inbound file transfers.

If you specify Transfer Type=R, then also specify File Type=F (File).

If you specify Transfer Type=S, you can specify any one of the three:

• File Type=F (File)
• File Type=R (Report)
• File Type=J (Job).

Remote System ID

An entry in this field limits the transfers that are displayed to only the ID related to this remote system. The remote system
that you specify must be:

• IP name or address
• Specific LU name
• Group name

Default: All remote system names

Range Start Date

To obtain information about transfer activity over a certain range of dates, specify this range in the Range Date fields. If
you want the information through the present date, leave the Range End Date field blank.

Specify the dates in the Date Start Range and Range End Date fields in the format YYYYMMDD.

YYYY
A four-digit designation for a year (such as 2020)

MM
A two-digit designation for a month of the year as shown in the following chart:
01 = January               02 = February               03 = March
04 = April                     05 = May                      06 = June
07 = July                      08 = August                 09 = September
10 = October                11 = November            12 = December
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DD
A two-digit number in the range 01 through 31 designating a day of the month

For example, 20200211 (February 11, 2020) is a date conforming to the format.

We recommend that you use this parameter whenever selecting completed file transfers.

Range Start Time

Range start time specifies the time that the transfers began. Enter this value in military time (HHMM) format.

Example

To display transfers that began no earlier than 2 p.m., specify 1400.

Default: Midnight (0000)

Range End Date

To obtain information about transfer activity over a certain range of dates, specify this range in the Range Date fields. If
you want the information through the present date, leave the Range End Date field blank.

Specify the dates in the Date Start Range and Range End Date fields in the format YYYYMMDD.

YYYY
A four-digit designation for a year (such as 2020)

MM
A two-digit designation for a month of the year as shown in the following chart:
01 = January               02 = February               03 = March
04 = April                     05 = May                      06 = June
07 = July                      08 = August                  09 = September
10 = October                11 = November             12 = December

DD
A two-digit number in the range 01 through 31 designating a day of the month

For example, 20200211 (February 11, 2020) is a date conforming to the format.

We recommend that you use this parameter whenever selecting completed file transfers.

Range End Time

Range end time specifies the time that the transfers ended. Enter this value in military time (HHMM) format.

Example

To display transfers that ended no later than 4 p.m., specify 1600.

Default: Midnight (0000)

Range File Size (Min.)

Range file size (min.) specifies the minimum size (in bytes) of the files whose transfers you want to display.

Range File Size (Max.)

Range file size (max.) specifies the maximum size (in bytes) of the files whose transfers you want to display.
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Maximum Entries

The maximum number of entries to be displayed. The maximum is not a total, but applies to each server being displayed.

Required Parameters (XCICOPER)
Parameter requirements are as follows:

• Select at least one of the Select Transfers by entering any nonblank character next to your selections. You can enter
any combination of the three types (Active/Inactive/Completed).

• If you included completed transfers in your selection, enter one of the selection criteria to ensure that the entire history
file is not retrieved for display on your screen. The selection criteria are as follows:
– User
– Remote System Name
– Request Number
– Transfer ID

You can combine these fields to limit the transfers to display.

Operator Transfer Request Display Menu (XCICODIS)
The Operator Transfer Request Display menu displays all transfer requests that meet the selection criteria that are
entered on the Operator Control Selection Menu.

NOTE
S has been entered at the first transfer to request more information.

 XCICODIS        CA XCOM CICS Operator Transfer Request Display           11:24

                                                                   0001 Of 0085

                         CA XCOM Server: XCSDSDL

    Req    Trans               Prty                Remote      Start

 S  Num    Type    Xfer-Id    SL  EX    User Id    System   Date    Time Status

 - ------ ------- ----------  -------  ---------- -------- -------- ---- ------

 S 001013 SENDFIL XLX         010 010  CICSUSER   *TCP/IP* 20030101 0000 INACT

   LOCAL FILE : KSKS

   REMOTE FILE: KSKS

   001011 SENDFIL test        010 010  CICSUSER   lu30107  20020920 0000 INACT

   LOCAL FILE : xcom.logda02.erase.me

   REMOTE FILE: c:\test\erase.me

   001008 SENDRPT WTRTEST     010 010  CICSUSER   LUHAHA   20020920 0000 INACT

   LOCAL FILE : XCOM.LOGDA02.ERASE.ME

   REMOTE REPORT CLASS=  DEST=                      TITLE=

   001002 SENDFIL TESTSDATE   016 010  LOGDA02    LU30107  20020910 1115 COMPLT

   LOCAL FILE : XCOM.R30.ASM(XCOMTASK)

   REMOTE FILE: C:\MVS\XCOMTASK

  F1=Help   F3=End   F5=Top   F6=Bottom   F7=Backward   F8=Forward   F12=Cancel
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Display Fields (XCICODIS)
This section describes the display fields for the Operator Transfer Request Display menu.

Req(uest) Num(ber)

Req Num displays the request number that is associated with the file transfer. The XCOM Data Transport system that
initiated the file transfer assigns the request number. The request number can be used as a key on the Operator Control
Selection Menu screen to select file transfer requests for display.

The contents of this field cannot be changed.

Trans(fer) Type

Trans type defines the type of file transfer request. Two types of file transfer requests are possible:

• Send -- The XCOM Data Transport server sends or has sent a file to a remote system.
• Receive -- The XCOM Data Transport server receives or has received a file from a remote system.

This field is relative to the XCOM Data Transport server to which the CICS interface is connected.

The contents of this field cannot be changed.

Transfer ID (XferId)

Transfer ID identifies the XCOM Data Transport transfer ID that associated with a file transfer request. The user assigns
this field when a file transfer request is scheduled. The field can be used as a key when selecting transfers to display on
the Operator Control Selection Menu screen.

The contents of this field cannot be changed.

Selection Priority (Prty SL)

Selection priority shows the priority that is used when determining which file transfers must be initiated first.

A user assigned this field when a file transfer request is scheduled. The field has meaning only for locally initiated file
transfer requests. The field is ignored for file transfers not initiated by the local XCOM Data Transport system.

The contents of this field can be altered. Valid priority values are from 0 to 255. To change this value, enter a selection
request of A (alter) on the far left of this line.

Execution Priority (Prty EX)

Shows the priority that is used when executing a file transfer. Because of the speed of most mainframe CPUs, this field is
meaningful only under special circumstances.

A user assigns this field when a file transfer request is scheduled. The field has meaning for both locally and remotely
initiated file transfer requests.

The contents of this field can be altered. Valid priority values are from 0 to 255. To change this value, enter a selection
request of A (alter) on the far left of this line.

User ID

User ID defines the local user ID that is responsible for the file transfer request. For locally initiated file transfer requests,
this is the local userid parameter. If initiated on the remote system, this is the remote userid. This field can be used as a
key when selecting file transfers on the Operator Control Selection Menu screen.

The contents of this field cannot be changed.
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Remote System

Remote system identifies the XCOM Data Transport partner for the file transfer request.

For XCOM Data Transport distribution list requests, each member would have an entry in this table for a given transfer
request.

The contents of this field cannot be changed.

Start Date

Shows either the date the transfer is scheduled to start (inactive transfer) or the date the transfer started (active and
completed transfers).

The date value is displayed in the format YYYYMMDD.

YYYY
A four-digit designation for a year (such as 2012)

MM
A two-digit designation for a month of the year as shown in the following chart:
01 = January 02 = February 03 = March
04 = April 05 = May 06 = June
07 = July 08 = August 09 = September
10 = October 11 = November 12 = December

DD
A two-digit number in the range 01 through 31 designating a day of the month.

For inactive transfers, the contents of this field can be altered. A valid value is any date greater than or equal to today
date. To change the start date, enter a selection request of A (alter) on the far left of this line.

Start Time

For Inactive transfers, Indicates either the time the transfer is scheduled to start (inactive transfers) or the time the transfer
started (active and completed transfers).

The start time is displayed in the format HHMM.

HH
An hour (00 through 23) of the day

MM
A minute (00 through 59) of the hour

NOTE
Both HH and MM values that are less than 10 must be entered with leading zeros. For example, 0209, which is
9 minutes after 2 a.m.

The contents of this field can be altered. To change this field, enter a selection request of A (alter) on the far left of this
line.

Status

Status indicates the status of each displayed transfer.

The following table gives each valid status and its corresponding meaning.

???????
Contact XCOM Data Transport Client Services if this status is indicated.
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ACTIVE
This transfer is in progress.

CANCLD
This transfer was canceled before it began executing (compare with the TERMTD status).

COMPLT
This transfer has completed successfully.

LOCFER
This transfer could not start because of a problem involving the local file. (For example, it could not be accessed
because of a security violation.) To view the associated error message, select a display by entering either an S or
D in the S column.

HELD
This transfer is being held and must be released manually to be eligible for execution. Entering an A in the S field
releases this transfer.

INACT
This transfer is pending and eligible to begin when it reaches its start time/date. If the transfer start time has been
reached and the transfer has not started, XCOM Data Transport can be waiting for a session to become available
or be established, or the transfer request cannot have reached the top of the target system queue.

LOGCER
This transfer was aborted when the remote system detected a fatal processing error. The remote system sends a
descriptive error message to this system. To view the error message, select a detailed display by entering either
an S or D in the S column.

NETERR
This transfer was aborted because of a network error. The remote system sends a descriptive error message to
this system. To view the error message, select a detailed display by entering either an S or D in the S column.

OTHERR
An error that did not fall into the LOCFER, LOGCER, or NETERR categories caused this transfer to fail. To view
the associated error message, select a display by entering either an S or D in the S column.

REMSUS
A user or an operator on the remote system suspended this transfer.

SUSPND
A user or an operator on the local system suspended this transfer.

TERMTD
A local operator console command terminated this transfer.

Unprotected (Control) Fields (XCICODIS)
Many of the fields on this screen are solely informational and cannot be altered (that is, they are protected). Some fields
are dual information/control fields that allow you to change processing parameters for this transfer.

Modifications are only allowed when listing transfers for an individual server. Modifications are not allowed when listing
transfers for all XCOMPLEX Worker Servers that are connected to an XCOMPLEX Admin Server.

The unprotected fields are as follows:

• S (selection command)
• Prty Sel (scheduling priority)
• Prty Exe (execution priority)
• Start Time
• Start Date
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To change the current values in control fields, type over them.

Selection Commands (XCICODIS)
Selection commands are entered in the S field (the leftmost column on the screen). Enter one of the following one-
character selection commands, then press Enter.

A
Alters the Start Date/Time or Execution/Selection Priority.

C
Cancels a transfer request (can also be entered as T).

D
Displays a transfer request (can also be entered as B or S).

E
Resumes a transfer request.

H
Holds a transfer request.

P
Suspends a transfer.

R
Releases a transfer request.

Protected (Display) Fields (XCICODIS)
Fields on the Operator Transfer Request Display menu that are informational and cannot be overwritten have the same
meanings as their counterparts on the screens that are used to define a transfer request.

The Userid field displays the local user ID that was designated when this transfer request was made.

Transfer Request Display Menu (XCICOSDS)
If a transfer is selected with S or D from the Operator Transfer Request Display menu, XCOM Data Transport displays
more information about the transfer in the Transfer Request Display menu.

 XCICOSDS            CA XCOM CICS Transfer Request Display                10:26

                                                                   0001 of 0001

 Request #---: 001002                             Transfer ID-: LOGDA0287

 Remote System Id: LU30107

 Request Type: SENDFIL      Status---: HELD       Initiated by: LOGDA02

 Message:

 LOCAL FILE : LOGDA02.XCOM.CNTL(ACCUM)

 REMOTE FILE: XCOM.LOGDA02.ERASE.ME

 Transfer Schedule Date: MONDAY AUGUST 19 2002         Time: 10:25:29

 Transfer Start Date---: SUNDAY AUGUST 25 2002         Time: 00:00:00

 Transfer End Date-----: *****N/A*****                 Time: 00:00:00

 --------------------------Transfer Statistics--------------------------

 # Records---------------:         0     Records Per Second: ***N/A***

 # File Read Requests----:         0     Bytes Per Second--: ***N/A***
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 # File Write Requests---:         0     Compression %-----: NA %

 # Network Write Requests:         0     Transfer Time(Sec): ***N/A***

 # Network Read Requests-:         0

 # Uncompressed Bytes----:         0

 # Compressed Bytes------:         0

 F1=Help    F3=End                      F10=Xfer-1    F11=Xfer+1    F12=Cancel

Protected (Display) Fields (XCICOSDS)
All fields on this screen are informational and cannot be overwritten. These fields have the same meanings as their
counterparts on the screens that are used to define a transfer request.

Previously Defined Fields (XCICOSDS)
The following fields are carried over from the Operator Transfer Request Display menu.

Transfer Request Display Menu Operator Transfer Request Display Menu
Remote System Id Remote System
Request # Req Num
Transfer ID Xfer-Id
Request Type Trans Type
Status Status
Local File Local File
Remote File Remote File

Request

Request displays the request number that is associated with the file transfer. The XCOM Data Transport system assigns
the request number that initiated the file transfer. The request number is used as a key on the Operator Control Selection
Menu screen to select file transfer requests for display.

The contents of this field cannot be changed.

Transfer ID

Transfer ID identifies the XCOM Data Transport transfer ID that associated with a file transfer request. The user assigns
this field when a file transfer request is scheduled. The field can be used as a key when selecting file transfers to display
on the Operator Control Selection Menu screen.

The contents of this field cannot be changed.

Remote System ID

Remote system ID identifies the XCOM Data Transport partner for the file transfer request.

For XCOM Data Transport distribution list requests. Each member of the list would have an entry in this table for a given
transfer request.

The contents of this field cannot be changed.
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Request Type

Request type defines the type of file transfer request. Two types of file transfer requests are possible:

• Send-The XCOM Data Transport server sends or has sent a file to a remote system.
• Receive-The XCOM Data Transport server receives or has received a file from a remote system.

This field is relative to the XCOM Data Transport server to which the CICS interface is connected.

The contents of this field cannot be changed.

Initiated By

Initiated by defines the local user ID that is responsible for the file transfer request. For locally initiated file transfer
requests, this is the local userid parameter. If initiated on the remote system, this is the remote userid. This field can be
used as a key when selecting file transfers on the Operator Control Selection Menu screen.

The contents of this field cannot be changed.

Local File

The local file name for the file transfer request.

The contents of this field cannot be changed.

Remote File

The remote file name for the file transfer request.

The contents of this field cannot be changed.

Additional Fields (XCICOSDS)

Initiated By

User ID of the initiator of the transfer.

Message

Any message that is transmitted from the XCOM Data Transport server.

Transfer Schedule Date/Time

The date and time on which the transfer is or was scheduled to begin.

Transfer End Date/Time

The date and time on which the transfer was ended, whether successfully or unsuccessfully.

Transfer Statistics (XCICOSDS)

Records

The number of records successfully transmitted.
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File Read Requests

The number of physical I/Os required to read the file being sent.

File Write Requests

The number of physical I/Os required to write the file being received.

Network Send Requests

The number of Networks SEND requests made to transmit the data.

Network Receive Requests

The number of Networks RECEIVE requests made to receive the transmitted data.

Uncompressed Bytes

The number of bytes to be transferred before data compression was performed on the records.

Compressed Bytes

The number of bytes transferred after data compression was performed on the records.

Records Per Second

The rate in records per second at which the transfer was accomplished.

Bytes Per Second

The rate in bytes per second at which this transfer was accomplished.

Compression %

The XCOM Data Transport data compression routines accomplished the percentage of compression. Compressed bytes
divided by uncompressed bytes.

Transfer Time (sec)

The duration of this transfer in seconds.

Required Parameters (XCICOSDS)
No required parameters.

If a transfer is active, press Enter to display updated information about the transfer on the screen.

Default Profile Feature (XCOMDFT)
If you have signed onto CICS through the CESN transaction, XCOM Data Transport saves the information that you enter
on the XCOM Data Transport screens. When you use the XCOM Data Transport transaction again, XCOM Data Transport
defaults to the data that you entered last on the XCOM Data Transport screens. The major exceptions are the password
fields, which are not saved to the XCOMDFT file.

The data is saved to the XCOMDFT file when you press F3 to leave the Primary Option Menu. Before that time, the data
is retained in storage only. This is done to minimize I/O to the XCOMDFLT file.
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The CICS Programming Interface
The XCOM Data Transport CICS Application Programming Interface (API) lets user programs access all the facilities that
the XCOM Data Transport CICS menu interface supports.

About the Programming Interface
Using the XCOM Data Transport CICS API, programs can perform the following functions:

• Schedule a transfer request
• Retrieve information about transfer requests
• Perform operator control functions, including the following:

– Alter priority or start date/time of a transfer request.
– Cancel, suspend, resume, hold, or release a transfer request.

The XCOM Data Transport CICS API uses many XCOMJOB interface facilities. It is designed to accept parameter input in
card image format, rather than building the interface using a DSECT or copy book member, which are subject to change.

The CICS API uses the same format as XCOMJOB. You can place the parameters in card image format in a CICS
temporary storage (TS) queue and pass this queue to the XCOM Data Transport CICS API program. XCOM Data
Transport then evaluates the parameters, adding the default parameters not specified in the user program, builds the
necessary data areas, and initiates a conversation with the XCOM Data Transport server. Using this design, you are
shielded from having to understand all of the fields in a copy book or DSECT. You can specify almost all parameters in the
XCOMJOB interface to the XCOM Data Transport CICS API.

The XCOM Data Transport CICS API performs most of the XCOMJOB functions with the following exceptions:

• TYPE=EXECUTE is not supported.
• The NEWXFER parameter is not supported. Only one transfer request is allowed per API invocation.

Security within the XCOM Data Transport CICS API is the same as within the XCOM Data Transport CICS menu
interface. For more information about XCOM Data Transport CICS security, see the section Security Considerations.

 

CICS API Parameters
The XCOM Data Transport CICS API accepts the following SYSIN01 parameters:
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• ACTIVE, AGE, ALTER, AVGREC
• BANNER, BLKSIZE
• CATALOG, CHARS, CKPT, CLASS, CODE, CODETABL, COMPLETED, COMPRESS, COMPRESS_PDS,

CONTROL, COPIES, COPY, CREATEDELETE
• DATACLAS, DEN, DEST, DISP, DOMAIN, DROPSESS, DSNTYPEEATTR, ENDDATE, EPRTY, EXPDATE, EXPDT
• FCB, FILE, FILEDATA, FILEOPT, FILETYPE, FORM
• GATEWAYDPATH, GATEWAYGUID, GROUP
• HOLD, HOLDCOUNT
• ID, INACTIVE, IPNAME, IPPORT
• LABEL, LCATALOG, LCLNTFYL, LFILE, LFILEDATA, LIST, LLABEL, LOCAL_CHARSET, LOCAL_DELIM, LPASS,

LRECL, LTAPE, LTVOLSQ, LU, LUNIT, LUNITCT, LUSER, LVOL, LVOLCT, LVOLSQ
• MBCS_CONVERROR, MBCS_INPUTERROR, MGMTCLAS, MICR
• NOTIFY, NOTIFYNAME, NOTIFYUSER
• ODEST, OEDATE, OETIME, OFCB, OFILE, OFILECASE, OFILETYPE, OFLMAX, OFLMIN, OFORM, OID, OINIT,

OJOB, OJOBI, OJOBN, OLIMIT, OLMSG, OLOCATN, OLU, OREQ, OSDATE, OSTIME, OSYSID, OSYSNAME,
OTNAME, OTYPE, OTYPEREQ, OUSER, OVOL, OWTR

• PACK, PASSWORD, PROGLIB, PROTOCOL, PRTY
• RECFM, RECSEP, RELEASE, REMOTE_CHARSET, REMOTE_DELIM, REPORT, REPORTHOLD, REQ#, RETPD,

RMTNTFYL, RNOTIFY, RNOTIFYNAME, RNOTIFYUSER
• SECLABEL, SECURE_SOCKET, SPACE, SPOOL, SPRTY, STARTDATE, STARTTIME, STORCLAS, SYSUDATA
• TAPE, TDUDATA, TRNENCRL_CIPHER, TRUNCATE, TRUSTED, TVOLSQ, TYPE
• UMASK, UNIT, UNITCT, USER, USERID
• VLR, VOL, VOLCT, VOLSQ
• WRITER
• XCOM_CONFIG_SSL, XTCERRDECR, XTCERRINCR, XTCERRPURGE, XTCGOODDECR, XTCGOODINCR,

XTCGOODPURGE, XTCGOODREL, XTCJOB, XTCNET, XTCERRREL

For information about these parameters, see the SYSIN01 Parameters in the Using section.

Programming Requirements
The XCOM Data Transport CICS API (XCICCAPI) is applied through use of the CICS Command-Level interface. Any
language capable of using Command-Level CICS commands can work with the API. (DSECTs written in Assembler and
COBOL copybooks are available.)

The user program must perform the following functions:

• Create parameter records and store them in a temporary storage queue.
• Build the APIDSECT record which contains control information.
• Link to program XCICCAPI and pass the APIDSECT record as the COMMAREA.
• Interrogate the return code and the message that is returned within APIDSECT.

COMMAREA Requirements

This section describes the COMMAREA requirements.

Required DSECTs

Two DSECTs (the first in Assembler, the second in COBOL), that the CICS program must pass to the API.

Assembler DSECT

The Assembler DSECT is stored in yourhlq.CBXGMAC(XCAPIDSC).
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COBOL DSECT

The COBOL DSECT is stored in yourhlq.CBXGMAC(APICOPY).

Definitions

APIRTNCD

APIRTNCD contains the XCICCAPI return code. For a transfer schedule request that is successful, XCICCAPI returns a
binary zero value. Otherwise, a nonzero value indicates that there is a problem with the file transfer.

APITYPER

APITYPER indicates the type of request to be processed. To schedule a transfer, set this field to S; to perform an operator
control function, set this field to O.

APIAUTH

APIAUTH is used only for operator control functions and is ignored for schedule functions. APIAUTH determines whether
the user initiating the operator control function is given the equivalent of the TSO OPER security level in the XCOM Data
Transport server. See XCOM Data Transport CICS Operator Security in the section Security Considerations for more
information about this field.

APIPARMQ

APIPARMQ is the name of the temporary storage (TS) queue, in which you must put the card image parameters that tell
XCICCAPI what to do. Write each parameter into the same TS queue as individual card image records (or items). Move
the name of the TS queue to this field. We recommend that the TS queue name include the terminal ID or other value to
make the queue name unique.

APIDSPLQ

APIDSPLQ contains the name of the TS queue, that XCICCAPI moves the information when an operator control display
function is requested. The requestor must fill in this field, but XCOM Data Transport CICS creates the TS queue.

APISTCAP

APISTCAP contains the name of the XCOM Data Transport server with which you want to communicate. Define
APISTCAP to CICS either through the TCT or the CEDA transaction.

API#XFER

API#XFER contains the number of transfers that XCOM Data Transport returned when an operator control display
function is requested. Remember that these records are written to the TS queue defined by APIDSPLQ. XCOM Data
Transport does not use this field for schedule operations or for operator control functions in which TYPE=DISPLAY is not
requested.

APIMSG

APIMSG is a field in which the XCOM Data Transport API returns a message that describes the operation being
performed. The XCOM Data Transport API must always return a message when a transfer function is requested. When
operator control functions are performed, XCOM Data Transport only returns a message when the return code APIRTNCD
is nonzero, indicating that an error occurred.

SCHEDULE a File Transfer

The following actions are required to schedule a transfer request:

• Create the parameter records which describe the transfer. To send a file to a remote user, you could write the following
four records to a TS queue:

 682



 XCOM™ Data Transport® for z/OS 12.0

– TYPE=SEND
– LU=DESTINATION.XCOM.APPLID
– LFILE=LOCAL.DSN
– FILE=REMOTE.DSN

• Create the APIDSECT storage area. Initialize it to nulls (X'00') and set the following fields:
– Set APITYPER to S.
– Set APIPARMQ to the name of the TS queue to which the parameter records are written. For example, set

APIPARMQ to XAPILU22. This assumes that four records that are created in the first step are written as individual
records to TS queue XAPILU22.

– Set APISTCAP to the name of the XCOM Data Transport server. For example, set APISTCAP to XCOMAPPL.
• Ask the XCOM Data Transport systems programmer to identify the XCOM Data Transport server VTAM APPLID. Make

sure that this APPLID is in the CICS TCT or is RDO defined.
Link to Program XCICCAPI and pass the storage area that APIDSECT COMMAREA defined:
EXEC CICS LINK PROGRAM('XCICCAPI') COMMAREA(APIDSECT) LENGTH(328)

• Interrogate the return code APIRTNCD, and the message that is returned in APIMSG.

Operator Control Function Parameters

The z/OS XCOMJOB interface does not feature operator control functions. Some new parameters allow these functions
within the XCOM Data Transport CICS menu interface. The following list contains operator control function parameters.

TYPE={DISPLAY|CANCEL|HOLD|RELEASE|SUSPEND|RESUME|ALTER}
There is no default value.
The DISPLAY function can return many transfer requests, but the other functions can apply to a single transfer
request only.
DISPLAY

Displays the set of requested transfers.
CANCEL

Cancels the specified active or inactive transfer request.
HOLD

Holds an inactive transfer request.
RELEASE

Releases a transfer request that has been held.
SUSPEND

Suspends an active transfer request.
RESUME

Resumes a suspended transfer request.
ALTER

Alters a transfer request.
INACTIVE={YES|NO}

Used for TYPE=DISPLAY functions only
Set INACTIVE=YES so XCOM Data Transport can search the INACTIVE queue for file transfers that meet your
selection criteria. Set INACTIVE=NO (the default) if you do not want XCOM Data Transport to search the inactive
queue.

ACTIVE={YES|NO}
Used for TYPE=DISPLAY functions only
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Set ACTIVE=YES so XCOM Data Transport can search the ACTIVE queue for file transfers that meet your
selection criteria. Set ACTIVE=NO (the default) if you do not want XCOM Data Transport to search the active
queue.

COMPLETED={YES|NO}
Used for TYPE=DISPLAY functions only
Set COMPLETED=YES so XCOM Data Transport can search the COMPLETED queue for file transfers that meet
your selection criteria. Set COMPLETED=NO (the default) if you do not want XCOM Data Transport to search the
COMPLETED queue.
Note that the COMPLETED queue is another name for the XCOM Data Transport History File. Both successful
and unsuccessful transfers are written to the History File. When you set COMPLETED=YES, specify one of the
selection criteria fields to limit the number of records returned.

• LUSER
• ID
• REQ#
• GROUP
• STARTDATE
• ENDDATE

XCOM Data Transport returns the entire History File to the requester unless a limit is set.

ALTER={STARTDATE| STARTTIME|EXEPRTY|SCHPRTY}
Used for TYPE=ALTER functions only, required if TYPE=ALTER.
Here are descriptions of what happens when any of the four possible values of ALTER are invoked. No default
value. You can specify only one of these values for each TYPE=ALTER request.
STARTDATE

Changes the Start Date of a transfer request
STARTTIME

Changes the Start Time of a transfer request.
EXEPRTY

Changes the Execution Priority of a transfer request.
SCHPRTY

Changes the Schedule Priority of a transfer request.
MICR=nnnnnnnn

MICR=nnnnnnnn must be supplied when performing any operator control function other than TYPE=DISPLAY.
When you set TYPE=DISPLAY, XCOM Data Transport can request information about a single transfer request.
This eight-character field is stored in the XCOM Data Transport server and is returned when a TYPE=DISPLAY
function is executed. Before performing any operator control function you must first successfully display the
transfer request to be changed. Get the MICR field from the TS queue, and then perform the operator control
function.

LUSER
One of the selection criteria fields that are used by XCOM Data Transport to limit the amount of data that a
TYPE=DISPLAY request returns.
Corresponding to the LUSER parameter for schedule requests, LUSER identifies the Local User responsible
for scheduling a transfer request. You could use this field to display all transfer requests for a user ID. We
recommend that you use this field only on TYPE=DISPLAY requests, because the MICR field identifies a unique
transfer.

GROUP
Limits the data that TYPE=DISPLAY requests to a specific group returns.
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IPNAME
Limits the data that TYPE=DISPLAY requests to a specific TCP/IP node returns.

LU
Limits the data that TYPE=DISPLAY requests to a specific logical unit returns.

USER
Limits the data that TYPE=DISPLAY requests to a specific user returns.

REQ#
Limits the data that a TYPE=DISPLAY request to a single request number returns. XCOM Data Transport returns
only data with that request number.
Remember that the user does not supply the request number. Instead, XCOM Data Transport returns the request
number to the user after XCOM Data Transport successfully schedules a transfer request.

ID
Limits the data that is returned to a specific transfer ID. You can set a specific ID on a TYPE=SCHEDULE request
by using the ID parameter.

STARTDATE=yyyymmdd|yyddd
STARTDATE can be provided in two formats:

• yyyymmdd
Where:
yyyy is a four-digit designation for a year (for example, 2021)
mm is a two-digit designation for one of the 12 months of the year as shown in the following chart:
01 = January               02 = February               03 = March
04 = April                     05 = May                       06 = June
07 = July                      08 = August                   09 = September
10 = October                11 = November              12 = December
dd is a two-digit number in the range 01 through 31 designating a day of the month

Example

STARTDATE=20210201 schedules a transfer to begin on February 1, 2021.

• yyddd (Julian date)
Where:
yy is a two-digit designation for a year (for example, 09)
ddd is a three-digit number in the range 001 through 366 designating a day of the year

Example

STARTDATE=21032 schedules a transfer to start on the 32nd day of 2021, which is the same as February 1, 2021.

STARTTIME=hhmm

Required when ALTER=STARTTIME.

This four-character field represents the requested transfer Start Time.

• hh

Represents the hour of the day

• mm

Represents the minutes past the hour.

Examples

0030 and 1415 represent 12:30 am and 2:15 pm, respectively.
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EXEPRTY=nnn
Required when ALTER=EXEPRTY
EXEPRTY=nnn specifies the new execution priority. Valid range is 0 through 255.

SCHPRTY=nnn
Required when ALTER=SCHPRTY
SCHPRTY=nnn specifies the new schedule priority. Valid range is 0 through 255.

ENDDATE=yyyymmdd|yyddd
ENDATE can be provided in two formats:

• yyyymmdd
Where:
yyyy is a four-digit designation for a year (for example, 2021)
mm is a two-digit designation for one of the 12 months of the year as shown in the following chart:
01 = January               02 = February               03 = March
04 = April                     05 = May                      06 = June
07 = July                      08 = August                  09 = September
10 = October                11 = November             12 = December
dd is a two-digit number in the range 01 through 31 designating a day of the month

Example

ENDATE =20210201 schedules a transfer to end on February 1, 2021.

• yyddd (Julian date)
Where:
yy is a two-digit designation for a year (for example, 21)
ddd is a three-digit number in the range 001 through 366 designating a day of the year

Example

ENDATE =21032 schedules a transfer to end on the 32nd day of 2021, which is the same as February 1, 2021.

DISPLAY Transfer Requests
To display transfer requests

1. Create the parameter records which describe the transfers that you want to retrieve. For example, to retrieve all file
transfers for remote system CHICAGO submitted by user ALEC, use these statements:
TYPE=DISPLAY

GROUP=CHICAGO

LUSER=ALEC

ACTIVE=YES

INACTIVE=YES

COMPLETED=YES

2. Create the APIDSECT storage area and initialize the APIDSECT to nulls (X'00'), and set fields as follows:
– Set APITYPER to O.
– Set APIPARMQ to the name of the TS queue to which XCOM Data Transport writes the parameter records. For

example, set APIPARMQ to XAPILU22. This indicates that the six records created in the first step are written as
individual records (items) to TS queue XAPILU22.

– Set APIDSPLQ to the name of the TS queue to which XCOM Data Transport writes the records received as a result
of the DISPLAY. XCOM Data Transport writes one record to the TS queue for each transfer request returned. The
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records written to the APIDSPLQ are in the format of the XCOM Data Transport History File. For example, set
APIDSPLQ to XDISLU22.

– Contact the XCOM Data Transport systems programmer to get the APPLID of the XCOM Data Transport server.
Ensure that this APPLID is in the CICS TCT or is defined by RDO. Set APISTCAP to the name of the XCOM Data
Transport server APPLID.

3. Create a link to program XCICCAPI and pass the APIDSECT as the COMMAREA:
EXEC CICS LINK PROGRAM('XCICCAPI') COMMAREA(APIDSECT) LENGTH(328)

4. Interrogate the return code APIRTNCD and the API message returned in APIMSG. If the return code is zero, the
API#XFER field returns the same number of transfer requests that were returned to the TS queue specified by
APIDSPLQ.

Operator Control Modification
To modify a transfer request

1. Perform the DISPLAY function.
2. Retrieve the MICR field described in the XCOM Data Transport history record from one of the records in the TS queue

specified in APIDSPLQ.
3. After this is done, change the start date of a transfer request.

To change the start date of a transfer request

1. Create the parameter records that describe the desired file transfer operator control function. For example, to change
the Start Date of a file transfer:
TYPE=ALTER

ALTER=STARTDATE

STARTDATE=yyyymmdd

MICR=xxxxxxxx

xxxxxxxx is the eight-character MICR field created by a TYPE=DISPLAY request that you should retrieve from the TS
queue.

2. Create the APIDSECT storage area, initialize it to nulls (X'00'), and set the following fields:
– Set APITYPER to O.
– Set APIPARMQ to the name of the TS queue to which XCOM Data Transport writes the parameter records.

For example, set APIPARMQ to XAPILU22. This assumes that the four records created in Step 1 are written as
individual records (items) to TS queue XAPILU22.

– Contact the XCOM Data Transport systems programmer to get the APPLID of the XCOM Data Transport server.
Ensure that this APPLID is in the CICS TCT or is defined by RDO. Set APISTCAP to the name of the XCOM Data
Transport server APPLID.

For example, set APISTCAP to XCOMAPPL. Contact the XCOM Data Transport systems programmer to get the
APPLID of the XCOM Data Transport server. Ensure that this APPLID is in the CICS TCT or is defined by RDO.

3. Create a link to program XCICCAPI and pass the APIDSECT as the COMMAREA:
EXEC CICS LINK PROGRAM('XCICCAPI') COMMAREA(APIDSECT) LENGTH

4. Interrogate the return code APIRTNCD. If the return code is zero, the request was successful and there is no message
returned. If the return code is non-zero, a message should be returned in the APIMSG field.

There are two sample programs supplied in the XCOMSAMP library which show how to schedule a file transfer request:

• XCICTSTA, an Assembler program
• XCICTSTC, a COBOL program.

You can use these programs and alter them to fit your requirements.
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Processing Different File Types
This section covers XCOM Data Transport support for various file types:

• Partitioned data sets (PDS)
• Partitioned data set extended (PDSE)
• PDSE program libraries
• Generation data groups (GDG)
• VSAM files
• USS files

Processing requirements, limitations, and special features for different file types are described in detail. Unless explicitly
stated otherwise, these issues apply uniformly across all the XCOM Data Transport interfaces.

Partitioned Data Sets
This section describes the level of support in XCOM Data Transport for:

• Partitioned data sets (PDS)
• Partitioned data set extended (PDSE)
• PDSE load libraries

PDS and PDSE Support

Support for partitioned data sets, including PDSE and program libraries, is provided in XCOM Data Transport. XCOM
Data Transport reads the VTOC and the directory blocks to determine whether the file is a PDS and passes this
information about to the remote system. When a new file is created on the target system using the Create File option,
XCOM Data Transport allocates the same amount of space for directory blocks there as it has on the source system. You
can override this allocation by changing the number of directory blocks or reblocking the file through the appropriate File
Allocation Information screen (Menu Interface) parameters.

XCOM Data Transport transmits aliases if the member to which it is pointed is already on the target PDS.

Checkpointing must not be specified for transfer of PDSs.

NOTE
XCOM Data Transport reads the directory blocks for information such as alias relationships and pointers to
preserve the integrity of the data; therefore, PDS files take longer to process than sequential or VSAM files of
the same size.

PDSE Program Library Support

Support for PDSE program library transfers requires Program Library YES in the menu interface. Also, any XCOM Data
Transport for z/OS servers that are used to send or receive PDSE program library transfers must be modified to include
the XCOMPRNT DD. See the sample member XCOM in the Sample Files of the Using section.

Only whole PDSE program libraries can be transferred. The transferring of an individual member or the use of wild cards
to transfer multiple members is not supported.

XCOM Data Transport uses the values from PSOPREF and PSOVOL to create the temporary data sets used in
transferring PDSE program libraries.

Generic File Specifications (Using Wildcards)
PDS member names can be specified generically for Send File and Receive File procedures by using wildcards. To
send or receive all members beginning with a particular prefix, designate the Local File Name with that prefix followed by
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an asterisk. For example, PRIVATE.LIB4(TRAN*) requests that members TRANUPDT, TRANBKUP, and TRANINQ be
transferred.

To request that XCOM Data Transport send all members of this PDS, use PRIVATE.LIB4(*). In generic specifications, the
asterisk must be the last character before the right parenthesis. In batch mode, all members are transmitted if no member
name is specified.

When transferring to another z/OS system, use generic specifications for the source file only, not the destination file. For
example, with a Receive File transfer on z/OS, you could use a generic specification for the Remote File Name, but not for
the Local File Name. Wildcards in the z/OS destination data sets are ignored.

If the destination is another XCOM Data Transport partner, wildcard characters are allowed in the destination file name,
depending on the system to which the transfer is being sent. For more information, see the appropriate documentation for
specific the XCOM Data Transport platform.

NOTE
XCOM Data Transport does not support the use of wildcards with PDSE program libraries. For more information,
see PDSE Program Library Support in the Partitioned Data Sets topic.

USS Files

USS files can be specified generically for Send File transfers by using wildcards, as shown in the following examples.

NOTE
For Receive File transfers of USS files on XCOM for z/OS, only an asterisk can be specified for the LFILE
parameter when wildcards are being used.  

LFILE=/u/users/xcom/*
Transfer ALL files.

• •LFILE=/u/users/xcom/m*
Transfer ALL files starting with an m.

LFILE=/u/users/xcom/*m
Transfer ALL files ending with an m.

LFILE=/u/users/xcom/m*m
Transfer ALL files starting with an m and ending with an m.

LFILE=/u/users/xcom/m*y*m
Transfer ALL files starting with an m, ending with an m and containing a y.

LFILE=/u/users/xcom/m*you*
Transfer ALL files starting with an m and containing the characters you in succession.

LFILE=/u/users/xcom/m*y*o*u*
Transfer ALL files starting with an m and containing the characters y and o and u.

• One or more wildcard characters (*) can be used if transferring from IBM mainframe systems, to Windows systems, or
to UNIX systems.

• The transfer of USS files is supported only between systems running XCOM Data Transport r11.5 and above.

Library Transfers

When multiple members of a PDS are transferred and the target data set is sequential or a single member of a PDS, the
completion of the transfer depends on the value of the LIBNEG parameter. If LIBNEG=YES, all selected members of the
PDS are written to the larger data set. If LIBNEG=NO, the transfer is terminated.
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Generation Data Groups
Generation Data Groups present a special problem to most file transfer systems. Generally, when a generation data set is
uploaded into a GDG, a relative generation number of (+1) is given as part of the file name. However, relative generation
numbers are normally not updated by z/OS until the end of the associated job. Therefore, if (as in CICS) the XCOM
Data Transport started task is being used to update the generation data set, its relative generation number would not be
updated until the started task is brought down.

This generation data set could be updated multiple times before the XCOM Data Transport started task is stopped, the
second update being, as far as z/OS is concerned, to the (+2) generation, the third to the (+3) generation, and so on.

The situation described above is generally undesirable. XCOM Data Transport avoids this by treating each Generation
Data Group file transfer request as if it were an autonomous job. This allows for the relative generation of number
references in the conventional manner, no matter when the XCOM Data Transport started task is brought down. The
complete data set name of a generation data set, including the GxxxxV00 suffix, is sent in XCOM Data Transport
messages to partner systems.

For example, error and log messages concerning a generation data set sent to a PC or workstation display the actual z/
OS data set name.

Transfer Lag Considerations

Generation data sets introduce a complicating factor into any non-immediate, queued procedure, as in CICS. There may
be a significant time lag between the request and its implementation. For example, the partner system may not sign on for
an indeterminate period of time. If a relative generation number is specified for a queued XCOM Data Transport transfer,
and the GDG is updated before the transfer executes, the wrong file may be transferred. This would depend on whether
you wanted the file designated by the relative generation number at the time of the request, or the most current generation
of the file. XCOM Data Transport can accommodate either.

Scheduling a Transfer with GDG(0)

The local file specification is interpreted literally by XCOM Data Transport. If a relative generation number is specified
for the local data set name, XCOM Data Transport transfers the generation data set possessing this relative generation
number whenever the transfer executes. For example, if you specify the current generation (0), the current generation is
always processed.

To process a particular data set, give it a GxxxxV00 suffix. This data set is then processed whenever the transfer
executes.

Transferring All Generations of a GDG

If desired, XCOM Data Transport can transfer all generation data sets within a GDG in a single transfer operation. To do
so, specify the GDG by its base name in the request (that is, without a relative generation number). XCOM Data Transport
then transfers all data sets in a single stream, starting with the newest generation and ending with the oldest.

USS Files
This section describes special considerations for handling USS files, including HFS, ZFS, and TFS files.

You can allocate and process USS files as either BINARY or TEXT files. This is dependent on the value of the CODE=
parameter and the FILEDATA/LFILEDATA parameters.
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Handling USS Files as BINARY

When CODE=BINARY is specified, XCOM Data Transport allocates the USS file as FILEDATA=BINARY. XCOM Data
Transport also processes the data as BINARY data; that is, no translations are performed on the data, as they would be
for CODE=EBCDIC or CODE=ASCII.

Handling USS Files as TEXT

Unless CODE=BINARY is specified, XCOM Data Transport normally allocates a USS file as FILEDATA=TEXT (the
JCL equivalent). There is no concept of LRECL and BLKSIZE for USS files. Input records are terminated by a new line
character (x'15'). When XCOM Data Transport writes a USS TEXT file, it inserts new line characters at the end of each
record.

Handling BINARY USS Files as TEXT

It may be necessary to cause XCOM Data Transport to allocate a USS file in BINARY, but process the file as TEXT. If the
USS file does not contain new line characters (x'15') at the end of each logical line, it still may be possible to process the
data as TEXT. To do this, specify FILEDATA=BINARY, CODE=EBCDIC, and LRECL=nn.

When FILEDATA/LFILEDATA=BINARY is specified, XCOM Data Transport allocates the USS file as if
FILEDATA=BINARY had been specified on the JCL statement. However, the number of characters read from the file and
considered to be a logical record depends on the value of LRECL.

NOTE
On ISPF panels and CICS screens there is a separate field, USSLRECL, to specify the logical record length.
The SYSIN01 parameter is LRECL.

Example

If you specify LRECL=10, then XCOM Data Transport treats each sequential 10 bytes as a separate record. If you specify
LRECL=133, then XCOM Data Transport treats the data as 133-byte records. Because there are no new line characters in
the data, you must tell XCOM Data Transport how long each record is.

VSAM Files
XCOM Data Transport supports three access methods: QSAM, BPAM (for partitioned data sets), and VSAM. For VSAM, it
supports the key-sequenced data set (KSDS), entry-sequenced data set (ESDS), and relative record data set (RRDS) file
types.

NOTE
Because of VSAM limitations, the XCOM Data Transport checkpoint/restart facility is not supported for ESDS
or RRDS files. For KSDS files, XCOM Data Transport supports checkpoint/restart only for file transfers using
REPLACE as the specified File Option.

Entry Sequenced Data Sets (ESDS)

For Entry Sequenced Data sets, specify ADD. This adds the new input to the end of the data set. You must also employ
the CREATE option if the data set has been defined with the REUSE option and is to be reused.

Key Sequenced Data Sets (KSDS)

When transmitting an indexed file across systems (for example, a VSAM KSDS file), the key length and relative key
position must be the same on both the sending and receiving computers.

XCOM Data Transport supports the insertion of new records between existing records and the replacement of existing
keys for KSDS files. To do this, specify ADD or REPLACE for the FILEOPT parameter. You must also employ the
CREATE option if the data set has been defined with the REUSE option and is to be reused.
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Relative Record Data Sets (RRDS)

XCOM Data Transport processes relative record data sets sequentially without preserving relative record numbers across
systems. Source RRDS records are written into the target RRDS data set sequentially, starting with relative key 1. You
must also employ the CREATE option if the data set has been defined with the REUSE option and is to be reused.

NOTE
When creating a VSAM file, make sure that the file is pre-allocated on the destination system.

Miscellaneous File Considerations
The following are special considerations involving a variety of file types:

• Large format data sets
• Extended format data sets
• Extended Address Volumes (EAV) Writing fixed length records to variable length records
• Multivolume data sets
• Spanned records

Fixed to Variable Length Record Transfers

When sending a file of fixed length records to a z/OS data set of variable length records, be sure that the record length of
the target file is at least four bytes longer than that of the source file. This accommodates the four-byte prefix that z/OS
systems use to define variable length records.

IBM iSeries systems do not support variable length records. Instead, they create target files whose fixed record length is
the same as the largest variable length record of the source file. This can waste considerable disk space.

Multivolume Data Sets

XCOM Data Transport supports multivolume data sets only through the batch interface.

Spanned Records

XCOM Data Transport supports spanned records. While XCOM Data Transport does not specifically support either ISAM
(Indexed Sequential Access Method) or DA (Direct Access) data sets, several utilities (for example, IEBISAM) exist to
convert these access methods to sequential files, which XCOM Data Transport does support.

Preserving Variable Length Record Descriptor Words

When using extended VLR, the exact contents of a variable length file are preserved, as follows:

• If a variable length file is sent from z/OS to another system that supports extended VLR, then the exact contents are
saved. When that file is then transmitted to a z/OS system, the resulting file contents are the same.

• EBCDIC/BINARY/ASCII/VLR, if set to VLR, sends the z/OS record descriptor words to the receiving system. If the
receiving system also contains Extended Variable Length Record support, then the record descriptor words are saved
along with the record. When that file is then transmitted to a z/OS system, the resulting file is identical to the original
sending file.

Security Considerations
The XCOM Data Transport CICS interface uses a combination of CICS security, XCOM Data Transport security, and
data set authorization as defined by IBM, RACF, ACF2, or Top Secret. The XCOM Data Transport CICS interface does
not issue any security calls or supervisor calls (SVCs). It allows the XCOM Data Transport server to issue all security
authorization calls.

 692



 XCOM™ Data Transport® for z/OS 12.0

CICS Security
The XCOM Data Transport CICS interface assigns a default security value of 01 to all XCOM Data Transport transactions.
It is the CICS System Administrator's responsibility to assign the correct value to the XCOM Data Transport CICS
interface transactions. Two transactions are defined in the sample definitions: XCOM and XCON.

Both transactions have exactly the same functionality. They differ based on the way that XCOM Data Transport
was installed and the XCOMCNFG member was configured. If the XCOM Data Transport server was defined in the
XCOMCNFG member as OPERSEC=NONE or OPERSEC=USER, then both transactions are identical.

When the XCOM Data Transport server is defined as OPERSEC=OPER, then the transactions can act differently,
depending on the CICS configuration. The XCOM Data Transport CICS interface lets one transaction ID be defined as
equivalent to the TSO OPER authorization mechanism, because CICS has nothing equivalent to it. The XCOM Data
Transport CICS interface defines such a transaction ID using the OPER-TRAN parameter of the XCOMDFLT configuration
program.

For more information about XCOM Data Transport server OPERSEC security validation, see the XCOM Data Transport
CICS Operator Security topic.

If one transaction is defined to CICS as having OPER capability (via the OPER-TRAN parameter) and the other
transaction does not have this capability as a default, then you can change the CICS security parameters to restrict
access to the transaction that has OPER capability. The general user population can then access the standard XCOM
Data Transport transaction.

CICS Operator Security
There are three types of operator security in the XCOM Data Transport CICS interface. These are defined in the XCOM
Data Transport configuration member, XCOMCNFG. This definition is not performed in the XCOM Data Transport CICS
interface configuration. It is defined by the OPERSEC parameter, which has three possible values:

NONE
There is no security on XCOM Data Transport operator control functions. Any user can display any XCOM Data
Transport file transfer. Any user can also perform operator control functions on any XCOM Data Transport file
transfer. This includes deleting, altering, and suspending XCOM Data Transport transfers.

USER
Users can display, or perform operator control functions on, any XCOM Data Transport scheduled transfer that
they initiated. The XCOM Data Transport CICS interface passes the CICS user ID, with which the user logged
onto CICS, to the XCOM Data Transport server. XCOM Data Transport then verifies that the user ID that CICS
passed matches the transfer LUSER parameter (local user ID) before allowing a display or update function for
that transfer.

OPER
The OPER entry is functionally equivalent to the USER entry with one additional capability. Users that are defined
by Top Secret with OPER capability can display, or perform operator control functions on, all transfers without
regard to the user ID with which they logged onto CICS or Top Secret.
All the XCOM Data Transport CICS interface functions that use the authorized XCOM Data Transport transaction
(default XCON) get the equivalent of TSO OPER functionality.

 

Data Set Security Checking
The XCOM Data Transport CICS interface performs no data set security validation. It allows the XCOM Data Transport
server to perform all validation. Whenever the XCOM Data Transport CICS interface schedules a file transfer request,
the XCOM Data Transport server validates the user's local data set access authorization. The XCOM Data Transport
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CICS interface passes the local user ID and encrypted password to the XCOM Data Transport server, where the user ID/
password combination is first validated. Assuming that the user ID/password is valid, the XCOM Data Transport server
then validates whether the user is authorized to access that data set.

If the request is to send or receive a data set, the remote XCOM Data Transport partner also authorizes access to the
remote data set. The XCOM Data Transport CICS interface passes the remote user ID and encrypted password to the
XCOM Data Transport server. When the file transfer is initiated, the XCOM Data Transport server passes the remote user
ID/password to the remote system, where it is validated along with the user ID's authorization to access the remote data
set.

The local user ID/password does not have to be the same as the remote user ID/password. Because different fields are
available for local and remote user ID/password, they can be different.

If the local user ID/password or remote user ID/password are not entered, The XCOM Data Transport CICS interface
passes default values to the XCOM Data Transport server. The following section describes how XCOM Data Transport
treats user ID propagation.

User ID Propagation
Many sites do not want users to enter passwords when they perform a secured function. If a user ID/password has
already been validated, there is no need to enter a password again. That is the premise for XCOM Data Transport user ID
propagation. A user's signon to CICS using the CESN transaction signifies that a user ID/password combination has been
validated.

When the XCOM Data Transport CICS interface schedules a file transfer, it passes the CICS sign-on user ID by default
and notifies XCOM Data Transport that the password was already validated (by CICS in this case). XCOM Data Transport
then performs data set security validation on the user ID, but does not validate the password.

This is true of both the local user ID/password and the remote user ID/password fields. The default value for user ID is the
user ID that signed onto the terminal, while there is no default for the password fields. If the user enters a user ID other
than the CICS logon user ID, then both the XCOM Data Transport server and the XCOM Data Transport remote partner
require the password.

Remember that the XCOM Data Transport user ID propagation feature is supported by the mainframe components of
XCOM Data Transport. Because the XCOM Data Transport server's VTAM APPLID must be a mainframe component, the
local user ID/password fields can always use user ID propagation. However, unless the partner is a XCOM Data Transport
mainframe component, you should enter the remote user ID/password combination if the partner performs authorization
checking.

Password Requirements
The fields on the XCOM Data Transport menus that allow you to enter a password are all non-display (darkened) fields.
When passwords are entered, they are encrypted immediately to prevent unauthorized access to a password field.

Passwords are never saved on the XCOMDFLT user profile. If a password was entered on the Receive File from Remote
System Menu, the Send File to Remote System Menu, the Submit Job to Another System Menu, or the Send Report to
Another System Menu, it is retained until you return to the Send Functions Menu or the Primary Option Menu via the END
or CANCEL keys. For information about these menus and the XCOM Data Transport CICS interface menu tree structure,
see the The Menu Interface section.

You can schedule many transfers without having to reenter the password. As soon as you press PF3 or PF12 to leave the
screen, the password is cleared and you must reenter it before scheduling any additional transfers. This applies to both
the local and remote passwords.
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Sample Members
This section contains sample illustrations of data set members supplied as part of the XCOM Data Transport for z/OS
product installation.

Sample APICOPY

Refer to the member located in yourhlq.CBXGMAC(APICOPY).

Sample XCAPIDSC

Refer to the member in yourhlq.CBXGMAC(XCAPIDSC).

Sample XCICTSTA

Refer to the member in yourhlq.CBXGSAMP(XCICTSTA).

Sample XCICTSTC

Refer to the member in yourhlq.CBXGSAMP(XCICTSTC).
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Messages
XCOM Data Transport generates messages that describe normal processing, warning situations, and error conditions that
can occur.

To browse all XCOM Data Transport messages, go to the XCOM™ Data Transport® Messages site.
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Additional Resources
This article provides resources to assist you in maximizing your product experience, including information about
education, webcasts, product support resources, and product maintenance.

Product Support

The following resources are available from Broadcom Support:

• Broadcom Support Online (product information, communities, download management, case management)
• Support and Services (getting started, services, and support)
• Broadcom Mainframe Product Lifecycle Page
• Mainframe Compatibilities (CICS TS, Db2, IBM z13, IBM zEnterprise, IMS, IPv6, Pervasive Encryption Compatibility,

PCI DSS Compliance matrix, z/OS, z/VM, and z/VSE)

Maintenance

Use the following resources to obtain information about maintaining XCOM Data Transport:

• Mainframe Installation and Maintenance Tools
• Mainframe Common Maintenance Procedures
• Broadcom Mainframe Product Maintenance Solutions List
• Mainframe Software Security Advisories
• Recommended Service for z/OS (CARS)
• Migrate SMP/E Environments into z/OSMF

NOTE
For migration assistance and access to z/OSMF trainings from Broadcom, see z/OSMF Migration.

• Mainframe Essentials Software Risk Assessment video
• Broadcom Support Network Details

Education and Training

Use the following links to learn more about XCOM Data Transport:

• Mainframe Training
• Mainframe eLearning Library
• Learning Paths for XCOM Data Transport
• Mainframe Product Roadmap Webcasts
• Educate YouTube Channel (requires a Google account)

User Communities

Consult your peers, reach out to subject matter experts, and read the latest technical insights and information in our global
communities:

• Broadcom Mainframe Software Division (MSD) Microsite
• Mainframe Blog
• Mainframe Product Communities
• XCOM Data Transport Community
• Mainframe Education Community

 697

https://support.broadcom.com/
https://www.broadcom.com/support
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/AllProdDates.HTML
https://support.broadcom.com/external/content/release-announcements/Mainframe-Compatibilities/8659
https://support.broadcom.com/external/content/release-announcements/CA-Mainframe-Installation-and-Maintenance-Tools/5279
https://techdocs.broadcom.com/maintenance
https://ftpdocs.broadcom.com/WebInterface/phpdocs/0/MSPSaccount/COMPAT/AllProducts.HTML
https://support.broadcom.com/security-advisory/security-advisories-list.html?segment=MF
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/getting-started/ca-recommended-service-for-z-os.html
https://techdocs.broadcom.com/us/en/ca-mainframe-software/traditional-management/mainframe-common-maintenance-procedures/1-0/getting-started/z-osmf-requirements/migrate-smp-e-environments-into-z-osmf.html
https://mainframe.broadcom.com/zosmf_migration
https://www.youtube.com/watch?v=GOP6jsD8tkA&list=PLynEdQRJawmw9AV-wq79gR9i_mNX8qSaP&index=1
https://support.broadcom.com/external/content/release-announcements/Changes-Requiring-Customer-Action/7882
https://www.broadcom.com/support/education/mainframe
https://www.broadcom.com/support/education/mainframe/mainframe-elearning-library
https://community.broadcom.com/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=87ffa4bd-c43a-4684-b6e8-eeda24abe19e
https://mainframe.broadcom.com/broadcom-mainframe-product-roadmap-series
https://www.youtube.com/user/Educate
https://mainframe.broadcom.com/
https://mainframe.broadcom.com/blog
https://community.broadcom.com/mainframesoftware/home
https://community.broadcom.com/mainframesoftware/communities/communityhomeblogs?CommunityKey=032baea6-3bb1-4c82-ae74-31c1a63c1122
https://community.broadcom.com/education/communities/communityhomeblogs?CommunityKey=bd92ecf3-d291-44ae-87ef-f17f7697397e


 XCOM™ Data Transport® for z/OS 12.0

Social Media

Through the following Broadcom Mainframe Software channels, we share information that provides value to our
mainframe community, including events, blog posts, eBooks, analyst reports, and more:

• LinkedIn
• Twitter
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Documentation Legal Notice
This Documentation, which includes embedded help systems and electronically distributed materials, (hereinafter referred
to as the “Documentation”) is for your informational purposes only and is subject to change or withdrawal by Broadcom
at any time. This Documentation is proprietary information of Broadcom and may not be copied, transferred, reproduced,
disclosed, modified or duplicated, in whole or in part, without the prior written consent of Broadcom.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or otherwise make
available a reasonable number of copies of the Documentation for internal use by you and your employees in connection
with that software, provided that all Broadcom copyright notices and legends are affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during which the
applicable license for such software remains in full force and effect. Should the license terminate for any reason, it is your
responsibility to certify in writing to Broadcom that all copies and partial copies of the Documentation have been returned
to Broadcom or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, BROADCOM PROVIDES THIS DOCUMENTATION “AS
IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL
BROADCOM BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT,
FROM THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST
INVESTMENT, BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF BROADCOM IS EXPRESSLY
ADVISED IN ADVANCE OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agreement and
such license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is Broadcom Inc.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to the
restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)
(3), as applicable, or their successors.

Copyright © 2005–2023 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its
subsidiaries. All trademarks, trade names, service marks, and logos referenced herein belong to their respective
companies.

 699



 


	XCOM™ Data Transport® for z/OS 12.0
	Table of Contents
	Announcements and News
	Release Notes
	Transition to Continuous Delivery
	New Features
	Release Compatibility and Support
	Deprecated Features
	Product Accessibility Features
	Third-Party Software Agreements
	Product Names and Abbreviations

	Overview
	Audience
	How the Data Transport Process Works
	Benefits of XCOM Data Transport
	Types of Transfers
	How Remote Requests are Handled
	Features
	AT-TLS Support
	AT-TLS Sample Rule Sets

	XCOM Data Transport Security
	Data Link Types
	File Transfer
	High Capacity and Performance
	Management
	PU Type 2.1 Support
	Report Distribution
	RJE Replacement
	Standard Features
	Standard Functions
	Support of Most Operating Systems
	TCP/IP Support
	Unicode and Multi-Byte Character Set Support
	zIIP Enablement on z/OS

	XCOM Remote System Information
	HP NonStop (Tandem)
	i5/OS (AS/400)
	Novell NetWare
	OpenVMS
	Stratus
	UNIX or Linux
	Windows
	z/OS
	z/VM
	z/VSE

	About Systems Network Architecture (SNA) Logical Units

	Installing
	Prepare for Installation
	Installation Checklist
	Review Installation Best Practices
	Hardware Requirements
	Software Requirements
	Common Components and Services Requirements
	Security Requirements
	Storage Requirements
	OMVS Requirements
	USS Space Requirements
	LPA Eligible Libraries

	Install Products Using z/OSMF
	Address z/OSMF Requirements
	Acquire a z/OSMF Portable Software Instance
	Install Product Software Using z/OSMF Deployments
	Import Product Information into z/OSMF

	Install Products Using CSM
	Acquire Your Product Using CSM
	Install Your Product Using CSM
	Configure Products Using CSM
	Deploy Products Using CSM

	Install Products Using SMP/E JCL
	Allocate and Mount a File System
	Acquire the Product Pax Files
	Create a Product Directory from the Pax File
	Copy Installation Files to z/OS Data Sets
	Prepare the SMPE Environment for a Pax Installation
	Run the Installation Jobs for a Pax Installation
	Clean Up the USS Directory

	Install Maintenance
	Maintain Products Using z/OSMF Software Update
	Maintain Products Using CSM
	Apply Preventive Maintenance
	HOLDDATA

	Configure Your Product
	Define Your Product to VTAM
	Application Definition Table Contents
	Application Definition Table Example
	Modify the Sample Application Definition Table

	Define the Logon Mode Table Entries
	Construct a Logon Mode Table
	Default LOGMODE
	Provide a LOGMODE Entry for Parallel Sessions
	Request Unit (RU) Size and Performance
	Override LOGMODE Table Entries

	Configure the Default Options
	Converting a Default Options Table to a TYPE=CONFIG Member
	Edit the Sample TYPE=CONFIG Member
	Specify the TYPE=CONFIG Member
	Where to Store TYPE=CONFIG Members
	Set CONFIGDSN
	How the TYPE=CONFIG Member is Loaded

	Define the Libraries and Install the TSO/ISPF Facility
	Define/Migrate the Request Queue
	Define/Migrate the VSAM History File
	Define the Optional Sequential Files
	Verify the Installation
	Activate the Server
	Specify the START Parameter
	Start XCOM Data Transport
	Start the XCOMPLEX Admin Server
	Start the XCOMPLEX Worker Server
	Perform a Direct File Transfer
	Perform a Scheduled Transfer
	Perform a Scheduled Transfer in the PLEXQ
	Perform a Scheduled Transfer in the XCOMPLEX
	Invoke Your Product Through the ISPF Interface
	Use Health Checks to Tune the XCOM Data Transport Regions

	Configure for Optimal Performance

	Optional Configuration Procedures
	Assemble and Link Edit the JES2-Dependent Module
	Assemble and Link Edit User Exits
	Configure for LSR Support
	Configure the CEEOPTS Language Environment Parameters
	Configure Virtual IP Addresses - Remotely Initiated Transfers
	Configure VTAM Generic Names - Remotely-Initiated Transfers
	Create a PLEXQ Environment
	Define the PLEXQ Server
	Schedule Transfers to the PLEXQ

	Customize Code Page Conversion Tables
	The Construction of the Code Page Conversion Table
	Conversion Table Parameters

	Define Destinations
	Why Define Destinations?
	Construct Destination Tables
	Fragment of a Destination Definition
	Destination Types
	Group Destinations and List Destinations
	How to Code Different Destination Types
	Examples of Destination Definitions
	How to Enable and Disable a Destination Member

	Define the Server in a Standalone Environment
	Complete the Server Storage Usage Worksheet
	Create the Address Space
	Operating Your Product

	Define the System Administrator Table
	Modify the System Administrator Table
	System Administrator Table Parameters

	Define the XCOMPLEX in a Coupling Facility Environment
	Define the XCOMPLEX Admin Server in a Coupling Facility Environment
	Define the XCOMPLEX Worker Server in a Coupling Facility Environment
	Schedule Transfers in the XCOMPLEX

	Execute CAIRIM to Install LMP (Non-MSM Install Only)
	Generate Exits and Tables used by XCOM Data Transport
	Set and Define the Language Environment Runtime Options

	Migration Information
	Migration Considerations

	Install Control Center

	Administrating
	Best Practices
	Data Compression
	Hardware Data Encryption Technology
	Keyring Access to SSL Certificates
	PLEXQ Facility
	Secure Sockets Layer (SSL) Usage
	SNA Session Management
	Unicode Transfers
	Using zEDC Data Compression
	z/OS Health Checks

	CONFIG Member Parameters
	ACBNAME
	ACFUSER
	AGE
	ALERT_CONV
	ALERT_FILE
	ALERT_GEN
	ALERT_SEC
	ALERT_SESS
	ALLOC
	ALIAS_FAIL
	APPLSEC
	AT-TLS
	AT-TLS_PORTS
	AVGREC
	BANNER
	CA7EXIT
	CATALOG
	CC_RESOURCE
	CKPT
	CLASS
	CMPRS_PDS_ALLOW
	CMPRS_SYSOUT_CL
	COMPNEG
	COMPRESS_ALLOWED
	CONTIG
	CREATEDELETE
	CREATEDELOVRD
	CRUSSDIR
	DEALLOCMSG
	DEFAULT_CHARSET
	DEFAULT_CONVERROR
	DEFAULT_DELIM
	DEFAULT_INPUTERROR
	DIR
	DLOGMOD
	DOMAIN
	DROPSESS
	DUMPCL
	DYNALMNT
	EATTR
	EDESC
	ENCRYPT
	EROUT
	ERRINTV
	EXECUTE
	EXIT01
	EXIT02
	EXIT03
	EXIT04
	EXIT05
	EXIT06
	EXIT07
	EXIT08
	EXIT09
	EXIT10
	EXIT11
	EXIT12
	EXIT13
	FACILITY
	FERL
	GATEWAYDPATH
	GETSESS
	HISTORY
	HISTORY_OUT_DD
	HISTORY_WRITE
	IDESC
	INQWAIT
	IPPORT
	IROUT
	JESINTV
	JESOPER
	JOBACB
	LCLNTFYL
	LDATACLS
	LDSNLRECL
	LDSNTYPE
	LIBNEG
	LMGMTCLS
	LOG
	LOGCL
	LOGDEST
	LOGMODE
	LOSERS
	LOWERCASE_PSWD
	LSTORCLS
	LUSECURE
	LU6ABND
	MAXDEL
	MAXLOC
	MAXMOUNTWAIT
	MAXPACK
	MAXREM
	MAXRPTB
	MAXTASK
	MSGFMT
	MSTRCATU
	NETMAST
	NETNAME
	NTFYTPN
	OPERCMDS
	OPERLIM
	OPERSEC
	PLEXQ
	PRI
	PSO
	PSOCKPT
	PSODISP
	PSOPREF
	PSOSECUR
	PSOUNIT
	PSOVOL
	PSWDCHK
	QSTART
	RCALPROC
	RECVRID
	RELEASE
	REMAGE
	REPCR
	RESTAPI_LIST
	RMTNTFYL
	ROSPROC
	ROUND
	SEC
	SECURE_SOCKET
	SECURITY
	SERL
	SERVADDR
	SERVADDRV6
	SERVPORT
	SERVPORTV6
	SMF
	SMFNUM
	SNA
	SSL
	SSL_VERSION
	SSLPORT
	SSLPORTV6
	START
	STCAPPL
	STCIP
	STCPLEXQ
	STCPORT
	STCPROTOCOL
	SUP_ALLOC_INFO
	SUPPLIST
	SURCHK
	SURCLS
	SWAIT
	SYSID
	SYSNAME
	TCPIP
	TCPIPV6
	TCPLUSEC
	TCPRTIME
	TCPSESS
	TCPSOCKD
	TCPSRCVB
	TCPSSNDB
	TCPSTACK
	TCPTBUF
	TCPTCHKF
	TCPTTIME
	TERL
	TIMEOUT
	TRANSFERS_ALLOWED
	UMASK
	UNIT
	USERD
	USEROVR
	USERPRO
	VERL
	VOL
	VTAMGNAM
	WINNERS
	XCOM_CONFIG_SSL
	XCOMHIST
	XCOMHIST_OWNER
	XCOMHIST_PASSWORD
	XCOMHIST_TBL
	XCOMHIST_USER
	XCOMPLEX
	ZIIP
	Destination Parameters for Single LUs, Groups of LUs, and Single IPNAMEs
	ACCSEC
	ALERT_CONV 1
	ALERT_FILE 1
	ALERT_GEN 1
	ALERT_SEC 1
	ALERT_SESS 1
	CODETABL
	COMPNEG 1
	COMPRESS
	COMPRESS_ALLOWED 1
	COMPRESS_PDS
	CONVTYPE
	CPUTYPE
	CREATEDELETE 1
	CVASCII
	CVBINARY
	CVEBCDIC
	DATACLAS
	DEFAULT_CHARSET 1
	DEFAULT_CONVERROR 1
	DEFAULT_DELIM 1
	DEFAULT_INPUTERROR 1
	DEST
	DOMAIN 1
	DROPSESS 1
	DSKEYLBL
	DSNTYPE
	FERL 1
	GETSESS 1
	GROUP
	IPNAME
	IPPORT 1
	LCLNTFYL 1
	LIBNEG 1
	LOGMODE 1
	LOSERS 1
	LU
	MAXPACK 1
	MGMTCLAS
	MODEL
	NEWDEST
	NEWWTR
	PACK
	PARSESS
	PRPACE
	PSOCKPT 1
	PSODISP 1
	PSOPASS
	PSOPREF 1
	PSOUSER
	PSOWAIT
	PSPACE
	RECSEP
	RELEASE 1
	RMTNTFYL 1
	RRUSIZE
	SECURE_SOCKET 1
	SERL 1
	SETUP
	SRPACE
	SRUSIZE
	SSPACE
	STORCLAS
	SWAIT 1
	TCPRTIME 1
	TCPSESS 1
	TERL 1
	TIMEOUT 1
	TRUSTID
	TYPE
	VERL 1
	WINNERS 1
	WRITER
	XCOM_CONFIG_SSL 1

	List Destination Parameters
	GROUP 1
	IPNAME 1
	IPPORT 2
	LU 1
	TYPE 1

	Superlist Destination Parameters
	TYPE
	LIST


	Configuring the Network
	Create Cross-domain Resources
	Define Remote LUs (NCP Considerations)
	X.25 Switched Virtual Circuits
	VTAM Dialup Environment

	SNA Considerations
	Specify Pacing and Performance

	Test Your Product in the Network
	Test the Server and the Batch Interface
	Test the ISPF Dialogs
	Test XCOMPLEX Worker and Admin Servers and the Batch Interface


	Implement System SSL
	Prepare the CA, Client, and Server Certificates
	Configure the System SSL Configuration File
	Security Requirements for System SSL Certificates

	Load the Certificates into a KEYRING
	Configure the SSL/TLS Server
	Default Options Table Parameter Values for TCP/IP Listeners


	How to Use Your Product with Other Products
	Abend-AID
	FDR/ABR
	CICS Notification Facility
	DCB ABEND Exit Software
	Security Interfaces
	Scheduling Packages
	NetMaster FTM
	OPS/MVS

	Parameter Override Relations
	Control Library Parameters
	PARM Parameters and SYSIN01 Parameters
	XCOMJOB Parameters and SYSIN01 Parameters
	Resolve Multiple Interpretable Parameters

	Parameter Overrides for XCOM Data Transport Health Checks
	XCOM_ABOVE_16M stcname
	XCOM_BELOW_16M stcname
	XCOM_MAXTASK_LEVEL stcname
	XCOM_MAXLOC_LEVEL stcname
	XCOM_MAXREM_LEVEL stcname

	RESTAPI Member Parameters
	ACTIVE
	CHECKPOINT
	COMPLETED
	DYNALLOC_ERROR
	FAILED
	HELD
	INACTIVE
	NETWORK_ERROR
	QUEUED
	REMOTE_SUSPENDED
	SUSPENDED
	TARGET
	USAGE

	Server Failover Recovery
	How to Perform a Server Recovery
	Sample JCL (TYPE=RECOVER)
	Parameters
	Sample Rules

	Understanding the PLEXQ
	Structure of the PLEXQ
	Communication Within a PLEXQ
	Scheduling Transfers
	Workload Distribution
	MAXTASK, MAXLOC and TRANSFERS_ALLOWED Parameters
	STAT Modify Command
	Checkpoint/Restart
	Inquire
	TYPE=OPER (Operator) Requests from ISPF to the PLEXQ

	VIPA
	VTAM GNAME

	Utilizing zEDC Hardware Accelerator
	Utilizing zIIP
	XCOM Security Considerations
	Security Planning
	Security Checking
	Overview of Security
	File Access Security
	Validate the Indicated User ID/Password
	Validate Data Set Access Privileges
	File Security User Exit (XCOMEX05)
	Additional Security Considerations for XCOM
	How to Use the File Security User Exit

	Partner Security
	SAF Security Call -- Partner Security
	When to Use Partner LU Security
	Examples of SAF Security Calls -- Partner Security
	Partner LU Security (XCOMEX12)
	More Information About Partner Security

	Command Security
	SAF Security Call -- Command Security
	Operator Commands and Their Security Calls
	Examples of SAF Security Calls -- Command Security
	Command Security for Consoles That Are Not Logged On
	Command Security User Exit (XCOMEX13)

	History Database Security
	XCOM Security Interfaces
	ACF2 Interface
	Top Secret Interface
	Define a Facility
	Options for Defining a Facility
	Multi-level Passwords
	Define Your ACID
	Restrict Logical Unit Access
	Define a Resource Class
	Define a Partner Resource Class
	Define a Command Resource Class
	Grant Ownership of a Resource Class
	Grant Permission to a Resource Class

	How the Security Interface Works
	How Job Submission Works with Top Secret Enabled
	Possible Error Conditions -- Top Secret

	IBM RACF Security Interface
	System Authorization Facility (SAF) Interface

	Security Considerations for USS Files
	Secure Your Password in Batch Transfers
	Password Protection by Encryption
	How Configuration File Password Encryption Works
	Eliminate Passwords from Parameter Files
	The Already Verified Indicator

	Set Up Trusted Access Security
	Trusted Transfers to z/OS
	Implement Trusted Access Security for Transfers to z/OS
	Trusted Transfers from z/OS

	Data Encryption Using SSL/TLS


	Using
	The Menu Interface (TSO/ISPF Panels)
	The Primary Option Menu
	MVS Send Functions Menu
	Send MVS File to Another System Screen
	MVS Extended Tape Parameter Entry
	File Allocation Information Screen
	Additional File Information Screen
	Send Report To Another System Screen
	Submit Job to Another System Screen
	Receive File From Another System Screen
	File Transfer Scheduling Information Screen
	Member Selection List Screen
	File Transfer Display Select Screen
	Transfer Request Display Screen
	Detailed File Transfer Display
	Menu Interface Messages

	The Batch Interface
	Special Features
	XCOMJOB Sample JCL
	XCOMJOB DD Statements
	XCOMJOB Parameter Classes
	PARM Parameters
	SYSIN01 Parameters
	Symbolic Parameters
	General Parameters, A-G
	General Parameters, H-P
	General Parameters, R-Z
	FILETYPE=FILE Parameters
	FILETYPE=HISTORY Parameters
	FILETYPE=REPORT Parameters
	Tape Parameters
	DCB Parameters
	Transfer Control (XTC) Parameters
	XCOMJOB Return Codes


	The XCOM Programming Interface
	Allocating the Local Data Set and Parameter Files
	Define Two XCOM Data Transport Files
	Sample DD Statement

	Calling XCOM Data Transport from a COBOL Program
	Calling XCOM Data Transport from an Assembler Program

	The Remote Spooling Feature (Process SYSOUT)
	Basics of JES Spool Use
	Process SYSOUT Enhancements
	JES2 Considerations
	JES3 Considerations
	PSOPREF Considerations

	Operation and Control
	Starting the XCOM Data Transport Server
	Starting the XCOMPLEX Admin Server
	Starting the XCOMPLEX Worker Server
	Using the MODIFY Commands

	History and SMF Files
	SMF Record and History File
	Database Availability
	XCOMUTIL History File Utility
	XCOMUTIL Parameters
	XCOMUTIL DD Statements
	XCV2ODBC - Migrate VSAM History Databases

	Request Queue Migration
	Sample Files
	User Exits
	User Exit 1
	User Exit 2
	User Exit 3
	User Exit 4
	User Exit 5
	User Exit 6
	User Exit 7
	User Exit 8
	User Exit 9
	User Exit 10
	User Exit 12
	User Exit 13

	Control Center
	Start Control Center
	Status Tab
	Trends Tab
	Queue Tab
	Exceptions Tab
	Configuration Tab
	Settings Tab


	Using the REST API Infrastructure
	Symbolic Variables in the REST API Infrastructure
	Sample RESTAPI Members

	CICS Reference
	CICS Menu Interface
	Menu Tree
	PF Key Definitions and Usage

	Primary Option Menu (XCICPRIM)
	Primary Menu Options (XCICPRIM)
	Remote System Identification (XCICPRIM)
	APPLID of the XCOM Data Transport Server (XCICPRIM)
	XCICPRIM Required Parameters (XCICPRIM)

	Send Functions Menu (XCICSEND)
	Remote System Identification (XCICSEND)

	Send File to Another System Menu (XCICSFIL)
	Parameter Fields (XCICSFIL)
	Local System Information (XCICSFIL)
	Remote System Information (XCICSFIL)
	Required Parameters (XCICSFIL)

	Send Report to Another System Menu (XCICSRPT)
	Parameter Fields (XCICSRPT)
	Remote System Information (XCICSRPT)
	Local System Information (XCICSRPT)
	Required Parameters (XCICSRPT)

	Submit Job to Another System Menu (XCICSJOB)
	Parameter Fields (XCICSJOB)
	Remote System Information (XCICSJOB)
	Local System Information (XCICSJOB)
	Required Parameters (XCICSJOB)

	Receive File from Another System Menu (XCICRFIL)
	Parameter Fields (XCICRFIL)
	Remote System Information (XCICRFIL)
	Local System Information (XCICRFIL)
	Required Parameters (XCICRFIL)

	Additional Schedule Parameters Menu (XCICMPRM)
	Parameter Fields (XCICMPRM)

	Control (XTC) Parameters
	XTC Network
	XTC Jobname
	Completion Status
	Control Parameters Example
	XTC Required Parameters

	Allocate New Dataset Parameters Menu (XCICADSN)
	Parameter Fields (XCICADSN)

	Extended Length File Names Menu (XCICEDSN)
	Parameter Fields (XCICEDSN)
	Required Parameters (XCICEDSN)

	Operator Control Selection Menu (XCICOPER)
	Parameter Fields (XCICOPER)
	Required Parameters (XCICOPER)

	Operator Transfer Request Display Menu (XCICODIS)
	Display Fields (XCICODIS)
	Unprotected (Control) Fields (XCICODIS)
	Selection Commands (XCICODIS)
	Protected (Display) Fields (XCICODIS)

	Transfer Request Display Menu (XCICOSDS)
	Protected (Display) Fields (XCICOSDS)
	Previously Defined Fields (XCICOSDS)
	Additional Fields (XCICOSDS)
	Transfer Statistics (XCICOSDS)
	Required Parameters (XCICOSDS)

	Default Profile Feature (XCOMDFT)

	The CICS Programming Interface
	About the Programming Interface
	CICS API Parameters
	Programming Requirements
	DISPLAY Transfer Requests
	Operator Control Modification

	Processing Different File Types
	Partitioned Data Sets
	Generic File Specifications (Using Wildcards)
	Generation Data Groups
	USS Files
	VSAM Files
	Miscellaneous File Considerations

	Security Considerations
	CICS Security
	CICS Operator Security
	Data Set Security Checking
	User ID Propagation
	Password Requirements

	Sample Members

	Messages
	Additional Resources
	Documentation Legal Notice

